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Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• QFX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.
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If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:
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[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CLI User Guide.

Documentation Conventions

Table 1 on page xxv defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xxv defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page of the Juniper Networks TechLibrary site

athttp://www.juniper.net/techpubs/index.html, simply click the stars to rate thecontent,

and use the pop-up form to provide us with information about your experience.

Alternately, you can use the online feedback form at

http://www.juniper.net/techpubs/feedback/.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/
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• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

http://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

CoS Overview

• Basic Concepts on page 3

• Configuration Statements for Basic Concepts on page 45

• Monitoring Commands for Basic Concepts on page 53
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CHAPTER 1

Basic Concepts

• Overview of Junos OS CoS on page 4

• Configuring CoS on page 6

• Understanding Junos CoS Components on page 9

• Assigning CoS Components to Interfaces on page 15

• Understanding CoS Packet Flow on page 16

• Understanding Default CoS Settings on page 18

• CoS Inputs and Outputs Overview on page 28

• Overview of Policers on page 28

• CoS on Virtual Chassis Switch Ports on page 34

• CoS on Virtual Chassis Fabric (VCF) EX4300 Leaf Devices (Mixed Mode) on page 39
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Overview of Junos OS CoS

When a network experiences congestion and delay, some packets must be dropped.

Junos OS class of service (CoS) enables you to divide traffic into classes and set various

levels of throughput and packet loss when congestion occurs. You have greater control

over packet loss because you can configure rules tailored to your needs.

You can configure CoS features to provide multiple classes of service for different

applications.CoSalsoallowsyou to rewrite theDifferentiatedServicescodepoint (DSCP)

or IEEE 802.1p code-point bits of packets leaving an interface, thus allowing you to tailor

packets for the network requirements of the remote peers.

CoS provides multiple classes of service for different applications. You can configure

multiple forwarding classes for transmitting packets, define which packets are placed

into each output queue, schedule the transmission service level for each queue, and

manage congestion using a weighted random early detection (WRED) algorithm.

In designing CoS applications, youmust carefully consider your service needs, and you

must thoroughly plan and design your CoS configuration to ensure consistency and

interoperability across all platforms in a CoS domain.

Because CoS is implemented in hardware rather than in software, you can experiment

with and deploy CoS features without affecting packet forwarding and switching

performance.

NOTE: CoS policies can be enabled or disabled on each switch interface.
Also, each physical and logical interface on the switch can have associated
custom CoS rules.

When you change or when you deactivate and then reactivate the
class-of-serviceconfiguration, thesystemexperiencespacketdropsbecause
the systemmomentarily blocks traffic to change themapping of incoming
traffic to input queues.

This topic describes:

• CoS Standards on page 4

• How Junos OS CoSWorks on page 5

• Default CoS Behavior on page 6

CoS Standards

The following RFCs define the standards for CoS capabilities:

• RFC 2474, Definition of the Differentiated Services Field in the IPv4 and IPv6 Headers

• RFC 2597, Assured Forwarding PHB Group

• RFC 2598, An Expedited Forwarding PHB
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• RFC 2698, A Two Rate Three Color Marker

• RFC 3168, The Addition of Explicit Congestion Notification (ECN) to IP

The following data center bridging (DCB) standards are also supported to provide the

CoS (and other characteristics) that Fibre Channel over Ethernet (FCoE) requires for

transmitting storage traffic over an Ethernet network:

• IEEE 802.1Qbb, priority-based flow control (PFC)

• IEEE 802.1Qaz, enhanced transmission selection (ETS)

• IEEE 802.1AB (LLDP) extension called Data Center Bridging Capability Exchange

Protocol (DCBX)

NOTE: OCXSeries switches andNFX250NetworkServices platformsdonot
support PFC and DCBX.

Juniper Networks QFX10000 switches support both enhanced transmission
selection (ETS) hierarchical port scheduling and direct port scheduling.

How Junos OS CoSWorks

Junos OS CoS works by examining traffic entering the edge of your network. The switch

classifies traffic into defined service groups to provide the special treatment of traffic

across the network. For example, you can send voice traffic across certain links and data

traffic across other links. In addition, the data traffic streams can be serviced differently

along the network path to ensure that higher-paying customers receive better service.

As the traffic leaves the network at the far edge, you can reclassify the traffic to meet

the policies of the targeted peer by rewriting the DSCP or IEEE 802.1 code-point bits.

To support CoS, youmust configure each switch in the network. Generally, each switch

examines thepackets that enter it to determine their CoS settings. These settings dictate

whichpacketsare transmitted first to thenextdownstreamswitch.Switchesat theedges

of the network might be required to alter the CoS settings of the packets that enter the

network to classify the packets into the appropriate service groups.

In Figure 1 on page 6, Switch A is receiving traffic. As each packet enters, Switch A

examines the packet’s current CoS settings and classifies the traffic into one of the

groupings defined on the switch. This definition allows Switch A to prioritize its resources

for servicing the traffic streams it receives. Switch Amight alter the CoS settings

(forwarding class and loss priority) of the packets to better match the defined traffic

groups.

When Switch B receives the packets, it examines the CoS settings, determines the

appropriate traffic groups, and processes the packet according to those settings. It then

transmits the packets to Switch C, which performs the same actions. Switch D also

examines the packets and determines the appropriate groups. Because Switch D sits at

the far end of the network, it can reclassify (rewrite) the CoS code-point bits of the

packets before transmitting them.
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Figure 1: Packet Flow Across the Network

Default CoS Behavior

If youdonotconfigureCoSsettings, thesoftwareperformssomeCoSfunctions toensure

that the system forwards traffic and protocol packets with minimum delay when the

network is experiencing congestion. Some CoS settings, such as classifiers, are

automatically applied to each logical interface that you configure. Other settings, such

as rewrite rules, are applied only if you explicitly associate themwith an interface.

Related
Documentation

CoS Support on QFX Series Switches, EX4600 Switches, and QFabric Systems•

• Overview of Policers on page 28

• Understanding Junos CoS Components on page 9

• Understanding CoS Packet Flow on page 16

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

Configuring CoS

The traffic management class-of-service topics describe how to configure the Junos OS

class-of-service (CoS)components. JunosCoSprovidesa flexible set of tools that enable

you to fine tune control over the traffic on your network.

You can define classifiers that classify incoming traffic into forwarding classes to place

traffic in groups for transmission. You canmap forwarding classes to output queues to

define the type of traffic on each output queue. You can configure schedulers for each

output queue to control the service level (priority, bandwidth characteristics) of each

type of traffic. You can provide different service levels for the same forwarding classes

on different interfaces. Some switches support data center bridging standards so that

you can configure lossless transport across the Ethernet network using priority-based

flow control (PFC), Data Center Bridging Exchange protocol (DCBX), and enhanced

transmission selection (ETS) hierarchical scheduling (OCX Series switches and NFX250

Network Services platform do not support lossless transport, PFC, and DCBX).

You can configure various CoS components individually or in combination to define CoS

services.
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NOTE: When you change the CoS configuration or when you deactivate and
then reactivate the CoS configuration, the system experiences packet drops
because the systemmomentarily blocks traffic to change themapping of
incoming traffic to input queues.

The following topics describe how to configure CoS components.

NOTE: Links to features that are not supported on the platform for which
you are looking up informationmight not be functional. The platforms that
support each feature are listed before each topic link. Feature topics that do
not list platforms apply to all platforms.

• (QFX3500,QFX3600, EX4600,NFX250,QFX5100,QFX5200, andOCX1100switches,

and QFabric systems) “Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE

802.1p)” on page 114

• (QFX10000 switches) Example: Configuring Classifiers

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and OCX1100 switches, and

QFabric systems) “Example: Configuring Multidestination (Multicast, Broadcast, DLF)

Classifiers” on page 120

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and OCX1100 switches, and

QFabric systems) “Example: ConfiguringWRED Drop Profiles” on page 381

• (QFX10000 switches) Example: ConfiguringWRED Drop Profiles

• (All switches) “Example: Configuring Drop Profile Maps” on page 384

• (QFX3500,QFX3600, EX4600,NFX250,QFX5100,QFX5200, andOCX1100switches,

and QFabric systems) “Example: Configuring Forwarding Classes” on page 157

• (QFX10000 switches) Example: Configuring Forwarding Classes

• (All switches) “Example: Configuring Forwarding Class Sets” on page 162

• (QFX3500,QFX3600, EX4600,NFX250,QFX5100,QFX5200, andOCX1100switches,

and QFabric systems) “Example: Configuring Queue Schedulers” on page 305

• (QFX10000 switches) Example: Configuring Queue Schedulers for Port Scheduling

• (All switches and NFX250 Network Services platform) “Example: Configuring Queue

Scheduling Priority” on page 313

• (All switches) “Example:ConfiguringTrafficControlProfiles (PriorityGroupScheduling)”

on page 328

• (All switchesandNFX250NetworkServicesplatform) “Example:ConfiguringMinimum

Guaranteed Output Bandwidth” on page 364

• (All switches) “Example: Configuring MaximumOutput Bandwidth” on page 371

• (QFX3500, QFX3600, EX4600, QFX5100, and QFX10000 switches, and QFabric

systems) “Example:ConfiguringDCBXApplicationProtocolTLVExchange”onpage715
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• (All switches) “Example: Configuring CoS Hierarchical Port Scheduling (ETS)” on

page 337

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “Example: Configuring CoS PFC for FCoE Traffic” on page 612

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “Example: Configuring CoS for FCoE Transit Switch Traffic Across

an MC-LAG” on page 621

• (QFX3500 switches and QFabric systems) Example: Configuring IEEE 802.1p Priority

Remapping on an FCoE-FC Gateway

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “Example: Configuring Two or More Lossless FCoE IEEE 802.1p

Priorities on Different FCoE Transit Switch Interfaces” on page 661

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “Example: Configuring Lossless FCoE Traffic When the Converged

Ethernet Network Does Not Use IEEE 802.1p Priority 3 for FCoE Traffic (FCoE Transit

Switch)” on page 644

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “Example: Configuring Two or More Lossless FCoE Priorities on the

Same FCoE Transit Switch Interface” on page 652

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “Example: Configuring Lossless IEEE 802.1p Priorities on Ethernet

Interfaces for Multiple Applications (FCoE and iSCSI)” on page 675

• (All switches and NFX250 Network Services platform) “Defining CoS Code-Point

Aliases” on page 150

• (All switches and NFX250 Network Services platform) “Defining CoS Rewrite Rules”

on page 172

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “ConfiguringCoSPFC(CongestionNotificationProfiles)”onpage609

• (QFX3500 switches, NFX250 Network Services platform, and QFabric systems)

Configuring CoS Fixed Classifier Rewrite Values for Native FC Interfaces (NP_Ports)

• (All switches and NFX250 Network Services platform) “Assigning CoS Components

to Interfaces” on page 15

• (NFX250,QFX3500,QFX3600, EX4600,QFX5100,QFX5200, andOCX1100switches,

and QFabric systems) “Changing the Host Outbound Traffic Default Queue Mapping”

on page 168

• (All switches) “Defining CoS Traffic Control Profiles (Priority Group Scheduling)” on

page 327

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and OCX1100 switches, and

QFabric systems) “Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow

Control” on page 692
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• (QFX3500, QFX3600, EX4600, QFX5200, and QFX5100 switches, and QFabric

systems) “Configuring CoS Asymmetric Ethernet PAUSE Flow Control” on page 693

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “Configuring the DCBXMode” on page 704

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “Configuring DCBX Autonegotiation” on page 705

• (QFX3500, QFX3600, EX4600, QFX5100, and QFX10000 switches, and QFabric

systems) “Disabling the ETS Recommendation TLV” on page 576

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “Defining an Application for DCBX Application Protocol TLV

Exchange” on page 712

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “Configuring an ApplicationMap for DCBXApplication Protocol TLV

Exchange” on page 713

• (QFX3500, QFX3600, EX4600, QFX5100, QFX5200, and QFX10000 switches, and

QFabric systems) “Applying an Application Map to an Interface for DCBX Application

Protocol TLV Exchange” on page 714

Understanding Junos CoS Components

This topic describes the Junos OS class-of-service (CoS) components:

• Code-Point Aliases on page 9

• Policers on page 9

• Classifiers on page 10

• Forwarding Classes on page 10

• Forwarding Class Sets on page 12

• Flow Control (Ethernet PAUSE, PFC, and ECN) on page 12

• WRED Profiles and Tail Drop on page 13

• Schedulers on page 13

• Rewrite Rules on page 14

Code-Point Aliases

A code-point alias assigns a name to a pattern of code-point bits. You can use this name

instead of the bit pattern when you configure other CoS components such as classifiers

and rewrite rules.

Policers

Policers limit traffic of a certain class to a specified bandwidth and burst size. Packets

exceeding thepolicer limits canbediscarded, or canbeassigned toadifferent forwarding

class, adifferent losspriority, or both. Youdefinepolicerswith filters that youcanassociate

with input interfaces.
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Classifiers

Packet classification associates incoming packets with a particular CoS servicing level.

In Junos OS, classifiers associate packets with a forwarding class and loss priority and

assign packets to output queues based on the associated forwarding class. Junos OS

supports two general types of classifiers:

• Behavior aggregate (BA) or CoS value traffic classifiers—Examine the CoS value in the

packet header. The value in this single field determines the CoS settings applied to the

packet. BA classifiers allow you to set the forwarding class and loss priority of a packet

based on the Differentiated Services code point (DSCP) value, IEEE 802.1p value, or

MPLS EXP value.

NOTE: OCX Series switches and NFX250 Network Services platform do
not support MPLS.

• Multifield traffic classifiers—Examinemultiple fields in the packet, such as source and

destination addresses and source and destination port numbers of the packet. With

multifield classifiers, you set the forwarding class and loss priority of a packet based

on firewall filter rules.

On switches that require the separation of unicast andmultidestination (multicast,

broadcast, and destination lookup fail) traffic, you create separate unicast classifiers

andmultidestination classifiers. You cannot assign unicast traffic andmultidestination

traffic to the same classifier. You can apply unicast classifiers to one or more interfaces.

Multidestination classifiers apply to all of the switch interfaces and cannot be applied

to individual interfaces. Switches that require the separation of unicast and

multidestination traffic have 12 output queues to provide 4 output queues reserved for

multidestination traffic.

On switches that do not separate unicast andmultidestination traffic, unicast and

multidestination traffic use the sameclassifiers, and youdonot create a separate special

classifier for multidestination traffic. Switches that do not separate unicast and

multidestination traffic have eight output queues because no extra queues are required

to separate the traffic.

Forwarding Classes

Forwarding classes group packets for transmission and CoS. You assign each packet to

an output queue based on the packet’s forwarding class. Forwarding classes affect the

forwarding, scheduling, and rewrite marking policies applied to packets as they transit

the switch.

Switches provide up to five default forwarding classes:

• best-effort—Best-effort traffic

• fcoe—Fibre Channel over Ethernet traffic

• no-loss—Lossless traffic
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• network-control—Network control traffic

• mcast—Multicast traffic

NOTE: The defaultmcast forwarding class applies only to switches that

require the separationof unicast andmultidestination (multicast, broadcast,
and destination lookup fail) traffic. On these switches, you create separate
forwarding classes for the two types of traffic. The defaultmcast forwarding
class transports only multidestination traffic, and the default best-effort,

fcoe, no-loss, and network-control forwarding classes transport only unicast

traffic. Unicast forwarding classesmap to unicast output queues, and
multidestination forwarding classesmap tomultidestinationoutputqueues.
You cannot assign unicast traffic andmultidestination traffic to the same
forwarding class or to the same output queue. Switches that require the
separation of unicast andmultidestination traffic have 12 output queues, 8
for unicast traffic and 4 for multidestination traffic.

Onswitches thatdonot separateunicastandmultidestination traffic, unicast
andmultidestination traffic use the same forwarding classes and output
queues, so themcast forwardingclass isnot valid.Youdonotcreateseparate
forwardingclasses formultidestination traffic.Switches thatdonotseparate
unicast andmultidestination traffic have eight output queues because no
extra queues are required to separate the traffic.

NOTE: OnOCX Series switches only, do not map traffic to the default fcoe
and no-loss forwarding classes. By default, the DSCP default classifier does
not map traffic to the fcoe and no-loss forwarding classes, so by default,
OCX Series switches do not classify traffic into those forwarding classes.
(Onother switches, the fcoe andno-loss forwarding classes provide lossless
transport for Layer 2 traffic. OCX Series switches do not support lossless
Layer 2 transport.)

Switches support a total of either 12 forwarding classes (8 unicast forwarding classes

and4multicast forwardingclasses), or8 forwardingclasses (unicastandmultidestination

traffic use the same forwarding classes), which provides flexibility in classifying traffic.

NFX250 Network Services platform provide the following forwarding classes:

• best-effort (be)—Provides no service profile. Loss priority is typically not carried in a

CoS value.

• expedited-forwarding (ef)—Provides a low loss, low latency, low jitter, assured

bandwidth, end-to-end service.

• assured-forwarding (af)—Provides a group of values you can define and includes four

subclasses: AF1, AF2, AF3, and AF4, each with two drop probabilities: low and high.

• network-control (nc)—Supports protocol control and thus is typically high priority.
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Forwarding Class Sets

You can group forwarding classes (output queues) into forwarding class sets to apply

CoS to groups of traffic that require similar treatment. Forwarding class sets map traffic

intopriority groups to support enhanced transmission selection (ETS),which is described

in IEEE 802.1Qaz.

You can configure up to three unicast forwarding class sets and onemulticast forwarding

class set. For example, you can configure different forwarding class sets to apply CoS to

unicast groups of local area network (LAN) traffic, storage area network (SAN) traffic,

andhigh-performancecomputing (HPC) traffic, andconfigureanothergroup formulticast

traffic.

Within each forwarding class set, you can configure special CoS treatment for the traffic

mapped to each individual queue. This provides the ability to configure CoS in a two-tier

hierarchical manner. At the forwarding class set tier, you configure CoS for groups of

traffic using a traffic control profile. At the queue tier, you configure CoS for individual

output queues within a forwarding class set using a scheduler that youmap to a queue

(forwarding class) using a scheduler map.

Flow Control (Ethernet PAUSE, PFC, and ECN)

Ethernet PAUSE (described in IEEE802.3X) is a link-level flowcontrolmechanism.During

periods of network congestion, Ethernet PAUSE stops all traffic on a full-duplex Ethernet

link for a period of time specified in the PAUSEmessage.

NOTE: QFX10000 switches do not support Ethernet PAUSE.

Priority-based flow control (PFC) is described in IEEE 802.1Qbb as part of the IEEE data

center bridging (DCB) specifications for creating a lossless Ethernet environment to

transport loss-sensitive flows such as Fibre Channel over Ethernet (FCoE) traffic.

NOTE: OCX Series switches do not support PFC.

PFC is a link-level flow controlmechanism similar to Ethernet PAUSE. However, Ethernet

PAUSE stops all traffic on a link for a period of time. PFC decouples the pause function

from the physical link and divides the traffic on the link into eight priorities (3-bit IEEE

802.1p code points). You can think of the eight priorities as eight “lanes” of traffic. You

can apply pause selectively to the traffic on any priority without pausing the traffic on

other priorities on the same link.

The granularity that PFC provides allows you to configure different levels of CoS for

different types of traffic on the link. You can create lossless lanes for traffic such as FCoE,

LAN backup, or management, while using standard frame-dropmethods of congestion

management for IP traffic on the same link.
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NOTE: If you transport FCoE traffic, youmust enable PFC on the priority
assigned to FCoE traffic (usually IEEE 802.1p code point 011 on interfaces

that carry FCoE traffic).

Explicit congestionnotification (ECN)enablesend-to-endcongestionnotificationbetween

two endpoints on TCP/IP based networks. ECNmust be enabled on both endpoints and

on all of the intermediate devices between the endpoints for ECN to work properly. Any

device in the transmission path that does not support ECN breaks the end-to-end ECN

functionality. ECN notifies networks about congestion with the goal of reducing packet

loss and delay by making the sending device decrease the transmission rate until the

congestionclears,withoutdroppingpackets.RFC3168,TheAdditionofExplicit Congestion

Notification (ECN) to IP, defines ECN.

WREDProfiles and Tail Drop

Aweighted random early detection (WRED) profile (drop profile) defines parameters

that enable the network to drop packets during periods of congestion. A drop profile

defines theconditionsunderwhichpacketsofdifferent lossprioritiesdrop, bydetermining

the probability of dropping a packet for each loss priority when output queues become

congested. Drop profiles essentially set a value for a level of queue fullness—when the

queue fills to the level of the queue fullness value, packets drop. The combination of

queue fill level, the probability of dropping a packet at that fill level, and loss priority of

the packet, determine whether a packet is dropped or forwarded. Each pairing of a fill

level with a drop probability creates a point on a drop profile curve.

Youcanassociatedifferentdropprofileswithdifferent losspriorities to set theprobability

of dropping packets. You can apply a drop profile for each loss priority to a forwarding

class (output queue) by applying a drop profile to a scheduler, and thenmapping the

scheduler to a forwarding class using a scheduler map. When the queuemapped to the

forwarding class experiences congestion, the drop profile determines the level of packet

drop for traffic of each loss priority in that queue.

Loss priority affects the scheduling of a packet without affecting the packet’s relative

ordering. Typically youmark packets exceeding a particular service level with a high loss

priority.

Tail drop is a simple dropmechanism that drops all packets indiscriminately during

periods of congestion, without differentiating among the packet loss priorities of traffic

flows. Tail drop requires only one curve point that corresponds to the maximum depth

of the output queue, and drop probability when traffic exceeds the buffer depth is 100

percent (all packets that cannot be stored in the queue are dropped). WRED is superior

to tail-drop becauseWRED enables you to treat traffic of different priorities in a

differentiatedmanner, so that higher priority traffic receives preference, and because of

the ability to set multiple points on the drop curve.

Schedulers

Each switch interface has multiple queues assigned to store packets. The switch

determines which queue to service based on a particular method of scheduling. This
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process often involves determining the sequence in which different types of packets

should be transmitted.

You can define the scheduling priority (priority), minimum guaranteed bandwidth

(transmit-rate), maximum bandwidth (shaping-rate), andWRED profiles to be applied

to a particular queue (forwarding class) for packet transmission. By default, extra

bandwidth is sharedamongqueues inproportion to theminimumguaranteedbandwidth

of each queue. On switches that support the excess-rate statement, you can configure

the percentage of shared extra bandwidth an output queue receives independently from

theminimum guaranteed bandwidth transmit rate, or you can use default bandwidth

sharing based on the transmit rate.

A scheduler map associates a specified forwarding class with a scheduler configuration.

You can associate up to four user-defined scheduler maps with the interfaces.

Rewrite Rules

A rewrite rule sets the appropriate CoS bits in the outgoing packet. This allows the next

downstream device to classify the packet into the appropriate service group. Rewriting

(marking) outbound packets is useful when the switch is at the border of a network and

must change the CoS values to meet the policies of the targeted peer.

NOTE: Ingress firewall filters can also rewrite forwarding class and loss
priority values.

Related
Documentation

CoS Support on QFX Series Switches, EX4600 Switches, and QFabric Systems•

• Understanding CoS Packet Flow on page 16
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Assigning CoS Components to Interfaces

After you define the following CoS components, you assign them to physical or logical

interfaces. Components that you assign to physical interfaces are valid for all of the

logical interfaces configured on the physical interface. Components that you assign to

a logical interface are valid only for that logical interface.

• Classifiers—Assignonly to logical interfaces; on someswitches, youcanapply classifiers

to physical Layer 3 interfaces and the classifiers are applied to all logical interfaces on

the physical interface.

• Congestion notification profiles—Assign only to physical interfaces.

NOTE: OCX Series switches and NFX250 Network Services platform do
not support congestion notification profiles.

• Forwarding classes—Assign to interfaces by mapping to forwarding class sets.

• Forwarding class sets—Assign only to physical interfaces.

• Output traffic control profiles—Assign only to physical interfaces (with a forwarding

class set).

• Port schedulers—Assign only to physical interfaces on switches that support port

scheduling. Associate the scheduler with a forwarding class in a scheduler map and

apply the scheduler map to the physical interface.

• Rewrite rules—Assign only to logical interfaces; on some switches, you can apply

classifiers to physical Layer 3 interfaces and the classifiers are applied to all logical

interfaces on the physical interface.

You can assign a CoS component to a single interface or to multiple interfaces using

wildcards. You can also assign a congestion notification profile or a forwarding class set

globally to all interfaces.

To assign CoS components to interfaces:

Assign a CoS component to a physical interface by associating a CoS component (for

example, a forwarding class set named be-priority-group) with an interface:

[edit class-of-service interfaces]
user@switch# set xe-0/0/7 forwarding-class-set be-priority-group

Assign a CoS component to a logical interface by associating a CoS component (for

example, a classifier named be_classifier) with a logical interface:

[edit class-of-service interfaces]
user@switch# set xe-0/0/7 unit 0 classifiers dscp be_classifier

Assign a CoS component to multiple interfaces by associating a CoS component (for

example, a rewrite rule named customup-rw) to all 10-Gigabit Ethernet interfaces on the

switch, usewildcardcharacters for the interfacenameand logical interface (unit) number:

15Copyright © 2016, Juniper Networks, Inc.

Chapter 1: Basic Concepts



[edit class-of-service interfaces]
user@switch# set xe-* unit * rewrite-rules ieee-802.1 customup-rw

Assign a congestion notification profile or a forwarding class set globally to all interfaces

using the setclass-of-service interfacesall statement. For example, to assigna forwarding

class set named be-priority-group to all interfaces:

[edit class-of-service interfaces]
user@switch# set all forwarding-class-set be-priority-group

NOTE: If there is an existing CoS configuration of any type on an interface,
the global configuration is not applied to that particular interface. The global
configuration is applied to all interfaces that do not have an existing CoS
configuration.

For example, if youconfigurea rewrite rule, assign it to interfaces xe-0/0/20.0

and xe-0/0/22.0, and then configure a forwarding class set and apply it to

all interfaces, the forwarding class set is applied to every interface except
xe-0/0/20 and xe-0/0/22.

Related
Documentation

Monitoring Interfaces That Have CoS Components on page 53•

• Understanding Junos CoS Components on page 9

Understanding CoS Packet Flow

When a packet traverses a switch, the switch provides the appropriate level of service

to the packet using either default class-of-service (CoS) settings or CoS settings that

you configure. On ingress ports, the switch classifies packets into appropriate forwarding

classes and assigns a loss priority to the packets. On egress ports, the switch applies

packet scheduling and (if you have configured them) rewrite rules to re-mark packets.

You can configureCoSonLayer 2 logical interfaces, and you can configureCoSonLayer 3

physical interfaces if youhavedefinedat least one logical interfaceon theLayer 3physical

interface. You cannot configure CoS on Layer 2 physical interfaces and Layer 3 logical

interfaces.

For Layer 2 traffic, either use the default CoS settings or configure CoS on each logical

interface. You can apply different CoS settings to different Layer 2 logical interfaces.

NOTE: OCX Series switches do not support Layer 2 interfaces (family
ethernet-switching).

For Layer 3 traffic, either use the default CoS settings or configure CoS on the physical

interface (noton the logical unit). The switchuses theCoSappliedon thephysical Layer 3

interface for all logical Layer 3 interfaces configured on the physical Layer 3 interface.

The switch applies CoS to packets as they flow through the system:
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• An interface has one or more classifiers of different types applied to it (configure this

at the [edit class-of-service interfaces] hierarchy level). The classifier types are based

on the portion of the incoming packet that the classifier examines (IEEE 802.1p code

point bits or DSCP code point bits).

• When a packet enters an ingress port, the classifier assigns the packet to a forwarding

class and a loss priority based on the code point bits of the packet (configure this at

the [edit class-of-service classifiers] hierarchy level).

• The switch assigns each forwarding class to an output queue (configure this at the

[edit class-of-service forwarding-classes] hierarchy level).

• Input (and output) policersmeter traffic and can change the forwarding class and loss

priority if a traffic flow exceeds its service level.

• A scheduler map is applied to each interface. When a packet exits an egress port, the

scheduler map controls how it is treated (configure this at the [edit class-of-service

interfaces] hierarchy level). A scheduler map assigns schedulers to forwarding classes

(configure this at the [edit class-of-service scheduler-maps] hierarchy level).

• Aschedulerdefineshowtraffic is treatedat theegress interfaceoutputqueue(configure

this at the [edit class-of-service schedulers] hierarchy level). You control the transmit

rate, shaping rate, priority, and drop profile of each forwarding class by mapping

schedulers to forwarding classes in scheduler maps, then applying scheduler maps to

interfaces.

• Adrop-profile defineshowaggressively todroppackets that aremapped toaparticular

scheduler (configure this at the [edit class-of-service drop-profiles] hierarchy level).

• A rewrite rule takes effect as the packet leaves an interface that has a rewrite rule

configured (configure this at the [edit class-of-service rewrite-rules] hierarchy level).

The rewrite rulewrites information to thepacket (for example, a rewrite rule can re-mark

the code point bits of outgoing traffic) according to the forwarding class and loss

priority of the packet.

Figure 2 on page 17 is a high-level flow diagram of how packets from various sources

enter switch interfaces, are classified at the ingress, and then scheduled (provided

bandwidth) at the egress queues.

Figure 2: CoS Classifier, Queues, and Scheduler
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Figure 3 on page 18 shows the packet flow through the CoS components that you can

configure.

Figure 3: Packet Flow Through Configurable CoS Components
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Themiddle box (Forwarding Class and Loss Priority) represents two values that you can

use on ingress and egress interfaces. The system uses these values for classifying traffic

on ingress interfaces and for rewrite rule re-marking on egress interfaces. Each outer box

represents a process component. The components in the top row apply to incoming

packets. The components in the bottom row apply to outgoing packets.

The solid-line arrows show the direction of packet flow from ingress to egress. The

dotted-line arrows that point to the forwarding class and loss priority box indicate

processes that configure (set) the forwarding class and loss priority. The dotted-line

arrows that point away from the forwarding class and loss priority box indicate processes

that use forwarding class and loss priority as input values on which to base actions.

For example, the BA classifier sets the forwarding class and loss priority of incoming

packets, so the forwarding class and loss priority are outputs of the classifier and the

arrow points away from the classifier. The scheduler receives the forwarding class and

loss priority settings, and queues the outgoing packets based on those settings, so the

arrow points toward the scheduler.

Understanding Default CoS Settings

If you do not configure CoS settings, Junos OS performs some CoS functions to ensure

that traffic and protocol packets are forwarded with minimum delay when the network

experiences congestion. Some default mappings are automatically applied to each

logical interface that you configure.

You can display default CoS settings by issuing the show class-of-service operational

mode command.

This topic describes the default configurations for the following CoS components:

• Default Forwarding Classes and Queue Mapping on page 19

• Default Forwarding Class Sets (Priority Groups) on page 19

• Default Code-Point Aliases on page 20
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• Default Classifiers on page 21

• Default Rewrite Rules on page 24

• Default Drop Profile on page 24

• Default Schedulers on page 24

• Default Scheduler Maps on page 27

• Default Shared Buffer Configuration on page 27

Default Forwarding Classes and QueueMapping

Table 3 on page 19 shows the default mapping of the default forwarding classes to

queues and packet drop attribute.

Table 3: Default Forwarding Classes and QueueMapping

Packet Drop
Attribute

Default Queue
MappingDescriptionDefault ForwardingClass

drop0Best-effort traffic
class (priority 0, IEEE
802.1p code point
000)

best-effort (be)

no-loss3Guaranteed delivery
for FCoE traffic
(priority 3, IEEE802.1p
code point 011)

fcoe

no-loss4Guaranteed delivery
for TCP no-loss traffic
(priority 4, IEEE802.1p
code point 100)

no-loss

drop7Networkcontrol traffic
(priority 7, IEEE 802.1p
code point 111)

network-control (nc)

drop

NOTE: Youcannot
configure
multidestination
forwarding classes
as no-loss
(lossless) traffic
classes.

8Multidestination trafficmcast

Default Forwarding Class Sets (Priority Groups)

If you do not explicitly configure forwarding class sets, the system automatically creates

a default forwarding class set that contains all of the forwarding classes on the switch.

The system assigns 100 percent of the port output bandwidth to the default forwarding

class set.
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Ingress traffic is classified basedon thedefault classifier settings. The forwarding classes

(queues) in the default forwarding class set receive bandwidth based on the default

scheduler settings. Forwarding classes that are not part of the default scheduler receive

no bandwidth.

The default forwarding class set is transparent. It does not appear in the configuration

and isused forDataCenterBridgingCapability Exchange (DCBX)protocol advertisement.

Default Code-Point Aliases

Table4onpage 20 shows thedefaultmapping of code-point aliases to IEEE codepoints.

Table 4: Default IEEE 802.1 Code-Point Aliases

MappingCoS Value Types

000be

001be1

010ef

011ef1

100af11

101af12

110nc1

111nc2

Table 5 on page 20 shows the defaultmapping of code-point aliases to DSCP andDSCP

IPv6 code points.

Table 5: Default DSCP and DCSP IPv6 Code-Point Aliases

MappingCoS Value Types

101110ef

001010af11

001100af12

001110af13

010010af21

010100af22

010110af23
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Table 5: Default DSCP and DCSP IPv6 Code-Point Aliases (continued)

MappingCoS Value Types

011010af31

011100af32

011110af33

100010af41

100100af42

100110af43

000000be

001000cs1

010000cs2

011000cs3

100000cs4

101000cs5

110000nc1

111000nc2

Default Classifiers

The switch applies default unicast IEEE 802.1, unicast DSCP, andmultidestination

classifiers to each interface that does not have explicitly configured classifiers. If you

explicitly configure one type of classifier but not other types of classifiers, the system

uses only the configured classifier and does not use default classifiers for other types of

traffic. There are two different default unicast IEEE 802.1 classifiers, a trusted classifier

for ports that are in trunk mode or tagged-access mode, and an untrusted classifier for

ports that are in access mode.

Table 6 onpage 21 shows the defaultmapping of IEEE802.1 code-point values to unicast

forwarding classes and loss priorities for ports in trunk mode or tagged-access mode.

Table 6: Default IEEE 802.1 Unicast Classifiers for Ports in TrunkMode or
Tagged AccessMode (Trusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effortbe (000)
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Table 6: Default IEEE 802.1 Unicast Classifiers for Ports in TrunkMode or
Tagged AccessMode (Trusted Classifier) (continued)

Loss PriorityForwarding ClassCode Point

lowbest-effortbe1 (001)

lowbest-effortef (010)

lowfcoeef1 (011)

lowno-lossaf11 (100)

lowbest-effortaf12 (101)

lownetwork-controlnc1 (110)

lownetwork-controlnc2 (111)

Table 7 on page 22 shows the default mapping of IEEE 802.1p code-point values to

unicast forwarding classes and loss priorities for ports in access mode (all incoming

traffic is mapped to best-effort forwarding classes).

Table 7: Default IEEE 802.1 Unicast Classifiers for Ports in AccessMode
(Untrusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effort000

lowbest-effort001

lowbest-effort010

lowbest-effort011

lowbest-effort100

lowbest-effort101

lowbest-effort110

lowbest-effort111

Table 8 on page 23 shows the default mapping of IEEE 802.1 code-point values to

multidestination (multicast, broadcast, and destination lookup fail traffic) forwarding

classes and loss priorities.
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Table 8: Default IEEE 802.1 Multidestination Classifiers

Loss PriorityForwarding ClassCode Point

lowmcastbe (000)

lowmcastbe1 (001)

lowmcastef (010)

lowmcastef1 (011)

lowmcastaf11 (100)

lowmcastaf12 (101)

lowmcastnc1 (110)

lowmcastnc2 (111)

Table 9 on page 23 shows the default mapping of DSCP code-point values to unicast

forwarding classes and loss priorities for DSCP IP and DCSP IPv6.

Table 9: Default DSCP IP and IPv6 Unicast Classifiers

Loss PriorityForwarding ClassCode Point

lowbest-effortef (101110)

lowbest-effortaf11 (001010)

lowbest-effortaf12 (001100)

lowbest-effortaf13 (001110)

lowbest-effortaf21 (010010)

lowbest-effortaf22 (010100)

lowbest-effortaf23 (010110)

lowbest-effortaf31 (011010)

lowbest-effortaf32 (011100)

lowbest-effortaf33 (011110)

lowbest-effortaf41 (100010)

lowbest-effortaf42 (100100)
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Table 9: Default DSCP IP and IPv6 Unicast Classifiers (continued)

Loss PriorityForwarding ClassCode Point

lowbest-effortaf43 (100110)

lowbest-effortbe (000000)

lowbest-effortcs1 (001000)

lowbest-effortcs2 (010000)

lowbest-effortcs3 (011000)

lowbest-effortcs4 (100000)

lowbest-effortcs5 (101000)

lownetwork-controlnc1 (110000)

lownetwork-controlnc2 (111000)

NOTE: There are no default DSCP IP or IPv6 classifiers for multidestination
traffic. DSCP IPv6 classifiers are not supported for multidestination traffic.

Default Rewrite Rules

There are no default rewrite rules. If you do not explicitly configure rewrite rules, the

switch does not reclassify egress traffic.

Default Drop Profile

Table 10 on page 24 shows the default drop profile configuration.

Table 10: Default Drop Profile

Drop ProbabilityFill Level

100100

Default Schedulers

Table 11 on page 25 shows the default scheduler configuration.
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Table 11: Default Schedulers

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Transmit Rate
(GuaranteedMinimum
Bandwidth)

DefaultSchedulerandQueue
Number

5%low5%None5%best-effort forwarding class
scheduler (queue 0)

35%low35%None35%fcoe forwardingclassscheduler
(queue 3)

35%low35%None35%no-loss forwarding class
scheduler (queue 4)

5%low5%None5%network-control forwarding
class scheduler (queue 7)

20%low20%None20%mcast forwarding class
scheduler (queue 8)

NOTE: Theminimumguaranteedbandwidth(transmit rate)alsodetermines
the amount of excess (extra) bandwidth that the queue can share. Extra
bandwidth is allocated to queues in proportion to the transmit rate of each
queue.

By default, only the five default schedulers shown in Table 11 on page 25 have traffic

mapped to them.Only the queues associatedwith the default schedulers receive default

bandwidth, based on the default scheduler transmit rate. (You can configure schedulers

and forwarding classes to allocate bandwidth to other queues or to change the default

bandwidth of a default queue.) In addition, multidestination queue 11 receives enough

bandwidth from the default multidestination scheduler to handle CPU-generated

multidestination traffic. If a forwarding class does not transport traffic, the bandwidth

allocated to that forwarding class is available to other forwarding classes.

Default hierarchical scheduling divides the total port bandwidth between two groups of

traffic: unicast traffic andmultidestination traffic. By default, unicast traffic consists of

queue0(best-effort forwardingclass), queue3 (fcoe forwardingclass), queue4(no-loss

forwardingclass), andqueue7 (network-control forwardingclass).Unicast traffic receives

and shares a total of 80 percent of the port bandwidth. By default, multidestination

traffic (mcast queue 8) receives a total of 20 percent of the port bandwidth. So on a

10-Gigabit port, default scheduling provides unicast traffic 8-Gbps of bandwidth and

multidestination traffic 2-Gbps of bandwidth.
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NOTE: Multidestination queue 11 also receives a small amount of default
bandwidth from themultidestination scheduler. CPU-generated
multidestination traffic uses queue 11, so youmight see a small number of
packets egress from queue 11. In addition, in the unlikely case that firewall
filter match conditionsmapmultidestination traffic to a unicast forwarding
class, that traffic uses queue 11.

Default scheduling uses weighted round-robin (WRR) scheduling. Each queue receives

a portion (weight) of the total available interface bandwidth. The scheduling weight is

based on the transmit rate of the default scheduler for that queue. For example, queue

7 receivesadefault schedulingweightof5percentof theavailablebandwidth, andqueue

4 receives a default schedulingweight of 35 percent of the available bandwidth. Queues

aremappedto forwardingclasses (forexample,queue7 ismappedto thenetwork-control

forwarding class and queue 4 is mapped to the no-loss forwarding class), so forwarding

classes receive the default bandwidth for the queues towhich they aremapped. Unused

bandwidth is shared with other default queues.

If you want non-default (unconfigured) queues to forward traffic, you should explicitly

map traffic to those queues (configure the forwarding classes and queuemapping) and

create schedulers to allocate bandwidth to those queues. By default, unicast queues 1,

2, 5, and 6 are unconfigured, andmultidestination queues 9, 10, and 11 are unconfigured.

Unconfigured queues have a default scheduling weight of 1 so that they can receive a

small amount of bandwidth in case they need to forward traffic. (However, queue 11 can

usemore of the default multidestination scheduler bandwidth if necessary to handle

CPU-generatedmultidestination traffic.)

NOTE: All fourmultidestinationqueueshaveaschedulingweightof 1.Because
by default multidestination traffic goes to queue 8, queue 8 receives almost
all of themultidestination bandwidth. (There is no default traffic on queue
9 and queue 10, and very little default traffic on queue 11, so there is almost
no competition for multidestination bandwidth.)

However, if you explicitly configure queue9, 10, or 11 (bymapping codepoints
to the unconfiguredmultidestination forwarding classes using the
multidestination classifier), the explicitly configured queues share the
multidestinationschedulerbandwidthequallywithdefaultqueue8,because
all of the queues have the same scheduling weight (1). To ensure that
multidestination bandwidth is allocated to each queue properly and that the
bandwidth allocation to the default queue (8) is not reduced toomuch, we
strongly recommend that you configure a scheduler if you explicitly classify
traffic into queue 9, 10, or 11.

If youmap traffic to an unconfigured queue, the queue receives only the amount of group

bandwidth proportional to its default weight (1). The actual amount of bandwidth an

unconfigured queue receives depends on howmuch bandwidth the other queues in the

group are using.
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If the other unicast queues use less than their allocated amount of bandwidth, the

unconfiguredqueuescanshare theunusedbandwidth.Sharingunusedbandwidth is one

of the key advantages of hierarchical port scheduling. Configured queues have higher

priority for bandwidth than unconfigured queues, so if a configured queue needs more

bandwidth, then less bandwidth is available for unconfigured queues. Unconfigured

queuesalways receiveaminimumamountofbandwidthbasedon their schedulingweight

(1). If you map traffic to an unconfigured queue, to allocate bandwidth to that queue,

configure a scheduler for the forwarding class that is mapped to the queue and apply it

to the port.

Default Scheduler Maps

Table 12 on page 27 shows the default mapping of forwarding classes to schedulers.

Table 12: Default Scheduler Maps

SchedulerForwarding Class

Default BE schedulerbest-effort

Default FCoE schedulerfcoe

No-loss schedulerno-loss

Default network-control schedulernetwork-control

Default multidestination schedulermcast-be

Default Shared Buffer Configuration

Table Table 13 on page 27 and Table 14 on page 27 show the default shared buffer

allocations:

Table 13: Default Ingress Shared Buffer Configuration

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

46%45%9%100%

Table 14: Default Egress Shared Buffer Configuration

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

19%31%50%100%

Related
Documentation

Overview of Junos OS CoS on page 4•

• Understanding Junos CoS Components on page 9

• Understanding Default CoS Scheduling and Classification on page 129
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• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Understanding CoS Code-Point Aliases on page 148

• Understanding CoS Forwarding Classes on page 151

• Understanding CoS Rewrite Rules on page 169

• Understanding CoS Output Queue Schedulers on page 291

• Understanding CoSWRED Drop Profiles on page 375

CoS Inputs and Outputs Overview

Some CoS components map one set of values to another set of values. Eachmapping

contains one or more inputs and one or more outputs. When you configure a mapping,

you set the outputs for a given set of inputs, as shown in Table 15 on page 28.

Table 15: CoSMappings—Inputs and Outputs

CommentsOutputsInputsCoSMappings

Themap sets the forwarding class and packet loss priority (PLP)
for a specific set of code points.

forwarding-class,
loss-priority

code-pointsclassifiers

Themap sets the drop profile for a specific PLP and protocol type.drop-profileloss-priority, protocoldrop-profile-map

Themap sets the code points for a specific forwarding class and
PLP.

code-pointsloss-priority,
forwarding-class

rewrite-rules

(Systems that support native Fibre Channel interfaces only) The
map sets the code point for the forwarding class specified in the
fixed classifier attached to the native Fibre Channel (NP_Port)
interface.

code-pointforwarding-classrewrite-value (Fibre
Channel Interfaces)

Related
Documentation

Understanding CoS Packet Flow on page 16•

Overview of Policers

Aswitchpolices traffic by limiting the inputor output transmission rateofaclassof traffic

according to user-defined criteria. Policing (or rate-limiting) traffic allows you to control

the maximum rate of traffic sent or received on an interface and to provide multiple

priority levels or classes of service.

• Policer Overview on page 29

• Policer Types on page 29

• Policer Actions on page 30
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• Policer Colors on page 31

• Filter-Specific Policers on page 31

• Suggested Naming Convention for Policers on page 32

• Policer Counters on page 32

• Policer Algorithms on page 32

• HowMany Policers Are Supported? on page 33

• Policers Can Limit Egress Firewall Filters on page 33

Policer Overview

You use policers to apply limits to traffic flow and set consequences for packets that

exceed these limits—usually applying a higher loss priority—so that if packets encounter

downstreamcongestion, theycanbediscarded first. Policersapplyonly tounicastpackets.

Policers provide two functions:metering andmarking. A policermeters (measures) each

packet against traffic rates and burst sizes that you configure. It then passes the packet

and themetering result to themarker,whichassignsapacket losspriority that corresponds

to the metering result. Figure 4 on page 29 illustrates this process.

Figure 4: Flow of Tricolor Marking Policer Operation

Meter

Result

Marked packet streamPacket stream

g0
17

04
9Marker

After you name and configure a policer, you can use it by specifying it as an action in one

or more firewall filters.

Policer Types

A switch supports three types of policers:

• Single-rate two-color marker—A two-color policer (or “policer” when used without

qualification) meters the traffic stream and classifies packets into two categories of

packet loss priority (PLP) according to a configured bandwidth and burst-size limit.

You canmark packets that exceed the bandwidth and burst-size limit with a specified

PLP or simply discard them.

You can specify this type of policer in an ingress or egress firewall.

NOTE: A two-color policer is most useful for metering traffic at the port
(physical interface) level.

• Single-rate three-color marker—This type of policer is defined in RFC 2697, A Single

RateThreeColorMarker, aspartofanassured forwarding(AF)per-hop-behavior (PHB)
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classification system for a Differentiated Services (DiffServ) environment. This type

of policer meters traffic based on one rate—the configured committed information

rate (CIR) as well as the committed burst size (CBS) and the excess burst size (EBS).

The CIR specifies the average rate at which bits are admitted to the switch. The CBS

specifies the usual burst size in bytes and the EBS specifies the maximum burst size

in bytes. The EBSmust be greater than or equal to the CBS, and neither can be 0.

You can specify this type of policer in an ingress or egress firewall.

NOTE: Asingle-rate three-colormarker (TCM) ismostusefulwhenaservice
is structured according to packet length and not peak arrival rate.

• Two-rate three-color marker—This type of policer is defined in RFC 2698, A Two Rate

Three Color Marker, as part of an assured forwarding per-hop-behavior classification

system for a Differentiated Services environment. This type of policer meters traffic

basedon two rates—theCIRandpeak information rate (PIR)alongwith their associated

burst sizes, the CBS and peak burst size (PBS). The PIR specifies the maximum rate

at which bits are admitted to the network andmust be greater than or equal to the

CIR.

You can specify this type of policer in an ingress or egress firewall.

NOTE: A two-rate three-color policer is most useful when a service is
structured according to arrival rates and not necessarily packet length.

See Table 16 on page 30 for information about howmetering results are applied for each

of these policer types.

Policer Actions

Policer actions are implicit or explicit and vary by policer type. Implicitmeans that Junos

OS assigns the loss priority automatically. Table 16 on page 30 describes the policer

actions.

Table 16: Policer Actions

Configurable ActionImplicit ActionMarkingPolicer

NoneAssign low loss
priority

Green (conforming)Single-rate two-color

DiscardNoneRed (nonconforming)
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Table 16: Policer Actions (continued)

Configurable ActionImplicit ActionMarkingPolicer

NoneAssign low loss
priority

Green (conforming)Single-rate
three-color

NoneAssign medium-high
loss priority

Yellow(above theCIR
and CBS)

DiscardAssign high loss
priority

Red (above the EBS)

NoneAssign low loss
priority

Green (conforming)Two-rate three-color

NoneAssign medium-high
loss priority

Yellow(above theCIR
and CBS)

DiscardAssign high loss
priority

Red (above the PIR
and PBS)

NOTE: If you specify a policer in an egress firewall filter, the only supported
action is discard.

Policer Colors

Single-rate and two-rate three-color policers can operate in twomodes:

• Color-blind—In color-blind mode, the three-color policer assumes that all packets

examined have not been previouslymarked ormetered. In otherwords, the three-color

policer is “blind” to any previous coloring a packet might have had.

• Color-aware—In color-aware mode, the three-color policer assumes that all packets

examined have been previously marked or metered. In other words, the three-color

policer is “aware” of the previous coloring a packet might have had. In color-aware

mode, the three-color policer can increase the PLP of a packet but cannot decrease

it. For example, if a color-aware three-color policer meters a packet with a medium

PLPmarking, it can raise the PLP level to high but cannot reduce the PLP level to low.

Filter-Specific Policers

You can configure policers to be filter-specific, which means that Junos OS creates only

one policer instance regardless of howmany times the policer is referenced. When you

do this on some QFX switches, rate limiting is applied in aggregate, so if you configure a

policer to discard traffic that exceeds 1 Gbps and reference that policer in three different

terms, the total bandwidth allowed by the filter is 1 Gbps. However, the behavior of a

filter-specific policer is affected by how the firewall filter terms that reference the policer

are stored inTCAM. If youcreatea filter-specific policer and reference it inmultiple firewall

filter terms, thepolicer allowsmore traffic thanexpected if the termsare stored indifferent
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TCAM slices. For example, if you configure a policer to discard traffic that exceeds 1 Gbps

and reference that policer in three different terms that are stored in three separate

memory slices, the total bandwidth allowed by the filter is 3 Gbps, not 1 Gbps. (This

behavior does not occur in QFX10000 switches.)

To prevent this unexpected behavior from occurring, use the information about TCAM

slices presented in Planning the Number of Firewall Filters to Create to organize your

configuration file so that all the firewall filter terms that reference a given filter-specific

policer are stored in the same TCAM slice.

Suggested Naming Convention for Policers

We recommend that you use the naming convention policertypeTCM#-color typewhen

configuring three-color policers and policer#when configuring two-color policers. TCM

stands for three-color marker. Because policers can be numerous andmust be applied

correctly to work, a simple naming convention makes it easier to apply the policers

properly. For example, the first single-rate, color-aware three-color policer configured

would be named srTCM1-ca. The second two-rate, color-blind three-color configured

would be named trTCM2-cb. The elements of this naming convention are explained

below:

• sr (single-rate)

• tr (two-rate)

• TCM (tricolor marking)

• 1 or 2 (number of marker)

• ca (color-aware)

• cb (color-blind)

Policer Counters

On someQFX switches, each policer that you configure includes an implicit counter that

counts thenumber of packets that exceed the rate limits that are specified for thepolicer.

If you use the same policer in multiple terms—either within the same filter or in different

filters—the implicit counter counts all the packets that are policed in all of these terms

andprovides the total amount. (This does not apply toQFX10000 switches.) If youwant

to obtain separate packet counts for each termon an affected switch, use these options:

• Configure a unique policer for each term.

• Configure only one policer, but use a unique, explicit counter in each term.

Policer Algorithms

Policing uses the token-bucket algorithm, which enforces a limit on average bandwidth

while allowing bursts up to a specifiedmaximum value. It offers more flexibility than the

leaky bucket algorithm in allowing a certain amount of bursty traffic before it starts

discarding packets.
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NOTE: In anenvironmentof light bursty traffic,QFX5200might not replicate
allmulticast packets to twoormoredownstream interfaces. This occurs only
ata line rateburst—if traffic is consistent, the issuedoesnotoccur. Inaddition,
the issue occurs only when packet size increases beyond 6k in a one gigabit
traffic flow.

HowMany Policers Are Supported?

QFX10000 switches support 8K policers (all policer types). QFX5100 and QFX5200

switches support 1535 ingress policers and 1024 egress policers (assuming one policer

per firewall filter term).

QFX3500 and QFX3600 standalone switches and QFabric Node devices support the

following numbers of policers (assuming one policer per firewall filter term):

• Two-color policers used in ingress firewall filters: 767

• Three-color policers used in ingress firewall filters: 767

• Two-color policers used in egress firewall filters: 1022

• Three-color policers used in egress firewall filters: 512

Policers Can Limit Egress Firewall Filters

On some switches, the number of egress policers that you configure can affect the total

numberofallowedegress firewall filters. (This issuedoesnotaffectQFX10000switches.)

On the affected switches, every policer has two implicit counters that consume two

entries in a 1024-entry TCAM that is used for counters, including counters that are

configured as action modifiers in firewall filter terms. (Policers consume two entries

because one is used for green packets and one is used for nongreen packets regardless

of policer type.) If the TCAM becomes full, you cannot commit any more egress firewall

filters that have termswith counters. For example, if youconfigureandcommit 512 egress

policers (two-color, three-color, or a combinationofbothpolicer types), all of thememory

entries for counters are used up. If later in your configuration file you insert additional

egress firewall filters with terms that also include counters, none of the terms in those

filters are committed because there is no available memory space for the counters.

Here are some additional examples:

• Assume that you configure egress filters that include a total of 512 policers and no

counters. Later in your configuration file you include another egress filter with 10 terms,

1 of which has a counter actionmodifier. None of the terms in this filter are committed

because there is not enough TCAM space for the counter.

• Assume that you configure egress filters that include a total of 500 policers, so 1000

TCAM entries are occupied. Later in your configuration file you include the following

two egress filters:

• Filter A with 20 terms and 20 counters. All the terms in this filter are committed

because there is enough TCAM space for all the counters.
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• Filter B comes after Filter A and has five terms and five counters. None of the terms

in this filter are committed because there is not enoughmemory space for all the

counters. (Five TCAM entries are required but only four are available.)

You can prevent this problem by ensuring that egress firewall filter terms with counter

actions are placed earlier in your configuration file than terms that include policers. In

this circumstance, Junos OS commits policers even if there is not enough TCAM space

for the implicit counters. For example, assume the following:

• You have 1024 egress firewall filter terms with counter actions.

• Later in your configuration file youhaveanegress filterwith 10 terms.Noneof the terms

have counters but one has a policer action modifier.

You can successfully commit the filter with 10 terms even though there is not enough

TCAM space for the implicit counters of the policer. The policer is committed without

the counters.

Related
Documentation

Understanding Color-Blind Mode for Single-Rate Tricolor Marking•

• Understanding Color-Blind Mode for Two-Rate Tricolor Marking

• Understanding Color-Aware Mode for Single-Rate Tricolor Marking

• Understanding Color-Aware Mode for Two-Rate Tricolor Marking

• Configuring Two-Color and Three-Color Policers to Control Traffic Rates

CoS on Virtual Chassis Switch Ports

QFXSeries andEX4600Virtual Chassis devices have access ports to connect to external

peer devices. Virtual Chassis devices also have Virtual Chassis ports (VCPs) to

interconnect members of the Virtual Chassis, in a similar way that QFabric systemNode

devices have fabric (fte) ports to connect to the QFabric system Interconnect device.

VCPs are not used for external access.

Classof service (CoS)onVirtualChassis accessports is the sameasCoSon thesedevices

when they are in standalonemode or used as QFabric system Node devices. However,

CoS on VCPs differs in several ways from CoS on QFabric system Node device fabric

ports.

This topic describes CoS support on Virtual Chassis access interfaces and on VCPs:

• Access Interface CoS Support on page 34

• VCP Interface CoS Support on page 36

• CPU-Generated Host Outbound Traffic on page 38

Access Interface CoS Support

CoS on Virtual Chassis access interfaces is the same as CoS on standalone device and

Node device access interfaces, except for shared buffer settings. The documentation for
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QFX Series and EX4600 switch CoS on access interfaces applies to Virtual Chassis

access interfaces, except some of the shared buffer documentation.

• Similarities in CoS Support on Virtual Chassis Access Interfaces Compared to

Standalone Device (or QFabric system Node device) Access Interfaces on page 35

• Differences in CoS Support on Virtual Chassis Access Interfaces Compared to

Standalone Device (or QFabric system Node device) Access Interfaces on page 36

Similarities in CoS Support on Virtual Chassis Access Interfaces Compared to
Standalone Device (or QFabric systemNode device) Access Interfaces

Virtual Chassis access interfaces support the following CoS features in the sameway as

access interfaces on standalone devices and QFabric system Node devices:

• Forwarding classes—The default forwarding classes, queuemapping, and packet drop

attributes (Table 17 on page 35) are the same:

Table 17: Default Forwarding Class Configuration

DefaultPacketDropAttribute
Default Queue
MappingDefault Forwarding Class

drop0best-effort (be)

no-loss3fcoe

no-loss4no-loss

drop7network-control (nc)

drop8mcast

• Packet classification—Classifier default settings and configuration are the same.

Support for behavior aggregate,multifield, multidestination, and fixed classifiers is the

same.

• Enhanced transmission selection (ETS)—This data center bridging (DCB) feature that

supportshierarchical schedulinghas thesamedefaultsanduser configuration, including

forwarding class set (priority group) and traffic control profile configuration.

• Priority-based flow control (PFC)—This DCB feature that supports lossless transport

has the samedefaults anduser configuration, including support for six losslesspriorities

(forwarding classes).

• Ethernet PAUSE—This feature has the same defaults and configuration.

• Queue scheduling—This feature has the same defaults, configuration, and

scheduler-to-forwarding-class mapping. Queue scheduling is a subset of hierarchical

scheduling.

• Priority group (forwarding class set) scheduling—This feature has the same defaults

and configuration. Priority group scheduling is a subset of hierarchical scheduling.

• WRED profiles—This feature has the same defaults and configuration.
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• Code-point aliases—This feature has the same defaults and configuration.

• Rewrite rules—This featurehas the samedefaults andconfiguration (nodefault rewrite

rules applied to egress traffic).

• Host outbound traffic—This feature has the same defaults and configuration.

Differences in CoS Support on Virtual Chassis Access Interfaces Compared to
Standalone Device (or QFabric systemNode device) Access Interfaces

The default shared buffer settings and theway inwhich you configure shared buffers are

the same on Virtual Chassis access interfaces as on standalone and QFabric system

Node devices. The difference is that on Virtual Chassis access interfaces, the shared

buffer configuration is global andapplies toall accessports onallmembers of theVirtual

Chassis,while on standaloneorQFabric systemNodedevices, youcanconfiguredifferent

buffer settings on different access interfaces.

You cannot configure different shared buffer settings for different Virtual Chassis

members. All members of a Virtual Chassis use the same shared buffer configuration.

VCP Interface CoS Support

CoS on the VCP interfaces that connect the Virtual Chassis members is similar to CoS

on the fabric interfaces of QFabric systemNode devices, but there are several important

differences:

• Similarities in CoS Support on VCP Interfaces andQFabric SystemNode Device Fabric

Interfaces on page 36

• Differences in CoSSupport on VCP Interfaces andQFabric SystemNodeDevice Fabric

Interfaces on page 37

Similarities in CoS Support on VCP Interfaces and QFabric SystemNode Device
Fabric Interfaces

VCP interfaces support full hierarchical scheduling (ETS). ETS includes the following

CoS features. VCP interfaces support no other CoS features.

• Creating forwarding class sets (priority groups) andmapping forwarding classes to

forwarding class sets.

• Scheduling individual output queues. The scheduler defaults and configuration are the

same as the scheduler on access interfaces.

• Scheduling priority groups (forwarding class sets) using a traffic control profile. The

defaults and configuration are the same as on access interfaces.

NOTE: You cannot attach classifiers, congestion notification profiles, or
rewrite rules to VCP interfaces. Also, you cannot configure buffer settings on
VCP interfaces. Similar to fabric interfaces on QFabric systemNode devices,
you can only attach forwarding class sets and traffic control profiles to VCP
interfaces.
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The behavior of lossless traffic across 40-Gigabit VCP interfaces is the same as the

behavior of lossless traffic across QFabric system Node device fabric ports. The system

automatically enables flowcontrol for lossless forwardingclasses (priorities). The system

dynamically calculates buffer headroom that is allocated from the global

lossless-headroom buffer for the lossless forwarding classes on each 40-Gigabit VCP

interface. If there is not enough global lossless-headroom buffer space to support the

number of lossless flows on a 40-Gigabit VCP interface, the system generates a syslog

message.

NOTE: After you configure lossless transport on a Virtual Chassis, check the
syslogmessages to ensure that there is sufficient buffer space to support
the configuration.

NOTE: If you break out a 40-Gigabit VCP interface into 10-Gigabit VCP
interfaces, lossless transport is not supported on the 10-Gigabit VCP
interfaces. Lossless transport is supportedonlyon40-GigabitVCP interfaces.
(10-Gigabit access interfaces support lossless transport.)

Differences in CoS Support on VCP Interfaces and QFabric SystemNode Device
Fabric Interfaces

Althoughmost of the CoS behavior on VCP interfaces is similar to CoS behavior on the

fabric ports of QFabric system Node devices, there are some important differences:

• Hierarchical scheduling (queue and priority group scheduling)—On QFabric system

Node device fabric interfaces, you can apply a different hierarchical scheduler (traffic

control profile) todifferentpriority groups (forwardingclass sets)ondifferent interfaces.

However, on VCP interfaces, the schedulers that you apply to priority groups are global

toall VCP interfaces.Onehierarchical scheduler controls scheduling for apriority group

on all VCP interfaces.

You attach a scheduler to VCP interfaces using the global identifier (vcp-*) for VCP

interfaces. For example, if you want to apply a traffic control profile (traffic control

profiles contain both queue and priority group scheduling configuration) named

vcp-hpc-tcp to a forwarding class set named vcp-hpc-fcset, you include the following

statement in the configuration:

[edit]
user@switch# set class-of-service interfaces vcp-* forwarding-class-set vcp-hpc-fcset
output-traffic-control-profile vcp-hpc-tcp

The system applies the hierarchical scheduler vcp-hpc-tcp to the traffic mapped to

the priority group vcp-hpc-fcset on all VCP interfaces.

• You cannot attach classifiers, congestion notification profiles, or rewrite rules to VCP

interfaces. Also, you cannot configure buffer settings on VCP interfaces. Similar to

QFabric system Node device fabric interfaces, you can only attach forwarding class

sets and traffic control profiles to VCP interfaces.
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• Lossless transport is supported only on 40-Gigabit VCP interfaces. If you break out a

40-Gigabit VCP interface into 10-Gigabit VCP interfaces, lossless transport is not

supported on the 10-Gigabit VCP interfaces.

CPU-Generated Host Outbound Traffic

CPU-generated host outbound traffic is forwarded on the network-control forwarding

class, which is mapped to queue 7. If you use the default scheduler, the network-control

queue receives a guaranteedminimum bandwidth (transmit rate) of 5 percent of port

bandwidth.Theguaranteedminimumbandwidth ismore thansufficient toensure lossless

transport of host outbound traffic.

However, if you configure and apply a scheduler instead of using the default scheduler,

you must ensure that the network-control forwarding class (or whatever forwarding

class you configure for host outbound traffic) receives sufficient guaranteed bandwidth

to prevent packet loss.

TIP: If you configure a scheduler instead of using the default scheduler, we
recommend that you configure the network-control queue (or the queue you
configure for host outbound traffic if it is not the network-control queue) as
a strict-high priority queue. Strict-high priority queues receive the bandwidth
required to transmit their entire queues before other queues are served. To
limit theamountofbandwidthastrict-highpriority queuecanconsume(and
to prevent the strict-high priority queue from starving other queues), apply
a shaping rate to the strict-high priority traffic in the scheduler configuration.

As with all strict-high priority traffic, if you configure the network-control
queue (or any other queue) as a strict-high priority queue, youmust also
create a separate forwarding class set (priority group) that contains only
strict-high priority traffic, and apply the strict-high priority forwarding class
setand its traffic controlprofile (hierarchical scheduler) to theVCP interfaces.

Related
Documentation

Understanding Default CoS Settings on page 18•

• Understanding CoS Classifiers on page 108

• Understanding CoS Forwarding Classes on page 151

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• Understanding CoS Buffer Configuration on page 800

• Understanding CoSWRED Drop Profiles on page 375

• Understanding CoS Rewrite Rules on page 169

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage 166
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CoS on Virtual Chassis Fabric (VCF) EX4300 Leaf Devices (MixedMode)

A Virtual Chassis Fabric (VCF) uses QFX5100 switches as spine devices and can use

QFX5100, QFX3500, QFX3600, and EX4300 switches as leaf devices. When a VCF

includes more than one type of leaf device (mixedmode), the CoS feature support on

the VCF depends on the capability of the lowest-featured device. In mixedmode, the

supportedCoS featuresare the “lowest commondenominator” of the features supported

by the leaf devices. If one leaf device does not support a particular feature, that feature

is not supported on the VCF even if every other leaf device supports the feature.

NOTE: EX4300 leaf devices do not support several CoS features that are
supported on QFX5100, QFX3600, and QFX3500 devices. However, even
whenaVCF includesanEX4300 leafdevice, other leafdevicesmightsupport
those CoS features.

• VCF CoS in Mixed Mode with an EX4300 Leaf Device on page 39

• Scheduling on an EX4300 VCF Leaf Device on page 41

VCF CoS inMixedModewith an EX4300 Leaf Device

Inmixedmode, if all of the leaf devices areQFX5100, QFX3500, andQFX3600 switches,

the full QFX Series CoS feature set is available, including data center bridging (DCB)

features such as enhanced transmission selection (ETS, IEEE 802.1Qaz), priority-based

flow control (PFC, IEEE 802.1Qbb), and Data Center Bridging Exchange Protocol (DCBX,

an extension of LLDP, IEEE 802.1AB).

However, the EX4300 leaf device does not support DCB standards (ETS, PFC, DCBX).

The lack of support for DCB standards means that the EX4300 leaf device does not

support lossless transport. So a VCF that includes an EX4300 as a leaf device does not

support lossless storage traffic such as Fibre Channel over Ethernet (FCoE).

In addition, a VCF with an EX4300 leaf device either does not support or has limited

support for some other CoS features that the QFX Series switches support, including

some buffer configuration features, some packet rewrite features, and Ethernet PAUSE

(IEEE 802.3X).

Table 18 on page 39 summarizes the CoS support on a VCF in mixedmode with one or

more EX4300 leaf devices.

Table 18: Support of QFX CoS Features on a VCF inMixedModewith an EX4300 Leaf Device

Support in MixedMode with an EX4300 Leaf DeviceQFX Series CoS Feature

The EX4300 leaf device uses the QFX Series default forwarding classes, the default QFX
Series forwarding class to queuemapping, and the QFX Series maximum number of
supported forwarding classes (12).

Forwarding Classes
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Table 18: Support of QFX CoS Features on a VCF inMixedModewith an EX4300 Leaf
Device (continued)

Support in MixedMode with an EX4300 Leaf DeviceQFX Series CoS Feature

Not supported.

For example, the QFX Series default lossless forwarding classes fcoe and no-loss are not
treatedas lossless forwardingclasses. Trafficmapped to lossless forwardingclasses (default
lossless forwarding classes or user-defined lossless forwarding classes) is treated as
best-effort traffic.

Lossless Forwarding Classes

Ingress shared buffer configuration is not supported. Egress shared buffer configuration
does not support partitioning into three buffer pools.

If there is a shared buffer configuration, only the total egress shared buffer configuration is
used. Ingress shared buffer configuration and egress buffer partitioning configuration is
ignored.

Shared buffer configuration

Oneclassifier perprotocol is supportedonaport.Onaphysical port, for aparticular protocol,
the same Layer 2 classifier is used on all of the logical interfaces.

Classifier on a Layer 2 interface

Supported.Classifier on a Layer 3 interface

Supported.

The EX4300 leaf device uses the same default classifier as the QFX5100 spine device. As
on QFX Series switches, a multi-destination classifier is global and is applied to all VCF
interfaces. Multi-destination classifiers are valid only for multicast forwarding classes. You
can configure twomulti-destination classifiers, one for IEEE 802.1p traffic and one for DSCP
traffic (the DSCPmulti-destination classifier applies to both IPv4 and IPv6 traffic).

Multi-destination classifier

Not supported.

If a congestion notification profile is configured on the QFX5100 spine device, it is ignored
because theEX4300 leaf devicedoesnot support lossless transport, so end-to-end lossless
behavior is not possible

Congestion notification profile

Not supported.

If Ethernet PAUSE is configured, it is ignored.

Ethernet PAUSE (IEEE 802.3X)

Translated into port-based scheduling.

The EX4300 device does not support ETS scheduling. A VCF translates ETS scheduling
configured on a QFX5100 spine device into port scheduling on an EX4300 leaf device. The
hierarchical structure of mapping forwarding classes into forwarding class sets (fc-sets) is
ignored.

“Scheduling on an EX4300 VCF Leaf Device” on page 41 provides details on how a VCF
translates QFX Series ETS scheduling into port scheduling on an EX4300 leaf device.

Hierarchical scheduling (ETS)

On QFX5100 VCP ports, the hierarchical mapping of forwarding classes to forwarding class
sets is supported. However, scheduling on an EX4300 leaf device is translated into port
scheduling.

Hierarchical scheduling (ETS)on
a spine device VCP port
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Table 18: Support of QFX CoS Features on a VCF inMixedModewith an EX4300 Leaf
Device (continued)

Support in MixedMode with an EX4300 Leaf DeviceQFX Series CoS Feature

QFXSeries dropprofiles are supported. TheEX4300deviceasa standalone switch supports
four packet loss priorities. However, as part of a mixedmode VCF, the EX4300 leaf device
supports only the three packet loss priorities that the QFX Series switches support:

• low

• medium-high

• high

Supporting only three packet loss priorities means that the behavior of the EX4300 switch
as a leaf device is different from the behavior as a standalone switch.

Drop profile (WRED)

Supported, butwith a limit of one rewrite rule per physical interface. All traffic uses the same
rewrite rule.

Rewrite rules on a Layer 2
interface

Supported, but with a limit of one rewrite rule per physical interface. The same rewrite rule
is used on all traffic on the interface.

Rewrite rules on a Layer 3
interface

Not supported.

If a rewrite value for FCoE traffic, is configured, it is ignored. (Amixedmode VCF does not
support lossless traffic.)

Rewrite value for FCoE traffic

In addition to the CoS limitations shown in Table 18 on page 39, usingwild cards in a LAG

configuration is not supported in mixedmode with one or more EX4300 leaf devices.

Scheduling on an EX4300 VCF Leaf Device

Because the EX4300 leaf device does not support ETS, the VCF translates the ETS

scheduling configuration into the port scheduling configuration that the EX4300 device

supports. TheQFX5100 spine device uses two-tier ETS scheduling, as described in detail

in “Understanding CoS Hierarchical Port Scheduling (ETS)” on page 331.

Briefly, ETS allocates port bandwidth into forwarding class sets (priority groups) and

forwarding classes (priorities) in ahierarchicalmanner. Each forwarding class set consists

of individual forwarding classes, with each forwarding classmapped to an output queue.

Portbandwidth(minimumguaranteedbandwidthandmaximumbandwidth) isallocated

to each forwarding class set. Forwarding class set bandwidth is in turn allocated to the

forwarding classes in the forwarding class set. If a forwarding class does not use its

bandwidth allocation, other forwarding classeswithin the same forwarding class set can

share the unused bandwidth. If the forwarding classes in a forwarding class set do not

use the bandwidth allocated to that forwarding class set, other forwarding class sets on

the port can share the unused bandwidth. (This is how ETS increases port bandwidth

utilization, by sharing unusedbandwidthamong forwarding classes and forwarding class

sets.)
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However, the EX4300 leaf device supports port scheduling, not ETS. Port scheduling is

a “flat” scheduling method that allocates bandwidth directly to forwarding classes in a

non-hierarchical manner.

The VCF translates the two tiers of the ETS scheduling configuration (forwarding class

sets and forwarding classes) into a single port scheduling configuration as follows:

• The bandwidth allocated to a forwarding class set is divided equally among the

forwarding classes in the forwarding class set. (Traffic control profiles schedule

bandwidth allocation to forwarding class sets.) Theminimum guaranteed bandwidth

(guaranteed-rate) andmaximum bandwidth limit (shaping-rate) of the forwarding

class setdetermine theguaranteedminimumbandwidthand themaximumbandwidth

the forwarding classes receive, unless those values are different in the forwarding class

scheduler configuration.

• If there is an explicit forwarding class bandwidth scheduler configuration, it overrides

the forwarding class set configuration. Bandwidth scheduling values that are not

explicitly configured in a forwarding class scheduler use the values from the forwarding

class set (the traffic control profile configuration). Forwarding class schedulers control

the minimum guaranteed bandwidth (transmit-rate), the maximum bandwidth

(shaping-rate), and the priority (priority) for each forwarding class (output queue).

Because thepriority value is not configuredat the forwarding class set level, thepriority

configured in the forwarding class scheduler is always used.

The following two scenarios illustrate how a VCF translates an ETS configuration into a

port scheduling configuration:

Scenario 1

A forwarding class set named fc-set-1 has a configured guaranteedminimumbandwidth

(guaranteed-rate) of 4G, and a configuredmaximum bandwidth (shaping-rate) of 5G.

Forwarding class set fc-set-1 consists of two forwarding classes, named fc-1 and fc-2:

• Forwarding class fc-1 has a guaranteedminimum bandwidth (transmit-rate) of 2.5G.

There is no configuredmaximum bandwidth (shaping-rate).

• Forwarding class fc-2 has a guaranteedminimum bandwidth (transmit-rate) of 1.5G.

There is no configuredmaximum bandwidth (shaping-rate).

On the EX4300 leaf device, the ETS configuration above is translated approximately to

the following port scheduling configuration:

• Guaranteedminimum bandwidth—Because guaranteedminimum bandwidth has

been explicitly configured in the forwarding class scheduler, forwarding class fc-1

receives a transmit rate of 2.5G and forwarding class fc-2 receives a transmit rate of

1.5G.
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NOTE: If there had been no forwarding class scheduler transmit-rate

configuration, then the forwarding class set minimum guaranteed
bandwidth of 4Gwould have been split evenly between the forwarding
classes, with each forwarding class receiving aminimum guaranteed
bandwidth rate of 2G.

• Maximumbandwidth—Because there is noexplicitmaximumbandwidth (shaping-rate

configuration for the forwarding classes, the forwarding classes that belong to the

forwarding class set receive an equal share of the maximum bandwidth configured at

the forwarding class set level in the traffic control profile. Because the forwarding class

setmaximumbandwidth is5G, forwardingclasses fc-1and fc-2each receiveamaximum

bandwidth of 2.5G.

In this scenario, the minimum guaranteed bandwidth and themaximum bandwidth

configured at the forwarding class set hierarchy level are achieved on the forwarding

classes thatbelong to the forwardingclass set. (Thisdoesnotalwayshappen, asScenario

2 shows.) However, unused bandwidth is not shared the same way. For example, if

forwarding class fc-1 experienced a burst of traffic at 3.5G, it would be limited to a

maximum of 2.5G and traffic would be dropped. Using ETS, if forwarding class fc-2was

not using its allocatedmaximum bandwidth, then fc-1 could use (share) that unused

bandwidth. But flat port scheduling does not share the unused bandwidth.

Scenario 2

A forwarding class set named fc-set-2hasa configured guaranteedminimumbandwidth

(guaranteed-rate) of 6G, and a configuredmaximum bandwidth (shaping-rate) of 9G.

Forwarding class set fc-set-2 consists of three forwarding classes, named fc-3, fc-4, and

fc-5:

• Forwarding class fc-3 has a guaranteedminimum bandwidth (transmit-rate) of 1G.

There is no configuredmaximum bandwidth (shaping-rate).

• Forwarding class fc-4 has amaximum bandwidth (shaping-rate) of 2G. There is no

configured guaranteedminimum bandwidth (transmit-rate).

• Forwarding class fc-5 has a guaranteedminimum bandwidth (transmit-rate) of 3G.

There is no configuredmaximum bandwidth (shaping-rate).

On the EX4300 leaf device, the ETS configuration above is translated approximately to

the following port scheduling configuration:

• Guaranteedminimum bandwidth—Two forwarding classes (fc-3 and fc-5) have an

explicitly configured transmit rate, andone forwardingclass (fc-4)doesnot. Forwarding

classes fc-3 and fc-5 receive the minimum guaranteed bandwidth configured in their

schedulers, so forwarding class fc-3 receives 1G guaranteedminimum bandwidth and

forwarding class fc-5 receives 3G guaranteedminimum bandwidth.

Forwarding class fc-4 does not have an explicitly configured transmit rate, so the port

derives theminimumguaranteedbandwidth from the forwarding class set guaranteed

rate. Forwarding class set fc-set-2 has aminimum guaranteed bandwidth
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(guaranteed-rate) of 6G, and there are three forwarding classes in the forwarding class

set. Forwarding class fc-4 receives an equal share (one third) of the forwarding class

setminimumguaranteedbandwidth.So forwardingclass fc-4 is allocatedaguaranteed

minimum bandwidth (transmit-rate) of 2G (6G divided by 3 forwarding classes = 2G).

• Maximumbandwidth—Forwarding class fc-4 has an explicitly configured shaping rate,

and forwarding classes fc-3 and fc-5 do not. Forwarding class fc-4 receives the

maximum bandwidth configured in its scheduler, so forwarding class fc-4 receives a

maximum bandwidth of 2G.

Forwarding classes fc-3 and fc-5 do not have explicitly configured shaping rates, so

the port derives the maximum bandwidth from the forwarding class set shaping rate.

Forwarding class set fc-set-2 has amaximum bandwidth (shaping-rate) of 9G, and

there are three forwarding classes in the forwarding class set. Forwarding classes fc-3

and fc-5 each receive an equal share (one third) of the forwarding class set shaping

rate. So forwarding classes fc-3 and fc-5 are allocated amaximum bandwidth of 3G

each (9G divided by 3 forwarding classes = 3G).

Forwarding class fc-4 receives lessmaximumbandwidth than forwarding classes fc-3

and fc-5 because the explicitly configured shaping rate for forwarding class fc-4 is only

2G, and the explicit forwarding class configuration overrides the forwarding class set

configuration.

NOTE: Scenario 2 shows that in some cases, the guaranteedminimum
bandwidth (guaranteed-rate) and themaximum bandwidth (shaping-rate)

configured for a forwarding class setmight notbeachievedat the forwarding
class (queue) level. In Scenario 2, forwarding class set fc-set-2 has a shaping

rate of 9G, but the sum of the implemented forwarding class shaping rates
is only 8G [(3G for fc-3) + (2G for fc-4) + (3G for fc-5)].

Related
Documentation

• Virtual Chassis Fabric Software Features Overview

• Understanding Default CoS Settings on page 18

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331
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CHAPTER 2

Configuration Statements for Basic
Concepts

• class-of-service on page 46

• traceoptions (Class of Service) on page 50
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class-of-service

Syntax class-of-service {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}
}
code-point-aliases {
(dscp| dscp-ipv6 | ieee-802.1) {
alias-name bits;

}
}
congestion-notification-profile profile-name {
input {
ieee-802.1 {
code-point [code-point-bits] {
pfc {
mrumru-value;

}
}

}
cable-length cable-length-value;

}
output {
ieee-802.1 {
code-point [code-point-bits] {
flow-control-queue [queue | list-of-queues];

}
}

}
}
drop-profiles {
profile-name {
interpolate {
fill-level low-value fill-levelhigh-valuedrop-probability0drop-probabilityhigh-value;

}
}

}
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}
forwarding-class class-name {
scheduler scheduler-name;

}
forwarding-class-sets forwarding-class-set-name {
class class-name;
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}
forwarding-classes {
class {
class-name {
queue-num queue-number <no-loss>;

}
}

}
host-outbound-traffic{
forwarding-class class-name;
dscp-code-point code-point;

}
interfaces {
interface-name {
congestion-notification-profile profile-name {
}
forwarding-class lossless-forwarding-class-name;
forwarding-class-set forwarding-class-set-name {
output-traffic-control-profile profile-name;

}
rewrite-value {
input {
ieee-802.1{
code-point code-point-bits;

}
}

}
scheduler-map scheduler-map-name
unit logical-unit-number {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 | exp) (classifier-name | default);

}
forwarding-class class-name;
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1 | exp) (classifier-name | default);

}
}

}
}
multi-destination {
classifiers {
(dscp | ieee-802.1) classifier-name;

}
}
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority priority code-point (alias | bits);

}
}

}
scheduler-map-forwarding-class-sets {
fabric-scheduler-map-name {
forwarding-class-set fabric-forwarding-class-set-name scheduler scheduler-name;

}
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}
scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}
schedulers {
scheduler-name {
buffer-size (percent percentage | remainder);
drop-profile-map loss-priority (low|medium-high |high)protocolprotocoldrop-profile
drop-profile-name;

excess-rate percent percentage;
explicit-congestion-notification;
priority priority;
shaping-rate (rate | percent percentage);
transmit-rate (percent percentage) <exact>;

}
}
shared-buffer {
egress {
percent percent;
buffer-partition (lossless | lossy | multicast) {
percent percent

}
}
ingress {
percent percent;
buffer-partition (lossless | lossless-headroom | lossy) {
percent percent

}
}

}
system-defaults {
classifiers exp classifier-name;

}
traffic-control-profiles profile-name {
guaranteed-rate(rate| percent percentage);
scheduler-mapmap-name;
shaping-rate (rate| percent percentage);

}
}

Hierarchy Level [edit]
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Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

NOTE: Not all switches support all portions of the class of service hierarchy.
For example, some switches use the same classifiers for unicast and
multidestination traffic, and those switches do not support the
multi-destination classifier hierarchy, and some switches do not support

shared buffer configuration, and those switches do not support the
shared-buffer hierarchy.

NOTE: OCXSeries switches do not supportMPLS exp classifiers and rewrite
rules (includingMPLS systemdefaults), and they do not support congestion
notification profiles.

Description Configure class-of-service parameters on the switch.

The remaining statements are explained separately.

Default If you do not configure any CoS features, the default CoS settings are used.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Assigning CoS Components to Interfaces on page 15

• Overview of Junos OS CoS on page 4
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traceoptions (Class of Service)

Syntax traceoptions {
file filename <size size> <files number>
<world-readable | no-world-readable>;
flag flag <flag-modifier>;
no-remote-trace

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Set class-of-service (CoS) tracing options.

NOTE: The traceoptions statement is not supported on the QFabric system.

Default Traceoptions is disabled.

Options file filename—Name of the file to receive the tracing operation output. Enclose the name

in quotation marks. Traceoption output files are located in the /var/log/ directory.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches itsmaximumsize, it is renamed trace-file.0. The traceoptionoutput

continues in a second trace file named trace-file.1. When trace-file.1 reaches its

maximum size, output continues in a third file named trace-file.2, and so on. When

themaximum number of trace files is reached, the oldest trace file is overwritten.

If you specify amaximumnumber of files, youmust also specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 1 trace file

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements:

• all—Trace all operations.

• asynch—Trace asynchronous configuration processing.

• chassis-scheduler—Trace chassis stream scheduler processing.

• cos-adjustment—Trace CoS rate adjustments.

• dynamic—Trace dynamic CoS functions.

• hardware-database—Trace the chassis hardware database related processing.
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• init—Trace initialization events.

• performance-monitor—Trace performancemonitor countors.

• process—Trace configuration processing.

• restart—Trace restart processing.

• route-socket—Trace route-socket events.

• show—Trace show command servicing.

• snmp—Trace SNMP-related processing.

• util—Trace utilities.

The following are the global tracing options:

• all—Perform all tracing operations

• parse—Trace parser processing.

no-remote-trace—(Optional) Disable remote tracing.

no-world-readable—(Optional) Prevent any user from reading the log file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes (GB). When a trace file named trace-file reaches its maximum size, it is

renamed trace-file.0. Incoming tracefile data is logged in the now empty trace-file.

When trace-file again reaches its maximum size, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, youmust also specify a maximum number of trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size of 4 GB (maximum is lower if 4 GB is not

supported on your system)

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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CHAPTER 3

MonitoringCommands forBasicConcepts

• Monitoring Interfaces That Have CoS Components on page 53

• show class-of-service

• show class-of-service interface

• show pfe next-hop

• show pfe route

• show pfe terse

• show pfe version

Monitoring Interfaces That Have CoS Components

Purpose Use themonitoring functionality todisplaydetailsabout thephysical and logical interfaces

and the CoS components assigned to them.

Action Tomonitor interfaces that have CoS components in the CLI, enter the command:

user@switch> show class-of-service interface

Tomonitor a specific interface in the CLI, enter the command:

user@switch> show class-of-service interface interface-name

Meaning Table 19 on page 53 summarizes key output fields for CoS interfaces.

Table 19: Summary of Key CoS Interfaces Output Fields

ValuesField

Name of a physical interface to which CoS components are assigned.Physical interface

Index of this interface or the internal index of a specific object.Index

Number of queues you can configure on the interface.Queues supported

Number of queues currently configured.Queues in use

Name of the scheduler map associated with this interface.Scheduler map
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Table 19: Summary of Key CoS Interfaces Output Fields (continued)

ValuesField

Status of congestion notification (enabled or disabled).

NOTE: OCX Series switches do not support congestion notification profiles.

Congestion-notification

(Fibre Channel NP_Port interfaces only) IEEE 802.1p code point (priority) the
interface assigns to incoming Fibre Channel (FC) traffic when the interface
encapsulates the FC traffic in Ethernet before forwarding it onto the FCoE
network.

Rewrite Input IEEE Code-point

Nameof a logical interface on thephysical interface towhichCoScomponents
are assigned.

Logical Interface

Category of an object—for example, classifier, scheduler-map, or rewrite.Object

Name of the object—for example, ba-classifier.Name

Type of the object—for example, ieee8021p for a classifier.Type

Related
Documentation

Assigning CoS Components to Interfaces on page 15•
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show class-of-service

Syntax show class-of-service

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the class-of-service (CoS) information.

Required Privilege
Level

view

Related
Documentation

Monitoring CoS Code-Point Value Aliases on page 216•

• Monitoring CoS Classifiers on page 211

• Monitoring CoS Forwarding Classes on page 212

• Monitoring Interfaces That Have CoS Components on page 53

• Monitoring CoS Scheduler Maps on page 437

• Monitoring CoS Rewrite Rules on page 215

List of Sample Output show class-of- service on page 56

Output Fields Table20onpage55 lists theoutput fields for the showclass-of-servicecommand.Output

fields are listed in the approximate order in which they appear.

Table 20: show class-of-service Output Fields

Level of OutputField DescriptionField Name

All levelsThe forwarding class configuration:

• Forwarding class—Name of the forwarding class.

• ID—Forwarding class ID.

• Queue—Queue number.

Forwarding class

All levelsThe type of code-point alias:

• dscp—Aliases for DiffServ code point (DSCP) values.

• ieee–802.1—Aliases for IEEE 802.1p values.

• exp—Aliases for MPLS EXP values.

Code point type

All levelsNames given to CoS values.Alias

All levelsSet of bits associated with an alias.Bit pattern

All levelsName of the classifier.Classifier

All levelsCode-point values.Code point

All levelsLoss priority assigned to specific CoS values and aliases of the classifier.Loss priority
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Table 20: show class-of-service Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsName of the rewrite rule if one has been configured.Rewrite rule

All levelsName of the drop profile.Drop profile

All levelsType of drop profile. QFX Series supports only the discrete type of drop-profile.Type

All levelsPercentage of queue buffer fullness in a drop profile at which packets begin to
drop during periods of congestion.

Fill level

All levelsName of the scheduler map.Scheduler map

All levelsName of the scheduler.Scheduler

All levelsTransmission rate of the scheduler.Transmit rate

All levelsDelay buffer size in the queue.Buffer size

All levelsDrop profiles configured for the specified scheduler.Drop profiles

All levelsTransport protocol corresponding to the drop profile.Protocol

All levelsName of the drop profile.Name

All levelsNumber of queues that can be configured on the interface.Queues supported

All levelsNumber of queues currently configured.Queues in use

All levelsName of the physical interface.Physical interface

All levelsName of the scheduler map.Scheduler map

All levelsEnabled if a congestion notification profile is applied to the interface; disabled
if no congestion notification profile is applied to the interface.

NOTE: OCX Series switches do not support congestion notification profiles.

Congestion-notification

Name of the forwarding class set (priority group).

NOTE: Only on systems that support enhanced transmission selection (ETS)
hierarchical port scheduling.

Forwarding class set

All levelsInternal index of an object.Index

Sample Output

show class-of- service

user@switch> show class-of-service
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Forwarding class                       ID      Queue  
  best-effort                           0       0     
  fcoe                                  1       3     
  no-loss                               2       4     
  network-control                       3       7     
  mcast                                 8       8     

Code point type: dscp
  Alias              Bit pattern
  af11               001010
  af12               001100
  ...                ...

Code point type: ieee-802.1
  Alias              Bit pattern
  af11               100
  ...                ...

Classifier: dscp-default, Code point type: dscp, Index: 7
  Code point         Forwarding class                    Loss priority
  000000             best-effort                         low
  000001             best-effort                         low
  ...                ...                                 ...          

Classifier: ieee8021p-default, Code point type: ieee-802.1, Index: 11
  Code point         Forwarding class                    Loss priority
  000                best-effort                         low
  001                best-effort                         low
  010                best-effort                         low
  011                fcoe                                low
  100                no-loss                             low
  101                best-effort                         low
  110                network-control                     low
  111                network-control                     low

Drop profile:<default-drop-profile>, Type: discrete, Index: 1
  Fill level    
         100

Scheduler map: <default>, Index: 2

  Scheduler: <default-be>, Forwarding class: best-effort, Index: 21
    Transmit rate: 5 percent, Rate Limit: none, Buffer size: 5 percent, Buffer 
Limit: none,
    Priority: low
    Excess Priority: low
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            

  Scheduler: <default-fcoe>, Forwarding class: fcoe, Index: 50
    Transmit rate: 35 percent, Rate Limit: none, Buffer size: 35 percent, Buffer
 Limit: none,
    Priority: low
    Excess Priority: low
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
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      Low             any             1    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            

  Scheduler: <default-noloss>, Forwarding class: no-loss, Index: 51
    Transmit rate: 35 percent, Rate Limit: none, Buffer size: 35 percent, Buffer
 Limit: none,
    Priority: low
    Excess Priority: low
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            

  Scheduler: <default-nc>, Forwarding class: network-control, Index: 23
    Transmit rate: 5 percent, Rate Limit: none, Buffer size: 5 percent, Buffer 
Limit: none,
    Priority: low
    Excess Priority: low
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            

  Scheduler: <default-mcast>, Forwarding class: mcast, Index: 49
    Transmit rate: 20 percent, Rate Limit: none, Buffer size: 20 percent, Buffer
 Limit: none,
    Priority: low
    Excess Priority: low
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>        

Physical interface: xe-0/0/0, Index: 129
Queues supported: 12, Queues in use: 12
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

Physical interface: xe-0/0/1, Index: 130
Queues supported: 12, Queues in use: 12
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

...             ...              ...

Forwarding class set: lan-fcset, Type: normal-type, Forwarding class set index: 
7
  Forwarding class                             Index    
  best-effort                                    0   
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show class-of-service interface

Syntax show class-of-service interface
<comprehensive | detail> <interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Forwarding class map information added in Junos OS Release 9.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.1 for the PTX Series Packet Transport

Switches.

Command introduced in Junos OS Release 12.2 for the ACX Series Universal Access

routers.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Options detail and comprehensive introduced in Junos OS Release 11.4.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display the logical and physical interface associations for the classifier, rewrite rules, and

scheduler map objects.

NOTE: OnroutingplatformswithdualRoutingEngines, runningthiscommand
on the backup Routing Engine, with or without any of the available options,
is not supported and produces the following error message:

error: the class-of-service subsystem is not running

Options none—Display CoS associations for all physical and logical interfaces.

comprehensive—(M Series, MX Series, and T Series routers) (Optional) Display

comprehensive quality-of-service (QoS) information about all physical and logical

interfaces.

detail—(M Series, MX Series, and T Series routers) (Optional) Display QoS and CoS

information based on the interface.

If the interface interface-name is a physical interface, the output includes:

• Brief QoS information about the physical interface

• Brief QoS information about the logical interface

• CoS information about the physical interface

• Brief information about filters or policers of the logical interface

• Brief CoS information about the logical interface

If the interface interface-name is a logical interface, the output includes:

• Brief QoS information about the logical interface
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• Information about filters or policers for the logical interface

• CoS information about the logical interface

interface-name—(Optional) Display class-of-service (CoS) associations for the specified

interface.

none—Display CoS associations for all physical and logical interfaces.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management•

List of Sample Output show class-of-service interface (Physical) on page 71
show class-of-service interface (Logical) on page 72
show class-of-service interface (Gigabit Ethernet) on page 72
show class-of-service interface (ANCP) on page 72
show class-of-service interface (PPPoE Interface) on page 72
show class-of-service interface (T4000 Routers with Type 5 FPCs) on page 72
show class-of-service interface detail on page 73
show class-of-service interface comprehensive on page 73
show class-of-service interface (ACX Series Routers) on page 84
showclass-of-service interface(PPPoESubscriber Interface forEnhancedSubscriber
Management) on page 87

Output Fields Table 21 on page 60 describes the output fields for the show class-of-service interface

command. Output fields are listed in the approximate order in which they appear.

Table 21: show class-of-service interface Output Fields

Field DescriptionField Name

Name of a physical interface.Physical interface

Index of this interface or the internal index of this object.

(Enhancedsubscribermanagement forMXSeries routers) Indexvalues fordynamicCoS traffic control
profiles and dynamic scheduler maps are larger for enhanced subscriber management than they are
for legacy subscriber management.

Index

Number
ofqueues
you can
configure
on the
interface.

Status of dedicated queues configured on an interface. Supported only on Trio MPC/MIC interfaces
on MX Series routers.

Dedicated Queues

Number of queues you can configure on the interface.Queues supported

Number of queues currently configured.Queues in use
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Table 21: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Number of queues created in addition to the default queues. Supported only on Trio MPC/MIC
interfaces on MX Series routers.

(Enhanced subscriber management for MX Series routers) This field is not displayed for enhanced
subscriber management.

Total non-default
queues created

(QFX Series only) IEEE 802.1p code point (priority) rewrite value. Incoming traffic from the Fibre
Channel (FC) SAN is classified into the forwarding class specified in the native FC interface (NP_Port)
fixed classifier and uses the priority specified as the IEEE 802.1p rewrite value.

Rewrite Input IEEE
Code-point

Maximum transmission rate on the physical interface. You can configure the shaping rate on the
physical interface, or on the logical interface, but not on both. Therefore, the Shaping rate field is
displayed for either the physical interface or the logical interface.

Shaping rate

Name of the output scheduler map associated with this interface.

(Enhanced subscriber management for MX Series routers) The name of the dynamic scheduler map
object is associatedwith ageneratedUID (for example,SMAP-1_UID1002) insteadofwith a subscriber
interface.

Scheduler map

(QFX Series only) Name of the output fabric scheduler map associated with a QFabric system
Interconnect device interface.

Scheduler map
forwarding class sets

For Gigabit Ethernet IQ2 PICs, maximum transmission rate on the input interface.Input shaping rate

For Gigabit Ethernet IQ2 PICs, name of the input scheduler map associated with this interface.Input scheduler map

Name of the scheduler map associated with the packet forwarding component queues.Chassis scheduler map

Name and type of the rewrite rules associated with this interface.Rewrite

Name of the associated traffic control profile.

(Enhanced subscriber management for MX Series routers) The name of the dynamic traffic control
profile object is associated with a generated UID (for example, TC_PROF_100_199_SERIES_UID1006)
instead of with a subscriber interface.

Traffic-control-profile

Name and type of classifiers associated with this interface.Classifier

Name of the forwarding map associated with this interface.Forwarding-class-map

(QFX Series and EX4600 switches only) Congestion notification state, enabled or disabled.Congestion-notification

Name of a logical interface.Logical interface

Categoryof anobject:Classifier,Fragmentation-map (for LSQ interfacesonly),Scheduler-map,Rewrite,
Translation Table (for IQE PICs only), or traffic-class-map (for T4000 routers with Type 5 FPCs).

Object

Name of an object.Name
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Table 21: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Type of an object: dscp, dscp-ipv6, exp, ieee-802.1, ip, inet-precedence, or ieee-802.1ad (for traffic class
map on T4000 routers with Type 5 FPCs)..

Type

Encapsulation on the physical interface.Link-level type

MTU size on the physical interface.MTU

Speed at which the interface is running.Speed

Whether loopback is enabled and the type of loopback.Loopback

Whether source filtering is enabled or disabled.Source filtering

Whether flow control is enabled or disabled.Flow control

(Gigabit Ethernet interfaces)Whether autonegotiation is enabled or disabled.Auto-negotiation

(Gigabit Ethernet interfaces) Remote fault status.

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

The Device flags field provides information about the physical device and displays one or more of the
following values:

• Down—Device has been administratively disabled.

• Hear-Own-Xmit—Device receives its own transmissions.

• Link-Layer-Down—The link-layer protocol has failed to connect with the remote endpoint.

• Loopback—Device is in physical loopback.

• Loop-Detected—The link layerhas received frames that it sent, therebydetectingaphysical loopback.

• No-Carrier—Onmedia that support carrier recognition, no carrier is currently detected.

• No-Multicast—Device does not support multicast traffic.

• Present—Device is physically present and recognized.

• Promiscuous—Device is in promiscuous mode and recognizes frames addressed to all physical
addresses on themedia.

• Quench—Transmission on the device is quenched because the output buffer is overflowing.

• Recv-All-Multicasts—Device is inmulticast promiscuousmode and therefore provides nomulticast
filtering.

• Running—Device is active and enabled.

Device flags
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Table 21: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

The Interface flags field provides information about the physical interface and displays one or more
of the following values:

• Admin-Test—Interface is in testmodeandsomesanity checking, suchas loopdetection, is disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Hardware-Down—Interface is nonfunctional or incorrectly connected.

• Link-Layer-Down—Interface keepalives have indicated that the link is incomplete.

• No-Multicast—Interface does not support multicast traffic.

• No-receive No-transmit—Passive monitor mode is configured on the interface.

• Point-To-Point—Interface is point-to-point.

• Pop all MPLS labels from packets of depth—MPLS labels are removed as packets arrive on an
interface that has the pop-all-labels statement configured. The depth value can be one of the
following:

• 1—Takes effect for incoming packets with one label only.

• 2—Takes effect for incoming packets with two labels only.

• [ 1 2 ]—Takes effect for incoming packets with either one or two labels.

• Promiscuous—Interface is in promiscuous mode and recognizes frames addressed to all physical
addresses.

• Recv-All-Multicasts—Interface is inmulticast promiscuousmodeandprovidesnomulticast filtering.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Interface flags

The Logical interface flags field provides information about the logical interface and displays one or
more of the following values:

• ACFC Encapsulation—Address control field Compression (ACFC) encapsulation is enabled
(negotiated successfully with a peer).

• Device-down—Device has been administratively disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Clear-DF-Bit—GRE tunnel or IPsec tunnel is configured to clear the Don't Fragment (DF) bit.

• Hardware-Down—Interface protocol initialization failed to complete successfully.

• PFC—Protocol field compression is enabled for the PPP session.

• Point-To-Point—Interface is point-to-point.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Flags

Encapsulation on the logical interface.Encapsulation

Administrative state of the interface (Up or Down)Admin

Status of physical link (Up or Down).Link

Protocol configured on the interface.Proto
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Table 21: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Names of any firewall filters to be evaluated when packets are received on the interface, including
any filters attached through activation of dynamic service.

Input Filter

Names of any firewall filters to be evaluatedwhen packets are transmitted on the interface, including
any filters attached through activation of dynamic service.

Output Filter

Provides information about the physical link and displays one or more of the following values:

• ACFC—Address control field compression is configured. ThePoint-to-Point Protocol (PPP) session
negotiates the ACFC option.

• Give-Up—Link protocol does not continue connection attempts after repeated failures.

• Loose-LCP—PPPdoes not use the Link Control Protocol (LCP) to indicatewhether the link protocol
is operational.

• Loose-LMI—Frame Relay does not use the Local Management Interface (LMI) to indicate whether
the link protocol is operational.

• Loose-NCP—PPP does not use the Network Control Protocol (NCP) to indicatewhether the device
is operational.

• Keepalives—Link protocol keepalives are enabled.

• No-Keepalives—Link protocol keepalives are disabled.

• PFC—Protocol field compression is configured. The PPP session negotiates the PFC option.

Link flags

Current interface hold-time up and hold-time down, in milliseconds.Hold-times

Number of CoS queues configured.CoS queues

Date, time, and how long ago the interface went from down to up. The format is Last flapped:
year-month-day hour:minute:second:timezone (hour:minute:second ago). For example, Last flapped:
2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

Number and rate of bytes and packets received and transmitted on the physical interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Statistics last cleared

Number of IPv6 transit bytes and packets received and transmitted on the logical interface if IPv6
statistics tracking is enabled.

IPv6 transit statistics

Copyright © 2016, Juniper Networks, Inc.64

Traffic Management Feature Guide for the QFX Series



Table 21: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Input errors on the interface. The labels are explained in the following list:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager ASIC. If the interface is
saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

• Framing errors—Number of packets received with an invalid frame checksum (FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Giants—Number of frames received that are larger than the giant threshold.

• Bucket Drops—Drops resulting from the traffic load exceeding the interface transmit or receive
leaky bucket configuration.

• Policeddiscards—Number of frames that the incoming packetmatch code discarded because they
were not recognized or not of interest. Usually, this field reports protocols that Junos OS does not
handle.

• L3 incompletes—Number of incoming packets discarded because they failed Layer 3 (usually IPv4)
sanity checks of the header. For example, a frame with less than 20 bytes of available IP header is
discarded. Layer 3 incomplete errors can be ignored by configuring the ignore-l3-incompletes
statement.

• L2channelerrors—Numberof times the softwaredidnot findavalid logical interface for an incoming
frame.

• L2mismatch timeouts—Number of malformed or short packets that caused the incoming packet
handler to discard the frame as unreadable.

• HS link CRC errors—Number of errors on the high-speed links between the ASICs responsible for
handling the router interfaces.

• HS link FIFO overflows—Number of FIFO overflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

Input errors

Output errors on the interface. The labels are explained in the following list:

• Carrier transitions—Number of times the interface has gone from down to up. This number does not
normally increment quickly, increasing only when the cable is unplugged, the far-end system is
powered down and up, or another problem occurs. If the number of carrier transitions increments
quickly (perhapsonceevery 10 seconds), the cable, the far-endsystem,or thePIC ismalfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/O Manager ASIC. If the interface
is saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), the Drops field does not always use the correct value for queue 6 or queue 7
for interfaces on 10-port 1-Gigabit Ethernet PICs.

• Aged packets—Number of packets that remained in shared packet SDRAM so long that the system
automatically purged them. The value in this field should never increment. If it does, it ismost likely
a software bug or possibly malfunctioning hardware.

• HS link FIFO underflows—Number of FIFO underflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

• MTU errors—Number of packets whose size exceeds the MTU of the interface.

Output errors

Total number of egress queues supported on the specified interface.Egress queues
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Table 21: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

CoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), theDroppedpackets field does not always display the correct value for queue 6
or queue 7 for interfaces on 10-port 1-Gigabit Ethernet PICs.

Queue counters

(SONET)SONETmedia-specific alarmsanddefects that prevent the interface frompassing packets.
When a defect persists for a certain period, it is promoted to an alarm. Based on the router
configuration, an alarm can ring the red or yellow alarm bell on the router or light the red or yellow
alarm LED on the craft interface. See these fields for possible alarms and defects: SONET PHY,
SONET section, SONET line, and SONET path.

SONET alarms

SONET defects

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET PHY field has the following subfields:

• PLL Lock—Phase-locked loop

• PHY Light—Loss of optical signal

SONET PHY

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET section field has the following subfields:

• BIP-B1—Bit interleaved parity for SONET section overhead

• SEF—Severely errored framing

• LOS—Loss of signal

• LOF—Loss of frame

• ES-S—Errored seconds (section)

• SES-S—Severely errored seconds (section)

• SEFS-S—Severely errored framing seconds (section)

SONET section
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Table 21: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET line field has the following subfields:

• BIP-B2—Bit interleaved parity for SONET line overhead

• REI-L—Remote error indication (near-end line)

• RDI-L—Remote defect indication (near-end line)

• AIS-L—Alarm indication signal (near-end line)

• BERR-SF—Bit error rate fault (signal failure)

• BERR-SD—Bit error rate defect (signal degradation)

• ES-L—Errored seconds (near-end line)

• SES-L—Severely errored seconds (near-end line)

• UAS-L—Unavailable seconds (near-end line)

• ES-LFE—Errored seconds (far-end line)

• SES-LFE—Severely errored seconds (far-end line)

• UAS-LFE—Unavailable seconds (far-end line)

SONET line

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET path field has the following subfields:

• BIP-B3—Bit interleaved parity for SONET section overhead

• REI-P—Remote error indication

• LOP-P—Loss of pointer (path)

• AIS-P—Path alarm indication signal

• RDI-P—Path remote defect indication

• UNEQ-P—Path unequipped

• PLM-P—Path payload (signal) label mismatch

• ES-P—Errored seconds (near-end STS path)

• SES-P—Severely errored seconds (near-end STS path)

• UAS-P—Unavailable seconds (near-end STS path)

• ES-PFE—Errored seconds (far-end STS path)

• SES-PFE—Severely errored seconds (far-end STS path)

• UAS-PFE—Unavailable seconds (far-end STS path)

SONET path
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Table 21: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Values of the received and transmitted SONET overhead:

• C2—Signal label. Allocated to identify the construction and content of the STS-level SPE and for
PDI-P.

• F1—Section user channel byte. This byte is set aside for the purposes of users.

• K1 and K2—These bytes are allocated for APS signaling for the protection of the multiplex section.

• J0—Section trace. This byte is defined for STS-1 number 1 of an STS-N signal. Used to transmit a
1-byte fixed-length string or a 16-byte message so that a receiving terminal in a section can verify
its continued connection to the intended transmitter.

• S1—Synchronization status. The S1 byte is located in the first STS-1 number of an STS-N signal.

• Z3 and Z4—Allocated for future use.

Received SONET
overhead

Transmitted SONET
overhead

SONET/SDH interfaces allow path trace bytes to be sent inband across the SONET/SDH link. Juniper
Networks and other router manufacturers use these bytes to help diagnosemisconfigurations and
networkerrorsby setting the transmittedpath tracemessageso that it contains the systemhostname
and name of the physical interface. The received path trace value is the message received from the
router at the other end of the fiber. The transmitted path trace value is the message that this router
transmits.

Received path trace

Transmitted path trace

Information about the HDLC configuration.

• Policing bucket—Configured state of the receiving policer.

• Shaping bucket—Configured state of the transmitting shaper.

• Giant threshold—Giant threshold programmed into the hardware.

• Runt threshold—Runt threshold programmed into the hardware.

HDLC configuration

Information about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

• PLP byte—Packet Level Protocol byte.

Packet Forwarding
Engine configuration

Information about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Buffer usec—Amount of buffer space allocated to the queue, inmicroseconds. This value is nonzero
only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values are none and exact. If
exact is configured, the queue transmits only up to the configured bandwidth, even if excess
bandwidth is available. Ifnone is configured, thequeue transmits beyond the configuredbandwidth
if bandwidth is available.

CoS information

Total number of forwarding classes supported on the specified interface.Forwarding classes

Total number of egress queues supported on the specified interface.Egress queues
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Table 21: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Queue number.Queue

Forwarding class name.Forwarding classes

Number of packets queued to this queue.Queued Packets

Number of bytes queued to this queue. The byte counts vary by PIC type.Queued Bytes

Number of packets transmitted by this queue. When fragmentation occurs on the egress interface,
the first setofpacket counters shows thepostfragmentationvalues. Thesecondsetofpacket counters
(displayed under the Packet Forwarding Engine Chassis Queues field) shows the prefragmentation
values.

Transmitted Packets

Number of bytes transmitted by this queue. The byte counts vary by PIC type.Transmitted Bytes

Number of packets dropped because of tail drop.Tail-dropped packets

Number of packets dropped because of random early detection (RED).

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, the total
numberofdroppedpackets isdisplayed.Onall otherMSeries routers, theoutput classifiesdropped
packets into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP packets dropped because of RED.

• Low, TCP—Number of low-loss priority TCP packets dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP packets dropped because of RED.

• High, TCP—Number of high-loss priority TCP packets dropped because of RED.

• (MXSeries routerswith enhancedDPCs, andTSeries routerswith enhancedFPCsonly)Theoutput
classifies dropped packets into the following categories:

• Low—Number of low-loss priority packets dropped because of RED.

• Medium-low—Number of medium-low loss priority packets dropped because of RED.

• Medium-high—Number of medium-high loss priority packets dropped because of RED.

• High—Number of high-loss priority packets dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped packets
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Table 21: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Number of bytes dropped because of RED. The byte counts vary by PIC type.

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, only the
total number of dropped bytes is displayed. On all other M Series routers, the output classifies
dropped bytes into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP bytes dropped because of RED.

• Low, TCP—Number of low-loss priority TCP bytes dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP bytes dropped because of RED.

• High, TCP—Number of high-loss priority TCP bytes dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped bytes

Configured transmit rate of the scheduler. The rate is a percentage of the total interface bandwidth.Transmit rate

Rate limiting configuration of the queue. Possible values are :

• None—No rate limit.

• exact—Queue transmits at the configured rate.

Rate Limit

Delay buffer size in the queue.Buffer size

Scheduling priority configured as low or high.Priority

Priority of the excess bandwidth traffic on a scheduler: low,medium-low,medium-high, high, or none.Excess Priority

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Priority of the excess bandwidth traffic on a scheduler.Excess Priority
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Table 21: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Display the assignment of shaping-rate adjustments on a scheduler node or queue.

• Adjusting application—Application that is performing the shaping-rate adjustment.

• The adjusting application can appear as ancp LS-0, which is the Junos OS Access Node Control
Profile process (ancpd) that performs shaping-rate adjustments on schedule nodes.

• The adjusting application can also appear as pppoe, which adjusts the shaping-rate and
overhead-accountingclass-of-serviceattributesondynamic subscriber interfaces inabroadband
access network based on access line parameters in Point-to-Point Protocol over Ethernet
(PPPoE) Tags [TR-101]. This feature is supported on MPC/MIC interfaces on MX Series routers.
The shaping rate is based on the actual-data-rate-downstream attribute. The overhead
accounting value is based on the access-loop-encapsulation attribute and specifies whether
the access loop uses Ethernet (framemode) or ATM (cell mode).

• Adjustment type—Type of adjustment: absolute or delta.

• Configured shaping rate—Shaping rate configured for the scheduler node or queue.

• Adjustment value—Value of adjusted shaping rate.

• Adjustment target—Level of shaping-rate adjustment performed: node or queue.

• Adjustment overhead-accountingmode—Configured shaping mode: frame or cell.

• Adjustment overhead bytes—Number of bytes that the ANCP agent adds to or subtracts from the
actual downstream frame overhead before reporting the adjusted values to CoS.

• Adjustment target—Level of shaping-rate adjustment performed: node or queue.

• Adjustmentmulticast index—

Adjustment information

Sample Output

show class-of-service interface (Physical)

user@host> show class-of-service interface so-0/2/3
Physical interface: so-0/2/3, Index: 135
Queues supported: 8, Queues in use: 4
Total non—default queues created: 4
  Scheduler map: <default>, Index: 2032638653

  Logical interface: fe-0/0/1.0, Index: 68, Dedicated Queues: no
    Shaping rate: 32000
    Object                   Name                   Type           Index
    Scheduler-map            <default>                              27
    Rewrite                  exp-default            exp             21
    Classifier               exp-default            exp             5
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    Classifier               ipprec-compatibility   ip              8
    Forwarding—class—map     exp-default            exp             5

show class-of-service interface (Logical)

user@host> show class-of-service interface so-0/2/3.0
Logical interface: so-0/2/3.0, Index: 68, Dedicated Queues: no
    Shaping rate: 32000
    Object                   Name                   Type             Index
    Scheduler-map            <default>                                27
    Rewrite                  exp-default            exp               21
    Classifier               exp-default            exp               5
    Classifier               ipprec-compatibility   ip                8
    Forwarding—class—map     exp-default            exp               5

show class-of-service interface (Gigabit Ethernet)

user@host> show class-of-service interface ge-6/2/0
Physical interface: ge-6/2/0, Index: 175
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Input scheduler map: <default>, Index: 3
  Chassis scheduler map: <default-chassis>, Index: 4

show class-of-service interface (ANCP)

user@host> show class-of-service interface pp0.1073741842
  Logical interface: pp0.1073741842, Index: 341
Object                  Name                   Type                    Index
Traffic-control-profile TCP-CVLAN              Output                  12408
Classifier              dscp-ipv6-compatibility dscp-ipv6                  9
Classifier              ipprec-compatibility   ip                         13

    Adjusting application: ancp LS-0
      Adjustment type: absolute
      Configured shaping rate: 4000000
      Adjustment value: 11228000
      Adjustment overhead-accounting mode: Frame Mode
      Adjustment overhead bytes: 50
      Adjustment target: node 

show class-of-service interface (PPPoE Interface)

user@host> show class-of-service interface pp0.1
Logical interface: pp0.1, Index: 85
    Object                  Name                   Type           Index
    Traffic-control-profile tcp-pppoe.o.pp0.1      Output         2726446535
    Classifier              ipprec-compatibility   ip             13

    Adjusting application: PPPoE
      Adjustment type: absolute
      Adjustment value: 5000000
      Adjustment overhead-accounting mode: cell
      Adjustment target: node

show class-of-service interface (T4000 Routers with Type 5 FPCs)

user@host> show class-of-service interface xe-4/0/0
Physical interface: xe-4/0/0, Index: 153
    Queues supported: 8, Queues in use: 4
      Shaping rate: 5000000000 bps
      Scheduler map: <default>, Index: 2
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      Congestion-notification: Disabled

      Logical interface: xe-4/0/0.0, Index: 77
        Object                  Name                   Type                    
Index
        Classifier              ipprec-compatibility   ip                       
  13

show class-of-service interface detail

user@host> show class-of-service interface ge-0/3/0 detail

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, Loopback: Disabled, 
Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled, 
Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000          

  Physical interface: ge-0/3/0, Index: 138             
  Queues supported: 4, Queues in use: 5
  Shaping rate: 50000 bps
  Scheduler map: interface-schedular-map, Index: 58414
  Input shaping rate: 10000 bps
  Input scheduler map: schedular-map, Index: 15103
  Chassis scheduler map: <default-chassis>, Index: 4
  Congestion-notification: Disabled

  Logical interface ge-0/3/0.0                                       
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    inet
    mpls
Interface       Admin Link Proto Input Filter         Output Filter  
ge-0/3/0.0      up    up   inet
                           mpls
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up   inet
                           mpls

  Logical interface: ge-0/3/0.0, Index: 68                             
    Object                  Name                   Type               Index 
    Rewrite                 exp-default            exp (mpls-any)       33
    Classifier              exp-default            exp                  10
    Classifier              ipprec-compatibility   ip                   13

  Logical interface ge-0/3/0.1
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    inet
Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   inet
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up   inet

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type            Index
    Classifier              ipprec-compatibility   ip               13

show class-of-service interface comprehensive

user@host> show class-of-service interface ge-0/3/0 comprehensive
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Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601, Generation: 141
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, BPDU Error: None, 
MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled, Flow 
control: Enabled,
  Auto-negotiation: Enabled, Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  CoS queues     : 4 supported, 4 maximum usable queues
  Schedulers     : 256
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:14:f6:f4:b4:5d, Hardware address: 00:14:f6:f4:b4:5d
  Last flapped   : 2010-09-07 06:35:22 PDT (15:14:42 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 total statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Label-switched interface (LSI) traffic statistics:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0, FIFO errors: 0, 
Resource errors: 0
  Output errors:
    Carrier transitions: 5, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Ingress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0

  Egress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0
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  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Complete
    Link partner:
        Link mode: Full-duplex, Flow control: Symmetric/Asymmetric, Remote fault:
 OK
    Local resolution:
      Flow control: Symmetric, Remote fault: Link OK
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    2 ef2                    39          19500     0            120     high    
none
    Direction : Input
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 af3                    30           3000    45              0      low    
none

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601
Forwarding classes: 16 supported, 5 in use
Ingress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
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    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 16 supported, 5 in use
Egress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
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    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                108546                     0 pps
    Bytes                :              12754752                   376 bps
  Transmitted:
    Packets              :                108546                      0 pps
    Bytes                :              12754752                   376 bps
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    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available

Physical interface: ge-0/3/0, Index: 138
Queues supported: 4, Queues in use: 5
  Shaping rate: 50000 bps

Scheduler map: interface-schedular-map, Index: 58414

  Scheduler: ef2, Forwarding class: ef2, Index: 39155
    Transmit rate: 39 percent, Rate Limit: none, Buffer size: 120 us, Buffer 
Limit: none, Priority: high
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile> 
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Input shaping rate: 10000 bps
  Input scheduler map: schedular-map

Scheduler map: schedular-map, Index: 15103

  Scheduler: af3, Forwarding class: af3, Index: 35058
    Transmit rate: 30 percent, Rate Limit: none, Buffer size: 45 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         40582    green
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any         18928    yellow
Drop profile: green, Type: discrete, Index: 40582
  Fill level    Drop probability
          50                   0
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: yellow, Type: discrete, Index: 18928
  Fill level    Drop probability
          50                   0
         100                 100
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  Chassis scheduler map: < default-drop-profile>
Scheduler map: < default-drop-profile>, Index: 4

  Scheduler: < default-drop-profile>, Forwarding class: af3, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: af2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>     
      Medium low      any             1    < default-drop-profile>      
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
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         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef1, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>     
      High            any             1    < default-drop-profile>
Drop profile: , Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Congestion-notification: Disabled
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152) (Generation 159)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
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     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 172, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Input Filters: filter-in-ge-0/3/0.0-i,
      Policer: Input: p1-ge-0/3/0.0-inet-i
    Protocol mpls, MTU: 1488, Maximum labels: 3, Generation: 173, Route table: 0

      Flags: Is-Primary
      Output Filters: exp-filter,,,,,

Logical interface ge-1/2/0.0 (Index 347) (SNMP ifIndex 638) (Generation 156)    

Forwarding class ID  Queue  Restricted queue  Fabric priority  Policing priority
   SPU priority
best-effort      0   0      0                 low              normal           
    low

Aggregate Forwarding-class statistics per forwarding-class 
  Aggregate Forwarding-class statistics:
   Forwarding-class statistics:

Forwarding-class best-effort statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

IPv4 protocol forwarding-class statistics:
  Forwarding-class statistics:
  Forwarding-class best-effort statistics:

    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
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    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

    IPv6  protocol forwarding-class statistics:
    Forwarding-class statistics:
     Forwarding-class best-effort statistics:

    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

  Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.0      up    up   inet  filter-in-ge-0/3/0.0-i
                           mpls                       exp-filter
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up
                           inet  p1-ge-0/3/0.0-inet-i
                           mpls

Filter: filter-in-ge-0/3/0.0-i
Counters:
Name                                                Bytes              Packets
count-filter-in-ge-0/3/0.0-i                            0                    0

Filter: exp-filter
Counters:
Name                                                Bytes              Packets
count-exp-seven-match                                   0                    0
count-exp-zero-match                                    0                    0
Policers:
Name                                              Packets
p1-ge-0/3/0.0-inet-i                                    0

  Logical interface: ge-0/3/0.0, Index: 68
    Object                  Name                   Type                    Index

    Rewrite                 exp-default            exp (mpls-any)             33
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Rewrite rule: exp-default, Code point type: exp, Index: 33
  Forwarding class                    Loss priority       Code point
  af3                                 low                 000
  af3                                 high                001
  af2                                 low                 010
  af2                                 high                011
  ef2                                 low                 100
  ef2                                 high                101
  ef1                                 low                 110
  ef1                                 high                111
    Object                  Name                   Type                    Index

    Classifier              exp-default            exp                        10

Classifier: exp-default, Code point type: exp, Index: 10
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af2                                 low
  011                af2                                 high
  100                ef2                                 low
  101                ef2                                 high
  110                ef1                                 low
  111                ef1                                 high
    Object                  Name                   Type                    Index

    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
  011                af3                                 high
  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154) (Generation 160)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
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     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 174, Route table: 0
      Flags: Sendbcast-pkt-to-re

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   mpls  
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up
                           mpls

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type                    Index

    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
  011                af3                                 high
  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

show class-of-service interface (ACX Series Routers)

user@host-g11# show class-of-service interface
Physical interface: at-0/0/0, Index: 130
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
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  Logical interface: at-0/0/0.0, Index: 69

  Logical interface: at-0/0/0.32767, Index: 70

Physical interface: at-0/0/1, Index: 133
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

  Logical interface: at-0/0/1.0, Index: 71

  Logical interface: at-0/0/1.32767, Index: 72

Physical interface: ge-0/1/0, Index: 146
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 dscp-default           dscp                       31
Classifier              d1                     dscp                    11331
Classifier              ci                     ieee8021p                 583

  Logical interface: ge-0/1/0.0, Index: 73
Object                  Name                   Type                    Index
Rewrite                 custom-exp             exp (mpls-any)          46413

  Logical interface: ge-0/1/0.1, Index: 74

  Logical interface: ge-0/1/0.32767, Index: 75

Physical interface: ge-0/1/1, Index: 147
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/1.0, Index: 76

Physical interface: ge-0/1/2, Index: 148
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 ri                     ieee8021p (outer)       35392
Classifier              ci                     ieee8021p                 583

Physical interface: ge-0/1/3, Index: 149
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/3.0, Index: 77
Object                  Name                   Type                    Index
Rewrite                 custom-exp2            exp (mpls-any)          53581

Physical interface: ge-0/1/4, Index: 150
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
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  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/5, Index: 151
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/6, Index: 152
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/7, Index: 153
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              d1                     dscp                    11331

Physical interface: ge-0/2/0, Index: 154
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/2/1, Index: 155
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/2/1.0, Index: 78

  Logical interface: ge-0/2/1.32767, Index: 79

Physical interface: xe-0/3/0, Index: 156
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/0.0, Index: 80

Physical interface: xe-0/3/1, Index: 157
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/1.0, Index: 81
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[edit]
user@host-g11#

show class-of-service interface (PPPoE Subscriber Interface for Enhanced Subscriber Management)

user@host> show class-of-service interface pp0.3221225474
  Logical interface: pp0.3221225475, Index: 3221225475
Object                  Name                   Type                    Index
Traffic-control-profile TC_PROF_100_199_SERIES_UID1006 Output      4294967312
Scheduler-map           SMAP-1_UID1002         Output              4294967327
Rewrite-Output          ieee-rewrite           ieee8021p               60432
Rewrite-Output          rule1                  ip                      50463

    Adjusting application: PPPoE IA tags
      Adjustment type: absolute
      Configured shaping rate: 11000000
      Adjustment value: 5000000
      Adjustment target: node

    Adjusting application: ucac
      Adjustment type: delta
      Configured shaping rate: 5000000
      Adjustment value: 100000
      Adjustment target: node
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show pfe next-hop

List of Syntax Syntax on page 88

Syntax (TXMatrix and TXMatrix Plus Routers) on page 88

Syntax show pfe next-hop
<interface interface-name>

Syntax (TXMatrix and
TXMatrix Plus

Routers)

show pfe next-hop
<fpc slot>
<interface interface-name>
<lcc number>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display Packet Forwarding Engine next-hop information.

Options none—Display all Packet Forwarding Engine next-hop information.

fpc slot—(TXMatrix and TXMatrix Plus routers only) (Optional) Show the next hops for

a Flexible PIC Concentrator (FPC) slot.

On a TXMatrix router, if you specify the number of a T640 router by using the lcc

numberoption (the recommendedmethod), replace slotwithavalue from0 through

7. Otherwise, replace slotwith a value from 0 through 31. On a TXMatrix Plus router,

if you specify the number of a T1600 router by using the lcc number option (the

recommendedmethod), replace slotwith a value from 0 through 7. Otherwise,

replace slotwith a value from 0 through 31. For example, the following commands

have the same result:

user@host> show pfe next-hop fpc 1 lcc 1
user@host> show pfe next-hop fpc 9

interface interface-name—(Optional) Display the Packet Forwarding Engine next-hop

interface.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

the slot number of the T640 router (or line-card chassis) that houses the FPC. On

a TXMatrix Plus router, the slot number of the T1600 router (or line-card chassis)

that houses the FPC. Replace numberwith a value from 0 through 3.

Required Privilege
Level

admin

Related
Documentation

Routing Matrix with TXP-T1600 Configuration•

• Routing Matrix with TXP-T1600-3D Configuration

• Routing Matrix with TXP-T4000-3D Configuration
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• Routing Matrix with a TXP-Mixed-LCC-3D Configuration

List of Sample Output show pfe next-hop on page 90
show pfe next-hop fpc (TXMatrix Router) on page 90
show pfe next-hop fpc (TXMatrix Plus Router) on page 91
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Output Fields Table 22 on page 90 lists the output fields for the show pfe next hop command. Output

fields are listed in the approximate order in which they appear.

Table 22: show pfe next-hop Output Fields

Field DescriptionField Name

The next-hop ID for the entry.ID

The next-hop type for the entry.Type

The interface to which the next-hop entry is assigned.Interface

The protocol type for the next-hop entry.Protocol

Encapsulation type for the next-hop entry.Encap

Next-hop address for the next-hop entry.Next Hop Addr

MTU value for the nexthop entry.MTU

Sample Output

show pfe next-hop

user@host> show pfe next-hop
Nexthop Info:
   ID      Type      Interface   Protocol         Encap  Next Hop Addr    MTU
-----  --------  -------------  ---------  ------------  ---------------  -----
    4     Mcast  -                   IPv4             -  0.0.0.0              0
    5     Bcast  -                   IPv4             -  -                    0
    7   Discard  -                   IPv4             -  -                    0
    8  MDiscard  -                   IPv4             -  -                    0
    9    Reject  -                   IPv4             -  -                    0
   13     Local  -                   IPv4             -  192.168.4.60         0
   14   Resolve  fxp0.0              IPv4   Unspecified  -                    0
   17     Local  -                   IPv4             -  127.0.0.1            0
   18   Unicast  fxp0.0              IPv4   Unspecified  192.168.4.254        0
   21     Local  -                   IPv4             -  11.1.0.1             0
   22   Unicast  at-0/1/0.0          IPv4      ATM SNAP  11.1.0.2          4482
 ...

show pfe next-hop fpc (TXMatrix Router)

user@host> show pfe next-hop fpc 1
Slot 1
Nexthop Info:
   ID      Type      Interface    Next Hop Addr    Protocol       Encap     MTU
-----  --------  -------------  ---------------  ----------  ------------  ----
    5     Mcast  -              default                IPv4             -     0
    6     Bcast  -              -                      IPv4             -     0
    8   Discard  -              -                      IPv4             -     0
    9  MDiscard  -              -                      IPv4             -     0
   13     Mcast  -              default                IPV6             -     0
   17  MDiscard  -              -                      IPV6             -     0
   18    Reject  -              -                      IPV6             -     0
   24   Discard  -              -                      None             -     0
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   68     Local  -              192.168.66.113         IPv4             -     0
   69   Resolve  fxp0.0         -                      IPv4   Unspecified     0
   70   Unicast  fxp0.0         192.168.71.254         IPv4   Unspecified     0
  256     Local  -              10.71.71.1             IPv4             -     0
  257     Local  -              127.0.0.1              IPv4             -     0
  258     Mcast.local..1      default                IPv4   Unspecified     0
  259     Bcast.local..1      -                      IPv4   Unspecified     0
  261   Discard.local..1      -                      IPv4   Unspecified     0
  262  MDiscard.local..1      -                      IPv4   Unspecified     0
  269     Mcast.local..1      default                IPV6   Unspecified     0
  271   Discard.local..1      -                      IPV6   Unspecified     0
... 

show pfe next-hop fpc (TXMatrix Plus Router)

user@host> show pfe next-hop fpc 0

Slot 0

   ID      Type      Interface    Next Hop Addr    Protocol       Encap     MTU
-----  --------  -------------  ---------------  ----------  ------------  ----
   31     Mcast  -              default                IPv4             -     0
   32     Bcast  -              -                      IPv4             -     0
   34   Discard  -              -                      IPv4             -     0
   35  MDiscard  -              -                      IPv4             -     0
   36    Reject  -              -                      IPv4             -     0
   39     Mcast  -              default                IPv6             -     0
   42   Discard  -              -                      IPv6             -     0
   43  MDiscard  -              -                      IPv6             -     0
   44    Reject  -              -                      IPv6             -     0
   49   Receive  -              -                      MPLS             -     0
   50   Discard  -              -                      MPLS             -     0
  111     Mcast  .local..1      default                IPv4   Unspecified     0
  112     Bcast  .local..1      -                      IPv4   Unspecified     0
  114   Discard  .local..1      -                      IPv4   Unspecified     0
  115  MDiscard  .local..1      -                      IPv4   Unspecified     0
  116    Reject  .local..1      -                      IPv4   Unspecified     0
  119     Mcast  .local..1      default                IPv6   Unspecified     0
  122   Discard  .local..1      -                      IPv6   Unspecified     0
  123  MDiscard  .local..1      -                      IPv6   Unspecified     0
  124    Reject  .local..1      -                      IPv6   Unspecified     0
  191     Mcast  .local..2      default                IPv4   Unspecified     0
  192     Bcast  .local..2      -                      IPv4   Unspecified     0
  194   Discard  .local..2      -                      IPv4   Unspecified     0
  195  MDiscard  .local..2      -                      IPv4   Unspecified     0
  196    Reject  .local..2      -                      IPv4   Unspecified     0
  322     Local  -              10.1.0.5               IPv4             -     0
  323   Resolve  bcm0.0         -                      IPv4   Unspecified     0
  326     Local  -              129.0.0.5              IPv4             -     0
  327   Resolve  bcm0.0         -                      IPv4   Unspecified     0
  328     Local  -              fe80::201:ff:fe01:5
                                                       IPv6             -     0
  329   Receive  bcm0.0         ff02::1:ff01:5         IPv6   Unspecified     0
  330   Receive  bcm0.0         fe80::                 IPv6   Unspecified     0
  331   Resolve  bcm0.0         -                      IPv6   Unspecified     0
  332     Local  -              fec0::a:1:0:5          IPv6             -     0
  333   Receive  bcm0.0         ff02::1:ff00:5         IPv6   Unspecified     0
  334   Receive  bcm0.0         fec0::                 IPv6   Unspecified     0
  335   Resolve  bcm0.0         -                      IPv6   Unspecified     0
  348     Local  -              192.168.178.4          IPv4             -     0
  349   Resolve  em0.0          -                      IPv4   Unspecified     0
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  350   Unicast  em0.0          192.168.178.126        IPv4   Unspecified     0
  357     Local  -              fe80::201:1ff:fe01:5
                                                       IPv6             -     0
  512     Local  -              10.255.178.11          IPv4             -     0
  513     Local  -              127.0.0.1              IPv4             -     0
  515     Local  -              abcd::10:255:178:11
                                                       IPv6             -     0
  516     Local  -              fe80::200:ff:fe00:0
                                                       IPv6             -     0
  517     Local  -              127.0.0.1              IPv4             -     0
  518     Mcast  .local..3      default                IPv4   Unspecified     0
  519     Bcast  .local..3      -                      IPv4   Unspecified     0
  521   Discard  .local..3      -                      IPv4   Unspecified     0
  522  MDiscard  .local..3      -                      IPv4   Unspecified     0
  523    Reject  .local..3      -                      IPv4   Unspecified     0
  531     Mcast  .local..3      default                IPv6   Unspecified     0
  533   Discard  .local..3      -                      IPv6   Unspecified     0
  534  MDiscard  .local..3      -                      IPv6   Unspecified     0
  535    Reject  .local..3      -                      IPv6   Unspecified     0
  539    Mgroup  -              -                      IPv4             -     0
  540     Bcast  ge-15/0/3.0    -                      IPv4      Ethernet     0
  541   Receive  ge-15/0/3.0    14.2.1.0               IPv4      Ethernet     0
  542     Local  -              14.2.1.1               IPv4             -     0
  543   Resolve  ge-15/0/3.0    -                      IPv4      Ethernet     0
  544     Bcast  ge-31/0/4.0    -                      IPv4      Ethernet     0
  545   Receive  ge-31/0/4.0    14.1.1.0               IPv4      Ethernet     0
  546     Local  -              14.1.1.1               IPv4             -     0
  547   Resolve  ge-31/0/4.0    -                      IPv4      Ethernet     0
  548   Unicast  ge-31/0/4.0    14.1.1.2               IPv4      Ethernet     0
  549   Unicast  ge-15/0/3.0    14.2.1.2               IPv4      Ethernet     0
  550     Bcast  ae1.0          -                      IPv4      Ethernet     0
  551   Receive  ae1.0          11.1.1.0               IPv4      Ethernet     0
  552     Local  -              11.1.1.1               IPv4             -     0
  553   Resolve  ae1.0          -                      IPv4      Ethernet     0
  554   Aggreg.  ae1.0          -                      IPv4      Ethernet     0
  555   Unicast  ge-23/0/8.0    11.1.1.2               IPv4      Ethernet     0
  556   Unicast  ge-7/0/9.0     11.1.1.2               IPv4      Ethernet     0
  557   Aggreg.  ae1.0          -                      MPLS      Ethernet     0
  558   Unicast  ge-23/0/8.0    -                      MPLS      Ethernet     0
  559   Unicast  ge-7/0/9.0     -                      MPLS      Ethernet     0
  560   Aggreg.  ae1.0          -                      MPLS      Ethernet     0
  561   Unicast  ge-23/0/8.0    -                      MPLS      Ethernet     0
  562   Unicast  ge-7/0/9.0     -                      MPLS      Ethernet     0
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show pfe route

List of Syntax Syntax on page 93

Syntax (EX Series Switch and QFX Series) on page 93

Syntax (QFX Series) on page 93

Syntax (MX Series) on page 93

Syntax (TXMatrix and TXMatrix Plus Routers) on page 93

Syntax show pfe route
<<inet6 | ip | iso> <prefix prefix> | <table <table-name> <index index> <prefix prefix>>>
<mpls>
<summary>

Syntax (EX Series
Switch and QFX

Series)

show pfe route
<<inet6 | ip> <prefix prefix> | <table <table-name> <index index> <prefix prefix>>>
<mpls>
<summary>

Syntax (QFX Series) show pfe route
<<inet6 | ip><prefixprefix> |<table<table-name> <index index><prefixprefix>><hw(host
| lpm |multicast)>>

<<clnp> <prefix prefix> | <table <table-name> <index index> <prefix prefix>>>
<mpls>
<summary> <hw>

Syntax (MX Series) show pfe route
<<inet6 | ip> <prefix prefix> | <table <table-name> <index index> <prefix prefix>>>
<dhcp>
<mpls>
<summary>

Syntax (TXMatrix and
TXMatrix Plus

Routers)

show pfe route
<fpc slot>
<<inet6 | ip | iso> <prefix prefix> | <table <table-name> <index index> <prefix prefix>>>
<lcc number>
<mpls>
<summary>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 13.3 for the MX Series.

Command option hw introduced in Junos OS Release 14.1X53-D10 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the routes in the Packet Forwarding Engine forwarding table. The Packet

Forwarding Engine forwards packets between input and output interfaces.

93Copyright © 2016, Juniper Networks, Inc.

Chapter 3: Monitoring Commands for Basic Concepts



NOTE: The Routing Enginemaintains amaster copy of the forwarding table.
It copies the forwarding table to the Packet Forwarding Engine, which is the
part of the router or switch responsible for forwarding packets. To display
the routes in the Routing Engine forwarding table, use the show route

forwarding table command. For more information, see the CLI Explorer.

Options none—Display all Packet Forwarding Engine forwarding table information.

clnp—(Optional)Show InternationalStandardsOrganization (ISO)connectionless-mode

network protocol (CLNP) route table information.

dhcp—(Optional) Display Packet Forwarding Engine DHCP-Snooping route table

information.

fpc slot—(TXMatrix and TXMatrix Plus routers only) (Optional) Show the next hops for

a Flexible PIC Concentrator (FPC) slot.

• On a TXMatrix router, if you specify the number of a T640 router by using the lcc

number option (the recommendedmethod), replace slotwith a value from 0

through 7. Otherwise, replace slotwith a value from 0 through 31.

• On a TXMatrix Plus router, if you specify the number of a T1600 router by using

the lcc number option (the recommendedmethod), replace slotwith a value from

0 through 7. Otherwise, replace slotwith a value from 0 through 31

• On a TXMatrix Plus router in the TXP-T1600-3D, TXP-T4000-3D, or

TXP-Mixed-LCC-3D configuration, if you specify the number of a T1600or T4000

router by using the lcc number option (the recommendedmethod), replace slot

with a value from 0 through 7. Otherwise, replace slotwith a value from 0 through

63.

For example, the following commands have the same result:

user@host> show pfe route fpc 1 lcc 1
user@host> show pfe route fpc 9

host—(QFX standalone switches, puremodeQFX5100-only VCFandVC, andpuremode

QFX3500-only VC) (Optional) Display host routes installed in the on-chip hardware

table.

hw—(QFX standalone switches, pure mode QFX5100-only VCF and VC, and pure mode

QFX3500-onlyVC) (Optional)Display routes installed in theon-chiphardware table

(asopposed todisplaying routes fromthe routing tableand thePFE forwarding table

before they are installed in the hardware).

index index—(Optional) Display table index.

inet6—(Optional) Display Packet Forwarding Engine IPv6 routes.

ip—(Optional) Display Packet Forwarding Engine IPv4 routes.
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iso—(Optional) Display ISO version routing tables.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

the slot number of the T640 router (or line-card chassis) that houses the FPC. On

a TXMatrix Plus router, the slot number of the T1600 router (or line-card chassis)

that houses the FPC. Replace numberwith a value from 0 through 3.

mpls—(Optional) Display Packet Forwarding Engine MPLS information.

multicast—(QFX standalone switches, pure mode QFX5100-only VCF and VC, and pure

modeQFX3500-onlyVC) (Optional)Displaymulticast routes installed in theon-chip

hardware table.

prefix prefix—(Optional) IPv4 or IPv6 prefix for which to show table entries.

summary—(Optional) Display summary of Packet Forwarding Engine information.

table <table-name>—(Optional) Display table information.

Required Privilege
Level

admin

Related
Documentation

Routing Matrix with TXP-T1600 Configuration•

• Routing Matrix with TXP-T1600-3D Configuration

• Routing Matrix with TXP-T4000-3D Configuration

• Routing Matrix with a TXP-Mixed-LCC-3D Configuration

List of Sample Output show pfe route ip on page 97
show pfe route iso on page 97
show pfe route lcc summary (TXMatrix Router) on page 97
show pfe route lcc summary (TXMatrix Plus Router) on page 99
show pfe route summary (MX Series Router) on page 100
showpfe route summaryhw(QFXSeries, EX4600Switches,OCXSeries)onpage 100
show pfe route ip hw host (QFX Series) on page 101

Output Fields Table 23 onpage95 lists the output fields for the showpfe route command.Output fields

are listed in the approximate order in which they appear.

Table 23: show pfe route Output Fields

Field DescriptionField Name

Destination address for the entry.Destination

Next-hop IP address for the entry.NH IP Addr

Next-hop type for the entryType

Next-hop ID for the entryNH ID
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Table 23: show pfe route Output Fields (continued)

Field DescriptionField Name

Encapsulation type for the next-hop entry.Encap

Interface to which the next-hop entry is assigned.Interface

Table 24 on page 96 lists the output fields for the QFX Series show pfe route hardware

table (hw) commands. Output fields are listed in the approximate order in which they

appear.

Table24:QFXSeries,EX4600switches,andOCXSeriesshowpfe routeHardwareTableOutput
Fields

Field DescriptionField Name

Maximum routing entries per route type.Max

Number of routing entries consumed per route type.Used

Number of unused routing entries per route type.Free

Percentage of unused routing entries per route type.%Free

Internal routing engine index number of the route table.Rtt

Internal hardware index number for the corresponding route table.VRF

Destination address for the entry.Destination

(showpfe routesummaryhw)—Route type for theentry: IPv4or IPv6 route, andhost, LPM, ormulticast
route.

(show pfe route (ip | inet6) hw)—Next-hop type for the entry.

Type

Next-hop ID for the entryNH ID

Interface to which the next-hop entry is assigned.Interface

Internal hardware index number of the next-hop.HWNH-ID

Source MAC address.Src-MAC-Address

Port number.Port

Destination MAC address.Dst-MAC-Address

ID of the multicast group VLAN.VLAN

Internal hardware index number of the multicast group next-hop.GROUP
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Table24:QFXSeries,EX4600switches,andOCXSeriesshowpfe routeHardwareTableOutput
Fields (continued)

Field DescriptionField Name

Internal class number of the multicast group.CLASS

Sample Output

show pfe route ip

user@host> show pfe route ip

IPv4 Route Table 0, default.0, 0x0:
Destination                       NH IP Addr      Type     NH ID Interface
--------------------------------- --------------- -------- ----- ---------
default                                            Discard     8
127.0.0.1                         127.0.0.1          Local   256
172.16/12                         192.168.71.254   Unicast    68 fxp0.0
192.168.0/18                      192.168.71.254   Unicast    68 fxp0.0
192.168.40/22                     192.168.71.254   Unicast    68 fxp0.0
192.168.64/18                     192.168.71.254   Unicast    68 fxp0.0
192.168.64/21                                      Resolve    67 fxp0.0
192.168.71.249                    192.168.71.249     Local    66
192.168.220.0/30                                   Resolve   303 fe-0/0/0.0
192.168.220.0                     192.168.220.0    Receive   301 fe-0/0/0.0
224.0.0.1                                            Mcast     5
255.255.255.255                                      Bcast     6

...

show pfe route iso

user@host# show pfe route iso

CLNS Route Table 0, CLNP.0, 0x0:
Destination                              Type     NH ID Interface
---------------------------------------- -------- ----- ---------
default                                    Reject    60
47.0005.80ff.f800.0000.0108.0001.0102.5508.2159/152     Local   514
49.0001.00a0.c96b.c491/72                   Local   536

show pfe route lcc summary (TXMatrix Router)

user@host> show pfe route lcc 2 summary

Slot 0

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           43        3081
1                  4         281

MPLS Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            1          68
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IPV6 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            9         717
1                  5         389

Slot 1

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           43        3081
1                  4         281

MPLS Route Tables:

Index         Routes     Size(b)
--------  ----------  ----------
Default            1          68

IPV6 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            9         717
1                  5         389

Slot 16

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           41        2938
1                  4         281

MPLS Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            1          68

IPV6 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            9         717
1                  5         389

Slot 17

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           41        2938
1                  4         281

MPLS Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            1          68

IPV6 Route Tables:
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Index         Routes     Size(b)
--------  ----------  ----------
Default            9         717
1                  5         389

show pfe route lcc summary (TXMatrix Plus Router)

user@host> show pfe route lcc 2 summary

Slot 0

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           25        2266
1                  9         815
2                  6         545
3                  5         453
4                 15        1371
5                  5         453
6                 13        1187

MPLS Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            1          88
4                  5         452

IPv6 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            7         697
1                 13        1305
3                  4         385
4                  4         385
5                  4         385
6                 18        1833

Slot 6

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           25        2266
1                  9         815
2                  6         545
3                  5         453
4                 15        1371
5                  5         453
6                 13        1187

MPLS Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            1          88
4                  5         452

IPv6 Route Tables:
Index         Routes     Size(b)

99Copyright © 2016, Juniper Networks, Inc.

Chapter 3: Monitoring Commands for Basic Concepts



--------  ----------  ----------
Default            7         697
1                 13        1305
3                  4         385
4                  4         385
5                  4         385
6                 18        1833
...

show pfe route summary (MX Series Router)

user@host> show pfe route summary

Slot 0

DHCP-Snooping Route Tables: 
Index         Routes     Size(b) 
--------  ----------  ---------- 
Default            1         144 

IPv4 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default           25        2266
1                  9         815
2                  6         545
3                  5         453
4                 15        1371
5                  5         453
6                 13        1187

MPLS Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            1          88
4                  5         452

IPv6 Route Tables:
Index         Routes     Size(b)
--------  ----------  ----------
Default            7         697
1                 13        1305
3                  4         385
4                  4         385
5                  4         385
6                 18        1833

...

show pfe route summary hw (QFX Series, EX4600 Switches, OCX Series)

user@switch> show pfe route summary hw
Slot 0
Unit: 0
Profile active: l2-profile-three
Type            Max       Used      Free      % free
----------------------------------------------------
IPv4 Host       8192      103       8073      98.55
IPv4 LPM        16384     9         16369     99.91
IPv4 Mcast      4096      2         4037      98.56
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IPv6 Host       4096      6         4037      98.56
IPv6 LPM(< 64)  8192      3         8185      99.91
IPv6 LPM(> 64)  256       1    255       99.61
IPv6 Mcast      2048      0         2019      98.58

show pfe route ip hw host (QFX Series)

user@switch> show pfe route ip host hw
Slot 0
Unit: 0
IPv4 Host entries present: 103
Rtt  VRF  Destination                       Type     NH-ID     Interface        
         HW NH-ID  Src-MAC-Address   Port Dst-MAC-Address
-------------------------------------------------------------------------------------------------------------------------------------------
4    3    255.255.255.255                   Bcast    1695      .local.    .4   
ifl 550   100003    00:00:00:01:02:03 127  00:00:00:01:02:03
0    1    200.1.1.42                        Unicast  1743      et-0/1/1   .0   
ifl 559   100268    84:18:88:de:96:fd 53   00:00:00:21:12:23
0    1    200.1.1.56                        Unicast  1743      et-0/1/1   .0   
ifl 559   100268    84:18:88:de:96:fd 53   00:00:00:21:12:23
0    1    200.1.1.61                        Unicast  1743      et-0/1/1   .0   
ifl 559   100268    84:18:88:de:96:fd 53   00:00:00:21:12:23
0    1    11.1.1.2                          Unicast  1743      et-0/1/1   .0   
ifl 559   100268    84:18:88:de:96:fd 53   00:00:00:21:12:23
0    1    200.1.1.73                        Unicast  1743      et-0/1/1   .0   
ifl 559   100268    84:18:88:de:96:fd 53   00:00:00:21:12:23
0    1    200.1.1.76                        Unicast  1743      et-0/1/1   .0   
ifl 559   100268    84:18:88:de:96:fd 53   00:00:00:21:12:23
0    1    200.1.1.18                        Unicast  1743      et-0/1/1   .0   
ifl 559   100268    84:18:88:de:96:fd 53   00:00:00:21:12:23
0    1    200.1.1.5                         Unicast  1743      et-0/1/1   .0   
ifl 559   100268    84:18:88:de:96:fd 53   00:00:00:21:12:23
0    1    200.1.1.23                        Unicast  1743      et-0/1/1   .0   
ifl 559   100268    84:18:88:de:96:fd 53   00:00:00:21:12:23
0    1    101.1.1.255                       Bcast    1664      ae0        .0   
ifl 544   100003    00:00:00:01:02:03 127  00:00:00:01:02:03
0    1    200.1.1.40                        Unicast  1743      et-0/1/1   .0   
ifl 559   100268    84:18:88:de:96:fd 53   00:00:00:21:12:23
0    1    200.1.1.58                        Unicast  1743      et-0/1/1   .0   
ifl 559   100268    84:18:88:de:96:fd 53   00:00:00:21:12:23. . .
. . .
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show pfe terse

List of Syntax Syntax on page 102

Syntax (TXMatrix and TXMatrix Plus Router) on page 102

Syntax (MX Series Router) on page 102

Syntax show pfe terse

Syntax (TXMatrix and
TXMatrix PlusRouter)

show pfe terse
<lcc number | scc>
<sfc number>

Syntax (MX Series
Router)

show pfe terse
<all-members>
<local>
<membermember-id>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display Packet Forwarding Engine status information.

Options none—Display brief information about the Packet Forwarding Engine.

all-members—(MX Series routers only) (Optional) Display Packet Forwarding Engine

status information for all members in the Virtual Chassis configuration.

lccnumber—(TXMatrix andTXMatrixPlus routers only) (Optional)OnaTXMatrix router,

displayPacket ForwardingEngine information for a specific T640 router (or line-card

chassis) that is connected to a TXMatrix router. On a TXMatrix Plus router, display

Packet Forwarding Engine information for a specific T1600 router (or line-card

chassis) that is connected to a TXMatrix Plus router. Replace numberwith a value

from 0 through 3.

local—(MX Series routers only) (Optional) Display Packet Forwarding Engine status

information for the local Virtual Chassis member.

membermember-id—(MX Series routers only) (Optional) Display Packet Forwarding

Engine status information for the specified member of the Virtual Chassis

configuration. Replacemember-idwith a value of 0 or 1.

scc—(TXMatrix routers only) (Optional) Display Packet Forwarding Engine information

for the TXMatrix router (or switch-card chassis).

sfc—(TXMatrix Plus routers only) (Optional) Display Packet Forwarding Engine

information for the TXMatrix Plus router (or switch-fabric chassis).

Required Privilege
Level

admin
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List of Sample Output show pfe terse (TXMatrix Router) on page 103
show pfe terse (TXMatrix Plus Router) on page 103
show pfe terse sfc (TXMatrix Plus Router) on page 103

Sample Output

show pfe terse (TXMatrix Router)

user@host> show pfe terse
Slot Type Slot    State   Flags Uptime
  0  SFM  Present Online  0x0bf 01:25:42
  2  SFM  Present Online  0x0bf 01:25:40
  0  FPC  Present Online  0x102 01:25:57
  1  FPC  Present Online  0x102 01:25:55
  2  FPC  Present Online  0x102 01:25:53 

show pfe terse (TXMatrix Plus Router)

user@host> show pfe terse
sfc0-re0:
--------------------------------------------------------------------------
Slot Type Slot      State     Uptime
 0   LCC  Present   Online    2d 05:26

lcc0-re0:
--------------------------------------------------------------------------
Slot Type Slot      State     Uptime
 0   GFPC Present   Online    2d 05:25
 1   GFPC Present   Online    2d 05:25

show pfe terse sfc (TXMatrix Plus Router)

user@host> show pfe terse sfc 0
sfc0-re0:
--------------------------------------------------------------------------
Slot Type Slot      State     Uptime
 0   LCC  Present   Online    2d 05:25
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show pfe version

Syntax show pfe version <brief | detail>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display Packet Forwarding Engine version information.

Options brief | detail—Display the specified level of output.

Required Privilege
Level

admin

List of Sample Output show pfe version brief on page 104
show pfe version detail on page 104

Sample Output

show pfe version brief

user@host> show pfe version brief
PFED release 11.1D0 built by builder on 2010-11-11 05:16:11 UTC

show pfe version detail

user@host> show pfe version detail
PFED release 11.1D0 built by builder on 2010-11-11 05:16:11 UTC

junos-core01.juniper.net:/volume/build/junos/rpd_feb11/11.1/development/20101111.0/obj-i386/
junos/usr.sbin/pfed
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PART 2

Classifying and Rewriting Traffic

• Using Classifiers, Forwarding Classes, and Rewrite Rules on page 107

• Configuration Statements for Classifiers and Rewrite Rules on page 177

• Monitoring Commands for Classifiers and Rewrite Rules on page 211
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CHAPTER 4

UsingClassifiers, ForwardingClasses, and
Rewrite Rules

• Understanding CoS Classifiers on page 108

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 114

• Example: Configuring Unicast Classifiers on page 115

• Defining CoSMultidestination (Multicast, Broadcast, DLF) BA Classifiers on page 119

• Example:ConfiguringMultidestination(Multicast,Broadcast,DLF)Classifiersonpage120

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 123

• Configuring a Global MPLS EXP Classifier on page 126

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 127

• Understanding Host Inbound Traffic Classification on page 128

• Understanding Default CoS Scheduling and Classification on page 129

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Understanding CoS Code-Point Aliases on page 148

• Defining CoS Code-Point Aliases on page 150

• Understanding CoS Forwarding Classes on page 151

• Defining CoS Forwarding Classes on page 156

• Example: Configuring Forwarding Classes on page 157

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 160

• Defining CoS Forwarding Class Sets on page 162

• Example: Configuring Forwarding Class Sets on page 162

• UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage 166

• Changing the Host Outbound Traffic Default Queue Mapping on page 168

• Understanding CoS Rewrite Rules on page 169

• Defining CoS Rewrite Rules on page 172

• Troubleshooting an Unexpected Rewrite Value on page 173
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Understanding CoS Classifiers

Packet classification maps incoming packets to a particular class-of-service (CoS)

servicing level. Classifiers map packets to a forwarding class and a loss priority, and

assign packets to output queues based on the forwarding class. There are three general

types of classifiers:

• Behavior aggregate (BA) classifiers—DSCP and DSCP IPv6 classify IP and IPv6 traffic,

EXPclassifiesMPLStraffic, and IEEE802.1pclassifiers classifyall other traffic. (Although

this topic covers EXP classifiers, for more details about EXP classifiers, see

“Understanding CoSMPLS EXP Classifiers and Rewrite Rules” on page 123. EXP

classifiers are applied only on family mpls interfaces.)

• Fixed classifiers—Fixed classifiers classify all ingress traffic on a physical interface into

one forwarding class, regardless of the CoS bits in the packet header.

• Multifield (MF) classifiers—MF classifiers classify traffic based onmore than one field

in the packet header and take precedence over BA and fixed classifiers.

Classifiers assign incoming unicast andmultidestination (multicast, broadcast, and

destination lookup fail) traffic to forwarding classes, so that different classes of traffic

can receive different treatment. Classification is based on CoS bits, DSCP bits, EXP bits,

a forwarding class (fixed classifier), or packet headers (multifield classifiers). Each

classifier assigns all incoming traffic that matches the classifier configuration to a

particular forwarding class. Classifiers and forwarding classes handle either unicast or

multidestination traffic. You cannot mix unicast andmultidestination traffic in the same

classifier or forwarding class.

• Interfaces and Output Queues on page 108

• Behavior Aggregate Classifiers on page 109

• Fixed Classifiers on Ethernet Interfaces on page 112

• Fixed Classifiers on Native Fibre Channel Interfaces (NP_Ports) on page 113

• MPLS EXP Classifiers on page 113

• Multifield Classifiers on page 113

• Packet Classification for Routed VLAN Interfaces (RVIs) on page 114

Interfaces and Output Queues

OnGigabit Ethernet interfaces, 10-Gigabit Ethernet interfaces, and linkaggregation (LAG)

interfaces, you can apply classifiers to Layer 2 logical interface unit 0 (but not to other

logical interfaces), and to Layer 3 physical interfaces if the Layer 3 physical interface has

at least one defined logical interface. Classifiers applied to Layer 3 physical interfaces

are usedonall logical interfaces on that physical interface. “UnderstandingApplyingCoS

Classifiers andRewriteRules to Interfaces” onpage 135describes the interactionbetween

classifiers and interfaces in greater detail.

You can configure both a BA classifier and anMF classifier on an interface. If you do this,

the BA classification is performed first, and then theMF classification is performed. If the

Copyright © 2016, Juniper Networks, Inc.108

Traffic Management Feature Guide for the QFX Series



two classification results conflict, the MF classification result overrides the BA

classification result.

You cannot configure a fixed classifier and a BA classifier on the same interface.

You can configure both a DSCP or DSCP IPv6 classifier and an IEEE 802.1p classifier on

the same interface. IP traffic uses the DSCP or DSCP IPv6 classifier. All other traffic uses

the IEEE classifier (except when you configure a global EXP classifier; in that case, MPLS

traffic uses the EXP classifier providing that the interface is configured as family mpls).

You can configure only one DSCP classifier on a physical interface (either one DSCP

classifier or one DSCP IPv6 classifier, but not both).

Although you can configure as many EXP classifiers as you want, the switch uses only

oneMPLSEXPclassifier, appliedasaglobal classifier onall interfaces. After youconfigure

an MPLS EXP classifier, you can configure it as the global EXP classifier by including the

EXP classifier in the [edit class-of-service system-defaults classifiers exp] hierarchy. All

switch interfaces that are configured as familympls use the EXP classifier specified using

this configuration statement to classify MPLS traffic.

You can create unicast BA classifiers for unicast traffic andmulticast BA classifiers for

multidestination traffic, which includesmulticast, broadcast, and destination lookup fail

(DLF) traffic. You cannot assign unicast traffic andmultidestination traffic to the same

BA classifier.

On each interface, the switch has separate output queues for unicast traffic and for

multidestination traffic:

• The switch supports 12 output queues, with 8 queues dedicated to unicast traffic and

4 queues dedicated to multidestination traffic.

• Queues0 through 7 are unicast traffic queues. You canapply only unicast BAclassifiers

to unicast queues. A unicast BA classifier should contain only forwarding classes that

are mapped to unicast queues.

• Queues 8 through 11 are multidestination traffic queues. You can apply only

multidestination BA classifiers to multidestination queues. A multidestination BA

classifier should contain only forwarding classes that are mapped tomultidestination

queues.

You can apply unicast classifiers to one or more interfaces. Multidestination classifiers

andEXPclassifiers apply toall of the switch interfacesandcannotbeapplied to individual

interfaces.Use theDSCPmultidestination classifier for both IPand IPv6multidestination

traffic. The DSCP IPv6 classifier is not supported for multidestination traffic.

Behavior Aggregate Classifiers

Behavior aggregate classifiers map a class-of-service (CoS) value to a forwarding class

and loss priority. The forwarding class determines the output queue. A scheduler uses

the loss priority to control packet discard during periods of congestion by associating

different drop profiles with different loss priorities.

The switch supports three types of BA classifiers:
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• Differentiated Services Code Point (DSCP) for IP DiffServ (IP and IPv6)

• IEEE 802.1p CoS bits

• MPLS EXP (applies only to interfaces configured as family mpls)

BA classifiers are based on fixed-length fields, whichmakes themcomputationallymore

efficient than MF classifiers. Therefore, core devices, which handle high traffic volumes,

are normally configured to perform BA classification.

Unicast andmulticast traffic cannot share the same classifier. You canmap unicast

traffic andmulticast traffic to the same classifier CoS value, but the unicast traffic must

belong to a unicast classifier and themulticast traffic must belong to amultidestination

classifier.

Default Behavior Aggregate Classification

Juniper Networks JunosOS automatically assigns implicit default classifiers to all logical

interfaces based on the type of interface. Table 25 on page 110 lists different types of

interfaces and the corresponding implicit default BA classifiers.

Table 25: Default BA Classification

Default BA ClassificationType of Interface

ieee8021p-defaultLayer 2 interface in trunk mode or in
tagged-access mode

dscp-default

dscp-ipv6-default

Layer 3 interface

ieee8021p-untrustedLayer 2 interface in access mode

NOTE: DefaultBAclassifiersassign trafficonly to thebest-effort, fcoe,no-loss,

network-control, andmcast forwarding classes.

When you explicitly associate a unicast classifier with a logical interface, you override

the default unicast classifier with the explicit unicast classifier.

NOTE: You can apply only one classifier of each type, DSCPand IEEE802.1p,
to a Layer 2 interface. If both types of classifiers are present, DSCPclassifiers
take precedence over IEEE 802.1p classifiers. (If you also configure a global
EXP classifier, onlyMPLS traffic on interfaces configured as familympls uses

the EXP classifier, and other traffic uses the configured or default classifier
for that traffic type.)
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Importing a Classifier

Youcanuseanyexisting classifier, including thedefault classifiers, as thebasis for defining

a new classifier. You accomplish this using the import statement.

The imported classifier is used as a template and is not modified. Themodifications you

make become part of a new classifier (and a new template) identified by the name of

the new classifier. Whenever you commit a configuration that assigns a new forwarding

class-name and loss-priority value to a code-point alias or set of bits, it replaces the old

entry in the new classifier template. As a result, you must explicitly specify every CoS

value in every packet classification that requires modification.

Multidestination Classifiers

Multidestinationclassifiersareapplied toall interfacesandcannotbeapplied to individual

interfaces. You can configure both a DSCPmultidestination classifier and an IEEE

multidestination classifer. IP and IPv6 traffic use the DSCP classifier, and all other traffic

uses the IEEE classifier.

DSCP IPv6multidestination classifiers are not supported, so IPv6 traffic uses the DSCP

multidestination classifier.

The default multidestination classifier is the IEEE 802.1p multidestination classifier.

PFC Priorities

The eight IEEE 802.1p code points correspond to the eight priorities that priority-based

flow control (PFC) uses to differentiate traffic classes for lossless transport. When you

map a forwarding class (which maps to an output queue) to an IEEE 802.1p CoS value,

the IEEE 802.1p CoS value identifies the PFC priority.

Although you canmap a priority to any output queue (bymapping the IEEE 802.1p code

point value to a forwarding class), we recommend that the priority and the unicast

forwarding class match in a one-to-one correspondence. For example, priority 0 is

assigned to queue 0, priority 1 is assigned to queue 1, and so on, as shown in

Table 26onpage 111. Aone-to-onecorrespondenceofqueueandpriority numbersmakes

it easier to configure andmaintain the mapping of forwarding classes to priorities and

queues.

Table 26: Default IEEE 802.1p Code Point to PFC Priority, Output Queue,
and Forwarding Class Mapping

Forwarding Class and Packet Drop
Attribute

Output
Queue

PFC
Priority

IEEE 802.1p Code
Point

best-effort (drop)00000

best-effort (drop)11001

best-effort (drop)22010

fcoe (no-loss)33011
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Table 26: Default IEEE 802.1p Code Point to PFC Priority, Output Queue,
and Forwarding Class Mapping (continued)

Forwarding Class and Packet Drop
Attribute

Output
Queue

PFC
Priority

IEEE 802.1p Code
Point

no-loss (no-loss)44100

best-effort (drop)55101

network-control (drop)66110

network-control (drop)77111

NOTE: By convention, deployments with converged server access typically
use IEEE 802.1p priority 3 (011) for FCoE traffic. The default mapping of the
fcoe forwarding class is to queue 3. Apply priority-based flow control (PFC)

to the entire FCoE data path to configure the end-to-end lossless behavior
that FCoE requires. We recommend that you use priority 3 for FCoE traffic
unless your network architecture requires that you use a different priority.

Fixed Classifiers on Ethernet Interfaces

Fixed classifiers map all traffic on a physical interface to a forwarding class and a loss

priority. (Asopposed toBAclassifiers,whichmap traffic intomultiple different forwarding

classes based on the IEEE 802.1p CoS bits field value in the VLAN header or the DSCP

field value in the type-of-service bits in the packet IP header.) Each forwarding class

maps to an output queue. However, when you use a fixed classifier, regardless of the

CoS or DSCP bits, all Incoming traffic is classified into the forwarding class specified in

the fixed classifier. A scheduler uses the loss priority to control packet discard during

periods of congestion by associating different drop profiles with different loss priorities.

You cannot configure a fixed classifier and a DSCP or IEEE 802.1p BA classifier on the

same interface. If you configure a fixed classifier on an interface, you cannot configure a

DSCP or an IEEE classifier on that interface. If you configure a DSCP classifier, an IEEE

classifier, or both classifiers on an interface, you cannot configure a fixed classifier on

that interface.

NOTE: Because EXP classifiers are global, you can configure both a global
EXP classifier and also apply fixed classifiers on interfaces. When both the
global EXP classifier and a fixed classifier are applied to an interface, MPLS
traffic on interfaces configured as familympls uses the EXP classifier, and all

other traffic uses the fixed classifier.

To switch from a fixed classifier to a BA classifier, or to switch from a BA classifier to a

fixed classifier, deactivate the existing classifier attachment on the interface, and then

attach the new classifier to the interface.
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NOTE: If you configure a fixed classifier that classifies all incoming traffic
into the fcoe forwarding class (or any forwarding class designed to handle

FCoE traffic), youmust ensure that all traffic that enters the interface is FCoE
traffic and is tagged with the FCoE IEEE 802.1p code point (priority).

Fixed Classifiers on Native Fibre Channel Interfaces (NP_Ports)

Applying a fixed classifier to a native Fibre Channel (FC) interface (NP_Port) is a special

case. By default, native FC interfaces classify incoming traffic from the FC SAN into the

fcoe forwarding class andmap the traffic to IEEE802.1p priority 3 (code point 011).When

you apply a fixed classifier to an FC interface, you also configure a priority rewrite value

for the interface. The FC interface uses the priority rewrite value as the IEEE 802.1p tag

value for all incoming packets instead of the default value of 3.

For example, if you specify apriority rewrite valueof 5 (codepoint 101) for an FC interface,

the interface tags all incoming traffic from the FC SANwith priority 5 and classifies the

traffic into the forwarding class specified in the fixed classifier.

NOTE: The forwarding class specified in the fixed classifier on FC interfaces
must be a lossless forwarding class.

MPLS EXP Classifiers

There is no default MPLS EXP classifier. Youmust configure an EXP classifier and apply

it globally to all interfaces that are configured as family mpls by including it in the [edit

class-of-service system-defaults classifiers exp] hierarchy. On family mpls interfaces, if

a fixedclassifier is present on the interface, theEXPclassifier overrides the fixedclassifier.

If an EXP classifier is not configured, then if a fixed classifier is applied to the interface,

the MPLS traffic uses the fixed classifier. If no EXP classifier and no fixed classifier is

applied to the interface, MPLS traffic is treated as best-effort traffic. DSCP classifiers

are not applied to MPLS traffic.

Because the EXP classifier is global, you cannot configure some ports to use a fixed IEEE

802.1p classifier for MPLS traffic on some interfaces and the global EXP classifier for

MPLS traffic on other interfaces. When you configure a global EXP classifier, all MPLS

traffic on all interfaces uses the EXP classifier, even interfaces that have a fixed classifier.

For more details about EXP classifiers, see “Understanding CoSMPLS EXP Classifiers

andRewriteRules” onpage 123. EXPclassifiers areappliedonlyon familympls interfaces.)

Multifield Classifiers

Multifield classifiers examinemultiple fields in a packet such as source and destination

addresses and source and destination port numbers of the packet. With MF classifiers,

you set the forwarding class and loss priority of a packet based on firewall filter rules.
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MF classification is normally performed at the network edge because of the general lack

of DiffServ code point (DSCP) support in end-user applications. On a switch at the edge

of a network, an MF classifier provides the filtering functionality that scans through a

varietyofpacket fields todetermine the forwardingclass for apacket. Typically, a classifier

performsmatching operations on the selected fields against a configured value.

Packet Classification for Routed VLAN Interfaces (RVIs)

You cannot apply classifiers directly to routed VLAN interfaces (RVIs) because the

members of RVIs are VLANs, not ports. However, you can apply classifiers to the VLAN

port members of an RVI. You can also apply MF classifiers to RVIs.

Related
Documentation

Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 123•

• Understanding CoS Packet Flow on page 16

• Understanding Default CoS Settings on page 18

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 114

• Example: Configuring Unicast Classifiers on page 115

• Defining CoSMultidestination (Multicast, Broadcast, DLF) BA Classifiers on page 119

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 120

• Configuring a Global MPLS EXP Classifier on page 126

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 127

Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p)

Packet classification associates incoming packets with a particular CoS servicing level.

Behavior aggregate (BA)classifiers examine theDifferentiatedServicescodepoint (DSCP

or DSCP IPv6) value, the IEEE 802.1p CoS value, or the MPLS EXP value in the packet

header to determine the CoS settings applied to the packet. (See “Configuring a Global

MPLS EXP Classifier” on page 126 for how to define EXP classifiers for MPLS traffic.) BA

classifiers allow you to set the forwarding class and loss priority of a packet based on

the incoming CoS value.

NOTE: OCX Series switches do not support MPLS EXP classifiers.

Unicast trafficmust use different classifiers thanmultidestination (mulitcast, broadcast,

and destination lookup fail) traffic.

To configure a unicast DSCP, DSCP IPv6, or IEEE 802.1p BA classifier using the CLI:

1. Create a unicast BA classifier:
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• To create a unicast DSCP, DSCP IPv6, or IEEE 802.1p BA classifier based on the

default classifier, import the default DSCP, DSCP IPv6, or IEEE 802.1p classifier and

associate it with a forwarding class, a loss priority, and a code point:

[edit class-of-service classifiers]
user@switch# set (dscp | dscp-ipv6 | ieee-802.1) classifier-name import default
forwarding-class forwarding-class-name loss-priority level code-points [aliases]
[bit-patterns]

• To create a unicast BA classifier that is not based on the default classifier, create

a DSCP, DSCP IPv6, or IEEE 802.1p classifier and associate it with a forwarding

class, a loss priority, and a code point:

[edit class-of-service classifiers]
user@switch# set (dscp | dscp-ipv6 | ieee-802.1) classifier-name forwarding-class
forwarding-class-name loss-priority level code-points [aliases] [bit-patterns]

2. Apply theunicast classifier to a specific Ethernet interfaceor toall Ethernet interfaces,

or to all Fibre Channel interfaces on the switch.

• To apply the classifier to a specific interface:

[edit class-of-service interfaces]
user@switch# set interface-name unit unit classifiers (dscp | dscp-ipv6 | ieee-802.1)
classifier-name

• To apply the classifier to all Ethernet interfaces on the switch, use wildcards for the

interface name and the logical-interface (unit) number:

[edit class-of-service interfaces]
user@switch# set xe-* unit * classifiers (dscp | dscp-ipv6 | ieee-802.1) classifier-name

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring Unicast Classifiers on page 115

• Defining CoSMultidestination (Multicast, Broadcast, DLF) BA Classifiers on page 119

• Configuring a Global MPLS EXP Classifier on page 126

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 127

• Monitoring CoS Classifiers on page 211

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 123

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces

Example: Configuring Unicast Classifiers

Packet classification associates incoming packets with a particular CoS servicing level.

Classifiers associate packetswith a forwarding class and loss priority and assign packets
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to output queues based on the associated forwarding class. You apply classifiers to

ingress interfaces.

• Requirements on page 116

• Overview on page 116

• Configuring Unicast Classifiers on page 117

• Verification on page 117

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

Junos OS supports two general types of classifiers:

• Behavior aggregateorCoSvalue traffic classifiers—Examine theCoSvalue in thepacket

header. The value in this single field determines theCoS settings applied to the packet.

BA classifiers allow you to set the forwarding class and loss priority of a packet based

on the Differentiated Services code point (DSCP) value or IEEE 802.1p value.

• Multifield traffic classifiers—Examinemultiple fields in the packet, such as source and

destination addresses and source and destination port numbers of the packet. With

multifield classifiers, you set the forwarding class and loss priority of a packet based

on firewall filter rules.

NOTE: Youmust assign unicast traffic andmultidestination (multicast,
broadcast, and destination lookup fail) traffic to different classifiers. One
classifiercannot includebothunicastandmultidestinationforwardingclasses.
A unicast classifier can include only forwarding classes for unicast traffic.

This example describes how to configure a BA classifier called ba-ucast-classifier as the

default IEEE 802.1 map and apply it to ingress interface xe-0/0/10. The BA classifier

assigns loss priorities, as shown in Table 27 on page 117, to incoming packets in the four

forwarding classes.

You can use the same procedure to setmultifield classifiers (except that you use firewall

filter rules).
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Table 27: ba-ucast-classifier Loss Priority Assignments

Packet Drop Attributeba-ucast-classifier AssignmentFor CoS Traffic Type

Unicast
Forwarding
Class

Low loss priority code point:
000

Low loss priority code point: 000Best-effort trafficbe

no-lossLow loss priority code point: 011Guaranteed delivery for Fibre
Channel over Ethernet (FCoE)
traffic

fcoe

Low loss priority code point:
100

Low loss priority code point: 100Guaranteed delivery for TCP
traffic

no-loss

dropLow loss priority code point: 110Network-control trafficnc

Configuring Unicast Classifiers

To configure a unicast IEEE 802.1 BA classifier named ba-ucast-classifier as the default

IEEE 802.1 map:

1. Associate code point 000with forwarding class be and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier import default forwarding-class be
loss-priority low code-points 000

2. Associate code point 011with forwarding class fcoe and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier forwarding-class fcoe loss-priority low
code-points 011

3. Associate code point 100with forwarding class no-loss and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier forwarding-class no-loss loss-priority low
code-points 100

4. Associate code point 110with forwarding class nc and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-ucast-classifier forwarding-class nc loss-priority low
code-points 110

5. Apply the unicast classifier to ingress interface xe-0/0/10:

[edit class-of-service interfaces]
user@switch# set xe-0/0/10 unit 0 classifiers ieee-802.1 ba-ucast-classifier

Verification

To verify the unicast classifier configuration, perform these tasks:

• Verifying the Unicast Classifier Configuration on page 118

• Verifying the Ingress Interface Configuration on page 118
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Verifying the Unicast Classifier Configuration

Purpose Verify that you configured the unicast classifier with the correct forwarding classes, loss

priorities, and code points.

Action List theclassifier configurationusing theoperationalmodecommand showconfiguration

class-of-service classifiers ieee-802.1 ba-ucast-classifier:

user@switch> show configuration class-of-service classifiers ieee-802.1 ba-ucast-classifier
    forwarding-class be {
        loss-priority low code-points 000;
    }
    forwarding-class fcoe {
        loss-priority low code-points 011;
    }
    forwarding-class no-loss {
        loss-priority low code-points 100;
    }
    forwarding-class nc
        loss-priority low code-points 110;
    }

Verifying the Ingress Interface Configuration

Purpose Verify that the unicast classifier ba-ucast-classifier is attached to ingress interface

xe-0/0/10.

Action List the ingress interface using the operational mode command show configuration

class-of-service interfaces xe-0/0/10:

user@switch> show configuration class-of-service interfaces xe-0/0/10
congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 ba-ucast-classifier;
    }
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 120

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 114

• Configuring a Global MPLS EXP Classifier on page 126

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 114

• Monitoring CoS Classifiers on page 211

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135
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Defining CoSMultidestination (Multicast, Broadcast, DLF) BA Classifiers

Packet classification associates incoming packets with a particular CoS servicing level.

Behavior aggregate (BA) classifiers examine the Differentiated Services code point

(DSCP)valueor IEEE802.1pCoSvalue in thepacketheader todetermine theCoSsettings

applied to the packet. BA classifiers allow you to set the forwarding class and loss priority

of a packet based on the incoming CoS value.

NOTE: DSCP IPv6multidestination classifiers are not supported. IPv6
multidestination traffic uses the DSCPmultidestination classifier.

Multidestination classifiers apply to all of the switch interfaces and handle multicast,

broadcast, and destination lookup fail (DLF) traffic. You cannot apply amultidestination

classifier to a single interface or to a range of interfaces.

Unicast andmultidestination traffic must use different classifiers.

To configure a multidestination BA classifier using the CLI:

1. Create a DSCP or IEEE 802.1p classifier and associate it with a forwarding class, a loss

priority, and a code point:

[edit class-of-service classifiers]
user@switch# set(dscp | ieee-802.1)classifier-name forwarding-class forwarding-class-name
loss-priority level code-points [aliases] [bit-patterns]

NOTE: The classifier hierarchy also permits configuring DSCP IPv6
classifiers. However, DSCP IPv6 classifiers are not supported for
multidestination traffic, sodscp-ipv6 isnot shown in thestatement format
above.

2. Configure the classifier as a multidestination classifier:

[edit class-of-service]
user@switch# setmulti-destination classifiers (dscp | ieee-802.1) classifier-name

Related
Documentation

Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 120

•

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 114

• Monitoring CoS Classifiers on page 211

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces
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Example: ConfiguringMultidestination (Multicast, Broadcast, DLF) Classifiers

Packet classification associates incoming packets with a particular CoS servicing level.

Classifiers associate packetswith a forwarding class and loss priority and assign packets

to output queues based on the associated forwarding class.

• Requirements on page 120

• Overview on page 120

• Configuring Multidestination Classifiers on page 121

• Verification on page 121

Requirements

This example uses the following hardware and software components:

• One switch (this example was tested on a Juniper Networks QFX3500 Switch)

• Junos OS Release 11.1 or later for the QFX Series.

Overview

Junos OS supports three general types of classifiers:

• Behavior aggregateorCoSvalue traffic classifiers—Examine theCoSvalue in thepacket

header. The value in this single field determines theCoS settings applied to the packet.

BA classifiers allow you to set the forwarding class and loss priority of a packet based

on the Differentiated Services code point (DSCP) value or IEEE 802.1p value.

NOTE: DSCP IPv6multidestination classifiers are not supported. IPv6
multidestination traffic uses the DSCPmultidestination classifier.

• Fixed classifiers. Fixed classifiers classify all ingress traffic on a physical interface into

one forwarding class, regardless of the CoS bits in the VLAN header or the DSCP bits

in the packet header.

• Multifield traffic classifiers—Examinemultiple fields in the packet such as source and

destination addresses and source and destination port numbers of the packet. With

multifield classifiers, you set the forwarding class and loss priority of a packet based

on firewall filter rules.

Multidestination classifiers apply to all of the switch interfaces and handle multicast,

broadcast, and destination lookup fail (DLF) traffic. You cannot apply amultidestination

classifier to a single interface or to a range of interfaces.

NOTE: Youmust assign unicast traffic andmulticast traffic to different
classifiers.Oneclassifiercannot includebothunicastandmulticast forwarding
classes. Amultidestination classifier can include only forwarding classes for
multicast traffic.
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The following example describes how to configure a BA classifier called

ba-mcast-classifier, which is applied to all of the switch interfaces. The BA classifier

assigns loss priorities, as shown in Table 28 on page 121, to incoming packets in the

multidestination forwarding class.

You can also use firewall filters to set multifield classifiers.

Table 28: BA-mcast-classifier Loss Priority Assignments

ba-mcast-classifier AssignmentTraffic Type
Multicast Forwarding
Class

Low loss priority code point: 000Best-effort multicast trafficmcast

ConfiguringMultidestination Classifiers

To configure a multicast IEEE 802.1 BA classifier named ba-mcast-classifier:

1. Associate code point 000with forwarding classmcast and loss priority low:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 ba-mcast-classifier forwarding-classmcast loss-priority low
code-points 000

2. Configure the classifier as a multidestination classifier:

[edit class-of-service]
user@switch# setmulti-destination classifiers ieee-802.1 ba-mcast-classifier

Verification

To verify the multidestination classifier configuration, perform these tasks:

• Verifying the IEEE 802.1 Multidestination Classifier on page 121

• Verifying the Multidestination Classifier Configuration on page 121

Verifying the IEEE 802.1 Multidestination Classifier

Purpose Verify that theclassifierba-mcast-classifier is configuredas the IEEE802.1multidestination

classifier:

Action Verify the results of the classifier configuration using the operational mode command

show configuration class-of-servicemulti-destination classifiers ieee-802.1:

user@switch> show configuration class-of-servicemulti-destination classifiers ieee-802.1
ba-mcast-classifier;

Verifying theMultidestination Classifier Configuration

Purpose Verify that you configured themultidestination classifier with the correct forwarding

classes, loss priorities, and code points.

Action List theclassifier configurationusing theoperationalmodecommand showconfiguration

class-of-service classifiers ieee-802.1 ba-mcast-classifier:

user@switch> show configuration class-of-service classifiers ieee-802.1 ba-mcast-classifier
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    forwarding-class mcast {
        loss-priority low code-points 000;
    }

Related
Documentation

Example: Configuring Unicast Classifiers on page 115•

• Defining CoSMultidestination (Multicast, Broadcast, DLF) BA Classifiers on page 119

• Monitoring CoS Classifiers on page 211

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135
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Understanding CoSMPLS EXP Classifiers and Rewrite Rules

You can use class of service (CoS) within MPLS networks to prioritize certain types of

traffic during periods of congestion by applying packet classifiers and rewrite rules to the

MPLS traffic. MPLS classifiers are global and apply to all interfaces configured as family

mpls interfaces.

When a packet enters a customer-edge interface on the ingress provider edge (PE)

switch, the switch associates the packet with a particular CoS servicing level before

placing the packet onto the label-switched path (LSP). The switches within the LSP

utilize the CoS value set at the ingress PE switch to determine the CoS service level. The

CoS value embedded in the classifier is translated and encoded in the MPLS header by

means of the experimental (EXP) bits.

EXP classifiersmap incomingMPLSpackets to a forwarding class and a loss priority, and

assign MPLS packets to output queues based on the forwarding class mapping. EXP

classifiers are behavior aggregate (BA) classifiers.

EXP rewrite rules change (rewrite) the CoS value of the EXP bits in outgoing packets on

the egress queues of the switch so that the new (rewritten) value matches the policies

of a targeted peer. Policy matching allows the downstream routing platform or switch

in a neighboring network to classify each packet into the appropriate service group.

NOTE: OnQFX5200, QFX5100, QFX3500, QF3600, and EX4600 switches,
and on QFabric systems, there is no default EXP classifier. If you want to
classify incoming MPLS packets using the EXP bits, youmust configure a
global EXP classifier. The global EXP classifier applies to all MPLS traffic on
interfaces configured as family mpls.

On QFX10000 switches, there is a no default EXP classifier. If you want to
classify incomingMPLS packets using the EXP bits, youmust configure EXP
classifiers and apply them to logical interfaces configured as family mpls.

(You cannot apply classifiers to physical interfaces.). You can configure up
to 64 EXP classifiers.

There is no default EXP rewrite rule. If you want to rewrite the EXP bit value
at the egress interface, youmust configure EXP rewrite rules and apply them
to logical interfaces.

EXP classifiers and rewrite rules are applied only to interfaces that are
configured as familympls (for example, set interfaces xe-0/0/35 unit 0 family

mpls.)

This topic includes:

• EXP Classifiers on page 124

• EXP Rewrite Rules on page 125

• Schedulers on page 126
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EXP Classifiers

On QFX5200, QFX5100, EX4600, QFX3500, and QFX3600 switches, and on QFabric

systems, unlike DSCP and IEEE 802.1p BA classifiers, EXP classifiers are global to the

switchandapply toall switch interfaces thatare configuredas familympls. OnQFX10000

switches, youapply EXPclassifiers to individual logical interfaces, anddifferent interfaces

can use different EXP classifiers.

Whenyouconfigure andapply anEXPclassifier,MPLS traffic onall familympls interfaces

uses the EXP classifier, even on interfaces that also have a fixed classifier. If an interface

has both an EXP classifier and a fixed classifier, the EXP classifier is applied to MPLS

traffic and the fixed classifier is applied to all other traffic.

Also unlike DSCP and IEEE 802.1p BA classifiers, there is no default EXP classifier. If you

want to classifyMPLS traffic based on the EXP bits, youmust explicitly configure an EXP

classifier and apply it to the switch interfaces. Each EXP classifier has eight entries that

correspond to the eight EXP CoS values (0 through 7, which correspond to CoS bits 000

through 111).

You can configure up to 64 EXP classifiers.

However, on QFX5200, QFX5100, EX4600, and legacy CLI switches, the switch uses

only one MPLS EXP classifier as a global classifier on all interfaces. After you configure

an MPLS EXP classifier, you can configure that classifier as the global EXP classifier by

including the EXP classifier in the [edit class-of-service system-defaults classifiers exp]

hierarchy level. All switch interfacesconfiguredas familymplsuse theglobal EXPclassifier

to classify MPLS traffic.

On these switches, only one EXP classifier can be configured as the global EXP classifier

at any time. If youwant to change theglobal EXPclassifier, delete theglobal EXPclassifier

configuration (use the user@switch# delete class-of-service system-defaults classifiers

exp configuration statement), then configure the new global EXP classifier.

QFX10000 switches do not support global EXP classifiers. You can configure one EXP

classifier and apply it to multiple logical interfaces, or configure multiple EXP classifiers

and apply different EXP classifiers to different logical interfaces.

If an EXP classifier is not configured, then if a fixed classifier is applied to the interface,

the MPLS traffic uses the fixed classifier. (Switches that have a default EXP classifier

use the default classifier.) If no EXP classifier and no fixed classifier are applied to the

interface, MPLS traffic is treated as best-effort traffic using the 802.1 default untrusted

classifier. DSCP classifiers are not applied to MPLS traffic.

On QFX5200, QFX5100, EX4600, and legacy CLI switches, because the EXP classifier

is global, you cannot configure some ports to use a fixed IEEE 802.1p classifier for MPLS

trafficonsome interfacesand theglobalEXPclassifier forMPLStrafficonother interfaces.

When you configure a global EXP classifier, all MPLS traffic on all interfaces uses the

EXP classifier.
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NOTE: The switch uses only the outermost label of incoming EXP packets
for classification.

NOTE: MPLS packets with 802.1Q tags are not supported.

EXP Rewrite Rules

As MPLS packets enter or exit a network, edge switches might be required to alter the

class-of-service (CoS) settings of the packets. EXP rewrite rules set the value of the EXP

CoS bits within the header of the outgoing MPLS packet on family mpls interfaces. Each

rewrite rule reads thecurrent forwardingclassand losspriority associatedwith thepacket,

locates the chosen CoS value from a table, and writes that CoS value into the packet

header, replacing the old CoS value. EXP rewrite rules apply only to MPLS traffic.

EXP rewrite rules apply only to logical interfaces. You cannot apply EXP rewrite rules to

physical interfaces.

There are no default EXP rewrite rules. If you want to rewrite the EXP value in MPLS

packets, youmust configure EXP rewrite rules and apply them to logical interfaces. If no

rewrite rules are applied, all MPLS labels that are pushed have a value of zero (0). The

EXP value remains unchanged on MPLS labels that are swapped.

You can configure up to 64 EXP rewrite rules, but you can only apply 16 EXP rewrite rules

at any time on the switch. On a given logical interface, all pushed MPLS labels have the

same EXP rewrite rule applied to them. You can apply different EXP rewrite rules to

different logical interfaces on the same physical interface.

You can apply an EXP rewrite rule to an interface that has a DSCP, DSCP IPv6, or IEEE

802.1p rewrite rule. Only MPLS traffic uses the EXP rewrite rule. MPLS traffic does not

use DSCP or DSCP IPv6 rewrite rules.

If the switch is performing penultimate hoppopping (PHP), EXP rewrite rules do not take

effect. If both an EXP classifier and an EXP rewrite rule are configured on the switch, then

the EXP value from the last popped label is copied into the inner label. If either an EXP

classifier or an EXP rewrite rule (but not both) is configured on the switch, then the inner

label EXP value is sent unchanged.

NOTE: Oneachphysical interface, eitherall forwardingclasses thatarebeing
used on the interfacemust have rewrite rules configured or no forwarding
classes thatarebeingusedonthe interfacecanhave rewrite rulesconfigured.
On any physical port, do not mix forwarding classes with rewrite rules and
forwarding classes without rewrite rules.
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Schedulers

The schedulers for usingCoSwithMPLSare the sameas for theotherCoSconfigurations

on the switch. Default schedulers are provided only for the best-effort, fcoe, no-loss, and

network-control default forwarding classes. If you configure a custom forwarding class

for MPLS traffic, you need to configure a scheduler to support that forwarding class and

provide bandwidth to that forwarding class.

Related
Documentation

Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135•

Configuring a Global MPLS EXP Classifier

EXP packet classification associates incoming packets with a particular MPLS CoS

servicing level. EXP behavior aggregate (BA) classifiers examine the MPLS EXP value in

thepacketheader todetermine theCoSsettingsapplied to thepacket. EXPBAclassifiers

allow you to set the forwarding class and loss priority of an MPLS packet based on the

incoming CoS value.

You can configure up to 64 EXP classifiers, however, the switch uses only oneMPLS EXP

classifier as a global classifier, which is applied only on interfaces configured as family

mpls. All family mpls switch interfaces use the global EXP classifier to classify MPLS

traffic.

There is no default EXP classifier. If you want to classify incoming MPLS packets using

the EXP bits, youmust configure a global EXP classifier. The global classifier applies to

all MPLS traffic on all family mpls interfaces.

If a global EXP classifier is configured, MPLS traffic on family mpls interfaces uses the

EXPclassifier. If a global EXPclassifier is not configured, then if a fixed classifier is applied

to the interface, theMPLS traffic uses the fixed classifier. If no EXP classifier and no fixed

classifier is applied to the interface, MPLS traffic is treated as best-effort traffic. DSCP

classifiers are not applied to MPLS traffic.

To configure an MPLS EXP classifier using the CLI:

1. Create an EXP classifier and associate it with a forwarding class, a loss priority, and

a code point:

[edit class-of-service classifiers]
user@switch# set (dscp | ieee-802.1 | exp) classifier-name forwarding-class
forwarding-class-name loss-priority level code-points [aliases] [bit-patterns]

2. Apply the EXP classifier to the switch interfaces:

[edit class-of-service]
user@switch# set system-defaults classifiers exp classifier-name

Related
Documentation

Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 123•

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 114
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• Defining CoS BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p)

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 127

Configuring Rewrite Rules for MPLS EXP Classifiers

You configure EXP rewrite rules to alter CoS values in outgoing MPLS packets on the

outbound family mpls interfaces of a switch to match the policies of a targeted peer.

Policy matching allows the downstream routing platform or switch in a neighboring

network to classify each packet into the appropriate service group.

To configure an EXP CoS rewrite rule, create the rule by giving it a name and associating

it with a forwarding class, loss priority, and code point. This creates a rewrite table. After

the rewrite rule is created, enable it on a logical family mpls interface. EXP rewrite rules

can only be enabled on logical family mpls interfaces, not on physical interfaces or on

interfaces of other family types. You can also apply an existing EXP rewrite rule on a

logical interface.

NOTE: There are no default rewrite rules.

You can configure up to 64 EXP rewrite rules, but you can only use 16 EXP rewrite rules

at any timeon the switch.Onagiven familympls logical interface, all pushedMPLS labels

have the same EXP rewrite rule applied to them. You can apply different EXP rewrite

rules to different logical interfaces on the same physical interface.

NOTE: Oneachphysical interface, eitherall forwardingclasses thatarebeing
used on the interfacemust have rewrite rules configured, or no forwarding
classes thatarebeingusedonthe interfacecanhave rewrite rulesconfigured.
On any physical port, do not mix forwarding classes with rewrite rules and
forwarding classes without rewrite rules.

NOTE: To replace an existing rewrite rule on the interface with a new rewrite
rule of the same type, first explicitly remove the existing rewrite rule and then
apply the new rule.

To create an EXP rewrite rule for MPLS traffic and enable it on a logical interface:

1. Create an EXP rewrite rule:

user@switch# set class-of-service rewrite-rules exp rewrite-rule-name forwarding-class
forwarding-class-name loss-priority level code-points [aliases] [bit-patterns]

For example, to configure an EXP rewrite rule named exp-rr-1 for a forwarding class

namedmpls-1with a loss priority of low that rewrites the EXP code point value to001:

user@switch# set class-of-service rewrite-rules exp exp-rr-1 forwarding-classmpls-1
loss-priority low code-points 001
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2. Apply the rewrite rule to a logical interface:

user@switch # set class-of-service interfaces interface-name unit logical-unit rewrite-rules
exp rewrite-rule-name

For example, to apply a rewrite rule named exp-rr-1 to logical interface xe-0/0/10.0:

user@switch# set class-of-service interfaces xe-0/0/10 unit 0 rewrite-rules exp exp-rr-1

NOTE: In this example, all forwarding classes assigned to port xe-0/0/10
must have rewrite rules. Do not mix forwarding classes that have rewrite
rules with forwarding classes that do not have rewrite rules on the same
interface.

Related
Documentation

Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 123•

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Monitoring CoS Rewrite Rules on page 215

• Defining CoS Rewrite Rules on page 172

Understanding Host Inbound Traffic Classification

The destination address of traffic that enters the switch can be an external device such

as another switch, a router, or a server, or the destination can be the host (the switch

Routing Engine or CPU). When the destination is an external device, the DSCP and IEEE

802.1p code-point bits of incoming traffic are preserved as the traffic travels through the

switch to the egress port. At the egress port, the code-point bits are either preserved

when the packets are sent to the next hop or they are rewritten according to the rewrite

rule attached to the egress interface.

When the destination of incoming traffic is the host, DSCP bits are preserved. However,

IEEE 802.1p bits are not preserved. The IEEE 802.1p bits of traffic destined for the host

are set to zero (0). This does not affect system behavior because the switch prioritizes

traffic destined for the host based on the protocol type. For example, the switch gives a

higher priority to BPDU traffic than to ping traffic.
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Understanding Default CoS Scheduling and Classification

If you do not explicitly configure classifiers and apply them to interfaces, the switch uses

thedefault classifier togroup ingress traffic into forwardingclasses. If youdonot configure

hierarchical scheduling (ETS) on an interface, the switch uses the default schedulers to

provide egress port resources for traffic. Default classificationmapsall traffic into default

forwardingclasses (best-effort, fcoe, no-loss, network-control, andmcast). Eachdefault

forwarding class has a default scheduler, so that the traffic mapped to each default

forwarding class receives port bandwidth, prioritization, and packet drop characteristics.

Hierarchical scheduling groups IEEE 802.1p priorities (IEEE 802.1p code points, which

classifiers map to forwarding classes, which in turn are mapped to output queues) into

priority groups (forwarding class sets). If you use only the default traffic scheduling and

classification, the switch automatically creates a default priority group that contains all

of thepriorities (whicharemapped to forwardingclassesandoutputqueues), andassigns

100 percent of the port output bandwidth to that priority group. The forwarding classes

(queues) in the default forwarding class set receive bandwidth based on the default

classifier settings. The default priority group is transparent. It does not appear in the

configuration and is used for Data Center Bridging Capability Exchange (DCBX) protocol

advertisement.

NOTE: If you explicitly configure one or more priority groups on an interface,
any forwarding class that is not assigned to a priority group on that interface
receivesnobandwidth. Thismeansthat if youconfigurehierarchicalscheduling
on an interface, every forwarding class (priority) that you want to forward
traffic on that interfacemustbelong toa forwardingclass set (priority group).

The following sections describe:

• Default Classification on page 129

• Default Scheduling on page 132

• Default DCBX Advertisement on page 134

• Default Scheduling and Classification Summary on page 135

Default Classification

The default classifiers assign unicast andmulticast best-effort and network-control

ingress traffic to default forwarding classes and loss priorities. The switch applies default

unicast IEEE 802.1, unicast DSCP, andmultidestination classifiers to each interface that

does not have explicitly configured classifiers. If you explicitly configure one type of

classifier but not other types of classifiers, the system uses only the configured classifier

anddoesnot usedefault classifiers for other typesof traffic. Thereare twodefault unicast

IEEE802.1 classifiers, a trustedclassifier for ports that are in trunkmodeor tagged-access

mode, and an untrusted classifier for ports that are in access mode.
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Table 29 on page 130 shows the default mapping of IEEE 802.1 code-point values to

unicast forwarding classes and loss priorities for ports in trunk mode or tagged-access

mode.

Table 29: Default IEEE 802.1 Unicast Classifiers for Ports in TrunkMode
or Tagged-AccessMode (Trusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effortbe (000)

lowbest-effortbe1 (001)

lowbest-effortef (010)

lowfcoeef1 (011)

lowno-lossaf11 (100)

lowbest-effortaf12 (101)

lownetwork-controlnc1 (110)

lownetwork-controlnc2 (111)

Table 30 on page 130 shows the default mapping of IEEE 802.1p code-point values to

unicast forwarding classes and loss priorities for ports in access mode (all incoming

traffic is mapped to best-effort forwarding classes).

Table 30: Default IEEE 802.1 Unicast Classifiers for Ports in AccessMode
(Untrusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effort000

lowbest-effort001

lowbest-effort010

lowbest-effort011

lowbest-effort100

lowbest-effort101

lowbest-effort110

lowbest-effort111
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Table 31 on page 131 shows the default mapping of IEEE 802.1 code-point values to

multidestination (multicast, broadcast, and destination lookup fail traffic) forwarding

classes and loss priorities.

Table 31: Default IEEE 802.1 Multidestination Classifiers

Loss PriorityForwarding ClassCode Point

lowmcastbe (000)

lowmcastbe1 (001)

lowmcastef (010)

lowmcastef1 (011)

lowmcastaf11 (100)

lowmcastaf12 (101)

lowmcastnc1 (110)

lowmcastnc2 (111)

Table 32 on page 131 shows the default mapping of DSCP code-point values to unicast

forwarding classes and loss priorities for DSCP IP and DCSP IPv6.

Table 32: Default DSCP IP and IPv6 Unicast Classifiers

Loss PriorityForwarding ClassCode Point

lowbest-effortef (101110)

lowbest-effortaf11 (001010)

lowbest-effortaf12 (001100)

lowbest-effortaf13 (001110)

lowbest-effortaf21 (010010)

lowbest-effortaf22 (010100)

lowbest-effortaf23 (010110)

lowbest-effortaf31 (011010)

lowbest-effortaf32 (011100)

lowbest-effortaf33 (011110)
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Table 32: Default DSCP IP and IPv6 Unicast Classifiers (continued)

Loss PriorityForwarding ClassCode Point

lowbest-effortaf41 (100010)

lowbest-effortaf42 (100100)

lowbest-effortaf43 (100110)

lowbest-effortbe (000000)

lowbest-effortcs1 (001000)

lowbest-effortcs2 (010000)

lowbest-effortcs3 (011000)

lowbest-effortcs4 (100000)

lowbest-effortcs5 (101000)

lownetwork-controlnc1 (110000)

lownetwork-controlnc2 (111000)

NOTE: There are no default DSCP IP or IPv6multidestination classifiers for
multidestination traffic. DSCP IPv6multidestination classifiers are not
supported for multidestination traffic.

Default Scheduling

The default schedulers allocate egress bandwidth resources to unicast andmulticast

egress traffic as shown in Table 33 on page 132:

Table 33: Default Scheduler Configuration

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Transmit Rate
(MinimumGuaranteed
Bandwidth)

DefaultSchedulerandQueue
Number

5%low5%None5%best-effort forwarding class
scheduler (queue 0)

35%low35%None35%fcoe forwardingclass scheduler
(queue 3)

35%low35%None35%no-loss forwarding class
scheduler (queue 4)
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Table 33: Default Scheduler Configuration (continued)

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Transmit Rate
(MinimumGuaranteed
Bandwidth)

DefaultSchedulerandQueue
Number

5%low5%None5%network-control forwarding
class scheduler (queue 7)

20%low20%None20%mcast forwarding class
scheduler (queue 8)

NOTE: Theminimumguaranteedbandwidth ratealsodeterminestheamount
of excess (extra) bandwidth that the queue can share. Extra bandwidth is
allocated to queues in proportion to theminimum guaranteed bandwidth
(transmit rate) of each queue.

By default, only the five default schedulers shown in Table 33 on page 132 have traffic

mapped to them.Only the queues associatedwith the default schedulers receive default

bandwidth, based on the default scheduler transmit rate. (You can configure schedulers

and forwarding classes to allocate bandwidth to other queues or to change the default

bandwidth of a default queue.) In addition, multidestination queue 11 receives enough

bandwidth from the default multidestination scheduler to handle CPU-generated

multidestination traffic.

Default hierarchical scheduling divides the total port bandwidth between two groups of

traffic: unicast traffic andmultidestination traffic. By default, unicast traffic consists of

queue0(best-effort forwardingclass), queue3 (fcoe forwardingclass), queue4(no-loss

forwardingclass), andqueue7 (network-control forwardingclass).Unicast traffic receives

and shares a total of 80 percent of the port bandwidth. By default, multidestination

traffic (mcast queue 8) receives a total of 20 percent of the port bandwidth. So on a

10-Gigabit port, unicast traffic receives8-Gbpsof bandwidthandmultidestination traffic

receives 2-Gbps of bandwidth.

NOTE: Multidestination queue 11 also receives a small amount of default
bandwidth from themultidestination scheduler. CPU-generated
multidestination traffic uses queue 11, so youmight see a small number of
packets egress from queue 11. In addition, in the unlikely case that firewall
filter match conditionsmapmultidestination traffic to a unicast forwarding
class, that traffic uses queue 11.

Default scheduling uses weighted round-robin (WRR) scheduling. Each queue receives

a portion (weight) of the total available interface bandwidth. The scheduling weight is

based on the transmit rate of the default scheduler for that queue. For example, queue

7 receivesadefault schedulingweightof5percentof theavailablebandwidth, andqueue

4 receives a default schedulingweight of 35 percent of the available bandwidth. Queues
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are mapped to forwarding classes, so forwarding classes receive the default bandwidth

for the queues to which they are mapped.

You should explicitly map traffic to non-default (unconfigured) queues and create

schedulers to allocate bandwidth to those queues if you want to use them to forward

traffic. By default, unicast queues 1, 2, 5, and 6 are unconfigured, andmultidestination

queues 9, 10, and 11 are unconfigured. Unconfigured queues have a default scheduling

weight of 1 so that they can receive a small amount of bandwidth in case they need to

forward traffic. (However, queue 11 canusemoreof thedefaultmultidestination scheduler

bandwidth if necessary to handle CPU-generatedmultidestination traffic.)

NOTE: All fourmultidestinationqueueshaveaschedulingweightof 1.Because
by default multidestination traffic goes to queue 8, queue 8 receives almost
all of themultidestination bandwidth. (There is no traffic on queue 9 and
queue 10, and very little traffic on queue 11, so there is almost no competition
for multidestination bandwidth.)

However, if you explicitly configure queue9, 10, or 11 (bymapping codepoints
to the unconfiguredmultidestination forwarding classes using the
multidestination classifier), the explicitly configured queues share the
multidestinationschedulerbandwidthequallywithdefaultqueue8,because
all of the queues have the same scheduling weight (1). To ensure that
multidestination bandwidth is allocated to each queue properly and that the
bandwidth allocation to the default queue (8) is not reduced toomuch, we
strongly recommend that you configure a scheduler if you explicitly classify
traffic into queue 9, 10, or 11.

If youmap traffic to an unconfigured queue, the queue receives only the amount of group

bandwidth proportional to its default weight (1). The actual amount of bandwidth an

unconfigured queue receives depends on howmuch bandwidth the other queues in the

group are using.

If the other unicast queues use less than their allocated amount of bandwidth, the

unconfiguredqueuescanshare theunusedbandwidth.Sharingunusedbandwidth is one

of the key advantages of hierarchical port scheduling. Configured queues have higher

priority for bandwidth than unconfigured queues, so if a configured queue needs more

bandwidth, then less bandwidth is available for unconfigured queues. Unconfigured

queuesalways receiveaminimumamountofbandwidthbasedon their schedulingweight

(1). If you map traffic to an unconfigured queue, to allocate bandwidth to that queue,

configure a scheduler for the forwarding class that is mapped to the queue.

Default DCBX Advertisement

Whenyouconfigurehierarchical schedulingonan interface,DCBXadvertiseseachpriority

group, the priorities in each priority group, and the bandwidth properties of each priority

and priority group.

If you do not configure hierarchical scheduling on an interface, DCBX advertises the

automatically created default priority group and its priorities. DCBX also advertises the

Copyright © 2016, Juniper Networks, Inc.134

Traffic Management Feature Guide for the QFX Series



default bandwidth allocation of the priority group, which is 100 percent of the port

bandwidth.

Default Scheduling and Classification Summary

If you do not configure hierarchical scheduling on an interface:

• Default classifiers classify ingress traffic.

• Default schedulers schedule egress traffic.

• DCBXadvertises a single default priority groupwith 100percent of the port bandwidth

allocated to that priority group. All priorities (forwarding classes) are assigned to the

default priority group and receive bandwidth based on their default schedulers. The

default priority group is generated automatically and is not user-configurable.

Related
Documentation

Understanding CoS Packet Flow on page 16•

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• Understanding Default CoS Settings on page 18

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Understanding DCB Features and Requirements on page 542

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Example: Configuring Unicast Classifiers on page 115

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 120

• Example: Configuring Queue Schedulers on page 305

Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces

At ingress interfaces, classifiers group incoming traffic into classes based on the

IEEE 802.1p, DSCP, or MPLS EXP class of service (CoS) code point bits in the packet

header. At egress interfaces, you can use rewrite rules to change (re-mark) the code

point bits before the interface forwards the packets.

You canapply classifiers and rewrite rules to interfaces to control the level of CoSapplied

to each packet as it traverses the system and the network. This topic describes:

• Supported Classifier and Rewrite Rule Types on page 136

• Ethernet InterfacesSupported forClassifier andRewriteRuleConfigurationonpage 138

• Default Classifiers on page 140

• Default Rewrite Rules on page 141

• Classifier Precedence on page 141

• Classifier Behavior and Limitations on page 143
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• Rewrite Rule Precedence and Behavior on page 144

• Classifier and Rewrite Rule Configuration Interaction with Ethernet Interface

Configuration on page 145

Supported Classifier and Rewrite Rule Types

Table 34onpage 136 shows the supported types of classifiers and rewrite rules supports:

Table 34: Supported Classifiers and Rewrite Rules

DescriptionClassifier or Rewrite Rule Type

Classifies all ingress traffic on a physical interface into
one fixed forwarding class, regardless of the CoS bits in
the packet header.

Fixed classifier

Classifies IP and IPv6 traffic into forwarding classes and
assigns loss priorities to the traffic based on DSCP code
point bits.

DSCP and DSCP IPv6 unicast
classifiers

Classifies Ethernet traffic into forwarding classes and
assigns loss priorities to the traffic based on IEEE 802.1p
code point bits.

IEEE 802.1p unicast classifier

Classifies MPLS traffic into forwarding classes and
assigns loss priorities to the traffic on interfaces
configured as family mpls.

QFX5200, QFX5100, EX4600, QFX3500, andQFX3600
switches, and QFabric systems, use one global EXP
classifier on all family mpls switch interfaces.

QFX10000 switches do not support global EXP
classifiers. You can apply the same EXP classifier or
different EXP classifiers to different family mpls
interfaces.

MPLS EXP classifier

Classifies IP and IPv6multicast, broadcast, and
destination lookup fail (DLF) traffic intomultidestination
forwarding classes. Multidestination classifiers are
applied to all interfaces and cannot be applied to
individual interfaces.

DSCPmultidestinationclassifier (also
used for IPv6multidestination traffic)

NOTE: This applies only to switches
that use different classifiers for
unicast andmultidestination traffic. It
does not apply to switches that use
the same classifiers for unicast and
multidestination traffic.

ClassifiesEthernetmulticast, broadcast, anddestination
lookup fail (DLF) traffic intomultidestination forwarding
classes. Multidestination classifiers are applied to all
interfacesandcannotbeapplied to individual interfaces.

IEEE802.1pmultidestinationclassifier

NOTE: This applies only to switches
that use different classifiers for
unicast andmultidestination traffic. It
does not apply to switches that use
the same classifiers for unicast and
multidestination traffic.
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Table 34: Supported Classifiers and Rewrite Rules (continued)

DescriptionClassifier or Rewrite Rule Type

Re-marks the DSCP code points of IP and IPv6 packets
before forwarding the packets.

DSCP and DSCP IPv6 rewrite rules

Re-marks the IEEE 802.1p code points of Ethernet
packets before forwarding the packets.

IEEE 802.1p rewrite rule

Re-marks the EXP code points of MPLS packets before
forwarding thepacketson interfaces configuredas family
mpls.

MPLS EXP rewrite rule

NOTE: On switches that support native Fibre Channel (FC) interfaces, you
can specify a rewrite value on native FC interfaces (NP_Ports) to set the IEEE
802.1p code point of incoming FC trafficwhen theNP_Port encapsulates the
FC packet in Ethernet before forwarding it to the FCoE network (see
Understanding CoS IEEE 802.1p Priority Remapping on an FCoE-FC Gateway).

DSCP, IEEE 802.1p, andMPLS EXP classifiers are behavior aggregate (BA) classifiers. On

QFX5100,QFX5200,EX4600,QFX3500,andQFX3600switches,andonQFabricsystems,

unlike DSCP and IEEE 802.1p classifiers, EXP classifiers are global and apply only to all

interfaces that are configured as family mpls. On QFX10000 switches, you apply EXP

classifiers to individual logical interfaces, and different interfaces can use different EXP

classifiers.

Unlike DSCP and IEEE 802.1p BA classifiers, there is no default EXP classifier. Also unlike

DSCP and IEEE 802.1p classifiers, for MPLS traffic on family mpls interfaces only, EXP

classifiers overwrite fixed classifiers. (An interface that has a fixed classifier uses the EXP

classifier for MPLS traffic, not the fixed classifier, and the fixed classifier is used for all

other traffic.)

On switches that use different classifiers for unicast andmultidestination traffic,

multidestination classifiers are global and apply to all interfaces; you cannot apply a

multidestination classifier to individual interfaces.

Classifyingpackets into forwardingclassesassignspackets to theoutputqueuesmapped

to those forwarding classes. The traffic classified into a forwarding class receives the

CoS scheduling configured for the output queuemapped to that forwarding class.

NOTE: In addition to BA classifiers and fixed classifiers, which classify traffic
based on the CoS field in the packet header, you can use firewall filters to
configuremultifield (MF) classifiers. MF classifiers classify traffic based on
more than one field in the packet header and take precedence over BA and
fixed classifiers.

137Copyright © 2016, Juniper Networks, Inc.

Chapter 4: Using Classifiers, Forwarding Classes, and Rewrite Rules



Ethernet Interfaces Supported for Classifier and Rewrite Rule Configuration

To apply a classifier to incoming traffic or a rewrite rule to outgoing traffic, you need to

apply the classifier or rewrite rule to one or more interfaces. When you apply a classifier

or rewrite rule to an interface, the interface uses the classifier to group incoming traffic

into forwarding classes and uses the rewrite rule to re-mark the CoS code point value of

each packet before it leaves the system.

Not all interfaces types support all types of CoS configuration. This section describes:

• Interface Types That Support Classifier and Rewrite Rule Configuration on page 138

• Classifier andRewriteRulePhysical andLogical Ethernet InterfaceSupport onpage 138

• Routed VLAN Interfaces (RVIs) and Integrated Routing and Bridging (IRB)

Interfaces on page 140

Interface Types That Support Classifier and Rewrite Rule Configuration

You can apply classifiers and rewrite rules to Ethernet interfaces. For Layer 3 LAGs,

configure BA or fixed classifiers on the LAG (ae) interface. The classifier configured on

the LAG is valid on all of the LAGmember interfaces.

On switches that support native FC interfaces, you can apply fixed classifiers to native

FC interfaces (NP_Ports). You cannot apply other types of classifiers or rewrite rules to

native FC interfaces. You can rewrite the value of the IEEE 802.1p code point of incoming

FC traffic when the interface encapsulates it in Ethernet before forwarding it to the FCoE

networkasdescribed inUnderstandingCoS IEEE802.1pPriorityRemappingonanFCoE-FC

Gateway.

Classifier and Rewrite Rule Physical and Logical Ethernet Interface Support

The Ethernet ports can function as:

• Layer 2 physical interfaces (family ethernet-switching)

• Layer 2 logical interfaces (family ethernet-switching)

• Layer 3 physical interfaces (family inet/inet6)

• Layer 3 logical interfaces (family inet/inet6)

• MPLS interfaces (family mpls)

You can apply CoS classifiers and rewrite rules only to the following interfaces:

• Layer 2 logical interface unit 0

NOTE: On a Layer 2 interface, the CoS you configure on logical interface
unit 0 applies to all of the logical units on that interface.

• OnQFX5100, QFX5200, EX4600, QFX3500, and QFX3600 switches, and on QFabric

systems, Layer 3physical interfaces if at least one logical Layer 3 interface is configured

on the physical interface
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NOTE: The CoS you configure on a Layer 3 physical interface is applied to
all of the Layer 3 logical interfaces on that physical interface. This means
that each Layer 3 interface uses the same classifiers and rewrite rules for
all of the Layer 3 traffic on that interface.

• On QFX10000 switches, Layer 3 logical interfaces. You can apply different classifiers

and rewrite rules to different Layer 3 logical interfaces.

Ethernet Interface Support for Most QFX Series Switches, and QFabric Systems

You cannot apply classifiers or rewrite rules to Layer 2 physical interfaces or to Layer 3

logical interfaces. Table 35 on page 139 shows onwhich interfaces you can configure and

apply classifiers and rewrite rules.

Table 35: Ethernet Interface Support for Classifier and Rewrite Rule Configuration (QFX5100,
QFX5200, EX4600, QFX3500, and QFX3600 Switches, and QFabric Systems)

Layer 3 Logical
Interfaces

Layer 3 Physical
Interfaces (If at Least
One Logical Layer 3
Interface Is Defined)

Layer 2 Logical
Interface (Unit 0
Only)

Layer 2 Physical
Interfaces

CoS Classifiers and Rewrite
Rules

NoYesYesNoFixed classifier

NoYesYesNoDSCP classifier

NoYesYesNoDSCP IPv6 classifier

NoYesYesNoIEEE 802.1p classifier

Global classifier, applies only to all switch interfaces that are configuredas familympls. Cannot
be configured on individual interfaces.

EXP classifier

NoYesYesNoDSCP rewrite rule

NoYesYesNoDSCP IPv6 rewrite rule

NoYesYesNoIEEE 802.1p rewrite rule

NoYesYesNoEXP rewrite rule

NOTE: IEEE 802.1pmutidestination and DSCPmultidestination classifiers
are applied to all interfaces and cannot be applied to individual interfaces.
NoDSCP IPv6multidestination classifier is supported. IPv6multidestination
traffic uses the DSCPmultidestination classifier.
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Ethernet Interface Support for QFX10000 Switches

You cannot apply classifiers or rewrite rules to Layer 2 or Layer 3 physical interfaces. You

can apply classifiers and rewrite rules only to Layer 2 logical interface unit 0. You can

apply different classifiers and rewrite rules to different Layer 3 logical interfaces.

Table 36 on page 140 shows on which interfaces you can configure and apply classifiers

and rewrite rules.

Table 36: Ethernet Interface Support for Classifier andRewrite Rule Configuration (QFX10000
Switches)

Layer 3 Logical
Interfaces

Layer 3 Physical
Interfaces

Layer 2 Logical
Interface (Unit 0
Only)

Layer 2 Physical
InterfacesCoS Classifiers and Rewrite Rules

YesNoYesNoFixed classifier

YesNoYesNoDSCP classifier

YesNoYesNoDSCP IPv6 classifier

YesNoYesNoIEEE 802.1p classifier

YesNoYesNoEXP classifier

YesNoYesNoDSCP rewrite rule

YesNoYesNoDSCP IPv6 rewrite rule

YesNoYesNoIEEE 802.1p rewrite rule

YesNoYesNoEXP rewrite rule

Routed VLAN Interfaces (RVIs) and Integrated Routing and Bridging (IRB)
Interfaces

You cannot apply classifiers and rewrite rules directly to routed VLAN interfaces (RVIs)

or integrated routing and bridging (IRB) interfaces because themembers of RVIs and

IRBs are VLANs, not ports. However, you can apply classifiers and rewrite rules to the

VLAN port members of an RVI or an IRB. You can also apply MF classifiers to RVIs and

IRBs.

Default Classifiers

If you do not explicitly configure classifiers on an Ethernet interface, the switch applies

default classifiers so that the traffic receives basic CoS treatment. The factors that

determine the default classifier applied to the interface include the interface type (Layer

2 or Layer 3), the port mode (trunk, tagged-access, or access), and whether logical

interfaces have been configured.
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The switch applies default classifiers using the following rules:

• If the physical interface has at least one Layer 3 logical interface configured, the logical

interfaces use the default DSCP classifier.

• If the physical interface has a Layer 2 logical interface in trunkmode or tagged-access

mode, it uses the default IEEE 802.1p trusted classifier.

NOTE: Tagged-accessmode is available only on QFX3500 and QFX3600
devices when used as standalone switches or as QFabric systemNode
devices.

• If the physical interface has a Layer 2 logical interface in access mode, it uses the

default IEEE 802.1p untrusted classifier.

• If the physical interface has no logical interface configured, no default classifier is

applied.

• On switches that use different classifiers for unicast andmultidestination traffic, the

default multidestination classifier is the IEEE 802.1p multidestination classifier.

• There is no default MPLS EXP classifier. If you want to classify MPLS traffic using EXP

bits on these switches, on QFX10000 switches, configure an EXP classifier and apply

it to a logical interface that is configured as family mpls. On QFX5100, QFX5200,

EX4600, QFX3500 and QFX3600 switches, and on QFabric systems, configure an

EXP classifier and configure it as the global system default EXP classifier.

Default Rewrite Rules

No default rewrite rules are applied to interfaces. If you want to re-mark packets at the

egress interface, youmust explicitly configure a rewrite rule.

Classifier Precedence

You can apply multiple classifiers (MF, fixed, IEEE 802.1p, DSCP, or EXP) to an Ethernet

interface to handle different types of traffic. (EXP classifiers are global and apply only

to allMPLS traffic on all familympls interfaces.)When youapplymore thanone classifier

to an interface, the system uses an order of precedence to determine which classifier to

use on interfaces:

• Classifier Precedence on Physical Ethernet Interfaces (QFX5200, QFX5100, EX4600,

QFX3500, and QFX3600 Switches, and QFabric Systems) on page 141

• Classifier Precedence on Logical Ethernet Interfaces (All Switches) on page 142

Classifier Precedence on Physical Ethernet Interfaces (QFX5200, QFX5100,
EX4600, QFX3500, and QFX3600 Switches, and QFabric Systems)

QFX10000 switches do not support configuring classifiers on physical interfaces. The

precedence of classifiers on physical interfaces, from the highest-priority classifier to the

lowest-priority classifier, is:
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• MFclassifier ona logical interface (noclassifier hasahigherpriority thanMFclassifiers)

• Fixed classifier on the physical interface

• DSCP or DSCP IPv6 classifier on the physical interface

• IEEE 802.1p classifier on the physical interface

NOTE: If an EXP classifier is configured, MPLS traffic uses the EXP classifier
on all familympls interfaces, even if anMF or fixed classifier is applied to the

interface. If an EXP classifier is not configured, then if a fixed classifier is
applied to the interface, the MPLS traffic uses the fixed classifier. If no EXP
classifier and no fixed classifier is applied to the interface, MPLS traffic is
treatedasbest-effort traffic.DSCPclassifiersarenotapplied toMPLStraffic.

You can apply a DSCP classifier, an IEEE 802.1p classifier, and an EXP classifier on a

physical interface. When all three classifiers are on an interface, IP traffic uses the DSCP

classifier, MPLS traffic on family mpls interfaces uses the EXP classifier, and all other

traffic uses the IEEE classifier.

NOTE: You cannot apply a fixed classifier and a DSCP or IEEE classifier to
the same interface. If a DSCP classifier, an IEEE classifier, or both are on an
interface, you cannot apply a fixed classifier to that interface unless you first
delete the DSCP and IEEE classifiers. If a fixed classifier is on an interface,
you cannot apply aDSCPclassifier or an IEEEclassifier unless you first delete
the fixed classifier.

Classifier Precedence on Logical Ethernet Interfaces (All Switches)

The precedence of classifiers on logical interfaces, from the highest priority classifier to

the lowest priority classifier, is:

• MFclassifier ona logical interface (noclassifier hasahigher priority thanMFclassifiers).

• Fixed classifier on the logical interface.

• DSCP or DSCP IPv6 classifier on the physical or logical interface..

• IEEE 802.1p classifier on the physical or logical interface.
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NOTE: If a global EXP classifier is configured, MPLS traffic uses the EXP
classifier on all family mpls interfaces, even if a fixed classifier is applied to

the interface. If a global EXP classifier is not configured, then:

• If a fixed classifier is applied to the interface, the MPLS traffic uses the
fixed classifier. If no EXP classifier and no fixed classifier is applied to the
interface, MPLS traffic is treated as best-effort traffic.

You can apply both a DSCP classifier and an IEEE 802.1p classifier on a logical interface.

When both a DSCP and an IEEE classifier are on an interface, IP traffic uses the DSCP

classifier, and all other traffic uses the IEEE classifier. Only MPLS traffic on interfaces

configured as family mpls uses the EXP classifier.

Classifier Behavior and Limitations

Consider the following behaviors and constraints when you apply classifiers to Ethernet

interfaces. Behaviors for applying classifiers to physical interfaces do not pertain to

QFX10000 switches.

• You can configure only one DSCP classifier (IP or IPv6) on a physical interface. You

cannot configure both types of DSCP classifier on one physical interface. Both IP and

IPv6 traffic use whichever DSCP classifier is configured on the interface.

• When you configure a DSCP or a DSCP IPv6 classifier on a physical interface and the

physical interface has at least one logical Layer 3 interface, all packets (IP, IPv6, and

non-IP) use that classifier.

• An interface with both a DSCP classifier (IP or IPv6) and an IEEE 802.1p classifier uses

the DSCP classifier for IP and IPv6 packets, and uses the IEEE classifier for all other

packets.

• Fixed classifiers and BA classifiers (DSCP and IEEE classifiers) are not permitted

simultaneously on an interface. If you configure a fixed classifier on an interface, you

cannot configure aDSCPor an IEEE classifier on that interface. If you configure aDSCP

classifier, an IEEE classifier, or both classifiers on an interface, you cannot configure a

fixed classifier on that interface.

• When you configure an IEEE 802.1p classifier on a physical interface and a DSCP

classifier is not explicitly configured on that interface, the interface uses the IEEE

classifier for all types of packets. No default DSCP classifier is applied to the interface.

(In this case, if youwantaDSCPclassifier on the interface, youmust explicitly configure

it and apply it to the interface.)

• The system does not apply a default classifier to a physical interface until you create

a logical interface on that physical interface. If you configure a Layer 3 logical interface,

the system uses the default DSCP classifier. If you configure a Layer 2 logical interface,

the system uses the default IEEE 802.1p trusted classifier if the port is in trunk mode

or tagged-access mode, or the default IEEE 802.1p untrusted classifier if the port is in

access mode.
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• MF classifiers configured on logical interfaces take precedence over BA and fixed

classifiers, with the exception of the global EXP classifier, which is always used for

MPLS traffic on familympls interfaces. (Use firewall filters to configureMF classifiers.)

When BA or fixed classifiers are present on an interface, you can still configure an MF

classifier on that interface.

• There is no default EXP classifier for MPLS traffic.

• You can configure up to 64 EXP classifiers. On QFX10000 switches, you can apply

different EXP classifiers to different interfaces.

However, on On QFX5200, QFX5100, EX4600, QFX3500, and QFX3600 switches,

and on QFabric systems, the switch uses only one MPLS EXP classifier as a global

classifier on all family mpls interfaces. After you configure an MPLS EXP classifier, you

can configure it as the global EXP classifier by including the EXP classifier in the [edit

class-of-service system-defaults classifiers exp] hierarchy level.

All familympls switch interfacesuse theEXPclassifier specifiedusing this configuration

statement to classify MPLS traffic, even on interfaces that have a fixed classifier. No

other traffic uses the EXP classifier.

Rewrite Rule Precedence and Behavior

The following rules apply on Ethernet interfaces for rewrite rules:

• If you configure one DSCP (or DSCP IPv6) rewrite rule and one IEEE 802.1p rewrite rule

on an interface, both rewrite rules take effect. Traffic with IP and IPv6 headers use the

DSCP rewrite rule, and traffic with a VLAN tag uses the IEEE rewrite rule.

• If you do not explicitly configure a rewrite rule, there is no default rewrite rule, so the

system does not apply any rewrite rule to the interface.

• You can apply a DSCP rewrite rule or a DSCP IPv6 rewrite rule to an interface, but you

cannot apply both a DSCP and a DSCP IPv6 rewrite rule to the same interface. Both

IP and IPv6 packets use the same DSCP rewrite rule, regardless of whether the

configured rewrite rule is DSCP or DSCP IPv6.

• MPLS EXP rewrite rules apply only to logical interfaces on family mpls interfaces. You

cannot apply to an EXP rewrite rule to a physical interface. You can configure up to 64

EXP rewrite rules, but you can only use 16 EXP rewrite rules at any time on the switch.

• A logical interface can use both DSCP (or DSCP IPv6) and EXP rewrite rules.

• DSCP and DSCP IPv6 rewrite rules are not applied to MPLS traffic.

• If the switch is performing penultimate hop popping (PHP), EXP rewrite rules do not

take effect. If both an EXP classifier and an EXP rewrite rule are configured on the

switch, then the EXP value from the last popped label is copied into the inner label. If

either anEXPclassifier or anEXP rewrite rule (butnotboth) is configuredon theswitch,

then the inner label EXP value is sent unchanged.
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NOTE: Oneachphysical interface, eitherall forwardingclasses thatarebeing
used on the interfacemust have rewrite rules configured or no forwarding
classes thatarebeingusedonthe interfacecanhave rewrite rulesconfigured.
On any physical port, do not mix forwarding classes with rewrite rules and
forwarding classes without rewrite rules.

NOTE: Rewrite rules are applied before the egress filter ismatched to traffic.
Because the code point rewrite occurs before the egress filter is matched to
traffic, theegress filtermatch isbasedon the rewritevalue, noton theoriginal
code point value in the packet.

Classifier and Rewrite Rule Configuration Interaction with Ethernet Interface Configuration

OnQFX5100,QFX5200,EX4600,QFX3500,andQFX3600switchesusedasstandalone

switches or as QFabric system Node devices, you can apply classifiers and rewrite rules

only on Layer 2 logical interface unit 0 and Layer 3 physical interfaces (if the Layer 3

physical interface has at least one defined logical interface). On QFX10000 switches,

you can apply classifiers and rewrite rules only to Layer 2 logical interface unit 0 and to

Layer 3 logical interfaces. This section focuses on BA classifiers, but the interaction

between BA classifiers and interfaces described in this section also applies to fixed

classifiers and rewrite rules.

NOTE: OnQFX5100,QFX5200, EX4600,QFX3500, andQFX3600switches
used as standalone switches or as QFabric systemNode devices, EXP
classifiers, are global and apply to all switch interfaces. See “Defining CoS
Multidestination (Multicast, Broadcast, DLF) BA Classifiers” on page 119 for
how to configuremultidestination classifiers and see “Configuring a Global
MPLS EXP Classifier” on page 126 for how to configure EXP classifiers.

On switches that use different classifiers for unicast andmultidestination
traffic,multidestinationclassifiersareglobalandapply toall switch interfaces.

There are two components to applying classifiers or rewrite rules to interfaces:

1. Setting the interface family (inet, inet6, or ethernet-switching; ethernet-switching is

the default interface family) in the [edit interfaces] configuration hierarchy.

2. Applying a classifier or rewrite rule to the interface in the [edit class-of-service]

hierarchy.

Theseare separateoperations that canbesetandcommittedatdifferent times.Because

the typeof classifier or rewrite rule you canapply to an interfacedependson the interface

family configuration, the systemperformschecks toensure that theconfiguration is valid.

Themethod the system uses to notify you of an invalid configuration depends on the set

operation that causes the invalid configuration.
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NOTE: QFX10000 switches cannot bemisconfigured in the following two
ways because you can configure classifiers only on logical interfaces. Only
switches that allowclassifier configuration onphysical and logical interfaces
can experience the followingmisconfigurations.

If applying the classifier or rewrite rule to the interface in the [edit class-of-service]

hierarchy causesan invalid configuration, the system rejects the configurationand returns

a commit check error.

If setting the interface family in the [edit interfaces] configuration hierarchy causes an

invalid configuration, the system creates a syslog error message. If you receive the error

message, you need to remove the classifier or rewrite rule configuration from the logical

interface and apply it to the physical interface, or remove the classifier or rewrite rule

configuration fromthephysical interfaceandapply it to the logical interface. For classifiers,

if you do not take action to correct the error, the system programs the default classifier

for the interface family on the interface. (There are no default rewrite rules. If the commit

check fails, no rewrite rule is applied to the interface.)

Two scenarios illustrate these situations:

• Applying a classifier to an Ethernet interface causes a commit check error

• Configuring the Ethernet interface family causes a syslog error

These scenarios differ on different switches because some switches support classifiers

on physical Layer 3 interfaces but not on logical Layer 3 interfaces, while other switches

support classifiers on logical Layer 3 interfaces but not on physical Layer 3 interfaces.

Two scenarios illustrate these situations:

• QFX5100,QFX5200, EX4600,QFX3500, andQFX3600SwitchScenarios onpage 146

NOTE: Both of these scenarios also apply to fixed classifiers and rewrite
rules.

QFX5100, QFX5200, EX4600, QFX3500, and QFX3600 Switch Scenarios

The following scenarios also apply the QFX5100, QFX5200, EX4600, QFX3500, and

QFX3600 switches when they are used as QFabric system Node devices.

Scenario 1: Applying a Classifier to an Ethernet Interface Causes a Commit Check Error

In Scenario 1, we set the interface family, and then specify an invalid classifier.

1. Set and commit the interface as a Layer 3 (family inet) interface:

[edit interfaces]
user@switch# set xe-0/0/20 unit 0 family inet
user@switch# commit

This commit operation succeeds.
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2. Set and commit a DSCP classifier on the logical interface (this example uses a DSCP

classifier named dscp1):

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit 0 classifiers dscp dscp1
user@switch# commit

This configuration is not valid, because it attempts to apply a classifier to a Layer 3

logical interface. Because the failure is caused by the class-of-service configuration

and not by the interface configuration, the system rejects the commit operation and

issues a commit error, not a syslog message.

Note that the commit operation succeeds if you apply the classifier to the physical

Layer 3 interface as follows:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 classifiers dscp dscp1
user@switch# commit

Because the logical unit is not specified, the classifier is applied to the physical Layer 3

interface in a valid configuration, and the commit check succeeds.

Scenario 2: Configuring the Ethernet Interface Family Causes a Syslog Error

In Scenario 2, we set the classifier first, and then set an invalid interface type.

1. Set and commit a DSCP classifier on a logical interface that has no existing

configuration:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit 0 classifiers dscp dscp1
user@switch# commit

This commit succeeds. Because no explicit configuration existed on the interface, it

is by default a Layer 2 (family ethernet-switching) interface. Layer 2 logical interfaces

support BA classifiers, so applying the classifier is a valid configuration.

2. Set and commit the interface as a Layer 3 interface (family inet) interface:

[edit interfaces]
user@switch# set xe-0/0/20 unit 0 family inet
user@switch# commit

This configuration is not valid because it attempts to change an interface from Layer

2 (family ethernet-switching) to Layer 3 (family inet) when a classifier has already

beenapplied to a logical interface. Layer 3 logical interfaces donot support classifiers.

Because the failure is caused by the interface configuration and not by the

class-of-service configuration, the system does not issue a commit error, but instead

issues a syslog message.

When the system issues the syslogmessage, it programs the default classifier for the

interface type on the interface. In this scenario, the interface has been configured as

a Layer 3 interface, so the system applies the default DSCP profile to the physical

Layer 3 interface.

In this scenario, to install a configured DSCP classifier, remove themisconfigured

classifier fromtheLayer 3 logical interfaceandapply it to theLayer 3physical interface.

For example:

[edit]
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user@switch# delete class-of-service interfaces xe-0/0/20 unit 0 classifiers dscp dscp1
user@switch# commit
user@switch# set class-of-service interfaces xe-0/0/20 classifiers dscp dscp1
user@switch# commit

Related
Documentation

Understanding CoS Packet Flow on page 16•

• Configuring CoS on page 6

Understanding CoS Code-Point Aliases

A code-point alias assigns a name to a pattern of code-point bits. You can use this name

instead of the bit pattern when you configure other CoS components such as classifiers

and rewrite rules.

NOTE: This topic applies to all EX Series switches except the EX4600.
Because the EX4600 uses a different chipset than other EXSeries switches,
the code-point aliases on EX4600match those onQFX Series switches. For
EX4600 code-point aliases, see “Understanding CoS Code-Point Aliases”
on page 148.

Behavior aggregate classifiers use class-of-service (CoS) values such as Differentiated

Services Code Points (DSCPs) or IEEE 802.1 bits to associate incoming packets with a

particular forwarding class and the CoS servicing level associated with that forwarding

class. You can assign ameaningful name or alias to the CoS values and use that alias

instead of bits when configuring CoS components. These aliases are not part of the

specifications but are well known through usage. For example, the alias for DSCP 101110

is widely accepted as ef (expedited forwarding).

Whenyouconfigure forwarding classesanddefine classifiers, youcan refer to themarkers

by alias names. You can configure code point alias names for user-defined classifiers. If

the value of an alias changes, it alters the behavior of any classifier that references it.

You can configure code-point aliases for the following type of CoSmarkers:

• dscp or dscp-ipv6—Handles incoming IP and IPv6 packets.

• ieee-802.1—Handles Layer 2 frames.

Table37onpage 148shows thedefaultmappingofcode-pointaliases to IEEEcodepoints.

Table 37: Default IEEE 802.1 Code-Point Aliases

MappingCoS Value Types

000be

001be1

010ef
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Table 37: Default IEEE 802.1 Code-Point Aliases (continued)

MappingCoS Value Types

011ef1

100af11

101af12

110nc1

111nc2

Table 38 on page 149 shows the default mapping of code-point aliases to DSCP and

DSCP IPv6 code points.

Table 38: Default DSCP and DSCP IPv6 Code-Point Aliases

MappingCoS Value Types

101110ef

001010af11

001100af12

001110af13

010010af21

010100af22

010110af23

011010af31

011100af32

011110af33

100010af41

100100af42

100110af43

000000be

001000cs1
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Table 38: Default DSCP and DSCP IPv6 Code-Point Aliases (continued)

MappingCoS Value Types

010000cs2

011000cs3

100000cs4

101000cs5

110000nc1

111000nc2

Related
Documentation

Understanding Junos CoS Components on page 9•

• Defining CoS Code-Point Aliases on page 150

Defining CoS Code-Point Aliases

You can use code-point aliases to streamline the process of configuring CoS features on

your switch. A code-point alias assigns a name to a pattern of code-point bits. You can

use this name instead of the bit patternwhen you configure other CoS components such

as classifiers and rewrite rules.

You can configure code-point aliases for the following CoSmarker types:

• DSCP or DSCP IPv6—Handles incoming IPv4 or IPv6 packets.

• IEEE 802.1p—Handles Layer 2 frames.

To configure a code-point alias:

1. Specify a CoSmarker type (IEEE 802.1 or DSCP).

2. Assign an alias.

3. Specify the code point that corresponds to the alias.

[edit class-of-service code-point-aliases]
user@switch# set (dscp | dscp-ipv6 | ieee-802.1) alias-name code-point-bits

For example, to configure a code-point alias for an IEEE 802.1 CoSmarker type that has

the alias name be2 andmaps to the code-point bits 001:

[edit class-of-service code-point-aliases]
user@switch# set ieee-802.1 be2 001

Related
Documentation

Monitoring CoS Code-Point Value Aliases on page 216•

• Understanding CoS Code-Point Aliases on page 148
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Understanding CoS Forwarding Classes

Forwarding classes group traffic andassign the traffic to output queues. Each forwarding

class is mapped to an output queue. Classification maps incoming traffic to forwarding

classes based on the code point bits in the packet or frame header. Forwarding class to

queuemapping defines the output queue used for the traffic classified into a forwarding

class.

A classifier must associate each packet with one of the following five default forwarding

classes or with a user-configured forwarding class in order to assign an output queue to

the packet:

• fcoe—Guaranteed delivery for Fibre Channel over Ethernet (FCoE) traffic.

• no-loss—Guaranteed delivery for TCP lossless traffic.

• best-effort—Provides best-effort delivery without a service profile. Loss priority is

typically not carried in a class-of-service (CoS) value.

• network-control—Supports protocol control and is typically high priority.

• mcast—Delivery of multidestination (multicast, broadcast, and destination lookup

fail) packets.

The switch supports up to 12 forwarding classes, 8 for unicast traffic and 4 for

multidestination traffic, thus enabling flexible, differentiated, packet classification. For

example, you can configure multiple classes of best-effort traffic such as best-effort,
best-effort1, and best-effort2.

The switch supports 12 output queues: 8 output queues for unicast traffic (queues 0

through 7) and 4 output queues for multidestination traffic (queues 8 through 11).

Forwarding classes mapped to unicast queues are associated with unicast traffic, and

forwarding classes mapped tomultidestination queues are associated with

multidestination traffic. You cannotmapunicast andmultidestination traffic to the same

queue. Youcannotmapastrict-highpriority queue toamultidestination forwarding class

(queues 8 through 11 do not support strict-high priority configuration).

• Default Forwarding Classes on page 151

• Forwarding Class Configuration Rules on page 153

• Lossless Transport Support on page 154

Default Forwarding Classes

Table39onpage 152shows the fourdefault forwardingclassesdefined for unicast traffic,

andTable40onpage 152 shows thedefault forwardingclassdefined formulticast traffic.

You can rename the forwarding classes. Assigning a new forwarding class name does

not alter the default classification or scheduling applied to the queue that is mapped to

that forwarding class. CoS configurations can be complex, so unless it is required by your

scenario, we recommend that you use the default class names and queue number

associations.
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Table 39: Default Forwarding Classes for Unicast Packets

CommentsDefault QueueMappingForwarding Class Name

The software does not apply any special CoS handling to
best-effort traffic. This is a backward compatibility feature.
Best-effort traffic is usually the first traffic tobedroppedduring
periods of network congestion.

By default, this is a lossy forwarding class with a packet drop
attribute of drop.

0best-effort

By default, the fcoe forwarding class is a lossless forwarding
class designed to handle Fibre Channel over Ethernet (FCoE)
traffic. The no-loss packet drop attribute is applied by default.

NOTE: By convention, deployments with converged server
access typically use IEEE 802.1p priority 3 (011) for FCoE traffic.
The defaultmapping of the fcoe forwarding class is to queue 3.
Apply priority-based flowcontrol (PFC) to the entire FCoEdata
path to configure the end-to-end lossless behavior that FCoE
requires.

We recommend that you use priority 3 for FCoE traffic unless
your network architecture requires that you use a different
priority.

3fcoe

By default, this is a lossless forwarding classwith a packet drop
attribute of no-loss.

4no-loss

The software delivers packets in this service class with a high
priority. (These packets are not delay-sensitive.)

Typically, these packets represent routing protocol hello or
keepalivemessages.Because lossof thesepackets jeopardizes
proper network operation, packet delay is preferable to packet
discard.

By default, this is a lossy forwarding class with a packet drop
attribute of drop.

7network-control

Table 40: Default Forwarding Classes for Multicast Packets

CommentsDefault QueueMappingForwarding Class Name

The software does not apply any special CoS handling to the
multidestination packets. These packets are usually dropped
under congested network conditions.

By default, this is a lossy forwarding class with a packet drop
attribute of drop.

8mcast
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NOTE: Mirrored traffic is always sent to the queue that corresponds to the
multidestination forwarding class. The switched copy of themirrored traffic
is forwarded with the priority determined by the behavior aggregate
classification process.

Forwarding Class Configuration Rules

Take the following rules into account when you configure forwarding classes:

• Queue Assignment Rules on page 153

• Scheduling Rules on page 153

• Rewrite Rules on page 154

Queue Assignment Rules

The following rules govern queue assignment:

• CoS configurations that specify more queues than the switch can support are not

accepted. The commit operation fails with a detailed message that states the total

number of queues available.

• AlldefaultCoSconfigurationsarebasedonqueuenumber.Thenameof the forwarding

class that appears in thedefault configuration is the forwarding class currentlymapped

to that queue.

• Only unicast forwarding classes can bemapped to unicast queues (0 through 7), and

only multidestination forwarding classes can bemapped tomultidestination queues

(8 through 11).

• Strict-high priority queues cannot bemapped tomultidestination forwarding classes.

(Strict-high priority traffic cannot bemapped to queues 8 through 11).

• If you mapmore than one forwarding class to a queue, all of the forwarding classes

mapped to the same queuemust have the same packet drop attribute (all of the

forwarding classes must be lossy, or all of the forwarding classes mapped to a queue

must be lossless).

In addition, if you configure a strict-high priority queue, we recommend that you always

apply a shaping rate to prevent the strict-high priority queue from starving other queues.

If you do not apply a shaping rate to limit the amount of bandwidth a strict-high priority

queue can use, then the strict-high priority queue can use all of the available port

bandwidth and starve other queues on the port.

Scheduling Rules

When you configure a forwarding class andmap traffic to it on the switch (that is, you

are not using adefault classifier and forwarding class), youmust alsodefine a scheduling

policy for the forwarding class. Defining a scheduling policy means:

• Mapping a scheduler to the forwarding class in a scheduler map

• Including the forwarding class in a forwarding class set
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• Associating the scheduler map with a traffic control profile

• Attaching the traffic control profile to a forwarding class set and applying the traffic

control profile to an interface

Rewrite Rules

On each physical interface, either all forwarding classes that are being used on the

interfacemust have rewrite rules configured, or no forwarding classes that are being used

on the interface can have rewrite rules configured. On any physical port, do not mix

forwarding classes with rewrite rules and forwarding classes without rewrite rules.

Lossless Transport Support

The switch supports up to six lossless forwarding classes. For lossless transport, you

must enable PFC on the IEEE 802.1p code point of lossless forwarding classes. The

following limitations apply to support lossless transport:

• The external cable length from the switch or QFabric system Node device to other

devices cannot exceed 300meters.

• The internal cable length from the QFabric systemNode device to the QFabric system

Interconnect device cannot exceed 150meters.

• For FCoE traffic, the interface maximum transmission unit (MTU)must be at least

2180 bytes to accommodate the packet payload, headers, and checks.

• Changing any portion of a PFC configuration on a port blocks the entire port until the

change is completed.After aPFCchange is completed, theport is unblockedand traffic

resumes.Changing thePFCconfigurationmeansanychangetoacongestionnotification

profile that is configuredonaport (enabling or disablingPFConacodepoint, changing

the MRU or cable-length value, or specifying an output flow control queue). Blocking

the port stops ingress and egress traffic, and causes packet loss on all queues on the

port until the port is unblocked.
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NOTE: Junos OS Release 12.2 introduces changes to the way lossless
forwarding classes (the fcoe and no-loss forwarding classes) are handled.

In Junos OS Release 12.1, both explicitly configuring the fcoe and no-loss

forwarding classes, and using the default configuration for these forwarding
classes, resulted in the same lossless behavior for traffic mapped to those
forwarding classes.

However, in Junos OS Release 12.2, if you explicitly configure the fcoe or the

no-loss forwarding class, that forwarding class is no longer treated as a

lossless forwarding class. Traffic mapped to these forwarding classes is
treated as lossy (best-effort) traffic. This is true even if the explicit

configuration is exactly the same as the default configuration.

If your CoS configuration from Junos OS Release 12.1 or earlier includes the
explicit configuration of the fcoe or the no-loss forwarding class, then when

you upgrade to Junos OS Release 12.2, those forwarding classes are not
lossless. To preserve the lossless treatment of these forwarding classes,
delete the explicit fcoeand no-loss forwarding class configuration before you

upgrade to Junos OS Release 12.2.

SeeOverviewof CoSChanges Introduced in JunosOSRelease 12.2 for detailed
information about this change and how to delete an existing lossless
configuration.

In Junos OS Release 12.3, the default behavior of the fcoe and no-loss

forwarding classes is the sameas in JunosOSRelease 12.2. However, in Junos
OS Release 12.3, you can configure up to six lossless forwarding classes. All
explicitly configured lossless forwardingclassesmust include thenewno-loss

packet drop attribute or the forwarding class is lossy.

Related
Documentation

Overview of CoS Changes Introduced in Junos OS Release 12.2•

• Understanding Junos CoS Components on page 9

• Understanding CoS Packet Flow on page 16

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Example: Configuring Forwarding Classes on page 157

• Defining CoS Forwarding Classes on page 156

155Copyright © 2016, Juniper Networks, Inc.

Chapter 4: Using Classifiers, Forwarding Classes, and Rewrite Rules



Defining CoS Forwarding Classes

Forwarding classes allow you to group packets for transmission. The switch supports a

total of 12 forwarding classes, 8 unicast forwarding classes and 4multidestination

(multicast, broadcast, anddestination lookup fail) forwardingclasses. Inorder to forward

traffic, you map (assign) the forwarding classes to unicast or multidestination output

queues.

The switch has 12 output queues. Queues 0 through 7 are for unicast traffic and queues 8

through 11 are for multicast traffic. Forwarding classes mapped to unicast queues must

carry unicast traffic, and forwarding classes mapped tomultidestination queues must

carry multidestination traffic. There are four default unicast forwarding classes and one

default multidestination forwarding class.

The default unicast forwarding classes are:

• best-effort—Best-effort traffic

• fcoe—Guaranteed delivery for Fibre Channel over Ethernet traffic (do not use on OCX

Series switches)

• no-loss—Guaranteed delivery for TCP no-loss traffic (do not use on OCX Series

switches)

• network-control—Network control traffic

The default multidestination forwarding class is:

• mcast—Multidestination traffic

Map forwarding classes to queues using the class statement. You canmapmore than

one forwarding class to a single queue, but all forwarding classesmapped to a particular

queuemust be of the same type, either unicast ormulticast. You cannotmix unicast and

multicast forwarding classes on the same queue.

All of the forwarding classes mapped to the same queuemust have the same packet

dropattribute (all of the forwarding classesmust be lossy, or all of the forwarding classes

mapped to a queuemust be lossless). This is important because the default fcoe and

no-loss forwarding classes have the no-loss drop attribute, which is not supported on

OCXSeries switches. OnOCXSeries switches, do notmap traffic to the default fcoe and

no-loss forwarding classes.

[edit class-of-service forwarding-classes]
user@switch# set class class-name queue-num queue-number <no-loss>

For example, to create a forwarding class named be2 andmap it to queue 1:

[edit class-of-service forwarding-classes]
user@switch# set class be2 queue-num 1

For another example, to create a lossless forwarding class named fcoe2 andmap it to

queue 5:

[edit class-of-service forwarding-classes]
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user@switch# set class fcoe2 queue-num 5 no-loss

NOTE: On switches that do not run ELS software, if you are using Junos OS
Release 12.2 or later, use the default forwarding-class-to-queuemapping for
the lossless fcoe and no-loss forwarding classes. If you explicitly configure

the lossless forwarding classes, the traffic mapped to those forwarding
classes is treated as lossy (best-effort) traffic and does not receive lossless

treatment unless you include the optional no-loss packet drop attribute

introduced in Junos OS Release 12.3 in the forwarding class configuration..

NOTE: On switches that do not run ELS software, Junos OS Release 11.3R1
and earlier supported an alternatemethod of mapping forwarding classes
to queues that allowed you tomap only one forwarding class to a queue
using the statement:

[edit class-of-service forwarding-classes]
user@switch# set queue queue-number class-name

The queue statement has been deprecated and is no longer valid in JunosOS

Release 11.3R2 and later. If you have a configuration that uses the queue

statement tomap forwarding classes to queues, edit the configuration to
replace the queue statement with the class statement.

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring Forwarding Classes on page 157

• Monitoring CoS Forwarding Classes on page 212

• Understanding CoS Forwarding Classes on page 151

Example: Configuring Forwarding Classes

Forwarding classes group packets for transmission. Forwarding classes map to output

queues, so the packets assigned to a forwarding class use the output queuemapped to

that forwarding class. Unicast traffic andmultidestination (multicast, broadcast, and

destination lookup fail) traffic use separate forwarding classes and output queues.

• Requirements on page 157

• Overview on page 158

• Configuring Forwarding Classes on page 159

• Verification on page 160

Requirements

This example uses the following hardware and software components:

• One switch (this example was tested on a Juniper Networks QFX3500 Switch)
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• Junos OS Release 11.1 or later for the QFX Series or Junos OS Release 14.1X53-D20 or

later for the OCX Series.

Overview

The switch supports a total of 12 forwarding classes. To forward traffic, you must map

(assign) the forwarding classes to unicast ormultidestination output queues. The switch

has 12 queues. Queues 0 through 7 are for unicast traffic, and queues 8 through 11 are for

multidestination traffic. Except for OCX Series switches, switches support up to six

lossless forwarding classes. (OCX Series switches do not support lossless Layer 2

transport.)

The switch provides four default unicast forwarding classes and one default

multidestination forwarding class. Youcandefine the remaining seven forwarding classes

and configure them as unicast or multidestination forwarding classes by mapping them

to unicast or multidestination queues. The type of queue, unicast or multidestination,

determines the type of forwarding class.

The four default unicast forwarding classes are:

• be—Best-effort traffic

• fcoe—Guaranteed delivery for Fibre Channel over Ethernet traffic (do not use on OCX

Series switches)

• no-loss—Guaranteed delivery for TCP no-loss traffic (do not use on OCX Series

switches)

• nc—Network control traffic

The default multidestination forwarding class is:

• mcast—Multidestination traffic

Map forwarding classes to queues using the class statement. You canmapmore than

one forwarding class to a single queue, but all forwarding classesmapped to a particular

queuemust be of the same type, either unicast ormulticast. You cannotmix unicast and

multicast forwarding classes on the same queue. The statement format is:

[edit class-of-service forwarding-classes]
user@switch# set class class-name queue-num queue-number;

NOTE: On switches that do not run ELS software, if you are using Junos OS
Release 12.2, use the default forwarding-class-to-queuemapping for the
lossless fcoe and no-loss forwarding classes. If you explicitly configure the

lossless forwarding classes, the traffic mapped to those forwarding classes
is treatedas lossy (best-effort) trafficanddoesnot receive lossless treatment.

In Junos OS Release 12.3 and later, you can include the no-loss packet drop
attribute in explicit forwarding class configurations to configure a lossless
forwarding class.
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NOTE: On switches that do not run ELS software, Junos OS Release 11.3R1
and earlier supported an alternatemethod of mapping forwarding classes
to queues that allowed you tomap only one forwarding class to a queue
using the statement:

[edit class-of-service forwarding-classes]
user@switch# set queue queue-number class-name

The queue statement has been deprecated and is no longer valid in JunosOS

Release 11.3R2 and later. If you have a configuration that uses the queue

statement tomap forwarding classes to queues, edit the configuration to
replace the queue statement with the class statement.

NOTE: Hierarchical scheduling controls output queue forwarding.When you
define a forwarding class and classify traffic into it, youmust also define a
schedulingpolicy for the forwardingclass.Definingaschedulingpolicymeans:

• Mapping a scheduler to the forwarding class in a scheduler map

• Including the forwarding class in a forwarding class set

• Associating the scheduler mapwith a traffic control profile

• Attaching the traffic control profile to a forwarding class set and applying
the traffic control profile to an interface

Table 41 on page 159 shows the configuration forwarding-class-to-queuemapping for

this example:

Table 41: Forwarding-Class-to-Queue Example Configuration

QueueForwarding Class

0best-effort

7nc

8mcast

Configuring Forwarding Classes

To configure CoS forwarding classes:

1. Map the best-effort forwarding class to queue 0:

[edit class-of-service forwarding-classes]
user@switch# set class best-effort queue-num0

2. Map the nc forwarding class to queue 7:

[edit class-of-service forwarding-classes]
user@switch# set class nc queue-num 7
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3. Map themcast-be forwarding class to queue 8:

[edit class-of-service forwarding-classes]
user@switch# set classmcast-be queue-num8

Verification

Verifying the Forwarding-Class-to-QueueMapping

Purpose Verify the forwarding-class-to-queuemapping. (The system shows only the explicitly

configured forwarding classes; it does not show default forwarding classes such as fcoe

and no-loss.)

Action Verify the results of the forwarding class configuration using the operational mode

command show configuration class-of-service forwarding-classes:

user@switch> show configuration class-of-service forwarding-classes
class best-effort queue-num 0;
class network-control queue-num 7;
class mcast queue-num 8;

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Defining CoS Forwarding Classes on page 156

• Monitoring CoS Forwarding Classes on page 212

• Overview of CoS Changes Introduced in Junos OS Release 11.3

• Overview of CoS Changes Introduced in Junos OS Release 12.2

• Understanding CoS Forwarding Classes on page 151

• Understanding CoS Forwarding Classes

Understanding CoS Forwarding Class Sets (Priority Groups)

A forwarding class set is the Junos OS configuration construct that equates to a priority

group in enhanced transmission selection (ETS, described in IEEE 802.1Qaz). The switch

implements ETS using a two-tier hierarchical scheduler.

A priority group is a group of forwarding classes. Each forwarding class is mapped to an

outputqueueandan IEEE802.1ppriority (codepoints).Classifying traffic intoa forwarding

class based on its code points, andmapping the forwarding class to a queue, defines the

traffic assigned to that queue. The forwarding classes that belong to a priority group

share theportbandwidthallocated to thatprioritygroup.The trafficmapped to forwarding

classes in one priority group usually shares similar traffic-handling requirements.

You can configure up to three unicast forwarding class sets and onemulticast forwarding

class set. Only unicast forwarding classes can belong to unicast forwarding class sets.

Only multicast forwarding classes can belong to the multicast forwarding class set.
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If you configure a strict-high priority forwarding class (you can configure only one

strict-high priority forwarding class), youmust observe the following rules when

configuring forwarding class sets:

• Youmust create a separate forwarding class set for the strict-high priority forwarding

class.

• Only one forwarding class set can contain the strict-high priority forwarding class.

• A strict-high priority forwarding class cannot belong to the same forwarding class set

as forwarding classes that are not strict-high priority.

• A strict-high priority forwarding class cannot belong to amultidestination forwarding

class set.

• You cannot configure a guaranteedminimum bandwidth (guaranteed rate) for a

forwarding class set that includes a strict-high priority forwarding class. (You also

cannot configureaguaranteedminimumbandwidth for a strict-high forwardingclass.)

• Werecommend that youalwaysapplya shaping rate toa strict-highpriority forwarding

class to prevent it from starving the queuesmapped to other forwarding classes. If you

do not apply a shaping rate to limit the amount of bandwidth a strict-high priority

forwarding class can use, then the strict-high priority forwarding class can use all of

the available port bandwidth and starve other forwarding classes on the port.

Youmust use hierarchical scheduling if you explicitly configure CoS. The two-tier

hierarchical scheduler defines bandwidth resources for the forwarding class set (priority

group), and then allocates those resources among the forwarding classes (priorities)

that belong to the forwarding class set.

If you do not explicitly configure forwarding class sets, the system automatically creates

a default forwarding class set that contains all of the forwarding classes on the switch.

The system assigns 100 percent of the port output bandwidth to the default forwarding

class set. Ingress traffic is classifiedbasedon thedefault classifier settings. The forwarding

classes in the default forwarding class set receive bandwidth based on the default

scheduler settings. Forwarding classes that are not part of the default scheduler receive

no bandwidth. The default priority group is transparent. It does not appear in the

configuration and is used for Data Center Bridging Capability Exchange Protocol (DCBX)

advertisement (except on OCX Series switches, which do not support DCBX).

When you explicitly configure forwarding class sets and apply them to interfaces, on

those interfaces, forwarding classes that youdonotmap toa forwarding class set receive

no guaranteed bandwidth. Forwarding classes that belong to the default forwarding

class set might receive bandwidth if the other forwarding class sets are not using all of

the port bandwidth. However, the amount of bandwidth received by forwarding classes

that are not members of a forwarding class set is not guaranteed. In this case, the

bandwidth a forwarding class receives if it is not a member of a forwarding class set

dependsonwhetherunusedportbandwidth isavailableand therefore isnotdeterministic.

To guarantee bandwidth for forwarding classes in a predictable manner, be sure to map

all forwarding classes that you expect to carry traffic on an interface to a forwarding

class set, and apply the forwarding class set to the interface.
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Related
Documentation

Understanding CoS Hierarchical Port Scheduling (ETS) on page 331•

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Forwarding Class Sets on page 162

• Defining CoS Forwarding Class Sets on page 162

Defining CoS Forwarding Class Sets

A forwarding class set is apriority group for enhanced transmission selection (ETS) traffic

control. Each forwarding class set consists of one ormore forwarding classes. Classifiers

map traffic into forwardingclassesbasedoncodepoints (priority), and forwardingclasses

are mapped to output queues.

You can configure up to three unicast forwarding class sets and onemulticast forwarding

class set.

To configure a forwarding class set using the CLI:

1. Assign one or more forwarding classes to the forwarding class set:

[edit class-of-service]
user@switch# set forwarding-class-sets forwarding-class-set-name class
forwarding-class-name

2. Map the forwarding class set to an interface:

[edit class-of-service]
user@switch# set interfaces interface-name forwarding-class-set forwarding-class-set-name

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring Forwarding Class Sets on page 162

• Defining CoS Queue Schedulers on page 302

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 327

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 160

Example: Configuring Forwarding Class Sets

A forwarding class set (fc-set) is a priority group for enhanced transmission selection

(ETS) traffic control. Each fc-set consists of one or more forwarding classes (priorities).

Classifiersmap traffic to forwardingclassesbasedoncodepoints, and forwardingclasses

are mapped to output queues.

ETS enables you to configure link resources (bandwidth and bandwidth sharing

characteristics) for an fc-set, and then allocate the fc-set’s resources among the

forwarding classes that belong to the fc-set. This is called two-tier, or hierarchical,
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scheduling. Traffic control profiles control the scheduling for the fc-set (priority group),

and schedulers control the scheduling for individual forwarding classes (priorities).

• Requirements on page 163

• Overview on page 163

• Configuring Forwarding Class Sets on page 164

• Verification on page 165

Requirements

This example uses the following hardware and software components:

• One switch (this example was tested on a Juniper Networks QFX3500 Switch)

• Junos OS Release 11.1 or later for the QFX Series or Junos OS Release 14.1X53-D20 or

later for the OCX Series.

Overview

You can configure up to three unicast fc-sets and onemulticast fc-set. A common way

to configure unicast priority groups is to configure separate fc-sets for local area network

(LAN) traffic, storage area network (SAN) traffic, and high-performance computing

(HPC) traffic, and then assign the appropriate forwarding classes to each fc-set.

NOTE: If you configure a strict-highpriority forwarding class, youmust create

an fc-set that is dedicated only to strict-high priority traffic. You can only

configure one strict-high priority forwarding class, and only one fc-set can
contain a strict-high priority queue. Queues that are not strict-high priority
cannot belong to the same fc-set as a strict-high priority queue. The
multidestination fc-set cannot contain a strict-high priority queue.

To apply ETS, you use a traffic control profile to map one or more fc-sets to a physical

egress port. You canmap up to three unicast forwarding class sets and one

multidestination forwarding class set to each port. When youmap an fc-set to a port,

the port uses hierarchical scheduling to allocate port resources to the priority group

(fc-set) and to allocate the priority group resources to the queues (forwarding classes)

that belong to the priority group.

This example describes how to:

• Configure three fc-sets called lan-pg, san-pg, and hpc-pg.

• Assign forwarding classes to each of the fc-sets.

• Apply the fc-sets and their output traffic control profiles to an egress interface.

This example does not describe how to configure the forwarding classes assigned to the

fc-sets or how to configure traffic control profiles (scheduling). “Example: Configuring

CoS Hierarchical Port Scheduling (ETS)” on page 337 provides a complete example of
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how to configure ETS, including forwarding class and scheduling configuration.

Table 42 on page 164 shows the configuration components for this example:

Table 42: Components of the Forwarding Class Sets Configuration Example

SettingsComponent

QFX3500 switchHardware

Forwarding class set: lan-pg
Forwarding classes: best-effort-1, best-effort-2

LAN traffic priority group

Forwarding class set: san-pg
Forwarding classes: fcoe, fcoe-2

NOTE: OCX Series switches do not support FCoE traffic or
lossless Layer 2 transport. If you were configuring this example
on an OCX Series switch, you could omit this priority group, or
rename it andmap different forwarding classes to it.

SAN traffic priority group

Forwarding class set: hpc-pg
Forwarding classes: nc, high-perf

HPC traffic priority group

xe-0/0/7Egress interface

Configuring Forwarding Class Sets

1. Define the lan-pg priority group (fc-set) and assign to it the forwarding classes

best-effort-1 and best-effort-2:

[edit class-of-service]
user@switch# set forwarding-class-sets lan-pg class best-effort-1
user@switch# set forwarding-class-sets lan-pg class best-effort-2

2. Define the san-pgpriority groupandassign to it the forwarding classes fcoeand fcoe-2:

[edit class-of-service]
user@switch# set forwarding-class-sets san-pg class fcoe
user@switch# set forwarding-class-sets san-pg class fcoe-2

3. Define thehpc-pgpriority groupandassign to it the forwardingclassesncandhigh-perf:

[edit class-of-service]
user@switch# set forwarding-class-sets hpc-pg class nc
user@switch# set forwarding-class-sets hpc-pg class high-perf

4. Map the three forwarding class sets to an interface (the output traffic control profiles

associated with the forwarding class sets determine the class of service scheduling

for the priority groups):

[edit class-of-service]
user@switch# set interfaces xe-0/0/7 forwarding-class-set lan-pg
output-traffic-control-profile lan-tcp
user@switch# set interfaces xe-0/0/7 forwarding-class-set san-pg
output-traffic-control-profile san-tcp
user@switch# set interfaces xe-0/0/7 forwarding-class-set hpc-pg
output-traffic-control-profile hpc-tcp
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Verification

To verify the priority group configuration, perform these tasks:

• Verifying Forwarding Class Set Membership on page 165

• Verifying the Egress Interface Configuration on page 165

Verifying Forwarding Class Set Membership

Purpose Verify that you configured the lan-pg, san-pg, and hpc-pg priority groups with the correct

forwarding classes.

Action List the forwardingclass setmemberconfigurationusing theoperationalmodecommand

show configuration class-of-service forwarding-class-sets:

user@switch> show configuration class-of-service forwarding-class-sets
lan-pg {
    class best-effort-1;
    class best-effort-2;
}
san-pg {
    class fcoe;
    class fcoe-2;
}
hpc-pg {
    class high-perf;
    class nc;
}

Verifying the Egress Interface Configuration

Purpose Verify that egress interface xe-0/0/7 is associated with the lan-pg, san-pg, and hpc-pg

priority groups and with the correct output traffic control profiles.

Action Display the egress interface using the operational mode command show configuration

class-of-service interfaces xe-0/0/7:

user@switch> show configuration class-of-service interfaces xe-0/0/7
forwarding-class-set {
    lan-pg {
        output-traffic-control-profile lan-tcp;
    }
    san-pg {
        output-traffic-control-profile san-tcp;
    }
    hpc-pg {
        output-traffic-control-profile hpc-tcp;
    }
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328
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• Defining CoS Forwarding Class Sets on page 162

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 160

Understanding Host Routing Engine Outbound Traffic Queues and Defaults

The host Routing Engine and CPU generate outbound traffic that is transmitted using

different protocols. You cannot configure a classifier tomap different types of outbound

traffic that the host generates to forwarding classes (queues). The traffic that the host

generates is assigned to forwarding classes by default as shown in Table 43 on page 166.

If you want to separate host outbound traffic from other traffic or if you want to assign

that traffic to a particular queue, you can configure a single forwarding class for all traffic

that the host generates. If you configure a forwarding class for outbound host traffic,

that forwarding class is used globally for all traffic generated by the host. (That is, the

host outbound traffic is mapped to the selected queue on all egress interfaces.)

Configuringa forwardingclass for hostoutbound trafficdoesnotaffect transit or incoming

traffic.

Whether you use the default host outbound traffic forwarding class configuration or

configure a forwarding class for all host outbound traffic, the configuration applies to all

Layer 2 and Layer 3 protocols and to all application-level traffic such as FTP and ping

operations.

If you configure a queue for host outbound traffic, the queuemust beproperly configured

on all interfaces.

NOTE: Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP)
packets generated by the CPU are always transmitted on the fcoe queue

(queue 3), even if you configure a queue for host outbound traffic. This helps
to ensure lossless behavior for FCoE traffic. QFabric systems classify FIP
control packets into the same traffic class (fcoe) across the Interconnect

device (fabric) and the egress Node device.

This does not apply to OCX Series switches, which do not support FCoE.

By default, traffic generated by the host is sent to the best effort queue (queue 0) or to

the network control queue (queue 7). Table 43 on page 166 lists the default host traffic

to output queuemapping.

Table 43: Routing Engine Protocol Default QueueMapping

Default QueueMappingRouting Engine Protocol

Queue 0Address Resolution Protocol (ARP) reply

Queue 0ARP request

Queue 0Border Gateway Protocol (BGP)
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Table 43: Routing Engine Protocol Default QueueMapping (continued)

Default QueueMappingRouting Engine Protocol

Queue 7BGP TCP Retransmission

Queue 3Fibre Channel over Ethernet (FCoE) Initialization Protocol
(FIP)

Queue 0File Transfer Protocol (FTP)

Queue 0Internet Control Message Protocol (ICMP) reply

Queue 0ICMP request

Queue 7Internet Group Management Protocol (IGMP) query

Queue 0IGMP report

Queue 7Link Aggregation Control Protocol (LACP)

Queue 7Open Shortest Path First (OSPF) hello

Queue 7OSPF protocol data unit (PDU)

Queue 7OSPF link state advertisements (LSAs)

Queue 7Protocol Independent Multicast (PIM)

Queue 7PIM hello

Queue 0Simple Network Management Protocol (SNMP)

Queue 0Secure Shell (SSH)

Queue 0Telnet

Queue 7Virtual Router Redundancy Protocol (VRRP)

Queue 7VLAN Spanning Tree Protocol (VSTP)

Queue 0xnm-clear-text

Queue 0xnm-ssl

Related
Documentation

Understanding CoS Forwarding Classes on page 151•

• Understanding CoS Forwarding Classes

• Understanding CoS Forwarding Classes

• Changing the Host Outbound Traffic Default Queue Mapping on page 168
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• Example: Configuring Forwarding Classes on page 157

• Example: Configuring Forwarding Classes

Changing the Host Outbound Traffic Default QueueMapping

If you do notwant to use the defaultmapping of host Routing Engine andCPUoutbound

traffic to queues, you can change the default output queue. You can also change the

default DSCP bits used in the type of service (ToS) field of packets generated by the

Routing Engine.

Configuring a queue for host outbound traffic maps all traffic that the host generates to

one forwardingclass (queue).Theconfiguration isglobalandapplies toall host-generated

traffic on the switch. Configuring a forwarding class for host outbound traffic does not

affect transit or incoming traffic.

NOTE: Fibre Channel over Ethernet (FCoE) Initialization Protocol (FIP)
packets generated by the CPU are always transmitted on the fcoe queue

(queue 3), even if you configure a queue for host outbound traffic. This helps
to ensure lossless behavior for FCoE traffic. QFabric systems classify FIP
control packets into the same traffic class (fcoe) across the Interconnect

device (fabric) and the egress Node device.

This does not apply to OCX Series switches, which do not support FCoE.

To change the host outbound traffic egress queue by including the host-outbound-traffic

statement at the [edit class-of-service] hierarchy level:

[edit class-of-service]
host-outbound-traffic {
forwarding-class class-name;
dscp-code-point code-point;

}

For example, to map host outbound traffic to queue 7 (the network control forwarding

class) and set the DSCP code point value to 101010:

[edit class-of-service]
host-outbound-traffic {
forwarding-class network-control;
dscp-code-point 101010

}

Related
Documentation

UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage 166•
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Understanding CoS Rewrite Rules

As packets enter or exit a network, edge switches might be required to alter the

class-of-service (CoS) settings of the packets. Rewrite rules set the value of the code

point bits (Layer 3 DSCP bits, Layer 2 CoS bits, or MPLS EXP bits) within the header of

the outgoing packet. Each rewrite rule:

1. Reads the current forwarding class and loss priority associated with the packet.

2. Locates the new (rewrite) code point value from a table.

3. Writes that code point value into the packet header, replacing the old code point

value.

Rewrite rules must be assigned to an interface for rewrites to take effect.

You can apply (bind) one DSCP or DSCP IPv6 rewrite rule and one IEEE 802.1p rewrite

rule to each interface. You canalsobindEXP rewrite rules to familympls logical interfaces

to rewrite the CoS bits of MPLS traffic.

NOTE: OCX Series switches do not support MPLS and do not support EXP
rewrite rules.

You cannot apply both a DSCP and a DSCP IPv6 rewrite rule to the same physical

interface. Each physical interface supports only one DSCP rewrite rule. Both IP and IPv6

packets use the sameDSCP rewrite rule, regardless if the configured rewrite rule is DSCP

or DSCP IPv6. You can apply an EXP rewrite rule on an interface that has DSCP or IEEE

rewrite rules. Only MPLS traffic on family mpls interfaces uses the EXP rewrite rule.

You canapply bothaDSCP rewrite rule andaDSCP IPv6 rewrite rule to a logical interface.

IPv6 packets are rewritten with DSCP-IPv6 rewrite-rules and IPv4 packets are remarked

with DSCP rewrite-rules.

NOTE: There are no default rewrite rules. If you want to apply a rewrite rule
to outgoing packets, youmust explicitly configure the rewrite rule.

You can look at behavior aggregate (BA) classifiers and rewrite rules as two sides of the

same coin. A BA classifier reads the code point bits of incoming packets and classifies

the packets into forwarding classes, then the system applies the CoS configured for the

forwarding class to those packets. Rewrite rules change (rewrite) the code point bits just

before the packets leave the system so that the next switch or router can apply the

appropriate level of CoS to the packets. When you apply a rewrite rule to an interface,

the rewrite rule is the last CoS action performed on the packet before it is forwarded.

Rewrite rules alter CoS values in outgoing packets on the outbound interfaces of an edge

switch to accommodate the policies of a targeted peer. This allows the downstream

switch inaneighboringnetwork to classify eachpacket into theappropriate service group.
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NOTE: Oneachphysical interface, eitherall forwardingclasses thatarebeing
used on the interfacemust have rewrite rules configured or no forwarding
classes thatarebeingusedonthe interfacecanhave rewrite rulesconfigured.
On any physical port, do not mix forwarding classes with rewrite rules and
forwarding classes without rewrite rules.

NOTE: Rewrite rules are applied before the egress filter ismatched to traffic.
Because the code point rewrite occurs before the egress filter is matched to
traffic, theegress filtermatch isbasedon the rewritevalue, noton theoriginal
code point value in the packet.

For packets that carry both an inner VLAN tag and an outer VLAN tag, the rewrite rule

rewrites only the outer VLAN tag.

MPLS EXP rewrite rules apply only to family mpls logical interfaces. You cannot apply to

an EXP rewrite rule to a physical interface. You can configure up to 64 EXP rewrite rules,

but you can only use 16 EXP rewrite rules at any time on the switch. On a given logical

interface, all pushed MPLS labels have the same EXP rewrite rule applied to them. You

can apply different EXP rewrite rules to different logical interfaces on the same physical

interface.

NOTE: If the switch is performing penultimate hop popping (PHP), EXP
rewrite rules do not take effect. If both an EXP classifier and an EXP rewrite
rule are configured on the switch, then the EXP value from the last popped
label is copied into the inner label. If either anEXPclassifier or anEXP rewrite
rule (but not both) is configuredon the switch, then the inner label EXPvalue
is sent unchanged.

You can configure enough rewrite rules to handle most, if not all, network scenarios.

Table 44 on page 170 shows howmany of each type of rewrite rules you can configure,

and howmany entries you can configure per rewrite rule.

Table 44: Configuring Rewrite Rules

MaximumNumber of Entries
per Rewrite Rule

MaximumNumber of
Rewrite RulesRewrite Rule Type

12864IEEE 802.1p

12832DSCP

12832DSCP IPv6

12864MPLS EXP
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You cannot apply rewrite rules directly to integrated routing and bridging (IRB), also

knownas routedVLAN interfaces (RVIs), because themembers of IRBs/RVIs are VLANs,

not ports. However, you can apply rewrite rules to the VLANportmembers of an IRB/RVI.

NOTE: OCX Series witches do not support IRBs/RVIs.

Related
Documentation

Understanding Junos CoS Components on page 9•

• Defining CoS Rewrite Rules on page 172

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 127
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Defining CoS Rewrite Rules

Edge switchesmight need to change the class-of-service (CoS) settings of the packets.

You can configure rewrite rules to alter code point bit values in outgoing packets on the

outbound interfaces of a switch so that the CoS treatment matches the policies of a

targeted peer. Policy matching allows the downstream routing platform or switch in a

neighboring network to classify each packet into the appropriate service group.

To configure a CoS rewrite rule, create the rule by giving it a name and associating it with

a forwarding class, loss priority, and code point. This creates a rewrite table. After the

rewrite rule is created, enable it on an interface (EXP rewrite rules can only be enabled

on family mpls logical interfaces, not on physical interfaces). You can also apply an

existing rewrite rule on an interface.

NOTE: OCX Series switches do not support MPLS, so they do not support
EXP rewrite rules.

NOTE: Oneachphysical interface, eitherall forwardingclasses thatarebeing
used on the interfacemust have rewrite rules configured, or no forwarding
classes thatarebeingusedonthe interfacecanhave rewrite rulesconfigured.
On any physical port, do not mix forwarding classes with rewrite rules and
forwarding classes without rewrite rules.

NOTE: To replace an existing rewrite rule on the interface with a new rewrite
rule of the same type, first explicitly remove the existing rewrite rule and then
apply the new rule.

NOTE: For packets that carry both an inner VLAN tag andanouter VLAN tag,
the rewrite rule rewrites only the outer VLAN tag.

To create rewrite rules and enable them on interfaces:

• To create an 802.1p rewrite rule named customup-rw in the rewrite table for all Layer 2

interfaces:

[edit class-of-service rewrite-rules]
user@switch# set ieee-802.1 customup-rw forwarding-class be loss-priority low code-point
000
user@switch# set ieee-802.1 customup-rw forwarding-class be loss-priority high code-point
001
user@switch# set ieee-802.1 customup-rw forwarding-class be loss-priority low code-point
010
user@switch# set ieee-802.1 customup-rw forwarding-class fcoe loss-priority lowcode-point
011
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user@switch# set ieee-802.1 customup-rw forwarding-class ef-no-loss loss-priority low
code-point 100
user@switch# set ieee-802.1 customup-rw forwarding-class ef-no-loss loss-priority high
code-point 101
user@switch# set ieee-802.1 customup-rw forwarding-class nc loss-priority low code-point
110
user@switch# set ieee-802.1 customup-rw forwarding-class nc loss-priority high code-point
111

• To enable an 802.1p rewrite rule named customup-rw on a Layer 2 interface:

[edit]
user@switch# set class-of-service interfaces xe-0/0/7 unit 0 rewrite-rules ieee-802.1
customup-rw

NOTE: All forwarding classes assigned to port xe-0/0/7must have rewrite

rules.Donotmix forwardingclasses thathave rewrite ruleswith forwarding
classes that do not have rewrite rules on the same physical interface.

• To enable an 802.1p rewrite rule named customup-rw on all 10-Gigabit Ethernet

interfaces on the switch, use wildcards for the interface name and logical interface

(unit) number:

[edit]
user@switch# set class-of-service interfaces xe-* unit * rewrite-rules customup-rw

NOTE: In thiscase,all forwardingclassesassignedtoall 10-GigabitEthernet
ports must have rewrite rules. Do not mix forwarding classes that have
rewrite rules with forwarding classes that do not have rewrite rules on the
same physical interface.

Related
Documentation

Monitoring CoS Rewrite Rules on page 215•

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 127

• Understanding CoS Rewrite Rules on page 169

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 123

Troubleshooting an Unexpected Rewrite Value

Problem Description: Traffic from one or more forwarding classes on an egress port is assigned

an unexpected rewrite value.

NOTE: For packets that carry both an inner VLAN tag andanouter VLAN tag,
the rewrite rules rewrite only the outer VLAN tag.
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Cause If you configure a rewrite rule for a forwarding class on an egress port, but you do not

configure a rewrite rule for every forwarding class on that egressport, then the forwarding

classes that do not have a configured rewrite rule are assigned random rewrite values.

For example:

1. Configure forwarding classes fc1, fc2, and fc3.

2. Configure rewrite rules for forwarding classes fc1 and fc2, but not for forwarding class

fc3.

3. Assign forwarding classes fc1, fc2, and fc3 to a port.

When traffic for these forwarding classes flows through the port, traffic for forwarding

classes fc1 and fc2 is rewritten correctly. However, traffic for forwarding class fc3 is

assigned a random rewrite value.

Solution If any forwarding class on an egress port has a configured rewrite rule, then all forwarding

classes on that egress portmust have a configured rewrite rule. Configuring a rewrite rule

for any forwarding class that is assigned a random rewrite value solves the problem.

TIP: If you want the forwarding class to use the same code point value
assigned to it by the ingress classifier, specify that value as the rewrite rule
value. For example, if a forwarding class has the IEEE 802.1 ingress classifier
code point value 011, configure a rewrite rule for that forwarding class that

uses the IEEE 802.1p code point value 011.

NOTE: There are no default rewrite rules. You can bind one rewrite rule for
DSCP traffic and one rewrite rule for IEEE 802.1p traffic to an interface. A
rewrite rulecancontainmultiple forwarding-class-to-rewrite-valuemappings.

1. To assign a rewrite value to a forwarding class, add the new rewrite value to the same

rewrite rule as the other forwarding classes on the port:

[edit class-of-service rewrite-rules]
user@switch# set(dscp| ieee-802.1) rewrite-name forwarding-classclass-name loss-priority
priority code-point (alias | bits)

For example, if the other forwarding classes on the port use rewrite values defined in

the rewrite rule custom-rw, the forwarding class be2 is being randomly rewritten, and

you want to use IEEE 802.1 code point 002 for the be2 forwarding class:

[edit class-of-service rewrite-rules]
user@switch# set ieee-802.1 custom-rw forwarding-class be2 loss-priority low code-point
002

2. Enable the rewrite rule on an interface if it is not already enabled on the desired

interface:

[edit]
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user@switch# set class-of-service interfaces interface-name unit unit rewrite-rules (dscp |
ieee-802.1) rewrite-rule-name

For example, to enable the rewrite rule custom-rw on interface xe-0/0/24.0:

[edit]
user@switch# set class-of-service interfaces xe-0/0/24 unit 0 rewrite-rules ieee-802.1
custom-rw

Related
Documentation

• interfaces on page 200

• rewrite-rules on page 207

• Defining CoS Rewrite Rules on page 172

• Monitoring CoS Rewrite Rules on page 215
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CHAPTER 5

Configuration Statements for Classifiers
and Rewrite Rules

• class (Forwarding Classes) on page 178

• class (Forwarding Class Sets) on page 179

• classifiers on page 180

• code-point (Rewrite Rules) on page 182

• code-point-aliases on page 183

• code-points (CoS) on page 184

• dscp on page 185

• dscp-ipv6 on page 187

• dscp-code-point on page 188

• exp on page 189

• forwarding-class on page 191

• forwarding-class (Host Outbound Traffic) on page 192

• forwarding-class-sets on page 193

• forwarding-classes on page 194

• host-outbound-traffic on page 196

• ieee-802.1 on page 197

• import on page 199

• interfaces (Class of Service) on page 200

• loss-priority (Classifiers) on page 202

• loss-priority (Rewrite Rules) on page 203

• multi-destination on page 204

• queue-num on page 205

• rewrite-rules on page 207

• system-defaults on page 208

• unit on page 209
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class (Forwarding Classes)

Syntax class {
class-name {
queue-num queue-number <no-loss>;

}
}

Hierarchy Level [edit class-of-service forwarding-classes]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

No-loss option introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Map one or more forwarding classes to a single queue. You canmap unicast forwarding

classes to a unicast queue (0 through 7) andmultidestination forwarding classes to a

multicast queue (8 through 11). The queue to which youmap a forwarding class

determines if the forwarding class is a unicast or multicast forwarding class.

NOTE: On systems that do not use the ELS CLI, if you are using Junos OS
Release 12.2, use the default forwarding-class-to-queuemapping for the
lossless fcoe and no-loss forwarding classes. If you explicitly configure the

lossless forwarding classes, the traffic mapped to those forwarding classes
is treatedas lossy (besteffort) trafficanddoesnot receive lossless treatment.

NOTE: On systems that do not use the ELS CLI, if you are using Junos OS
Release 12.3 or later, the default configuration is the same as the default
configuration for JunosOSRelease 12.2, and the default behavior is the same
(the fcoeandno-loss forwardingclasses receive lossless treatment).However,

if you explicitly configure lossless forwarding classes, you can configure up
to six lossless forwarding classes by specifying the no-loss option. If you do

not specify the no-loss option in an explicit forwarding class configuration,

the forwarding class is lossy. For example, if you explicitly configure the fcoe

forwardingclassandyoudonot includetheno-lossoption, the fcoe forwarding

class is lossy, not lossless.

Options class-name—Name of the forwarding class.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring Forwarding Classes on page 157

• Example: Configuring Forwarding Classes

• Understanding CoS Forwarding Classes on page 151

• Understanding CoS Forwarding Classes

• Understanding CoS Forwarding Classes

class (Forwarding Class Sets)

Syntax class class-name;

Hierarchy Level [edit class-of-service forwarding-class-sets forwarding-class-set-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Group forwarding classes into sets of forwarding classes (priority groups). You can group

someor all of the configured forwarding classes into up to three unicast forwarding class

sets and onemultidestination forwarding class set.

Options class-name—Name of the forwarding class.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Forwarding Class Sets on page 162

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 160
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classifiers

List of Syntax Syntax (BA Classifiers) on page 180

Syntax (Multidestination BA Classifiers) on page 180

Syntax (Interface Classifier Association: DSCP, DSCP IPv6, IEEE) on page 180

Syntax (Global EXP Interface Classifier Association with Interfaces) on page 180

Syntax(BAClassifiers) classifiers {
(dscp | dscp-ipv6 | ieee-802.1) classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}
}

Syntax
(Multidestination BA

Classifiers)

classifiers {
(dscp | ieee-802.1) classifier-name;

}

Multidestination BA
Classifiers

Syntax (Interface
Classifier Association:

Interface Classifier
Association

classifiers {
(dscp | dscp-ipv6 | ieee-802.1) (default | classifier-name);

}DSCP, DSCP IPv6,
IEEE)

Syntax (Global EXP
Interface Classifier

classifiers {
exp classifier-name;

}Association with
Interfaces)

Hierarchy Level (BA
Classifiers)

[edit class-of-service],

Hierarchy Level
(Multidestination BA

Classifiers)

[edit class-of-servicemulti-destination],

Hierarchy Level
(Interface Classifier

[edit class-of-service interfaces interface-name unit logical-unit-number]

Association: DSCP,
DSCP IPv6, IEEE)

Hierarchy Level
(GlobalEXPClassifier)

[edit class-of-service system-defaults]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

EXP statement introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Define a unicast or multidestination CoS behavior aggregate (BA) classifier.
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NOTE: OCX Series switches do not support MPLS, so they do not support
EXP classifier configuration.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 114

• Defining CoS BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p)

• Configuring a Global MPLS EXP Classifier on page 126

• Example: Configuring Unicast Classifiers on page 115

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 120

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding CoS Classifiers

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 123
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code-point (Rewrite Rules)

Syntax code-point [ alias ] [ bit-pattern ];

Hierarchy Level [edit class-of-service rewrite-rules (dscp | ieee-802.1) forwarding-class class-name
loss-priority level]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure a code-point alias or bit set to apply to a forwarding class for a rewrite rule.

NOTE: OCX Series switches do not support MPLS, so they do not support
EXP rewrite rules.

Options alias—Name of the alias.

bit-pattern—Value of the code-point bits, in decimal form.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining CoS Rewrite Rules on page 172

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers
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code-point-aliases

Syntax code-point-aliases {
(dscp| dscp-ipv6 | ieee-802.1 | exp) {
alias-name bits;

}
}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Define an alias for a CoSmarker. You can use the alias instead of the bit pattern when

you specify the code point during configuration.

NOTE: OCX Series switches do not support MPLS, so they do not support
EXP code-point aliases.

Options (dcsp | dscp-ipv6 | ieee-802.1 | exp)—Set the type of classifier for which you are creating

an alias.

alias-name—Name of the code-point alias.

bits—Value of the code-point bits, in decimal form.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining CoS Code-Point Aliases on page 150

• Understanding CoS Code-Point Aliases on page 148
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code-points (CoS)

Syntax code-points [ aliases ] [ bit-patterns ];

Hierarchy Level [edit class-of-service classifiers (dscp | ieee-802.1) classifier-name forwarding-class
class-name loss-priority level]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure one or more code-point aliases or bit sets to apply to a forwarding class.

NOTE: OCX Series switches do not support MPLS, so they do not support
EXP code points or code point aliases.

Options aliases—Name of the alias or aliases.

bit-patterns—Value of the code-point bits, in decimal form.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Interfaces

• Example: Configuring BA Classifiers on Transparent Mode Devices
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dscp

List of Syntax Syntax (Classifier) on page 185

Syntax (Code-Point Alias) on page 185

Syntax (Multidestination Classifier) on page 185

Syntax (Interface Classifier Association) on page 185

Syntax (Rewrite Rule) on page 185

Syntax (Classifier) dscp classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}

Syntax (Code-Point
Alias)

dscp alias-name bit-pattern;Code-Point Alias
Configuration

Syntax
(Multidestination

Classifier)

dscp classifier-name;Multidestination
Classifier

Configuration

Syntax (Interface
Classifier Association)

dscp (classifier-name | default);Interface Classifier
Association

Syntax (Rewrite Rule) dscp rewrite-name {
import (rewrite-name | default);

Rewrite Rule
Configuration

forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

}

Hierarchy Level
(Classifier)

[edit class-of-service classifiers],

Hierarchy Level
(Code-Point Aliases)

[edit class-of-service code-point-aliases],

Hierarchy Level
(Multidestination

Classifier)

[edit class-of-servicemulti-destination classifiers],

Hierarchy Level
(Interface Classifier

Association)

[edit class-of-service interfaces interface-name unit logical-unit-number classifiers],
[edit class-of-service interfaces interface-name unit logical-unit-number rewrite-rules],

Hierarchy Level
(Rewrite Rule)

[edit class-of-service rewrite-rules]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
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Description Define the Differentiated Services code point (DSCP)mapping that is applied to the

packets.

Options classifier-name—Name of the classifier.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Unicast Classifiers on page 115

• Example: Configuring Classifiers

• Defining CoS Code-Point Aliases on page 150

• Defining CoS Rewrite Rules on page 172

• Assigning CoS Components to Interfaces on page 15

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding CoS Classifiers

• Understanding CoS Rewrite Rules on page 169

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces
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dscp-ipv6

List of Syntax Syntax (Classifier) on page 187

Syntax (Code-Point Alias) on page 187

Syntax (Interface Classifier Association) on page 187

Syntax (Rewrite Rule) on page 187

Syntax (Classifier) dscp-ipv6 classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}

Syntax (Code-Point
Alias)

dscp-ipv6 alias-name bit-pattern;

Syntax (Interface
Classifier Association)

dscp-ipv6 (classifier-name | default);

Syntax (Rewrite Rule) dscp-ipv6 rewrite-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

}

Hierarchy (Classifier) [edit class-of-service classifiers],

Hierarchy (Code-Point
Alias)

[edit class-of-service code-point-aliases],

Hierarchy (Interface
Classifier Association)

[edit class-of-service interfaces interface-name unit logical-unit-number classifiers],
[edit class-of-service interfaces interface-name unit logical-unit-number rewrite-rules],

Hierarchy (Rewrite
Rule)

[edit class-of-service rewrite-rules]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series

Description Define the Differentiated Services code point (DSCP) IPv6mapping that is applied to

the packets.

NOTE: On switches that use different classifiers for unicast and
multidestination (multicast, broadcast, and destination lookup fail) traffic,
there is no DSCP IPv6 classifier for multidestination (multicast, broadcast,
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and destination lookup fail) traffic. Multidestination IPv6 traffic uses the
multidestination DSCP classifier.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining CoS Code-Point Aliases on page 150

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces

dscp-code-point

Syntax dscp-code-point code-point;

Hierarchy Level [edit class-of-service host-outbound-traffic]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Set the value of the DSCP code point in the type of service (ToS) field of the packet

generated by the Routing Engine (host).

Options code-point—Six-bit DSCP code point value.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Changing the Host Outbound Traffic Default Queue Mapping on page 168

• UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage 166
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exp

Syntax exp classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}

Rewrite Rule
Configuration

exp rewrite-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

}

Global Classifier
Association with

Interfaces

exp classifier-name;

Hierarchy Level [edit class-of-service classifiers]
[edit class-of-service rewrite-rules]
[edit class-of-service system-defaults classifiers]

Release Information Statement introduced in Junos OS Release 12.3X50 for the QFX Series.

Description Define the EXP code point mapping that is applied to MPLS packets. EXP classifiers are

not applied toany traffic exceptMPLS traffic. EXPclassifiers areappliedonly to interfaces

that are configured as family mpls (for example, set interfaces xe-0/0/35 unit 0 family

mpls.)

There are no default EXP classifiers. You can configure up to 64 EXP classifiers.

On QFX10000 switches, you can configure and apply EXP classifiers to interfaces in the

same way that you configure and apply DSCP, DSCP IPv6, and IEEE classifiers to

interfaces. Different interfaces can have different EXP classifiers. QFX10000 switches

do not support global EXP classifiers.

However,QFX5100,EX4600,QFX3500,andQFX3600switches, andonQFabric systems,

the switch uses only one EXP classifier as a global MPLS classifier on all interfaces. You

specify the global EXP classifier in the [edit class-of-service system-defaults] hierarchy.

Options classifier-name—Name of the EXP classifier.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 127

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 123

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135
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forwarding-class

List of Syntax Classifier on page 191

Rewrite Rule on page 191

Scheduler Map on page 191

Interface on page 191

Classifier forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

Rewrite Rule forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

Scheduler Map forwarding-class class-name {
scheduler scheduler-name;

}

Interface forwarding-class class-name;

Classifier Hierarchy
Level

[edit class-of-service classifiers (dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name],

RewriteRuleHierarchy
Level

[edit class-of-service rewrite-rules] (dscp | dscp-ipv6 | ieee-802.1) rewrite-name | exp],

Scheduler Map
Hierarchy Level

[edit class-of-service scheduler-mapsmap-name],

Interface Hierarchy
Level

[edit class-of-service interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Classifiers—Assign incoming traffic to the specified forwarding class based on the

specified code point values and assign that traffic the specified loss priority

•

• Rewrite rules—At the egress interface, change (rewrite) the value of the code point

bits and the loss priority to specified new values for traffic assigned to the specified

forwarding class, before forwarding the traffic to the next hop.

• Scheduler maps—Apply the specified scheduler to the specified forwarding class.

• Interfaces—Assign the specified forwarding class to the interface to use as a fixed

classifier (all incoming traffic on the interface is classified into that forwarding class).
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NOTE: OCX Series switches do not support MPLS, so they do not support
EXP classifiers or rewrite rules.

Options class-name—Name of the forwarding class.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

forwarding-class (Host Outbound Traffic)

Syntax forwarding-class class-name;

Hierarchy Level [edit class-of-service host-outbound-traffic ]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Define forwarding class name for outbound host traffic (traffic generated by the Routing

Engine).

Options class-name—Name of the forwarding class.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Changing the Host Outbound Traffic Default Queue Mapping on page 168

• UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage 166
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forwarding-class-sets

Syntax forwarding-class-sets forwarding-class-set-name {
class class-name;

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series

Description Assign forwarding classes to forwarding class sets (priority groups).

Options fowarding-class-set-name—Name of the forwarding class set.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Forwarding Class Sets on page 162

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 160
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forwarding-classes

Syntax forwarding-classes {
class {
class-name {
queue-num queue-number
no-loss {
}

}
}

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

No-loss option introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series

Description Map one or more forwarding classes to a single output queue.

Switches thatusedifferent forwardingclasses forunicastandmultidestination (multicast,

broadcast, anddestination lookup fail) traffic support 12 forwarding classesand 12output

queues (0 through 11). Youmapunicast forwarding classes to a unicast queue (0 through

7) andmultidestination forwarding classes to amultidestination queue (8 through 11).

The queue to which youmap a forwarding class determines if the forwarding class is a

unicast or multidestination forwarding class.

Switches that use the same forwarding classes for unicast andmultidestination traffic

support eight forwarding classes and eight output queues (0 through 7). Youmap

forwarding classes to output queues. All traffic classified into one forwarding class

(unicast andmultidestination) uses the same output queue.

You cannot configure weighted random early detection (WRED) packet drop on

forwarding classes configured with the no-loss packet drop attribute. Do not associate

a drop profile with lossless forwarding classes.

NOTE: If youmapmore than one forwarding class to a queue, all of the
forwarding classesmapped to thequeuemust to the samequeuemust have
the same packet drop attribute (all of the forwarding classesmust be lossy,
or all of the forwarding classesmapped to a queuemust be lossless).

OCX Series switches do not support the no-loss packet drop attribute and
do not support lossless forwarding classes. On OCX Series switches, do not
configure the no-loss packet drop attribute on forwarding classes, and do
not map traffic to the default fcoe and no-loss forwarding classes (both of

these default forwarding classes carry the no-loss packet drop attribute).
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NOTE: On switches that do not use the ELS CLI, if you are using Junos OS
Release 12.2, use the default forwarding-class-to-queuemapping for the
lossless fcoe and no-loss forwarding classes. If you explicitly configure the

lossless forwarding classes, the traffic mapped to those forwarding classes
is treatedas lossy (besteffort) trafficanddoesnot receive lossless treatment.

NOTE: On switches that do not use the ELS CLI, if you are using Junos OS
Release 12.3 or later, the default configuration is the same as the default
configuration for JunosOSRelease 12.2, and the default behavior is the same
(the fcoeandno-loss forwardingclasses receive lossless treatment).However,

if you explicitly configure lossless forwarding classes, you can configure up
to six lossless forwarding classes by specifying the no-loss option. If you do

not specify the no-loss option in an explicit forwarding class configuration,

the forwarding class is lossy. For example, if you explicitly configure the fcoe

forwardingclassandyoudonot includetheno-lossoption, the fcoe forwarding

class is lossy, not lossless.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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host-outbound-traffic

Syntax host-outbound-traffic {
forwarding-class class-name;
dscp-code-point code-point;

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Allow queue selection for traffic generated by the Routing Engine (host). The selected

queuemust be configured properly. You can also configure specific DSCP code point

bits for the type of service (ToS) field of the generated packets. This configuration does

not affect transit packets or incoming packets. This is a global configuration that only

affectspacketsoriginatingon theRoutingEngine. If youdonot configureanoutputqueue

for host outbound traffic, the switch uses the default queuemapping.

Options The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Changing the Host Outbound Traffic Default Queue Mapping on page 168

• UnderstandingHostRoutingEngineOutboundTrafficQueuesandDefaultsonpage 166
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ieee-802.1

List of Syntax Syntax (Classifier) on page 197

Syntax (Code-Point Alias) on page 197

Syntax (Multidestination Classifier) on page 197

Syntax (Interface Classifier Association) on page 197

Syntax (Rewrite Rule) on page 197

Syntax (Classifier) ieee-802.1 classifier-name {
import (classifier-name | default);
forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

}

Syntax (Code-Point
Alias)

ieee-802.1 alias-name bit-pattern;Code-Point Alias
Configuration

Syntax
(Multidestination

Classifier)

ieee-802.1 classifier-name;Multidestination
Classifier

Configuration

Syntax (Interface
Classifier Association)

ieee-802.1 (classifier-name | default);Interface Classifier
Association

Syntax (Rewrite Rule) ieee-802.1 rewrite-name {
import (rewrite-name | default);

Rewrite Rule
Configuration

forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

}

Hierarchy Level
(Classifier)

[edit class-of-service classifiers],

Hierarchy Level
(Code-Point Alias)

[edit class-of-service code-point-aliases],

Hierarchy Level
(Multidestination

Classifier)

[edit class-of-servicemulti-destination classifiers ],

Hierarchy Level
(Interface Classifier

Association)

[edit class-of-service interfaces interface-name unit logical-unit-number classifiers],
[edit class-of-service interfaces interface-name unit logical-unit-number rewrite-rules],

Hierarchy Level
(Rewrite Rule)

[edit class-of-service rewrite-rules]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
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Description Configure an IEEE 802.1 classifier, configure an IEEE 802.1 code-point alias, apply a fixed

IEEE 802.1 classifier to an interface, or apply an IEEE-802.1 rewrite rule.

Options classifier-name—Name of the classifier.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Unicast Classifiers on page 115

• Defining CoS Code-Point Aliases on page 150

• Defining CoS Rewrite Rules on page 172

• Assigning CoS Components to Interfaces on page 15

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding CoS Rewrite Rules on page 169
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import

Syntax import (import | default);

Hierarchy Level [edit class-of-service classifiers (dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name],
[edit class-of-service rewrite-rules (dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Specify a default or previously defined classifier.

NOTE: OCX Series switches do not support MPLS, so they do not support
EXP classifiers and rewrite rules.

Options import—Nameof theclassifiermappingconfiguredat the [editclass-of-serviceclassifiers]

hierarchy level.

default—Default classifier mapping.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Unicast Classifiers on page 115

• Defining CoS BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p)

• Defining CoS Rewrite Rules on page 172

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding CoS Classifiers

• Understanding CoS Rewrite Rules on page 169
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interfaces (Class of Service)

Syntax interfaces {
interface-name {
congestion-notification-profile profile-name {
}
forwarding-class forwarding-class-name;
forwarding-class-set forwarding-class-set-name {
output-traffic-control-profile profile-name;

}
rewrite-value {
input {
ieee-802.1{
code-point code-point-bits;

}
}

}
scheduler-map scheduler-map-name
unit logical-unit-number {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 | exp) (classifier-name | default);

}
forwarding-class class-name;
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1 | exp) (classifier-name | default);

}
}

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series

Description Configure interface-specific CoS properties for incoming packets.

NOTE: Only switches that support direct port scheduling also support
applying a scheduler map directly to an interface. When using enhanced
transmission selection (ETS) hierarchical port scheduling, you cannot apply
a schedulermapdirectly to an interface; instead, youassociate the scheduler
mapwith a traffic control profile and apply the traffic control profile to the
interface.

NOTE: Only switches that support native Fibre Channel interfaces support
the rewrite-value statement, which enables you to rewrite the IEEE 802.1p

code points on native Fibre Channel interfaces.
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NOTE: OCX Series switches do not support MPLS, so they do not support
EXP classifiers or rewrite rules. OCX Series switches do not support the
congestion-notification-profile configuration statement, which applies
priority-based flow control (PFC) to interface output queues.

Options interface-name—Name of the interface.

The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Assigning CoS Components to Interfaces on page 15

• Interfaces Overview
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loss-priority (Classifiers)

Syntax loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}

Hierarchy Level [edit class-of-service classifiers (dscp | dscp-ipv6 | ieee-802.1) classifier-name
forwarding-class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configurepacket losspriority value for a specific setof code-point aliasesandbit patterns.

NOTE: OCX Series switches do not support MPLS, so they do not support
EXP classifiers.

Options level—Can be one of the following:

• low—Packet has low loss priority.

• medium-high—Packet has medium-high loss priority.

• high—Packet has high loss priority.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Unicast Classifiers on page 115

• Defining CoS BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p)

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding CoS Classifiers
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loss-priority (Rewrite Rules)

Syntax loss-priority level {
code-point (alias | bit-pattern);

}

Hierarchy Level [edit class-of-service rewrite-rules (dscp | ieee-802.1) rewrite-name forwarding-class
class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Specify a loss priority towhich to apply a rewrite rule. The rewrite rule sets the code-point

aliases and bit patterns for a specific forwarding class and loss priority. Packets that

match the forwarding class and loss priority are rewritten with the rewrite code-point

alias or bit pattern.

NOTE: OCX Series switches do not support MPLS, so they do not support
EXP rewrite rules.

Options level—Can be one of the following:

• low—Packet has low loss priority.

• medium-high—Packet has medium-high loss priority.

• high—Packet has high loss priority.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining CoS Rewrite Rules on page 172

• Understanding CoS Rewrite Rules on page 169
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multi-destination

Syntax multi-destination {
classifiers {
(dscp | ieee-802.1) classifier-name;

}
}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Define amulticast CoS behavior aggregate (BA) classifier.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 120

• Assigning CoS Components to Interfaces on page 15

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers
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queue-num

Syntax queue-num queue-number <no-loss>;

Hierarchy Level [edit class-of-service forwarding-classes class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

No-loss option introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Map a forwarding class to an output queue number. Optionally, configure the forwarding

class as a lossless forwarding class. Each switch provides enough output queues so that

you canmap forwarding classes to queues on a one-to-one basis, so each forwarding

class can have a dedicated output queue.

On switches that use different forwarding classes and output queues for unicast and

multidestination (multicast, broadcast, destination lookup fail) traffic, theswitchsupports

12 forwarding classes and 12 output queues, eight of each for unicast traffic and four of

each formultidestination traffic. You canmap someor all of the eight unicast forwarding

classes to a unicast queue (0 through 7) and some or all of the four multidestination

forwarding classes to the amultidestination queue (8 through 11). You cannot map a

forwarding class to more than one queue (each forwarding class maps to one and only

one queue), but you canmapmultiple forwarding classes to one queue. The queue to

which youmap a forwarding class determines if the forwarding class is a unicast or

multidestination forwarding class.

On switches that use the same forwarding classes and output queues for unicast and

multidestination traffic, the switch supports eight forwarding classes and eight output

queues. You canmap some or all of the eight of the forwarding classes to queues (0

through 7). You cannotmapa forwarding class tomore thanonequeue (each forwarding

class maps to one and only one queue), but you canmapmultiple forwarding classes

to one queue.

You cannot configure weighted random early detection (WRED) packet drop on

forwarding classes configured with the no-loss packet drop attribute. Do not associate

a drop profile with lossless forwarding classes. Instead, use priority-based flow control

(PFC) to prevent frame drop on lossless forwarding classes.

NOTE: If youmapmore than one forwarding class to a queue, all of the
forwarding classesmapped to the same queuemust have the same packet
drop attribute (all of the forwarding classesmust be lossy, or all of the
forwarding classesmapped to a queuemust be lossless).

OCX Series switches do not support the no-loss packet drop attribute and
do not support lossless forwarding classes. On OCX Series switches, do not
configure the no-loss packet drop attribute on forwarding classes, and do
not map traffic to the default fcoe and no-loss forwarding classes (both of

these default forwarding classes carry the no-loss packet drop attribute).
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NOTE: On systems that do not use the ELS CLI, if you are using Junos OS
Release 12.2, use the default forwarding-class-to-queuemapping for the
lossless fcoeandno-loss forwardingclasses. If youexplicitly configure lossless

forwarding classes, the trafficmapped to those forwarding classes is treated
as lossy (best effort) traffic and does not receive lossless treatment.

NOTE: On systems that do not use the ELS CLI, if you are using Junos OS
Release 12.3 or later, the default configuration is the same as the default
configuration for JunosOSRelease 12.2, and the default behavior is the same
(the fcoeandno-loss forwardingclasses receive lossless treatment).However,

if you explicitly configure lossless forwarding classes, you can configure up
to six lossless forwarding classes by specifying the no-loss option. If you do

not specify the no-loss option in an explicit forwarding class configuration,

the forwarding class is lossy. For example, if you explicitly configure the fcoe

forwardingclassandyoudonot includetheno-lossoption, the fcoe forwarding

class is lossy, not lossless.

Options queue-number—(Switches that use different output queues for unicast and

multidestination traffic) Number of the CoS unicast queue (0 through 7) or the CoS

multidestination queue (8 through 11).

queue-number—(Switches that use the same output queues for unicast and

multidestination traffic) Number of the CoS queue (0 through 7).

no-loss—Optional packet drop attribute keyword to configure the forwarding class as

lossless.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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rewrite-rules

List of Syntax Syntax (Rewrite Rule Configuration) on page 207

Syntax (Rewrite Rule Association with Interface) on page 207

Syntax (Rewrite Rule
Configuration)

rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1 | exp) rewrite-name {
import (rewrite-name | default);
forwarding-class class-name {
loss-priority priority code-point (alias | bits);

}
}

}

Syntax (Rewrite Rule
Association with

Interface)

rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1 | exp) rewrite-name;

}

Hierarchy Level
(Rewrite Rule
Configuration)

[edit class-of-service],

Hierarchy Level
(Rewrite Rule

[edit class-of-service interfaces interface-name unit logical-unit-number]

Association with
Interface)

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

EXP statement introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure rewrite rules thatmap traffic to code points when traffic exits the system, and

apply the rewrite rules to a specific interface.

MPLSEXP rewrite rules canonly bebound to logical interfaces, not to physical interfaces.

You can configure up to 64 EXP rewrite rules, but you can use only 16 EXP rewrite rules

on switch interfaces at any given time.

NOTE: OCX Series switches do not support MPLS, so they do not support
EXP rewrite rules.

Options The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Defining CoS Rewrite Rules on page 172•

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 127
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• Understanding CoS Rewrite Rules on page 169

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 123

system-defaults

Syntax system-defaults {
classifiers exp classifier-name;

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 12.3X50 for the QFX Series.

Description Configure the global EXP classifier used on all interfaces to classify MPLS traffic. You

can configure up to 64 EXP classifiers. However, the switch uses only one EXP classifier

as a global MPLS classifier on all interfaces. If you configure a global system default EXP

classifier, then all switch interfaces use that EXP classifier to classify MPLS traffic.

On switches that have a default EXP classifier, if you do not configure a global system

default classifier, interfaces configured as family mpls use the default EXP classifier.

On switches that do not have a default EXP classifier (QFX5100, QFX3500, QFX3600,

QFabric systems, EX4600), if youdonot configure a global systemdefault EXPclassifier,

then if a fixed classifier is applied to the interface, theMPLS traffic uses the fixed classifier.

If no EXP classifier and no fixed classifier are applied to the interface, MPLS traffic is

treated as best-effort traffic using the IEEE 802.1 default untrusted classifier. DSCP

classifiersarenotapplied toMPLStraffic. Because theEXPclassifier is global, youcannot

configure some ports to use a fixed IEEE 802.1p classifier for MPLS traffic on some

interfaces and the global EXP classifier for MPLS traffic on other interfaces. When you

configure a global EXP classifier, all MPLS traffic on all interfaces uses the EXP classifier.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Global MPLS EXP Classifier on page 126

• Configuring Rewrite Rules for MPLS EXP Classifiers on page 127

• Understanding CoSMPLS EXP Classifiers and Rewrite Rules on page 123

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135
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unit

Syntax unit logical-unit-number {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 | exp) (classifier-name | default);

}
forwarding-class class-name;
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1 | exp) (classifier-name | default);

}
}

Hierarchy Level [edit class-of-service interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure a logical interfaceon thephysical device. Youmust configure a logical interface

to use the physical device.

NOTE: OCX Series switches do not support MPLS, so they do not support
EXP classifiers and rewrite rules.

Options logical-unit-number—Number of the logical unit.

Range: 0 through 16,385

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Assigning CoS Components to Interfaces on page 15
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CHAPTER 6

Monitoring Commands for Classifiers and
Rewrite Rules

• Monitoring CoS Classifiers on page 211

• Monitoring CoS Forwarding Classes on page 212

• Monitoring CoS Rewrite Rules on page 215

• Monitoring CoS Code-Point Value Aliases on page 216

• show class-of-service classifier

• show class-of-service code-point-aliases

• show class-of-service forwarding-class

• show class-of-service forwarding-class-set

• show class-of-service forwarding-table

• show class-of-service forwarding-table classifier

• show class-of-service forwarding-table classifier mapping

• show class-of-service forwarding-table rewrite-rule

• show class-of-service forwarding-table rewrite-rule mapping

• show class-of-service interface

• show class-of-service multi-destination

• show class-of-service rewrite-rule

• show class-of-service shared-buffer

Monitoring CoS Classifiers

Purpose Display themappingof incomingCoSvalues to forwarding class and losspriority for each

classifier.

Action Tomonitor CoS classifiers in the CLI, enter the CLI command:

user@switch> show class-of-service classifier

Tomonitor a particular classifier in the CLI, enter the CLI command:

user@switch> show class-of-service classifier name classifier-name
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Tomonitor a particular type of classifier in the CLI, enter the CLI command:

user@switch> show class-of-service classifier type classifier-type

Meaning Table 45 on page 212 summarizes key output fields for CoS classifiers.

Table 45: Summary of Key CoS Classifier Output Fields

ValuesField

Name of a classifier.Classifier

Type of classifier:

• dscp—All classifiers of the DSCP type.

• ieee-802.1—All classifiers of the IEEE 802.1 type.

• ieee-mcast—All classifiers of the IEEE 802.1 multicast type.

NOTE: QFX10000 switches do not use different classifiers for unicast and
multidestination (multicast, broadcast, destination lookup fail) traffic, so
multicast-specific classifiers are not supported.

• exp—All classifiers of the MPLS exp type.

NOTE: OCX Series switches do not support MPLS.

Code point type

Internal index of the classifier.Index

DSCP or IEEE 802.1 code point value of the incoming packets, in bits. These
values are used for classification.

Code point

Nameof the forwarding class that the classifier assigns to an incoming packet.
This class affects the forwarding and scheduling policies that are applied to
the packet as it transits the switch.

Forwarding Class

Loss priority value that the classifier assigns to the incoming packet based on
its code point value.

Loss Priority

Monitoring CoS Forwarding Classes

Purpose Use themonitoring functionality toviewthecurrentassignmentofCoS forwardingclasses

to queue numbers on the system.

Action Tomonitor CoS forwarding classes in the CLI, enter the following CLI command:

user@switch> show class-of-service forwarding-class

Meaning Someswitchesusedifferent forwardingclasses, outputqueues, andclassifiers for unicast

andmultidestination (multicast, broadcast, destination lookup fail) traffic. Theseswitches

support 12 forwarding classes and output queues, eight for unicast traffic and four for

multidestination traffic.

Copyright © 2016, Juniper Networks, Inc.212

Traffic Management Feature Guide for the QFX Series



Some switches use the same forwarding classes, output queues, and classifiers for

unicast andmultidestination traffic. These switches support eight forwarding classes

and eight output queues.

Table 46 on page 213 summarizes key output fields on switches that use different

forwarding classes and output queues for unicast andmultidestination traffic.

Table 46: Summary of Key CoS Forwarding Class Output Fields on
Switches that Separate Unicast andMultidestination Traffic

ValuesField

Names of forwarding classes assigned to queue
numbers. By default, the following unicast
forwarding classes are assigned to queues 0, 3,
4, and 7, respectively:

• best-effort—Provides no special CoShandling
of packets. Loss priority is typically not carried
in a CoS value.

• fcoe—Provides guaranteed delivery for Fibre
Channel over Ethernet (FCoE) traffic.

• no-loss—Providesguaranteeddelivery forTCP
lossless traffic

• network-control—Packets can be delayed but
not dropped.

By default, the following multidestination
forwarding class is assigned to queue 8:

• mcast—Provides no special CoS handling of
packets.

Forwarding Class

Queue number corresponding to (mapped to)
the forwarding class name.

By default, four queues (0, 3, 4, and 7) are
assigned to unicast forwarding classes and one
queue (8) is assigned to amultidestination
forwarding class:

• Queue 0—best-effort

• Queue 3—fcoe

• Queue 4—no-loss

• Queue 7—network-control

• Queue 8—mcast

Queue
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Table 46: Summary of Key CoS Forwarding Class Output Fields on
Switches that SeparateUnicast andMultidestination Traffic (continued)

ValuesField

Packet drop attribute associated with each
forwarding class:

• Disabled—The forwarding class is configured
for lossy transport (packetsmight drop during
periods of congestion)

• Enabled—The forwarding class is configured
for lossless transport

NOTE: Toachieve lossless transport, youmust
ensure that priority-based flow control (PFC)
and DCBX are properly configured on the
lossless priority (IEEE 802.1p code point), and
that sufficient port bandwidth is reserved for
the lossless traffic flows.

OCX Series switches do not support lossless
transport.

No-Loss

NOTE: OCX Series switches do not support the default lossless forwarding
classes fcoeandno-loss, anddonot support theno-losspacketdropattribute

used to configure lossless forwarding classes. On OCX Series switches, do
not map traffic to the default fcoe and no-loss forwarding classes (both of

these default forwarding classes carry the no-loss packet drop attribute),
anddonotconfigure theno-losspacketdropattributeon forwardingclasses.

Table 47 on page 214 summarizes key output fields on switches that use the same

forwarding classes and output queues for unicast andmultidestination traffic.

Table 47: Summary of Key CoS Forwarding Class Output Fields on
Switches That Do Not Separate Unicast andMultidestination Traffic

ValuesField

Names of forwarding classes assigned to queue
numbers. By default, the following forwarding
classes are assigned to queues 0, 3, 4, and 7,
respectively:

• best-effort—Provides no special CoShandling
of packets. Loss priority is typically not carried
in a CoS value.

• fcoe—Provides guaranteed delivery for Fibre
Channel over Ethernet (FCoE) traffic.

• no-loss—Providesguaranteeddelivery forTCP
lossless traffic

• network-control—Packets can be delayed but
not dropped.

Forwarding Class
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Table 47: Summary of Key CoS Forwarding Class Output Fields on
Switches That Do Not Separate Unicast andMultidestination
Traffic (continued)

ValuesField

Queue number corresponding to (mapped to)
the forwarding class name.

By default, four queues (0, 3, 4, and 7) are
assigned to forwarding classes:

• Queue 0—best-effort

• Queue 3—fcoe

• Queue 4—no-loss

• Queue 7—network-control

Queue

Packet drop attribute associated with each
forwarding class:

• Disabled—The forwarding class is configured
for lossy transport (packetsmight drop during
periods of congestion).

• Enabled—The forwarding class is configured
for lossless transport.

NOTE: Toachieve lossless transport, youmust
ensure that priority-based flow control (PFC)
and DCBX are properly configured on the
lossless priority (IEEE 802.1p code point), and
that sufficient port bandwidth is reserved for
the lossless traffic flows.

OCX Series switches do not support lossless
transport.

No-Loss

Monitoring CoS Rewrite Rules

Purpose Use themonitoring functionality to display information about CoS value rewrite rules,

which are based on the forwarding class and loss priority.

Action Tomonitor CoS rewrite rules in the CLI, enter the CLI command:

user@switch> show class-of-service rewrite-rule

Tomonitor a particular rewrite rule in the CLI, enter the CLI command:

user@switch> show class-of-service rewrite-rule name rewrite-rule-name

Tomonitor a particular type of rewrite rule (for example, DSCP, DSCP IPv6, IEEE-802.1,

or MPLS EXP) in the CLI, enter the CLI command:

user@switch> show class-of-service rewrite-rule type rewrite-rule-type
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Meaning Table 48 on page 216 summarizes key output fields for CoS rewrite rules.

Table 48: Summary of Key CoS Rewrite Rule Output Fields

ValuesField

Name of the rewrite rule.Rewrite rule

Rewrite rule type:

• dscp—For IPv4 DiffServ traffic.

• dscp-ipv6—For IPv6 Diffserv traffic.

• ieee-802.1—For Layer 2 traffic.

• exp—For MPLS traffic.

NOTE: OCX Series switches do not support MPLS.

Code point type

Internal index for the rewrite rule.Index

Nameof the forwarding class that is used to determineCoS values for rewriting
in combination with loss priority.

Rewrite rulesareapplied toCoSvalues inoutgoingpacketsbasedon forwarding
class and loss priority setting.

Forwarding class

Level of loss priority that is used to determine CoS values for rewriting in
combination with forwarding class.

Loss priority

Rewrite code point value.Code point

Related
Documentation

Defining CoS Rewrite Rules on page 172•

Monitoring CoS Code-Point Value Aliases

Purpose Use themonitoring functionality to display information about the CoS code-point value

aliases that the system is currently using to represent DSCP and IEEE 802.1p code point

bits.

Action Tomonitor CoS value aliases in the CLI, enter the CLI command:

user@switch> show class-of-service code-point-aliases

Tomonitor a specific type of code-point alias (DSCP, DSCP IPv6, IEEE 802.1, or MPLS

EXP) in the CLI, enter the CLI command:

user@switch> show class-of-service code-point-aliases ieee-802.1

Meaning Table 49 on page 217 summarizes key output fields for CoS value aliases.
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Table 49: Summary of Key CoS Value Alias Output Fields

ValuesField

Type of the CoS value:

• dscp—Examines Layer 3 packet headers for IP packet classification.

• dscp-ipv6—Examines Layer 3 packet headers for IPv6 packet classification.

• ieee-802.1—Examines Layer 2 packet headers for packet classification.

• exp—Examines MPLS packet headers for packet classification.

NOTE: OCX Series switches do not support MPLS.

Code point type

Name given to a set of bits—for example, af11 is a name for bits 001010.Alias

Set of bits associated with the alias.Bit pattern

Related
Documentation

Defining CoS Code-Point Aliases on page 150•
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show class-of-service classifier

Syntax show class-of-service classifier
<name name>
<type dscp | type dscp-ipv6 | type exp | type ieee-802.1 | type inet-precedence>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description For each class-of-service (CoS) classifier, display the mapping of code point value to

forwarding class and loss priority.

Options none—Display all classifiers.

name name—(Optional) Display named classifier.

type dscp—(Optional) Display all classifiers of the Differentiated Services code point

(DSCP) type.

type dscp-ipv6—(Optional) Display all classifiers of the DSCP for IPv6 type.

type exp—(Optional) Display all classifiers of the MPLS experimental (EXP) type.

type ieee-802.1—(Optional) Display all classifiers of the ieee-802.1 type.

type inet-precedence—(Optional) Display all classifiers of the inet-precedence type.

Required Privilege
Level

view

List of Sample Output show class-of-service classifier type ieee-802.1 on page 219
show class-of-service classifier type ieee-802.1 (QFX Series) on page 219

Output Fields Table 50 on page 218 describes the output fields for the show class-of-service classifier

command. Output fields are listed in the approximate order in which they appear.

Table 50: show class-of-service classifier Output Fields

Field DescriptionField Name

Name of the classifier.Classifier

Typeof the classifier: exp (not onEXSeries switch),dscp,dscp-ipv6
(not on EX Series switch), ieee-802.1, or inet-precedence.

Code point type

Internal index of the classifier.Index

Code point value used for classificationCode point
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Table 50: show class-of-service classifier Output Fields (continued)

Field DescriptionField Name

Classification of a packet affecting the forwarding, scheduling, and
marking policies applied as the packet transits the router.

Forwarding class

Loss priority value used for classification. For most platforms, the
value is high or low. For some platforms, the value is high,
medium-high,medium-low, or low.

Loss priority

Sample Output

show class-of-service classifier type ieee-802.1

user@host> show class-of-service classifier type ieee-802.1
Classifier: ieee802.1-default, Code point type: ieee-802.1, Index: 3
Code Point         Forwarding Class                  Loss priority
  000              best-effort                         low         
  001              best-effort                         high        
  010              expedited-forwarding                low         
  011              expedited-forwarding                high        
  100              assured-forwarding                  low         
  101              assured-forwarding                  medium-high 
  110              network-control                     low         
  111              network-control                     high        

Classifier: users-ieee802.1, Code point type: ieee-802.1
  Code point         Forwarding class                    Loss priority
  100                expedited-forwarding                low 

show class-of-service classifier type ieee-802.1 (QFX Series)

user@switch> show class-of-service classifier type ieee-802.1
Classifier: ieee8021p-default, Code point type: ieee-802.1, Index: 11
  Code point         Forwarding class                    Loss priority
  000                best-effort                         low         
  001                best-effort                         low         
  010                best-effort                         low         
  011                fcoe                                low         
  100                no-loss                             low         
  101                best-effort                         low         
  110                network-control                     low         
  111                network-control                     low         

Classifier: ieee8021p-untrust, Code point type: ieee-802.1, Index: 16
  Code point         Forwarding class                    Loss priority
  000                best-effort                         low         
  001                best-effort                         low         
  010                best-effort                         low         
  011                best-effort                         low         
  100                best-effort                         low         
  101                best-effort                         low         
  110                best-effort                         low         
  111                best-effort                         low         

Classifier: ieee-mcast, Code point type: ieee-802.1, Index: 46
  Code point         Forwarding class                    Loss priority
  000                mcast                               low         
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  001                mcast                               low         
  010                mcast                               low         
  011                mcast                               low         
  100                mcast                               low         
  101                mcast                               low         
  110                mcast                               low         
  111                mcast                               low    
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show class-of-service code-point-aliases

Syntax show class-of-service code-point-aliases
<dscp | dscp-ipv6 | exp | ieee-802.1 | inet-precedence>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the mapping of class-of-service (CoS) code point aliases to corresponding bit

patterns.

Options none—Display code point aliases of all code point types.

dscp—(Optional) Display Differentiated Services code point (DSCP) aliases.

dscp-ipv6—(Optional) Display IPv6 DSCP aliases.

exp—(Optional) Display MPLS EXP code point aliases.

ieee-802.1—(Optional) Display IEEE-802.1 code point aliases.

inet-precedence—(Optional) Display IPv4 precedence code point aliases.

Required Privilege
Level

view

List of Sample Output show class-of-service code-point-aliases exp on page 222

Output Fields Table 51 on page 221 describes the output fields for the show class-of-service

code-point-aliases command. Output fields are listed in the approximate order in which

they appear.

Table 51: show class-of-service code-point-aliases Output Fields

Field DescriptionField Name

Typeof thecodepointsdisplayed:dscp,dscp-ipv6 (notonEXSeries
switch), exp (not on EXSeries switch or theQFXSeries), ieee-802.1,
or inet-precedence (not on the QFX Series).

Code point type

Alias for a bit pattern.Alias

Bit pattern for which the alias is displayed.Bit pattern
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Sample Output

show class-of-service code-point-aliases exp

user@host> show class-of-service code-point-aliases exp
Code point type: exp
  Alias              Bit pattern
  af11               100            
  af12               101            
  be                 000            
  be1                001            
  cs6                110            
  cs7                111            
  ef                 010            
  ef1                011            
  nc1                110            
  nc2                111 
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show class-of-service forwarding-class

Syntax show class-of-service forwarding-class

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display information about forwarding classes, including the mapping of forwarding

classes to queue numbers.

Required Privilege
Level

view

Related
Documentation

Monitoring CoS Forwarding Classes•

• Monitoring CoS Forwarding Classes on page 212

List of Sample Output show class-of-service forwarding-class on page 224
show class-of-service forwarding-class (EX8200 Switch) on page 224
show class-of-service forwarding-class (QFX Series) on page 224

Output Fields Table 52 on page 223 describes the output fields for the show class-of-service

forwarding-class command. Output fields are listed in the approximate order in which

they appear.

Table 52: show class-of-service forwarding-class Output Fields

Field DescriptionField Name

Name of the forwarding class.Forwarding class

Forwarding class identifier.ID

CoS output queuemapped to the forwarding class.Queue

Not supported on EX Series switches or the QFX Series and can be
ignored.

Policing priority

(EX8200 switches only) Fabric priority for the forwarding class,
either high or low. Determines the priority of packets entering the
switch fabric.

Fabric priority

(QFX Series only) Packet loss attribute to differentiate lossless
forwarding classes from lossy forwarding classes:

• Disabled—Lossless transport is not configured on the forwarding
class (packet drop attribute is drop).

• Enabled—Lossless transport is configuredon the forwardingclass
(packet drop attribute is no-loss).

No-Loss
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Sample Output

show class-of-service forwarding-class

user@switch> show class-of-service forwarding-class
Forwarding class               ID                      Queue  Policing priority
  best-effort                        0                       0           normal
  expedited-forwarding               1                       5           normal
  assured-forwarding                 2                       1           normal
  network-control                    3                       7           normal

Sample Output

show class-of-service forwarding-class (EX8200 Switch)

user@switch> show class-of-service forwarding-class
Forwarding class                       ID      Queue  Fabric priority
  best-effort                           0       0      low
  expedited-forwarding                  1       5      low
  assured-forwarding                    2       1      low
  network-control                       3       7      low
  mcast-be                              4       2      low
  mcast-ef                              5       4      low
  mcast-af                              6       6      low 

Sample Output

show class-of-service forwarding-class (QFX Series)

user@switch> show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  fcoe                                 1         3         normal        Enabled

  no-loss                              2         4         normal        Enabled

  network-control                      3         7         normal        Disabled

  mcast                                8         8         normal        Disabled

On switches that do not use different forwarding classes and output queues for unicast

andmultidestination (multicast, broadcast, destination lookup fail) traffic, there is no

mcast forwarding class and there is no queue 8. (Switches that use different forwarding

classes and output queues for unicast andmultidestination traffic support 12 forwarding

classesandoutputqueues, ofwhich four of eacharededicated tomultidestination traffic.

Switches that use the same forwarding classes and output queues for unicast and

multidestination traffic support eight forwarding classes and eight output queues.)
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show class-of-service forwarding-class-set

Syntax show class-of-service forwarding-class-set
<forwarding-class-set-name>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the forwarding classes associated with each forwarding class set.

Options none—Display all forwarding class sets.

forwarding-class-set-name—(Optional) Display the forwarding classes associated with

the specified forwarding class set.

Required Privilege
Level

view

Related
Documentation

Understanding CoS Forwarding Class Sets (Priority Groups) on page 160•

• Defining CoS Forwarding Class Sets on page 162

• Example: Configuring Forwarding Class Sets on page 162

Output Fields Table 53 on page 225 describes the output fields for the show class-of-service

forwarding-class-setcommand.Output fieldsare listed in theapproximateorder inwhich

they appear.

Table 53: show class-of-service forwarding-class-set Output Fields

Field DescriptionField Name

Name of the forwarding class set.Forwarding class set

Internal Junos OS type.Type

Index of this forwarding class set.Forwarding class set index

Name of a forwarding class.Forwarding class

Index of this forwarding class.Index

Sample Output

show class-of-service forwarding-class-set

user@switch> show class-of-service forwarding-class-set
Forwarding class set: san_fcset, Type: normal-type, Forwarding class set index: 
37839
  Forwarding class                       Index
  fcoe                                     1               
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Forwarding class set: lan_fcset, Type: normal-type, Forwarding class set index: 
37840
  Forwarding class                       Index
  best-effort                              0              

Forwarding class set: multicast_fcset, Type: normal-type, Forwarding class set 
index: 37841
  Forwarding class                       Index
  mcast                                    8              
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show class-of-service forwarding-table

List of Syntax Syntax on page 227

Syntax (TXMatrix and TXMatrix Plus Router) on page 227

Syntax show class-of-service forwarding-table

Syntax (TXMatrix and
TXMatrix PlusRouter)

show class-of-service forwarding-table
<lcc number> | <sfc number>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the entire class-of-service (CoS) configuration as it exists in the forwarding table.

Executing this command is equivalent to executing all show class-of-service

forwarding-table commands in succession.

Options lcc number—(TXMatrix and TXMatrix Plus router only) (Optional) On a TXMatrix router,

display the forwarding table configuration for a specific T640 router (or line-card

chassis) configured in a routing matrix. On a TXMatrix Plus router, display the

forwarding table configuration for a specific router (or line-card chassis) configured

in the routing matrix.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

sfc number—(TXMatrix Plus routers only) (Optional) Display the forwarding table

configuration for the TXMatrix Plus router. Replace numberwith 0.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table on page 228
show class-of-service forwarding-table lcc (TXMatrix Plus Router) on page 229

Output Fields See the output field descriptions for show class-of-service forwarding-table commands:

• show class-of-service forwarding-table classifier

• show class-of-service forwarding-table classifier mapping

• show class-of-service forwarding-table drop-profile
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• show class-of-service forwarding-table fabric scheduler-map

• show class-of-service forwarding-table rewrite-rule

• show class-of-service forwarding-table rewrite-rulemapping

• show class-of-service forwarding-table scheduler-map

Sample Output

show class-of-service forwarding-table

user@host> show class-of-service forwarding-table
Classifier table index: 9, # entries: 8, Table type: EXP
Entry #   Code point   Forwarding-class #   PLP
   0           000        0                 0
   1           001        0                 1
   2           010        1                 0
   3           011        1                 1
   4           100        2                 0
   5           101        2                 1
   6           110        3                 0
   7           111        3                 1

                       Table Index/
Interface      Index      Q num      Table type
sp-0/0/0.1001     66         11      IPv4 precedence
sp-0/0/0.2001     67         11      IPv4 precedence
sp-0/0/0.16383    68         11      IPv4 precedence
fe-0/0/0.0        69         11      IPv4 precedence

Interface: sp-0/0/0 (Index: 129, Map index: 2, Map type: FINAL, 
 Num of queues: 2):
  Entry 0 (Scheduler index: 16, Forwarding-class #: 0):
    Tx rate: 0 Kb (95%), Buffer size: 95 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
  Entry 1 (Scheduler index: 18, Forwarding-class #: 3):
    Tx rate: 0 Kb (5%), Buffer size: 5 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1

Interface: fe-0/0/0 (Index: 137, Map index: 2, Map type: FINAL, 
 Num of queues: 2):
  Entry 0 (Scheduler index: 16, Forwarding-class #: 0):
    Tx rate: 0 Kb (95%), Buffer size: 95 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
  Entry 1 (Scheduler index: 18, Forwarding-class #: 3):
    Tx rate: 0 Kb (5%), Buffer size: 5 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
Interface: fe-0/0/1 (Index: 138, Map index: 2, Map type: FINAL, 
 Num of queues: 2):
  Entry 0 (Scheduler index: 16, Forwarding-class #: 0):
    Tx rate: 0 Kb (95%), Buffer size: 95 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
  Entry 1 (Scheduler index: 18, Forwarding-class #: 3):
    Tx rate: 0 Kb (5%), Buffer size: 5 percent
Priority low
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    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1

...

RED drop profile index: 1, # entries: 1
                             Drop
Entry      Fullness(%)   Probability(%)
    0              100              100

show class-of-service forwarding-table lcc (TXMatrix Plus Router)

user@host> show class-of-service forwarding-table lcc 0
lcc0-re0:
--------------------------------------------------------------------------

Classifier table index: 9, # entries: 64, Table type: IPv6 DSCP
Entry #   Code point   Forwarding-class #   PLP
   0        000000        0       0
   1        000001        0       0
   2        000010        0       0
   3        000011        0       0
   4        000100        0       0
   5        000101        0       0
   6        000110        0       0
   7        000111        0       0
   8        001000        0       0
   9        001001        0       0
  10        001010        0       0
  11        001011        0       0
  12        001100        0       0
  13        001101        0       0
  14        001110        0       0
  15        001111        0       0
  16        010000        0       0
  17        010001        0       0
  18        010010        0       0
  19        010011        0       0
  20        010100        0       0
  21        010101        0       0
  22        010110        0       0
  23        010111        0       0
  24        011000        0       0
  25        011001        0       0
  26        011010        0       0
  27        011011        0       0
  28        011100        0       0
  29        011101        0       0
  30        011110        0       0
  31        011111        0       0
  32        100000        0       0
  33        100001        0       0
  34        100010        0       0
  35        100011        0       0
  36        100100        0       0
  37        100101        0       0
  38        100110        0       0
  39        100111        0       0
  40        101000        0       0
  41        101001        0       0
  42        101010        0       0
  43        101011        0       0
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  44        101100        0       0
  45        101101        0       0
  46        101110        0       0
...
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show class-of-service forwarding-table classifier

Syntax show class-of-service forwarding-table classifier

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the mapping of code point value to queue number and loss priority for each

classifier as it exists in the forwarding table.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table classifier on page 231

Output Fields Table 54 on page 231 describes the output fields for the show class-of-service

forwarding-table classifier command. Output fields are listed in the approximate order

in which they appear.

Table54: showclass-of-service forwarding-tableclassifierOutputFields

Field DescriptionField Name

Index of the classifier table.Classifier table index

Total number of entries.entries

Typeof codepoints in the table:DSCP,EXP (not on theQFXSeries),
IEEE 802.1, IPv4 precedence (not on the QFX Series), or IPv6 DSCP.

Table type

Entry number.Entry #

Code point value used for classification.Code point

Forwarding class to which the code point is assigned.Forwarding-class #

Packet loss priority value set by classification. For most platforms,
the value can be 0 or 1. For some platforms, the value is 0, 1, 2, or 3.
The value 0 represents low PLP. The value 1 represents high PLP.
The value 2 represents medium-low PLP. The value 3 represents
medium-high PLP.

PLP

Sample Output

show class-of-service forwarding-table classifier

user@host> show class-of-service forwarding-table classifier
Classifier table index: 62436, # entries: 64, Table type: DSCP
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Entry #   Code point   Forwarding-class #   PLP
   0        000000       0                  0
   1        000001       0                  0
   2        000010       0                  0
   3        000011       0                  0
   4        000100       0                  0
   5        000101       0                  0
   6        000110       0                  0
   7        000111       0                  0
   8        001000       0                  0
   9        001001       0                  0
  10        001010       1                  1
  11        001011       0                  0
...
  60        111100       0                  0
  61        111101       0                  0
  62        111110       0                  0
  63        111111       0                  0
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show class-of-service forwarding-table classifier mapping

Syntax show class-of-service forwarding-table classifier mapping

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description For each logical interface, display either the table index of the classifier for a given code

point type or the queue number (if it is a fixed classification) in the forwarding table.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table classifier mapping on page 233

Output Fields Table 55 on page 233 describes the output fields for theshow class-of-service

forwarding-tableclassifiermapping command.Output fieldsare listed in theapproximate

order in which they appear.

Table 55: show class-of-service forwarding-table classifier mapping
Output Fields

Field DescriptionField Name

If the table type is Fixed, the number of the queue to which the
interface is mapped. For all other types, this value is the classifier
index number.

Table index/ Q num

Name of the logical interface. This field can also show the physical
interface (QFX Series).

Interface

Logical interface index.Index

Typeof codepoints in the table:DSCP,EXP (not on theQFXSeries),
Fixed, IEEE 802.1, IPv4 precedence (not on the QFX Series),or IPv6
DSCP.

Table type

Sample Output

show class-of-service forwarding-table classifier mapping

user@host> show class-of-service forwarding-table classifier mapping
                       Table index/
Interface      Index     Q num      Table type
so-5/0/0.0        10     62436      DSCP         
so-0/1/0.0        11     62436      DSCP         
so-0/2/0.0        12         1      Fixed        
so-0/2/1.0        13     62436      DSCP         
so-0/2/1.0        13     62437      IEEE 802.1   
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so-0/2/2.0        14     62436      DSCP         
so-0/2/2.0        14     62438      IPv4 precedence
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show class-of-service forwarding-table rewrite-rule

Syntax show class-of-service forwarding-table rewrite-rule

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display mapping of queue number and loss priority to code point value for each rewrite

rule as it exists in the forwarding table.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table rewrite-rule on page 235

Output Fields Table 56 on page 235 describes the output fields for the show class-of-service

forwarding-table rewrite-rule command.Output fields are listed in the approximate order

in which they appear.

Table 56: show class-of-service forwarding-table rewrite-rule Output
Fields

Field DescriptionField Name

Index for this rewrite rule.Rewrite table index

Number of entries in this rewrite rule.# entries

Typeof table:DSCP,EXP (noton theQFXSeries),EXP-PUSH-3 (not
on the QFX Series), IEEE 802.1,IPv4 precedence (not on the QFX
Series), IPv6 DSCP, or Fixed.

Table type

Queue number to which this entry is assigned.Q#

Code point value for low-priority loss profile.Low bits

State of this code point: enabled, rewritten, or disabled.State

Code point value for high-priority loss profile.High bits

Sample Output

show class-of-service forwarding-table rewrite-rule

user@host> show class-of-service forwarding-table rewrite-rule
Rewrite table index: 3753, # entries: 4, Table type: DSCP
Q#     Low bits  State      High bits  State
 0      000111  Enabled      001010   Enabled 
 2      000000  Disabled     001100   Enabled 
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 1      101110  Enabled      110111   Enabled 
 3      110000  Enabled      111000   Enabled 

Copyright © 2016, Juniper Networks, Inc.236

Traffic Management Feature Guide for the QFX Series



show class-of-service forwarding-table rewrite-rulemapping

Syntax show class-of-service forwarding-table rewrite-rule mapping

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description For each logical interface, display the table identifier of the rewrite rule map for each

code point type.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table rewrite-rulemapping on page 237

Output Fields Table 57 on page 237 describes the output fields for the show class-of-service

forwarding-table rewrite-rulemapping command. Output fields are listed in the

approximate order in which they appear.

Table 57: show class-of-service forwarding-table rewrite-rulemapping
Output Fields

Field DescriptionField Name

Name of the logical interface. This field can also show the physical
interface (QFX Series).

Interface

Logical interface index.Index

Rewrite table index.Table index

Type of classifier: DSCP, EXP (not on the QFX Series), EXP-PUSH-3
(not on the QFX Series), EXP-SWAP-PUSH-2 (not on the QFX
Series),IEEE 802.1, IPv4 precedence (not on the QFX Series), IPv6
DSCP, or Fixed.

Type

Sample Output

show class-of-service forwarding-table rewrite-rulemapping

user@host> show class-of-service forwarding-table rewrite-rulemapping
Interface      Index   Table index  Type
so-5/0/0.0        10       3753  DSCP         
so-0/1/0.0        11       3753  DSCP         
so-0/2/0.0        12       3753  DSCP         
so-0/2/1.0        13       3753  DSCP         
so-0/2/2.0        14       3753  DSCP         
so-0/2/3.0        15       3753  DSCP 
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show class-of-service interface

Syntax show class-of-service interface
<comprehensive | detail> <interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Forwarding class map information added in Junos OS Release 9.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.1 for the PTX Series Packet Transport

Switches.

Command introduced in Junos OS Release 12.2 for the ACX Series Universal Access

routers.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Options detail and comprehensive introduced in Junos OS Release 11.4.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display the logical and physical interface associations for the classifier, rewrite rules, and

scheduler map objects.

NOTE: OnroutingplatformswithdualRoutingEngines, runningthiscommand
on the backup Routing Engine, with or without any of the available options,
is not supported and produces the following error message:

error: the class-of-service subsystem is not running

Options none—Display CoS associations for all physical and logical interfaces.

comprehensive—(M Series, MX Series, and T Series routers) (Optional) Display

comprehensive quality-of-service (QoS) information about all physical and logical

interfaces.

detail—(M Series, MX Series, and T Series routers) (Optional) Display QoS and CoS

information based on the interface.

If the interface interface-name is a physical interface, the output includes:

• Brief QoS information about the physical interface

• Brief QoS information about the logical interface

• CoS information about the physical interface

• Brief information about filters or policers of the logical interface

• Brief CoS information about the logical interface

If the interface interface-name is a logical interface, the output includes:

• Brief QoS information about the logical interface
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• Information about filters or policers for the logical interface

• CoS information about the logical interface

interface-name—(Optional) Display class-of-service (CoS) associations for the specified

interface.

none—Display CoS associations for all physical and logical interfaces.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management•

List of Sample Output show class-of-service interface (Physical) on page 250
show class-of-service interface (Logical) on page 251
show class-of-service interface (Gigabit Ethernet) on page 251
show class-of-service interface (ANCP) on page 251
show class-of-service interface (PPPoE Interface) on page 251
show class-of-service interface (T4000 Routers with Type 5 FPCs) on page 251
show class-of-service interface detail on page 252
show class-of-service interface comprehensive on page 252
show class-of-service interface (ACX Series Routers) on page 263
showclass-of-service interface(PPPoESubscriber Interface forEnhancedSubscriber
Management) on page 266

Output Fields Table 21 on page 60 describes the output fields for the show class-of-service interface

command. Output fields are listed in the approximate order in which they appear.

Table 58: show class-of-service interface Output Fields

Field DescriptionField Name

Name of a physical interface.Physical interface

Index of this interface or the internal index of this object.

(Enhancedsubscribermanagement forMXSeries routers) Indexvalues fordynamicCoS traffic control
profiles and dynamic scheduler maps are larger for enhanced subscriber management than they are
for legacy subscriber management.

Index

Number
ofqueues
you can
configure
on the
interface.

Status of dedicated queues configured on an interface. Supported only on Trio MPC/MIC interfaces
on MX Series routers.

Dedicated Queues

Number of queues you can configure on the interface.Queues supported

Number of queues currently configured.Queues in use
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Table 58: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Number of queues created in addition to the default queues. Supported only on Trio MPC/MIC
interfaces on MX Series routers.

(Enhanced subscriber management for MX Series routers) This field is not displayed for enhanced
subscriber management.

Total non-default
queues created

(QFX Series only) IEEE 802.1p code point (priority) rewrite value. Incoming traffic from the Fibre
Channel (FC) SAN is classified into the forwarding class specified in the native FC interface (NP_Port)
fixed classifier and uses the priority specified as the IEEE 802.1p rewrite value.

Rewrite Input IEEE
Code-point

Maximum transmission rate on the physical interface. You can configure the shaping rate on the
physical interface, or on the logical interface, but not on both. Therefore, the Shaping rate field is
displayed for either the physical interface or the logical interface.

Shaping rate

Name of the output scheduler map associated with this interface.

(Enhanced subscriber management for MX Series routers) The name of the dynamic scheduler map
object is associatedwith ageneratedUID (for example,SMAP-1_UID1002) insteadofwith a subscriber
interface.

Scheduler map

(QFX Series only) Name of the output fabric scheduler map associated with a QFabric system
Interconnect device interface.

Scheduler map
forwarding class sets

For Gigabit Ethernet IQ2 PICs, maximum transmission rate on the input interface.Input shaping rate

For Gigabit Ethernet IQ2 PICs, name of the input scheduler map associated with this interface.Input scheduler map

Name of the scheduler map associated with the packet forwarding component queues.Chassis scheduler map

Name and type of the rewrite rules associated with this interface.Rewrite

Name of the associated traffic control profile.

(Enhanced subscriber management for MX Series routers) The name of the dynamic traffic control
profile object is associated with a generated UID (for example, TC_PROF_100_199_SERIES_UID1006)
instead of with a subscriber interface.

Traffic-control-profile

Name and type of classifiers associated with this interface.Classifier

Name of the forwarding map associated with this interface.Forwarding-class-map

(QFX Series and EX4600 switches only) Congestion notification state, enabled or disabled.Congestion-notification

Name of a logical interface.Logical interface

Categoryof anobject:Classifier,Fragmentation-map (for LSQ interfacesonly),Scheduler-map,Rewrite,
Translation Table (for IQE PICs only), or traffic-class-map (for T4000 routers with Type 5 FPCs).

Object

Name of an object.Name
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Table 58: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Type of an object: dscp, dscp-ipv6, exp, ieee-802.1, ip, inet-precedence, or ieee-802.1ad (for traffic class
map on T4000 routers with Type 5 FPCs)..

Type

Encapsulation on the physical interface.Link-level type

MTU size on the physical interface.MTU

Speed at which the interface is running.Speed

Whether loopback is enabled and the type of loopback.Loopback

Whether source filtering is enabled or disabled.Source filtering

Whether flow control is enabled or disabled.Flow control

(Gigabit Ethernet interfaces)Whether autonegotiation is enabled or disabled.Auto-negotiation

(Gigabit Ethernet interfaces) Remote fault status.

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

The Device flags field provides information about the physical device and displays one or more of the
following values:

• Down—Device has been administratively disabled.

• Hear-Own-Xmit—Device receives its own transmissions.

• Link-Layer-Down—The link-layer protocol has failed to connect with the remote endpoint.

• Loopback—Device is in physical loopback.

• Loop-Detected—The link layerhas received frames that it sent, therebydetectingaphysical loopback.

• No-Carrier—Onmedia that support carrier recognition, no carrier is currently detected.

• No-Multicast—Device does not support multicast traffic.

• Present—Device is physically present and recognized.

• Promiscuous—Device is in promiscuous mode and recognizes frames addressed to all physical
addresses on themedia.

• Quench—Transmission on the device is quenched because the output buffer is overflowing.

• Recv-All-Multicasts—Device is inmulticast promiscuousmode and therefore provides nomulticast
filtering.

• Running—Device is active and enabled.

Device flags

241Copyright © 2016, Juniper Networks, Inc.

Chapter 6: Monitoring Commands for Classifiers and Rewrite Rules



Table 58: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

The Interface flags field provides information about the physical interface and displays one or more
of the following values:

• Admin-Test—Interface is in testmodeandsomesanity checking, suchas loopdetection, is disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Hardware-Down—Interface is nonfunctional or incorrectly connected.

• Link-Layer-Down—Interface keepalives have indicated that the link is incomplete.

• No-Multicast—Interface does not support multicast traffic.

• No-receive No-transmit—Passive monitor mode is configured on the interface.

• Point-To-Point—Interface is point-to-point.

• Pop all MPLS labels from packets of depth—MPLS labels are removed as packets arrive on an
interface that has the pop-all-labels statement configured. The depth value can be one of the
following:

• 1—Takes effect for incoming packets with one label only.

• 2—Takes effect for incoming packets with two labels only.

• [ 1 2 ]—Takes effect for incoming packets with either one or two labels.

• Promiscuous—Interface is in promiscuous mode and recognizes frames addressed to all physical
addresses.

• Recv-All-Multicasts—Interface is inmulticast promiscuousmodeandprovidesnomulticast filtering.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Interface flags

The Logical interface flags field provides information about the logical interface and displays one or
more of the following values:

• ACFC Encapsulation—Address control field Compression (ACFC) encapsulation is enabled
(negotiated successfully with a peer).

• Device-down—Device has been administratively disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Clear-DF-Bit—GRE tunnel or IPsec tunnel is configured to clear the Don't Fragment (DF) bit.

• Hardware-Down—Interface protocol initialization failed to complete successfully.

• PFC—Protocol field compression is enabled for the PPP session.

• Point-To-Point—Interface is point-to-point.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Flags

Encapsulation on the logical interface.Encapsulation

Administrative state of the interface (Up or Down)Admin

Status of physical link (Up or Down).Link

Protocol configured on the interface.Proto
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Table 58: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Names of any firewall filters to be evaluated when packets are received on the interface, including
any filters attached through activation of dynamic service.

Input Filter

Names of any firewall filters to be evaluatedwhen packets are transmitted on the interface, including
any filters attached through activation of dynamic service.

Output Filter

Provides information about the physical link and displays one or more of the following values:

• ACFC—Address control field compression is configured. ThePoint-to-Point Protocol (PPP) session
negotiates the ACFC option.

• Give-Up—Link protocol does not continue connection attempts after repeated failures.

• Loose-LCP—PPPdoes not use the Link Control Protocol (LCP) to indicatewhether the link protocol
is operational.

• Loose-LMI—Frame Relay does not use the Local Management Interface (LMI) to indicate whether
the link protocol is operational.

• Loose-NCP—PPP does not use the Network Control Protocol (NCP) to indicatewhether the device
is operational.

• Keepalives—Link protocol keepalives are enabled.

• No-Keepalives—Link protocol keepalives are disabled.

• PFC—Protocol field compression is configured. The PPP session negotiates the PFC option.

Link flags

Current interface hold-time up and hold-time down, in milliseconds.Hold-times

Number of CoS queues configured.CoS queues

Date, time, and how long ago the interface went from down to up. The format is Last flapped:
year-month-day hour:minute:second:timezone (hour:minute:second ago). For example, Last flapped:
2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

Number and rate of bytes and packets received and transmitted on the physical interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Statistics last cleared

Number of IPv6 transit bytes and packets received and transmitted on the logical interface if IPv6
statistics tracking is enabled.

IPv6 transit statistics
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Table 58: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Input errors on the interface. The labels are explained in the following list:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager ASIC. If the interface is
saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

• Framing errors—Number of packets received with an invalid frame checksum (FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Giants—Number of frames received that are larger than the giant threshold.

• Bucket Drops—Drops resulting from the traffic load exceeding the interface transmit or receive
leaky bucket configuration.

• Policeddiscards—Number of frames that the incoming packetmatch code discarded because they
were not recognized or not of interest. Usually, this field reports protocols that Junos OS does not
handle.

• L3 incompletes—Number of incoming packets discarded because they failed Layer 3 (usually IPv4)
sanity checks of the header. For example, a frame with less than 20 bytes of available IP header is
discarded. Layer 3 incomplete errors can be ignored by configuring the ignore-l3-incompletes
statement.

• L2channelerrors—Numberof times the softwaredidnot findavalid logical interface for an incoming
frame.

• L2mismatch timeouts—Number of malformed or short packets that caused the incoming packet
handler to discard the frame as unreadable.

• HS link CRC errors—Number of errors on the high-speed links between the ASICs responsible for
handling the router interfaces.

• HS link FIFO overflows—Number of FIFO overflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

Input errors

Output errors on the interface. The labels are explained in the following list:

• Carrier transitions—Number of times the interface has gone from down to up. This number does not
normally increment quickly, increasing only when the cable is unplugged, the far-end system is
powered down and up, or another problem occurs. If the number of carrier transitions increments
quickly (perhapsonceevery 10 seconds), the cable, the far-endsystem,or thePIC ismalfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/O Manager ASIC. If the interface
is saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), the Drops field does not always use the correct value for queue 6 or queue 7
for interfaces on 10-port 1-Gigabit Ethernet PICs.

• Aged packets—Number of packets that remained in shared packet SDRAM so long that the system
automatically purged them. The value in this field should never increment. If it does, it ismost likely
a software bug or possibly malfunctioning hardware.

• HS link FIFO underflows—Number of FIFO underflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

• MTU errors—Number of packets whose size exceeds the MTU of the interface.

Output errors

Total number of egress queues supported on the specified interface.Egress queues
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Table 58: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

CoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), theDroppedpackets field does not always display the correct value for queue 6
or queue 7 for interfaces on 10-port 1-Gigabit Ethernet PICs.

Queue counters

(SONET)SONETmedia-specific alarmsanddefects that prevent the interface frompassing packets.
When a defect persists for a certain period, it is promoted to an alarm. Based on the router
configuration, an alarm can ring the red or yellow alarm bell on the router or light the red or yellow
alarm LED on the craft interface. See these fields for possible alarms and defects: SONET PHY,
SONET section, SONET line, and SONET path.

SONET alarms

SONET defects

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET PHY field has the following subfields:

• PLL Lock—Phase-locked loop

• PHY Light—Loss of optical signal

SONET PHY

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET section field has the following subfields:

• BIP-B1—Bit interleaved parity for SONET section overhead

• SEF—Severely errored framing

• LOS—Loss of signal

• LOF—Loss of frame

• ES-S—Errored seconds (section)

• SES-S—Severely errored seconds (section)

• SEFS-S—Severely errored framing seconds (section)

SONET section
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Table 58: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET line field has the following subfields:

• BIP-B2—Bit interleaved parity for SONET line overhead

• REI-L—Remote error indication (near-end line)

• RDI-L—Remote defect indication (near-end line)

• AIS-L—Alarm indication signal (near-end line)

• BERR-SF—Bit error rate fault (signal failure)

• BERR-SD—Bit error rate defect (signal degradation)

• ES-L—Errored seconds (near-end line)

• SES-L—Severely errored seconds (near-end line)

• UAS-L—Unavailable seconds (near-end line)

• ES-LFE—Errored seconds (far-end line)

• SES-LFE—Severely errored seconds (far-end line)

• UAS-LFE—Unavailable seconds (far-end line)

SONET line

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET path field has the following subfields:

• BIP-B3—Bit interleaved parity for SONET section overhead

• REI-P—Remote error indication

• LOP-P—Loss of pointer (path)

• AIS-P—Path alarm indication signal

• RDI-P—Path remote defect indication

• UNEQ-P—Path unequipped

• PLM-P—Path payload (signal) label mismatch

• ES-P—Errored seconds (near-end STS path)

• SES-P—Severely errored seconds (near-end STS path)

• UAS-P—Unavailable seconds (near-end STS path)

• ES-PFE—Errored seconds (far-end STS path)

• SES-PFE—Severely errored seconds (far-end STS path)

• UAS-PFE—Unavailable seconds (far-end STS path)

SONET path
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Table 58: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Values of the received and transmitted SONET overhead:

• C2—Signal label. Allocated to identify the construction and content of the STS-level SPE and for
PDI-P.

• F1—Section user channel byte. This byte is set aside for the purposes of users.

• K1 and K2—These bytes are allocated for APS signaling for the protection of the multiplex section.

• J0—Section trace. This byte is defined for STS-1 number 1 of an STS-N signal. Used to transmit a
1-byte fixed-length string or a 16-byte message so that a receiving terminal in a section can verify
its continued connection to the intended transmitter.

• S1—Synchronization status. The S1 byte is located in the first STS-1 number of an STS-N signal.

• Z3 and Z4—Allocated for future use.

Received SONET
overhead

Transmitted SONET
overhead

SONET/SDH interfaces allow path trace bytes to be sent inband across the SONET/SDH link. Juniper
Networks and other router manufacturers use these bytes to help diagnosemisconfigurations and
networkerrorsby setting the transmittedpath tracemessageso that it contains the systemhostname
and name of the physical interface. The received path trace value is the message received from the
router at the other end of the fiber. The transmitted path trace value is the message that this router
transmits.

Received path trace

Transmitted path trace

Information about the HDLC configuration.

• Policing bucket—Configured state of the receiving policer.

• Shaping bucket—Configured state of the transmitting shaper.

• Giant threshold—Giant threshold programmed into the hardware.

• Runt threshold—Runt threshold programmed into the hardware.

HDLC configuration

Information about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

• PLP byte—Packet Level Protocol byte.

Packet Forwarding
Engine configuration

Information about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Buffer usec—Amount of buffer space allocated to the queue, inmicroseconds. This value is nonzero
only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values are none and exact. If
exact is configured, the queue transmits only up to the configured bandwidth, even if excess
bandwidth is available. Ifnone is configured, thequeue transmits beyond the configuredbandwidth
if bandwidth is available.

CoS information

Total number of forwarding classes supported on the specified interface.Forwarding classes

Total number of egress queues supported on the specified interface.Egress queues
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Table 58: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Queue number.Queue

Forwarding class name.Forwarding classes

Number of packets queued to this queue.Queued Packets

Number of bytes queued to this queue. The byte counts vary by PIC type.Queued Bytes

Number of packets transmitted by this queue. When fragmentation occurs on the egress interface,
the first setofpacket counters shows thepostfragmentationvalues. Thesecondsetofpacket counters
(displayed under the Packet Forwarding Engine Chassis Queues field) shows the prefragmentation
values.

Transmitted Packets

Number of bytes transmitted by this queue. The byte counts vary by PIC type.Transmitted Bytes

Number of packets dropped because of tail drop.Tail-dropped packets

Number of packets dropped because of random early detection (RED).

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, the total
numberofdroppedpackets isdisplayed.Onall otherMSeries routers, theoutput classifiesdropped
packets into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP packets dropped because of RED.

• Low, TCP—Number of low-loss priority TCP packets dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP packets dropped because of RED.

• High, TCP—Number of high-loss priority TCP packets dropped because of RED.

• (MXSeries routerswith enhancedDPCs, andTSeries routerswith enhancedFPCsonly)Theoutput
classifies dropped packets into the following categories:

• Low—Number of low-loss priority packets dropped because of RED.

• Medium-low—Number of medium-low loss priority packets dropped because of RED.

• Medium-high—Number of medium-high loss priority packets dropped because of RED.

• High—Number of high-loss priority packets dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped packets
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Table 58: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Number of bytes dropped because of RED. The byte counts vary by PIC type.

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, only the
total number of dropped bytes is displayed. On all other M Series routers, the output classifies
dropped bytes into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP bytes dropped because of RED.

• Low, TCP—Number of low-loss priority TCP bytes dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP bytes dropped because of RED.

• High, TCP—Number of high-loss priority TCP bytes dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped bytes

Configured transmit rate of the scheduler. The rate is a percentage of the total interface bandwidth.Transmit rate

Rate limiting configuration of the queue. Possible values are :

• None—No rate limit.

• exact—Queue transmits at the configured rate.

Rate Limit

Delay buffer size in the queue.Buffer size

Scheduling priority configured as low or high.Priority

Priority of the excess bandwidth traffic on a scheduler: low,medium-low,medium-high, high, or none.Excess Priority

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Priority of the excess bandwidth traffic on a scheduler.Excess Priority
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Table 58: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Display the assignment of shaping-rate adjustments on a scheduler node or queue.

• Adjusting application—Application that is performing the shaping-rate adjustment.

• The adjusting application can appear as ancp LS-0, which is the Junos OS Access Node Control
Profile process (ancpd) that performs shaping-rate adjustments on schedule nodes.

• The adjusting application can also appear as pppoe, which adjusts the shaping-rate and
overhead-accountingclass-of-serviceattributesondynamic subscriber interfaces inabroadband
access network based on access line parameters in Point-to-Point Protocol over Ethernet
(PPPoE) Tags [TR-101]. This feature is supported on MPC/MIC interfaces on MX Series routers.
The shaping rate is based on the actual-data-rate-downstream attribute. The overhead
accounting value is based on the access-loop-encapsulation attribute and specifies whether
the access loop uses Ethernet (framemode) or ATM (cell mode).

• Adjustment type—Type of adjustment: absolute or delta.

• Configured shaping rate—Shaping rate configured for the scheduler node or queue.

• Adjustment value—Value of adjusted shaping rate.

• Adjustment target—Level of shaping-rate adjustment performed: node or queue.

• Adjustment overhead-accountingmode—Configured shaping mode: frame or cell.

• Adjustment overhead bytes—Number of bytes that the ANCP agent adds to or subtracts from the
actual downstream frame overhead before reporting the adjusted values to CoS.

• Adjustment target—Level of shaping-rate adjustment performed: node or queue.

• Adjustmentmulticast index—

Adjustment information

Sample Output

show class-of-service interface (Physical)

user@host> show class-of-service interface so-0/2/3
Physical interface: so-0/2/3, Index: 135
Queues supported: 8, Queues in use: 4
Total non—default queues created: 4
  Scheduler map: <default>, Index: 2032638653

  Logical interface: fe-0/0/1.0, Index: 68, Dedicated Queues: no
    Shaping rate: 32000
    Object                   Name                   Type           Index
    Scheduler-map            <default>                              27
    Rewrite                  exp-default            exp             21
    Classifier               exp-default            exp             5
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    Classifier               ipprec-compatibility   ip              8
    Forwarding—class—map     exp-default            exp             5

show class-of-service interface (Logical)

user@host> show class-of-service interface so-0/2/3.0
Logical interface: so-0/2/3.0, Index: 68, Dedicated Queues: no
    Shaping rate: 32000
    Object                   Name                   Type             Index
    Scheduler-map            <default>                                27
    Rewrite                  exp-default            exp               21
    Classifier               exp-default            exp               5
    Classifier               ipprec-compatibility   ip                8
    Forwarding—class—map     exp-default            exp               5

show class-of-service interface (Gigabit Ethernet)

user@host> show class-of-service interface ge-6/2/0
Physical interface: ge-6/2/0, Index: 175
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Input scheduler map: <default>, Index: 3
  Chassis scheduler map: <default-chassis>, Index: 4

show class-of-service interface (ANCP)

user@host> show class-of-service interface pp0.1073741842
  Logical interface: pp0.1073741842, Index: 341
Object                  Name                   Type                    Index
Traffic-control-profile TCP-CVLAN              Output                  12408
Classifier              dscp-ipv6-compatibility dscp-ipv6                  9
Classifier              ipprec-compatibility   ip                         13

    Adjusting application: ancp LS-0
      Adjustment type: absolute
      Configured shaping rate: 4000000
      Adjustment value: 11228000
      Adjustment overhead-accounting mode: Frame Mode
      Adjustment overhead bytes: 50
      Adjustment target: node 

show class-of-service interface (PPPoE Interface)

user@host> show class-of-service interface pp0.1
Logical interface: pp0.1, Index: 85
    Object                  Name                   Type           Index
    Traffic-control-profile tcp-pppoe.o.pp0.1      Output         2726446535
    Classifier              ipprec-compatibility   ip             13

    Adjusting application: PPPoE
      Adjustment type: absolute
      Adjustment value: 5000000
      Adjustment overhead-accounting mode: cell
      Adjustment target: node

show class-of-service interface (T4000 Routers with Type 5 FPCs)

user@host> show class-of-service interface xe-4/0/0
Physical interface: xe-4/0/0, Index: 153
    Queues supported: 8, Queues in use: 4
      Shaping rate: 5000000000 bps
      Scheduler map: <default>, Index: 2
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      Congestion-notification: Disabled

      Logical interface: xe-4/0/0.0, Index: 77
        Object                  Name                   Type                    
Index
        Classifier              ipprec-compatibility   ip                       
  13

show class-of-service interface detail

user@host> show class-of-service interface ge-0/3/0 detail

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, Loopback: Disabled, 
Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled, 
Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000          

  Physical interface: ge-0/3/0, Index: 138             
  Queues supported: 4, Queues in use: 5
  Shaping rate: 50000 bps
  Scheduler map: interface-schedular-map, Index: 58414
  Input shaping rate: 10000 bps
  Input scheduler map: schedular-map, Index: 15103
  Chassis scheduler map: <default-chassis>, Index: 4
  Congestion-notification: Disabled

  Logical interface ge-0/3/0.0                                       
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    inet
    mpls
Interface       Admin Link Proto Input Filter         Output Filter  
ge-0/3/0.0      up    up   inet
                           mpls
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up   inet
                           mpls

  Logical interface: ge-0/3/0.0, Index: 68                             
    Object                  Name                   Type               Index 
    Rewrite                 exp-default            exp (mpls-any)       33
    Classifier              exp-default            exp                  10
    Classifier              ipprec-compatibility   ip                   13

  Logical interface ge-0/3/0.1
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    inet
Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   inet
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up   inet

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type            Index
    Classifier              ipprec-compatibility   ip               13

show class-of-service interface comprehensive

user@host> show class-of-service interface ge-0/3/0 comprehensive
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Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601, Generation: 141
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, BPDU Error: None, 
MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled, Flow 
control: Enabled,
  Auto-negotiation: Enabled, Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  CoS queues     : 4 supported, 4 maximum usable queues
  Schedulers     : 256
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:14:f6:f4:b4:5d, Hardware address: 00:14:f6:f4:b4:5d
  Last flapped   : 2010-09-07 06:35:22 PDT (15:14:42 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 total statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Label-switched interface (LSI) traffic statistics:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0, FIFO errors: 0, 
Resource errors: 0
  Output errors:
    Carrier transitions: 5, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Ingress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0

  Egress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0
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  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Complete
    Link partner:
        Link mode: Full-duplex, Flow control: Symmetric/Asymmetric, Remote fault:
 OK
    Local resolution:
      Flow control: Symmetric, Remote fault: Link OK
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    2 ef2                    39          19500     0            120     high    
none
    Direction : Input
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 af3                    30           3000    45              0      low    
none

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601
Forwarding classes: 16 supported, 5 in use
Ingress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
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    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 16 supported, 5 in use
Egress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
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    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                108546                     0 pps
    Bytes                :              12754752                   376 bps
  Transmitted:
    Packets              :                108546                      0 pps
    Bytes                :              12754752                   376 bps
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    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available

Physical interface: ge-0/3/0, Index: 138
Queues supported: 4, Queues in use: 5
  Shaping rate: 50000 bps

Scheduler map: interface-schedular-map, Index: 58414

  Scheduler: ef2, Forwarding class: ef2, Index: 39155
    Transmit rate: 39 percent, Rate Limit: none, Buffer size: 120 us, Buffer 
Limit: none, Priority: high
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile> 
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Input shaping rate: 10000 bps
  Input scheduler map: schedular-map

Scheduler map: schedular-map, Index: 15103

  Scheduler: af3, Forwarding class: af3, Index: 35058
    Transmit rate: 30 percent, Rate Limit: none, Buffer size: 45 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         40582    green
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any         18928    yellow
Drop profile: green, Type: discrete, Index: 40582
  Fill level    Drop probability
          50                   0
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: yellow, Type: discrete, Index: 18928
  Fill level    Drop probability
          50                   0
         100                 100
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  Chassis scheduler map: < default-drop-profile>
Scheduler map: < default-drop-profile>, Index: 4

  Scheduler: < default-drop-profile>, Forwarding class: af3, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: af2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>     
      Medium low      any             1    < default-drop-profile>      
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability

Copyright © 2016, Juniper Networks, Inc.258

Traffic Management Feature Guide for the QFX Series



         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef1, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>     
      High            any             1    < default-drop-profile>
Drop profile: , Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Congestion-notification: Disabled
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152) (Generation 159)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
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     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 172, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Input Filters: filter-in-ge-0/3/0.0-i,
      Policer: Input: p1-ge-0/3/0.0-inet-i
    Protocol mpls, MTU: 1488, Maximum labels: 3, Generation: 173, Route table: 0

      Flags: Is-Primary
      Output Filters: exp-filter,,,,,

Logical interface ge-1/2/0.0 (Index 347) (SNMP ifIndex 638) (Generation 156)    

Forwarding class ID  Queue  Restricted queue  Fabric priority  Policing priority
   SPU priority
best-effort      0   0      0                 low              normal           
    low

Aggregate Forwarding-class statistics per forwarding-class 
  Aggregate Forwarding-class statistics:
   Forwarding-class statistics:

Forwarding-class best-effort statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

IPv4 protocol forwarding-class statistics:
  Forwarding-class statistics:
  Forwarding-class best-effort statistics:

    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
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    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

    IPv6  protocol forwarding-class statistics:
    Forwarding-class statistics:
     Forwarding-class best-effort statistics:

    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

  Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.0      up    up   inet  filter-in-ge-0/3/0.0-i
                           mpls                       exp-filter
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up
                           inet  p1-ge-0/3/0.0-inet-i
                           mpls

Filter: filter-in-ge-0/3/0.0-i
Counters:
Name                                                Bytes              Packets
count-filter-in-ge-0/3/0.0-i                            0                    0

Filter: exp-filter
Counters:
Name                                                Bytes              Packets
count-exp-seven-match                                   0                    0
count-exp-zero-match                                    0                    0
Policers:
Name                                              Packets
p1-ge-0/3/0.0-inet-i                                    0

  Logical interface: ge-0/3/0.0, Index: 68
    Object                  Name                   Type                    Index

    Rewrite                 exp-default            exp (mpls-any)             33
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Rewrite rule: exp-default, Code point type: exp, Index: 33
  Forwarding class                    Loss priority       Code point
  af3                                 low                 000
  af3                                 high                001
  af2                                 low                 010
  af2                                 high                011
  ef2                                 low                 100
  ef2                                 high                101
  ef1                                 low                 110
  ef1                                 high                111
    Object                  Name                   Type                    Index

    Classifier              exp-default            exp                        10

Classifier: exp-default, Code point type: exp, Index: 10
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af2                                 low
  011                af2                                 high
  100                ef2                                 low
  101                ef2                                 high
  110                ef1                                 low
  111                ef1                                 high
    Object                  Name                   Type                    Index

    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
  011                af3                                 high
  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154) (Generation 160)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
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     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 174, Route table: 0
      Flags: Sendbcast-pkt-to-re

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   mpls  
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up
                           mpls

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type                    Index

    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
  011                af3                                 high
  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

show class-of-service interface (ACX Series Routers)

user@host-g11# show class-of-service interface
Physical interface: at-0/0/0, Index: 130
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
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  Logical interface: at-0/0/0.0, Index: 69

  Logical interface: at-0/0/0.32767, Index: 70

Physical interface: at-0/0/1, Index: 133
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

  Logical interface: at-0/0/1.0, Index: 71

  Logical interface: at-0/0/1.32767, Index: 72

Physical interface: ge-0/1/0, Index: 146
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 dscp-default           dscp                       31
Classifier              d1                     dscp                    11331
Classifier              ci                     ieee8021p                 583

  Logical interface: ge-0/1/0.0, Index: 73
Object                  Name                   Type                    Index
Rewrite                 custom-exp             exp (mpls-any)          46413

  Logical interface: ge-0/1/0.1, Index: 74

  Logical interface: ge-0/1/0.32767, Index: 75

Physical interface: ge-0/1/1, Index: 147
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/1.0, Index: 76

Physical interface: ge-0/1/2, Index: 148
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 ri                     ieee8021p (outer)       35392
Classifier              ci                     ieee8021p                 583

Physical interface: ge-0/1/3, Index: 149
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/3.0, Index: 77
Object                  Name                   Type                    Index
Rewrite                 custom-exp2            exp (mpls-any)          53581

Physical interface: ge-0/1/4, Index: 150
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
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  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/5, Index: 151
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/6, Index: 152
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/7, Index: 153
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              d1                     dscp                    11331

Physical interface: ge-0/2/0, Index: 154
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/2/1, Index: 155
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/2/1.0, Index: 78

  Logical interface: ge-0/2/1.32767, Index: 79

Physical interface: xe-0/3/0, Index: 156
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/0.0, Index: 80

Physical interface: xe-0/3/1, Index: 157
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/1.0, Index: 81

265Copyright © 2016, Juniper Networks, Inc.

Chapter 6: Monitoring Commands for Classifiers and Rewrite Rules



[edit]
user@host-g11#

show class-of-service interface (PPPoE Subscriber Interface for Enhanced Subscriber Management)

user@host> show class-of-service interface pp0.3221225474
  Logical interface: pp0.3221225475, Index: 3221225475
Object                  Name                   Type                    Index
Traffic-control-profile TC_PROF_100_199_SERIES_UID1006 Output      4294967312
Scheduler-map           SMAP-1_UID1002         Output              4294967327
Rewrite-Output          ieee-rewrite           ieee8021p               60432
Rewrite-Output          rule1                  ip                      50463

    Adjusting application: PPPoE IA tags
      Adjustment type: absolute
      Configured shaping rate: 11000000
      Adjustment value: 5000000
      Adjustment target: node

    Adjusting application: ucac
      Adjustment type: delta
      Configured shaping rate: 5000000
      Adjustment value: 100000
      Adjustment target: node
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show class-of-servicemulti-destination

Syntax show class-of-servicemulti-destination

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description For each class-of-service (CoS) multidestination classifier, display the classifier type.

Options none—Display all multidestination classifiers.

Required Privilege
Level

view

Related
Documentation

Defining CoSMultidestination (Multicast, Broadcast, DLF) BA Classifiers on page 119•

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 120

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces

Output Fields Table 59 on page 267 describes the output fields for the show class-of-service

multi-destination command. Output fields are listed in the approximate order in which

they appear.

Table 59: show class-of-servicemulti-destination Output Fields

Field DescriptionField Name

Family to which the classifier belongs.Family ethernet

Name of the classifier.Classifier Name

Type of the classifier: dscp or ieee-802.1.Classifier Type

Internal index of the classifier.Classifier Index

Sample Output

show class-of-servicemulti-destination

user@switch> show class-of-servicemulti-destination

Family ethernet:
Classifier Name                Classifier Type               Classifier Index
  ba-mcast-classifier            ieee-802.1                    62376            
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show class-of-service rewrite-rule

Syntax show class-of-service rewrite-rule
<name name>
<type type>

Release Information Command introduced before Junos OS Release 7.4.

Description Display the mapping of forwarding classes and loss priority to code point values.

Options none—Display all rewrite rules.

name name—(Optional) Display the specified rewrite rule.

type type—(Optional) Display the rewrite rule of the specified type. The rewrite rule type

can be one of the following:

• dscp—For IPv4 traffic.

• dscp-ipv6—For IPv6 traffic.

• exp—For MPLS traffic.

• frame-relay-de— For Frame Relay traffic.

• ieee-802.1—For Layer 2 traffic.

• inet-precedence—For IPv4 traffic.

Required Privilege
Level

view

Related
Documentation

Rewrite Rules Overview•

List of Sample Output show class-of-service rewrite-rule type dscp on page 270

Output Fields Table60onpage269describes theoutput fields for the showclass-of-service rewrite-rule

command. Output fields are listed in the approximate order in which they appear.

Table 60: show class-of-service rewrite-rule Output Fields

Field DescriptionField Name

Name of the rewrite rule.Rewrite rule

Type of rewrite rule: dscp, dscp-ipv6, exp, frame-relay-de, or
inet-precedence.

Code point type

Classification of a packet affecting the forwarding, scheduling, and
marking policies applied as the packet transits the router or switch.

Forwarding class

Internal index for this particular rewrite rule.Index
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Table 60: show class-of-service rewrite-rule Output Fields (continued)

Field DescriptionField Name

Loss priority for rewriting.Loss priority

Code point value to rewrite.Code point

Sample Output

show class-of-service rewrite-rule type dscp

user@host> show class-of-service rewrite-rule type dscp
Rewrite rule: dscp-default, Code point type: dscp
  Forwarding class                    Loss priority       Code point
  gold                                high                000000         
  silver                              low                 110000         
  silver                              high                111000         
  bronze                              low                 001010         
  bronze                              high                001100         
  lead                                high                101110         

Rewrite rule: abc-dscp-rewrite, Code point type: dscp, Index: 3245
Forwarding class                    Loss priority       Code point
  gold                                low                 000111         
  gold                                high                001010         
  silver                              low                 110000         
  silver                              high                111000         
  bronze                              high                001100         
  lead                                low                 101110         
  lead                                high                110111
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show class-of-service shared-buffer

Syntax show class-of-service shared-buffer
<egress | ingress>

Release Information Command introduced in Junos OS Release 12.3 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the shared buffer allocation and partitioning configuration.

NOTE: Due to QFX5200 cross-point architecture, all buffer usage counters
aremaintained separately. When usage counters are displayed with the
command show class-of-service shared-buffer on QFX5200, various pipe
counters are displayed separately.

Options none—Display ingress and egress shared buffer settings.

egress—(Optional) Display the egress shared buffer settings.

ingress—(Optional) Display the ingress shared buffer settings.

Required Privilege
Level

view

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Understanding CoS Buffer Configuration on page 800

List of Sample Output show class-of-service shared-buffer on page 272

Output Fields Table61onpage271describes theoutput fields for the showclass-of-serviceshared-buffer

command. Output fields are listed in the approximate order in which they appear.

Table 61: show class-of-service shared-buffer Output Fields

Field DescriptionField Name

Ingress shared buffer configuration.Ingress

Total buffer space available to the ports in KB. This is the combined
dedicated buffer pool and shared buffer pool.

Total Buffer
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Table 61: show class-of-service shared-buffer Output Fields (continued)

Field DescriptionField Name

Buffer space allocated to the dedicated buffer pool in KB.Dedicated Buffer

Buffer space allocated to the shared buffer pool in KB.Shared Buffer

Buffer space allocated to the lossless traffic buffer pool in KB.Lossless

Buffer space allocated to the lossless headroom traffic buffer pool to
support priority-based flow control (PFC) and Ethernet PAUSE in KB.
(Ingress ports only.)

NOTE: OCX Series switches do not support PFC.

Lossless Headroom

Buffer space allocated to the lossy (best-effort) traffic buffer pool in
KB.

Lossy

Utilization of the ingress lossless headroom buffer pool. (These fields
can help you to determine howmuch headroombuffer space you need
to reserve to support PFC and Ethernet PAUSE for lossless flows.)

NOTE: OCX Series switches do not support PFC.

Lossless Headroom
Utilization

Indexnumber that identifies the switch.OnaQFX3500switch, this field
always has a value of zero (0).

Node Device

Size of the lossless headroom ingress buffer pool in KB.Total

Amount in KB of lossless headroom ingress buffer used.Used

Amount in KB of lossless headroom ingress buffer free (unused).Free

Egress shared buffer configuration.Egress

Buffer space allocated to themulticast traffic buffer pool in KB. (Egress
ports only.)

Multicast

Sample Output

show class-of-service shared-buffer

user@switch> show class-of-service shared-buffer
Ingress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2158.00 KB  
  Shared Buffer    :  7202.00 KB  
    Lossless          :  648.18 KB   
    Lossless Headroom :  3240.90 KB  
    Lossy             :  3312.92 KB  

  Lossless Headroom Utilization:
  Node Device         Total          Used                  Free
  0                   3240.90 KB     0.00 KB               3240.90 KB  
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Egress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2704.00 KB  
  Shared Buffer    :  6656.00 KB  
    Lossless          :  3328.00 KB  
    Multicast         :  1264.64 KB  
    Lossy             :  2063.36 KB  
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PART 3

Scheduling Traffic

• Using Schedulers on page 277

• Configuration Statements for Scheduling on page 407

• Monitoring Commands for Scheduling on page 437
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CHAPTER 7

Using Schedulers

• Understanding Default CoS Scheduling and Classification on page 278

• UnderstandingCoSSchedulingBehaviorandConfigurationConsiderationsonpage284

• Understanding CoS Output Queue Schedulers on page 291

• Defining CoS Queue Schedulers on page 302

• Example: Configuring Queue Schedulers on page 305

• Defining CoS Queue Scheduling Priority on page 312

• Example: Configuring Queue Scheduling Priority on page 313

• Understanding CoS Traffic Control Profiles on page 317

• Understanding CoS Priority Group Scheduling on page 318

• UnderstandingCoSVirtualOutputQueues(VOQs)onQFX10000Switchesonpage322

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 327

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Understanding CoS Priority Group and Queue Guaranteed Minimum

Bandwidth on page 361

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Understanding CoS Priority Group Shaping and Queue Shaping (Maximum

Bandwidth) on page 369

• Example: Configuring MaximumOutput Bandwidth on page 371

• Understanding CoSWRED Drop Profiles on page 375

• Configuring CoSWRED Drop Profiles on page 380

• Example: ConfiguringWRED Drop Profiles on page 381

• Configuring CoS Drop Profile Maps on page 384

• Example: Configuring Drop Profile Maps on page 384

• Understanding CoS Explicit Congestion Notification on page 387

• Example: Configuring ECN on page 395

• Troubleshooting Dropped FCoE Traffic on page 400
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• Troubleshooting Egress Bandwidth That Exceeds the Configured Minimum

Bandwidth on page 403

• Troubleshooting Egress Bandwidth That Exceeds the Configured Maximum

Bandwidth on page 405

• Troubleshooting Egress Queue Bandwidth Impacted by Congestion on page 405

Understanding Default CoS Scheduling and Classification

If you do not explicitly configure classifiers and apply them to interfaces, the switch uses

thedefault classifier togroup ingress traffic into forwardingclasses. If youdonot configure

hierarchical scheduling (ETS) on an interface, the switch uses the default schedulers to

provide egress port resources for traffic. Default classificationmapsall traffic into default

forwardingclasses (best-effort, fcoe, no-loss, network-control, andmcast). Eachdefault

forwarding class has a default scheduler, so that the traffic mapped to each default

forwarding class receives port bandwidth, prioritization, and packet drop characteristics.

Hierarchical scheduling groups IEEE 802.1p priorities (IEEE 802.1p code points, which

classifiers map to forwarding classes, which in turn are mapped to output queues) into

priority groups (forwarding class sets). If you use only the default traffic scheduling and

classification, the switch automatically creates a default priority group that contains all

of thepriorities (whicharemapped to forwardingclassesandoutputqueues), andassigns

100 percent of the port output bandwidth to that priority group. The forwarding classes

(queues) in the default forwarding class set receive bandwidth based on the default

classifier settings. The default priority group is transparent. It does not appear in the

configuration and is used for Data Center Bridging Capability Exchange (DCBX) protocol

advertisement.

NOTE: If you explicitly configure one or more priority groups on an interface,
any forwarding class that is not assigned to a priority group on that interface
receivesnobandwidth. Thismeansthat if youconfigurehierarchicalscheduling
on an interface, every forwarding class (priority) that you want to forward
traffic on that interfacemustbelong toa forwardingclass set (priority group).

The following sections describe:

• Default Classification on page 278

• Default Scheduling on page 281

• Default DCBX Advertisement on page 284

• Default Scheduling and Classification Summary on page 284

Default Classification

The default classifiers assign unicast andmulticast best-effort and network-control

ingress traffic to default forwarding classes and loss priorities. The switch applies default

unicast IEEE 802.1, unicast DSCP, andmultidestination classifiers to each interface that

does not have explicitly configured classifiers. If you explicitly configure one type of

classifier but not other types of classifiers, the system uses only the configured classifier
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anddoesnot usedefault classifiers for other typesof traffic. Thereare twodefault unicast

IEEE802.1 classifiers, a trustedclassifier for ports that are in trunkmodeor tagged-access

mode, and an untrusted classifier for ports that are in access mode.

Table 29 on page 130 shows the default mapping of IEEE 802.1 code-point values to

unicast forwarding classes and loss priorities for ports in trunk mode or tagged-access

mode.

Table 62: Default IEEE 802.1 Unicast Classifiers for Ports in TrunkMode
or Tagged-AccessMode (Trusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effortbe (000)

lowbest-effortbe1 (001)

lowbest-effortef (010)

lowfcoeef1 (011)

lowno-lossaf11 (100)

lowbest-effortaf12 (101)

lownetwork-controlnc1 (110)

lownetwork-controlnc2 (111)

Table 30 on page 130 shows the default mapping of IEEE 802.1p code-point values to

unicast forwarding classes and loss priorities for ports in access mode (all incoming

traffic is mapped to best-effort forwarding classes).

Table 63: Default IEEE 802.1 Unicast Classifiers for Ports in AccessMode
(Untrusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effort000

lowbest-effort001

lowbest-effort010

lowbest-effort011

lowbest-effort100

lowbest-effort101

lowbest-effort110
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Table 63: Default IEEE 802.1 Unicast Classifiers for Ports in AccessMode
(Untrusted Classifier) (continued)

Loss PriorityForwarding ClassCode Point

lowbest-effort111

Table 31 on page 131 shows the default mapping of IEEE 802.1 code-point values to

multidestination (multicast, broadcast, and destination lookup fail traffic) forwarding

classes and loss priorities.

Table 64: Default IEEE 802.1 Multidestination Classifiers

Loss PriorityForwarding ClassCode Point

lowmcastbe (000)

lowmcastbe1 (001)

lowmcastef (010)

lowmcastef1 (011)

lowmcastaf11 (100)

lowmcastaf12 (101)

lowmcastnc1 (110)

lowmcastnc2 (111)

Table 32 on page 131 shows the default mapping of DSCP code-point values to unicast

forwarding classes and loss priorities for DSCP IP and DCSP IPv6.

Table 65: Default DSCP IP and IPv6 Unicast Classifiers

Loss PriorityForwarding ClassCode Point

lowbest-effortef (101110)

lowbest-effortaf11 (001010)

lowbest-effortaf12 (001100)

lowbest-effortaf13 (001110)

lowbest-effortaf21 (010010)

lowbest-effortaf22 (010100)

lowbest-effortaf23 (010110)
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Table 65: Default DSCP IP and IPv6 Unicast Classifiers (continued)

Loss PriorityForwarding ClassCode Point

lowbest-effortaf31 (011010)

lowbest-effortaf32 (011100)

lowbest-effortaf33 (011110)

lowbest-effortaf41 (100010)

lowbest-effortaf42 (100100)

lowbest-effortaf43 (100110)

lowbest-effortbe (000000)

lowbest-effortcs1 (001000)

lowbest-effortcs2 (010000)

lowbest-effortcs3 (011000)

lowbest-effortcs4 (100000)

lowbest-effortcs5 (101000)

lownetwork-controlnc1 (110000)

lownetwork-controlnc2 (111000)

NOTE: There are no default DSCP IP or IPv6multidestination classifiers for
multidestination traffic. DSCP IPv6multidestination classifiers are not
supported for multidestination traffic.

Default Scheduling

The default schedulers allocate egress bandwidth resources to unicast andmulticast

egress traffic as shown in Table 33 on page 132:

Table 66: Default Scheduler Configuration

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Transmit Rate
(MinimumGuaranteed
Bandwidth)

DefaultSchedulerandQueue
Number

5%low5%None5%best-effort forwarding class
scheduler (queue 0)
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Table 66: Default Scheduler Configuration (continued)

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Transmit Rate
(MinimumGuaranteed
Bandwidth)

DefaultSchedulerandQueue
Number

35%low35%None35%fcoe forwardingclass scheduler
(queue 3)

35%low35%None35%no-loss forwarding class
scheduler (queue 4)

5%low5%None5%network-control forwarding
class scheduler (queue 7)

20%low20%None20%mcast forwarding class
scheduler (queue 8)

NOTE: Theminimumguaranteedbandwidth ratealsodeterminestheamount
of excess (extra) bandwidth that the queue can share. Extra bandwidth is
allocated to queues in proportion to theminimum guaranteed bandwidth
(transmit rate) of each queue.

By default, only the five default schedulers shown in Table 33 on page 132 have traffic

mapped to them.Only the queues associatedwith the default schedulers receive default

bandwidth, based on the default scheduler transmit rate. (You can configure schedulers

and forwarding classes to allocate bandwidth to other queues or to change the default

bandwidth of a default queue.) In addition, multidestination queue 11 receives enough

bandwidth from the default multidestination scheduler to handle CPU-generated

multidestination traffic.

Default hierarchical scheduling divides the total port bandwidth between two groups of

traffic: unicast traffic andmultidestination traffic. By default, unicast traffic consists of

queue0(best-effort forwardingclass), queue3 (fcoe forwardingclass), queue4(no-loss

forwardingclass), andqueue7 (network-control forwardingclass).Unicast traffic receives

and shares a total of 80 percent of the port bandwidth. By default, multidestination

traffic (mcast queue 8) receives a total of 20 percent of the port bandwidth. So on a

10-Gigabit port, unicast traffic receives8-Gbpsof bandwidthandmultidestination traffic

receives 2-Gbps of bandwidth.

NOTE: Multidestination queue 11 also receives a small amount of default
bandwidth from themultidestination scheduler. CPU-generated
multidestination traffic uses queue 11, so youmight see a small number of
packets egress from queue 11. In addition, in the unlikely case that firewall
filter match conditionsmapmultidestination traffic to a unicast forwarding
class, that traffic uses queue 11.

Copyright © 2016, Juniper Networks, Inc.282

Traffic Management Feature Guide for the QFX Series



Default scheduling uses weighted round-robin (WRR) scheduling. Each queue receives

a portion (weight) of the total available interface bandwidth. The scheduling weight is

based on the transmit rate of the default scheduler for that queue. For example, queue

7 receivesadefault schedulingweightof5percentof theavailablebandwidth, andqueue

4 receives a default schedulingweight of 35 percent of the available bandwidth. Queues

are mapped to forwarding classes, so forwarding classes receive the default bandwidth

for the queues to which they are mapped.

You should explicitly map traffic to non-default (unconfigured) queues and create

schedulers to allocate bandwidth to those queues if you want to use them to forward

traffic. By default, unicast queues 1, 2, 5, and 6 are unconfigured, andmultidestination

queues 9, 10, and 11 are unconfigured. Unconfigured queues have a default scheduling

weight of 1 so that they can receive a small amount of bandwidth in case they need to

forward traffic. (However, queue 11 canusemoreof thedefaultmultidestination scheduler

bandwidth if necessary to handle CPU-generatedmultidestination traffic.)

NOTE: All fourmultidestinationqueueshaveaschedulingweightof 1.Because
by default multidestination traffic goes to queue 8, queue 8 receives almost
all of themultidestination bandwidth. (There is no traffic on queue 9 and
queue 10, and very little traffic on queue 11, so there is almost no competition
for multidestination bandwidth.)

However, if you explicitly configure queue9, 10, or 11 (bymapping codepoints
to the unconfiguredmultidestination forwarding classes using the
multidestination classifier), the explicitly configured queues share the
multidestinationschedulerbandwidthequallywithdefaultqueue8,because
all of the queues have the same scheduling weight (1). To ensure that
multidestination bandwidth is allocated to each queue properly and that the
bandwidth allocation to the default queue (8) is not reduced toomuch, we
strongly recommend that you configure a scheduler if you explicitly classify
traffic into queue 9, 10, or 11.

If youmap traffic to an unconfigured queue, the queue receives only the amount of group

bandwidth proportional to its default weight (1). The actual amount of bandwidth an

unconfigured queue receives depends on howmuch bandwidth the other queues in the

group are using.

If the other unicast queues use less than their allocated amount of bandwidth, the

unconfiguredqueuescanshare theunusedbandwidth.Sharingunusedbandwidth is one

of the key advantages of hierarchical port scheduling. Configured queues have higher

priority for bandwidth than unconfigured queues, so if a configured queue needs more

bandwidth, then less bandwidth is available for unconfigured queues. Unconfigured

queuesalways receiveaminimumamountofbandwidthbasedon their schedulingweight

(1). If you map traffic to an unconfigured queue, to allocate bandwidth to that queue,

configure a scheduler for the forwarding class that is mapped to the queue.
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Default DCBX Advertisement

Whenyouconfigurehierarchical schedulingonan interface,DCBXadvertiseseachpriority

group, the priorities in each priority group, and the bandwidth properties of each priority

and priority group.

If you do not configure hierarchical scheduling on an interface, DCBX advertises the

automatically created default priority group and its priorities. DCBX also advertises the

default bandwidth allocation of the priority group, which is 100 percent of the port

bandwidth.

Default Scheduling and Classification Summary

If you do not configure hierarchical scheduling on an interface:

• Default classifiers classify ingress traffic.

• Default schedulers schedule egress traffic.

• DCBXadvertises a single default priority groupwith 100percent of the port bandwidth

allocated to that priority group. All priorities (forwarding classes) are assigned to the

default priority group and receive bandwidth based on their default schedulers. The

default priority group is generated automatically and is not user-configurable.

Related
Documentation

Understanding CoS Packet Flow on page 16•

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• Understanding Default CoS Settings on page 18

• Understanding Applying CoS Classifiers and Rewrite Rules to Interfaces on page 135

• Understanding DCB Features and Requirements on page 542

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Example: Configuring Unicast Classifiers on page 115

• Example: Configuring Multidestination (Multicast, Broadcast, DLF) Classifiers on

page 120

• Example: Configuring Queue Schedulers on page 305

Understanding CoS Scheduling Behavior and Configuration Considerations

Many factors affect scheduling configuration and bandwidth requirements, including:

Copyright © 2016, Juniper Networks, Inc.284

Traffic Management Feature Guide for the QFX Series



• Whenyouconfigurebandwidth fora forwardingclass (each forwardingclass ismapped

to a queue) or a forwarding class set (priority group), the switch considers only the

data as the configured bandwidth. The switch does not account for the bandwidth

consumedby thepreambleand the interframegap(IFG).Therefore,whenyoucalculate

and configure the bandwidth requirements for a forwarding class or for a forwarding

class set, consider the preamble and the IFG as well as the data in the calculations.

• When you configure a forwarding class to carry traffic on the switch (instead of using

only default forwarding classes), youmust also define a scheduling policy for the

user-configured forwarding class. Some switches support enhanced transmission

selection (ETS) hierarchical port scheduling, some switches support direct port

scheduling, and some switches support both methods of scheduling.

For ETS hierarchical port scheduling, defining a hierarchical scheduling policy using

ETSmeans:

• Mapping a scheduler to the forwarding class in a scheduler map

• Including the forwarding class in a forwarding class set

• Associating the scheduler map with a traffic control profile

• Attaching the traffic control profile to a forwarding class set and an interface

On switches that support port scheduling, defining a scheduling policy means:

• Mapping a scheduler to the forwarding class in a scheduler map.

• Applying the scheduler map to one or more interfaces.

• On each physical interface, either all forwarding classes that are being used on the

interface must have rewrite rules configured, or no forwarding classes that are being

used on the interface can have rewrite rules configured. On any physical port, do not

mix forwarding classeswith rewrite rules and forwarding classeswithout rewrite rules.

• For packets that carry both an inner VLAN tag and an outer VLAN tag, rewrite rules

rewrite only the outer VLAN tag.

• For ETS hierarchical port scheduling, configuring theminimumguaranteed bandwidth

(transmit-rate) for a forwarding class does not work unless you also configure the

minimum guaranteed bandwidth (guaranteed-rate) for the forwarding class set in the

traffic control profile.

Additionally, the sum of the transmit rates of the forwarding classes in a forwarding

class set should not exceed the guaranteed rate for the forwarding class set. (You

cannot guarantee aminimum bandwidth for the queues that is greater than the

minimumbandwidthguaranteed for theentire set of queues.) If youconfigure transmit

rates whose sum exceeds the guaranteed rate of the forwarding class set, the commit

check fails and the system rejects the configuration.

• For ETS hierarchical port scheduling, the sum of the forwarding class set guaranteed

rates cannot exceed the total port bandwidth. If you configure guaranteed rateswhose

sum exceeds the port bandwidth, the system sends a syslog message to notify you

that the configuration is not valid. However, the system does not perform a commit
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check. If you commit a configuration inwhich the sumof the guaranteed rates exceeds

the port bandwidth, the hierarchical scheduler behaves unpredictably.

• ForETShierarchicalport scheduling, if youconfigure theguaranteed-rateofa forwarding

class set as a percentage, configure all of the transmit rates associated with that

forwarding class set as percentages. In this case, if any of the transmit rates are

configured as absolute values instead of percentages, the configuration is not valid

and the system sends a syslog message.

• Thereare several factors to consider if youwant to configurea strict-highpriority queue

(forwarding class):

• Youcanconfigureonlyonestrict-highpriorityqueue(forwardingclass)onQFX5200,

QFX5100, EX4600, QFX3500, and QFX3600 switches, and on QFabric systems.

OnQFX10000 switches, there is no limit to the number of strict-high priority queues

you can configure.

• You cannot configure a minimum guaranteed bandwidth (transmit-rate) for a

strict-highpriority queueonQFX5200,QFX5100, EX4600,QFX3500, andQFX3600

switches, and on QFabric systems.

On QFX5200 and QFX10000 switches, you can set the transmit-rate on strict-high

priority queues to set a limit on the amount of traffic that the queue treats as

strict-highpriority traffic. Traffic in excessof the transmit-rate is treatedasbest-effort

traffic, and receivesanexcessbandwidth sharingweightof “1”,which is theproportion

of extra bandwidth the strict-high priority queue can share on the port. Queues that

are not strict-high priority queues use the transmit rate (default) or the configured

excess rate to determine the proportion (weight) of extra port bandwidth the queue

can share. However, you cannot configure an excess rate on a strict-high priority

queue, and you cannot change the excess bandwidth sharing weight of “1” on a

strict-high priority queue.

For ETS hierarchical port scheduling, you cannot configure a minimum guaranteed

bandwidth (guaranteed-rate) for a forwarding class set that includes a strict-high

priority queue.

• Except on QFX10000 switches, for ETS hierarchical port scheduling only, youmust

create a separate forwarding class set for a strict-high priority queue. OnQFX10000

switches, you canmix strict-high priority and low priority queues in the same

forwarding class set.

• Except on QFX10000 switches, for ETS hierarchical port scheduling, only one

forwardingclass set cancontaina strict-highpriority queue.OnQFX10000switches,

this restriction does not apply.

• Except on QFX10000 switches, for ETS hierarchical port scheduling, a strict-high

priority queue cannot belong to the same forwarding class set as queues that are

not strict-high priority. (You cannot mix a strict-high priority forwarding class with

forwarding classes that are not strict-high priority in one forwarding class set.) On

QFX10000 switches, you canmix strict-high priority and low priority queues in the

same forwarding class set.

• For ETS hierarchical port scheduling on switches that use different forwarding class

sets for unicast andmultidestination (multicast, broadcast, and destination lookup
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fail) traffic, a strict-highpriorityqueuecannotbelong toamultidestination forwarding

class set.

• On QFX10000 systems, we recommend that you always configure a transmit rate

on strict-high priority queues to prevent them from starving other queues. If you do

notapply a transmit rate to limit theamountof bandwidth strict-highpriority queues

can use, then strict-high priority queues can use all of the available port bandwidth

and starve other queues on the port.

OnQFX5200,QFX5100,EX4600,QFX3500,andQFX3600switches, andonQFabric

systems, we recommend that you always apply a shaping rate to the strict-high

priority queue to prevent it from starving other queues. If you do not apply a shaping

rate to limit the amount of bandwidth a strict-high priority queue can use, then the

strict-highpriority queuecanuseall of theavailableport bandwidthandstarveother

queues on the port.

• On QFabric systems, if any queue that contains outgoing packets does not transmit

packets for 12 consecutive seconds, the port automatically resets. Failure of a queue

to transmit packets for 12 consecutive secondsmight be due to:

• A strict-high priority queue consuming all of the port bandwidth

• Several queues consuming all of the port bandwidth

• Any queue or port receiving continuous priority-based flow control (PFC) or 802.3x

Ethernet PAUSEmessages (received PFC and PAUSEmessages prevent a queue

or a port, respectively, from transmitting packets because of network congestion)

• Other conditions that prevent a queue from obtaining port bandwidth for 12

consecutive seconds

If the cause is a strict-high priority queue consuming all of the port bandwidth, use rate

shaping to configure a maximum rate for the strict-high priority queue and prevent it

fromusingall of theport bandwidth. Toconfigure rate shaping, include the shaping-rate

(rate | percent percentage) statement at the [edit class-of-service schedulers

scheduler-name] hierarchy level and apply the shaping rate to the strict-high priority

scheduler. We recommend that you always apply a shaping rate to strict-high priority

traffic to prevent the strict-high priority queue from starving other queues.

If several queues consume all of the port bandwidth, you can use a scheduler to rate

shape those queues and prevent them from using all of the port bandwidth.

• For transmit rates below 1 Gbps, we recommend that you configure the transmit rate

as a percentage instead of as a fixed rate. This is because the system converts fixed

rates into percentages andmight round small fixed rates to a lower percentage. For

example, a fixed rate of 350Mbps is rounded down to 3 percent instead of 3.5 percent.

• Whenyouset themaximumbandwidth for aqueueor for apriority group(shaping-rate)

at 100Kbpsor lower, the traffic shapingbehavior is accurateonlywithin+/–20percent

of the configured shaping-rate.

• On QFX10000 switches, configuring rate shaping ([set class-of-service schedulers

scheduler-name transmit-rate (rate | percentage) exact) on a LAG interface using the

[editclass-of-service interfaces lag-interface-namescheduler-mapscheduler-map-name]
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statement can result in scheduled traffic streams receiving more LAG link bandwidth

than expected.

You configure rate shaping in a scheduler to set the maximum bandwidth for traffic

assigned to a forwarding class on a particular output queue on a port. For example,

you can use a scheduler to configure rate shaping on traffic assigned to the best-effort

forwarding class mapped to queue 0, and then apply the scheduler to an interface

using a scheduler map, to set themaximum bandwidth for best-effort traffic mapped

to queue 0 on that port. Traffic in the best-effort forwarding can use nomore than the

amountofportbandwidth specifiedby the transmit ratewhenyouuse theexactoption.

LAG interfacesarecomposedof twoormoreEthernet linksbundled together to function

as a single interface. The switch can hash traffic entering a LAG interface onto any

member link in the LAG interface. When you configure rate shaping and apply it to a

LAG interface, the way that the switch applies the rate shaping to traffic depends on

how the switch hashes the traffic onto the LAG links.

To illustrate how link hashing affects the way the switch applies a shaping rate to LAG

traffic, let’s look at a LAG interface (ae0) that has twomember links (xe-0/0/20 and

xe-0/0/21). On LAG ae0, we configure rate shaping of 2g for traffic assigned to the

best-effort forwarding class, which is mapped to output queue 0. When traffic in the

best-effort forwarding class reaches the LAG interface, the switch hashes the traffic

onto one of the twomember links.

If the switch hashes all of the best-effort traffic onto the same LAG link, the traffic

receives amaximumof 2gbandwidth on that link. In this case, the intended cumulative

limit of 2g for best-effort traffic on the LAG is enforced.

However, if the switch hashes the best-effort traffic onto both of the LAG links, the

traffic receives a maximum of 2g bandwidth on each LAG link, not 2g as a cumulative

total for the entire LAG, so the best-effort traffic receives amaximumof 4g on the LAG,

not the 2g set by the rate shaping configuration. When hashing spreads the traffic

assigned to an output queue (which is mapped to a forwarding class) across multiple

LAG links, the effective rate shaping (cumulative maximum bandwidth) on the LAG

is:

(numberof LAGmember interfaces) x (rate shaping for theoutputqueue)=cumulative

LAG rate shaping

• On switches that do not use virtual output queues (VOQs), ingress port congestion

can occur during periods of egress port congestion if an ingress port forwards traffic

to more than one egress port, and at least one of those egress ports experiences

congestion. If this occurs, the congested egress port can cause the ingress port to

exceed its fair allocation of ingress buffer resources. When the ingress port exceeds

its buffer resource allocation, frames are dropped at the ingress. Ingress port frame

drop affects not only the congested egress ports, but also all of the egress ports to

which the congested ingress port forwards traffic.

If a congested ingress port drops traffic that is destined for one or more uncongested

egress ports, configure a weighted random early detection (WRED) drop profile and

apply it to the egress queue that is causing the congestion. The drop profile prevents

the congested egress queue from affecting egress queues on other ports by dropping

frames at the egress instead of causing congestion at the ingress port.
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NOTE: On systems that support lossless transport, do not configure drop
profiles for lossless forwarding classes suchas thedefault fcoeandno-loss

forwarding classes. FCoE and other lossless traffic queues require lossless
behavior. Use priority-based flow control (PFC) to prevent frame drop on
lossless priorities.

• On systems that use different classifiers for unicast andmultidestination traffic and

that support lossless transport, on an ingress port, do not configure classifiers that

map the same IEEE 802.1p code point to both amultidestination traffic flow and a

lossless unicast traffic flow (such as the default lossless fcoe or no-loss forwarding

classes). Any code point used for multidestination traffic on a port should not be used

to classify unicast traffic into a lossless forwarding class on the same port.

If a multidestination traffic flow and a lossless unicast traffic flow use the same code

point on a port, the multidestination traffic is treated the same way as the lossless

traffic. For example, if priority-based flowcontrol (PFC) is applied to the lossless traffic,

the multidestination traffic of the same code point is also paused. During periods of

congestion, treating multidestination traffic the same as lossless unicast traffic can

create ingress port congestion for the multidestination traffic and affect the

multidestination traffic on all of the egress ports the multidestination traffic uses.

For example, the following configuration can cause ingress port congestion for the

multidestination flow:

1. For unicast traffic, IEEE 802.1p code point 011 is classified into the fcoe forwarding

class:

user@switch# set class-of-service classifiers ieee-802.1 ucast_cl forwarding-class fcoe
loss-priority low code-points 011

2. For multidestination traffic, IEEE 802.1p code point 011 is classified into themcast

forwarding class:

user@switch# set class-of-service classifiers ieee-802.1mcast-cl forwarding-classmcast
loss-priority low code-points 011

3. The unicast classifier that maps traffic with code point 011 to the fcoe forwarding

class is mapped to interface xe-0/0/1:

user@switch# setclass-of-service interfacesxe-0/0/1unit0classifiers ieee-802.1ucast_cl

4. Themultidestination classifier that maps traffic with code point 011 to themcast

forwarding class is mapped to all interfaces (multidestination traffic maps to all

interfaces and cannot bemapped to individual interfaces):

user@switch# set class-of-servicemulti-destination classifiers ieee-802.1 mcast-cl

Because the same code point (011) maps unicast traffic to a lossless traffic flow

and also mapsmultidestination traffic to amultidestination traffic flow, the

multidestination traffic flowmightexperience ingressport congestionduringperiods

of congestion.

To avoid ingress port congestion, do not map the code point used by the

multidestination traffic to lossless unicast traffic. For example:
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1. Instead of classifying code point 011 into the fcoe forwarding class, classify code

point 011 into the best-effort forwarding class:

user@switch# set class-of-service classifiers ieee-802.1 ucast_cl forwarding-class
best-effort loss-priority low code-points 011

2. user@switch# set class-of-service classifiers ieee-802.1mcast-cl forwarding-classmcast
loss-priority low code-points 011

3. user@switch# setclass-of-service interfacesxe-0/0/1unit0classifiers ieee-802.1ucast_cl

4. user@switch# set class-of-servicemulti-destination classifiers ieee-802.1 mcast-cl

Because the code point 011 does not map unicast traffic to a lossless traffic flow,

themultidestination traffic flowdoes not experience ingress port congestion during

periods of congestion.

The best practice is to classify unicast traffic with IEEE 802.1p code points that are

also used for multidestination traffic into best-effort forwarding classes.
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Understanding CoSOutput Queue Schedulers

Outputqueueschedulingdefines theclass-of-service (CoS)propertiesof outputqueues.

Output queues are mapped to forwarding classes, and classifiers map incoming traffic

into forwarding classes based on IEEE 802.1p or DSCP code points. Output queue

properties include the amount of interface bandwidth assigned to the queue, the size of

the memory buffer allocated for storing packets, the priority of the queue, and the

weighted randomearlydetection (WRED)dropprofilesassociatedwith thequeue.Queue

schedulingworkswithpriority groupscheduling tocreatea two-tier hierarchical scheduler.

The hierarchical scheduler allocates port bandwidth to a group of queues (forwarding

classes) called a priority group (forwarding class set), and queue scheduling determines

the portion of the priority group’s bandwidth that a particular queue can use. So the first

scheduling tier is allocating port bandwidth to a forwarding class set, and the second

scheduling tier is allocating forwarding class set bandwidth to forwarding classes

(queues).

Schedulermapsassociatequeueschedulerswith forwardingclasses. Thequeuemapped

toa forwarding class receives the scheduling resourcesassigned to that forwarding class.

Youassociate a schedulermapwith a traffic control profile, and thenassociate the traffic

control profile with a forwarding class set (priority group) and a port interface to apply

scheduling to a port. In conjunction with the priority group scheduling configured in the

traffic control profile, queue scheduling configures the packet schedulers and weighted

random early detection (WRED) packet drop processes for queues.

NOTE: When you configure bandwidth for a queue or a priority group, the
switchconsidersonly thedataas theconfiguredbandwidth. Theswitchdoes
notaccount for thebandwidthconsumedby thepreambleandthe interframe
gap (IFG). Therefore, when you calculate and configure the bandwidth
requirements for a queue or for a priority group, consider the preamble and
the IFG as well as the data in the calculations.

• Output Queue Scheduling Components on page 292

• Default Schedulers on page 293

• Transmit Rate (MinimumGuaranteed Bandwidth) on page 296

• Sharing Extra Bandwidth on page 297

• Shaping Rate (Maximum Bandwidth) on page 297

• Scheduling Priority on page 298

• Scheduler Drop-Profile Maps on page 299

• Buffer Size on page 300

• Explicit Congestion Notification on page 301

• Scheduler Maps on page 301
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Output Queue Scheduling Components

Table 67 on page 292 provides a quick reference to the scheduler components you can

configure to determine the bandwidth properties of output queues (forwarding classes),

and Table 68 on page 292 provides a quick reference to some related scheduling

configuration components.

Table 67: Output Queue Scheduler Components

Description
Output Queue Scheduler
Component

Sets the size of the queue buffer.Buffer size

Maps a drop profile to a loss priority. Drop profile map
components include:

• Drop profile—Sets the probability of dropping packets
as the queue fills up.

• Loss priority—Sets the traffic loss priority to which a
drop profile applies.

Drop profile map

Enables explicit congestion notification (ECN) on the
queue.

Explicit congestion notification

Sets the scheduling priority applied to the queue.Priority

Sets the maximum bandwidth the queue can consume.

TIP: OnQFX5200Seriesswitches,agranularityof64kbps
is supported for the shaping rate.

Shaping rate

Sets the minimum guaranteed bandwidth for the queue.
Extra bandwidth is shared among queues in proportion
to the minimum guaranteed bandwidth of each queue.

Transmit rate

Table 68: Other Scheduling Components

DescriptionOther Scheduling Components

Maps traffic to an output queue. Classifiers map
forwarding classes to IEEE 802.1p, DSCP, or EXP code
points. A forwarding class, an output queue, and code
pointbits aremapped toeachotherand identify the same
traffic. (The code point bits identify incoming traffic.
Classifiers assign traffic to forwarding classes based on
the code point bits. Forwarding classes are mapped to
output queues. This mapping determines the output
queue each class of traffic uses on the switch egress
interfaces.)

Forwarding class
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Table 68: Other Scheduling Components (continued)

DescriptionOther Scheduling Components

Buffers traffic before the switch forwards the traffic out
the egress interface. Output queues are mapped to
forwarding classes. The switch applies CoS properties
defined in schedulers to output queues, by mapping
forwarding classes to schedulers in scheduler maps. The
queuemapped to the forwarding class has the CoS
properties defined in the scheduler mapped to that
forwarding class.

Output queue

Maps schedulers to forwarding classes (forwarding
classes are mapped to queues, so a forwarding class
represents a queue, and the scheduler mapped to a
forwarding class determines the CoS properties of the
output queuemapped to that forwarding class).

Scheduler map

Configures scheduling for the forwardingclass set (priority
group), and associates a scheduler map with the
forwarding class set to apply queue scheduling to the
forwarding classes in the forwarding class set. Extra port
bandwidth is shared among forwarding class sets in
proportion to the minimum guaranteed bandwidth of
each forwarding class set.

Traffic control profile

Name of a priority group. Youmap forwarding classes to
forwarding class sets. A forwarding class set consists of
one or more forwarding classes.

Forwarding class set

Default Schedulers

Each forwarding class requires a scheduler to set the CoS properties of the forwarding

classand its outputqueue. Thedefault configurationuses five forwarding classes: unicast

best-effort (queue 0), fcoe (queue 3), no-loss (queue 4), network-control (queue 7),

andmultidestination (queue 8). You can use the default schedulers or you can define

new schedulers for these five forwarding classes. For any other forwarding class, you

must explicitly configure a scheduler.

Table 69 on page 293 shows the default schedulers.

Table 69: Default Schedulers

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Guaranteed Rate
(MinimumBandwidth)

Default Scheduler and
Queue Number

5%Low5%None5%Best-effort scheduler
(queue 0)
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Table 69: Default Schedulers (continued)

Buffer
SizePriority

Excess
Bandwidth
Sharing

Shaping Rate
(Maximum
Bandwidth)

Guaranteed Rate
(MinimumBandwidth)

Default Scheduler and
Queue Number

35%Low35%None35%FCoEscheduler (queue3)

NOTE: OCX Series
switches do not support
lossless transport or
FCoE. On OCX Series
switches, do not map
traffic to the default fcoe
forwarding class.

35%Low35%None35%No-loss scheduler
(queue 4)

OCX Series switches do
not support lossless
transport. On OCX Series
switches, do not map
traffic to the default
no-loss forwarding class.

5%Low5%None5%Network-control
scheduler (queue 7)

20%Low20%None20%Multidestination
scheduler (queue 8)

NOTE: Theminimumguaranteedbandwidth ratealsodeterminestheamount
of excess (extra) bandwidth that the queue can share. Extra bandwidth is
allocated to queues in proportion to theminimum guaranteed bandwidth
rate of each queue.

By default, only the five default schedulers shown in Table 69 on page 293 have traffic

mapped to them.Only the queues associatedwith the default schedulers receive default

bandwidth, based on the default scheduler transmit rate. (You can configure schedulers

and forwarding classes to allocate bandwidth to other queues or to change the default

bandwidth of a default queue.) In addition, multidestination queue 11 receives enough

bandwidth from the default multidestination scheduler to handle CPU-generated

multidestination traffic.

Default hierarchical scheduling divides the total port bandwidth between two groups of

traffic: unicast traffic andmultidestination traffic. By default, unicast traffic consists of

queue0(best-effort forwardingclass), queue3 (fcoe forwardingclass), queue4(no-loss

forwarding class), and queue 7 (network-control forwarding class).
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NOTE: OCX Series switches do not support lossless transport. Do not map
traffic to the default fcoe or no-loss forwarding classes. The default DSCP

classifier used by OCX Series switches does not map traffic to the fcoe or

no-loss forwarding classes, so if you are using the default configuration, no

traffic is mapped to lossless queues. The active forwarding classes
(best-effort, network-control, andmcast) share the unused bandwidth

assigned to the fcoe and no-loss forwarding classes.

To use queue 3 or queue 4 to forward traffic, configure a forwarding class
without the no-loss packet drop attribute andmap it to the queue. If you do
this, youmight want to configure a scheduler because the default scheduler
assigns 35 percent of the port bandwidth to Q3 and 35 percent to Q4when
those queues are used to forward traffic.

Unicast traffic receivesandsharesa total of80percentof theportbandwidth.Bydefault,

multidestination traffic (mcast queue 8) receives a total of 20 percent of the port

bandwidth. So on a 10-Gigabit port, unicast traffic receives 8-Gbps of bandwidth and

multidestination traffic receives 2-Gbps of bandwidth.

NOTE: Multidestination queue 11 also receives a small amount of default
bandwidth from themultidestination scheduler. CPU-generated
multidestination traffic uses queue 11, so youmight see a small number of
packets egress from queue 11. In addition, in the unlikely case that firewall
filter match conditionsmapmultidestination traffic to a unicast forwarding
class, that traffic uses queue 11.

Default scheduling uses weighted round-robin (WRR) scheduling. Each queue receives

a portion (weight) of the total available interface bandwidth. The scheduling weight is

based on the transmit rate of the default scheduler for that queue. For example, queue

7 receivesadefault schedulingweightof5percentof theavailablebandwidth, andqueue

4 receives a default schedulingweight of 35 percent of the available bandwidth. Queues

aremappedto forwardingclasses (forexample,queue7 ismappedto thenetwork-control

forwarding class and queue 4 is mapped to the no-loss forwarding class), so forwarding

classes receive the default bandwidth for the queues towhich they aremapped. Unused

bandwidth is shared with other default queues.

You should explicitly map traffic to non-default (unconfigured) queues and schedule

bandwidth resources for those queues if you want to use them to forward traffic. By

default, unicast queues 1, 2, 5, and 6 are unconfigured, andmultidestination queues 9,

10, and 11 are unconfigured. Unconfigured queues have a default scheduling weight of 1

so that theycan receiveasmall amountofbandwidth in case theyneed to forward traffic.

(However, queue 11 can usemore of the default multidestination scheduler bandwidth

if necessary to handle CPU-generatedmultidestination traffic.)
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NOTE: All fourmultidestinationqueueshaveaschedulingweightof 1.Because
by default multidestination traffic goes to queue 8, queue 8 receives almost
all of themultidestination bandwidth. (There is no traffic on queue 9 and
queue 10, and very little traffic on queue 11, so there is almost no competition
for multidestination bandwidth.)

However, if you explicitly configure queue9, 10, or 11 (bymapping codepoints
to the unconfiguredmultidestination forwarding classes using the
multidestination classifier), the explicitly configured queues share the
multidestinationschedulerbandwidthequallywithdefaultqueue8,because
all of the queues have the same scheduling weight (1). To ensure that
multidestination bandwidth is allocated to each queue properly and that the
bandwidth allocation to the default queue (8) is not reduced toomuch, we
strongly recommend that you configure a scheduler if you explicitly classify
traffic into queue 9, 10, or 11.

If youmap traffic toanunconfiguredqueueanddonot schedulebandwidth for thequeue,

thequeue receivesonly theamountof groupbandwidthproportional to its defaultweight

(1). The actual amount of bandwidth an unconfigured queue receives depends on how

much bandwidth the other queues in the group are using.

If the other unicast queues use less than their allocated amount of bandwidth, the

unconfiguredqueuescanshare theunusedbandwidth.Sharingunusedbandwidth is one

of the key advantages of hierarchical port scheduling. Configured queues have higher

priority for bandwidth than unconfigured queues, so if a configured queue needs more

bandwidth, then less bandwidth is available for unconfigured queues. Unconfigured

queuesalways receiveaminimumamountofbandwidthbasedon their schedulingweight

(1). If you map traffic to an unconfigured queue, to allocate bandwidth to that queue,

configure a scheduler for the forwarding class that is mapped to the queue, and apply it

to the port.

Transmit Rate (MinimumGuaranteed Bandwidth)

The transmit rate determines the minimum guaranteed bandwidth for each forwarding

class.Theswitchapplies theminimumbandwidthguarantee to theoutputqueuemapped

to the forwarding class. The transmit rate also determines howmuch excess (extra)

bandwidth each low-priority queue can share; each queue shares extra bandwidth in

proportion to its transmit rate. You specify the rate in bits per second as a fixed value

such as 1Mbps or as a percentage of the total forwarding class setminimumguaranteed

bandwidth (the guaranteed rate set in the traffic control profile). Either the default

scheduler or a scheduler you configure allocates a portion of the outgoing interface

bandwidth to each forwarding class in proportion to the transmit rate.
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NOTE: For transmit rates below 1 Gbps, we recommend that you configure
the transmit rate as a percentage instead of as a fixed rate. This is because
the system converts fixed rates into percentages andmay round small fixed
rates to a lower percentage. For example, a fixed rate of 350Mbps is rounded
down to 3 percent.

You cannot configure a transmit rate for a strict-high priority queue. Queues with a

configured transmit rate cannotbe included ina forwarding class set that hasa strict-high

priority queue (you cannot mix strict-high priority queues and queues that are not

strict-high priority in the same forwarding class set).

Theallocatedbandwidthcanexceedtheconfiguredminimumrate if additionalbandwidth

is available from other queues in the forwarding class set that are not using all of their

allocated bandwidth. During periods of congestion, the configured transmit rate is the

guaranteed bandwidthminimum for the queue. This behavior enables you to ensure that

each queue receives the amount of bandwidth appropriate to its level of service and is

also able to share unused bandwidth.

NOTE: Configuring theminimum guaranteed bandwidth (transmit rate) for
a forwarding class does not work unless you also configure theminimum
guaranteed bandwidth (guaranteed rate) for the forwarding class set in the
traffic control profile.

Additionally, thesumof the transmit ratesof thequeues ina forwardingclass
set should not exceed the guaranteed rate for the forwarding class set. (You
cannot guarantee a combinedminimum bandwidth for the queues that is
greater thantheminimumbandwidthguaranteedfor theentiresetofqueues.)

Sharing Extra Bandwidth

Extra bandwidth is available to low-priority queues when a forwarding class set does

not use its full amount of minimum guaranteed bandwidth (guaranteed-rate). Extra

bandwidth is sharedamong the forwarding classes in a forwarding class set in proportion

to the minimum guaranteed bandwidth (transmit-rate) of each queue.

For example, in a forwarding class set, Queue A has a transmit rate of 1 Gbps, Queue B

has a transmit rate of 1 Gbps, and Queue C has a transmit rate of 2 Gbps. After servicing

the minimum guaranteed bandwidth of these queues, the forwarding class set has an

extra 2 Gbps of bandwidth available, and all three queues still have packets to forward.

The queues receive the extra bandwidth in proportion to their transmit rates, so Queue A

receives an extra 500Mbps, Queue B receives an extra 500Mbps, andQueue C receives

an extra 1 Gbps.

Shaping Rate (MaximumBandwidth)

The shaping rate sets the maximum bandwidth that a forwarding class can consume.

You specify the rate in bits per second as a fixed value, such as 3Mbps or as a percentage
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of the total forwarding class setmaximumbandwidth (the shaping rate set in the traffic

control profile).

Themaximum bandwidth for a queue depends on the total bandwidth available to the

forwarding class set towhich the queue belongs, and on howmuch bandwidth the other

queues in the forwarding class set consume.

NOTE: OnQFabric systems, if any queue that contains outgoing packets
doesnot transmit packets for 12 consecutive seconds, theport automatically
resets. A strict-high priority queue (or several queues with higher priorities
than the starved queue) can consume all of the port bandwidth and prevent
another queue from transmitting packets. To prevent a queue from being
starved for bandwidth, you can configure a shaping rate on the queue or
queues to prevent them from consuming all of the port bandwidth.

NOTE: We recommend that you always configure a shaping rate in the
scheduler for strict-high priority queues to prevent them from starving other
queues.

Scheduling Priority

Scheduling priority determines the order in which an interface transmits traffic from its

output queues. This ensures that queues containing important traffic receive prioritized

access to the outgoing interface bandwidth. The priority setting in the scheduler

determines the priority for the queue.

The switch supports two levels of scheduling priority:

• Low—Low-priority queues transmit traffic based on the weighted round robin (WRR)

algorithm. The scheduler determines if an individual queue is within its defined

bandwidth profile. The scheduler regularly reevaluates whether each individual queue

is within its defined bandwidth profile and compares the amount of data the queue

transmits to the amount of bandwidth the scheduler allocates to the queue.When the

transmitted amount is less than the allocated amount, the queue is considered to be

in profile. A queue is out of profile when its transmitted amount is larger than its

allocated amount. Out of profile queue data is transmitted only if extra bandwidth is

available. Otherwise, it is buffered if buffer space is available. If no buffer space is

available, the traffic might be dropped. By default, all queues are low priority queues.

• Strict-high—Youcanconfigureonlyonequeueas strict-highpriority. Theother 11 queues

are low priority.

The strict-high priority queue receives preferential treatment over the low-priority

queues. The strict-high priority queue receives all of its configured bandwidth before

low-priority queues are serviced. Low-priority queues do not transmit traffic until the

strict-high priority queue is empty. Carefully consider howmuch bandwidth you want

to allocate to the strict-high priority queue to avoid starving the low-priority queues.
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If you configure a strict-high priority queue, observe the following rules:

• Youmust create a separate forwarding class set (priority group) for the strict-high

priority queue.

• Only one forwarding class set can contain strict-high priority queues.

• Astrict-highpriority queuecannotbelong to the same forwardingclass set asqueues

that are not strict-high priority.

• A strict-high priority queue cannot belong to amultidestination forwarding class set.

• You cannot configure a minimum guaranteed bandwidth for a strict-high priority

queue. (Youcannot configurea transmit rate for a strict-highpriority queuescheduler,

and you cannot configure a guaranteed rate for a forwarding class set that has a

strict-high priority queue.)

• We recommend that you always apply a shaping rate (maximum bandwidth) to

strict-high priority queues to prevent them from starving other queues. If you do not

apply a shaping rate to limit the amount of bandwidth a strict-high priority queue

canuse, then the strict-highpriority queuecanuseall of theavailableport bandwidth

and starve other queues on the port.

Junos OS performs priority queueing using the following steps:

1. Services the strict-high priority queue before any other queues are served.

2. Services the guaranteedminimum bandwidth (transmit rate) of low-priority queues

until the minimum is met or the queues are empty.

3. Servicesall other low-priority queuesandneeds that exceed theminimumbandwidth.

Scheduler Drop-Profile Maps

Drop-profilemapsassociatedropprofileswithqueueschedulersandpacket losspriorities

(PLPs). Drop profiles set thresholds for dropping packets during periods of congestion,

based on the queue fill level and a percentage probability of dropping packets at the

specified queue fill level. At different fill levels, a drop profile sets different probabilities

of dropping a packet during periods of congestion.

Classifiers assign incoming traffic to forwarding classes (which are mapped to output

queues), andalsoassignaPLP to the incoming traffic. ThePLPcanbe low,medium-high,

or high. You can classify traffic with different PLPs into the same forwarding class to

differentiate treatment of traffic within the forwarding class.

In adropprofilemap, youcanconfigureadifferentdropprofile for eachPLPandassociate

(map) thedropprofiles toaqueuescheduler. A schedulermapmaps thequeuescheduler

to a forwarding class (output queue). Traffic classified into the forwarding class uses

the drop characteristics defined in the drop profiles that the drop profile map associates

with the queue scheduler. The drop profile the traffic uses depends on the PLP that the

classifier assigns to the traffic. (You canmap different drop profiles to the forwarding

class for different PLPs.)
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In summary:

• Classifiers assign one of three PLPs (low,medium-high, high) to incoming traffic when

classifiers assign traffic to a forwarding class.

• Drop profiles set thresholds for packet drop at different queue fill levels.

• Drop profile maps associate a drop profile with each PLP, andmap the drop profiles

to schedulers.

• Scheduler mapsmap schedulers to forwarding classes, and forwarding classes are

mapped to output queues. The scheduler mapped to a forwarding class determines

the CoS characteristics of the output queuemapped to the forwarding class, including

the drop profile mapping.

Buffer Size

Most of the total systembuffer space is divided into twobuffer pools, shared buffers and

dedicated buffers. Shared buffers are a global pool that the ports share dynamically as

needed. Dedicated buffers are a reserved portion of the buffer pool that is distributed

evenly toall of theports. Eachport receivesanequal allocationof dedicatedbuffer space.

The dedicated buffer allocation to ports is not configurable because it is reserved for the

ports.

The queue buffers are allocated from the dedicated buffer pool assigned to the port. By

default, ports divide their allocation of dedicated buffers among the egress queues in

thesameproportionas thedefault scheduler sets theminimumguaranteedtransmission

rates (transmit-rate) for traffic. Only the queues included in the default scheduler receive

dedicated buffers.

If you do not use the default configuration, you can explicitly configure the queue buffer

size in either of two ways:

• As a percentage—The queue receives the specified percentage of dedicated port

buffers when the queue is mapped to the scheduler and the scheduler is mapped to

a port.

• As a remainder—After the port services the queues that have an explicit percentage

buffer size configuration, the remaining port dedicated buffer space is divided equally

among the other queues to which a scheduler is attached. (No default or explicit

scheduler means no dedicated buffer allocation for the queue.) If you configure a

scheduler and you do not specify a buffer size as a percentage, remainder is the default

setting.

NOTE: The total of all of the explicitly configured buffer size percentages for
all of the queues on a port cannot exceed 100 percent.

For a complete discussion about queue buffer configuration in the context of ingress and

egressportbufferconfiguration,see“UnderstandingCoSBufferConfiguration”onpage800.
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Explicit Congestion Notification

ECN enables end-to-end congestion notification between two endpoints on TCP/IP

based networks. The two endpoints are an ECN-enabled sender and an ECN-enabled

receiver. ECNmust be enabled on both endpoints and on all of the intermediate devices

between the endpoints for ECN to work properly. Any device in the transmission path

thatdoesnotsupportECNbreaks theend-to-endECNfunctionality. ECNnotifiesnetworks

about congestionwith the goal of reducing packet loss and delay bymaking the sending

device decrease the transmission rate until the congestion clears, without dropping

packets.

ECN is disabled by default. Normally, you enable ECN only on queues that handle

best-effort traffic because other traffic types use different methods of congestion

notification—lossless traffic usespriority-based flowcontrol (PFC)andstrict-highpriority

traffic receives all of the port bandwidth it requires up to the point of a configured

maximum rate.

NOTE: OCX Series switches do not support lossless transport or PFC.

Scheduler Maps

A scheduler map associates a forwarding class with a scheduler configuration. After

configuring a scheduler, you must include it in a scheduler map, associate the scheduler

map with a traffic control profile, and then associate the traffic control profile with an

interface and a forwarding class set to implement the configured queue scheduling.

You can associate up to four user-defined scheduler maps with traffic control profiles.

Related
Documentation

Understanding Junos CoS Components on page 9•

• Understanding CoS Priority Group Scheduling on page 318

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• Understanding CoS Buffer Configuration on page 800

• Understanding CoS Explicit Congestion Notification on page 387

• UnderstandingCoSSchedulingBehaviorandConfigurationConsiderationsonpage284

• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Example: Configuring MaximumOutput Bandwidth on page 371

• Example: Configuring Queue Scheduling Priority on page 313

• Example: Configuring Queue Schedulers on page 305
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• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Example: ConfiguringWRED Drop Profiles on page 381

• Example: Configuring Drop Profile Maps on page 384

• Example: Configuring ECN on page 395

Defining CoSQueue Schedulers

Schedulers define the CoS properties of output queues (output queues are mapped to

forwarding classes, and classifiers map traffic into forwarding classes based on IEEE

802.1p, DSCP, or MPLS EXP code points). Queue scheduling works with priority group

scheduling to create a two-tier hierarchical scheduler. CoS scheduling properties include

the amount of interface bandwidth assigned to the queue, the priority of the queue,

whether explicit congestion notification (ECN) is enabled on the queue, and theWRED

packet drop profiles associated with the queue.

The parameters you configure in a scheduler define the following characteristics for the

queues mapped to the scheduler:

• transmit-rate—Minimum bandwidth, also known as the committed information rate

(CIR), set as a percentage rate or as an absolute value in bits per second. The transmit

rate also determines the amount of excess (extra) priority group bandwidth that the

queue can share. Extra priority group bandwidth is allocated among the queues in the

priority group in proportion to the transmit rate of each queue.

NOTE: Include the preamble bytes and interframe gap (IFG) bytes as well
as the data bytes in your bandwidth calculations.

NOTE: You cannot configure a transmit rate for strict-high priority queues.
Queues (forwarding classes) with a configured transmit rate cannot be
included in a forwarding class set that has strict-high priority queues.

• shaping-rate—Maximum bandwidth, also known as the peak information rate (PIR),

set as a percentage rate or as an absolute value in bits per second.

NOTE: Include the preamble bytes and interframe gap (IFG) bytes as well
as the data bytes in your bandwidth calculations.

• priority—One of two bandwidth priorities that queues associatedwith a scheduler can

receive:

• low—The scheduler has low priority.

• strict-high—The scheduler has strict-high priority. You can configure only one queue

as a strict-high priority queue. Strict-high priority allocates the scheduledbandwidth
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to the queue before any other queue receives bandwidth. Other queues receive the

bandwidth that remains after the strict-high queue has been serviced.

We recommend that you always apply a shaping rate to strict-high priority queues

to prevent them from starving other queues. If you do not apply a shaping rate to

limit theamountofbandwidthastrict-highpriorityqueuecanuse, then thestrict-high

priority queue can use all of the available port bandwidth and starve other queues

on the port.

• drop-profile-map—Drop profilemapping to a loss priority and protocol, to applyWRED

to the scheduler and control packet drop for different packet loss priorities during

periods of congestion.

• buffer-size—Size of the queue buffer as a percentage of the dedicated buffer space

on the port, or as a proportional share of the dedicated buffer space on the port that

remains after the explicitly configured queues are served.

• explicit-congestion-notification—Enables ECN on a best-effort queue. ECN enables

end-to-end congestion notification between two ECN-enabled endpoints on TCP/IP

basednetworks. ECNmustbeenabledonbothendpointsandonall of the intermediate

devices between the endpoints for ECN to work properly. ECN is disabled by default.

NOTE: Ingress port congestion can occur during periods of egress port
congestion if an ingress port forwards traffic tomore than one egress port,
and at least one of those egress ports experiences congestion. If this occurs,
the congested egress port can cause the ingress port to exceed its fair
allocation of ingress buffer resources. When the ingress port exceeds its
buffer resource allocation, frames are dropped at the ingress. Ingress port
frame drop affects not only the congested egress ports, but also all of the
egress ports to which the congested ingress port forwards traffic.

If a congested ingress port drops traffic that is destined for one or more
uncongested egress ports, configure a weighted random early detection
(WRED) drop profile and apply it to the egress queue that is causing the
congestion. The drop profile prevents the congested egress queue from
affecting egress queues on other ports by dropping frames at the egress
instead of causing congestion at the ingress port.

NOTE: Do not configure drop profiles for the fcoe and no-loss forwarding
classes. FCoEandother lossless traffic queues require lossless behavior. Use
priority-based flowcontrol (PFC) toprevent framedropon losslesspriorities.

OCXSeries switchesdonot support lossless transport orPFC.OnOCXSeries
switches, do not map traffic to the default lossless fcoe and no-loss
forwarding classes.

To apply scheduling properties to traffic, map schedulers to forwarding classes using a

scheduler map, and then associate the scheduler map with interfaces. (You associate
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aschedulermapwithan interfaceusinga traffic control profile; see “Example:Configuring

CoS Hierarchical Port Scheduling (ETS)” on page 337 for an example of the complete

hierarchical scheduling process.) Using different scheduler maps, you canmap different

schedulers to the same traffic (the same forwarding class) on different interfaces, to

apply different scheduling to that traffic on different interfaces.

To configure a scheduler using the CLI:

1. Name the scheduler and set the minimum guaranteed bandwidth for the queue:

[edit class-of-service]
user@switch# set schedulers scheduler-name transmit-rate (rate | percent percentage)

2. Set the maximum bandwidth for the queue:

[edit class-of-service schedulers scheduler-name]
user@switch# set shaping-rate (rate | percent percentage)

3. Set the queue priority:

[edit class-of-service schedulers scheduler-name]
user@switch# set priority level

4. Specify drop profiles for packet loss priorities using a drop profile map:

[edit class-of-service schedulers scheduler-name]
user@switch# setdrop-profile-maploss-priority (low|medium-high |high)protocolprotocol
drop-profile drop-profile-name

5. Configure the size of the port dedicated buffer space for the queue:

[edit class-of-service schedulers scheduler-name]
user@switch# set buffer-size (percent percent | remainder)

6. Enable ECN, if desired (on best-effort traffic only):

[edit class-of-service schedulers scheduler-name]
user@switch# set explicit-congestion-notification

7. Configure a schedulermap tomap the scheduler to a forwarding class, which applies

the scheduler’s properties to the traffic in that forwarding class:

[edit class-of-service]
user@switch# set scheduler-maps scheduler-map-name forwarding-class
forwarding-class-name scheduler scheduler-name

8. Assign the scheduler map and its associated schedulers to one or more interfaces

using hierarchical scheduling. See “Example: Configuring CoS Hierarchical Port

Scheduling (ETS)” on page 337 for a detailed example of hierarchical scheduling.

[edit class-of-service]
user@switch# set traffic-control-profiles tcp-name scheduler-map scheduler-map-name
user@switch# set interfaces interface-name forwarding-class-set fc-set-name
output-traffic-control-profile tcp-name

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Example: Configuring MaximumOutput Bandwidth on page 371
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• Example: Configuring ECN on page 395

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Defining CoS Queue Scheduling Priority on page 312

• Configuring CoSWRED Drop Profiles on page 380

• Monitoring CoS Scheduler Maps on page 437

• Understanding CoS Output Queue Schedulers on page 291

• Understanding CoS Priority Group Scheduling on page 318

• Understanding CoS Buffer Configuration on page 800

• Understanding CoS Explicit Congestion Notification on page 387

Example: Configuring Queue Schedulers

Schedulers define the CoS properties of output queues (output queues are mapped to

forwarding classes, and classifiers map traffic into forwarding classes based on IEEE

802.1p or DSCP code points). Queue scheduling works with priority group scheduling to

create a two-tier hierarchical scheduler. CoS scheduling properties include the amount

of interface bandwidth assigned to the queue, the priority of the queue, whether explicit

congestionnotification (ECN) isenabledon thequeue, and theWREDpacketdropprofiles

associated with the queue.

• Requirements on page 305

• Overview on page 305

• Configuring a CoS Scheduler on page 308

• Verification on page 309

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

Scheduler parameters define the following characteristics for the queuesmapped to the

scheduler:
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• transmit-rate—Minimum bandwidth, also known as the committed information rate

(CIR). Eachqueuemapped to thescheduler receivesaminimumofeither theconfigured

amountofabsolutebandwidthor theconfiguredpercentageofbandwidth.Thetransmit

rate also determines the amount of excess (extra) priority group bandwidth that the

queue can share. Extra priority group bandwidth is allocated among the queues in the

priority group in proportion to the transmit rate of each queue. You cannot configure

a transmit rate for strict-high priority queues. Queues (forwarding classes) with a

configured transmit ratecannotbe included ina forwardingclass set thathas strict-high

priority queues.

NOTE: The transmit-rate setting works only if you also configure the

guaranteed-rate in the traffic control profile that is attached to the

forwarding class set to which the queue belongs. If you do not configure
the guaranteed-rate, the transmit-rate does notwork. The sumof all queue

transmit rates ina forwardingclass set shouldnotexceed the traffic control
profile guaranteed rate. If you configure transmit rateswhose sumexceeds
the forwarding class set guaranteed rate, the commit check fails, and the
system rejects the configuration.

NOTE: Include the preamble bytes and interframegapbytes aswell as the
data bytes in your bandwidth calculations.

NOTE: You cannot configure a transmit rate for strict-high priority queues.
Queues (forwarding classes) with a configured transmit rate cannot be
included in a forwarding class set that has strict-high priority queues.

• shaping-rate—Maximum bandwidth, also known as the peak information rate (PIR).

Each queue receives a maximum of the configured amount of absolute bandwidth or

the configured percentage of bandwidth, even if more bandwidth is available.

NOTE: Include the preamble bytes and interframegapbytes aswell as the
data bytes in your bandwidth calculations.

• priority—One of two bandwidth priorities that queues associatedwith a scheduler can

receive:

• low—The scheduler has low priority.

• strict-high—The scheduler has strict-high priority. You can configure only one queue

as a strict-high priority queue. Strict-high priority allocates the scheduledbandwidth

to the queue before any other queue receives bandwidth. Other queues receive the

bandwidth that remains after the strict-high queue has been serviced.

We recommend that you always apply a shaping rate to strict-high priority queues

to prevent them from starving other queues. If you do not apply a shaping rate to
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limit theamountofbandwidthastrict-highpriorityqueuecanuse, then thestrict-high

priority queue can use all of the available port bandwidth and starve other queues

on the port.

• drop-profile-map—Mapping of a drop profile to a loss priority and protocol to apply

WRED to the scheduler.

• buffer-size—Size of the queue buffer as a percentage of the dedicated buffer space

on the port, or as a proportional share of the dedicated buffer space on the port that

remains after the explicitly configured queues are served.

• explicit-congestion-notification—Enables ECN on a best-effort queue. ECN enables

end-to-end congestion notification between two ECN-enabled endpoints on TCP/IP

basednetworks. ECNmustbeenabledonbothendpointsandonall of the intermediate

devices between the endpoints for ECN to work properly. ECN is disabled by default.

NOTE: Queuesmight not receive the egress bandwidth configured in the
queue scheduler when a port’s egress queues are congested. This can occur
when the ingress port buffer fills above a certain threshold. If this happens,
configure a drop profile for the queue on the port that is receiving its
configured bandwidth (this queue is preventing the other queues on the port
from receiving their configured bandwidth). The drop profile applies a
weighted random early detection (WRED) algorithm to the queue and
prevents the queue from impacting the other queues on the port.

NOTE: Do not configure drop profiles for the fcoe and no-loss forwarding
classes. FCoEandother lossless traffic queues require lossless behavior. Use
priority-based flowcontrol (PFC) toprevent framedropon losslesspriorities.

OCXSeries switchesdonot support lossless transport orPFC.OnOCXSeries
switches, do not map traffic to the default lossless fcoe and no-loss
forwarding classes.

Scheduler maps associate schedulers with forwarding classes (queues). After defining

schedulers andmapping them to queues in a scheduler map, to configure hardware

queue scheduling (hierarchical port scheduling) you:

1. Associate a scheduler map with a traffic control profile (a traffic control profile

schedules resources for a group of forwarding classes, called a forwarding class set

or priority group).

2. Attach a forwarding class and a traffic control profile to an interface.

“Example: Configuring CoSHierarchical Port Scheduling (ETS)” on page 337 provides

a complete example of hierarchical scheduling.

You can associate up to four user-defined scheduler maps with forwarding class sets.
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This process configures the hardware queues, packet schedulers, andWRED

characteristics that operate according to the scheduler mapping. The traffic control

profile uses the scheduler CoS properties to determine the resources that should be

allocated to the individual outputqueues fromthe total resourcesavailable to thepriority

group.

Table 70 on page 308 shows the configuration components for this example.

Table 70: Components of the Queue Scheduler Configuration Example

SettingsComponent

QFX3500 switchHardware

Name: be-sched
Transmit rate: 20%
Shaping rate: 40%
Buffer size: 20%
Priority: low
Drop profile: be-dp
ECN: disable (default)

Scheduler

Name: be-map
Forwarding class to associate with the be-sched scheduler: best-effort

Scheduler map

Name: be-tcp

NOTE: This topic does not describe how to define a traffic control profile.

Traffic control profile

Name: lan-pgForwarding class set

Configuring a CoS Scheduler

CLI Quick
Configuration

To quickly configure a queue scheduler, copy the following commands, paste them in a

text file, remove line breaks, change variables and details to match your network

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level:

[edit class-of-service]
set schedulers be-sched transmit-rate percent 20
set schedulers be-sched shaping-rate percent r0
set schedulers be-sched buffer-size percent 20
set schedulers be-sched priority low
set schedulers be-sched drop-profile-map loss-priority low protocol any drop-profile be-dp
set scheduler-maps be-map forwarding-class best-effort scheduler be-sched
set traffic-control-profiles be-tcp scheduler-map be-map
set interfaces xe-0/0/7 forwarding-class-set lan-pg output-traffic-control-profile be-tcp
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To configure a CoS scheduler:

1. Create a scheduler (be-sched) with a minimum guaranteed bandwidth of 2 Gbps, a

maximum bandwidth of 4 Gbps, low priority, andmap it to the drop profile be-dp:

[edit class-of-service schedulers]
user@switch# set be-sched transmit-rate 2g
user@switch# set be-sched shaping-rate 4g
user@switch# set be-sched priority low
user@switch# set be-sched drop-profile-map loss-priority low protocol any drop-profile
be-dp

NOTE: BecauseECN isdisabledbydefault, noECNconfiguration is shown.

2. Configure a scheduler map (be-map) that associates the scheduler (be-sched) with

the forwarding class (best-effort):

[edit class-of-service scheduler-maps]
user@switch# set be-map forwarding-class best-effort scheduler be-sched

3. Associate the scheduler map be-mapwith a traffic control profile (be-tcp):

[edit class-of-service traffic-control-profiles]
user@switch# set be-tcp scheduler-map be-map

4. Associate the traffic control profile be-tcpwith a forwarding class set (lan-pg) and a

10-Gigabit Ethernet interface (xe-0/0/7):

[edit class-of-service]
user@switch# set interfaces xe-0/0/7 forwarding-class-set lan-pg
output-traffic-control-profile be-tcp

5. Alternatively, youcanassign theschedulermap(be-map) toall the 10-Gigabit Ethernet

interfaces using wildcards (xe-*):

[edit class-of-service interfaces]
user@switch# set xe-* forwarding-class-set lan-pg output-traffic-control-profile be-tcp

Verification

To verify that the queue scheduler has been created and is mapped to the correct

interfaces, perform these tasks:

• Verifying the Scheduler Configuration on page 309

• Verifying the Scheduler Map Configuration on page 310

• Verifying That the Scheduler Is Associated with the Interface on page 310

Verifying the Scheduler Configuration

Purpose Verify that the queue scheduler be-sched has been created with aminimum guaranteed

bandwidth of 2 Gbps, a maximum bandwidth of 4 Gbps, the priority set to low, and the

drop profile be-dp.

Action Display the scheduler using the operational mode command show configuration

class-of-service schedulers be-sched:

user@switch> show configuration class-of-service schedulers be-sched
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transmit-rate 2g;
shaping-rate percent 4g;
priority low;
drop-profile-map loss-priority low protocol any drop-profile be-dp;

Verifying the Scheduler Map Configuration

Purpose Verify that the scheduler map be-map has been created and associates the forwarding

classbest-effortwith theschedulerbe-sched, andalso that theschedulermap isattached

to the traffic control profile be-tcp.

Action Display the scheduler map using the operational mode command show configuration

class-of-service scheduler-maps be-map:

user@switch> show configuration class-of-service scheduler-maps be-map
forwarding-class best-effort scheduler be-sched;

Display the traffic control profile to verify that the scheduler map be-map is attached

using the operational mode command show configuration class-of-service

traffic-control-profiles be-tcp scheduler-map:

user@switch> showconfigurationclass-of-service traffic-control-profilesbe-tcpscheduler-map
scheduler-map be-map;

NOTE: This topic does not describe how to configure a traffic control profile
or its allocation of port bandwidth. Using a traffic control profile to configure
the port resource allocation to the priority group is necessary to implement
hierarchical scheduling.

Verifying That the Scheduler Is Associatedwith the Interface

Purpose Verify that the forwarding class set (lan-pg) and the traffic control profile (be-tcp) that

are associated with the queue scheduler are attached to the interface xe-0/0/7.

Action List the interfaceusing theoperationalmodecommandshowconfigurationclass-of-service

interfaces xe-0/0/7:

user@switch> show configuration class-of-service interfaces xe-0/0/7
forwarding-class-set {
    lan-pg {
        output-traffic-control-profile be-tcp;
    }
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Example: Configuring MaximumOutput Bandwidth on page 371

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328
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• Example: ConfiguringWRED Drop Profiles on page 381

• Example: ConfiguringWRED Drop Profiles on page 381

• Defining CoS Queue Schedulers on page 302

• Monitoring CoS Scheduler Maps on page 437

• Understanding CoS Output Queue Schedulers on page 291

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Understanding CoS Buffer Configuration on page 800
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Defining CoSQueue Scheduling Priority

You can configure the scheduling priority of individual queues by specifying the priority

in a scheduler, and then associating the scheduler with a queue by using a scheduler

map.

NOTE: By default, all queues are low priority queues.

The switch services low priority queues after servicing any queue that has strict-high

priority traffic. Strict-high priority queues receive preferential treatment over all other

queues and receive all of their configured bandwidth before other queues are serviced.

Low-priority queues do not transmit traffic until strict-high priority queues are empty,

and receive the bandwidth that remains after the strict-high queues have been serviced.

Different switches handle traffic configured as strict-high priority traffic in differentways:

• QFX5100, QFX5200, QFX3500, QFX3600, and EX4600 switches, and QFabric

systems—You can configure only one queue as a strict-high priority queue.

On these switches, we recommend that you always apply a shaping rate to strict-high

priorityqueues toprevent themfromstarvingotherqueues. If youdonotapplyashaping

rate to limit the amount of bandwidth a strict-high priority queue can use, then the

strict-high priority queue can use all of the available port bandwidth and starve other

queues on the port.

• QFX10000 switches—You can configure as many queues as you want as strict-high

priority. However, keep in mind that toomuch strict-high priority traffic can starve low

priority queues on the port.

NOTE: We strongly recommend that you configure a transmit rate on all
strict-high priority queues to limit the amount of traffic the switch treats
as strict-high priority traffic and prevent strict-high priority queues from
starving other queues on the port. This is especially important if you
configuremore than one strict-high priority queue on a port. If you do not
configure a transmit rate to limit the amount of bandwidth strict-high
priority queues can use, then the strict-high priority queues can use all of
the available port bandwidth and starve other queues on the port.

The switch treats traffic in excess of the transmit rate as best-effort traffic
that receives bandwidth from the leftover (excess) port bandwidth pool.
On strict-high priority queues, all traffic that exceeds the transmit rate
shares in the port excess bandwidth pool based on the strict-high priority
excess bandwidth sharing weight of “1”, which is not configurable. The
actual amount of extra bandwidth that traffic exceeding the transmit rate
receives depends on howmany other queues consume excess bandwidth
and the excess rates of those queues.
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• To configure queue priority using the CLI:

[edit class-of-service]
user@switch# set schedulers scheduler-name priority level

Related
Documentation

Example: Configuring Queue Scheduling Priority on page 313•

• Monitoring CoS Scheduler Maps on page 437

Example: Configuring Queue Scheduling Priority

You can configure the bandwidth scheduling priority of individual queues by specifying

the priority in a scheduler, and then using a scheduler map to associate the scheduler

with a queue.

• Requirements on page 313

• Overview on page 313

• Configuring Queue Scheduling Priority on page 315

• Verification on page 316

Requirements

This example uses the following hardware and software components:

• One switch.

• Junos OS Release 11.1 or later for the QFX Series or Junos OS Release 14.1X53-D20 or

later for the OCX Series.

Overview

Queues can have one of several bandwidth priorities:

• strict-high—Strict-high priority allocates bandwidth to the queue before any other

queue receives bandwidth. Other queues receive the bandwidth that remains after the

strict-high queue has been serviced. On QFX10000 switches, you can configure as

many queues as you want as strict-high priority queues. On QFX5200, QFX5100,

QFX3500,QFX3600,andEX4600switchesandonQFabric systems, youcanconfigure

only one queue as a strict-high queue.

NOTE: OnQFX5200switches, it is notpossible tosupportmultiplequeues
with strict-high priority because QFX5200 doesn’t support flexible
hierarchical scheduling. Whenmultiple strict-high priority queues are
configured, all of those queues are treated as strict-high priority but the
higher number queue among them is given highest priority.

OnQFX10000switches, if youconfigure strict-highpriorityqueuesonaport,westrongly

recommend that you configure a transmit rate on those queues. The transmit rate sets

the amount of traffic that the switch forwards as strict-high priority; traffic in excess

of the transmit rate is treated as best-effort traffic that receives the queue excess rate.
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Even if you configure only one strict-high priority queue, we strongly recommend that

you configure a transmit rate the queue to prevent it from starving other queues. If you

do not configure a transmit rate to limit the amount of bandwidth a strict-high priority

queue can use, then the strict-high priority queue can use all of the available port

bandwidth and starve other queues on the port.

On QFX5200, QFX5100, QFX3500, QFX3600, and EX4600 switches and on QFabric

systems, we recommend that you always apply a shaping rate to strict-high priority

queues to prevent them from starving other queues. If you do not apply a shaping rate

to limit theamountofbandwidthastrict-highpriorityqueuecanuse, then thestrict-high

priority queue can use all of the available port bandwidth and starve other queues on

the port.

NOTE: On switches that support enhanced transmission selection (ETS)
hierarchical scheduling, if youuseETSandyouconfigureastrict-highpriority

queue, youmust createan fc-set that isdedicatedonly to strict-highpriority

traffic.Onlyone fc-set cancontain strict-ahighpriorityqueue.Queues that
are not strict-high priority cannot belong to the same fc-set as strict-high
priority queues.

On switches that use different output queues for unicast and
multidestination traffic, themultidestination fc-set cannot contain
strict-high priority queues.

• low—Low priority. Traffic with low priority is serviced after any queue that has a

strict-high priority.

NOTE: By default, all queues are low priority queues.

Table 71 on page 314 shows the configuration components for this example.

This exampledescribeshowtoset thequeuepriority for two forwardingclasses (queues)

named fcoe and no-loss. Both queues have a priority of low. The scheduler for the fcoe

queue is named fcoe-sched and the scheduler for the no-loss queue is named nl-sched.

One scheduler map, schedmap1, associates the schedulers to the queues.

Table 71: Components of the Queue Scheduler Priority Configuration Example

SettingsComponent

One switchHardware

fcoe-sched for FCoE traffic

nl-sched for no-loss traffic

Schedulers

low for FCoE traffic

low for no-loss traffic

Priority
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Table 71: Components of the Queue Scheduler Priority Configuration Example (continued)

SettingsComponent

schedmap1:

FCoEmapping: scheduler fcoe-sched to forwarding class fcoe

No-lossmapping: schedulernl-sched to forwardingclassno-loss

Scheduler map

NOTE: OCXSeries switchesdonotsupport lossless transport.OnOCXSeries
switches, the default DSCPclassifier does notmap traffic to the default fcoe
and no-loss forwarding classes. On an OCX Series switch, you could use this
example by substituting other forwarding classes (for example, best-effort
or network-control) for the fcoe and no-loss forwarding classes, and naming
the schedulers appropriately. The active forwarding classes (best-effort,

network-control, andmcast) share the unused bandwidth assigned to the

fcoe and no-loss forwarding classes.

Configuring Queue Scheduling Priority

CLI Quick
Configuration

To quickly configure queue scheduling priority, copy the following commands, paste

them ina text file, remove linebreaks, changevariablesanddetails tomatchyournetwork

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level:

[edit class-of-service]
set schedulers fcoe-sched priority low
set schedulers nl-sched priority low
set scheduler-maps schedmap1 forwarding-class fcoe scheduler fcoe-sched
set scheduler-maps schedmap1 forwarding-class no-loss scheduler nl-sched

To configure queue priority using the CLI:

1. Create the FCoE scheduler with low priority:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low

2. Create the no-loss scheduler with low priority:

[edit class-of-service]
user@switch# set schedulers nl-sched priority low

3. Associate the schedulers with the desired queues in the scheduler map:

[edit class-of-service]
user@switch# set scheduler-maps schedmap1 forwarding-class fcoe scheduler fcoe-sched
user@switch# set scheduler-maps schedmap1 forwarding-class no-loss scheduler nl-sched
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Verification

To verify that you configured the queue scheduling priority for bandwidth andmapped

the schedulers to the correct forwarding classes, perform these tasks:

• Verifying the Queue Scheduling Priority on page 316

• Verifying the Scheduler-to-Forwarding-Class Mapping on page 316

Verifying the Queue Scheduling Priority

Purpose Verify that you configured the queue schedulers fcoe-sched and nl-schedwith low queue

scheduling priority.

Action Display the fcoe-sched scheduler priority configuration using the operational mode

command show configuration class-of-service schedulers fcoe-sched priority:

user@switch> show configuration class-of-service schedulers fcoe-sched priority
priority low;

Display thenl-schedschedulerpriorityconfigurationusing theoperationalmodecommand

show configuration class-of-service schedulers nl-sched priority:

user@switch> show configuration class-of-service schedulers nl-sched priority
priority low;

Verifying the Scheduler-to-Forwarding-Class Mapping

Purpose Verify that you configured the scheduler map schedmap1 to map scheduler fcoe-sched

to forwarding class fcoe and schedule nl-sched to forwarding class no-loss.

Action Display the scheduler map schedmap1 using the operational mode command show

configuration class-of-service scheduler-maps schedmap1:

user@switch> show configuration class-of-service scheduler-maps schedmap1
forwarding-class fcoe scheduler fcoe-sched;
forwarding-class no-loss scheduler nl-sched;

Related
Documentation

Defining CoS Queue Scheduling Priority on page 312•

• Monitoring CoS Scheduler Maps on page 437
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Understanding CoS Traffic Control Profiles

A traffic control profile defines the output bandwidth and scheduling characteristics of

forwarding class sets (priority groups). The forwarding classes (which are mapped to

output queues) that belong to a forwarding class set (fc-set) share the bandwidth that

you assign to the fc-set in the traffic control profile.

This two-tier hierarchical schedulingarchitectureprovides flexibility inallocating resources

among forwarding classes, and also:

• Assigns a portion of port bandwidth to an fc-set. You define the port resources for the

fc-set in a traffic control profile.

• Allocates fc-set bandwidth among the forwarding classes (queues) that belong to

the fc-set. A scheduler map attached to the traffic control profile defines the amount

of the fc-set’s resources that each forwarding class can use.

Attachingan fc-setanda traffic control profile toaportdefines thehierarchical scheduling

properties of the group and the forwarding classes that belong to the group.

The ability to create fc-sets supports enhanced transmission selection (ETS), which is

described in IEEE 802.1Qaz. When an fc-set does not use its allocated port bandwidth,

ETS shares the excess port bandwidth among other fc-sets on the port in proportion to

their guaranteedminimumbandwidth (guaranteed rate). This utilizes theport bandwidth

better thanscheduling schemes that reservebandwidth for groupseven if thatbandwidth

is not used. ETS shares unused port bandwidth, so traffic groups that need extra

bandwidth can use it if the bandwidth is available, while preserving the ability to specify

the minimum guaranteed bandwidth for traffic groups.

Traffic control profiles define the following CoS properties for fc-sets:

• Minimumguaranteedbandwidth—Alsoknownas the committed information rate (CIR).

This is theminimumamount of port bandwidth the priority group receives. Priorities in

the priority group receive their minimum guaranteed bandwidth as a portion of the

priority group’s minimum guaranteed bandwidth. The guaranteed-rate statement

defines the minimum guaranteed bandwidth.

NOTE: You cannot apply a traffic control profile with aminimum
guaranteed bandwidth to a priority group that includes strict-high priority
queues.

• Shared excess (extra) bandwidth—When the priority groups on a port do not consume

the full amount of bandwidth allocated to themor there is unallocated link bandwidth

available, priority groups can contend for that extra bandwidth if they need it. Priorities

in the priority group contend for extra bandwidth as a portion of the priority group’s

extrabandwidth.Theamountof extrabandwidth forwhichapriority groupcancontend

is proportional to the priority group’s guaranteedminimum bandwidth (guaranteed

rate).
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• Maximumbandwidth—Alsoknownaspeak information rate (PIR). This is themaximum

amount of port bandwidth the priority group receives. Priorities in the priority group

receive their maximum bandwidth as a portion of the priority group’s maximum

bandwidth. The shaping-rate statement defines the maximum bandwidth.

• Queuescheduling—Each traffic control profile includesaschedulermap.Thescheduler

mapmaps forwarding classes (priorities) to schedulers to define the scheduling

characteristics of the individual forwarding classes in the fc-set. The resources

scheduled for each forwarding class represent portions of the resources that the traffic

control profile schedules for the entire fc-set, not portions of the total link bandwidth.

Thescheduler-mapsstatementdefines themappingof forwardingclasses toschedulers.

Related
Documentation

Understanding CoS Hierarchical Port Scheduling (ETS) on page 331•

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 327

Understanding CoS Priority Group Scheduling

Priority group scheduling defines the class-of-service (CoS) properties of a group of

output queues (priorities). Priority group schedulingworkswith output queue scheduling

tocreatea two-tier hierarchical scheduler. Thehierarchical scheduler allocatesbandwidth

to a group of queues (a priority group, called a forwarding class set in Junos OS

configuration).Queue scheduling determines theportion of thepriority groupbandwidth

that the particular queue can use.

You configure priority group scheduling in a traffic control profile and then associate the

traffic control profile with a forwarding class set and an interface. You attach a scheduler

map to the traffic control profile to specify the queue scheduling characteristics.

NOTE: When you configure bandwidth for a queue or a priority group, the
switchconsidersonly thedataas theconfiguredbandwidth. Theswitchdoes
notaccount for thebandwidthconsumedby thepreambleandthe interframe
gap (IFG). Therefore, when you calculate and configure the bandwidth
requirements for a queue or for a priority group, consider the preamble and
the IFG as well as the data in the calculations.

• Priority Group Scheduling Components on page 319

• Default Traffic Control Profile on page 319

• Guaranteed Rate (MinimumGuaranteed Bandwidth) on page 319

• Sharing Extra Bandwidth on page 320

• Shaping Rate (Maximum Bandwidth) on page 320

• Scheduler Maps on page 320
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Priority Group Scheduling Components

Table 72 on page 319 provides a quick reference to the traffic control profile components

you can configure to determine the bandwidth properties of priority groups, and

Table 73onpage319provides aquick reference to some related scheduling configuration

components.

Table 72: Priority Group Scheduler Components

DescriptionTraffic Control Profile Component

Sets the minimum guaranteed port bandwidth for the priority group. Extra
port bandwidth is shared among priority groups in proportion to the
guaranteed rate of each priority group on the port.

Guaranteed rate

Sets the maximum port bandwidth the priority group can consume.Shaping rate

Maps schedulers to queues (forwarding classes, also called priorities). This
determines theportionof thepriority groupbandwidth thataqueue receives.

Scheduler map

Table 73: Other Scheduling Components

DescriptionOther Scheduling Components

Maps traffic to a queue (priority).Forwarding class

Name of a priority group. Youmap forwarding classes to priority groups. A
forwarding class set consists of one or more forwarding classes.

Forwarding class set

Sets thebandwidthandschedulingpriority of individual queues (forwarding
classes).

Scheduler

Default Traffic Control Profile

There is no default traffic control profile.

Guaranteed Rate (MinimumGuaranteed Bandwidth)

The guaranteed rate determines the minimum guaranteed bandwidth for each priority

group. It also determines howmuch excess (extra) port bandwidth the priority group can

share; each priority group shares extra port bandwidth in proportion to its guaranteed

rate. You specify the rate in bits per second as a fixed value such as 3 Mbps or as a

percentage of the total port bandwidth.

Theminimum transmission bandwidth can exceed the configured rate if additional

bandwidth is available from other priority groups on the port. In case of congestion, the

configured guaranteed rate is guaranteed for the priority group. This property enables

you to ensure that each priority group receives the amount of bandwidth appropriate to

its level of service.
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NOTE: Configuring theminimum guaranteed bandwidth (transmit rate) for
a forwarding class does not work unless you also configure theminimum
guaranteed bandwidth (guaranteed rate) for the forwarding class set in the
traffic control profile.

Additionally, thesumof the transmit ratesof thequeues ina forwardingclass
set should not exceed the guaranteed rate for the forwarding class set. (You
cannot guarantee aminimum bandwidth for the queues that is greater than
theminimum bandwidth guaranteed for the entire set of queues.)

Youcannot configureaguaranteed rate for forwarding class sets that include
strict-high priority queues.

Sharing Extra Bandwidth

Extra bandwidth is available to priority groups when the priority groups do not use the

full amount of available port bandwidth. This extra port bandwidth is shared among the

priority groups based on theminimum guaranteed bandwidth of each priority group.

For example, Port A has three priority groups: fc-set-1, fc-set-2, and fc-set-3. Fc-set-1

has a guaranteed rate of 2 Gbps, fc-set-2 has a guaranteed rate of 2 Gbps, and fc-set-3

has a guaranteed rate of 4 Gbps. After servicing the minimum guaranteed bandwidth of

these priority groups, the port has an extra 2 Gbps of available bandwidth, and all three

priority groups have still have packets to forward. The priority groups receive the extra

bandwidth inproportion to their guaranteed rates, so fc-set-1 receivesanextra500Mbps,

fc-set-2 receives an extra 500Mbps, and fc-set-3 receives an extra 1 Gbps.

Shaping Rate (MaximumBandwidth)

The shaping rate determines the maximum bandwidth the priority group can consume.

You specify the rate in bits per second as a fixed value such as 5Mbps or as a percentage

of the total port bandwidth.

Themaximum bandwidth for a priority group depends on the total bandwidth available

on the port and howmuch bandwidth the other priority groups on the port consume.

Scheduler Maps

A schedulermapmaps schedulers to queues.When you associate a schedulermapwith

a traffic control profile, then associate the traffic control profile with an interface and a

forwardingclass set, the schedulingdefinedby the schedulermapdetermines theportion

of the priority group resources that each individual queue can use.

You can associate up to four user-defined scheduler maps with traffic control profiles.

Related
Documentation

Understanding Junos CoS Components on page 9•

• Understanding CoS Output Queue Schedulers on page 291

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• UnderstandingCoSSchedulingBehaviorandConfigurationConsiderationsonpage284
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• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Example: Configuring MaximumOutput Bandwidth on page 371

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Example: ConfiguringWRED Drop Profiles on page 381

• Example: Configuring Drop Profile Maps on page 384
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Understanding CoS Virtual Output Queues (VOQs) on QFX10000 Switches

The traditionalmethodof forwarding traffic throughaswitch is basedonbuffering ingress

traffic in inputqueueson ingress interfaces, forwarding the traffic across the switch fabric

to output queues on egress interfaces, and then buffering traffic again on the output

queuesbefore transmitting the traffic to thenext hop.The traditionalmethodofqueueing

packets on an ingress port is storing traffic destined for different egress ports in the same

input queue (buffer).

During periods of congestion, the switch might drop packets at the egress port, so the

switch might spend resources transporting traffic across the switch fabric to an egress

port, only to drop that traffic instead of forwarding it. And because input queues store

traffic destined for different egress ports, congestion on one egress port could affect

traffic on a different egress port, a condition called head-of-line blocking (HOLB).

Virtual output queue (VOQ) architecture takes a different approach:

• Instead of separate physical buffers for input and output queues, the switch uses the

physical buffers on the ingress pipeline of each Packet Forwarding Engine (PFE) chip

to store traffic for every egress port. Every output queue on an egress port has buffer

storage space on every ingress pipeline on all of the PFE chips on the switch. The

mapping of ingress pipeline storage space to output queues is 1-to-1, so each output

queue receives buffer space on each ingress pipeline.

• Instead of one input queue containing traffic destined for multiple different output

queues (aone-to-manymapping), eachoutputqueuehasadedicatedVOQcomprised

of the input buffers on each packet forwarding chip that are dedicated to that output

queue (a 1-to-1 mapping). This architecture prevents communication between any

two ports from affecting another port.

• Instead of storing traffic on a physical output queue until it can be forwarded, a VOQ

does not transmit traffic from the ingress port across the fabric to the egress port until

the egress port has the resources to forward the traffic.

A VOQ is a collection of input queues (buffers) that receive and store traffic destined for

one output queue onone egress port. Each output queue on each egress port has its own

dedicated VOQ, which consists of all of the input queues that are sending traffic to that

output queue.

• VOQ Architecture on page 322

• VOQ Advantages on page 324

VOQArchitecture

A VOQ represents the ingress buffering for a particular output queue. A unique buffer ID

identifies each output queue on a PFE chip. Each of the six PFE chips uses the same

unique buffer ID for a particular output queue. The traffic stored using a particular buffer

ID on the six PFE chips comprises the traffic destined for one particular output queue on

one port, and is the VOQ for that output queue.
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A switch that has 72 egress ports with 8 output queues on each port, has 576 VOQs on

eachPFE chip (72 x 8=576). Because the switch has six PFE chips, the switch has a total

of 3,456 VOQs (576 x 6 = 3,456).

A VOQ is distributed across all of the PFE chips that are actively sending traffic to that

output queue. Each output queue is the sum of the total buffers assigned to that output

queue (by its unique buffer ID) across all of the PFE chips. So the output queue itself is

virtual, not physical, although the output queue is comprised of physical input queues.

• Round-Trip Time Buffering on page 323

• Requesting and Granting Egress Port Bandwidth on page 323

Round-Trip Time Buffering

Although there is no output queue buffering during periods of congestion (no long-term

storage), there is a small physical output queue buffer on egress line cards to

accommodate the round-trip time for traffic to traverse the switch fabric from ingress

to egress. The round-trip time consists of the time it takes the ingress port to request

egress port resources, receive a grant from the egress port for resources, and transmit

the data across the switch fabric.

Thatmeans if a packet is not dropped at the switch ingress, and the switch forwards the

packet across the fabric to the egress port, the packet will not be dropped and will be

forwarded to the next hop. All packet drops take place in the ingress pipeline.

The switch has 4 GB of external DRAM to use as a delay bandwidth buffer (DBB). The

DBB provides storage for ingress ports until the ports can forward traffic to egress ports.

Requesting and Granting Egress Port Bandwidth

Whenpacketsarriveat an ingressport, the ingresspipeline stores thepacket in the ingress

queue with the unique buffer ID of the destination output queue. The switch makes the

buffering decision after performing the packet lookup. If the packet belongs to a class

for which the maximum traffic threshold has been exceeded, the packet might not be

buffered andmight be dropped. To transport packets across the switch fabric to egress

ports:

1. The ingress line card PFE request scheduler sends a request to the egress line card

PFE grant scheduler to notify the egress PFE that data is available for transmission.

2. When there is available egress bandwidth, the egress line card grant scheduler

responds by sending a bandwidth grant to the ingress line card PFE.

3. The ingress linecardPFE receives thegrant fromtheegress linecardPFE, and transmits

the data to the egress line card.

Ingresspackets remain in theVOQon the ingressport inputqueuesuntil theoutputqueue

is ready to accept and forwardmore traffic.

Under most conditions, the switch fabric is fast enough to be transparent to egress

class-of-service (CoS) policies, so the process of forwarding traffic from the ingress

pipeline, across the switch fabric, to egress ports, does not affect the configured CoS
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policies for the traffic. The fabric only affects CoS policy if there is a fabric failure or if

there is an issue of port fairness.

When a packet ingresses and egresses the same PFE chip (local switching), the packet

does not traverse the switch fabric. However, the switch uses the same request andgrant

mechanism to receive egress bandwidth as packets that cross the fabric, so locally

switched packets and packets that arrive at a PFE chip after crossing the switch fabric

are treated fairly when the traffic is contending for the same output queue.

VOQAdvantages

VOQ architecture provides twomajor advantages:

• Eliminate Head-of-Line Blocking on page 324

• Increase Fabric Efficiency and Utilization on page 326

Eliminate Head-of-Line Blocking

VOQarchitectureeliminateshead-of-lineblocking (HOLB) issues.Onnon-VOQswitches,

HOLB occurs when congestion at an egress port affects a different egress port that is

not congested. HOLB occurs when the congested port and the uncongested port share

the same input queue on an ingress interface.

AnexampleofaHOLBscenario is a switch thathas streamsof traffic enteringone ingress

port (IP-1) that are destined for two different egress ports (EP-2 and EP-3):

1. Congestion occurs on egress port EP-2. There is no congestion on egress port EP-3,

as shown in Figure 5 on page 324.

Figure 5: Congestion Occurs on EP-2

2. Egress port EP-2 sends a backpressure signal to ingress port IP-1, as shown in

Figure 6 on page 324.

Figure 6: EP-2 Backpressures IP-1

3. The backpressure signal causes the ingress port IP-1 to stop sending traffic and to

buffer traffic until it receives a signal to resume sending, as shown in

Figure 7 on page 325. Traffic that arrives at ingress port IP-1 destined for uncongested
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egress port EP-3 is buffered along with the traffic destined for congested port EP-2,

instead of being forwarded to port EP-3.

Figure 7: Backpressure from EP-2 Causes IP-1 to Buffer Traffic Instead of
Sending Traffic, Affecting EP-3

4. Ingress port IP-1 transmits traffic to uncongested egress port EP-3 only when egress

port EP-2 clears enough to allow ingress port IP-1 to resume sending traffic, as shown

in Figure 8 on page 325.

Figure 8: Congestion on EP-2 Clears, Allowing IP-1 to Resume Sending
Traffic to Both Egress Ports

In thisway, congested egress port EP-2 negatively affects uncongested egress port EP-3,

because both egress ports share the same input queue on ingress port IP-1.

VOQ architecture avoids HOLB by creating a different dedicated virtual queue for each

output queue on each interface, as shown in Figure 9 on page 325.

Figure 9: Each Egress Port Has a Separate Virtual Output Queue on IP-1

Because different egress queues do not share the same input queue, a congested egress

queue on one port cannot affect an egress queue on a different port, as shown in

Figure 10onpage326. (For thesamereason, acongestedegressqueueononeport cannot

affect another egressqueueon the sameport—eachoutputqueuehas its owndedicated

virtual output queue composed of ingress interface input queues.)
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Figure 10: Congestion on EP-2 Does Not Affect Uncongested Port EP-3

Performing queue buffering at the ingress interface ensures that the switch only sends

traffic across the fabric to an egress queue if that egress queue is ready to receive that

traffic. If the egress queue is not ready to receive traffic, the traffic remains buffered at

the ingress interface.

Increase Fabric Efficiency and Utilization

Traditional output queue architecture has some inherent inefficiencies that VOQ

architecture addresses.

• Packet buffering—Traditional queueing architecture buffers each packet twice in

long-termDRAMstorage, onceat the ingress interfaceandonceat theegress interface.

VOQ architecture buffers each packet only once in long-term DRAM storage, at the

ingress interface. The switch fabric is fast enough to be transparent to egress CoS

policies, so instead of buffering packets a second time at the egress interface, the

switch can forward traffic at a rate that does not require deep egress buffers, without

affecting the configured egress CoS policies (scheduling).

• Consumption of resources—Traditional queueing architecture sends packets from the

ingress interface input queue (buffer), across the switch fabric, to the egress interface

output queue (buffer). At the egress interface, packetsmight be dropped, even though

the switch has expended resources transporting the packets across the fabric and

storing them in the egress queue. VOQ architecture does not send packets across the

fabric to the egress interface until the egress interface is ready to transmit the traffic.

This increases system utilization because no resources are wasted transporting and

storing packets that are dropped later.

Independent of VOQ architecture, the Juniper Networks switching architecture also

provides better fabric utilization because the switch converts packets into cells. Cells

have a predictable size, which enables the switch to spray the cells evenly across the

fabric links andmore fully utilize the fabric links. Packets vary greatly in size, and packet

size is not predictable. Packet-based fabrics can deliver no better than 65-70 percent

utilizationbecauseof thevariationandunpredictability ofpacket sizes. JuniperNetworks’

cell-based fabrics can deliver a fabric utilization rate of almost 95 percent because of

the predictability of and control over cell size.

Related
Documentation

Understanding CoS Port Schedulers on QFX Switches•

• Example: Configuring Queue Schedulers for Port Scheduling
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• Understanding Default CoS Scheduling and Classification

Defining CoS Traffic Control Profiles (Priority Group Scheduling)

A traffic control profile defines the output bandwidth and scheduling characteristics of

forwarding class sets (priority groups). The forwarding classes (which are mapped to

outputqueues)contained ina forwardingclassset (fc-set) share thebandwidth resources

that you configure in the traffic control profile. A scheduler map associates forwarding

classes with schedulers to define how the individual forwarding classes that belong to

an fc-set share the bandwidth allocated to that fc-set.

Theparameters youconfigure ina traffic control profiledefine the followingcharacteristics

for the fc-set:

• guaranteed-rate—Minimum bandwidth, also known as the committed information rate

(CIR). The guaranteed rate also determines the amount of excess (extra) port

bandwidth that the fc-set can share. Extra port bandwidth is allocated among the

fc-sets on a port in proportion to the guaranteed rate of each fc-set.

NOTE: You cannot configure a guaranteed rate for a, fc-set that includes
strict-high priority queues. If the traffic control profile is for an fc-set that
contains strict-high priority queues, do not configure a guaranteed rate.

• shaping-rate—Maximum bandwidth, also known as the peak information rate (PIR).

• scheduler-map—Bandwidth and scheduling characteristics for the queues, defined by

mapping forwarding classes to schedulers. (The queue scheduling characteristics

represent amounts or percentages of the fc-set bandwidth, not the amounts or

percentages of total link bandwidth.)

NOTE: Because a port can havemore than one fc-set, when you assign
resources to an fc-set, keep inmind that the total port bandwidthmust serve
all of the queues associated with that port.

To configure a traffic control profile using the CLI:

1. Name the traffic control profile and define the minimum guaranteed bandwidth for

the fc-set:

[edit class-of-service ]
user@switch# set traffic-control-profiles traffic-control-profile-name guaranteed-rate (rate
| percent percentage)

2. Define the maximum bandwidth for the fc-set:

[edit class-of-service traffic-control-profiles traffic-control-profile-name]
user@switch# set shaping-rate (rate | percent percentage)

3. Attach a scheduler map to the traffic control profile:
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[edit class-of-service traffic-control-profiles traffic-control-profile-name]
user@switch# set scheduler-map scheduler-map-name

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Example: Configuring MaximumOutput Bandwidth on page 371

• Defining CoS Queue Schedulers on page 302

• Understanding CoS Traffic Control Profiles on page 317

Example: Configuring Traffic Control Profiles (Priority Group Scheduling)

A traffic control profile defines the output bandwidth and scheduling characteristics of

forwarding class sets (priority groups). The forwarding classes (queues) mapped to a

forwarding class set share the bandwidth resources that you configure in the traffic

control profile. A schedulermap associates forwarding classeswith schedulers to define

how the individual queues in a forwarding class set share the bandwidth allocated to

that forwarding class set.

• Requirements on page 328

• Overview on page 328

• Configuring a Traffic Control Profile on page 330

• Verification on page 330

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

Theparameters youconfigure ina traffic control profiledefine the followingcharacteristics

for the priority group:

• guaranteed-rate—Minimum bandwidth, also known as the committed information rate

(CIR). Each fc-set receives a minimum of either the configured amount of absolute

bandwidth or the configured percentage of bandwidth. The guaranteed rate also

determines the amount of excess (extra) port bandwidth that the fc-set can share.

Extra port bandwidth is allocated among the fc-sets on a port in proportion to the

guaranteed rate of each fc-set.
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NOTE: In order for the transmit-rate option (minimum bandwidth for a
queue that you set using scheduler configuration) to work properly, you
must configure theguaranteed-rate for the fc-set. If an fc-setdoesnothave

a guaranteedminimum bandwidth, the forwarding classes that belong to
the fc-set cannot have a guaranteedminimum bandwidth.

NOTE: Include the preamble bytes and interframegapbytes aswell as the
data bytes in your bandwidth calculations.

• shaping-rate—Maximum bandwidth, also known as the peak information rate (PIR).

Each fc-set receives a maximum of the configured amount of absolute bandwidth or

the configured percentage of bandwidth, even if more bandwidth is available.

NOTE: Include the preamble bytes and interframegapbytes aswell as the
data bytes in your bandwidth calculations.

• scheduler-map—Bandwidth and scheduling characteristics for the queues, defined by

mapping forwarding classes to schedulers. (The queue scheduling characteristics

represent amounts or percentages of the fc-set bandwidth, not the amounts or

percentages of total link bandwidth.)
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NOTE: Because a port can havemore than one fc-set, when you assign
resources to an fc-set, keep inmind that the total port bandwidthmust serve
all of the queues associated with that port.

Forexample, if youmapthree fc-sets toa 10-GigabitEthernetport, thequeues
associated with all three of the fc-sets share the 10-Gbps bandwidth as
defined by the traffic control profiles. Therefore, the total combined
guaranteed-rate value of the three fc-sets should not exceed 10 Gbps. If you

configure guaranteed rates whose sum exceeds the port bandwidth, the
system sends a syslogmessage to notify you that the configuration is not
valid. However, the system does not perform a commit check. If you commit
a configuration in which the sum of the guaranteed rates exceeds the port
bandwidth, the hierarchical scheduler behaves unpredictably.

The sum of the forwarding class (queue) transmit rates cannot exceed the
total guaranteed-rate of the fc-set to which the forwarding classes belong.

If you configure transmit rates whose sum exceeds the fc-set guaranteed
rate, the commit check fails and the system rejects the configuration.

If you configure the guaranteed-rate of an fc-set as a percentage, configure

all of the transmit rates associated with that fc-set as percentages. In this
case, if any of the transmit rates are configured as absolute values instead
of percentages, the configuration is not valid and the system sends a syslog
message.

Configuring a Traffic Control Profile

This example describes how to configure a traffic control profile named san-tcpwith a

schedulermap named san-map1 and allocate to it aminimumbandwidth of 4 Gbps and

amaximum bandwidth of 8 Gbps:

1. Create the traffic control profile and set the guaranteed-rate (minimum guaranteed

bandwidth) to 4g:

[edit class-of-service]
user@switch# set traffic-control-profiles san-tcp guaranteed-rate 4g

2. Set the shaping-rate (maximum guaranteed bandwidth) to 8g:

[edit class-of-service]
user@switch# set traffic-control-profiles san-tcp shaping-rate 8g

3. Associate the scheduler map san-map1with the traffic control profile:

[edit class-of-service]
user@switch# set traffic-control-profiles san-tcp scheduler-map san-map1

Verification

Verifying the Traffic Control Profile Configuration

Purpose Verify that you created the traffic control profile san-tcpwith aminimum guaranteed

bandwidthof4Gbps,amaximumbandwidthof8Gbps,and theschedulermapsan-map1.
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Action List the traffic control profile using the operational mode command show configuration

class-of-service traffic-control-profiles san-tcp:

user@switch> show configuration class-of-service traffic-control-profiles san-tcp
scheduler-map san-map1;
shaping-rate percent 8g;
guaranteed-rate 4g;

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Example: Configuring MaximumOutput Bandwidth on page 371

• Example: Configuring Queue Schedulers on page 305

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 327

• Understanding CoS Traffic Control Profiles on page 317

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

Understanding CoS Hierarchical Port Scheduling (ETS)

Scheduling defines the class-of-service (CoS) properties of output queues. Output

queues aremapped to forwarding classes. CoS scheduler properties include the amount

of interface bandwidth assigned to the queue, the queue priority, and the drop profiles

associated with the queue.

Hierarchical port scheduling is a two-tier process that provides better port bandwidth

utilization and greater flexibility to allocate resources to queues (forwarding classes)

and to groups of queues (forwarding class sets). Hierarchical scheduling includes the

Junos OS implementation of enhanced transmission selection (ETS), as described in

IEEE 802.1Qaz.

Video: What is Enhanced Transmission Selection?

This topic describes:

• Hierarchical Scheduling Tiers on page 331

• Hierarchical Scheduling and ETS on page 332

• ETS Advertisement in DCBX on page 334

• Hierarchical Scheduling Process on page 334

• Strict-High Priority Queues and Hierarchical Scheduling on page 335

• Default Hierarchical Scheduling on page 336

Hierarchical Scheduling Tiers

The two tiers used in hierarchical scheduling are priorities and priority groups, as shown

in Table 74 on page 332.
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Table 74: Hierarchical Scheduling Tiers

DescriptionEquivalent ETS ConstructJunosOSConfigurationConstruct

Think about priorities (forwarding classes) as output
queues.Youmap forwardingclasses toqueues, soeach
forwarding class represents an output queue.

When you use a classifier to map a forwarding class to
an IEEE802.1p codepoint, the codepoint identifies that
traffic’s priority for priority-based flow control (PFC).
Thus the forwarding class, the queuemapped to the
forwarding class, and the priority (code point)mapped
to the forwarding class all identify the same traffic.

NOTE: OCX Series switches do not support lossless
transport or PFC.

PriorityForwarding class

Priority groups (forwarding class sets) are groups of
priorities (forwarding classes). Forwarding class
membership ina forwardingclasssetdefines thepriority
group to which each priority belongs.

You can configure up to three unicast priority groups
and onemulticast priority group.

Priority groupForwarding class set

You apply scheduling properties to each hierarchical scheduling tier as descried in the

next section.

NOTE: If you explicitly configure one or more priority groups on an interface,
any priority (forwarding class) that is not assigned to a priority group
(forwarding class set) on that interface is assigned to an automatically
generated default priority group and receives no bandwidth. Thismeans that
if you configure hierarchical scheduling on an interface, every forwarding
class that you want to forward traffic on that interfacemust belong to a
forwarding class set.

NOTE: OnOCXSeries switches, by default, classifiers use DSCP code points
tomap traffic to forwarding classes. However, hierarchical schedulingworks
in the samemanner as when you use IEEE 802.1p code points to classify
traffic. The OCX Series classifies traffic into forwarding classes based on
DSCP code points, the forwarding classes aremapped to forwarding class
sets, and you apply scheduling properties to each of the two tiers.

Hierarchical Scheduling and ETS

Two-tier hierarchical schedulingmanagesbandwidthefficiently byenabling you todefine

the CoS properties for each priority group and for each priority. The first tier of the

hierarchical scheduler allocates port bandwidth to a priority group. The second tier of
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the hierarchical scheduler determines the portion of the priority group bandwidth that a

priority (queue) can use.

The CoS properties of a priority group define the amount of port bandwidth resources

available to the queues in that priority group. The CoS properties you configure for each

queue specify the amount of the bandwidth available to the queue from the bandwidth

allocated to thepriority group. Figure 11 onpage333shows the relationshipofport resource

allocation to priority groups, and priority group resource allocation to queues (priorities).

Figure 11: Hierarchical Scheduling Tiers
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If a queue (priority) does not use its allocated bandwidth, ETS shares the unused

bandwidth among the other queues in the priority group in proportion to the minimum

guaranteed rate (transmit rate) scheduled for each queue. If a priority group does not

use its allocatedbandwidth, ETSshares theunusedbandwidthamong thepriority groups

on the port in proportion to the minimum guaranteed rate (guaranteed rate) scheduled

for each priority group.

In thisway, ETS improves link bandwidth utilization, and it provides each queue and each

priority groupwith themaximumavailablebandwidth. For example, priorities that consist

of bursty traffic can share bandwidth during periods of low traffic transmission, instead

of reserving their entire bandwidth allocation when traffic loads are light. All Juniper

switches use ETS scheduling, except for QFX5200 and the QFX10000 switches.

NOTE: Theavailable linkbandwidth is thebandwidth remainingafterservicing
strict-high priority flows. Strict-high priority takes precedence over all other

traffic (werecommendthatyouconfigureashaping rate to limit themaximum
amount of bandwidth that a strict-high priority forwarding class can use to
prevent starving other queues).
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ETS Advertisement in DCBX

When you configure hierarchical scheduling on a port, Data Center Bridging Capability

Exchange protocol (DCBX) advertises:

• Each priority group

• The priorities in each priority group

• The bandwidth properties of each priority group and priority

When you configure hierarchical scheduling on a port, any priority that is not part of an

explicitly configured priority group is assigned to the automatically generated default

priority group and receives no bandwidth. The default priority group is transparent. It

does not appear in the configuration.

NOTE: OCX Series switches do support DCBX, so hierarchical scheduling
information is not exchangedwith connected peers onOCXSeries switches.

Hierarchical Scheduling Process

Hierarchical scheduling consists of multiple configuration steps that create the priorities

and thepriority groups, schedule their resources, andassign themto interfaces. Thesteps

below correspond to the six blocks in the packet flow diagram shown in

Figure 12 on page 335:

1. Packet classification:

• Configure classification of incoming traffic into forwarding classes (priorities). This

consists of either using the default classifiers or configuring classifiers tomap code

points and loss priorities to the forwarding classes.

• Apply the classifiers to ingress interfaces or use the default classifiers. Applying a

classifier to an interface groups incoming traffic on the interface into forwarding

classes and loss priorities, by applying the classifier code point mapping to the

incoming traffic.

2. Configure the output queues for the forwarding classes (priorities). This consists of

either using the default forwarding classes and forwarding-class-to-queuemapping,

or creating your own forwarding classes andmapping them to output queues.

3. Allocate resources to the forwarding classes:

• Define resources for the priorities. This consists of configuring schedulers to set

minimumguaranteed bandwidth,maximumbandwidth, drop profiles forWeighted

Random Early Detection (WRED), and bandwidth priority to apply to a forwarding

class. Extra bandwidth is shared among queues in proportion to the minimum

guaranteed bandwidth (transmit rate) of each queue.

• Map resources to priorities. This consists of mapping forwarding classes to

schedulers, using a scheduler map.
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4. Configure priority groups. This consists of mapping forwarding classes (priorities) to

forwarding class sets (priority groups) to define the priorities that belong to each

priority group.

5. Define resources for the priority groups. This consists of configuring traffic control

profiles to set minimum guaranteed bandwidth (guaranteed rate) andmaximum

bandwidth (shaping rate) for a priority group. Traffic control profiles also specify a

scheduler map, which defines the resources (schedulers) mapped to the priorities in

the priority group. Extra port bandwidth is shared among priority groups in proportion

to the minimum guaranteed bandwidth of each priority group.

The traffic control profile bandwidth settings determine the port resources available

to the priority group. The schedulers specified in the scheduler map determine the

amount of priority group resources that each priority receives.

6. Apply hierarchical scheduling to a port. This consists of attaching one ormore priority

groups (forwarding class sets) to an interface. For each priority group, you also attach

a traffic control profile, which contains the scheduling properties of the priority group

and the priorities in the priority group. Different priority groups on the same port can

use different traffic control profiles, which provides fine tuned control of scheduling

for each queue on each interface.

Figure 12: Hierarchical Scheduling Packet Flow
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Strict-High Priority Queues and Hierarchical Scheduling

If you configure a strict-high priority queue, youmust observe the following rules:

• Youmust create a separate forwarding class set (priority group) for the strict-high

priority queue.

• Only one forwarding class set can contain strict-high priority queues.

• Strict-high priority queues cannot belong to the same forwarding class set as queues

that are not strict-high priority.
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• A strict-high priority queue cannot belong to amultidestination forwarding class set.

• We recommend that you always apply a shaping rate to strict-high priority queues to

prevent them from starving other queues. If you do not apply a shaping rate to limit

the amount of bandwidth a strict-high priority queue can use, then the strict-high

priority queue can use all of the available port bandwidth and starve other queues on

the port.

NOTE: On a QFabric system, if a fabric (fte) interface handles strict-high
priority traffic, youmustdefineaseparate forwardingclassset (prioritygroup)
for strict-high priority traffic. Strict-high priority traffic cannot bemixed with
traffic of other priorities in a forwarding class set. For example, youmight
choose to create different forwarding class sets for best effort, lossless,
strict-high priority, andmultidestination traffic.

Default Hierarchical Scheduling

If you do not explicitly configure hierarchical scheduling, the switch uses the default

settings:

• The switch automatically creates a default forwarding class set that contains all of

the forwardingclasseson theswitch.Theswitchassigns 100percentof theport output

bandwidth to the default forwarding class set. The default forwarding class set is

transparent. It doesnotappear in theconfigurationand isused forDataCenterBridging

Capability Exchange protocol (DCBX) advertisement.

NOTE: OCXSeriesswitchesdonotsupportDCBX, so theETSconfiguration
is not advertised to connected peers.

• Ingress traffic is classified based on the default classifier settings.

• The forwarding classes (queues) in the default forwarding class set receive bandwidth

based on the default scheduler settings.

Related
Documentation

Understanding CoS Packet Flow on page 16•

• Understanding CoS Output Queue Schedulers on page 291

• Understanding CoS Priority Group Scheduling on page 318

• Benefits of Configuring CoS Hierarchical Port Scheduling

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding Default CoS Scheduling and Classification on page 129

• Understanding Default CoS Scheduling and Classification
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• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Example: Configuring MaximumOutput Bandwidth on page 371

Example: Configuring CoS Hierarchical Port Scheduling (ETS)

Hierarchical port scheduling defines the class-of-service (CoS) properties of output

queues, which are mapped to forwarding classes. Traffic is classified into forwarding

classes based on code point (priority), so mapping queues to forwarding classes also

maps queues to priorities). Hierarchical port scheduling enables you to group priorities

that require similar CoS treatment into priority groups. You define the port bandwidth

resources for a priority group, and you define the amount of the priority group’s resources

that each priority in the group can use.

Hierarchical port scheduling is the Junos OS implementation of enhanced transmission

selection (ETS), as described in IEEE 802.1Qaz. Onemajor benefit of hierarchical port

scheduling is greater port bandwidth utilization. If a priority group on a port does not use

all of its allocated bandwidth, other priority groups on that port can use that bandwidth.

Also, if aprioritywithinapriority groupdoesnotuse itsallocatedbandwidth, otherpriorities

within that priority group can use that bandwidth.

Configuring hierarchical scheduling is a multistep procedure that includes:

• Mapping forwarding classes to queues

• Defining forwarding class sets (priority groups)

• Defining behavior aggregate classifiers

• Configuring priority-based flow control (PFC) for lossless priorities (queues)

• Applying classifiers and PFC configuration to ingress interfaces

• Defining drop profiles

• Defining schedulers

• Mapping forwarding classes to schedulers

• Defining traffic control profiles

• Assigning priority groups and traffic control profiles to egress ports
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NOTE: OCX Series switches do not support lossless transport and do not
support PFC. Although this example includes configuring lossless transport
withPFC, theportionsof theexample thatdonotpertain to lossless transport
still apply toOCXSeries switches. (Youcanconfigurehierarchical scheduling
on OCX Series switches, but you cannot configure lossless transport or
lossless forwarding classes.)

This example describes how to configure hierarchical scheduling:

• Requirements on page 338

• Overview on page 338

• Configuration on page 342

• Verification on page 352

Requirements

This example uses the following hardware and software components:

• One switch (this example was tested on a Juniper Networks QFX3500 Switch)

• Junos OS Release 11.1 or later for the QFX Series or Junos OS Release 14.1X53-D20 or

later for the OCX Series

Overview

Keep the following considerations in mind when you plan the port bandwidth allocation

for priority groups and for individual priorities:

• Howmuch traffic and what types of traffic you expect to traverse the system.

• How you want to divide different types of traffic into priorities (forwarding classes) to

apply different CoS treatment to different types of traffic. Dividing traffic into priorities

includes:

• Mapping the code points of ingress traffic to forwarding classes using behavior

aggregate (BA) classifiers. This classifies incoming traffic into the appropriate

forwarding class based on code point.

• Mapping forwarding classes to output queues. This defines the output queue for

each type of traffic.

• Attaching the BA classifier to the desired ingress interfaces so that incoming traffic

maps to the desired forwarding classes and queues.

• How you want to organize priorities into priority groups (forwarding class sets).

Traffic that requires similar treatment usually belongs in the same priority group. To

do this, place forwarding classes that require similar bandwidth, loss, and other
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characteristics in the same forwarding class set. For example, you canmap all types

of best-effort traffic forwarding classes into one forwarding class set.

• Howmuch of the port bandwidth you want to allocate to each priority group and to

each of the priorities in each priority group. The following considerations apply to

bandwidth allocation:

• Estimatehowmuch traffic youexpect ineach forwardingclass, andhowmuch traffic

you expect in each forwarding class set (the amount of traffic you expect in a

forwarding class set is the aggregate amount of traffic in the forwarding classes that

belong to the forwarding class set).

• Thecombinedminimumguaranteedbandwidthof thepriorities (forwardingclasses)

in a priority group should not exceed theminimum guaranteed bandwidth of the

priority group (forwarding class set). The transmit rate scheduler parameter defines

the minimum guaranteed bandwidth for forwarding classes. Scheduler maps

associate schedulers with forwarding classes.

• The combinedminimum guaranteed bandwidth of the priority groups (forwarding

class sets) on a port should not exceed the port’s total bandwidth. The guaranteed

rate parameter in the traffic control profile defines the minimum bandwidth for a

forwarding class set. Associating a scheduler map with a traffic control profile sets

the scheduling for the individual forwarding classes in the forwarding class set.

This example creates hierarchical port scheduling by defining priority groups for best

effort, guaranteed delivery, and high-performance computing (HPC) traffic. Each priority

group includes priorities that need to receive similar CoS treatment. Each priority group

and each priority within each priority group receive the CoS resources needed to service

their flows. Lossless priorities use PFC to prevent packet loss when the network

experiences congestion.

Topology

Table 75 on page 339 shows the configuration components for this example.

NOTE: OCX Series switches do not support lossless transport and do not
support PFC. If you eliminate the configuration elements for the default
lossless fcoe and no-loss forwarding classes (including classifier, forwarding

class set, scheduler, and traffic control profile configuration for those
forwardingclasses)andforPFC, thisexampleworks forOCXSeriesswitches.
However, because the default fcoe and no-loss forwarding classes do not

carry traffic on OCX Series switches, you can apply the bandwidth allocated
to those forwardingclasses toother forwardingclasses.Bydefault, theactive
forwardingclasses (best-effort,network-control, andmcast) share theunused

bandwidth assigned to the fcoe and no-loss forwarding classes.

Table 75: Components of the Hierarchical Port Scheduling (ETS) Configuration Topology

SettingsProperty

QFX3500 switchHardware
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Table 75: Components of the Hierarchical Port Scheduling (ETS) Configuration
Topology (continued)

SettingsProperty

best-effort to queue 0

be2 to queue 1

fcoe (Fibre Channel over Ethernet) to queue 3

no-loss to queue 4

hpc (high-performance computing) to queue 5

network-control to queue 7

NOTE: On switches that do not support the ELS CLI, if you are using Junos OS Release 12.2
or later, use thedefault forwarding-class-to-queuemapping for the lossless fcoeandno-loss
forwarding classes. If you explicitly configure the default lossless forwarding classes, the
traffic mapped to those forwarding classes is treated as lossy (best-effort) traffic and does
not receive lossless treatment.

On switches that do not support the ELS CLI, in Junos OS Release 12.3 and later, you can
include the no-loss packet drop attribute in the explicit forwarding class configuration to
configure a lossless forwarding class.

Mapping of forwarding classes
(priorities) to queues

best-effort-pg: contains forwarding classes best-effort, be2, and network control

guar-delivery-pg: contains forwarding classes fcoe and no-loss

hpc-pg: contains forwarding class hpc

Forwarding class sets (priority
groups)

Name—hsclassifier1

Code point mapping:

• 000 to forwarding class best-effort and loss priority low

• 001 to forwarding class be2 and loss priority high

• 011 to forwarding class fcoe and loss priority low

• 100 to forwarding class no-loss and loss priority low

• 101 to forwarding class hpc and loss priority low

• 110 to forwarding class network-control and loss priority low

Behavior aggregate classifier
(maps forwarding classes and
loss priorities to incoming
packetsby IEEE802.1 codepoint)

Congestion notification profile name—gd-cnp

PFC enabled on code points: 011 (fcoe priority), 010 (no-loss priority)

PFC

dp-be-low: drop start point 25, drop end point 50, maximum drop rate 80

dp-be-high: drop start point 10, drop end point 40, maximum drop rate 100

dp-hpc: drop start point 75, drop end point 90, maximum drop rate 75

dp-nc: drop start point 80, drop end point 100, maximum drop rate 100

Drop profiles

NOTE: The fcoe and no-loss
priorities (queues) do not use
drop profiles because they are
lossless traffic classes.
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Table 75: Components of the Hierarchical Port Scheduling (ETS) Configuration
Topology (continued)

SettingsProperty

be-sched: minimum bandwidth 3g, maximum bandwidth 100%, priority low, drop profiles
dp-be-low and dp-be-high

fcoe-sched: minimum bandwidth 2.5g, maximum bandwidth 100%, priority low

hpc-sched: minimum bandwidth 2g, maximum bandwidth 100%, priority low, drop profile
dp-hpc

nc-sched:minimumbandwidth500m,maximumbandwidth 100%,priority low, dropprofile
dp-nc

nl-sched: minimum bandwidth 2g, maximum bandwidth 100%, priority low

Queue schedulers

Scheduler map be-map:
Forwarding class best-effort, scheduler be-sched
Forwarding class be2, scheduler be-sched
Forwarding class network-control, scheduler nc-sched

Scheduler map gd-map:
Forwarding class fcoe, scheduler fcoe-sched
Forwarding class no-loss, scheduler nl-sched

Scheduler map hpc-map:
Forwarding class hpc, scheduler hpc-sched

Forwarding class-to-scheduler
mapping

be-tcp: scheduler map be-map, minimum bandwidth 3.5g, maximum bandwidth 100%

gd-tcp: scheduler map gd-map, minimum bandwidth 4.5g, maximum bandwidth 100%

hpc-tcp: scheduler map hpc-map, minimum bandwidth 2g, maximum bandwidth 100%

Traffic control profiles

This exampleconfigureshierarchical port schedulingon interfaces xe-0/0/20and xe-0/0/21.
Because traffic is bidirectional, you apply the ingress and egress configuration components
to both interfaces:

• Classifier Name—hsclassifier1

• Forwarding class sets—best-effort-pg, guar-deliver-pg, hpc-pg

• Congestion notification profile—gd-cnp

Interfaces

Figure 13 on page 342 shows a block diagram of the configuration components and the

configuration flow of the CLI statements used in the example. You can perform the

configuration steps in a different sequence if you want.
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Figure 13: Hierarchical Port Scheduling Components Block Diagram
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Figure 14 on page 342 shows a block diagram of the hierarchical scheduling packet flow

from ingress to egress.

Figure 14: Hierarchical Port Scheduling Packet Flow Block Diagram
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Configuration

CLI Quick
Configuration

To quickly configure hierarchical port scheduling on systems that support lossless

transport, copy the following commands, paste them in a text file, remove line breaks,

change variables and details to match your network configuration, and then copy and

paste the commands into the CLI at the [edit class-of-service] hierarchy level:

[edit class-of-service]
set forwarding-classes class best-effort queue-num0
set forwarding-classes class be2 queue-num 1
set forwarding-classes class hpc queue-num 5
set forwarding-classes class network-control queue-num 7
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set forwarding-class-sets best-effort-pg class best-effort
set forwarding-class-sets best-effort-pg class be2
set forwarding-class-sets best-effort-pg class network-control
set forwarding-class-sets guar-delivery-pg class fcoe
set forwarding-class-sets guar-delivery-pg class no-loss
set forwarding-class-sets hpc-pg class hpc
set classifiers ieee-802.1 hsclassifier1 forwarding-class best-effort loss-priority low code-points
000
set classifiers ieee-802.1 hsclassifier1 forwarding-class be2 loss-priority high code-points 001
set classifiers ieee-802.1 hsclassifier1 forwarding-class fcoe loss-priority low code-points 011
set classifiers ieee-802.1 hsclassifier1 forwarding-class no-loss loss-priority low code-points 100
set classifiers ieee-802.1 hsclassifier1 forwarding-class hpc loss-priority low code-points 101
set classifiers ieee-802.1 hsclassifier1 forwarding-class network-control loss-priority low
code-points 110
set congestion-notification-profile gd-cnp input ieee-802.1 code-point 011 pfc
set congestion-notification-profile gd-cnp input ieee-802.1 code-point 100 pfc
set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 hsclassifier1
set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 hsclassifier1
set interfaces xe-0/0/20 congestion-notification-profile gd-cnp
set interfaces xe-0/0/21 congestion-notification-profile gd-cnp
setdrop-profilesdp-be-low interpolate fill-level25 fill-level50drop-probability0drop-probability
80
setdrop-profilesdp-be-high interpolate fill-level 10fill-level40drop-probability0drop-probability
100
set drop-profiles dp-nc interpolate fill-level 80 fill-level 100 drop-probability 0 drop-probability
100
set drop-profiles dp-hpc interpolate fill-level 75 fill-level 90 drop-probability 0 drop-probability
75
set schedulers be-sched priority low transmit-rate 3g
set schedulers be-sched shaping-rate percent 100
set schedulers be-sched drop-profile-map loss-priority low protocol any drop-profile dp-be-low
set schedulersbe-scheddrop-profile-map loss-priorityhighprotocolanydrop-profiledp-be-high
set schedulers fcoe-sched priority low transmit-rate 2500m
set schedulers fcoe-sched shaping-rate percent 100
set schedulers hpc-sched priority low transmit-rate 2g
set schedulers hpc-sched shaping-rate percent 100
set schedulers hpc-sched drop-profile-map loss-priority low protocol any drop-profile dp-hpc
set schedulers nc-sched priority low transmit-rate 500m
set schedulers nc-sched shaping-rate percent 100
set schedulers nc-sched drop-profile-map loss-priority low protocol any drop-profile dp-nc
set schedulers nl-sched priority low transmit-rate 2g
set schedulers nl-sched shaping-rate percent 100
set scheduler-maps be-map forwarding-class best-effort scheduler be-sched
set scheduler-maps be-map forwarding-class be2 scheduler be-sched
set scheduler-maps be-map forwarding-class network-control scheduler nc-sched
set scheduler-maps gd-map forwarding-class fcoe scheduler fcoe-sched
set scheduler-maps gd-map forwarding-class no-loss scheduler nl-sched
set scheduler-maps hpc-map forwarding-class hpc scheduler hpc-sched
set traffic-control-profiles be-tcp scheduler-map be-map guaranteed-rate 3500m
set traffic-control-profiles be-tcp shaping-rate percent 100
set traffic-control-profiles gd-tcp scheduler-map gd-map guaranteed-rate 4500m
set traffic-control-profiles gd-tcp shaping-rate percent 100
set traffic-control-profiles hpc-tcp scheduler-map hpc-map guaranteed-rate 2g
set traffic-control-profiles hpc-tcp shaping-rate percent 100
set interfacesxe-0/0/20forwarding-class-setbest-effort-pgoutput-traffic-control-profilebe-tcp
set interfaces xe-0/0/20 forwarding-class-set guar-delivery-pg output-traffic-control-profile
gd-tcp
set interfaces xe-0/0/20 forwarding-class-set hpc-pg output-traffic-control-profile hpc-tcp
set interfacesxe-0/0/21 forwarding-class-setbest-effort-pgoutput-traffic-control-profilebe-tcp
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set interfaces xe-0/0/21 forwarding-class-set guar-delivery-pg output-traffic-control-profile
gd-tcp
set interfaces xe-0/0/21 forwarding-class-set hpc-pg output-traffic-control-profile hpc-tcp

OCX Series Switches

Because OCX Series switches do not support lossless transport, the following subset of

theconfigurationeliminates the lossless configurationelementsandprovideshierarchical

port scheduling for the best-effort, be2, hpc, and network-control forwarding classes. In

addition, on OCX Series switches, you would probably use DSCP classifiers and code

points instead of IEEE classifiers and code points. To quickly configure hierarchical port

scheduling on anOCXSeries switch, copy the following commands, paste them in a text

file, remove linebreaks, changevariablesanddetails tomatchyour network configuration,

and then copy and paste the commands into the CLI at the [edit class-of-service]

hierarchy level:

[edit class-of-service]
set forwarding-classes class best-effort queue-num0
set forwarding-classes class be2 queue-num 1
set forwarding-classes class hpc queue-num 5
set forwarding-classes class network-control queue-num 7
set forwarding-class-sets best-effort-pg class best-effort
set forwarding-class-sets best-effort-pg class be2
set forwarding-class-sets best-effort-pg class network-control
set forwarding-class-sets hpc-pg class hpc
set classifiers ieee-802.1 hsclassifier1 forwarding-class best-effort loss-priority low code-points
000
set classifiers ieee-802.1 hsclassifier1 forwarding-class be2 loss-priority high code-points 001
set classifiers ieee-802.1 hsclassifier1 forwarding-class hpc loss-priority low code-points 101
set classifiers ieee-802.1 hsclassifier1 forwarding-class network-control loss-priority low
code-points 110
set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 hsclassifier1
set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 hsclassifier1
setdrop-profilesdp-be-low interpolate fill-level25 fill-level50drop-probability0drop-probability
80
setdrop-profilesdp-be-high interpolate fill-level 10fill-level40drop-probability0drop-probability
100
set drop-profiles dp-nc interpolate fill-level 80 fill-level 100 drop-probability 0 drop-probability
100
set drop-profiles dp-hpc interpolate fill-level 75 fill-level 90 drop-probability 0 drop-probability
75
set schedulers be-sched priority low transmit-rate 3g
set schedulers be-sched shaping-rate percent 100
set schedulers be-sched drop-profile-map loss-priority low protocol any drop-profile dp-be-low
set schedulersbe-scheddrop-profile-map loss-priorityhighprotocolanydrop-profiledp-be-high
set schedulers hpc-sched priority low transmit-rate 2g
set schedulers hpc-sched shaping-rate percent 100
set schedulers hpc-sched drop-profile-map loss-priority low protocol any drop-profile dp-hpc
set schedulers nc-sched priority low transmit-rate 500m
set schedulers nc-sched shaping-rate percent 100
set schedulers nc-sched drop-profile-map loss-priority low protocol any drop-profile dp-nc
set scheduler-maps be-map forwarding-class best-effort scheduler be-sched
set scheduler-maps be-map forwarding-class be2 scheduler be-sched
set scheduler-maps be-map forwarding-class network-control scheduler nc-sched
set scheduler-maps hpc-map forwarding-class hpc scheduler hpc-sched
set traffic-control-profiles be-tcp scheduler-map be-map guaranteed-rate 3500m
set traffic-control-profiles be-tcp shaping-rate percent 100
set traffic-control-profiles hpc-tcp scheduler-map hpc-map guaranteed-rate 2g
set traffic-control-profiles hpc-tcp shaping-rate percent 100
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set interfacesxe-0/0/20forwarding-class-setbest-effort-pgoutput-traffic-control-profilebe-tcp
set interfaces xe-0/0/20 forwarding-class-set hpc-pg output-traffic-control-profile hpc-tcp
set interfacesxe-0/0/21 forwarding-class-setbest-effort-pgoutput-traffic-control-profilebe-tcp
set interfaces xe-0/0/21 forwarding-class-set hpc-pg output-traffic-control-profile hpc-tcp

Step-by-Step
Procedure

Toperformastep-by-stepconfigurationof the forwardingclasses (priorities), forwarding

class sets (priority groups), classifiers, queue schedulers, PFC, traffic control profiles,

and interfaces to set up hierarchical port scheduling (ETS):

1. Configure the forwardingclasses (priorities)andmapthemtounicastoutputqueues

(do not explicitly map the fcoe and no-loss forwarding classes to output queues;

use the default configuration):

[edit class-of-service]
user@switch# set forwarding-classes class best-effort queue-num0
user@switch# set forwarding-classes class be2 queue-num 1
user@switch# set forwarding-classes class hpc queue-num 5
user@switch# set forwarding-classes class network-control queue-num 7

2. Configure forwarding class sets (priority groups) to group forwarding classes

(priorities) that require similar CoS treatment:

[edit class-of-service]
user@switch# set forwarding-class-sets best-effort-pg class best-effort
user@switch# set forwarding-class-sets best-effort-pg class be2
user@switch# set forwarding-class-sets best-effort-pg class network-control
user@switch# set forwarding-class-sets guar-delivery-pg class fcoe
user@switch# set forwarding-class-sets guar-delivery-pg class no-loss
user@switch# set forwarding-class-sets hpc-pg class hpc

NOTE: OnOCX Series switches, you would not configure the
guar-delivery-pg forwarding class set for lossless traffic.

3. Configure a classifier to set the loss priority and IEEE 802.1 code points assigned to

each forwarding class at the ingress:

[edit class-of-service]
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class best-effort
loss-priority low code-points 000
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class be2 loss-priority
high code-points 001
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class fcoe loss-priority
low code-points 011
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class no-loss loss-priority
low code-points 100
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-classhpc loss-priority low
code-points 101
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class network-control
loss-priority low code-points 110

NOTE: OnOCX Series switches, you would not configure the fcoe and

no-loss portions of the classifier.
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4. Configure a congestion notification profile to enable PFC on the FCoE and no-loss

queue IEEE 802.1 code points:

[edit class-of-service]
user@switch# set congestion-notification-profile gd-cnp input ieee-802.1 code-point 011
pfc
user@switch# set congestion-notification-profile gd-cnp input ieee-802.1 code-point 100
pfc

NOTE: This step does not apply to OCX Series switches, which do not
support PFC.

5. Assign the classifier to the interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 hsclassifier1
user@switch# set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 hsclassifier1

6. Apply the PFC configuration to the interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 congestion-notification-profile gd-cnp
user@switch# set interfaces xe-0/0/21 congestion-notification-profile gd-cnp

NOTE: This step does not apply to OCX Series switches, which do not
support PFC.

7. Configure the drop profile for the best-effort low loss-priority queue:

[edit class-of-service]
user@switch# set drop-profiles dp-be-low interpolate fill-level 25 fill-level 50
drop-probability 0 drop-probability 80

8. Configure the drop profile for the best-effort high loss-priority queue:

[edit class-of-service]
user@switch# set drop-profiles dp-be-high interpolate fill-level 10 fill-level 40
drop-probability 0 drop-probability 100

9. Configure the drop profile for the network-control queue:

[edit class-of-service]
user@switch# setdrop-profilesdp-nc interpolate fill-level80fill-level 100drop-probability
0 drop-probability 100

10. Configure the drop profile for the high-performance computing queue:

[edit class-of-service]
user@switch# setdrop-profilesdp-hpc interpolate fill-level 75 fill-level90drop-probability
0 drop-probability 75

11. Define the minimum guaranteed bandwidth, priority, maximum bandwidth, and

drop profiles for the best-effort queue:

[edit class-of-service]
user@switch# set schedulers be-sched priority low transmit-rate 3g
user@switch# set schedulers be-sched shaping-rate percent 100
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user@switch# set schedulers be-sched drop-profile-map loss-priority low protocol any
drop-profile dp-be-low
user@switch# set schedulers be-sched drop-profile-map loss-priority high protocol any
drop-profile dp-be-high

12. Define theminimum guaranteed bandwidth, priority, andmaximum bandwidth for

the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 2500m
user@switch# set schedulers fcoe-sched shaping-rate percent 100

NOTE: This step does not apply to OCX Series switches, which do not
support lossless transport.

13. Define the minimum guaranteed bandwidth, priority, maximum bandwidth, and

drop profile for the high-performance computing queue:

[edit class-of-service]
user@switch# set schedulers hpc-sched priority low transmit-rate 2g
user@switch# set schedulers hpc-sched shaping-rate percent 100
user@switch# set schedulers hpc-sched drop-profile-map loss-priority low protocol any
drop-profile dp-hpc

14. Define the minimum guaranteed bandwidth, priority, maximum bandwidth, and

drop profile for the network-control queue:

[edit class-of-service]
user@switch# set schedulers nc-sched priority low transmit-rate 500m
user@switch# set schedulers nc-sched shaping-rate percent 100
user@switch# set schedulers nc-sched drop-profile-map loss-priority low protocol any
drop-profile dp-nc

15. Define theminimum guaranteed bandwidth, priority, andmaximum bandwidth for

the no-loss queue:

[edit class-of-service]
user@switch# set schedulers nl-sched priority low transmit-rate 2g
user@switch# set schedulers nl-sched shaping-rate percent 100

NOTE: This step does not apply to OCX Series switches, which do not
support lossless transport.

16. Map the schedulers to the appropriate forwarding classes (queues):

[edit class-of-service]
user@switch# setscheduler-mapsbe-mapforwarding-classbest-effortschedulerbe-sched
user@switch# set scheduler-maps be-map forwarding-class be2 scheduler be-sched
user@switch# set scheduler-maps be-map forwarding-class network-control scheduler
nc-sched
user@switch# set scheduler-maps gd-map forwarding-class fcoe scheduler fcoe-sched
user@switch# set scheduler-maps gd-map forwarding-class no-loss scheduler nl-sched
user@switch# set scheduler-maps hpc-map forwarding-class hpc scheduler hpc-sched
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NOTE: OnOCX Series switches, because lossless transport is not
supported, you would not configure the gd-map scheduler map.

17. Define the traffic control profile for the best-effort priority group (queue scheduler

to mapping, minimum guaranteed bandwidth, andmaximum bandwidth):

[edit class-of-service]
user@switch# set traffic-control-profiles be-tcp scheduler-map be-map guaranteed-rate
3500m
user@switch# set traffic-control-profiles be-tcp shaping-rate percent 100

18. Define the traffic control profile for the guaranteed delivery priority group (queue

toschedulermapping,minimumguaranteedbandwidth,andmaximumbandwidth):

[edit class-of-service]
user@switch# set traffic-control-profiles gd-tcp scheduler-map gd-map guaranteed-rate
4500m
user@switch# set traffic-control-profiles gd-tcp shaping-rate percent 100

NOTE: This step does not apply to OCX Series switches, which do not
support lossless transport.

19. Define the traffic control profile for the high-performance computing priority group

(queue to scheduler mapping, minimum guaranteed bandwidth, andmaximum

bandwidth):

[edit class-of-service]
user@switch# set traffic-control-profileshpc-tcpscheduler-maphpc-mapguaranteed-rate
2g
user@switch# set traffic-control-profiles hpc-tcp shaping-rate percent 100

20. Apply the three priority groups (forwarding class sets) and the appropriate traffic

control profiles to the egress ports:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 forwarding-class-set best-effort-pg
output-traffic-control-profile be-tcp
user@switch# set interfaces xe-0/0/20 forwarding-class-set guar-delivery-pg
output-traffic-control-profile gd-tcp
user@switch# set interfaces xe-0/0/20 forwarding-class-set hpc-pg
output-traffic-control-profile hpc-tcp
user@switch# set interfaces xe-0/0/21 forwarding-class-set best-effort-pg
output-traffic-control-profile be-tcp
user@switch# set interfaces xe-0/0/21 forwarding-class-set guar-delivery-pg
output-traffic-control-profile gd-tcp
user@switch# set interfaces xe-0/0/21 forwarding-class-set hpc-pg
output-traffic-control-profile hpc-tcp

NOTE: BecauseOCXSeries switchesdonot support lossless transport,
on OCX Series switches, you would not apply the guar-deliver-pg

forwarding class set and the gd-tcp traffic control profile to interfaces.

Copyright © 2016, Juniper Networks, Inc.348

Traffic Management Feature Guide for the QFX Series



Results

Display the results of the configuration (the system shows only the explicitly configured

parameters; it does not show default parameters such as the fcoe and no-loss lossless

forwardingclasses).OnOCXSeries switches, youwouldnot see the lossless configuration

components in the output:

user@switch> show configuration class-of-service
classifiers {
ieee-802.1 hsclassifier1 {
forwarding-class best-effort {
loss-priority low code-points 000;

}
forwarding-class be2 {
loss-priority high code-points 001;

}
forwarding-class fcoe {
loss-priority low code-points 011;

}
forwarding-class no-loss {
loss-priority low code-points 100;

}
forwarding-class hpc {
loss-priority low code-points 101;

}
forwarding-class network-control {
loss-priority low code-points 110;

}
}
drop-profiles {
dp-be-low {
interpolate {
fill-level [ 25 50 ];
drop-probability [ 0 80 ];

}
}
dp-be-high {
interpolate {
fill-level [ 10 40 ];
drop-probability [ 0 100 ];

}
}
dp-hpc {
interpolate {
fill-level [ 75 90 ];
drop-probability [ 0 75 ];

}
}
dp-nc {
interpolate {
fill-level [ 80 100 ];
drop-probability [ 0 100 ];

}
}

}
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forwarding-classes {
class best-effort queue-num0;
class be2 queue-num 1;
class hpc queue-num 5;
class network-control queue-num 7;

}
traffic-control-profiles {
be-tcp {
scheduler-map be-map;
shaping-rate percent 100;
guaranteed-rate 3500000000;

}
gd-tcp {
scheduler-map gd-map;
shaping-rate percent 100;
guaranteed-rate 4500000000;

}
hpc-tcp {
scheduler-map hpc-map;
shaping-rate percent 100;
guaranteed-rate 2g;

}
}
forwarding-class-sets {
guar-delivery-pg {
class fcoe;
class no-loss;

}
best-effort-pg {
class best-effort;
class be2;
class network-control;

}
hpc-pg {
class hpc;

}
}
congestion-notification-profile {
gd-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
code-point 100 {
pfc;

}
}

}
}

}
interfaces {
xe-0/0/20 {
forwarding-class-set {
best-effort-pg {
output-traffic-control-profile be-tcp;
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}
guar-delivery-pg {
output-traffic-control-profile gd-tcp;

}
hpc-pg {
output-traffic-control-profile hpc-tcp;

}
}
congestion-notification-profile gd-cnp;
unit 0 {
classifiers {
ieee-802.1 hsclassifier1;

}
}

}
xe-0/0/21 {
forwarding-class-set {
best-effort-pg {
output-traffic-control-profile be-tcp;

}
guar-delivery-pg {
output-traffic-control-profile gd-tcp;

}
hpc-pg {
output-traffic-control-profile hpc-tcp;

}
}
congestion-notification-profile gd-cnp;
unit 0 {
classifiers {
ieee-802.1 hsclassifier1;

}
}

}
}
scheduler-maps {
be-map {
forwarding-class best-effort scheduler be-sched;
forwarding-class network-control scheduler nc-sched;
forwarding-class be2 scheduler be-sched;

}
gd-map {
forwarding-class fcoe scheduler fcoe-sched;
forwarding-class no-loss scheduler nl-sched;

}
hpc-map {
forwarding-class hpc scheduler hpc-sched;

}
}
schedulers {
be-sched {
transmit-rate 3g;
shaping-rate percent 100;
priority low;
drop-profile-map loss-priority low protocol any drop-profile dp-be-low;
drop-profile-map loss-priority high protocol any drop-profile dp-be-high;
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}
fcoe-sched {
transmit-rate 2500000000;
shaping-rate percent 100;
priority low;

}
hpc-sched {
transmit-rate 2g;
shaping-rate percent 100;
priority low;
drop-profile-map loss-priority low protocol any drop-profile dp-hpc;

}
nc-sched {
transmit-rate 500m;
shaping-rate percent 100;
priority low;
drop-profile-map loss-priority low protocol any drop-profile dp-nc;

}
nl-sched {
transmit-rate 2g;
shaping-rate percent 100;
priority low;

}
}

TIP: To quickly configure the interfaces, issue the loadmerge terminal

command, and then copy the hierarchy and paste it into the switch terminal
window.

Verification

NOTE: The verification output is basedon the full example configuration.On
OCX Series switches, you do not see lossless configuration components in
theoutput.Commentsabout losslessconfigurationcomponentsdonotapply
to OCX Series switches.

To verify that you created the hierarchical port scheduling components and they are

operating properly, perform these tasks:

• Verifying the Forwarding Classes (Priorities) on page 353

• Verifying the Forwarding Class Sets (Priority Groups) on page 353

• Verifying the Classifier on page 354

• Verifying Priority-Based Flow Control on page 354

• Verifying the Output Queue Schedulers on page 355

• Verifying the Drop Profiles on page 358
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• Verifying the Priority Group Output Schedulers (Traffic Control Profiles) on page 359

• Verifying the Interface Configuration on page 360

Verifying the Forwarding Classes (Priorities)

Purpose Verify that you created the forwarding classes andmapped them to the correct queues.

(The system shows only the explicitly configured forwarding classes. It does not show

default forwarding classes such as fcoe and no-loss.)

Action List the forwarding classes using the operational mode command show class-of-service

forwarding-class:

user@switch> show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  be2                                  1         3         normal        Disabled

  hpc                                  2         4         normal        Disabled

  network-control                      3         7         normal        Disabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommand listsall of theconfigured forwarding

classes, the internal identification number of each forwarding class, the queues that are

mapped to the forwarding classes, the policing priority, andwhether the forwarding class

is lossless (no-loss packet drop attribute enabled) or lossy forwarding class (no-loss

packet drop attribute disabled). The command output shows that:

• Forwarding class best-effortmaps to queue 0 and is lossy

• Forwarding class be2maps to queue 1 and is lossy

• Forwarding class hpcmaps to queue 5 and is lossy

• Forwarding class network-controlmaps to queue 7 and is lossy

In addition, the command lists the default multicast (multidestination) forwarding class

and the default queue to which it is mapped.

Verifying the Forwarding Class Sets (Priority Groups)

Purpose Verify that you created the priority groups and that the correct priorities (forwarding

classes) belong to the appropriate priority group.

Action List the forwardingclass setsusing theoperationalmodecommand showclass-of-service

forwarding-class-set:

user@switch> show class-of-service forwarding-class-set
Forwarding class set: best-effort-pg, Type: normal-type, Forwarding class set 
index: 19907
  Forwarding class                       Index
  best-effort                              0               
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  be2                                      1               
  network-control                          5               

Forwarding class set: guar-delivery-pg, Type: normal-type, Forwarding class set 
index: 43700
  Forwarding class                       Index
  fcoe                                     2               
  no-loss                                  3               

Forwarding class set: hpc-pg, Type: normal-type, Forwarding class set index: 60758

  Forwarding class                       Index
  hpc                                      4               

Meaning The show class-of-service forwarding-class-set command lists all of the configured

forwarding class sets (priority groups), the forwarding classes (priorities) that belong to

each priority group, and the internal index number of each priority group. The command

output shows that:

• The forwarding class set best-effort-pg includes the forwarding classes best-effort,

be2, and network-control.

• The forwarding class set guar-delivery-pg includes the forwarding classes fcoe and

no-loss.

• The forwarding class set hpc-pg includes the forwarding class hpc.

Verifying the Classifier

Purpose Verify that the classifier maps forwarding classes to the correct IEEE 802.1p code points

and packet loss priorities.

Action List the classifier configured for hierarchical port scheduling using the operational mode

command show class-of-service classifier name hsclassifier1:

user@switch> show class-of-service classifier name hsclassifier1
Classifier: hsclassifier1, Code point type: ieee-802.1, Index: 43607
  Code point         Forwarding class                    Loss priority
  000                best-effort                         low         
  001                be2                                 high        
  011                fcoe                                low         
  100                no-loss                             low         
  101                hpc                                 low         
  110                network-control                     low         

Meaning The showclass-of-serviceclassifiernamehsclassifier1command listsall of the IEEE802.1p

codepointsand the lossprioritiesmapped toall of the forwardingclasses in theclassifier.

The command output shows that the forwarding classes best-effort, be2, no-loss, fcoe,

hpc, and network-control have been created andmapped to IEEE802.1p code points and

loss priorities.

Verifying Priority-Based Flow Control

Purpose Verify that PFC is enabled on the correct priorities for lossless transport.
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Action List the congestion notification profiles using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Type: Input, Name: gd-cnp, Index: 51687
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Enabled      2500
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The show class-of-service congestion-notification command lists all of the congestion

notification profiles and the IEEE 802.1p code points with PFC enabled. The command

output shows that PFC is enabled for code points 011 (fcoe priority and queue) and 100

(no-loss priority and queue) for the gd-cnp congestion notification profile.

The command also shows the default cable length (100meters), the default maximum

receiveunit (2500bytes), and thedefaultmappingofpriorities tooutputqueuesbecause

this example does not include configuring these options.

Verifying the Output Queue Schedulers

Purpose Verify that you created the output queue schedulers with the correct bandwidth

parameters and priorities, mapped to the correct queues, andmapped to the correct

drop profiles.

Action List the scheduler maps using the operational mode command show class-of-service

scheduler-map:

user@switch> show class-of-service scheduler-map
Scheduler map: be-map, Index: 64023

  Scheduler: be-sched, Forwarding class: best-effort, Index: 13005
    Transmit rate: 3000000000 bps, Rate Limit: none, Buffer size: remainder,
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    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         55387    dp-be-low                   
      Medium high     any             1    <default-drop-profile>      
      High            any          4369    dp-be-high                        

  Scheduler: be-sched, Forwarding class: be2, Index: 13005
    Transmit rate: 3000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         55387    dp-be-low                   
      Medium high     any             1    <default-drop-profile>      
      High            any          4369    dp-be-high                        

  Scheduler: nc-sched, Forwarding class: network-control, Index: 45740
    Transmit rate: 500000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         44207    dp-nc               
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            

Scheduler map: gd-map, Index: 61447

  Scheduler: fcoe-sched, Forwarding class: fcoe, Index: 37289
    Transmit rate: 2500000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:                      
      Loss priority   Protocol    Index    Name
      Low             any         44207    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>       

  Scheduler: nl-sched, Forwarding class: no-loss, Index: 29359
    Transmit rate: 2000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         44207    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>      

Scheduler map: hpc-map, Index: 56941
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  Scheduler: hpc-sched, Forwarding class: hpc, Index: 55900
    Transmit rate: 2000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         57716    dp-hpc                      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>      

Meaning The show class-of-service scheduler-map command lists all of the configured scheduler

maps. For each scheduler map, the command output includes:

• The name of the scheduler map (scheduler-map field)

• The name of the scheduler (scheduler field)

• The forwarding classes mapped to the scheduler (forwarding-class field)

• Theminimum guaranteed queue bandwidth (transmit-rate field)

• The scheduling priority (priority field)

• Themaximum bandwidth in the priority group the queue can consume (shaping-rate

field)

• Thedrop profile loss priority (losspriority field) for each drop profile name (name field)

The command output shows that:

• The scheduler map be-mapwas created and has these properties:

• There are two schedulers, be-sched and nc-sched.

• The scheduler be-sched has two forwarding classes, best-effort and be2.

• Scheduler be-sched forwarding classes best-effort and be2 share aminimum

guaranteed bandwidth of 3,000,000,000 bps, can consume amaximum of 100

percent of the priority group bandwidth, and use the drop profile dp-be-low for low

loss-priority traffic, the default drop profile formedium-high loss-priority traffic, and

the drop profile dp-be-high for high loss-priority traffic.

• The scheduler nc-sched has one forwarding class, network-control.

• The network-control forwarding class has aminimum guaranteed bandwidth of

500,000,000 bps, can consume amaximum of 100 percent of the priority group

bandwidth, anduses thedropprofiledp-nc for low loss-priority traffic and thedefault

drop profile for medium-high and high loss priority traffic.

• The scheduler map gd-mapwas created and has these properties:

• There are two schedulers, fcoe-sched and nl-sched.

• The scheduler fcoe-sched has one forwarding class, fcoe.
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• The fcoe forwarding class has aminimumguaranteed bandwidth of 2,500,000,000

bps, and can consume amaximum of 100 percent of the priority group bandwidth.

• The scheduler nl-sched has one forwarding class, no-loss.

• The no-loss forwarding class has aminimum guaranteed bandwidth of

2,000,000,000 bps, and can consume amaximum of 100 percent of the priority

group bandwidth.

• The scheduler map hpc-mapwas created and has these properties:

• There is one scheduler, hpc-sched.

• The scheduler hpc-sched has one forwarding class, hpc.

• The hpc forwarding class has aminimum guaranteed bandwidth of

2,000,000,000 bps, can consume amaximum of 100 percent of the priority group

bandwidth, and uses the drop profile dp-hpc for low loss-priority traffic and the

default drop profile for medium-high and high loss-priority traffic.

Verifying the Drop Profiles

Purpose Verify that you created the drop profiles dp-be-high, dp-be-low, dp-hpc, and dp-ncwith

the correct fill levels and drop probabilities.

Action List the drop profiles using the operational mode command show configuration

class-of-service drop-profiles:

user@switch> show configuration class-of-service drop-profiles
dp-be-low {
    interpolate {
        fill-level [ 25 50 ];
        drop-probability [ 0 80 ];
    }
}
dp-be-high {
    interpolate {
        fill-level [ 10 40 ];
        drop-probability [ 0 100 ];
    }
}
dp-hpc {
    interpolate {
        fill-level [ 75 90 ];
        drop-probability [ 0 75 ];
    }
}
dp-nc {
    interpolate {
        fill-level [ 80 100 ];
        drop-probability [ 0 100 ];
    }

Meaning The show configuration class-of-service drop-profiles command lists the drop profiles

and their properties. The command output shows that there are four drop profiles

configured, dp-be-high, dp-be-low, dp-hpc, and dp-nc. The output also shows that:
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• For dp-be-low, the drop start point (the first fill level) is when the queue is 25 percent

filled, the drop end point (the second fill level) occurs when the queue is 50 percent

filled, and the drop probability at the drop end point is 80 percent.

• For dp-be-high, the drop start point (the first fill level) is when the queue is 10 percent

filled, the drop end point (the second fill level) occurs when the queue is 40 percent

filled, and the drop probability at the drop end point is 100 percent.

• Fordp-hpc, thedrop start point (the first fill level) iswhen thequeue is 75percent filled,

the drop end point (the second fill level) occurs when the queue is 90 percent filled,

and the drop probability at the drop end point is 75 percent.

• For dp-nc, the drop start point (the first fill level) iswhen the queue is 80percent filled,

the drop end point (the second fill level) occurs when the queue is 100 percent filled,

and the drop probability at the drop end point is 100 percent.

Verifying the Priority Group Output Schedulers (Traffic Control Profiles)

Purpose Verify that you created the traffic control profiles be-tcp, gd-tcp, and hpc-tcpwith the

correct bandwidth parameters and scheduler mapping.

Action List the traffic control profilesusing theoperationalmodecommand showclass-of-service

traffic-control-profile:

user@switch> show class-of-service traffic-control-profile
Traffic control profile: be-tcp, Index: 40535
  Shaping rate: 100 percent
  Scheduler map: be-map
  Guaranteed rate: 3500000000

Traffic control profile: gd-tcp, Index: 37959
  Shaping rate: 100 percent
  Scheduler map: gd-map
  Guaranteed rate: 4500000000

Traffic control profile: hpc-tcp, Index: 47661
  Shaping rate: 100 percent
  Scheduler map: hpc-map
  Guaranteed rate: 2000000000

Meaning The showclass-of-service traffic-control-profilecommand lists all of theconfigured traffic

control profiles. For each traffic control profile, the command output includes:

• The name of the traffic control profile (traffic-control-profile)

• Themaximum port bandwidth the priority group can consume (shaping-rate)

• The scheduler map associated with the traffic control profile (scheduler-map)

• Theminimum guaranteed priority group port bandwidth (guaranteed-rate)

The command output shows that:

• The traffic control profile be-tcp can consume amaximum of 100 percent of the port

bandwidth, is associated with the scheduler map be-map, and has aminimum

guaranteed bandwidth of 3,500,000,000 bps.
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• The traffic control profile gd-tcp can consume amaximum of 100 percent of the port

bandwidth, is associated with the scheduler map gd-map, and has aminimum

guaranteed bandwidth of 4,500,000,000 bps.

• The traffic control profile hpc-tcp can consume amaximum of 100 percent of the port

bandwidth, is associated with the scheduler map hpc-map, and has aminimum

guaranteed bandwidth of 2,000,000,000 bps.

Verifying the Interface Configuration

Purpose Verify that the classifier, the congestion notification profile, and the forwarding class sets

are configured on interfaces xe-0/0/20 and xe-0/0/21.

Action List the interfaces using the operational mode commands show configuration

class-of-service interfaces xe-0/0/20 and show configuration class-of-service interfaces

xe-0/0/21:

user@switch> show configuration class-of-service interfaces xe-0/0/20
forwarding-class-set {
    best-effort-gp {
        output-traffic-control-profile be-tcp;
    }
    guar-delivery-pg {
        output-traffic-control-profile gd-tcp;
    }
    hpc-pg {
        output-traffic-control-profile hpc-tcp;
    }
}
congestion-notification-profile gd_cnp;
unit 0 {
    classifiers {
        ieee-802.1 hsclassifier1;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/21
forwarding-class-set {
    best-effort-gp {
        output-traffic-control-profile be-tcp;
    }
    guar-delivery-pg {
        output-traffic-control-profile gd-tcp;
    }
    hpc-pg {
        output-traffic-control-profile hpc-tcp;
    }
}
congestion-notification-profile gd_cnp;
unit 0 {
    classifiers {
        ieee-802.1 hsclassifier1;
    }
}
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Meaning The show configuration class-of-service interfaces interface-name command shows that

each interface includes the forwarding class sets best-effort-pg, guar-delivery-pg, and

hpc-pg, congestion notification profile gd-cnp, and the IEEE802.1p classifier hsclassifier1.

Related
Documentation

Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 114•

• Benefits of Configuring CoS Hierarchical Port Scheduling

• Assigning CoS Components to Interfaces on page 15

• Example: ConfiguringWRED Drop Profiles on page 381

• Example: Configuring Drop Profile Maps on page 384

• Example: Configuring Forwarding Classes on page 157

• Example: Configuring Forwarding Class Sets on page 162

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Queue Scheduling Priority on page 313

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Example: Configuring MaximumOutput Bandwidth on page 371

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Overview of CoS Changes Introduced in Junos OS Release 12.2

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• UnderstandingCoSSchedulingBehaviorandConfigurationConsiderationsonpage284

• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

Understanding CoS Priority Group and Queue GuaranteedMinimumBandwidth

Youcansetaguaranteedminimumbandwidth for individual forwardingclasses (queues)

and for groupsof forwarding classes called forwarding class sets (priority groups). Setting

aminimum guaranteed bandwidth ensures that priority groups and queues receive the

bandwidth required to support the expected traffic.

This topic covers:

• Guaranteeing Bandwidth Using Hierarchical Scheduling on page 362

• Priority Group Guaranteed Rate (Guaranteed Minimum Bandwidth) on page 363

• Queue Transmit Rate (Guaranteed Minimum Bandwidth) on page 363
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Guaranteeing Bandwidth Using Hierarchical Scheduling

The guaranteed-rate value for the priority group (configured in a traffic control profile)
defines theminimumamount of bandwidth allocated to a forwarding class set on a port,

whereas the transmit-rate value of the queue (configured in a scheduler) defines the
minimum amount of bandwidth allocated to a particular queue in a priority group. The

queue bandwidth is a portion of the priority group bandwidth.

NOTE: You cannot configure aminimum guaranteed bandwidth (transmit
rate) for a forwarding class that is mapped to a strict-high priority queue,
and you cannot configure aminimum guaranteed bandwidth (guaranteed
rate) for a priority group that includes strict-high priority queues.

Figure 15 on page 362 shows how the total port bandwidth is allocated to priority groups

(forwarding class sets) basedon the guaranteed rate of eachpriority group. It also shows

how the guaranteed bandwidth of each priority group is allocated to the queues in the

priority group based on the transmit rate of each queue.

Figure15:AllocatingGuaranteedBandwidthUsingHierarchicalScheduling
Minimum guaranteed port

bandwidth allocated to each
priority group

Minimum guaranteed priority group
bandwidth allocated to each queue

Total port bandwidth

Priority group 1
(forwarding
class set 1):
guaranteed-
rate 6 Gbps

Priority group 2
(forwarding
class set 2):
guaranteed-
rate 4 Gbps

Port xe-0/0/7
(10-Gbps

bandwidth)

Queue 4 (priority 4):
transmit-rate 1.5 Gbps

Queue 0 (priority 0):
transmit-rate 3 Gbps

Queue 1 (priority 1):
transmit-rate 1 Gbps

Queue 2 (priority 2):
transmit-rate 2 Gbps

Queue 3 (priority 3):
transmit-rate 2.5 Gbps

g0
40

72
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The sum of the priority group guaranteed rates cannot exceed the total port bandwidth.

If you configure guaranteed rates whose sum exceeds the port bandwidth, the system

sends a syslog message to notify you that the configuration is not valid. However, the

system does not perform a commit check. If you commit a configuration in which the

sum of the guaranteed rates exceeds the port bandwidth, the hierarchical scheduler

behaves unpredictably.

The sum of the queue transmit rates cannot exceed the total guaranteed rate of the

priority group to which the queues belong. If you configure transmit rates whose sum
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exceeds thepriority groupguaranteed rate, the commit check fails and the system rejects

the configuration.

NOTE: Youmust set both the priority group guaranteed-rate value and the

queue transmit-rate value in order to configure theminimum bandwidth for

individual queues. If you set the transmit-rate value but do not set the

guaranteed-rate value, the configuration fails.

You can set the guaranteed-rate value for a priority groupwithout setting the

transmit-ratevalue for individualqueues in theprioritygroup.However, queues

that do not have a configured transmit-rate value can become starved for

bandwidth ifotherhigher-priorityqueuesneedtheprioritygroup’sbandwidth.
To avoid starving a queue, it is a good practice to configure a transmit-rate

value for most queues.

If you configure the guaranteed rate of a priority group as a percentage,
configure all of the transmit rates associated with that priority group as
percentages. In this case, if any of the transmit rates are configured as
absolute values instead of percentages, the configuration is not valid and
the system sends a syslogmessage.

Priority Group Guaranteed Rate (GuaranteedMinimumBandwidth)

Setting a priority group (forwarding class set) guaranteed-rate enables you to reserve a

portion of the port bandwidth for the forwarding classes (queues) in that forwarding

class set. Theminimum bandwidth (guaranteed-rate) that you configure for a priority

group sets the minimum bandwidth available to all of the forwarding classes in the

forwarding class set.

The combined guaranteed-rate value of all of the forwarding class sets associated with

an interface cannot exceed the amount of bandwidth available on that interface.

You configure the priority group guaranteed-rate in the traffic control profile. You cannot

apply a traffic control profile that has a guaranteed rate to a priority group that includes

a strict-high priority queue.

Queue Transmit Rate (GuaranteedMinimumBandwidth)

Setting a queue (forwarding class) transmit-rate enables you to reserve a portion of the

priority group bandwidth for the individual queue. For example, a queue that handles

Fibre Channel over Ethernet (FCoE) traffic might require a minimum rate of 4 Gbps to

ensure the class of service that storage area network (SAN) traffic requires.

The priority group guaranteed-rate sets the aggregate minimum amount of bandwidth

available to the queues that belong to the priority group. The cumulative total minimum

bandwidth the queues consume cannot exceed theminimum bandwidth allocated to

the priority group to which they belong. (The combined transmit rates of the queues in

a priority group cannot exceed the priority group’s guaranteed rate.)
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Youmust configure the guaranteed-rate value of the priority group in order to set a

transmit-rate value for individual queues that belong to the priority group. The reason is

that if there is no guaranteed bandwidth for a priority group, there is noway to guarantee

bandwidth for queues in that priority group.

Youconfigure thequeue transmit-rate in thescheduler configuration.Youcannotconfigure

a transmit rate for a strict-high priority queue.

Related
Documentation

Understanding CoS Output Queue Schedulers on page 291•

• Understanding CoS Traffic Control Profiles on page 317

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Defining CoS Queue Schedulers on page 302

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 327

Example: ConfiguringMinimumGuaranteed Output Bandwidth

Scheduling the minimum guaranteed output bandwidth for a queue (forwarding class)

requires configuringboth tiers of the two-tier hierarchical scheduler.One tier is scheduling

the resources for the individual queue. The other tier is scheduling the resources for the

priority group (forwarding class set) to which the queue belongs. You set a minimum

guaranteed bandwidth to ensure than priority groups and queues receive the bandwidth

required to support the expected traffic.

• Requirements on page 364

• Overview on page 364

• Configuring Guaranteed Minimum Bandwidth on page 366

• Verification on page 367

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series or Junos OS Release 14.1X53-D20 or

later for the OCX Series

Overview

The priority groupminimum guaranteed bandwidth defines the minimum total amount

of bandwidth available for all of the queues in the priority group to meet their minimum

bandwidth requirements.

The transmit-rate setting in the scheduler configuration determines the minimum

guaranteed bandwidth for an individual queue. The transmit rate also determines the
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amountof excess (extra)priority groupbandwidth that thequeuecanshare. Extrapriority

group bandwidth is allocated among the queues in the priority group in proportion to the

transmit rate of each queue.

The guaranteed-rate setting in the traffic control profile configuration determines the

minimumguaranteedbandwidth forapriority group.Theguaranteed ratealsodetermines

the amount of excess (extra) port bandwidth that the priority group can share. Extra port

bandwidth isallocatedamong thepriority groupsonaport inproportion to theguaranteed

rate of each priority group.

NOTE: Youmust configure both the transmit-rate value for the queue and

the guaranteed-rate value for the priority group to set a valid minimum

bandwidth guarantee for a queue. (If the priority group does not have a
guaranteedminimum bandwidth, there is no guaranteed bandwidth pool
fromwhich the queue can take its guaranteedminimum bandwidth.)

The sum of the queue transmit rates in a priority group should not exceed
the guaranteed rate for thepriority group. (You cannot guarantee aminimum
bandwidth for the queues that is greater than theminimum bandwidth
guaranteed for the entire set of queues.)

NOTE: When you configure bandwidth for a queue or a priority group, the
switchconsidersonly thedataas theconfiguredbandwidth. Theswitchdoes
notaccount for thebandwidthconsumedby thepreambleandthe interframe
gap (IFG). Therefore, when you calculate and configure the bandwidth
requirements for a queue or for a priority group, consider the preamble and
the IFG as well as the data in the calculations.

NOTE: You cannot configureminimumguaranteed bandwidth on strict-high
priority queues or onapriority group that contains strict-highpriority queues.

This example describes how to:

• Configure a transmit rate (minimum guaranteed queue bandwidth) of 2 Gbps for

queues in a scheduler named be-sched.

• Configureaguaranteed rate (minimumguaranteedpriority groupbandwidth)of4Gbps

for a priority group in a traffic control profile named be-tcp.

• Assign the scheduler to a queue named best-effort by using a scheduler map named

be-map.

• Associate the scheduler map be-mapwith the traffic control profile be-tcp.

• Assign the queue best-effort to a priority group named be-pg.

• Assign the priority group and theminimum guaranteed bandwidth scheduling to the

egress interface xe-0/0/7.
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Table 76 on page 366 shows the configuration components for this example:

Table 76: Components of theMinimumGuaranteedOutput BandwidthConfiguration Example

SettingsComponent

QFX3500 switchHardware

Transmit rate: 2gMinimum guaranteed queue bandwidth

Guaranteed rate: 4gMinimum guaranteed priority group bandwidth

be-schedScheduler

be-mapScheduler map

be-tcpTraffic control profile

be-pgForwarding class set (priority group)

best-effortQueue (forwarding class)

xe-0/0/7Egress interface

Configuring GuaranteedMinimumBandwidth

CLI Quick
Configuration

Toquicklyconfigure theminimumguaranteedbandwidth foraprioritygroupandaqueue,

copy the following commands, paste them in a text file, remove line breaks, change

variables and details to match your network configuration, and then copy and paste the

commands into the CLI at the [edit] hierarchy level:

[edit class-of-service]
set schedulers be-sched transmit-rate percent 2g
set traffic-control-profiles be-tcp guaranteed-rate 4g
set scheduler-maps be-map forwarding-class best-effort scheduler be-sched
set traffic-control-profiles be-tcp scheduler-map be-map
set forwarding-class-sets be-pg class best-effort
set interfaces xe-0/0/7 forwarding-class-set be-pg output-traffic-control-profile be-tcp

To configure the minimum guaranteed bandwidth hierarchical scheduling for a queue

and a priority group:

1. Configure theminimumguaranteedqueuebandwidthof2Gbps forschedulerbe-sched:

[edit class-of-service schedulers]
user@switch# set be-sched transmit-rate 2g

2. Configure the minimum guaranteed priority group bandwidth of 4 Gbps for traffic

control profile be-tcp:

[edit class-of-service traffic-control-profiles]
user@switch# set be-tcp guaranteed-rate 4g

3. Associate the scheduler be-schedwith the best-effort queue in the scheduler map

be-map:

[edit class-of-service scheduler-maps]
user@switch# set be-map forwarding-class best-effort scheduler be-sched
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4. Associate the scheduler map with the traffic control profile:

[edit class-of-service traffic-control-profiles]
user@switch# set be-tcp scheduler-map be-map

5. Assign the best-effort queue to the priority group be-pg:

[edit class-of-service forwarding-class-sets]
user@switch# set be-pg class best-effort

6. Apply the configuration to interface xe-0/0/7:

[edit class-of-service interfaces]
user@switch# setxe-0/0/7 forwarding-class-setbe-pgoutput-traffic-control-profilebe-tcp

Verification

To verify theminimumguaranteedoutput bandwidth configuration, perform these tasks:

• Verifying the MinimumGuaranteed Queue Bandwidth on page 367

• Verifying the Priority Group MinimumGuaranteed Bandwidth and Scheduler Map

Association on page 367

• Verifying the Scheduler Map Configuration on page 368

• Verifying Queue (Forwarding Class) Membership in the Priority Group on page 368

• Verifying the Egress Interface Configuration on page 368

Verifying theMinimumGuaranteed Queue Bandwidth

Purpose Verify that you configured theminimum guaranteed queue bandwidth as 2g in the

scheduler be-sched.

Action Display the minimum guaranteed bandwidth in the be-sched scheduler configuration

using the operational mode command show configuration class-of-service schedulers

be-sched transmit-rate:

user@switch> show configuration class-of-service schedulers be-sched transmit-rate
2g;

Verifying thePriorityGroupMinimumGuaranteedBandwidthandSchedulerMap
Association

Purpose Verify that the minimum guaranteed priority group bandwidth is 4g and the attached

scheduler map is be-map in the traffic control profile be-tcp.

Action Display the minimum guaranteed bandwidth in the be-tcp traffic control profile

configuration using the operational mode command show configuration class-of-service

traffic-control-profiles be-tcp guaranteed-rate:

user@switch> showconfigurationclass-of-servicetraffic-control-profilesbe-tcpguaranteed-rate
4g;

Display the scheduler map in the be-tcp traffic control profile configuration using the

operational mode command show configuration class-of-service traffic-control-profiles

be-tcp scheduler-map:

user@switch> showconfigurationclass-of-service traffic-control-profilesbe-tcpscheduler-map
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scheduler-map be-map;

Verifying the Scheduler Map Configuration

Purpose Verify that the scheduler map be-mapmaps the forwarding class best-effort to the

scheduler be-sched.

Action Display the be-map scheduler map configuration using the operational mode command

show configuration class-of-service schedulersmaps be-map:

user@switch> show configuration class-of-service scheduler-maps be-map
forwarding-class best-effort scheduler be-sched;

Verifying Queue (Forwarding Class) Membership in the Priority Group

Purpose Verify that the forwarding class set be-pg includes the forwarding class best-effort.

Action Display thebe-pg forwardingclasssetconfigurationusing theoperationalmodecommand

show configuration class-of-service forwarding-class-sets be-pg:

user@switch> show configuration class-of-service forwarding-class-sets be-pg
class best-effort;

Verifying the Egress Interface Configuration

Purpose Verify that the forwardingclass setbe-pgand the traffic control profilebe-tcpareattached

to egress interface xe-0/0/7.

Action Display the egress interface using the operational mode command show configuration

class-of-service interfaces xe-0/0/7:

user@switch> show configuration class-of-service interfaces xe-0/0/7
forwarding-class-set {
    be-pg {
        output-traffic-control-profile be-tcp;
    }
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Example: Configuring Queue Scheduling Priority on page 313

• Example: Configuring Forwarding Class Sets on page 162

• Understanding CoS Traffic Control Profiles on page 317

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331
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UnderstandingCoSPriorityGroupShapingandQueueShaping(MaximumBandwidth)

If the amount of traffic on an interface exceeds the maximum bandwidth available on

the interface, it leads to congestion. You can use priority group (forwarding class set)

shaping and queue (forwarding class) shaping to manage traffic and avoid congestion.

Configuring amaximumbandwidth sets themost bandwidth a priority group or a queue

can use after all of the priority group and queueminimum bandwidth requirements are

met, even if more bandwidth is available.

This topic covers:

• Priority Group Shaping on page 369

• Queue Shaping on page 369

• Shaping Maximum Bandwidth Using Hierarchical Scheduling on page 370

Priority Group Shaping

Priority group shaping enables you to shape the aggregate traffic of a forwarding class

set on a port to amaximum rate that is less than the line or port rate. Themaximum

bandwidth (shaping-rate) that you configure for a priority group sets the maximum
bandwidth available to all of the forwarding classes (queues) in the forwarding class

set.

If a port has more than one priority group and the combined shaping-rate value of the

priority groups is greater than the amount of port bandwidth available, the bandwidth is

shared proportionally among the priority groups.

You configure the priority group shaping-rate in the traffic control profile.

Queue Shaping

Queue shaping throttles the rate at which queues transmit packets. For example, using

queue shaping, you can rate-limit a strict-high priority queue so that the strict-priority

queue does not lock out (or starve) low-priority queues.

NOTE: We recommend that you always apply a shaping rate to strict-high
priority queues to prevent them from starving other queues. If you do not
apply a shaping rate to limit the amount of bandwidth a strict-high priority
queue can use, then the strict-high priority queue can use all of the available
port bandwidth and starve other queues on the port.

Similarly, for any queue, you can configure queue shaping (shaping-rate) to set the

maximum bandwidth for a particular queue.

The shaping-rate value of the priority group sets the aggregate maximum amount of

bandwidth available to the queues that belong to the priority group. On a port, the

cumulative totalbandwidth thequeuesconsumecannotexceedthemaximumbandwidth

of the priority group to which they belong.
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If apriority grouphasmore thanonequeue, and thecombined shaping-rateof thequeues

is greater than the amount of bandwidth available to the priority group, the bandwidth

is shared proportionally among the queues.

You configure the queue shaping-rate in the scheduler configuration, and you set the

shaping-rate for priority groups in the traffic control profile configuration.

ShapingMaximumBandwidth Using Hierarchical Scheduling

Priority group shaping defines the maximum bandwidth allocated to a forwarding class

set on a port, whereas queue shaping defines a limit onmaximum bandwidth usage per

queue. The queue bandwidth is a portion of the priority group bandwidth.

Figure 16 on page 370 shows how the port bandwidth is allocated to priority groups

(forwarding class sets) based on the shaping rate of each priority group, and how the

bandwidth of each priority group is allocated to the queues in the priority group based

on the shaping rate of each queue.

Figure 16: SettingMaximumBandwidth Using Hierarchical Scheduling
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to each priority group
Maximum priority group bandwidth

allocated to each queue
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Related
Documentation

Understanding CoS Output Queue Schedulers on page 291•

• Understanding CoS Traffic Control Profiles on page 317

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Defining CoS Queue Schedulers on page 302

• Defining CoS Traffic Control Profiles (Priority Group Scheduling) on page 327
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Example: ConfiguringMaximumOutput Bandwidth

Scheduling the maximum output bandwidth for a queue (forwarding class) requires

configuring both tiers of the hierarchical scheduler. One tier is scheduling the resources

for the individual queue. The other tier is scheduling the resources for the priority group

(forwarding class set) towhich the queue belongs. You can use priority group and queue

shaping toprevent traffic fromusingmorebandwidth thanyouwant the traffic to receive.

• Requirements on page 371

• Overview on page 371

• Configuring Maximum Bandwidth on page 372

• Verification on page 373

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

Theprioritygroupmaximumbandwidthdefines themaximumtotalamountofbandwidth

available for all of the queues in the priority group.

The shaping-rate setting in the scheduler configuration determines the maximum

bandwidth for an individual queue.

The shaping-rate setting in the traffic control profile configuration determines the

maximum bandwidth for a priority group.

NOTE: When you configure bandwidth for a queue or a priority group, the
switchconsidersonly thedataas theconfiguredbandwidth. Theswitchdoes
notaccount for thebandwidthconsumedby thepreambleandthe interframe
gap (IFG). Therefore, when you calculate and configure the bandwidth
requirements for a queue or for a priority group, consider the preamble and
the IFG as well as the data in the calculations.

NOTE: When you set themaximumbandwidth (shaping-rate) for a queue or

foraprioritygroupat 100Kbpsor less, the traffic shapingbehavior isaccurate
only within +/– 20 percent of the configured shaping-rate value.
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This example describes how to:

• Configure a maximum rate of 4 Gbps for queues in a scheduler named be-sched.

• Configure a maximum rate of 6 Gbps for a priority group in a traffic control profile

named be-tcp.

• Assign the scheduler to a queue named best-effort by using a scheduler map named

be-map.

• Associate the scheduler map be-mapwith the traffic control profile be-tcp.

• Assign the queue best-effort to a priority group named be-pg.

• Assign the priority group and the bandwidth scheduling to the interface xe-0/0/7.

Table 77 on page 372 shows the configuration components for this example:

Table 77: Components of theMaximumOutput Bandwidth Configuration Example

SettingsComponent

QFX3500 switchHardware

Shaping rate: 4gMaximum queue bandwidth

Shaping rate: 6gMaximum priority group bandwidth

be-schedScheduler

be-mapScheduler map

be-tcpTraffic control profile

be-pgForwarding class set (priority group)

best-effortQueue (forwarding class)

xe-0/0/7Egress interface

ConfiguringMaximumBandwidth

CLI Quick
Configuration

To quickly configure the maximum bandwidth for a priority group and a queue, copy the

following commands, paste them in a text file, remove line breaks, change variables and

details to match your network configuration, and then copy and paste the commands

into the CLI at the [edit] hierarchy level:

[edit class-of-service]
set schedulers be-sched shaping-rate percent 4g
set traffic-control-profiles be-tcp shaping-rate 6g
set scheduler-maps be-map forwarding-class best-effort scheduler be-sched
set traffic-control-profiles be-tcp scheduler-map be-map
set forwarding-class-sets be-pg class best-effort
set interfaces xe-0/0/7 forwarding-class-set be-pg output-traffic-control-profile be-tcp
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To configure the maximum bandwidth hierarchical scheduling for a queue and a priority

group:

1. Configure the maximum queue bandwidth of 4 Gbps for scheduler be-sched:

[edit class-of-service schedulers]
user@switch# set be-sched shaping-rate 4g

2. Configure the maximum priority group bandwidth of 6 Gbps for traffic control profile

be-tcp:

[edit class-of-service traffic-control-profiles]
user@switch# set be-tcp shaping-rate 6g

3. Associate the scheduler be-schedwith the best-effort queue in the scheduler map

be-map:

[edit class-of-service scheduler-maps]
user@switch# set be-map forwarding-class best-effort scheduler be-sched

4. Associate the scheduler map with the traffic control profile:

[edit class-of-service traffic-control-profiles]
user@switch# set be-tcp scheduler-map be-map

5. Assign the best-effort queue to the priority group be-pg:

[edit class-of-service forwarding-class-sets]
user@switch# set be-pg class best-effort

6. Apply the configuration to interface xe-0/0/7:

[edit class-of-service interfaces]
user@switch# setxe-0/0/7 forwarding-class-setbe-pgoutput-traffic-control-profilebe-tcp

Verification

To verify the maximum output bandwidth configuration, perform these tasks:

• Verifying the MaximumQueue Bandwidth on page 373

• Verifying the Priority Group Maximum Bandwidth and Scheduler Map

Association on page 373

• Verifying the Scheduler Map Configuration on page 374

• Verifying Queue (Forwarding Class) Membership in the Priority Group on page 374

• Verifying the Egress Interface Configuration on page 374

Verifying theMaximumQueue Bandwidth

Purpose Verify thatyouconfigured themaximumqueuebandwidthas4g in theschedulerbe-sched.

Action List themaximumbandwidth in thebe-schedschedulerconfigurationusing theoperational

mode command show configuration class-of-service schedulers be-sched shaping-rate:

user@switch> show configuration class-of-service schedulers be-sched shaping-rate
4g;

VerifyingthePriorityGroupMaximumBandwidthandSchedulerMapAssociation

Purpose Verify that themaximumpriority group bandwidth is6g and the attached schedulermap

is be-map in the traffic control profile be-tcp.
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Action List the maximum bandwidth in the be-tcp traffic control profile configuration using the

operational mode command show configuration class-of-service traffic-control-profiles

be-tcp shaping-rate:

user@switch> show configuration class-of-service traffic-control-profiles be-tcp shaping-rate
4g;

List the scheduler map in the be-tcp traffic control profile configuration using the

operational mode command show configuration class-of-service traffic-control-profiles

be-tcp scheduler-map:

user@switch> showconfigurationclass-of-service traffic-control-profilesbe-tcpscheduler-map
scheduler-map be-map;

Verifying the Scheduler Map Configuration

Purpose Verify that the scheduler map be-mapmaps the forwarding class best-effort to the

scheduler be-sched.

Action List the be-map scheduler map configuration using the operational mode command

show configuration class-of-service schedulersmaps be-map:

user@switch> show configuration class-of-service scheduler-maps be-map
forwarding-class best-effort scheduler be-sched;

Verifying Queue (Forwarding Class) Membership in the Priority Group

Purpose Verify that the forwarding class set be-pg includes the forwarding class best-effort.

Action List the be-pg forwarding class set configuration using the operational mode command

show configuration class-of-service forwarding-class-sets be-pg:

user@switch> show configuration class-of-service forwarding-class-sets be-pg
class best-effort;

Verifying the Egress Interface Configuration

Purpose Verify that the forwardingclass setbe-pgand the traffic control profilebe-tcpareattached

to egress interface xe-0/0/7.

Action List the egress interface using the operational mode command show configuration

class-of-service interfaces xe-0/0/7:

user@switch> show configuration class-of-service interfaces xe-0/0/7
forwarding-class-set {
    be-pg {
        output-traffic-control-profile be-tcp;
    }
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328
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• Example: Configuring Forwarding Class Sets on page 162

• Understanding CoS Traffic Control Profiles on page 317

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

Understanding CoSWREDDrop Profiles

When the number of packets queued is greater than the ability of the switch to empty

an output queue, the queue requires amethod for determining which packets to drop to

relieve the congestion. Weighted random early detection (WRED) drop profiles define

thedropprobability of packets of different packet loss probabilities (PLPs) as the output

queue fills. During periods of congestion, as the output queue fills, the switch drops

incoming packets as determined by a drop profile, until the output queue becomes less

congested.

Depending on the drop probabilities, a drop profile can dropmany packets long before

the buffer becomes full, or it can drop only a few packets even if the buffer is almost full.

You configure drop profiles in the drop profile section of the class-of-service (CoS)

configuration hierarchy. You apply drop profiles using a drop profile map in queue

scheduler configuration. For each queue scheduler, you can configure separate drop

profiles for each PLP (low, medium-high, and high). This enables you to treat traffic of

different PLPs in different ways during periods of congestion.

Drop profiles define the meaning (packet drop action) of each PLP by setting different

values for when to drop packets and the probability that packets will drop for each PLP.

You can configure a maximum of 32 drop profiles.

NOTE: Youcannotapplydropprofiles tomultidestination(multicast)queues.

On systems that support lossless transport, do not apply drop profiles to
lossless flowssuchasFCoEtraffic, because thecorrespondingqueues require
lossless behavior. Use priority-based flow control (PFC) to prevent packet
drop. (OCX Series switches do not support lossless transport and do not
support PFC.)

• Drop Profile Parameters on page 376

• Default Drop Profile on page 377

• Packet Drop Method on page 377

• Drop Profile Maps on page 378

• Congestion Prevention on page 378

• Configuring aWRED Drop Profile and Applying it to an Output Queue on page 379
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Drop Profile Parameters

Drop profiles specify two values:

• Fill level—The queue fullness value, which represents a percentage of the memory

used to storepackets in relation to the total amount ofmemory allocated to thequeue.

• Drop probability—The percentage value that corresponds to the likelihood that an

individual packet is dropped.

You set two queue fill levels and two drop probabilities in each drop profile. The two fill

levels and the two drop probabilities create two pairs of values. The first fill level and the

first drop probability create one value pair and the second fill level and the second drop

probability create the second value pair.

The first fill level value specifies the percentage of queue fullness atwhich packets begin

to drop, known as the drop start point. Until the queue reaches this level of fullness, no

packetsaredropped.Thesecond fill level value specifies thepercentageofqueue fullness

at which all packets are dropped, known as the drop end point.

The first drop probability value is always0 (zero). This pairs with the drop start point and

specifies that until the queue fullness level reaches the first fill level, no packets drop.

When the queue fullness exceeds the drop start point, packets begin to drop until the

queue exceeds the second fill level, when all packets drop. The second drop probability

value, known as themaximum drop rate, specifies the likelihood of dropping packets

when the queue fullness reaches the drop end point. As the queue fills from the drop

start point to the drop end point, packets drop in a smooth, linear pattern (called an

interpolatedgraph)as shown inFigure 17onpage376.After thedropendpoint, all packets

drop.

Figure 17: WRED-Drop Profile Packet Drop
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The thick line in Figure 17 on page 376 shows the packet drop characteristics for a sample

WRED profile. At the drop start point, the queue reaches a fill level of 30 percent. At the

drop end point, the queue fill level reaches 50 percent, and themaximum drop rate is

80 percent.
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Nopacketsdropuntil thequeue fill level reaches thedrop start point of 30percent.When

the queue reaches the 30 percent fill level, packets begin to drop. As the queue fills, the

percentage of packets dropped increases in a linear fashion. When the queue fills to the

drop end point of 50 percent, the rate of packet drop has increased to the maximum

drop rate of 80 percent. When the queue fill level exceeds the drop end point of

50 percent, all of the packets drop until the queue fill level drops below 50 percent.

Default Drop Profile

If you do not configure default profiles and apply them to queue schedulers, the switch

uses the default drop profile for lossy traffic classes. In the default drop profile, when the

fill level is 0 percent, the drop probability is 0 percent. When the fill level is 100 percent,

the drop probability is 100 percent. During periods of congestion, as soon as packets

arrive on a queue, the default profile might begin to drop packets.

Packet DropMethod

When a packet reaches the head of the queue, the switch generates a random number

between 0 and 100. The switch plots the random number against the drop profile using

the current fullness of the queue. When the random number falls above the graph line,

the packet is transmitted. When the number falls below the graph line, the packet is

dropped.

To create the linear drop pattern from the drop start point to the drop end point, the drop

probabilities are derived using a linear approximation with eight sections, or steps, from

theminimum queue fill level to the maximum queue fill level. The fill levels are divided

into the eight sections equally, starting at the minimum fill level and ending at the

maximum fill level. As the queue fills, the percentage of dropped packets increases. The

percentage of packets dropped is based on themaximum drop rate.

For example, the default drop profile (which specifies a maximum drop rate of 100

percent) has the following drop probabilities at each section, or step, in the eight-section

linear drop pattern:

• First section—Theminimumdropprobability is 6.25percent of themaximumdrop rate.

Themaximum drop probability is 12.5 percent of the maximum drop rate.

• Second section—Theminimumdrop probability is 18.75 percent of themaximumdrop

rate. Themaximum drop probability is 25 percent of the maximum drop rate.

• Third section—Theminimum drop probability is 30.25 percent of the maximum drop

rate. Themaximum drop probability is 37.5 percent of the maximum drop rate.

• Fourth section—Theminimum drop probability is 43.75 percent of the maximum drop

rate. Themaximum drop probability is 50 percent of the maximum drop rate.

• Fifth section—Theminimum drop probability is 56.25 percent of the maximum drop

rate. Themaximum drop probability is 62 percent of the maximum drop rate.

• Sixth section—Theminimum drop probability is 68.75 percent of the maximum drop

rate. Themaximum drop probability is 75.5 percent of the maximum drop rate.
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• Seventh section—Theminimumdropprobability is 81.25percent of themaximumdrop

rate. Themaximum drop probability is 87.5 percent of the maximum drop rate.

• Eighth section—Theminimum drop probability is 92.75 percent of the maximum drop

rate. Themaximum drop probability is 100 percent of the maximum drop rate.

Packets drop even when there is no congestion, because packet drops begin at the drop

start point regardless of whether congestion exists on the port. The default drop profile

example represents the worst-case scenario, because the drop start point fill level is 0

percent, so packet drop begins when the queue starts to receive packets.

You can specifywhen packets begin to drop by configuring a drop start point at a fill level

greater than 0 percent. For example, if you configure a drop profile that has a drop start

point of 30percent, packetsdonotdropuntil thequeue is 30percent full.We recommend

that you configure drop profiles that are appropriate to your network traffic conditions.

The smaller the gap between theminimum drop rate (which is always 0) and the

maximumdrop rate, the smaller the gap between theminimumdrop probability and the

maximum drop probability at each section (step) of the linear drop pattern. The default

drop profile, which has the maximum gap between theminimum drop rate (0 percent)

and themaximum drop rate (100 percent), has the highest gap between theminimum

drop probability and themaximum drop probability at each step. Configuring a lower

maximum drop rate for a drop profile reduces the gap between theminimum drop

probability and themaximum drop probability.

Drop Profile Maps

Drop profile maps are part of scheduler configuration. A drop profile mapmaps drop

profiles topacket losspriorities. Specifying thedropprofilemap in a scheduler associates

the drop profile with the forwarding classes (queues) that youmap to the scheduler in

a scheduler map.

You configure loss priority for a queue in the classifier section of the CoS configuration

hierarchy, and the loss priority is applied to the traffic assigned to the forwarding class

at the ingress interface.

Each scheduler can havemultiple drop profile maps.

Congestion Prevention

Configuringdropprofilesonoutputqueuesenables you tocontrol howcongestionaffects

other queues on a port. If you do not configure drop profiles andmap them to output

queues, the switch uses the default drop profile on queues that forward lossy traffic.

For example, if an ingress port forwards traffic tomore than one egress port, and at least

one of the egress ports experiences congestion, that can cause ingress port congestion.

Ingressport congestion (ingressbuffer exceeds its resourceallocation) cancause frames

to drop at the ingress port instead of at the egress port. Ingress port frame drop affects

all of the egress ports to which the congested ingress port forwards traffic, not just the

congested egress port.
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NOTE: On systems that support lossless transport, do not configure drop
profiles for the fcoe and no-loss forwarding classes. FCoE and other lossless

trafficqueues require losslessbehavior.Usepriority-based flowcontrol (PFC)
to prevent frame drop on lossless priorities. (OCX Series switches do not
support lossless transport and do not support PFC.)

Configuring aWREDDrop Profile and Applying it to an Output Queue

To configure aWRED packet drop profile and apply it to an output queue (using

hierarchical scheduling):

1. Configure a drop profile using the statement set class-of-service drop-profiles

profile-name interpolate fill-level drop-start-point fill-level drop-end-point

drop-probability 0 drop-probability percentage.

2. Map the drop profile to a queue scheduler using the statement set class-of-service

schedulers scheduler-name drop-profile-map loss-priority (low |medium-high | high)

protocol any drop-profile profile-name. The name of the drop-profile is the name of

theWRED profile configured in Step 1.

3. Map the scheduler, which Step 2 associateswith the drop profile, to the output queue

using the statement set class-of-service scheduler-mapsmap-name forwarding-class

forwarding-class-name scheduler scheduler-name. The forwarding class identifies the

output queue. Forwarding classes are mapped to output queues by default, and can

be remapped to different queues by explicit user configuration. The scheduler name

is the scheduler configured in Step 2.

4. Associate the scheduler map with a traffic control profile using the statement set

class-of-service traffic-control-profiles tcp-name scheduler-mapmap-name. The

scheduler map name is the name configured in Step 3.

5. Associate the traffic control profile with an interface using the statement set

class-of-service interfaces interface-name forwarding-class-set

forwarding-class-set-name output-traffic-control-profile tcp-name. The output traffic

control profile name is the name of the traffic control profile configured in Step 4.

The interface uses the scheduler map in the traffic control profile to apply the drop

profile (andother attributes) to theoutputqueue (forwarding class) on that interface.

Because you can use different traffic control profiles to map different schedulers to

different interfaces, the samequeue number on different interfaces can handle traffic

in different ways.

Related
Documentation

Understanding Junos CoS Components on page 9•

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: ConfiguringWRED Drop Profiles on page 381

• Example: Configuring Drop Profile Maps on page 384

• Example: Configuring Unicast Classifiers on page 115
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• Configuring CoSWRED Drop Profiles on page 380

• Configuring CoS Drop Profile Maps on page 384

• Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 114

Configuring CoSWREDDrop Profiles

You can configure an interpolated weighted random early detection (WRED) profile to

control traffic congestion by controlling packet drop characteristics for different packet

loss priorities.

NOTE: You cannot enableWRED onmultidestination (multicast) queues.
You can enableWRED only on unicast queues.

Donot enableWREDon lossless traffic flows (forwarding classes configured
with theno-losspacketdropattribute).Usepriority-based flowcontrol (PFC)

to prevent packet loss on lossless forwarding classes. (OCX Series switches
do not support lossless flows or PFC.)

Interpolatedmeans that the switch creates a smooth drop curve from a drop start point

to a drop end point, with a maximum drop rate that is reached at the drop end point.

The drop start point is the average queue fill level when theWRED algorithm starts to

drop packets. Before the drop start point, no packets are scheduled to drop. Specify the

drop start point using the first of two fill-level statements.

Thedropendpoint is theaveragequeue fill level atwhichall subsequently arrivingpackets

are dropped. When the queue fill levels falls below the drop end point, packets begin to

be forwarded again. (At the drop end point, the packet drop probability becomes

100 percent.) Specify the drop end point using the second of two fill-level statements.

Theminimumdrop rate is always 0. Specify theminimumdrop rate using the first of two

drop-probability statements. Themaximum drop rate is the drop probability when the

average queue fill level reaches the drop endpoint. Specify themaximumdrop rate using

the second of two drop-probability statements.

The drop rate is zero until the queue fill level reaches the drop start point. As the queue

continues to fill, packets drop in smooth linear curve until the queue reaches the drop

end point, when packets drop at the maximum drop rate. If the queue fills beyond the

drop end point, all packets that match the drop profile are dropped.

To configure aWRED profile using the CLI:

Name the drop profile and set the drop start point, drop end point, minimum drop

rate, andmaximum drop rate for the drop profile:

[edit class-of-service]
user@switch# set drop-profile drop-profile-name interpolate fill-level percentage fill-level
percentage drop-probability 0 drop-probability percentage
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Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: ConfiguringWRED Drop Profiles on page 381

• Defining CoS Queue Schedulers on page 302

• Configuring CoS Drop Profile Maps on page 384

• Understanding CoSWRED Drop Profiles on page 375

Example: ConfiguringWREDDrop Profiles

You can configure an interpolated weighted random early detection (WRED) tail-drop

profile to control packet drop characteristics for different traffic loss priorities.

NOTE: You cannot enableWRED onmultidestination (multicast) queues.
You can enableWRED only on unicast queues.

Also, do not enableWRED on lossless traffic flows. Use priority-based flow
control (PFC) to prevent packet loss on lossless forwarding classes.

• Requirements on page 381

• Overview on page 381

• Configuring a Drop Profile on page 383

• Verification on page 383

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

You associate a tail-drop profile with a loss priority in a scheduler. When you attach the

scheduler to a forwarding class (queue), you apply the interpolated drop profile to traffic

of the specified loss priority in that queue. Interpolatedmeans that the switch creates a

smooth drop curve from a drop start point to a drop end point, with a maximum drop

rate that is reached at the drop end point:

• Drop start point—Percentage of average queue fill level when theWRED algorithm

starts to drop packets. Before the drop start point, no packets are scheduled to drop.

• Drop end point—Average queue fill level at which all subsequently arriving packets are

dropped. When the queue fill levels falls below the drop end point, packets begin to

be forwarded again. (At the drop end point, the packet drop probability becomes

100 percent.)
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• Maximum drop rate—Drop probability when the average queue fill level reaches the

drop end point.

You set the drop start point and the drop end point by specifying two queue fill level

percentage values. The first value is the drop start point and the second value is the drop

end point.

You set the maximum drop rate by specifying two drop probability percentage values.

The first value is always zero (0), which is the minimum drop rate, the probability of

dropping a packet at the drop start point. The second value is the maximum drop rate

at the drop end point.

The drop rate is zero until the queue fill level reaches the drop start point. As the queue

continues to fill, packets drop in smooth linear curve until the queue reaches the drop

end point, when packets drop at the maximum drop rate. If the queue fills beyond the

drop end point, all packets that match the drop profile are dropped.

Figure 18 on page 382 shows the graph for a drop profile with a drop start point of

30 percent, a drop end point of 50 percent, and amaximum drop rate of 80 percent.

Figure 18: Tail-Drop Profile Packet Drop Example
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The graph shows that when the queue fill level is less than 30 percent, the packet drop

rate is zero. When the queue fill level reaches 30 percent, packets begin to drop. As the

queue fills, a higher percentage of packets drop. When the queue fill level reaches

50 percent, the packet drop rate has climbed to 80 percent. When the queue fill level

exceeds 50 percent, all packets drop.

This example describes how to configure the dropprofile shown in Figure 18 onpage 382.

The drop profile will have:

• The name be-dp1

• 30 percent for the drop start point (first fill-level setting)

• 50 percent for the drop end point (second fill-level setting)
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• 0 percent for the minimum drop rate (first drop-probability setting)

• 80 percent for the maximum drop rate (second drop-probability setting)

You apply a drop profile by configuring a drop profile map that maps the drop profile to

a packet loss priority and associates the drop profile and packet loss priority with a

scheduler.When youassociate the schedulerwith a forwarding class (queue), the switch

applies the drop profile to the packets in the forwarding class that have amatching

packet loss priority.

Configuring a Drop Profile

1. Set the drop start point at 30 percent, the drop end point at 50 percent, theminimum

drop rate at 0 percent, and themaximum drop rate at 80 percent for the drop profile

be-dp1:

[edit class-of-service]
user@switch# set drop-profile be-dp1 interpolate fill-level 30 fill-level 50 drop-probability
0 drop-probability 80

Verification

Verifying the Drop Profile Configuration

Purpose Verify that you configured the drop profile be-dp1with the correct drop start and end

points and with the correct drop rates.

Action Verify the results of the drop profile configuration using the operationalmode command

show configuration class-of-service drop-profiles be-dp1:

user@switch> show configuration class-of-service drop-profiles be-dp1
interpolate {
    fill-level [ 30 50 ];
    drop-probability [ 0 80 ];
}

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Drop Profile Maps on page 384

• Configuring CoSWRED Drop Profiles on page 380

• Understanding CoSWRED Drop Profiles on page 375
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Configuring CoS Drop Profile Maps

A drop-profile map associates weighted random early detection (WRED) profiles for

traffic of specified packet loss prioritieswith a scheduler.When you use a schedulermap

tomap a scheduler to a forwarding class, the drop profile map associated with the

scheduler applies the specifiedWRED drop profile to traffic in the forwarding class that

matches the specified packet loss priority.

Drop profile maps enable you to configure different drop profiles for traffic of different

packet loss prioritieswithin the same scheduler. You can associate different drop profiles

with low-priority, medium-high priority, and high-priority traffic within a single scheduler,

and thenmap that scheduler to a forwarding class. This applies the appropriate drop

profile to traffic of each loss priority in a forwarding class. Drop profile maps apply to all

traffic protocols.

To configure a drop-profile map:

• For the desired scheduler, configure the traffic loss priority and specify the drop profile

you want to use to control the drop characteristics for traffic of that loss priority:

[edit class-of-service]
user@switch# set schedulers scheduler-name drop-profile-map loss-priority level protocol
any drop-profile drop-profile-name

NOTE: QFX10000 switches do not support the protocol any portion of the

configuration. Drop profiles apply to all protocols.

Example: Configuring Drop Profile Maps

Adrop-profilemapassociates a tail-drop profile for traffic of a specified loss prioritywith

a scheduler. When you use a scheduler map tomap a scheduler to a forwarding class,

the drop profilemap associatedwith the scheduler applies the specified tail-drop profile

to traffic in the forwarding class that matches the specified loss priority.

• Requirements on page 384

• Overview on page 385

• Configuring a Drop Profile Map on page 385

• Verification on page 385

Requirements

This example uses the following hardware and software components:

• A Juniper Networks QFX3500 Switch

• Junos OS Release 11.1 or later for the QFX Series
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Overview

Drop profile maps enable you to configure different drop profiles for traffic of different

loss priorities within the same scheduler. You can associate different drop profiles with

low-priority, medium-high priority, and high-priority traffic within a single scheduler, and

thenmap that scheduler to a forwarding class. This applies the appropriate drop profile

to traffic of each loss priority in a forwarding class. Drop profile maps apply to all traffic

protocols.

The following example describes how to configure a drop profile map for a scheduler

namedmylan that includes:

• A drop profile called lp-profile for low-priority traffic

• A drop profile calledmh-profile for medium-high priority traffic

• A drop profile called h-profile for high-priority traffic

You apply the drop profiles in the drop profile map to a forwarding class by associating

the schedulermylanwith a forwarding class in a scheduler map.

Configuring a Drop Profile Map

To configure a drop profile map:

1. Configure the drop profile for low-priority traffic:

[edit class-of-service]
user@switch# set schedulersmylan drop-profile-map loss-priority low protocol any
drop-profile lp-profile

2. Configure the drop profile for medium-high priority traffic:

[edit class-of-service]
user@switch# set schedulersmylan drop-profile-map loss-priority medium-high protocol
any drop-profile mh-profile

3. Configure the drop profile for high-priority traffic:

[edit class-of-service]
user@switch# set schedulersmylan drop-profile-map loss-priority high protocol any
drop-profile h-profile

Verification

Verifying the Drop Profile Map Configuration

Purpose Verify that you configured the drop profile map for the schedulermylanwith the correct

loss priorities and drop profiles.

Action Verify the results of the drop profile map configuration using the operational mode

command show configuration class-of-service schedulersmylan:

user@switch> show configuration class-of-service schedulersmylan
transmit-rate 3g;
shaping-rate percent 100;
priority low;
drop-profile-map loss-priority low protocol any drop-profile lp-profile;
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drop-profile-map loss-priority medium-high protocol any drop-profile mh-profile;
drop-profile-map loss-priority high protocol any drop-profile h-profile;

NOTE: This example does not include configuring scheduler bandwidth and
priority. This information (transmit rate, shaping rate, and priority) is shown
for completeness.

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Example: Configuring Queue Schedulers on page 305

• Example: ConfiguringWRED Drop Profiles on page 381

• Configuring CoS Drop Profile Maps on page 384

• Understanding CoSWRED Drop Profiles on page 375
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Understanding CoS Explicit Congestion Notification

Explicit congestionnotification(ECN)enablesend-to-endcongestionnotificationbetween

twoendpointsonTCP/IPbasednetworks.The twoendpointsareanECN-enabledsender

and an ECN-enabled receiver. ECNmust be enabled on both endpoints and on all of the

intermediate devices between the endpoints for ECN to work properly. Any device in the

transmission path that does not support ECN breaks the end-to-end ECN functionality.

ECN notifies networks about congestion with the goal of reducing packet loss and delay

bymaking the sending device decrease the transmission rate until the congestion clears,

without dropping packets. RFC 3168, The Addition of Explicit Congestion Notification

(ECN) to IP, defines ECN.

ECN is disabled by default. Normally, you enable ECN only on queues that handle

best-effort traffic because other traffic types use different methods of congestion

notification—lossless traffic usespriority-based flowcontrol (PFC)andstrict-highpriority

traffic receives all of the port bandwidth it requires up to the point of a configured

maximum rate.

NOTE: OCX Series switches do not support lossless transport and do not
support PFC.

You enable ECN on individual output queues (as represented by forwarding classes) by

enabling ECN in thequeue scheduler configuration,mapping the scheduler to forwarding

classes (queues), and then applying the scheduler to interfaces.

NOTE: For ECN towork on a queue, youmust also apply aweighted random
early detection (WRED) packet drop profile to the queue.

• How ECNWorks on page 387

• WRED Drop Profile Control of ECN Thresholds on page 392

• Support, Limitations, and Notes on page 395

How ECNWorks

Without ECN, switches respond to network congestion by dropping TCP/IP packets.

Dropped packets signal the network that congestion is occurring. Devices on the IP

network respond to TCP packet drops by reducing the packet transmission rate to allow

the congestion to clear. However, the packet dropmethod of congestion notification and

management has some disadvantages. For example, packets are dropped andmust be

retransmitted. Also, bursty traffic can cause the network to reduce the transmission rate

toomuch, resulting in inefficient bandwidth utilization.

Instead of dropping packets to signal network congestion, ECNmarks packets to signal

network congestion, without dropping the packets. For ECN to work, all of the switches
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in the path between two ECN-enabled endpoints must have ECN enabled. ECN is

negotiated during the establishment of the TCP connection between the endpoints.

ECN-enabledswitchesdetermine thequeuecongestion statebasedon theWREDpacket

drop profile configuration applied to the queue, so each ECN-enabled queuemust also

have aWRED drop profile. If a queue fills to the level at which theWRED drop profile has

a packet drop probability greater than zero (0), the switch might mark a packet as

experiencing congestion. Whether or not a switch marks a packet as experiencing

congestion is the same probability as the drop probability of the queue at that fill level.

ECN communicates whether or not congestion is experienced bymarking the two

least-significant bits in the differentiated services (DiffServ) field in the IP header. The

most significant six bits in the DiffServ field contain the Differentiated Services Code

Point (DSCP) bits. The state of the two ECN bits signals whether or not the packet is an

ECN-capable packet and whether or not congestion has been experienced.

ECN-capable senders mark packets as ECN-capable. If a sender is not ECN-capable, it

markspacketsasnotnotECN-capable. If anECN-capablepacketexperiencescongestion

at the egress queue of a switch, the switchmarks the packet as experiencing congestion.

When the packet reaches the ECN-capable receiver (destination endpoint), the receiver

echoes the congestion indicator to the sender (source endpoint) by sending a packet

marked to indicate congestion.

After receiving the congestion indicator from the receiver, the source endpoint reduces

the transmission rate to relieve the congestion. This is similar to the result of TCP

congestion notification andmanagement, but instead of dropping the packet to signal

network congestion, ECNmarks the packet and the receiver echoes the congestion

notification to the sender. Because the packet is not dropped, the packet does not need

to be retransmitted.

• ECN Bits in the DiffServ Field on page 388

• End-to-End ECN Behavior on page 389

• ECN Compared to PFC and Ethernet PAUSE on page 391

ECN Bits in the DiffServ Field

The two ECN bits in the DiffServ field provide four codes that determine if a packet is

marked as an ECN-capable transport (ECT) packet, meaning that both endpoints of the

transport protocol are ECN-capable, and if there is congestion experienced (CE), as

shown in Table 78 on page 388:

Table 78: ECN Bit Codes

MeaningECN Bits (Code)

Non-ECT—Packet is marked as not ECN-capable00

ECT(1)—Endpoints of the transport protocol are ECN-capable01

ECT(0)—Endpoints of the transport protocol are ECN-capable10
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Table 78: ECN Bit Codes (continued)

MeaningECN Bits (Code)

CE—Congestion experienced11

Codes 01 and 10 have the samemeaning: the sending and receiving endpoints of the

transport protocol are ECN-capable. There is no difference between these codes.

End-to-End ECN Behavior

After the sending and receiving endpoints negotiate ECN, the sending endpoint marks

packets as ECN-capable by setting the DiffServ ECN field to ECT(1) (01) or ECT(0) (10).

Every intermediate switch between the endpointsmust have ECN enabled or it does not

work.

When a packet traverses a switch and experiences congestion at an output queue that

uses theWRED packet dropmechanism, the switch marks the packet as experiencing

congestion by setting the DiffServ ECN field to CE (11). Instead of dropping the packet

(as with TCP congestion notification), the switch forwards the packet.

NOTE: At the egress queue, theWRED algorithm determineswhether or not
a packet is drop eligible based on the queue fill level (how full the queue is).
If a packet is drop eligible andmarked as ECN-capable, the packet can be
marked CE and forwarded. If a packet is drop eligible and is not marked as
ECN-capable, it might be dropped. See “WRED Drop Profile Control of ECN
Thresholds” on page 392 for more information about theWRED algorithm.

When the packet reaches the receiver endpoint, the CEmark tells the receiver that there

is network congestion. The receiver then sends (echoes) a message to the sender that

indicates there is congestion on the network. The sender acknowledges the congestion

notificationmessageand reduces its transmission rate. Figure 19onpage389summarizes

how ECNworks to mitigate network congestion:

Figure 19: Explicit Congestion Notification
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End-to-end ECN behavior includes:

1. The ECN-capable sender and receiver negotiate ECN capability during the

establishment of their connection.

2. After successful negotiation of ECN capability, the ECN-capable sender sends IP

packets with the ECT field set to the receiver.

NOTE: All of the intermediatedevices in thepathbetween the sender and
the receiver must be ECN-enabled.

3. If theWRED algorithm on a switch egress queue determines that the queue is

experiencingcongestionand thepacket isdropeligible, the switchcanmark thepacket

as “congestion experienced” (CE) to indicate to the receiver that there is congestion

on the network. If the packet has already beenmarked CE (congestion has already

been experienced at the egress of another switch), the switch forwards the packet

with CEmarked.

If there is no congestion at the switch egress queue, the switch forwards the packet

and does not change the ECT-enabledmarking of the ECN bits, so the packet is still

marked as ECN-capable but not as experiencing congestion.

OnQFX5200,QFX5100, EX4600,QFX3500, andQFX3600 switches, and onQFabric

systems, packets thatarenotmarkedasECN-capable (ECT,00)are treatedaccording

to theWRED drop profile configuration andmight be dropped during periods of

congestion.

On QFX10000 switches, the switch uses the tail-drop algorithm to drop packets that

aremarkedECT(00)duringperiodsof congestion. (Whenaqueue fills to itsmaximum

level of fullness, tail-drop simply drops all subsequently arriving packets until there

is space in thequeue tobuffermorepackets. All non-ECN-capablepacketsare treated

the same.)

4. The receiver receivesapacketmarkedCE to indicate that congestionwasexperienced

along the congestion path.

5. The receiver echoes (sends) a packet back to the sender with the ECE bit (bit 9)

marked in the flag field of the TCP header. The ECE bit is the ECN echo flag bit, which

notifies the sender that there is congestion on the network.

6. The sender reduces the data transmission rate and sends a packet to the receiver

with the CWR bit (bit 8) marked in the flag field of the TCP header. The CWR bit is

the congestion window reduced flag bit, which acknowledges to the receiver that the

congestion experienced notification was received.

7. When the receiver receives the CWR flag, the receiver stops setting the ECE bit in

replies to the sender.

Table 79 on page 391 summarizes the behavior of traffic on ECN-enabled queues.
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Table 79: Traffic Behavior on ECN-Enabled Queues

Outgoing Packet
Marking of ECN Bits

Action if WRED Algorithm
Determines Packet is Drop
Eligible

ECN
Configuration
on the Output
Queue

Incoming IP
Packet
Marking of
ECN Bits

No ECN bits markedDrop (QFX5200, QFX5100,
EX4600, QFX3500, QFX3600,
QFabric systems).

Tail drop occurs when queue
reaches maximum fullness
becausenoWREDdropprobability
is applied (QFX10000 switches).

Does not
matter

Non-ECT(00)

Packet dropped—no
ECN bits marked

DropECN disabledECT (10 or 01)

PacketmarkedECT(11)
to indicate congestion

Do not drop. Mark packet as
experiencing congestion (CE, bits
11).

ECN enabledECT (10 or 01)

Packet dropped—no
ECN bits marked

DropECN disabledCE (11)

PacketmarkedECT(11)
to indicate congestion

Do not drop. Packet is already
marked as experiencing
congestion, forward packet
withoutchangingtheECNmarking.

ECN enabledCE (11)

When an output queue is not experiencing congestion as defined by theWRED drop

profile mapped to the queue, all packets are forwarded, and no packets are dropped.

ECN Compared to PFC and Ethernet PAUSE

ECN is an end-to-end network congestion notification mechanism for IP traffic.

Priority-based flow control (PFC) (IEEE 802.1Qbb) and Ethernet PAUSE (IEEE 802.3X)

are different types of congestion management mechanisms.

NOTE: QFX10000 switches do not support Ethernet PAUSE.

OCX Series switches do not support PFC. OCX Series switches support
Ethernet PAUSE on tagged Layer 3 interfaces.

ECN requires that an output queuemust also have an associatedWRED packet drop

profile. Output queues used for traffic on which PFC is enabled should not have an

associatedWRED drop profile. Interfaces on which Ethernet PAUSE is enabled should

not have an associatedWRED drop profile.

PFC is a peer-to-peer flow control mechanism to support lossless traffic. PFC enables

connected peer devices to pause flow transmission during periods of congestion. PFC

enables you to pause traffic on a specified type of flow on a link instead of on all traffic
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on a link. For example, you can (and should) enable PFC on lossless traffic classes such

as the fcoe forwarding class. Ethernet PAUSE is also a peer-to-peer flow control

mechanism, but instead of pausing only specified traffic flows, Ethernet PAUSE pauses

all traffic on a physical link.

With PFC and Ethernet PAUSE, the sending and receiving endpoints of a flow do not

communicate congestion information to each other across the intermediate switches.

Instead, PFC controls flows between two PFC-enabled peer devices (for example,

switches) that support data center bridging (DCB) standards. PFC works by sending a

pausemessage to the connected peerwhen the flowoutput queue becomes congested.

Ethernet PAUSE simply pauses all traffic on a link during periods of congestion and does

not require DCB.

PFCworks this way: if a switch output queue fills to a certain threshold, the switch sends

a PFC pausemessage to the connected peer device that is transmitting data. The pause

message tells the transmitting switch to pause transmission of the flow. When the

congestion clears, the switch sends another PFCmessage to tell the connected peer to

resume transmission. (If the output queue of the transmitting switch also reaches a

certain threshold, that switch can in turn send a PFC pausemessage to the connected

peer that is transmitting to it. In this way, PFC can propagate a transmission pause back

through the network.)

See “UnderstandingCoSFlowControl (Ethernet PAUSEandPFC)” on page 597 formore

information. ForQFX5100andEX4600switchesonly, youcanalso refer to “Understanding

PFC Functionality Across Layer 3 Interfaces” on page 869.

WREDDrop Profile Control of ECN Thresholds

You applyWRED drop profiles to forwarding classes (which are mapped to output

queues) to control how the switch marks ECN-capable packets. A scheduler map

associates a drop profile with a scheduler and a forwarding class, and then you apply

theschedulermapto interfaces to implement theschedulingproperties for the forwarding

class on those interfaces.

Dropprofilesdefinequeue fill level (thepercentageofqueue fullness)anddropprobability

(the percentage probability that a packet is dropped) pairs. When a queue fills to a

specified level, traffic that matches the drop profile has the drop probability paired with

that fill level.When you configure a drop profile, you configure pairs of fill levels and drop

probabilities to control how packets drop at different levels of queue fullness.

The first fill level and drop probability pair is the drop start point. Until the queue reaches

the first fill level, packets are not dropped. When the queue reaches the first fill level,

packets that exceed the fill level have a probability of being dropped that equals the

drop probability paired with the fill level.

The last fill level and drop probability pair is the drop end point.When the queue reaches

the last fill level, all packets are dropped unless they are configured for ECN.
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NOTE: Losslessqueues (forwardingclassconfiguredwith theno-losspacket

drop attribute) and strict-high priority queues do not use drop profiles.
Lossless queues use PFC to control the flow of traffic. Strict-high priority
queues receive all of the port bandwidth they require up to the configured
maximumbandwidth limit (scheduler transmit-rate onQFX10000 switches,

and shaping-rateonQFX5200,QFX5100,QFX3500,QFX3600, andEX4600

switches, and QFabric systems).

Different switches support different amounts of fill level/drop probability pairs in drop

profiles. For example, QFX10000 switches support 32 fill level/drop probability pairs, so

there can be as many as 30 intermediate fill level/drop probability pairs between the

drop start and drop endpoints. QFX5200, QFX5100, QFX3500, QFX3600, and EX4600

switches, andQFabric systemssupport two fill level/dropprobability pairs—bydefinition,

the two pairs you configure on these switches are the drop start and drop end points.

NOTE: Do not configure the last fill level as 100 percent.

The drop profile configuration affects ECN packets as follows:

• Drop start point—ECN-capable packets might bemarked as congestion experienced

(CE).

• Drop end point—ECN-capable packets are always marked CE.

As a queue fills from the drop start point to the drop end point, the probability that an

ECNpacket ismarkedCE is the sameas theprobability that anon-ECNpacket is dropped

if you apply the drop profile to best-effort traffic. As the queue fills, the probability of an

ECNpacket beingmarkedCE increases, just as theprobability of a non-ECNpacket being

dropped increases when you apply the drop profile to best-effort traffic.

At the drop end point, all ECN packets are marked CE, but the ECN packets are not

dropped.When thequeue fill level exceeds thedropendpoint, all ECNpacketsaremarked

CE. (At this point on QFX5200, QFX5100, EX4600, QFX3500, and QFX3600 switches,

and on QFabric systems, all non-ECN packets are dropped.) ECN packets (and all other

packets) are tail-dropped if the queue fills completely.

To configure aWRED packet drop profile and apply it to an output queue (using

hierarchical scheduling on switches that support ETS):

1. Configure a drop profile using the statement set class-of-service drop-profiles

profile-name interpolate fill-level drop-start-point fill-level drop-end-point

drop-probability 0 drop-probability percentage.

2. Map the drop profile to a queue scheduler using the statement set class-of-service

schedulers scheduler-name drop-profile-map loss-priority (low |medium-high | high)

protocol any drop-profile profile-name. The name of the drop-profile is the name of

theWRED profile configured in Step 1.
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3. Map the scheduler, which Step 2 associateswith the drop profile, to the output queue

using the statement set class-of-service scheduler-mapsmap-name forwarding-class

forwarding-class-name scheduler scheduler-name. The forwarding class identifies the

output queue. Forwarding classes are mapped to output queues by default, and can

be remapped to different queues by explicit user configuration. The scheduler name

is the scheduler configured in Step 2.

4. Associate the scheduler map with a traffic control profile using the statement set

class-of-service traffic-control-profiles tcp-name scheduler-mapmap-name. The

scheduler map name is the name configured in Step 3.

5. Associate the traffic control profile with an interface using the statement set

class-of-service interface interface-name forwarding-class-set forwarding-class-set-name

output-traffic-control-profile tcp-name. The output traffic control profile name is the

name of the traffic control profile configured in Step 4.

The interface uses the scheduler map in the traffic control profile to apply the drop

profile (and other attributes, including the enable ECN attribute) to the output queue

(forwarding class) on that interface. Because you can use different traffic control

profiles to map different schedulers to different interfaces, the same queue number

on different interfaces can handle traffic in different ways.

To configure aWRED packet drop profile and apply it to an output queue on switches

that support port scheduling (ETS hierarchical scheduling is either not supported or not

used):

1. Configure a drop profile using the statement set class-of-service drop-profiles

profile-name interpolate fill-level level1 level2 ... level32 drop-probability probability1

probability2 ... probability32. You can specify as few as two fill level/drop probability

pairs or as many as 32 pairs.

2. Map the drop profile to a queue scheduler using the statement set class-of-service

schedulers scheduler-name drop-profile-map loss-priority (low |medium-high | high)

drop-profile profile-name. The name of the drop-profile is the name of theWRED

profile configured in Step 1.

3. Map the scheduler, which Step 2 associateswith the drop profile, to the output queue

using the statement set class-of-service scheduler-mapsmap-name forwarding-class

forwarding-class-name scheduler scheduler-name. The forwarding class identifies the

output queue. Forwarding classes are mapped to output queues by default, and can

be remapped to different queues by explicit user configuration. The scheduler name

is the scheduler configured in Step 2.

4. Associate the schedulermapwithan interfaceusing the statement setclass-of-service

interfaces interface-name scheduler-map scheduler-map-name.

The interface uses the scheduler map to apply the drop profile (and other attributes)

to the output queuemapped to the forwarding class on that interface. Because you

can use different scheduler maps on different interfaces, the same queue number on

different interfaces can handle traffic in different ways.
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Support, Limitations, and Notes

If theWRED algorithm that is mapped to a queue does not find a packet drop eligible,

then the ECN configuration and ECN bitsmarking does notmatter. The packet transport

behavior is the same as when ECN is not enabled.

ECN is disabled by default. Normally, you enable ECN only on queues that handle

best-effort traffic, and you do not enable ECN on queues that handle lossless traffic or

strict-high priority traffic.

ECN supports the following:

• IPv4 and IPv6 packets

• Untagged, single-tagged, and double-tagged packets

• The outer IP header of IP tunneled packets (but not the inner IP header)

ECN does not support the following:

• IP packets with MPLS encapsulation

• The inner IPheaderof IP tunneledpackets (however, ECNworkson theouter IPheader)

• Multicast, broadcast, and destination lookup fail (DLF) traffic

• Non-IP traffic

NOTE: OnQFX10000 switches, when you enable a queue for ECNand apply
aWRED drop profile to the queue, theWRED drop profile only sets the
thresholds for marking ECN traffic as experiencing congestion (CE, 11). On
ECN-enabled queues, theWRED drop profile does not set drop thresholds
for non-ECT(00) traffic (traffic that is notECN-capable). Instead, the switch
uses the tail-drop algorithm on traffic is that is marked non-ECT on
ECN-enabled queues during periods of congestion.

To apply aWRED drop profile to non-ECT traffic, configure amultifield (MF)
classifier to assign non-ECT traffic to a different output queue that is not
ECN-enabled, and then apply theWRED drop profile to that queue.

Related
Documentation

Example: Configuring ECN on page 395•

Example: Configuring ECN

This example shows how to enable explicit congestion notification (ECN) on an output

queue.

• Requirements on page 396

• Overview on page 396
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• Configuration on page 398

• Verification on page 400

Requirements

This example uses the following hardware and software components:

• One switch.

• Junos OS Release 13.2X51-D25 or later for the QFX Series or Junos OS Release

14.1X53-D20 for the OCX Series

Overview

ECN enables end-to-end congestion notification between two endpoints on TCP/IP

based networks. The two endpoints are an ECN-enabled sender and an ECN-enabled

receiver. ECNmust be enabled on both endpoints and on all of the intermediate devices

between the endpoints for ECN to work properly. Any device in the transmission path

that does not support ECN breaks the end-to-end ECN functionality

A weighted random early detection (WRED) packet drop profile must be applied to the

output queues on which ECN is enabled. ECN uses theWRED drop profile thresholds to

mark packets when the output queue experiences congestion.

ECN reduces packet loss by forwarding ECN-capable packets during periods of network

congestion insteadofdropping thosepackets. (TCPnotifies thenetworkaboutcongestion

by dropping packets.) During periods of congestion, ECNmarks ECN-capable packets

that egress from congested queues. When the receiver receives an ECN packet that is

marked as experiencing congestion, the receiver echoes the congestion state back to

the sender. The sender then reduces its transmission rate to clear the congestion.

ECN is disabled by default. You can enable ECN on best-effort traffic. ECN should not

be enabled on lossless traffic queues, which uses priority-based flow control (PFC) for

congestion notification, and ECN should not be enabled on strict-high priority traffic

queues.

To enable ECN on an output queue, you not only need to enable ECN in the queue

scheduler, you also need to:

• Configure aWRED packet drop profile.

• Configure a queue scheduler that includes theWRED drop profile and enables ECN.

(This example shows only ECN and drop profile configuration; you can also configure

bandwidth, priority, and buffer settings in a scheduler.)

• Map the queue scheduler to a forwarding class (output queue) in a scheduler map.

• If you are using enhanced transmission selection (ETS) hierarchical scheduling, add

the forwarding class to a forwarding class set (priority group).
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• If you are using ETS, associate the queue scheduler map with a traffic control profile

(priority group scheduler for hierarchical scheduling).

• If you are using ETS, apply the traffic control profile and the forwarding class set to an

interface. On that interface, the output queue uses the scheduler mapped to the

forwarding class, as specified by the scheduler map attached to the traffic control

profile. This enablesECNon thequeueandapplies theWREDdropprofile to thequeue.

If you are using port scheduling, apply the scheduler map to an interface. On that

interface, the output queue uses the scheduler mapped to the forwarding class in the

scheduler map, which enables ECN on the queue and applies theWRED drop profile

to the queue.

Table 80 on page 397 shows the configuration components for this example.

Table 80: Components of the ECN Configuration Example

SettingsComponent

QFX Series switchHardware

Name: be-dp
Drop start fill level: 30 percent
Drop end fill level: 75 percent
Drop probability at drop start (minimum drop rate): 0 percent
Drop probability at drop end (maximum drop rate): 80 percent

Drop profile (with two fill level/drop
probability pairs)

Name: be-sched
ECN: enabled
Drop profile: be-dp
Transmit rate: 25%
Buffer size: 25%
Priority: low

Scheduler

Name: be-map
Forwarding class: best-effort
Scheduler: be-sched

NOTE: By default, the best-effort forwarding class is mapped to output queue
0.

Scheduler map

Name: be-pg
Forwarding class: best-effort (queue 0)

Forwarding class set (ETS only)

Name: be-tcp
Scheduler map: be-map

Traffic control profile (ETS only)

Name: xe-0/0/20
Forwarding class set: be-pg
(Output) traffic control profile: be-tcp

Interface (ETS only)

Name: xe-0/0/20Interface (port scheduling only)
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NOTE: Only switches that support ETS hierarchical scheduling support
forwarding class set and traffic control profile configuration. Direct port
scheduling does not use the hierarchical scheduling structure.

NOTE: OnQFX5100, EX4600, QFX3500, and QFX3600 switches, and on
QFabric systems, theWRED drop profile also controls packet drop behavior
for traffic that is not ECN-capable (packets marked non-ECT, ECN bit code
00).

On QFX10000 switches, when ECN is enabled on a queue, theWRED drop
profile only sets the ECN thresholds, it does not control packet drop on
non-ECN packets. On ECN-enabled queues, QFX10000 switches use the
tail-drop algorithm on non-ECN packets during periods of congestion. If you
do not enable ECN, then the queue uses theWREDpacket dropmechanism.

Configuration

CLI Quick
Configuration

To quickly configure the drop profile, scheduler with ECN enabled, and to map the

scheduler to anoutput queueonan interface, copy the following commands, paste them

in a text file, remove line breaks, change variables and details to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

ETSQuick
Configuration

[edit class-of-service]
set drop-profile be-dp interpolate fill-level 30 fill-level 75 drop-probability 0 drop-probability 80
set schedulers be-sched explicit-congestion-notification
set schedulers be-sched drop-profile-map loss-priority low protocol any drop-profile be-dp
set schedulers be-sched transmit-rate percent 25
set schedulers be-sched buffer-size percent 25
set schedulers be-sched priority low
set scheduler-maps be-map forwarding-class best-effort scheduler be-sched
set forwarding-class-sets be-pg class best-effort
set traffic-control-profiles be-tcp scheduler-map be-map
set interfaces xe-0/0/20 forwarding-class-set be-pg output-traffic-control-profile be-tcp

Port Scheduling Quick
Configuration

(QFX10000Switches)

[edit class-of-service]
set drop-profile be-dp interpolate fill-level 30 fill-level 75 drop-probability 0 drop-probability 80
set schedulers be-sched explicit-congestion-notification
set schedulers be-sched drop-profile-map loss-priority low protocol any drop-profile be-dp
set schedulers be-sched transmit-rate percent 25
set schedulers be-sched buffer-size percent 25
set schedulers be-sched priority low
set scheduler-maps be-map forwarding-class best-effort scheduler be-sched
set interfaces xe-0/0/20 scheduler-map be-map
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Configuring ECN

Step-by-Step
Procedure

To configure ECN:

1. Configure theWREDpacket dropprofilebe-dp. This exampleusesadrop start point

of 30 percent, a drop end point of 75 percent, a minimum drop rate of 0 percent,

and amaximum drop rate of 80 percent:

[edit class-of-service]
user@switch# set drop-profile be-dp interpolate fill-level 30 fill-level 75 drop-probability
0 drop-probability 80

2. Create the scheduler be-schedwith ECN enabled and associate the drop profile

be-dpwith the scheduler:

[edit class-of-service]
user@switch# set schedulers be-sched explicit-congestion-notification
user@switch# set schedulers be-sched drop-profile-map loss-priority low protocol any
drop-profile be-dp
user@switch# set be-sched transmit-rate percent 25
user@switch# set be-sched buffer-size percent 25
user@switch# set be-sched priority low

3. Map the scheduler be-sched to the best-effort forwarding class (output queue 0)

using scheduler map be-map:

[edit class-of-service]
user@switch# setscheduler-mapsbe-mapforwarding-classbest-effortschedulerbe-sched

4. If you are using ETS, add the forwarding class best-effort to the forwarding class

set be-pg; if you are using direct port scheduling, skip this step:

[edit class-of-service]
user@switch# set forwarding-class-sets be-pg class best-effort

5. If you are using ETS, associate the scheduler map be-mapwith the traffic control

profile be-tcp; if you are using direct port scheduling, skip this step:

[edit class-of-service]
user@switch# set traffic-control-profiles be-tcp scheduler-map be-map

6. If you are using ETS, associate the traffic control profile be-tcp and the forwarding

class setbe-pgwith the interfaceonwhichyouwant toenableECNonthebest-effort

queue:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 forwarding-class-set be-pg
output-traffic-control-profile be-tcp

If you are using direct port scheduling, associate the scheduler map be-mapwith

the interface on which you want to enable ECN on the best-effort queue:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 scheduler map be-map
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Verification

Verifying That ECN Is Enabled

Purpose Verify that ECN is enabled in the scheduler be-sched by showing the configuration for

the scheduler map be-map.

Action Display the scheduler map configuration using the operational mode command show

class-of-service scheduler-map be-map:

user@switch> show class-of-service scheduler-map be-map
Scheduler map: be-map, Index: 12240

  Scheduler:be-sched, Forwarding class: best-effort, Index: 115
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified, Explicit Congestion Notification: enable
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any          3312    be-dp           
      Medium-high     any          1       <default-drop-profile>
      High            any          1       <default-drop-profile>

Meaning The showclass-of-servicescheduler-mapoperational commandshows theconfiguration

of the scheduler associated with the scheduler map and the forwarding class mapped

to that scheduler. The output shows that:

• The scheduler associated with the scheduler map is be-sched.

• The scheduler map applies to the forwarding class best-effort (output queue 0).

• The scheduler be-sched has a transmit rate of 25 percent, a queue buffer size of 25

percent, and a drop priority of low.

• Explicit congestion notification state is enable.

• TheWRED drop profile used for low drop priority traffic is be-dp.

Related
Documentation

Understanding CoS Explicit Congestion Notification on page 387•

Troubleshooting Dropped FCoE Traffic

Problem Description: Fibre Channel over Ethernet (FCoE) traffic for which you want guaranteed
delivery is dropped.
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Cause Thereare several possible causesofdroppedFCoE traffic (the list numbersof thepossible

causes correspond to the list numbers of the solutions in the Solution section.):

1. Priority-based flow control (PFC) is not enabled on the FCoE priority (IEEE 802.1p

codepoint) in both the input andoutput stanzasof the congestionnotificationprofile.

2. The FCoE traffic is not classified correctly at the ingress interface. FCoE traffic should

either use the default fcoe forwarding class and classifier configuration (maps the

fcoe forwarding class to IEEE 802.1p code point 011) or be mapped to a lossless

forwarding class and to the code point enabled for PFC on the input and output

interfaces.

3. Thecongestionnotificationprofile thatenablesPFCon theFCoEpriority isnotattached

to the interface.

4. The forwarding class set (priority group) used for guaranteed delivery traffic does not

include the forwarding class used for FCoE traffic.

NOTE: This issue can occur only on switches that support enhanced
transmission selection (ETS) hierarchical port scheduling. (Direct port
scheduling does not use forwarding class sets.)

5. Insufficient bandwidth has been allocated for the FCoE queue or for the forwarding

class set to which the FCoE queue belongs.

NOTE: This issue can occur for forwarding class sets only on switches
that support ETS hierarchical port scheduling. (Direct port scheduling
does not use forwarding class sets.)

6. If you are using Junos OS Release 12.2, the fcoe forwarding class has been explicitly

configured instead of using the default fcoe forwarding class configuration

(forwarding-class-to-queuemapping).

NOTE: If you are using Junos OS Release 12.2, use the default
forwarding-class-to-queuemapping for the lossless fcoe and no-loss

forwarding classes. If you explicitly configure the lossless forwarding
classes, the trafficmapped to those forwarding classes is treated as lossy
(best effort) traffic and does not receive lossless treatment.

7. If you are using Junos OS Release 12.3 or later and you are not using the default fcoe

forwarding class configuration, the forwarding class used for FCoE is not configured

with the no-loss packet drop attribute. In Junos OS 12.3 or later, explicit forwarding

classes configurations must include the no-loss packet drop attribute to be treated

as lossless forwarding classes.
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Solution The list numbers of the possible solutions correspond to the list numbers of the causes

in the Cause section.

1. Check the congestion notification profile (CNP) to see if PFC is enabled on the FCoE

priority (the correct IEEE 802.1p code point) on both input and output interfaces. Use

the show class-of-service congestion-notification operational command to show the

code points that are enabled for PFC in each CNP.

If you are using the default configuration, FCoE traffic is mapped to code point 011

(priority 3). In this case, the input stanza of the CNP should show that PFC is enabled

on code point 011, and the output stanza should show that priority 011 is mapped to

flow control queue 3.

If you explicitly configured a forwarding class for FCoE traffic, ensure that:

• You specified theno-losspacket dropattribute in the forwarding class configuration

• The code point mapped to the FCoE forwarding class in the ingress classifier is the

code point enabled for PFC in the CNP input stanza

• The code point and output queue used for FCoE traffic are mapped to each other

in the CNP output stanza (if you are not using the default priority and queue, you

must explicitly configure each output queue that you want to respond to PFC

messages)

For example, if you explicitly configure a forwarding class for FCoE traffic that is

mapped to output queue 5 and to code point 101 (priority 5), the output of the show

class-of-service congestion-notification looks like:

Name: fcoe_p5_cnp, Index: 12183
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Disabled 
  100          Disabled       
  101          Enabled      2500 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  101 
               5

2. Use the show class-of-service classifier type ieee-802.1p operational command to

check if the classifier maps the forwarding class used for FCoE traffic to the correct

IEEE 802.1p code point.

3. Ensure that thecongestionnotificationprofile andclassifier areattached to thecorrect

ingress interface. Use the operational command show configuration class-of-service

interfaces interface-name.

4. Check that the forwardingclass set includes the forwardingclassused for FCoE traffic.

Use the operational command show configuration class-of-service
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forwarding-class-sets to show the configured priority groups and their forwarding

classes.

5. Verify theamountofbandwidthallocated to thequeuemappedto theFCoEforwarding

class and to the forwarding class set to which the FCoE traffic queue belongs. Use

the show configuration class-of-service schedulers scheduler-name operational

command (specify the scheduler for FCoE traffic as the scheduler-name) to see the

minimum guaranteed bandwidth (transmit-rate) andmaximum bandwidth

(shaping-rate) for the queue.

Use the showconfigurationclass-of-service traffic-control-profiles traffic-control-profile

operational command (specify the traffic control profile used for FCoE traffic as the

traffic-control-profile) to see the minimum guaranteed bandwidth (guaranteed-rate)

andmaximum bandwidth (shaping-rate) for the forwarding class set.

6. Delete the explicit FCoE forwarding-class-to-queuemapping so that the systemuses

the default FCoE forwarding-class-to-queuemapping. Include the delete

forwarding-classes class fcoe queue-num 3 statement at the [edit class-of-service]

hierarchy level to remove the explicit configuration. The system then uses the default

configuration for the FCoE forwarding class and preserves the lossless treatment of

FCoE traffic.

7. Use the show class-of-service forwarding-class operational command to display the

configured forwardingclasses. TheNo-Losscolumnshowswhether lossless transport

is enabled or disabled for each forwarding class. If the forwarding class used for FCoE

traffic is not enabled for lossless transport, include the no-loss packet drop attribute

in the forwarding class configuration (set class-of-service forwarding-classes class

fcoe-forwarding-class-name queue-num queue-number no-loss).

See “Example: Configuring CoS PFC for FCoE Traffic” on page 612 for step-by-step

instructions on how to configure PFC for FCoE traffic, including classifier, interface,

congestion notification profile, PFC, and bandwidth scheduling configuration.

Related
Documentation

show class-of-service congestion-notification on page 770•

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Example: Configuring CoS PFC for FCoE Traffic on page 612

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

TroubleshootingEgressBandwidthThatExceeds theConfiguredMinimumBandwidth

Problem Description: The guaranteedminimum bandwidth of a queue (forwarding class) or a

priority group (forwarding class set) whenmeasured at the egress port exceeds the

guaranteedminimum bandwidth configured for the queue (transmit-rate) or for the

priority group (guaranteed-rate).
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NOTE: On switches that support enhanced transmission selection (ETS)
hierarchical scheduling, theswitchallocatesguaranteedminimumbandwidth
first to a priority group using the guaranteed rate setting in the traffic control
profile, and then allocates priority groupminimumguaranteed bandwidth to
forwarding classes in the priority group using the transmit rate setting in the
queue scheduler.

On switches that support direct port scheduling, there is no scheduling
hierarchy.Theswitchallocatesportbandwidth to forwardingclassesdirectly,
using the transmit rate setting in the queue scheduler.

In this topic, if you are using direct port scheduling on your switch, ignore the
references to priority groups and forwarding class sets (priority groups and
forwarding class sets are only used for ETS hierarchical port scheduling). For
direct port scheduling, only the transmit rate queue scheduler setting can
cause the issue described in this topic.

Cause When you configure bandwidth for a queue or a priority group, the switch accounts for

the configured bandwidth as data only. The switch does not include the preamble and

the interframe gap (IFG) associated with frames, so the switch does not account for the

bandwidthconsumedbythepreambleandthe IFG in itsminimumbandwidthcalculations.

Themeasured egress bandwidth can exceed the configuredminimum bandwidth when

small packet sizes (64 or 128 bytes) are transmitted because the preamble and the IFG

are a larger percentage of the total traffic. For larger packet sizes, the preamble and IFG

overhead are a small portion of the total traffic, and the effect on egress bandwidth is

minor.

NOTE: ForETS, the sumof thequeue transmit rates inapriority groupshould
not exceed the guaranteed rate for the priority group. (You cannot guarantee
aminimum bandwidth for the queues that is greater than theminimum
bandwidth guaranteed for the entire set of queues.)

For port scheduling, the sum of the queue transmit rates should not exceed
the port bandwidth.

Solution Whenyoucalculate thebandwidth requirements for queuesandpriority groupsonwhich

you expect a significant amount of traffic with small packet sizes, consider the transmit

rate and the guaranteed rate as theminimumbandwidth for the data only. Add sufficient

bandwidth to your calculations to account for the preamble and IFG so that the port

bandwidth is sufficient to handle the combinedminimum data rate and the preamble

and IFG.

Copyright © 2016, Juniper Networks, Inc.404

Traffic Management Feature Guide for the QFX Series



If theminimumbandwidthmeasuredat theegressport exceeds theamountofbandwidth

that you want to allocate to a queue or to a priority group, reduce the transmit rate for

that queue and reduce the guaranteed rate of the priority group that contains the queue.

Related
Documentation

transmit-rate on page 432•

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

TroubleshootingEgressBandwidthThatExceedstheConfiguredMaximumBandwidth

Problem Description: Themaximum bandwidth of a queue whenmeasured at the egress port

exceeds the maximum bandwidth rate shaper (shaping-rate statement on QFX5200,

QFX5100,EX4600,QFX3500,QFX3600,andOCX1100switches,andonQFabric systems,

and transmit-rate (rate | percentage percent exact statement on QFX10000 switches)

configured for the queue.

Cause When you configure bandwidth for a queue (forwarding class) or a priority group

(forwarding class set), the switch accounts for the configured bandwidth as data only.

The switch does not rate-shape the preamble and the interframe gap (IFG) associated

with frames, so theswitchdoesnotaccount for thebandwidthconsumedby thepreamble

and the IFG in its maximum bandwidth calculations.

Themeasured egress bandwidth can exceed the configuredmaximumbandwidthwhen

small packet sizes (64 or 128 bytes) are transmitted because the preamble and the IFG

are a larger percentage of the total traffic. For larger packet sizes, the preamble and IFG

overhead are a small portion of the total traffic, and the effect on egress bandwidth is

minor.

Solution When you calculate the bandwidth requirements for queues on which you expect a

significant amount of traffic with small packet sizes, consider the shaping rate as the

maximum bandwidth for the data only. Add sufficient bandwidth to your calculations to

account for the preamble and IFG so that the port bandwidth is sufficient to handle the

combinedmaximum data rate (shaping rate) and the preamble and IFG.

If themaximumbandwidthmeasuredat theegressportexceeds theamountofbandwidth

that you want to allocate to the queue, reduce the shaping rate for that queue.

Troubleshooting Egress Queue Bandwidth Impacted by Congestion

Problem Description:Congestiononanegressport causesegressqueues to receive lessbandwidth
than expected. Egress port congestion can impact the amount of bandwidth allocated

to queues on the congested port and, in some cases, on ports that are not congested.

Cause Egressqueuecongestion cancause the ingressport buffer to fill aboveacertain threshold

and affect the flow to the queues on the egress port. One queue receives its configured

bandwidth, but the other queues on the egress port are affected and do not receive their

configured share of bandwidth.
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Solution The solution is to configure a drop profile to apply weighted random early detection

(WRED) to the queue or queues on the congested ports.

Configure a drop profile on the queue that is receiving its configured bandwidth. This

queue is preventing the other queues from receiving their expected bandwidth. The drop

profile prevents the queue from affecting the other queues on the port.

To configure aWRED profile using the CLI:

Name the drop profile and set the drop start point, drop end point, minimum drop

rate, andmaximum drop rate for the drop profile:

[edit class-of-service]
user@switch# set drop-profile drop-profile-name interpolate fill-level percentage fill-level
percentage drop-probability 0 drop-probability percentage

Related
Documentation

• drop-profile on page 414

• Example: ConfiguringWRED Drop Profiles on page 381

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Understanding CoSWRED Drop Profiles on page 375
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CHAPTER 8

Configuration Statements for Scheduling

• buffer-size on page 408

• drop-probability on page 413

• drop-profile on page 414

• drop-profile-map on page 414

• drop-profiles on page 415

• explicit-congestion-notification on page 416

• fill-level on page 417

• forwarding-class on page 419

• forwarding-class-set on page 420

• guaranteed-rate on page 421

• interpolate on page 422

• loss-priority (Drop Profiles) on page 423

• output-traffic-control-profile on page 423

• priority (Schedulers) on page 424

• protocol (Drop Profile Map) on page 425

• scheduler on page 426

• scheduler-map on page 426

• scheduler-maps on page 427

• schedulers on page 428

• shaping-rate on page 429

• traffic-control-profiles on page 431

• transmit-rate on page 432
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buffer-size

Syntax buffer-size (percent percent | remainder);

Hierarchy Level [edit class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description On all switches, you configure the proportion of port buffers allocated to a particular

output queue using the following process:

1. Configure a scheduler and set the buffer-size option.

2. Use a scheduler map tomap the scheduler to the forwarding class that is mapped to

the queue to which you want to apply the buffer size.

For example, suppose that you want to change the dedicated buffer allocation for

FCoE traffic. FCoE traffic is mapped to the fcoe forwarding class, and the fcoe

forwarding class is mapped to queue 3 (this is the default configuration). To use

default FCoE traffic mapping, in the scheduler map configuration, map the scheduler

to the fcoe forwarding class.

3. If you are using enhanced transmission selection (ETS) hierarchical scheduling,

associate the scheduler map with the traffic control profile you want to use on the

egress ports that carry FCoE traffic. If you are using direct port scheduling, skip this

step.

4. If you are using ETS, associate the traffic control profile that includes the scheduler

map with the desired egress ports. For this example, you associate the traffic control

profilewith theports that carry FCoE traffic. If you are using port scheduling, associate

the scheduler map with the desired egress ports.

Queue 3, which is mapped to the fcoe forwarding class and therefore to the FCoE

traffic, receives the dedicated buffer allocation specified in the buffer-size statement.

NOTE: The total of all of the explicitly configured buffer size percentages for
all of the queues on a port cannot exceed 100 percent.

QFX10000 Switches

On QFX10000 switches, the buffer size is the amount of time in milliseconds of port

bandwidth that a queue can use to continue to transmit packets during periods of

congestion, before the buffer runs out and packets begin to drop.

The switch can use up to 100ms total (combined) buffer space for all queues on a port.

A buffer-size configured as one percent is equal to 1 ms of buffer usage. A buffer-size of

15 percent (the default value for the best effort and network control queues) is equal to

15 ms of buffer usage.
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The total buffer size of the switch is 4 GB. A 40-Gigabit port can use up to 500MB of

buffer space, which is equivalent to 100ms of port bandwidth on a 40-Gigabit port. A

10-Gigabit port can use up to 125 MB of buffer space, which is equivalent to 100ms of

port bandwidth on a 10-Gigabit port. The total buffer sizes of the eight output queues on

a port cannot exceed 100 percent, which is equal to the full 100ms total buffer available

toaport. Themaximumamountof buffer spaceanyqueuecanuse is also 100ms(which

equates toa 100percentbuffer-sizeconfiguration), but if onequeueusesall of thebuffer,

then no other queue receives buffer space.

There is nominimum buffer allocation, so you can set the buffer-size to zero (0) for a

queue. However, we recommend that on queues on which you enable PFC to support

lossless transport, youallocateaminimumof5ms (aminimumbuffer-size of 5percent).

The two default lossless queues, fcoe and no-loss, have buffer-size default values of 35

ms (35 percent).

Queue buffer allocation is dynamic, shared among ports as needed. However, a queue

cannot use more than its configured amount of buffer space. For example, if you are

using the default CoS configuration, the best-effort queue receives amaximum of 15ms

of buffer space because the default transmit rate for the best-effort queue is 15 percent.

If a switch experiences congestion, queues continue to receives their full buffer allocation

until 90 percent of the 4 GB buffer space is consumed. When 90 percent of the buffer

space is in use, the amount of buffer space per port, per queue, is reduced in proportion

to theconfiguredbuffer size for eachqueue.As thepercentageof consumedbuffer space

rises above 90 percent, the amount of buffer space per port, per queue, continues to be

reduced.

On 40-Gigabit ports, because the total buffer is 4 GB and themaximum buffer a port

canuse is 500MB, up to seven40-Gigabit ports can consume their full 100msallocation

of buffer space. However, if an eighth 40-Gigabit port requires the full 500MB of buffer

space, then the buffer allocations are proportionally reduced because the buffer

consumption is above 90 percent.

On 10-Gigabit ports, because the total buffer is 4 GB and themaximumbuffer a port can

use is 125MB, up to 28 10-Gigabit ports can consume their full 100msallocationof buffer

space. However, if a 29th 10-Gigabit port requires the full 125 MB of buffer space, then

the buffer allocations are proportionally reduced because the buffer consumption is

above 90 percent.

QFX5100, EX4600,
QFX3500, and

QFX3600 Switches,
and QFabric Systems

Set the dedicated buffer size of the egress queue that you bind the scheduler to in the

scheduler map configuration. The switch allocates space from the global dedicated

buffer pool to ports and queues in a hierarchical manner. The switch allocates an equal

number of dedicated buffers to each egress port, so each egress port receives the same

amount of dedicated buffer space. The amount of dedicated buffer space per port is not

configurable.
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However, the buffer-size statement allows you to control the way each port allocates

its share of dedicated buffers to its queues. For example, if a port only uses two queues

to forward traffic, you can configure the port to allocate all of its dedicated buffer space

to those two ports and avoid wasting buffer space on queues that are not in use. We

recommend that the buffer size should be the same size as the minimum guaranteed

transmission rate (the transmit-rate).
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Default The default behavior of the differs on different switches.

QFX10000 Switches

If you do not configure buffer-size and you do not explicitly configure a queue scheduler,

the default buffer-size is the default transmit rate of the queue. If you explicitly configure

a queue scheduler, the default buffer allocations are not used. If you explicitly configure

a queue scheduler, configure the buffer-size for each queue in the scheduler, keeping in

mind that the total buffer-size of the queues cannot exceed 100 percent (100ms).

Table 81 on page 411 shows the default queue buffer sizes on QFX10000 switches. The

default buffer size is the same as the default transmit rate for each default queue:

Table 81: Default Output Queue Buffer Sizes (QFX10000 Switches)

Buffer SizeTransmit RateForwarding ClassQueue Number

15%15%best-effort0

35%35%fcoe3

35%35%no-loss4

15%15%network-control7

By default, only the queues mapped to the default forwarding classes receive buffer

space from the port buffer pool. (Buffers are not wasted on queues that do not carry

traffic.)

QFX5100, EX4600,
QFX3500, and

QFX3600 Switches,
and QFabric Systems

Theportallocatesdedicatedbuffers toqueues thathaveanexplicitly configuredscheduler

buffer size. If you do not explicitly configure a scheduler buffer size for a queue, the port

serves theexplicitly configuredqueues first. Then theportdivides the remainingdedicated

buffers equally among the queues that have an explicitly attached schedulerwithout an

explicitly configured buffer size configuration. (If you configure a scheduler, but you do

not configure the buffer size parameter, the default is equivalent to configuring the buffer

size with the remainder option.)

If you use the default scheduler and scheduler map on a port (no explicit scheduler

configuration), then the port allocates its dedicated buffer pool to queues based on the

default scheduling. Table82onpage412 shows thedefault queuebuffer sizes. Thedefault

buffer size is the same as the default transmit rate for each default queue:
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Table 82: Default Output Queue Buffer Sizes (QFX5100, EX4600,
QFX3500, and QFX3600 Switches, and QFabric Systems)

Buffer SizeTransmit RateForwarding ClassQueueNumber

5%5%best-effort0

35%35%fcoe3

35%35%no-loss4

5%5%network-control7

20%20%mcast8

By default, only the queues mapped to the default forwarding classes receive buffer

space from the port buffer pool. (Buffers are not wasted on queues that do not carry

traffic.)

NOTE: OCXSeries switchesdonotsupport lossless transport.OnOCXSeries
switches, do not map traffic to the lossless default fcoe and no-loss
forwarding classes. OCX Series default DSCP classification does not map
traffic to the fcoe and no-loss forwarding classes, so by default, the OCX
system does not classify traffic into those forwarding classes. (On other
switches, the fcoe and no-loss forwarding classes provide lossless transport
for Layer 2 traffic. OCX Series switches do not support lossless Layer 2
transport.) The active forwarding classes (best-effort, network-control, and

mcast) share the unused bandwidth assigned to the fcoe and no-loss

forwarding classes.

Options percent percent—Percentage of the port dedicated buffer pool allocated to the queue

(or queues) mapped to the scheduler.

remainder—Remaining dedicated buffer pool after the port satisfies the needs of the

explicitly configured buffers. The port divides the remaining buffers equally among

thequeues that are explicitly attached toa scheduler but that donot haveanexplicit

buffer size configuration (or are configured with remainder as the buffer size).

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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drop-probability

List of Syntax QFX5100, EX4600, QFX3500, and QFX3600, Switches, QFabric Systems on page 413

QFX10000 Switches on page 413

QFX5100, EX4600,
QFX3500, and

drop-probability 0 drop-probability high-value;

QFX3600, Switches,
QFabric Systems

QFX10000 Switches drop-probability percentage1 percentage2 ... percentage32;

Hierarchy Level [edit class-of-service drop-profiles profile-name interpolate]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description When configuringWRED, map the packet drop-probability to the fullness of a queue

(fill-level). You configure the fill-level and drop-probability statements in related pairs.
The pairs of fill level and drop probability values set a probability of dropping packets at

a specified queue fullness value.

Onswitches that support only two fill level/dropprobability pairs, the first dropprobability

is always zero. The first fill level/drop probability pair sets the drop start point, and the

second fill level/drop probability pair sets the drop end point.

On switches that support 32 fill level/drop probability pairs, the first fill level/drop

probability pair sets the drop start point, and the last fill level/drop probability pair sets

the drop end point.

As the queue fills from the drop start point to the drop end point, the rate of packet drop

increases in a curve pattern. The higher the queue fill level, the higher the probability of

dropping packets.

Options 0 (switches that support only two fill level/drop probability pairs)—Probability that

packets will drop at the lowest fill-level value. This is always zero, because until the

queue reaches the specified low fill-level value, no packets are scheduled to drop.

Range: 0

high-value (switches that supportonly two fill level/dropprobabilitypairs)—Themaximum

probability that packets will drop before queue fullness exceeds the high value of

the queue fill-level, expressed as a percentage. If the queue fills beyond the high

fill-level value, all packets drop.

Range: 0 through 100 percent

percentage1 percentage2 ... percentage32 (switches that support 32 fill level/drop

probability pairs)—The probability that packets will drop before the queue fullness

exceeds the fill-level value, expressed as a percentage. Each drop probability pairs

with a queue fill level to define the probability of a packet dropping at a specified

queue fullness.
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Range: 0 through 100 percent

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

drop-profile

Syntax drop-profile profile-name;

Hierarchy Level [edit class-of-service schedulers scheduler-name drop-profile-map loss-priority (low |
medium-high | high) protocol protocol]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Definedropprofiles forweighted randomearlydetection (WRED).Whenapacketarrives,

WRED checks the queue fill level specified in the drop profile. If the fill level corresponds

to a nonzero drop probability, theWRED algorithm determines whether to drop the

arriving packet.

Options profile-name—Name of the drop profile.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Drop Profile Maps on page 384

drop-profile-map

Syntax drop-profile-map loss-priority (low | medium-high | high) protocol protocol drop-profile
drop-profile-name;

Hierarchy Level [edit class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Map a drop profile to a loss priority and protocol for weighted random early detection

(WRED). When a packet arrives, WRED checks the queue fill level. If the fill level

corresponds to a nonzero drop probability, theWRED algorithm determines whether to

drop the arriving packet.

Options The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Drop Profile Maps on page 384
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drop-profiles

List of Syntax QFX5100, EX4600, QFX3500, and QFX3600, Switches, QFabric Systems on page 415

QFX10000 Switches on page 415

QFX5100, EX4600,
QFX3500, and

QFX3600, Switches,
QFabric Systems

drop-profiles {
profile-name {
interpolate {
fill-level low-value fill-levelhigh-valuedrop-probability0drop-probabilityhigh-value;

}
}

}

QFX10000 Switches drop-profiles {
profile-name {
interpolate {
fill-level level1 level2 ... level32 drop-probability percent1 percent2 ... percent32;

}
}

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Define drop profiles for weighted random early detection (WRED).

For a packet to be dropped, itmustmatch the drop profile.When a packet arrives,WRED

checks the queue fill level. If the fill level corresponds to a nonzero drop probability, the

WRED algorithm determines whether to drop the arriving packet.

Options profile-name—Name of the drop profile.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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explicit-congestion-notification

Syntax explicit-congestion-notification;

Hierarchy Level [edit class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 13.2X51 for EX Series switches.

Statement introduced in Junos OS Release 13.2X51-D20 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Enable explicit congestion notification (ECN) on the output queue (forwarding class) or

output queues (forwarding classes) mapped to the scheduler. ECN enables end-to-end

congestion notification between two endpoints on TCP/IP based networks. The two

endpointsareanECN-enabledsenderandanECN-enabled receiver. ECNmustbeenabled

on both endpoints and on all of the intermediate devices between the endpoints for ECN

to work properly. Any device in the transmission path that does not support ECN breaks

the end-to-end ECN functionality.

A weighted random early detection (WRED) packet drop profile must be applied to the

output queues on which ECN is enabled. ECN uses theWRED drop profile thresholds to

mark packets when the output queue experiences congestion.

ECN reduces packet loss by forwarding ECN-capable packets during periods of network

congestion insteadofdropping thosepackets. (TCPnotifies thenetworkaboutcongestion

by dropping packets.) During periods of congestion, ECNmarks ECN-capable packets

that egress from congested queues. When the receiver receives an ECN packet that is

marked as experiencing congestion, the receiver echoes the congestion state back to

the sender. The sender then reduces its transmission rate to clear the congestion.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring ECN on page 395

• Understanding CoS Explicit Congestion Notification on page 387
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fill-level

List of Syntax QFX5100, EX4600, QFX3500, and QFX3600, Switches, QFabric Systems on page 417

QFX10000 Switches on page 417

QFX5100, EX4600,
QFX3500, and

fill-level low-value fill-level high-value;

QFX3600, Switches,
QFabric Systems

QFX10000 Switches fill-level level1 level2 ... level32;

Hierarchy Level [edit class-of-service drop-profiles profile-name interpolate]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Whenconfiguringweighted randomearlydetection (WRED),mapthe fullnessofaqueue

to a packet drop-probability value. You configure the fill-level and drop-probability
statements in related pairs. The pairs of fill level and drop probability values set a

probability of dropping packets at a specified queue fullness value.

The first fill level is the packet drop start point. Packets do not drop until the queue

fullness reaches the first fill level. The last fill level is the packet drop end point. After the

queue exceeds the fullness set by the drop end point, all non-ECN packets are dropped.

As the queue fills from the drop start point to the drop end point, the rate of packet drop

increases in a curve pattern. The higher the queue fill level, the higher the probability of

dropping packets.

On switches that support only two fill level/drop probability pairs, the two pairs are the

drop start point and the drop end point. On switches that support up to 32 fill level/drop

probability pairs, you can configure intermediate interpolations between the drop start

point and the drop end point, which provides greater flexibility in controlling the packet

drop curve.

NOTE: Do not configure the last fill level as 100 percent.

Options low-value (switches that support only two fill level/drop probability pairs)—Fullness of

the queue before packets begin to drop, expressed as a percentage. The low value

must be less than the high value.

Range: 0 through 100

high-value (switches that support only two fill level/drop probability pairs)—Fullness of

the queue before it reaches themaximum drop probability. If the queue fills beyond

the fill level high value, all packets drop. The high valuemust be greater than the low

value.

Range: 0 through 100
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level1 level2 ... level32 (switches that support 32 fill level/drop probability pairs)—The

queue fullness level, expressed as a percentage. Each fill level pairs with a drop

probability todefine theprobability ofapacketdroppingataspecifiedqueue fullness.

Range: 0 through 100

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Copyright © 2016, Juniper Networks, Inc.418

Traffic Management Feature Guide for the QFX Series



forwarding-class

List of Syntax Classifier on page 419

Rewrite Rule on page 419

Scheduler Map on page 419

Interface on page 419

Classifier forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];

}
}

Rewrite Rule forwarding-class class-name {
loss-priority level {
code-point [ aliases ] [ bit-patterns ];

}
}

Scheduler Map forwarding-class class-name {
scheduler scheduler-name;

}

Interface forwarding-class class-name;

Classifier Hierarchy
Level

[edit class-of-service classifiers (dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name],

RewriteRuleHierarchy
Level

[edit class-of-service rewrite-rules] (dscp | dscp-ipv6 | ieee-802.1) rewrite-name | exp],

Scheduler Map
Hierarchy Level

[edit class-of-service scheduler-mapsmap-name],

Interface Hierarchy
Level

[edit class-of-service interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Classifiers—Assign incoming traffic to the specified forwarding class based on the

specified code point values and assign that traffic the specified loss priority

•

• Rewrite rules—At the egress interface, change (rewrite) the value of the code point

bits and the loss priority to specified new values for traffic assigned to the specified

forwarding class, before forwarding the traffic to the next hop.

• Scheduler maps—Apply the specified scheduler to the specified forwarding class.

• Interfaces—Assign the specified forwarding class to the interface to use as a fixed

classifier (all incoming traffic on the interface is classified into that forwarding class).
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NOTE: OCX Series switches do not support MPLS, so they do not support
EXP classifiers or rewrite rules.

Options class-name—Name of the forwarding class.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

forwarding-class-set

Syntax forwarding-class-set forwarding-class-set-name {
output-traffic-control-profile profile-name;

}

Hierarchy Level [edit class-of-service interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Apply a previously defined forwarding class set to an output traffic control profile.

Options fowarding-class-set-name—Name of the forwarding class set.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Assigning CoS Components to Interfaces on page 15

• Understanding CoS Forwarding Class Sets (Priority Groups) on page 160
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guaranteed-rate

Syntax guaranteed-rate (rate| percent percentage);

Hierarchy Level [edit class-of-service traffic-control-profiles traffic-control-profile-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure a guaranteedminimum rate of transmission for a traffic control profile. The

sumof the guaranteed rates of all of the forwarding class sets (priority groups) on a port

should not exceed the total port bandwidth. The guaranteed rate also determines the

amount of excess (extra) port bandwidth that the priority group (forwarding class set)

can share. Extra port bandwidth is allocated among the priority groups on a port in

proportion to the guaranteed rate of each priority group.

NOTE: You cannot configure a guaranteed rate for a forwarding class set
(priority group) that includes strict-high priority queues. If the traffic control
profile is for a forwarding class set that contains strict-high priority queues,
do not configure a guaranteed rate.

Default If you do not specify a guaranteed rate, the guaranteed rate is zero (0) and there is no

minimum guaranteed bandwidth.

NOTE: If you do not configure a guaranteed rate for a traffic control profile,
the queues that belong to any forwarding class set (priority group) that uses
that traffic control profile cannot have a configured transmit rate. The result
is that there is nominimumguaranteedbandwidth for thosequeuesand that
those queues can be starved during periods of congestion.

Options percent percentage—Minimum percentage of transmission capacity allocated to the

forwarding class set or logical interface.

Range: 1 through 100 percent

rate—Minimumtransmission rateallocated to the forwarding class set or logical interface,

in bits per second (bps). You can specify a value in bits per second either as a

complete decimal number or as a decimal number followed by the abbreviation

k (1000),m (1,000,000), or g (1,000,000,000).

Range: 1000 through 10,000,000,000 bps

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Understanding CoS Traffic Control Profiles on page 317

• output-traffic-control-profile on page 423

interpolate

List of Syntax QFX5100, EX4600, QFX3500, and QFX3600, Switches, QFabric Systems on page 422

QFX10000 Switches on page 422

QFX5100, EX4600,
QFX3500, and

QFX3600, Switches,
QFabric Systems

interpolate {
fill-level low-value fill-level high-value;
drop-probability 0 drop-probability high-value;

}

QFX10000 Switches interpolate {
fill-level level1 level2 ... level32 drop-probability percent1 percent2 ... percent32;

}

Hierarchy Level [edit class-of-service drop-profiles profile-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Specify values for interpolating the relationship between queue fill level and drop

probability for weighted random early detection (WRED) drop profiles.

The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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loss-priority (Drop Profiles)

Syntax loss-priority level protocol protocol drop-profile profile-name;

Hierarchy Level [edit class-of-service schedulers scheduler-name drop-profile-map]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure packet loss priority value for a weighted random early detection (WRED) drop

profile mapped to a system drop profile.

Options level—Can be one of the following:

• low—Packet has low loss priority.

• medium-high—Packet has medium-high loss priority.

• high—Packet has high loss priority.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

output-traffic-control-profile

Syntax output-traffic-control-profile profile-name;

Hierarchy Level [edit class-of-service interfaces interface-name forwarding-class-set
forwarding-class-set-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Apply an output traffic scheduling and shaping profile to a forwarding class set (priority

group).

Options profile-name—Name of the traffic-control profile to apply to the specified forwarding

class set.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Assigning CoS Components to Interfaces on page 15

• Understanding CoS Traffic Control Profiles on page 317
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priority (Schedulers)

Syntax priority priority;

Hierarchy Level [edit class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Specify the packet bandwidth-scheduling priority value.

NOTE: OnQFabric systems, the priority statement is valid only for Node

devicequeuescheduling.Theprioritystatement isnotallowedfor Interconnect

device queue scheduling. If youmap a schedulerthat includes a priority

configuration to a fabric forwardingclass at the [edit class-of-service
scheduler-map-fcset] hierarchylevel, the system generates a commit error.
(On the Interconnect device,fabric fc-sets are not user-definable. Only the
fabric_fcset_strict_high fabric fc-set is configured with high priority, and this

configurationcannot be changed.)

Options priority—It can be one of the following:

• low—Scheduler has low priority.

• strict-high—Scheduler has strict high priority. On QFX5100, EX4600, QFX3500, and

QFX3600 switches, and on QFabric systems, you can configure only one queue as a

strict-highpriorityqueue.OnQFX10000switches, youcanconfigureasmanystrict-high

priority queues as you want. However, because strict-high priority traffic takes

precedence over all other traffic, too much strict-high priority traffic can starve the

other output queues.

Strict-high priority allocates the scheduled bandwidth to the packets on the queue

before any other queue receives bandwidth. Other queues receive the bandwidth that

remains after the strict-high queue has been serviced.

NOTE: OnQFX10000 switches, we strongly recommend that you apply a
transmit rate to strict-high priority queues to prevent them from starving
other queues. A transmit rate configured on a strict-high priority queue
limits the amount of traffic that receives strict-high priority treatment to
theamount or percentage set by the transmit rate. The switch treats traffic
in excess of the transmit rate as best-effort traffic that receives bandwidth
from the leftover (excess) port bandwidth pool. On strict-high priority
queues, all traffic that exceeds the transmit rate shares in the port excess
bandwidthpool basedon the strict-highpriority excessbandwidth sharing
weight of “1”, which is not configurable. The actual amount of extra
bandwidth that traffic exceeding the transmit rate receives depends on
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howmany other queues consume excess bandwidth and the excess rates
of those queues.

OnQFX5100, EX4600,QFX3500, andQFX3600switches, andonQFabric
systems,we recommendthat youalwaysapplyashaping rate tostrict-high
priority queues to prevent them fromstarving other queues. A shaping rate
(shaper) sets themaximum amount of bandwidth a queue can consume.
(Unlike using the transmit rate on a QFX10000 switch to limit traffic that
receives strict-highpriority treatment, traffic that exceeds the shaping rate
is dropped, and is not treated as best-effort traffic that shares in excess
bandwidth.) If you do not apply a shaping rate to limit the amount of
bandwidth a strict-high priority queue can use, then the strict-high priority
queue can use all of the available port bandwidth and starve other queues
on the port.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

protocol (Drop Profile Map)

Syntax protocol protocol drop-profile profile-name;

Hierarchy Level [edit class-of-service schedulers scheduler-name drop-profile-map loss-priority (low |
medium-high | high)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure the protocol type for the specified weighted random early detection (WRED)

drop profile.

Options protocol—Type of protocol. The protocol can be:

• any—Accept any protocol type.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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scheduler

Syntax scheduler scheduler-name;

Hierarchy Level [edit class-of-service scheduler-mapsmap-name forwarding-class class-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Map a scheduler to a forwarding class using a scheduler map.

NOTE: OnQFX5200 only, absolute CoS rate limits for transmit rate and
shaping ratedonot reflect50gand 100g interfaces.Therefore this statement
does not affect those interfaces for QFX5200 in release 15.1X53-D30.

Options scheduler-name—Name of the scheduler to map to the forwarding class.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

scheduler-map

Syntax scheduler-mapmap-name;

Enhanced
TransmissionSelection

(ETS) Hierarchical
Scheduling

[edit class-of-service traffic-control-profiles traffic-control-profile-name]

Port Scheduling [edit class-of-service interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Associate a scheduler map with a traffic control profile.

Options map-name—Name of the scheduler map.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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scheduler-maps

Syntax scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;

}
}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Specify a scheduler map name tomap a scheduler configuration to a forwarding class.

Options map-name—Name of the scheduler map.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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schedulers

List of Syntax QFX5100, EX4600, QFX3500, and QFX3600, Switches, QFabric Systems on page 428

QFX10000 Switches on page 428

QFX5100, EX4600,
QFX3500, and

QFX3600, Switches,
QFabric Systems

schedulers {
scheduler-name {
buffer-size (percent percentage | remainder);
drop-profile-map loss-priority (low |medium-high | high)protocolprotocoldrop-profile
drop-profile-name;

explicit-congestion-notification;
priority priority;
shaping-rate (rate | percent percentage);
transmit-rate (percent percentage);

}
}

QFX10000 Switches schedulers {
scheduler-name {
buffer-size (percent percentage | remainder);
drop-profile-map loss-priority (low |medium-high | high)protocolprotocoldrop-profile
drop-profile-name;

excess-rate;
explicit-congestion-notification;
priority priority;
shaping-rate (rate | percent percentage);
transmit-rate (percent percentage) <exact>;

}
}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Specify scheduler name and parameter values such as minimum bandwidth

(transmit-rate), maximum bandwidth (shaping-rate), and priority (priority).

Options scheduler-name—Name of the scheduler.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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shaping-rate

Syntax shaping-rate (rate | percent percentage);

Hierarchy Level [edit class-of-service schedulers scheduler-name],
[edit class-of-service traffic-control-profiles profile-name]

NOTE: Only switches that support enhanced transmission selection (ETS)
hierarchical scheduling support the traffic-control-profiles hierarchy.

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure the shaping rate. The shaping rate throttles the rate of packet transmission

by setting amaximum bandwidth (rate in bits per second) or amaximum percentage of

bandwidth for a queue or a forwarding class set. You specify the maximum bandwidth

for a queue by using a scheduler map to associate a forwarding class (queue) with a

scheduler that has a configured shaping rate.

For ETS configuration, you specify the maximum bandwidth for a forwarding class set

by setting the shaping rate for a traffic control profile, then you associate the scheduler

map with the traffic control profile, and then you apply the traffic control profile and a

forwarding class set to an interface.

For simple port scheduling configuration, you apply the scheduler map directly to an

interface (instead of indirectly through the traffic control profile as in ETS).

We recommend that you configure the shaping rate as an absolutemaximumusage and

not as additional usage beyond the configured transmit rate (the minimum guaranteed

bandwidth for a queue) or the configured guaranteed rate (the minimum guaranteed

bandwidth for a forwarding class set).

NOTE: When you set themaximum bandwidth (shaping-rate value) for a

queue or for a priority group at 100 Kbps or less, the traffic shaping behavior
is accurate only within +/– 20 percent of the configured shaping-rate value.

NOTE: OnQFX5200,QFX5100,EX4600,QFX3500,andQFX3600switches,
and on QFabric systems, we recommend that you always apply a shaping
rate tostrict-highpriorityqueues toprevent themfromstarvingotherqueues.
If you do not apply a shaping rate to limit the amount of bandwidth a
strict-high priority queue can use, then the strict-high priority queue can use
all of the available port bandwidth and starve other queues on the port.
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NOTE: OnQFX5200 Series switches, a granularity of 64kbps is supported
for theshaping rate.Therefore, theshaping rateonqueues for 100g interfaces
might not be applied correctly.

NOTE: QFX10000Seriesswitchesdonotsupport theshaping-ratestatement.
However, youcanconfigure the transmit-rateexactoption topreventaqueue

from consumingmore bandwidth than you want the queue to consume.

On QFX10000 Series switches, we recommend that you use the transmit
rate toseta limit on theamountofbandwidth that receives strict-highpriority
treatment on a strict-high priority queue. Traffic up to the transmit rate
receives strict-high priority treatment. Traffic in excess of the transmit rate
is treated as best-effort traffic that receives the strict-high priority queue
excess rate weight of “1”. Do not use a shaping rate to set amaximum
bandwidth limit on strict-highpriority queuesonQFX10000Series switches.

Default If you do not configure a shaping rate, the default shaping rate is 100 percent (all of the

available bandwidth), which is the equivalent of no rate shaping.

Options percent percentage—Shaping rate as a percentage of the available interface bandwidth.

Range: 1 through 100 percent

rate—Peak (maximum) rate, in bits per second (bps). You can specify a value in bits per

second either as a complete decimal number or as a decimal number followed by

the abbreviation k (1000), m (1,000,000), or g (1,000,000,000).

Range: 1000 through 10,000,000,000 bps

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Queue Schedulers for Port Scheduling

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Understanding CoS Output Queue Schedulers on page 291

• Understanding CoS Port Schedulers on QFX Switches

• Understanding CoS Traffic Control Profiles on page 317
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traffic-control-profiles

Syntax traffic-control-profiles profile-name {
guaranteed-rate (rate| percent percentage);
scheduler-mapmap-name;
shaping-rate (rate| percent percentage);

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure traffic shapingandschedulingprofiles for forwardingclass sets (priority groups)

to implement enhanced transmission selection (ETS) or for logical interfaces.

Options profile-name—Name of the traffic-control profile. This name is also used to specify an

output traffic control profile.

The remaining statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Example: Configuring Forwarding Class Sets on page 162

• Assigning CoS Components to Interfaces on page 15

• output-traffic-control-profile on page 423

• Understanding CoS Traffic Control Profiles on page 317
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transmit-rate

List of Syntax QFX5100, EX4600, QFX3500, and QFX3600, Switches, QFabric Systems on page 432

QFX10000 Switches on page 432

QFX5100, EX4600,
QFX3500, and

transmit-rate (rate | percent percentage);

QFX3600, Switches,
QFabric Systems

QFX10000 Switches transmit-rate (rate | percent percentage) <exact>;

Hierarchy Level [edit class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Exact option introduced in Junos OS Release 15.1X53-D10 for the QFX Series.

Description OnQFX5100, EX4600, QFX3500, and QFX3600 switches, and on QFabric systems, the

transmit rate specifies the minimum guaranteed transmission rate or percentage for a

queue (forwardingclass) scheduler. Thequeue transmit ratealsodetermines theamount

of excess (extra) priority group bandwidth that the queue can share on switches that

support enhanced transmission selection (ETS) hierarchical scheduling.

OnQFX10000switches, the transmit ratespecifies theminimumguaranteedtransmission

rate or percentage for a queue (forwarding class) scheduler. The queue transmit rate

also determines the amount of excess (extra) port bandwidth the queue can share if you

do not explicitly configure an excess rate in the scheduler. The transmit rate also

determines the amount of excess (extra) priority group bandwidth that the queue can

share on switches that support enhanced transmission selection (ETS) hierarchical

scheduling.

On QFX10000 switch strict-high priority queues, the transmit rate limits the amount of

traffic the switch treats as strict-highpriority traffic. Traffic up to the transmit rate receives

strict-high priority treatment. The switch treats traffic that exceeds the transmit rate as

best-effort traffic that receives an excess bandwidth sharing weight of “1”; you cannot

configure an excess rate on a strict-high priority queue, and unlike queues with other

scheduling priorities, the switch does not use the transmit rate to determine extra

bandwidth sharing for strict-high priority queues.

CAUTION: We strongly recommend that you configure a transmit rate on
strict-high priority queues to limit the amount of traffic the switch treats as
strict-high priority traffic on those queues. This is especially important if you
configuremore than one strict-high priority queue on a port. To prevent a
strict-high priority queue from starving the other queues on a port, we
recommend that you always configure a transmit rate, even if you only
configure one strict-high priority queue.
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NOTE: For ETS, the transmit-rate setting works only if you also configure the

guaranteed-rate in the traffic controlprofile that isattached to the forwarding
class set towhich the queue belongs. If you do not configure the guaranteed
rate, theminimum guaranteed rate for individual queues that you set using
the transmit-rate statement does not work. The sum of all queue transmit

rates in a forwarding class set should not exceed the traffic control profile
guaranteed rate.

NOTE: OnQFX5100, EX4600, QFX3500, and QFX3600 switches, and on
QFabric systems, youcannot configurea transmit rate for a strict-highpriority
queue. Queues (forwarding classes) with a configured transmit rate cannot
be included in a forwarding class set that has a strict-high priority queue. To
prevent strict-high priority queues from consuming all of the available
bandwidth on these switches, we recommend that you configure a shaping
rate to set amaximum amount of bandwidth for strict-high priority queues.

NOTE: For transmit rates below 1 Gbps, we recommend that you configure
the transmit rate as a percentage instead of as a fixed rate. This is because
the system converts fixed rates into percentages andmay round small fixed
rates to a lower percentage. For example, a fixed rate of 350Mbps is rounded
down to 3 percent instead of 3.5 percent.
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Default On QFX5100, EX4600, QFX3500, and QFX3600 switches, and on QFabric systems, if

youdonot configure the transmit rate, thedefault scheduler transmission rate andbuffer

size percentages for queues 0 through 11 are:

Table 83: Default Transmit Rates for QFX5100, EX4600, QFX3500, and
QFX3600 Switches, and QFabric Systems

Default MinimumGuaranteed Bandwidth
(Transmit Rate)Queue Number

5%0 (best-effort)

01

02

35%3 (fcoe)

35%4 (no-loss)

05

06

5%7 (network control)

20%8 (mcast)

09

010

011

NOTE: OCX Series switches do not support lossless transport. The OCX
SeriesdefaultDSCPclassifier doesnotclassify traffic into thedefault lossless
fcoe and no-loss forwarding classes. The bandwidth that the default
scheduler allocates to the default fcoe and no-loss forwarding classes on
other switches is allocated to the default best-effort, network-control, and
mcast forwarding classes on OCX Series switches.

On QFX10000 switches, if you do not configure the transmit rate, the default scheduler

transmission rate and buffer size percentages for queues 0 through 7 are:
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Table 84: Default Transmit Rates for QFX10000 Switches

Default MinimumGuaranteed Bandwidth
(Transmit Rate)Queue Number

15%0 (best-effort)

01

02

35%3 (fcoe)

35%4 (no-loss)

05

06

15%7 (network control)

Configure schedulers if you want to change theminimum guaranteed bandwidth and

other queue characteristics.

Options rate—Minimum transmission rate for the queue, in bps. You can specify a value in

bits-per-second either as a complete decimal number or as a decimal number

followed by the abbreviation k (1000), m (1,000,000), or g (1,000,000,000).

Range: 1000 through 10,000,000,000 bps on 10-Gigabit interfaces, 1000 through
40,000,000,000 bps on 40-Gigabit interfaces.

percent percentage—Minimum percentage of transmission capacity allocated to the

queue. A percentage of zeromeans that there is nominimum bandwidth guarantee

for the queue.

Range: 0 through 100 percent

exact—(QFX10000 switches only) Shape queues that are not strict-high priority queues

to the transmit rate so that the transmit rate is themaximumbandwidth limit. Traffic

that exceeds the exact transmit rate is dropped. You cannot set an excess rate on

queues configured as transmit-rate (rate | percentage) exact because the purpose of

setting an exact transmit rate is to set amaximum bandwidth (shaping rate) on the

traffic.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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CHAPTER 9

Monitoring Commands for Scheduling

• Monitoring CoS Scheduler Maps on page 437

• show class-of-service drop-profile

• show class-of-service forwarding-table

• show class-of-service forwarding-table drop-profile

• show class-of-service forwarding-table scheduler-map

• show class-of-service interface

• show class-of-service scheduler-map

• show class-of-service traffic-control-profile

• show interfaces queue

• show interfaces voq

Monitoring CoS Scheduler Maps

Purpose Use themonitoring functionality to display assignments of CoS forwarding classes to

schedulers.

Action Tomonitor CoS scheduler maps in the CLI, enter the CLI command:

user@switch> show class-of-service scheduler-map

Tomonitor a specific scheduler map in the CLI, enter the CLI command:

user@switch> show class-of-service scheduler-map scheduler-map-name

Meaning Table 85 on page 437 summarizes key output fields for CoS scheduler maps.

Table 85: Summary of Key CoS Scheduler Maps Output Fields

ValuesField

Name of a schedulermap thatmaps forwarding
classes to schedulers.

Scheduler map

Index of a specific object—scheduler maps,
schedulers, or drop profiles.

Index
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Table85:SummaryofKeyCoSSchedulerMapsOutputFields(continued)

ValuesField

Name of a scheduler that controls queue
properties such as bandwidth and scheduling
priority.

Scheduler

Name(s) of the forwarding class(es) to which
the scheduler is mapped.

Forwarding class

Guaranteedminimum bandwidth configured on
the queuemapped to the scheduler. On
strict-high priority queues on QFX10000
switches, defines themaximumamountof traffic
on thequeue that is treatedas strict-highpriority
traffic.

Transmit rate

Scheduling priority of traffic on a queue:

• strict-high—Packets on a strict-high priority
queue are transmitted first, before all other
traffic, up to the configuredmaximum
bandwidth (shaping rate). On QFX3500,
QFX3600, EX4600, andOCX series switches,
and on QFabric system, only one queue can
be configured as strict-high priority. On
QFX10000 switches, you can configure more
than one strict-high priority queue.

• low—Packets in this queue are transmitted
after packets in the strict-high queue.

Priority

Nameand index of a drop profile that ismapped
to a specific loss priority and protocol pair. The
drop profile determines the way best effort
queues drop packets during periods of
congestion.

Drop Profiles

Packet loss priority mapped to the drop profile.
You can configure different drop profiles for low,
medium-high, and high loss priority traffic.

Loss Priority

Transport protocol of the drop profile for the
particular priority.

Protocol

Name of the drop profile.Name
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show class-of-service drop-profile

Syntax show class-of-service drop-profile
<profile-name profile-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display data points for each class-of-service (CoS) random early detection (RED) drop

profile.

Options none—Display all drop profiles.

profile-name profile-name—(Optional) Display the specified profile only.

Required Privilege
Level

view

List of Sample Output show class-of-service drop-profile on page 440
show class-of-service drop-profile (EX4200 Switch) on page 440
show class-of-service drop-profile (EX8200 Switch) on page 440

Output Fields Table86onpage439describes theoutput fields for the showclass-of-servicedrop-profile

command. Output fields are listed in the approximate order in which they appear.

Table 86: show class-of-service drop-profile Output Fields

Field DescriptionField Name

Name of a drop profile.Drop profile

Type of drop profile:

• discrete (default)

• interpolated (EX8200 switches, QFX Series switches, QFabric
systems, EX4600 switches, OCX Series switches only)

Type

Internal index of this drop profile.Index

Percentage fullness of a queue.Fill Level

Drop probability at this fill level.Drop probability
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Sample Output

show class-of-service drop-profile

user@host> show class-of-service drop-profile
Drop profile: <default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: user-drop-profile, Type: interpolated, Index: 2989
  Fill level    Drop probability
           0                   0
           1                   1
           2                   2
           4                   4
           5                   5
           6                   6
           8                   8
          10                  10
          12                  15
          14                  20
          15                  23
        ... 64 entries total
          90                  96
          92                  96
          94                  97
          95                  98
          96                  98
          98                  99
          99                  99
         100                 100

show class-of-service drop-profile (EX4200 Switch)

user@switch> show class-of-service drop-profile
Drop profile: <default-drop-profile>, Type: discrete, Index: 1
  Fill level
         100
Drop profile: dp1, Type: discrete, Index: 40496
  Fill level
          10

show class-of-service drop-profile (EX8200 Switch)

user@switch> show class-of-service drop-profile
Drop profile: <default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: dp1, Type: interpolated, Index: 40496
  Fill level    Drop probability
           0                   0
           1                  80
           2                  90
           4                  90
           5                  90
           6                  90
           8                  90
          10                  90
          12                  91
          14                  91
          15                  91
          16                  91
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          18                  91
          20                  91
          22                  92
          24                  92
          25                  92
          26                  92
          28                  92
          30                  92
          32                  93
          34                  93
          35                  93
          36                  93
          38                  93
          40                  93
          42                  94
          44                  94
          45                  94
          46                  94
          48                  94
          49                  94
          51                  95
          52                  95
          54                  95
          55                  95
          56                  95
          58                  95
          60                  95
          62                  96
          64                  96
          65                  96
          66                  96
          68                  96
          70                  96
          72                  97
          74                  97
          75                  97
          76                  97
          78                  97
          80                  97
          82                  98
          84                  98
          85                  98
          86                  98
          88                  98
          90                  98
          92                  99
          94                  99
          95                  99
          96                  99
          98                  99
          99                  99
         100                 100
Drop profile: dp2, Type: discrete, Index: 40499
  Fill level    Drop probability
          10                   5
          50                  50
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show class-of-service forwarding-table

List of Syntax Syntax on page 442

Syntax (TXMatrix and TXMatrix Plus Router) on page 442

Syntax show class-of-service forwarding-table

Syntax (TXMatrix and
TXMatrix PlusRouter)

show class-of-service forwarding-table
<lcc number> | <sfc number>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the entire class-of-service (CoS) configuration as it exists in the forwarding table.

Executing this command is equivalent to executing all show class-of-service

forwarding-table commands in succession.

Options lcc number—(TXMatrix and TXMatrix Plus router only) (Optional) On a TXMatrix router,

display the forwarding table configuration for a specific T640 router (or line-card

chassis) configured in a routing matrix. On a TXMatrix Plus router, display the

forwarding table configuration for a specific router (or line-card chassis) configured

in the routing matrix.

Replace numberwith the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TXMatrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TXMatrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TXMatrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TXMatrix Plus router with

3D SIBs in a routing matrix.

sfc number—(TXMatrix Plus routers only) (Optional) Display the forwarding table

configuration for the TXMatrix Plus router. Replace numberwith 0.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table on page 443
show class-of-service forwarding-table lcc (TXMatrix Plus Router) on page 444

Output Fields See the output field descriptions for show class-of-service forwarding-table commands:

• show class-of-service forwarding-table classifier

• show class-of-service forwarding-table classifier mapping

• show class-of-service forwarding-table drop-profile
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• show class-of-service forwarding-table fabric scheduler-map

• show class-of-service forwarding-table rewrite-rule

• show class-of-service forwarding-table rewrite-rulemapping

• show class-of-service forwarding-table scheduler-map

Sample Output

show class-of-service forwarding-table

user@host> show class-of-service forwarding-table
Classifier table index: 9, # entries: 8, Table type: EXP
Entry #   Code point   Forwarding-class #   PLP
   0           000        0                 0
   1           001        0                 1
   2           010        1                 0
   3           011        1                 1
   4           100        2                 0
   5           101        2                 1
   6           110        3                 0
   7           111        3                 1

                       Table Index/
Interface      Index      Q num      Table type
sp-0/0/0.1001     66         11      IPv4 precedence
sp-0/0/0.2001     67         11      IPv4 precedence
sp-0/0/0.16383    68         11      IPv4 precedence
fe-0/0/0.0        69         11      IPv4 precedence

Interface: sp-0/0/0 (Index: 129, Map index: 2, Map type: FINAL, 
 Num of queues: 2):
  Entry 0 (Scheduler index: 16, Forwarding-class #: 0):
    Tx rate: 0 Kb (95%), Buffer size: 95 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
  Entry 1 (Scheduler index: 18, Forwarding-class #: 3):
    Tx rate: 0 Kb (5%), Buffer size: 5 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1

Interface: fe-0/0/0 (Index: 137, Map index: 2, Map type: FINAL, 
 Num of queues: 2):
  Entry 0 (Scheduler index: 16, Forwarding-class #: 0):
    Tx rate: 0 Kb (95%), Buffer size: 95 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
  Entry 1 (Scheduler index: 18, Forwarding-class #: 3):
    Tx rate: 0 Kb (5%), Buffer size: 5 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
Interface: fe-0/0/1 (Index: 138, Map index: 2, Map type: FINAL, 
 Num of queues: 2):
  Entry 0 (Scheduler index: 16, Forwarding-class #: 0):
    Tx rate: 0 Kb (95%), Buffer size: 95 percent
Priority low
    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1
  Entry 1 (Scheduler index: 18, Forwarding-class #: 3):
    Tx rate: 0 Kb (5%), Buffer size: 5 percent
Priority low
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    PLP high: 1, PLP low: 1, PLP medium-high: 1, PLP medium-low: 1

...

RED drop profile index: 1, # entries: 1
                             Drop
Entry      Fullness(%)   Probability(%)
    0              100              100

show class-of-service forwarding-table lcc (TXMatrix Plus Router)

user@host> show class-of-service forwarding-table lcc 0
lcc0-re0:
--------------------------------------------------------------------------

Classifier table index: 9, # entries: 64, Table type: IPv6 DSCP
Entry #   Code point   Forwarding-class #   PLP
   0        000000        0       0
   1        000001        0       0
   2        000010        0       0
   3        000011        0       0
   4        000100        0       0
   5        000101        0       0
   6        000110        0       0
   7        000111        0       0
   8        001000        0       0
   9        001001        0       0
  10        001010        0       0
  11        001011        0       0
  12        001100        0       0
  13        001101        0       0
  14        001110        0       0
  15        001111        0       0
  16        010000        0       0
  17        010001        0       0
  18        010010        0       0
  19        010011        0       0
  20        010100        0       0
  21        010101        0       0
  22        010110        0       0
  23        010111        0       0
  24        011000        0       0
  25        011001        0       0
  26        011010        0       0
  27        011011        0       0
  28        011100        0       0
  29        011101        0       0
  30        011110        0       0
  31        011111        0       0
  32        100000        0       0
  33        100001        0       0
  34        100010        0       0
  35        100011        0       0
  36        100100        0       0
  37        100101        0       0
  38        100110        0       0
  39        100111        0       0
  40        101000        0       0
  41        101001        0       0
  42        101010        0       0
  43        101011        0       0
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  44        101100        0       0
  45        101101        0       0
  46        101110        0       0
...
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show class-of-service forwarding-table drop-profile

Syntax show class-of-service forwarding-table drop-profile

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the data points of all random early detection (RED) drop profiles as they exist in

the forwarding table.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table drop-profile on page 446

Output Fields Table 87 on page 446 describes the output fields for the show class-of-service

forwarding-tabledrop-profile command.Output fields are listed in theapproximateorder

in which they appear.

Table 87: show class-of-service forwarding-table drop-profile Output
Fields

Field DescriptionField Name

Index of this drop profile.RED drop profile index

Number of entries in a particular RED drop profile index.# entries

Drop profile entry number.Entry

Percentage fullness of a queue.Fullness(%)

Drop probability at this fill level.Drop probability(%)

Sample Output

show class-of-service forwarding-table drop-profile

user@host> show class-of-service forwarding-table drop-profile
RED drop profile index: 4, # entries: 1
                             Drop
Entry      Fullness(%)   Probability(%)
    0              100              100

RED drop profile index: 8742, # entries: 3
                             Drop
Entry      Fullness(%)   Probability(%)
    0               10               10
    1               20               20
    2               30               30
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RED drop profile index: 24627, # entries: 64
                             Drop
Entry      Fullness(%)   Probability(%)
    0                0                0
    1                1                1
    2                2                2
    3                4                4
 ...
   61               98               99
   62               99               99
   63              100              100

RED drop profile index: 25393, # entries: 64
                             Drop
Entry      Fullness(%)   Probability(%)
    0                0                0
    1                1                1
    2                2                2
    3                4                4
 ...
   61               98               98
   62               99               99
   63              100              100
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show class-of-service forwarding-table scheduler-map

Syntax show class-of-service forwarding-table scheduler-map

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description For each physical interface, display the scheduler map information as it exists in the

forwarding table.

Options This command has no options.

Required Privilege
Level

view

List of Sample Output show class-of-service forwarding-table scheduler-map on page 449

Output Fields Table 88 on page 448 describes the output fields for the show class-of-service

forwarding-table scheduler-map command. Output fields are listed in the approximate

order in which they appear.

Table 88: show class-of-service forwarding-table scheduler-mapOutput Fields

Field DescriptionField Name

Name of the physical interface.Interface

Physical interface index.Index

Scheduler map index.Map index

Number of queues defined in this scheduler map.Numof queues

Number of this entry in the scheduler map.Entry

Scheduler policy index.Scheduler index

Forwarding class number to which this entry is applied.Forwarding-class #

Configured transmit rate of the scheduler (in bps). The rate is a percentage of the total interface
bandwidth, or the keyword remainder, which indicates that the scheduler receives the remaining
bandwidth of the interface.

Tx rate

Amount of transmit delay (in milliseconds) or buffer size of the queue. This amount is a percentage
of the total interface buffer allocation or the keyword remainder, which indicates that the buffer is
sized according to what remains after other scheduler buffer allocations.

Max buffer delay

• high—Queue priority is high.

• low—Queue priority is low.

Priority
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Table 88: show class-of-service forwarding-table scheduler-mapOutput Fields (continued)

Field DescriptionField Name

Drop profile index for a high packet loss priority profile.PLP high

Drop profile index for a low packet loss priority profile.PLP low

Drop profile index for a medium-high packet loss priority profile.PLPmedium-high

Drop profile index for a medium-low packet loss priority profile.PLPmedium-low

Drop profile index for a high TCP packet loss priority profile.TCP PLP high

Drop profile index for a low TCP packet loss priority profile.TCP PLP low

If this line appears in the output, exact rate limiting is enabled. Otherwise, no rate limiting is enabled.Policy is exact

Sample Output

show class-of-service forwarding-table scheduler-map

user@host> show class-of-service forwarding-table scheduler-map
Interface: so-5/0/0 (Index: 9, Map index: 17638, Num of queues: 2):
  Entry 0 (Scheduler index: 6090, Forwarding-class #: 0):
    Tx rate: 0 Kb (30%), Max buffer delay: 39 bytes (0%)
    Priority low
    PLP high: 25393, PLP low: 24627, TCP PLP high: 25393, TCP PLP low:8742
    Policy is exact
  Entry 1 (Scheduler index: 38372, Forwarding-class #: 1):
    Traffic chunk: Max = 0 bytes, Min = 0 bytes
    Tx rate: 0 Kb (40%), Max buffer delay: 68 bytes (0%)
    Priority high
    PLP high: 25393, PLP low: 24627, TCP PLP high: 25393, TCP PLP low: 8742

Interface: at-6/1/0 (Index: 10, Map index: 17638, Num of queues: 2):
  Entry 0 (Scheduler index: 6090, Forwarding-class #: 0):
    Traffic chunk: Max = 0 bytes, Min = 0 bytes
    Tx rate: 0 Kb (30%), Max buffer delay: 39 bytes (0%)
    Priority high
    PLP high: 25393, PLP low: 24627, TCP PLP high: 25393, TCP PLP low: 8742
  Entry 1 (Scheduler index: 38372, Forwarding-class #: 1):
    Traffic chunk: Max = 0 bytes, Min = 0 bytes
    Tx rate: 0 Kb (40%), Max buffer delay: 68 bytes (0%)
    Priority low
    PLP high: 25393, PLP low: 24627, TCP PLP high: 25393, TCP PLP low: 8742
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show class-of-service interface

Syntax show class-of-service interface
<comprehensive | detail> <interface-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Forwarding class map information added in Junos OS Release 9.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.1 for the PTX Series Packet Transport

Switches.

Command introduced in Junos OS Release 12.2 for the ACX Series Universal Access

routers.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Options detail and comprehensive introduced in Junos OS Release 11.4.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display the logical and physical interface associations for the classifier, rewrite rules, and

scheduler map objects.

NOTE: OnroutingplatformswithdualRoutingEngines, runningthiscommand
on the backup Routing Engine, with or without any of the available options,
is not supported and produces the following error message:

error: the class-of-service subsystem is not running

Options none—Display CoS associations for all physical and logical interfaces.

comprehensive—(M Series, MX Series, and T Series routers) (Optional) Display

comprehensive quality-of-service (QoS) information about all physical and logical

interfaces.

detail—(M Series, MX Series, and T Series routers) (Optional) Display QoS and CoS

information based on the interface.

If the interface interface-name is a physical interface, the output includes:

• Brief QoS information about the physical interface

• Brief QoS information about the logical interface

• CoS information about the physical interface

• Brief information about filters or policers of the logical interface

• Brief CoS information about the logical interface

If the interface interface-name is a logical interface, the output includes:

• Brief QoS information about the logical interface
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• Information about filters or policers for the logical interface

• CoS information about the logical interface

interface-name—(Optional) Display class-of-service (CoS) associations for the specified

interface.

none—Display CoS associations for all physical and logical interfaces.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management•

List of Sample Output show class-of-service interface (Physical) on page 462
show class-of-service interface (Logical) on page 463
show class-of-service interface (Gigabit Ethernet) on page 463
show class-of-service interface (ANCP) on page 463
show class-of-service interface (PPPoE Interface) on page 463
show class-of-service interface (T4000 Routers with Type 5 FPCs) on page 463
show class-of-service interface detail on page 464
show class-of-service interface comprehensive on page 464
show class-of-service interface (ACX Series Routers) on page 475
showclass-of-service interface(PPPoESubscriber Interface forEnhancedSubscriber
Management) on page 478

Output Fields Table 21 on page 60 describes the output fields for the show class-of-service interface

command. Output fields are listed in the approximate order in which they appear.

Table 89: show class-of-service interface Output Fields

Field DescriptionField Name

Name of a physical interface.Physical interface

Index of this interface or the internal index of this object.

(Enhancedsubscribermanagement forMXSeries routers) Indexvalues fordynamicCoS traffic control
profiles and dynamic scheduler maps are larger for enhanced subscriber management than they are
for legacy subscriber management.

Index

Number
ofqueues
you can
configure
on the
interface.

Status of dedicated queues configured on an interface. Supported only on Trio MPC/MIC interfaces
on MX Series routers.

Dedicated Queues

Number of queues you can configure on the interface.Queues supported

Number of queues currently configured.Queues in use
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Table 89: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Number of queues created in addition to the default queues. Supported only on Trio MPC/MIC
interfaces on MX Series routers.

(Enhanced subscriber management for MX Series routers) This field is not displayed for enhanced
subscriber management.

Total non-default
queues created

(QFX Series only) IEEE 802.1p code point (priority) rewrite value. Incoming traffic from the Fibre
Channel (FC) SAN is classified into the forwarding class specified in the native FC interface (NP_Port)
fixed classifier and uses the priority specified as the IEEE 802.1p rewrite value.

Rewrite Input IEEE
Code-point

Maximum transmission rate on the physical interface. You can configure the shaping rate on the
physical interface, or on the logical interface, but not on both. Therefore, the Shaping rate field is
displayed for either the physical interface or the logical interface.

Shaping rate

Name of the output scheduler map associated with this interface.

(Enhanced subscriber management for MX Series routers) The name of the dynamic scheduler map
object is associatedwith ageneratedUID (for example,SMAP-1_UID1002) insteadofwith a subscriber
interface.

Scheduler map

(QFX Series only) Name of the output fabric scheduler map associated with a QFabric system
Interconnect device interface.

Scheduler map
forwarding class sets

For Gigabit Ethernet IQ2 PICs, maximum transmission rate on the input interface.Input shaping rate

For Gigabit Ethernet IQ2 PICs, name of the input scheduler map associated with this interface.Input scheduler map

Name of the scheduler map associated with the packet forwarding component queues.Chassis scheduler map

Name and type of the rewrite rules associated with this interface.Rewrite

Name of the associated traffic control profile.

(Enhanced subscriber management for MX Series routers) The name of the dynamic traffic control
profile object is associated with a generated UID (for example, TC_PROF_100_199_SERIES_UID1006)
instead of with a subscriber interface.

Traffic-control-profile

Name and type of classifiers associated with this interface.Classifier

Name of the forwarding map associated with this interface.Forwarding-class-map

(QFX Series and EX4600 switches only) Congestion notification state, enabled or disabled.Congestion-notification

Name of a logical interface.Logical interface

Categoryof anobject:Classifier,Fragmentation-map (for LSQ interfacesonly),Scheduler-map,Rewrite,
Translation Table (for IQE PICs only), or traffic-class-map (for T4000 routers with Type 5 FPCs).

Object

Name of an object.Name
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Table 89: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Type of an object: dscp, dscp-ipv6, exp, ieee-802.1, ip, inet-precedence, or ieee-802.1ad (for traffic class
map on T4000 routers with Type 5 FPCs)..

Type

Encapsulation on the physical interface.Link-level type

MTU size on the physical interface.MTU

Speed at which the interface is running.Speed

Whether loopback is enabled and the type of loopback.Loopback

Whether source filtering is enabled or disabled.Source filtering

Whether flow control is enabled or disabled.Flow control

(Gigabit Ethernet interfaces)Whether autonegotiation is enabled or disabled.Auto-negotiation

(Gigabit Ethernet interfaces) Remote fault status.

• Online—Autonegotiation is manually configured as online.

• Offline—Autonegotiation is manually configured as offline.

Remote-fault

The Device flags field provides information about the physical device and displays one or more of the
following values:

• Down—Device has been administratively disabled.

• Hear-Own-Xmit—Device receives its own transmissions.

• Link-Layer-Down—The link-layer protocol has failed to connect with the remote endpoint.

• Loopback—Device is in physical loopback.

• Loop-Detected—The link layerhas received frames that it sent, therebydetectingaphysical loopback.

• No-Carrier—Onmedia that support carrier recognition, no carrier is currently detected.

• No-Multicast—Device does not support multicast traffic.

• Present—Device is physically present and recognized.

• Promiscuous—Device is in promiscuous mode and recognizes frames addressed to all physical
addresses on themedia.

• Quench—Transmission on the device is quenched because the output buffer is overflowing.

• Recv-All-Multicasts—Device is inmulticast promiscuousmode and therefore provides nomulticast
filtering.

• Running—Device is active and enabled.

Device flags
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Table 89: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

The Interface flags field provides information about the physical interface and displays one or more
of the following values:

• Admin-Test—Interface is in testmodeandsomesanity checking, suchas loopdetection, is disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Hardware-Down—Interface is nonfunctional or incorrectly connected.

• Link-Layer-Down—Interface keepalives have indicated that the link is incomplete.

• No-Multicast—Interface does not support multicast traffic.

• No-receive No-transmit—Passive monitor mode is configured on the interface.

• Point-To-Point—Interface is point-to-point.

• Pop all MPLS labels from packets of depth—MPLS labels are removed as packets arrive on an
interface that has the pop-all-labels statement configured. The depth value can be one of the
following:

• 1—Takes effect for incoming packets with one label only.

• 2—Takes effect for incoming packets with two labels only.

• [ 1 2 ]—Takes effect for incoming packets with either one or two labels.

• Promiscuous—Interface is in promiscuous mode and recognizes frames addressed to all physical
addresses.

• Recv-All-Multicasts—Interface is inmulticast promiscuousmodeandprovidesnomulticast filtering.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Interface flags

The Logical interface flags field provides information about the logical interface and displays one or
more of the following values:

• ACFC Encapsulation—Address control field Compression (ACFC) encapsulation is enabled
(negotiated successfully with a peer).

• Device-down—Device has been administratively disabled.

• Disabled—Interface is administratively disabled.

• Down—A hardware failure has occurred.

• Clear-DF-Bit—GRE tunnel or IPsec tunnel is configured to clear the Don't Fragment (DF) bit.

• Hardware-Down—Interface protocol initialization failed to complete successfully.

• PFC—Protocol field compression is enabled for the PPP session.

• Point-To-Point—Interface is point-to-point.

• SNMP-Traps—SNMP trap notifications are enabled.

• Up—Interface is enabled and operational.

Flags

Encapsulation on the logical interface.Encapsulation

Administrative state of the interface (Up or Down)Admin

Status of physical link (Up or Down).Link

Protocol configured on the interface.Proto
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Table 89: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Names of any firewall filters to be evaluated when packets are received on the interface, including
any filters attached through activation of dynamic service.

Input Filter

Names of any firewall filters to be evaluatedwhen packets are transmitted on the interface, including
any filters attached through activation of dynamic service.

Output Filter

Provides information about the physical link and displays one or more of the following values:

• ACFC—Address control field compression is configured. ThePoint-to-Point Protocol (PPP) session
negotiates the ACFC option.

• Give-Up—Link protocol does not continue connection attempts after repeated failures.

• Loose-LCP—PPPdoes not use the Link Control Protocol (LCP) to indicatewhether the link protocol
is operational.

• Loose-LMI—Frame Relay does not use the Local Management Interface (LMI) to indicate whether
the link protocol is operational.

• Loose-NCP—PPP does not use the Network Control Protocol (NCP) to indicatewhether the device
is operational.

• Keepalives—Link protocol keepalives are enabled.

• No-Keepalives—Link protocol keepalives are disabled.

• PFC—Protocol field compression is configured. The PPP session negotiates the PFC option.

Link flags

Current interface hold-time up and hold-time down, in milliseconds.Hold-times

Number of CoS queues configured.CoS queues

Date, time, and how long ago the interface went from down to up. The format is Last flapped:
year-month-day hour:minute:second:timezone (hour:minute:second ago). For example, Last flapped:
2002-04-26 10:52:40 PDT (04:33:20 ago).

Last flapped

Number and rate of bytes and packets received and transmitted on the physical interface.

• Input bytes—Number of bytes received on the interface.

• Output bytes—Number of bytes transmitted on the interface.

• Input packets—Number of packets received on the interface.

• Output packets—Number of packets transmitted on the interface.

Statistics last cleared

Number of IPv6 transit bytes and packets received and transmitted on the logical interface if IPv6
statistics tracking is enabled.

IPv6 transit statistics
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Table 89: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Input errors on the interface. The labels are explained in the following list:

• Errors—Sum of the incoming frame aborts and FCS errors.

• Drops—Number of packets dropped by the input queue of the I/O Manager ASIC. If the interface is
saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

• Framing errors—Number of packets received with an invalid frame checksum (FCS).

• Runts—Number of frames received that are smaller than the runt threshold.

• Giants—Number of frames received that are larger than the giant threshold.

• Bucket Drops—Drops resulting from the traffic load exceeding the interface transmit or receive
leaky bucket configuration.

• Policeddiscards—Number of frames that the incoming packetmatch code discarded because they
were not recognized or not of interest. Usually, this field reports protocols that Junos OS does not
handle.

• L3 incompletes—Number of incoming packets discarded because they failed Layer 3 (usually IPv4)
sanity checks of the header. For example, a frame with less than 20 bytes of available IP header is
discarded. Layer 3 incomplete errors can be ignored by configuring the ignore-l3-incompletes
statement.

• L2channelerrors—Numberof times the softwaredidnot findavalid logical interface for an incoming
frame.

• L2mismatch timeouts—Number of malformed or short packets that caused the incoming packet
handler to discard the frame as unreadable.

• HS link CRC errors—Number of errors on the high-speed links between the ASICs responsible for
handling the router interfaces.

• HS link FIFO overflows—Number of FIFO overflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

Input errors

Output errors on the interface. The labels are explained in the following list:

• Carrier transitions—Number of times the interface has gone from down to up. This number does not
normally increment quickly, increasing only when the cable is unplugged, the far-end system is
powered down and up, or another problem occurs. If the number of carrier transitions increments
quickly (perhapsonceevery 10 seconds), the cable, the far-endsystem,or thePIC ismalfunctioning.

• Errors—Sum of the outgoing frame aborts and FCS errors.

• Drops—Number of packets dropped by the output queue of the I/O Manager ASIC. If the interface
is saturated, this number increments once for every packet that is dropped by the ASIC's RED
mechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), the Drops field does not always use the correct value for queue 6 or queue 7
for interfaces on 10-port 1-Gigabit Ethernet PICs.

• Aged packets—Number of packets that remained in shared packet SDRAM so long that the system
automatically purged them. The value in this field should never increment. If it does, it ismost likely
a software bug or possibly malfunctioning hardware.

• HS link FIFO underflows—Number of FIFO underflows on the high-speed links between the ASICs
responsible for handling the router interfaces.

• MTU errors—Number of packets whose size exceeds the MTU of the interface.

Output errors

Total number of egress queues supported on the specified interface.Egress queues
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Table 89: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

CoS queue number and its associated user-configured forwarding class name.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), theDroppedpackets field does not always display the correct value for queue 6
or queue 7 for interfaces on 10-port 1-Gigabit Ethernet PICs.

Queue counters

(SONET)SONETmedia-specific alarmsanddefects that prevent the interface frompassing packets.
When a defect persists for a certain period, it is promoted to an alarm. Based on the router
configuration, an alarm can ring the red or yellow alarm bell on the router or light the red or yellow
alarm LED on the craft interface. See these fields for possible alarms and defects: SONET PHY,
SONET section, SONET line, and SONET path.

SONET alarms

SONET defects

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET PHY field has the following subfields:

• PLL Lock—Phase-locked loop

• PHY Light—Loss of optical signal

SONET PHY

Counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET section field has the following subfields:

• BIP-B1—Bit interleaved parity for SONET section overhead

• SEF—Severely errored framing

• LOS—Loss of signal

• LOF—Loss of frame

• ES-S—Errored seconds (section)

• SES-S—Severely errored seconds (section)

• SEFS-S—Severely errored framing seconds (section)

SONET section
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Table 89: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET line field has the following subfields:

• BIP-B2—Bit interleaved parity for SONET line overhead

• REI-L—Remote error indication (near-end line)

• RDI-L—Remote defect indication (near-end line)

• AIS-L—Alarm indication signal (near-end line)

• BERR-SF—Bit error rate fault (signal failure)

• BERR-SD—Bit error rate defect (signal degradation)

• ES-L—Errored seconds (near-end line)

• SES-L—Severely errored seconds (near-end line)

• UAS-L—Unavailable seconds (near-end line)

• ES-LFE—Errored seconds (far-end line)

• SES-LFE—Severely errored seconds (far-end line)

• UAS-LFE—Unavailable seconds (far-end line)

SONET line

Active alarms and defects, plus counts of specific SONET errors with detailed information.

• Seconds—Number of seconds the defect has been active.

• Count—Number of times that the defect has gone from inactive to active.

• State—State of the error. A state other thanOK indicates a problem.

The SONET path field has the following subfields:

• BIP-B3—Bit interleaved parity for SONET section overhead

• REI-P—Remote error indication

• LOP-P—Loss of pointer (path)

• AIS-P—Path alarm indication signal

• RDI-P—Path remote defect indication

• UNEQ-P—Path unequipped

• PLM-P—Path payload (signal) label mismatch

• ES-P—Errored seconds (near-end STS path)

• SES-P—Severely errored seconds (near-end STS path)

• UAS-P—Unavailable seconds (near-end STS path)

• ES-PFE—Errored seconds (far-end STS path)

• SES-PFE—Severely errored seconds (far-end STS path)

• UAS-PFE—Unavailable seconds (far-end STS path)

SONET path
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Table 89: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Values of the received and transmitted SONET overhead:

• C2—Signal label. Allocated to identify the construction and content of the STS-level SPE and for
PDI-P.

• F1—Section user channel byte. This byte is set aside for the purposes of users.

• K1 and K2—These bytes are allocated for APS signaling for the protection of the multiplex section.

• J0—Section trace. This byte is defined for STS-1 number 1 of an STS-N signal. Used to transmit a
1-byte fixed-length string or a 16-byte message so that a receiving terminal in a section can verify
its continued connection to the intended transmitter.

• S1—Synchronization status. The S1 byte is located in the first STS-1 number of an STS-N signal.

• Z3 and Z4—Allocated for future use.

Received SONET
overhead

Transmitted SONET
overhead

SONET/SDH interfaces allow path trace bytes to be sent inband across the SONET/SDH link. Juniper
Networks and other router manufacturers use these bytes to help diagnosemisconfigurations and
networkerrorsby setting the transmittedpath tracemessageso that it contains the systemhostname
and name of the physical interface. The received path trace value is the message received from the
router at the other end of the fiber. The transmitted path trace value is the message that this router
transmits.

Received path trace

Transmitted path trace

Information about the HDLC configuration.

• Policing bucket—Configured state of the receiving policer.

• Shaping bucket—Configured state of the transmitting shaper.

• Giant threshold—Giant threshold programmed into the hardware.

• Runt threshold—Runt threshold programmed into the hardware.

HDLC configuration

Information about the configuration of the Packet Forwarding Engine:

• Destination slot—FPC slot number.

• PLP byte—Packet Level Protocol byte.

Packet Forwarding
Engine configuration

Information about the CoS queue for the physical interface.

• CoS transmit queue—Queue number and its associated user-configured forwarding class name.

• Bandwidth%—Percentage of bandwidth allocated to the queue.

• Bandwidth bps—Bandwidth allocated to the queue (in bps).

• Buffer%—Percentage of buffer space allocated to the queue.

• Buffer usec—Amount of buffer space allocated to the queue, inmicroseconds. This value is nonzero
only if the buffer size is configured in terms of time.

• Priority—Queue priority: low or high.

• Limit—Displayed if rate limiting is configured for the queue. Possible values are none and exact. If
exact is configured, the queue transmits only up to the configured bandwidth, even if excess
bandwidth is available. Ifnone is configured, thequeue transmits beyond the configuredbandwidth
if bandwidth is available.

CoS information

Total number of forwarding classes supported on the specified interface.Forwarding classes

Total number of egress queues supported on the specified interface.Egress queues
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Table 89: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Queue number.Queue

Forwarding class name.Forwarding classes

Number of packets queued to this queue.Queued Packets

Number of bytes queued to this queue. The byte counts vary by PIC type.Queued Bytes

Number of packets transmitted by this queue. When fragmentation occurs on the egress interface,
the first setofpacket counters shows thepostfragmentationvalues. Thesecondsetofpacket counters
(displayed under the Packet Forwarding Engine Chassis Queues field) shows the prefragmentation
values.

Transmitted Packets

Number of bytes transmitted by this queue. The byte counts vary by PIC type.Transmitted Bytes

Number of packets dropped because of tail drop.Tail-dropped packets

Number of packets dropped because of random early detection (RED).

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, the total
numberofdroppedpackets isdisplayed.Onall otherMSeries routers, theoutput classifiesdropped
packets into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP packets dropped because of RED.

• Low, TCP—Number of low-loss priority TCP packets dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP packets dropped because of RED.

• High, TCP—Number of high-loss priority TCP packets dropped because of RED.

• (MXSeries routerswith enhancedDPCs, andTSeries routerswith enhancedFPCsonly)Theoutput
classifies dropped packets into the following categories:

• Low—Number of low-loss priority packets dropped because of RED.

• Medium-low—Number of medium-low loss priority packets dropped because of RED.

• Medium-high—Number of medium-high loss priority packets dropped because of RED.

• High—Number of high-loss priority packets dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped packets
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Table 89: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Number of bytes dropped because of RED. The byte counts vary by PIC type.

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, only the
total number of dropped bytes is displayed. On all other M Series routers, the output classifies
dropped bytes into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP bytes dropped because of RED.

• Low, TCP—Number of low-loss priority TCP bytes dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP bytes dropped because of RED.

• High, TCP—Number of high-loss priority TCP bytes dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped bytes

Configured transmit rate of the scheduler. The rate is a percentage of the total interface bandwidth.Transmit rate

Rate limiting configuration of the queue. Possible values are :

• None—No rate limit.

• exact—Queue transmits at the configured rate.

Rate Limit

Delay buffer size in the queue.Buffer size

Scheduling priority configured as low or high.Priority

Priority of the excess bandwidth traffic on a scheduler: low,medium-low,medium-high, high, or none.Excess Priority

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Priority of the excess bandwidth traffic on a scheduler.Excess Priority
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Table 89: show class-of-service interface Output Fields (continued)

Field DescriptionField Name

Display the assignment of drop profiles.

• Loss priority—Packet loss priority for drop profile assignment.

• Protocol—Transport protocol for drop profile assignment.

• Index—Index of the indicated object. Objects that have indexes in this output include schedulers
and drop profiles.

• Name—Name of the drop profile.

• Type—Type of the drop profile: discrete or interpolated.

• Fill Level—Percentage fullness of a queue.

• Drop probability—Drop probability at this fill level.

Drop profiles

Display the assignment of shaping-rate adjustments on a scheduler node or queue.

• Adjusting application—Application that is performing the shaping-rate adjustment.

• The adjusting application can appear as ancp LS-0, which is the Junos OS Access Node Control
Profile process (ancpd) that performs shaping-rate adjustments on schedule nodes.

• The adjusting application can also appear as pppoe, which adjusts the shaping-rate and
overhead-accountingclass-of-serviceattributesondynamic subscriber interfaces inabroadband
access network based on access line parameters in Point-to-Point Protocol over Ethernet
(PPPoE) Tags [TR-101]. This feature is supported on MPC/MIC interfaces on MX Series routers.
The shaping rate is based on the actual-data-rate-downstream attribute. The overhead
accounting value is based on the access-loop-encapsulation attribute and specifies whether
the access loop uses Ethernet (framemode) or ATM (cell mode).

• Adjustment type—Type of adjustment: absolute or delta.

• Configured shaping rate—Shaping rate configured for the scheduler node or queue.

• Adjustment value—Value of adjusted shaping rate.

• Adjustment target—Level of shaping-rate adjustment performed: node or queue.

• Adjustment overhead-accountingmode—Configured shaping mode: frame or cell.

• Adjustment overhead bytes—Number of bytes that the ANCP agent adds to or subtracts from the
actual downstream frame overhead before reporting the adjusted values to CoS.

• Adjustment target—Level of shaping-rate adjustment performed: node or queue.

• Adjustmentmulticast index—

Adjustment information

Sample Output

show class-of-service interface (Physical)

user@host> show class-of-service interface so-0/2/3
Physical interface: so-0/2/3, Index: 135
Queues supported: 8, Queues in use: 4
Total non—default queues created: 4
  Scheduler map: <default>, Index: 2032638653

  Logical interface: fe-0/0/1.0, Index: 68, Dedicated Queues: no
    Shaping rate: 32000
    Object                   Name                   Type           Index
    Scheduler-map            <default>                              27
    Rewrite                  exp-default            exp             21
    Classifier               exp-default            exp             5

Copyright © 2016, Juniper Networks, Inc.462

Traffic Management Feature Guide for the QFX Series



    Classifier               ipprec-compatibility   ip              8
    Forwarding—class—map     exp-default            exp             5

show class-of-service interface (Logical)

user@host> show class-of-service interface so-0/2/3.0
Logical interface: so-0/2/3.0, Index: 68, Dedicated Queues: no
    Shaping rate: 32000
    Object                   Name                   Type             Index
    Scheduler-map            <default>                                27
    Rewrite                  exp-default            exp               21
    Classifier               exp-default            exp               5
    Classifier               ipprec-compatibility   ip                8
    Forwarding—class—map     exp-default            exp               5

show class-of-service interface (Gigabit Ethernet)

user@host> show class-of-service interface ge-6/2/0
Physical interface: ge-6/2/0, Index: 175
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Input scheduler map: <default>, Index: 3
  Chassis scheduler map: <default-chassis>, Index: 4

show class-of-service interface (ANCP)

user@host> show class-of-service interface pp0.1073741842
  Logical interface: pp0.1073741842, Index: 341
Object                  Name                   Type                    Index
Traffic-control-profile TCP-CVLAN              Output                  12408
Classifier              dscp-ipv6-compatibility dscp-ipv6                  9
Classifier              ipprec-compatibility   ip                         13

    Adjusting application: ancp LS-0
      Adjustment type: absolute
      Configured shaping rate: 4000000
      Adjustment value: 11228000
      Adjustment overhead-accounting mode: Frame Mode
      Adjustment overhead bytes: 50
      Adjustment target: node 

show class-of-service interface (PPPoE Interface)

user@host> show class-of-service interface pp0.1
Logical interface: pp0.1, Index: 85
    Object                  Name                   Type           Index
    Traffic-control-profile tcp-pppoe.o.pp0.1      Output         2726446535
    Classifier              ipprec-compatibility   ip             13

    Adjusting application: PPPoE
      Adjustment type: absolute
      Adjustment value: 5000000
      Adjustment overhead-accounting mode: cell
      Adjustment target: node

show class-of-service interface (T4000 Routers with Type 5 FPCs)

user@host> show class-of-service interface xe-4/0/0
Physical interface: xe-4/0/0, Index: 153
    Queues supported: 8, Queues in use: 4
      Shaping rate: 5000000000 bps
      Scheduler map: <default>, Index: 2
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      Congestion-notification: Disabled

      Logical interface: xe-4/0/0.0, Index: 77
        Object                  Name                   Type                    
Index
        Classifier              ipprec-compatibility   ip                       
  13

show class-of-service interface detail

user@host> show class-of-service interface ge-0/3/0 detail

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, Loopback: Disabled, 
Source filtering: Disabled, Flow control: Enabled, Auto-negotiation: Enabled, 
Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000          

  Physical interface: ge-0/3/0, Index: 138             
  Queues supported: 4, Queues in use: 5
  Shaping rate: 50000 bps
  Scheduler map: interface-schedular-map, Index: 58414
  Input shaping rate: 10000 bps
  Input scheduler map: schedular-map, Index: 15103
  Chassis scheduler map: <default-chassis>, Index: 4
  Congestion-notification: Disabled

  Logical interface ge-0/3/0.0                                       
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    inet
    mpls
Interface       Admin Link Proto Input Filter         Output Filter  
ge-0/3/0.0      up    up   inet
                           mpls
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up   inet
                           mpls

  Logical interface: ge-0/3/0.0, Index: 68                             
    Object                  Name                   Type               Index 
    Rewrite                 exp-default            exp (mpls-any)       33
    Classifier              exp-default            exp                  10
    Classifier              ipprec-compatibility   ip                   13

  Logical interface ge-0/3/0.1
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    inet
Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   inet
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up   inet

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type            Index
    Classifier              ipprec-compatibility   ip               13

show class-of-service interface comprehensive

user@host> show class-of-service interface ge-0/3/0 comprehensive
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Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601, Generation: 141
  Link-level type: Ethernet, MTU: 1518, Speed: 1000mbps, BPDU Error: None, 
MAC-REWRITE Error: None, Loopback: Disabled, Source filtering: Disabled, Flow 
control: Enabled,
  Auto-negotiation: Enabled, Remote fault: Online
  Device flags   : Present Running
  Interface flags: SNMP-Traps Internal: 0x4000
  CoS queues     : 4 supported, 4 maximum usable queues
  Schedulers     : 256
  Hold-times     : Up 0 ms, Down 0 ms
  Current address: 00:14:f6:f4:b4:5d, Hardware address: 00:14:f6:f4:b4:5d
  Last flapped   : 2010-09-07 06:35:22 PDT (15:14:42 ago)
  Statistics last cleared: Never
  Traffic statistics:
   Input  bytes  :                    0                    0 bps
   Output bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Output packets:                    0                    0 pps
   IPv6 total statistics:
    Input  bytes  :                   0
    Output bytes  :                   0
    Input  packets:                   0
    Output packets:                   0
  Ingress traffic statistics at Packet Forwarding Engine:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
   Drop   bytes  :                    0                    0 bps
   Drop   packets:                    0                    0 pps
  Label-switched interface (LSI) traffic statistics:
   Input  bytes  :                    0                    0 bps
   Input  packets:                    0                    0 pps
  Input errors:
    Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0, L3 
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0, FIFO errors: 0, 
Resource errors: 0
  Output errors:
    Carrier transitions: 5, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
 FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
  Ingress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0

  Egress queues: 4 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets      Dropped packets

    0 af3                            0                    0                    0

    1 af2                            0                    0                    0

    2 ef2                            0                    0                    0

    3 ef1                            0                    0                    0
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  Active alarms  : None
  Active defects : None
  MAC statistics:                      Receive         Transmit
    Total octets                             0                0
    Total packets                            0                0
    Unicast packets                          0                0
    Broadcast packets                        0                0
    Multicast packets                        0                0
    CRC/Align errors                         0                0
    FIFO errors                              0                0
    MAC control frames                       0                0
    MAC pause frames                         0                0
    Oversized frames                         0
    Jabber frames                            0
    Fragment frames                          0
    VLAN tagged frames                       0
    Code violations                          0
  Filter statistics:
    Input packet count                       0
    Input packet rejects                     0
    Input DA rejects                         0
    Input SA rejects                         0
    Output packet count                                       0
    Output packet pad count                                   0
    Output packet error count                                 0
    CAM destination filters: 0, CAM source filters: 0
  Autonegotiation information:
    Negotiation status: Complete
    Link partner:
        Link mode: Full-duplex, Flow control: Symmetric/Asymmetric, Remote fault:
 OK
    Local resolution:
      Flow control: Symmetric, Remote fault: Link OK
  Packet Forwarding Engine configuration:
    Destination slot: 0
  CoS information:
    Direction : Output
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    2 ef2                    39          19500     0            120     high    
none
    Direction : Input
    CoS transmit queue               Bandwidth               Buffer Priority   
Limit
                              %            bps     %           usec
    0 af3                    30           3000    45              0      low    
none

Physical interface: ge-0/3/0, Enabled, Physical link is Up
  Interface index: 138, SNMP ifIndex: 601
Forwarding classes: 16 supported, 5 in use
Ingress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
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    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 16 supported, 5 in use
Egress queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
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    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 5 in use
Queue: 0, Forwarding classes: af3
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 1, Forwarding classes: af2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 2, Forwarding classes: ef2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available
Queue: 3, Forwarding classes: ef1
  Queued:
    Packets              :                108546                     0 pps
    Bytes                :              12754752                   376 bps
  Transmitted:
    Packets              :                108546                      0 pps
    Bytes                :              12754752                   376 bps
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    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  : Not Available
    RED-dropped bytes    : Not Available

Physical interface: ge-0/3/0, Index: 138
Queues supported: 4, Queues in use: 5
  Shaping rate: 50000 bps

Scheduler map: interface-schedular-map, Index: 58414

  Scheduler: ef2, Forwarding class: ef2, Index: 39155
    Transmit rate: 39 percent, Rate Limit: none, Buffer size: 120 us, Buffer 
Limit: none, Priority: high
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile> 
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Input shaping rate: 10000 bps
  Input scheduler map: schedular-map

Scheduler map: schedular-map, Index: 15103

  Scheduler: af3, Forwarding class: af3, Index: 35058
    Transmit rate: 30 percent, Rate Limit: none, Buffer size: 45 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: unspecified
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         40582    green
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any         18928    yellow
Drop profile: green, Type: discrete, Index: 40582
  Fill level    Drop probability
          50                   0
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: yellow, Type: discrete, Index: 18928
  Fill level    Drop probability
          50                   0
         100                 100
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  Chassis scheduler map: < default-drop-profile>
Scheduler map: < default-drop-profile>, Index: 4

  Scheduler: < default-drop-profile>, Forwarding class: af3, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: af2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>     
      Medium low      any             1    < default-drop-profile>      
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef2, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>
      High            any             1    < default-drop-profile>
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
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         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100

  Scheduler: < default-drop-profile>, Forwarding class: ef1, Index: 25
    Transmit rate: 25 percent, Rate Limit: none, Buffer size: 25 percent, Buffer
 Limit: none, Priority: low
    Excess Priority: low
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    < default-drop-profile>
      Medium low      any             1    < default-drop-profile>
      Medium high     any             1    < default-drop-profile>     
      High            any             1    < default-drop-profile>
Drop profile: , Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
Drop profile: < default-drop-profile>, Type: discrete, Index: 1
  Fill level    Drop probability
         100                 100
  Congestion-notification: Disabled
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152) (Generation 159)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
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     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 172, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Input Filters: filter-in-ge-0/3/0.0-i,
      Policer: Input: p1-ge-0/3/0.0-inet-i
    Protocol mpls, MTU: 1488, Maximum labels: 3, Generation: 173, Route table: 0

      Flags: Is-Primary
      Output Filters: exp-filter,,,,,

Logical interface ge-1/2/0.0 (Index 347) (SNMP ifIndex 638) (Generation 156)    

Forwarding class ID  Queue  Restricted queue  Fabric priority  Policing priority
   SPU priority
best-effort      0   0      0                 low              normal           
    low

Aggregate Forwarding-class statistics per forwarding-class 
  Aggregate Forwarding-class statistics:
   Forwarding-class statistics:

Forwarding-class best-effort statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

IPv4 protocol forwarding-class statistics:
  Forwarding-class statistics:
  Forwarding-class best-effort statistics:

    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
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    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

    IPv6  protocol forwarding-class statistics:
    Forwarding-class statistics:
     Forwarding-class best-effort statistics:

    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

    Input multicast bytes:    0
    Output multicast bytes:   0
    Input multicast packets:  0
    Output multicast packets: 0

Forwarding-class expedited-forwarding statistics:
    Input unicast bytes:      0
    Output unicast bytes:     0
    Input unicast packets:    0
    Output unicast packets:   0

  Logical interface ge-0/3/0.0 (Index 68) (SNMP ifIndex 152)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.1 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.0      up    up   inet  filter-in-ge-0/3/0.0-i
                           mpls                       exp-filter
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.0      up    up
                           inet  p1-ge-0/3/0.0-inet-i
                           mpls

Filter: filter-in-ge-0/3/0.0-i
Counters:
Name                                                Bytes              Packets
count-filter-in-ge-0/3/0.0-i                            0                    0

Filter: exp-filter
Counters:
Name                                                Bytes              Packets
count-exp-seven-match                                   0                    0
count-exp-zero-match                                    0                    0
Policers:
Name                                              Packets
p1-ge-0/3/0.0-inet-i                                    0

  Logical interface: ge-0/3/0.0, Index: 68
    Object                  Name                   Type                    Index

    Rewrite                 exp-default            exp (mpls-any)             33
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Rewrite rule: exp-default, Code point type: exp, Index: 33
  Forwarding class                    Loss priority       Code point
  af3                                 low                 000
  af3                                 high                001
  af2                                 low                 010
  af2                                 high                011
  ef2                                 low                 100
  ef2                                 high                101
  ef1                                 low                 110
  ef1                                 high                111
    Object                  Name                   Type                    Index

    Classifier              exp-default            exp                        10

Classifier: exp-default, Code point type: exp, Index: 10
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af2                                 low
  011                af2                                 high
  100                ef2                                 low
  101                ef2                                 high
  110                ef1                                 low
  111                ef1                                 high
    Object                  Name                   Type                    Index

    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
  011                af3                                 high
  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154) (Generation 160)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
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     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: 1500, Generation: 174, Route table: 0
      Flags: Sendbcast-pkt-to-re

  Logical interface ge-0/3/0.1 (Index 69) (SNMP ifIndex 154)
    Flags: SNMP-Traps 0x4000 VLAN-Tag [ 0x8100.2 ]  Encapsulation: ENET2
    Input packets : 0
    Output packets: 0

Interface       Admin Link Proto Input Filter         Output Filter
ge-0/3/0.1      up    up   mpls  
Interface       Admin Link Proto Input Policer         Output Policer
ge-0/3/0.1      up    up
                           mpls

  Logical interface: ge-0/3/0.1, Index: 69
    Object                  Name                   Type                    Index

    Classifier              ipprec-compatibility   ip                         13

Classifier: ipprec-compatibility, Code point type: inet-precedence, Index: 13
  Code point         Forwarding class                    Loss priority
  000                af3                                 low
  001                af3                                 high
  010                af3                                 low
  011                af3                                 high
  100                af3                                 low
  101                af3                                 high
  110                ef1                                 low
  111                ef1                                 high
Forwarding class                       ID      Queue  Restricted queue  Fabric 
priority  Policing priority
  af3                                   0       0          0             low    
            normal
  af2                                   1       1          1             low    
            normal
  ef2                                   2       2          2             high   
            normal
  ef1                                   3       3          3             high   
            normal
  af1                                   4       4          0             low    
            normal

show class-of-service interface (ACX Series Routers)

user@host-g11# show class-of-service interface
Physical interface: at-0/0/0, Index: 130
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
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  Logical interface: at-0/0/0.0, Index: 69

  Logical interface: at-0/0/0.32767, Index: 70

Physical interface: at-0/0/1, Index: 133
Queues supported: 4, Queues in use: 4
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled

  Logical interface: at-0/0/1.0, Index: 71

  Logical interface: at-0/0/1.32767, Index: 72

Physical interface: ge-0/1/0, Index: 146
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 dscp-default           dscp                       31
Classifier              d1                     dscp                    11331
Classifier              ci                     ieee8021p                 583

  Logical interface: ge-0/1/0.0, Index: 73
Object                  Name                   Type                    Index
Rewrite                 custom-exp             exp (mpls-any)          46413

  Logical interface: ge-0/1/0.1, Index: 74

  Logical interface: ge-0/1/0.32767, Index: 75

Physical interface: ge-0/1/1, Index: 147
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/1.0, Index: 76

Physical interface: ge-0/1/2, Index: 148
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Rewrite                 ri                     ieee8021p (outer)       35392
Classifier              ci                     ieee8021p                 583

Physical interface: ge-0/1/3, Index: 149
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/1/3.0, Index: 77
Object                  Name                   Type                    Index
Rewrite                 custom-exp2            exp (mpls-any)          53581

Physical interface: ge-0/1/4, Index: 150
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
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  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/5, Index: 151
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/6, Index: 152
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/1/7, Index: 153
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              d1                     dscp                    11331

Physical interface: ge-0/2/0, Index: 154
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

Physical interface: ge-0/2/1, Index: 155
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: ge-0/2/1.0, Index: 78

  Logical interface: ge-0/2/1.32767, Index: 79

Physical interface: xe-0/3/0, Index: 156
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/0.0, Index: 80

Physical interface: xe-0/3/1, Index: 157
Queues supported: 8, Queues in use: 5
  Scheduler map: <default>, Index: 2
  Congestion-notification: Disabled
Object                  Name                   Type                    Index
Classifier              ipprec-compatibility   ip                         13

  Logical interface: xe-0/3/1.0, Index: 81
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[edit]
user@host-g11#

show class-of-service interface (PPPoE Subscriber Interface for Enhanced Subscriber Management)

user@host> show class-of-service interface pp0.3221225474
  Logical interface: pp0.3221225475, Index: 3221225475
Object                  Name                   Type                    Index
Traffic-control-profile TC_PROF_100_199_SERIES_UID1006 Output      4294967312
Scheduler-map           SMAP-1_UID1002         Output              4294967327
Rewrite-Output          ieee-rewrite           ieee8021p               60432
Rewrite-Output          rule1                  ip                      50463

    Adjusting application: PPPoE IA tags
      Adjustment type: absolute
      Configured shaping rate: 11000000
      Adjustment value: 5000000
      Adjustment target: node

    Adjusting application: ucac
      Adjustment type: delta
      Configured shaping rate: 5000000
      Adjustment value: 100000
      Adjustment target: node
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show class-of-service scheduler-map

Syntax show class-of-service scheduler-map
<name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description Display the mapping of schedulers to forwarding classes and a summary of scheduler

parameters for each entry.

Options none—Display all scheduler maps.

name—(Optional) Display a summary of scheduler parameters for each forwarding class

to which the named scheduler is assigned.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management•

List of Sample Output show class-of-service scheduler-map on page 480

Output Fields Table 90 on page 479 describes the output fields for the show class-of-service

scheduler-map command.Output fields are listed in the approximate order inwhich they

appear.

Table 90: show class-of-service scheduler-mapOutput Fields

Field DescriptionField Name

Name of the scheduler map.

(Enhanced subscriber management for MX Series routers) The name of the dynamic scheduler map
object is associatedwith ageneratedUID (for example,SMAP-1_UID1002) insteadofwith a subscriber
interface.

Scheduler map

Indexof the indicatedobject.Objectshaving indexes in this output includeschedulermaps, schedulers,
and drop profiles.

(Enhancedsubscribermanagement forMXSeries routers) Indexvalues fordynamicCoS traffic control
profiles are larger for enhanced subscriber management than they are for legacy subscriber
management.

Index

Name of the scheduler.Scheduler

Classification of a packet affecting the forwarding, scheduling, andmarking policies applied as the
packet transits the router.

Forwarding class
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Table 90: show class-of-service scheduler-mapOutput Fields (continued)

Field DescriptionField Name

Configured transmit rate of the scheduler (in bps). The rate is a percentage of the total interface
bandwidth, or the keyword remainder, which indicates that the scheduler receives the remaining
bandwidth of the interface.

Transmit rate

Rate limiting configuration of the queue. Possible values are none, meaning no rate limiting, and exact,
meaning the queue only transmits at the configured rate.

Rate Limit

Amount of transmit delay (in milliseconds) or the buffer size of the queue. The buffer size is shown
as a percentage of the total interface buffer allocation, or by the keyword remainder to indicate that
the buffer is sized according to what remains after other scheduler buffer allocations.

Maximumbuffer delay

Scheduling priority: low or high.Priority

Priority of excess bandwidth: low,medium-low,medium-high, high, or none.Excess priority

(QFX Series, OCX Series, and EX4600 switches only) Explicit congestion notification (ECN) state:

• Disable—ECN is disabled on the specified scheduler

• Enable—ECN is enabled on the specified scheduler

ECN is disabled by default.

Explicit Congestion
Notification

Minimum shaping rate for an adjusted queue, in bps.Adjustminimum

Bandwidth adjustment applied to a queue, in percent.Adjust percent

Tabledisplaying theassignmentofdropprofilesbynameand index toagiven losspriority andprotocol
pair.

Drop profiles

Packet loss priority for drop profile assignment.Loss priority

Transport protocol for drop profile assignment.Protocol

Name of the drop profile.Name

Sample Output

show class-of-service scheduler-map

user@host> show class-of-service scheduler-map
Scheduler map: dd-scheduler-map, Index: 84

  Scheduler: aa-scheduler, Index: 8721, Forwarding class: aa-forwarding-class
   Transmit rate: 30 percent, Rate Limit: none, Maximum buffer delay: 39 ms,
   Priority: high
   Drop profiles:
    Loss priority   Protocol    Index    Name
     Low            non-TCP     8724     aa-drop-profile
     Low            TCP         9874     bb-drop-profile
     High           non-TCP     8833     cc-drop-profile
     High           TCP         8484     dd-drop-profile
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  Scheduler: bb-scheduler, Forwarding class: aa-forwarding-class
   Transmit rate: 40 percent, Rate limit: none, Maximum buffer delay: 68 ms,
   Priority: high
   Drop profiles:
    Loss priority   Protocol    Index    Name
     Low            non-TCP     8724     aa-drop-profile
     Low            TCP         9874     bb-drop-profile
     High           non-TCP     8833     cc-drop-profile
     High           TCP         8484     dd-drop-profile
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show class-of-service traffic-control-profile

Syntax show class-of-service traffic-control-profile
<profile-name>

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 12.2 for ACX Series Routers.

Command introduced in Junos OS Release 15.1R3 on MX Series routers for enhanced

subscriber management.

Description ForGigabit Ethernet IQPICs, Channelized IQPICs, EQDPCs, andTrioMPC/MIC interfaces

only, display traffic shaping and scheduling profiles.

(ACX Series routers) For ATM IMA pseudowire interfaces, display traffic shaping and

scheduling profiles.

Options none—Display all profiles.

profile-name—(Optional) Display information about a single profile.

Required Privilege
Level

view

Related
Documentation

Verifying and Managing Junos OS Enhanced Subscriber Management•

List of Sample Output show class-of-service traffic-control-profile on page 484
show class-of-service traffic-control-profile (MX Series routers with Clear Channel
Multi-Rate CEMIC) on page 485
show class-of-service traffic-control-profile (ACX Series routers with ATM IMA
pseudowire interfaces) on page 485
show class-of-service traffic-control-profile (Enhanced Subscriber
Management) on page 485

Output Fields Table 91 on page 482 describes the output fields for the show class-of-service

traffic-control-profilecommand.Output fieldsare listed in theapproximateorder inwhich

they appear.

Table 91: show class-of-service traffic-control-profile Output Fields

Field DescriptionField Name

Name of the traffic control profile.

(Enhanced subscriber management for MX Series routers) The
nameof thedynamic traffic control profile object is associatedwith
ageneratedUID(for example,TC_PROF_100_199_SERIES_UID1000)
instead of with a subscriber interface.

Traffic control profile
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Table 91: show class-of-service traffic-control-profile Output
Fields (continued)

Field DescriptionField Name

Index number of the traffic control profile.

(Enhanced subscriber management for MX Series routers) Index
values for dynamic CoS traffic control profiles are larger for
enhanced subscriber management than they are for legacy
subscriber management.

Index

(MX Series routers with ATMMulti-Rate CE MIC) Configured
category of ATM service. Possible values:

• cbr—Constant bit rate.

• rtvbr—Real time variable bit rate.

• nrtvbr—Non real time variable bit rate.

• ubr—Unspecified bit rate.

ATMService

Configuredmaximum burst size, in cells.MaximumBurst Size

Configured peak rate, in cps.Peak rate

Configured sustained rate, in cps.Sustained rate

Configured shaping rate, in bps.

NOTE: (MXSeries routerswithATMMulti-RateCEMIC)Configured
peak rate, in cps.

Shaping rate

Configured burst size for the shaping rate, in bytes.

NOTE: (MXSeries routerswithATMMulti-RateCEMIC)Configured
maximum burst rate, in cells.

Shaping rate burst

Configured shaping rate for high-priority traffic, in bps.Shaping rate priority high

Configured shaping rate for medium-priority traffic, in bps.Shaping rate priority
medium

Configured shaping rate for low-priority traffic, in bps.Shaping rate priority low

Configured shaping rate for high-priority excess traffic, in bps.Shaping rate excess high

Configured shaping rate for low-priority excess traffic, in bps.Shaping rate excess low

Name of the associated scheduler map.

(Enhanced subscriber management for MX Series routers) The
name of the dynamic scheduler map object is associated with a
generated UID (for example, SMAP-1_UID1002) instead of with a
subscriber interface.

Scheduler map

Configured delay buffer rate, in bps.Delay Buffer rate
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Table 91: show class-of-service traffic-control-profile Output
Fields (continued)

Field DescriptionField Name

Configured excess rate, in percent or proportion.Excess rate

Configured excess rate for high priority traffic, in percent or
proportion.

Excess rate high

Configured excess rate for low priority traffic, in percent or
proportion.

Excess rate low

Configured guaranteed rate, in bps or cps.

NOTE: (MX Series routers with ATMMulti-Rate CEMIC) This value
depends on the ATM service category chosen. Possible values:

• cbr—Guaranteed rate is equal to the configured peak rate in cps.

• rtvbr—Guaranteed rate is equal to the configured sustained rate
in cps.

• nrtvbr—Guaranteed rate is equal to the configured sustained rate
in cps.

Guaranteed rate

Configured burst size for the guaranteed rate, in bytes.Guaranteed rate burst

Configuredminimum shaping rate for an adjusted queue, in bps.adjust-minimum

Configured shaping mode: FrameMode or Cell Mode.overhead accountingmode

Configured byte adjustment value.Overhead bytes

Configured shaping-rate adjustment for parent scheduler nodes. If
enabled, this field appears.

flow-aware indicates that the parent scheduler node is adjusted
only once per multicast channel.

Adjust parent

Sample Output

show class-of-service traffic-control-profile

user@host> show class-of-service traffic-control-profile
Traffic control profile: Profile1, Index: 57625
  Scheduler map: m1
  Delay Buffer rate: 500000
  Guaranteed rate: 1000000

Traffic control profile: Profile2, Index: 57624
  Scheduler map: m2
  Delay Buffer rate: 600000
  Guaranteed rate: 2000000

Traffic control profile: Profile3, Index: 57627
  Scheduler map: m3
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  Delay Buffer rate: 800000
  Guaranteed rate: 3000000
 .Excess rate high: proportion 4

Traffic control profile: Profile4, Index: 57626
  Scheduler map: m4
  Delay Buffer rate: 750000
  Guaranteed rate: 4000000
..adjust-minimum 20000000

 Traffic control profile: foo, Index: 57626
   Shaping rate: 100000000
   Scheduler map: <default>
   Overhead accounting mode: Frame Mode
   Frame mode overhead accounting bytes: -12
   Adjust parent: flow-aware

show class-of-service traffic-control-profile (MX Series routers with Clear Channel Multi-Rate CEMIC)

user@host> show class-of-service traffic-control-profile
Traffic control profile: at-vbr1, Index: 11395
  ATM Service: RTVBR
  Scheduler map: m3
  Shaping rate: 1000 cps
  Shaping rate burst: 500 cells 
  Delay Buffer rate: 2000 cps
  Guaranteed rate: 1000 cps

Traffic control profile: foo, Index: 38286
  ATM Service: UBR
  Scheduler map: m3
  overhead accounting mode: Frame Mode

show class-of-service traffic-control-profile (ACX Series routers with ATM IMA pseudowire interfaces)

user@host> show class-of-service traffic-control-profile
Traffic control profile: foo, Index: 38286
  ATM Service: RTVBR
  Shaping rate: 2000 cps
  Shaping rate burst: 200 cells
  Scheduler map: <default>
  Delay Buffer rate: 1000 cps
  Guaranteed rate: 1700 cps

show class-of-service traffic-control-profile (Enhanced Subscriber Management)

user@host> show class-of-service traffic-control-profile
Traffic control profile: TC_PROF_100_199_SERIES_UID1000, Index: 4294967313
  Shaping rate: 11000000
  Shaping rate burst: 1 bytes
  Scheduler map: SMAP-1_UID1002
  Delay Buffer rate: 5000000
  Overhead accounting mode: Cell Mode
  Frame mode overhead accounting bytes: -4
  Cell mode overhead accounting bytes: 20
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show interfaces queue

Syntax show interfaces queue
<aggregate | remaining-traffic>
<both-ingress-egress>
<egress>
<forwarding-class forwarding-class>
<ingress>
<interface-name interface-name>
<l2-statistics>

Release Information Command introduced before Junos OS Release 7.4.

both-ingress-egress, egress, and ingress options introduced in Junos OS Release 7.6.

Command introduced in Junos OS Release 11.1 for the QFX Series.

l2-statistics option introduced in Junos OS Release 12.1.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display class-of-service (CoS) queue information for physical interfaces.

Options none—Show detailed CoS queue statistics for all physical interfaces.

aggregate—(Optional) Display the aggregated queuing statistics of all logical interfaces

that have traffic-control profiles configured. (Not on the QFX Series.)

both-ingress-egress—(Optional) On Gigabit Ethernet Intelligent Queuing 2 (IQ2) PICs,

display both ingress and egress queue statistics. (Not on the QFX Series.)

egress—(Optional) Display egress queue statistics.

forwarding-class forwarding-class—(Optional) Forwarding class name for this queue.

ShowsdetailedCoSstatistics for thequeueassociatedwith thespecified forwarding

class.

ingress—(Optional) On Gigabit Ethernet IQ2 PICs, display ingress queue statistics. (Not

on the QFX Series.)

interface-name interface-name—(Optional) Show detailed CoS queue statistics for the

specified interface.

l2-statistics—(Optional) Display Layer 2 statistics for MLPPP, FRF.15, and FRF.16 bundles

remaining-traffic—(Optional) Display the remaining-traffic queue statistics of all logical

interfaces that have traffic-control profiles configured.

Overhead for Layer 2
Statistics

Transmitted packets and transmitted byte counts are displayed for the Layer 2 level

with the addition of encapsulation overheads applied for fragmentation, as shown

in Table 92 on page 487. Others counters, such as packets and bytes queued (input)

anddropcounters, aredisplayedat theLayer 3 level. In thecaseof link fragmentation

and interleaving (LFI) for which fragmentation is not applied, corresponding Layer

2 overheads are added, as shown in Table 92 on page 487.
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Table 92: Layer 2 Overhead and Transmitted Packets or Byte Counts

LFIFragmentationProtocol

Second to n fragmentationsFirst fragmentation

BytesBytes

81213MLPPP (Long)

81011MLPPP (short)

81012MLFR (FRF15)

-810MFR (FRF16)

-1213MCMLPPP(Long)

-1011MCMLPPP(Short)

Layer 2 Statistics—Fragmentation Overhead Calculation

MLPPP/MC-MLPPP Overhead details:
   ===============================
   Fragment 1:

    Outer PPP header                         : 4 bytes
    Long or short sequence MLPPP header      : 4 bytes or 2 bytes 
    Inner PPP header                         : 1 byte
    HDLC flag and FCS bytes                  : 4 bytes

   Fragments 2 .. n :

    Outer PPP header                         : 4 bytes
    Long or short sequence MLPPP header      : 4 bytes or 2 bytes
    HDLC flag and FCS bytes                  : 4 bytes

   MLFR (FRF15) Overhead details:
   =============================
   Fragment 1:
       Framerelay header     :  2 bytes
       Control,NLPID         :  2 bytes
       Fragmentaion header   :  2 bytes
       Inner proto           :  2 bytes
       HDLC flag and  FCS    :  4 bytes

   Fragments 2 ...n :

       Framerelay header     :  2 bytes
       Control,NLPID         :  2 bytes
       Fragmentaion header   :  2 bytes
       HDLC flag and  FCS    :  4 bytes

   MFR (FRF16) Overhead details:
   ==============================
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   Fragment 1:
      Fragmentaion header   :  2 bytes
      Framerelay header     :  2 bytes
      Inner proto           :  2 bytes
      HDLC flag and  FCS    :  4 bytes

   Fragments 2 ...n :
      Fragmentaion header   :  2 bytes
      Framerelay header     :  2 bytes
      HDLC flag and  FCS    :  4 bytes

Overheadwith LFI

MLPPP(Long & short sequence):
   ============================
       Outer PPP header      :  4 bytes
       HDLC flag and  FCS    :  4 bytes

  MLFR (FRF15):
  =============
       Framerelay header     :  2 bytes
       Control,NLPID         :  2 bytes
       HDLC flag and  FCS    :  4 bytes

The following examples show overhead for different cases:

• A 1000-byte packet is sent to amlppp bundle without any fragmentation. At the

Layer 2 level, bytes transmitted is 1013 in 1 packet. This overhead is forMLPPP long

sequence encap.

• A 1000-byte packet is sent to amlppp bundle with a fragment threshold of

250byte. At the Layer 2 level, bytes transmitted is 1061 bytes in 5 packets.

• A 1000-byte LFI packet is sent to anmlppp bundle. At the Layer 2 level, bytes

transmitted is 1008 in 1 packet.

remaining-traffic—(Optional) Display the queuing statistics of all logical interfaces that

do not have traffic-control profiles configured. (Not on the QFX Series.)

Additional Information For rate-limited interfaces hosted on Modular Interface Cards (MICs), Modular Port

Concentrators (MPCs), or Enhanced Queuing DPCs, rate-limit packet-drop operations

occur before packets are queued for transmission scheduling. For such interfaces, the

statistics for queued traffic do not include the packets that have already been dropped

due to rate limiting, and consequently the displayed statistics for queued traffic are the

same as the displayed statistics for transmitted traffic.

NOTE: For rate-limited interfaces hosted on other types of hardware,
rate-limit packet-drop operations occur after packets are queued for
transmission scheduling. For these other interface types, the statistics for
queued traffic include the packets that are later dropped due to rate limiting,
and consequently the displayed statistics for queued traffic equals the sum
of the statistics for transmitted and rate-limited traffic.
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OnMSeries routers (except for the M320 andM120 routers), this command is valid only

for a PIC installed on an enhanced Flexible PIC Concentrator (FPC).

Queue statistics for aggregated interfaces are supported on the M Series and T Series

routers only. Statistics for an aggregated interface are the summation of the queue

statistics of the child links of that aggregated interface. You can view the statistics for a

child interface by using the show interfaces statistics command for that child interface.

When you configure tricolor marking on a 10-port 1-Gigabit Ethernet PIC, for queues 6

and 7 only, the output does not display the number of queued bytes and packets, or the

number of bytes and packets dropped because of RED. If you do not configure tricolor

marking on the interface, these statistics are available for all queues.

For the 4-port Channelized OC12 IQE PIC and 1-port Channelized OC48 IQE PIC, the

Packet Forwarding Engine Chassis Queues field represents traffic bound for a particular

physical interface on the PIC. For all other PICs, the Packet Forwarding Engine Chassis

Queues field represents the total traffic bound for the PIC.

For Gigabit Ethernet IQ2 PICs, the show interfaces queue command output does not

display the number of tail-dropped packets. This limitation does not apply to Packet

Forwarding Engine chassis queues.

When fragmentationoccurson theegress interface, the first set ofpacket counters shows

the postfragmentation values. The second set of packet counters (under the Packet

Forwarding Engine Chassis Queues field) shows the prefragmentation values.

The behavior of the egress queues for the Routing Engine-Generated Traffic is not same

as the configured queue for MLPPP and MFR configurations.

For information about how to configure CoS, see the Junos OS Network Interfaces Library

for Routing Devices. For related CoS operational mode commands, see the CLI Explorer.

Required Privilege
Level

view

List of Sample Output show interfaces queue (Rate-Limited Interface on a Gigabit Ethernet MIC in an
MPC) on page 494
show interfaces queue (Aggregated Ethernet on a T320 Router) on page 495
show interfaces queue (Gigabit Ethernet on a T640 Router) on page 497
show interfaces queue aggregate (Gigabit Ethernet Enhanced DPC) on page 497
show interfaces queue (Gigabit Ethernet IQ2 PIC) on page 501
show interfaces queue both-ingress-egress (Gigabit Ethernet IQ2 PIC) on page 504
show interfaces queue ingress (Gigabit Ethernet IQ2 PIC) on page 506
show interfaces queue egress (Gigabit Ethernet IQ2 PIC) on page 507
showinterfacesqueueremaining-traffic(GigabitEthernetEnhancedDPC)onpage509
show interfacesqueue(ChannelizedOC12 IQEType3PIC inSONETMode)onpage511
show interfaces queue (QFX Series) on page 521
show interfaces queue l2-statistics (lsq interface) on page 522
show interfaces queue lsq (lsq-ifd) on page 523

Output Fields Table 93 on page 490 lists the output fields for the show interfaces queue command.

Output fields are listed in the approximate order in which they appear.
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Table 93: show interfaces queue Output Fields

Field DescriptionField Name

Name of the physical interface.Physical interface

State of the interface. Possible values are described in the “Enabled Field” section under Common
Output Fields Description.

Enabled

Physical interface's index number, which reflects its initialization sequence.Interface index

SNMP index number for the interface.SNMP ifIndex

Total number of forwarding classes supported on the specified interface.Forwarding classes
supported

Total number of forwarding classes in use on the specified interface.Forwarding classes in
use

OnGigabit Ethernet IQ2PICsonly, total numberof ingressqueues supportedon the specified interface.Ingress queues
supported

On Gigabit Ethernet IQ2 PICs only, total number of ingress queues in use on the specified interface.Ingress queues in use

Total number of output queues supported on the specified interface.Output queues
supported

Total number of output queues in use on the specified interface.Output queues in use

Total number of egress queues supported on the specified interface.Egress queues
supported

Total number of egress queues in use on the specified interface.Egress queues in use

CoS queue number and its associated user-configured forwarding class name. Displayed on IQ2
interfaces.

• Queued packets—Number of queued packets.

• Transmitted packets—Number of transmitted packets.

• Dropped packets—Number of packets dropped by the ASIC's REDmechanism.

Queue counters
(Ingress)

(Logical interfaces on IQ PICs only) Maximum number of bytes up to which the logical interface can
burst. The burst size is based on the shaping rate applied to the interface.

Burst size

The followingoutput fieldsareapplicable toboth interfacecomponentandPacket Forwardingcomponent in the showinterfaces
queue command:

Queue number.Queue

Forwarding class name.Forwarding classes

Copyright © 2016, Juniper Networks, Inc.490

Traffic Management Feature Guide for the QFX Series



Table 93: show interfaces queue Output Fields (continued)

Field DescriptionField Name

Number of packets queued to this queue.

NOTE: For Gigabit Ethernet IQ2 interfaces, the Queued Packets count is calculated by the Junos OS
interpreting one frame buffer as one packet. If the queued packets are very large or very small, the
calculation might not be completely accurate for transit traffic. The count is completely accurate for
traffic terminated on the router.

For rate-limited interfaces hosted onMICs orMPCs only, this statistic does not include traffic dropped
due to rate limiting. For more information, see “Additional Information” on page 488.

Queued Packets

Number of bytes queued to this queue. The byte counts vary by interface hardware. For more
information, see Table 94 on page 493.

For rate-limited interfaces hosted onMICs orMPCs only, this statistic does not include traffic dropped
due to rate limiting. For more information, see “Additional Information” on page 488.

Queued Bytes

Number of packets transmitted by this queue. When fragmentation occurs on the egress interface,
the first setofpacket counters shows thepostfragmentationvalues. Thesecondsetofpacket counters
(displayed under the Packet Forwarding Engine Chassis Queues field) shows the prefragmentation
values.

NOTE: For Layer 2 statistics, see “Overhead for Layer 2 Statistics” on page 486

Transmitted Packets

Number of bytes transmitted by this queue. The byte counts vary by interface hardware. For more
information, see Table 94 on page 493.

NOTE: On MX Series routers, this number can be inaccurate when you issue the command for a
physical interface repeatedly and in quick succession, because the statistics for the child nodes are
collected infrequently. Wait ten seconds between successive iterations to avoid this situation.

NOTE: For Layer 2 statistics, see “Overhead for Layer 2 Statistics” on page 486

Transmitted Bytes

Number of packets dropped because of tail drop.

NOTE: TheTail-droppedpacketscounter is not supportedon thePTXSeriesPacketTransportRouters.

Tail-dropped packets

Number of packets dropped due to rate limiting.

For rate-limited interfaces hosted on MICs, MPCs, and Enhanced Queuing DPCs only, this statistic
is not included in the queued traffic statistics. For more information, see “Additional Information” on
page 488.

NOTE: TheRL-droppedpackets counter is not supportedon thePTXSeriesPacket Transport Routers,
and is omitted from the output.

RL-dropped packets

Number of bytes dropped due to rate limiting.

For rate-limited interfaces hosted on MICs, MPCs, and Enhanced Queuing DPCs only, this statistic
is not included in the queued traffic statistics. For more information, see “Additional Information” on
page 488.

RL-dropped bytes
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Table 93: show interfaces queue Output Fields (continued)

Field DescriptionField Name

Number of packets dropped because of random early detection (RED).

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, the total
numberofdroppedpackets isdisplayed.Onall otherMSeries routers, theoutput classifiesdropped
packets into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP packets dropped because of RED.

• Low, TCP—Number of low-loss priority TCP packets dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP packets dropped because of RED.

• High, TCP—Number of high-loss priority TCP packets dropped because of RED.

• (MXSeries routerswith enhancedDPCs, andTSeries routerswith enhancedFPCsonly)Theoutput
classifies dropped packets into the following categories:

• Low—Number of low-loss priority packets dropped because of RED.

• Medium-low—Number of medium-low loss priority packets dropped because of RED.

• Medium-high—Number of medium-high loss priority packets dropped because of RED.

• High—Number of high-loss priority packets dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped packets

Number of bytes dropped because of RED. The byte counts vary by interface hardware. For more
information, see Table 94 on page 493.

• (M Series and T Series routers only) On M320 and M120 routers and the T Series routers, only the
total number of dropped bytes is displayed. On all other M Series routers, the output classifies
dropped bytes into the following categories:

• Low, non-TCP—Number of low-loss priority non-TCP bytes dropped because of RED.

• Low, TCP—Number of low-loss priority TCP bytes dropped because of RED.

• High, non-TCP—Number of high-loss priority non-TCP bytes dropped because of RED.

• High, TCP—Number of high-loss priority TCP bytes dropped because of RED.

NOTE: Due to accounting space limitations on certain Type 3 FPCs (which are supported in M320
and T640 routers), this field does not always display the correct value for queue 6 or queue 7 for
interfaces on 10-port 1-Gigabit Ethernet PICs.

RED-dropped bytes

Bytecounts varyby interfacehardware. Table94onpage493showshowthebytecounts

ontheoutbound interfacesvarydependingonthe interfacehardware.Table94onpage493

is basedon theassumption that outbound interfacesare sending IP trafficwith478bytes

per packet.
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Table 94: Byte Count by Interface Hardware

CommentsByte Count Includes
Output
Level

Interface
Hardware

The 12 additional bytes
include 6 bytes for the
destination MAC address +
4bytes for theVLAN+2bytes
for the Ethernet type.

For RED dropped, 6 bytes are
added for the source MAC
address.

Queued: 490 bytes per packet, representing 478 bytes of
Layer 3 packet + 12 bytes

Transmitted: 490 bytes per packet, representing 478 bytes
of Layer 3 packet + 12 bytes

RED dropped: 496 bytes per packet representing 478 bytes
of Layer 3 packet + 18 bytes

InterfaceGigabit
Ethernet IQand
IQE PICs

–Queued: 478 bytes per packet, representing 478 bytes of
Layer 3 packet

Transmitted: 478 bytes per packet, representing 478 bytes
of Layer 3 packet

Packet
forwarding
component

The Layer 2 overhead is 14
bytes for non-VLAN traffic
and 18 bytes for VLAN traffic.

T Series, TX Series, T1600, and MX Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted: 478 bytes of Layer 3 packet.

T4000 routers with Type 5 FPCs :

• Queued: 478 bytes of Layer 3 packet + the full Layer 2
overhead including 4bytesCRC+ the full Layer 1 overhead
8 bytes preamble + 12 bytes Inter frame Gap.

• Transmitted: 478 bytes of Layer 3 packet + the full Layer
2 overhead including 4 bytes CRC + the full Layer 1
overhead 8 bytes preamble + 12 bytes Interframe Gap.

M Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted: 478 bytes of Layer 3 packet + the full Layer
2 overhead.

PTX Series Packet Transport Routers:

• Queued: The sum of the transmitted bytes and the RED
dropped bytes.

• Transmitted: Full Layer 2 overhead (including all L2
encapsulation and CRC) + 12 inter-packet gap + 8 for the
preamble.

• RED dropped: Full Layer 2 overhead (including all L2
encapsulation and CRC) + 12 inter-packet gap + 8 for the
preamble (does not include the VLAN header or MPLS
pushed bytes).

InterfaceNon-IQ PIC
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Table 94: Byte Count by Interface Hardware (continued)

CommentsByte Count Includes
Output
Level

Interface
Hardware

The additional 4 bytes are for
the Layer 2 Point-to-Point
Protocol (PPP) header.

Queued: 482 bytes per packet, representing 478 bytes of
Layer 3 packet + 4 bytes

Transmitted: 482 bytes per packet, representing 478 bytes
of Layer 3 packet + 4 bytes

RED dropped: 482 bytes per packet, representing 478 bytes
of Layer 3 packet + 4 bytes

InterfaceIQand IQEPICs
with a
SONET/SDH
interface

For transmitted packets, the
additional 8 bytes includes 4
bytes for the PPP header and
4 bytes for a cookie.

Queued: 478 bytes per packet, representing 478 bytes of
Layer 3 packet

Transmitted: 486 bytes per packet, representing 478 bytes
of Layer 3 packet + 8 bytes

Packet
forwarding
component

For transmitted packets, the
additional 5 bytes includes 4
bytes for the PPP header and
1 byte for the packet loss
priority (PLP).

T Series, TX Series, T1600, and MX Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted: 478 bytes of Layer 3 packet.

M Series routers:

• Queued: 478 bytes of Layer 3 packet.

• Transmitted:483bytesperpacket, representing478bytes
of Layer 3 packet + 5 bytes

• REDdropped:478bytesperpacket, representing478bytes
of Layer 3 packet

InterfaceNon-IQ PIC
with a
SONET/SDH
interface

The default FrameRelay overhead is 7 bytes. If you configure
the Frame Check Sequence (FCS) to 4 bytes, then the
overhead increases to 10 bytes.

InterfaceInterfaces
configuredwith
Frame Relay
Encapsulation

The Layer 2 overhead is 18
bytes for non-VLAN traffic
and 22 bytes for VLAN traffic.

Queued: 478 bytes of Layer 3 packet + the full Layer 2
overhead including CRC.

Transmitted: 478 bytes of Layer 3 packet + the full Layer 2
overhead including CRC.

Interface1-port
10-Gigabit
Ethernet IQ2
and IQ2–EPICs

4-port 1G IQ2
and IQ2-E PICs

8-port 1G IQ2
and IQ2-E PICs

–Queued: 478 bytes of Layer 3 packet.

Transmitted: 478 bytes of Layer 3 packet.

Packet
forwarding
component

Sample Output

show interfaces queue (Rate-Limited Interface on a Gigabit Ethernet MIC in anMPC)

The following example shows queue information for the rate-limited interface ge-4/2/0

on a Gigabit Ethernet MIC in an MPC. For rate-limited queues for interfaces hosted on

MICs or MPCs, rate-limit packet drops occur prior to packet output queuing. In the
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command output, the nonzero statistics displayed in the RL-dropped packets and

RL-dropped bytes fields quantify the traffic dropped to rate-limit queue 0 output to

10 percent of 1 gigabyte (100megabits) per second. Because the RL-dropped traffic

is not included in theQueued statistics, the statistics displayed for queued traffic are the

same as the statistics for transmitted traffic.

user@host> show interfaces queue ge-4/2/0
Physical interface: ge-4/2/0, Enabled, Physical link is Up
  Interface index: 203, SNMP ifIndex: 1054
Forwarding classes: 16 supported, 4 in use
Egress queues: 8 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :             131300649                141751 pps
    Bytes                :           11287964840              99793248 bps
  Transmitted:
    Packets              :             131300649                141751 pps
    Bytes                :           11287964840              99793248 bps
    Tail-dropped packets :                     0                     0 pps
    RL-dropped packets   :             205050862                602295 pps
    RL-dropped bytes     :           13595326612             327648832 bps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps

show interfaces queue (Aggregated Ethernet on a T320 Router)

The following example shows that the aggregated Ethernet interface, ae1, has traffic on

queues af1 and af12:

user@host> show interfaces queue ae1
Physical interface: ae1, Enabled, Physical link is Up
Interface index: 158, SNMP ifIndex: 33 Forwarding classes: 8 supported, 8 in use
Output queues: 8 supported, 8 in use
Queue: 0, Forwarding classes: be
  Queued:
    Packets              :                     5                     0 pps
    Bytes                :                   242                     0 bps
  Transmitted:
    Packets              :                     5                     0 pps
    Bytes                :                   242                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: af1
  Queued:
    Packets              :              42603765                595484 pps
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    Bytes                :            5453281920             609776496 bps
  Transmitted:
    Packets              :              42603765                595484 pps
    Bytes                :            5453281920             609776496 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: ef1
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: nc
  Queued:
    Packets              :                    45                     0 pps
    Bytes                :                  3930                     0 bps
  Transmitted:
    Packets              :                    45                     0 pps
    Bytes                :                  3930                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 4, Forwarding classes: af11
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 5, Forwarding classes: ef11
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 6, Forwarding classes: af12
  Queued:
    Packets              :              31296413                437436 pps
    Bytes                :            4005940864             447935200 bps
  Transmitted:
    Packets              :              31296413                437436 pps
    Bytes                :            4005940864             447935200 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 7, Forwarding classes: nc2
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
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  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

show interfaces queue (Gigabit Ethernet on a T640 Router)

user@host> show interfaces queue
Physical interface: ge-7/0/1, Enabled, Physical link is Up
   Interface index: 150, SNMP ifIndex: 42
 Forwarding classes: 8 supported, 8 in use
 Output queues: 8 supported, 8 in use
 Queue: 0, Forwarding classes: be
   Queued:
     Packets              :                    13                     0 pps
     Bytes                :                   622                     0 bps
   Transmitted:
     Packets              :                    13                     0 pps
     Bytes                :                   622                     0 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps
 Queue: 1, Forwarding classes: af1
   Queued:
     Packets              :            1725947945                372178 pps
     Bytes                :          220921336960             381110432 bps
   Transmitted:
     Packets              :            1725947945                372178 pps
     Bytes                :          220921336960             381110432 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps
 Queue: 2, Forwarding classes: ef1
   Queued:
     Packets              :                     0                     0 pps
     Bytes                :                     0                     0 bps
   Transmitted:
     Packets              :                     0                     0 pps
     Bytes                :                     0                     0 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps
 Queue: 3, Forwarding classes: nc
   Queued:
     Packets              :                   571                     0 pps
     Bytes                :                 49318                   336 bps
   Transmitted:
     Packets              :                   571                     0 pps
     Bytes                :                 49318                   336 bps
     Tail-dropped packets :                     0                     0 pps
     RED-dropped packets  :                     0                     0 pps
     RED-dropped bytes    :                     0                     0 bps

show interfaces queue aggregate (Gigabit Ethernet Enhanced DPC)

user@host> show interfaces queue ge-2/2/9 aggregate
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Physical interface: ge-2/2/9, Enabled, Physical link is Up
  Interface index: 238, SNMP ifIndex: 71
Forwarding classes: 16 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :             148450735                947295 pps
    Bytes                :            8016344944             409228848 bps
  Transmitted:
    Packets              :              76397439                487512 pps
    Bytes                :            4125461868             210602376 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :              72053285                459783 pps
     Low                 :              72053285                459783 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :            3890877444             198626472 bps
     Low                 :            3890877444             198626472 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :             410278257                473940 pps
    Bytes                :           22156199518             204742296 bps
  Transmitted:
    Packets              :               4850003                  4033 pps
    Bytes                :             261900162               1742256 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :             405425693                469907 pps
     Low                 :             405425693                469907 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :           21892988124             203000040 bps
     Low                 :           21892988124             203000040 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
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    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Forwarding classes: 16 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :              76605230                485376 pps
    Bytes                :            5209211400             264044560 bps
  Transmitted:
    Packets              :              76444631                484336 pps
    Bytes                :            5198235612             263478800 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                160475                  1040 pps
     Low                 :                160475                  1040 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :              10912300                565760 bps
     Low                 :              10912300                565760 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :               4836136                  3912 pps
    Bytes                :             333402032               2139056 bps
  Transmitted:
    Packets              :               3600866                  1459 pps
    Bytes                :             244858888                793696 bps
    Tail-dropped packets : Not Available  
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    RED-dropped packets  :               1225034                  2450 pps
     Low                 :               1225034                  2450 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :              83302312               1333072 bps
     Low                 :              83302312               1333072 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps

Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :              77059796                486384 pps
    Bytes                :            3544750624             178989576 bps
  Transmitted:
    Packets              :              77059797                486381 pps
    Bytes                :            3544750670             178988248 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
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     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :               4846580                  3934 pps
    Bytes                :             222942680               1447768 bps
  Transmitted:
    Packets              :               4846580                  3934 pps
    Bytes                :             222942680               1447768 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps

show interfaces queue (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-7/1/3
Physical interface: ge-7/1/3, Enabled, Physical link is Up
  Interface index: 170, SNMP ifIndex: 70 Forwarding classes: 16 supported, 4 in 
use Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :             418390039                    10 pps
    Bytes                :           38910269752                  7440 bps
  Transmitted:
    Packets              :             418390039                    10 pps
    Bytes                :           38910269752                  7440 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
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  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control
  Queued:
    Packets              :                  7055                     1 pps
    Bytes                :                451552                   512 bps
  Transmitted:
    Packets              :                  7055                     1 pps
    Bytes                :                451552                   512 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 16 supported, 4 in use Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :                  1031                     0 pps
    Bytes                :                143292                     0 bps
  Transmitted:
    Packets              :                  1031                     0 pps
    Bytes                :                143292                     0 bps
    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
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    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control
  Queued:
    Packets              :                 77009                    11 pps
    Bytes                :               6894286                  7888 bps
  Transmitted:
    Packets              :                 77009                    11 pps
    Bytes                :               6894286                  7888 bps
    Tail-dropped packets : Not Available  
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort
  Queued:
    Packets              :                  1031                     0 pps
    Bytes                :                147328                     0 bps
  Transmitted:
    Packets              :                  1031                     0 pps
    Bytes                :                147328                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
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    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps
Queue: 3, Forwarding classes: network-control
  Queued:
    Packets              :                 94386                    12 pps
    Bytes                :              13756799                  9568 bps
  Transmitted:
    Packets              :                 94386                    12 pps
    Bytes                :              13756799                  9568 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
     Low, non-TCP        :                     0                     0 pps
     Low, TCP            :                     0                     0 pps
     High, non-TCP       :                     0                     0 pps
     High, TCP           :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low, non-TCP        :                     0                     0 bps
     Low, TCP            :                     0                     0 bps
     High, non-TCP       :                     0                     0 bps
     High, TCP           :                     0                     0 bps

show interfaces queue both-ingress-egress (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-6/2/0 both-ingress-egress
Physical interface: ge-6/2/0, Enabled, Physical link is Up
  Interface index: 175, SNMP ifIndex: 121
Forwarding classes: 8 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                   254                     0 pps
    Bytes                :                 16274                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
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  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Forwarding classes: 8 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     3                     0 pps
    Bytes                :                   126                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
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Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
  Transmitted:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :              80564685                     0 pps
    Bytes                :            3383716770                     0 bps
  Transmitted:
    Packets              :              80564685                     0 pps
    Bytes                :            3383716770                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                  9397                     0 pps
    Bytes                :               3809052                   232 bps
  Transmitted:
    Packets              :                  9397                     0 pps
    Bytes                :               3809052                   232 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

show interfaces queue ingress (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-6/2/0 ingress
Physical interface: ge-6/2/0, Enabled, Physical link is Up
  Interface index: 175, SNMP ifIndex: 121
Forwarding classes: 8 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                   288                     0 pps
    Bytes                :                 18450                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
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Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps

show interfaces queue egress (Gigabit Ethernet IQ2 PIC)

user@host> show interfaces queue ge-6/2/0 egress
Physical interface: ge-6/2/0, Enabled, Physical link is Up
  Interface index: 175, SNMP ifIndex: 121
Forwarding classes: 8 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     3                     0 pps
    Bytes                :                   126                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
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    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              : Not Available
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Packet Forwarding Engine Chassis Queues:
Queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
  Transmitted:
    Packets              :              80564692                     0 pps
    Bytes                :            3383717100                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :              80564685                     0 pps
    Bytes                :            3383716770                     0 bps
  Transmitted:
    Packets              :              80564685                     0 pps
    Bytes                :            3383716770                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                  9538                     0 pps
    Bytes                :               3819840                     0 bps
  Transmitted:
    Packets              :                  9538                     0 pps
    Bytes                :               3819840                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
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show interfaces queue remaining-traffic (Gigabit Ethernet Enhanced DPC)

user@host> show interfaces queue ge-2/2/9 remaining-traffic
Physical interface: ge-2/2/9, Enabled, Physical link is Up
  Interface index: 238, SNMP ifIndex: 71
Forwarding classes: 16 supported, 4 in use
Ingress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :             110208969                472875 pps
    Bytes                :            5951284434             204282000 bps
  Transmitted:
    Packets              :             110208969                472875 pps
    Bytes                :            5951284434             204282000 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
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     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Forwarding classes: 16 supported, 4 in use
Egress queues: 4 supported, 4 in use
Queue: 0, Forwarding classes: best-effort 
  Queued:
    Packets              :             109355853                471736 pps
    Bytes                :            7436199152             256627968 bps
  Transmitted:
    Packets              :             109355852                471736 pps
    Bytes                :            7436198640             256627968 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: expedited-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: assured-forwarding 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
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  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: network-control 
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets : Not Available  
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps

show interfaces queue (Channelized OC12 IQE Type 3 PIC in SONETMode)

user@host> show interfaces queue t3-1/1/0:7
 Physical interface: t3-1/1/0:7, Enabled, Physical link is Up

   Interface index: 192, SNMP ifIndex: 1948

   Description: full T3 interface connect to 6ce13 t3-3/1/0:7 for FR testing - 
Lam

 Forwarding classes: 16 supported, 9 in use

 Egress queues: 8 supported, 8 in use

 Queue: 0, Forwarding classes: DEFAULT

   Queued:

     Packets              :                214886                 13449 pps

     Bytes                :               9884756               5164536 bps

   Transmitted:

     Packets              :                214886                 13449 pps

     Bytes                :               9884756               5164536 bps
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     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 1, Forwarding classes: REALTIME

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 2, Forwarding classes: PRIVATE
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   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 3, Forwarding classes: CONTROL

   Queued:

     Packets              :                    60                     0 pps

     Bytes                :                  4560                     0 bps

   Transmitted:

     Packets              :                    60                     0 pps

     Bytes                :                  4560                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps
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      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 4, Forwarding classes: CLASS_B_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 5, Forwarding classes: CLASS_C_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps
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     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 6, Forwarding classes: CLASS_V_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 7, Forwarding classes: CLASS_S_OUTPUT, GETS

   Queued:

     Packets              :                     0                     0 pps
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     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Packet Forwarding Engine Chassis Queues:

 Queues: 8 supported, 8 in use

 Queue: 0, Forwarding classes: DEFAULT

   Queued:

     Packets              :                371365                 23620 pps

     Bytes                :              15597330               7936368 bps

   Transmitted:

     Packets              :                371365                 23620 pps

     Bytes                :              15597330               7936368 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

Copyright © 2016, Juniper Networks, Inc.516

Traffic Management Feature Guide for the QFX Series



      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 1, Forwarding classes: REALTIME

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 2, Forwarding classes: PRIVATE

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps
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     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 3, Forwarding classes: CONTROL

   Queued:

     Packets              :                 32843                     0 pps

     Bytes                :               2641754                    56 bps

   Transmitted:

     Packets              :                 32843                     0 pps

     Bytes                :               2641754                    56 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 4, Forwarding classes: CLASS_B_OUTPUT
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   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 5, Forwarding classes: CLASS_C_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps
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      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 6, Forwarding classes: CLASS_V_OUTPUT

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps

     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

 Queue: 7, Forwarding classes: CLASS_S_OUTPUT, GETS

   Queued:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

   Transmitted:

     Packets              :                     0                     0 pps

     Bytes                :                     0                     0 bps

     Tail-dropped packets :                     0                     0 pps
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     RED-dropped packets  :                     0                     0 pps

      Low                 :                     0                     0 pps

      Medium-low          :                     0                     0 pps

      Medium-high         :                     0                     0 pps

      High                :                     0                     0 pps

     RED-dropped bytes    :                     0                     0 bps

      Low                 :                     0                     0 bps

      Medium-low          :                     0                     0 bps

      Medium-high         :                     0                     0 bps

      High                :                     0                     0 bps

show interfaces queue (QFX Series)

user@switch> show interfaces queue xe-0/0/15
   Physical interface: xe-0/0/15, Enabled, Physical link is Up
     Interface index: 49165, SNMP ifIndex: 539
   Forwarding classes: 12 supported, 8 in use
   Egress queues: 12 supported, 8 in use
   Queue: 0, Forwarding classes: best-effort 
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
   Queue: 3, Forwarding classes: fcoe 
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
0 bps
   Queue: 4, Forwarding classes: no-loss 
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
   Queue: 7, Forwarding classes: network-control 

521Copyright © 2016, Juniper Networks, Inc.

Chapter 9: Monitoring Commands for Scheduling



     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps
   Queue: 8, Forwarding classes: mcast
     Queued:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
     Transmitted:
       Packets              :                     0                     0 pps
       Bytes                :                     0                     0 bps
       Tail-dropped packets : Not Available  
       Total-dropped packets:                     0                     0 pps
       Total-dropped bytes  :                     0                     0 bps

show interfaces queue l2-statistics (lsq interface)

user@switch> show interfaces queue lsq-2/2/0.2 l2-statistics
Logical interface lsq-2/2/0.2 (Index 69) (SNMP ifIndex 1598)
Forwarding classes: 16 supported, 4 in use
Egress queues: 8 supported, 4 in use
Burst size: 0
Queue: 0, Forwarding classes: be
  Queued:
    Packets              :                     1                     0 pps
    Bytes                :                  1001                     0 bps
  Transmitted:
    Packets              :                     5                      0 pps
    Bytes                :                  1062                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 1, Forwarding classes: ef
  Queued:
    Packets              :                     1                     0 pps
    Bytes                :                  1500                     0 bps
  Transmitted:
    Packets              :                     6                      0 pps
    Bytes                :                  1573                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 2, Forwarding classes: af
  Queued:
    Packets              :                     1                     0 pps
    Bytes                :                   512                     0 bps
  Transmitted:
    Packets              :                     3                      0 pps
    Bytes                :                   549                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
Queue: 3, Forwarding classes: nc
  Queued:
    Packets              :                     0                     0 pps
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    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                      0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RED-dropped packets  :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
=========

show interfaces queue lsq (lsq-ifd)

user@switch> show interfaces queue lsq-1/0/0
Logical interface lsq-1/0/0 (Index 348) (SNMP ifIndex 660)
Forwarding classes: 16 supported, 4 in use
Egress queues: 8 supported, 4 in use
Burst size: 0
Queue: 0, Forwarding classes: be
  Queued:
    Packets              :                 55576                  1206 pps
    Bytes                :              29622008               5145472 bps
  Transmitted:
    Packets              :                 55576                  1206 pps
    Bytes                :              29622008               5145472 bps
    Tail-dropped packets :                     0                     0 pps
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 1, Forwarding classes: ef
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 2, Forwarding classes: af
  Queued:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
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  Transmitted:
    Packets              :                     0                     0 pps
    Bytes                :                     0                     0 bps
    Tail-dropped packets :                     0                     0 pps
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
Queue: 3, Forwarding classes: nc
  Queued:
    Packets              :                 22231                   482 pps
    Bytes                :              11849123               2057600 bps
  Transmitted:                          
    Packets              :                 22231                   482 pps
    Bytes                :              11849123               2057600 bps
    Tail-dropped packets :                     0                     0 pps
    RL-dropped packets   :                     0                     0 pps
    RL-dropped bytes     :                     0                     0 bps
    RED-dropped packets  :                     0                     0 pps
     Low                 :                     0                     0 pps
     Medium-low          :                     0                     0 pps
     Medium-high         :                     0                     0 pps
     High                :                     0                     0 pps
    RED-dropped bytes    :                     0                     0 bps
     Low                 :                     0                     0 bps
     Medium-low          :                     0                     0 bps
     Medium-high         :                     0                     0 bps
     High                :                     0                     0 bps
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show interfaces voq

Syntax show interfaces voq interface-name
<forwarding-class forwarding-class-name>
<non-zero>
<source-fpc source-fpc-number>

Release Information Command introduced in Junos OS Release 14.1 for the PTX Series Routers

Command introduced in Junos OS Release 15.1X53-D20 for QFX10000 switches.

Description Display the random early detection (RED) drop statistics from all ingress Packet

Forwarding Engines associated with the specified physical egress interface. In the VOQ

architecture, egress output queues (shallow buffers) buffer data in virtual queues on

ingress Packet Forwarding Engines. In cases of congestion, you can use this command

to identifywhich ingressPacket ForwardingEngine is the sourceofRED-droppedpackets

contributing to congestion.

NOTE: On the PTX Series routers and QFX10000 switches, these statistics
include tail-dropped packets.

Options interface interface-name—Display the ingress VOQ RED drop statistics for the specified

egress interface.

forwarding-class forwarding-class-name—DisplayVOQREDdrop statistics for a specified

forwarding class.

non-zero—Display only non-zero VOQ RED drop statistics counters.

source-fpc source-fpc-number—Display VOQ RED drop statistics for the specified source

FPC.

Additional Information On PTX Series routers, you can display VOQ statistics for only theWAN physical

interface.

•

• VOQ statistics for aggregated physical interfaces are not supported. Statistics for an

aggregated interface are the summation of the queue statistics of the child links of

that aggregated interface. You can use the show interfacesqueue command to identify

the child linkwhich is experiencing congestion and then view the VOQ statistics on the

respective child link using the show interfaces voq command.

For information on virtual output queuing on PTX routers, see Understanding Virtual

Output Queues on PTX Series Packet Transport Routers. For information on virtual output

queueingonQFX10000switches, see “UnderstandingCoSVirtualOutputQueues(VOQs)

on QFX10000 Switches” on page 322.

Required Privilege
Level

view
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Related
Documentation

Understanding Virtual Output Queues on PTX Series Packet Transport Routers•

• UnderstandingCoSVirtualOutputQueues(VOQs)onQFX10000Switchesonpage322

List of Sample Output showinterfacesvoq(ForaSpecificPhysical Interface)(PTXSeriesRouters)onpage527
show interfaces voq (For a Specific Physical Interface) (QFX10000
Switches) on page 531
show interfaces voq et-7/0/0 (For a Specific Forwarding Class) on page 533
show interfaces voq et-5/0/12 (For a Specific Source FPC) on page 534
show interfaces voq et-5/0/12 (For a Specific Forwarding Class and Source
FPC) on page 536
show interfaces voq et-7/0/0 (Non-Zero) on page 536
show interfaces voq et-7/0/0 (For a Specific Forwarding Class and
Non-Zero) on page 537

Output Fields Table 95 on page 526 lists the output fields for the show interfaces queue command.

Output fields are listed in the approximate order in which they appear.

Table 95: show interfaces voq Output Fields

Field DescriptionField Name

Name of the physical interface.Physical interface

State of the interface. Possible values are described in the “Enabled
Field” section under Common Output Fields Description.

Enabled

Physical interface's index number, which reflects its initialization
sequence.

Interface index

SNMP index number for the interface.SNMP ifIndex

Egress queue number.Queue

Forwarding class name.Forwarding classes

Number of the Flexible PIC Concentrator (FPC) located on ingress.FPC number

Number of the Packet Forwarding Engine providing virtual output
queues on the ingress.

PFE

Number of packets per second (pps) dropped because of random
early detection (RED).

NOTE: On thePTXSeries routers, these statistics include tail-dropped
packets.

RED-dropped packets

Numberofbytesper seconddroppedbecauseofRED.Thebytecounts
vary by interface hardware.

NOTE: On thePTXSeries routers, these statistics include tail-dropped
packets.

RED-dropped bytes
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Sample Output

show interfaces voq (For a Specific Physical Interface) (PTX Series Routers)

The following example shows ingress RED-dropped statistics for the egress Ethernet

interface configured on port 0 of Physical Interface Card (PIC) 0, located on the FPC in

slot 7.

The sample output below shows that the cause of the congestion is ingress Packet

Forwarding Engine PFE 0, which resides on FPC number 4, as denoted by the count of

RED-dropped packets and RED-dropped bytes for egress queue 0, forwarding classes

best-effort and egress queue 3, forwarding class network control.

user@host> show interfaces voq et-7/0/0
Physical interface: et-7/0/0, Enabled, Physical link is Up
  Interface index: 155, SNMP ifIndex: 699

Queue: 0, Forwarding classes: best-effort

FPC number: 1
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 4
    PFE: 0
      RED-dropped packets  :              19969426               2323178 pps
      RED-dropped bytes    :            2196636860            2044397464 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 6
    PFE: 0
      RED-dropped packets  :              19969424               2321205 pps
      RED-dropped bytes    :            2196636640            2042660808 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
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      RED-dropped bytes    :                     0                     0 bps
    PFE: 4
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 5
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 6
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 7
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 7
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

Queue: 1, Forwarding classes: expedited-forwarding

  FPC number: 1
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 4
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 6
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
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      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 4
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 5
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 6
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 7
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 7
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

Queue: 2, Forwarding classes: assured-forwarding

  FPC number: 1
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 4
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
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      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 6
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 4
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 5
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 6
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 7
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 7
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

Queue: 3, Forwarding classes: network-control

  FPC number: 1
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
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  FPC number: 4
    PFE: 0
      RED-dropped packets  :              16338670               1900314 pps
      RED-dropped bytes    :            1797253700            1672276976 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 6
    PFE: 0
      RED-dropped packets  :              16338698               1899163 pps
      RED-dropped bytes    :            1797256780            1671263512 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 4
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 5
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 6
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 7
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 7
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

show interfaces voq (For a Specific Physical Interface) (QFX10000 Switches)

The sample output below shows congestion on ingress PFE 1 on FPC number 0, and on

ingress PFE 2 on FPC number 1, as denoted by the count of RED-dropped packets and

RED-dropped bytes for best-effort egress queue 0.
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user@host> show interfaces voq et-1/0/0
Physical interface: et-1/0/0, Enabled, Physical link is Up
  Interface index: 659, SNMP ifIndex: 539

Queue: 0, Forwarding classes: best-effort

  FPC number: 0
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :             411063248              16891870 pps
      RED-dropped bytes    :           52616095744           17297275600 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 1
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2                              
      RED-dropped packets  :             411063012              16891870 pps
      RED-dropped bytes    :           52616065536           17297275376 bps

Queue: 3, Forwarding classes: fcoe

  FPC number: 0
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 1
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

Queue: 4, Forwarding classes: no-loss

  FPC number: 0
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
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    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 1
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

Queue: 7, Forwarding classes: network-control

  FPC number: 0
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 1
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1                              
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

show interfaces voq et-7/0/0 (For a Specific Forwarding Class)

user@host> show interfaces voq et-7/0/0 forwarding-class best-effort
Physical interface: et-7/0/0, Enabled, Physical link is Up
  Interface index: 155, SNMP ifIndex: 699

Queue: 0, Forwarding classes: best-effort

  FPC number: 1
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
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  FPC number: 4
    PFE: 0
      RED-dropped packets  :              66604786               2321519 pps
      RED-dropped bytes    :            7326526460            2042936776 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 6
    PFE: 0
      RED-dropped packets  :              66604794                371200 pps
      RED-dropped bytes    :            7326527340             326656000 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 4
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 5
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 6
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 7
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

  FPC number: 7
    PFE: 0
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 1
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 2
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps
    PFE: 3
      RED-dropped packets  :                     0                     0 pps
      RED-dropped bytes    :                     0                     0 bps

show interfaces voq et-5/0/12 (For a Specific Source FPC)

user@host> show interfaces voq et-5/0/12 source-fpc 0
Physical interface: et-5/0/12, Enabled, Physical link is Up
    Interface index: 166, SNMP ifIndex: 1104

  Queue: 0, Forwarding classes: best-effort
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    FPC number: 0
      PFE: 0
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 1
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 2
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 3
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps

  Queue: 1, Forwarding classes: expedited-forwarding

    FPC number: 0
      PFE: 0
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 1
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 2
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 3
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps

  Queue: 2, Forwarding classes: assured-forwarding

    FPC number: 0
      PFE: 0
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 1
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 2
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 3
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps

  Queue: 3, Forwarding classes: network-control

    FPC number: 0
      PFE: 0
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 1
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 2
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 3
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        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps

show interfaces voq et-5/0/12 (For a Specific Forwarding Class and Source FPC)

user@host> show interfaces voq et-5/0/12 forwarding-class best-effort source-fpc 5
Physical interface: et-5/0/12, Enabled, Physical link is Up
    Interface index: 166, SNMP ifIndex: 1104

  Queue: 0, Forwarding classes: best-effort

    FPC number: 5
      PFE: 0
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 1
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 2
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 3
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 4
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 5
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 6
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps
      PFE: 7
        RED-dropped packets  :                     0                     0 pps
        RED-dropped bytes    :                     0                     0 bps

show interfaces voq et-7/0/0 (Non-Zero)

user@host> show interfaces voq et-7/0/0 non-zero

Physical interface: et-7/0/0, Enabled, Physical link is Up
  Interface index: 155, SNMP ifIndex: 699

Queue: 0, Forwarding classes: best-effort

  FPC number: 4
    PFE: 0
      RED-dropped packets  :              95862238               2301586 pps
      RED-dropped bytes    :           10544846180            2025396264 bps

  FPC number: 6
    PFE: 0
      RED-dropped packets  :              95866639               2322569 pps
      RED-dropped bytes    :           10545330290            2043860728 bps

Queue: 3, Forwarding classes: network-control

  FPC number: 4
    PFE: 0
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      RED-dropped packets  :              78433066               1899727 pps
      RED-dropped bytes    :            8627637260            1671760384 bps

  FPC number: 6
    PFE: 0
      RED-dropped packets  :              78436704               1900628 pps
      RED-dropped bytes    :            8628037440            1672553432 bps

show interfaces voq et-7/0/0 (For a Specific Forwarding Class and Non-Zero)

user@host show interfaces voq et-7/0/0 forwarding-class best-effort non-zero
Physical interface: et-7/0/0, Enabled, Physical link is Up
  Interface index: 155, SNMP ifIndex: 699

Queue: 0, Forwarding classes: best-effort

  FPC number: 4
    PFE: 0
      RED-dropped packets  :             119540012               2322319 pps
      RED-dropped bytes    :           13149401320            2043640784 bps

  FPC number: 6
    PFE: 0
      RED-dropped packets  :             119540049               2322988 pps
      RED-dropped bytes    :           13149405390            2044229744 bps
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PART 4

Data Center Bridging (ETS, PFC, DCBX)
and Lossless Transport

• Using Data Center Bridging and Lossless Transport on page 541

• ConfigurationStatements forDataCenterBridgingandLosslessTransportonpage729

• Monitoring Commands for Data Center Bridging and Lossless Transport on page 769
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CHAPTER 10

Using Data Center Bridging and Lossless
Transport

• Understanding DCB Features and Requirements on page 542

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 545

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 551

• Disabling the ETS Recommendation TLV on page 576

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Example: Configuring CoS PFC for FCoE Traffic on page 612

• Example:ConfiguringCoSforFCoETransitSwitchTrafficAcrossanMC-LAGonpage621

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 692

• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 693

• Understanding DCBX on page 694

• Configuring the DCBXMode on page 704

• Configuring DCBX Autonegotiation on page 705

• Understanding DCBX Application Protocol TLV Exchange on page 708

• Defining an Application for DCBX Application Protocol TLV Exchange on page 712

• ConfiguringanApplicationMapforDCBXApplicationProtocolTLVExchangeonpage713

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 714
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• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Troubleshooting Dropped FCoE Traffic on page 725

Understanding DCB Features and Requirements

Data center bridging (DCB) is a set of enhancements to the IEEE 802.1 bridge

specifications. DCBmodifies and extends Ethernet behavior to support I/O convergence

in thedata center. I/O convergence includesbut is not limited to the transport of Ethernet

LAN traffic and Fibre Channel (FC) storage area network (SAN) traffic on the same

physical Ethernet network infrastructure.

A converged architecture saves cost by reducing the number of networks and switches

required to support both types of traffic, reducing the number of interfaces required,

reducing cable complexity, and reducing administration activities.

The Juniper Networks QFX Series supports the DCB features required to transport

converged Ethernet and FC traffic while providing the class-of-service (CoS) and other

characteristics FC requires for transmitting storage traffic. To accommodate FC traffic,

DCB specifications provide:

• A flow control mechanism called priority-based flow control (PFC, described in

IEEE 802.1Qbb) to help provide lossless transport.

• Adiscovery andexchangeprotocol for conveying configurationandcapabilities among

neighbors to ensure consistent configuration across the network, called Data Center

Bridging Capability Exchange protocol (DCBX), which is an extension of Link Layer

Data Protocol (LLDP, described in IEEE 802.1AB).

• A bandwidthmanagementmechanism called enhanced transmission selection (ETS,

described in IEEE 802.1Qaz).

• Acongestionmanagementmechanismcalledquantizedcongestionnotification (QCN,

described in IEEE 802.1Qau).

The switch supports the PFC, DCBX, and ETS standards but does not support QCN. The

switch also provides the high-bandwidth interfaces (10-Gbpsminimum) required to

support DCB and converged traffic.

NOTE: The Juniper Networks QFX10000 Series does not support enhanced
transmission selection (ETS) hierarchical scheduling in this release. Useport
scheduling tomanage bandwidth on QFX10000 switches.

This topic describes the DCB standards and requirements the switch supports:

• Lossless Transport on page 543

• ETS on page 544

• DCBX on page 544
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Lossless Transport

FC traffic requires lossless transport (defined as no frames dropped because of

congestion). Standard Ethernet does not support lossless transport, but the DCB

extensions toEthernetalongwithproperbuffermanagementenableanEthernetnetwork

to provide the level of class of service (CoS) necessary to transport FC frames

encapsulated in Ethernet over an Ethernet network.

This section describes these factors in creating lossless transport over Ethernet:

• PFC on page 543

• Buffer Management on page 543

• Physical Interfaces on page 543

PFC

PFC is a link-level flow control mechanism similar to Ethernet PAUSE (described in

IEEE 802.3x). Ethernet PAUSE stops all traffic on a link for a period of time. PFC enables

you to divide traffic on a link into eight priorities and stop the traffic of a selected priority

without stopping the traffic assigned to other priorities on the link.

Pausing the traffic of a selected priority enables you to provide lossless transport for

traffic assigned that priority and at the same time use standard lossy Ethernet transport

for the rest of the link traffic.

Buffer Management

Buffer management is critical to the proper functioning of PFC, because if buffers are

allowed to overflow, frames are dropped and transport is not lossless.

For each lossless flow priority, the switch requires sufficient buffer space to:

• Store frames sent during the time it takes to send the PFC pause frame across the

cable between devices.

• Store the frames that are already on thewire when the sender receives the PFC pause

frame.

The propagation delay due to cable length and speed, as well as processing speed,

determines the amount of buffer space needed to prevent frame loss due to congestion.

The switch automatically sets the threshold for sending PFC pause frames to

accommodatedelay fromcablesas longas300meters (984 feet) and toaccommodate

large frames that might be on the wire when the switch sends the pause frame. This

ensures that the switch sends pause frames early enough to allow the sender to stop

transmitting before the receive buffers on the switch overflow.

Physical Interfaces

The switch supports 10-Gbps, full-duplex interfaces. The switch enables DCB capability

only on 10-Gbps (or faster) Ethernet interfaces.
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ETS

PFC divides traffic into up to eight separate streams (priorities, configured on the switch

as forwarding classes) on a physical link. ETS enables you tomanage the link bandwidth

by:

• Grouping the priorities into priority groups (configured on the switch as forwarding

class sets).

• Specifying the bandwidth available to each of the priority groups as a percentage of

the total available link bandwidth.

• Allocating the bandwidth to the individual priorities in the priority group.

The available link bandwidth is the bandwidth remaining after servicing strict priority

flows.

Managing link bandwidth with ETS provides several advantages:

• There is uniformmanagement of all types of traffic on the link, both

congestion-managed traffic and standard Ethernet traffic.

• When a priority group does not use all of its allocated bandwidth, other priority groups

on the link can use that bandwidth as needed.

When a priority in a priority group does not use all of its allocated bandwidth, other

priorities in the group can use that bandwidth.

The result is better bandwidthutilization, becausepriorities that consist of bursty traffic

can share bandwidth during periods of low traffic transmission instead of consuming

their entire bandwidth allocation when traffic loads are light.

• You can assign traffic types with different service needs to different priorities so that

each traffic type receives appropriate treatment.

• Strict priority traffic retains its allocated bandwidth.

DCBX

DCB devices use DCBX to exchange configuration information with directly connected

peers (switches and endpoints such as servers). DCBX is an extension of LLDP. If you

disable LLDP on an interface, that interface cannot run DCBX. If you attempt to enable

DCBX on an interface on which LLDP is disabled, the configuration commit fails.

DCBX can:

• Discover the DCB capabilities of peers.

• Detect DCB feature misconfiguration or mismatches between peers.

• Configure DCB features on peers.

You can configure DCBX operation for PFC, the FCoE application, and ETS. DCBX is

enabled or disabled on a per-interface basis.
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Related
Documentation

Overview of Fibre Channel•

• Understanding FCoE

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding DCBX on page 694

• Understanding Fibre Channel Terminology

• Example: Configuring CoS PFC for FCoE Traffic on page 612

Understanding CoS Hierarchical Port Scheduling (ETS)

Scheduling defines the class-of-service (CoS) properties of output queues. Output

queues aremapped to forwarding classes. CoS scheduler properties include the amount

of interface bandwidth assigned to the queue, the queue priority, and the drop profiles

associated with the queue.

Hierarchical port scheduling is a two-tier process that provides better port bandwidth

utilization and greater flexibility to allocate resources to queues (forwarding classes)

and to groups of queues (forwarding class sets). Hierarchical scheduling includes the

Junos OS implementation of enhanced transmission selection (ETS), as described in

IEEE 802.1Qaz.

Video: What is Enhanced Transmission Selection?

This topic describes:

• Hierarchical Scheduling Tiers on page 545

• Hierarchical Scheduling and ETS on page 546

• ETS Advertisement in DCBX on page 548

• Hierarchical Scheduling Process on page 548

• Strict-High Priority Queues and Hierarchical Scheduling on page 549

• Default Hierarchical Scheduling on page 550

Hierarchical Scheduling Tiers

The two tiers used in hierarchical scheduling are priorities and priority groups, as shown

in Table 74 on page 332.
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Table 96: Hierarchical Scheduling Tiers

DescriptionEquivalent ETS ConstructJunosOSConfigurationConstruct

Think about priorities (forwarding classes) as output
queues.Youmap forwardingclasses toqueues, soeach
forwarding class represents an output queue.

When you use a classifier to map a forwarding class to
an IEEE802.1p codepoint, the codepoint identifies that
traffic’s priority for priority-based flow control (PFC).
Thus the forwarding class, the queuemapped to the
forwarding class, and the priority (code point)mapped
to the forwarding class all identify the same traffic.

NOTE: OCX Series switches do not support lossless
transport or PFC.

PriorityForwarding class

Priority groups (forwarding class sets) are groups of
priorities (forwarding classes). Forwarding class
membership ina forwardingclasssetdefines thepriority
group to which each priority belongs.

You can configure up to three unicast priority groups
and onemulticast priority group.

Priority groupForwarding class set

You apply scheduling properties to each hierarchical scheduling tier as descried in the

next section.

NOTE: If you explicitly configure one or more priority groups on an interface,
any priority (forwarding class) that is not assigned to a priority group
(forwarding class set) on that interface is assigned to an automatically
generated default priority group and receives no bandwidth. Thismeans that
if you configure hierarchical scheduling on an interface, every forwarding
class that you want to forward traffic on that interfacemust belong to a
forwarding class set.

NOTE: OnOCXSeries switches, by default, classifiers use DSCP code points
tomap traffic to forwarding classes. However, hierarchical schedulingworks
in the samemanner as when you use IEEE 802.1p code points to classify
traffic. The OCX Series classifies traffic into forwarding classes based on
DSCP code points, the forwarding classes aremapped to forwarding class
sets, and you apply scheduling properties to each of the two tiers.

Hierarchical Scheduling and ETS

Two-tier hierarchical schedulingmanagesbandwidthefficiently byenabling you todefine

the CoS properties for each priority group and for each priority. The first tier of the

hierarchical scheduler allocates port bandwidth to a priority group. The second tier of
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the hierarchical scheduler determines the portion of the priority group bandwidth that a

priority (queue) can use.

The CoS properties of a priority group define the amount of port bandwidth resources

available to the queues in that priority group. The CoS properties you configure for each

queue specify the amount of the bandwidth available to the queue from the bandwidth

allocated to thepriority group. Figure 11 onpage333shows the relationshipofport resource

allocation to priority groups, and priority group resource allocation to queues (priorities).

Figure 20: Hierarchical Scheduling Tiers
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If a queue (priority) does not use its allocated bandwidth, ETS shares the unused

bandwidth among the other queues in the priority group in proportion to the minimum

guaranteed rate (transmit rate) scheduled for each queue. If a priority group does not

use its allocatedbandwidth, ETSshares theunusedbandwidthamong thepriority groups

on the port in proportion to the minimum guaranteed rate (guaranteed rate) scheduled

for each priority group.

In thisway, ETS improves link bandwidth utilization, and it provides each queue and each

priority groupwith themaximumavailablebandwidth. For example, priorities that consist

of bursty traffic can share bandwidth during periods of low traffic transmission, instead

of reserving their entire bandwidth allocation when traffic loads are light. All Juniper

switches use ETS scheduling, except for QFX5200 and the QFX10000 switches.

NOTE: Theavailable linkbandwidth is thebandwidth remainingafterservicing
strict-high priority flows. Strict-high priority takes precedence over all other

traffic (werecommendthatyouconfigureashaping rate to limit themaximum
amount of bandwidth that a strict-high priority forwarding class can use to
prevent starving other queues).
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ETS Advertisement in DCBX

When you configure hierarchical scheduling on a port, Data Center Bridging Capability

Exchange protocol (DCBX) advertises:

• Each priority group

• The priorities in each priority group

• The bandwidth properties of each priority group and priority

When you configure hierarchical scheduling on a port, any priority that is not part of an

explicitly configured priority group is assigned to the automatically generated default

priority group and receives no bandwidth. The default priority group is transparent. It

does not appear in the configuration.

NOTE: OCX Series switches do support DCBX, so hierarchical scheduling
information is not exchangedwith connected peers onOCXSeries switches.

Hierarchical Scheduling Process

Hierarchical scheduling consists of multiple configuration steps that create the priorities

and thepriority groups, schedule their resources, andassign themto interfaces. Thesteps

below correspond to the six blocks in the packet flow diagram shown in

Figure 12 on page 335:

1. Packet classification:

• Configure classification of incoming traffic into forwarding classes (priorities). This

consists of either using the default classifiers or configuring classifiers tomap code

points and loss priorities to the forwarding classes.

• Apply the classifiers to ingress interfaces or use the default classifiers. Applying a

classifier to an interface groups incoming traffic on the interface into forwarding

classes and loss priorities, by applying the classifier code point mapping to the

incoming traffic.

2. Configure the output queues for the forwarding classes (priorities). This consists of

either using the default forwarding classes and forwarding-class-to-queuemapping,

or creating your own forwarding classes andmapping them to output queues.

3. Allocate resources to the forwarding classes:

• Define resources for the priorities. This consists of configuring schedulers to set

minimumguaranteed bandwidth,maximumbandwidth, drop profiles forWeighted

Random Early Detection (WRED), and bandwidth priority to apply to a forwarding

class. Extra bandwidth is shared among queues in proportion to the minimum

guaranteed bandwidth (transmit rate) of each queue.

• Map resources to priorities. This consists of mapping forwarding classes to

schedulers, using a scheduler map.
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4. Configure priority groups. This consists of mapping forwarding classes (priorities) to

forwarding class sets (priority groups) to define the priorities that belong to each

priority group.

5. Define resources for the priority groups. This consists of configuring traffic control

profiles to set minimum guaranteed bandwidth (guaranteed rate) andmaximum

bandwidth (shaping rate) for a priority group. Traffic control profiles also specify a

scheduler map, which defines the resources (schedulers) mapped to the priorities in

the priority group. Extra port bandwidth is shared among priority groups in proportion

to the minimum guaranteed bandwidth of each priority group.

The traffic control profile bandwidth settings determine the port resources available

to the priority group. The schedulers specified in the scheduler map determine the

amount of priority group resources that each priority receives.

6. Apply hierarchical scheduling to a port. This consists of attaching one ormore priority

groups (forwarding class sets) to an interface. For each priority group, you also attach

a traffic control profile, which contains the scheduling properties of the priority group

and the priorities in the priority group. Different priority groups on the same port can

use different traffic control profiles, which provides fine tuned control of scheduling

for each queue on each interface.

Figure 21: Hierarchical Scheduling Packet Flow
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Strict-High Priority Queues and Hierarchical Scheduling

If you configure a strict-high priority queue, youmust observe the following rules:

• Youmust create a separate forwarding class set (priority group) for the strict-high

priority queue.

• Only one forwarding class set can contain strict-high priority queues.

• Strict-high priority queues cannot belong to the same forwarding class set as queues

that are not strict-high priority.
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• A strict-high priority queue cannot belong to amultidestination forwarding class set.

• We recommend that you always apply a shaping rate to strict-high priority queues to

prevent them from starving other queues. If you do not apply a shaping rate to limit

the amount of bandwidth a strict-high priority queue can use, then the strict-high

priority queue can use all of the available port bandwidth and starve other queues on

the port.

NOTE: On a QFabric system, if a fabric (fte) interface handles strict-high
priority traffic, youmustdefineaseparate forwardingclassset (prioritygroup)
for strict-high priority traffic. Strict-high priority traffic cannot bemixed with
traffic of other priorities in a forwarding class set. For example, youmight
choose to create different forwarding class sets for best effort, lossless,
strict-high priority, andmultidestination traffic.

Default Hierarchical Scheduling

If you do not explicitly configure hierarchical scheduling, the switch uses the default

settings:

• The switch automatically creates a default forwarding class set that contains all of

the forwardingclasseson theswitch.Theswitchassigns 100percentof theport output

bandwidth to the default forwarding class set. The default forwarding class set is

transparent. It doesnotappear in theconfigurationand isused forDataCenterBridging

Capability Exchange protocol (DCBX) advertisement.

NOTE: OCXSeriesswitchesdonotsupportDCBX, so theETSconfiguration
is not advertised to connected peers.

• Ingress traffic is classified based on the default classifier settings.

• The forwarding classes (queues) in the default forwarding class set receive bandwidth

based on the default scheduler settings.

Related
Documentation

Understanding CoS Packet Flow on page 16•

• Understanding CoS Output Queue Schedulers on page 291

• Understanding CoS Priority Group Scheduling on page 318

• Benefits of Configuring CoS Hierarchical Port Scheduling

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding CoS Classifiers on page 108

• Understanding CoS Classifiers

• Understanding Default CoS Scheduling and Classification on page 129

• Understanding Default CoS Scheduling and Classification
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• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Example: Configuring MaximumOutput Bandwidth on page 371

Example: Configuring CoS Hierarchical Port Scheduling (ETS)

Hierarchical port scheduling defines the class-of-service (CoS) properties of output

queues, which are mapped to forwarding classes. Traffic is classified into forwarding

classes based on code point (priority), so mapping queues to forwarding classes also

maps queues to priorities). Hierarchical port scheduling enables you to group priorities

that require similar CoS treatment into priority groups. You define the port bandwidth

resources for a priority group, and you define the amount of the priority group’s resources

that each priority in the group can use.

Hierarchical port scheduling is the Junos OS implementation of enhanced transmission

selection (ETS), as described in IEEE 802.1Qaz. Onemajor benefit of hierarchical port

scheduling is greater port bandwidth utilization. If a priority group on a port does not use

all of its allocated bandwidth, other priority groups on that port can use that bandwidth.

Also, if aprioritywithinapriority groupdoesnotuse itsallocatedbandwidth, otherpriorities

within that priority group can use that bandwidth.

Configuring hierarchical scheduling is a multistep procedure that includes:

• Mapping forwarding classes to queues

• Defining forwarding class sets (priority groups)

• Defining behavior aggregate classifiers

• Configuring priority-based flow control (PFC) for lossless priorities (queues)

• Applying classifiers and PFC configuration to ingress interfaces

• Defining drop profiles

• Defining schedulers

• Mapping forwarding classes to schedulers

• Defining traffic control profiles

• Assigning priority groups and traffic control profiles to egress ports
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NOTE: OCX Series switches do not support lossless transport and do not
support PFC. Although this example includes configuring lossless transport
withPFC, theportionsof theexample thatdonotpertain to lossless transport
still apply toOCXSeries switches. (Youcanconfigurehierarchical scheduling
on OCX Series switches, but you cannot configure lossless transport or
lossless forwarding classes.)

This example describes how to configure hierarchical scheduling:

• Requirements on page 552

• Overview on page 552

• Configuration on page 556

• Verification on page 566

Requirements

This example uses the following hardware and software components:

• One switch (this example was tested on a Juniper Networks QFX3500 Switch)

• Junos OS Release 11.1 or later for the QFX Series or Junos OS Release 14.1X53-D20 or

later for the OCX Series

Overview

Keep the following considerations in mind when you plan the port bandwidth allocation

for priority groups and for individual priorities:

• Howmuch traffic and what types of traffic you expect to traverse the system.

• How you want to divide different types of traffic into priorities (forwarding classes) to

apply different CoS treatment to different types of traffic. Dividing traffic into priorities

includes:

• Mapping the code points of ingress traffic to forwarding classes using behavior

aggregate (BA) classifiers. This classifies incoming traffic into the appropriate

forwarding class based on code point.

• Mapping forwarding classes to output queues. This defines the output queue for

each type of traffic.

• Attaching the BA classifier to the desired ingress interfaces so that incoming traffic

maps to the desired forwarding classes and queues.

• How you want to organize priorities into priority groups (forwarding class sets).

Traffic that requires similar treatment usually belongs in the same priority group. To

do this, place forwarding classes that require similar bandwidth, loss, and other
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characteristics in the same forwarding class set. For example, you canmap all types

of best-effort traffic forwarding classes into one forwarding class set.

• Howmuch of the port bandwidth you want to allocate to each priority group and to

each of the priorities in each priority group. The following considerations apply to

bandwidth allocation:

• Estimatehowmuch traffic youexpect ineach forwardingclass, andhowmuch traffic

you expect in each forwarding class set (the amount of traffic you expect in a

forwarding class set is the aggregate amount of traffic in the forwarding classes that

belong to the forwarding class set).

• Thecombinedminimumguaranteedbandwidthof thepriorities (forwardingclasses)

in a priority group should not exceed theminimum guaranteed bandwidth of the

priority group (forwarding class set). The transmit rate scheduler parameter defines

the minimum guaranteed bandwidth for forwarding classes. Scheduler maps

associate schedulers with forwarding classes.

• The combinedminimum guaranteed bandwidth of the priority groups (forwarding

class sets) on a port should not exceed the port’s total bandwidth. The guaranteed

rate parameter in the traffic control profile defines the minimum bandwidth for a

forwarding class set. Associating a scheduler map with a traffic control profile sets

the scheduling for the individual forwarding classes in the forwarding class set.

This example creates hierarchical port scheduling by defining priority groups for best

effort, guaranteed delivery, and high-performance computing (HPC) traffic. Each priority

group includes priorities that need to receive similar CoS treatment. Each priority group

and each priority within each priority group receive the CoS resources needed to service

their flows. Lossless priorities use PFC to prevent packet loss when the network

experiences congestion.

Topology

Table 75 on page 339 shows the configuration components for this example.

NOTE: OCX Series switches do not support lossless transport and do not
support PFC. If you eliminate the configuration elements for the default
lossless fcoe and no-loss forwarding classes (including classifier, forwarding

class set, scheduler, and traffic control profile configuration for those
forwardingclasses)andforPFC, thisexampleworks forOCXSeriesswitches.
However, because the default fcoe and no-loss forwarding classes do not

carry traffic on OCX Series switches, you can apply the bandwidth allocated
to those forwardingclasses toother forwardingclasses.Bydefault, theactive
forwardingclasses (best-effort,network-control, andmcast) share theunused

bandwidth assigned to the fcoe and no-loss forwarding classes.

Table 97: Components of the Hierarchical Port Scheduling (ETS) Configuration Topology

SettingsProperty

QFX3500 switchHardware
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Table 97: Components of the Hierarchical Port Scheduling (ETS) Configuration
Topology (continued)

SettingsProperty

best-effort to queue 0

be2 to queue 1

fcoe (Fibre Channel over Ethernet) to queue 3

no-loss to queue 4

hpc (high-performance computing) to queue 5

network-control to queue 7

NOTE: On switches that do not support the ELS CLI, if you are using Junos OS Release 12.2
or later, use thedefault forwarding-class-to-queuemapping for the lossless fcoeandno-loss
forwarding classes. If you explicitly configure the default lossless forwarding classes, the
traffic mapped to those forwarding classes is treated as lossy (best-effort) traffic and does
not receive lossless treatment.

On switches that do not support the ELS CLI, in Junos OS Release 12.3 and later, you can
include the no-loss packet drop attribute in the explicit forwarding class configuration to
configure a lossless forwarding class.

Mapping of forwarding classes
(priorities) to queues

best-effort-pg: contains forwarding classes best-effort, be2, and network control

guar-delivery-pg: contains forwarding classes fcoe and no-loss

hpc-pg: contains forwarding class hpc

Forwarding class sets (priority
groups)

Name—hsclassifier1

Code point mapping:

• 000 to forwarding class best-effort and loss priority low

• 001 to forwarding class be2 and loss priority high

• 011 to forwarding class fcoe and loss priority low

• 100 to forwarding class no-loss and loss priority low

• 101 to forwarding class hpc and loss priority low

• 110 to forwarding class network-control and loss priority low

Behavior aggregate classifier
(maps forwarding classes and
loss priorities to incoming
packetsby IEEE802.1 codepoint)

Congestion notification profile name—gd-cnp

PFC enabled on code points: 011 (fcoe priority), 010 (no-loss priority)

PFC

dp-be-low: drop start point 25, drop end point 50, maximum drop rate 80

dp-be-high: drop start point 10, drop end point 40, maximum drop rate 100

dp-hpc: drop start point 75, drop end point 90, maximum drop rate 75

dp-nc: drop start point 80, drop end point 100, maximum drop rate 100

Drop profiles

NOTE: The fcoe and no-loss
priorities (queues) do not use
drop profiles because they are
lossless traffic classes.
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Table 97: Components of the Hierarchical Port Scheduling (ETS) Configuration
Topology (continued)

SettingsProperty

be-sched: minimum bandwidth 3g, maximum bandwidth 100%, priority low, drop profiles
dp-be-low and dp-be-high

fcoe-sched: minimum bandwidth 2.5g, maximum bandwidth 100%, priority low

hpc-sched: minimum bandwidth 2g, maximum bandwidth 100%, priority low, drop profile
dp-hpc

nc-sched:minimumbandwidth500m,maximumbandwidth 100%,priority low, dropprofile
dp-nc

nl-sched: minimum bandwidth 2g, maximum bandwidth 100%, priority low

Queue schedulers

Scheduler map be-map:
Forwarding class best-effort, scheduler be-sched
Forwarding class be2, scheduler be-sched
Forwarding class network-control, scheduler nc-sched

Scheduler map gd-map:
Forwarding class fcoe, scheduler fcoe-sched
Forwarding class no-loss, scheduler nl-sched

Scheduler map hpc-map:
Forwarding class hpc, scheduler hpc-sched

Forwarding class-to-scheduler
mapping

be-tcp: scheduler map be-map, minimum bandwidth 3.5g, maximum bandwidth 100%

gd-tcp: scheduler map gd-map, minimum bandwidth 4.5g, maximum bandwidth 100%

hpc-tcp: scheduler map hpc-map, minimum bandwidth 2g, maximum bandwidth 100%

Traffic control profiles

This exampleconfigureshierarchical port schedulingon interfaces xe-0/0/20and xe-0/0/21.
Because traffic is bidirectional, you apply the ingress and egress configuration components
to both interfaces:

• Classifier Name—hsclassifier1

• Forwarding class sets—best-effort-pg, guar-deliver-pg, hpc-pg

• Congestion notification profile—gd-cnp

Interfaces

Figure 13 on page 342 shows a block diagram of the configuration components and the

configuration flow of the CLI statements used in the example. You can perform the

configuration steps in a different sequence if you want.
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Figure 22: Hierarchical Port Scheduling Components Block Diagram
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Figure 14 on page 342 shows a block diagram of the hierarchical scheduling packet flow

from ingress to egress.

Figure 23: Hierarchical Port Scheduling Packet Flow Block Diagram
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Priority group scheduling (second
level of scheduling hierarchy):
Bandwidth characteristics and

queue scheduling mapped to the
priority group

Priority groups and
scheduling mapped

to egress ports

Egress

Configuration

CLI Quick
Configuration

To quickly configure hierarchical port scheduling on systems that support lossless

transport, copy the following commands, paste them in a text file, remove line breaks,

change variables and details to match your network configuration, and then copy and

paste the commands into the CLI at the [edit class-of-service] hierarchy level:

[edit class-of-service]
set forwarding-classes class best-effort queue-num0
set forwarding-classes class be2 queue-num 1
set forwarding-classes class hpc queue-num 5
set forwarding-classes class network-control queue-num 7
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set forwarding-class-sets best-effort-pg class best-effort
set forwarding-class-sets best-effort-pg class be2
set forwarding-class-sets best-effort-pg class network-control
set forwarding-class-sets guar-delivery-pg class fcoe
set forwarding-class-sets guar-delivery-pg class no-loss
set forwarding-class-sets hpc-pg class hpc
set classifiers ieee-802.1 hsclassifier1 forwarding-class best-effort loss-priority low code-points
000
set classifiers ieee-802.1 hsclassifier1 forwarding-class be2 loss-priority high code-points 001
set classifiers ieee-802.1 hsclassifier1 forwarding-class fcoe loss-priority low code-points 011
set classifiers ieee-802.1 hsclassifier1 forwarding-class no-loss loss-priority low code-points 100
set classifiers ieee-802.1 hsclassifier1 forwarding-class hpc loss-priority low code-points 101
set classifiers ieee-802.1 hsclassifier1 forwarding-class network-control loss-priority low
code-points 110
set congestion-notification-profile gd-cnp input ieee-802.1 code-point 011 pfc
set congestion-notification-profile gd-cnp input ieee-802.1 code-point 100 pfc
set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 hsclassifier1
set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 hsclassifier1
set interfaces xe-0/0/20 congestion-notification-profile gd-cnp
set interfaces xe-0/0/21 congestion-notification-profile gd-cnp
setdrop-profilesdp-be-low interpolate fill-level25 fill-level50drop-probability0drop-probability
80
setdrop-profilesdp-be-high interpolate fill-level 10fill-level40drop-probability0drop-probability
100
set drop-profiles dp-nc interpolate fill-level 80 fill-level 100 drop-probability 0 drop-probability
100
set drop-profiles dp-hpc interpolate fill-level 75 fill-level 90 drop-probability 0 drop-probability
75
set schedulers be-sched priority low transmit-rate 3g
set schedulers be-sched shaping-rate percent 100
set schedulers be-sched drop-profile-map loss-priority low protocol any drop-profile dp-be-low
set schedulersbe-scheddrop-profile-map loss-priorityhighprotocolanydrop-profiledp-be-high
set schedulers fcoe-sched priority low transmit-rate 2500m
set schedulers fcoe-sched shaping-rate percent 100
set schedulers hpc-sched priority low transmit-rate 2g
set schedulers hpc-sched shaping-rate percent 100
set schedulers hpc-sched drop-profile-map loss-priority low protocol any drop-profile dp-hpc
set schedulers nc-sched priority low transmit-rate 500m
set schedulers nc-sched shaping-rate percent 100
set schedulers nc-sched drop-profile-map loss-priority low protocol any drop-profile dp-nc
set schedulers nl-sched priority low transmit-rate 2g
set schedulers nl-sched shaping-rate percent 100
set scheduler-maps be-map forwarding-class best-effort scheduler be-sched
set scheduler-maps be-map forwarding-class be2 scheduler be-sched
set scheduler-maps be-map forwarding-class network-control scheduler nc-sched
set scheduler-maps gd-map forwarding-class fcoe scheduler fcoe-sched
set scheduler-maps gd-map forwarding-class no-loss scheduler nl-sched
set scheduler-maps hpc-map forwarding-class hpc scheduler hpc-sched
set traffic-control-profiles be-tcp scheduler-map be-map guaranteed-rate 3500m
set traffic-control-profiles be-tcp shaping-rate percent 100
set traffic-control-profiles gd-tcp scheduler-map gd-map guaranteed-rate 4500m
set traffic-control-profiles gd-tcp shaping-rate percent 100
set traffic-control-profiles hpc-tcp scheduler-map hpc-map guaranteed-rate 2g
set traffic-control-profiles hpc-tcp shaping-rate percent 100
set interfacesxe-0/0/20forwarding-class-setbest-effort-pgoutput-traffic-control-profilebe-tcp
set interfaces xe-0/0/20 forwarding-class-set guar-delivery-pg output-traffic-control-profile
gd-tcp
set interfaces xe-0/0/20 forwarding-class-set hpc-pg output-traffic-control-profile hpc-tcp
set interfacesxe-0/0/21 forwarding-class-setbest-effort-pgoutput-traffic-control-profilebe-tcp
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set interfaces xe-0/0/21 forwarding-class-set guar-delivery-pg output-traffic-control-profile
gd-tcp
set interfaces xe-0/0/21 forwarding-class-set hpc-pg output-traffic-control-profile hpc-tcp

OCX Series Switches

Because OCX Series switches do not support lossless transport, the following subset of

theconfigurationeliminates the lossless configurationelementsandprovideshierarchical

port scheduling for the best-effort, be2, hpc, and network-control forwarding classes. In

addition, on OCX Series switches, you would probably use DSCP classifiers and code

points instead of IEEE classifiers and code points. To quickly configure hierarchical port

scheduling on anOCXSeries switch, copy the following commands, paste them in a text

file, remove linebreaks, changevariablesanddetails tomatchyour network configuration,

and then copy and paste the commands into the CLI at the [edit class-of-service]

hierarchy level:

[edit class-of-service]
set forwarding-classes class best-effort queue-num0
set forwarding-classes class be2 queue-num 1
set forwarding-classes class hpc queue-num 5
set forwarding-classes class network-control queue-num 7
set forwarding-class-sets best-effort-pg class best-effort
set forwarding-class-sets best-effort-pg class be2
set forwarding-class-sets best-effort-pg class network-control
set forwarding-class-sets hpc-pg class hpc
set classifiers ieee-802.1 hsclassifier1 forwarding-class best-effort loss-priority low code-points
000
set classifiers ieee-802.1 hsclassifier1 forwarding-class be2 loss-priority high code-points 001
set classifiers ieee-802.1 hsclassifier1 forwarding-class hpc loss-priority low code-points 101
set classifiers ieee-802.1 hsclassifier1 forwarding-class network-control loss-priority low
code-points 110
set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 hsclassifier1
set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 hsclassifier1
setdrop-profilesdp-be-low interpolate fill-level25 fill-level50drop-probability0drop-probability
80
setdrop-profilesdp-be-high interpolate fill-level 10fill-level40drop-probability0drop-probability
100
set drop-profiles dp-nc interpolate fill-level 80 fill-level 100 drop-probability 0 drop-probability
100
set drop-profiles dp-hpc interpolate fill-level 75 fill-level 90 drop-probability 0 drop-probability
75
set schedulers be-sched priority low transmit-rate 3g
set schedulers be-sched shaping-rate percent 100
set schedulers be-sched drop-profile-map loss-priority low protocol any drop-profile dp-be-low
set schedulersbe-scheddrop-profile-map loss-priorityhighprotocolanydrop-profiledp-be-high
set schedulers hpc-sched priority low transmit-rate 2g
set schedulers hpc-sched shaping-rate percent 100
set schedulers hpc-sched drop-profile-map loss-priority low protocol any drop-profile dp-hpc
set schedulers nc-sched priority low transmit-rate 500m
set schedulers nc-sched shaping-rate percent 100
set schedulers nc-sched drop-profile-map loss-priority low protocol any drop-profile dp-nc
set scheduler-maps be-map forwarding-class best-effort scheduler be-sched
set scheduler-maps be-map forwarding-class be2 scheduler be-sched
set scheduler-maps be-map forwarding-class network-control scheduler nc-sched
set scheduler-maps hpc-map forwarding-class hpc scheduler hpc-sched
set traffic-control-profiles be-tcp scheduler-map be-map guaranteed-rate 3500m
set traffic-control-profiles be-tcp shaping-rate percent 100
set traffic-control-profiles hpc-tcp scheduler-map hpc-map guaranteed-rate 2g
set traffic-control-profiles hpc-tcp shaping-rate percent 100
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set interfacesxe-0/0/20forwarding-class-setbest-effort-pgoutput-traffic-control-profilebe-tcp
set interfaces xe-0/0/20 forwarding-class-set hpc-pg output-traffic-control-profile hpc-tcp
set interfacesxe-0/0/21 forwarding-class-setbest-effort-pgoutput-traffic-control-profilebe-tcp
set interfaces xe-0/0/21 forwarding-class-set hpc-pg output-traffic-control-profile hpc-tcp

Step-by-Step
Procedure

Toperformastep-by-stepconfigurationof the forwardingclasses (priorities), forwarding

class sets (priority groups), classifiers, queue schedulers, PFC, traffic control profiles,

and interfaces to set up hierarchical port scheduling (ETS):

1. Configure the forwardingclasses (priorities)andmapthemtounicastoutputqueues

(do not explicitly map the fcoe and no-loss forwarding classes to output queues;

use the default configuration):

[edit class-of-service]
user@switch# set forwarding-classes class best-effort queue-num0
user@switch# set forwarding-classes class be2 queue-num 1
user@switch# set forwarding-classes class hpc queue-num 5
user@switch# set forwarding-classes class network-control queue-num 7

2. Configure forwarding class sets (priority groups) to group forwarding classes

(priorities) that require similar CoS treatment:

[edit class-of-service]
user@switch# set forwarding-class-sets best-effort-pg class best-effort
user@switch# set forwarding-class-sets best-effort-pg class be2
user@switch# set forwarding-class-sets best-effort-pg class network-control
user@switch# set forwarding-class-sets guar-delivery-pg class fcoe
user@switch# set forwarding-class-sets guar-delivery-pg class no-loss
user@switch# set forwarding-class-sets hpc-pg class hpc

NOTE: OnOCX Series switches, you would not configure the
guar-delivery-pg forwarding class set for lossless traffic.

3. Configure a classifier to set the loss priority and IEEE 802.1 code points assigned to

each forwarding class at the ingress:

[edit class-of-service]
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class best-effort
loss-priority low code-points 000
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class be2 loss-priority
high code-points 001
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class fcoe loss-priority
low code-points 011
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class no-loss loss-priority
low code-points 100
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-classhpc loss-priority low
code-points 101
user@switch# set classifiers ieee-802.1 hsclassifier1 forwarding-class network-control
loss-priority low code-points 110

NOTE: OnOCX Series switches, you would not configure the fcoe and

no-loss portions of the classifier.
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4. Configure a congestion notification profile to enable PFC on the FCoE and no-loss

queue IEEE 802.1 code points:

[edit class-of-service]
user@switch# set congestion-notification-profile gd-cnp input ieee-802.1 code-point 011
pfc
user@switch# set congestion-notification-profile gd-cnp input ieee-802.1 code-point 100
pfc

NOTE: This step does not apply to OCX Series switches, which do not
support PFC.

5. Assign the classifier to the interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 hsclassifier1
user@switch# set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 hsclassifier1

6. Apply the PFC configuration to the interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 congestion-notification-profile gd-cnp
user@switch# set interfaces xe-0/0/21 congestion-notification-profile gd-cnp

NOTE: This step does not apply to OCX Series switches, which do not
support PFC.

7. Configure the drop profile for the best-effort low loss-priority queue:

[edit class-of-service]
user@switch# set drop-profiles dp-be-low interpolate fill-level 25 fill-level 50
drop-probability 0 drop-probability 80

8. Configure the drop profile for the best-effort high loss-priority queue:

[edit class-of-service]
user@switch# set drop-profiles dp-be-high interpolate fill-level 10 fill-level 40
drop-probability 0 drop-probability 100

9. Configure the drop profile for the network-control queue:

[edit class-of-service]
user@switch# setdrop-profilesdp-nc interpolate fill-level80fill-level 100drop-probability
0 drop-probability 100

10. Configure the drop profile for the high-performance computing queue:

[edit class-of-service]
user@switch# setdrop-profilesdp-hpc interpolate fill-level 75 fill-level90drop-probability
0 drop-probability 75

11. Define the minimum guaranteed bandwidth, priority, maximum bandwidth, and

drop profiles for the best-effort queue:

[edit class-of-service]
user@switch# set schedulers be-sched priority low transmit-rate 3g
user@switch# set schedulers be-sched shaping-rate percent 100
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user@switch# set schedulers be-sched drop-profile-map loss-priority low protocol any
drop-profile dp-be-low
user@switch# set schedulers be-sched drop-profile-map loss-priority high protocol any
drop-profile dp-be-high

12. Define theminimum guaranteed bandwidth, priority, andmaximum bandwidth for

the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 2500m
user@switch# set schedulers fcoe-sched shaping-rate percent 100

NOTE: This step does not apply to OCX Series switches, which do not
support lossless transport.

13. Define the minimum guaranteed bandwidth, priority, maximum bandwidth, and

drop profile for the high-performance computing queue:

[edit class-of-service]
user@switch# set schedulers hpc-sched priority low transmit-rate 2g
user@switch# set schedulers hpc-sched shaping-rate percent 100
user@switch# set schedulers hpc-sched drop-profile-map loss-priority low protocol any
drop-profile dp-hpc

14. Define the minimum guaranteed bandwidth, priority, maximum bandwidth, and

drop profile for the network-control queue:

[edit class-of-service]
user@switch# set schedulers nc-sched priority low transmit-rate 500m
user@switch# set schedulers nc-sched shaping-rate percent 100
user@switch# set schedulers nc-sched drop-profile-map loss-priority low protocol any
drop-profile dp-nc

15. Define theminimum guaranteed bandwidth, priority, andmaximum bandwidth for

the no-loss queue:

[edit class-of-service]
user@switch# set schedulers nl-sched priority low transmit-rate 2g
user@switch# set schedulers nl-sched shaping-rate percent 100

NOTE: This step does not apply to OCX Series switches, which do not
support lossless transport.

16. Map the schedulers to the appropriate forwarding classes (queues):

[edit class-of-service]
user@switch# setscheduler-mapsbe-mapforwarding-classbest-effortschedulerbe-sched
user@switch# set scheduler-maps be-map forwarding-class be2 scheduler be-sched
user@switch# set scheduler-maps be-map forwarding-class network-control scheduler
nc-sched
user@switch# set scheduler-maps gd-map forwarding-class fcoe scheduler fcoe-sched
user@switch# set scheduler-maps gd-map forwarding-class no-loss scheduler nl-sched
user@switch# set scheduler-maps hpc-map forwarding-class hpc scheduler hpc-sched
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NOTE: OnOCX Series switches, because lossless transport is not
supported, you would not configure the gd-map scheduler map.

17. Define the traffic control profile for the best-effort priority group (queue scheduler

to mapping, minimum guaranteed bandwidth, andmaximum bandwidth):

[edit class-of-service]
user@switch# set traffic-control-profiles be-tcp scheduler-map be-map guaranteed-rate
3500m
user@switch# set traffic-control-profiles be-tcp shaping-rate percent 100

18. Define the traffic control profile for the guaranteed delivery priority group (queue

toschedulermapping,minimumguaranteedbandwidth,andmaximumbandwidth):

[edit class-of-service]
user@switch# set traffic-control-profiles gd-tcp scheduler-map gd-map guaranteed-rate
4500m
user@switch# set traffic-control-profiles gd-tcp shaping-rate percent 100

NOTE: This step does not apply to OCX Series switches, which do not
support lossless transport.

19. Define the traffic control profile for the high-performance computing priority group

(queue to scheduler mapping, minimum guaranteed bandwidth, andmaximum

bandwidth):

[edit class-of-service]
user@switch# set traffic-control-profileshpc-tcpscheduler-maphpc-mapguaranteed-rate
2g
user@switch# set traffic-control-profiles hpc-tcp shaping-rate percent 100

20. Apply the three priority groups (forwarding class sets) and the appropriate traffic

control profiles to the egress ports:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 forwarding-class-set best-effort-pg
output-traffic-control-profile be-tcp
user@switch# set interfaces xe-0/0/20 forwarding-class-set guar-delivery-pg
output-traffic-control-profile gd-tcp
user@switch# set interfaces xe-0/0/20 forwarding-class-set hpc-pg
output-traffic-control-profile hpc-tcp
user@switch# set interfaces xe-0/0/21 forwarding-class-set best-effort-pg
output-traffic-control-profile be-tcp
user@switch# set interfaces xe-0/0/21 forwarding-class-set guar-delivery-pg
output-traffic-control-profile gd-tcp
user@switch# set interfaces xe-0/0/21 forwarding-class-set hpc-pg
output-traffic-control-profile hpc-tcp

NOTE: BecauseOCXSeries switchesdonot support lossless transport,
on OCX Series switches, you would not apply the guar-deliver-pg

forwarding class set and the gd-tcp traffic control profile to interfaces.
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Results

Display the results of the configuration (the system shows only the explicitly configured

parameters; it does not show default parameters such as the fcoe and no-loss lossless

forwardingclasses).OnOCXSeries switches, youwouldnot see the lossless configuration

components in the output:

user@switch> show configuration class-of-service
classifiers {
ieee-802.1 hsclassifier1 {
forwarding-class best-effort {
loss-priority low code-points 000;

}
forwarding-class be2 {
loss-priority high code-points 001;

}
forwarding-class fcoe {
loss-priority low code-points 011;

}
forwarding-class no-loss {
loss-priority low code-points 100;

}
forwarding-class hpc {
loss-priority low code-points 101;

}
forwarding-class network-control {
loss-priority low code-points 110;

}
}
drop-profiles {
dp-be-low {
interpolate {
fill-level [ 25 50 ];
drop-probability [ 0 80 ];

}
}
dp-be-high {
interpolate {
fill-level [ 10 40 ];
drop-probability [ 0 100 ];

}
}
dp-hpc {
interpolate {
fill-level [ 75 90 ];
drop-probability [ 0 75 ];

}
}
dp-nc {
interpolate {
fill-level [ 80 100 ];
drop-probability [ 0 100 ];

}
}

}

563Copyright © 2016, Juniper Networks, Inc.

Chapter 10: Using Data Center Bridging and Lossless Transport



forwarding-classes {
class best-effort queue-num0;
class be2 queue-num 1;
class hpc queue-num 5;
class network-control queue-num 7;

}
traffic-control-profiles {
be-tcp {
scheduler-map be-map;
shaping-rate percent 100;
guaranteed-rate 3500000000;

}
gd-tcp {
scheduler-map gd-map;
shaping-rate percent 100;
guaranteed-rate 4500000000;

}
hpc-tcp {
scheduler-map hpc-map;
shaping-rate percent 100;
guaranteed-rate 2g;

}
}
forwarding-class-sets {
guar-delivery-pg {
class fcoe;
class no-loss;

}
best-effort-pg {
class best-effort;
class be2;
class network-control;

}
hpc-pg {
class hpc;

}
}
congestion-notification-profile {
gd-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
code-point 100 {
pfc;

}
}

}
}

}
interfaces {
xe-0/0/20 {
forwarding-class-set {
best-effort-pg {
output-traffic-control-profile be-tcp;
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}
guar-delivery-pg {
output-traffic-control-profile gd-tcp;

}
hpc-pg {
output-traffic-control-profile hpc-tcp;

}
}
congestion-notification-profile gd-cnp;
unit 0 {
classifiers {
ieee-802.1 hsclassifier1;

}
}

}
xe-0/0/21 {
forwarding-class-set {
best-effort-pg {
output-traffic-control-profile be-tcp;

}
guar-delivery-pg {
output-traffic-control-profile gd-tcp;

}
hpc-pg {
output-traffic-control-profile hpc-tcp;

}
}
congestion-notification-profile gd-cnp;
unit 0 {
classifiers {
ieee-802.1 hsclassifier1;

}
}

}
}
scheduler-maps {
be-map {
forwarding-class best-effort scheduler be-sched;
forwarding-class network-control scheduler nc-sched;
forwarding-class be2 scheduler be-sched;

}
gd-map {
forwarding-class fcoe scheduler fcoe-sched;
forwarding-class no-loss scheduler nl-sched;

}
hpc-map {
forwarding-class hpc scheduler hpc-sched;

}
}
schedulers {
be-sched {
transmit-rate 3g;
shaping-rate percent 100;
priority low;
drop-profile-map loss-priority low protocol any drop-profile dp-be-low;
drop-profile-map loss-priority high protocol any drop-profile dp-be-high;
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}
fcoe-sched {
transmit-rate 2500000000;
shaping-rate percent 100;
priority low;

}
hpc-sched {
transmit-rate 2g;
shaping-rate percent 100;
priority low;
drop-profile-map loss-priority low protocol any drop-profile dp-hpc;

}
nc-sched {
transmit-rate 500m;
shaping-rate percent 100;
priority low;
drop-profile-map loss-priority low protocol any drop-profile dp-nc;

}
nl-sched {
transmit-rate 2g;
shaping-rate percent 100;
priority low;

}
}

TIP: To quickly configure the interfaces, issue the loadmerge terminal

command, and then copy the hierarchy and paste it into the switch terminal
window.

Verification

NOTE: The verification output is basedon the full example configuration.On
OCX Series switches, you do not see lossless configuration components in
theoutput.Commentsabout losslessconfigurationcomponentsdonotapply
to OCX Series switches.

To verify that you created the hierarchical port scheduling components and they are

operating properly, perform these tasks:

• Verifying the Forwarding Classes (Priorities) on page 567

• Verifying the Forwarding Class Sets (Priority Groups) on page 567

• Verifying the Classifier on page 568

• Verifying Priority-Based Flow Control on page 568

• Verifying the Output Queue Schedulers on page 569

• Verifying the Drop Profiles on page 572
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• Verifying the Priority Group Output Schedulers (Traffic Control Profiles) on page 573

• Verifying the Interface Configuration on page 574

Verifying the Forwarding Classes (Priorities)

Purpose Verify that you created the forwarding classes andmapped them to the correct queues.

(The system shows only the explicitly configured forwarding classes. It does not show

default forwarding classes such as fcoe and no-loss.)

Action List the forwarding classes using the operational mode command show class-of-service

forwarding-class:

user@switch> show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  be2                                  1         3         normal        Disabled

  hpc                                  2         4         normal        Disabled

  network-control                      3         7         normal        Disabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommand listsall of theconfigured forwarding

classes, the internal identification number of each forwarding class, the queues that are

mapped to the forwarding classes, the policing priority, andwhether the forwarding class

is lossless (no-loss packet drop attribute enabled) or lossy forwarding class (no-loss

packet drop attribute disabled). The command output shows that:

• Forwarding class best-effortmaps to queue 0 and is lossy

• Forwarding class be2maps to queue 1 and is lossy

• Forwarding class hpcmaps to queue 5 and is lossy

• Forwarding class network-controlmaps to queue 7 and is lossy

In addition, the command lists the default multicast (multidestination) forwarding class

and the default queue to which it is mapped.

Verifying the Forwarding Class Sets (Priority Groups)

Purpose Verify that you created the priority groups and that the correct priorities (forwarding

classes) belong to the appropriate priority group.

Action List the forwardingclass setsusing theoperationalmodecommand showclass-of-service

forwarding-class-set:

user@switch> show class-of-service forwarding-class-set
Forwarding class set: best-effort-pg, Type: normal-type, Forwarding class set 
index: 19907
  Forwarding class                       Index
  best-effort                              0               
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  be2                                      1               
  network-control                          5               

Forwarding class set: guar-delivery-pg, Type: normal-type, Forwarding class set 
index: 43700
  Forwarding class                       Index
  fcoe                                     2               
  no-loss                                  3               

Forwarding class set: hpc-pg, Type: normal-type, Forwarding class set index: 60758

  Forwarding class                       Index
  hpc                                      4               

Meaning The show class-of-service forwarding-class-set command lists all of the configured

forwarding class sets (priority groups), the forwarding classes (priorities) that belong to

each priority group, and the internal index number of each priority group. The command

output shows that:

• The forwarding class set best-effort-pg includes the forwarding classes best-effort,

be2, and network-control.

• The forwarding class set guar-delivery-pg includes the forwarding classes fcoe and

no-loss.

• The forwarding class set hpc-pg includes the forwarding class hpc.

Verifying the Classifier

Purpose Verify that the classifier maps forwarding classes to the correct IEEE 802.1p code points

and packet loss priorities.

Action List the classifier configured for hierarchical port scheduling using the operational mode

command show class-of-service classifier name hsclassifier1:

user@switch> show class-of-service classifier name hsclassifier1
Classifier: hsclassifier1, Code point type: ieee-802.1, Index: 43607
  Code point         Forwarding class                    Loss priority
  000                best-effort                         low         
  001                be2                                 high        
  011                fcoe                                low         
  100                no-loss                             low         
  101                hpc                                 low         
  110                network-control                     low         

Meaning The showclass-of-serviceclassifiernamehsclassifier1command listsall of the IEEE802.1p

codepointsand the lossprioritiesmapped toall of the forwardingclasses in theclassifier.

The command output shows that the forwarding classes best-effort, be2, no-loss, fcoe,

hpc, and network-control have been created andmapped to IEEE802.1p code points and

loss priorities.

Verifying Priority-Based Flow Control

Purpose Verify that PFC is enabled on the correct priorities for lossless transport.
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Action List the congestion notification profiles using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Type: Input, Name: gd-cnp, Index: 51687
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Enabled      2500
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The show class-of-service congestion-notification command lists all of the congestion

notification profiles and the IEEE 802.1p code points with PFC enabled. The command

output shows that PFC is enabled for code points 011 (fcoe priority and queue) and 100

(no-loss priority and queue) for the gd-cnp congestion notification profile.

The command also shows the default cable length (100meters), the default maximum

receiveunit (2500bytes), and thedefaultmappingofpriorities tooutputqueuesbecause

this example does not include configuring these options.

Verifying the Output Queue Schedulers

Purpose Verify that you created the output queue schedulers with the correct bandwidth

parameters and priorities, mapped to the correct queues, andmapped to the correct

drop profiles.

Action List the scheduler maps using the operational mode command show class-of-service

scheduler-map:

user@switch> show class-of-service scheduler-map
Scheduler map: be-map, Index: 64023

  Scheduler: be-sched, Forwarding class: best-effort, Index: 13005
    Transmit rate: 3000000000 bps, Rate Limit: none, Buffer size: remainder,
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    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         55387    dp-be-low                   
      Medium high     any             1    <default-drop-profile>      
      High            any          4369    dp-be-high                        

  Scheduler: be-sched, Forwarding class: be2, Index: 13005
    Transmit rate: 3000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         55387    dp-be-low                   
      Medium high     any             1    <default-drop-profile>      
      High            any          4369    dp-be-high                        

  Scheduler: nc-sched, Forwarding class: network-control, Index: 45740
    Transmit rate: 500000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         44207    dp-nc               
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>            

Scheduler map: gd-map, Index: 61447

  Scheduler: fcoe-sched, Forwarding class: fcoe, Index: 37289
    Transmit rate: 2500000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:                      
      Loss priority   Protocol    Index    Name
      Low             any         44207    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>       

  Scheduler: nl-sched, Forwarding class: no-loss, Index: 29359
    Transmit rate: 2000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         44207    <default-drop-profile>      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>      

Scheduler map: hpc-map, Index: 56941
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  Scheduler: hpc-sched, Forwarding class: hpc, Index: 55900
    Transmit rate: 2000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any         57716    dp-hpc                      
      Medium high     any             1    <default-drop-profile>      
      High            any             1    <default-drop-profile>      

Meaning The show class-of-service scheduler-map command lists all of the configured scheduler

maps. For each scheduler map, the command output includes:

• The name of the scheduler map (scheduler-map field)

• The name of the scheduler (scheduler field)

• The forwarding classes mapped to the scheduler (forwarding-class field)

• Theminimum guaranteed queue bandwidth (transmit-rate field)

• The scheduling priority (priority field)

• Themaximum bandwidth in the priority group the queue can consume (shaping-rate

field)

• Thedrop profile loss priority (losspriority field) for each drop profile name (name field)

The command output shows that:

• The scheduler map be-mapwas created and has these properties:

• There are two schedulers, be-sched and nc-sched.

• The scheduler be-sched has two forwarding classes, best-effort and be2.

• Scheduler be-sched forwarding classes best-effort and be2 share aminimum

guaranteed bandwidth of 3,000,000,000 bps, can consume amaximum of 100

percent of the priority group bandwidth, and use the drop profile dp-be-low for low

loss-priority traffic, the default drop profile formedium-high loss-priority traffic, and

the drop profile dp-be-high for high loss-priority traffic.

• The scheduler nc-sched has one forwarding class, network-control.

• The network-control forwarding class has aminimum guaranteed bandwidth of

500,000,000 bps, can consume amaximum of 100 percent of the priority group

bandwidth, anduses thedropprofiledp-nc for low loss-priority traffic and thedefault

drop profile for medium-high and high loss priority traffic.

• The scheduler map gd-mapwas created and has these properties:

• There are two schedulers, fcoe-sched and nl-sched.

• The scheduler fcoe-sched has one forwarding class, fcoe.
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• The fcoe forwarding class has aminimumguaranteed bandwidth of 2,500,000,000

bps, and can consume amaximum of 100 percent of the priority group bandwidth.

• The scheduler nl-sched has one forwarding class, no-loss.

• The no-loss forwarding class has aminimum guaranteed bandwidth of

2,000,000,000 bps, and can consume amaximum of 100 percent of the priority

group bandwidth.

• The scheduler map hpc-mapwas created and has these properties:

• There is one scheduler, hpc-sched.

• The scheduler hpc-sched has one forwarding class, hpc.

• The hpc forwarding class has aminimum guaranteed bandwidth of

2,000,000,000 bps, can consume amaximum of 100 percent of the priority group

bandwidth, and uses the drop profile dp-hpc for low loss-priority traffic and the

default drop profile for medium-high and high loss-priority traffic.

Verifying the Drop Profiles

Purpose Verify that you created the drop profiles dp-be-high, dp-be-low, dp-hpc, and dp-ncwith

the correct fill levels and drop probabilities.

Action List the drop profiles using the operational mode command show configuration

class-of-service drop-profiles:

user@switch> show configuration class-of-service drop-profiles
dp-be-low {
    interpolate {
        fill-level [ 25 50 ];
        drop-probability [ 0 80 ];
    }
}
dp-be-high {
    interpolate {
        fill-level [ 10 40 ];
        drop-probability [ 0 100 ];
    }
}
dp-hpc {
    interpolate {
        fill-level [ 75 90 ];
        drop-probability [ 0 75 ];
    }
}
dp-nc {
    interpolate {
        fill-level [ 80 100 ];
        drop-probability [ 0 100 ];
    }

Meaning The show configuration class-of-service drop-profiles command lists the drop profiles

and their properties. The command output shows that there are four drop profiles

configured, dp-be-high, dp-be-low, dp-hpc, and dp-nc. The output also shows that:

Copyright © 2016, Juniper Networks, Inc.572

Traffic Management Feature Guide for the QFX Series



• For dp-be-low, the drop start point (the first fill level) is when the queue is 25 percent

filled, the drop end point (the second fill level) occurs when the queue is 50 percent

filled, and the drop probability at the drop end point is 80 percent.

• For dp-be-high, the drop start point (the first fill level) is when the queue is 10 percent

filled, the drop end point (the second fill level) occurs when the queue is 40 percent

filled, and the drop probability at the drop end point is 100 percent.

• Fordp-hpc, thedrop start point (the first fill level) iswhen thequeue is 75percent filled,

the drop end point (the second fill level) occurs when the queue is 90 percent filled,

and the drop probability at the drop end point is 75 percent.

• For dp-nc, the drop start point (the first fill level) iswhen the queue is 80percent filled,

the drop end point (the second fill level) occurs when the queue is 100 percent filled,

and the drop probability at the drop end point is 100 percent.

Verifying the Priority Group Output Schedulers (Traffic Control Profiles)

Purpose Verify that you created the traffic control profiles be-tcp, gd-tcp, and hpc-tcpwith the

correct bandwidth parameters and scheduler mapping.

Action List the traffic control profilesusing theoperationalmodecommand showclass-of-service

traffic-control-profile:

user@switch> show class-of-service traffic-control-profile
Traffic control profile: be-tcp, Index: 40535
  Shaping rate: 100 percent
  Scheduler map: be-map
  Guaranteed rate: 3500000000

Traffic control profile: gd-tcp, Index: 37959
  Shaping rate: 100 percent
  Scheduler map: gd-map
  Guaranteed rate: 4500000000

Traffic control profile: hpc-tcp, Index: 47661
  Shaping rate: 100 percent
  Scheduler map: hpc-map
  Guaranteed rate: 2000000000

Meaning The showclass-of-service traffic-control-profilecommand lists all of theconfigured traffic

control profiles. For each traffic control profile, the command output includes:

• The name of the traffic control profile (traffic-control-profile)

• Themaximum port bandwidth the priority group can consume (shaping-rate)

• The scheduler map associated with the traffic control profile (scheduler-map)

• Theminimum guaranteed priority group port bandwidth (guaranteed-rate)

The command output shows that:

• The traffic control profile be-tcp can consume amaximum of 100 percent of the port

bandwidth, is associated with the scheduler map be-map, and has aminimum

guaranteed bandwidth of 3,500,000,000 bps.
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• The traffic control profile gd-tcp can consume amaximum of 100 percent of the port

bandwidth, is associated with the scheduler map gd-map, and has aminimum

guaranteed bandwidth of 4,500,000,000 bps.

• The traffic control profile hpc-tcp can consume amaximum of 100 percent of the port

bandwidth, is associated with the scheduler map hpc-map, and has aminimum

guaranteed bandwidth of 2,000,000,000 bps.

Verifying the Interface Configuration

Purpose Verify that the classifier, the congestion notification profile, and the forwarding class sets

are configured on interfaces xe-0/0/20 and xe-0/0/21.

Action List the interfaces using the operational mode commands show configuration

class-of-service interfaces xe-0/0/20 and show configuration class-of-service interfaces

xe-0/0/21:

user@switch> show configuration class-of-service interfaces xe-0/0/20
forwarding-class-set {
    best-effort-gp {
        output-traffic-control-profile be-tcp;
    }
    guar-delivery-pg {
        output-traffic-control-profile gd-tcp;
    }
    hpc-pg {
        output-traffic-control-profile hpc-tcp;
    }
}
congestion-notification-profile gd_cnp;
unit 0 {
    classifiers {
        ieee-802.1 hsclassifier1;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/21
forwarding-class-set {
    best-effort-gp {
        output-traffic-control-profile be-tcp;
    }
    guar-delivery-pg {
        output-traffic-control-profile gd-tcp;
    }
    hpc-pg {
        output-traffic-control-profile hpc-tcp;
    }
}
congestion-notification-profile gd_cnp;
unit 0 {
    classifiers {
        ieee-802.1 hsclassifier1;
    }
}
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Meaning The show configuration class-of-service interfaces interface-name command shows that

each interface includes the forwarding class sets best-effort-pg, guar-delivery-pg, and

hpc-pg, congestion notification profile gd-cnp, and the IEEE802.1p classifier hsclassifier1.

Related
Documentation

Defining CoS Unicast BA Classifiers (DSCP, DSCP IPv6, IEEE 802.1p) on page 114•

• Benefits of Configuring CoS Hierarchical Port Scheduling

• Assigning CoS Components to Interfaces on page 15

• Example: ConfiguringWRED Drop Profiles on page 381

• Example: Configuring Drop Profile Maps on page 384

• Example: Configuring Forwarding Classes on page 157

• Example: Configuring Forwarding Class Sets on page 162

• Example: Configuring Queue Schedulers on page 305

• Example: Configuring Queue Scheduling Priority on page 313

• Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 328

• Example: Configuring MinimumGuaranteed Output Bandwidth on page 364

• Example: Configuring MaximumOutput Bandwidth on page 371

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Overview of CoS Changes Introduced in Junos OS Release 12.2

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• UnderstandingCoSSchedulingBehaviorandConfigurationConsiderationsonpage284

• Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

• Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos

OS Release 13.1 and Later Releases)
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Disabling the ETS Recommendation TLV

The enhanced transmission selection (ETS) Recommendation TLV communicates the

ETS settings that the switch wants the connected peer interface to use. If the peer

interface is “willing,” the peer interface changes its configuration to match the

configuration in the ETS Recommendation TLV. By default, the switch interfaces send

the ETS Recommendation TLV to the peer. The settings communicated are the egress

ETS settings defined by configuring hierarchical scheduling on the interface.

We recommend that you use the same ETS settings on the connected peer that you use

on the switch interface and that you leave the ETS Recommendation TLV enabled.

However, on interfaces thatuse IEEEDCBXas theDCBXmode, if youwantanasymmetric

configuration between the switch interface and the connected peer, you can disable the

ETS Recommendation TLV.

NOTE: Disabling theETSRecommendationTLVon interfaces that useDCBX
version 1.01 as the DCBXmode has no effect and does not change DCBX
behavior.

If youdisable theETSRecommendationTLV, the switch still sends theETSConfiguration

TLV to the connected peer. The result is that the connected peer is informed about the

switchDCBXETS configuration, but even if the peer is “willing,” the peer does not change

its configuration tomatch the switch configuration. This is asymmetric configuration—the

two interfaces can have different parameter values for the ETS attribute.

To disable the ETS Recommendation TLV:

• [edit protocols dcbx interface interface-name]
user@switch# set enhanced-transmission-selection no-recommendation-tlv

Related
Documentation

Configuring the DCBXMode on page 704•

• Configuring DCBX Autonegotiation on page 705

• Understanding DCBX on page 694

• UnderstandingDataCenter BridgingCapability ExchangeProtocol for EXSeriesSwitches
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Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows

The switch supports up to six lossless forwarding classes. (Junos OS Release 12.3

increased support for losslesspriorities fromtwo lossless forwarding classes—thedefault

fcoe and no-loss forwarding classes—to amaximum of six lossless forwarding classes.)

Each forwarding class is mapped to an IEEE 802.1p code point (priority).

NOTE: Junos OS Release 13.1 introduced support for up to six lossless
forwarding classes onQFabric systems. Throughout this document, features
introduced on standalone switches in Junos OS Release 12.3 are introduced
on QFabric systems in Junos OS Release 13.1 unless otherwise noted.

Only switches with native Fibre Channel (FC) interfaces, such as the
QFX3500,supportnativeFCtrafficandconfigurationasanFCoE-FCgateway.
Throughout this document, features that pertain to native FC traffic and to
FCoE-FC gateway configuration apply only to switches that support native
FC interfaces.

Video: Why Use PFC in a Data Center Network?

Thedefault configuration is the sameas thedefault configuration in JunosOSRelease 12.2

and is backward-compatible. If you need only two (or fewer) lossless forwarding classes,

use thedefault configuration, inwhich the fcoeandno-loss forwardingclassesare lossless.

If you needmore than two lossless forwarding classes, you can use the two default

lossless forwarding classes and configure additional lossless forwarding classes. If you

do not want to use the default lossless forwarding classes, you can change them, or use

only the lossless forwarding classes that you explicitly configure.

• Default Lossless Priority Configuration on page 577

• Configuring Lossless Priorities on page 580

• Configuration Rules and Recommendations on page 593

• Lossless Transport Features Introduced in Junos OS Release 12.3 (Legacy Non-ELS

CLI) on page 594

• Backward Compatibility with Junos OS Releases Earlier Than Release 12.3 (Legacy

Non-ELS CLI) on page 595

Default Lossless Priority Configuration

If you do not explicitly configure forwarding classes, the system uses the default

forwarding class configuration, which provides two default lossless forwarding classes

(fcoe and no-loss). (If you change the forwarding class configuration, the changes apply

to all traffic on that device because forwarding classes are global to a particular device.)

If youdonot explicitly configure classifiers, and youdonot explicitly configure flowcontrol

topauseoutputqueues (configured in theoutput stanzaof theCNP), thedefault classifier
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and the default output queue pause configurations are applied to all Ethernet interfaces

on the switches (or Node devices). You can override the default classifier and the default

output queue pause configuration on a per-interface basis by applying an explicit

configuration to an Ethernet interface. The default configuration is used on all Ethernet

interfaces that do not have an explicit configuration.

NOTE: If you do not configure flow control on output queues, the default
configuration uses a one-to-onemapping of IEEE 802.1p code points
(priorities) to output queues by number. For example, priority 0 (code
point 000) is mapped to queue 0, priority 1 (code point 001) is mapped to
queue 1, and so on. If you do not use the default configuration, youmust
explicitly configure flowcontroloneachoutputqueue thatyouwant toenable
for PFC pause in the output stanza of the CNP.

In thedefault configuration,onlyqueue3andqueue4areenabled to respond
topausemessages fromtheconnectedpeer. Forqueue3to respondtopause
messages, priority 3 (code point 011) must be enabled for PFC in the input
stanza of the CNP. For queue 4 to respond to pausemessages, priority 4
(code point 100)must be enabled for PFC in the input stanza of the CNP.

The default configuration provides the following lossless behavior:

• Two default lossless forwarding classes (the no-loss packet drop attribute is applied

to these forwarding classes automatically):

fcoe—Mapped to output queue 3

no-loss—Mapped to output queue 4

• A default classifier that maps the fcoe forwarding class to IEEE 802.1p priority 3 (011)

and the no-loss forwarding class to IEEE 802.1p priority 4 (100)

• Priority-based flow control (PFC) enabled on Ethernet interface output queues 3 and

4 when those queues carry lossless traffic (traffic that is mapped to the fcoe and

no-loss forwarding classes, respectively).

On switches that can be configured as an FCoE-FC gateway, native FC interfaces

(NP_Ports),withdefault flowcontrol enabledonoutputqueue3 (IEEE802.1ppriority 3)

for FCoE/FC traffic.

• DCBX is enabled on all interfaces in autonegotiation mode, and automatically

exchanges FCoE application protocol type, length, and values (TLVs) on interfaces

that carryFCoE traffic.However, if youexplicitly configureDCBXprotocolTLVexchange

for any application, then youmust explicitly configure protocol TLV exchange for every

application for which you want DCBX to exchange TLVs, including FCoE.

• OnEthernetports, PFCbuffer calculationsuse the followingdefault values todetermine

the headroom buffer size:

Cable length—100meters (approximately 328 feet)

MRU for priority 3 traffic—2500 bytes

MRU for priority 4 traffic—9216 bytes

Maximumtransmissionunit (MTU)—1522(or theconfiguredMTUvalue for the interface)
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NOTE: If you configure flow control on a priority that is not one of the
default flow control priorities, the default MRU value is 2500 bytes. For
example, if youconfigure flowcontrol onpriority5andyoudonotconfigure
anMRU value, the default MRU value is 2500 bytes.

NOTE: In addition, to support lossless transport, PFCmust be enabled
explicitly on the lossless IEEE 802.1p priorities (code points) on ingress
Ethernet interfaces; no default PFC configuration is applied at ingress
interfaces. If you do not enable PFC on lossless priorities, those priorities
might experience packet loss during periods of congestion. For example, if
you want lossless FCoE traffic and you are using the default fcoe forwarding
class, you use a CNP to enable PFC on priority 3 (code point 011), and apply
that CNP to all ingress interfaces that carry FCoE traffic.

You can override the default classifier and the default output queue pause configuration

on a per-interface basis by applying an explicit configuration to an Ethernet interface.

ThedefaultCoSconfiguration isbackward-compatiblewith thedefaultCoSconfiguration

of software releases before Junos OS Release 12.3. If you explicitly configure lossless

transport, ensure that the input and output queues corresponding to the lossless

forwarding classes are explicitly configured for PFC pause.

Table 98 on page 579 summarizes the default forwarding classes and their mapping to

output queues, IEEE 802.1p priorities, and drop attributes.

Table 98: Mapping of Default Forwarding Class to Queue, IEEE 802.1p
Priority, and Drop Attribute

Drop AttributePriorityOutput QueueForwarding Class Name

drop00best-effort

no-loss33fcoe

no-loss44no-loss

drop77network-control

On switches that use the same forwarding classes and output queues for unicast and

multidestination (multicast, broadcast, and destination lookup fail) traffic, these

forwarding classes carry both unicast andmultidestination traffic. Only unicast traffic is

treated as lossless traffic. Multidestination traffic is not treated as lossless traffic, even

on lossless output queues.

On switches that use different forwarding classes and output queues for unicast and

multidestination traffic, there is one default multidestination forwarding class named

mcast, which is mapped to output queue 8 with a drop attribute of drop. (Incoming
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multidestination traffic on all IEEE 802.1p priorities is mapped to the mcast forwarding

class by default.)

Configuring Lossless Priorities

To configure more than two lossless priorities (forwarding classes), or to change the

default mapping of lossless forwarding classes to priorities and paused output queues,

youmust explicitly configure the switch instead of using the default configuration.

Configuring lossless priorities includes:

• Configuring forwarding classes with the no-loss packet drop attribute.

• Using a CNP to configure PFC on ingress interfaces and flow control (PFC) on egress

interfaces.

• Configuring a classifier to map IEEE 802.1p priorities (code points) to the correct

forwarding classes (the forwarding classes for which you want lossless transport).

NOTE: If you expect a large amount of lossless traffic on your network and
configuremultiple lossless traffic classes, ensure that you reserve enough
scheduling resources (bandwidth) and buffer space to support the lossless
flows. (For switches thatsupport sharedbuffer configuration, “Understanding
CoSBufferConfiguration”onpage800describeshowtoconfigurebuffersand
provides a recommended buffer configuration for networks with larger
amountsof lossless traffic.Bufferoptimization isautomaticonswitches that
use virtual output queues.)

In addition, on Ethernet interfaces, DCBXmust exchange the appropriate application

protocol TLVs for the lossless traffic. On switches that can act as an FCoE-FC gateway,

you need to remap the FCoEpriority on native FC interfaces if your network uses a priority

other than 3 (IEEE code point 011) for FCoE traffic. This section describes:

• Configuring Lossless Forwarding Classes (Packet Drop Attribute) on page 580

• Congestion Notification Profiles (PFC Configuration) on page 582

• Configuring DCBX (Application Protocol TLV Exchange) on page 588

• Fate Sharing Among Traffic Classes on page 589

• Transit Switch Configuration Versus FCoE-FC Gateway Configuration on page 590

• Configuration Results and Commit Checks on page 591

Configuring Lossless Forwarding Classes (Packet Drop Attribute)

JunosOSRelease 12.3 introduced theno-lossparameter for forwardingclassconfiguration.

(Although it uses the same name, this is not the no-loss default forwarding class. It is a

packet drop attribute you can specify to configure any forwarding class as a lossless

forwarding class.)
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NOTE: On switches that use different forwarding classes for unicast and
multidestination traffic, the forwarding classmust be a unicast forwarding
class. On switches that use the same forwarding classes for unicast and
multidestination traffic, only unicast traffic receives lossless treatment.

You can configure up to six forwarding classes (depending on system architecture and

the availability of system resources) as lossless forwarding classes by including the

no-loss drop attribute at the [edit class-of-service forwarding-classes class

forwarding-class-name queue-num queue-number] hierarchy level.

If you use the default fcoe or no-loss forwarding classes, they include the no-loss drop

attribute by default. If you explicitly configure the fcoe or no-loss forwarding classes and

you want to retain their lossless behavior, youmust include the no-loss drop attribute in

the configuration.

NOTE: All forwarding classesmapped to the same output queuemust have
the samepacket drop attribute. (All forwarding classesmapped to the same
output queuemust be either lossy or lossless. You cannot map both a lossy
and a lossless forwarding class to the same queue.)

Toavoid fate sharing (acongested flowaffectinganuncongested flow), useaone-to-one

mappingof lossless forwardingclasses to IEEE802.1pcodepoints (priorities)andqueues.

Map each lossless forwarding class to a different queue, and classify incoming traffic

into forwardingclassesso thateach forwardingclass transports trafficofonlyonepriority

(code point).

The fcoe and no-loss forwarding classes are special cases, because in the default

configuration, they are configured for lossless behavior (providing that you also enable

PFCon theprioritiesmapped to the fcoe andno-loss forwarding classes in theCNP input

stanza).

Table 99 on page 582 summarizes the possible configurations of the fcoe and no-loss

forwarding classes in Junos OS Release 12.3 and later, and the result of those

configurations in terms of lossless traffic behavior. It is assumed that PFC, DCBX, and

classifiers are properly configured.

581Copyright © 2016, Juniper Networks, Inc.

Chapter 10: Using Data Center Bridging and Lossless Transport



Table 99: FCoE andNo-Loss Forwarding Class Configuration in JunosOS
Release 12.3

Result and Notes
Packet Drop
Attribute

Explicit
(User-Configured)
or Default
Forwarding Class
Configuration

The fcoe and no-loss forwarding classes are
lossless.

NOTE: Even if you explicitly configure other
forwarding classes (lossy or lossless forwarding
classes), the fcoe and no-loss forwarding classes
remain lossless because they are not explicitly
configured.

DefaultDefault

The fcoe andno-loss forwarding classes are lossy
because they do not include the no-loss drop
attribute.

Not specified in the
explicit forwarding
class configuration

Explicit

The fcoe and no-loss forwarding classes are
lossless.

No-lossExplicit

The fcoe andno-loss forwarding classes are lossy
in Junos OS Release 12.3 and later because they
do not include the no-loss drop attribute.

NOTE: To retain lossless behavior, before you
upgrade to Junos OS Release 12.3, delete the
explicit configuration so that the system uses the
default configuration. Alternatively, you can
reconfigure the forwarding classes with the
no-loss packet drop attribute after upgrading to
Junos OS Release 12.3 or later.

Not specified
(packet drop
attribute was not
available before
Junos OS Release
12.3)

Explicit, configured
in Junos OS Release
12.2 or earlier

For all other forwarding classes except the fcoeandno-loss forwarding classes, youmust

explicitly configure lossless transport by specifying the no-loss packet drop attribute,

because the default configuration for all other forwarding classes is lossy (the no-loss

packet drop attribute is not applied).

Congestion Notification Profiles (PFC Configuration)

Use CNPs to configure lossless PFC characteristics on input and output interfaces.

The input stanza of a CNP enables PFC on specified IEEE 802.1p priorities (code points)

and fine-tunesheadroombuffer settingsbyconfiguring themaximumreceiveunit (MRU)

value and cable length on ingress interfaces.

The output stanza of a CNP enables PFC (flow control) on output queues for specified

IEEE 802.1p priorities so that the queues can respond to PFC pausemessages from the

connectedpeer on thepriority of your choice. (By default, output queues 3and4 respond

to receivedPFCmessageswhen thosequeuescarry lossless traffic in the fcoeandno-loss

forwarding classes, respectively.)
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To achieve lossless transport, the priority paused at the ingress interfaces must match

the priority paused at the egress interfaces for a given traffic flow. For example, if you

configure ingress interfaces to pause traffic tagged with IEEE 802.1p priority 5

(code point 101) and priority 5 traffic is mapped to output queue 5, then youmust also

configure the corresponding output interfaces to pause priority 5 on queue 5. In addition,

the forwarding class mapped to queue 5must be configured as a lossless forwarding

class (using the no-loss drop attribute).

CAUTION: Any change to the PFC configuration on a port temporarily blocks
the entire port (not just the priorities affected by the PFC change) so that
theport can implement thechange, thenunblocks theport. Blocking theport
stops ingress and egress traffic, and causes packet loss on all queues on the
port until the port is unblocked.

A change to the PFC configurationmeans any change to a CNP, including
changing the inputportionof theCNP(enablingordisablingPFConapriority,
or changing theMRU or cable-length values) or changing the output portion
the CNP that enables or disables output flow control on a queue. A PFC
configuration change only affects ports that use the changed CNP.

The following actions change the PFC configuration:

• Deleting or disabling a PFC configuration (input or output) in a CNP that
is in use on one or more interfaces. For example:

1. An existing CNPwith an input stanza that enables PFC on priorities 3,
5, and 6 is configured on interfaces xe-0/0/20 and xe-0/0/21.

2. We disable the PFC configuration for priority 6 in the input CNP, and
then commit the configuration.

3. ThePFCconfigurationchangecausesall trafficon interfacesxe-0/0/20
and xe-0/0/21 to stop until the PFC change has been implemented.
When the PFC change has been implemented, traffic resumes.

• ConfiguringaCNPonan interface. (This changes thePFCstatebyenabling
PFC on one or more priorities.)

• Deleting aCNP froman interface. (This changes thePFCstate bydisabling
PFC on one or more priorities.)

Configuring Input Interface Flow Control (PFC and Headroom Buffer Calculation)

On Ethernet interfaces, the input stanza of the CNP enables PFC on specified priorities

so that the ingress interface can send a pausemessage to the connected peer during

periods of congestion. Input CNPs also fine-tune the headroom buffers used for PFC

support by allowing you to configure theMRU value and cable length (if you do notwant

to use the default configuration).

Headroom buffers support lossless transport by storing the traffic that arrives at an

interface after the interface sends a PFC flow controlmessage to pause incoming traffic.
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Until the connected peer receives the flow control message and pauses traffic, the

interface continues to receive traffic andmust buffer it (and the traffic that is still on the

wire after the peer pauses) to prevent packet loss.

The system uses the MRU and the length of the attached physical cable to calculate

buffer headroom allocation. The default configuration values are:

• MRU for priority 3 traffic—2500 bytes

• MRU for priority 4 traffic—9216 bytes

• Cable length—100meters (approximately 328 feet)

NOTE: If you configure flow control on a priority that is not one of the default
flow control priorities, the default MRU value is 2500 bytes. For example, if
you configure flow control on priority 5 and you do not explicitly configure an
MRU value, the default MRU value is 2500 bytes.

Youcan fine-tune theMRUand the cable length toadjust the size of theheadroombuffer

on an interface. The switch has a shared global buffer pool and dynamically allocates

headroom buffer space to lossless queues as needed.

A lower MRU or a shorter cable length reduces the amount of headroom buffer required

on an interface and leaves more headroom buffer space for other interfaces. A higher

MRU or a longer cable length increases the amount of headroom buffer space required

on an interface and leaves less headroom buffer space for other interfaces.

In many cases, you can better utilize the headroom buffers by reducing the MRU value

(for example, an MRU of 2180 is sufficient for most FCoE networks) and by reducing the

cable length value if the physical cable is less than 100meters long.

NOTE: When you configure the headroom buffers by changing the MRU or
thecable length,andcommit theconfiguration, thesystemperformsacommit
checkand rejects the configuration if sufficient headroombuffer space is not
available.

However, the system does not perform a commit check but instead returns
a syslog error if:

• The buffers are configured on a LAG interface.

• Thedefault classifier is used on the interface (instead of a user-configured
classifier).

• The interface has not been created yet.

Configuring Output Interface Flow Control (PFC)

OnEthernet interfaces, youcanuse theoutput stanzaof theCNPtoconfigure flowcontrol

on output queues and enable PFC pause response on specified IEEE 802.1p priorities.
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NOTE: On switches that use different output queues for unicast and
multidestination traffic, the queuemust be a unicast output queue.

By default, output queues 3 and 4 are enabled for PFC pause on priorities 3 (IEEE 802.1p

code point 011) and 4 (IEEE 802.1p code point 100). The default PFC pause response

supports the default lossless forwarding class configuration, which maps the fcoe

forwarding class to queue 3 and priority 3, andmaps the no-loss forwarding class to

queue 4 and priority 4.

ConfiguringPFConoutput queues enables you topauseanypriority onanyoutput queue

on any Ethernet interface. Output flow control enables you to usemore than two output

queues to support lossless traffic flows (you can configure up to six lossless forwarding

classes andmap them to different output queues that are enabled for PFC pause).

Output queue flow control also enables you to support multiple lossless forwarding

classes (eachmapped to a different priority and output queue) for one class of traffic.

NOTE: Output flow control onlyworkswhenPFC is enabled in theCNP input
stanza on the corresponding priorities on the interface. For example, if you
enable output flow control on priority 5 (IEEE 802.1p code point 101), then
youmust also enable PFC in the CNP on the input stanza on priority 5.

For example, if the converged Ethernet network uses two different priorities for FCoE

traffic (for example, priority 3 and priority 5), then you can classify those priorities into

different lossless forwarding classes that are mapped to different output queues:

1. Configure two lossless forwarding classes for FCoE traffic, with each forwarding class

mapped to a different output queue. For example, you could use the default fcoe

forwarding class, which is mapped to queue 3, and you could configure a second

lossless forwarding class called fcoe1 andmap it to queue 5. The fcoe forwarding

class is for priority 3 FCoE traffic (code point 011), and the fcoe1 forwarding class is

for priority 5 (code point 101) FCoE traffic.

2. Configure a classifier thatmapseach forwarding class to thedesired IEEE802.1p code

point (priority). If FCoE traffic on both priorities uses one interface, the classifier must

classify both forwarding classes to the correct priorities. If FCoE traffic of different

priorities uses different interfaces, the classifier configuration on each interface must

map the correct priority to the corresponding lossless forwarding class.

3. Apply the classifier to the interfaces that carry FCoE traffic. The classifier determines

the mapping of forwarding classes to priorities on each interface.

To configure lossless transport for these forwarding classes, you also need to:

• Enable PFC on the two priorities (3 and 5 in this example) at the ingress interfaces in

the CNP input stanza.

• Configure PFC on the output queues and priorities for the forwarding classes in the

CNPoutput stanza so that the interface can respond topausemessages received from

the connected peer.
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NOTE: When you configure the CNP on an interface, all ingress and egress
traffic is blocked until the configuration is implemented, then the interface
is unblocked and traffic resumes. During the time the interface is blocked,
all queues on the interface experience packet loss.

• Configure DCBX to exchange application protocol TLVs on both FCoE priorities.

NOTE: If youdonotconfigure flowcontrol topauseoutputqueues, thedefault
configuration uses a one-to-onemapping of IEEE 802.1p code points
(priorities) to output queues by number. For example, priority 0 (code point
000) ismapped to queue0, priority 1 (code point 001) ismapped to queue 1,
and so on. By default, only queues 3 and 4 are enabled to respond to pause
messages from the connected peer, and youmust explicitly enable PFC on
the corresponding priorities in the CNP input stanza to achieve lossless
behavior.

If you do not use the default configuration, youmust explicitly configure flow
control on each output queue that you want to enable for PFC pause. For
example, if youexplicitly configure flowcontrol onoutputqueue5, thedefault
configuration is no longer valid, and only output queue 5 is enabled for PFC
pause. Output queues 3 and4are no longer enabled for PFCpause, so traffic
using those queues no longer responds to PFC pausemessages even if the
corresponding forwarding class is configuredwith the no-loss drop attribute.
To retain the pause configuration on output queues 3 and 4 and configure
flow control on queue 5, you need to explicitly configure flow control on
queues 3, 4, and 5.

On switches that use different output queues for unicast andmultidestination traffic,

you cannot configure flow control to pause amultidestination output queue. You can

configure flow control to pause only unicast output queues. On switches that use the

same output queues for unicast andmultidestination traffic, only unicast traffic receives

lossless treatment.

Output Interface Flow Control Profiles

Configuring theCNPoutput stanza creates anoutput flowcontrol profile that tells egress

ports thequeuesonwhich theEthernet interfaceshould respond toPFCpausemessages.

Although you can create an unlimited number of CNPs that contain input stanzas only,

the number of CNPs that you can configure with output stanzas is limited:

• For standalone switches that are not part of a QFabric system, you can configure up

to two output interface flow control profiles. (You can configure up to two CNPs with

output stanzas.)

• For QFabric systems, you can configure one output interface flow control profile per

Node device. (You can configure one CNPwith an output stanza per Node device.)

There are a total of four output flow control profiles.
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The system has a default output flow control profile that is applied to all Ethernet

interfaces when the CNP attached to the interface has only an input stanza and does

not include an output stanza. The default profile responds to PFC pausemessages

received on queue 3 (for priority 3, for the default fcoe forwarding class) and on queue 4

(for priority 4, for the default no-loss forwarding class), and is effective only if PFC is

configured on those priorities in the CNP input stanza.

Additionally, the system has two internal output flow control profiles that it applies

automatically to fabric (FTE) ports and to native FC interfaces (NP_Ports). When the

switch is not part of aQFabric system, the profile normally used for FTE ports is available

for user configuration and provides a second user-configurable profile. (That is why

standalone switches have two user-configurable output flow control profiles, but Node

devicesonaQFabric systemhaveonlyoneuser-configurableoutput flowcontrol profile.)

Because one output CNP can configure PFC pause response onmultiple output queues

(priorities), one user-configurable output CNP is usually flexible enough to specify the

desired PFC response on all programmed interfaces.

NOTE: Each port can use one output flow control profile. You cannot apply
more than one profile to one port.

Output flow control profiles can be expressed in table format. For example,

Table 100onpage587shows thedefault output flowcontrol profile thatpausespriorities

3 and 4 on queues 3 and 4 (remember that PFCmust also be enabled on code points 3

and 4 in the CNP input stanza in order for PFC to work):

Table 100: Default Output Flow Control Profile

Paused Output QueueIEEE 802.1p Priority Specified in Received PFC Frame

—0 (000)

—1 (001)

—2 (010)

33 (011)

44 (100)

—5 (101)

—6 (110)

—7 (111)

Table 101onpage588 isanexampleofauser-configuredoutput flowcontrol profile.Using

the example from the preceding section, the CNP output stanza configures flow control

on output queue 5, and also explicitly configures output flow control on queues 3 and 4
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for the fcoe and no-loss forwarding classes. (If you explicitly configure an output CNP,

youmust explicitly configure every output queue that you want to respond to PFC

messages, because theuser-configuredprofileoverrides thedefaultprofile. If this example

did not include queues 3 and 4, those queues would no longer respond to received PFC

messages.)

Table 101: User-Configred Output Flow Control Profile

Paused Output QueueIEEE 802.1p Priority Specified in Received PFC Frame

—0 (000)

—1 (001)

—2 (010)

33 (011)

44 (100)

55 (101)

—6 (110)

—7 (111)

Remember that youmust also enable PFC on code points 3, 4, and 5 in the CNP input

stanza for this configuration to work. When you configure the CNP on an interface, all

ingress and egress traffic is blocked until the configuration is implemented, then the

interface is unblocked and traffic resumes. During the time the interface is blocked, all

queues on the interface experience packet loss.

Configuring PFC Across Layer 3 Interfaces on QFX5200, QFX5100, EX4600, and
QFX10000 Switches

Enabling PFC on traffic flows is based on the IEEE 802.1p code point (priority) in the

priority code point (PCP) field of the Ethernet frame header (sometimes known as the

CoS bits). To enable PFC on traffic that crosses Layer 3 interfaces, the traffic must be

classified by its IEEE 802.1p code point, not by its DSCP (or DSCP IPv6) code point.

See “Understanding PFC Functionality Across Layer 3 Interfaces” on page 869 for a

conceptual overview of how to enable PFC on traffic across Layer 3 interfaces. See

“Example: ConfiguringPFCAcross Layer 3 Interfaces” onpage872 for an example of how

to configure PFC on traffic that traverses Layer 3 interfaces.

Configuring DCBX (Application Protocol TLV Exchange)

For applications that require lossless transport, DCBX exchanges application protocol

TLVs with the connected peer interface. By default, DCBX advertises FCoE application

protocolTLVsonall interfaces thatareenabled forDCBX, andbydefault, DCBX is enabled

on all interfaces. DCBX advertises no other applications by default.
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For eachapplication (for example, iSCSI) that youwant toconfigure for lossless transport,

you must enable the interfaces which carry that application traffic to exchange DCBX

protocol TLVs with the connected peer. The TLV exchange allows the peer interfaces to

negotiate a compatible configuration to support the application.

If you configure DCBX to advertise any application, the default DCBX advertisement is

overridden, andDCBXadvertisesonly theconfiguredapplications. If youwantan interface

to advertise only the FCoE application, you do not have to configure DCBX application

protocol TLV exchange; instead, you can use the default configuration.

If you want DCBX to advertise other applications, youmust explicitly configure an

application map and apply it to the interfaces on which you want to exchange protocol

TLVs for those applications. If you want to exchange FCoE application protocol TLVs in

addition to other application protocol TLVs, youmust also explicitly configure the FCoE

application in the application map. “Understanding DCBX Application Protocol TLV

Exchange” on page 708 describes how application mapping works.

NOTE: Lossless transport also requires that you enable PFC on the correct
priority (IEEE802.1pcodepoint)on the ingress interfacesusingan inputCNP.
If the priority you pause at the ingress interfaces is not mapped to queue 3
or queue 4 (the two output queues that are enabled for PFC pause flow
control by default), then youmust also enable the output queues that
correspond topaused input priorities to pause using the output stanza of the
CNP.

Fate Sharing Among Traffic Classes

You can configure different lossless (or lossy) traffic flows to share fate—that is, to

receive the same CoS treatment.

Fate sharing is not desirable for I/O convergence. Instead of independent control of the

fateofeach typeof flow,different typesof flows receive thesametreatment. Fatesharing

is particularly undesirable for lossless flows. If one lossless flow experiences congestion

andmust be paused, that affects flows that share fate with the congested flow even if

the other flows are not experiencing congestion, and also can cause ingress port

congestion. If your network requires that all 802.1p priorities be lossless, you can achieve

that by allowing some fate sharing among the eight priorities by spreading them across

up to six lossless forwarding classes.

If the number of lossless priorities is less than or equal to the number of configured

lossless forwarding classes, then you can avoid fate sharing by configuring a one-to-one

mappingof forwarding classes to IEEE802.1p codepoints (priorities) andoutputqueues.

(Each forwarding class should bemapped to a different output queue and classified to

a different priority.)

If you want to configure different traffic flows to share fate, two fate-sharing

configurations are supported: mapping one forwarding class to more than one IEEE

802.1p code point (priority), andmapping two forwarding classes to the same output

queue:
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1. If you map one lossless forwarding class to more than one priority, the traffic tagged

witheachof theprioritiesuses thesameCoSpropertiesassociated(theCoSproperties

associated with the forwarding class). For example, configuring a forwarding class

called fc1, mapping it to queue 1, andmapping it to code points 101 and 110 using a

classifier namedclassify1 results in the traffic taggedwith priorities 101 and 110 sharing

fate:

user@switch# set class-of-service forwarding-classes class fc1 queue-num 1 no-loss
user@switch# set class-of-service classifiers ieee-802.1 classify1 forwarding class fc1
loss-priority low code-points 101
user@switch# set class-of-service classifiers ieee-802.1 classify1 forwarding class fc1
loss-priority low code-points 110

In this case, if the traffic mapped to either priority experiences congestion, both

priorities are paused because they aremapped to the same forwarding class and are

therefore treated similarly.

2. If youmapmultiple lossless forwarding classes to the same output queue, the traffic

mapped to the forwarding classes uses the same output queue. This increases the

amount of traffic on thequeue, and cancreate congestion that affects all of the traffic

flows that aremapped to the queue. For example, configuring two forwarding classes

called fc1 and fc2, mapping both forwarding classes to queue 1, andmapping the

forwarding classes to code points 101 and 110 (respectively) using a classifier named

classify1, results in the traffic tagged with priorities 101 and 110 sharing fate on the

same output queue:

user@switch# set class-of-service forwarding-classes class fc1 queue-num 1 no-loss
user@switch# set class-of-service forwarding-classes class fc2 queue-num 1 no-loss
user@switch# set class-of-service classifiers ieee-802.1 classify1 forwarding class fc1
loss-priority low code-points 101
user@switch# set class-of-service classifiers ieee-802.1 classify1 forwarding class fc2
loss-priority low code-points 110

In this case, even though the two forwardingclassesusedifferent IEEE802.1ppriorities,

if one forwarding class experiences congestion, it affects the other forwarding class.

The reason is that if the output queue is paused because of congestion on either

forwarding class, all traffic that uses that queue is paused. Since both forwarding

classes are mapped to the queue, the traffic mapped to both forwarding classes is

paused.

NOTE: If youmapmore than one forwarding class to a queue, all of the
forwardingclassesmappedtothesamequeuemusthavethesamepacket
drop attribute (all of the forwarding classesmust be lossy, or all of the
forwarding classesmapped to a queuemust be lossless).

Transit Switch Configuration Versus FCoE-FC Gateway Configuration

On a transit switch (all Ethernet ports, no native FC ports) that forwards FCoE traffic (or

other traffic that requires lossless transport across the Ethernet network), the

configuration of classifiers, lossless forwarding classes, DCBX, and PFC on ingress and

egress interfaces to support lossless transport is as described in this document.
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When a switch acts as an FCoE-FC gateway (if native FC interfaces are supported on

your switch), the systemusesnativeFC interfaces (NP_Ports) toconnect to theFCswitch

(or FCoE forwarder) at the FC network edge. You cannot apply CNPs or DCBX to native

FC interfaces, only to Ethernet interfaces.

On an FCoE-FC gateway, the Ethernet interface configuration of classifiers, DCBX, and

PFC is the same as the Ethernet interface configuration on a transit switch. The

configuration of lossless forwarding classes is also the same.

However, supporting lossless transport on native FC interfaces requires that you rewrite

the IEEE 802.1p priority value if your network uses any priority other than 3 (IEEE code

point 011) for FCoE traffic. If your network uses priority 3 for FCoE traffic, you can and

should use the default configuration on native FC interfaces.

By default, native FC interfaces tag packets with priority 3 when they encapsulate the

incoming FC packets in Ethernet. If your FCoE network uses a different priority than 3 for

FCoE traffic, you need to rewrite the priority value to the value that your network uses on

the FC interface, classify the FCoE traffic to the correct priority on the Ethernet interfaces,

and enable PFC on the correct priority on the Ethernet interfaces, as described in

Understanding CoS IEEE 802.1p Priority Remapping on an FCoE-FC Gateway.

Configuration Results and Commit Checks

Different configurations of forwarding classes and their drop attributes, classifiers, CNPs

(PFC flow control), and Ethernet PAUSE (IEEE 802.3X flow control) result in different

system behaviors.

Table 102onpage592describes the resultsof thepossible lossless transportconfigurations

in each case. The assumption in the Result column is that the system’s buffer headroom

calculation resulted in a successful configuration.

However, if the system calculates that there is insufficient buffer space to support the

configuration, a commit check prevents you from committing the configuration on an

individual Ethernet interface. For LAG interfaces, the system does not issue a commit

check error but instead issues a syslog message.

NOTE: After you configure lossless transport for a LAG interface, be sure to
check the syslogmessages to confirm that the commit was successful.
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Table 102: Results of Lossless Priority Configuration

Result

Ethernet
PAUSE (IEEE
802.3X)
Configuration

Congestion
Notification
Profile
Configuration

Classifier
Configuration

System default configuration. No flows
are lossless. To achieve lossless behavior
for the default fcoe and no-loss
forwardingclasses, youmustconfigurean
input CNP to enable PFC on their IEEE
802.1p code points (011 and 100
respectively).

NoneNoneNone (default
classifier)

No lossless traffic flows are configured;
all traffic is best effort.

NoneNoneClassifier with
no lossless
forwarding
classes

Because noCNP is attached to interfaces,
PFC is not enabled on the code point of
the lossless traffic and no headroom
buffer is allocated to the lossless queue,
so packets can drop during periods of
congestion. This configuration does not
achieve lossless behavior.

NoneNoneClassifier with
at least one
lossless
forwarding
class

The default classifier classifies traffic into
two lossless forwarding classes, fcoe and
no-loss. The CNP enables PFC on the
priorities mapped to both lossless
forwarding classes, resulting in lossless
behavior for traffic mapped to the fcoe
and no-loss forwarding classes.

NonePFC enabled
on the fcoeand
no-loss
forwarding
class code
points
(priorities)

None (default
classifier)

The system calculates buffer headroom
for thephysical linkbasedon the interface
MTU and the default cable length. The
system does not calculate buffer
headroom for individual output queues.
Because Ethernet PAUSE is enabled on
the link instead of PFC being enabled on
the lossless priorities, the entire link is
paused during periods of congestion. This
configuration results in lossless behavior
for all of the forwardingclasseson the link,
but because all traffic is paused, this can
cause greater overall network congestion.

Flow control
enabled

NoneNone (default
classifier)

Headroom buffer allocated only to
priorities that are mapped to the lossless
forwarding classes and on which PFC is
enabled. This configuration achieves
lossless behavior for the lossless
forwarding classes.

NonePFC enabled
on the lossless
forwarding
class code
points
(priorities)

Classifier with
at least one
lossless
forwarding
class
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Table 102: Results of Lossless Priority Configuration (continued)

Result

Ethernet
PAUSE (IEEE
802.3X)
Configuration

Congestion
Notification
Profile
Configuration

Classifier
Configuration

The system calculates buffer headroom
for thephysical linkbasedon the interface
MTU and the default cable length, and it
pausesall traffic on the linkduringperiods
of congestion.

Flow control
enabled

NoneClassifier with
no lossless
forwarding
classes

The system calculates buffer headroom
for thephysical linkbasedon the interface
MTU and the default cable length, and it
pausesall traffic on the linkduringperiods
of congestion.

Flow control
enabled

NoneClassifier with
at least one
lossless
forwarding
class

The system checks the available buffer
space for both the PFC-enabled priorities
and for the other link. If sufficient buffer
space is available, the lossless forwarding
classes configured with PFC on one
interface and also all of the traffic on the
linkwithEthernetPAUSEenabledachieve
lossless behavior.

Flow control
enabled on a
different
interface than
the interface
with the CNP

PFC enabled
on the lossless
forwarding
class code
points
(priorities)

Classifier with
at least one
lossless
forwarding
class

NOTE: If you attempt to configure both PFC and Ethernet PAUSE on a link,
the system returns a commit error. PFC and Ethernet PAUSE aremutually
exclusive configurations on an interface.

Configuration Rules and Recommendations

Keep inmind the followingconfiguration rulesand recommendationswhenyouconfigure

lossless traffic flows:

• You can configure a maximum of six lossless forwarding classes (forwarding classes

with the no-loss packet drop attribute).

• All forwarding classes that youmap to the same queuemust have the same packet

drop attribute (all of the forwarding classes must be lossy, or all of the forwarding

classes must be lossless).

• Do not configure weighted random early detection (WRED) on lossless forwarding

classes. (Do not associate a drop profile with a forwarding class that has the no-loss

packet drop attribute.)
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• On switches that use different forwarding classes and output queues for unicast and

multidestination traffic, you cannot configure flow control to pause amultidestination

outputqueue.YoucanconfigurePFC flowcontrol only topauseunicast outputqueues.

• On switches that use different forwarding classes and output queues for unicast and

multidestination traffic, forwardingclassesmappedtomultidestinationqueues(queues

8 through 11) cannot have the no-loss packet drop attribute. (Multidestination

forwarding classes cannot be configured as lossless forwarding classes.)

Lossless Transport Features Introduced in Junos OS Release 12.3 (Legacy Non-ELS CLI)

Support for lossless transport introduced in Junos OS Release 12.3 includes:

• Configuring up to six lossless forwarding classes.

• Configuring PFC pause on output queues to program the output queues that can

respond to PFC pausemessages received from the connected peer. The priorities you

pause on output queues must match the priorities on which you enable PFC on the

corresponding ingress interfaces. For example, if you program output queues to pause

priorities 3 (011) and 5 (101), then youmust also enable pause on priorities 3 and 5 on

the corresponding ingress interfaces. Configuring flow control on the output queues

and enabling PFC on the corresponding input queues allows you to pause up to six

priorities (forwarding classes).

• Controlling the headroom buffer on Ethernet interfaces by configuring the maximum

receive unit (MRU) size for the traffic mapped to an IEEE 802.1p priority (configured

per priority) and the length of the attached cable (configured per interface). The MRU

size can range up to full jumbo packet size (9216 bytes).

• Remapping (rewriting) IEEE 802.1p priorities on native Fibre Channel (FC) interfaces

when the system is acting as an FCoE-FC gateway. If the Ethernet (FCoE) network

uses a different IEEE 802.1p priority than priority 3 (011) for FCoE traffic, then you can

use priority remapping to classify FCoE traffic into a lossless forwarding classmapped

to that different priority (see Understanding CoS IEEE 802.1p Priority Remapping on an

FCoE-FC Gateway).

Lossless transport still requires configuringpreviously existing features, includingenabling

PFC on the lossless priorities on ingress interfaces, and configuring classifiers to classify

incoming traffic into lossless forwarding classes based on the IEEE 802.1p priority tag of

the packet.

NOTE: If you expect a large amount of lossless traffic on your network and
configuremultiple lossless traffic classes, ensure that you reserve enough
scheduling resources (bandwidth) and lossless headroom buffer space to
support the lossless flows. (“Understanding CoS Buffer Configuration” on
page 800 describes how to configure buffers and provides a recommended
buffer configuration for networks with larger amounts of lossless traffic.)
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Backward Compatibility with Junos OS Releases Earlier Than Release 12.3 (Legacy Non-ELS
CLI)

Theadditionof theno-losspacketdropattribute to forwarding class configurationmeans

thatwhenyouupgrade fromanearlier release to JunosOSRelease 12.3, thenewsoftware

might not preserve the lossless forwarding class configuration of the fcoe and no-loss

forwarding classes.

If you used the default forwarding class configuration for the fcoe andno-loss forwarding

classes, the CoS configuration is backward-compatible. You do not have to do anything

to preserve the lossless behavior of traffic that uses those forwarding classes when you

upgrade to Junos OS Release 12.3. (This is because the default configuration of these

two forwarding classes includes the no-loss packet drop attribute.)

However, if you explicitly configured the fcoe or the no-loss forwarding class by including

the set forwarding-classes class forwarding-class-name queue-num queue-number

statement at the [edit class-of-service] hierarchy level, then those forwarding classes

are no longer lossless, they are lossy. (They are lossy because explicit configuration in

releases earlier than JunosOSRelease 12.3didnot use theno-losspacket dropattribute.)

In Junos OS Release 12.3 and later, you must include the no-loss packet drop attribute

in explicit forwarding class configurations to configure a lossless forwarding class.

For example, before Junos OS Release 12.3, the following explicit configuration resulted

in a lossless forwarding class:

user@switch# set class-of-service forwarding-classes class fcoe queue-num 3

However, in Junos OS Release 12.3, this configuration is lossy because it does not include

the no-loss packet drop attribute. To preserve lossless behavior, after upgrading to Junos

OS Release 12.3, you need to add the no-loss drop attribute:

user@switch# set class-of-service forwarding-classes class fcoe queue-num 3 no-loss

Alternatively, you can delete the explicit configuration before you upgrade to Junos OS

Release 12.3 so that the system uses the default forwarding class, which is lossless:

user@switch# delete class-of-service forwarding-classes class fcoe queue-num 3

NOTE: The explicit configuration of other forwarding classes does not affect
the lossless (or lossy) state of the fcoe and no-loss forwarding classes,
because only the fcoe and no-loss forwarding classes were lossless
forwardingclassesbefore JunosOSRelease 12.3. For example, if youexplicitly
configured the best-effort forwarding class but you used the default fcoe
and no-loss forwarding classes in Junos OS Release 12.2, then when you
upgrade to Junos OS Release 12.3, the fcoe and no-loss forwarding classes
are still lossless (and the best-effort forwarding classes retains its explicit
configuration).
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NOTE: Toachieve losslessbehavior for the trafficbelonging toany forwarding
class, youmust also use a CNP to enable PFC on the IEEE 802.1p priority
mapped to the forwardingclassandapply theCNPto the relevant interfaces,
and ensure that DCBX exchanges the protocol TLVs for the application with
the connected peer.

Related
Documentation

Understanding DCBX Application Protocol TLV Exchange on page 708•

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding PFC Functionality Across Layer 3 Interfaces on page 869

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Example: Configuring PFC Across Layer 3 Interfaces on page 872

• Configuring CoS PFC (Congestion Notification Profiles) on page 609
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Understanding CoS Flow Control (Ethernet PAUSE and PFC)

Flow control supports lossless transmission by regulating traffic flows to avoid dropping

frames during periods of congestion. Flow control stops and resumes the transmission

of network traffic between two connected peer nodes on a full-duplex Ethernet physical

link. Controlling the flow by pausing and restarting it prevents buffers on the nodes from

overflowing and dropping frames. You configure flow control on a per-interface basis.

Twomethods of peer-to-peer flow control are supported:

• IEEE 802.3X Ethernet PAUSE

NOTE: QFX10000 switches do not support Ethernet PAUSE. Information
about Ethernet PAUSE does not apply to QFX10000 switches.

OCX Series switches support symmetric Ethernet PAUSE flow control on
Layer 3 tagged interfaces.OCXSeries switchesdonot support asymmetric
Ethernet PAUSE flow control. Information about asymmetric flow control
does not apply to OCX Series switches.

• IEEE 802.1Qbb priority-based flow control (PFC)

NOTE: OCX Series switches do not support PFC or lossless Layer 2
transport. Information about PFC, lossless transport, and congestion
notification profiles do not apply to OCX Series switches.

Video: Why Use PFC in a Data Center Network?

• General InformationaboutEthernetPAUSEandPFCandWhentoUseThemonpage597

• Ethernet PAUSE on page 598

• PFC on page 603

• Lossless Transport Support Summary on page 606

General Information about Ethernet PAUSE and PFC andWhen to Use Them

Ethernet PAUSE and PFC are link-level flow control mechanisms.

NOTE: For end-to-end congestion control for best-effort traffic, see
“Understanding CoS Explicit Congestion Notification” on page 387.

Ethernet PAUSE pauses transmission of all traffic on a physical Ethernet link.
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PFC decouples the pause function from the physical Ethernet link and enables you to

divide traffic on one link into eight priorities. You can think of the eight priorities as eight

“lanes” of traffic that aremapped to forwarding classes and output queues. Each priority

maps to a 3-bit IEEE 802.1p CoS code point value in the VLAN header. You can enable

PFC on one or more priorities (IEEE 802.1p code points) on a link. When PFC-enabled

traffic is paused on a link, traffic that is not PFC-enabled continues to flow (or is dropped

if congestion is severe enough).

Use Ethernet PAUSE when you want to prevent packet loss on all of the traffic on a link.

Use PFC to prevent traffic loss only on a specified type of traffic that require lossless

treatment, for example, Fibre Channel over Ethernet (FCoE) traffic.

NOTE: Depending on the amount of traffic on a link or assigned to a priority,
pausing traffic can cause ingress port congestion and spread congestion
through the network.

Ethernet PAUSE and PFC are mutually exclusive configurations on an interface.

Attempting to configure both Ethernet PAUSE and PFC on a link causes a commit error.

By default, all forms of flow control are disabled. Youmust explicitly enable flow control

on interfaces to pause traffic.

Ethernet PAUSE

Ethernet PAUSE is a congestion relief feature that works by providing link-level flow

control for all trafficona full-duplexEthernet link. EthernetPAUSEworks inbothdirections

on the link. In one direction, an interface generates and sends Ethernet PAUSEmessages

to stop the connected peer from sendingmore traffic. In the other direction, the interface

responds to Ethernet PAUSEmessages it receives from the connected peer to stop

sending traffic.

NOTE: QFX10000 switches do not support Ethernet PAUSE. Information
about Ethernet PAUSE does not apply to QFX10000 switches.

OCX Series switches support symmetric Ethernet PAUSE flow control on
Layer 3 tagged interfaces. OCX Series switches do not support asymmetric
Ethernet PAUSE flow control. Information about asymmetric flow control
does not apply to OCX Series switches.

Ethernet PAUSE also works on aggregated Ethernet interfaces. For example, if the

connected peer interfaces are called Node A and Node B:

• When the receive buffers on interface Node A reach a certain level of fullness, the

interface generates and sends an Ethernet PAUSEmessage to the connected peer

(interface Node B) to tell the peer to stop sending frames. The Node B buffers store

framesuntil the timeperiod specified in the Ethernet PAUSE frameelapses; thenNode

B resumes sending frames to Node A.

Copyright © 2016, Juniper Networks, Inc.598

Traffic Management Feature Guide for the QFX Series



• When interface Node A receives an Ethernet PAUSEmessage from interface Node B,

interfaceNodeAstops transmitting framesuntil the timeperiodspecified in theEthernet

PAUSE frame elapses; then Node A resumes transmission. (The Node A transmit

buffers store frames until Node A resumes sending frames to Node B.)

In this scenario, if Node B sends an Ethernet PAUSE frame with a time value of 0 to

Node A, the 0 time value indicates to Node A that it can resume transmission. This

happens when the Node B buffer empties to below a certain threshold and the buffer

can once again accept traffic.

Symmetric flow controlmeans an interface has the same Ethernet PAUSE configuration

in both directions. The Ethernet PAUSE generation and Ethernet PAUSE response

functions are both configured as enabled, or they are both disabled. You configure

symmetric flow control by including the flow-control statement at the [edit interfaces

interface-name ether-options] hierarchy level.

Asymmetric flowcontrolallows you to configure theEthernetPAUSE functionality in each

direction independentlyonan interface.Theconfiguration forgeneratingEthernetPAUSE

messages and for responding to Ethernet PAUSEmessages does not have to be the

same. It can be enabled in both directions, disabled in both directions, or enabled in one

direction and disabled in the other direction. You configure asymmetric flow control by

including the configured-flow-control statement at the [edit interfaces interface-name

ether-options] hierarchy level.

Onanyparticular interface, symmetricandasymmetric flowcontrolaremutuallyexclusive.

Asymmetric flow control overrides and disables symmetric flow control. (If PFC is

configured on an interface, you cannot commit an Ethernet PAUSE configuration on the

interface. Attempting to commit an Ethernet PAUSE configuration on an interface with

PFC enabled on one or more queues results in a commit error. To commit the PAUSE

configuration, youmust first delete the PFC configuration.) Both symmetric and

asymmetric flow control are supported.

• Symmetric Flow Control on page 599

• Asymmetric Flow Control on page 599

Symmetric Flow Control

Symmetric flow control configures both the receive and transmit buffers in the same

state. The interface canboth sendEthernetPAUSEmessages and respond to them(flow

control is enabled), or the interface cannot send Ethernet PAUSEmessages or respond

to them (flow control is disabled).

When you enable symmetric flow control on an interface, the Ethernet PAUSE behavior

dependson theconfigurationof theconnectedpeer.Withsymmetric flowcontrol enabled,

the interface can perform any Ethernet PAUSE functions that the connected peer can

perform. (Whensymmetric flowcontrol isdisabled, the interfacedoesnot sendor respond

to Ethernet PAUSEmessages.)

Asymmetric Flow Control

Asymmetric flowcontrol enablesyou tospecify independentlywhetherornot the interface

receive buffer generates and sends Ethernet PAUSEmessages to stop the connected
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peer from transmitting traffic, andwhether or not the interface transmit buffer responds

to Ethernet PAUSEmessages it receives from the connected peer and stops transmitting

traffic. The receive buffer configuration determines if the interface transmits Ethernet

PAUSEmessages, and the transmit buffer configuration determines if the interface

receives and responds to Ethernet PAUSEmessages:

• Receivebufferson—EnableEthernetPAUSEtransmission(generateandsendEthernet

PAUSE frames)

• Transmit buffers on—Enable Ethernet PAUSE reception (respond to received Ethernet

PAUSE frames)

Youmust explicitly set the flowcontrol for both the receive buffer and the transmit buffer

(onoroff) to configureasymmetric EthernetPAUSE.Table 103onpage600describes the

configured flow control state when you set the receive (Rx) and transmit (Tx) buffers

on an interface:

Table 103: Asymmetric Ethernet PAUSE Flow Control Configuration

Configured Flow Control State
Transmit
(Tx) Buffer

Receive
(Rx) Buffer

Interface generates and sends Ethernet PAUSEmessages.
Interfacedoesnot respondtoEthernetPAUSEmessages(interface
continues to transmit even if peer requests that the interface stop
sending traffic).

OffOn

Interface responds to Ethernet PAUSEmessages received from
theconnectedpeer, butdoesnotgenerateor sendEthernetPAUSE
messages. (The interface does not request that the connected
peer stop sending traffic.)

OnOff

Same functionality as symmetric Ethernet PAUSE. Interface
generates and sends Ethernet PAUSEmessages and responds to
received Ethernet PAUSEmessages.

OnOn

Ethernet PAUSE flow control is disabled.OffOff

The configured flow control is the Ethernet PAUSE state configured on the interface.

On 1-Gigabit Ethernet interfaces, autonegotiation of Ethernet PAUSEwith the connected

peer is supported. (Autonegotiation on 10-Gigabit Ethernet interfaces is not supported.)

Autonegotiation enables the interface to exchange state advertisements with the

connected peer so that the two devices can agree on the Ethernet PAUSE configuration.

Each interfaceadvertises its flowcontrol state to theconnectedpeer usingacombination

of the Ethernet PAUSE and ASM_DIR bits, as described in Table 104 on page 601:
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Table 104: Flow Control State Advertised to the Connected Peer
(Autonegotiation)

DescriptionASM_DIR BitPAUSE Bit
Tx Buffer
State

Rx Buffer
State

The interface advertises
no Ethernet PAUSE
capability. This is
equivalent to disabling
flow control on an
interface.

00OffOff

The interface advertises
symmetric flow control
(both the transmission
of Ethernet PAUSE
messagesand theability
to receive and respond
to Ethernet PAUSE
messages).

01OnOn

The interface advertises
asymmetric flowcontrol
(the transmission of
Ethernet PAUSE
messages, but not the
ability to receive and
respond to Ethernet
PAUSEmessages).

10OffOn

The interface advertises
both symmetric and
asymmetric flowcontrol.
Although the interface
does not generate and
send Ethernet PAUSE
requests to the peer, the
interface supports both
symmetric and
asymmetric Ethernet
PAUSE configuration on
the peer because the
peer is not affected if the
peer does not receive
Ethernet PAUSE
requests. (If the
interface responds to the
peer’s Ethernet PAUSE
requests, that is
sufficient to support
either symmetric or
asymmetric flowcontrol
on the peer.)

11OnOff

The flow control configuration on each switch interface interacts with the flow control

configuration of the connected peer. Each peer advertises its state to the other peer. The

interaction of the flow control configuration of the peers determines the flow control
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behavior (resolution) between them, as shown in Table 105 on page 602. The first four

columns show the Ethernet PAUSE configuration on the local QFX Series or EX4600

switch and on the connected peer (also known as the link partner). The last two columns

show the Ethernet PAUSE resolution that results from the local and peer configurations

oneach interface.This illustrateshowtheEthernetPAUSEconfigurationofeach interface

affects the Ethernet PAUSE behavior on the other interface.

NOTE: In the Resolution columns of the table, disabling Ethernet PAUSE
transmit means that the interface receive buffers do not generate and send
Ethernet PAUSEmessages to the peer. Disabling Ethernet PAUSE receive
means that the interface transmit buffers do not respond to Ethernet PAUSE
messages received from the peer.

Table 105: Asymmetric Ethernet PAUSE Behavior on Local and Peer Interfaces

Peer ResolutionLocal Resolution

Peer Interface

Local Interface (QFX
Series or EX4600
Switch)

ASM_DIR
Bit

PAUSE
Bit

ASM_DIR
Bit

PAUSE
Bit

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

Don’t careDon’t
care

00

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

Don’t care010

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

0110

Disable Ethernet PAUSE transmit
andenableEthernetPAUSE receive

Enable Ethernet PAUSE transmit
anddisableEthernetPAUSEreceive

1110

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

Don’t care001

Enable Ethernet PAUSE transmit
and receive

Enable Ethernet PAUSE transmit
and receive

Don’t care101

Disable Ethernet PAUSE transmit
and receive

Disable Ethernet PAUSE transmit
and receive

0011

Enable Ethernet PAUSE transmit
anddisableEthernetPAUSEreceive

EnableEthernetPAUSE receiveand
disable Ethernet PAUSE transmit

1011

Enable Ethernet PAUSE transmit
and receive

Enable Ethernet PAUSE transmit
and receive

Don’t careDon’t
care

11
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NOTE: For your convenience, Table 105 on page 602 replicates Table 28B-3
of Section 2 of the IEEE 802.X specification.

PFC

PFC is a lossless transport and congestion relief feature that works by providing granular

link-level flow control for each IEEE802.1p code point (priority) on a full-duplex Ethernet

link.When the receivebuffer onaswitch interface fills toa threshold, the switch transmits

a pause frame to the sender (the connected peer) to temporarily stop the sender from

transmitting more frames. The buffer threshold must be low enough so that the sender

has time to stop transmitting frames and the receiver can accept the frames already on

the wire before the buffer overflows. The switch automatically sets queue buffer

thresholds to prevent frame loss.

When congestion forces one priority on a link to pause, all of the other priorities on the

link continue to send frames. Only frames of the paused priority are not transmitted.

When the receive buffer empties below another threshold, the switch sends amessage

that starts the flow again.

You configure PFC using a congestion notification profile (CNP). A CNP has two parts:

• Input—Specify the code point (or code points) onwhich to enable PFC, and optionally

specify the maximum receive unit (MRU) and the cable length between the interface

and the connected peer interface.

• Output—Specify the output queue or output queues that respond to pausemessages

from the connected peer.

You apply a PFC configuration by configuring a CNP on one or more interfaces. Each

interface that uses a particular CNP is enabled to pause traffic identified by the priorities

(code points) specified in that CNP. You can configure one CNP on an interface, and you

can configure different CNPs on different interfaces. When you configure a CNP on an

interface, ingress traffic that is mapped to a priority that the CNP enables for PFC is

paused whenever the queue buffer fills to the pause threshold. (The pause threshold is

not user-configurable.)

Configure PFC for a priority end to end along the entire data path to create a lossless

lane of traffic on the network. You can selectively pause the traffic in any queue without

pausing the traffic for other queues on the same link. You can create lossless lanes for

traffic such as FCoE, LAN backup, or management, while using standard frame-drop

congestion management for IP traffic on the same link.

Potential consequences of flow control are:

• Ingress port congestion (configuring toomany lossless flows can cause ingress port

congestion)

• A paused priority that causes upstream devices to pause the same priority, thus

spreading congestion back through the network

603Copyright © 2016, Juniper Networks, Inc.

Chapter 10: Using Data Center Bridging and Lossless Transport



Bydefinition, PFCsupports symmetric pauseonly (asopposed toEthernetPAUSE,which

supports symmetric and asymmetric pause). With symmetric pause, a device can:

• Transmit pause frames to pause incoming traffic. (You configure this using the input

stanza of a congestion notification profile.)

• Receive pause frames and stop sending traffic to a device whose buffer is too full to

accept more frames. (You configure this using the output stanza of a congestion

notification profile.)

Receiving a PFC frame from a connected peer pauses traffic on egress queues based on

the IEEE802.1p priorities that thePFCpause frame identifies. The priorities are0 through

7. Bydefault, theprioritiesmap toqueuenumbers0 through7, respectively, and to specific

forwarding classes, as shown in Table 106 on page 604:

Table 106: Default PFC Priority to Queue and Forwarding Class Mapping

Forwarding ClassQueueIEEE 802.1p Priority (Code Point)

best-effort00 (000)

best-effort11 (001)

best-effort22 (010)

fcoe33 (011)

no-loss44 (100)

best-effort55 (101)

network-control66 (110)

network-control77 (111)

For example, a received PFC pause frame that pauses priority 3 pauses output queue 3.

If youdonotwant touse thedefault configuration, youcanconfigurecustomizedmapping

of priorities to queues and forwarding classes.
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NOTE: By convention, deployments with converged server access typically
use IEEE 802.1p priority 3 for FCoE traffic. The default configuration sets the
fcoe forwarding class as a lossless forwarding class that ismapped to queue

3.Thedefault classifiermaps incomingpriority3 traffic to the fcoe forwarding

class.However, youmust apply PFC to the entire FCoE data path to configure
the end-to-end lossless behavior that FCoE traffic requires.

If your network uses priority 3 for FCoE traffic, we recommend that you use
thedefault configuration. If your network usesapriority other than3 for FCoE
traffic, you can configure lossless FCoE transport on any IEEE 80.21p priority
asdescribed in “UnderstandingCoS IEEE802.1pPriorities for LosslessTraffic
Flows”onpage577andUnderstandingCoS IEEE802.1pPriorityRemappingon
an FCoE-FC Gateway.

To enable PFC on a priority:

1. Specify the IEEE 802.1p code point to pause in the input stanza of a CNP.

2. If you are not using the default lossless forwarding classes, specify the IEEE 802.1p

code point to pause and the corresponding output queue in the output stanza of the

CNP.

3. Apply the CNP to the ingress interfaces on which you want to pause the traffic.

4. If you are not using the default lossless forwarding classes, apply the CNP to the

ingress interfaces on which you want to pause the traffic.

CAUTION: Any change to the PFC configuration on a port temporarily blocks
the entire port (not just the priorities affected by the PFC change) so that
theport can implement thechange, thenunblocks theport. Blocking theport
stops ingress and egress traffic, and causes packet loss on all queues on the
port until the port is unblocked.

A change to the PFC configurationmeans any change to a CNP, including
changing the inputportionof theCNP(enablingordisablingPFConapriority,
or changing theMRU or cable-length values) or changing the output portion
of the CNP that enables or disables output flow control on a queue. A PFC
configuration change only affects ports that use the changed CNP.

The following actions change the PFC configuration:

• Deleting or disabling a PFC configuration (input or output) in a CNP that
is in use on one or more interfaces. For example:

1. An existing CNPwith an input stanza that enables PFC on priorities 3,
5, and 6 is configured on interfaces xe-0/0/20 and xe-0/0/21.

2. We disable the PFC configuration for priority 6 in the input CNP, and
then commit the configuration.
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3. ThePFCconfigurationchangecausesall trafficon interfacesxe-0/0/20
and xe-0/0/21 to stop until the PFC change has been implemented.
When the PFC change has been implemented, traffic resumes.

• ConfiguringaCNPonan interface. (This changes thePFCstatebyenabling
PFC on one or more priorities.)

• Deleting aCNP froman interface. (This changes thePFCstate bydisabling
PFC on one or more priorities.)

When you associate the CNPwith an interface, the interface uses PFC to send pause

requestswhen the output queuebuffer for the lossless traffic fills to the pause threshold.

On switches that use different classifiers for unicast andmultidestination traffic, you can

map a unicast queue (queue 0 through 7) and amultidestination queue (queue 8, 9, 10,

or 11) to the same IEEE 802.1p code point (priority) so that both unicast andmulticast

traffic use that priority. However, do not mapmultidestination traffic to lossless output

queues. Startingwith JunosOSRelease 12.3, you canmap one priority tomultiple output

queues.

NOTE: You can attach amaximum of one CNP to an interface, but you can
create an unlimited number of CNPs that explicitly configure only the input
stanza and use the default output stanza.

Theoutputstanzaof theCNPmaps toaprofile that interfacesuse to respond
to pausemessages received from the connected peer. On standalone
switches, youcancreate twoCNPswithanexplicitlyconfiguredoutputstanza.

When a switch is a Node device in aQFabric system, you can create one CNP
with an explicitly configured output stanza. (One fewer profile is available
on QFabric systems because the system needs a default profile for fabric
interfaces, which are not used as fabric interfaceswhen the switches are not
part of a QFabric system. “Understanding CoS IEEE 802.1p Priorities for
LosslessTrafficFlows”onpage577describesconfiguringoutput flowcontrol.

Lossless Transport Support Summary

The switch supports up to six lossless forwarding classes. For lossless transport, you

mustenablePFConthe IEEE802.1ppriorities (codepoints)mappedto lossless forwarding

classes.

CAUTION: Any change to the PFC configuration on a port temporarily blocks
the entire port (not just the priorities affected by the PFC change) so that
theport can implement thechange, thenunblocks theport. Blocking theport
stops ingress and egress traffic, and causes packet loss on all queues on the
port until the port is unblocked.
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The following limitation applies to support lossless transport on QFabric systems only:

• The internal fiber cable length from the QFabric system Node device to the QFabric

system Interconnect device cannot exceed 150meters.

ThedefaultCoSconfigurationprovides two lossless forwardingclasses, fcoeandno-loss.

If youexplicitly configure lossless forwarding classes, youmust include theno-losspacket

drop attribute to enable lossless behavior, or the traffic is not lossless. For both default

andexplicit lossless forwardingclass configuration, youmust configureCNP input stanzas

to enable PFC on the priority of the lossless traffic and apply the CNPs to ingress

interfaces.

NOTE: The information in this note applies only to systems that do not run
the ELS CLI.

Junos OS Release 12.2 introduced changes to the way the switch handles
lossless forwardingclasses (including thedefault fcoeandno-loss forwarding

classes).

In Junos OS Release 12.1, either explicitly configuring the fcoe and no-loss

forwarding classes or using the default configuration for these forwarding
classes resulted in the same lossless behavior for traffic mapped to those
forwarding classes.

However, in Junos OS Release 12.2, if you explicitly configure the fcoe or the

no-loss forwarding class, that forwarding class is no longer treated as a

lossless forwarding class. Traffic mapped to these forwarding classes is
treated as lossy (best-effort) traffic. This is true even if the explicit
configuration is exactly the same as the default configuration.

If your CoS configuration from Junos OS Release 12.1 or earlier includes the
explicit configuration of the fcoe or the no-loss forwarding class, then when

you upgrade to Junos OS Release 12.2, those forwarding classes are not
lossless. To preserve the lossless treatment of these forwarding classes,
delete the the explicit fcoe and no-loss forwarding class configuration before

you upgrade to Junos OS Release 12.2.

SeeOverviewof CoSChanges Introduced in JunosOSRelease 12.2 for detailed
information about this change and how to delete an existing lossless
configuration.

In Junos OS Release 12.3, the default behavior of the fcoe and no-loss

forwarding classes is the sameas in JunosOSRelease 12.2. However, in Junos
OS Release 12.3, you can configure up to six lossless forwarding classes. All
explicitly configured lossless forwardingclassesmust include thenewno-loss

packet drop attribute or the forwarding class is lossy.

“UnderstandingCoS IEEE802.1pPriorities for LosslessTraffic Flows”onpage577provides

detailed information about the explicit configuration of lossless priorities and about the
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default configuration of lossless priorities, including the input and output stanzas of the

CNP.

NOTE: PFCand Ethernet PAUSE are used only on Ethernet interfaces. Fabric
(fte) ports on QFabric systems (Node device fabric ports and Interconnect
device fabric ports) use link-layer flow control (LLFC) to ensure the
appropriate treatment of lossless traffic.

Related
Documentation

Understanding DCB Features and Requirements on page 542•

• Understanding CoS Explicit Congestion Notification on page 387

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Example: Configuring CoS PFC for FCoE Traffic on page 612
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Configuring CoS PFC (Congestion Notification Profiles)

A congestion notification profile (CNP) enables priority-based flow control (PFC) on

specified IEEE 802.1p priorities (code points). A CNP has two components:

• Input CNP:

• Enable PFC on a specified priority.

• Configure the maximum receive unit (MRU) on an interface for traffic that matches

the PFC priority (optional).

• Specify the length of the attached cable on the ingress interface (optional)

• Output CNP (optional): Configure flow control to enable PFCpause on specific output

queues for specified priorities.

NOTE: By default, output queues 3 and 4 (which aremapped to default
lossless forwarding classes fcoe and no-loss, respectively) are configured

to respond to PFC pausemessages received from the connected peer on
priorities 3 and 4 (code points 011 and 100, respectively). If you explicitly
configure flowcontrolonanyoutputqueue, youmustconfigure flowcontrol
on every output queue that youwant to respond to pausemessages. (The
explicit configuration overrides the default configuration.)

To achieve lossless behavior, the output queue priorities on which you
enablePFCflowcontrolmustmatchthePFCprioritiesonwhichyouenable
PFC on the input interfaces. For example, if you program output queues to
pause priorities 3 (011) and 5 (101) in the output component of the CNP,
then youmust also enable pause on priorities 3 and 5 on the input
component of theCNP. (In addition, the forwarding classesmapped to the
paused output queuesmust be lossless forwarding classes.)

Associating a CNPwith an interface enables PFC on the ingress traffic that matches the

priority specified in the input CNP, and programs the queues listed in the output CNP to

pause when the interface receives a PFC pausemessage from the connected peer.

Configure PFC on a priority end to end along the entire data path to create a lossless lane

of traffic on the network.
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NOTE: Youmust enable PFC on the priority used by FCoE traffic on ingress
interfaces (input CNP). Enable PFC on the FCoE priority on every interface
that carries FCoE traffic. By convention, FCoE traffic uses priority 3 (code
point 011), whichmaps to queue 3. If your network uses priority 3 for FCoE

traffic, the default forwarding class and classifier configuration support
lossless transport, but youmust still configure a CNP and apply it to the
correct ingress interfaces to enable PFC and achieve lossless transport.

If your network does not use priority 3 for FCoE traffic, you need to configure
a classifier that classifies FCoE traffic into a lossless forwarding class, based
on the priority your network uses for FCoE traffic. If you are not using the
default lossless forwarding class configuration, then you also need to ensure
that the output queuemapped to the lossless FCoE forwarding class is
programmed to pause.

You can attach only one CNP to an interface. There is no limit to the total number of

CNPs you can create.

Configuring a CNP consists of:

• Naming the CNP.

• Specifying the IEEE 802.1 code point (priority) on which you want to enable PFC on

ingress interfaces (input CNP).

• Optionally, specifying the MRU and the length of the attached cable on ingress

interfaces (input CNP).

• Optionally, configuring flow control (PFC pause) on specified output queues if you

want queues other than queues 3 and 4 to respond to pausemessages received from

the connected peer (output CNP).

• Mapping the CNP to an interface.

NOTE: Configuring or changing PFC on an interface blocks the entire port
until thePFCchange is completed. After aPFCchange is completed, theport
is unblocked and traffic resumes. Blocking the port stops ingress and egress
traffic, and causes packet loss on all queues on the port until the port is
unblocked.

NOTE: OnQFX5100 and QFX5200, once the headroom buffer is exhausted,
any new CNP configuration is not allocated headroom buffer, even if
headroom buffer is freed by deletion of an existing CNP. CNP configuration
has to be applied again to re-allocate the headroom buffer.
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1. Enable PFC on the desired priority in the input CNP and optionally configure the

interface MRU for traffic on that priority:

[edit class-of-service]
user@switch# set congestion-notification-profile cnp-name input ieee-802.1 code-point
code-point bits pfcmrumru-value

For example, to configureaCNPnamed fcoe-cnp that enablesPFCon IEEE802.1 code

point 011 and configures an MRU value of 2240:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011
pfcmru 2240

2. (Optional) Configure the length of the cable attached to the ingress interface:

[edit class-of-service]
user@switch# set congestion-notification-profile cnp-name input cable-length
cable-length-value

For example, to configure a CNP named fcoe-cnp that sets the length of the ingress

interface cable to 100meters:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input cable-length 100

3. (Optional) Configure flow control on output queues:

[edit class-of-service]
user@switch# set congestion-notification-profile cnp-name output ieee-802.1 code-point
code-point-bits flow-control-queue [queue | list-of-queues]

For example, to configure aCNPnamed fcoe-cnp that enablesPFCpause flowcontrol

on output queues 3 and 5 for FCoE traffic that uses priority 3 (code point 011) and on

output queue 4 for traffic that uses priority 4 (code point 100):

[edit class-of-service]
user@switch# set congestion-notification-profile cnp-name output ieee-802.1 code-point
011 flow-control-queue [3 5]
user@switch# set congestion-notification-profile cnp-name output ieee-802.1 code-point
100 flow-control-queue 4

4. Map the CNP to an interface:

[edit class-of-service]
user@switch# set interfaces interface congestion-notification-profile cnp-name

For example, to map the CNP fcoe-cnp to the interface xe-0/0/7:

[edit class-of-service]
user@switch# set interfaces xe-0/0/7 congestion-notification-profile fcoe-cnp

Related
Documentation

Example: Configuring CoS PFC for FCoE Traffic on page 612•

• Assigning CoS Components to Interfaces on page 15

• Monitoring Interfaces That Have CoS Components on page 53

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577
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Example: Configuring CoS PFC for FCoE Traffic

Priority-based flow control (PFC, described in IEEE 802.1Qbb) is a link-level flow control

mechanism that you apply at ingress interfaces. PFC enables you to divide traffic on one

physical link into eight priorities. You can think of the eight priorities as eight “lanes” of

traffic that correspond to queues (forwarding classes). Each priority ismapped to a 3-bit

IEEE 802.1p CoS value in the VLAN header.

You can selectively apply PFC to the traffic in any queue without pausing the traffic in

other queues on the same link. Youmust apply PFC to FCoE traffic to ensure lossless

transport.

This example describes how to configure PFC for FCoE traffic:

• Requirements on page 612

• Overview on page 612

• Configuration on page 614

• Verification on page 619

Requirements

This example uses the following hardware and software components:

• One switch

• Junos OS Release 11.1 or later for the QFX Series

Overview

FCoE traffic requires PFC to ensure lossless packet transport. This example shows you

how to configure PFC on FCoE traffic, use the default FCoE forwarding-class-to-queue

mapping and:

• Configureaclassifier that associates theFCoE forwarding classwith FCoE traffic,which

is identified by IEEE 802.1p code point 011 (priority 3).

• Configure a congestion notification profile to apply PFC to the FCoE traffic.

• Apply the classifier and the PFC configuration to ingress interfaces.

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• Configure the CoS bandwidth scheduling for the FCoE forwarding class output queue.

• On switches that support enhanced transmission selection (ETS) hierarchical port

scheduling, create a forwarding class set (priority group) that includes the FCoE
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forwarding class; this is required to configure enhanced transmission selection (ETS)

and support data center bridging (DCB).

• For ETS, configure the bandwidth scheduling for the FCoE priority group.

• Apply the configuration to ingress and egress interfaces. How this is done differs

depending onwhether you use ETSor direct port scheduling for the CoS configuration.

For direct port scheduling, you apply a scheduler map directly to the interface. A

schedulermapmaps schedulers to forwarding classes, and applies theCoSproperties

of the scheduler to the output queuemapped to the forwarding class.

For ETS hierarchical port scheduling, you apply the scheduler map to a traffic control

profile, and then apply the traffic control profile to the interface. The scheduler map

maps CoS properties to forwarding classes (and their associated output queues) just

as it does for direct port scheduling. The traffic control profile maps CoS properties to

the priority group (a group of forwarding classes defined in a forwarding class set) that

contains the forwarding class, creating a CoS hierarchy that allocates port bandwidth

to a group of forwarding classes (priority group), and then allocates the priority group

bandwidth to the individual forwarding classes (see “Understanding CoS Hierarchical

Port Scheduling (ETS)” on page 331).

Each interface in this example acts as both an ingress interface and an egress interface,

so the classifier, congestion notification profile, and scheduling are applied to all of the

interfaces.

Topology

Table 107 on page 613 shows the configuration components for this example.

Table 107: Components of the PFC for FCoE Traffic Configuration Topology

SettingsComponent

One switchHardware

Code point 011 to forwarding class fcoe and loss priority low

Ingress interfaces: xe-0/0/31, xe-0/0/32, xe-0/0/33, xe-0/0/34

Behavior aggregate classifier (maps the FCoE
forwarding class to incoming packets by IEEE
802.1 code point)

fcoe-cnp:
Code point 011
Ingress interfaces: xe-0/0/31, xe-0/0/32, xe-0/0/33, xe-0/0/34

PFC congestion notification profile

fcoe-sched:
Minimum bandwidth 3g
Maximum bandwidth 100%
Priority low

FCoE queue scheduler
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Table 107: Components of the PFC for FCoE Traffic Configuration Topology (continued)

SettingsComponent

Scheduler map fcoe-map:
Forwarding class fcoe
Scheduler fcoe-sched

On switches that support direct port scheduling, if you use port scheduling,
attach theschedulermapdirectly to interfacesxe-0/0/31,xe-0/0/32,xe-0/0/33,
and xe-0/0/34.

Forwarding class-to-scheduler mapping

fcoe-pg:
Forwarding class fcoe
Egress interfaces: xe-0/0/31, xe-0/0/32, xe-0/0/33, xe-0/0/34

ETS only: Forwarding class set (FCoE priority
group)

fcoe-tcp:
Scheduler map fcoe-map
Minimum bandwidth 3g
Maximum bandwidth 100%

For ETS hierarchical scheduling, attach the traffic control profile (using the
output-traffic-control-profile keyword) to interfaces xe-0/0/31, xe-0/0/32,
xe-0/0/33, and xe-0/0/34.

ETS only: Traffic control profile

Figure 24 on page 614 shows a block diagram of the configuration components and the

configuration flow of the CLI statements used in the example.

Figure24:PFCforFCoETrafficConfigurationComponentsBlockDiagram

Configuration

CLI Quick
Configuration

To quickly configure PFC for FCoE traffic, copy the following commands, paste them in

a text file, remove line breaks, change variables and details to match your network

configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level. The configuration is separated into the configuration common to ETS and direct

port scheduling, and the portions of the configuration that apply only to ETS and only to

port scheduling.

Common
Configuration(Applies
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to ETS Hierarchical
SchedulingandtoPort

Scheduling

[edit class-of-service]
set classifiers ieee-802.1 fcoe-classifier forwarding-class fcoe loss-priority low code-points 011
set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set interfaces xe-0/0/31 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/32 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/33 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/34 unit 0 classifiers ieee-802.1 fcoe-classifier
set interfaces xe-0/0/31 congestion-notification-profile fcoe-cnp
set interfaces xe-0/0/32 congestion-notification-profile fcoe-cnp
set interfaces xe-0/0/33 congestion-notification-profile fcoe-cnp
set interfaces xe-0/0/34 congestion-notification-profile fcoe-cnp
set schedulers fcoe-sched priority low transmit-rate 3g
set schedulers fcoe-sched shaping-rate percent 100
set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched

Configuration for ETS
Hierarchical
Scheduling

The ETS-specific portion of this example configures forwarding class set (priority group)

membership, priority group CoS settings (traffic control profile), and assigns the priority

group and its CoS configuration to the interfaces.

[edit class-of-service]
set forwarding-class-sets fcoe-pg class fcoe
set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map guaranteed-rate 3g
set traffic-control-profiles fcoe-tcp shaping-rate percent 100
set interfaces xe-0/0/31 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp
set interfaces xe-0/0/32 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp
set interfaces xe-0/0/33 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp
set interfaces xe-0/0/34 forwarding-class-set fcoe-pg output-traffic-control-profile fcoe-tcp

Configuration for Port
Scheduling

The port-scheduling-specific portion of this example assigns the scheduler map (which

sets theCoS treatment of the forwarding classes in the schedulermap) to the interfaces.

[edit class-of-service]
set interfaces xe-0/0/31 scheduler-map fcoe-map
set interfaces xe-0/0/32 scheduler-map fcoe-map
set interfaces xe-0/0/33 scheduler-map fcoe-map
set interfaces xe-0/0/34 scheduler-map fcoe-map
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Common Configuration (Applies to ETS Hierarchical Scheduling and to Port
Scheduling)

Step-by-Step
Procedure

To configure the ingress classifier for FCoE traffic, PFC on the FCoE traffic, apply the PFC

and classifier configurations to interfaces, and configure queue scheduling, for both ETS

hierarchical scheduling and port scheduling (common configuration):

1. Configure a classifier to set the loss priority and IEEE 802.1 code point assigned to

the FCoE forwarding class at the ingress:

[edit class-of-service]
user@switch# set classifiers ieee-802.1 fcoe-classifier forwarding-class fcoe loss-priority
low code-points 011

2. Configure PFC on the FCoE queue by applying FCoE to the IEEE 802.1 code point

011:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc

3. Apply the PFC configuration to the ingress interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/32 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/33 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/34 congestion-notification-profile fcoe-cnp

4. Assign the classifier to the ingress interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 unit 0 classifiers ieee-802.1 fcoe-classifier
user@switch# set interfaces xe-0/0/32 unit 0 classifiers ieee-802.1 fcoe-classifier
user@switch# set interfaces xe-0/0/33 unit 0 classifiers ieee-802.1 fcoe-classifier
user@switch# set interfaces xe-0/0/34 unit 0 classifiers ieee-802.1 fcoe-classifier

5. Configure output scheduling for the FCoE queue:

[edit class-of-service]
user@switch# set schedulers fcoe-sched priority low transmit-rate 3g
user@switch# set schedulers fcoe-sched shaping-rate percent 100

6. Map the FCoE forwarding class to the FCoE scheduler:

[edit class-of-service]
user@switch# set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched

ETS Hierarchical Scheduling Configuration

Step-by-Step
Procedure

To configure the forwarding class set (priority group) and priority group scheduling (in a

traffic control profile), and apply the ETS hierarchical scheduling for FCoE traffic to

interfaces:

1. Configure the forwarding class set for the FCoE traffic:

[edit class-of-service]
user@switch# set forwarding-class-sets fcoe-pg class fcoe

2. Define the traffic control profile for the FCoE forwarding class set:

Copyright © 2016, Juniper Networks, Inc.616

Traffic Management Feature Guide for the QFX Series



[edit class-of-service]
user@switch# set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map
guaranteed-rate 3g
user@switch# set traffic-control-profiles fcoe-tcp shaping-rate percent 100

3. Apply the FCoE forwarding class set and traffic control profile to the egress ports:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/32 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/33 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/34 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp

Port Scheduling Configuration

Step-by-Step
Procedure

To apply port scheduling for FCoE traffic to interfaces:

1. Apply the scheduler map to the egress ports:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 scheduler-map fcoe-map
user@switch# set interfaces xe-0/0/32 scheduler-map fcoe-map
user@switch# set interfaces xe-0/0/33 scheduler-map fcoe-map
user@switch# set interfaces xe-0/0/34 scheduler-map fcoe-map

Results

Display the results of the configuration (the system shows only the explicitly configured

parameters; it does not show default parameters such as the fcoe lossless forwarding

class). The results are from the ETS hierarchical scheduling configuration to show the

more complex configuration. Direct port scheduling results would not show the traffic

control profile or forwarding class set portions of the configuration, and would display

the name of the scheduler map under each interface (instead of the names of the

forwarding class set and output traffic control profile), but is otherwise the same.

user@switch> show configuration class-of-service
classifiers {
ieee-802.1 fcoe-classifier {
forwarding-class fcoe {
loss-priority low code-points 011;

}
}
traffic-control-profiles {
fcoe-tcp {
scheduler-map fcoe-map;
shaping-rate percent 100;
guaranteed-rate 3000000000;

}
}
forwarding-class-sets {
fcoe-pg {
class fcoe;

}
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}
congestion-notification-profile {
fcoe-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
}

}
}

}
interfaces {
xe-0/0/31 {
congestion-notification-profile fcoe-cnp;
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
xe-0/0/32 {
congestion-notification-profile fcoe-cnp;
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
xe-0/0/33 {
congestion-notification-profile fcoe-cnp;
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
xe-0/0/34 {
congestion-notification-profile fcoe-cnp;
forwarding-class-set {
fcoe-pg {
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output-traffic-control-profile fcoe-tcp;
}

}
unit 0 {
classifiers {
ieee-802.1 fcoe-classifier;

}
}

}
}
scheduler-maps {
fcoe-map {
forwarding-class fcoe scheduler fcoe-sched;

}
}
schedulers {
fcoe-sched {
transmit-rate 3000000000;
shaping-rate percent 100;
priority low;

}
}

TIP: To quickly configure the interfaces, issue the loadmerge terminal

command and then copy the hierarchy and paste it into the switch terminal
window.

Verification

To verify that the PFC configuration for FCoE traffic components has been created and

is operating properly, perform these tasks:

• Verifying That Priority-Based Flow Control Has Been Enabled on page 619

• Verifying the Ingress Interface PFC Configuration on page 620

Verifying That Priority-Based Flow Control Has Been Enabled

Purpose Verify that PFC is enabled on the FCoE queue to enable lossless transport.

Action List the congestion notification profiles using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Type: Input, Name: fcoe-cnp, Index: 51697
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Disabled      
  101          Disabled 
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  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The show class-of-service congestion-notification operational command lists all of the

congestion notification profiles and which IEEE 802.1p code points have PFC enabled.

The command output shows that PFC is enabled on code point 011 for the fcoe-cnp

congestion notification profile.

The command also shows the default cable length (100meters), the default maximum

receiveunit (2500bytes), and thedefaultmappingofpriorities tooutputqueuesbecause

this example does not include configuring these options.

Verifying the Ingress Interface PFC Configuration

Purpose Verify that the classifier fcoe-classifier and the congestion notification profile fcoe-cnp

are configured on ingress interfaces xe-0/0/31, xe-0/0/32, xe-0/0/33, and xe-0/0/34.

Action List the ingress interfaces using the operational mode command show configuration

class-of-service interfaces:

user@switch> show configuration class-of-service interfaces xe-0/0/31
congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/32
congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/33
congestion-notification-profile fcoe-cnp;
unit 0 {
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    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/34
congestion-notification-profile fcoe-cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe-classifier;
    }
}

Meaning The show configuration class-of-service interfaces commands list the congestion

notificationprofile that ismapped to the interface (fcoe-cnp)and the IEEE802.1pclassifier

associated with the interface (fcoe-classifier).

Related
Documentation

Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337•

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

Example: Configuring CoS for FCoE Transit Switch Traffic Across anMC-LAG

Multichassis link aggregation groups (MC-LAGs) provide redundancy and loadbalancing

between two switches, multihoming support for client devices such as servers, and a

loop-free Layer 2 network without running Spanning Tree Protocol (STP).

NOTE: This example uses JunosOSwithout support for the Enhanced Layer
2 Software (ELS) configuration style.

You can use anMC-LAG to provide a redundant aggregation layer for Fibre Channel over

Ethernet (FCoE) traffic in an inverted-U topology. To support lossless transport of FCoE

traffic across an MC-LAG, youmust configure the appropriate class of service (CoS) on

both of the switches with MC-LAG port members. The CoS configuration must be the

same on both of the MC-LAG switches because an MC-LAG does not carry forwarding

class and IEEE 802.1p priority information.

NOTE: This example describes how to configure CoS to provide lossless
transport for FCoE traffic across anMC-LAG that connects two switches. It
alsodescribeshowtoconfigureCoSontheFCoEtransit switches thatconnect
FCoE hosts to the two switches that form the MC-LAG.

This example does not describe how to configure the MC-LAG itself. For a
detailed example of MC-LAG configuration, see Example: Configuring
Multichassis Link Aggregation. However, this example includes a subset of
MC-LAGconfigurationthatonlyshowshowtoconfigure interfacemembership
in the MC-LAG.
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Ports that are part of an FCoE-FC gateway configuration (a virtual FCoE-FC gateway

fabric) do not support MC-LAGs. Ports that are members of an MC-LAG act as FCoE

pass-through transit switch ports.

QFX Series switches and EX4600 switches support MC-LAGs. QFabric system Node

devices do not support MC-LAGs.

• Requirements on page 622

• Overview on page 622

• Configuration on page 627

• Verification on page 635

Requirements

This example uses the following hardware and software components:

• Two Juniper Networks QFX3500 switches that form an MC-LAG for FCoE traffic.

• Two Juniper Networks QFX3500 switches that provide FCoE server access in transit

switch mode and that connect to the MC-LAG switches. These switches can be

standalone QFX3500 switches or they can be Node devices in a QFabric system.

• FCoE servers (or other FCoE hosts) connected to the transit switches.

• Junos OS Release 12.2 or later for the QFX Series.

Overview

FCoE traffic requires lossless transport. This example shows you how to:

• Configure CoS for FCoE traffic on the two QFX3500 switches that form the MC-LAG,

includingpriority-based flowcontrol (PFC)andenhanced transmission selection (ETS;

hierarchical scheduling of resources for the FCoE forwarding class priority and for the

forwarding class set priority group).

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• Configure CoS for FCoE on the two FCoE transit switches that connect FCoE hosts to

the MC-LAG switches and enable FIP snooping on the FCoE VLAN at the FCoE transit

switch access ports.

• Disable IGMP snooping on the FCoE VLAN.
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NOTE: This is only necessary if IGMP snooping is enabled on the VLAN.
Before Junos OS Release 13.2, IGMP snooping was enabled by default on
VLANs. Beginning with Junos OS Release 13.2, IGMP snooping is enabled
by default only on the default VLAN.

• Configure the appropriate port mode, MTU, and FCoE trusted or untrusted state for

each interface to support lossless FCoE transport.

Topology

Switches that act as transit switches support MC-LAGs for FCoE traffic in an inverted-U

network topology, as shown in Figure 25 on page 623.

Figure 25: Supported Topology for anMC-LAGon an FCoETransit Switch

VLAN, DCBX, PFC,
ETS, FIP Snooping
(VN2VF, VN2VN)

VLAN, DCBX, PFC,
ETS, FIP Snooping
(VN2VF, VN2VN)

Rack servers or blade servers using passthrough with converged network adapters (CNAs)

QFX Series switch
MC-LAG Switch S1

QFX Series switch
MC-LAG Switch S2

QFX Series switches with MC-LAG

VLAN, LLDP, DCBX, PFC, ETS
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FCoE Transit Switch TS1 FCoE Transit Switch TS2

xe-0/0/33 xe-0/0/30xe-0/0/31xe-0/0/32

Table 108 on page 623 shows the configuration components for this example.

Table 108: Components of the CoS for FCoE Traffic Across anMC-LAGConfiguration Topology

SettingsComponent

Four QFX3500 switches (two to form the MC-LAG as
pass-through transit switches and two transit switches for
FCoE access).

Hardware

Default fcoe forwarding class.Forwarding class (all switches)

Default IEEE 802.1p trusted classifier on all FCoE interfaces.Classifier (forwardingclassmappingof incoming traffic to IEEE
priority)
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Table 108: Components of the CoS for FCoE Traffic Across anMC-LAG Configuration
Topology (continued)

SettingsComponent

S1—Ports xe-0/0/10 and x-0/0/11 are members of LAG ae0,
which connects Switch S1 to Switch S2.
Ports xe-0/0/20 and xe-0/0/21 are members of MC-LAG ae1.
All ports are configured in trunk port mode, as fcoe-trusted,
and with an MTU of 2180.

S2—Ports xe-0/0/10 and x-0/0/11 are members of LAG ae0,
which connects Switch S2 to Switch S1.
Ports xe-0/0/20 and xe-0/0/21 are members of MC-LAG ae1.
All ports are configured in trunk port mode, as fcoe-trusted,
and with an MTU of 2180.

NOTE: Ports xe-0/0/20 and xe-0/0/21 on Switches S1 and
S2 are the members of the MC-LAG.

TS1—Ports xe-0/0/25 and x-0/0/26 aremembers of LAG ae1,
configured in trunk port mode, as fcoe-trusted, and with an
MTU of 2180.
Ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33 are
configured in tagged-access port mode, with an MTU of 2180.

TS2—Ports xe-0/0/25and x-0/0/26aremembers of LAGae1,
configured in trunk port mode, as fcoe-trusted, and with an
MTU of 2180.
Ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33 are
configured in tagged-access port mode, with an MTU of 2180.

LAGs and MC-LAG

fcoe-sched:
Minimum bandwidth 3g
Maximum bandwidth 100%
Priority low

FCoE queue scheduler (all switches)

Scheduler map fcoe-map:
Forwarding class fcoe
Scheduler fcoe-sched

Forwarding class-to-scheduler mapping (all switches)

fcoe-pg:
Forwarding class fcoe

Egress interfaces:

• S1—LAG ae0 and MC-LAG ae1

• S2—LAG ae0 and MC-LAG ae1

• TS1—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

• TS2—LAGae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

Forwarding class set (FCoE priority group, all switches)

fcoe-tcp:
Scheduler map fcoe-map
Minimum bandwidth 3g
Maximum bandwidth 100%

Traffic control profile (all switches)
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Table 108: Components of the CoS for FCoE Traffic Across anMC-LAG Configuration
Topology (continued)

SettingsComponent

fcoe-cnp:
Code point 011

Ingress interfaces:

• S1—LAG ae0 and MC-LAG ae1

• S2—LAG ae0 and MC-LAG ae1

• TS1—LAG ae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

• TS2—LAGae1, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32,
and xe-0/0/33

PFC congestion notification profile (all switches)

Name—fcoe_vlan
ID—100

Include theFCoEVLANonthe interfaces thatcarryFCoE traffic
on all four switches.

Disable IGMP snooping on the interfaces that belong to the
FCoE VLAN on all four switches.

FCoE VLAN name and tag ID

Enable FIP snooping on Transit Switches TS1 and TS2 on the
FCoE VLAN. Configure the LAG interfaces that connect to the
MC-LAG switches as FCoE trusted interfaces so that they do
not perform FIP snooping.

This example enables VN2VN_Port FIP snooping on the FCoE
transit switch interfaces connected to the FCoE servers. The
example isequally validwithVN2VF_PortFIPsnoopingenabled
on the transit switchaccessports.ThemethodofFIPsnooping
you enable depends on your network configuration.

FIP snooping

NOTE: Thisexampleuses thedefault IEEE802.1p trustedBAclassifier,which
is automatically applied to trunkmode and tagged accessmode ports if you
do not apply an explicitly configured classifier.
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To configure CoS for FCoE traffic across an MC-LAG:

• Use the default FCoE forwarding class and forwarding-class-to-queuemapping (do

not explicitly configure the FCoE forwarding class or output queue). The default FCoE

forwarding class is fcoe, and the default output queue is queue 3.

NOTE: In Junos OS Release 12.2, traffic mapped to explicitly configured
forwardingclasses, even lossless forwardingclassessuchas fcoe, is treated

as lossy (best-effort) traffic and does not receive lossless treatment. To

receive lossless treatment inRelease 12.2, trafficmustuseoneof thedefault
lossless forwarding classes (fcoe or no-loss).

In JunosOSRelease 12.3 and later, you can include the no-loss packet drop
attribute in theexplicit forwardingclassconfiguration toconfigurea lossless
forwarding class.

• Use the default trusted BA classifier, which maps incoming packets to forwarding

classesby the IEEE802.1p codepoint (CoSpriority) of thepacket. The trustedclassifier

is the default classifier for interfaces in trunk and tagged-access port modes. The

default trusted classifier maps incoming packets with the IEEE 802.1p code point 3

(011) to the FCoE forwarding class. If you choose to configure the BA classifier instead

of using the default classifier, you must ensure that FCoE traffic is classified into

forwardingclasses inexactly thesamewayonbothMC-LAGswitches.Using thedefault

classifier ensures consistent classifier configuration on the MC-LAG ports.

• Configure a congestion notification profile that enables PFC on the FCoE code point

(codepoint011 in this example). The congestion notificationprofile configurationmust

be the same on both MC-LAG switches.

• Apply the congestion notification profile to the interfaces.

• Configureenhancedtransmissionselection(ETS,alsoknownashierarchical scheduling)

on the interfaces to provide the bandwidth required for lossless FCoE transport.

Configuring ETS includes configuring bandwidth scheduling for the FCoE forwarding

class, a forwarding class set (priority group) that includes the FCoE forwarding class,

anda traffic control profile toassignbandwidth to the forwardingclass set that includes

FCoE traffic.

• Apply the ETS scheduling to the interfaces.

• Configure the port mode, MTU, and FCoE trusted or untrusted state for each interface

to support lossless FCoE transport.

In addition, this example describes how to enable FIP snooping on the Transit Switch

TS1 and TS2 ports that are connected to the FCoE servers and how to disable IGMP

snooping on the FCoE VLAN. To provide secure access, FIP snooping must be enabled

on the FCoE access ports.

This example focuseson theCoSconfiguration to support losslessFCoE transport across

anMC-LAG. This example does not describe how to configure theproperties ofMC-LAGs

and LAGs, although it does show you how to configure the port characteristics required
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to support lossless transport and how to assign interfaces to the MC-LAG and to the

LAGs.

Before you configure CoS, configure:

• The MC-LAGs that connect Switches S1 and S2 to Switches TS1 and TS2. (Example:

Configuring Multichassis Link Aggregation describes how to configure MC-LAGs.)

• The LAGs that connect the Transit Switches TS1 and TS2 to MC-LAG Switches S1 and

S2. (Configuring Link Aggregation describes how to configure LAGs.)

• The LAG that connects Switch S1 to Switch S2.

Configuration

To configure CoS for lossless FCoE transport across an MC-LAG, perform these tasks:

• Configuring MC-LAG Switches S1 and S2 on page 629

• Configuring FCoE Transit Switches TS1 and TS2 on page 630

• Results on page 632

CLI Quick
Configuration

Toquickly configureCoS for losslessFCoE transport acrossanMC-LAG, copy the following

commands, paste them in a text file, remove line breaks, change variables and details

to match your network configuration, and then copy and paste the commands into the

CLI for MC-LAG Switch S1 and MC-LAG Switch S2 at the [edit] hierarchy level. The

configurations on Switches S1 and S2 are identical because the CoS configuration must

be identical, and because this example uses the same ports on both switches.

Switch S1 and Switch
S2

set class-of-service schedulers fcoe-sched priority low transmit-rate 3g
set class-of-service schedulers fcoe-sched shaping-rate percent 100
set class-of-service scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched
set class-of-service forwarding-class-sets fcoe-pg class fcoe
set class-of-service traffic-control-profiles fcoe-tcp scheduler-map fcoe-map guaranteed-rate
3g
set class-of-service traffic-control-profiles fcoe-tcp shaping-rate percent 100
set class-of-service interfaces ae0 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service interfaces ae1 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set class-of-service interfaces ae0 congestion-notification-profile fcoe-cnp
set class-of-service interfaces ae1 congestion-notification-profile fcoe-cnp
set vlans fcoe_vlan vlan-id 100
set protocols igmp-snooping vlan fcoe_vlan disable
set interfaces xe-0/0/10 ether-options 802.3ad ae0
set interfaces xe-0/0/11 ether-options 802.3ad ae0
set interfaces xe-0/0/20 ether-options 802.3ad ae1
set interfaces xe-0/0/21 ether-options 802.3ad ae1
set interfaces ae0 unit 0 family ethernet-switching port-mode trunk vlanmembers fcoe_vlan
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk vlanmembers fcoe_vlan
set interfaces ae0mtu 2180
set interfaces ae1mtu 2180
set ethernet-switching-options secure-access-port interface ae0 fcoe-trusted
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set ethernet-switching-options secure-access-port interface ae1 fcoe-trusted

Toquickly configureCoS for losslessFCoE transport acrossanMC-LAG, copy the following

commands, paste them in a text file, remove line breaks, change variables and details

to match your network configuration, and then copy and paste the commands into the

CLI for Transit Switch TS1 and Transit Switch TS2 at the [edit] hierarchy level. The

configurations on Switches TS1 and TS2 are identical because the CoS configuration

must be identical, and because this example uses the same ports on both switches.

Switch TS1 andSwitch
TS2

set class-of-service schedulers fcoe-sched priority low transmit-rate 3g
set class-of-service schedulers fcoe-sched shaping-rate percent 100
set class-of-service scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched
set class-of-service forwarding-class-sets fcoe-pg class fcoe
set class-of-service traffic-control-profiles fcoe-tcp scheduler-map fcoe-map guaranteed-rate
3g
set class-of-service traffic-control-profiles fcoe-tcp shaping-rate percent 100
set class-of-service interfaces ae1 forwarding-class-set fcoe-pg output-traffic-control-profile
fcoe-tcp
set class-of-service interfaces xe-0/0/30 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/31 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/32 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service interfaces xe-0/0/33 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
set class-of-service congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set class-of-service interfaces ae1 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/30 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/31 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/32 congestion-notification-profile fcoe-cnp
set class-of-service interfaces xe-0/0/33 congestion-notification-profile fcoe-cnp
set vlans fcoe_vlan vlan-id 100
set protocols igmp-snooping vlan fcoe_vlan disable
set interfaces xe-0/0/25 ether-options 802.3ad ae1
set interfaces xe-0/0/26 ether-options 802.3ad ae1
set interfaces ae1 unit 0 family ethernet-switching port-mode trunk vlanmembers fcoe_vlan
set interfacesxe-0/0/30unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfacesxe-0/0/31unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfacesxe-0/0/32unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfacesxe-0/0/33unit0familyethernet-switchingport-modetagged-accessvlanmembers
fcoe_vlan
set interfaces ae1mtu 2180
set interfaces xe-0/0/30mtu 2180
set interfaces xe-0/0/31mtu 2180
set interfaces xe-0/0/32mtu 2180
set interfaces xe-0/0/33mtu 2180
set ethernet-switching-options secure-access-port interface ae1 fcoe-trusted
set ethernet-switching-options secure-access-port vlan fcoe_vlan examine-fip examine-vn2v2
beacon-period 90000
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ConfiguringMC-LAG Switches S1 and S2

Step-by-Step
Procedure

To configure CoS resource scheduling (ETS), PFC, the FCoE VLAN, and the LAG and

MC-LAG interface membership and characteristics to support lossless FCoE transport

across an MC-LAG (this example uses the default fcoe forwarding class and the default

classifier to map incoming FCoE traffic to the FCoE IEEE 802.1p code point 011, so you

do not configure them):

1. Configure output scheduling for the FCoE queue.

[edit class-of-service schedulers fcoe-sched]
user@switch# set priority low transmit-rate 3g
user@switch# set shaping-rate percent 100

2. Map the FCoE forwarding class to the FCoE scheduler (fcoe-sched).

[edit class-of-service]
user@switch# set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched

3. Configure the forwarding class set (fcoe-pg) for the FCoE traffic.

[edit class-of-service]
user@switch# set forwarding-class-sets fcoe-pg class fcoe

4. Define the traffic control profile (fcoe-tcp) to use on the FCoE forwarding class set.

[edit class-of-service traffic-control-profiles fcoe-tcp]
user@switch# set scheduler-map fcoe-map guaranteed-rate 3g
user@switch# set shaping-rate percent 100

5. Apply the FCoE forwarding class set and traffic control profile to the LAG and

MC-LAG interfaces.

[edit class-of-service]
user@switch# set interfacesae0forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp
user@switch# set interfacesae1 forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp

6. Enable PFC on the FCoE priority by creating a congestion notification profile

(fcoe-cnp) that applies FCoE to the IEEE 802.1 code point 011.

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc

7. Apply the PFC configuration to the LAG and MC-LAG interfaces.

[edit class-of-service]
user@switch# set interfaces ae0 congestion-notification-profile fcoe-cnp
user@switch# set interfaces ae1 congestion-notification-profile fcoe-cnp

8. Configure the VLAN for FCoE traffic (fcoe_vlan).

[edit vlans]
user@switch# set fcoe_vlan vlan-id 100

9. Disable IGMP snooping on the FCoE VLAN.

[edit protocols]
user@switch# set igmp-snooping vlan fcoe_vlan disable

10. Add themember interfaces to the LAG between the twoMC-LAG switches.
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[edit interfaces]
user@switch# set xe-0/0/10 ether-options 802.3ad ae0
user@switch# set xe-0/0/11 ether-options 802.3ad ae0

11. Add themember interfaces to the MC-LAG.

[edit interfaces]
user@switch# set xe-0/0/20 ether-options 802.3ad ae1
user@switch# set xe-0/0/21 ether-options 802.3ad ae1

12. Configure the portmodeas trunkandmembership in the FCoEVLAN (fcoe_vlan)for

the LAG (ae0) and for the MC-LAG (ae1).

[edit interfaces]
user@switch# set ae0 unit 0 family ethernet-switching port-mode trunk vlanmembers
fcoe_vlan
user@switch# set ae1 unit 0 family ethernet-switching port-mode trunk vlanmembers
fcoe_vlan

13. Set the MTU to 2180 for the LAG and MC-LAG interfaces.

2180 bytes is the minimum size required to handle FCoE packets because of the

payload and header sizes. You can configure the MTU to a higher number of bytes

if desired, but not less than 2180 bytes.

[edit interfaces]
user@switch# set ae0mtu 2180
user@switch# set ae1mtu 2180

14. Set the LAG and MC-LAG interfaces as FCoE trusted ports.

Ports that connect to other switches should be trusted and should not perform FIP

snooping.

[edit ethernet-switching-options secure-access-port interface]
user@switch# set ae0 fcoe-trusted
user@switch# set ae1 fcoe-trusted

Configuring FCoE Transit Switches TS1 and TS2

Step-by-Step
Procedure

The CoS configuration on FCoE Transit Switches TS1 and TS2 is similar to the CoS

configuration on MC-LAG Switches S1 and S2. However, the port configurations differ,

and youmust enable FIP snooping on the Switch TS1 andSwitch TS2 FCoE access ports.

To configure resource scheduling (ETS), PFC, the FCoE VLAN, and the LAG interface

membership and characteristics to support lossless FCoE transport across the MC-LAG

(this example uses the default fcoe forwarding class and the default classifier to map

incoming FCoE traffic to the FCoE IEEE 802.1p code point 011, so you do not configure

them):

1. Configure output scheduling for the FCoE queue.

[edit class-of-service schedulers fcoe-sched]
user@switch# set priority low transmit-rate 3g
user@switch# set shaping-rate percent 100

2. Map the FCoE forwarding class to the FCoE scheduler (fcoe-sched).

[edit class-of-service]
user@switch# set scheduler-maps fcoe-map forwarding-class fcoe scheduler fcoe-sched
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3. Configure the forwarding class set (fcoe-pg) for the FCoE traffic.

[edit class-of-service]
user@switch# set forwarding-class-sets fcoe-pg class fcoe

4. Define the traffic control profile (fcoe-tcp) to use on the FCoE forwarding class set.

[edit class-of-service]
user@switch# set traffic-control-profiles fcoe-tcp scheduler-map fcoe-map
guaranteed-rate 3g
user@switch# set traffic-control-profiles fcoe-tcp shaping-rate percent 100

5. Apply the FCoE forwarding class set and traffic control profile to the LAG interface

and to the FCoE access interfaces.

[edit class-of-service]
user@switch# set interfacesae1 forwarding-class-set fcoe-pgoutput-traffic-control-profile
fcoe-tcp
user@switch# set interfaces xe-0/0/30 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/31 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/32 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp
user@switch# set interfaces xe-0/0/33 forwarding-class-set fcoe-pg
output-traffic-control-profile fcoe-tcp

6. Enable PFC on the FCoE priority by creating a congestion notification profile

(fcoe-cnp) that applies FCoE to the IEEE 802.1 code point 011.

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc

7. Apply thePFC configuration to the LAG interface and to the FCoE access interfaces.

[edit class-of-service]
user@switch# set interfaces ae1 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/30 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/31 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/32 congestion-notification-profile fcoe-cnp
user@switch# set interfaces xe-0/0/33 congestion-notification-profile fcoe-cnp

8. Configure the VLAN for FCoE traffic (fcoe_vlan).

[edit vlans]
user@switch# set fcoe_vlan vlan-id 100

9. Disable IGMP snooping on the FCoE VLAN.

[edit protocols]
user@switch# set igmp-snooping vlan fcoe_vlan disable

10. Add themember interfaces to the LAG.

[edit interfaces]
user@switch# set xe-0/0/25 ether-options 802.3ad ae1
user@switch# set xe-0/0/26 ether-options 802.3ad ae1

11. On the LAG (ae1), configure the port mode as trunk andmembership in the FCoE

VLAN (fcoe_vlan).

[edit interfaces]
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user@switch# set ae1 unit 0 family ethernet-switching port-mode trunk vlanmembers
fcoe_vlan

12. On the FCoE access interfaces (xe-0/0/30, xe-0/0/31, xe-0/0/32, xe-0/0/33),

configure the port mode as tagged-access andmembership in the FCoE VLAN

(fcoe_vlan).

[edit interfaces]
user@switch# set xe-0/0/30 unit 0 family ethernet-switching port-mode tagged-access
vlanmembers fcoe_vlan
user@switch# set xe-0/0/31 unit 0 family ethernet-switching port-mode tagged-access
vlanmembers fcoe_vlan
user@switch# set xe-0/0/32 unit 0 family ethernet-switching port-mode tagged-access
vlanmembers fcoe_vlan
user@switch# set xe-0/0/33 unit 0 family ethernet-switching port-mode tagged-access
vlanmembers fcoe_vlan

13. Set the MTU to 2180 for the LAG and FCoE access interfaces.

2180 bytes is the minimum size required to handle FCoE packets because of the

payload and header sizes; you can configure the MTU to a higher number of bytes

if desired, but not less than 2180 bytes.

[edit interfaces]
user@switch# set ae1mtu 2180
user@switch# set xe-0/0/30mtu 2180
user@switch# set xe-0/0/31mtu 2180
user@switch# set xe-0/0/32mtu 2180
user@switch# set xe-0/0/33mtu 2180

14. Set the LAG interface as an FCoE trusted port. Ports that connect to other switches

should be trusted and should not perform FIP snooping:

[edit ethernet-switching-options]
user@switch# set secure-access-port interface ae1 fcoe-trusted

NOTE: Access ports xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33
are not configured as FCoE trusted ports. The access ports remain in
the default state as untrusted ports because they connect directly to
FCoEdevicesandmustperformFIPsnooping toensurenetworksecurity.

15. Enable FIP snooping on the FCoE VLAN to prevent unauthorized FCoE network

access (this example uses VN2VN_Port FIP snooping; the example is equally valid

if you use VN2VF_Port FIP snooping).

[edit ethernet-switching-options]
user@switch# set secure-access-port vlan fcoe_vlan examine-fip examine-vn2vn
beacon-period 90000

Results

Display the results of theCoSconfigurationonMC-LAGSwitchS1 andonMC-LAGSwitch

S2 (the results on both switches are the same).

user@switch> show configuration class-of-service
traffic-control-profiles {
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fcoe-tcp {
scheduler-map fcoe-map;
shaping-rate percent 100;
guaranteed-rate 3g;

}
}
forwarding-class-sets {
fcoe-pg {
class fcoe;

}
}
congestion-notification-profile {
fcoe-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
}

}
}

}
interfaces {
ae0 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
ae1 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
}
scheduler-maps {
fcoe-map {
forwarding-class fcoe scheduler fcoe-sched;

}
}
schedulers {
fcoe-sched {
transmit-rate 3g;
shaping-rate percent 100;
priority low;

}
}
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NOTE: The forwarding class and classifier configurations are not shown
because the show command does not display default portions of the

configuration.

For MC-LAG verification commands, see Example: Configuring Multichassis
Link Aggregation.

Display the results of the CoS configuration on FCoE Transit Switch TS1 and on FCoE

Transit Switch TS2 (the results on both transit switches are the same).

user@switch> show configuration class-of-service
traffic-control-profiles {
fcoe-tcp {
scheduler-map fcoe-map;
shaping-rate percent 100;
guaranteed-rate 3g;

}
}
forwarding-class-sets {
fcoe-pg {
class fcoe;

}
}
congestion-notification-profile {
fcoe-cnp {
input {
ieee-802.1 {
code-point 011 {
pfc;

}
}

}
}

}
interfaces {
xe-0/0/30 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/31 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/32 {

Copyright © 2016, Juniper Networks, Inc.634

Traffic Management Feature Guide for the QFX Series



forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
xe-0/0/33 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
ae1 {
forwarding-class-set {
fcoe-pg {
output-traffic-control-profile fcoe-tcp;

}
}
congestion-notification-profile fcoe-cnp;

}
}
scheduler-maps {
fcoe-map {
forwarding-class fcoe scheduler fcoe-sched;

}
}
schedulers {
fcoe-sched {
transmit-rate 3g;
shaping-rate percent 100;
priority low;

}
}

Verification

To verify that the CoS components and FIP snooping have been configured and are

operating properly, perform these tasks. Because this example uses the default fcoe

forwarding class and the default IEEE 802.1p trusted classifier, the verification of those

configurations is not shown.

• Verifying That the Output Queue Schedulers Have Been Created on page 636

• Verifying That the Priority Group Output Scheduler (Traffic Control Profile) Has Been

Created on page 636

• VerifyingThat theForwardingClassSet (PriorityGroup)HasBeenCreatedonpage637

• Verifying That Priority-Based Flow Control Has Been Enabled on page 637

• VerifyingThat the InterfaceClassofServiceConfigurationHasBeenCreatedonpage638

• Verifying That the Interfaces Are Correctly Configured on page 640
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• Verifying That FIP Snooping Is Enabled on the FCoE VLAN on FCoE Transit Switches

TS1 and TS2 Access Interfaces on page 642

• Verifying That the FIP Snooping Mode Is Correct on FCoE Transit Switches TS1 and

TS2 on page 643

• Verifying That IGMP Snooping Is Disabled on the FCoE VLAN on page 644

Verifying That the Output Queue Schedulers Have Been Created

Purpose Verify that the output queue scheduler for FCoE traffic has the correct bandwidth

parameters andpriorities, and ismapped to the correct forwarding class (output queue).

Queue scheduler verification is the same on each of the four switches.

Action List the scheduler map using the operational mode command show class-of-service

scheduler-map fcoe-map:

user@switch> show class-of-service scheduler-map fcoe-map
Scheduler map: fcoe-map, Index: 9023

  Scheduler: fcoe-sched, Forwarding class: fcoe, Index: 37289
    Transmit rate: 3000000000 bps, Rate Limit: none, Buffer size: remainder,
    Buffer Limit: none, Priority: low
    Excess Priority: unspecified
    Shaping rate: 100 percent,
    drop-profile-map-set-type: mark
    Drop profiles:
      Loss priority   Protocol    Index    Name
      Low             any             1    <default-drop-profile>
      Medium high     any             1    <default-drop-profile>
      High            any             1    <default-drop-profile>

Meaning The show class-of-service scheduler-map fcoe-map command lists the properties of the

scheduler map fcoe-map. The command output includes:

• The name of the scheduler map (fcoe-map)

• The name of the scheduler (fcoe-sched)

• The forwarding classes mapped to the scheduler (fcoe)

• Theminimum guaranteed queue bandwidth (transmit rate 3000000000 bps)

• The scheduling priority (low)

• Themaximum bandwidth in the priority group the queue can consume (shaping rate

100 percent)

• The drop profile loss priority for each drop profile name. This example does not include

drop profiles because you do not apply drop profiles to FCoE traffic.

Verifying That the Priority Group Output Scheduler (Traffic Control Profile) Has
Been Created

Purpose Verify that the traffic control profile fcoe-tcphasbeencreatedwith thecorrectbandwidth

parameters and scheduler mapping. Priority group scheduler verification is the same on

each of the four switches.
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Action List the FCoE traffic control profile properties using the operational mode command

show class-of-service traffic-control-profile fcoe-tcp:

user@switch> show class-of-service traffic-control-profile fcoe-tcp
Traffic control profile: fcoe-tcp, Index: 18303
  Shaping rate: 100 percent
  Scheduler map: fcoe-map
  Guaranteed rate: 3000000000

Meaning The show class-of-service traffic-control-profile fcoe-tcp command lists all of the

configured traffic control profiles. For each traffic control profile, the command output

includes:

• The name of the traffic control profile (fcoe-tcp)

• Themaximum port bandwidth the priority group can consume (shaping rate 100

percent)

• The scheduler map associated with the traffic control profile (fcoe-map)

• Theminimumguaranteedprioritygroupportbandwidth(guaranteed rate3000000000

in bps)

Verifying That the Forwarding Class Set (Priority Group) Has Been Created

Purpose Verify that the FCoEpriority grouphasbeen createdand that the fcoepriority (forwarding

class) belongs to the FCoE priority group. Forwarding class set verification is the same

on each of the four switches.

Action List the forwardingclass setsusing theoperationalmodecommand showclass-of-service

forwarding-class-set fcoe-pg:

user@switch> show class-of-service forwarding-class-set fcoe-pg
Forwarding class set: fcoe-pg, Type: normal-type, Forwarding class set index: 
31420
  Forwarding class                       Index
  fcoe                                     1   

Meaning Theshowclass-of-serviceforwarding-class-setfcoe-pgcommand listsall of the forwarding

classes (priorities) thatbelong to the fcoe-pgpriority group, and the internal indexnumber

of the priority group. The command output shows that the forwarding class set fcoe-pg

includes the forwarding class fcoe.

Verifying That Priority-Based Flow Control Has Been Enabled

Purpose Verify that PFC is enabled on the FCoE code point. PFC verification is the same on each

of the four switches.

Action List the FCoE congestion notification profile using the operationalmode command show

class-of-service congestion-notification fcoe-cnp:

user@switch> show class-of-service congestion-notification fcoe-cnp
Type: Input, Name: fcoe-cnp, Index: 6879
Cable Length: 100 m
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  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Disabled      
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The showclass-of-service congestion-notification fcoe-cnp command lists all of the IEEE

802.1p code points in the congestion notification profile that have PFC enabled. The

command output shows that PFC is enabled on code point 011 (fcoe queue) for the

fcoe-cnp congestion notification profile.

The command also shows the default cable length (100meters), the default maximum

receiveunit (2500bytes), and thedefaultmappingofpriorities tooutputqueuesbecause

this example does not include configuring these options.

Verifying That the Interface Class of Service Configuration Has Been Created

Purpose Verify that the CoS properties of the interfaces are correct. The verification output on

MC-LAG Switches S1 and S2 differs from the output on FCoE Transit Switches TS1 and

TS2.

Action List the interfaceCoSconfigurationonMC-LAGSwitchesS1 andS2using theoperational

mode command show configuration class-of-service interfaces:

user@switch> show configuration class-of-service interfaces
ae0 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

ae1 {
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    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

List the interface CoS configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration class-of-service interfaces:

user@switch> show configuration class-of-service interfaces
xe-0/0/30 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
xe-0/0/31 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
xe-0/0/32 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
xe-0/0/33 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}
ae1 {
    forwarding-class-set {
        fcoe-pg {
            output-traffic-control-profile fcoe-tcp;
        }
    }
    congestion-notification-profile fcoe-cnp;
}

Meaning The show configuration class-of-service interfaces command lists the class of service

configuration for all interfaces. For each interface, the command output includes:

• The name of the interface (for example, ae0 or xe-0/0/30)

• The name of the forwarding class set associated with the interface (fcoe-pg)
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• The name of the traffic control profile associated with the interface (output traffic

control profile, fcoe-tcp)

• Thenameof thecongestionnotificationprofile associatedwith the interface (fcoe-cnp)

NOTE: Interfaces that aremembers of a LAGare not shown individually. The
LAG or MC-LAG CoS configuration is applied to all interfaces that are
membersof theLAGorMC-LAG.Forexample, the interfaceCoSconfiguration
output onMC-LAGSwitchesS1 andS2 shows the LAGCoSconfiguration but
does not show the CoS configuration of themember interfaces separately.
The interface CoS configuration output on FCoE Transit Switches TS1 and
TS2 shows the LAG CoS configuration but also shows the configuration for
interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32, and xe-0/0/33, which are not
members of a LAG.

Verifying That the Interfaces Are Correctly Configured

Purpose Verify that theLAGmembership,MTU,VLANmembership, andportmodeof the interfaces

are correct. TheverificationoutputonMC-LAGSwitchesS1andS2differs fromtheoutput

on FCoE Transit Switches TS1 and TS2.

Action List the interface configuration on MC-LAG Switches S1 and S2 using the operational

mode command show configuration interfaces:

user@switch> show configuration interfaces
xe-0/0/10 {
    ether-options {
        802.3ad ae0;
    }
}
xe-0/0/11 {
    ether-options {
        802.3ad ae0;
    }
}
xe-0/0/20 {
    ether-options {
        802.3ad ae1;
    }
}
xe-0/0/21 {
    ether-options {
        802.3ad ae1;
    }
}
ae0 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode trunk;
            vlan {
                members fcoe_vlan;
            }
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        }
    }
}
ae1 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

List the interface configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration interfaces:

user@switch> show configuration interfaces
xe-0/0/25 {
    ether-options {
        802.3ad ae1;
    }
}
xe-0/0/26 {
    ether-options {
        802.3ad ae1;
    }
}
xe-0/0/30 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
xe-0/0/31 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}
xe-0/0/32 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
            vlan {
                members fcoe_vlan;
            }
        }
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    }
}
xe-0/0/33 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode tagged-access;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

ae1 {
    mtu 2180;
    unit 0 {
        family ethernet-switching {
            port-mode trunk;
            vlan {
                members fcoe_vlan;
            }
        }
    }
}

Meaning The show configuration interfaces command lists the configuration of each interface by

interface name.

For each interface that is a member of a LAG, the command lists only the name of the

LAG to which the interface belongs.

For eachLAG interfaceand for each interface that isnotamemberofaLAG, thecommand

output includes:

• The MTU (2180)

• The unit number of the interface (0)

• The port mode (trunkmode for interfaces that connect two switches, tagged-access

mode for interfaces that connect to FCoE hosts)

• The name of the VLAN in which the interface is a member (fcoe_vlan)

Verifying That FIP Snooping Is Enabled on the FCoE VLAN on FCoE Transit
Switches TS1 and TS2 Access Interfaces

Purpose Verify that FIP snooping is enabled on the FCoE VLAN access interfaces. FIP snooping is

enabledonlyon theFCoEaccess interfaces, so it is enabledonlyonFCoETransitSwitches

TS1 and TS2. FIP snooping is not enabled on MC-LAG Switches S1 and S2 because FIP

snooping is done at the Transit Switch TS1 and TS2 FCoE access ports.
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Action List the port security configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show configuration ethernet-switching-options

secure-access-port:

user@switch> show configuration ethernet-switching-options secure-access-port
interface ae1.0 {
    fcoe-trusted;
}
vlan fcoe_vlan {
    examine-fip {
        examine-vn2vn {
            beacon-period 90000;
        }
    }
}

Meaning The show configuration ethernet-switching-options secure-access-port command lists

port security information, includingwhetheraport is trusted.Thecommandoutput shows

that:

• LAG port ae1.0, which connects the FCoE transit switch to the MC-LAG switches, is

configured as an FCoE trusted interface. FIP snooping is not performedon themember

interfaces of the LAG (xe-0/0/25 and xe-0/0/26).

• FIP snooping is enabled (examine-fip) on the FCoE VLAN (fcoe_vlan), the type of FIP

snooping is VN2VN_Port FIP snooping (examine-vn2vn), and the beacon period is set

to 90000milliseconds. On Transit Switches TS1 and TS2, all interface members of

theFCoEVLANperformFIPsnoopingunless the interface is configuredasFCoE trusted.

On Transit Switches TS1 and TS2, interfaces xe-0/0/30, xe-0/0/31, xe-0/0/32, and

xe-0/0/33 perform FIP snooping because they are not configured as FCoE trusted.

The interface members of LAG ae1 (xe-0/0/25 and xe-0/0/26) do not perform FIP

snooping because the LAG is configured as FCoE trusted.

Verifying That the FIP SnoopingMode Is Correct on FCoE Transit Switches TS1
and TS2

Purpose Verify that the FIP snooping mode is correct on the FCoE VLAN. FIP snooping is enabled

only on the FCoE access interfaces, so it is enabled only on FCoE Transit Switches TS1

and TS2. FIP snooping is not enabled on MC-LAG Switches S1 and S2 because FIP

snooping is done at the Transit Switch TS1 and TS2 FCoE access ports.

Action List the FIP snooping configuration on FCoE Transit Switches TS1 and TS2 using the

operational mode command show fip snooping brief:

user@switch> show fip snooping brief
VLAN: fcoe_vlan,    Mode: VN2VN Snooping
  FC-MAP: 0e:fd:00   
…

NOTE: Theoutputhasbeen truncated to showonly the relevant information.
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Meaning The show fip snooping brief command lists FIP snooping information, including the FIP

snooping VLAN and the FIP snooping mode. The command output shows that:

• The VLAN on which FIP snooping is enabled is fcoe_vlan

• The FIP snooping mode is VN2VN_Port FIP snooping (VN2VN Snooping)

Verifying That IGMP Snooping Is Disabled on the FCoE VLAN

Purpose Verify that IGMP snooping is disabled on the FCoE VLAN on all four switches.

Action List the IGMP snooping protocol information on each of the four switches using the show

configuration protocols igmp-snooping command:

user@switch> show configuration protocols igmp-snooping
vlan fcoe_vlan {
    disable;
}

Meaning The show configuration protocols igmp-snooping command lists the IGMP snooping

configuration for the VLANs configured on the switch. The command output shows that

IGMP snooping is disabled on the FCoE VLAN (fcoe_vlan).

Related
Documentation

Example: Configuring Multichassis Link Aggregation•

• Configuring Link Aggregation

• Example: Configuring CoS PFC for FCoE Traffic on page 612

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Understanding Multichassis Link Aggregation

• Understanding MC-LAGs on an FCoE Transit Switch

Example: Configuring Lossless FCoE TrafficWhen the Converged Ethernet Network
Does Not Use IEEE 802.1p Priority 3 for FCoE Traffic (FCoE Transit Switch)

The default system configuration supports FCoE traffic on priority 3 (IEEE 802.1p code

point 011). If the FCoE traffic on your converged Ethernet network uses priority 3, the only

user configuration required for lossless transport is to enable PFC on code point 011 on

the FCoE ingress interfaces.

However, if your network uses a different priority than 3 for FCoE traffic, you need to

configure lossless FCoE transport on that priority. This example shows you how to

configure lossless FCoE transport on a converged Ethernet network that uses priority 5

(IEEE 802.1p code point 101) for FCoE traffic instead of using priority 3.

• Requirements on page 645

• Overview on page 645

• Configuration on page 647

• Verification on page 649
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Requirements

This example uses the following hardware and software components:

• One switch used as an FCoE transit switch

• Junos OS Release 12.3 or later for the QFX Series

Overview

AlthoughFCoE traffic typically uses IEEE802.1ppriority 3onconvergedEthernetnetworks,

some networks use a different priority for FCoE traffic. Regardless of the priority used,

FCoE trafficmust receive lossless treatment. Supporting losslessbehavior for FCoE traffic

when your network does not use priority 3 requires configuring:

• A lossless forwarding class for FCoE traffic.

• A behavior aggregate (BA) classifier to map the FCoE forwarding class to the

appropriate IEEE 802.1p priority.

• A congestion notification profile (CNP) to enable PFC on the FCoE code point at the

interface ingress and to configure flow control on the interface egress. Flow control on

the interface egress enables the interface to respond to PFCmessages received from

the connected peer and pause the correct IEEE 802.1p priority on the correct output

queue.

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• ADCBXapplicationandanapplicationmaptosupportDCBXapplicationTLVexchange

for the losslessFCoE trafficon theconfiguredFCoEpriority. Bydefault,DCBX isenabled

onall Ethernet interfaces, but only onpriority 3 (IEEE802.1p codepoint011). To support

DCBX application TLV exchangewhen you are not using the default configuration, you

must configure all of the applications andmap them to interfaces and priorities.

Thepriorities specified in theBAclassifiers, CNP, andDCBXapplicationmapmustmatch,

or the configuration does not work. Youmust specify the same lossless FCoE forwarding

class in each configuration and use the same IEEE 802.1p code point (priority) so that

the FCoE traffic is properly classified into flows and so that those flows receive lossless

treatment.

Topology

This example shows how to configure one lossless FCoE traffic class, map it to a priority

other than priority 3, and configure flow control to ensure lossless behavior on the

interfaces. This example uses two Ethernet interfaces, xe-0/0/25 and xe-0/0/26. The

interfacesconnect toaconvergedEthernetnetwork thatuses IEEE802.1ppriority5 (code

point 101) for FCoE traffic.

645Copyright © 2016, Juniper Networks, Inc.

Chapter 10: Using Data Center Bridging and Lossless Transport



Theconfigurationon the two interfaces is thesame.Both interfacesuse thesameexplicitly

configured losslessFCoE forwardingclassand thesame ingressclassifier. Both interfaces

enable PFC on priority 5 and enable flow control on the same output queue (which is

mapped to the lossless FCoE forwarding class).

Table 109 on page 646 shows the configuration components for this example.

Table 109: Components of the Configuration Topology for FCoE Traffic
That Does Not Use Priority 3

SettingsComponent

One switchHardware

Name—fcoe1

Queuemapping—queue 5

Packet drop attribute—no-loss

NOTE: A lossless forwardingclasscanbemapped toanyoutput
queue. However, because the fcoe1 forwarding class uses
priority 5 in this example, matching that traffic to a forwarding
class that uses queue 5 creates a configuration that is logical
andeasy tomapbecause thepriority and thequeueare identified
by the same number.

Forwarding class

Name—fcoe_p5

FCoE prioritymapping—Forwarding class fcoe1mapped to code
point 101 (IEEE802.1p priority 5) andapacket loss priority of low.

BA classifier

CNP name—fcoe_p5_cnp

Input CNP code point—101

MRU—2240 bytes

Cable length—100meters

Output CNP code point—101

Output CNP flow control queue—5

NOTE: When you apply a CNPwith an explicit output queue
flow control configuration to an interface, the explicit CNP
overwrites the default output CNP. The output queues that are
enabled for pause in the default configuration (queues 3 and 4)
arenotenabled forpauseunless theyare included in theexplicitly
configured output CNP.

PFC configuration (CNPs)
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Table 109: Components of the Configuration Topology for FCoE Traffic
That Does Not Use Priority 3 (continued)

SettingsComponent

Application name—fcoe_p5_app

Application EtherType—0x8906

Application map name—fcoe_p5_app_map

Application map code points—101

NOTE: LLDP and DCBXmust be enabled on the interface. By
default, LLDP and DCBX are enabled on all Ethernet interfaces.

DCBX application mapping

NOTE: This example does not include scheduling (bandwidth allocation)
configuration or the FIP snooping configuration. This example focuses only
on the lossless FCoE priority configuration.

QFX10000switchesdonotsupportFIPsnooping.For this reason,QFX10000
switchescannotbeusedasFCoEaccesstransit switches.QFX10000switches
canbeusedas intermediateor aggregation transit switches in theFCoEpath,
between an FCoE access transit switch that performs FIP snooping and an
FCF.

Configuration

CLI Quick
Configuration

To quickly configure a lossless FCoE forwarding class that uses a different priority than

IEEE 802.1p priority 3 for FCoE traffic on an FCoE transit switch, copy the following

commands, paste them in a text file, remove line breaks, change variables and details

to match your network configuration, and then copy and paste the commands into the

CLI at the [edit] hierarchy level.

set class-of-service forwarding-classes class fcoe1 queue-num 5 no-loss
set class-of-service classifiers ieee-802.1 fcoe_p5 forwarding-class fcoe1 loss-priority low
code-points 101
set class-of-service interfaces xe-0/0/25 unit 0 classifiers ieee-802.1 fcoe_p5
set class-of-service interfaces xe-0/0/26 unit 0 classifiers ieee-802.1 fcoe_p5
set class-of-service congestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point 101
pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p5_cnp input cable-length 100
set class-of-service congestion-notification-profile fcoe_p5_cnp output ieee-802.1 code-point
101 pfc flow-control-queue 5
set class-of-service interfaces xe-0/0/25 congestion-notification-profile fcoe_p5_cnp
set class-of-service interfaces xe-0/0/26 congestion-notification-profile fcoe_p5_cnp
set applications application fcoe_p5_app ether-type 0x8906
set policy-options application-maps fcoe_p5_app_mapapplication fcoe_p5_appcode-points 101
set protocols dcbx interface xe-0/0/25 application-map fcoe_p5_app_map
set protocols dcbx interface xe-0/0/26 application-map fcoe_p5_app_map

647Copyright © 2016, Juniper Networks, Inc.

Chapter 10: Using Data Center Bridging and Lossless Transport



Configuring A Lossless FCoE Forwarding Class On IEEE 802.1p Priority 5

Step-by-Step
Procedure

To configure a lossless forwarding class for FCoE traffic on IEEE 802.1p priority 5 (code

point 101), classify FCoE traffic into the lossless forwarding class, configure a congestion

notification profile to enable PFC on the FCoE priority and output queue, and configure

DCBX application protocol TLV exchange for traffic on the FCoE priority:

1. Configure the lossless forwarding class (named fcoe1 andmapped to output queue

5) for FCoE traffic on IEEE 802.1p priority 5:

[edit class-of-service]
user@switch# set forwarding-classes class fcoe1 queue-num 5 no-loss

2. Configure the ingress classifier (fcoe_p5). Theclassifiermaps theFCoEpriority (code

point 101) to the lossless FCoE forwarding class fcoe1:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p5 forwarding-class fcoe1 loss-priority low code-points
101

3. Apply the classifier to interfaces xe-0/0/25 and xe-0/026:

[edit class-of-service]
user@switch# set interfaces xe-0/0/25 unit 0 classifiers ieee-802.1 fcoe_p5
user@switch# set interfaces xe-0/0/26 unit 0 classifiers ieee-802.1 fcoe_p5

4. Configure the CNP. The input stanza enables PFC on the FCoE priority (IEEE 802.1p

code point 101), sets the MRU value (2240 bytes), and sets the cable length value

(100meters). The output stanza configures flow control on output queue 5 on the

FCoE priority:

[edit class-of-service]
user@switch# setcongestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point
101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p5_cnp input cable-length 100
user@switch# setcongestion-notification-profile fcoe_p5_cnpoutput ieee-802.1code-point
101 pfc flow-control-queue 5

5. Apply the CNP to the interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/25 congestion-notification-profile fcoe_p5_cnp
user@switch# set interfaces xe-0/0/26 congestion-notification-profile fcoe_p5_cnp

6. Configure the DCBX application for FCoE tomap to the Ethernet interfaces, so that

DCBX can exchange application protocol TLVs on the IEEE 802.1p priority 5 instead

of on the default priority 3:

[edit]
user@switch# set applications application fcoe_p5_app ether-type 0x8906

7. Configure a DCBX applicationmap tomap the FCoE application to the correct IEEE

802.1p FCoE priority:

[edit]
user@switch# set policy-options application-maps fcoe_p5_app_map application
fcoe_p5_app code-points 101

8. Apply the applicationmap to theEthernet interfaces so thatDCBXexchanges FCoE

application TLVs on the correct code point:
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[edit]
user@switch# set protocols dcbx interface xe-0/0/25application-map fcoe_p5_app_map
user@switch# setprotocolsdcbx interface xe-0/0/26application-map fcoe_p5_app_map

Verification

To verify the configuration and proper operation of the lossless forwarding class and

IEEE 802.1p priority, perform these tasks:

• Verifying the Forwarding Class Configuration on page 649

• Verifying the Behavior Aggregate Classifier Configuration on page 649

• Verifying the PFC Flow Control Configuration (CNP) on page 650

• Verifying the Interface Configuration on page 650

• Verifying the DCBX Application Configuration on page 651

• Verifying the DCBX Application Map Configuration on page 651

• Verifying theDCBXApplicationProtocolExchange InterfaceConfigurationonpage652

Verifying the Forwarding Class Configuration

Purpose Verify that the lossless forwarding class fcoe1 has been created.

Action Show the forwarding class configuration by using the operational command show

class-of-service forwarding class:

user@switch# show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  fcoe                                 1         3         normal        Enabled

  no-loss                              2         4         normal        Enabled

  network-control                      3         7         normal        Disabled

  fcoe1                                4         5         normal        Enabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommandshowsall of the forwardingclasses.

The command output shows that the fcoe1 forwarding class is configured on output

queue 5with the no-loss packet drop attribute enabled.

Because we did not explicitly configure the default forwarding classes, they remain in

their default state, including the lossless configuration of the fcoe and no-loss default

forwarding classes.

Verifying the Behavior Aggregate Classifier Configuration

Purpose Verify that the classifier maps the forwarding classes to the correct IEEE 802.1p code

points (priorities) and packet loss priorities.
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Action List the classifier configured to support lossless FCoE transport using the operational

mode command show class-of-service classifier:

user@switch> show class-of-service classifier
Classifier: fcoe_p5, Code point type: ieee-802.1, Index: 63065
  Code point         Forwarding class                    Loss priority
  101                fcoe1                               low         

Meaning The show class-of-service classifier command shows the IEEE 802.1p code points and

the loss priorities that are mapped to the forwarding classes in each classifier.

Classifier fcoe_p5maps code point 101 (priority 5) to explicitly configured lossless

forwarding class fcoe1 and a packet loss priority of low, and all other priorities to the

best-effort forwarding class with a packet loss priority of high.

Verifying the PFC Flow Control Configuration (CNP)

Purpose Verify that PFC is enabled on the correct input priority and that flow control is configured

on the correct output queue in the CNP.

Action Display the congestion notification profile using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Name: fcoe_p5_cnp, Index: 12137
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Disabled 
  100          Disabled       
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  101 
               5

Meaning The showclass-of-service congestion-notification command shows the input and output

stanzas of the configured CNPs.

The fcoe_p5_cnp CNP input stanza shows that PFC is enabled on code point 101 (priority

5), the MRU is 2240 bytes, and the cable length is 100meters. The CNP output stanza

shows that output flow control is configured on queue 5 for code point 101 (priority 5).

Verifying the Interface Configuration

Purpose Verify that the correct classifier and congestion notification profile are configured on the

interfaces.
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Action List the ingress interfaces using the operational mode commands show configuration

class-of-service interfaces xe-0/0/25 and show configuration class-of-service interfaces

xe-0/0/26:

user@switch> show configuration class-of-service interfaces xe-0/0/25
congestion-notification-profile fcoe_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p5;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/26
congestion-notification-profile fcoe_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p5;
    }
}

Meaning Both the show configuration class-of-service interfaces xe-0/0/25 command and the

show configuration class-of-service interfaces xe-0/0/26 command show that the

congestion notification profile fcoe_p5_cnp is configured on each interface, and that the

IEEE 802.1p classifier associated with each interface is fcoe_p5.

Verifying the DCBX Application Configuration

Purpose Verify that the DCBX application for FCoE is configured.

Action List theDCBXapplicationsbyusing theconfigurationmodecommand showapplications:

user@switch# show applications
application fcoe_p5_app {
    ether-type 0x8906;

Meaning The show applications configuration mode command shows all of the configured

applications. The output shows that the application fcoe_p5_app is configured with an

EtherType of 0x8906.

Verifying the DCBX ApplicationMap Configuration

Purpose Verify that the application map is configured.

Action List theapplicationmapsbyusing theconfigurationmodecommand showpolicy-options

application-maps:

user@switch# show policy-options application-maps
fcoe_p5_app_map {
    application fcoe_p5_app code-points 101;
}

Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.
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The output shows that application map fcoe_p5_app_map consists of the application

named fcoe_p5_app, which is mapped to IEEE 802.1p code point 101.

Verifying the DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application map is applied to the correct interfaces.

Action List the application maps on each interface using the configuration mode command

show protocols dcbx:

user@switch# show protocols dcbx
interface xe-0/0/25.0 {
    application-map fcoe_p5_app_map;
}
interface xe-0/0/26.0 {
    application-map fcoe_p5_app_map;
}

Meaning The show protocols dcbx configuration mode command lists the application map

association with interfaces. The output shows that interfaces xe-0/0/25.0 and

xe-0/0/26.0 use application map fcoe_p5_app_map.

Related
Documentation

Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

•

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit
Switch Interface

The default system configuration supports FCoE traffic on priority 3 (IEEE 802.1p code

point 011). If the FCoE traffic on your converged Ethernet network uses priority 3, the only

user configuration required for lossless transport is to enable PFC on code point 011 on

the FCoE ingress interfaces.

However, if your converged Ethernet network usesmore than one priority for FCoE traffic,

you need to configure lossless transport for each FCoE priority. This example shows you

how to configure lossless FCoE transport on a converged Ethernet network that uses

Copyright © 2016, Juniper Networks, Inc.652

Traffic Management Feature Guide for the QFX Series



both priority 3 (IEEE 802.1p code point 011) and priority 5 (IEEE 802.1p code point 101)

for FCoE traffic.

• Requirements on page 653

• Overview on page 653

• Configuration on page 656

• Verification on page 657

Requirements

This example uses the following hardware and software components:

• One switch used as an FCoE transit switch

• Junos OS Release 12.3 or later for the QFX Series

Overview

Some network topologies support FCoE traffic onmore than one IEEE 802.1p priority.

For example, a converged Ethernet network might include two separate FCoE networks

that use different priorities to identify traffic. Interfaces that carry traffic for both FCoE

networks need to support lossless FCoE transport on both priorities.

Supporting lossless behavior for two FCoE traffic classes requires configuring:

• At least one lossless forwarding class for FCoE traffic (this example uses the default

fcoe forwarding class as one of the lossless FCoE forwarding classes, so we need to

explicitly configure only one FCoE forwarding class).

• A behavior aggregate (BA) classifier to map the FCoE forwarding classes to the

appropriate IEEE 802.1p code points (priorities).

• A congestion notification profile (CNP) to enable PFC on the FCoE code points at the

interface ingress and to configure PFC flow control on the interface egress so that the

interface can respond to PFCmessages received from the connected peer.

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• DCBXapplicationsandanapplicationmap tosupportDCBXapplicationTLVexchange

for the lossless FCoE traffic on the configured FCoE priorities. By default, DCBX is

enabled on all Ethernet interfaces, but only on priority 3 (IEEE 802.1p code point 011).

To support DCBX application TLV exchange when you are not using the default

configuration, youmust configure all of the applications andmap them to interfaces

and priorities.
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The priorities specified in the BA classifier, CNP, and DCBX applicationmapmustmatch,

or the configuration does not work. Youmust specify the same lossless FCoE forwarding

class in each configuration and use the same IEEE 802.1p code point (priority) so that

the FCoE traffic is properly classified into flows and so that those flows receive lossless

treatment.

Topology

This example shows how to configure two lossless FCoE traffic classes on an interface,

mapthemto twodifferentpriorities, andconfigure flowcontrol toensure losslessbehavior.

This exampleuses twoEthernet interfaces, xe-0/0/20andxe-0/0/21, that are connected

to the converged Ethernet network. Both interfaces transport FCoE traffic on priorities 3

(011) and 5 (101), andmust support lossless transport of that traffic.

Table 110 on page 654 shows the configuration components for this example.

Table 110:Componentsof theTwoLosslessFCoEPrioritiesonan Interface
Configuration Topology

SettingsComponent

One switchHardware

Name—fcoe1
Queuemapping—queue 5
Packet drop attribute—no-loss

NOTE: A lossless forwardingclasscanbemapped toanyoutput
queue. However, because the fcoe1 forwarding class uses
priority 5 in this example, matching that traffic to a forwarding
class that uses queue 5 creates a configuration that is logical
andeasy tomapbecause thepriority and thequeueare identified
by the same number.

Name—fcoe
This is the default lossless FCoE forwarding class, so no
configuration required. The fcoe forwarding class is mapped to
priority 3 (IEEE802.1p codepoint011) and tooutputqueue3with
a packet drop attribute of no-loss.

Forwarding classes

Name—fcoe_classifier

FCoE priority mapping for forwarding class fcoe—mapped to
code point 011 (IEEE 802.1p priority 3) and a packet loss priority
of low.

FCoE priority mapping for forwarding class fcoe1—mapped to
code point 101 (IEEE 802.1p priority 5) and a packet loss priority
of low.

BA classifier
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Table 110:Componentsof theTwoLosslessFCoEPrioritiesonan Interface
Configuration Topology (continued)

SettingsComponent

CNP name—fcoe_cnp

Input CNP code points—011 and 101

MRU—2240 bytes

Cable length—100meters

Output CNP code points—011 and 101

Output CNP flow control queues—3 and 5

NOTE: When you apply a CNPwith an explicit output queue
flow control configuration to an interface, the explicit CNP
overwrites the default output CNP. The output queues that are
enabled for PFC pause in the default configuration (queues 3
and 4) are not enabled for PFC pause unless they are included
in the explicitly configured output CNP. In this example, because
the explicit output CNP overwrites the default output CNP, we
must explicitly configure flow control on queue 3.

PFC configuration (CNP)

Application name—fcoe_app

Application EtherType—0x8906

Application map name—fcoe_app_map

Application map code points—011 and 101

NOTE: LLDP and DCBXmust be enabled on the interface. By
default, LLDP and DCBX are enabled on all Ethernet interfaces.

DCBX application mapping

Interfaces xe-0/0/20 and xe-0/0/21 use the same configuration:

• Classifier—fcoe_classifier

• CNP—fcoe_cnp

• DCBX application map—fcoe_app_map

Interfaces

NOTE: This example does not include scheduling (bandwidth allocation)
configuration or the FIP snooping configuration. This examples focuses only
on the lossless FCoE priority configuration.

QFX10000switchesdonotsupportFIPsnooping.For this reason,QFX10000
switchescannotbeusedasFCoEaccesstransit switches.QFX10000switches
canbeusedas intermediateor aggregation transit switches in theFCoEpath,
between an FCoE access transit switch that performs FIP snooping and an
FCF.
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Configuration

CLI Quick
Configuration

To quickly configure two lossless FCoE forwarding classes that use different priorities

on an FCoE transit switch interface, copy the following commands, paste them in a text

file, remove linebreaks, changevariablesanddetails tomatchyour network configuration,

and then copy and paste the commands into the CLI at the [edit] hierarchy level.

set class-of-service forwarding-classes class fcoe1 queue-num 5 no-loss
set class-of-service classifiers ieee-802.1 fcoe_classifier forwarding-class fcoe loss-priority low
code-points 011
set class-of-service classifiers ieee-802.1 fcoe_classifier forwarding-class fcoe1 loss-priority low
code-points 101setclass-of-service interfacesxe-0/0/20unit0classifiers ieee-802.1 fcoe_classifier
set class-of-service interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 fcoe_classifier
set class-of-service congestion-notification-profile fcoe_cnp input ieee-802.1 code-point 011 pfc
mru 2240
set class-of-service congestion-notification-profile fcoe_cnp input ieee-802.1 code-point 101 pfc
mru 2240
set class-of-service congestion-notification-profile fcoe_cnp input cable-length 100
set class-of-service congestion-notification-profile fcoe_cnp output ieee-802.1 code-point 011
pfc flow-control-queue 3
set class-of-service congestion-notification-profile fcoe_cnp output ieee-802.1 code-point 101
pfc flow-control-queue 5
set class-of-service interfaces xe-0/0/20 congestion-notification-profile fcoe_cnp
set class-of-service interfaces xe-0/0/21 congestion-notification-profile fcoe_cnp
set applications application fcoe_app ether-type 0x8906
set policy-options application-maps fcoe_app_map application fcoe_app code-points [011 101]
set protocols dcbx interface xe-0/0/20 application-map fcoe_app_map
set protocols dcbx interface xe-0/0/21 application-map fcoe_app_map

Step-by-Step
Procedure

To configure two lossless forwarding classes for FCoE traffic on the same interface,

classify FCoE traffic into the forwarding classes, configure CNPs to enable PFC on the

FCoEprioritiesandoutputqueues, andconfigureDCBXapplicationprotocolTLVexchange

for traffic on both FCoE priorities:

1. Configure lossless forwarding class fcoe1 andmap it to output queue 5 for FCoE

traffic that uses IEEE 802.1p priority 5:

[edit class-of-service]
user@switch# set forwarding-classes class fcoe1 queue-num 5 no-loss

NOTE: This examples uses the default fcoe forwarding class as the

other lossless FCoE forwarding class.

2. Configure the ingress classifier. The classifier maps the FCoE priorities (IEEE 802.1p

code points 011 and 101) to lossless FCoE forwarding classes fcoe and fcoe1,

respectively:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_classifier forwarding-class fcoe loss-priority low
code-points 011
user@switch# set ieee-802.1 fcoe_classifier forwarding-class fcoe1 loss-priority low
code-points 101

3. Apply the classifier to the interfaces:
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[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 fcoe_classifier
user@switch# set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 fcoe_classifier

4. Configure theCNP.The input stanzaenablesPFContheFCoEpriorities (IEEE802.1p

codepoints011 and 101), sets theMRUvalue (2240bytes), andsets thecable length

value (100meters). The output stanza configures flow control on output queues 3

and 5 on the FCoE priorities:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe_cnp input ieee-802.1 code-point
011 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_cnp input ieee-802.1 code-point
101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_cnp input cable-length 100
user@switch# set congestion-notification-profile fcoe_cnp output ieee-802.1 code-point
011 pfc flow-control-queue 3
user@switch# set congestion-notification-profile fcoe_cnp output ieee-802.1 code-point
101 pfc flow-control-queue 5

5. Apply the CNP to the interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 congestion-notification-profile fcoe_cnp
user@switch# set interfaces xe-0/0/21 congestion-notification-profile fcoe_cnp

6. Configure a DCBX application for FCoE tomap to the Ethernet interfaces, so that

DCBX can exchange application protocol TLVs on both of the IEEE 802.1p priorities

used for FCoE transport:

[edit]
user@switch# set applications application fcoe_app ether-type 0x8906

7. Configure a DCBX applicationmap tomap the FCoE application to the correct IEEE

802.1p FCoE priorities:

[edit]
user@switch# set policy-options application-maps fcoe_app_map application fcoe_app
code-points [011 101]

8. Apply the application map to the interfaces so that DCBX exchanges FCoE

application TLVs on the correct code points:

[edit]
user@switch# set protocols dcbx interface xe-0/0/20 application-map fcoe_app_map
user@switch# set protocols dcbx interface xe-0/0/21 application-map fcoe_app_map

Verification

To verify the configuration and proper operation of the lossless forwarding classes and

IEEE 802.1p priorities, perform these tasks:

• Verifying the Forwarding Class Configuration on page 658

• Verifying the Behavior Aggregate Classifier Configuration on page 658

• Verifying the PFC Flow Control Configuration (CNP) on page 659

• Verifying the Interface Configuration on page 659

• Verifying the DCBX Application Configuration on page 660
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• Verifying the DCBX Application Map Configuration on page 660

• Verifying theDCBXApplicationProtocol Exchange InterfaceConfigurationonpage660

Verifying the Forwarding Class Configuration

Purpose Verify that the lossless forwarding class fcoe1 has been created.

Action Show the forwarding class configuration by using the operational command show

class-of-service forwarding class:

user@switch# show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  fcoe                                 1         3         normal        Enabled

  no-loss                              2         4         normal        Enabled

  network-control                      3         7         normal        Disabled

  fcoe1                                4         5         normal        Enabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommandshowsall of the forwardingclasses.

The command output shows that the fcoe1 forwarding class is configured on output

queue 5with the no-loss packet drop attribute enabled.

Because we did not explicitly configure the default forwarding classes, they remain in

their default state, including the lossless configuration of the fcoe and no-loss default

forwarding classes.

Verifying the Behavior Aggregate Classifier Configuration

Purpose Verify that the three classifiers map the forwarding classes to the correct IEEE 802.1p

code points (priorities) and packet loss priorities.

Action List the classifiers using the operationalmode command showclass-of-service classifier:

user@switch> show class-of-service classifier
Classifier: fcoe_classifier, Code point type: ieee-802.1, Index: 10964
  Code point         Forwarding class                    Loss priority
  011                fcoe                                low         
  101                fcoe1                               low         

Meaning The show class-of-service classifier command shows the IEEE 802.1p code points and

the loss priorities that are mapped to the forwarding classes in each classifier.

Classifier fcoe_classifiermaps code point 011 to default lossless forwarding class fcoe

and apacket loss priority of low, andmaps codepoint 101 to explicitly configured lossless

forwarding class fcoe1 and a packet loss priority of low.
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Verifying the PFC Flow Control Configuration (CNP)

Purpose Verify thatPFC is enabledon thecorrect inputpriorities and that flowcontrol is configured

on the correct output queues and priorities.

Action List the CNPs using the operational mode command show class-of-service

congestion-notification:

user@switch> show class-of-service congestion-notification
Name: fcoe_cnp, Index: 46504
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
  100          Disabled 
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues      
  011 
               3
  101 
               5

Meaning The showclass-of-service congestion-notification command shows the input and output

stanzas of the CNP.

The CNP fcoe_cnp input stanza shows that PFC is enabled on code points 011 and 101,

the MRU is 2240 bytes on both priorities, and the interface cable length is 100meters.

The CNP output stanza shows that output flow control is configured on queues 3 and 5

for code points 011 and 101, respectively.

Verifying the Interface Configuration

Purpose Verify that the classifier and congestion notification profile are configured on the

interfaces. Both interfaces should show the same configuration.

Action List the ingress interfaces using the operational mode commands show configuration

class-of-service interfaces xe-0/0/20 and show configuration class-of-service interfaces

xe-0/0/21:

user@switch> show configuration class-of-service interfaces xe-0/0/20
ccongestion-notification-profile fcoe_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_classifier;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/21
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congestion-notification-profile fcoe_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_classifier;
    }
}

Meaning The show configuration class-of-service interfaces xe-0/0/20 command shows that the

congestion notification profile fcoe_cnp is configured on the interface, and that the IEEE

802.1p classifier associated with the interface is fcoe_classifier.

The show configuration class-of-service interfaces xe-0/0/21 command shows that the

congestion notification profile fcoe_cnp is configured on the interface, and that the IEEE

802.1p classifier associated with the interface is fcoe_classifier.

Verifying the DCBX Application Configuration

Purpose Verify that the DCBX application for FCoE is configured.

Action List theDCBXapplicationsbyusing theconfigurationmodecommand showapplications:

user@switch# show applications
application fcoe_app {
    ether-type 0x8906;

Meaning The show applications configuration mode command shows all of the configured

applications. The output shows that the application fcoe_app is configured with an

EtherType of 0x8906.

Verifying the DCBX ApplicationMap Configuration

Purpose Verify that the application map is configured.

Action List theapplicationmapsbyusing theconfigurationmodecommand showpolicy-options

application-maps:

user@switch# show policy-options application-maps
fcoe_app_map {
    application fcoe_app code-points [011 101];
}

Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.

Theoutput shows thatapplicationmap fcoe_app_mapconsistsof theapplicationnamed

fcoe_app, which is mapped to IEEE 802.1p code points 011 and 101 (priorities 3 and 5,

respectively).

Verifying the DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application map is applied to the interfaces.
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Action List the application maps on each interface using the configuration mode command

show protocols dcbx:

user@switch# show protocols dcbx
interface xe-0/0/20.0 {
    application-map fcoe_app_map;
}
interface xe-0/0/21.0 {
    application-map fcoe_app_map;
}

Meaning The show protocols dcbx configuration mode command lists the application map

association with interfaces. The output shows that interfaces xe-0/0/20.0 and

xe-0/0/21.0 use application map fcoe_app_map.

Related
Documentation

Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

•

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different
FCoE Transit Switch Interfaces

Although the default configuration provides two lossless forwarding classes mapped to

two different IEEE 802.1p priorities (code points), you can explicitly configure up to six

lossless forwarding classes andmap them to different priorities. You can support up to

six different types of lossless traffic, and you can support the same type of traffic if it

uses different priorities in different parts of your converged network.

This example showsyouhowtoconfigure two lossless forwardingclasses for FCoE traffic

andmap them to two different priorities on an FCoE transit switch.

• Requirements on page 662

• Overview on page 662

• Configuration on page 666

• Verification on page 669
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Requirements

This example uses the following hardware and software components:

• One switch used as an FCoE transit switch

• Junos OS Release 12.3 or later for the QFX Series

Overview

Some network topologies support FCoE traffic onmore than one IEEE 802.1p priority.

For example, when the switch acts as a transit switch, it could be connected to two

QFX3500 switches in FCoE-FC gatewaymode. Each of the gateway switches could

connect a set of FCoE clients to a different SAN, and each set of FCoE clients could use

a different priority for FCoE traffic to avoid fate sharing andmaintain separation of the

two FCoE networks. In this case, you need to configure two forwarding classes for FCoE

traffic, eachmapped to a different output queue and a different priority.

Supporting lossless behavior for two FCoE traffic classes requires configuring:

• At least one lossless forwarding class for FCoE traffic (this example uses the default

fcoe forwarding class as one of the two lossless FCoE forwarding classes, so we need

to explicitly configure only one FCoE forwarding class)

• Behavior aggregate (BA) classifiers to map the FCoE forwarding classes to the

appropriate IEEE 802.1p code points (priorities) on each interface

• Congestion notification profiles (CNPs) for each interface to enable PFC on the FCoE

code points at the interface ingress and to configure PFC flow control on the interface

egress so that the interfacecan respond toPFCmessages received fromtheconnected

peer

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• DCBXapplicationsandanapplicationmap tosupportDCBXapplicationTLVexchange

for the lossless FCoE traffic on the configured FCoE priorities. By default, DCBX is

enabled on all Ethernet interfaces, but only on priority 3 (IEEE 802.1p code point 011).

To support DCBX application TLV exchange when you are not using the default

configuration, youmust configure all of the applications andmap them to interfaces

and priorities.

The priorities specified in the BA classifiers, CNPs, and DCBX application mapmust

match, or the configuration does not work. Youmust specify the same lossless FCoE

forwarding class in eachconfigurationanduse the same IEEE802.1p codepoint (priority)

so that the FCoE traffic is properly classified into flows and so that those flows receive

lossless treatment.
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Topology

This example shows how to configure two lossless FCoE traffic classes, map them to

two different priorities, and configure flow control to ensure lossless behavior for those

priorities on the interfaces. This example uses three Ethernet interfaces, xe-0/0/20,

xe-0/0/21, and xe-0/0/22:

• Interface xe-0/0/20 connects to an FCoE-FC gateway that connects to Fibre Channel

(FC) SAN 1. FCoE traffic to and from FC SAN 1 uses the default fcoe forwarding class

and the defaultmapping to priority 3 (IEEE 802.1p code point 011) and output queue 3.

• Interface xe-0/0/21 connects to another FCoE-FC gateway that connects to Fibre

Channel (FC) SAN 2. FCoE traffic to and from FC SAN-2 uses an explicitly configured

FCoE forwardingclass that ismapped topriority 5 (codepoint 101) andoutputqueue5.

• Interface xe-0/0/22 connects to FCoE devices on the converged Ethernet network and

handles traffic destined for FC SAN 1 and FCSAN 2. Interface xe-0/0/22must properly

handle losslessFCoE trafficofbothpriorities (bothFCoE forwardingclasses), including

pausing the traffic on ingress or egress as required.

Figure 26 on page 663 shows the topology for this example, and Table 111 on page 663

shows the configuration components for this example.

Figure 26: Topology of the Two Lossless FCoE Priorities Example
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Table 111: Components of the Two Lossless FCoE Priorities Configuration
Topology

SettingsComponent

One switchHardware
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Table 111: Components of the Two Lossless FCoE Priorities Configuration
Topology (continued)

SettingsComponent

Name—fcoe1
Queuemapping—queue 5
Packet drop attribute—no-loss

NOTE: A lossless forwardingclasscanbemapped toanyoutput
queue. However, because the fcoe1 forwarding class uses
priority 5 in this example, matching that traffic to a forwarding
class that uses queue 5 creates a configuration that is logical
andeasy tomapbecause thepriority and thequeueare identified
by the same number.

Name—fcoe
This is the default lossless FCoE forwarding class, so no
configuration required. The fcoe forwarding class is mapped to
priority 3 (IEEE802.1p codepoint011) and tooutputqueue3with
a packet drop attribute of no-loss

Forwarding classes

Each interface requires a different classifier because each
interface handles a different subset of FCoE traffic.

• Interface xe-0/0/20 classifier:
Name—fcoe_p3
FCoEprioritymapping—Forwardingclass fcoemappedtocode
point 011 (IEEE 802.1p priority 3) and a packet loss priority of
low.

• Interface xe-0/0/21 classifier:
Name—fcoe_p5
FCoE priority mapping—Forwarding class fcoe1mapped to
codepoint 101 (IEEE802.1ppriority 5)andapacket losspriority
of low.

• Interface xe-0/0/22 classifier:
Name—fcoe_p3_p5
FCoE priority mapping—Forwarding class fcoe1mapped to
codepoint 101andapacket losspriority of low, and forwarding
class fcoemapped to code point011 and a packet loss priority
of low.

BA classifiers
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Table 111: Components of the Two Lossless FCoE Priorities Configuration
Topology (continued)

SettingsComponent

Each interface requires a different CNP because each interface
handles a different subset of FCoE traffic andmust pause that
traffic on different priorities.

• Interface xe-0/0/20 CNP:
CNP name—fcoe_p3_cnp
Input CNP code point—011
MRU—2240 bytes
Cable length—100meters

NOTE: Because interface xe-0/0/20 uses the default FCoE
configuration, output queue 3 is paused by default and you
do not need to configure the output stanza of the CNP.

• Interface xe-0/0/21 CNP:
CNP name—fcoe_p5_cnp
Input CNP code point—101
MRU—2240 bytes
Cable length—150meters
Output CNP code point—101
Output CNP flow control queue—5

• Interface xe-0/0/22 CNP:
CNP name—fcoe_p3_p5_cnp
Input CNP code points—011 and 101
MRU—2240 bytes (both priorities)
Cable length—100meters
Output CNP code points—011 (for queue 3) and 101 (for
queue 5)
Output CNP flow control queues—3 for priority 3 (code point
011) and 5 for priority 5 (code point 101)

NOTE: When you apply a CNPwith an explicit output queue
flow control configuration to an interface, the explicit CNP
overwrites the default output CNP. The output queues that are
enabled for pause in the default configuration (queues 3 and 4)
arenotenabled forpauseunless theyare included in theexplicitly
configured output CNP.

PFC configuration (CNPs)
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Table 111: Components of the Two Lossless FCoE Priorities Configuration
Topology (continued)

SettingsComponent

Interface xe-0/0/20does not need an applicationmapbecause
DCBX exchanges application protocol TLVs only on the default
FCoE priority (priority 3).

Interface xe-0/0/21 requires an application map that enables
DCBX application protocol TLV exchange on priority 5 (code
point 101) for FCoE traffic. Interface xe-0/0/22 requires an
application map that enables DCBX application protocol TLV
exchange both on priority 3 (code point 011) and on priority 5
(code point 101) for FCoE traffic.

• Interface xe-0/0/21 DCBX application mapping:
Application name—fcoe_p5_app
Application ether-type—0x8906
Application map name—fcoe_p5_app_map
Application map code points—101

• Interface xe-0/0/22 DCBX application mapping:
Application name—fcoe_all_app
Application ether-type—0x8906
Application map name—fcoe_all_app_map
Application map code points—011 and 101

NOTE: LLDP and DCBXmust be enabled on the interface. By
default, LLDP and DCBX are enabled on all Ethernet interfaces.

DCBX application mapping

NOTE: This example does not include scheduling (bandwidth allocation)
configuration or the FIP snooping configuration. This examples focuses only
on the lossless FCoE priority configuration.

QFX10000switchesdonotsupportFIPsnooping.For this reason,QFX10000
switchescannotbeusedasFCoEaccesstransit switches.QFX10000switches
canbeusedas intermediateor aggregation transit switches in theFCoEpath,
between an FCoE access transit switch that performs FIP snooping and an
FCF.

Configuration

CLI Quick
Configuration

To quickly configure two lossless FCoE forwarding classes that use different priorities

onanFCoE transit switch, copy the followingcommands, paste them ina text file, remove

line breaks, change variables and details to match your network configuration, and then

copy and paste the commands into the CLI at the [edit] hierarchy level.

set class-of-service forwarding-classes class fcoe1 queue-num 5 no-loss
set class-of-service classifiers ieee-802.1 fcoe_p3 forwarding-class fcoe loss-priority low
code-points 011
set class-of-service classifiers ieee-802.1 fcoe_p5 forwarding-class fcoe1 loss-priority low
code-points 101
set class-of-service classifiers ieee-802.1 fcoe_p3_p5 forwarding-class fcoe loss-priority low
code-points 011
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set class-of-service classifiers ieee-802.1 fcoe_p3_p5 forwarding-class fcoe1 loss-priority low
code-points 101
set class-of-service interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 fcoe_p3
set class-of-service interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 fcoe_p5
set class-of-service interfaces xe-0/0/22 unit 0 classifiers ieee-802.1 fcoe_p3_p5
set class-of-service congestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point 011
pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p3_cnp input cable-length 100
set class-of-service congestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point 101
pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p5_cnp input cable-length 150
set class-of-service congestion-notification-profile fcoe_p5_cnp output ieee-802.1 code-point
101 pfc flow-control-queue 5
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1 code-point
011 pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1 code-point
101 pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input cable-length 100
setclass-of-servicecongestion-notification-profile fcoe_p3_p5_cnpoutput ieee-802.1 code-point
011 pfc flow-control-queue 3
setclass-of-servicecongestion-notification-profile fcoe_p3_p5_cnpoutput ieee-802.1 code-point
101 pfc flow-control-queue 5
set class-of-service interfaces xe-0/0/20 congestion-notification-profile fcoe_p3_cnp
set class-of-service interfaces xe-0/0/21 congestion-notification-profile fcoe_p5_cnp
set class-of-service interfaces xe-0/0/22 congestion-notification-profile fcoe_p3_p5_cnp
set applications application fcoe_p5_app ether-type 0x8906
set applications application fcoe_all_app ether-type 0x8906
set policy-options application-maps fcoe_p5_app_mapapplication fcoe_p5_appcode-points 101
setpolicy-optionsapplication-maps fcoe_all_app_mapapplication fcoe_all_appcode-points [011
101]
set protocols dcbx interface xe-0/0/21 application-map fcoe_p5_app_map
set protocols dcbx interface xe-0/0/22 application-map fcoe_all_app_map

Step-by-Step
Procedure

To configure two lossless forwarding classes for FCoE traffic on different interfaces,

classify FCoE traffic into the forwardingclasses, configurecongestionnotificationprofiles

to enable PFCon the FCoE priorities and output queues, and configure DCBXapplication

protocol TLV exchange for traffic on both FCoE priorities:

1. Configure lossless forwarding class fcoe1 andmap it to output queue 5 for FCoE

traffic that uses IEEE 802.1p priority 5:

[edit class-of-service]
user@switch# set forwarding-classes class fcoe1 queue-num 5 no-loss

NOTE: This examples uses the default fcoe forwarding class as the

other lossless FCoE forwarding class.

2. Configure the ingress classifier (fcoe_p3) for interface xe-0/0/20. The classifier

maps the FCoE priority (IEEE 802.1p code point 011) to lossless FCoE forwarding

class fcoe:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p3 forwarding-class fcoe loss-priority low code-points
011
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3. Configure the ingress classifier (fcoe_p5) for interface xe-0/0/21. The classifiermaps

the FCoE priority (IEEE 802.1p code point 101) to lossless FCoE forwarding class

fcoe1:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p5 forwarding-class fcoe1 loss-priority low code-points
101

4. Configure the ingress classifier (fcoe_p3_p5) for interface xe-0/0/22. The classifier

maps the two FCoE priorities (IEEE 802.1p code points 011 and 101) to the two

lossless FCoE forwarding classes fcoe and fcoe1, respectively:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p3_p5forwarding-classfcoe loss-priority lowcode-points
011
user@switch# set ieee-802.1 fcoe_p3_p5forwarding-classfcoe1 loss-priority lowcode-points
101

5. Apply each classifier to the appropriate interface:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 fcoe_p3
user@switch# set interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 fcoe_p5
user@switch# set interfaces xe-0/0/22 unit 0 classifiers ieee-802.1 fcoe_p3_p5

6. Configure the CNP input stanza for interface xe-0/0/20 to enable PFC on the FCoE

priority (IEEE 802.1p code point 011), set the MRU value (2240 bytes), and set the

cable length value (100meters). No output stanza is needed because queue 3 is

paused by default on priority 3, and we are not explicitly configuring output queue

flow control for any other queues.

[edit class-of-service]
user@switch# setcongestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point
011 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p3_cnp input cable-length 100

7. Configure the CNP for interface xe-0/0/21. The input stanza enables PFC on the

FCoE priority (IEEE 802.1p code point 101), sets the MRU value (2240 bytes), and

sets the cable length value (150meters). The output stanza configures flow control

on output queue 5 on the FCoE priority:

[edit class-of-service]
user@switch# setcongestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point
101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p5_cnp input cable-length 150
user@switch# setcongestion-notification-profile fcoe_p5_cnpoutput ieee-802.1code-point
101 pfc flow-control-queue 5

8. Configure the CNP for interface xe-0/0/22. The input stanza enables PFC on the

FCoE priorities (IEEE 802.1p code points 011 and 101), sets the MRU value (2240

bytes), and sets the cable length value (100meters). The output stanza configures

flow control on output queues 3 and 5 on the FCoE priorities:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1
code-point 011 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1
code-point 101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input cable-length 100
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user@switch# set congestion-notification-profile fcoe_p3_p5_cnp output ieee-802.1
code-point 011 pfc flow-control-queue 3
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp output ieee-802.1
code-point 101 pfc flow-control-queue 5

9. Apply each CNP to the appropriate interface:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 congestion-notification-profile fcoe_p3_cnp
user@switch# set interfaces xe-0/0/21 congestion-notification-profile fcoe_p5_cnp
user@switch# set interfaces xe-0/0/22 congestion-notification-profile fcoe_p3_p5_cnp

10. Configure the DCBX FCoE application and application map to apply to interface

xe-0/0/21. Interface xe-0/0/21 uses priority 5 (IEEE 802.1p code point 101) for FCoE

traffic, which requires DCBX to exchange FCoE application protocol TLVs on priority

5 on interface xe-0/0/21. Configure an application named fcoe_p5_app for FCoE

traffic (EtherType 0x8906) and configure an application map named

fcoe_p5_app_map to map the application to code point 101:

[edit]
user@switch# set applications application fcoe_p5_app ether-type 0x8906
user@switch# set policy-options application-maps fcoe_p5_app_map application
fcoe_p5_app code-points 101

NOTE: Interfacexe-0/0/20uses thedefaultFCoEconfiguration(priority
3). DCBX exchanges protocol TLVs for the FCoE application by default,
so youdonot need to configureDCBXexplicitly on interface xe-0/0/20.

11. Configure the DCBX FCoE application and application map to apply to interface

xe-0/0/22. Interface xe-0/0/22 uses both priority 3 (IEEE 802.1p code point 011)

and priority 5 for FCoE traffic, which requires DCBX to exchange FCoE application

protocol TLVs on both priority 3 and priority 5. Configure an application named

fcoe_all_app for FCoE traffic (EtherType0x8906) andconfigure anapplicationmap

named fcoe_all_app_map to map the application to code points 011 and 101:

[edit]
user@switch# set applications application fcoe_all_app ether-type 0x8906
user@switch# set policy-options application-maps fcoe_all_app_map application
fcoe_all_app code-points [011 101]

12. Apply the application maps to the interfaces xe-0/0/21 and xe-0/0/22 so that

DCBXexchangesFCoEapplicationTLVson thecorrect codepointsoneach interface:

[edit]
user@switch# set protocols dcbx interface xe-0/0/21 application-map fcoe_p5_app_map
user@switch# set protocols dcbx interface xe-0/0/22 application-map fcoe_all_app_map

Verification

To verify the configuration and proper operation of the lossless forwarding classes and

IEEE 802.1p priorities, perform these tasks:

• Verifying the Forwarding Class Configuration on page 670

• Verifying the Behavior Aggregate Classifier Configuration on page 670
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• Verifying the PFC Flow Control Configuration (CNP) on page 671

• Verifying the Interface Configuration on page 673

• Verifying the DCBX Application Configuration on page 674

• Verifying the DCBX Application Map Configuration on page 674

• Verifying theDCBXApplicationProtocol Exchange InterfaceConfigurationonpage674

Verifying the Forwarding Class Configuration

Purpose Verify that the lossless forwarding class fcoe1 has been created.

Action Show the forwarding class configuration by using the operational command show

class-of-service forwarding class:

user@switch# show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  fcoe                                 1         3         normal        Enabled

  no-loss                              2         4         normal        Enabled

  network-control                      3         7         normal        Disabled

  fcoe1                                4         5         normal        Enabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommandshowsall of the forwardingclasses.

The command output shows that the fcoe1 forwarding class is configured on output

queue 5with the no-loss packet drop attribute enabled.

Because we did not explicitly configure the default forwarding classes, they remain in

their default state, including the lossless configuration of the fcoe and no-loss default

forwarding classes.

Verifying the Behavior Aggregate Classifier Configuration

Purpose Verify that the three classifiers map the forwarding classes to the correct IEEE 802.1p

code points (priorities) and packet loss priorities.

Action List the classifiers configured to support lossless FCoE transport using the operational

mode command show class-of-service classifier:

user@switch> show class-of-service classifier
Classifier: fcoe_p3, Code point type: ieee-802.1, Index: 13913
  Code point         Forwarding class                    Loss priority
  011                fcoe                                low        

Classifier: fcoe_p5, Code point type: ieee-802.1, Index: 63065
  Code point         Forwarding class                    Loss priority
  101                fcoe1                               low         
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Classifier: fcoe_p3_p5, Code point type: ieee-802.1, Index: 10964
  Code point         Forwarding class                    Loss priority
  011                fcoe                                low         
  101                fcoe1                               low         

Meaning The show class-of-service classifier command shows the IEEE 802.1p code points and

the loss priorities that are mapped to the forwarding classes in each classifier. The

commandoutput showsthat thereare threeclassifiers, fcoe_p3, fcoe_p5, and fcoe_p3_p5.

Classifier fcoe_p3maps code point 011 (priority 3) to default lossless forwarding class

fcoe and a packet loss priority of low.

Classifier fcoe_p5maps code point 101 (priority 5) to explicitly configured lossless

forwarding class fcoe1 and a packet loss priority of low.

Classifier fcoe_p3_p5maps code point 011 to default lossless forwarding class fcoe and

a packet loss priority of low, andmaps code point 101 to explicitly configured lossless

forwarding class fcoe1 and a packet loss priority of low.

Verifying the PFC Flow Control Configuration (CNP)

Purpose Verify thatPFC is enabledon thecorrect inputpriorities and that flowcontrol is configured

on the correct output queues and priorities in each CNP.

Action List the congestion notification profiles using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Name: fcoe_p3_cnp, Index: 12037
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
  100          Disabled  
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
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               7

Name: fcoe_p3_p5_cnp, Index: 46484
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
  100          Disabled 
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues      
  011 
               3
  101 
               5

Name: fcoe_p5_cnp, Index: 12133
Type: Input
Cable Length: 150 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Disabled 
  100          Disabled       
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  101 
               5

Meaning The showclass-of-service congestion-notification command shows the input and output

stanzas of the three CNPs. For CNP fcoe_p3_cnp, the input stanza shows that PFC is

enabled on IEEE 802.1p code point 011 (priority 3), the MRU is 2240 bytes, and the cable

length is 100meters. The CNP output stanza shows the default mapping of priorities to

output queues.

NOTE: By default, only queues 3 and 4 are enabled to respond to pause
messages from the connected peer. For queue 3 to respond to pause
messages, priority 3 (code point 011) must be enabled for PFC in the input
stanza. Forqueue4 to respond topausemessages,priority4 (codepoint 100)
must be enabled for PFC in the input stanza. In this example, only queue 3
responds to pausemessages from the connectedpeer on interfaces that use
CNP fcoe_p3_cnp, because the input stanza enables PFC priority 3 only.

For CNP fcoe_p3_p5_cnp, the input stanza shows that PFC is enabled on code points 011

and 101, theMRU is 2240 bytes on both priorities, and the cable length is 100meters. The
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CNP output stanza shows that output flow control is configured on queues 3 and 5 for

code points 011 and 101, respectively.

For CNP fcoe_p5_cnp, the input stanza shows that PFC is enabled on code point 101

(priority 5), the MRU is 2240 bytes, and the cable length is 150meters. The CNP output

stanza shows that output flow control is configured on queue 5 for code point 101

(priority 5).

Verifying the Interface Configuration

Purpose Verify that the correct classifiers and congestion notification profiles are configured on

the correct interfaces.

Action List the ingress interfaces using the operational mode commands show configuration

class-of-service interfaces xe-0/0/20, show configuration class-of-service interfaces

xe-0/0/21, and show configuration class-of-service interfaces xe-0/0/22:

user@switch> show configuration class-of-service interfaces xe-0/0/20
ccongestion-notification-profile fcoe_p3_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p3;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/21
congestion-notification-profile fcoe_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p5;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/22
congestion-notification-profile fcoe_p3_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p3_p5;
    }
}

Meaning The show configuration class-of-service interfaces xe-0/0/20 command shows that the

congestion notification profile fcoe_p3_cnp is configured on the interface, and that the

IEEE 802.1p classifier associated with the interface is fcoe_p3.

The show configuration class-of-service interfaces xe-0/0/21 command shows that the

congestion notification profile fcoe_p5_cnp is configured on the interface, and that the

IEEE 802.1p classifier associated with the interface is fcoe_p5.

The show configuration class-of-service interfaces xe-0/0/22 command shows that the

congestion notification profile fcoe_p3_p5_cnp is configured on the interface, and that

the IEEE 802.1p classifier associated with the interface is fcoe_p3_p5.
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Verifying the DCBX Application Configuration

Purpose Verify that the two DCBX applications for FCoE are configured.

Action List theDCBXapplicationsbyusing theconfigurationmodecommand showapplications:

user@switch# show applications
application fcoe_all_app {
    ether-type 0x8906;

application fcoe_p5_app {
    ether-type 0x8906;

Meaning The show applications configuration mode command shows all of the configured

applications. The output shows that the application fcoe_all_app is configured with an

EtherType of 0x8906 (the correct EtherType for FCoE traffic) and that the application

fcoe_p5_app is also configured with an EtherType of 0x8906.

Verifying the DCBX ApplicationMap Configuration

Purpose Verify that the application maps are configured.

Action List theapplicationmapsbyusing theconfigurationmodecommand showpolicy-options

application-maps:

user@switch# show policy-options application-maps
fcoe_all_app_map {
    application fcoe_all_app code-points [011 101];
}
fcoe_p5_app_map {
    application fcoe_p5_app code-points 101;
}

Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.

The output shows that there are two application maps.

Applicationmap fcoe_all_app_mapconsistsof theapplicationnamed fcoe_all_appmapped

to IEEE 802.1p code points 011 (priority 3) and 101 (priority 5).

Application map fcoe_p5_app_map consists of the application named fcoe_p5_app

mapped to IEEE 802.1p code point 101 (priority 5).

Verifying the DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application maps are applied to the correct interfaces.

Action List the application maps on each interface using the configuration mode command

show protocols dcbx:

user@switch# show protocols dcbx
interface xe-0/0/21.0 {
    application-map fcoe_p5_app_map;
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}
interface xe-0/0/22.0 {
    application-map fcoe_all_app_map;
}

Meaning The show protocols dcbx configuration mode command lists the application map

associationwith interfaces. Theoutput shows that interface xe-0/0/21.0usesapplication

map fcoe_p5_app_mapand interfacexe-0/0/22.0usesapplicationmap fcoe_all_app_map.

NOTE: Because interface xe-0/0/20 uses the default lossless FCoE
configuration, you do not configure applicationmapping to interface
xe-0/0/20. The default configuration automatically exchanges application
protocol TLVs for the default FCoE configuration on priority 3 (IEEE 802.1p
code point 011).

Related
Documentation

Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

•

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

Example:ConfiguringLossless IEEE802.1pPrioritiesonEthernet Interfaces forMultiple
Applications (FCoE and iSCSI)

Although the default configuration provides two lossless forwarding classes mapped to

two different IEEE 802.1p priorities (code points), you can explicitly configure up to six

lossless forwarding classes andmap them to different priorities. You can support up to

six different types of lossless traffic, and you can support the same type of traffic on

different priorities in different parts of your converged network.

This example showsyouhowtoconfigure two lossless forwardingclasses for FCoE traffic

and one lossless forwarding class for iSCSI traffic, andmap the forwarding classes to

three different priorities. (The converged Ethernet network includes two FCoE networks,

each of which uses a different priority to identify FCoE traffic, and an iSCSI network.)

• Requirements on page 676

• Overview on page 676
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• Configuration on page 680

• Verification on page 684

Requirements

This example uses the following hardware and software components:

• One switch used as an FCoE transit switch

• Junos OS Release 12.3 or later for the QFX Series

Overview

Some converged Ethernet networks support FCoE onmore than one IEEE 802.1p priority

and also require supporting other lossless traffic classes. Interfaces that carry multiple

lossless forwarding classes need to support lossless behavior for the priorities mapped

to those forwarding classes. To support the two FCoE forwarding classes and the iSCSI

forwarding class used in this example, you need to configure:

• At least one lossless forwarding class for FCoE traffic (this example uses the default

fcoe forwarding class as one of the two lossless FCoE forwarding classes, so we need

to explicitly configure only one FCoE forwarding class)

• A lossless forwarding class for iSCSI traffic

• Behavior aggregate (BA) classifiers to map the lossless forwarding classes to the

appropriate IEEE 802.1p code points (priorities) on each interface

• Congestion notification profiles (CNPs) for each interface to enable PFC on the FCoE

and iSCSI code points at the interface ingress, and to configure PFC flow control on

the interface egress so that the interface can respond to PFCmessages received from

the connected peer

NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• DCBXapplicationsandanapplicationmap tosupportDCBXapplicationTLVexchange

for the FCoE and iSCSI traffic on the configured lossless priorities. By default, DCBX is

enabled on all Ethernet interfaces for FCoE, but only on priority 3 (IEEE 802.1p code

point 011). To support DCBX application TLV exchange when you are not using the

default configuration, youmust configure all of the applications andmap them to

interfaces and priorities.

The priorities specified in the BA classifiers, CNPs, and DCBX application mapmust

match, or the configuration does not work. Youmust specify the same lossless FCoE

forwarding class in eachconfigurationanduse the same IEEE802.1p codepoint (priority)

so that the FCoE traffic is properly classified into flows and so that those flows receive

lossless treatment.
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Topology

This example shows how to configure two lossless FCoE traffic classes and one lossless

iSCSI traffic class, map them to three different priorities, and configure flow control to

ensure lossless behavior for those priorities on the interfaces. This example uses four

Ethernet interfaces, xe-0/0/31, xe-0/0/32, xe-0/0/33, and xe-0/0/34:

• Interface xe-0/0/31 handles FCoE traffic on priority 3 (IEEE 802.1p code point 011) and

iSCSI traffic on priority 4 (code point 100).

• Interface xe-0/0/32 handles FCoE traffic on priority 5 (codepoint 101) and iSCSI traffic

on priority 4.

• Interface xe-0/0/33 handles FCoE traffic on priority 3 and priority 5.

• Interface xe-0/0/34 handles iSCSI traffic on priority 4.

Figure 27 on page 677 shows the topology for this example, and Table 112 on page 677

shows the configuration components for this example.

Figure 27: Topology of the Lossless FCoE and iSCSI Priorities Example
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Table 112: Components of the Lossless FCoE and iSCSI Priorities
Configuration Topology

SettingsComponent

One switchHardware

677Copyright © 2016, Juniper Networks, Inc.

Chapter 10: Using Data Center Bridging and Lossless Transport



Table 112: Components of the Lossless FCoE and iSCSI Priorities
Configuration Topology (continued)

SettingsComponent

This example uses one explicitly configured lossless FCoE
forwarding class, thedefault lossless FCoE forwarding class, and
one explicitly configured iSCSI forwarding class.

• iSCSI forwarding class:
Name—iscsi
Queuemapping—queue 4
Packet drop attribute—no-loss

• FCoE forwarding class (explicitly configured):
Name—fcoe1
Queuemapping—queue 5
Packet drop attribute—no-loss

NOTE: A lossless forwarding class can bemapped to any
output queue. However, because the fcoe1 forwarding class
uses priority 5 in this example, matching that traffic to a
forwarding class that uses queue 5 creates a configuration
that is logical and easy to map because the priority and the
queue are identified by the same number.

• FCoE forwarding class (default)
Name—fcoe
The default fcoe forwarding class is mapped to priority 3
(IEEE 802.1p code point 011) and to output queue 3 with a
packet drop attribute of no-loss.

Forwarding classes

Each interface requires a different classifier because each
interface handles a different subset of FCoE traffic.

• Interface xe-0/0/31 classifier:
Name—fcoe_p3_iscsi
FCoEprioritymapping—Forwardingclass fcoemappedtocode
point 011 (IEEE 802.1p priority 3) and a packet loss priority of
low.
iSCSIprioritymapping—Forwardingclass iscsimappedtocode
point 100 (priority 4) and a packet loss priority of low.

• Interface xe-0/0/32 classifier:
Name—fcoe_p5_iscsi
FCoE priority mapping—Forwarding class fcoe1mapped to
codepoint 101 (IEEE802.1ppriority 5)andapacket losspriority
of low.
iSCSIprioritymapping—Forwardingclass iscsimappedtocode
point 100 (priority 4) and a packet loss priority of low.

• Interface xe-0/0/33 classifier:
Name—fcoe_p3_p5
FCoE priority mapping—Forwarding class fcoe1mapped to
codepoint 101 (priority 5) andapacket loss priority of low, and
forwarding class fcoemapped to code point 011 and a packet
loss priority of low.

• Interface xe-0/0/34 classifier:
Name—iscsi_classifier
iSCSIprioritymapping—Forwardingclass iscsimappedtocode
point 100 (priority 4) and a packet loss priority of low.

BA classifiers
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Table 112: Components of the Lossless FCoE and iSCSI Priorities
Configuration Topology (continued)

SettingsComponent

Each interface requires a different CNP because each interface
handles a different subset of FCoE and iSCSI traffic, andmust
pause that traffic on different priorities.

• Interface xe-0/0/31 CNP:
CNP name—fcoe_p3_cnp
Input CNP code points—011 and 100
MRU—2240 bytes for code point 011, default value
(2500 bytes) for code point 100
Cable length—100meters

NOTE: On interface xe-0/0/31, the FCoE forwarding class is
mapped to queue 3 and priority 3 (code point 011), and the
iSCSI forwarding class is mapped to queue 4 and priority 4
(code point 100). Therefore, interface xe-0/0/31 does not
require an output CNP configuration because queue 3 and
queue 4 are enabled for PFC flow control by default on code
points 011 and 100, respectively.

• Interface xe-0/0/32 CNP:
CNP name—fcoe_p5_cnp
Input CNP code points—100 and 101
MRU—Default value (2500 bytes) for code point 100, 2240
bytes for code point 101
Cable length—150meters
Output CNP code points—100 and 101
Output CNP flow control queues—4 and 5

• Interface xe-0/0/33 CNP:
CNP name—fcoe_p3_p5_cnp
Input CNP code points—011 and 101
MRU—2240 bytes (both priorities)
Cable length—100meters
Output CNP code points—011 and 101
Output CNP flow control queues—3 and 5

• Interface xe-0/0/34 CNP:
CNP name—iscsi_cnp
Input CNP code point—100
MRU—2500 bytes (default value)
Cable length—100meters

NOTE: On interface xe-0/0/34, the iSCSI forwarding class is
mapped to queue 4 and priority 4 (code point 100). Interface
xe-0/0/34 does not require an output CNP configuration
because queue 4 is enabled for PFC flow control by default
on code point 100.

NOTE: When you apply a CNPwith an explicit output queue
flow control configuration to an interface, the explicit CNP
overwrites the default output CNP. The output queues that are
enabled for PFC pause in the default configuration (queues 3
and 4) are not enabled for pause unless they are included in the
explicitly configured output CNP.

PFC configuration (CNPs)
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Table 112: Components of the Lossless FCoE and iSCSI Priorities
Configuration Topology (continued)

SettingsComponent

This example requires configuring applications for FCoE and
iSCSI, including them in the sameapplicationmap, andapplying
the application map to all four interfaces.

Application map name—dcbx_iscsi_fcoe_app_map

• FCoE application name—fcoe_app
Application ether-type—0x8906
Application map code points—011 and 101

• iSCSI application name—iscsi_app
Application protocol type—tcp
Application destination port—3260
Application map code point—100

NOTE: LLDP and DCBXmust be enabled on the interface. By
default, LLDP and DCBX are enabled on all Ethernet interfaces.

DCBX application mapping

NOTE: This example does not include scheduling (bandwidth allocation)
configuration or the FIP snooping configuration. This examples focuses only
on the lossless FCoE priority configuration.

QFX10000switchesdonotsupportFIPsnooping.For this reason,QFX10000
switchescannotbeusedasFCoEaccesstransit switches.QFX10000switches
canbeusedas intermediateor aggregation transit switches in theFCoEpath,
between an FCoE access transit switch that performs FIP snooping and an
FCF.

Configuration

CLI Quick
Configuration

To quickly configure two lossless FCoE forwarding classes and one lossless iSCSI

forwarding class andmap them to different priorities, copy the following commands,

paste them in a text file, remove line breaks, change variables and details to match your

network configuration, and then copy and paste the commands into the CLI at the [edit]

hierarchy level.

set class-of-service forwarding-classes class iscsi queue-num 4 no-loss
set class-of-service forwarding-classes class fcoe1 queue-num 5 no-loss
set class-of-service classifiers ieee-802.1 fcoe_p3_iscsi forwarding-class fcoe loss-priority low
code-points 011
set class-of-service classifiers ieee-802.1 fcoe_p3_iscsi forwarding-class iscsi loss-priority low
code-points 100
set class-of-service classifiers ieee-802.1 fcoe_p5_iscsi forwarding-class iscsi loss-priority low
code-points 100
set class-of-service classifiers ieee-802.1 fcoe_p5_iscsi forwarding-class fcoe1 loss-priority low
code-points 101
set class-of-service classifiers ieee-802.1 fcoe_p3_p5 forwarding-class fcoe loss-priority low
code-points 011
set class-of-service classifiers ieee-802.1 fcoe_p3_p5 forwarding-class fcoe1 loss-priority low
code-points 101
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set class-of-service classifiers ieee-802.1 iscsi_classifier forwarding-class iscsi loss-priority low
code-points 100
set class-of-service interfaces xe-0/0/31 unit 0 classifiers ieee-802.1 fcoe_p3_iscsi
set class-of-service interfaces xe-0/0/32 unit 0 classifiers ieee-802.1 fcoe_p5_iscsi
set class-of-service interfaces xe-0/0/33 unit 0 classifiers ieee-802.1 fcoe_p3_p5set
class-of-service interfaces xe-0/0/34 unit 0 classifiers ieee-802.1 iscsi_classifier
set class-of-service congestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point 011
pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point 100
pfc
set class-of-service congestion-notification-profile fcoe_p3_cnp input cable-length 100
set class-of-service congestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point 100
pfc
set class-of-service congestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point 101
pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p5_cnp input cable-length 150
set class-of-service congestion-notification-profile fcoe_p5_cnp output ieee-802.1 code-point
100 pfc flow-control-queue 4
set class-of-service congestion-notification-profile fcoe_p5_cnp output ieee-802.1 code-point
101 pfc flow-control-queue 5
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1 code-point
011 pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1 code-point
101 pfcmru 2240
set class-of-service congestion-notification-profile fcoe_p3_p5_cnp input cable-length 100
setclass-of-servicecongestion-notification-profile fcoe_p3_p5_cnpoutput ieee-802.1 code-point
011 pfc flow-control-queue 3
setclass-of-servicecongestion-notification-profile fcoe_p3_p5_cnpoutput ieee-802.1 code-point
101 pfc flow-control-queue 5
set class-of-service congestion-notification-profile iscsi_cnp input ieee-802.1 code-point 100pfc
set class-of-service congestion-notification-profile iscsi_cnp input cable-length 100
set class-of-service interfaces xe-0/0/31 congestion-notification-profile fcoe_p3_cnp
set class-of-service interfaces xe-0/0/32 congestion-notification-profile fcoe_p5_cnp
set class-of-service interfaces xe-0/0/33 congestion-notification-profile fcoe_p3_p5_cnp
set class-of-service interfaces xe-0/0/34 congestion-notification-profile iscsi_cnp
set applications application iscsi_app protocol tcp destination-port 3260
set applications application fcoe_app ether-type 0x8906
setpolicy-optionsapplication-mapsdcbx_iscsi_fcoe_app_mapapplication iscsi_appcode-points
100
setpolicy-optionsapplication-mapsdcbx_iscsi_fcoe_app_mapapplication fcoe_appcode-points
[011 101]
set protocols dcbx interface xe-0/0/31 application-map dcbx_iscsi_fcoe_app_map
set protocols dcbx interface xe-0/0/32 application-map dcbx_iscsi_fcoe_app_map
set protocols dcbx interface xe-0/0/33 application-map dcbx_iscsi_fcoe_app_map
set protocols dcbx interface xe-0/0/34 application-map dcbx_iscsi_fcoe_app_map

Step-by-Step
Procedure

To configure two lossless forwarding classes for FCoE traffic and one lossless forwarding

class for iSCSI traffic, classify the traffic into the three forwarding classes, configure

congestion notification profiles to enable PFC on the FCoE priorities and output queues,

andconfigureDCBXapplicationprotocolTLVexchange for traffic onbothFCoEpriorities:

1. Configure lossless forwarding classes iscsi for iSCSI traffic and fcoe1 for FCoE traffic

(this example uses the default fcoe forwarding class as the other lossless FCoE

forwarding class) andmap them to output queues:

[edit class-of-service]
user@switch# set forwarding-classes class iscsi queue-num 4 no-loss
user@switch# set forwarding-classes class fcoe1 queue-num 5 no-loss
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2. Configure the ingress classifier (fcoe_p3_iscsi) for interface xe-0/0/31. The classifier

maps the FCoE priority (code point 011) to lossless FCoE forwarding class fcoe and

the iSCSI priority (code point 100) to lossless iSCSI forwarding class iscsi:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p3_iscsi forwarding-class fcoe loss-priority low
code-points 011
user@switch# set ieee-802.1 fcoe_p3_iscsi forwarding-class iscsi loss-priority low
code-points 100

3. Configure the ingress classifier (fcoe_p5_iscsi) for interface xe-0/0/32. Theclassifier

maps the FCoE priority (code point 101) to lossless FCoE forwarding class fcoe1 and

the iSCSI priority (code point 100) to lossless iSCSI forwarding class iscsi:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p5_iscsi forwarding-class iscsi loss-priority low
code-points 100
user@switch# set ieee-802.1 fcoe_p5_iscsi forwarding-class fcoe1 loss-priority low
code-points 101

4. Configure the ingress classifier (fcoe_p3_p5) for interface xe-0/0/33. The classifier

maps the two FCoE priorities (code points 011 and 101) to lossless FCoE forwarding

classes fcoe and fcoe1, respectively:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe_p3_p5forwarding-classfcoe loss-priority lowcode-points
011
user@switch# set ieee-802.1 fcoe_p3_p5forwarding-classfcoe1 loss-priority lowcode-points
101

5. Configure the ingress classifier (iscsi_classifier) for interface xe-0/0/34. Theclassifier

maps the iSCSI priority (code point 101) to lossless iSCSI forwarding class iscsi:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 iscsi_classifier forwarding-class iscsi loss-priority low
code-points 100

6. Apply each classifier to the appropriate interface:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 unit 0 classifiers ieee-802.1 fcoe_p3_iscsi
user@switch# set interfaces xe-0/0/32 unit 0 classifiers ieee-802.1 fcoe_p5_iscsi
user@switch# set interfaces xe-0/0/33 unit 0 classifiers ieee-802.1 fcoe_p3_p5
user@switch# set interfaces xe-0/0/34 unit 0 classifiers ieee-802.1 iscsi_classifier

7. Configure the CNP input stanza for interface xe-0/0/31 to enable PFC on the FCoE

and iSCSI priorities that the interface handles (code points 011 and 100), set the

MRU value for the FCoE traffic (2240 bytes), and set the cable length value (100

meters). Nooutput stanza is neededbecausequeues 3 and4are pausedbydefault

onpriorities 3 and4, respectively, andweare not explicitly configuring output queue

flow control for any other queues.

[edit class-of-service]
user@switch# setcongestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point
011 pfcmru 2240
user@switch# setcongestion-notification-profile fcoe_p3_cnp input ieee-802.1 code-point
100 pfc
user@switch# set congestion-notification-profile fcoe_p3_cnp input cable-length 100

Copyright © 2016, Juniper Networks, Inc.682

Traffic Management Feature Guide for the QFX Series



8. Configure the CNP for interface xe-0/0/32. The input stanza enables PFC on the

FCoE priority (code point 101), sets the MRU value for FCoE traffic (2240 bytes),

enables PFC on the iSCSI priority (code point 100), and sets the cable length value

(150meters). The output stanza configures flow control on output queue 5 on the

FCoE priority and on output queue 4 on the iSCSI priority:

[edit class-of-service]
user@switch# setcongestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point
100 pfc
user@switch# setcongestion-notification-profile fcoe_p5_cnp input ieee-802.1 code-point
101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p5_cnp input cable-length 150
user@switch# setcongestion-notification-profile fcoe_p5_cnpoutput ieee-802.1code-point
100 pfc flow-control-queue 4
user@switch# setcongestion-notification-profile fcoe_p5_cnpoutput ieee-802.1code-point
101 pfc flow-control-queue 5

9. Configure the CNP for interface xe-0/0/33. The input stanza enables PFC on the

FCoE priorities (IEEE 802.1p code points 011 and 101), sets the MRU value (2240

bytes), and sets the cable length value (100meters). The output stanza configures

flow control on output queues 3 and 5 on the FCoE priorities:

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1
code-point 011 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input ieee-802.1
code-point 101 pfcmru 2240
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp input cable-length 100
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp output ieee-802.1
code-point 011 pfc flow-control-queue 3
user@switch# set congestion-notification-profile fcoe_p3_p5_cnp output ieee-802.1
code-point 101 pfc flow-control-queue 5

10. Configure the CNP input stanza for interface xe-0/0/34 to enable PFC on the iSCSI

priority (code point 100) and set the cable length value (100meters). No output

stanza is needed because queue 4 is paused by default on priority 4, and we are

not explicitly configuring output queue flow control for any other queues.

[edit class-of-service]
user@switch# set congestion-notification-profile iscsi_cnp input ieee-802.1 code-point
100 pfc
user@switch# set congestion-notification-profile iscsi_cnp input cable-length 100

11. Apply each CNP to the appropriate interface:

[edit class-of-service]
user@switch# set interfaces xe-0/0/31 congestion-notification-profile fcoe_p3_cnp
user@switch# set interfaces xe-0/0/32 congestion-notification-profile fcoe_p5_cnp
user@switch# set interfaces xe-0/0/33 congestion-notification-profile fcoe_p3_p5_cnp
user@switch# set interfaces xe-0/0/34 congestion-notification-profile iscsi_cnp

12. Configure the DCBX applications for FCoE and iSCSI to map to the interfaces so

that DCBX can exchange application protocol TLVs on the IEEE 802.1p priorities

used for FCoE and iSCSI traffic:

[edit]
user@switch# set applications application fcoe_app ether-type 0x8906
user@switch# set applications application iscsi_app protocol tcp destination-port 3260
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13. Configure a DCBX application map tomap the FCoE and iSCSI applications to the

correct priorities:

[edit]
user@switch# set policy-options application-maps dcbx_iscsi_fcoe_app_map application
fcoe_app code-points [011 101]
user@switch# set policy-options application-maps dcbx_iscsi_fcoe_app_map application
iscsi_app code-points 100

14. Apply the application map to the interfaces so that DCBX exchanges FCoE

application TLVs on the correct code points:

[edit]
user@switch# set protocols dcbx interface xe-0/0/31 application-map
dcbx_iscsi_fcoe_app_map
user@switch# set protocols dcbx interface xe-0/0/32 application-map
dcbx_iscsi_fcoe_app_map
user@switch# set protocols dcbx interface xe-0/0/33 application-map
dcbx_iscsi_fcoe_app_map
user@switch# set protocols dcbx interface xe-0/0/34 application-map
dcbx_iscsi_fcoe_app_map

Verification

To verify the configuration and proper operation of the lossless forwarding classes and

IEEE 802.1p priorities, perform these tasks:

• Verifying the Forwarding Class Configuration on page 684

• Verifying the Behavior Aggregate Classifier Configuration on page 685

• Verifying the PFC Flow Control Configuration (CNP) on page 686

• Verifying the Interface Configuration on page 688

• Verifying the DCBX Application Configuration on page 689

• Verifying the DCBX Application Map Configuration on page 690

• Verifying theDCBXApplicationProtocol Exchange InterfaceConfigurationonpage690

Verifying the Forwarding Class Configuration

Purpose Verify that the lossless forwarding classes iscsi and fcoe1 have been created and that

the default lossless forwarding class fcoe is still enabled for lossless transport.
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Action Show the forwarding class configuration by using the operational command show

class-of-service forwarding class:

user@switch> show class-of-service forwarding-class
Forwarding class                       ID      Queue  Policing priority  No-Loss

  best-effort                          0         0         normal        Disabled

  fcoe                                 1         3         normal        Enabled

  iscsi                                2         4         normal        Enabled

  network-control                      3         7         normal        Disabled

  fcoe1                                4         5         normal        Enabled

  mcast                                8         8         normal        Disabled

Meaning The showclass-of-service forwarding-classcommandshowsall of the forwardingclasses.

The command output shows that the iscsi and fcoe1 forwarding classes are configured

on output queues 4 and 5, respectively, with the no-loss packet drop attribute enabled.

Because we did not explicitly configure the default fcoe forwarding class, it remains in

its default state (lossless configuration).

Verifying the Behavior Aggregate Classifier Configuration

Purpose Verify that the four classifiersmap the forwarding classes to the correct IEEE802.1p code

points (priorities) and packet loss priorities.

Action List the classifiers configured to support lossless FCoE transport using the operational

mode command show class-of-service classifier:

user@switch> show class-of-service classifier
Classifier: fcoe_p3_iscsi, Code point type: ieee-802.1, Index: 13915
  Code point         Forwarding class                    Loss priority
  011                fcoe                                low        
  100                iscsi                               low        

Classifier: fcoe_p5_iscsi, Code point type: ieee-802.1, Index: 62035
  Code point         Forwarding class                    Loss priority
  100                iscsi                               low        
  101                fcoe1                               low         

Classifier: fcoe_p3_p5, Code point type: ieee-802.1, Index: 17774
  Code point         Forwarding class                    Loss priority
  011                fcoe                                low         
  101                fcoe1                               low         

Classifier: iscsi_classifier, Code point type: ieee-802.1, Index: 31635
  Code point         Forwarding class                    Loss priority
  100                iscsi                               low        

Meaning The show class-of-service classifier command shows the IEEE 802.1p code points and

the loss priorities that are mapped to the forwarding classes in each classifier. The
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command output shows that there are four classifiers, fcoe_p3_iscsi, fcoe_p5_iscsi,

fcoe_p3_p5, and iscsi_classifier.

Classifier fcoe_p3_iscsimaps code point 011 (priority 3) to default lossless forwarding

class fcoe and a packet loss priority of low, and code point 100 (priority 4) to explicitly

configured lossless forwarding class iscsi.

Classifier fcoe_p5_iscsimaps code point 100 to explicitly configured forwarding class

iscsiandapacket losspriority of low, andcodepoint 101 (priority 5) toexplicitly configured

lossless forwarding class fcoe1 and a packet loss priority of low.

Classifier fcoe_p3_p5maps code point 011 to default lossless forwarding class fcoe and

a packet loss priority of low, andmaps code point 101 to explicitly configured lossless

forwarding class fcoe1 and a packet loss priority of low.

Classifier iscsi_classifiermaps code point 100 to explicitly configured forwarding class

iscsi and a packet loss priority of low.

Verifying the PFC Flow Control Configuration (CNP)

Purpose Verify thatPFC is enabledon thecorrect inputpriorities and that flowcontrol is configured

on the correct output queues and priorities in each CNP.

Action List the congestion notification profiles using the operational mode command show

class-of-service congestion-notification:

user@switch> show class-of-service congestion-notification
Name: fcoe_p3_cnp, Index: 12037
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
  100          Enabled      9216  
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100 
               4
  101 
               5
  110 
               6
  111 
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Name: fcoe_p3_p5_cnp, Index: 46484
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
  100          Disabled 
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues      
  011 
               3
  101 
               5

Name: fcoe_p5_cnp, Index: 12133
Type: Input
Cable Length: 150 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Disabled 
  100          Enabled      9216
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  100 
               4
  101 
               5

Name: iscsi_cnp, Index: 19342
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled                 
  011          Disabled 
  100          Enabled      9216 
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3

687Copyright © 2016, Juniper Networks, Inc.

Chapter 10: Using Data Center Bridging and Lossless Transport



  100 
               4
  101 
               5
  110 
               6
  111 
               7

Meaning The showclass-of-service congestion-notification command shows the input and output

stanzas of the four CNPs.

For CNP fcoe_p3_cnp, the input stanza shows that PFC is enabled on IEEE 802.1p code

point 011 (priority 3) with an MRU of 2240 bytes, and cable length of 100meters. The

input stanzaalso shows thatPFC is enabledoncodepoint 100 (priority4)with thedefault

MRUvalue of9216bytes. TheCNPoutput stanza shows the defaultmapping of priorities

to output queues because no explicit output CNP is configured.

NOTE: By default, only queues 3 and 4 are enabled respond to pause
messages from the connected peer. For queue 3 to respond to pause
messages, priority 3 (code point 011) must be enabled for PFC in the input
stanza. Forqueue4 to respond topausemessages,priority4 (codepoint 100)
must be enabled for PFC in the input stanza. In this example, only queues 3
and 4 respond to pausemessages from the connected peer on interfaces
that use CNP fcoe_p3_cnp because the input stanza enables PFC only on

priorities 3 and 4.

For CNP fcoe_p3_p5_cnp, the input stanza shows that PFC is enabled on code points 011

and 101 (priority 5), the MRU is 2240 bytes on both priorities, and the cable length is 100

meters. TheCNPoutput stanza shows that output flowcontrol is configured onqueues 3

and 5 for code points 011 and 101, respectively.

For CNP fcoe_p5_cnp, the input stanza shows that PFC is enabled on code points 100

and 101. The MRU for code point 101 (FCoE traffic) is 2240 bytes and the MRU for code

point 100 is9216. The interface cable length is 150meters. TheCNPoutput stanza shows

that output flow control is configured on queue 4 for code point 100 and on queue 5 for

code point 101.

For CNP iscsi_cnp, the input stanza shows that PFC is enabled on code point 100, the

MRU value is 9216 bytes, and the interface cable length is 100meters. The CNP output

stanza shows the default mapping of priorities to output queues because no explicit

output CNP is configured.

Verifying the Interface Configuration

Purpose Verify that the correct classifiers and congestion notification profiles are configured on

the correct interfaces.
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Action List the ingress interfaces using the operational mode commands show configuration

class-of-service interfaces xe-0/0/31, show configuration class-of-service interfaces

xe-0/0/32, show configuration class-of-service interfaces xe-0/0/33, and show

configuration class-of-service interfaces xe-0/0/34:

user@switch> show configuration class-of-service interfaces xe-0/0/31
congestion-notification-profile fcoe_p3_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p3_iscsi;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/32
congestion-notification-profile fcoe_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p5_iscsi;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/33
congestion-notification-profile fcoe_p3_p5_cnp;
unit 0 {
    classifiers {
        ieee-802.1 fcoe_p3_p5;
    }
}

user@switch> show configuration class-of-service interfaces xe-0/0/34
congestion-notification-profile iscsi_cnp;
unit 0 {
    classifiers {
        ieee-802.1 iscsi_classifier;
    }
}

Meaning The show configuration class-of-service interfaces xe-0/0/31 command shows that the

congestion notification profile fcoe_p3_cnp is configured on the interface, and that the

IEEE 802.1p classifier associated with the interface is fcoe_p3_iscsi.

The show configuration class-of-service interfaces xe-0/0/32 command shows that the

congestion notification profile fcoe_p5_cnp is configured on the interface, and that the

IEEE 802.1p classifier associated with the interface is fcoe_p5_iscsi.

The show configuration class-of-service interfaces xe-0/0/33 command shows that the

congestion notification profile fcoe_p3_p5_cnp is configured on the interface, and that

the IEEE 802.1p classifier associated with the interface is fcoe_p3_p5.

The show configuration class-of-service interfaces xe-0/0/34 command shows that the

congestion notification profile iscsi_cnp is configured on the interface, and that the IEEE

802.1p classifier associated with the interface is iscsi_classifier.

Verifying the DCBX Application Configuration

Purpose Verify that the DCBX applications for FCoE and iSCSI are configured.
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Action List theDCBXapplicationsbyusing theconfigurationmodecommand showapplications:

user@switch# show applications
application iscsi_app {
    protocol tcp;
    destination-port 3260;
}
application fcoe_app {
    ether-type 0x8906;

Meaning The show applications configuration mode command shows all of the configured

applications. Theoutput shows that theapplication iscsi_app is configuredwithaprotocol

value of tcp and a destination port value of 3260, and that the application fcoe_app is

configured with an EtherType of 0x8906 (the correct EtherType for FCoE traffic).

Verifying the DCBX ApplicationMap Configuration

Purpose Verify that the application map is configured.

Action List theapplicationmapsbyusing theconfigurationmodecommand showpolicy-options

application-maps:

user@switch# show policy-options application-maps
dcbx-iscsi-fcoe-app-map {
    application iscsi_app code-points 100;
    application fcoe_app code-points [011 101];
}

Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.

The output shows that there is one application map named dcbx-iscsi-fcoe_app_map. It

consists of the application iscsi_appmapped to code point 100 and the application

fcoe_appmapped to code points 011 and 101.

Verifying the DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application maps are applied to the correct interfaces.

Action List the application maps on each interface using the configuration mode command

show protocols dcbx:

user@switch# show protocols dcbx
interface xe-0/0/31.0 {
    application-map dcbx-iscsi-fcoe-app-map;
}
interface xe-0/0/32.0 {
    application-map dcbx-iscsi-fcoe-app-map;
}
interface xe-0/0/33.0 {
    application-map dcbx-iscsi-fcoe-app-map;
}
interface xe-0/0/34.0 {
    application-map dcbx-iscsi-fcoe-app-map;
}
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Meaning The show protocols dcbx configuration mode command lists the application map

associationwith interfaces. The output shows that all four interfaces use the application

map dcbx-iscsi-fcoe-app-map.

Related
Documentation

Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

•

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

691Copyright © 2016, Juniper Networks, Inc.

Chapter 10: Using Data Center Bridging and Lossless Transport



Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control

Ethernet PAUSE flow control is a congestion relief feature that works by providing

link-level flow control for all traffic on a full-duplex Ethernet link, including Ethernet links

that belong to Ethernet link aggregated (LAG) interfaces. Ethernet PAUSEworks in both

directionson the link. Inonedirection, an interfacegeneratesandsendsPAUSEmessages

to stop the connected peer from sendingmore traffic. In the other direction, the interface

responds toPAUSEmessages it receives from the connectedpeer to stop sending traffic.

Symmetric flow control means that an interface has the same PAUSE configuration in

bothdirections.ThePAUSEgenerationandPAUSEresponse functionsarebothconfigured

as enabled, or they are both disabled.

Asymmetric flowcontrol allowsyou toconfigure thePAUSE functionality in eachdirection

independently on an interface. The configuration for generating PAUSEmessages and

for responding to PAUSEmessages does not have to be the same. It can be enabled in

both directions, disabled in both directions, or enabled in one direction and disabled in

the other direction. If you do not want to PAUSE all of the traffic on a link, you can use

priority-based flow control (PFC) to selectively pause traffic based on its IEEE 802.1p

code point.

NOTE: OCX Series switches do not support PFC.

Onanyparticular interface, symmetricandasymmetric flowcontrolaremutuallyexclusive.

If you attempt to configure both features, the switch returns a commit error. Ethernet

PAUSE and PFC are also mutually exclusive features, so you cannot configure both of

them on the same interface. If you attempt to configure both Ethernet PAUSE and PFC

on an interface, the switch returns a commit error.

By default, all flow control features are disabled. You enable symmetric flow control on

the interfaces on which you want to PAUSE all of the traffic on a link.

• To enable symmetric flow control on an interface:

[edit interfaces interface-name ether-options]
user@switch# set flow-control

• To disable symmetric flow control on an interface:

[edit interfaces interface-name ether-options]
user@switch# set no-flow-control

Related
Documentation

Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 693•

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597
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Configuring CoS Asymmetric Ethernet PAUSE Flow Control

Ethernet PAUSE flow control is a congestion relief feature that works by providing

link-level flow control for all traffic on a full-duplex Ethernet link, including Ethernet links

that belong to link aggregated (LAG) interfaces. Ethernet PAUSEworks in both directions

on the link. In one direction, an interface generates and sends PAUSEmessages to stop

theconnectedpeer fromsendingmore traffic. In theotherdirection, the interface responds

to PAUSEmessages it receives from the connected peer to stop sending traffic.

Asymmetric flowcontrol allowsyou toconfigure thePAUSE functionality in eachdirection

independently on an interface. The configuration for generating PAUSEmessages and

for responding to PAUSEmessages does not have to be the same. It can be enabled in

both directions, disabled in both directions, or enabled in one direction and disabled in

the other direction.

Symmetric flow control means that the interface has the same configuration in both

directions. The PAUSE generation and PAUSE response functions are both configured

as enabled or they are both disabled. If you do not want to PAUSE all of the traffic on a

link, you can use priority-based flow control (PFC) to selectively pause traffic based on

its IEEE 802.1p code point.

Asymmetric flow control provides the ability to configure the receive buffer and transmit

buffer Ethernet PAUSE actions independently on an interface. The buffers perform the

following actions:

• The receive buffers generate and send PAUSEmessages to the connected peer to ask

the peer to stop sending traffic for a time period specified in the PAUSE frame. The

peer interface’s buffers may store outgoing frames until the PAUSE period elapses

and the interface can resume sending traffic.

• The transmit buffers respond to PAUSEmessages received from the connected peer

to stop sending traffic to the peer. The transmit buffermay store outgoing frames until

the PAUSE period elapses and the interface can resume sending traffic.

Asymmetric flowcontrol enablesyou tospecify independentlywhetherornot the interface

receive buffer generates and sends PAUSEmessages to stop the connected peer from

transmitting traffic, and whether or not the interface transmit buffer responds to PAUSE

messages it receives from the connected peer and stops transmitting traffic. The receive

buffer configuration determines if the interface transmits PAUSEmessages, and the

transmit buffer configurationdetermines if the interface receives and responds toPAUSE

messages:

• Receive buffers on—Enable PAUSE transmission (generate and send PAUSE frames)

• Transmit buffers on—Enable PAUSE reception (respond to received PAUSE frames)

Youmust explicitly set both the receive buffer and the transmit buffer to configure

asymmetric flow control.

• To configure asymmetric flow control on an interface:

[edit interfaces interface-name ether-options]
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user@switch# set configured-flow-control rx-buffers (on | off) tx-buffers (on | off)

For example, to configure interface xe-0/0/24 to generate and send PAUSEmessages

but not to respond to received PAUSEmessages:

set interfaces xe-0/0/24 ether-options configured-flow-control rx-buffers on tx-buffers off

For example, to configure interface xe-0/0/30 to respond to receivedPAUSEmessages

but not to generate and send PAUSEmessages:

set interfaces xe-0/0/30 ether-options configured-flow-control rx-buffers off tx-buffers on

NOTE: If you configure both buffers to be on, that is equivalent to symmetric

flow control. If you configure both buffers to be off, there is no flow control

(flow control is disabled).

Related
Documentation

Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 692•

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

Understanding DCBX

Data Center Bridging Capability Exchange protocol (DCBX) is an extension of Link Layer

Data Protocol (LLDP). If you disable LLDP on an interface, that interface cannot run

DCBX. If you attempt to enable DCBX on an interface on which LLDP is disabled, the

configuration commit operation fails. Data center bridging (DCB) devices use DCBX to

exchange configuration information with directly connected peers.

Video: What is DCBX Protocol?

This topic describes:

• DCBX Basics on page 694

• DCBXModes and Support on page 696

• DCBX Attribute Types on page 698

• DCBX Application Protocol TLV Exchange on page 700

• DCBX and PFC on page 701

• DCBX and ETS on page 701

DCBX Basics

DCBX can:

• Discover the DCB capabilities of peers.

• Detect DCB feature misconfiguration or mismatches between peers.

• Configure DCB features on peers.
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You can configure DCBX operation for priority-based flow control (PFC), Layer 2 and

Layer 4 applications such as FCoE and iSCSI, and ETS. DCBX is enabled or disabled on

a per-interface basis.

NOTE: The Juniper Networks QFX10000 does not support enhanced
transmission selection (ETS) hierarchical scheduling. Use port scheduling
tomanage bandwidth on QFX10000 switches.

By default, for PFC and ETS, DCBX automatically negotiates administrative state and

configuration with each interface’s connected peer. To enable DCBX negotiation for

applications, youmust configure the applications, map them to IEEE 802.1p code points

in an application map, and apply the application map to interfaces.

The FCoE application only needs to be included in an application map when you want

an interface toexchange type, length, andvalues (TLVs) for other applications in addition

to FCoE. If FCoE is the only application you want an interface to advertise, then you do

not need to use an application map. For ETS, DCBX pushes the switch configuration to

peers if theyare set to learn theconfiguration fromtheswitch (unless youdisable sending

the ETS recommendation TLV on interfaces in IEEE DCBXmode).

You can override the default behavior for PFC, for ETS, or for all applications mapped to

an interface by turning off autonegotiation to force an interface to enable or disable that

feature. You can also disable DCBX autonegotiation for applications on an interface by

excluding those applications from the application map you apply to that interface or by

deleting the application map from the interface.

The default autonegotiation behavior for applications that are mapped to an interface

is:

• DCBX is enabled on the interface if the connected peer device also supports DCBX.

• DCBX is disabled on the interface if the connectedpeer device does not support DCBX.

During negotiation of capabilities, the switch can push the PFC configuration to an

attached peer if the peer is configured as “willing” to learn the PFC configuration from

other peers. The Juniper Networks switch does not support self autoprovisioning and

doesnot change its configurationduringautonegotiation tomatch thepeer configuration.

(The Juniper switch is not “willing” to learn the PFC configuration from peers.)

NOTE: WhenaportwithDCBXenabledbegins to exchange type, length, and
value (TLV) entries, optional LLDP TLVs on that port are not advertised to
neighbors, so that the switch can interoperate with a wider variety of
convergednetworkadapters (CNAs)andLayer2switches thatsupportDCBX.
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DCBXModes and Support

This section describes DCBX support:

• DCBXModes (Versions) on page 696

• Autonegotiation on page 698

• CNA Support for DCBXModes on page 698

• Interface Support for DCBX on page 698

DCBXModes (Versions)

The twomost common DCBXmodes are supported:

• IEEE DCBX—The newest DCBX version. Different TLVs have different subtypes (for

example, the subtype for the ETS configuration TLV is 9); the IEEE DCBX

Organizationally Unique Identifier (OUI) is 0x0080c2.

• DCBX version 1.01—The Converged Enhanced Ethernet (CEE) version of DCBX. It has

a subtype of 2 and an OUI of 0x001b21.

IEEE DCBX and DCBX version 1.01 differ mainly in frame format. DCBX version 1.01 uses

one TLV that includes all DCBX attribute information, which is sent as sub-TLVs. IEEE

DCBX uses a unique TLV for each DCB attribute.

NOTE: The switch does not support pre-CEE (pre-DCB) DCBX versions.
Unsupported older versions of DCBX have a subtype of 1 and an OUI of
0x001b21. The switch drops LLDP frames that contain pre-CEE DCBX TLVs.

Table 113onpage696summarizes thedifferencesbetween IEEEDCBXandDCBXversion

1.01, including show command output:

Table 113:SummaryofDifferencesBetween IEEEDCBXandDCBXVersion
1.01

DCBX Version 1.01IEEE DCBXCharacteristic

0x001b210x0080c2OUI

Sends one TLV that includes all
DCBX attribute information
organized in sub-TLVs. The
“willing” bit determines whether
or not an interface can change its
configuration to match the
connected peer.

Sends a separate, unique TLV for
each DCBX attribute. For
example, IEEE DCBX uses
separate TLVs for ETS, PFC, and
each application. Configuration
and Recommendation
information is sent in different
TLVs

Frame Format

Symmetric onlyAsymmetric or symmetricSymmetric/asymmetric
configuration with peer
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Table 113:SummaryofDifferencesBetween IEEEDCBXandDCBXVersion
1.01 (continued)

DCBX Version 1.01IEEE DCBXCharacteristic

• Synchronization information is
shown because symmetric
configuration is required.

• Operational state information
is shown because the
operational states do have to
be symmetric.

• TLV type is not shownbecause
oneTLV is used for all attribute
information.

• Recommendation TLV is not
sent (DCBX Version 1.01 uses
the “willing” bit to determine
whether or not an interface
uses the peer interface
configuration).

• Synchronization information is
not shownbecause symmetric
configuration is not required.

• Operational state information
is not shown because the
operational states do not have
to be symmetric.

• TLV type is shown because
unique TLVs are sent for each
DCBX attribute.

• ETS peer Configuration TLV
and Recommendation TLV
information is shown
separately because they are
different TLVs.

Differences in the show
dcbx interface
interface-name
operational command

For more information about how each DCBXmode exchanges TLVs, see the following

specifications:

• For DCBX version 1.01—

http://www.ieee802.org/1/files/public/docs2008/az-wadekar-dcbx-capability-exchange-discovery-protocol-1108-v1.01.pdf

• For IEEE DCBX—http://www.ieee802.org/1/files/private/az-drafts/d2/802-1az-d2-4.pdf

NOTE: As of Junos OS Release 12.2, this document is located in a private
area of the IEEE website, and access requires a password from the IEEE
organization. If youarenotan IEEEmember, youmightnotbeable toaccess
this document until it moves to the public area of the IEEE website.

You can configure interfaces to use the following DCBXmodes:

• IEEE DCBX—The interface uses IEEE DCBX regardless of the configuration on the

connected peer.

• DCBXversion 1.01—The interfaceusesDCBXversion 1.01 regardlessof theconfiguration

on the connected peer.

• Autonegotiation—The interface automatically negotiates with the connected peer to

determine theDCBX version the peers use. Autonegotiation is the default DCBXmode.

If you configure a DCBXmode on an interface, the interface ignores DCBX protocol data

units (PDUs) it receives from the connected peer if the PDUs do not match the DCBX

version configured on the interface. For example, if you configure an interface to use IEEE

DCBX and the connected peer sends DCBX version 1.01 LLDPPDUs, the interface ignores

the version 1.01 PDUs. If you configure an interface to use DCBX version 1.01 and the peer

sends IEEE DCBX LLDP PDUs, the interface ignores the IEEE DCBX PDUs.
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NOTE: On interfaces that use the IEEE DCBXmode, the showdcbx neighbors

interface interface-name operational command does not include application,

PFC, or ETS operational state in the output.

Autonegotiation

Autonegotiation is the default DCBXmode. Each interface automatically negotiateswith

its connected peer to determine the DCBX version that both interfaces use to exchange

DCBX information.

When an interface connects to its peer interface, the interface advertises IEEE DCBX

TLVs to the peer. If the interface receives one IEEEDCBXPDU from the peer, the interface

sets the DCBXmode as IEEE DCBX. If the interface receives three DCBX version 1.01 TLVs

from the peer, the interface sets DCBX version 1.01 as the DCBXmode.

Autonegotiation works slightly differently on standalone switches compared to QFabric

systems:

• Standalone switches—When an interface connects to its peer interface, the interface

advertises IEEE DCBX TLVs to the peer. If the interface receives an IEEE DCBX TLV

from thepeer, the interface sets IEEEDCBXas theDCBXmode. If the interface receives

threeconsecutiveDCBXversion 1.01TLVs fromthepeer, the interface setsDCBXversion

1.01 as the DCBXmode.

• QFabric system—When an interface connects to its peer interface, the interface

advertises DCBX version 1.01 TLVs to the peer. If the interface receives an IEEE DCBX

TLVs from the peer, the interface sets IEEE DCBX as the DCBXmode. If the interface

receives three consecutive DCBX version 1.01 TLVs from the peer, the interface retains

DCBX version 1.01 as the DCBXmode.

NOTE: If the link flaps or the LLDP process restarts, the interface starts the
autonegotiation process again. The interface does not use the last received
DCBX communicationmode.

CNA Support for DCBXModes

Different CNA vendors support different versions and capabilities of DCBX. The DCBX

configuration you use on switch interfaces depends on the DCBX features that the CNAs

in your network support.

Interface Support for DCBX

You can configure DCBX on 10-Gigabit Ethernet interfaces and on link aggregation group

(LAG) interfaces whosemember interfaces are all 10-Gigabit Ethernet interfaces.

DCBXAttribute Types

DCBX has three attribute types:

Copyright © 2016, Juniper Networks, Inc.698

Traffic Management Feature Guide for the QFX Series



• Informational—These attributes are exchanged using LLDP, but do not affect DCBX

state or operation; they only communicate information to the peer. For example,

application priority TLVs are informational TLVs.

• Asymmetric—The values for these types of attributes do not have to be the same on

theconnectedpeer interfaces.Peersexchangeasymmetricattributeswhentheattribute

values candiffer on eachpeer interface. Thepeer interface configurationsmightmatch

or they might differ. For example, ETS Configuration and Recommendation TLVs are

asymmetric TLVs.

• Symmetric—The intention is that the values for these types of attributes should be the

same on both of the connected peer interfaces. Peer interfaces exchange symmetric

attributes to ensure symmetric DCBX configuration for those attributes. For example,

PFC Configuration TLVs are symmetric TLVs.

The following sections describe asymmetric and symmetric DCBX attributes:

• Asymmetric Attributes on page 699

• Symmetric Attributes on page 699

Asymmetric Attributes

DCBXpassesasymmetricattributesbetweenconnectedpeer interfaces tocommunicate

parameter information about those attributes (features). The resulting configuration for

anattributemightbedifferentoneachpeer, so theparametersconfiguredonone interface

might not match the parameters on the connected peer interface.

There are two types of asymmetric attribute TLVs:

• Configuration TLV—Configuration TLVs communicate the current operational state

and the state of the “willing” bit. The “willing” bit communicates whether or not the

interface is willing to accept and use the configuration from the peer interface. If an

interface is “willing,” the interface uses the configuration it receives from the peer

interface. (The peer interface configuration can override the configuration on the

“willing” interface.) If an interface is “not willing”, the configuration on the interface

cannot be overridden by the peer interface configuration.

• Recommendation TLV—Recommendation TLVs communicate the parameters the

interface recommends that theconnectedpeer interface shoulduse.Whenan interface

sends a Recommendation TLV, if the connected peer is “willing,” the connected peer

changes its configuration to match the parameters in the Recommendation TLV.

Symmetric Attributes

DCBX passes symmetric attributes between connected peer interfaces to communicate

parameter information about those attributes (features), with the objective that both

interfaces shoulduse thesameconfiguration.The intent is that theparameters configured

on one interface should match the parameters on the connected peer interface.

There is one type of symmetric attribute TLV, the Configuration TLV. As with asymmetric

attributes, symmetric attribute Configuration TLVs communicate the current operational

stateand thestateof the “willing”bit. “Willing” interfacesuse thepeer interfaceparameter
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values for theattribute. (Theattributeconfigurationof thepeeroverrides theconfiguration

on the “willing” interface.)

DCBXApplication Protocol TLV Exchange

DCBX advertises the switch’s capabilities for Layer 2 applications such as FCoE and

Layer 4 applications such as iSCSI:

• Application Protocol TLV Exchange on page 700

• FCoE Application Protocol TLV Exchange on page 700

• Disabling Application Protocol TLV Exchange on page 701

Application Protocol TLV Exchange

For all applications, DCBXadvertises the application’s state and IEEE802.1p code points

on the interfaces to which the application is mapped. If an application is not mapped to

an interface, that interfacedoesnotadvertise theapplication’sTLVs. There is anexception

for FCoE application protocol TLV exchangewhen FCoE is the only application youwant

DCBX to advertise on an interface.

FCoE Application Protocol TLV Exchange

Protocol TLV exchange for the FCoE application depends on whether FCoE is the only

application you want the interface to advertise or whether you want the interface to

exchange other application TLVs in addition to FCoE TLVs.

If FCoE is the only application you want DCBX to advertise on an interface, DCBX

exchanges FCoE application protocol TLVs by default if the interface:

• Carries FCoE traffic (trafficmappedbyCoSconfiguration to theFCoE forwarding class)

• HasacongestionnotificationprofilewithPFCenabledon theFCoEpriority (IEEE802.1p

code point)

• Does not have an application map

NOTE: If no CoS configuration for FCoE is mapped to an interface, that
interface does not exchange FCoE application protocol TLVs.

If you want DCBX to advertise FCoE and other applications on an interface, youmust

specify all of the applications, including FCoE, in an application map, and apply the

application map to the desired interfaces.

NOTE: If an applicationmap is applied to an interface, the FCoE application
must be explicitly configured in the applicationmap, or the interface does
not exchange FCoE TLVs.

WhenDCBXadvertises theFCoEapplication, it advertises theFCoEstateand IEEE802.1p

code points. If a peer device connected to a switch interface does not support FCoE,
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DCBX uses autonegotiation to mark the interface as “FCoE down,” and FCoE is disabled

on that interface.

Disabling Application Protocol TLV Exchange

To disable DCBX application protocol exchange for all applications on an interface, issue

thesetprotocolsdcbx interface interface-nameapplicationsno-auto-negotiationcommand.

YoucanalsodisableDCBXapplicationprotocol exchange forapplicationsonan interface

by deleting the applicationmap from the interface, or by deleting a particular application

from the applicationmap. However, when you delete an application from an application

map, the application protocol is no longer exchanged on any interface which uses that

application map.

DCBX and PFC

After you enable PFC on a switch interface, DCBX uses autonegotiation to control the

operational state of the PFC functionality.

If the peer device connected to the interface supports PFC and is provisioned compatibly

with the switch, DCBX sets the PFC operational state to enabled. If the peer device

connected to the interface does not support PFC or is not provisioned compatibly with

the switch, DCBX sets the operational state to disabled. (PFCmust be symmetrical.)

If the peer advertises that it is “willing” to learn its PFC configuration from the switch,

DCBX pushes the switch’s PFC configuration to the peer and does not check the peer’s

administrative state.

You canmanually override DCBX control of the PFC operational state on a per-interface

basis by disabling autonegotiation. If you disable autonegotiation on an interface on

which you have configured PFC, then PFC is enabled on that interface regardless of the

peer configuration. TodisablePFConan interface, donot configurePFCon that interface.

DCBX and ETS

This section describes:

• Default DCBX ETS Advertisement on page 701

• ETS Advertisement and Peer Configuration on page 702

• ETS Recommendation TLV on page 702

Default DCBX ETS Advertisement

If you do not configure ETS on an interface, the switch automatically creates a default

priority group that contains all of the priorities (forwarding classes, which represent

output queues) and assigns 100 percent of the port output bandwidth to that priority

group. The default priority group is transparent. It does not appear in the configuration

and is used for DCBX advertisement. DCBX advertises the default priority group, its

priorities, and the assigned bandwidth.

If you configure ETS on an interface, DCBX advertises:

• Each priority group on the interface
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• The priorities in each priority group

• The bandwidth properties of each priority group and priority

Any priority on that interface that is not part of an explicitly configured priority group

(forwarding class set) is assigned to the automatically generated default priority group

and receives no bandwidth. If you configure ETS on an interface, every forwarding class

(priority) on that interface for which you want to forward traffic must belong to a

forwarding class set (priority group).

ETS Advertisement and Peer Configuration

DCBX does not control the switch’s ETS (hierarchical scheduling) operational state. If

the connectedpeer is configuredas “willing,”DCBXpushes the switch’s ETSconfiguration

to the switch’s peers if theETSRecommendationTLV is enabled (it is enabledbydefault).

If the peer does not support ETS or is not consistently provisionedwith the switch, DCBX

does not change the ETS operational state on the switch. The ETS operational state

remainsenabledordisabledbasedonlyon theswitchhierarchical schedulingconfiguration

and is enabled by default.

When ETS is configured, DCBX advertises the priority groups, the priorities in the priority

groups, and thebandwidth configuration for thepriority groups andpriorities. Any priority

(essentially a forwarding class or queue) that is not part of a priority group has no

scheduling properties and receives no bandwidth.

You canmanually override whether DCBX advertises the ETS state to the peer on a

per-interface basis by disabling autonegotiation. This does not affect the ETS state on

the switch or on the peer , but it does prevent the switch from sending the

Recommendation TLV or the Configuration TLV to the connected peer. To disable ETS

on an interface, do not configure priority groups (forwarding class sets) on the interface.

ETS Recommendation TLV

The ETS Recommendation TLV communicates the ETS settings that the switch wants

the connected peer interface to use. If the peer interface is “willing,” it changes its

configuration to match the configuration in the ETS Recommendation TLV. By default,

the switch interfaces send the ETS Recommendation TLV to the peer. The settings

communicatedare theegressETSsettingsdefinedbyconfiguringhierarchical scheduling

on the interface.

We recommend that you use the same ETS settings on the connected peer that you use

on the switch interface and that you leave the ETS Recommendation TLV enabled.

However, on interfaces thatuse IEEEDCBXas theDCBXmode, if youwantanasymmetric

configuration between the switch interface and the connected peer, you can disable the

ETS Recommendation TLV by including the no-recommendation-tlv statement at the

[edit protocolsdcbx interface interface-nameenhanced-transmission-selection]hierarchy

level.
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NOTE: You can disable the ETS Recommendation TLV only when the DCBX
mode on the interface is IEEE DCBX. Disabling the ETS Recommendation
TLV has no effect if the DCBXmode on the interface is DCBX version 1.01.
(IEEE DCBX uses separate application attribute TLVs, but DCBX version 1.01
sends all application attributes in the same TLV and uses sub-TLVs to
separate the information.)

If youdisable theETSRecommendationTLV, the switch still sends theETSConfiguration

TLV to the connected peer. The result is that the connected peer is informed about the

switchDCBXETS configuration, but even if the peer is “willing,” the peer does not change

its configuration tomatch the switch configuration. This is asymmetric configuration—the

two interfaces can have different parameter values for the ETS attribute.

For example, if you want a CNA connected to a switch interface to have different

bandwidth allocations than the switch ETS configuration, you can disable the ETS

Recommendation TLV and configure the CNA for the desired bandwidth. The switch

interface and theCNAexchange configuration parameters, but theCNAdoes not change

its configuration to match the switch interface configuration.

Related
Documentation

Understanding DCBX Application Protocol TLV Exchange on page 708•

• Understanding DCB Features and Requirements on page 542

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• Understanding CoS Port Schedulers on QFX Switches

• Understanding FCoE

• Configuring the DCBXMode on page 704

• Configuring DCBX Autonegotiation on page 705

• Disabling the ETS Recommendation TLV on page 576

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715
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Configuring the DCBXMode

You can configure the DCBXmode that an interface uses to communicate with the

connected peer. Three DCBXmodes are supported:

• Autonegotiation—The interface negotiates with the connected peer to determine the

DCBXmode. This is the default DCBXmode.

• IEEE DCBX—The interface uses IEEE DCBX type, length, and value (TLV) to exchange

DCBX information with the connected peer. QFX3500 Node devices come up with

IEEE DCBX enabled by default and then autonegotiate with the connected peer to

determine the final DCBXmode.

• DCBX Version 1.01—The interface uses Converged Enhanced Ethernet (CEE) DCBX

version 1.01 TLVs to exchange DCBX information with the connected peer. QFabric

system Node devices other than QFX3500 switches come up with DCBX version 1.01

enabled by default and then autonegotiate with the connected peer to determine the

final DCBXmode.

NOTE: Pre-CEE (pre-DCB) versions of DCBX such as DCBX version 1.00 are
not supported. If an interface receives an LLDP framewith pre-CEE DCBX
TLVs, the system drops the frame.

Configure the DCBXmode by specifying the mode for one interface or for all interfaces.

• To configure the DCBXmode, specify the interface and themode:

[edit protocols dcbx]
user@switch# set interface interface-namemode (auto-negotiate | ieee-dcbx |
dcbx-version-1.01)

For example, to configure DCBX version 1.01 on interface xe-0/0/21:

user@switch# set protocols dcbx interface xe-0/0/21mode dcbx-version-1.01

To configure IEEE DCBX on all interfaces:

user@switch# set protocols dcbx interface all mode ieee-dcbx

Related
Documentation

Configuring DCBX Autonegotiation on page 705•

• Disabling the ETS Recommendation TLV on page 576

• Understanding DCBX on page 694

• Understanding DCBX Application Protocol TLV Exchange on page 708

• show dcbx neighbors on page 774
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Configuring DCBX Autonegotiation

Data Center Bridging Capability Exchange protocol (DCBX) discovers the data center

bridging (DCB) capabilities of peers by exchanging feature configuration information.

DCBX also detects feature misconfiguration andmismatches, and can configure DCB

on peers. DCBX is an extension of the Link Layer Discovery Protocol (LLDP), and LLDP

must remain enabled on every interface for which you want to use DCBX. If you attempt

to enable DCBX on an interface on which LLDP is disabled, the configuration commit

operation fails.

NOTE: LLDP and DCBX are enabled by default on all interfaces.

The switch supports DCBX autonegotiation for:

• Priority-based flow control (PFC) configuration

• Layer 2 and Layer 4 applications such as Fibre Channel over Ethernet (FCoE) and

Internet Small Computer System Interface (iSCSI)

• Enhanced transmission selection (ETS) advertisement

DCBX autonegotiation is configured on a per-interface basis for each supported feature

or application. ThePFCandapplicationDCBXexchangesuseautonegotiationbydefault.

The default autonegotiation behavior is:

• DCBX is enabled on the interface if the connected peer device also supports DCBX.

• DCBX is disabled on the interface if the connectedpeer device does not support DCBX.

You can override the default behavior for each feature by turning off autonegotiation to

force an interface to enable or disable the feature.

Autonegotiation of ETSmeans thatwhen ETS is enabled on an interface (priority groups

are configured), the interface advertises its ETS configuration to the peer device. In this

case, priorities (forwarding classes) that are not part of a priority group (forwarding class

set) receive no bandwidth and are advertised in an automatically generated default

forwarding class. If ETS is not enabled on an interface (nopriority groups are configured),

all of the priorities are advertised in one automatically generated default priority group

that receives 100 percent of the port bandwidth.

DisablingETSautonegotiationprevents the interface fromsending theRecommendation

TLV or the Configuration TLV to the connected peer.

On interfaces that use IEEE DCBXmode to exchange DCBX parameters, you can disable

autonegotiation of the ETSRecommendation TLV to the peer if youwant an asymmetric

ETS configuration between the peers. DCBX still exchanges the ETS Configuration TLV

if you disable the ETS Recommendation TLV.

Autonegotiation of PFCmeans that when PFC is enabled on an interface, if the peer

device connected to the interface supports PFC and is provisioned compatibly with the
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switch, DCBX sets the PFC operational state to enabled. If the peer device connected to

the interface does not support PFC or is not provisioned compatibly with the switch,

DCBX sets the operational state to disabled.

In addition, if the peer advertises that it is “willing” to learn its PFC configuration from the

switch, DCBX pushes the switch’s PFC configuration to the peer and does not check the

peer’s administrative state. The switch does not learn PFC configuration from peers (the

switch does not advertise its state as “willing”).

DisablingPFCautonegotiationprevents the interface fromexchangingPFCconfiguration

information with the peer. It forces the interface to enable PFC if PFC is configured on

the interface or to disable PFC if PFC is not configured on the interface. If you disable

PFC autonegotiation, the assumption is that the peer is also configuredmanually.

Autonegotiation of applications depends on whether or not you apply an application

map to an interface. If you apply an application map to an interface, the interface

autonegotiates DCBX for each application in the applicationmap. PFCmust be enabled

on the FCoE priority (the FCoE IEEE 802.1p code point) for the interface to advertise the

FCoE application. The interface only advertises applications that are included in the

application map.

For example, if you apply an application map to an interface and the application map

does not include the FCoE application, then that interface does not perform DCBX

advertisement of FCoE.

If you do not apply an application map to an interface, DCBX does not advertise

applications on that interface, with the exception of FCoE, which is handled differently

than other applications.

NOTE: If you do not apply an applicationmap to an interface, the interface
performs autonegotiation of FCoE if the interface carries traffic in the FCoE
forwarding class and also has PFC enabled on the FCoE priority. On such
interfaces, if DCBX detects that the peer device connected to the interface
supports FCoE, the switch advertises its FCoE capability and IEEE 802.1p
code point on that interface. If DCBX detects that the peer device connected
to the interface does not support FCoE, DCBXmarks that interface as “FCoE
down” and disables FCoE on the interface.

When DCBXmarks an interface as “FCoE down,” the behavior of the switch depends on

how you use it in the network:

• When the switch acts as an FCoE transit switch, the interface drops all of the FIP

packets it receives. In addition, FIP packets received froman FCoE forwarder (FCF) are

not forwarded to interfaces marked as “FCoE down.”

• When the switch acts as an FCoE-FC gateway (only switches that support native Fibre

Channel interfaces), it does not send or receive FCoE Initialization Protocol (FIP)

packets.
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Disablingautonegotiationprevents the interface fromexchangingapplication information

with the peer. In this case, the assumption is that the peer is also configuredmanually.

To disable DCBX autonegotiation of PFC, applications (including FCoE), and ETS using

the CLI:

1. Turn off autonegotiation for PFC.

[edit]
user@switch# set protocols dcbx interface interface-name priority-flow-control
no-auto-negotiation

2. Turn off autonegotiation for applications.

[edit]
user@switch# set protocols dcbx interface interface-nameapplications no-auto-negotiation

3. Turn off autonegotiation for ETS.

[edit]
user@switch# setprotocolsdcbx interface interface-nameenhanced-transmission-selection
no-auto-negotiation

To disable autonegotiation of the ETS Recommendation TLV so that DCBX exchanges

only the ETS Configuration TLV:

• [edit protocols dcbx interface interface-name]
user@switch# set enhanced-transmission-selection no-recommendation-tlv

Related
Documentation

Example: Configuring DCBX Application Protocol TLV Exchange on page 715•

• Example: Configuring CoS PFC for FCoE Traffic on page 612

• Disabling the ETS Recommendation TLV on page 576

• Understanding DCBX Application Protocol TLV Exchange on page 708
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Understanding DCBX Application Protocol TLV Exchange

Data Center Bridging Capability Exchange protocol (DCBX) discovers the data center

bridging (DCB) capabilities of connected peers. DCBX also advertises the capabilities of

applications on interfaces by exchanging application protocol information through

application type, length, and value (TLV) elements. DCBX is an extension of Link Layer

Discovery Protocol (LLDP). LLDPmust remain enabled on every interface on which you

want to use DCBX.

NOTE: LLDP and DCBX are enabled by default on all interfaces.

Setting up application protocol exchange consists of:

• Defining applications

• Mapping the applications to IEEE 802.1p code points in an application map

• Configuring classifiers to prioritize incoming traffic andmap the incoming traffic to the

application by the traffic code points

• Applying the application maps and classifiers to interfaces

You need to explicitly define the applications that you want an interface to advertise.

The FCoE application is a special case (see “Applications” on page 708) and only needs

to be defined on an interface if you want DCBX to exchange application protocol TLVs

for other applications in addition to FCoE on that interface.

You also need to explicitlymap all of the defined applications that youwant an interface

to advertise to IEEE 802.1p code points in an application map. The FCoE application is a

special case thatonly requires inclusion inanapplicationmapwhenyouwantan interface

to use DCBX for other applications in addition to FCoE, as described later in this topic

(see “Application Maps” on page 709).

This topic describes:

• Applications on page 708

• Application Maps on page 709

• Classifying and Prioritizing Application Traffic on page 710

• Enabling Interfaces to Exchange Application Protocol Information on page 711

• Disabling DCBX Application Protocol Exchange on page 711

Applications

Before an interface can exchange application protocol information, you need to define

the applications that you want to advertise. The exception is the FCoE application. If

FCoE is the only application that you want the interface to advertise, then you do not

need to define the FCoE application. You need to define the FCoE application only if you

want interfaces to advertise other applications in addition to FCoE.
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NOTE: If FCoE is the only application that youwant DCBX to advertise on an
interface, DCBX exchanges FCoE application protocol TLVs by default if the
interface:

• Carries FCoE traffic (traffic mapped by CoS configuration to the FCoE
forwarding class and applied to the interface)

• Hasa congestion notificationprofilewithPFCenabledon the FCoEpriority
(IEEE 802.1p code point)

• Does not have an applicationmap

If you apply an applicationmap to an interface, then all applications that you
want DCBX to advertise must be defined and configured in the application
map, including the FCoE application.

If no CoS configuration for FCoE is mapped to an interface, that interface
does not exchange FCoE application protocol TLVs.

You can define:

• Layer 2 applications by EtherType

• Layer 4 applications by a combination of protocol (TCP or UDP) and destination port

number

The EtherType is a two-octet field in the Ethernet frame that denotes the protocol

encapsulated in the frame. For a list of common EtherTypes, see

http://standards.ieee.org/develop/regauth/ethertype/eth.txt on the IEEE standards

organizationwebsite. For a list of port numbers and protocols, see the Service Name and

Transport Protocol Port Number Registry at

http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml

on the Internet Assigned Numbers Authority (IANA) website.

Youmust explicitly define each application that youwant to advertise, except FCoE. The

FCoE application is defined by default (EtherType 0x8906).

ApplicationMaps

An application mapmaps defined applications to one or more IEEE 802.1p code points.

Each application map contains one or more applications. DCBX includes the configured

application code points in the protocol TLVs exchanged with the connected peer.

To exchange protocol TLVs for an application, youmust include the application in an

application map. The FCoE application is a special case:

• If youwantDCBX to exchange application protocol TLVs formore thanoneapplication

on a particular interface, youmust configure the applications, define an application

map tomap the applications to code points, and apply the application map to the

interface. In this case, youmust also define the FCoE application and add it to the

application map.
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This is the same process and treatment required for all other applications. In addition,

for DCBX to exchange FCoE application TLVs, youmust enable priority-based flow

control (PFC) on the FCoE priority (the FCoE IEEE 802.1p code point) on the interface.

• If FCoE is the only application that you want DCBX to advertise on an interface, then

youdonotneed toconfigureanapplicationmapandapply it to the interface.Bydefault,

when an interface has no applicationmap, and the interface carries traffic mapped to

the FCoE forwarding class, and PFC is enabled on the FCoE priority, the interface

advertises FCoE TLVs (autonegotiation mode). DCBX exchanges FCoE application

protocol TLVs by default until you apply an application map to the interface, remove

the FCoE traffic from the interface (you can do this by removing the or editing the

classifier for FCoE traffic), or disable PFC on the FCoE priority.

If you apply an application map to an interface that did not have an application map

andwasexchangingFCoEapplicationTLVs,andyoudonot include theFCoEapplication

in the applicationmap, the interface stops exchanging FCoE TLVs. Every interface that

has an application mapmust have FCoE included in the application map (and PFC

enabled on the FCoE priority) in order for DCBX to exchange FCoE TLVs.

Mapping an application to code points does two things:

• Maps incoming traffic with the same code points to that application

• Allows you to configure classifiers thatmap incoming application traffic, by codepoint,

to a forwarding class and a loss priority, in order to apply class of service (CoS) to

application traffic and prioritize application traffic

You apply an application map to an interface to enable DCBX application protocol

exchange on that interface for each application specified in the application map. All of

the applications that you want an interface to advertise must be configured in the

application map that you apply to the interface, with the previously noted exception for

the FCoE application when FCoE is the only application for which you want DCBX to

exchange protocol TLVs on an interface.

Classifying and Prioritizing Application Traffic

When traffic arrives at an interface, the interface classifies the incoming traffic based on

its code points. Classifiersmap code points to loss priorities and forwarding classes. The

loss priority prioritizes the traffic. The forwarding class determines the traffic output

queue and CoS service level.

When youmap an application to an IEEE 802.1p code point in an application map and

apply the applicationmap to an interface, incoming traffic on the interface thatmatches

the application code points is mapped to the appropriate application. The application

receives the loss priority and theCoSassociatedwith the forwarding class for those code

points, and is placed in the output queue associated with the forwarding class.

You can use the default classifier or you can configure a classifier tomap the application

code points defined in the application map to forwarding classes and loss priorities.
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Enabling Interfaces to Exchange Application Protocol Information

Each interface with the fcoe forwarding class and PFC enabled on the FCoE code point

is enabled forFCoEapplicationprotocol exchangebydefault until youapplyanapplication

map to the interface. If you apply an application map to an interface and you want that

interface to exchange FCoE application protocol TLVs, youmust include the FCoE

application in the application map. (In all cases, to achieve lossless transport, you must

also enable PFC on the FCoE code point or code points.)

Except when FCoE is the only protocol you want DCBX to advertise on an interface,

interfaces on which you want to exchange application protocol TLVsmust include the

following two items:

• The application map that contains the application(s)

• A classifier

NOTE: Youmust also enable PFC on the code point of any traffic for which
you want to achieve lossless transport.

Disabling DCBX Application Protocol Exchange

To disable DCBX application protocol exchange for all applications on an interface, issue

thesetprotocolsdcbx interface interface-nameapplicationsno-auto-negotiationcommand.

YoucanalsodisableDCBXapplicationprotocol exchange forapplicationsonan interface

by deleting the applicationmap from the interface, or by deleting a particular application

from the applicationmap. However, when you delete an application from an application

map, the application protocol is no longer exchanged on any interface which uses that

application map.

On interfaces that use IEEE DCBXmode to exchange DCBX parameters, you can disable

sending the enhanced transmission selection (ETS) Recommendation TLV to the peer

if you want an asymmetric ETS configuration between the peers.

Related
Documentation

Understanding DCBX on page 694•

• Configuring DCBX Autonegotiation on page 705

• Disabling the ETS Recommendation TLV on page 576

• Defining an Application for DCBX Application Protocol TLV Exchange on page 712

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 713

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 714

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715
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Defining an Application for DCBX Application Protocol TLV Exchange

Define each application for which you want DCBX to exchange application protocol

information.YoucandefineLayer 2andLayer4applications.After youdefineapplications,

youmap them to IEEE 802.1p code points, and then apply the application map to the

interfaces on which you want DCBX to exchange application protocol information with

connected peers. (See Related Documentation for how to configure application maps

andapply themto interfaces, and foranexampleof theentireprocedure thatalso includes

classifier configuration.)

NOTE: In Junos OS Release 12.1, the FCoE application was configured by
default, so you did not need to configure it in an applicationmap. In Junos
OS Release 12.2, if you want DCBX to advertise the FCoE application on an
interface and you apply an applicationmap to that interface, youmust
explicitly configure FCoE in the applicationmap. You alsomust enable
priority-based flow control (PFC) on the FCoE code point on all interfaces
that you want to advertise FCoE. If you apply an applicationmap to an
interface, the interface sendsDCBXTLVsonly for theapplications configured
in the applicationmap.

Define Layer 2 applications by mapping an application name to an EtherType. Define

Layer 4 applications by mapping an application name to a protocol (TCP or UDP) and

a destination port.

• To define a Layer 2 application, specify the name of the application and its EtherType:

[edit applications]
user@switch# set application application-name ether-type ether-type

For example, to configure an application named PTP (for Precision Time Protocol)

that uses the EtherType 0x88F7:

user@switch# set applications application ptp ether-type 0x88F7

• To define a Layer 4 application, specify the name of the application, its protocol (TCP

or UDP), and its destination port:

[edit]
user@switch# set applications application application-name protocol (tcp | udp)
destination-port port-value

For example, to configure an application named iscsi (for Internet Small Computer

System Interface) that uses the protocol TCP and the destination port 3260:

user@switch# set applications application iscsi protocol tcp destination-port 3260

Related
Documentation

Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 713

•

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 714
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• Configuring DCBX Autonegotiation on page 705

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 708

• show dcbx neighbors on page 774

Configuring an ApplicationMap for DCBX Application Protocol TLV Exchange

After you define applications for which youwant to exchangeDCBX application protocol

information, map the applications to IEEE 802.1p code points. The IEEE 802.1p code

points identify incoming traffic andallowyou tomap that traffic to thedesiredapplication.

You then apply the application map to the interfaces on which you want DCBX to

exchange application protocol information with connected peers. (See Related

Documentation for howtodefineapplicationsandapply theapplicationmapto interfaces,

and for an example of the entire procedure that also includes classifier configuration.)

NOTE: In Junos OS Release 12.1, the FCoE application was configured by
default, so you did not need to configure it in an applicationmap. In Junos
OS Release 12.2, if you want DCBX to advertise the FCoE application on an
interface and you apply an applicationmap to that interface, youmust
explicitly configure FCoE in the applicationmap. You alsomust enable
priority-based flow control (PFC) on the FCoE code point on all interfaces
that you want to advertise FCoE. If you apply an applicationmap to an
interface, the interface sendsDCBXTLVsonly for theapplications configured
in the applicationmap.

Configure an application map by creating an application map name andmapping an

application to one or more IEEE 802.1p code points.

• To define an application map, specify the name of the application map, the name of

the application, and the IEEE 802.1p code points of the incoming traffic that you want

to associate with the application in the application map:

[edit policy-options]
user@switch# set application-maps application-map-name application application-name
code-points [ aliases ] [ bit-patterns ]

For example, to configure an application map named ptp-app-map that includes an

application named PTP (for Precision Time Protocol) andmap the application to IEEE

802.1p code points 001 and 101:

user@switch# setpolicy-optionsapplication-mapsptp-app-mapapplicationptpcodepoints
[ 001 101 ]

Related
Documentation

Defining an Application for DCBX Application Protocol TLV Exchange on page 712•

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 714
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• Configuring DCBX Autonegotiation on page 705

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• show dcbx neighbors on page 774

Applying an ApplicationMap to an Interface for DCBX Application Protocol TLV
Exchange

After you define applications andmap them to IEEE 802.1p code points in an application

map, apply the application map to the interfaces on which you want DCBX to exchange

the application protocol informationwith connected peers. (SeeRelated Documentation

for how to define applications and configure application maps to interfaces, and for an

example of the entire procedure that also includes classifier configuration.)

NOTE: In Junos OS Release 12.1, the FCoE application was configured by
default, so you did not need to configure it in an applicationmap. In Junos
OS Release 12.2, if you want DCBX to advertise the FCoE application on an
interface and you apply an applicationmap to that interface, youmust
explicitly configure FCoE in the applicationmap. You alsomust enable
priority-based flow control (PFC) on the FCoE code point on all interfaces
that you want to advertise FCoE. If you apply an applicationmap to an
interface, the interface sendsDCBXTLVsonly for theapplications configured
in the applicationmap.

• To apply an application map to a DCBX interface, specify the DCBX interface and the

application map name:

[edit protocols]
user@switch# set dcbx interface interface-name application-map application-map-name

For example, to apply an applicationmap named ptp-app-map on interface xe-0/0/11:

user@switch# set protocols dcbx interface xe-0/0/11 application-map ptp-app-map

Related
Documentation

Defining an Application for DCBX Application Protocol TLV Exchange on page 712•

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 713

• Configuring DCBX Autonegotiation on page 705

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• show dcbx neighbors on page 774
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Example: Configuring DCBX Application Protocol TLV Exchange

Data Center Bridging Capability Exchange protocol (DCBX) discovers the data center

bridging (DCB) capabilities of connected peers by exchanging application configuration

information. DCBX detects feature misconfiguration andmismatches and can configure

DCB on peers. DCBX is an extension of the Link Layer Discovery Protocol (LLDP). LLDP

must remain enabled on every interface on which you want to use DCBX.

NOTE: LLDP and DCBX are enabled by default on all interfaces.

The switch supports DCBX application protocol exchange for Layer 2 and Layer 4

applications such as the Internet Small Computer System Interface (iSCSI). You specify

applicationsbyEtherType(for Layer2applications)orby thedestinationportandprotocol

(for Layer 4 applications; the protocol can be either TCP or UDP).

The switch handles Fibre Channel over Ethernet (FCoE) application protocol exchange

differently than other protocols in some cases:

• If FCoE is the only application for which youwant to enable DCBX application protocol

TLV exchange on an interface, you do not have to explicitly configure the FCoE

application or an application map. By default, the switch exchanges FCoE application

protocol TLVs on all interfaces that carry FCoE traffic (traffic mapped to the fcoe

forwarding class) and have priority-based flow control (PFC) enabled on the FCoE

priority (the FCoE IEEE 802.1p code point). The default priority mapping for the FCoE

application is IEEE802.1pcodepoint011 (thedefault fcoe forwardingclass codepoint).

• If you want an interface to use DCBX to exchange application protocol TLVs for any

other applications in addition to FCoE, youmust configure the applications (including

FCoE), define an application map (including FCoE), and apply the application map to

the interface. If you apply an application map to an interface, youmust explicitly

configure the FCoE application, or the interface does not exchange FCoE application

protocol TLVs.

This example shows how to configure interfaces to exchange both Layer 2 and Layer 4

applicationsbyconfiguringone interface toexchange iSCSIandFCoEapplicationprotocol

information and configuring another interface to exchange iSCSI and Precision Time

Protocol (PTP) application protocol information.

• Requirements on page 715

• Overview on page 716

• Configuration on page 719

• Verification on page 721

Requirements

This example uses the following hardware and software components:

• Juniper Networks QFX Series device

715Copyright © 2016, Juniper Networks, Inc.

Chapter 10: Using Data Center Bridging and Lossless Transport



• Junos OS Release 12.1 or later for the QFX Series

Overview

The switch supports DCBX application protocol exchange for:

• Layer 2 applications, defined by EtherType

• Layer 4 applications, defined by destination port and protocol

NOTE: DCBXalsoadvertisesPFCandenhancedtransmissionselection(ETS)
information. See “Configuring DCBX Autonegotiation” on page 705 for how
DCBXnegotiatesandadvertises configuration information for these features
and for the applications.

DCBX is configured on a per-interface basis for each supported feature or application.

For applications that you want to enable for DCBX application protocol exchange, you

must:

• Define the application name and configure the EtherType or the destination port and

protocol (TCP or UDP) of the application. Use the EtherType for Layer 2 applications,

and use the destination port and protocol for Layer 4 protocols.

• Map the application to an IEEE 802.1p code point in an application map.

• Add the application map to DCBX interface.

In addition, for all applications (including FCoE, evenwhen you do not use an application

map), you either must create an IEEE 802.1p classifier and apply it to the appropriate

ingress interfaces or use the default classifier. A classifier maps the code points of

incoming traffic to a forwarding class and a loss priority so that ingress traffic is assigned

to the correct class of service (CoS). The forwarding class determines the output queue

on the egress interface.

If you do not create classifiers, trunk and tagged-access ports use the unicast IEEE 802.1

default trusted classifier. Table 114 on page 716 shows the default mapping of IEEE 802.1

code-point values tounicast forwarding classesand losspriorities for ports in trunkmode

or tagged-accessmode. Table 115 on page 717 shows the default untrusted classifier IEEE

802.1 code-point values to unicast forwarding class mapping for ports in access mode.

Table 114: Default IEEE 802.1 Classifiers for Trunk Ports and
Tagged-Access Ports (Default Trusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effortbe (000)

lowbest-effortbe1 (001)

lowbest-effortef (010)
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Table 114: Default IEEE 802.1 Classifiers for Trunk Ports and
Tagged-Access Ports (Default Trusted Classifier) (continued)

Loss PriorityForwarding ClassCode Point

lowfcoeef1 (011)

lowno-lossaf11 (100)

lowbest-effortaf12 (101)

lownetwork-controlnc1 (110)

lownetwork-controlnc2 (111)

Table 115:Default IEEE802.1UnicastClassifiers forAccessPorts (Default
Untrusted Classifier)

Loss PriorityForwarding ClassCode Point

lowbest-effort000

lowbest-effort001

lowbest-effort010

lowbest-effort011

lowbest-effort100

lowbest-effort101

lowbest-effort110

lowbest-effort111

Topology

This example shows how to configure DCBX application protocol exchange for three

protocols (iSCSI, PTP, and FCoE) on two interfaces. One interface exchanges iSCSI and

FCoE application protocol information, and the other interface exchanges iSCSI andPTP

application protocol information.

NOTE: Youmust map FCoE traffic to the interfaces on which you want to
forward FCoE traffic. Youmust also enable PFC on the FCoE interfaces and
create an ingress classifier for FCoE traffic, or else use the default classifier.

Table 116 on page 718 shows the configuration components for this example.
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Table 116: Components of DCBX Application Protocol Exchange
Configuration Topology

SettingsComponent

QFX Series deviceHardware

Enabled by default on Ethernet interfacesLLDP

Enabled by default on Ethernet interfacesDCBX

Application name—iscsi

protocol—TCP

destination-port—3260

code-points—111

iSCSI application (Layer 4)

Application name—ptp

ether-type—0x88F7

code-points—001, 101

PTP application (Layer 2)

Application name—fcoe

ether-type—0x8906

code-points—011

NOTE: You explicitly configure the FCoE application because
you are applying an application map to the interface. When you
apply an application map to an interface, all applications must
be explicitly configured and included in the application map.

FCoE application (Layer 2)

dcbx-iscsi-fcoe-app-map—Maps the iSCSIandFCoEapplications
to IEEE 802.1p code points

dcbx-iscsi-ptp-app-map—Maps iSCSI and PTP applications to
IEEE 802.1p code points

Application maps

xe-0/0/10—Configured to exchange FCoE and iSCSI application
TLVs (uses application map dcbx-iscsi-fcoe-app-map, carries
FCoE traffic, and has PFC enabled on the FCoE priority)

xe-0/0/11—Configured to exchange iSCSI and PTP application
TLVs (uses application map dcbx-iscsi-ptp-app-map)

Interfaces

fcoe-cnp:

• Code point—011

• Interface—xe-0/0/10

PFC congestion notification
profile for FCoE application
exchange
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Table 116: Components of DCBX Application Protocol Exchange
Configuration Topology (continued)

SettingsComponent

fcoe-iscsi-cl1:

• Maps the fcoe forwarding class to the IEEE 802.1p code point
used for the FCoE application (011) and a loss priority of high

• Maps the network-control forwarding class to the IEEE 802.1p
code point used for the iSCSI application (111) and a loss
priority of high

• Applied to interface xe-0/0/10

iscsi-ptp-cl2:

• Maps the network-control forwarding class to the IEEE 802.1p
code point used for the iSCSI application (111) and a loss
priority of low

• Maps the best-effort forwarding class to the IEEE 802.1p code
points used for the PTP application (001 and 101) and a loss
priority of low

• Applied to interface xe-0/0/11

Behavior aggregate classifiers
(map forwarding classes to
incoming packets by the
packet’s IEEE 802.1 code
point)

NOTE: This example does not include scheduling (bandwidth allocation)
configuration or lossless configuration for the iSCSI forwarding class.

Configuration

CLI Quick
Configuration

Toquickly configureDCBXapplicationprotocol exchange, copy the followingcommands,

paste them in a text file, remove line breaks, change variables and details to match your

network configuration, and then copy and paste the commands into the CLI at the [edit]

hierarchy level.

set applications application iSCSI protocol tcp destination-port 3260
set applications application FCoE ether-type 0x8906
set applications application PTP ether-type 0x88F7
set policy-options application-maps dcbx-iscsi-fcoe-app-map application iSCSI code-points 111
set policy-options application-mapsdcbx-iscsi-fcoe-app-mapapplication FCoEcode-points011
set policy-options application-maps dcbx-iscsi-ptp-app-map application iSCSI code-points 111
set policy-options application-maps dcbx-iscsi-ptp-app-map application PTP code-points [001
101]
set protocols dcbx interface xe-0/0/10 application-map dcbx-iscsi-fcoe-app-map
set protocols dcbx interface xe-0/0/11 application-map dcbx-iscsi-ptp-app-map
set class-of-service congestion-notification-profile fcoe-cnp input ieee-802.1 code-point 011 pfc
set class-of-service interfaces xe-0/0/10 congestion-notification-profile fcoe-cnp
set class-of-service classifiers ieee-802.1 fcoe-iscsi-cl1 import default forwarding-class fcoe
loss-priority high code-points 011
set class-of-service classifiers ieee-802.1 fcoe-iscsi-cl1 import default forwarding-class
network-control loss-priority high code-points 111
set class-of-service classifiers ieee-802.1 iscsi-ptp-cl2 import default forwarding-class
network-control loss-priority low code-points 111
setclass-of-serviceclassifiers ieee-802.1 iscsi-ptp-cl2 importdefault forwarding-classbest-effort
loss-priority low code-points [001 101]
set class-of-service interfaces xe-0/0/10 unit 0 classifiers ieee-802.1 fcoe-iscsi-cl1
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set class-of-service interfaces xe-0/0/11 unit 0 classifiers ieee-802.1 iscsi-ptp-cl2

Configuring DCBX Application Protocol TLV Exchange

Step-by-Step
Procedure

To define the applications, map the applications to IEEE 802.1p code points, apply the

applications to interfaces, and create classifiers for DCBXapplicationprotocol exchange:

1. Define the iSCSI application by specifying its protocol and destination port, and

define the FCoE and PTP applications by specifying their EtherTypes.

[edit applications]
user@switch# set application iSCSI protocol tcp destination-port 3260
user@switch# set application FCoE ether-type 0x8906
user@switch# set application PTP ether-type 0x88F7

2. Defineanapplicationmapthatmaps the iSCSIandFCoEapplications to IEEE802.1p

code points.

[edit policy-options]
user@switch# setapplication-mapsdcbx-iscsi-fcoe-app-mapapplication iSCSIcode-points
111
user@switch# setapplication-mapsdcbx-iscsi-fcoe-app-mapapplicationFCoEcode-points
011

3. Define theapplicationmap thatmaps the iSCSI andPTPapplications to IEEE802.1p

code points.

[edit policy-options]
user@switch# setapplication-mapsdcbx-iscsi-ptp-app-mapapplication iSCSIcode-points
111
user@switch# setapplication-mapsdcbx-iscsi-ptp-app-mapapplicationPTPcode-points
[001 101]

4. Apply the iSCSI and FCoE application map to interface xe-0/0/10, and apply the

iSCSI and PTP application map to interface xe-0/0/11.

[edit protocols dcbx]
user@switch# set interface xe-0/0/10 application-map dcbx-iscsi-fcoe-app-map
user@switch# set interface xe-0/0/11 application-map dcbx-iscsi-ptp-app-map

5. Create the congestion notification profile to enable PFC on the FCoE code point

(011), and apply the congestion notification profile to interface xe-0/0/10.

[edit class-of-service]
user@switch# set congestion-notification-profile fcoe-cnp input ieee-802.1 code-point
011 pfc
user@switch# set interfaces xe-0/0/10 congestion-notification-profile fcoe-cnp

6. Configure the classifier to apply to the interface that exchanges iSCSI and FCoE

application information.

[edit class-of-service classifiers]
user@switch# set ieee-802.1 fcoe-iscsi-cl1 importdefault forwarding-class fcoe loss-priority
high code-points 011
user@switch# set ieee-802.1 fcoe-iscsi-cl1 importdefault forwarding-classnetwork-control
loss-priority high code-points 111

7. Configure the classifier to apply to the interface that exchanges iSCSI and PTP

application information.

[edit class-of-service classifiers]
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user@switch# set ieee-802.1 iscsi-ptp-cl2 importdefault forwarding-classnetwork-control
loss-priority low code-points 111
user@switch# set ieee-802.1 iscsi-ptp-cl2 import default forwarding-class best-effort
loss-priority low code-points [001 101]

8. Apply the classifiers to the appropriate interfaces.

[edit class-of-service]
user@switch# set interfaces xe-0/0/10 unit 0 classifiers ieee-802.1 fcoe-iscsi-cl1
user@switch# set interfaces xe-0/0/11 unit 0 classifiers ieee-802.1 iscsi-ptp-cl2

Verification

To verify that DCBX application protocol exchange configuration has been created and

is operating properly, perform these tasks:

• Verifying the Application Configuration on page 721

• Verifying the Application Map Configuration on page 721

• Verifying DCBX Application Protocol Exchange Interface Configuration on page 722

• Verifying the PFC Configuration on page 722

• Verifying the Classifier Configuration on page 723

Verifying the Application Configuration

Purpose Verify that DCBX applications have been configured.

Action List the applications by using the configuration mode command show applications:

user@switch# show applications
application iSCSI {
   protocol tcp;
   destination-port 3260;
}

application fcoe {
   ether-type 0x8906;
}

application ptp {
   ether-type 0x88F7;
}

Meaning The show applications configuration mode command lists all of the configured

applications and either their protocol and destination port (Layer 4 applications) or their

EtherType (Layer 2applications). Thecommandoutput shows that the iSCSI application

is configured with the tcp protocol and destination port 3260, the FCoE application is

configured with the EtherType 0x8906, and that the PTP application is configured with

the EtherType 0x88F7.

Verifying the ApplicationMap Configuration

Purpose Verify that the application maps have been configured.
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Action List theapplicationmapsbyusing theconfigurationmodecommand showpolicy-options

application-maps:

user@switch# show policy-options application-maps
dcbx-iscsi-fcoe-app-map {
   application iSCSI code-points 111;
   application FCoE code-points 011;
}

dcbx-iscsi-ptp-app-map {
   application iSCSI code-points 111;
   application PTP code-points [001 101];
}

Meaning The show policy-options application-maps configuration mode command lists all of the

configured application maps and the applications that belong to each application map.

The command output shows that there are two application maps,

dcbx-iscsi-fcoe-app-map and dcbx-iscsi-ptp-app-map.

The application map dcbx-iscsi-fcoe-app-map consists of the iSCSI application, which

is mapped to IEEE 802.1p code point 111, and the FCoE application, which is mapped to

IEEE 802.1p code point 011.

The application map dcbx-iscsi-ptp-app-map consists of the iSCSI application, which is

mapped to IEEE 802.1p code point 111, and the PTP application, which ismapped to IEEE

802.1p code points 001 and 101.

Verifying DCBX Application Protocol Exchange Interface Configuration

Purpose Verify that the application maps have been applied to the correct interfaces.

Action List the application maps by using the configuration mode command show protocols

dcbx:

user@switch# show protocols dcbx
interface xe-0/0/10.0 {
   application-map dcbx-iscsi-fcoe-app-map;
}

interface xe-0/0/11.0 {
   application-map dcbx-iscsi-ptp-app-map;
}

Meaning The show protocols dcbx configuration mode command lists whether the interfaces are

enabled for DCBXand lists the applicationmapapplied to each interface. The command

output shows that interfaces xe-0/0/10.0 and xe-0/0/11.0 are enabled for DCBX, and

that interface xe-0/0/10.0 uses applicationmap dcbx-iscsi-fcoe-app-map, and interface

xe-0/0/11.0 uses application map dcbx-iscsi-ptp-app-map.

Verifying the PFC Configuration

Purpose Verify that PFC has been enabled on the FCoE code point and applied to the correct

interface.
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Action Display the PFC configuration to verify that PFC is enabled on the FCoE code point (011)

in the congestionnotificationprofile fcoe-cnpbyusing the configurationmodecommand

show class-of-service congestion-notification-profile:

user@switch# show class-of-service congestion-notification-profile
fcoe-cnp {
    input {
        ieee-802.1 {
            code-point 011 {
                pfc;
            }
        }
    }
}   

Display theclass-of-service (CoS) interface information to verify that thecorrect interface

has PFC enabled for the FCoE application by using the configuration mode command

show class-of-service interfaces:

user@switch# show class-of-service interfaces
xe-0/0/10 {
    congestion-notification-profile fcoe-cnp;
}

NOTE: The sample output does not include all of the information this
command can show. The output is abbreviated to focus on verifying the PFC
configuration.

Meaning The show class-of-service congestion-notification-profile configuration mode command

lists the configured congestion notification profiles. The command output shows that

the congestion notification profile fcoe-cnp has been configured and has enabled PFC

on the IEEE 802.1p code point 011 (the default FCoE code point).

The show class-of-service interfaces configuration mode command shows the interface

CoS configuration. The command output shows that the congestion notification profile

fcoe-cnp, which enables PFC on the FCoE code point, is applied to interface xe-0/0/10.

Verifying the Classifier Configuration

Purpose Verify that the classifiers have been configured and applied to the correct interfaces.

Action Display the classifier configuration by using the configuration mode command show

class-of-service:

user@switch# show class-of-service
classifiers {
    ieee-802.1 fcoe-iscsi-cl1 {
        import default;
        forwarding-class network-control {
            loss-priority high code-points 111;
        }
        forwarding-class fcoe {
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            loss-priority high code-points 011;
        }
    }
    ieee-802.1 iscsi-ptp-cl2 {
        import default;
        forwarding-class network-control {
            loss-priority low code-points 111;
        }
        forwarding-class best-effort {
            loss-priority low code-points [ 001 101 ];
        }
    }
}
interfaces {
    xe-0/0/10 {
        congestion-notification-profile fcoe-cnp;
        unit 0 {
            classifiers {
                ieee-802.1 fcoe-iscsi-cl1;
            }
        }
    }
    xe-0/0/11 {
        unit 0 {
            classifiers {               
                ieee-802.1 iscsi-ptp-cl2;
            }
        }
    }
}

NOTE: The sample output does not include all of the information this
command can show. The output is abbreviated to focus on verifying the
classifier configuration.

Meaning The show class-of-service configuration mode command lists the classifier and CoS

interface configuration, as well as other information not shown in this example. The

command output shows that there are two classifiers configured, fcoe-iscsi-cl1 and

iscsi-ptp-cl2.

Classifier fcoe-iscsi-cl1 uses the default classifier as a template and edits the template

as follows:

• The forwarding class network-control is set to a loss priority of high and is mapped to

code point 111 (the code point mapped to the iSCSI application).

• The forwarding class fcoe is set to a loss priority of high and is mapped to code point

011 (the code point mapped by default to the FCoE application).

Classifier iscsi-ptp-cl2 uses the default classifier as a template and edits the template

as follows:

Copyright © 2016, Juniper Networks, Inc.724

Traffic Management Feature Guide for the QFX Series



• The forwarding class network-control is set to a loss priority of low and is mapped to

IEEE 802.1p code point 111 (the code point mapped to the iSCSI application).

• The forwarding class best-effort is set to a loss priority of low and is mapped to IEEE

802.1p code points 001 and 101 (the code points mapped by default to the PTP

application).

The command output also shows that classifier fcoe-iscsi-cl1 is mapped to interface

xe-0/0/10.0 and that classifier iscsi-ptp-cl2 is mapped to interface xe-0/0/11.0.

Related
Documentation

Defining an Application for DCBX Application Protocol TLV Exchange on page 712•

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 713

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 714

• Configuring DCBX Autonegotiation on page 705

• show dcbx on page 773

• show dcbx neighbors on page 774

• Understanding DCBX Application Protocol TLV Exchange on page 708

Troubleshooting Dropped FCoE Traffic

Problem Description: Fibre Channel over Ethernet (FCoE) traffic for which you want guaranteed
delivery is dropped.

Cause Thereare several possible causesofdroppedFCoE traffic (the list numbersof thepossible

causes correspond to the list numbers of the solutions in the Solution section.):

1. Priority-based flow control (PFC) is not enabled on the FCoE priority (IEEE 802.1p

codepoint) in both the input andoutput stanzasof the congestionnotificationprofile.

2. The FCoE traffic is not classified correctly at the ingress interface. FCoE traffic should

either use the default fcoe forwarding class and classifier configuration (maps the

fcoe forwarding class to IEEE 802.1p code point 011) or be mapped to a lossless

forwarding class and to the code point enabled for PFC on the input and output

interfaces.

3. Thecongestionnotificationprofile thatenablesPFCon theFCoEpriority isnotattached

to the interface.

4. The forwarding class set (priority group) used for guaranteed delivery traffic does not

include the forwarding class used for FCoE traffic.

NOTE: This issue can occur only on switches that support enhanced
transmission selection (ETS) hierarchical port scheduling. (Direct port
scheduling does not use forwarding class sets.)
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5. Insufficient bandwidth has been allocated for the FCoE queue or for the forwarding

class set to which the FCoE queue belongs.

NOTE: This issue can occur for forwarding class sets only on switches
that support ETS hierarchical port scheduling. (Direct port scheduling
does not use forwarding class sets.)

6. If you are using Junos OS Release 12.2, the fcoe forwarding class has been explicitly

configured instead of using the default fcoe forwarding class configuration

(forwarding-class-to-queuemapping).

NOTE: If you are using Junos OS Release 12.2, use the default
forwarding-class-to-queuemapping for the lossless fcoe and no-loss

forwarding classes. If you explicitly configure the lossless forwarding
classes, the trafficmapped to those forwarding classes is treated as lossy
(best effort) traffic and does not receive lossless treatment.

7. If you are using Junos OS Release 12.3 or later and you are not using the default fcoe

forwarding class configuration, the forwarding class used for FCoE is not configured

with the no-loss packet drop attribute. In Junos OS 12.3 or later, explicit forwarding

classes configurations must include the no-loss packet drop attribute to be treated

as lossless forwarding classes.

Solution The list numbers of the possible solutions correspond to the list numbers of the causes

in the Cause section.
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1. Check the congestion notification profile (CNP) to see if PFC is enabled on the FCoE

priority (the correct IEEE 802.1p code point) on both input and output interfaces. Use

the show class-of-service congestion-notification operational command to show the

code points that are enabled for PFC in each CNP.

If you are using the default configuration, FCoE traffic is mapped to code point 011

(priority 3). In this case, the input stanza of the CNP should show that PFC is enabled

on code point 011, and the output stanza should show that priority 011 is mapped to

flow control queue 3.

If you explicitly configured a forwarding class for FCoE traffic, ensure that:

• You specified theno-losspacket dropattribute in the forwarding class configuration

• The code point mapped to the FCoE forwarding class in the ingress classifier is the

code point enabled for PFC in the CNP input stanza

• The code point and output queue used for FCoE traffic are mapped to each other

in the CNP output stanza (if you are not using the default priority and queue, you

must explicitly configure each output queue that you want to respond to PFC

messages)

For example, if you explicitly configure a forwarding class for FCoE traffic that is

mapped to output queue 5 and to code point 101 (priority 5), the output of the show

class-of-service congestion-notification looks like:

Name: fcoe_p5_cnp, Index: 12183
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Disabled 
  100          Disabled       
  101          Enabled      2500 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  101 
               5

2. Use the show class-of-service classifier type ieee-802.1p operational command to

check if the classifier maps the forwarding class used for FCoE traffic to the correct

IEEE 802.1p code point.

3. Ensure that thecongestionnotificationprofile andclassifier areattached to thecorrect

ingress interface. Use the operational command show configuration class-of-service

interfaces interface-name.

4. Check that the forwardingclass set includes the forwardingclassused for FCoE traffic.

Use the operational command show configuration class-of-service

forwarding-class-sets to show the configured priority groups and their forwarding

classes.
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5. Verify theamountofbandwidthallocated to thequeuemappedto theFCoEforwarding

class and to the forwarding class set to which the FCoE traffic queue belongs. Use

the show configuration class-of-service schedulers scheduler-name operational

command (specify the scheduler for FCoE traffic as the scheduler-name) to see the

minimum guaranteed bandwidth (transmit-rate) andmaximum bandwidth

(shaping-rate) for the queue.

Use the showconfigurationclass-of-service traffic-control-profiles traffic-control-profile

operational command (specify the traffic control profile used for FCoE traffic as the

traffic-control-profile) to see the minimum guaranteed bandwidth (guaranteed-rate)

andmaximum bandwidth (shaping-rate) for the forwarding class set.

6. Delete the explicit FCoE forwarding-class-to-queuemapping so that the systemuses

the default FCoE forwarding-class-to-queuemapping. Include the delete

forwarding-classes class fcoe queue-num 3 statement at the [edit class-of-service]

hierarchy level to remove the explicit configuration. The system then uses the default

configuration for the FCoE forwarding class and preserves the lossless treatment of

FCoE traffic.

7. Use the show class-of-service forwarding-class operational command to display the

configured forwardingclasses. TheNo-Losscolumnshowswhether lossless transport

is enabled or disabled for each forwarding class. If the forwarding class used for FCoE

traffic is not enabled for lossless transport, include the no-loss packet drop attribute

in the forwarding class configuration (set class-of-service forwarding-classes class

fcoe-forwarding-class-name queue-num queue-number no-loss).

See “Example: Configuring CoS PFC for FCoE Traffic” on page 612 for step-by-step

instructions on how to configure PFC for FCoE traffic, including classifier, interface,

congestion notification profile, PFC, and bandwidth scheduling configuration.

Related
Documentation

• show class-of-service congestion-notification on page 770

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Example: Configuring CoS PFC for FCoE Traffic on page 612

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597
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CHAPTER 11

ConfigurationStatements forDataCenter
Bridging and Lossless Transport

• application (Application Maps) on page 730

• application (Applications) on page 731

• application-map on page 732

• application-maps on page 733

• applications (Applications) on page 734

• applications (DCBX) on page 735

• cable-length (Congestion Notification) on page 736

• code-point (Input Congestion Notification) on page 737

• code-point (Output Congestion Notification) on page 738

• code-points (Application Maps) on page 739

• configured-flow-control on page 740

• congestion-notification-profile on page 741

• dcbx on page 743

• dcbx-version on page 744

• destination-port (Applications) on page 745

• disable (DCBX) on page 746

• enhanced-transmission-selection on page 747

• ether-type on page 748

• flow-control on page 749

• flow-control-queue (Output Congestion Notification) on page 751

• ieee-802.1 (Input Congestion Notification) on page 752

• ieee-802.1 (Output Congestion Notification) on page 753

• input (Congestion Notification) on page 754

• interface (DCBX) on page 755

• interfaces (Class of Service) on page 756

• mru on page 758
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• output (Congestion Notification) on page 759

• pfc (Input Congestion Notification) on page 760

• policy-options on page 761

• priority-flow-control on page 762

• protocol (Applications) on page 763

• recommendation-tlv on page 764

• rx-buffers on page 765

• tx-buffers on page 767

application (ApplicationMaps)

Syntax application application-name {
code-points [ aliases ] [ bit-patterns ];

}

Hierarchy Level [edit policy-options application-maps application-map-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Add an application to an application map and define the application’s code points.

Options application-name—Name of the application.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 713

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 708

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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application (Applications)

Syntax application application-name {
destination-port port-value;
protocol (tcp | udp);
ether-type type;

}

Hierarchy Level [edit applications]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure properties to define an application.

Options application-name—Name of the application.

The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 712

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 708

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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application-map

Syntax application-map application-map-name;

Hierarchy Level [edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Specify an application map to apply to an interface.

Options application-map-name—Name of the application map.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 774

• Applying an Application Map to an Interface for DCBX Application Protocol TLV

Exchange on page 714

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 708

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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application-maps

Syntax application-maps application-map-name {
application application-name {
code-points [ aliases ] [ bit-patterns ];

}
}

Hierarchy Level [edit policy-options]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define an application map by specifying the applications that belong to the application

map.

Options application-map-name—Name of the application map.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 713

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 708

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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applications (Applications)

Syntax applications {
application application-name {
destination-port port-value;
protocol (tcp | udp);
ether-type type;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define applications that DCBX advertises.

Options The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 712

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 708

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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applications (DCBX)

Syntax applications {
fcoe {
no-auto-negotiation;

}
}

Hierarchy Level [edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 12.1 for the EX Series

Description Configure Data Center Bridging Capability Exchange protocol (DCBX) applications on

an interface.

Options The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

•

• show dcbx neighbors on page 774

• Understanding DCB Features and Requirements on page 542
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cable-length (Congestion Notification)

Syntax cable-length cable-length-value;

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name input]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Specify the length of the cable between the interface and its peer interface in meters.

The system uses the cable length and themaximum receive unit (MRU) to calculate the

amount of buffer headroom reserved to support priority-based flow control (PFC). The

the shorter the cable length and lower the MRU, the less headroom buffer space is

required for PFC.

NOTE: You can also set amaximum transmission unit (MTU) value (the
largest packet size the interface sends) for interfaces by including themtu

statement at the [edit interfaces interface-name] hierarchy level.

Default The default cable length value is 100meters (approximately 328 feet).

Options cable-length-value—Length of the cable in meters. (Generally from 1 to 300meters, but

there is no configuration restriction.)

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577
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code-point (Input Congestion Notification)

Syntax code-point [code-point-bits] {
pfc {
mrumru-value;

}
}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name input ieee-802.1]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Enable priority-based flow control (PFC) on an IEEE 802.1p code point (priority).

Options code-point-bits—3-bit value in decimal form.

The remaining statements are described separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS PFC for FCoE Traffic on page 612

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597
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code-point (Output Congestion Notification)

Syntax code-point [ code-point-bits ] {
flow-control-queue [ queue | list-of-queues ];

}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name output ieee-802.1]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Specify the IEEE 802.1p code point bits that identify the traffic you want to enable for

priority-based flow control (PFC) pause.

Default By default, IEEE 802.1p priorities 3 and 4 (code points 011 and 100, respectively) are

enabled for PFC pause on all Ethernet interfaces. If you explicitly configure priorities to

pauseandtheoutputqueuesonwhich toenablepause, theexplicit configurationoverrides

the default configuration. When you apply an explicit output congestion notification

profile to an interface, only the priorities and queues specified in the output congestion

notification profile are enabled for pause on that interface.

For example, if you configure an output congestion notification profile that specifies

priority 2 (code point 010), then traffic with IEEE 802.1p priority 2 is paused on the

configured output queue during periods of congestion. However, traffic with priority 3

and priority 4 is not programmed to pause, because the explicit configuration overwrites

the default configuration, and the explicit configuration does not pause priority 3 and

priority 4. If you configure an explicit output congestion notification profile, all of the

priorities you want to enable for PFC and all of the output queues you want to pause

must be explicitly configured.

Options code-point-bits—3-bit value in decimal form.

The remaining statements are described separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577
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code-points (ApplicationMaps)

Syntax code-points [ aliases ] [ bit-patterns ];

Hierarchy Level [editpolicy-optionsapplication-mapsapplication-map-nameapplicationapplication-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Define one or more code-point aliases or bit sets for an application.

Options aliases—Name of the alias or aliases.

bit-patterns—Value of the code-point bits, in decimal form.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring an Application Map for DCBX Application Protocol TLV Exchange on

page 713

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 708

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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configured-flow-control

Syntax configured-flow-control {
rx-buffers (on | off);
tx-buffers (on | off);

}

Hierarchy Level [edit interfaces interface-name ether-options]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configure Ethernet PAUSE asymmetric flow control on an interface. You can set an

interface to generateand sendPAUSEmessages, and youcan set an interface to respond

to PAUSEmessages sent by the connected peer. Youmust set both the rx-buffers and

the tx-buffers values when you configure asymmetric flow control.

Use the flow-control and no-flow-control statements to enable and disable symmetric

PAUSEonan interface.Symmetric flowcontrolandasymmetric flowcontrolaremutually

exclusive features. If you attempt to configure both, the switch returns a commit error.

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC) by applying a congestion
notification profile to the interface.

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

Default Flow control is disabled. Youmust explicitly configure Ethernet PAUSE flow control on

interfaces.

Options The statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• congestion-notification-profile on page 741

• flow-control on page 749

• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 693

• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 692

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597
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congestion-notification-profile

Syntax congestion-notification-profile profile-name {
input {
ieee-802.1 {
code-point [code-point-bits] {
pfc {
mrumru-value;

}
}

}
cable-length cable-length-value;

}
output {
ieee-802.1 {
code-point [code-point-bits] {
flow-control-queue [queue | list-of-queues];

}
}

}
}

Interface Congestion
Notification Profile

Association

congestion-notification-profile profile-name {

Hierarchy Level [edit class-of-service],
[edit class-of-service interfaces interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure a congestion notification profile to enable priority-based flow control (PFC)

on traffic specified by an IEEE 802.1 code point, and apply the profile to an interface.

NOTE: Youmust configure PFC for FCoE traffic. Each interface that carries
FCoE traffic should be configured for PFC on the FCoE code point (usually
011).

You can attach amaximum of one congestion notification profile to an interface. There

is no limit to the total number of congestion notification profiles you can create.

NOTE: Configuring or changing PFC on an interface blocks the entire port
until thePFCchange is completed. After aPFCchange is completed, theport
is unblocked and traffic resumes. Blocking the port stops ingress and egress
traffic, and causes packet loss on all queues on the port until the port is
unblocked.
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Options profile-name—Name of the congestion notification profile.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Example: Configuring CoS PFC for FCoE Traffic on page 612

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577

Copyright © 2016, Juniper Networks, Inc.742

Traffic Management Feature Guide for the QFX Series



dcbx

Syntax dcbx {
disable;
interface (interface-name | all) {
disable;
application-map application-map-name;
applications {
fcoe {
no-auto-negotiation;

}
}
enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
}
dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);
priority-flow-control {
no-auto-negotiation;

}
}

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for EX Series switches.

mode and recommendation-tlv statements introduced in Junos OS Release 12.2 for the

QFX Series.

Description Configure DCBX properties.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 774

• Understanding DCB Features and Requirements on page 542

• Configuring DCBX Autonegotiation on page 705

• Understanding DCB Features and Requirements on EX Series Switches

• Disabling DCBX to Disable PFC Autonegotiation on EX Series Switches (CLI Procedure)
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dcbx-version

Syntax dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);

Hierarchy Level [edit protocols dcbx interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Set the DCBX version for the specified interface or interfaces.

QFX3500 switches come up in IEEE DCBXmode and then autonegotiate with the

connected peer to set the DCBX version.

QFabric system Node devices come up using DCBX version 1.01, and then autonegotiate

with the connected peer to set the DCBXmode.

Default The default DCBXmode is autonegotation.

Options auto-negotiate—Automatically negotiate the DCBX version with the connected peer.

ieee-dcbx—Force the interface to use IEEE DCBXmode, regardless of the peer

configuration.

dcbx-version-1.01—Force the interface to use version 1.01 DCBXmode, regardless of the

peer configuration.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 774

• Configuring DCBX Autonegotiation on page 705

• Understanding DCBX on page 694

Copyright © 2016, Juniper Networks, Inc.744

Traffic Management Feature Guide for the QFX Series



destination-port (Applications)

Syntax destination-port port-value;

Hierarchy Level [edit applications application application-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Transmission Control Protocol (TCP) or User DatagramProtocol (UDP) destination port

number, which combines with protocol to identify an application type. The Internet

Assigned Numbers Authority (IANA) assigns port numbers. See the IANA Service Name

and Transport Protocol Port Number Registry at

http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xml

for a list of assigned port numbers.

NOTE: To create an application for iSCSI, use the protocol tcpwith the
destination port number 3260.

Options port-value—Identifier for the port.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 712

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 708

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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disable (DCBX)

Syntax disable

Hierarchy Level [edit protocols dcbx]

[edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for EX Series switches.

Description Disable Data Center Bridging Capability Exchange protocol (DCBX) on one or more

10-Gigabit Ethernet interfaces.

Default DCBX is enabled by default on all 10-Gigabit or higher Ethernet interfaces.

DCBX is enabledbydefault onall 10-Gigabit Ethernet interfacesonEX4500CEE-enabled

switches.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring DCBX Autonegotiation on page 705

• Disabling DCBX to Disable PFC Autonegotiation on EX Series Switches (CLI Procedure)

• Understanding DCB Features and Requirements on page 542

• Understanding DCB Features and Requirements on EX Series Switches
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enhanced-transmission-selection

Syntax enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
}

Hierarchy Level [edit protocols dcbx interface interface-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Disable advertising the enhanced transmission selection (ETS) state of the interface to

the peer. To disable ETS on the interface, do not enable ETS on the interface in the

class-of-service (CoS) configuration.

Disabling ETS autonegotiation stops the QFX Series from advertising the ETS

Configuration TLV and the ETS Recommendation TLV.

Disabling the ETS recommendation TLV stops the QFX Series from advertising the ETS

Recommendation TLV, but the ETS Configuration TLV is still advertised.

Options no-auto-negotiation—Disable automatic negotiation of ETS (Configuration TLV and

Recommendation TLV)

no-recommendation-tlv—Disable automatic negotiation of the ETS Recommendation

TLV

recommendation-tlv—Enable automatic negotiation of ETS Recommendation TLV

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 774

• Configuring DCBX Autonegotiation on page 705

• Example: Configuring CoS Hierarchical Port Scheduling (ETS) on page 337

• Understanding DCB Features and Requirements on page 542
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ether-type

Syntax ether-type ether-type;

Hierarchy Level [edit applications application application-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Two-octet field in an Ethernet frame that defines the protocol encapsulated in the frame

payload. See http://standards.ieee.org/develop/regauth/ethertype/eth.txt for a list of

Institute of Electrical and Electronics Engineers (IEEE) EtherTypes.

NOTE: To create a FIP application, use the EtherType 0x8914.

Options type—Identifier for the EtherType.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 712

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Understanding DCBX Application Protocol TLV Exchange on page 708
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flow-control

Syntax (flow-control | no-flow-control);

Hierarchy Level [edit interfaces interface-name ether-options]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Explicitly enable or disable symmetric Ethernet PAUSE flow control, which regulates the

flowof packets from the switch to the remote sideof the connectionbypausing all traffic

flows on a link during periods of network congestion. Symmetric flow controlmeans that

EthernetPAUSE is enabled inbothdirections. The interfacegeneratesandsendsEthernet

PAUSEmessages when the receive buffers fill to a certain threshold and the interface

responds to PAUSEmessages received from the connected peer. By default, flow control

is disabled.

You can configure asymmetric flow control by including the configured-flow-control

statement at the [edit interfaces interface-nameether-options hierarchy level. Symmetric

flow control and asymmetric flow control aremutually exclusive features. If you attempt

to configure both, the switch returns a commit error.

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC).

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

OCX Series switches do not support PFC.

• flow-control—Enable flow control; flow control is useful when the remote device is a

Gigabit Ethernet switch.

• no-flow-control—Disable flow control.

Default Flow control is disabled.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

configured-flow-control on page 740•

• Configuring Gigabit and 10-Gigabit Ethernet Interfaces
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• Configuring Gigabit and 10-Gigabit Ethernet Interfaces

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Junos OS Network Interfaces Library for Routing Devices
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flow-control-queue (Output Congestion Notification)

Syntax flow-control-queue [ queue | list-of-queues ];

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name output ieee-802.1
code-point code-point-bits]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Specifyoneormoreoutputqueues topause, to supportpriority-based flowcontrol (PFC).

The specified queues pause when the interface receives a PFC frame with amatching

IEEE 802.1p code point.

Default Queue 3 (mapped to the fcoe forwarding class) and queue 4 (mapped to the no-loss

forwarding class) are programmed as flow control queues to pause. No other output

queues are programmed to pause by default.

If you configure flow control queues explicitly, only the queues that you specify are

programmed to pause. The explicit flow control queue to pause configuration overrides

the default setting, so the queues paused in the default configuration are no longer

paused by default.

For example, if you configure queue 2 as a flowcontrol queue, then queue 2 pauseswhen

congestion occurs, but queues 3 and 4 do not pause because they were not explicitly

specified. To enable pause on output queues 2, 3, and 4, youmust explicitly configure all

three of the queues as flow control queues.

The same behavior applies to the IEEE 802.1p code points (priorities) on which PFC is

enabled. By default, priorities 3 (011) and 4 (100) are enabled for PFC pause. If you

explicitly configure flowcontrol queues topause, youmustalsoexplicitly configurepause

for each priority (code point) that you want to pause, because the explicit configuration

overrides the default configuration.

Options [ queue | list-of-queues]—The output queue or a list of output queues to pause.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Configuring CoS PFC (Congestion Notification Profiles) on page 609•

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675
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• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577

ieee-802.1 (Input Congestion Notification)

Syntax ieee-802.1 {
code-point [code-point-bits] {
pfc {
mrumru-value;

}
}

}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name input]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configurean IEEE802.1 codepoint andapplypriority-based flowcontrol (PFC) topackets

with that code point.

Options The statements are described separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS PFC for FCoE Traffic on page 612

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597
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ieee-802.1 (Output Congestion Notification)

Syntax ieee-802.1 {
code-point [ code-point-bits ] {
flow-control-queue [ queue | list-of-queues ];

}
}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name output]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configurean IEEE802.1 codepoint andapplypriority-based flowcontrol (PFC) topackets

with that code point on output queues.

Options The statements are described separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577
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input (Congestion Notification)

Syntax input {
ieee-802.1 {
code-point [code-point-bits] {
pfc {
mrumru-value;

}
}

}
cable-length cable-length-value;

}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure priority-based flow control (PFC) on incoming traffic.

Options The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring CoS PFC for FCoE Traffic on page 612

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597
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interface (DCBX)

Syntax interface (interface-name | all) {
disable;
application-map application-map-name;
applications {
no-auto-negotiation;

}
enhanced-transmission-selection {
no-auto-negotiation;
no-recommendation-tlv;
recommendation-tlv {
no-auto-negotiation;

}
}
dcbx-version (auto-negotiate | ieee-dcbx | dcbx-version-1.01);
priority-flow-control {
no-auto-negotiation;

}
}

Hierarchy Level [edit protocols dcbx]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for the EX Series switches.

Mode and recommendation-tlv statements introduced in Junos OS Release 12.2 for the

QFX Series.

Description Configure DCBX properties on an interface.

Options interface-name—Name of the interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 774

• Configuring DCBX Autonegotiation on page 705

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCB Features and Requirements on page 542

• Understanding DCB Features and Requirements on EX Series Switches

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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interfaces (Class of Service)

Syntax interfaces {
interface-name {
congestion-notification-profile profile-name {
}
forwarding-class forwarding-class-name;
forwarding-class-set forwarding-class-set-name {
output-traffic-control-profile profile-name;

}
rewrite-value {
input {
ieee-802.1{
code-point code-point-bits;

}
}

}
scheduler-map scheduler-map-name
unit logical-unit-number {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 | exp) (classifier-name | default);

}
forwarding-class class-name;
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1 | exp) (classifier-name | default);

}
}

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series

Description Configure interface-specific CoS properties for incoming packets.

NOTE: Only switches that support direct port scheduling also support
applying a scheduler map directly to an interface. When using enhanced
transmission selection (ETS) hierarchical port scheduling, you cannot apply
a schedulermapdirectly to an interface; instead, youassociate the scheduler
mapwith a traffic control profile and apply the traffic control profile to the
interface.

NOTE: Only switches that support native Fibre Channel interfaces support
the rewrite-value statement, which enables you to rewrite the IEEE 802.1p

code points on native Fibre Channel interfaces.
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NOTE: OCX Series switches do not support MPLS, so they do not support
EXP classifiers or rewrite rules. OCX Series switches do not support the
congestion-notification-profile configuration statement, which applies
priority-based flow control (PFC) to interface output queues.

Options interface-name—Name of the interface.

The statements are explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Assigning CoS Components to Interfaces on page 15

• Interfaces Overview
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mru

Syntax mrumru-value;

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name input ieee-802.1
code-point code-point-bits pfc]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure the maximum receive unit (MRU) of the interface in bytes (incoming packet

sizes must be less than or equal to the MRU, or the packets are dropped). The system

uses theMRUand the cable length to calculate the amount of buffer headroom reserved

to support priority-based flow control (PFC). The lower the MRU and the shorter the

cable length, the less headroom buffer space is required for PFC.

NOTE: You can also set amaximum transmission unit (MTU) value (the
largest packet size the interface sends) for interfaces by including themtu

statement at the [edit interfaces interface-name] hierarchy level.

Default For priority 3 traffic, the default MRU value is 2500 bytes.

For priority 4 traffic, the default MRU value is 9216 bytes.

For user-configured priorities, the default MRU value is 2500 bytes.

Options mru-value—Value of themaximum packet receive unit size in bytes (generally from 1500

to 9216 bytes, but there is no configuration restriction).

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577
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output (Congestion Notification)

Syntax output {
ieee-802.1 {
code-point [code-point-bits] {
flow-control-queue [queue | list-of-queues];

}
}

}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Configure priority-based flow control (PFC) on output queues.

Options The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577
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pfc (Input Congestion Notification)

Syntax pfc {
mrumru-value;

}

Hierarchy Level [edit class-of-service congestion-notification-profile profile-name input ieee-802.1
code-point code-point-bits]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Description Enable and configure ingress interface priority-based flow control (PFC).

Options The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding CoS IEEE 802.1p Priorities for Lossless Traffic Flows on page 577
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policy-options

Syntax policy-options
application-maps application-map-name {
application application-name {
code-points [ aliases ] [ bit-patterns ];

}
}
policy-statement policy-name {
term term-name {
from {
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list prefix-list-name;
prefix-list-filter prefix-list-namematch-type <actions>;
route-filter destination-prefix match-type <actions>;
source-address-filter source-prefix match-type <actions>;

}
to {
match-conditions;
policy subroutine-policy-name;

}
then actions;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Statement introduced in Junos OS Release 12.1 for the EX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure options such as application maps for DCBX application protocol exchange

and policy statements.

Required Privilege
Level

storage—To view this statement in the configuration.

storage-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 712

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 708

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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priority-flow-control

Syntax priority-flow-control {
no-auto-negotiation;

}

Hierarchy Level [edit protocols dcbx interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 11.3 for EX Series switches.

Description Disable autonegotiation of priority-based flow control (PFC) on one or more Ethernet

interfaces. Autonegotiation enables PFC on an interface only if the switch and the peer

device connected to the switch both support PFC and have the same PFC configuration.

Disabling autonegotiation on an interface forces the interface to use the PFC state

(enabledordisabled) that is configuredon theswitchby theconfigurationandassignment

of the congestion notification profile.

Options no-auto-negotiation—Disable automatic negotiation of PFC.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 774

• Configuring CoS PFC (Congestion Notification Profiles) on page 609

• Configuring Priority-Based Flow Control for an EX Series Switch (CLI Procedure)

• Configuring DCBX Autonegotiation on page 705

• Example: Configuring CoS PFC for FCoE Traffic on page 612

• UnderstandingDataCenter BridgingCapability ExchangeProtocol for EXSeriesSwitches

• Understanding Priority-Based Flow Control

• Understanding DCB Features and Requirements on page 542
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protocol (Applications)

Syntax protocol (tcp | udp);

Hierarchy Level [edit applications application application-name]

Release Information Statement introduced in Junos OS Release 12.1 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Networkingprotocol type,whichcombineswithdestination-port to identify anapplication

type.

NOTE: To create an application for iSCSI, use the protocol tcpwith the
destination port number 3260.

Options tcp—Transmission Control Protocol

udp—User Datagram Protocol

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Defining an Application for DCBX Application Protocol TLV Exchange on page 712

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCBX Application Protocol TLV Exchange on page 708

• Understanding DCBX Application Protocol TLV Exchange on EX Series Switches
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recommendation-tlv

Syntax recommendation-tlv {
no-auto-negotiation;

}

Hierarchy Level [edit protocols dcbx interface interface-name enhanced-transmission-selection]

Release Information Statement introduced in Junos OS Release 12.2 for the QFX Series.

Description Enable DCBX to send the ETS Recommendation TLV (also known as the Information

TLV) on egress. This feature is valid only if the interface DCBXmode is IEEE DCBX. If the

interface DCBXmode is DCBX version 1.01, this statement has no effect. (DCBX version

1.01 does not advertise separate TLVs for individual attributes.)

Default DCBX-enabled interfaces send the ETS recommendation TLV unless it is disabled.

Options no-auto-negotiation—Disable sending of the ETS recommendation TLV.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show dcbx neighbors on page 774

• Configuring DCBX Autonegotiation on page 705
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rx-buffers

Syntax rx-buffers (on | off);

Hierarchy Level [edit interfaces interface-name ether-options configured-flow-control]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable or disable an interface to generate and send Ethernet PAUSEmessages. If you

enable the receive buffers to generate and send PAUSEmessages, when the receive

buffers reach a certain level of fullness, the interface sends a PAUSEmessage to the

connectedpeer. If the connectedpeer is properly configured, it stops transmitting frames

to the interface on the entire link. When the interface receive buffer empties below a

certain threshold, the interface sendsamessage to theconnectedpeer to resumesending

frames.

Ethernet PAUSE prevents buffers from overflowing and dropping packets during periods

of network congestion. If the other devices in the network are also configured to support

PAUSE, PAUSE supports lossless operation. Use the rx-buffers statement with the

tx-buffers statement to configure asymmetric Ethernet PAUSE on an interface. (Use the

flow-control statement to enable symmetric PAUSE and the no-flow-control statement

to disable symmetric PAUSE on an interface. Symmetric flow control and asymmetric

flow control aremutually exclusive features. If you attempt to configure both, the switch

returns a commit error.)

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC).

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

Default Flow control is disabled. Youmust explicitly configure Ethernet PAUSE flow control on

interfaces.

Options on | off—Enable or disable an interface to generate and send Ethernet PAUSEmessages.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

flow-control on page 749•

• tx-buffers on page 767
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• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 693

• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 692

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597
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tx-buffers

Syntax tx-buffers (on | off);

Hierarchy Level [edit interfaces interface-name ether-options configured-flow-control]

Release Information Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Enable or disable an interface to respond to received Ethernet PAUSEmessages. If you

enable the transmit buffers to respond to PAUSEmessages, when the interface receives

a PAUSEmessage from the connected peer, the interface stops transmitting frames on

the entire link. When the receive buffer on the connected peer empties below a certain

threshold, the peer interface sends amessage to the paused interface to resume sending

frames.

Ethernet PAUSE prevents buffers from overflowing and dropping packets during periods

of network congestion. If the other devices in the network are also configured to support

PAUSE, PAUSE supports lossless operation. Use the tx-buffers statement with the

rx-buffers statement to configure asymmetric Ethernet PAUSE on an interface. (Use the

flow-control statement to enable symmetric PAUSE and the no-flow-control statement

to disable symmetric PAUSE on an interface. Symmetric flow control and asymmetric

flow control aremutually exclusive features. If you attempt to configure both, the switch

returns a commit error.)

NOTE: Ethernet PAUSE temporarily stops transmitting all traffic on a link
when the buffers fill to a certain threshold. To temporarily pause traffic on
individual “lanes” of traffic (each lane contains the traffic associated with a
particular IEEE 802.1p code point, so there can be eight lanes of traffic on a
link), use priority-based flow control (PFC).

Ethernet PAUSE and PFC aremutually exclusive features, so you cannot
configure both of them on the same interface. If you attempt to configure
both Ethernet PAUSE and PFC on an interface, the switch returns a commit
error.

Default Flow control is disabled. Youmust explicitly configure Ethernet PAUSE flow control on

interfaces.

Options on | off—Enable or disable an interface to respond to an Ethernet PAUSEmessage.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• flow-control on page 749

• rx-buffers on page 765
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• Configuring CoS Asymmetric Ethernet PAUSE Flow Control on page 693

• Enabling and Disabling CoS Symmetric Ethernet PAUSE Flow Control on page 692

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597
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CHAPTER 12

Monitoring Commands for Data Center
Bridging and Lossless Transport

• show class-of-service congestion-notification

• show dcbx

• show dcbx neighbors
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show class-of-service congestion-notification

Syntax show class-of-service congestion-notification

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display whether priority-based flow control (PFC) is enabled for each IEEE 802.1p code

point.

Options none—Display the PFC state for all IEEE 802.1p code points.

Required Privilege
Level

view

Related
Documentation

Configuring CoS PFC (Congestion Notification Profiles) on page 609•

• Example: Configuring CoS PFC for FCoE Traffic on page 612

• Example: Configuring Lossless FCoE Traffic When the Converged Ethernet Network

DoesNotUse IEEE802.1pPriority 3 for FCoETraffic (FCoETransit Switch) onpage644

• Example: Configuring Two or More Lossless FCoE Priorities on the Same FCoE Transit

Switch Interface on page 652

• Example: Configuring Two or More Lossless FCoE IEEE 802.1p Priorities on Different

FCoE Transit Switch Interfaces on page 661

• Example: Configuring Lossless IEEE802.1pPriorities onEthernet Interfaces forMultiple

Applications (FCoE and iSCSI) on page 675

• Example: Configuring PFC Across Layer 3 Interfaces on page 872

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

Output Fields Table 117 on page 770 describes the output fields for the show class-of-service

congestion-notification command. Output fields are listed in the approximate order in

which they appear.

Table 117: show class-of-service congestion-notification Output Fields

Field DescriptionField Name

Type of interfaces on which congestion notification is applied. Congestion notification is applied on
input interfaces.

Type

Index of this congestion notification profile.Index

Name of the congestion notification profile.Name

Length of the attached physical cable in meters. The default value is 100meters.Cable Length

IEEE 802.1p code point.Priority
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Table 117: show class-of-service congestion-notification Output Fields (continued)

Field DescriptionField Name

State of PFC for the corresponding code point, either enabled or disabled.PFC

Maximum receive unit of the interface in bytes. (Incoming traffic that exceeds the MRU size of an
interface is dropped.) The default values are:

• 2500 bytes for priority 3 traffic

• 9216 bytes for priority 4 traffic

NOTE: If you configure flow control on a priority that is not one of the default flow control priorities,
the default MRU value is 2500 bytes. For example, if you configure flow control on priority 5 and you
do not configure an MRU value, the default MRU value is 2500 bytes.

MRU

Outputqueuemapping to IEEE802.1pcodepoints (priorities). Explicit outputqueue toprioritymapping
overwrites the default configuration, and only explicitly mapped queues are displayed in the output.
Flow control is only enabled on a queue when you enable PFC on the corresponding priority in the
input stanza of the congestion notification profile.

Flow-Control-Queues

Sample Output

show class-of-service congestion-notification

user@switch> show class-of-service congestion-notification
Name: fcoe_p3_cnp, Index: 12037
Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2500 
  100          Enabled      9216 
  101          Disabled 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  000 
               0
  001 
               1
  010 
               2
  011 
               3
  100                                   
               4
  101 
               5
  110 
               6
  111 
               7

Name: fcoe_p3_p5_cnp, Index: 46484
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Type: Input
Cable Length: 100 m
  Priority     PFC          MRU
  000          Disabled 
  001          Disabled 
  010          Disabled 
  011          Enabled      2240 
  100          Disabled 
  101          Enabled      2240 
  110          Disabled 
  111          Disabled 
Type: Output
  Priority     Flow-Control-Queues 
  011 
               3
  101 
               5
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show dcbx

Syntax show dcbx

Release Information Command introduced in Junos OS Release 11.3 for the QFX Series.

Description List DCBX status (enabled or disabled) and the interfaces on which DCBX is enabled.

Required Privilege
Level

view

Related
Documentation

show dcbx neighbors on page 774•

• Configuring DCBX Autonegotiation on page 705

Output Fields Table 118 on page 773 lists the output fields for the show dcbx command. Output fields

are listed in the approximate order in which they appear.

Table 118: show dcbx output fields

Field DescriptionField Name

Status of DCBX on the switch or for the specified interface:

• Enabled—DCBX is enabled on the switch or on the specified interface

• Disabled—DCBX is disabled on the switch or on the specified interface

DCBX

Name of the interfaceInterface

Sample Output

show dcbx

user@switch> show dcbx
DCBX                   : Enabled
Interface      DCBX
xe-0/0/9.0     enabled
xe-0/0/32.0    enabled
xe-0/0/36.0    enabled
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show dcbx neighbors

Syntax show dcbx neighbors
<interface interface-name>
<terse>

Release Information Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 11.3 for EX Series switches.

Description Display information about Data Center Bridging Capability Exchange protocol (DCBX)

neighbor interfaces.

Options none—Display information about all DCBX neighbor interfaces.

interface-name—(Optional) Display information for the specified interface.

terse—Display the specified level of output.

Required Privilege
Level

view

Related
Documentation

Configuring DCBX Autonegotiation on page 705•

• Example: Configuring DCBX Application Protocol TLV Exchange on page 715

• Example: Configuring an FCoE Transit Switch

• Example: Configuring DCBX to Support an iSCSI Application

• Understanding DCB Features and Requirements on page 542

• UnderstandingDataCenter BridgingCapability ExchangeProtocol for EXSeriesSwitches

• dcbx on page 743

List of Sample Output show dcbx neighbors interface (QFX Series, DCBX Version 1.01 Mode) on page 787
show dcbx neighbors interface (QFX Series, IEEE DCBXMode) on page 789
show dcbx neighbors terse (QFX Series) on page 791
show dcbx neighbors (EX4500 Switch: FCoE Interfaces on Both Local and Peer with
PFC Configured Compatibly) on page 791
show dcbx neighbors (EX4500 Switch: DCBX Interfaces on Local and Peer Are
Configured Compatibly with iSCSI Application) on page 792
show dcbx neighbors (EX4500 Switch: Includes ETS) on page 793

Output Fields Table 119onpage774 lists theoutput fields for the showdcbxneighborscommand.Output

fields are listed in the approximate order in which they appear.

Table 119: show dcbx neighbors Output Fields

Field DescriptionField Name

Name of the interface.Interface
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Nameof the link aggregation group (LAG) interface towhich
the DCBX interface belongs.

Parent Interface

Name of the application map applied to the interface.Active-application-map

(QFX Series) DCBX protocol mode the interface uses:

• IEEE DCBX Version—The interface uses IEEE DCBXmode.

• DCBX Version 1.01—The interface uses DCBX version 1.01.

NOTE: On interfaces thatuse the IEEEDCBXmode, the show
dcbxneighbors interface interface-nameoperationalcommand
does not include application, PFC, or ETS operational state
in the output.

Protocol-Mode

(DCBXVersion 1.01only)DCBXprotocol statesynchronization
status:

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
a state changemessage sent by the local interface.

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received a state changemessage sent by the local
interface.

Protocol-State

(DCBX Version 1.01 only)

Status of advertisements that the local interface sends to
the peer.

Local-Advertisement

Version of the DCBX standard used.Operational version

Number of state changemessages sent to the peer.

If the interface Protocol-State value is in-sync, this number
should match the acknowledge-id number in the
Peer-Advertisement section.

If the interface Protocol-State value is ack-pending, this
number does not match the acknowledge-id number in the
Peer-Advertisement section.

sequence-number

Number of acknowledgemessages received from the peer.

If the Protocol-State value is in-sync, this number should
match the sequence-numbervalue in thePeer-Advertisement
section.

If the Protocol-State value is ack-pending, this number does
not match the sequence-number value in the
Peer-Advertisement section.

acknowledge-id
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(DCBX Version 1.01 only)

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

Version of the DCBX standard used.Operational version

Number of state changemessages the peer sent to the local
interface.

If this number matches the acknowledge-id number in the
Local-Advertisement field, this indicates that the local
interface has acknowledged all of the peer’s state change
messages and is synchronized.

If this number does not match the acknowledge-id number
in the Local-Advertisement field, this indicates that the peer
has not yet received an acknowledgment for a state change
message from the local interface.

sequence-number

Number of acknowledgemessages the peer has received
from the local interface.

If this number matches the sequence-number value in the
Local-Advertisement field, this indicates that the peer has
acknowledged all of the local interface’s state change
messages and is in synchronization.

If this number does not match the sequence-number value
in the Local-Advertisement field, this indicates that the peer
has not yet sent an acknowledgment for a state change
message from the local interface.

acknowledge-id
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Priority-based flow control (PFC) feature DCBX state
information.

Feature: PFC

(DCBX Version 1.01 only)

DCBX protocol state synchronization status:

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received a PFC state changemessage sent by the
local interface.

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
a PFC state changemessage sent by the local interface.

• not-applicable—PFC autonegotiation is disabled.

Protocol-State

(DCBX Version 1.01 only)

Operational state of the feature: enabled or disabled.

Operational State

Status of advertisements that the local interface sends to
the peer.

Local-
Advertisement

(DCBX Version 1.01 only)

State that the local interface advertises to the peer:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

Willingness of the local interface to learn the PFC
configuration from the peer using DCBX:

• Yes—The local interface is willing to learn the PFC
configuration from the peer.

• No—The local interface is not willing to learn the PFC
configuration from the peer.

Willing

(IEEE DCBX only)

(QFX Series) Media access controller (MAC) authentication
bypass provides access to devices based on MAC address
authentication. This is not supported, so the only value seen
in the local advertisement field is no.

Mac auth
Bypass
Capability

(DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. Local and peer configuration are
compatible.

• Yes—Error detected. Local and peer configuration are not
compatible.

Error
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Operational
State

PFC operational state on the interface:

• Enabled—PFC is enabled on the interface

• Disabled—PFC is disabled on the interface

Largest number of traffic classes the local interface supports
for PFC:

• 6 (EX Series switches)

• 6 (QFX Series)

Maximum
Traffic Classes
capable to
support PFC

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

Code Point

PFC administrative state for each code point on the local
interface:

• Enabled—PFC is enabled for the code point.

• Disabled—PFC is disabled for the code point.

AdminMode

(QFX Series) PFC operational mode for each code point:

• Enable—PFC is enabled on the code point.

• Disable—PFC is disabled on the code point.

Operational
Mode

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

(DCBX Version 1.01 only)

State that the peer advertises to the local interface:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

Willingness of the peer to learn the PFC configuration from
the local interface using DCBX:

• Yes—Thepeer iswilling to learn thePFCconfiguration from
the local interface.

• No—The peer is not willing to learn the PFC configuration
from the local interface.

Willing

(DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. Local and peer configuration are
compatible.

• Yes—Error detected. Local and peer configuration are not
compatible.

Error
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Operational
State

PFC operational state on the interface:

• Enabled—PFC is enabled on the interface

• Disabled—PFC is disabled on the interface

(IEEE DCBX only)

(QFX Series) Media access controller (MAC) authentication
bypass provides access to devices based on MAC address
authentication. Although the QFX Series does not support
this feature, the connected peer might support it. This field
reports the peer state:

• Yes—The connected peer supports MAC authentication
bypass.

• No—The connected peer does not support MAC
authentication bypass.

Mac auth
Bypass
Capability

Largest number of traffic classes the peer supports for PFC:

• 6 (EX Series switches)

• 8 (QFX Series)

Maximum
Traffic Classes
capable to
support PFC

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

Code Point

PFC administrative state for each code point on the peer:

• Enabled—PFC is enabled for the code point.

• Disabled—PFC is disabled for the code point.

AdminMode
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

State information for the DCBX application.Feature: Application

(DCBX Version 1.01 only)

DCBX protocol state synchronization status:

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
an FCoE state changemessage sent by the local interface.

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received an FCoE state changemessage sent by the
local interface.

• not-applicable—The local interface is set to
no-auto-negotiation (autonegotiation is disabled). If the
interface is associated with an FCoE forwarding class, the
interface advertises FCoE capability even if the connected
peer does not advertise FCoE capability.

Protocol-State

Status of advertisements that the local interface sends to
the peer.

If the local interface is set to no-auto-negotiation
(autonegotiation isdisabled), the localadvertisementportion
of the output is not shown.

Local-Advertisement

(DCBX Version 1.01 only)

State that the local interface advertises to the peer:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

(DCBX Version 1.01 only)

Willingness of the local interface to learn the FCoE interface
state from the peer using DCBX:

• Yes—The local interface is willing to learn the FCoE
interface state from the peer.

• No—The local interface is not willing to learn the FCoE
interface state from the peer.

Willing

(DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. The local and peer configuration
are compatible.

• Yes—Error detected. The local and peer configuration are
not compatible.

Error

Name of the application:Appl-Name
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Ethernet-Type (DCBX Version 1.01 only)

Ethernet type (EtherType) of the application. For example,
0x8906 indicates the EtherType for the FCoE application.
Either the EtherType (for Layer 2 applications) or the Socket
Number (for Layer 4 applications) of the application is
displayed in the output.

Destination port socket number of the application, if
applicable. Either the EtherType (for Layer 2 applications)
or the Socket Number (for Layer 4 applications) of the
application is displayed in the output.

Socket-Number

Priority assigned to the application.

For EX Series switches, the priority of the FCoE application
is determined by the PFC congestion notification profile that
has been configured and associatedwith the FCoE interface.
For other applications, thepriority is basedon theapplication
map.

Priority-Field or
Priority-Map

(DCBX Version 1.01 only)

Local status when autonegotiation is enabled:

• Enabled—The application feature is enabled on both the
local interface and the peer interface. (The local
configuration and the peer configuration match.)

• Disabled—The local configuration and the peer
configuration do not match.

NOTE: If there is a configurationmismatch inoneapplication
between the switch and the peer, all the other applications
including FCoE are disabled.

Status

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

(DCBX Version 1.01 only)

State that the peer advertises to the local interface:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

(DCBX Version 1.01 only)

Willingness of thepeer to learn the FCoE interface state from
the local interface using DCBX:

• Yes—The peer is willing to learn the FCoE interface state
from the local interface.

• No—Thepeer is notwilling to learn theFCoE interface state
from the local interface.

Willing
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Error (DCBX Version 1.01 only)

Configuration compatibility error status:

• No—No error detected. Local and peer configuration are
compatible.

• Yes—Error detected. Local and peer configuration are not
compatible.

Name of the application:

• FCoE—Fibre Channel over Ethernet

Appl-Name

Ethernet type (EtherType) of the application. For example,
0x8906 indicates the EtherType for the FCoE application.
Either the EtherType (for Layer 2 applications) or the
Socket-Number (for Layer 4 applications) of the application
is displayed in the output.

Ethernet-Type

Destination port socket number of the application, if
applicable. Either the EtherType (for Layer 2 applications)
or the Socket Number (for Layer 4 applications) of the
application is displayed in the output.

Socket-Number

Priority assigned to the application.Priority-Field or
Priority-Map

(DCBX Version 1.01 only)

Peer interface status:

• Enabled—The application feature is enabled on both the
local interface and the peer interface. (The local
configuration and the peer configuration match.)

• Disabled—The local configuration and the peer
configuration do not match.

Status
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

Enhanced Transmission Selection (ETS) DCBX state
information.

Feature: ETS

(DCBX Version 1.01 only)

ETS protocol state synchronization status:

• in-sync—The local interface received an acknowledge
message from the peer to indicate that the peer received
an ETS state changemessage sent by the local interface.

• ack-pending—The local interface has not yet received an
acknowledgemessage from the peer to indicate that the
peer received an ETS state changemessage sent by the
local interface.

Protocol-State

(DCBX Version 1.01 only)

Operational state of the feature, enabled or disabled.

Operational State

Status of advertisements that the local interface sends to
the peer.

Local-Advertisement

(DCBX Version 1.01 only)

State that the local interface advertises to the peer:

• Yes—The feature is enabled.

• No—The feature is disabled.

Enable

(IEEE DCBX only)

Type of ETS TLV:

• Configuration—Advertises the Configuration TLV, which
communicates the local ETS configuration to the peer but
does not ask the peer to use the configuration.

• Recommendation—Advertises theRecommendation TLV,
which communicates the local ETS configuration to the
peer, and if the peer is “willing,” configures the peer
interface to match the local ETS configuration.

• Recommendation-or-Configuration—AdvertisesbothTLVs.

TLV Type

Willingness of the local interface to learn the ETS state from
the peer using DCBX (EX Series switches always advertise
No for this field):

• Yes—Local interface is willing to learn the ETS state from
the peer.

• No—Local interface is not willing to learn the ETS state
from the peer.

Willing

Credit Based
Shaper
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(IEEE DCBX only)

Alternativemethodof flowcontrol to buffer-to-buffer credit.
The QFX Series does not support a credit-based shaper, so
the value of this field is always No.

(DCBX Version 1.01 only)

Configuration error status:

• No—No error. This should always be the switch ETS error
state.

• Yes—Error detected.

Error

(DCBX Version 1.01 only)

Largest number of traffic classes the local interface supports
for PFC.

Maximum
Traffic Classes
capable to
support PFC

(IEEE DCBX only)

Largest number of traffic classes the local interface supports
for ETS. (EX Series switches support only one traffic class
for ETS. However, a different value might be shown for this
field.)

Maximum
Traffic Classes
supported

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

Code Point

Class-of-service (CoS) priority group (forwarding class set)
identification number.

Priority-Group

Configuredminimumpercentageof linkbandwidthallocated
to the priority group. Only explicitly configured values appear
in this output column. If the link bandwidth is the default
percentage, it is not shown. (EX Series switches allocate
100% of link bandwidth to the default priority group, group
7.)

PercentageB/W

(IEEE DCBX only)

The transmission selection algorithm used by the interface.
TheQFXSeries supports ETSbut does not support using the
credit-based shaper algorithm, so the only value shown in
this field is ETS.

Transmission
Selection
Algorithm

Status of advertisements that the peer sends to the local
interface.

Peer-Advertisement

Enable
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(DCBX Version 1.01 only)

State that the peer advertises to the local interface:

• Yes—The feature is enabled.

• No—The feature is disabled.

(IEEE DCBX only)

Type of ETS TLV:

• Configuration—Advertises the Configuration TLV, which
communicates the local ETS configuration to the peer but
does not ask the peer to use the configuration.

• Recommendation—Advertises theRecommendation TLV,
which communicates the local ETS configuration to the
peer, and if the peer is “willing,” configures the peer
interface to match the local ETS configuration.

• Configuration/Recommendation—Advertises both TLVs.

TLV Type

Willingness of the peer to learn the ETS state from the local
interface using DCBX:

• Yes—Peer is willing to learn the ETS state from the local
interface.

• No—Peer is notwilling to learn theETSstate fromthe local
interface.

Willing

(IEEE DCBX only)

Alternativemethodof flowcontrol to buffer-to-buffer credit.
The QFX Series does not support a credit-based shaper, so
the value of this field is always No.

Credit Based
Shaper

(DCBX Version 1.01 only)

Configuration error status of the peer:

• No—No error in peer ETS TLV.

• Yes—Error in peer ETS TLV.

Error

(DCBX Version 1.01 only)

Largest number of traffic classes the local interface supports
for PFC.

Maximum
Traffic Classes
capable to
support PFC

(IEEE DCBX only)

Largest number of traffic classes the local interface supports
for ETS. (EX Series switches support only one traffic class
for ETS. However, a different value might be shown for this
field.)

Maximum
Traffic Classes
supported

Code Point
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Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

PFCcodepoint,which is specified in the3-bit class-of-service
field in the VLAN header.

CoS priority group (forwarding class set) identification
number.

Priority-Group

Configuredminimumpercentageof linkbandwidthallocated
to the priority group. (EX Series switches allocate 100% of
link bandwidth to the default priority group, group 7.)

PercentageB/W

(IEEE DCBX only)

Transmission selection algorithm used by the interface. The
QFX Series supports ETS but does not support using the
credit-based shaper algorithm, so the only value shown in
this field is ETS.

Transmission
Selection
Algorithm

(QFX Series, terse option only) DCBX TLV advertisement
state for PFC:

• Disabled—PFC configuration matches the configuration
on the connected peer and PFC is disabled

• Enabled—PFC configuration matches the configuration
on the connected peer and PFC is enabled

• Not Advt—Interface does not advertise PFC to the
connected peer

PFC

(terse option only) Local DCBX TLV advertisement state for
ETS:

• Advt—Interface advertises ETS TLVs

• Disabled—ETS is disabled on the interface (interface does
not advertise ETS)

ETS

(terse option only) DCBX TLV peer advertisement state for
ETS (state received from the connected DCBX peer):

• Advt—Peer interface advertises ETS TLVs

• Not Advt—Peer interface does not advertise ETS

NOTE: When the DCBXmode is DCBX version 1.01, no peer
information is displayed.

ETS Rec

Copyright © 2016, Juniper Networks, Inc.786

Traffic Management Feature Guide for the QFX Series



Table 119: show dcbx neighbors Output Fields (continued)

Field DescriptionField Name

(terse option only) The DCBX version used on the interface
and whether the DCBX version was autonegotiated or
explicitly configured:

• IEEE—The interface uses IEEE DCBX.

• 1.01—The interface uses DCBX version 1.01.

When theDCBXversionused is the result of autonegotiation,
the term (Auto) appears next to the version. For example,
IEEE (Auto) indicates that the interface autonegotiated with
the connected peer to use IEEE DCBX. Autonegotiation is
enabled by default.

Version

Sample Output

show dcbx neighbors interface (QFX Series, DCBX Version 1.01 Mode)

user@switch> show dcbx neighbors interface xe-0/0/0
Interface : xe-0/0/0.0 - Parent Interface: ae0.0
    Active-application-map: app-map-1  
    Protocol-State: in-sync
    Protocol-Mode: DCBX Version 1.01

    Local-Advertisement:   
        Operational version: 1
        sequence-number: 130, acknowledge-id: 102

    Peer-Advertisement:  
        Operational version: 1
        sequence-number: 102, acknowledge-id: 130

    Feature: PFC, Protocol-State: in-sync  

      Operational State: Enabled    

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No    
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Admin Mode   Operational Mode
          000                 Disabled    Disable
          001                 Disabled    Disable
          010                 Disabled    Disable
          011                 Enabled     Enable
          100                 Enabled     Enable
          101                 Disabled    Disable
          110                 Disabled    Disable
          111                 Disabled    Disable

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No    
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Admin Mode  
          000                 Disabled 
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          001                 Disabled 
          010                 Disabled 
          011                 Enabled
          100                 Enabled 
          101                 Disabled
          110                 Disabled 
          111                 Disabled 

    Feature: Application, Protocol-State: in-sync

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No  

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status  
          FCoE         0x8906                            00001110        Enabled

          iSCSI                           3260           10000000        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No  

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status   

          FCoE         0x8906             N/A            00001110        Enabled

    Feature: ETS, Protocol-State: in-sync   

      Operational State: Enabled    

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No 
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No 
        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
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          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

show dcbx neighbors interface (QFX Series, IEEE DCBXMode)

user@switch> show dcbx neighbors interface xe-0/0/0
Interface : xe-0/0/0.0 - Parent Interface: ae0.0
    Active-application-map: app-map-1  
    Protocol-Mode: IEEE-DCBX Version

    Feature: PFC  

      Local-Advertisement:
        Willing: No    
        Mac auth Bypass Capability: No
        Operational State: Enabled

        Maximum Traffic Classes capable to support PFC: 8

        Code Point           Admin Mode  
          000                 Disabled   
          001                 Disabled    
          010                 Disabled    
          011                 Enabled     
          100                 Enabled     
          101                 Disabled    
          110                 Disabled    
          111                 Disabled    

      Peer-Advertisement:
        Willing: No
        Mac auth Bypass Capability: No
        Operational State: Enabled

        Maximum Traffic Classes capable to support PFC: 8

        Code Point          Admin Mode    
          000                 Disabled    
          001                 Disabled    
          010                 Disabled    
          011                 Enabled     
          100                 Enabled     
          101                 Disabled    
          110                 Disabled    
          111                 Disabled    

    Feature: Application

      Local-Advertisement:

        Appl-Name    Ethernet-Type    Socket-Number    Priority-field      
          FCoE         0x8906                            00001110        
          iSCSI                           3260           10000000        

      Peer-Advertisement:
        Appl-Name    Ethernet-Type    Socket-Number    Priority-field       
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          FCoE         0x8906             N/A            00001110        

    Feature: ETS 

      Local-Advertisement:
        TLV Type: Configuration/Recommendation
        Willing: No
        Credit Based Shaper: No
        Maximum Traffic Classes supported: 3

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

        Priority-Group   Transmission Selection Algorithm
          0              Enhanced Transmission Selection
          1              Enhanced Transmission Selection

      Peer-Advertisement:
        TLV Type: Configuration
        Willing: No
        Credit Based Shaper: No

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

        Priority-Group   Transmission Selection Algorithm
          0              Enhanced Transmission Selection
          1              Enhanced Transmission Selection

      Peer-Advertisement:

        TLV Type: Recommendation

        Code Point           Priority-Group
          000                  0
          001                  7
          010                  7
          011                  7
          100                  0
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          101                  1
          110                  1
          111                  7

        Priority-Group       Percentage B/W
          0                    40%
          1                    5%

        Priority-Group   Transmission Selection Algorithm
          0              Enhanced Transmission Selection
          1              Enhanced Transmission Selection

show dcbx neighbors terse (QFX Series)

user@switch> show dcbx neighbors terse
Interface   Parent      PFC        ETS        ETS        Version
            Interface                                    Rec
xe-0/0/8.0  -           Enabled    Advt       Advt       IEEE (Auto)
xe-0/0/9.0  -           Disabled   Disabled              1.01
xe-0/0/11.0 ae0.0       Enabled    Advt       Advt       IEEE (Auto)
xe-0/0/12.0 ae0.0       Enabled    Advt       Advt       IEEE (Auto)
xe-0/0/32.0 -           Enabled    Advt       Not Advt   IEEE
xe-0/0/36.0 -           Not Advt   Advt       Advt       IEEE

showdcbxneighbors(EX4500Switch:FCoE InterfacesonBothLocalandPeerwithPFCConfiguredCompatibly)

user@switch> show dcbx neighbors interface xe-0/0/14

   Interface : xe-0/0/14.0 - Parent Interface: ae0.0
    Protocol-State: in-sync

    Local-Advertisement:
        Operational version: 0
        sequence-number: 6, acknowledge-id: 6

    Peer-Advertisement:
        Operational version: 0
        sequence-number: 6, acknowledge-id: 6

    Feature: PFC, Protocol-State: in-sync

      Operational State: Enabled

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

         Code Point            Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled   
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 
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      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

        Code Point             Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled  
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

    Feature: Application, Protocol-State: in-sync

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No   <<< Error bit will not be set as 
there is no miss configuration between local and peer.

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status
        FCoE          0x8906                           00001000        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No

                 Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    
Status
                 FCoE          0x8906                           00001000        
Enabled

show dcbx neighbors (EX4500 Switch: DCBX Interfaces on Local and Peer Are Configured Compatibly with
iSCSI Application)

user@switch> show dcbx neighbors interface xe-0/0/14

  Interface : xe-0/0/14.0 - Parent Interface: ae0.0

    Protocol-State: in-sync

    Active-application-map: iscsi-map

     Local-Advertisement:
        Operational version: 0
        sequence-number: 9, acknowledge-id: 12

    Peer-Advertisement:
        Operational version: 0
        sequence-number: 12, acknowledge-id: 9

    Feature: PFC, Protocol-State: in-sync
      Operational State: Enabled
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       Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

     Code Point              Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled  
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

     Code Point              Admin Mode
          000                 Disabled 
          001                 Disabled 
          010                 Disabled 
          011                 Enabled  
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

     Feature: Application, Protocol-State: in-sync
      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No

             Appl-Name    Ethernet-Type    Socket-Number   Priority-Map    Status

              FCoE         0x8906                           00001000        Enabled

              iscsi                         3260            00100000        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: No, Error: No

             Appl-Name    Ethernet-Type    Socket-Number   Priority-Map    Status

              FCoE         0x8906                           00001000        Enabled

              iscsi                         3260            00100000        Enabled

show dcbx neighbors (EX4500 Switch: Includes ETS)

user@switch> show dcbx neighbors interface xe-0/0/3

   Interface : xe-0/0/3.0
    Protocol-State: in-sync
    Active-application-map: map_iscsi

    Local-Advertisement:
        Operational version: 0
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        sequence-number: 1, acknowledge-id: 5

    Peer-Advertisement:
        Operational version: 0
        sequence-number: 5, acknowledge-id: 1

    Feature: PFC, Protocol-State: in-sync

      Operational State: Enabled

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes capable to support PFC: 6

        Code Point          Admin Mode
          000                 Enabled  
          001                 Enabled  
          010                 Disabled 
          011                 Disabled 
          100                 Disabled 
          101                 Disabled 
          110                 Disabled 
          111                 Disabled  

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No
        Maximum Traffic Classes capable to support PFC: 8

        Code Point          Admin Mode
          000                 Enabled  
          001                 Disabled 
          010                 Disabled 
          011                 Disabled 
          100                 Enabled  
          101                 Disabled 
          110                 Disabled 
          111                 Disabled 

    Feature: Application, Protocol-State: in-sync

      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status
          FCoE         0x8906                            00000001        Enabled

          iscsi                         3260             00000010        Enabled

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No

        Appl-Name    Ethernet-Type    Socket-Number    Priority-Map    Status
          FCoE         0x8906                            00001000        Enabled

          iscsi                         3260             00010000        Enabled

    Feature: ETS, Protocol-State: in-sync

      Operational State: Enabled
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      Local-Advertisement:
        Enable: Yes, Willing: No, Error: No
        Maximum Traffic Classes supported : 3

        Code Point           Priority-Group
          000                  7      
          001                  7      
          010                  7      
          011                  7      
          100                  7      
          101                  7      
          110                  7      
          111                  7      

        Priority-Group       Percentage B/W
          7                    100%   

      Peer-Advertisement:
        Enable: Yes, Willing: Yes, Error: No
        Maximum Traffic Classes supported : 8

        Code Point           Priority-Group
          000                  0      
          001                  1      
          010                  0      
          011                  0        
          100                  2      
          101                  0      
          110                  0      
          111                  0      

        Priority-Group       Percentage B/W
          0                    30%    
          1                    40%    
          2                    30%    
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PART 5

Buffers

• Using Buffers on page 799

• Configuration Statements for Buffers on page 849

• Monitoring Commands for Buffers on page 865
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CHAPTER 13

Using Buffers

• Understanding CoS Buffer Configuration on page 800

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 829

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841
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Packet Forwarding Engine (PFE) wide common packet buffer memory is used to store

packets on interface queues. The buffer memory has separate ingress and egress

accounting to make accept, drop, or pause decisions. Because the switch has a single

pool of memory with separate ingress and egress accounting, the full amount of buffer

memory is available from both the ingress and the egress perspective. Packets are

accounted for as they enter and leave the switch, but there is no concept of a packet

arriving at an ingress buffer and then beingmoved to an egress buffer. Specific common

buffer memory amounts for individual switches is listed in Table 120 on page 801.

Table 120: Common Packet Buffer Memory on Switches

Common Packet Buffer MemorySwitch

9MBQFX3500, QFX3600

12 MBQFX5100, EX4600, and OCX Series

16MBQFX5200

NOTE: QFX10000 does not have a shared buffer.

The buffers are divided into two pools from both an ingress and an egress perspective:

1. Shared buffers are a global memory pool that the switch allocates dynamically to

ports as needed, so the buffers are shared among the switch ports.

2. Dedicated buffers are amemory pool divided equally among the switch ports. Each

port receives aminimumguaranteed amount of buffer space, dedicated to each port,

not shared among ports.

NOTE: Lossless traffic is traffic on which you enable priority-based flow
control (PFC) to ensure lossless transport. Lossless traffic does not refer to
best-effort traffic on a link enabled for Ethernet PAUSE (IEEE 802.3x).

OCX Series switches do not support lossless transport or PFC. In this topic,
references to lossless transport do not apply to OCX Series switches.

Theswitch reservesnonconfigurablebuffer space toensure thatportsandqueues receive

aminimummemory allocation. You can configure how the system uses the rest of the

buffer space to optimize the allocation for your mix of network traffic. You can configure

the percentage of available buffer space used as shared buffer space versus dedicated

buffer space. You can also configure how shared buffer space is allocated to different

types of traffic. You can optimize the buffer settings for the traffic on your network.

The default buffer configuration is designed for networks that have a balance of

best-effort and lossless traffic. Because OCX Series switches do not support lossless

traffic, instead of using the default buffer configuration onOCXSeries switches, consider

801Copyright © 2016, Juniper Networks, Inc.

Chapter 13: Using Buffers



configuring the buffers as recommended for networks with mostly best-effort traffic as

shown in Table 134 on page 816 and Table 135 on page 816.

Thedefault class-of-service configurationprovides two lossless forwarding classes (fcoe

and no-loss), a best-effort unicast forwarding class, a network control traffic forwarding

class, and onemultidestination (multicast, broadcast, and destination lookup fail)

forwarding class.

NOTE: OnOCX Series switches, do not map traffic to the default lossless
forwarding classes.

Each default forwarding class maps to a different default output queue. The default

configuration allocates the buffers in a manner that supports a moderate amount of

lossless traffic while still providing the ability to absorb bursts in best-effort traffic

transmission.

Changing the buffer settings changes the abilities of the buffers to absorb traffic bursts

and handle lossless traffic. For example, networks with mostly best-effort traffic require

allocating most of the shared buffer space to best-effort buffers. This provides deep,

flexible buffers that can absorb traffic bursts with minimal packet loss, at the expense

of buffer availability for lossless traffic.

Conversely, networks with mostly lossless traffic require allocating most of the shared

buffer space to lossless headroom buffers. This prevents packet loss on lossless flows

at the expense of absorbing bursty best-effort traffic efficiently.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

This topic describes the buffer architecture and settings:

• Buffer Pools on page 802

• Default Buffer Pool Values on page 811

• Shared Buffer Configuration Recommendations for Different Network Traffic

Scenarios on page 814

• Optimizing Buffer Configuration on page 818

• General Buffer Configuration Rules and Considerations on page 819

Buffer Pools

From both an ingress and an egress perspective, the PFE buffer is split into twomain

pools, a sharedbufferpoolandadedicatedbufferpool thatensuresaminimumallocation

to each port. You can configure the amount of buffer space allocated to each of the two

pools. Aportionof thebuffer space is reservedso that there is alwaysaminimumamount

of shared and dedicated buffer space available to each port.
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• Shared buffer pool—A global memory space that all of the ports on the switch share

dynamically as they need buffers. The shared buffer pool is further partitioned into

buffers for best-effort unicast, best-effortmultidestination (broadcast, multicast, and

destination lookup fail), andPFC(lossless) traffic types. Youcanallocateglobal shared

memory space to buffer partitions to better support differentmixes of network traffic.

The larger thesharedbufferpool, thebetter theswitchcanabsorb trafficburstsbecause

more sharedmemory is available for the traffic.

• Dedicated buffer pool—A reserved global memory space allocated equally to each

port. Theswitch reservesaminimumdedicatedbufferpool that isnotuser-configurable.

You can divide the dedicated buffer allocation for a port among the port queues on a

per-port, per-queue basis. (For example, this enables you to dedicate more buffer

space to queues that transport lossless traffic.)

A larger dedicated buffer pool means a larger amount of dedicated buffer space for

each port, so congestion on one port is less likely to affect traffic on another port

because the traffic does not need to use as much shared buffer space. However, the

larger the dedicated buffer pool, the less bursty traffic the switch can handle because

there is less dynamic shared buffer memory.

Youcanconfigure theway theavailableunreservedportionof thebuffer space isallocated

to the global shared buffer pool and to the dedicated shared buffer pool by configuring

the ingress and egress shared buffer percentages.

Bydefault, 100percentof theavailableunreservedbuffer space isallocated to theshared

buffer pool. If you change the percentage of space allocated to the shared buffer, the

available buffer space that is not allocated to the shared buffer is allocated to the

dedicated buffer. For example, if you configure the ingress shared buffer pool as 80

percent, the remaining 20 percent of the available buffer space is allocated to the

dedicated buffer pool and divided equally across the ports.

NOTE: When 100 percent of the available (user-configurable) buffers are
allocated to the shared buffer pool, the switch still reserves aminimum
dedicated buffer pool.

You can separately configure ingress and egress shared buffer pool allocations. You can

also partition the ingress and egress shared buffer pool to allocate percentages of the

shared buffer pool to specific types of traffic. If you do not use the default configuration

or one of the recommended configurations, pay particular attention to the ingress

configuration of the lossless headroom buffers (these buffers handle PFC pause during

periodsof congestion)and to theegress configurationof thebest-effort buffers tohandle

incast congestion (multiple synchronized sources sending data to the same receiver in

parallel).

In addition to the shared buffer pool and the dedicated buffer pool, there is also a small

ingress global headroom buffer pool that is reserved and is not configurable.

When contention for buffer space occurs, the switch uses an internal algorithm to ensure

that the buffer pools are distributed fairly among competing flows. When traffic for a

given flow exceeds the amount of dedicated port buffer reserved for that flow, the flow
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begins to consumememory from the dynamic shared buffer pool. Competing flows

compete for shared buffer memory with other flows that also have exhausted their

dedicated buffers. When there is no congestion, there are no competing flows.

• Buffer Handling of Lossless Flows (PFC) Versus Ethernet PAUSE on page 804

• Shared Buffer Pool and Partitions on page 804

• Dedicated Port Buffer Pool and Buffer Allocation to Queues on page 806

• Trade-off Between Shared Buffer Space and Dedicated Buffer Space on page 809

• Order of Buffer Consumption on page 810

Buffer Handling of Lossless Flows (PFC) Versus Ethernet PAUSE

Whenwe discuss lossless buffers in the following sections, wemean buffers that handle

traffic onwhich you enable PFC to ensure lossless transport. The lossless buffers are not

used for best-effort traffic on a link on which you enable Ethernet PAUSE (IEEE 802.3x).

The lossless ingressandegress sharedbuffers, and the ingress losslessheadroomshared

buffer, are used only for traffic on which you enable PFC.

NOTE: To support lossless flows, youmust configure the appropriate data
centerbridgingcapabilities (PFC,DCBX,andETS)andschedulingproperties.

NOTE: OCX Series switches do not support PFC or lossless transport. OCX
Series switches support symmetric Ethernet PAUSE.

Shared Buffer Pool and Partitions

The shared buffer pool is a globalmemory space that all of the ports on the switch share

dynamically as theyneedbuffers. Theswitchuses thesharedbuffer pool toabsorb traffic

bursts after the dedicated buffer pool for a port is exhausted.

You can divide both the ingress shared buffer pool and the egress shared buffer pool into

three partitions to allocate percentages of each buffer pool to different types of traffic.

When you partition the ingress or egress shared buffer pool:

• If you explicitly configure one ingress shared buffer partition, youmust explicitly

configure all three ingress shared buffer partitions. (You either explicitly configure all

three ingress partitions or you use the default setting for all three ingress partitions.)

If youexplicitly configureoneegress sharedbufferpartition, youmustexplicitly configure

all three egress shared buffer partitions. (You either explicitly configure all three egress

partitions or you use the default setting for all three egress partitions.)

The switch returns a commit error if you do not explicitly configure all three partitions

when configuring the ingress or egress shared buffer partitions.

• The combined percentages of the three ingress shared buffer partitions must total

exactly 100 percent.
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The combined percentages of the three egress shared buffer partitions must total

exactly 100 percent.

When you explicitly configure ingress or egress shared buffer partitions, the switch

returns a commit error if the total percentage of the three partitions does not equal

100 percent.

• If youexplicitly partitionone set of sharedbuffers, youdonothave toexplicitly partition

the other set of shared buffers. For example, you can explicitly configure the ingress

shared buffer partitions and use the default egress shared buffer partitions. However,

if you change the buffer partitions for the ingress buffer pool to match the expected

types of traffic flows, you would probably also want to change the buffer partitions

for the egress buffer pool to match those traffic flows.

You can configure the percentage of available unreserved buffer space allocated to the

shared buffer pool. Space that you do not allocate to the shared buffer pool is added to

thededicatedbuffer pool anddividedequally among theports. Thedefault configuration

allocates 100 percent of the unreserved ingress and egress buffer space to the shared

buffers.

Configuring the ingress and egress shared buffer pool partitions enables you to allocate

morebuffers to the typesof traffic your networkpredominantly carries, and fewer buffers

to other traffic.

Ingress Shared Buffer Pool Partitions

You can configure three ingress buffer pool partitions:

• Lossless buffers—Shared buffer pool for all lossless ingress traffic. We recommend 5

percent as the minimum value for lossless buffers.

• Lossless headroom buffers—Shared buffer pool for packets received while a pause is

asserted. If PFC isenabledonprioritiesonaport,when theport sendsapausemessage

to the connected peer, the port uses the headroom buffers to store the packets that

arrivebetween the time theport sends thepausemessageand the time the lastpacket

arrives after the peer pauses traffic. Theminimumvalue for lossless headroombuffers

is 0 (zero) percent. (Lossless headroom buffers are the only buffers for which the

recommended value can be less than 5 percent.)

• Lossybuffers—Sharedbuffer pool for all best-effort ingress traffic (best-effort unicast,

multidestination, and strict-high priority traffic). We recommend 5 percent as the

minimum value for best-effort buffers.

The combined percentage values of the ingress lossless, lossless headroom, and

best-effort buffer partitions must total exactly 100 percent. If the buffer percentages

total more than 100 percent or less than 100 percent, the switch returns a commit error.

If you explicitly configure an ingress shared buffer partition, youmust explicitly configure

all three ingress buffer partitions, even if the lossless headroom buffer partition has a

value of 0 (zero) percent.

Egress Shared Buffer Pool Partitions

You can configure three egress buffer pool partitions:
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• Lossless buffers—Shared buffer pool for all lossless egress queues. We recommend

5 percent as the minimum value for lossless buffers.

• Lossybuffers—Sharedbuffer pool for all best-effort egressqueues (best-effort unicast,

and strict-high priority queues). We recommend 5 percent as the minimum value for

best-effort buffers.

• Multicast buffers—Shared buffer pool for all multidestination (multicast, broadcast,

and destination lookup fail) egress queues.We recommend5percent as theminimum

value for multicast buffers.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured and should have a value of at least 5 percent. If

you explicitly configure an egress shared buffer partition, youmust explicitly configure

all three egress buffer partitions, and each partition should have a value of at least

5 percent.

NOTE: QFX5200-32C does not replicate all multicast streamswhen two or
more downstream interface packet sizes are higher than ~6k and have an
1000pps packet ingress rate. This is because the number of working flows
on QFX5200-32C is indirectly proportional to the packet size and directly
proportional to available multicast shared buffers.

Dedicated Port Buffer Pool and Buffer Allocation to Queues

The global dedicated buffer pool is memory that is allocated equally to each port, so

each port receives a guaranteedminimum amount of buffer space. Dedicated buffers

are not shared among ports. Each port receives an equal proportion of the dedicated

buffer pool.

The amount of dedicated buffer space is not user-configurable and depends on the

percentage of available nonreserved buffers allocated to the shared buffers. (The

dedicated buffer space is equal to theminimum reservedport buffers plus the remainder

of the available nonreserved buffers that are not allocated to the shared buffer pool.)

When traffic enters and exits the switch, the switch ports use their dedicated buffers to

store packets. If the dedicated buffers are not sufficient to handle the traffic, the switch

uses shared buffers. The only way to increase the dedicated buffer pool is to decrease

the shared buffer pool from its default value of 100 percent of available unreserved

buffers.

NOTE: If 100percent of the available unreserved buffers are allocated to the
sharedbufferpool, theswitchstill reservesaminimumdedicatedbufferpool.

The larger the shared buffer pool, the better the burst absorption across the ports. The

larger the dedicated buffer pool, the larger the amount of dedicated buffer space for
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each port. The greater the dedicated buffer space, the less likely that congestion on one

port can affect traffic on another port, because the traffic does not need to use asmuch

shared buffer space.

Allocating Dedicated Port Buffers to Queues

You can divide the dedicated buffer allocation for an egress port among the port queues

by including the buffer-size statement in the scheduler configuration. This enables you

to control the egress port dedicated buffer allocation on a per-port, per-queue basis.

(For example, this enables you to dedicate more buffer space to queues that transport

lossless traffic, or to stop the port from reserving buffers for queues that do not carry

traffic.) Egress dedicated port buffer allocation is a hierarchical structure that allocates

a global dedicated buffer pool evenly among ports, and then divides the allocation for

each port among the port queues.

By default, ports divide their allocation of dedicated buffers among their egress queues

in the same proportion as the default scheduler sets the minimum guaranteed

transmission rates (the transmit-rate option) for traffic. Only the queues included in the

default scheduler receive bandwidth and dedicated buffers, in the proportions shown in

Table 121 on page 807:

Table 121: Default Dedicated Buffer Allocation to Egress Queues (Based
on Default Scheduler)

Proportion of Reserved
Dedicated Port Buffers

MinimumGuaranteed
Bandwidth
(transmit-rate)QueueForwarding Class

5%5%0best-effort

35%35%3fcoe

35%35%4no-loss

5%5%7network-control

20%20%8mcast

In the default configuration, no egress queues other than the ones shown in

Table 121 on page 807 receive an allocation of dedicated port buffers.

NOTE: The switch uses hierarchical scheduling to control port and queue
bandwidth allocation, as described in “Understanding CoS Hierarchical Port
Scheduling (ETS)” on page 331 and shown in “Example: Configuring CoS
HierarchicalPortScheduling (ETS)”onpage337. Foregressqueuebuffer size
configuration, when you attach a traffic control profile (includes the queue
scheduler information) to a port, the dedicated egress buffers on the port
are divided among the queues as configured in the scheduler.
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If you do not want to use the default allocation of dedicated port buffers to queues, use

the buffer-size option in the scheduler that is attached to the port to configure the queue

allocation. You can configure the dedicated buffer allocation to queues in two ways:

• As a percentage—The queue receives the specified percentage of dedicated port

buffers when the queue is mapped to the scheduler and the scheduler is attached to

a port.

• As a remainder—After the port services the queues that have an explicit percentage

buffer size configuration, the remaining dedicated port buffer space is divided equally

among the other queues to which a scheduler is attached. (No default or explicit

scheduler for a queuemeans no dedicated buffer allocation for that queue.) If you

configure a scheduler and you do not specify a buffer size as a percentage, remainder

is the default setting.

NOTE: The total of all of the explicitly configured buffer size percentages for
all of the queues on a port cannot exceed 100 percent.

Configuring Dedicated Port Buffer Allocation to Queues

In a port configuration that includes multiple forwarding class sets, with multiple

forwarding classes mapped tomultiple schedulers, the allocation of port dedicated

buffers to queues depends on themix of queues with buffer sizes configured as explicit

percentages and queues configured with (or defaulted to) the remainder option.

The best way to demonstrate how using the percentage and remainder options affects

dedicated port buffer allocation to queues is by showing an example of queue buffer

allocation, and then showing how the queue buffer allocation changes when you add

another forwarding class (queue) to the port.

Table 122 on page 808 shows an initial configuration that includes four forwarding class

sets, the five default forwarding classes (mapped to the five default queues for those

forwardingclasses), thebuffer-sizeoptionconfiguration, and the resultingbufferallocation

foreachqueue.Table 123onpage809showsthesameconfigurationafterweaddanother

forwarding class (best-effort-2, mapped to queue 1) to the best-effort forwarding class

set. Comparing thebuffer allocations in each table showsyouhowaddinganother queue

affects buffer allocation when you use remainders and explicit percentages to configure

the buffer allocation for different queues.

Table 122: Egress Queue Dedicated Buffer Allocation (Example 1)

Buffer Allocation
per Queue
(Percentage)

Scheduler Buffer
SizeConfigurationQueue

Forwarding
Class

Forwarding Class
Set (PriorityGroup)

10%10%0best-effortfc-set-be

20%20%3fcoefc-set-lossless

40%40%4no-loss
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Table 122: Egress Queue Dedicated Buffer Allocation (Example
1) (continued)

Buffer Allocation
per Queue
(Percentage)

Scheduler Buffer
SizeConfigurationQueue

Forwarding
Class

Forwarding Class
Set (PriorityGroup)

15%remainder7network-controlfc-set-strict-high

15%remainder8mcastfc-set-mcast

In this first example, 70 percent of the egress port dedicated buffer pool is explicitly

allocated to the best-effort, fcoe, and no-loss queues. The remaining 30 percent of the

port dedicated buffer pool is split between the twoqueues that use the remainderoption

(network-control andmcast), so each queue receives 15 percent of the dedicated buffer

pool.

Nowweaddanother forwardingclass (queue) to thebest-effortpriority group(fc-set-be)

andconfigure itwithabuffer sizeof remainder insteadof configuringaspecificpercentage.

Because a third queue now shares the remaining dedicated buffers, the queues that

share the remainder receive fewer dedicated buffers, as shown in Table 123 on page 809.

The queues with explicitly configured percentages receive the configured percentage of

dedicated buffers.

Table 123: Egress Queue Dedicated Buffer Allocation with Another
Remainder Queue (Example 2)

Buffer Allocation
per Queue
(Percentage)

Scheduler Buffer
Size ConfigurationQueueForwarding Class

Priority Group
(fc-set)

10%10%0best-effortfc-set-be

10%remainder1best-effort-2

20%20%3fcoefc-set-lossless

40%40%4no-loss

10%remainder7network-controlfc-set-strict-high

10%remainder8mcastfc-set-mcast

The two tables show how the port divides the dedicated buffer space that remains after

servicing the queues that have an explicitly configured percentage of dedicated buffer

space.

Trade-off Between Shared Buffer Space and Dedicated Buffer Space

The trade-off between shared buffer space and dedicated buffer space is:
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• Shared buffers provide better absorption of traffic bursts because there is a larger pool

of dynamic buffers that ports can use as needed to handle the bursts. However, all

flows that exhaust their dedicated buffer space compete for the shared buffer pool.

A larger shared buffer poolmeans a smaller dedicated buffer pool, and thereforemore

competition for the shared buffer pool becausemore flows exhaust their dedicated

buffer allocation. Toomuch shared buffer space results in no single flow receiving very

much shared buffer space, to maintain fairness whenmany flows contend for that

space.

• Dedicated buffers provide guaranteed buffer space to each port. The larger the

dedicated buffer pool, the less likely that congestion on one port affects traffic on

another port, because the traffic does not need to use as much shared buffer space.

However, less shared buffer spacemeans less ability to dynamically absorb traffic

bursts.

For optimal burst absorption, the switch needs enough dedicated buffer space to avoid

persistent competition for the shared buffer space. When fewer flows compete for the

shared buffers, the flows that need shared buffer space to absorb bursts receive more

of the shared buffer because fewer flows exhaust their dedicated buffer space.

The default configuration and the configurations recommended for different traffic

scenarios allocate 100 percent of the user-configurable memory space to the global

shared buffer pool because the amount of space reserved for dedicated buffers provides

enough space to avoid persistent competition for dynamic shared buffers. This results

in fewer flows competing for the shared buffers, so the competing flows receive more

of the buffer space.

Order of Buffer Consumption

The total buffer pool is divided into ingress and egress sharedbuffer pools anddedicated

buffer pools.When traffic flows through the switch, thebuffer space is used inaparticular

order that depends on the type of traffic.

On ingress, the order of buffer consumption is:

• Best-effort unicast traffic:

1. Dedicated buffers

2. Shared buffers

3. Global headroom buffers (very small)

• Lossless unicast traffic:

1. Dedicated buffers

2. Shared buffers

3. Lossless headroom buffers

4. Global headroom buffers (very small)

• Multidestination traffic:

1. Dedicated buffers
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2. Shared buffers

3. Global headroom buffers (very small)

On egress, the order of buffer consumption is the same for unicast best-effort, lossless

unicast, andmultidestination traffic:

• Dedicated buffers

• Shared buffers

In all cases on all ports, the switch uses the dedicated buffer pool first and the shared

buffer pool only after the dedicated buffer pool for the port or queue is exhausted. This

reserves themaximum amount of dynamic shared buffer space to absorb traffic bursts.

Default Buffer Pool Values

You can view the default or configured ingress and egress buffer pool values in KB units

using the show class-of-service shared-buffer operational command. You can view the

configured shared buffer pool values in percent units using the show configuration

class-of-service shared-buffer operational command.

This section provides the default total buffer, shared buffer, and dedicated buffer values.

• Total Buffer Pool Size on page 811

• Shared Buffer Pool Default Values on page 811

• Dedicated Buffer Pool Default Values on page 814

Total Buffer Pool Size

The totalbufferpool is commonmemory thathasseparate ingressandegressaccounting,

so the full buffer pool is available fromboth the ingress and egress perspective. The total

buffer pool consists of the dedicated buffer space and the shared buffer space. The size

of the total buffer pool is not user-configurable, but the allocation of buffer space to the

dedicated and shared buffer pools is user-configurable.

On QFX3500 and QFX3600 switches, the combined total size of the ingress and egress

buffer pools is approximately 9 MB (exactly 9360 KB).

On QFX5100, EX4600, and OCX Series switches, the combined total size of the ingress

and egress buffer pools is approximately 12 MB (exactly 12480 KB).

On QFX5200 Series switches, the combined total size of the ingress and egress buffer

pools is approximately 16 MB.

Shared Buffer Pool Default Values

Some switches have a larger shared buffer pool than other switches. However, the

allocation of shared buffer space to the individual ingress and egress buffer pools is the

same on a percentage basis, even though the absolute values are different. For example,

the default ingress lossless buffer is 9 percent of the total shared ingress buffer space

on all of the switches, even though the default absolute value of the ingress lossless

buffer differs from switch to switch.
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This section describes the default values in percent and in KB for the shared ingress and

shared egress buffers.

• Shared Ingress Buffer Default Values on page 812

• Shared Egress Buffer Default Values on page 813

Shared Ingress Buffer Default Values

Table 124 on page 812shows the default ingress shared buffer allocation values in KB

units for QFX5200 Series switches.

Table 124: QFX5200 Series Switch Default Shared Ingress Buffer Values
(KB)

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

5418.635300.831060.1711779.62

Table 125 on page 812 shows the default ingress shared buffer allocation values in KB

units for QFX5100, EX4600, and OCX Series switches.

Table 125: QFX5100, EX4600, and OCX Series Switch Default Shared
Ingress Buffer Values (KB)

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

4400.91 KB4305.23 KB861.05 KB9567.19 KB

Table 126 on page 812 shows the default ingress shared buffer allocation values in KB

units for QFX3500 and QFX3600 switches.

Table 126: QFX3500andQFX3600SwitchDefaultShared IngressBuffer
Values (KB)

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

3312.92 KB3240.9 KB648.18 KB7202 KB

Table 127 on page 812 shows the default ingress shared buffer allocation values as

percentages for all switches. (If you change the default shared buffer allocation, you

configure the change as a percentage.)

Table 127: Default Shared Ingress Buffer Values (Percentage)

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

46%45%9%100%
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Shared Egress Buffer Default Values

Table 128 on page 813 shows the default egress shared buffer allocation values in KB

units for QFX5200.

Table 128: QFX5200 Series Switch Default Shared Egress Buffer Values
(KB)

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

21343481.92561611232

NOTE: QFX5200-32C does not replicate all multicast streamswhen two or
more downstream interface packet sizes are higher than ~6k and have an
1000pps packet ingress rate. This is because the number of working flows
on QFX5200-32C is indirectly proportional to the packet size and directly
proportional to available multicast shared buffers.

Table 129 on page 813 shows the default egress shared buffer allocation values in KB

units for QFX5100, EX4600, and OCX Series switches.

Table 129: QFX5100, EX4600, and OCX Series Switch Default Shared
Egress Buffer Values (KB)

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

1659.84 KB2708.16 KB4368 KB8736 KB

Table 130 on page 813 shows the default egress shared buffer allocation values in KB

units.

Table 130: QFX3500andQFX3600SwitchDefault SharedEgressBuffer
Values (KB)

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

1264.64 KB2063.36 KB3328 KB6656 KB

Table 131 on page 813 shows the default egress shared buffer allocation values for all

switches as percentages.

Table 131: Default Shared Egress Buffer Values (Percentage)

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

19%31%50%100%
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Dedicated Buffer Pool Default Values

The system reserves ingress and egress dedicated buffer pools that are divided equally

among the switch ports. By default, the system allocates 100 percent of the available

unreserved buffer space to the shared buffer pool. If you reduce the percentage of

available unreserved buffer space allocated to the shared buffer pool, the remaining

unreserved buffer space is added to the dedicated buffer pool allocation. You configure

the amount of dedicated buffer pool space by reducing (or increasing) the percentage

of buffer space allocated to the shared buffer pool. You do not directly configure the

dedicated buffer pool allocation.

The default dedicated buffer pool values for QFX5200 switches in KB units are:

• Ingress dedicated buffer

• Egress dedicated buffer

The default dedicated buffer pool values for QFX3500 and QFX3600 switches in KB

units are:

• Ingress dedicated buffer—2158 KB

• Egress dedicated buffer—2704.0 KB

Thedefaultdedicatedbufferpool values forQFX5100,EX4600,andOCXSeries switches

in KB units are:

• Ingress dedicated buffer—2912.81 KB

• Egress dedicated buffer—3744 KB

Shared Buffer Configuration Recommendations for Different Network Traffic Scenarios

The way you configure the shared buffer pool depends on themix of traffic on your

network. This section provides shared buffer configuration recommendations for five

basic network traffic scenarios:

• Balanced traffic—The network carries a balancedmix of unicast best-effort, lossless,

andmulticast traffic. (This is the default configuration.)

• Best-effort unicast traffic—The network carries mostly unicast best-effort traffic.

• Best-effort traffic with Ethernet PAUSE (IEEE 802.3X) enabled—The network carries

mostly best-effort traffic with Ethernet PAUSE enabled on the links.

• Best-effort multicast traffic—The network carries mostly multicast best-effort traffic.

• Lossless traffic—The network carries mostly lossless traffic (traffic on which PFC is

enabled).
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NOTE: Lossless traffic isdefinedas trafficonwhichyouenablePFCtoensure
lossless transport. Lossless traffic does not refer to best-effort traffic on a
link on which you enable Ethernet PAUSE. Start with the recommended
profiles for each network traffic scenario, and adjust them if necessary for
your network traffic conditions.

OCX Series switches do not support lossless transport or PFC. In this topic,
references to lossless transport do not apply to OCX Series switches. OCX
Series switches support symmetric Ethernet PAUSE.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete. This includes
changingthedefaultconfigurationtooneof the recommendedconfigurations.

Because you configure buffer allocations in percentages, the recommended allocations

for each network traffic scenario are valid for all QFX Series switches, EX4600 switches,

and OCX Series switches. Use one of the following recommended shared buffer

configurations for your network traffic conditions. Start with a recommended

configuration, thenmake small adjustments to the buffer allocations to fine-tune the

buffers if necessary as described in “Optimizing Buffer Configuration” on page 818.

• Balanced Traffic (Default Configuration) on page 815

• Best-Effort Unicast Traffic on page 816

• Ethernet PAUSE Traffic on page 816

• Best-Effort Multicast (Multidestination) Traffic on page 817

• Lossless Traffic on page 818

Balanced Traffic (Default Configuration)

The default shared buffer configuration is optimized for networks that carry a balanced

mix of best-effort unicast, lossless, andmultidestination (multicast, broadcast, and

destination lookup fail) traffic. The default class-of-service (CoS) configuration is also

optimized for networks that carry a balancedmix of traffic.

NOTE: OnOCX Series switches, the default CoS configuration optimization
doesnot include lossless trafficbecauseOCXSeries switchesdonot support
lossless transport.

Except on OCX Series switches, we recommend that you use the default shared buffer

configuration for networks that carry a balancedmix of traffic, especially if you are using

the default CoS settings. Table 132 on page 816 shows the default ingress shared buffer

allocations:
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Table 132: Default Ingress Shared Buffer Configuration

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

46%45%9%100%

Table 133 on page 816 shows the default egress shared buffer allocations:

Table 133: Default Egress Shared Buffer Configuration

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

19%31%50%100%

Best-Effort Unicast Traffic

If your network carries mostly best-effort (lossy) unicast traffic, then the default shared

buffer configuration allocates toomuch buffer space to support lossless transport.

Instead of wasting those buffers, we recommend that you use the following ingress

sharedbuffer settings (seeTable 134onpage816)andegress sharedbuffer settings (see

Table 135 on page 816):

Table 134: Recommended Ingress Shared Buffer Configuration for
Networks with Mostly Best-Effort Unicast Traffic

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

95%0%5%100%

Table 135: Recommended Egress Shared Buffer Configuration for
Networks with Mostly Best-Effort Unicast Traffic

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

20%75%5%100%

See “Example: Recommended Configuration of the Shared Buffer Pool for Networks

withMostly Best-Effort Unicast Traffic” on page 823 for an example that shows you how

to configure the recommended buffer settings shown in Table 134 on page 816 and

Table 135 on page 816.

Ethernet PAUSE Traffic

If your network carries mostly best-effort (lossy) traffic and enables Ethernet PAUSE on

links, then the default shared buffer configuration allocates toomuch buffer space to

the shared ingress buffer (Ethernet PAUSE traffic uses the dedicated buffers instead of

sharedbuffers)andnotenoughspace to the lossless-headroombuffers.We recommend
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that you use the following ingress shared buffer settings (see Table 136 on page 817) and

egress shared buffer settings (see Table 137 on page 817):

Table 136: Recommended Ingress Shared Buffer Configuration for
Networks with Mostly Best-Effort Traffic and Ethernet PAUSE Enabled

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

15%80%5%70%

Table 137: Recommended Egress Shared Buffer Configuration for
Networks with Mostly Best-Effort Traffic and Ethernet PAUSE Enabled

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

20%75%5%100%

See “Example: Recommended Configuration of the Shared Buffer Pool for Networks

with Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled” on page 829 for

an example that shows you how to configure the recommended buffer settings shown

in Table 134 on page 816 and Table 135 on page 816.

Best-Effort Multicast (Multidestination) Traffic

If your network carriesmostly best-effort (lossy)multicast traffic, then thedefault shared

buffer configuration allocates toomuch buffer space to support lossless transport.

Instead of wasting those buffers, we recommend that you use the following ingress

sharedbuffer settings (seeTable 138onpage817) andegress sharedbuffer settings (see

Table 139 on page 817):

Table 138: Recommended Ingress Shared Buffer Configuration for
Networks with Mostly Best -Effort Multicast Traffic

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

95%0%5%100%

Table 139: Recommended Egress Shared Buffer Configuration for
Networks with Mostly Best-Effort Multicast Traffic

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

75%20%5%100%

See “Example: Recommended Configuration of the Shared Buffer Pool for Networks

withMostlyMulticastTraffic”onpage835 foranexample that showsyouhowtoconfigure

the recommended buffer settings shown in Table 138 on page 817 and

Table 139 on page 817.
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Lossless Traffic

If your network carriesmostly lossless traffic, then thedefault sharedbuffer configuration

allocates toomuch buffer space to support best-effort traffic. Instead of wasting those

buffers, we recommend that you use the following ingress shared buffer settings (see

Table 140 on page 818) and egress shared buffer settings (see Table 141 on page 818):

Table 140: Recommended Ingress Shared Buffer Configuration for
Networks with Mostly Lossless Traffic

Lossy Buffer
Lossless-Headroom
BufferLossless Buffer

Total Shared Ingress
Buffer

5%80%15%100%

Table 141: Recommended Egress Shared Buffer Configuration for
Networks with Mostly Lossless Traffic

Multicast BufferLossy BufferLossless Buffer
Total Shared Egress
Buffer

5%5%90%100%

See “Example: Recommended Configuration of the Shared Buffer Pool for Networks

withMostly LosslessTraffic” onpage841 for anexample that showsyouhowtoconfigure

therecommendedbuffersettingsshowninTable 140onpage818andTable 141onpage818.

Optimizing Buffer Configuration

Starting from the default configuration or from a recommended buffer configuration,

you can further optimize the buffer allocation to best support the mix of traffic on your

network. Adjust the settings gradually to fine-tune the shared buffer allocation. Use

caution when adjusting the shared buffer configuration, not just when you fine-tune the

ingress and egress buffer partitions, but also when you fine-tune the total ingress and

egress shared buffer percentage. (Remember that if you allocate less than 100 percent

of the available buffers to the shared buffers, the remaining buffers are added to the

dedicated buffers). Tuning the buffers incorrectly can cause problems such as ingress

port congestion.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

The relationship between the sizes of the ingress buffer pool and the egress buffer pool

affects when and where packets are dropped. The buffer pool sizes include the shared

buffers and thededicatedbuffers. In general, if there aremore ingressbuffers thanegress

buffers, the switch can experience ingress port congestion because egress queues fill

before ingress queues can empty.
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Use the show class-of-service shared-buffer operational command to see the sizes in

kilobytes (KB) of the dedicated and shared buffers and of the shared buffer partitions.

For best-effort traffic (unicast andmultidestination), the combined ingress lossy shared

buffer partition and ingress dedicated buffers must be less than the combined egress

lossy andmulticast shared buffer partitions plus the egress dedicated buffers. This

prevents ingress port congestion by ensuring that egress best-effort buffers are deeper

than ingressbest-effort buffers, andensures that if packetsaredropped, theyaredropped

at the egress queues. (Packets dropping at the ingress prevents the egress schedulers

fromworking properly.)

For lossless traffic (traffic on which you enable PFC), the combined ingress lossless

sharedbuffer partitionanda reasonableportionof the ingressheadroombuffer partition,

plus the dedicated buffers, must be less than the total egress lossless shared buffer

partition and dedicated buffers. (A reasonable portion of the ingress headroom buffer is

approximately 20 to 25 percent of the buffer space, but this varies depending on how

muchbuffer headroom is required to support the lossless traffic.)When these conditions

are met, if there is ingress port congestion, the ingress port congestion triggers PFC on

the ingress port to prevent packet loss. If the total lossless ingress buffers exceed the

total lossless egress buffers, packets could be dropped at the egress instead of PFC

being applied at the ingress to prevent packet loss.

NOTE: If you commit a buffer configuration for which the switch does not
have sufficient resources, the switchmight log an error instead of returning
a commit error. After you commit a buffer configuration, check the syslog
messages to ensure that the newbuffer configuration did not fail to commit.

If the buffer configuration commits but you receive a syslogmessage that
indicates the configuration cannot be implemented, you can:

• Reconfigure the buffers or reconfigure other parameters (for example, the
PFC configuration, which affects the need for lossless headroom buffers
and lossless buffers—themore priorities you pause, themore lossless and
lossless headroom buffer space you need), then attempt the commit
operation again.

• Roll back the switch to the last successful configuration.

If you receive a syslogmessage that says the buffer configuration cannot be
implemented, youmust take corrective action. If you do not fix the
configuration or roll back to a previous successful configuration, the system
behavior is unpredictable.

General Buffer Configuration Rules and Considerations

Keep the following rules and considerations in mind when you configure the buffers:
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• Changing the buffer configuration is a disruptive event. Traffic stops on all ports until

buffer reprogramming is complete.

• If youconfigure the ingressor egress sharedbufferpercentagesas less than 100percent,

the remaining percentage of buffer space is added to the dedicated buffer pool.

• The sum of all of the ingress shared buffer partitions must equal 100 percent. Each

partition must be configured with a value of at least 5 percent except the lossless

headroom buffer, which can have a value of 0 percent.

• The sum of all of the egress shared buffer partitions must equal 100 percent. Each

partition must be configured with a value of at least 5 percent.

• Lossless and lossless headroom shared buffers serve traffic onwhich you enable PFC,

and do not serve traffic subject to Ethernet PAUSE.

• The switch uses the dedicated buffer pool first and the shared buffer pool only after

the dedicated buffer pool for a port or queue is exhausted.

• Too little dedicated buffer space results in toomuch competition for shared buffer

space.

• Toomuch dedicated buffer space results in poorer burst absorption because there is

less available shared buffer space.

• Always check the syslog messages after you commit a new buffer configuration.

• The optimal buffer configuration for your network depends on the types of traffic on

the network. If your network carries less traffic of a certain type (for example, lossless

traffic), then you can reduce the size of the buffers allocated to that type of traffic (for

example, you can reduce the sizes of the lossless and lossless headroom buffers).

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 829

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Example: Configuring Queue Schedulers on page 305

• Configuring Global Ingress and Egress Shared Buffers on page 821
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Configuring Global Ingress and Egress Shared Buffers

Although theswitch reservessomebuffer space toensureaminimummemoryallocation

for ports and queues, you can configure how the systemuses the rest of the buffer space

to optimize the buffer allocation for your particular mix of network traffic. The global

shared buffer pool ismemory space that all of the ports on the switch share dynamically

as they need buffers. You can allocate global sharedmemory space to different types

of ingress and egress buffers to better support different mixes of network traffic.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Use the default shared buffer settings (for a network with a balancedmix of lossless,

best-effort, andmulticast traffic)oroneof the recommendedsharedbuffer configurations

for yourmixof network traffic (mostly best-effort unicast traffic,mostly best-effort traffic

on links enabled for Ethernet PAUSE, mostly multicast traffic, or mostly lossless traffic).

Either the default configuration or one of the recommended configurations provides a

buffer allocation that satisfies the needs of most networks.

After starting fromoneof the recommendedconfigurations, youcan fine-tune theshared

buffer settings, butdosowithcaution toprevent traffic lossdue tobuffermisconfiguration.

Youcanconfigure thepercentageofavailable (user-configurable)buffer spaceallocated

to the global shared buffers. Any space that you do not allocate to the global shared

buffer pool is added to the dedicated buffer pool. The default configuration allocates

100 percent of the available buffer space to the global shared buffers.

You can partition the ingress and egress shared buffer pools to allocate more buffers to

the types of traffic your network predominantly carries, and fewer buffers to other traffic.

From thebuffer space allocated to the ingress sharedbuffer pool, you canallocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless ingress traffic. The

minimum value for the lossless buffers is 5 percent.

• Lossless headroom buffers—Percentage of shared buffer pool for packets received

while a pause is asserted. If Ethernet PAUSE is configured on a port or if priority-based

flow control (PFC) is configured on priorities on a port, when the port sends a pause

message to the connected peer, the port uses the headroom buffers to store the

packets that arrive between the time the port sends the pausemessage and the time

the last packet arrives after the peer pauses traffic. Theminimumvalue for the lossless

headroombuffers is 0 (zero) percent. (Lossless headroombuffers are the only buffers

that can have aminimum value of less than 5 percent.)

• Lossy buffers—Percentage of shared buffer pool for all best-effort ingress traffic

(best-effort unicast, multidestination, and strict-high priority traffic). Theminimum

value for the lossy buffers is 5 percent.

821Copyright © 2016, Juniper Networks, Inc.

Chapter 13: Using Buffers



The combined percentage values of the ingress lossless, lossless headroom, and lossy

buffer partitions must total exactly 100 percent. If the buffer percentages total more

than 100 percent or less than 100 percent, the switch returns a commit error. All ingress

buffer partitions must be explicitly configured, even when the lossless headroom buffer

partition has a value of 0 (zero) percent.

From the buffer space allocated to the egress shared buffer pool, you can allocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless egress queues. The

minimum value for the lossless buffers is 5 percent.

• Lossy buffers—Percentage of shared buffer pool for all best-effort egress queues

(best-effort unicast and strict-high priority queues). Theminimum value for the lossy

buffers is 5 percent.

• Multicastbuffers—Percentageof sharedbuffer pool for allmultidestination (multicast,

broadcast, and destination lookup fail) egress queues. Theminimum value for the

multicast buffers is 5 percent.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured andmust have a value of at least 5 percent.

To configure the shared buffer allocation and partitioning using the CLI:

1. Configure the percentage of available (nonreserved) buffers used for the ingress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set ingress percent percent

2. Configure the global ingress buffer partitions for lossless, lossless-headroom, and

lossy traffic:

[edit class-of-service shared-buffer]
user@switch# set ingress buffer-partition lossless percent percent
user@switch# set ingress buffer-partition lossless-headroom percent percent
user@switch# set ingress buffer-partition lossy percent percent

3. Configure thepercentageof available (nonreserved)buffers used for theegress global

shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set egress percent percent

4. Configure the global egress buffer partitions for lossless, lossy, andmulticast queues:

[edit class-of-service shared-buffer]
user@switch# set egress buffer-partition lossless percent percent
user@switch# set egress buffer-partition lossy percent percent
user@switch# set egress buffer-partitionmulticast percent percent

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

•
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• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 829

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Understanding CoS Buffer Configuration on page 800

Example: Recommended Configuration of the Shared Buffer Pool for Networks with
Mostly Best-Effort Unicast Traffic

Although theswitch reservessomebuffer space toensureaminimummemoryallocation

for ports and queues, you can configure how the systemuses the rest of the buffer space

to optimize the buffer allocation for your particular mix of network traffic.

This example shows you the recommended configuration of the global shared buffer

pool to support a network that carries mostly best-effort (lossy) unicast traffic. The

global shared buffer pool is memory space that all of the ports on the switch share

dynamically as they need buffers. You can allocate global sharedmemory space to

different types of buffers to better support different mixes of network traffic.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Use the default shared buffer settings (for a network with a balancedmix of lossless,

best effort, andmulticast traffic)oroneof the recommendedsharedbuffer configurations

for yourmixof network traffic (mostly best-effort unicast traffic,mostly best-effort traffic

on links enabled for Ethernet PAUSE, mostly multicast traffic, or mostly lossless traffic).

Either the default configuration or one of the recommended configurations provides a

buffer allocation that satisfies the needs of most networks.

NOTE: OCX Series switches do not support lossless transport.

After starting from the recommended configuration, you can fine-tune the shared buffer

settings, but do so with caution to prevent traffic loss due to buffer misconfiguration.

• Requirements on page 824

• Overview on page 824

• Configuration on page 825

• Verification on page 827
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Requirements

This example uses the following hardware and software components:

• One switch (this example was tested on a Juniper Networks QFX3500 Switch)

• Junos OS Release 12.3 or later for the QFX Series or Junos OS Release 14.1X53-D20 or

later for the OCX Series

Overview

Youcanconfigure thepercentageofavailable (user-configurable)buffer spaceallocated

to the global shared buffers. Any space that you do not allocate to the global shared

buffer pool is added to the dedicated buffer pool. The default configuration allocates

100 percent of the available buffer space to the global shared buffers.

You can partition the ingress and egress shared buffer pools to allocate more buffers to

the types of traffic your network predominantly carries, and fewer buffers to other traffic.

From thebuffer space allocated to the ingress sharedbuffer pool, you canallocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless ingress traffic. The

minimum value for the lossless buffers is 5 percent.

• Lossless headroom buffers—Percentage of shared buffer pool for packets received

while a pause is asserted. If Ethernet PAUSE is configured on a port or if priority-based

flow control (PFC) is configured on priorities on a port, when the port sends a pause

message to the connected peer, the port uses the headroom buffers to store the

packets that arrive between the time the port sends the pausemessage and the time

the last packet arrives after the peer pauses traffic. Theminimumvalue for the lossless

headroombuffers is 0 (zero) percent. (Lossless headroombuffers are the only buffers

that can have aminimum value of less than 5 percent.)

• Lossy buffers—Percentage of shared buffer pool for all best-effort ingress traffic

(best-effort unicast, multidestination, and strict-high priority traffic). Theminimum

value for the lossy buffers is 5 percent.

The combined percentage values of the ingress lossless, lossless headroom, and lossy

buffer partitions must total exactly 100 percent. If the buffer percentages total more

than 100 percent or less than 100 percent, the switch returns a commit error. All ingress

buffer partitions must be explicitly configured, even when the lossless headroom buffer

partition has a value of 0 (zero) percent.

From the buffer space allocated to the egress shared buffer pool, you can allocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless egress queues. The

minimum value for the lossless buffers is 5 percent.

• Lossy buffers—Percentage of shared buffer pool for all best-effort egress queues

(best-effort unicast, and strict-high priority queues). Theminimum value for the lossy

buffers is 5 percent.
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• Multicastbuffers—Percentageof sharedbuffer pool for allmultidestination (multicast,

broadcast, and destination lookup fail) egress queues. Theminimum value for the

multicast buffers is 5 percent.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured andmust have a value of at least 5 percent.

To configure the shared buffers to support a network that carries mostly best-effort

unicast traffic, more buffer space needs to be allocated to lossy buffers, and less buffer

space should be allocated to lossless buffers. This example shows you how to configure

the global shared buffer pool allocation that we recommend to support a network that

carries mostly unicast traffic.

Topology

Table 142 on page 825 shows the configuration components for this example.

Table142:ComponentsoftheRecommendedSharedBufferConfiguration
for Best-Effort Unicast Network Topologies

SettingsComponent

QFX3500 switchHardware

Percentageofavailable ingressbuffer spaceallocated to the ingress shared
buffer: 100%

Percentage of ingress buffer space allocated to lossless traffic (lossless
buffer partition): 5%

Percentage of ingress buffer space allocated to lossless headroom traffic
(lossless-headroom buffer partition): 0%

Percentage of ingress buffer space allocated to best-effort traffic (lossy
buffer partition): 95%

Ingress shared
buffer

Percentage of available egress buffer space allocated to the egress shared
buffer: 100%

Percentage of egress buffer space allocated to lossless queues (lossless
buffer partition): 5%

Percentage of egress buffer space allocated to best-effort queues (lossy
buffer partition): 75%

Percentage of egress buffer space allocated to multicast traffic (multicast
buffer partition): 20%

Egress shared
buffer

Configuration

CLI Quick
Configuration

To quickly configure the recommended shared buffer settings for networks that carry

mostly best-effort unicast traffic, copy the following commands, paste them in a text

file, remove linebreaks, changevariablesanddetails tomatchyour network configuration,
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and then copy and paste the commands into the CLI at the [edit class-of-service

shared-buffer] hierarchy level:

[edit class-of-service shared-buffer]
set ingress percent 100
set ingress buffer-partition lossless percent 5
set ingress buffer-partition lossless-headroom percent 0
set ingress buffer-partition lossy percent 95
set egress percent 100
set egress buffer-partition lossless percent 5
set egress buffer-partition lossy percent 75
set egress buffer-partitionmulticast percent 20

Configuring the Global Shared Buffer Pool for Networks with Mostly Best-Effort
Unicast Traffic

Step-by-Step
Procedure

To configure the global ingress and egress shared buffer allocations and partitions for a

network that carries mostly best-effort unicast traffic:

1. Configure the percentage of available (nonreserved) buffers used for the ingress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set ingress percent 100

2. Configure the global ingress buffer partitions for lossless, lossless-headroom, and

lossy traffic:

[edit class-of-service shared-buffer]
user@switch# set ingress buffer-partition lossless percent 5
user@switch# set ingress buffer-partition lossless-headroom percent 0
user@switch# set ingress buffer-partition lossy percent 95

3. Configure the percentage of available (nonreserved) buffers used for the egress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set egress percent 100

4. Configure theglobal egressbufferpartitions for lossless, lossy, andmulticastqueues:

[edit class-of-service shared-buffer]
user@switch# set egress buffer-partition lossless percent 5
user@switch# set egress buffer-partition lossy percent 75
user@switch# set egress buffer-partitionmulticast percent 20

Results

Display the results of the configuration:

root@dcbg-tp-pa-02> show configuration class-of-service shared-buffer 
ingress {
    percent 100;
    buffer-partition lossless {
        percent 5;
    }
    buffer-partition lossy {
        percent 95;
    }
    buffer-partition lossless-headroom {
        percent 0;
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    }
}
egress {
    percent 100;
    buffer-partition lossless {
        percent 5;
    }
    buffer-partition lossy {
        percent 75;
    }
    buffer-partition multicast {
        percent 20;
    }
}

Verification

Verify that you correctly configured the shared buffer.

Verifying the Shared Buffer Configuration

Purpose Verify that the ingress and egress global shared buffer pools are correctly configured and

partitioned among the shared buffer types.

Action List the global shared buffer configuration using the operational mode command show

class-of-service shared-buffer:

user@switch> show class-of-service shared-buffer
root@dcbg-tp-pa-02> show class-of-service shared-buffer 
Ingress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2158.00 KB  
  Shared Buffer    :  7202.00 KB  
    Lossless          :  360.10 KB   
    Lossless Headroom :  0.00 KB     
    Lossy             :  6841.90 KB  

  Lossless Headroom Utilization:
  Node Device         Total          Used                  Free
  0                   0.00 KB        0.00 KB               0.00 KB     

Egress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2704.00 KB  
  Shared Buffer    :  6656.00 KB  
    Lossless          :  332.80 KB   
    Multicast         :  1331.20 KB  
    Lossy             :  4992.00 KB  

Meaning The show class-of-service shared-buffer operational command shows all of the ingress

and egress global shared buffer settings, including the buffer partitioning.

For the ingress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2158 KB. This is the size of the global ingress dedicated

buffer pool when you configure the ingress shared buffer pool as 100 percent of the
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available (user-configurable) buffer space. This is the minimum size of the reserved,

ingress dedicated ingress buffer pool (not user-configurable). If you configure the

sharedbuffer as less than 100percentof theavailablebuffer pool, the remainingbuffer

space is added to the dedicated buffer pool.

• With the ingress shared buffer pool configured as 100 percent of the available buffers,

the total size of the ingress shared buffer pool is 7202 KB.

• The ingress shared buffer pool is partitioned to allocate:

• 360.10 KB to lossless traffic

• No space to lossless headroom traffic

• 6841.90 KB to lossy unicast traffic

• The LosslessHeadroomUtilization field shows howmuch of the buffer space reserved

for paused traffic is used. Because the lossless headroom buffer partition is set to

0 (zero)percent, the total amountof losslessheadroombuffer space is0KB; therefore

the amount of used and free lossless headroom buffer space is also 0 KB.

For the egress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2704 KB. This is the size of the global egress dedicated

buffer pool when you configure the egress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

egressdedicatedbufferpool (notuser-configurable). If youconfigure thesharedbuffer

as less than 100 percent of the available buffer pool, the remaining buffer space is

added to the dedicated buffer pool.

• With the egress shared buffer pool configured as 100 percent of the available buffers,

the total size of the egress shared buffer pool is 6656 KB. This is less than the ingress

shared buffer pool because the switch reserves more egress dedicated buffer space

than ingress dedicated buffer space. (More dedicated buffer spacemeans less shared

buffer space, andmore shared buffer spacemeans less dedicated buffer space.)

• The egress shared buffer pool is partitioned to allocate:

• 332.80 KB to lossless traffic

• 1331.20 KB tomulticast traffic

• 4992 KB to lossy unicast traffic

NOTE: The output values are valid for QFX3500 and QFX3600 switches.
QFX5100, EX4600, and OCX Series switches have larger buffers (12 MB
insteadof9MB), so the total buffer size and the sizesof eachbuffer partition
are larger on those switches.

Copyright © 2016, Juniper Networks, Inc.828

Traffic Management Feature Guide for the QFX Series



Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 829

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Understanding CoS Buffer Configuration on page 800

Example: Recommended Configuration of the Shared Buffer Pool for Networks with
Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled

Although theswitch reservessomebuffer space toensureaminimummemoryallocation

for ports and queues, you can configure how the systemuses the rest of the buffer space

to optimize the buffer allocation for your particular mix of network traffic.

This example shows you the recommended configuration of the global shared buffer

pool to support a network that carries mostly best-effort (lossy) traffic on links with

Ethernet PAUSE (IEEE 802.3X) enabled.

NOTE: OCXSeriesswitchessupport symmetricEthernetPAUSEflowcontrol,
but do not support asymmetric Ethernet PAUSE flow control.

The global shared buffer pool is memory space that all of the ports on the switch share

dynamically as they need buffers. You can allocate global sharedmemory space to

different types of buffers to better support different mixes of network traffic.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Use the default shared buffer settings (for a network with a balancedmix of lossless,

best effort, andmulticast traffic)oroneof the recommendedsharedbuffer configurations

for yourmixof network traffic (mostly best-effort unicast traffic,mostly best-effort traffic

on links enabled for Ethernet PAUSE, mostly multicast traffic, or mostly lossless traffic).

Either the default configuration or one of the recommended configurations provides a

buffer allocation that satisfies the needs of most networks.

After starting from the recommended configuration, you can fine-tune the shared buffer

settings, but do so with caution to prevent traffic loss due to buffer misconfiguration.

• Requirements on page 830

• Overview on page 830
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• Configuration on page 832

• Verification on page 833

Requirements

This example uses the following hardware and software components:

• One switch (this example was tested on a Juniper Networks QFX3500 Switch)

• Junos OS Release 12.3 or later for the QFX Series or Junos OS Release 14.1X53-D20 or

later for the OCX Series

Overview

Youcanconfigure thepercentageofavailable (user-configurable)buffer spaceallocated

to the global shared buffers. Any space that you do not allocate to the global shared

buffer pool is added to the dedicated buffer pool. The default configuration allocates

100 percent of the available buffer space to the global shared buffers.

You can partition the ingress and egress shared buffer pools to allocate more buffers to

the types of traffic your network predominantly carries, and fewer buffers to other traffic.

From thebuffer space allocated to the ingress sharedbuffer pool, you canallocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless ingress traffic. The

minimum value for the lossless buffers is 5 percent.

• Lossless headroom buffers—Percentage of shared buffer pool for packets received

while a pause is asserted. If Ethernet PAUSE is configured on a port or if priority-based

flow control (PFC) is configured on priorities on a port, when the port sends a pause

message to the connected peer, the port uses the headroom buffers to store the

packets that arrive between the time the port sends the pausemessage and the time

the last packet arrives after the peer pauses traffic. Theminimumvalue for the lossless

headroombuffers is 0 (zero) percent. (Lossless headroombuffers are the only buffers

that can have aminimum value of less than 5 percent.)

NOTE: OCX Series switches do not support PFC.

• Lossy buffers—Percentage of shared buffer pool for all best-effort ingress traffic

(best-effort unicast, multidestination, and strict-high priority traffic). Theminimum

value for the lossy buffers is 5 percent.

The combined percentage values of the ingress lossless, lossless headroom, and lossy

buffer partitions must total exactly 100 percent. If the buffer percentages total more

than 100 percent or less than 100 percent, the switch returns a commit error. All ingress

buffer partitions must be explicitly configured, even when the lossless headroom buffer

partition has a value of 0 (zero) percent.

From the buffer space allocated to the egress shared buffer pool, you can allocate space

to:
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• Lossless buffers—Percentage of shared buffer pool for all lossless egress queues. The

minimum value for the lossless buffers is 5 percent.

• Lossy buffers—Percentage of shared buffer pool for all best-effort egress queues

(best-effort unicast and strict-high priority queues). Theminimum value for the lossy

buffers is 5 percent.

• Multicastbuffers—Percentageof sharedbuffer pool for allmultidestination (multicast,

broadcast, and destination lookup fail) egress queues. Theminimum value for the

multicast buffers is 5 percent.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured andmust have a value of at least 5 percent.

To configure the shared buffers to support a network that carries mostly best-effort

traffic on links enabled for Ethernet PAUSE, more buffer space needs to be allocated to

ingress dedicated port buffers, and less buffer space should be allocated to ingress

shared buffers. Also, more buffer space needs to be allocated to lossless-headroom

buffers, and less space to ingress lossy buffers. This example shows youhow to configure

the global shared buffer pool allocation that we recommend to support a network that

carries mostly best-effort traffic on links enabled for Ethernet PAUSE.

Topology

Table 143 on page 831 shows the configuration components for this example.

Table143:ComponentsoftheRecommendedSharedBufferConfiguration
forBest-EffortNetworkTopologieswithLinksEnabledforEthernetPAUSE

SettingsComponent

QFX3500 switchHardware

Percentageofavailable ingressbuffer spaceallocated to the ingress shared
buffer: 70%

Percentage of ingress buffer space allocated to lossless traffic (lossless
buffer partition): 5%

Percentage of ingress buffer space allocated to lossless headroom traffic
(lossless-headroom buffer partition): 80%

Percentage of ingress buffer space allocated to best-effort traffic (lossy
buffer partition): 15%

Ingress shared
buffer
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Table143:ComponentsoftheRecommendedSharedBufferConfiguration
for Best-Effort Network Topologies with Links Enabled for Ethernet
PAUSE (continued)

SettingsComponent

Percentage of available egress buffer space allocated to the egress shared
buffer: 100%

Percentage of egress buffer space allocated to lossless queues (lossless
buffer partition): 5%

Percentage of egress buffer space allocated to best-effort queues (lossy
buffer partition): 75%

Percentage of egress buffer space allocated to multicast traffic (multicast
buffer partition): 20%

Egress shared
buffer

Configuration

CLI Quick
Configuration

To quickly configure the recommended shared buffer settings for networks that carry

mostly best-effort unicast traffic, copy the following commands, paste them in a text

file, remove linebreaks, changevariablesanddetails tomatchyour network configuration,

and then copy and paste the commands into the CLI at the [edit class-of-service

shared-buffer] hierarchy level:

[edit class-of-service shared-buffer]
set ingress percent 70
set ingress buffer-partition lossless percent 5
set ingress buffer-partition lossless-headroom percent 80
set ingress buffer-partition lossy percent 15
set egress percent 100
set egress buffer-partition lossless percent 5
set egress buffer-partition lossy percent 75
set egress buffer-partitionmulticast percent 20

Configuring the Global Shared Buffer Pool for Networks with Mostly Best-Effort
Traffic on Links Enabled for Ethernet PAUSE

Step-by-Step
Procedure

To configure the global ingress and egress shared buffer allocations and partitions:

1. Configure the percentage of available (nonreserved) buffers used for the ingress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set ingress percent 70

2. Configure the global ingress buffer partitions for lossless, lossless-headroom, and

lossy traffic:

[edit class-of-service shared-buffer]
user@switch# set ingress buffer-partition lossless percent 5
user@switch# set ingress buffer-partition lossless-headroom percent 80
user@switch# set ingress buffer-partition lossy percent 15

3. Configure the percentage of available (nonreserved) buffers used for the egress

global shared buffer pool:

[edit class-of-service shared-buffer]
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user@switch# set egress percent 100

4. Configure theglobal egressbufferpartitions for lossless, lossy, andmulticastqueues:

[edit class-of-service shared-buffer]
user@switch# set egress buffer-partition lossless percent 5
user@switch# set egress buffer-partition lossy percent 75
user@switch# set egress buffer-partitionmulticast percent 20

Results

Display the results of the configuration:

root@dcbg-tp-pa-02> show configuration class-of-service shared-buffer 
ingress {
    percent 70;
    buffer-partition lossless {
        percent 5;
    }
    buffer-partition lossy {
        percent 15;
    }
    buffer-partition lossless-headroom {
        percent 80;
    }
}
egress {
    percent 100;
    buffer-partition lossless {
        percent 5;
    }
    buffer-partition lossy {
        percent 75;
    }
    buffer-partition multicast {
        percent 20;
    }
}

Verification

Verify that you correctly configured the shared buffer.

Verifying the Shared Buffer Configuration

Purpose Verify that the ingress and egress global shared buffer pools are correctly configured and

partitioned among the shared buffer types.

Action List the global shared buffer configuration using the operational mode command show

class-of-service shared-buffer:

user@switch> show class-of-service shared-buffer
root@dcbg-tp-pa-02> show class-of-service shared-buffer 
Ingress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  4318.60 KB  
  Shared Buffer    :  5041.40 KB  
    Lossless          :  252.07 KB   
    Lossless Headroom :  4033.12 KB  
    Lossy             :  756.21 KB   
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Egress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2704.00 KB  
  Shared Buffer    :  6656.00 KB  
    Lossless          :  332.80 KB   
    Multicast         :  1331.20 KB  
    Lossy             :  4992.00 KB  

Meaning The show class-of-service shared-buffer operational command shows all of the ingress

and egress global shared buffer settings, including the buffer partitioning.

For the ingress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 4318.6 KB. This is the size of the global ingress dedicated

buffer pool when you configure the ingress shared buffer pool as 70 percent of the

available (user-configurable) buffer space.

• With the ingress shared buffer pool configured as 70 percent of the available buffers,

the total size of the ingress shared buffer pool is 5041.4 KB.

• The ingress shared buffer pool is partitioned to allocate:

• 252.07 KB to lossless traffic

• 4033.12 KB to lossless headroom traffic

• 756.21 KB to lossy unicast traffic

For the egress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2704 KB. This is the size of the global egress dedicated

buffer pool when you configure the egress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

egressdedicatedbufferpool (notuser-configurable). If youconfigure thesharedbuffer

as less than 100 percent of the available buffer pool, the remaining buffer space is

added to the dedicated buffer pool.

• With the egress shared buffer pool configured as 100 percent of the available buffers,

the total size of the egress shared buffer pool is 6656 KB. This is less than the ingress

shared buffer pool because the switch reserves more egress dedicated buffer space

than ingress dedicated buffer space. (More dedicated buffer spacemeans less shared

buffer space, andmore shared buffer spacemeans less dedicated buffer space.)

• The egress shared buffer pool is partitioned to allocate:

• 332.80 KB to lossless traffic

• 1331.20 KB tomulticast traffic

• 4992 KB to lossy unicast traffic
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NOTE: The output values are valid for QFX3500 and QFX3600 switches.
QFX5100, EX4600, and OCX Series switches have larger buffers (12 MB
insteadof9MB), so the total buffer size and the sizesof eachbuffer partition
are larger on those switches.

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Understanding CoS Buffer Configuration on page 800

Example: Recommended Configuration of the Shared Buffer Pool for Networks with
Mostly Multicast Traffic

Although theswitch reservessomebuffer space toensureaminimummemoryallocation

for ports and queues, you can configure how the systemuses the rest of the buffer space

to optimize the buffer allocation for your particular mix of network traffic.

This example shows you the recommended configuration of the global shared buffer

pool to support a network that carries mostly multicast traffic. The global shared buffer

pool is memory space that all of the ports on the switch share dynamically as they need

buffers. You can allocate global sharedmemory space to different types of buffers to

better support different mixes of network traffic.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Use the default shared buffer settings (for a network with a balancedmix of lossless,

best effort, andmulticast traffic)oroneof the recommendedsharedbuffer configurations

for yourmixof network traffic (mostly best-effort unicast traffic,mostly best-effort traffic

on links enabled for Ethernet PAUSE, mostly multicast traffic, or mostly lossless traffic).

Either the default configuration or one of the recommended configurations provides a

buffer allocation that satisfies the needs of most networks.

After starting from the recommended configuration, you can fine-tune the shared buffer

settings, but do so with caution to prevent traffic loss due to buffer misconfiguration.

• Requirements on page 836

• Overview on page 836
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• Configuration on page 838

• Verification on page 839

Requirements

This example uses the following hardware and software components:

• One switch (this example was tested on a Juniper Networks QFX3500 Switch)

• Junos OS Release 12.3 or later for the QFX Series or Junos OS Release 14.1X53-D20 or

later for the OCX Series

Overview

Youcanconfigure thepercentageofavailable (user-configurable)buffer spaceallocated

to the global shared buffers. Any space that you do not allocate to the global shared

buffer pool is added to the dedicated buffer pool. The default configuration allocates

100 percent of the available buffer space to the global shared buffers.

You can partition the ingress and egress shared buffer pools to allocate more buffers to

the types of traffic your network predominantly carries, and fewer buffers to other traffic.

From thebuffer space allocated to the ingress sharedbuffer pool, you canallocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless ingress traffic. The

minimum value for the lossless buffers is 5 percent.

• Lossless headroom buffers—Percentage of shared buffer pool for packets received

while a pause is asserted. If Ethernet PAUSE is configured on a port or if priority-based

flow control (PFC) is configured on priorities on a port, when the port sends a pause

message to the connected peer, the port uses the headroom buffers to store the

packets that arrive between the time the port sends the pausemessage and the time

the last packet arrives after the peer pauses traffic. Theminimumvalue for the lossless

headroombuffers is 0 (zero) percent. (Lossless headroombuffers are the only buffers

that can have aminimum value of less than 5 percent.)

• Lossy buffers—Percentage of shared buffer pool for all best-effort ingress traffic

(best-effort unicast, multidestination, and strict-high priority traffic). Theminimum

value for the lossy buffers is 5 percent.

The combined percentage values of the ingress lossless, lossless headroom, and lossy

buffer partitions must total exactly 100 percent. If the buffer percentages total more

than 100 percent or less than 100 percent, the switch returns a commit error. All ingress

buffer partitions must be explicitly configured, even when the lossless headroom buffer

partition has a value of 0 (zero) percent.

From the buffer space allocated to the egress shared buffer pool, you can allocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless egress queues. The

minimum value for the lossless buffers is 5 percent.
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• Lossy buffers—Percentage of shared buffer pool for all best-effort egress queues

(best-effort unicast, and strict-high priority queues). Theminimum value for the lossy

buffers is 5 percent.

• Multicastbuffers—Percentageof sharedbuffer pool for allmultidestination (multicast,

broadcast, and destination lookup fail) egress queues. Theminimum value for the

multicast buffers is 5 percent.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured andmust have a value of at least 5 percent.

To configure the sharedbuffers to support a network that carriesmostlymulticast traffic,

more buffer space needs to be allocated to lossy buffers, less buffer space should be

allocated to lossless buffers, andmore space needs to be allocated to egress multicast

buffers. This example showsyouhowtoconfigure theglobal sharedbuffer pool allocation

that we recommend to support a network that carries mostly multicast traffic.

Topology

Table 144 on page 837 shows the configuration components for this example.

Table144:ComponentsoftheRecommendedSharedBufferConfiguration
for Multicast Network Topologies

SettingsComponent

QFX3500 switchHardware

Percentageofavailable ingressbuffer spaceallocated to the ingress shared
buffer: 100%

Percentage of ingress buffer space allocated to lossless traffic (lossless
buffer partition): 5%

Percentage of ingress buffer space allocated to lossless headroom traffic
(lossless-headroom buffer partition): 0%

Percentage of ingress buffer space allocated to best-effort traffic (lossy
buffer partition): 95%

Ingress shared
buffer

Percentage of available egress buffer space allocated to the egress shared
buffer: 100%

Percentage of egress buffer space allocated to lossless queues (lossless
buffer partition): 5%

Percentage of egress buffer space allocated to best-effort queues (lossy
buffer partition): 20%

Percentage of egress buffer space allocated to multicast traffic (multicast
buffer partition): 75%

Egress shared
buffer
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Configuration

CLI Quick
Configuration

To quickly configure the recommended shared buffer settings for networks that carry

mostly multicast traffic, copy the following commands, paste them in a text file, remove

line breaks, change variables and details to match your network configuration, and then

copy and paste the commands into the CLI at the [edit class-of-service shared-buffer]

hierarchy level:

[edit class-of-service shared-buffer]
set ingress percent 100
set ingress buffer-partition lossless percent 5
set ingress buffer-partition lossless-headroom percent 0
set ingress buffer-partition lossy percent 95
set egress percent 100
set egress buffer-partition lossless percent 5
set egress buffer-partition lossy percent 20
set egress buffer-partitionmulticast percent 75

Configuring the Global Shared Buffer Pool for Networks with Mostly Multicast
Traffic

Step-by-Step
Procedure

To configure the global ingress and egress shared buffer allocations and partitions for a

network that carries mostly multicast traffic:

1. Configure the percentage of available (nonreserved) buffers used for the ingress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set ingress percent 100

2. Configure the global ingress buffer partitions for lossless, lossless-headroom, and

lossy traffic:

[edit class-of-service shared-buffer]
user@switch# set ingress buffer-partition lossless percent 5
user@switch# set ingress buffer-partition lossless-headroom percent 0
user@switch# set ingress buffer-partition lossy percent 95

3. Configure the percentage of available (nonreserved) buffers used for the egress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set egress percent 100

4. Configure theglobal egressbufferpartitions for lossless, lossy, andmulticastqueues:

[edit class-of-service shared-buffer]
user@switch# set egress buffer-partition lossless percent 5
user@switch# set egress buffer-partition lossy percent 20
user@switch# set egress buffer-partitionmulticast percent 75

Results

Display the results of the configuration:

root@dcbg-tp-pa-02> show configuration class-of-service shared-buffer 
ingress {
    percent 100;
    buffer-partition lossless {
        percent 5;
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    }
    buffer-partition lossy {
        percent 95;
    }
    buffer-partition lossless-headroom {
        percent 0;
    }
}
egress {
    percent 100;
    buffer-partition lossless {
        percent 5;
    }
    buffer-partition lossy {
        percent 20;
    }
    buffer-partition multicast {
        percent 75;
    }
}

Verification

Verify that you correctly configured the shared buffer.

Verifying the Shared Buffer Configuration

Purpose Verify that you correctly configured the ingress and egress global shared buffer pools

and that you correctly partitioned the buffer among the shared buffer types.

Action List the global shared buffer configuration using the operational mode command show

class-of-service shared-buffer:

user@switch> show class-of-service shared-buffer
root@dcbg-tp-pa-02> show class-of-service shared-buffer 
Ingress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2158.00 KB  
  Shared Buffer    :  7202.00 KB  
    Lossless          :  360.10 KB   
    Lossless Headroom :  0.00 KB     
    Lossy             :  6841.90 KB  

  Lossless Headroom Utilization:
  Node Device         Total          Used                  Free
  0                   0.00 KB        0.00 KB               0.00 KB     

Egress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2704.00 KB  
  Shared Buffer    :  6656.00 KB  
    Lossless          :  332.80 KB   
    Multicast         :  4992.00 KB  
    Lossy             :  1331.20 KB  

Meaning The show class-of-service shared-buffer operational command shows all of the ingress

and egress global shared buffer settings, including the buffer partitioning.
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For the ingress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2158 KB. This is the size of the global ingress dedicated

buffer pool when you configure the ingress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

ingress dedicated ingress buffer pool (not user-configurable). If you configure the

sharedbuffer as less than 100percentof theavailablebuffer pool, the remainingbuffer

space is added to the dedicated buffer pool.

• With the ingress shared buffer pool configured as 100 percent of the available buffers,

the total size of the ingress shared buffer pool is 7202 KB.

• The ingress shared buffer pool is partitioned to allocate:

• 360.10 KB to lossless traffic

• No space to lossless headroom traffic

• 6841.90 KB to lossy unicast traffic

• The LosslessHeadroomUtilization field shows howmuch of the buffer space reserved

for paused traffic is used. Because the lossless headroom buffer partition is set to

0 (zero)percent, the total amountof losslessheadroombuffer space is0KB; therefore

the amount of used and free lossless headroom buffer space is also 0 KB.

For the egress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2704 KB. This is the size of the global egress dedicated

buffer pool when you configure the egress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

egressdedicatedbufferpool (notuser-configurable). If youconfigure thesharedbuffer

as less than 100 percent of the available buffer pool, the remaining buffer space is

added to the dedicated buffer pool.

• With the egress shared buffer pool configured as 100 percent of the available buffers,

the total size of the egress shared buffer pool is 6656 KB. This is less than the ingress

shared buffer pool because the switch reserves more egress dedicated buffer space

than ingress dedicated buffer space. (More dedicated buffer spacemeans less shared

buffer space, andmore shared buffer spacemeans less dedicated buffer space.)

• The egress shared buffer pool is partitioned to allocate:

• 332.80 KB to lossless traffic

• 4992 KB tomulticast traffic

• 1331.20 KB to lossy unicast traffic
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NOTE: The output values are valid for QFX3500 and QFX3600 switches.
QFX5100, EX4600, and OCX Series switches have larger buffers (12 MB
insteadof9MB), so the total buffer size and the sizesof eachbuffer partition
are larger on those switches.

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 829

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Understanding CoS Buffer Configuration on page 800

Example: Recommended Configuration of the Shared Buffer Pool for Networks with
Mostly Lossless Traffic

Although theswitch reservessomebuffer space toensureaminimummemoryallocation

for ports and queues, you can configure how the systemuses the rest of the buffer space

to optimize the buffer allocation for your particular mix of network traffic.

This example shows you the recommended configuration of the global shared buffer

pool to support a network that carries mostly lossless traffic. The global shared buffer

pool is memory space that all of the ports on the switch share dynamically as they need

buffers. You can allocate global sharedmemory space to different types of buffers to

better support different mixes of network traffic.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Use the default shared buffer settings (for a network with a balancedmix of lossless,

best effort, andmulticast traffic)oroneof the recommendedsharedbuffer configurations

for yourmixof network traffic (mostly best-effort unicast traffic,mostly best-effort traffic

on links enabled for Ethernet PAUSE, mostly multicast traffic, or mostly lossless traffic).

Either the default configuration or one of the recommended configurations provides a

buffer allocation that satisfies the needs of most networks.

NOTE: Whenwediscuss losslessbuffers,wemeanbuffers thathandle traffic
on which you enable priority-based flow control (PFC) to ensure lossless
transport. The lossless buffers are not used for best-effort traffic on a link
on which you enable Ethernet PAUSE (IEEE 802.3x).
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After starting from the recommended configuration, you can fine-tune the shared buffer

settings, but do so with caution to prevent traffic loss due to buffer misconfiguration.

• Requirements on page 842

• Overview on page 842

• Configuration on page 843

• Verification on page 845

Requirements

This example uses the following hardware and software components:

• Juniper Networks QFX3500 Switch

• Junos OS Release 12.3 or later for the QFX Series

Overview

Youcanconfigure thepercentageofavailable (user-configurable)buffer spaceallocated

to the global shared buffers. Any space that you do not allocate to the global shared

buffer pool is added to the dedicated buffer pool. The default configuration allocates

100 percent of the available buffer space to the global shared buffers.

You can partition the ingress and egress shared buffer pools to allocate more buffers to

the types of traffic your network predominantly carries, and fewer buffers to other traffic.

From thebuffer space allocated to the ingress sharedbuffer pool, you canallocate space

to:

• Lossless buffers—Percentage of shared buffer pool for all lossless ingress traffic. The

minimum value for the lossless buffers is 5 percent.

• Lossless headroom buffers—Percentage of shared buffer pool for packets received

while a pause is asserted. If Ethernet PAUSE is configured on a port or if priority-based

flow control (PFC) is configured on priorities on a port, when the port sends a pause

message to the connected peer, the port uses the headroom buffers to store the

packets that arrive between the time the port sends the pausemessage and the time

the last packet arrives after the peer pauses traffic. Theminimumvalue for the lossless

headroombuffers is 0 (zero) percent. (Lossless headroombuffers are the only buffers

that can have aminimum value of less than 5 percent.)

• Lossy buffers—Percentage of shared buffer pool for all best-effort ingress traffic

(best-effort unicast, multidestination, and strict-high priority traffic). Theminimum

value for the lossy buffers is 5 percent.

The combined percentage values of the ingress lossless, lossless headroom, and lossy

buffer partitions must total exactly 100 percent. If the buffer percentages total more

than 100 percent or less than 100 percent, the switch returns a commit error. All ingress

buffer partitions must be explicitly configured, even when the lossless headroom buffer

partition has a value of 0 (zero) percent.

From the buffer space allocated to the egress shared buffer pool, you can allocate space

to:
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• Lossless buffers—Percentage of shared buffer pool for all lossless egress queues. The

minimum value for the lossless buffers is 5 percent.

• Lossy buffers—Percentage of shared buffer pool for all best-effort egress queues

(best-effort unicast, and strict-high priority queues). Theminimum value for the lossy

buffers is 5 percent.

• Multicastbuffers—Percentageof sharedbuffer pool for allmultidestination (multicast,

broadcast, and destination lookup fail) egress queues. Theminimum value for the

multicast buffers is 5 percent.

The combined percentage values of the egress lossless, lossy, andmulticast buffer

partitions must total exactly 100 percent. If the buffer percentages total more than

100 percent or less than 100 percent, the switch returns a commit error. All egress buffer

partitions must be explicitly configured andmust have a value of at least 5 percent.

To configure the shared buffers to support a network that carries mostly lossless traffic,

more buffer space needs to be allocated to lossless buffers, and less buffer space should

beallocated to lossy buffers. This example shows youhow to configure the global shared

buffer pool allocation that we recommend to support a network that carries mostly

lossless traffic.

Topology

Table 145 on page 843 shows the configuration components for this example.

Table 145:Componentsof theRecommendedSharedBufferConfigurationforLosslessNetwork
Topologies

SettingsComponent

QFX3500 switchHardware

Percentage of available ingress buffer space allocated to the ingress shared buffer: 100%

Percentage of ingress buffer space allocated to lossless traffic (lossless buffer partition): 15%

Percentage of ingress buffer space allocated to lossless headroom traffic (lossless headroom
buffer partition): 80%

Percentage of ingress buffer space allocated to best-effort traffic (lossy buffer partition): 5%

Ingress shared buffer

Percentage of available egress buffer space allocated to the egress shared buffer: 100%

Percentage of egress buffer space allocated to lossless queues (lossless buffer partition): 90%

Percentage of egress buffer space allocated to best-effort queues (lossy buffer partition): 5%

Percentage of egress buffer space allocated to multicast traffic (multicast buffer partition): 5%

Egress shared buffer

Configuration

CLI Quick
Configuration

To quickly configure the recommended shared buffer settings for networks that carry

mostly lossless traffic, copy the following commands, paste them in a text file, remove
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line breaks, change variables and details to match your network configuration, and then

copy and paste the commands into the CLI at the [edit] hierarchy level:

[edit class-of-service shared-buffer]
set ingress percent 100
set ingress buffer-partition lossless percent 15
set ingress buffer-partition lossless-headroom percent 80
set ingress buffer-partition lossy percent 5
set egress percent 100
set egress buffer-partition lossless percent 90
set egress buffer-partition lossy percent 5
set egress buffer-partitionmulticast percent 5

Configuring the Global Shared Buffer Pool for Networks with Mostly Lossless
Traffic

Step-by-Step
Procedure

To configure the global ingress and egress shared buffer allocations and partitions for a

network that carries mostly lossless traffic:

1. Configure the percentage of available (nonreserved) buffers used for the ingress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set ingress percent 100

2. Configure the global ingress buffer partitions for lossless, lossless-headroom, and

lossy traffic:

[edit class-of-service shared-buffer]
user@switch# set ingress buffer-partition lossless percent 15
user@switch# set ingress buffer-partition lossless-headroom percent 80
user@switch# set ingress buffer-partition lossy percent 5

3. Configure the percentage of available (nonreserved) buffers used for the egress

global shared buffer pool:

[edit class-of-service shared-buffer]
user@switch# set egress percent 100

4. Configure theglobal egressbufferpartitions for lossless, lossy, andmulticastqueues:

[edit class-of-service shared-buffer]
user@switch# set egress buffer-partition lossless percent 90
user@switch# set egress buffer-partition lossy percent 5
user@switch# set egress buffer-partitionmulticast percent 5

Results

Display the results of the configuration:

rroot@dcbg-tp-pa-02> show configuration class-of-service shared-buffer 
ingress {
    percent 100;
    buffer-partition lossless {
        percent 15;
    }
    buffer-partition lossy {
        percent 5;
    }
    buffer-partition lossless-headroom {
        percent 80;
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    }
}
egress {
    percent 100;
    buffer-partition lossless {
        percent 90;
    }
    buffer-partition lossy {
        percent 5;
    }
    buffer-partition multicast {
        percent 5;
    }
}

Verification

Verify that the shared buffer configuration has been created properly.

Verifying the Shared Buffer Configuration

Purpose Verify that the ingress and egress global shared buffer pools are correctly configured and

partitioned among the shared buffer types.

Action List the global shared buffer configuration using the operational mode command show

class-of-service shared-buffer:

user@switch> show class-of-service shared-buffer
root@dcbg-tp-pa-02> show class-of-service shared-buffer 
Ingress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2158.00 KB  
  Shared Buffer    :  7202.00 KB  
    Lossless          :  1080.30 KB  
    Lossless Headroom :  5761.60 KB  
    Lossy             :  360.10 KB   

  Lossless Headroom Utilization:
  Node Device         Total          Used                  Free
  0                   5761.60 KB     0.00 KB               5761.60 KB  

Egress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2704.00 KB  
  Shared Buffer    :  6656.00 KB  
    Lossless          :  5990.40 KB  
    Multicast         :  332.80 KB   
    Lossy             :  332.80 KB   

Meaning The show class-of-service shared-buffer operational command shows all of the ingress

and egress global shared buffer settings, including the buffer partitioning.

For the ingress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2158 KB. This is the size of the global ingress dedicated

buffer pool when you configure the ingress shared buffer pool as 100 percent of the
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available (user-configurable) buffer space. This is the minimum size of the reserved,

ingress dedicated ingress buffer pool (not user-configurable). If you configure the

sharedbuffer as less than 100percentof theavailablebuffer pool, the remainingbuffer

space is added to the dedicated buffer pool.

• With the ingress shared buffer pool configured as 100 percent of the available buffers,

the total size of the ingress shared buffer pool is 7202 KB.

• The ingress shared buffer pool is partitioned to allocate:

• 1080 KB to lossless traffic

• 5761.60 KB to lossless headroom traffic

• 360.10 KB to lossy unicast traffic

• The LosslessHeadroomUtilization field shows howmuch of the buffer space reserved

for paused traffic is used. Of the total available lossless headroom buffer space of

5761.60 KB, currently no buffer space is being used, so all 5761.60 KB of buffer space

is free.

For the egress shared buffers, the command output shows:

• The total switch buffer pool is 9360 KB (9 MB).

• The dedicated buffer pool is 2704 KB. This is the size of the global egress dedicated

buffer pool when you configure the egress shared buffer pool as 100 percent of the

available (user-configurable) buffer space. This is the minimum size of the reserved,

egressdedicatedbufferpool (notuser-configurable). If youconfigure thesharedbuffer

as less than 100 percent of the available buffer pool, the remaining buffer space is

added to the dedicated buffer pool.

• With the egress shared buffer pool configured as 100 percent of the available buffers,

the total size of the egress shared buffer pool is 6656 KB. This is less than the ingress

shared buffer pool because the switch reserves more egress dedicated buffer space

than ingress dedicated buffer space. (More dedicated buffer spacemeans less shared

buffer space, andmore shared buffer spacemeans less dedicated buffer space.)

• The egress shared buffer pool is partitioned to allocate:

• 5990.40 KB to lossless traffic

• 332.80 KB tomulticast traffic

• 332.80 KB to lossy unicast traffic

NOTE: The output values are valid for QFX3500 and QFX3600 switches.
QFX5100 and EX4600 switches have larger buffers (12MB instead of 9MB),
so the total buffer size and the sizes of each buffer partition are larger on
QFX5100 and EX4600 switches.
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Related
Documentation

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Traffic on Links with Ethernet PAUSE Enabled on page 829

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Understanding CoS Buffer Configuration on page 800
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CHAPTER 14

Configuration Statements for Buffers

• buffer-partition (Egress) on page 850

• buffer-partition (Ingress) on page 852

• buffer-size on page 854

• egress (Buffer Configuration) on page 859

• ingress (Buffer Configuration) on page 861

• shared-buffer on page 863
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buffer-partition (Egress)

Syntax buffer-partition (lossless | lossy | multicast) {
percent percent;

}

Hierarchy Level [edit class-of-service shared-buffer egress]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description The egress shared buffer pool is divided into three partitions. Each partition reserves a

percentage of the available shared buffer pool for a type of traffic, so that the switch

provides enough resources to support amix of best-effort, lossless, andmulticast traffic

(multicast also includes broadcast and destination lookup fail traffic). To better support

themixof traffic on your network, youcanoptimize theallocationof egress sharedbuffers

to different types of traffic by fine-tuning the shared buffer partitions.

NOTE: OCX Series switches do not support lossless transport.

The percentages you configure for the three egress shared buffer partitions must total

exactly 100percent. If the total of the three sharedbuffer percentages is not 100percent,

the system returns a commit error and does not commit the configuration. You can

configure any partition to 0 (zero) percent as long as the allocation to other partitions

totals 100 percent.

This is a global allocation that applies to all ports. All ports on the switch receive the

same allocation of egress shared buffers.

If you do not configure buffer partitions, the switch uses the default partitioning.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Default The default egress buffer partition shown in Table 146 on page 850 supports networks

with a balancedmix of best-effort, multicast, and lossless traffic. It is the recommended

configuration if you are using the default configuration with two lossless forwarding

classes.

Table 146: Default Egress Shared Buffer Partitioning

Multicast PartitionLossy PartitionLossless Partition

19%31%50%
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The sum of the default percentages configured for each partition is 100 percent. The

sum of the partition percentages must always total 100 percent.

Options lossless—Shared buffer space reserved for all lossless egress traffic.

lossy—Shared buffer space for best-effort unicast egress traffic.

multicast—Shared buffer space reserved for all multicast (including broadcast and

destination lookup fail) egress traffic.

percent percent—The percentage of buffer space to allocate to the specified buffer

partition (lossless, lossy, or multicast buffers). The sum of the percentages for the

three buffer partitions must total 100 percent.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Understanding CoS Buffer Configuration on page 800
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buffer-partition (Ingress)

Syntax buffer-partition (lossless | lossless-headroom | lossy) {
percent percentage;

}

Hierarchy Level [edit class-of-service shared-buffer ingress]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description The ingress shared buffer pool is divided into three partitions. Each partition reserves a

percentage of the available shared buffer pool for a type of traffic, so that the switch

provides enough resources to support a mix of best effort (best-effort unicast and

multicast) and lossless traffic. To better support the mix of traffic on your network, you

can optimize the allocation of ingress shared buffers to different types of traffic by

fine-tuning the shared buffer partitions.

NOTE: OCX Series switches do not support lossless transport.

The percentages you configure for the three ingress shared buffer partitions must total

exactly 100percent. If the total of the three sharedbuffer percentages is not 100percent,

the system returns a commit error and does not commit the configuration. You can

configure any partition to 0 (zero) percent as long as the allocation to other partitions

totals 100 percent.

This is a global allocation that applies to all ingress traffic. All ports on the switch receive

the same allocation of ingress shared buffers.

If you do not configure buffer partitions, the switch uses the default partitioning.

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

Default The default ingress buffer partition shown in Table 147 on page 852 supports networks

with a balancedmix of best-effort, multicast, and lossless traffic. It is the recommended

configuration if you are using the default configuration with two lossless forwarding

classes.

Table 147: Default Ingress Shared Buffer Partitioning

Lossy PartitionLossless-Headroom PartitionLossless Partition

46%45%9%
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The sum of the default percentages configured for each partition is 100 percent. The

sum of the partition percentages always must total 100 percent.

Options lossless—Shared buffer space reserved for all lossless ingress traffic.

lossless-headroom—Shared buffer space reserved to store packets received while either

an 802.3x Ethernet PAUSE or a priority-based flow control (PFC) pause is asserted.

(When an ingress interface pauses traffic, it must have the buffer space to store all

of the packets currently in the buffer, and also all of the packets received before the

connected peer stops sending traffic and the wire is cleared of packets.)

lossy—Shared buffer space for best-effort ingress traffic.

percent percent—The percentage of buffer space to allocate to the specified buffer

partition (lossless, lossless-headroom,or lossybuffers). The sumof thepercentages

for the three buffer partitions must total 100 percent.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Understanding CoS Buffer Configuration on page 800
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buffer-size

Syntax buffer-size (percent percent | remainder);

Hierarchy Level [edit class-of-service schedulers scheduler-name]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description On all switches, you configure the proportion of port buffers allocated to a particular

output queue using the following process:

1. Configure a scheduler and set the buffer-size option.

2. Use a scheduler map tomap the scheduler to the forwarding class that is mapped to

the queue to which you want to apply the buffer size.

For example, suppose that you want to change the dedicated buffer allocation for

FCoE traffic. FCoE traffic is mapped to the fcoe forwarding class, and the fcoe

forwarding class is mapped to queue 3 (this is the default configuration). To use

default FCoE traffic mapping, in the scheduler map configuration, map the scheduler

to the fcoe forwarding class.

3. If you are using enhanced transmission selection (ETS) hierarchical scheduling,

associate the scheduler map with the traffic control profile you want to use on the

egress ports that carry FCoE traffic. If you are using direct port scheduling, skip this

step.

4. If you are using ETS, associate the traffic control profile that includes the scheduler

map with the desired egress ports. For this example, you associate the traffic control

profilewith theports that carry FCoE traffic. If you are using port scheduling, associate

the scheduler map with the desired egress ports.

Queue 3, which is mapped to the fcoe forwarding class and therefore to the FCoE

traffic, receives the dedicated buffer allocation specified in the buffer-size statement.

NOTE: The total of all of the explicitly configured buffer size percentages for
all of the queues on a port cannot exceed 100 percent.

QFX10000 Switches

On QFX10000 switches, the buffer size is the amount of time in milliseconds of port

bandwidth that a queue can use to continue to transmit packets during periods of

congestion, before the buffer runs out and packets begin to drop.

The switch can use up to 100ms total (combined) buffer space for all queues on a port.

A buffer-size configured as one percent is equal to 1 ms of buffer usage. A buffer-size of

15 percent (the default value for the best effort and network control queues) is equal to

15 ms of buffer usage.
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The total buffer size of the switch is 4 GB. A 40-Gigabit port can use up to 500MB of

buffer space, which is equivalent to 100ms of port bandwidth on a 40-Gigabit port. A

10-Gigabit port can use up to 125 MB of buffer space, which is equivalent to 100ms of

port bandwidth on a 10-Gigabit port. The total buffer sizes of the eight output queues on

a port cannot exceed 100 percent, which is equal to the full 100ms total buffer available

toaport. Themaximumamountof buffer spaceanyqueuecanuse is also 100ms(which

equates toa 100percentbuffer-sizeconfiguration), but if onequeueusesall of thebuffer,

then no other queue receives buffer space.

There is nominimum buffer allocation, so you can set the buffer-size to zero (0) for a

queue. However, we recommend that on queues on which you enable PFC to support

lossless transport, youallocateaminimumof5ms (aminimumbuffer-size of 5percent).

The two default lossless queues, fcoe and no-loss, have buffer-size default values of 35

ms (35 percent).

Queue buffer allocation is dynamic, shared among ports as needed. However, a queue

cannot use more than its configured amount of buffer space. For example, if you are

using the default CoS configuration, the best-effort queue receives amaximum of 15ms

of buffer space because the default transmit rate for the best-effort queue is 15 percent.

If a switch experiences congestion, queues continue to receives their full buffer allocation

until 90 percent of the 4 GB buffer space is consumed. When 90 percent of the buffer

space is in use, the amount of buffer space per port, per queue, is reduced in proportion

to theconfiguredbuffer size for eachqueue.As thepercentageof consumedbuffer space

rises above 90 percent, the amount of buffer space per port, per queue, continues to be

reduced.

On 40-Gigabit ports, because the total buffer is 4 GB and themaximum buffer a port

canuse is 500MB, up to seven40-Gigabit ports can consume their full 100msallocation

of buffer space. However, if an eighth 40-Gigabit port requires the full 500MB of buffer

space, then the buffer allocations are proportionally reduced because the buffer

consumption is above 90 percent.

On 10-Gigabit ports, because the total buffer is 4 GB and themaximumbuffer a port can

use is 125MB, up to 28 10-Gigabit ports can consume their full 100msallocationof buffer

space. However, if a 29th 10-Gigabit port requires the full 125 MB of buffer space, then

the buffer allocations are proportionally reduced because the buffer consumption is

above 90 percent.

QFX5100, EX4600,
QFX3500, and

QFX3600 Switches,
and QFabric Systems

Set the dedicated buffer size of the egress queue that you bind the scheduler to in the

scheduler map configuration. The switch allocates space from the global dedicated

buffer pool to ports and queues in a hierarchical manner. The switch allocates an equal

number of dedicated buffers to each egress port, so each egress port receives the same

amount of dedicated buffer space. The amount of dedicated buffer space per port is not

configurable.
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However, the buffer-size statement allows you to control the way each port allocates

its share of dedicated buffers to its queues. For example, if a port only uses two queues

to forward traffic, you can configure the port to allocate all of its dedicated buffer space

to those two ports and avoid wasting buffer space on queues that are not in use. We

recommend that the buffer size should be the same size as the minimum guaranteed

transmission rate (the transmit-rate).
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Default The default behavior of the differs on different switches.

QFX10000 Switches

If you do not configure buffer-size and you do not explicitly configure a queue scheduler,

the default buffer-size is the default transmit rate of the queue. If you explicitly configure

a queue scheduler, the default buffer allocations are not used. If you explicitly configure

a queue scheduler, configure the buffer-size for each queue in the scheduler, keeping in

mind that the total buffer-size of the queues cannot exceed 100 percent (100ms).

Table 81 on page 411 shows the default queue buffer sizes on QFX10000 switches. The

default buffer size is the same as the default transmit rate for each default queue:

Table 148: Default Output Queue Buffer Sizes (QFX10000 Switches)

Buffer SizeTransmit RateForwarding ClassQueue Number

15%15%best-effort0

35%35%fcoe3

35%35%no-loss4

15%15%network-control7

By default, only the queues mapped to the default forwarding classes receive buffer

space from the port buffer pool. (Buffers are not wasted on queues that do not carry

traffic.)

QFX5100, EX4600,
QFX3500, and

QFX3600 Switches,
and QFabric Systems

Theportallocatesdedicatedbuffers toqueues thathaveanexplicitly configuredscheduler

buffer size. If you do not explicitly configure a scheduler buffer size for a queue, the port

serves theexplicitly configuredqueues first. Then theportdivides the remainingdedicated

buffers equally among the queues that have an explicitly attached schedulerwithout an

explicitly configured buffer size configuration. (If you configure a scheduler, but you do

not configure the buffer size parameter, the default is equivalent to configuring the buffer

size with the remainder option.)

If you use the default scheduler and scheduler map on a port (no explicit scheduler

configuration), then the port allocates its dedicated buffer pool to queues based on the

default scheduling. Table82onpage412 shows thedefault queuebuffer sizes. Thedefault

buffer size is the same as the default transmit rate for each default queue:

857Copyright © 2016, Juniper Networks, Inc.

Chapter 14: Configuration Statements for Buffers



Table 149: Default Output Queue Buffer Sizes (QFX5100, EX4600,
QFX3500, and QFX3600 Switches, and QFabric Systems)

Buffer SizeTransmit RateForwarding ClassQueueNumber

5%5%best-effort0

35%35%fcoe3

35%35%no-loss4

5%5%network-control7

20%20%mcast8

By default, only the queues mapped to the default forwarding classes receive buffer

space from the port buffer pool. (Buffers are not wasted on queues that do not carry

traffic.)

NOTE: OCXSeries switchesdonotsupport lossless transport.OnOCXSeries
switches, do not map traffic to the lossless default fcoe and no-loss
forwarding classes. OCX Series default DSCP classification does not map
traffic to the fcoe and no-loss forwarding classes, so by default, the OCX
system does not classify traffic into those forwarding classes. (On other
switches, the fcoe and no-loss forwarding classes provide lossless transport
for Layer 2 traffic. OCX Series switches do not support lossless Layer 2
transport.) The active forwarding classes (best-effort, network-control, and

mcast) share the unused bandwidth assigned to the fcoe and no-loss

forwarding classes.

Options percent percent—Percentage of the port dedicated buffer pool allocated to the queue

(or queues) mapped to the scheduler.

remainder—Remaining dedicated buffer pool after the port satisfies the needs of the

explicitly configured buffers. The port divides the remaining buffers equally among

thequeues that are explicitly attached toa scheduler but that donot haveanexplicit

buffer size configuration (or are configured with remainder as the buffer size).

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.
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egress (Buffer Configuration)

Syntax egress {
percent percent;
buffer-partition (lossless | lossy | multicast) {
percent percent;

}
}

Hierarchy Level [edit class-of-service shared-buffer]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure the global sharedbuffer pool allocation for egress traffic. The systemallocates

the shared buffer pool dynamically across its ports as the ports require memory space.

Some buffer space is reserved for other buffers such as dedicated buffers (buffers

allocated permanently to ports).

The percentage you specify is the percentage of available (user-configurable) buffer

space allocated to the global shared egress buffer pool. If you allocate less than

100 percent of the available buffer space to the shared buffer pool, the remaining buffer

space is added to thededicatedbuffer pool. (Youcannotdirectly configure thededicated

buffer pool for each port; dedicated buffers are allocated evenly across all the ports.

However, onaport, youcanconfigure theportionofdedicatedport buffer spaceallocated

to each queue in the scheduler configuration using the buffer-size option.)

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

You can also partition the shared buffer pool to adjust the egress buffer allocations for

different mixes of network traffic using the buffer-partition statement.

Default The default shared buffer percentage is 100 percent. (All available buffer space is

allocated to the shared buffer pool.)

Options percent percent—Percentage of available egress buffer space allocated to the shared

buffer pool. If the percentage is less than 100 percent, the remaining buffer space is

allocated to the dedicated buffer pool.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

•
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• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Understanding CoS Buffer Configuration on page 800
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ingress (Buffer Configuration)

Syntax ingress {
buffer-partition (lossless | lossless-headroom | lossy) {
percent percent;

}
percent percent;

}

Hierarchy Level [edit class-of-service shared-buffer]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure theglobal sharedbuffer pool allocation for ingress traffic. The systemallocates

the shared buffer pool dynamically across its ports as the ports require memory space.

Some buffer space is reserved for buffers such as dedicated buffers (buffers allocated

permanently to ports) and headroom buffers (buffers that help prevent packet loss on

lossless flows).

The percentage you specify is the percentage of available (user-configurable) buffer

space allocated to the global shared ingress buffer pool. If you allocate less than

100 percent of the available buffer space to the shared buffer pool, the remaining buffer

space is added to thededicatedbuffer pool. (Youcannotdirectly configure thededicated

buffer pool for each port; dedicated buffers are allocated evenly across all the ports.)

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until buffer reprogramming is complete.

You can also partition the shared buffer pool to adjust the ingress buffer allocations for

different mixes of network traffic using the buffer-partition statement.

Default The default shared buffer percentage is 100 percent. (All available buffer space is

allocated to the shared buffer pool.)

Options percent percent—Percentage of available ingress buffer space allocated to the shared

buffer pool. If the percentage is less than 100 percent, the remaining buffer space is

allocated to the dedicated buffer pool.

The remaining statement is explained separately.

Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

•

861Copyright © 2016, Juniper Networks, Inc.

Chapter 14: Configuration Statements for Buffers



• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Understanding CoS Buffer Configuration on page 800
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shared-buffer

Syntax shared-buffer {
egress {
buffer-partition (lossless | lossy | multicast) {
percent percent

}
percent percent;

}
ingress {
percent percent;
buffer-partition (lossless | lossless-headroom | lossy) {
percent percent

}
}

}

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in Junos OS Release 12.3 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure the global shared buffer pool allocation to ports. Shared buffers are a pool of

buffer space that the system can allocate dynamically across all of its ports as memory

space is needed. Some buffer space is reserved for dedicated buffers (buffers allocated

permanently to ports), headroom buffers (buffers that help prevent packet loss on

lossless flows), and other buffers.

Configure the way the system uses the available (user-configurable) buffer space by

setting the shared-buffer percentage for the ingress buffer pool and for the egress buffer

pool.

The percentage you specify is the percentage of available buffer space allocated to the

global shared ingressbuffer pool or to theglobal sharedegressbuffer pool. If youallocate

less than 100percentof theavailablebuffer space to thesharedbufferpool, the remaining

buffer space is added to the dedicated buffer pool. (You cannot directly configure the

dedicated buffer pool for each port; dedicated buffers are allocated evenly across all

the ports.)

CAUTION: Changing the buffer configuration is a disruptive event. Traffic
stops on all ports until the buffer reprogramming is complete.

You can also partition the ingress shared buffer pool and the egress shared buffer pool

toadjust thebuffer allocations fordifferentmixesofnetwork traffic (best-effort, lossless,

multicast) using the buffer-partition statement.

Options The statements are explained separately.
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Required Privilege
Level

interfaces—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Understanding CoS Buffer Configuration on page 800
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CHAPTER 15

Monitoring Commands for Buffers

• show class-of-service shared-buffer
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show class-of-service shared-buffer

Syntax show class-of-service shared-buffer
<egress | ingress>

Release Information Command introduced in Junos OS Release 12.3 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the shared buffer allocation and partitioning configuration.

NOTE: Due to QFX5200 cross-point architecture, all buffer usage counters
aremaintained separately. When usage counters are displayed with the
command show class-of-service shared-buffer on QFX5200, various pipe
counters are displayed separately.

Options none—Display ingress and egress shared buffer settings.

egress—(Optional) Display the egress shared buffer settings.

ingress—(Optional) Display the ingress shared buffer settings.

Required Privilege
Level

view

Related
Documentation

Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Best-Effort Unicast Traffic on page 823

•

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Multicast Traffic on page 835

• Example: Recommended Configuration of the Shared Buffer Pool for Networks with

Mostly Lossless Traffic on page 841

• Configuring Global Ingress and Egress Shared Buffers on page 821

• Understanding CoS Buffer Configuration on page 800

List of Sample Output show class-of-service shared-buffer on page 867

Output Fields Table61onpage271describes theoutput fields for the showclass-of-serviceshared-buffer

command. Output fields are listed in the approximate order in which they appear.

Table 150: show class-of-service shared-buffer Output Fields

Field DescriptionField Name

Ingress shared buffer configuration.Ingress

Total buffer space available to the ports in KB. This is the combined
dedicated buffer pool and shared buffer pool.

Total Buffer
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Table 150: showclass-of-serviceshared-bufferOutputFields (continued)

Field DescriptionField Name

Buffer space allocated to the dedicated buffer pool in KB.Dedicated Buffer

Buffer space allocated to the shared buffer pool in KB.Shared Buffer

Buffer space allocated to the lossless traffic buffer pool in KB.Lossless

Buffer space allocated to the lossless headroom traffic buffer pool to
support priority-based flow control (PFC) and Ethernet PAUSE in KB.
(Ingress ports only.)

NOTE: OCX Series switches do not support PFC.

Lossless Headroom

Buffer space allocated to the lossy (best-effort) traffic buffer pool in
KB.

Lossy

Utilization of the ingress lossless headroom buffer pool. (These fields
can help you to determine howmuch headroombuffer space you need
to reserve to support PFC and Ethernet PAUSE for lossless flows.)

NOTE: OCX Series switches do not support PFC.

Lossless Headroom
Utilization

Indexnumber that identifies the switch.OnaQFX3500switch, this field
always has a value of zero (0).

Node Device

Size of the lossless headroom ingress buffer pool in KB.Total

Amount in KB of lossless headroom ingress buffer used.Used

Amount in KB of lossless headroom ingress buffer free (unused).Free

Egress shared buffer configuration.Egress

Buffer space allocated to themulticast traffic buffer pool in KB. (Egress
ports only.)

Multicast

Sample Output

show class-of-service shared-buffer

user@switch> show class-of-service shared-buffer
Ingress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2158.00 KB  
  Shared Buffer    :  7202.00 KB  
    Lossless          :  648.18 KB   
    Lossless Headroom :  3240.90 KB  
    Lossy             :  3312.92 KB  

  Lossless Headroom Utilization:
  Node Device         Total          Used                  Free
  0                   3240.90 KB     0.00 KB               3240.90 KB  
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Egress:
  Total Buffer     :  9360.00 KB   
  Dedicated Buffer :  2704.00 KB  
  Shared Buffer    :  6656.00 KB  
    Lossless          :  3328.00 KB  
    Multicast         :  1264.64 KB  
    Lossy             :  2063.36 KB  
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CHAPTER 16

QFX5100 Switches Only

• Understanding PFC Functionality Across Layer 3 Interfaces on page 869

• Example: Configuring PFC Across Layer 3 Interfaces on page 872

Understanding PFC Functionality Across Layer 3 Interfaces

Priority-based flowcontrol (PFC)allowsyou to select traffic flowswithina linkandpause

them, so that the output queues associated with the flows do not overflow and drop

packets. (PFC ismoregranular thanEthernetPAUSE,whichpausesall traffic onaphysical

link.) PFC helps you configure lossless transport for traffic flows across a data center

bridging network.

However, youmight want to create a traffic flow that losslessly traverses the Layer 2

datacenterbridgingnetworkandalso losslessly traversesaLayer 3network that connects

Ethernet hosts in different Layer 2 networks. On a QFX5200, QFX5100, EX4600, or

QFX10000 switch running the Enhanced Layer 2 Software (ELS) CLI, in addition to

configuring PFC on Layer 2 (bridging) interfaces, you can configure PFC on traffic that

traverses Layer 3 interfaces. This enables you to preserve the lossless characteristics

thatPFCprovides on traffic, evenwhen the traffic crosses Layer 3 interfaces that connect

two Layer 2 networks.

Video: Preserving Lossless Behavior on an SDN or Overlay Network

PFC works the same way across Layer 3 interfaces as it works across Layer 2 interfaces.

When an output queue buffer reaches a certain fill level threshold, the switch sends a

PFC pausemessage to the connected peer to pause transmission of the traffic onwhich

PFC is enabled. Pausing the incoming traffic prevents the queue buffer from overflowing

and dropping packets, just as on Layer 2 interfaces. When the queue buffer fill level

decreases below a certain threshold, the interface sends amessage to the connected

peer to restart traffic transmission.

Although PFC is a data center bridging technology, PFC also works on Layer 3 interfaces

because PFC operates at the queue level. When you use an IEEE 802.1p classifier to

classify incoming traffic (map incoming traffic to a forwarding class and a loss priority

based on the IEEE 802.1p code point in the Ethernet frame header) and you enable PFC

on the appropriate priority (IEEE 802.1p code point), PFC works on Layer 2 and Layer 3

interfaces.
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NOTE: Lossless trafficonLayer3 interfacesmustusean IEEE802.1pclassifier
to classify incoming traffic, because PFC does not use DSCP or DSCP IPv6
codepoints to identify traffic for flowcontrol. PFC cannot pause traffic flows
unless the incoming traffic is classified by an IEEE 802.1p classifier. Do not
apply aDSCP (or aDSCP IPv6) classifier to Layer 3 traffic onwhich youwant
to enable PFC.

Because PFC functionality relies on themapping (classifying) of incoming traffic to IEEE

802.1p code points and on enabling PFC on the correct code point(s) at each interface,

youmustensure that incoming traffichas thecorrect3-bit IEEE802.1pcodepoint (priority)

in the priority code point (PCP) field of the Ethernet frame header (sometimes known

as the CoS bits).

NOTE: Layer 3 interfaces do not support FCoE traffic. FCoE traffic must use
Layer 2 interfaces and cannot use Layer 3 interfaces. Therefore, you cannot
enable PFC on FCoE traffic across Layer 3 interfaces.

Figure 28 on page 870 shows a topology inwhich two Ethernet hosts in Layer 2 networks

communicate across a Layer 3 network, with PFC enabled on all of the Layer 2 and Layer

3 switch interfaces.

Figure 28: Enabling PFC Across Layer 3 Interface Hops

The Ethernet host-facing interfaces (xe-0/0/20 and xe-0/0/21 on both switches) and

the Layer 3 network-facing interfaces (interfaces xe-0/0/40 and xe-0/0/41 on both

switches) requiredifferent interfaceconfigurations toenablePFCon theLayer3 interfaces.

In addition, the class of service (CoS) for each interface must be configured correctly,

including enabling PFC on the traffic that you want to treat as lossless traffic:

Ethernet-host facing interfaces (xe-0/0/20 and xe-0/0/21) require the following

configuration:

• Set interfaces as family ethernet-switching

• Set the interface mode as trunk mode

• Create VLANs to carry the traffic
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• Create IRB interfaces toplace the Layer 2VLAN traffic on Layer 3 for transport between

IP networks

• Create an IEEE 802.1p classifier to classify incoming traffic into the correct forwarding

class, based on the IEEE 802.1p code point

• Create a congestion notification profile (CNP) to configure PFC on the IEEE 802.1p

code point of the traffic that you want treat as lossless traffic

• Apply the classifier and the CNP to the Layer 2 interfaces

• Configure CoS: lossless forwarding classes, hierarchical port scheduling (also known

as enhanced transmission selection), or direct port scheduling, depending on your

switch, and apply it to the Layer 2 interfaces

Layer 3 IP network-facing interfaces (xe-0/0/40 and xe-0/0/41) require the following

configuration:

• Set interfaces as family inet

• Set VLAN tagging on the interfaces

• Create VLANs to carry the traffic

• Create an IEEE 802.1p classifier to classify incoming traffic into the correct forwarding

class, basedon the IEEE802.1p codepoint (do not use aDSCPorDSCP IPv6 classifier)

• Create a congestion notification profile (CNP) to configure PFC on the IEEE 802.1p

code point of the traffic that youwant treat as lossless traffic on the Layer 3 interfaces

• Apply the IEEE 802.1p classifier and the CNP to the Layer 3 interfaces

• Configure CoS: lossless forwarding classes, hierarchical port scheduling (enhanced

transmission selection), or direct port scheduling, depending on your switch, andapply

it to the Layer 3 interfaces

NOTE: Configuring or changing PFC on an interface blocks the entire port
until thePFCchange is completed. After aPFCchange is completed, theport
is unblocked and traffic resumes. Blocking the port stops ingress and egress
traffic, and causes packet loss on all queues on the port until the port is
unblocked.

When you configure the Layer 2 and Layer 3 interfaces correctly, the switch enables PFC

on the traffic betweenEthernetHost 1 andEthernetHost 2across theentirepathbetween

the two hosts. If any output queue in the path on which PFC is enabled experiences

congestion, PFC pauses the traffic and prevents packet loss for the flow.

Related
Documentation

Example: Configuring PFC Across Layer 3 Interfaces on page 872•

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding Integrated Routing and Bridging (Topic also applies to IRB interfaces.)
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Example: Configuring PFC Across Layer 3 Interfaces

Priority-based flow control (PFC) helps ensure lossless transport across data center

bridging interfaces by pausing incoming trafficwhen output queue buffers fill to a certain

threshold.OnaQFX5200,QFX5100,EX4600,orQFX10000switch running theEnhanced

Layer 2Software (ELS)CLI, in addition to configuringPFConLayer 2 (bridging) interfaces,

you can configure PFC on traffic that traverses Layer 3 interfaces. This enables you to

preserve the lossless characteristics that PFC provides on traffic, even when the traffic

crosses Layer 3 interfaces that connect two Layer 2 networks.

• Requirements on page 872

• Overview on page 872

• Configuration on page 876

• Verification on page 885

Requirements

This example uses the following hardware and software components:

• Two switches

• Junos OS Release 13.2 or later for the QFX Series

• Two Ethernet hosts

Overview

On a network that uses two QFX5200, QFX5100, EX4600, or QFX10000 switches to

connect hosts on two different Ethernet networks across a Layer 3 network, to configure

PFC across the Layer 2 and Layer 3 interfaces, youmust:

• Configure the Layer 2 and Layer 3 interfaces on the switches

• Configure VLANs to carry the traffic across the Layer 2 and Layer 3 networks

• Configure integrated routing and bridging (IRB) interfaces on the Layer 2 interfaces to

move the Layer 2 VLAN traffic to Layer 3

• Configure and apply the appropriate classifiers to the interfaces

• Configureandapply congestionnotificationprofiles (CNPs)on the interfaces toenable

PFC on the traffic that you want to be lossless

Copyright © 2016, Juniper Networks, Inc.872

Traffic Management Feature Guide for the QFX Series



NOTE: Configuring or changing PFC on an interface blocks the entire port
until the PFC change is completed. After a PFC change is completed, the
port is unblocked and traffic resumes. Blocking the port stops ingress and
egress traffic, and causes packet loss on all queues on the port until the
port is unblocked.

• Configure lossless forwarding classes and either hierarchical port scheduling (also

known as enhanced transmission selection) or direct port scheduling, depending on

your switch, on the interfaces

NOTE: PFCoperates at the queue level, based on the IEEE802.1p code point
in theprioritycodepoint (PCP) fieldof theEthernet frameheader (sometimes
knownas theCoSbits). For this reason, traffic on Layer 3 interfaces onwhich
you want to enable PFCmust use an IEEE 802.1p classifier to map incoming
traffic to forwarding classes (which are in turnmapped to output queues)
and loss priorities. You cannot use a DSCP or DSCP IPv6 classifier to classify
Layer 3 traffic if you want to enable PFC on traffic flows.

Topology

Figure 29 on page 873 shows the topology for this example.

Figure 29: Enabling PFC Across Layer 3 Interface Hops

Table 151 on page 873 shows the configuration components for this example. On the two

switches, the Ethernet host-facing interfaces use the same interface names and

configuration, and the Layer 3 network-facing interfaces use the same interface names

and configuration.

Table 151: Components of the PFC Across Layer 3 Interfaces Topology

SettingsComponent

Two switches, Switch SW1 and Switch SW2.
Two Ethernet hosts

Hardware
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Table 151: Components of the PFC Across Layer 3 Interfaces
Topology (continued)

SettingsComponent

Interface xe-0/0/40:

• Interface family—inet

• Interface IP address—100.103.1.2/24

• VLAN tagging—enabled

• Interface VLAN ID—103

Interface xe-0/0/41:

• Interface family—inet

• Interface IP address—100.104.1.2/24

• VLAN tagging—enabled

• Interface VLAN ID—104

Layer 3 interfaces
(xe-0/0/40 and
xe-0/0/41) and VLANs

Family: Ethernet switching
Interface mode—trunk
Interface xe-0/0/20 VLANmembership—vlan105
Interface xe-0/0/21 VLANmembership—vlan106

Layer 2 interfaces
(xe-0/0/20 and
xe-0/0/21) and VLAN
membership

VLAN unit 105—family inet, IP address 100.105.1.1/24
VLAN unit 106—family inet, IP address 100.106.1.1/24

VLANs for the IRB
interfaces

Interface xe-0/0/20:

• IRB interface unit—105

• IRB interface family—inet

• IRB interface IP address—100.105.1.1/24

• IRB interface VLAN ID—105

• Layer 3 interface name—irb.105

Interface xe-0/0/21:

• IRB interface unit—106

• IRB interface family—inet

• IRB interface IP address—100.106.1.1/24

• IRB interface VLAN ID—106

• Layer 3 interface name—irb.106

Layer 2 IRB interfaces
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Table 151: Components of the PFC Across Layer 3 Interfaces
Topology (continued)

SettingsComponent

Name—lossless-3
Queuemapping—queue 3
Packet drop attribute—no-loss

Name—lossless-4
Queuemapping—queue 4
Packet drop attribute—no-loss

NOTE: Matching the forwardingclassnames(lossless-3and lossless-4)
to the queue number and to the classified IEEE 802.1p code point
(priority) createsaconfiguration that is logical andeasy tomapbecause
the forwarding class, queue, and priority all use the same number.

Name—all-others
Queuemapping—queue 0
Packet drop attribute—none

NOTE: The forwarding class all-others is for best-effort traffic that
traverses the interfaces.

Forwarding classes
(both switches)

Name—lossless-3-4-ieee
Forwarding class lossless-3—mapped to code point 011 (IEEE 802.1p
priority 3) and a packet loss priority of low
Forwarding class lossless-4—mapped to code point 100 (IEEE 802.1p
priority 4) and a packet loss priority of low

Apply theLayer 2 IEEE802.1p classifier toboth theLayer 2and theLayer
3 interfaces (xe-0/0/20, xe-0/0/21, xe-0/040, and xe-0/0/41).

Layer 2 interface
behavior aggregate
(BA) classifier

Name—lossless-cnp
PFC enabled on IEEE 802.1p code points—011 (lossless-3 forwarding
class and priority), 100 (lossless-4 forwarding class and priority)

Apply the CNP to both the Layer 2 and the Layer 3 interfaces
(xe-0/0/20, xe-0/0/21, xe-0/040, and xe-0/0/41) to enable PFC on
IEEE 802.1p code points 011 and 100.

Congestionnotification
profile (PFC, both
switches)
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Table 151: Components of the PFC Across Layer 3 Interfaces
Topology (continued)

SettingsComponent

Hierarchical port scheduling (ETS) includes configuring:

• Schedulers to assign bandwidth to traffic

• Scheduler mapping to forwarding classes

• Grouping of the forwarding classes (priorities) in forwarding class
sets (priority groups)

• A traffic control profile to assign bandwidth to the forwarding class
set and to associate the forwarding class set with the scheduler
mapping

Hierarchical port scheduling also includes applying the hierarchical
scheduler (defined in the traffic control profile) to the interfaces.

This example focuses on configuring PFC across the Layer 2 and Layer
3 interfaces. Tomaintain this focus, this example includes the CLI
statements needed to configure hierarchical port scheduling, but does
not include descriptive explanations of the configuration. The Related
Documentationsectionprovides links toexampledocuments that show
how to configure hierarchical port scheduling.

Apply the scheduling configuration to both the Layer 2 and the Layer 3
interfaces (xe-0/0/20, xe-0/0/21, xe-0/040, and xe-0/0/41).

Enhancedtransmission
selection (ETS)
hierarchical port
scheduling (only if
using ETS)

Direct port scheduling includes configuring:

• Schedulers to assign bandwidth to traffic

• Scheduler mapping to forwarding classes

Port scheduling also includes applying the scheduler map to the
interfaces.

This example focuses on configuring PFC across the Layer 2 and Layer
3 interfaces. Tomaintain this focus, this example includes the CLI
statements needed to configure direct port scheduling, but does not
include descriptive explanations of the configuration. The Related
Documentationsectionprovides links toexampledocuments that show
how to configure port scheduling.

Apply the scheduling configuration to both the Layer 2 and the Layer 3
interfaces (xe-0/0/20, xe-0/0/21, xe-0/040, and xe-0/0/41).

Direct port scheduling
(only if using port
scheduling instead of
ETS)

Configuration

• Common Configuration (Applies to ETS Hierarchical Scheduling and to Port

Scheduling) on page 879

• ETS Hierarchical Scheduling Configuration on page 881

• Port Scheduling Configuration on page 881

• Results on page 881

CLI Quick
Configuration

To configure PFC across Layer 3 interfaces, copy the following commands, paste them

in a text file, remove the line breaks, change variables and details tomatch your network
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configuration, and then copyandpaste the commands into theCLI at the [edit] hierarchy

level. The same configuration applies to both Switch SW1 and Switch SW2. The

configuration is separated into the configuration common to ETS and direct port

scheduling, and the portions of the configuration that apply only to ETS and only to port

scheduling.

Common
Configuration(Applies

to ETS Hierarchical
SchedulingandtoPort

Scheduling)

set interfaces xe-0/0/40 vlan-tagging
set interfaces xe-0/0/40 unit 0 vlan-id 103
set interfaces xe-0/0/40 unit 0 family inet address 100.103.1.2/24
set interfaces xe-0/0/41 vlan-tagging
set interfaces xe-0/0/41 unit 0 vlan-id 104
set interfaces xe-0/0/41 unit 0 family inet address 100.104.1.2/24
set interfaces xe-0/0/20 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/20 unit 0 family ethernet-switching vlanmembers vlan105
set interfaces xe-0/0/21 unit 0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan106
set interfaces irb unit 105 family inet address 100.105.1.1/24
set interfaces irb unit 106 family inet address 100.106.1.1/24
set vlans vlan105 vlan-id 105
set vlans vlan106 vlan-id 106
set vlans vlan105 l3-interface irb.105
set vlans vlan106 l3-interface irb.106
set class-of-service forwarding-classes class lossless-3 queue-num 3 no-loss
set class-of-service forwarding-classes class lossless-4 queue-num 4 no-loss
set class-of-service forwarding-classes class all-others queue-num0
setclass-of-serviceclassifiers ieee-802.1 lossless-3-4-ieeeforwarding-class lossless-3 loss-priority
low code-points 011
setclass-of-serviceclassifiers ieee-802.1 lossless-3-4-ieeeforwarding-class lossless-4 loss-priority
low code-points 100
set class-of-service congestion-notification-profile lossless-cnp input ieee-802.1 code-point 011
pfc
set class-of-service congestion-notification-profile lossless-cnp input ieee-802.1 code-point 100
pfc
set class-of-service schedulers lossless_sch transmit-rate 6g
set class-of-service schedulers lossless_sch shaping-rate percent 100
set class-of-service schedulers all-others_sch transmit-rate 4g
set class-of-service scheduler-maps lossless_map forwarding-class lossless-3 scheduler
lossless_sch
set class-of-service scheduler-maps lossless_map forwarding-class lossless-4 scheduler
lossless_sch
set class-of-service scheduler-maps all-others_map forwarding-class all-others scheduler
all-others_sch
set class-of-service interfaces xe-0/0/20 congestion-notification-profile lossless-cnp
set class-of-service interfaces xe-0/0/20 unit 0 classifiers ieee-802.1 lossless-3-4-ieee
set class-of-service interfaces xe-0/0/21 congestion-notification-profile lossless-cnp
set class-of-service interfaces xe-0/0/21 unit 0 classifiers ieee-802.1 lossless-3-4-ieee
set class-of-service interfaces xe-0/0/40 congestion-notification-profile lossless-cnp
set class-of-service interfaces xe-0/0/40 classifiers ieee-802.1 lossless-3-4-ieee
set class-of-service interfaces xe-0/0/41 congestion-notification-profile lossless-cnp
set class-of-service interfaces xe-0/0/41 classifiers ieee-802.1 lossless-3-4-ieee
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Configuration for ETS
Hierarchical
Scheduling

The ETS-specific portion of this example configures forwarding class set (priority group)

membership and priority group CoS settings (traffic control profile), and assigns the

priority group and its CoS configuration to the interfaces.

set class-of-service forwarding-class-sets lossless_fc_set class lossless-3
set class-of-service forwarding-class-sets lossless_fc_set class lossless-4
set class-of-service forwarding-class-sets all-others_fc_set class all-others
set class-of-service traffic-control-profiles lossless_tcp scheduler-map lossless_map
set class-of-service traffic-control-profiles lossless_tcp guaranteed-rate percent 60
set class-of-service traffic-control-profiles lossless_tcp shaping-rate percent 100
set class-of-service traffic-control-profiles all-others_tcp scheduler-map all-others_map
set class-of-service traffic-control-profiles all-others_tcp guaranteed-rate percent 40
set class-of-service interfaces xe-0/0/20 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
set class-of-service interfaces xe-0/0/20 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp
set class-of-service interfaces xe-0/0/21 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
set class-of-service interfaces xe-0/0/21 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp
set class-of-service interfaces xe-0/0/40 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
set class-of-service interfaces xe-0/0/40 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp
set class-of-service interfaces xe-0/0/41 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
set class-of-service interfaces xe-0/0/41 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp

Configuration for Port
Scheduling

Theport-scheduling-specific portionof this example assigns the schedulermaps (which

set the CoS treatment of the forwarding classes in the scheduler map) to the interfaces.

[edit class-of-service]
set interfaces xe-0/0/20 scheduler-map lossless_map
set interfaces xe-0/0/20 scheduler-map all-others_map
set interfaces xe-0/0/21 scheduler-map lossless_map
set interfaces xe-0/0/21 scheduler-map all-others_map
set interfaces xe-0/0/40 scheduler-map lossless_map
set interfaces xe-0/0/40 scheduler-map all-others_map
set interfaces xe-0/0/41 scheduler-map lossless_map
set interfaces xe-0/0/41 scheduler-map all-others_map

Copyright © 2016, Juniper Networks, Inc.878

Traffic Management Feature Guide for the QFX Series



Common Configuration (Applies to ETS Hierarchical Scheduling and to Port
Scheduling)

Step-by-Step
Procedure

The following step-by-step procedure shows you how to configure the VLANs, IRB

interfaces, lossless forwarding classes, classifiers, PFC settings to enable PFC across

Layer 3 interfaces, and the queue scheduling configuration common to ETS and direct

port scheduling. For completeness, the ETS hierarchical port scheduling and direct port

schedulingconfigurationsare includedseparately, in the followingprocedures, butwithout

explanatory text. See the Related Documentation links for detailed examples of the

scheduling elements of the configuration.

1. Configure the Layer 3 interface VLANs and IP addresses:

[edit interfaces]
user@switch# set xe-0/0/40 vlan-tagging
user@switch# set xe-0/0/40 unit 0 vlan-id 103
user@switch# set xe-0/0/40 unit 0 family inet address 100.103.1.2/24
user@switch# set xe-0/0/41 vlan-tagging
user@switch# set xe-0/0/41 unit 0 vlan-id 104
user@switch# set xe-0/0/41 unit 0 family inet address 100.104.1.2/24

2. Configure the Layer 2 interface VLANmembership and interface mode:

[edit interfaces]
user@switch# set xe-0/0/20 unit 0 family ethernet-switching interface-mode trunk
user@switch# set xe-0/0/20 unit 0 family ethernet-switching vlanmembers vlan105
user@switch# set xe-0/0/21 unit 0 family ethernet-switching interface-mode trunk
user@switch# set xe-0/0/21 unit 0 family ethernet-switching vlanmembers vlan106

3. Configure the IRB interfacesandVLANs to transport incomingLayer2 trafficassigned

to VLANs vlan105 (of which interface xe-0/0/20 is a member) and vlan106 (of

which interface xe-0/0/21 is a member) across Layer 3:

[edit]
user@switch# set interfaces irb unit 105 family inet address 100.105.1.1/24
user@switch# set interfaces irb unit 106 family inet address 100.106.1.1/24
user@switch# set vlans vlan105 vlan-id 105
user@switch# set vlans vlan106 vlan-id 106
user@switch# set vlans vlan105 l3-interface irb.105
user@switch# set vlans vlan106 l3-interface irb.106

4. Configure the lossless forwarding classes and a best-effort forwarding class for

any other traffic that might use the interfaces:

[edit class-of-service]
user@switch# set forwarding-classes class lossless-3 queue-num 3 no-loss
user@switch# set forwarding-classes class lossless-4 queue-num 4 no-loss
user@switch# set forwarding-classes class all-others queue-num0

5. Configure the IEEEclassifier for theLayer 2andLayer3 interfaces toclassify incoming

traffic into the lossless forwarding classes based on the IEEE 802.1p code point of

the traffic:

[edit class-of-service classifiers]
user@switch# set ieee-802.1 lossless-3-4-ieee forwarding-class lossless-3 loss-priority
low code-points 011
user@switch# set ieee-802.1 lossless-3-4-ieee forwarding-class lossless-4 loss-priority
low code-points 100
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6. Configure the CNP to enable PFC on the lossless priorities (the lossless forwarding

classes mapped to IEEE 802.1p code points 3 and 4):

[edit class-of-service congestion-notification-profile]
user@switch# set lossless-cnp input ieee-802.1 code-point 011 pfc
user@switch# set lossless-cnp input ieee-802.1 code-point 100 pfc

7. Apply the Layer 2 IEEE 802.1p classifier and the CNP to the Layer 3 interfaces:

[edit class-of-service interfaces]
user@switch# set xe-0/0/40 classifiers ieee-802.1 lossless-3-4-ieee
user@switch# set xe-0/0/40 congestion-notification-profile lossless-cnp
user@switch# set xe-0/0/41 classifiers ieee-802.1 lossless-3-4-ieee
user@switch# set xe-0/0/41 congestion-notification-profile lossless-cnp

8. Apply the Layer 2 IEEE 802.1p classifier and the CNP to the Layer 2 interfaces:

[edit class-of-service interfaces]
user@switch# xe-0/0/20 unit 0 classifiers ieee-802.1 lossless-3-4-ieee
user@switch# xe-0/0/20 congestion-notification-profile lossless-cnp
user@switch# xe-0/0/21 unit 0 classifiers ieee-802.1 lossless-3-4-ieee
user@switch# xe-0/0/21 congestion-notification-profile lossless-cnp

9. Configure queue scheduling to support the lossless configuration andmap the

schedulers to the forwarding classes (statements included here for completeness;

see the Related Documentation links for detailed examples of scheduling

configuration):

[edit class-of-service]
user@switch# set schedulers lossless_sch transmit-rate 6g
user@switch# set schedulers lossless_sch shaping-rate percent 100
user@switch# set schedulers all-others_sch transmit-rate 4g
user@switch# set scheduler-maps lossless_map forwarding-class lossless-3 scheduler
lossless_sch
user@switch# set scheduler-maps lossless_map forwarding-class lossless-4 scheduler
lossless_sch
user@switch# set scheduler-maps all-others_map forwarding-class all-others scheduler
all-others_sch
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ETS Hierarchical Scheduling Configuration

Step-by-Step
Procedure

1. Configure hierarchical scheduling to support the lossless configuration (included

here for completeness; see the Related Documentation links for detailed examples

of scheduling configuration) and apply it to the Layer 2 and Layer 3 interfaces:

[edit class-of-service interfaces]
user@switch# set forwarding-class-sets lossless_fc_set class lossless-3
user@switch# set forwarding-class-sets lossless_fc_set class lossless-4
user@switch# set forwarding-class-sets all-others_fc_set class all-others
user@switch# set traffic-control-profiles lossless_tcp scheduler-map lossless_map
user@switch# set traffic-control-profiles lossless_tcp guaranteed-rate percent 60
user@switch# set traffic-control-profiles lossless_tcp shaping-rate percent 100
user@switch# set traffic-control-profiles all-others_tcp scheduler-map all-others_map
user@switch# set traffic-control-profiles all-others_tcp guaranteed-rate percent 40
user@switch# set interfaces xe-0/0/20 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
user@switch# set interfaces xe-0/0/20 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp
user@switch# set interfaces xe-0/0/21 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
user@switch# set interfaces xe-0/0/21 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp
user@switch# set interfaces xe-0/0/40 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
user@switch# set interfaces xe-0/0/40 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp
user@switch# set interfaces xe-0/0/41 forwarding-class-set lossless_fc_set
output-traffic-control-profile lossless_tcp
user@switch# set interfaces xe-0/0/41 forwarding-class-set all-others_fc_set
output-traffic-control-profile all-others_tcp

Port Scheduling Configuration

Step-by-Step
Procedure

1. Apply port scheduling to support the lossless configuration on interfaces:

[edit class-of-service]
user@switch# set interfaces xe-0/0/20 scheduler-map lossless_map
user@switch# set interfaces xe-0/0/20 scheduler-map all-others_map
user@switch# set interfaces xe-0/0/21 scheduler-map lossless_map
user@switch# set interfaces xe-0/0/21 scheduler-map all-others_map
user@switch# set interfaces xe-0/0/40 scheduler-map lossless_map
user@switch# set interfaces xe-0/0/40 scheduler-map all-others_map
user@switch# set interfaces xe-0/0/41 scheduler-map lossless_map
user@switch# set interfaces xe-0/0/41 scheduler-map all-others_map

Results

Display the results of the interface,VLAN, andclass-of-service configurations (the system

shows only the explicitly configured parameters; it does not show default parameters).

The resultsarevalid forbothSwitchSW1andSwitchSW2because thesameconfiguration

is used on both switches. The results are from the ETS hierarchical scheduling

configuration,whichshowthemorecomplexconfiguration.Directport scheduling results

would not show the traffic control profile or forwarding class set portions of the

configuration, but would display the name of the scheduler map under each interface
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(insteadof thenamesof the forwardingclass setandoutput traffic controlprofile).Other

than that, the results are the same.

Display the results of the interface configuration:

user@switch# show configuration interfaces
xe-0/0/20 {
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members vlan105;
            }
        }
    }
}
xe-0/0/21 {
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members vlan106;
            }
        }
    }
}
xe-0/0/40 {
    vlan-tagging;
    unit 0 {
        vlan-id 103;                    
        family inet {
            address 100.103.1.2/24;
        }
    }
}
xe-0/0/41 {
    vlan-tagging;
    unit 0 {
        vlan-id 104;
        family inet {
            address 100.104.1.2/24;
        }
    }
}
irb {
    unit 105 {
        family inet {
            address 100.105.1.1/24;
        }
    }
    unit 106 {
        family inet {
            address 100.106.1.1/24;     
        }
    }
}
vlan {
    unit 105 {
        family inet {
            address 100.105.1.1/24;
        }
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    }
    unit 106 {
        family inet {
            address 100.106.1.1/24;
        }
    }
}

Display the results of the vlan configuration:

user@switch# show configuration vlans
vlan105 {
    vlan-id 105;
    l3-interface irb.105;
}
vlan106 {
    vlan-id 106;
    l3-interface irb.106;
}

Display the results of the class-of-service configuration:

user@switch# show configuration class-of-service
classifiers {
    ieee-802.1 lossless-3-4-ieee {
        forwarding-class lossless-3 {
            loss-priority low code-points 011;
        }
        forwarding-class lossless-4 {
            loss-priority low code-points 100;
        }
    }
}
forwarding-classes {
    class lossless-3 queue-num 3 no-loss;
    class lossless-4 queue-num 4 no-loss;
    class all-others queue-num 0;
}
traffic-control-profiles {              
    lossless_tcp {
        scheduler-map lossless_map;
        shaping-rate percent 100;
        guaranteed-rate percent 60;
    }
    all-others_tcp {
        scheduler-map all-others_map;
        guaranteed-rate percent 40;
    }
}
forwarding-class-sets {
    lossless_fc_set {
        class lossless-3;
        class lossless-4;
    }
    all-others_fc_set {
        class all-others;
    }
}
congestion-notification-profile {
    lossless-cnp {
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        input {
            ieee-802.1 {                
                code-point 011 {
                    pfc;
                }
                code-point 100 {
                    pfc;
                }
            }
        }
    }
}
interfaces {
    xe-0/0/20 {
        forwarding-class-set {
            lossless_fc_set {
                output-traffic-control-profile lossless_tcp;
            }
            all-others_fc_set {
                output-traffic-control-profile all-others_tcp;
            }
        }
        congestion-notification-profile lossless-cnp;
        unit 0 {
            classifiers {               
                ieee-802.1 lossless-3-4-ieee;
            }
        }
    }
    xe-0/0/21 {
        forwarding-class-set {
            all-others_fc_set {
                output-traffic-control-profile all-others_tcp;
            }
            lossless_fc_set {
                output-traffic-control-profile lossless_tcp;
            }
        }
        congestion-notification-profile lossless-cnp;
        unit 0 {
            classifiers {
                ieee-802.1 lossless-3-4-ieee;
            }
        }
    }
    xe-0/0/40 {
        forwarding-class-set {
            lossless_fc_set {           
                output-traffic-control-profile lossless_tcp;
            }
            all-others_fc_set {
                output-traffic-control-profile all-others_tcp;
            }
        }
        congestion-notification-profile lossless-cnp;
        classifiers {
            ieee-802.1 lossless-3-4-ieee;
        }
    }
    xe-0/0/41 {
        forwarding-class-set {
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            lossless_fc_set {
                output-traffic-control-profile lossless_tcp;
            }
            all-others_fc_set {
                output-traffic-control-profile all-others_tcp;
            }
        }
        congestion-notification-profile lossless-cnp;
        classifiers {                   
            ieee-802.1 lossless-3-4-ieee;
        }
    }
}
scheduler-maps {
    lossless_map {
        forwarding-class lossless-3 scheduler lossless_sch;
        forwarding-class lossless-4 scheduler lossless_sch;
    }
    all-others_map {
        forwarding-class all-others scheduler all-others_sch;
    }
}
schedulers {
    lossless_sch {
        transmit-rate 6g;
        shaping-rate percent 100;
    }
    all-others_sch {
        transmit-rate 4g;
    }
}                                    

TIP: Toquickly configure the switch, issue the loadmerge terminal command,

and then copy the hierarchies and paste them into the switch terminal
window.

Verification

To verify that the PFC across Layer 3 interfaces configuration has been created and is

operating properly, perform these tasks:

• Verifying the Interface Configuration on page 886

• Verifying the VLAN Configuration on page 888

• Verifying the PFC Configuration (Congestion Notification Profile) on page 888

• Verify the Forwarding Class Configuration on page 889

• Verifying the Classifier Configuration on page 889

• Verifying the Interface CoS Configuration (Hierarchical Scheduling, PFC, and Classifier

Mapping to Interfaces) on page 890
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Verifying the Interface Configuration

Purpose Verify that the Layer 2 Ethernet interfaces, Layer 3 IP interfaces, IRB interfaces, andVLAN

interfaces have been created on the switch and are correctly configured.
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Action Display the switch interface configuration using the show configuration interfaces

command:

user@switch> show configuration interfaces
xe-0/0/20 {
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members vlan105;
            }
        }
    }
}
xe-0/0/21 {
    unit 0 {
        family ethernet-switching {
            interface-mode trunk;
            vlan {
                members vlan106;
            }
        }
    }
}
xe-0/0/40 {
    vlan-tagging;
    unit 0 {
        vlan-id 103;                    
        family inet {
            address 100.103.1.2/24;
        }
    }
}
xe-0/0/41 {
    vlan-tagging;
    unit 0 {
        vlan-id 104;
        family inet {
            address 100.104.1.2/24;
        }
    }
}
irb {
    unit 105 {
        family inet {
            address 100.105.1.1/24;
        }
    }
    unit 106 {
        family inet {
            address 100.106.1.1/24;     
        }
    }
}
vlan {
    unit 105 {
        family inet {
            address 100.105.1.1/24;
        }
    }
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    unit 106 {
        family inet {
            address 100.106.1.1/24;
        }
    }
}

Meaning The show configuration interfaces command displays all of the interfaces configured on

the switch. The command output shows that:

• Interfacesxe-0/0/20andxe-0/0/21areEthernet interfaces (familyethernet-switching)

in trunk interface mode. Interface xe-0/0/20 is a member of VLAN vlan105, and

interface xe-0/0/21 is a member of VLAN vlan106.

• Interfaces xe-0/0/40 and xe-0/0/41 are IP interfaces (family inet) with VLAN tagging

enabled. Interface xe-0/0/40 has an IP address of 100.103.1.2/24 and a VLAN ID of

103. Interface xe-0/0/41 has an IP address of 100.104.1.2/24 and a VLAN ID of 104.

• Two IRB interfaces are configured, IRB unit 105 with an IP address of 100.105.1.1/24

and IRB unit 106 with an IP address of 100.106.1.1/24.

• TwoVLAN interfaces are configured, VLANunit 105with an IPaddress of 100.105.1.1/24

(for IRB interface unit 105) and VLAN unit 106with an IP address of 100.106.1.1/24 (for

IRB interface unit 106).

Verifying the VLAN Configuration

Purpose Verify that VLANs have been created on the switch and are correctly configured.

Action Display the VLAN configuration using the show configuration vlans command:

user@switch> show configuration vlans
vlan105 {
    vlan-id 105;
    l3-interface irb.105;
}
vlan106 {
    vlan-id 106;
    l3-interface irb.106;
}

Meaning The show configuration vlans command displays all of the VLANs configured on the

switch. The command output shows that:

• VLAN vlan105 has been configured with VLAN ID 105 on IRB interface irb.105.

• VLAN vlan106 has been configured with VLAN ID 106 on IRB interface irb.106.

Verifying the PFC Configuration (Congestion Notification Profile)

Purpose Verify that PFC has been enabled on the correct IEEE 802.1p code points (priorities) in

the CNP.
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Action Display the PFC configuration using the show configuration class-of-service

congestion-notification-profile command:

user@switch> show configuration class-of-service congestion-notification-profile
lossless-cnp {
    input {
        ieee-802.1 {
            code-point 011 {
                pfc;
            }
            code-point 100 {
                pfc;
            }
        }
    }
}

Meaning The showconfigurationclass-of-servicecongestion-notification-profilecommanddisplays

all of the CNPs configured on the switch. The command output shows that:

• The CNP named lossless-cnp is configured on the switch.

• The CNP lossless-cnp enables PFC on IEEE 802.1p code points 100 and 100.

Verify the Forwarding Class Configuration

Purpose Verify that the two lossless forwarding classes and the best-effort forwarding class have

been configured on the switch.

Action Display the forwarding class configuration using the show configuration class-of-service

forwarding-classes command:

user@switch> show configuration class-of-service forwarding-classes
class lossless-3 queue-num 3 no-loss;
class lossless-4 queue-num 4 no-loss;
class all-others queue-num 0;

Meaning The show configuration class-of-service forwarding-classes command displays all of the

forwarding classes configured on the switch (default forwarding classes are not

displayed). The command output shows that:

• Forwarding class lossless-3 is mapped to queue 3 and is configured as a lossless

forwarding class (the no-loss attribute is applied)

• Forwarding class lossless-4 is mapped to queue 4 and is configured as a lossless

forwarding class (the no-loss attribute is applied)

• Forwarding class all-others is mapped to queue 0. It is not a lossless forwarding class

(the no-loss attribute is not applied).

Verifying the Classifier Configuration

Purpose Verify that the IEEE 802.1p classifier has been configured on the switch.
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Action Display theclassifier configurationusing the showconfigurationclass-of-serviceclassifiers

command:

user@switch> show configuration class-of-service classifiers
ieee-802.1 lossless-3-4-ieee {
    forwarding-class lossless-3 {
        loss-priority low code-points 011;
    }
    forwarding-class lossless-4 {
        loss-priority low code-points 100;
    }
}

Meaning The showconfigurationclass-of-serviceclassifierscommanddisplaysall of the classifiers

configured on the switch. The command output shows that the Layer 2 IEEE 802.1p

classifier lossless-3-4-ieee classifiers traffic with the code point 011 into the lossless-3

forwarding class with a loss priority of low, and classifies traffic with the code point 100

into the lossless-4 forwarding class with a loss priority of low.

Verifying the Interface CoS Configuration (Hierarchical Scheduling, PFC, and
Classifier Mapping to Interfaces)

Purpose Verify that the interfaces have the correct hierarchical scheduling, PFC, and classifier

configurations.

NOTE: The results are from the ETS hierarchical scheduling configuration,
which shows themore complex configuration. Direct port scheduling results
would not show the traffic control profile or forwarding class set portions of
the interfaceconfiguration,butwoulddisplay thenameof theschedulermap
under each interface instead of the names of the forwarding class set and
output traffic control profile. Other than that, they are the same.
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Action Display the interface CoS configuration using the show configuration class-of-service

interfaces command:

user@switch> show configuration class-of-service interfaces
xe-0/0/20 {
    forwarding-class-set {
        lossless_fc_set {
            output-traffic-control-profile lossless_tcp;
        }
        all-others_fc_set {
            output-traffic-control-profile all-others_tcp;
        }
    }
    congestion-notification-profile lossless-cnp;
    unit 0 {
        classifiers {
            ieee-802.1 lossless-3-4-ieee;
        }
    }
}
xe-0/0/21 {
    forwarding-class-set {
        all-others_fc_set {
            output-traffic-control-profile all-others_tcp;
        }
        lossless_fc_set {
            output-traffic-control-profile lossless_tcp;
        }                               
    }
    congestion-notification-profile lossless-cnp;
    unit 0 {
        classifiers {
            ieee-802.1 lossless-3-4-ieee;
        }
    }
}
xe-0/0/40 {
    forwarding-class-set {
        lossless_fc_set {
            output-traffic-control-profile lossless_tcp;
        }
        all-others_fc_set {
            output-traffic-control-profile all-others_tcp;
        }
    }
    congestion-notification-profile lossless-cnp;
    classifiers {
        ieee-802.1 lossless-3-4-ieee;
    }
}                                       
xe-0/0/41 {
    forwarding-class-set {
        lossless_fc_set {
            output-traffic-control-profile lossless_tcp;
        }
        all-others_fc_set {
            output-traffic-control-profile all-others_tcp;
        }
    }
    congestion-notification-profile lossless-cnp;
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    classifiers {
        ieee-802.1 lossless-3-4-ieee;
    }
}

Meaning The show configuration class-of-service interfaces command displays all of the CoS

components configured on the switch interfaces. The command output shows that:

• The configuration on Layer 2 Ethernet interfaces xe-0/0/20 and xe-0/0/21 includes:

• Hierarchical scheduling—The forwarding class set lossless_fc_setwith the traffic

control profile lossless_tcp for the lossless traffic, and the forwarding class set

all-others_fc_setwith the traffic control profileall-others_tcp for thebest-effort traffic

are applied to both interfaces.

• PFC—The lossless-cnp congestion notification profile is applied to both interfaces.

• Classifiers—The Layer 2 IEEE 802.1p classifier lossless-3-4-ieee is applied to both

interfaces.

• The configuration on Layer 3 IP interfaces xe-0/0/40 and xe-0/0/41 includes:

• Hierarchical scheduling—The forwarding class set lossless_fc_setwith the traffic

control profile lossless_tcp for the lossless traffic, and the forwarding class set

all-others_fc_setwith the traffic control profileall-others_tcp for thebest-effort traffic

are applied to both interfaces.

• PFC—The lossless-cnp congestion notification profile is applied to both interfaces.

• Classifiers—The Layer 2 IEEE 802.1p classifier lossless-3-4-ieee is applied to both

interfaces. Traffic thatwoulduseaDSCPoraDSCP IPv6classifier if itwereconfigured

uses the IEEE 802.1p classifier instead. Using the IEEE 802.1p classifier allows the

interface to use PFC to pause traffic during periods of congestion to prevent packet

loss.

Related
Documentation

• Understanding PFC Functionality Across Layer 3 Interfaces on page 869
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CHAPTER 17

Learn About Technology

• Data Center Technology Overview Videos on page 893

Data Center Technology Overview Videos

Juniper Information Experience (iX) videos provide brief, high-level overviews of data

center technologies and concepts. Each video runs approximately one-and-a-half to

twominutes in length.ThisdocumentcontainsSDN-relatedvideosand links toconceptual

documents that contain other data center technology videos:

• Learn About Video: Why DoWe Need an IP Fabric? on page 893

• Learn About Video: What is the Best Control Plane Protocol to Use in a Data Center IP

Fabric? on page 893

• Learn About Video: Why Use an Overlay Network in a Data Center? on page 893

• Conceptual Documents That Contain Technology Overview Videos on page 894

Learn About Video:Why DoWeNeed an IP Fabric?

The videoWhyDoWeNeed an IP Fabric? presents a brief overview of IP Fabric use cases.

Video: Why DoWe Need an IP Fabric?

Learn About Video:What is the Best Control Plane Protocol to Use in a Data Center IP Fabric?

The videoWhat is the Best Control Plane Protocol to Use in a Data Center IP Fabric?

presents a brief overview of the arguments for using Border Gateway Protocol (BGP) as

the data center IP fabric control plane protocol.

Video: What is the Best Control PlaneProtocol toUse in aDataCenter IP Fabric?

Learn About Video:Why Use an Overlay Network in a Data Center?

The videoWhy Use an Overlay Network in a Data Center? presents a brief overview of the

advantages of data center overlay networks.
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Video: Why Use an Overlay Network in a Data Center?

Conceptual Documents That Contain Technology Overview Videos

The following conceptual documents include brief video overviews of the technology:

• Understanding DCB Features and Requirements on page 542

• Understanding CoS Hierarchical Port Scheduling (ETS) on page 331

• Understanding CoS Flow Control (Ethernet PAUSE and PFC) on page 597

• Understanding DCBX on page 694

• Understanding PFC Functionality Across Layer 3 Interfaces on page 869

• Virtual Chassis Fabric Overview

• Understanding In-Service Software Upgrade (ISSU) and In-Service Software Upgrade

(ISSU) System Requirements (same video)
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