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PART 1

Overview

• Spanning Trees Overview on page 3
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CHAPTER 1

Spanning Trees Overview

• Understanding MSTP for EX Series and QFX Series Switches on page 4

• Understanding RSTP for EX Series and QFX Series Switches on page 7

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11

• RSTP or VSTP Forced to Run as IEEE 802.1D STP on page 13

• Understanding BPDU Protection for STP, RSTP, and MSTP on EX Series

Switches on page 14

• Understanding Loop Protection for STP, RSTP, VSTP, and MSTP on EX Series

Switches on page 16

• Understanding Root Protection for STP, RSTP, VSTP, and MSTP on EX Series

Switches on page 17
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UnderstandingMSTP for EX Series and QFX Series Switches

Ethernet networks are susceptible to broadcast storms if loops are introduced. However,

an Ethernet network needs to include loops because they provide redundant paths in

case of a link failure. Spanning-tree protocols address both of these issues because they

provide link redundancy while simultaneously preventing undesirable loops.

Spanning-tree protocols intelligently avoid loops in a network by creating a tree topology

(spanning tree) of the entire bridged network with only one available path between the

tree root and a leaf. All other paths are forced into a standby state. The tree root is a

switch within the network elected by the STA (spanning-tree algorithm) to use when

computing the best path between bridges throughout the network and the root bridge.

Frames travel through the network to their destination–a leaf. A tree branch is a network

segment, or link, between bridges. Switches that forward frames through an STP

spanning-tree are called designated bridges.

Juniper Networks EX Series and QFX Series switches provide Layer 2 loop prevention

through Spanning Tree Protocol (STP), Rapid Spanning Tree Protocol (RSTP), Multiple

Spanning Tree Protocol (MSTP), and VLAN Spanning Tree Protocol (VSTP). This topic

explains MSTP.

NOTE: If you are using Junos OS for EX Series and QFX Series switches with
support for the Enhanced Layer 2 Software (ELS) configuration style, you
can force the original IEEE 802.1D Spanning Tree Protocol (STP) version to
run in place of RSTP or VSTP by setting force-version.

This topic describes:

• MSTPMaps Multiple VLANs on page 4

• Configuring MSTP Regions on page 5

• Selecting a Spanning Tree Protocol on page 5

MSTPMapsMultiple VLANs

MSTP is an extension of RSTP thatmapsmultiple independent spanning-tree instances

onto one physical topology. Each spanning-tree instance (STI) includes one or more

VLANs. Unlike in STP and RSTP configurations, a port might belong to multiple VLANs

and be dynamically blocked in one spanning-tree instance, but forwarding in another.

Thisbehavior significantly improvesnetwork resourceutilizationby load-balancingacross

the network andmaintaining switch CPU loads atmoderate levels. MSTP also leverages

the fast reconvergence timeofRSTPwhenanetwork, switch, or port failure occurswithin

a spanning-tree instance.

MSTP creates a common and internal spanning tree (CIST) to interconnect andmanage

all MSTP regions and even individual devices that run RSTPor STP,which are recognized

as distinct spanning-tree regions byMSTP. The CIST views eachMSTP region as a virtual

bridge, regardless of the actual number of devices participating in the MSTP region, and

enables multiple spanning-tree instances (MSTIs) to link to other regions. The CIST is a

Copyright © 2015, Juniper Networks, Inc.4
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single topology that connects all switches (STP, RSTP, and MSTP devices) through an

active topology, ensuringconnectivitybetweenLANsanddeviceswithinabridgednetwork.

This functionality providedbyMSTPenables you tobetter utilize network resourceswhile

remaining backward-compatible with older network devices.

ConfiguringMSTP Regions

When enabling MSTP, you define one or more MSTP regions. An MSTP region defines a

logical domain where multiple spanning-tree instances (MSTIs) can be administered

independently of MSTIs in other regions, setting the boundary for bridge protocol data

units (BPDUs) sent by one MSTI. An MSTP region is a group of switches that is defined

by three parameters:

• Region name—User-defined alphanumeric name for the region.

• Revision level—User-defined value that identifies the region.

• Mapping table—Numerical digest of VLAN-to-instancemappings.

AnMSTP region can support up to 64MSTIs,, and eachMSTI can support from 1 to 4094

VLANs.When you define a region,MSTPautomatically creates an internal spanning-tree

instance (IST instance 0) that provides the root switch for the region and includes all

currently configured VLANs that are not specifically assigned to a user-definedMSTI. An

MSTI includes all static VLANs that you specifically add to it. The switch places any

dynamically createdVLANs in the IST instancebydefault, unless youexplicitlymap them

to another MSTI. Once you assign a VLAN to a user-defined MSTI, the switch removes

the VLAN from the IST instance.

Selecting a Spanning Tree Protocol

The default factory configuration for EX Series switches is RSTP, a faster version of STP.

To determine which spanning-tree protocol is best for your situation, see

Table 1 on page 5 below.

Table 1: Selecting a Spanning Tree Protocol

DisadvantagesAdvantagesProtocol

• RSTP does not work with 802.1D 1998 bridges.

• RSTP is not recommended for multiple VLAN
networksbecause it is notVLAN-aware—asa result,
all VLANs within a LAN share the same
spanning-tree. This limits thenumber of forwarding
paths for data traffic.

• Rapid Spanning Tree Protocol is the default switch
configurationand is recommendedformostnetwork
configurations because it converges more quickly
than STP after a failure.

• Voice and video work better with RSTP than they
do with STP.

• RSTP is backward compatible with STP; therefore,
switches do not all have to run RSTP.

RSTP

5Copyright © 2015, Juniper Networks, Inc.
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Table 1: Selecting a Spanning Tree Protocol (continued)

DisadvantagesAdvantagesProtocol

• STP is slower than RSTP.

• STP is not recommended for multiple VLAN
networksbecause it is notVLAN-aware—asa result,
all VLANs within a LAN share the same
spanning-tree. This limits thenumber of forwarding
paths for data traffic.

• If youareusing JunosOSforEXSeries switcheswith
support for the Enhanced Layer 2 Software (ELS)
configuration style, you can force the original IEEE
802.1DSpanningTreeProtocol (STP) version to run
in place of RSTP or VSTP by setting force-version.
However, the CLI does not include [edit protocols
stp].

• Spanning Tree Protocol works with 802.1D 1998
bridges.

• RSTP is backward compatible with STP; therefore,
switches do not all have to run STP.

STP

• Some protocols require compatibility that is not
provided by MSTP. In this case, use VSTP.

• MSTP uses more CPU than RSTP and does not
converge as fast as RSTP.

• Multiple Spanning Tree Protocol works with most
VLANs.

• RSTP and STP are recognized as distinct
spanning-tree regions by MSTP.

MSTP

• With VSTP there can be only STP instance per
VLAN, whereas MSTP lets you combine multiple
VLANs in one instance.

• VSTPsupportsa limitednumberofports compared
to RSTP.

• VSTP uses more CPU than RSTP and does not
converge as fast as RSTP.

• Havinga largenumberofVSTPandRSTP instances
can cause continuous changes in the topology.
Ensure to check the scale limits before configuring
large number of VSTP instances.

• VLAN Spanning Tree Protocol works with VLANs
that require device compatibility.

• VSTP and RSTP are the only spanning-tree
protocols that can be configured concurrently on a
switch.

VSTP

Related
Documentation

Understanding STP for EX Series Switches•

• Understanding RSTP for EX Series and QFX Series Switches on page 7

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11

• Understanding Layer 2 Protocol Tunneling on EX Series Switches

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Configuring MSTP on page 86

Copyright © 2015, Juniper Networks, Inc.6

Spanning Tree Protocols for ELS with global xSTP support



Understanding RSTP for EX Series and QFX Series Switches

Ethernet networks are susceptible to broadcast storms if loops are introduced. However,

an Ethernet network needs to include loops because they provide redundant paths in

case of a link failure. Spanning-tree protocols address both of these issues because they

provide link redundancy while simultaneously preventing undesirable loops. Rapid

Spanning Tree Protocol (RSTP) is the default spanning-tree protocol for preventing

loops on Ethernet networks.

This topic describes:

• Spanning Tree Protocols Help Prevent Broadcast Storms on page 7

• RSTP is an Enhancement of the Original STP on page 7

• Port Roles Determine Participation in the Spanning Tree on page 8

• Port States Determine How a Port Processes a Frame on page 8

• Edge Ports Connect to Devices That Cannot Be Part of a spanning tree on page 8

• BPDUs Maintain the spanning tree on page 9

• When an RSTP Root Bridge Fails on page 9

• Switches Must Relearn MAC Addresses After a Link Failure on page 10

• Selecting a Spanning Tree Protocol on page 10

Spanning Tree Protocols Help Prevent Broadcast Storms

Spanning-tree protocols intelligently avoid loops in a network by creating a tree topology

(spanning tree) of the entire bridged network with only one available path between the

tree root and a leaf. All other paths are forced into a standby state. The tree root is a

switch within the network elected by the STA (spanning-tree algorithm) to use when

computing the best path between bridges throughout the network and the root bridge.

Frames travel through the network to their destination–a leaf such as an end-user

PC–alongbranches.A treebranch is anetworksegment, or link, betweenbridges.Switches

that forward frames through an STP spanning-tree are called designated bridges.

Juniper Networks EX Series and QFX Series switches provide Layer 2 loop prevention

through Spanning Tree Protocol (STP), Rapid Spanning Tree Protocol (RSTP), Multiple

Spanning Tree Protocol (MSTP), and VLAN Spanning Tree Protocol (VSTP). This topic

explains the spanning-tree default RSTP.

NOTE: If you are using Junos OS for EX Series and QFX Series switches with
support for the Enhanced Layer 2 Software (ELS) configuration style, you
can force the original IEEE 802.1D Spanning Tree Protocol (STP) version to
run in place of RSTP or VSTP by setting force-version.

RSTP is an Enhancement of the Original STP

RSTPevolved from the original STP IEEE802.1D protocol to provide faster spanning-tree

reconvergence after a switch port, switch, or LAN failure. Where STP took up to 50
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seconds to respond to topologychanges,RSTP responds tochangeswithin the timeframe

of threehelloBPDUs(bridgeprotocol dataunits), or6 seconds. This is theprimary reason

that RSTP is the default configuration on EX Series switches. In addition, note that EX

Series switches configured to use STP actually run RSTP force version 0, which is

compatible with STP.

Port Roles Determine Participation in the Spanning Tree

Each port has both a role and a state. A port’s role determines how it participates in the

spanning tree. The five port roles used in RSTP are:

• Root port—Theport closest to the root bridge (has the lowest path cost fromabridge).

This is the only port that receives frames from and forwards frames to the root bridge.

• Designated port—The port that forwards traffic away from the root bridge toward a

leaf. A designated bridge has one designated port for every link connection it serves.

A root bridge forwards frames from all of its ports, which serve as designated ports.

• Alternate port—A port that provides an alternate path toward the root bridge if the

root port fails and is placed in the discarding state. This port is not part of the active

spanning-tree, but if the root port fails, the alternate port immediately takes over.

• Backup port—A port that provides a backup path toward the leaves of the spanning

tree if a designated port fails and is placed in the discarding state. A backup port can

existonlywhere twoormorebridgeports connect to thesameLANforwhich thebridge

servesas thedesignatedbridge. Abackupport for adesignatedport immediately takes

over if the port fails.

• Disabled port—The port is not part of the active spanning tree.

Port States Determine How a Port Processes a Frame

Each port has both a state and a role. A port’s state determines how it processes a frame.

RSTP places each port of a designated bridge in one of three states:

• Discarding—The port discards all BPDUs. A port in this state discards all frames it

receives and does not learn MAC addresses.

• Learning—Theportprepares to forward trafficbyexamining received frames for location

information in order to build its MAC address table.

• Forwarding—The port filters and forwards frames. A port in the forwarding state is part

of the active spanning-tree.

Edge Ports Connect to Devices That Cannot Be Part of a spanning tree

RSTP also defines the concept of an edge port, which is a designated port that connects

to devices that are not STP-capable, such as PCs, servers, routers, or hubs that are not

connected to other switches. Because edge ports connect directly to end stations, they

cannot create network loops and can transition to the forwarding state immediately.

Youcanmanually configureedgeports, andaswitchcanalsodetect edgeportsbynoting

the absence of communication from the end stations.
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The edge ports themselves do send BPDUs to the spanning tree. If you have a good

understandingof the implications on your network andwant tomodifyRSTPon theedge

port interface.

BPDUsMaintain the spanning tree

Spanning-tree protocols use frames called bridge protocol data units (BPDUs) to create

andmaintain the spanning-tree. A BPDU frame is a message sent from one switch to

another to communicate information about itself, such as its bridge ID, root path costs,

and port MAC addresses. The initial exchange of BPDUs between switches determines

the root bridge. Simultaneously, BPDUs are used to communicate the cost of each link

between branch devices, which is based upon port speed or user configuration. RSTP

uses this path cost to determine the ideal route for data frames to travel from one leaf

to another leaf and then blocks all other routes. If an edge port receives a BPDU, it

automatically transitions to a regular RSTP port.

When the network is in a steady state, the spanning-tree converges when the

spanning-tree algorithm (STA) identifies both the root and designated bridges and all

ports are in either a forwarding or blocking state. Tomaintain the tree, the root bridge

continues to send BPDUs at a hello time interval (default 2 seconds). These BPDUs

continue to communicate the current tree topology. When a port receives a hello BPDU,

it compares the information to that already stored for the receiving port. One of three

actions takes place when a switch receives a BPDU:

• If the BPDU datamatches the existing entry in the MAC address table, the port resets

a timer calledmax age to zero and then forwards a new BPDUwith the current active

topology information to the next port in the spanning-tree.

• If the topology in the BPDU has been changed, the information is updated in the MAC

address table,max age is again set to zero, and a new BPDU is forwarded with the

current active topology information to the next port in the spanning-tree.

• When an RSTP port does not receive a BPDU for three hello times, it reacts one of two

ways. If the port is the root port, a complete rework of the spanning tree occurs—see

When an RSTP Root Bridge Fails. If the bridge is any non-root bridge, RSTP detects

that the connected device cannot send BPDUs and converts that port to an edge port.

When an RSTP Root Bridge Fails

When a link to the root port goes down, a flag called a topology change notification

(TCN) is added to the BPDU.When this BPDU reaches the next port in the VLAN, the

MAC address table is flushed and the BPDU is sent to the next bridge. Eventually, all

ports in the VLAN have flushed their MAC address tables. Then, RSTP configures a new

root port.

After a root port or a designated port fails, the alternate or backup port takes over after

an exchange of BPDUs called the proposal-agreement handshake. RSTP propagates

this handshake over point-to-point links, which are dedicated links between two network

nodes, or switches, that connect one port to another. If a local port becomes a new root

or designated port, it negotiates a rapid transition with the receiving port on the nearest

neighboring switch by using the proposal-agreement handshake to ensure a loop-free

topology.
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SwitchesMust RelearnMACAddresses After a Link Failure

Because a link failure causes all associated ports to flush their MAC address table, the

network might be slower as it floods to relearn the MAC addresses. There is a way to

speed up this relearning process. During TCN propagation, the Layer 2 forwarding table

of switches is flushed, resulting ina floodofdatapackets. TheAddressResolutionProtocol

(ARP) feature causes the switch to proactively send ARP requests for IP addresses in

the ARP cache (present because of Layer 3 VLAN interface). With ARP on STP enabled,

as the reply comes through, the switches builds up the Layer 2 forwarding table, thus

limiting the flooding later. Enabling ARP on STP is most useful to prevent excessive

flooding in large Layer 2 networks using RVIs.

NOTE: The ARP feature is not available on Junos OS for EX Series switches
with support for the for the Enhanced Layer 2 Software (ELS) configuration
style.

Selecting a Spanning Tree Protocol

The default factory configuration for EX Series switches is RSTP, a faster version of the

original STP. To determine which spanning-tree protocol is best for your situation, see

Table 2 on page 10 below.

Table 2: Selecting a Spanning Tree Protocol

DisadvantagesAdvantagesProtocol

• RSTP does not work with 802.1D 1998 bridges.

• RSTP is not recommended for multiple VLAN
networksbecause it is notVLAN-aware—asa result,
all VLANs within a LAN share the same
spanning-tree. This limits thenumber of forwarding
paths for data traffic.

• Rapid Spanning Tree Protocol is the default switch
configurationand is recommendedformostnetwork
configurations because it converges more quickly
than STP after a failure.

• Voice and video work better with RSTP than they
do with STP.

• RSTP is backward compatible with STP; therefore,
switches do not all have to run RSTP.

• RSTP supports more ports than MSTP or VSTP

RSTP

• STP is slower than RSTP.

• STP is not recommended for multiple VLAN
networksbecause it is notVLAN-aware—asa result,
all VLANs within a LAN share the same
spanning-tree. This limits thenumber of forwarding
paths for data traffic.

• Spanning Tree Protocol works with 802.1D 1998
bridges.

• RSTP is backward compatible with STP; therefore,
switches do not all have to run STP.

STP

• Some protocols require compatibility that is not
provided by MSTP. In this case, use VSTP.

• MSTP supports a limited number of ports.

• MSTP uses more CPU than RSTP and does not
converge as fast as RSTP.

• Multiple Spanning Tree Protocol works with most
VLANs.

• RSTP and STP are recognized as distinct
spanning-tree regions by MSTP.

MSTP
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Table 2: Selecting a Spanning Tree Protocol (continued)

DisadvantagesAdvantagesProtocol

• With VSTP there can be only STP instance per
VLAN, whereas MSTP lets you combine multiple
VLANs in one instance.

• VSTPsupportsa limitednumberofports compared
to RSTP.

• VSTP uses more CPU than RSTP and does not
converge as fast as RSTP.

• Havinga largenumberofVSTPandRSTP instances
can cause continuous changes in the topology. As
aworkaround, reduce thenumberofVSTP instances
to fewer than 190.

• VLAN Spanning Tree Protocol works with VLANS
that require device compatibility.

• VSTP and RSTP are the only spanning-tree
protocols that can be configured concurrently on a
switch.

VSTP

Related
Documentation

Understanding STP for EX Series Switches•

• Understanding MSTP for EX Series and QFX Series Switches on page 4

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11

• Understanding Layer 2 Protocol Tunneling on EX Series Switches

• Example: Faster Convergence and Improved Network Stability with RSTP on EX Series

Switches

• Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

• Configuring RSTP (CLI Procedure) on page 84

Understanding VSTP for EX Series Switches and QFX Series Switches

Juniper Networks EX Series Ethernet Switches provide Layer 2 loop prevention through

Spanning TreeProtocol (STP), Rapid Spanning TreeProtocol (RSTP),Multiple Spanning

Tree Protocol (MSTP), and VLAN Spanning Tree Protocol (VSTP). The default factory

configuration for EX Series switches uses RSTP. If you use VLANs, however, we

recommend that you enableMSTPunless your network requires the device compatibility

provided by VSTP. Switches configured to run VSTP automatically assign each VLAN to

one spanning-tree instance that runs RSTP. While this approach is useful to optimize

network usage in small networks with a limited number of VLANs, a VSTP configuration

in a network with several hundred VLANs can overload switch CPUs. MSTP ensures that

your network is not slowed down by the increased network traffic caused by hundreds

of VLANs, each with its own spanning-tree instance.

VSTPandRSTPare theonly spanning-treeprotocols that canbeconfiguredconcurrently

on a switch. Themaximum number of VLANs that can be supported by VSTP depends

uponwhether youare using JunosOS for EXSeries andQFXSeries switcheswith support

for the Enhanced Layer 2 Software (ELS) configuration style or Junos OS that does not

support ELS. For ELS details, see Getting Started with Enhanced Layer 2 Software. For

additional VLANs, use RSTP.
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• On EX Series (other than EX9200) and QFX switches running Junos OS that supports

ELS—VSTP can support up to 510 VLANs. However, on EX9200 switches, VSTP can

support only up to 253 VLANs.

• OnanEXSeries switch running JunosOSthatdoesnot support ELS—VSTPcansupport

up to 253 VLANs.

NOTE: When you configure VSTP, we recommend that you enable VSTP on
all VLANs that can receive VSTP bridge protocol data units (BPDUs).

NOTE: WhenyouconfigureVSTPwith thesetprotocolvstpvlanallcommand,

VLAN ID 1 is not set; it is excludedso that the configuration is compatiblewith
Cisco PVST+. If youwant VLAN ID 1 to be included in the VSTP configuration
on your switch, youmust set it separately with the set protocol vstp vlan 1

command.

NOTE: The vlan all option is supported on all EX Series and QFX Series

switches.

Selecting a Spanning Tree Protocol

The default factory configuration for EX Series switches is RSTP, a faster version of STP.

To determine which spanning-tree protocol is best for your situation, see

Table 3 on page 12.

Table 3: Selecting a Spanning Tree Protocol

DisadvantagesAdvantagesProtocol

• RSTP does not work with 802.1D 1998 bridges.

• RSTP is not recommended for multiple VLAN
networksbecause it is notVLAN-aware—asa result,
all VLANs within a LAN share the same spanning
tree. This limits the number of forwarding paths for
data traffic.

• Rapid Spanning Tree Protocol is the default switch
configurationand is recommendedformostnetwork
configurations because it converges more quickly
than STP after a failure.

• Voice and video work better with RSTP than they
do with STP.

• RSTP isbackwardcompatiblewithSTPsoswitches
do not all have to run RSTP.

• RSTP supports more ports than MSTP or VSTP.

RSTP

• STP is slower than RSTP.

• STP is not recommended for multiple VLAN
networksbecause it is notVLAN-aware—asa result,
all VLANs within a LAN share the same
spanning-tree. This limits thenumber of forwarding
paths for data traffic.

• Spanning Tree Protocol works with 802.1D 1998
bridges.

• RSTP isbackwardcompatiblewithSTPsoswitches
do not all have to run STP.

STP
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Table 3: Selecting a Spanning Tree Protocol (continued)

DisadvantagesAdvantagesProtocol

• Some protocols require compatibility that is not
provided by MSTP. In this case, use VSTP.

• MSTP supports a limited number of ports.

• MSTP uses more CPU than RSTP and does not
converge as fast as RSTP.

• Multiple Spanning Tree Protocol works with most
VLANs.

• RSTP and STP are recognized as distinct Spanning
Tree regions by MSTP.

MSTP

• With VSTP there can be only STP instance per
VLAN, whereas MSTP lets you combine multiple
VLANs in one instance.

• VSTPsupportsa limitednumberofports compared
to RSTP.

• VSTP uses more CPU than RSTP and does not
converge as fast as RSTP.

• VLAN Spanning Tree Protocol works with VLANs
that require device compatibility.

• VSTP and RSTP are the only spanning-tree
protocols that can be configured concurrently on a
switch.

VSTP

Related
Documentation

Understanding STP for EX Series Switches•

• Understanding RSTP for EX Series and QFX Series Switches on page 7

• Understanding MSTP for EX Series and QFX Series Switches on page 4

• Understanding Layer 2 Protocol Tunneling on EX Series Switches

• Configuring VSTP (CLI Procedure)

• Configuring VLAN Spanning-Tree Protocol

RSTP or VSTP Forced to Run as IEEE 802.1D STP

OnMX Series routers and EX Series and QFX Series switches in a Layer 2 environment,

you can force the configured Rapid Spanning Tree Protocol (RSTP) or VLAN Spanning

Tree Protocol (VSTP) to run as the original IEEE 802.1D Spanning Tree Protocol (STP)

version. Configure original IEEE_802.1D STP for compatibility with older bridges that do

not support RSTP or VSTP.

Keep the following limitations inmindwhenRSTPorVSTPare forced to runas theoriginal

STP version:

• If you configure an instance interface as an edge port, the configuration statement is

ignored.

• If you configure point-to-point link mode for an instance interface, the configuration

statement is ignored.

Related
Documentation

Spanning-Tree Protocols Supported•

• Configuring RSTP (CLI Procedure) on page 84

• Configuring VLAN Spanning-Tree Protocol

• Reverting to RSTP or VSTP from Forced IEEE 802.1D STP on page 95

• force-version on page 107
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Understanding BPDU Protection for STP, RSTP, andMSTP on EX Series Switches

Networks frequently use multiple protocols simultaneously to achieve different goals

and in somecases those protocolsmight conflictwith each other. One such case iswhen

spanning-tree protocols are active on the network, where a special type of switching

frame called a bridge protocol data unit (BPDU) can conflict with BPDUs generated on

other devices such as PCs. The different kinds of BPDUs are not compatible, but they

can still be recognized by other devices that use BPDUs and cause network outages. You

need to protect any device that recognizes BPDUs from picking up incompatible BPDUs.

• Different Kinds of BPDUs on page 14

• Protecting Switches from Incompatible BPDUs on page 14

Different Kinds of BPDUs

Spanning-tree protocols such as Spanning Tree Protocol (STP), Rapid Spanning Tree

Protocol (RSTP), VLAN Spanning Tree Protocol (VSTP), and Multiple Spanning Tree

Protocol (MSTP) generate their own BPDUs. These peer STP applications use their

BPDUs to communicate, and ultimately, the exchange of BPDUs determines which

interfaces block traffic and which interfaces become root ports and forward traffic.

User bridge applications running on a PC can also generate BPDUs. If these BPDUs are

pickedupbySTPapplications runningon theswitch, theycan triggerSTPmiscalculations,

and thosemiscalculations can lead to network outages. Similarly, BPDUs generated by

STP protocols can cause problems if they are picked up by devices such as PCs that are

not using STP. Somemechanism for BPDU protection must be implemented in these

cases.

Protecting Switches from Incompatible BPDUs

To protect the state of spanning-tree protocols on switches fromoutside BPDUs, enable

BPDU protection on the interfaces of a switch on which spanning-tree protocols are

configured and are connected to user devices (such as PCs)—for example, on edge ports

connected to PCs. Use the same strategy when a device on which STP is not configured

is connected to a switch through a trunk interface that forwards BPDUs generated by

spanning-tree protocols. In this case, you protect the device from BPDUs generated by

the STP on the switch.

To prevent a switch from forwarding BPDUs generated by spanning-tree protocols to a

device, you can enable bpdu-block on an interface.

• On Juniper Networks EX Series Ethernet Switches that run Juniper Networks Junos

operating system (Junos OS) that supports the Enhanced Layer 2 Software (ELS)

configuration style, enable bpdu-block at the [edit protocols layer2-control ] hierarchy

level. To clear the BPDU error, use clear error bpdu interface.

• On EX Series switches that run Junos OS that does not support the ELS configuration

style, enable bpdu-block at the [edit ethernet-switching-options] hierarchy level. To

clear the BPDU error, use clear bpdu-error
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When an interface configured with BPDU protection encounters an incompatible BPDU,

it drops that BPDU and then, either shuts down or continues to receive packets other

than spanning-tree protocol BPDUs depending on the configuration defined in the

bpdu-blockstatement. If the interfacecontinues tobeopenafterdroppingall incompatible

BPDUs, all packets except incompatible BPDUs continue to ingress and egress through

the interface.

If the interface shuts down after dropping all BPDUs, you can re-enable the interface as

follows:

• On Juniper Networks EX Series and QFX Series switches running Juniper Networks

Junos operating system (Junos OS) that supports the Enhanced Layer 2 Software

(ELS) configuration style:

• Include the disable--timeout statement at the [edit protocols layer2-control

bpdu-block]hierarchy level toenable the interfaces toautomatically return toservice

when the specified timer expires.

• Issue the operational mode command clear error bpdu interface on the switch.

• On EX Series switches running Junos OS that does not support the ELS configuration

style:

• Include the disable-timeout statement at the [edit ethernet-switching-options

bpdu-block]hierarchy level to enable the interfaces toautomatically return to service

when the specified timer expires.

• Issue the operational mode command clear bpdu-error on the switch.

Related
Documentation

Configuring BPDU Protection on Spanning Tree Interfaces on page 92•

• Example: ConfiguringBPDUProtectiononEdge Interfaces toPreventSTPMiscalculations

on EX Series Switches

• Example: Configuring BPDU Protection on Interfaces to Prevent STP Miscalculations on

EX Series Switches

• Example: Configuring BPDU Protection on Edge Interfaces to Prevent STP

Miscalculations on EX Series Switches on page 58

• Example: Configuring BPDU Protection on Interfaces to Prevent STPMiscalculations

on EX Series Switches on page 63

• Understanding LoopProtection for STP, RSTP, VSTP, andMSTPonEXSeries Switches

on page 16

• Understanding Root Protection for STP, RSTP, VSTP, andMSTPon EXSeries Switches

on page 17
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UnderstandingLoopProtection forSTP,RSTP,VSTP, andMSTPonEXSeriesSwitches

Juniper Networks EX Series Ethernet Switches provide Layer 2 loop prevention through

Spanning Tree Protocol (STP), Rapid Spanning Tree Protocol (RSTP), VLAN Spanning

Tree Protocol (VSTP), and Multiple Spanning Tree Protocol (MSTP). Loop protection

increases the efficiency of STP, RSTP, and MSTP by preventing ports frommoving into

a forwarding state that would result in a loop opening up in the network.

A loop-free network in spanning-tree topologies is supported through the exchange of

a special type of frame called bridge protocol data unit (BPDU). Peer STP applications

running on the switch interfaces use BPDUs to communicate. Ultimately, the exchange

of BPDUs determines which interfaces block traffic (preventing loops) and which

interfaces become root ports and forward traffic.

However, ablocking interfacecan transition to the forwarding state in error if the interface

stops receiving BPDUs from its designated port on the segment. Such a transition error

can occur when there is a hardware error on the switch or software configuration error

between the switch and its neighbor.

When loop protection is enabled, the spanning-tree topology detects root ports and

blocked ports andmakes sure both keep receiving BPDUs. If a loop-protection-enabled

interface stops receiving BPDUs from its designated port, it reacts as it would react to a

problemwith thephysical connectionon this interface. It doesnot transition the interface

to a forwarding state, but instead transitions it to a loop-inconsistent state. The interface

recovers and then it transitions back to the spanning-tree blocking state as soon as it

receives a BPDU.

We recommend that you enable loop protection on all switch interfaces that have a

chance of becoming root or designated ports. Loop protection is most effective when

enabled in the entire switched network. When you enable loop protection, youmust

configure at least one action (log, block, or both).

Note that an interface can be configured for either loop protection or root protection, but

not for both.

Related
Documentation

Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on EX Series Switches

•

• Understanding Root Protection for STP, RSTP, VSTP, andMSTPon EXSeries Switches

on page 17

• Understanding BPDU Protection for STP, RSTP, and MSTP on EX Series Switches on

page 14

• Understanding MSTP for EX Series and QFX Series Switches on page 4

• Understanding RSTP for EX Series and QFX Series Switches on page 7

• Understanding STP for EX Series Switches

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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UnderstandingRootProtection forSTP,RSTP,VSTP, andMSTPonEXSeriesSwitches

Juniper Networks EX Series Ethernet Switches provide Layer 2 loop prevention through

Spanning Tree Protocol (STP), Rapid Spanning Tree Protocol (RSTP), VLAN Spanning

TreeProtocol (VSTP), andMultiple SpanningTreeProtocol (MSTP). A loop-free network

is supported through the exchange of a special type of frame called bridge protocol data

unit (BPDU). Peer STP applications running on the switch interfaces use BPDUs to

communicate. Ultimately, the exchange of BPDUs determines which interfaces block

traffic and which interfaces become root ports and forward traffic.

However, a root port elected through this process has the possibility of being wrongly

elected. A user bridge application running on aPCcan generate BPDUs, too, and interfere

with root port election. Root protection allows network administrators to manually

enforce the root bridge placement in the network.

Enable root protection on interfaces thatmust not receive superior BPDUs from the root

bridge andmust not be elected as the root port. These interfaces become designated

ports and are typically located on an administrative boundary. If the bridge receives

superior STP BPDUs on a port that has root protection enabled, that port transitions to

a root-prevented STP state (inconsistency state) and the interface is blocked. This

blocking prevents a bridge that should not be the root bridge frombeing elected the root

bridge. After the bridge stops receiving superior STP BPDUs on the interface with root

protection, the interface returns to a listening state, followed by a learning state, and

ultimately back toa forwarding state. Recovery back to the forwarding state is automatic.

When root protection is enabled on an interface, it is enabled for all the STP instances

on that interface. The interface is blocked only for instances for which it receives superior

BPDUs. Otherwise, it participates in the spanning-tree topology.

An interface can be configured for either root protection or loop protection, but not for

both.

Related
Documentation

• Configuring BPDU Protection on Spanning Tree Interfaces on page 92

• Example: Configuring Root Protection to Enforce Root Bridge Placement in Spanning

Trees on EX Series Switches

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on EX Series Switches

• Example: ConfiguringBPDUProtectiononEdge Interfaces toPreventSTPMiscalculations

on EX Series Switches

• Example: Configuring BPDU Protection on Interfaces to Prevent STP Miscalculations on

EX Series Switches

• Understanding MSTP for EX Series and QFX Series Switches on page 4

• Understanding RSTP for EX Series and QFX Series Switches on page 7

• Understanding STP for EX Series Switches

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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PART 2

Configuration

• Configuration Examples on page 21

• Configuration Tasks on page 79

• Operational Tasks on page 95

• Configuration Statements on page 97
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CHAPTER 2

Configuration Examples

• Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

• Example: Configuring Network Regions for VLANs with MSTP on EX Series

Switches on page 38

• Example: Configuring BPDU Protection on Edge Interfaces to Prevent STP

Miscalculations on EX Series Switches on page 58

• Example: Configuring BPDU Protection on Interfaces to Prevent STPMiscalculations

on EX Series Switches on page 63

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on EX Series Switches on page 68

• Example: Configuring Root Protection to Enforce Root Bridge Placement in Spanning

Trees on EX Series Switches on page 72

Example: Configuring Faster Convergence and Improved Network Stability with RSTP
on EX Series Switches

NOTE: This example uses Junos OS for EX Series switches with support for
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that does not support ELS, see Example: Faster Convergence and
Improved Network Stability with RSTP on EX Series Switches. For ELS details,
seeGetting Started with Enhanced Layer 2 Software.

EX Series switches use Rapid Spanning Tree Protocol (RSTP) by default to provide a

loop-free topology.

When switches that support redundantRoutingEngines useRSTP, it is important to keep

RSTP synchronized on both Routing Engines so that no loss of service occurs after a

RoutingEngineswitchover.Nonstopbridgingprotocol keepsRoutingEnginessynchronized.

This example describes how to configure RSTP and NSB on four EX Series switches:

• Requirements on page 22

• Overview and Topology on page 22

• Configuring RSTP and Nonstop Bridging on Switch 1 on page 24
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• Configuring RSTP and Nonstop Bridging on Switch 2 on page 27

• Configuring RSTP and Nonstop Bridging on Switch 3 on page 30

• Configuring RSTP and Nonstop Bridging on Switch 4 on page 33

• Verification on page 36

Requirements

This example uses the following software and hardware components:

• Junos OS Release 15.1 or later or later for EX Series switches

• Four EX Series switches

Before you configure the switches for RSTP, be sure you have:

• Installed and connected the four switches. See the hardware documentation for your

switch.

• Performed the initial software configuration on all switches. See Connecting and

Configuring an EX Series Switch (CLI Procedure) or Connecting and Configuring an EX

Series Switch (J-Web Procedure).

Overview and Topology

RSTPworks by identifying certain links as point to point links and blocking other possible

paths. When one of the point-to-point links fails, a designated alternate link transitions

to the forwarding state and take over. Configuring nonstop bridging (NSB) on a switch

with redundant Routing Engines keepsRSTP synchronized onbothRouting Engines. This

way, RSTP remains active immediately after a switchover because it is already

synchronized to the backup Routing Engine. RSTP does not have to reconverge after a

Routing Engine switchover when NSB is enabled because the neighbor devices do not

detect an RSTP change on the switch. In this example, four EX Series switches are

connected in the topology displayed in Figure 1 on page 23 to create a loop-free topology

with NSB applied to switches with dual Routing Engines.
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Figure 1: Network Topology for RSTP

Table 4 on page 23 shows the components of the topology for this example.

NOTE: You can configure RSTP only on physical interfaces, not on logical
interfaces.

Table 4: Components of the Topology for Configuring RSTP

SettingsProperty

The following interfaces on Switch 1 are connected in this way:

• ge-0/0/9 is connected to Switch 2

• ge-0/0/13 is connected to Switch 4

• ge-0/0/11 is connected to Switch 3

Switch 1

The following interfaces on Switch 2 are connected in this way:

• ge-0/0/14 is connected to Switch 1

• ge-0/0/18 is connected to Switch 3

Switch 2

The following interfaces on Switch 3 are connected in this way:

• ge-0/0/26 is connected to Switch 1

• ge-0/0/28 is connected to Switch 2

• ge-0/0/24 is connected to Switch 4

Switch 3
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Table 4: Components of the Topology for Configuring RSTP (continued)

SettingsProperty

The following interfaces on Switch 4 are connected in this way:

• ge-0/0/19 is connected to Switch 1

• ge-0/0/23 is connected to Switch 3

Switch 4

voice-vlan, tag 10
employee-vlan, tag 20
guest-vlan, tag 30
camera-vlan, tag 40

VLAN names and tag IDs

This configurationexamplecreatesa loop-free topologybetween fourEXSeries switches

using RSTP.

An RSTP topology contains ports that have specific roles:

• The root port is responsible for forwarding data to the root bridge.

• The alternate port is a standby port for the root port. When a root port goes down, the

alternate port becomes the active root port.

• The designated port forwards data to the downstream network segment or device.

• The backup port is a backup port for the designated port.When a designated port goes

down, thebackupport becomes theactivedesignatedport andstarts forwardingdata.

NOTE: You also can create a loop-free topology between the aggregation
layer and the distribution layer using redundant trunk links. For more
informationaboutconfiguring redundant trunk links, seeExample:Configuring
Redundant Trunk Links for Faster Recovery.

Configuring RSTP and Nonstop Bridging on Switch 1

CLI Quick
Configuration

To quickly configure RSTP and nonstop bridging on Switch 1, copy the following

commands and paste them into the switch terminal window:

[edit]
set vlans voice-vlan description “Voice VLAN”
set vlans voice-vlan vlan-id 10
set vlans employee-vlan description “Employee VLAN”
set vlans employee-vlan vlan-id 20
set vlans guest-vlan description “Guest VLAN”
set vlans guest-vlan vlan-id 30
set vlans camera-vlan description “Camera VLAN”
set vlans camera-vlan vlan-id 40
set interfaces ge-0/0/13 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/9 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/11 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/13 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/9 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/11 unit 0 family ethernet-switching interface-mode trunk
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set protocols rstp bridge-priority 16k
set protocols rstp interface all cost 1000
set protocols rstp interface all mode point-to-point

If Switch 1 includes dual Routing Engines, configure NSB. To quickly configure nonstop

bridging on Switch 1, copy the following commands and paste them into the switch

terminal window:

set chassis redundancy graceful switchover
set system commit synchronize
set protocols layer2-control nonstop-bridging

Step-by-Step
Procedure

To configure RSTP and nonstop bridging on Switch 1:

1. Configure the VLANs voice-vlan, employee-vlan, guest-vlan, and camera-vlan:

[edit vlans]
user@switch1# set voice-vlan description “Voice VLAN”
user@switch1# set voice-vlan vlan-id 10
user@switch1# set employee-vlan description “Employee VLAN”
user@switch1# set employee-vlan vlan-id 20
user@switch1# set guest-vlan description “Guest VLAN”
user@switch1# set guest-vlan vlan-id 30
user@switch1# set camera-vlan description “Camera VLAN”
user@switch1# set camera-vlan vlan-id 40

2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:

[edit interfaces]
user@switch1# set ge-0/0/13 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch1# set ge-0/0/9 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch1# set ge-0/0/11 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

[edit interfaces]
user@switch1# set ge-0/0/13 unit 0 family ethernet-switching interface-mode trunk
user@switch1# set ge-0/0/9 unit 0 family ethernet-switching interface-mode trunk
user@switch1# set ge-0/0/11 unit 0 family ethernet-switching interface-mode trunk

4. Configure RSTP on the switch:

[edit protocols]
user@switch1# rstp bridge-priority 16k
user@switch1# rstp interface all cost 1000
user@switch1# rstp interface all mode point-to-point

Step-by-Step
Procedure

If Switch 1 includes dual Routing Engines, configure nonstop bridging. To configure NSB

on Switch 1:

1. Enable graceful Routing Engine switchover (GRES):

[edit chassis redundancy]
user@switch1# set graceful-switchover

2. Configure the switch to always synchronize configuration changes between the

Routing Engines:

[edit system]
user@switch1# set commit synchronize
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If you try to commit a configuration in which nonstop bridging is configured but

synchronization of configuration changes is not configured, the configuration is not

committed.

3. Enable nonstop bridging:

[edit protocols layer2-control]
user@switch1# set nonstop-bridging

NOTE: This process enables NSB for all NSB-supported Layer 2
protocols on the switch, including RSTP.

Results Check the results of the configuration:

user@switch1> show configuration
interfaces {
ge-0/0/13 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
ge-0/0/9 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
ge-0/0/11 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}

}
protocols {
layer2-control {
nonstop-bridging;

}
rstp {
bridge-priority 16k;
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interface ge-0/0/13 {
cost 1000;
mode point-to-point;

}
interface ge-0/0/9 {
cost 1000;
mode point-to-point;

}
interface ge-0/0/11 {
cost 1000;
mode point-to-point;

}
}

}
}
vlans {
voice-vlan {
vlan-id 10;

}
employee-vlan {
vlan-id 20;

}
guest-vlan {
vlan-id 30;

}
camera-vlan {
vlan-id 40;

}
}
system {
commit synchronize;

}
chassis {
redundancy {
graceful-switchover;

}

Configuring RSTP and Nonstop Bridging on Switch 2

CLI Quick
Configuration

To quickly configure RSTP and nonstop bridging on Switch 2, copy the following

commands and paste them into the switch terminal window:

[edit]
set vlans voice-vlan description “Voice VLAN”
set vlans voice-vlan vlan-id 10
set vlans employee-vlan description “Employee VLAN”
set vlans employee-vlan vlan-id 20
set vlans guest-vlan description “Guest VLAN”
set vlans guest-vlan vlan-id 30
set vlans camera-vlan description “Camera VLAN”
set vlans camera-vlan vlan-id 40
set interfaces ge-0/0/14 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/18 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/14 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/18 unit 0 family ethernet-switching interface-mode trunk
set protocols rstp bridge-priority 32k
set protocols rstp interface ge-0/0/14 cost 1000

27Copyright © 2015, Juniper Networks, Inc.

Chapter 2: Configuration Examples



set protocols rstp interface ge-0/0/14mode point-to-point
set protocols rstp interface ge-0/0/18 cost 1000
set protocols rstp interface ge-0/0/18mode point-to-point

NOTE: Starting with Junos OS Release 15.1 for EX Series and QFX Series
switcheswithsupport for theEnhancedLayer2Software (ELS)configuration
style, you can configure spanning tree parameters globally on all spanning
tree interfaces. See “Configuring RSTP (CLI Procedure)” on page 84 for
additional information.

If Switch 2 includes dual Routing Engines, configure NSB. To quickly configure nonstop

bridging on Switch 2, copy the following commands and paste them into the switch

terminal window:

set chassis redundancy graceful switchover
set system commit synchronize
set protocols layer2-control nonstop-bridging

Step-by-Step
Procedure

To configure RSTP and nonstop bridging on Switch 2:

1. Configure the VLANs voice-vlan, employee-vlan, guest-vlan, and camera-vlan:

[edit vlans]
user@switch2# set voice-vlan description “Voice VLAN”
user@switch2# set voice-vlan vlan-id 10
user@switch2# set employee-vlan description “Employee VLAN”
user@switch2# set employee-vlan vlan-id 20
user@switch2# set guest-vlan description “Guest VLAN”
user@switch2# set guest-vlan vlan-id 30
user@switch2# set camera-vlan vlan-description “Camera VLAN”
user@switch2# set camera-vlan vlan-id 40

2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:

[edit interfaces]
user@switch2# set ge-0/0/14 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch2# set ge-0/0/18 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

[edit interfaces]
user@switch2# set ge-0/0/14 unit 0 family ethernet-switching interface-mode trunk
user@switch2# set ge-0/0/18 unit 0 family ethernet-switching interface-mode trunk

4. Configure RSTP on the switch:

[edit protocols]
user@switch2# rstp bridge-priority 32k
user@switch2# rstp interface ge-0/0/14 cost 1000
user@switch2# rstp interface ge-0/0/14mode point-to-point
user@switch2# rstp interface ge-0/0/18 cost 1000
user@switch2# rstp interface ge-0/0/18mode point-to-point
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Step-by-Step
Procedure

If Switch 2 includes dual Routing Engines, configure nonstop bridging. To configure NSB

on Switch 2:

1. Enable graceful Routing Engine switchover (GRES):

[edit chassis redundancy]
user@switch2# set graceful-switchover

2. Configure the switch to always synchronize configuration changes between the

Routing Engines:

[edit system]
user@switch2# set commit synchronize

If you try to commit a configuration in which nonstop bridging is configured but

synchronization of configuration changes is not configured, the configuration is not

committed.

3. Enable nonstop bridging:

[edit protocols layer2-control]
user@switch2# set nonstop-bridging

NOTE: This process enables NSB for all NSB-supported Layer 2
protocols on the switch, including RSTP.

Results Check the results of the configuration:

user@switch2> show configuration
interfaces {
ge-0/0/14 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
ge-0/0/18 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}

}
protocols {
layer2-control {
nonstop-bridging;

}
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rstp {
bridge-priority 32k;
interface ge-0/0/14 {
cost 1000;
mode point-to-point;

}
interface ge-0/0/18 {
cost 1000;
mode point-to-point;

}
}

}
}
vlans {
voice-vlan {
vlan-id 10;

}
employee-vlan {
vlan-id 20;

}
guest-vlan {
vlan-id 30;

}
camera-vlan {
vlan-id 40;

}
}
system {
commit synchronize;

}
chassis {
redundancy {
graceful-switchover;

}

Configuring RSTP and Nonstop Bridging on Switch 3

CLI Quick
Configuration

To quickly configure RSTP and nonstop bridging on Switch 3, copy the following

commands and paste them into the switch terminal window:

[edit]
set vlans voice-vlan description “Voice VLAN”
set vlans voice-vlan vlan-id 10
set vlans employee-vlan description “Employee VLAN”
set vlans employee-vlan vlan-id 20
set vlans guest-vlan description “Guest VLAN”
set vlans guest-vlan vlan-id 30
set vlans camera-vlan description “Camera VLAN”
set vlans camera-vlan vlan-id 40
set interfaces ge-0/0/26 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/28 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/24 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/26 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/28 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/24 unit 0 family ethernet-switching interface-mode trunk
set protocols rstp bridge-priority 8k
set protocols rstp interface ge-0/0/26 cost 1000
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set protocols rstp interface ge-0/0/26mode point-to-point
set protocols rstp interface ge-0/0/28 cost 1000
set protocols rstp interface ge-0/0/28mode point-to-point
set protocols rstp interface ge-0/0/24 cost 1000
set protocols rstp interface ge-0/0/24mode point-to-point

If Switch 3 includes dual Routing Engines, configure NSB. To quickly configure nonstop

bridging on Switch 3, copy the following commands and paste them into the switch

terminal window:

set chassis redundancy graceful switchover
set system commit synchronize
set protocols layer2-control nonstop-bridging

Step-by-Step
Procedure

To configure RSTP and nonstop bridging on Switch 3:

1. Configure the VLANs voice-vlan, employee-vlan, guest-vlan, and camera-vlan:

[edit vlans]
user@switch3# set voice-vlan description “Voice VLAN”
user@switch3# set voice-vlan vlan-id 10
user@switch3# set employee-vlan description “Employee VLAN”
user@switch3# set employee-vlan vlan-id 20
user@switch3# set guest-vlan description “Guest VLAN”
user@switch3# set guest-vlan vlan-id 30
user@switch3# set camera-vlan description “Camera VLAN”
user@switch3# set camera-vlan vlan-id 40

2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:

[edit interfaces]
user@switch3# set ge-0/0/26 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch3# set ge-0/0/28 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch3# set ge-0/0/24 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

[edit interfaces]
user@switch3# set ge-0/0/26 unit 0 family ethernet-switching interface-mode trunk
user@switch3# set ge-0/0/28 unit 0 family ethernet-switching interface-mode trunk
user@switch3# set ge-0/0/24 unit 0 family ethernet-switching interface-mode trunk

4. Configure RSTP on the switch:

[edit protocols]
user@switch3# rstp bridge-priority 8k
user@switch3# rstp interface ge-0/0/26 cost 1000
user@switch3# rstp interface ge-0/0/26mode point-to-point
user@switch3# rstp interface ge-0/0/28 cost 1000
user@switch3# rstp interface ge-0/0/28mode point-to-point
user@switch3# rstp interface ge-0/0/24 cost 1000
user@switch3# rstp interface ge-0/0/24mode point-to-point

Step-by-Step
Procedure

If Switch 3 includes dual Routing Engines, configure nonstop bridging. To configure NSB

on Switch 3:

1. Enable graceful Routing Engine switchover (GRES):

[edit chassis redundancy]
user@switch3# set graceful-switchover
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2. Configure the switch to always synchronize configuration changes between the

Routing Engines:

[edit system]
user@switch3# set commit synchronize

If you try to commit a configuration in which nonstop bridging is configured but

synchronization of configuration changes is not configured, the configuration is not

committed.

3. Enable nonstop bridging:

[edit protocols layer2-control]
user@switch3# set nonstop-bridging

NOTE: This process enables NSB for all NSB-supported Layer 2
protocols on the switch, including RSTP.

Results Check the results of the configuration:

user@switch3> show configuration
interfaces {
ge-0/0/26 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
ge-0/0/28 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
ge-0/0/24 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}

}
}
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protocols {
layer2-control {
nonstop-bridging;

}
rstp {
bridge-priority 8k;
interface ge-0/0/26 {
cost 1000;
mode point-to-point;

}
interface ge-0/0/28 {
cost 1000;
mode point-to-point;

}
interface ge-0/0/24 {
cost 1000;
mode point-to-point;

}
}
bridge-priority 8k;
}

}
}

}
vlans {
voice-vlan {
vlan-id 10;

}
employee-vlan {
vlan-id 20;

}
guest-vlan {
vlan-id 30;

}
camera-vlan {
vlan-id 40;

}
}
system {
commit synchronize;

}
chassis {
redundancy {
graceful-switchover;

}

Configuring RSTP and Nonstop Bridging on Switch 4

CLI Quick
Configuration

To quickly configure RSTP and nonstop bridging on Switch 4, copy the following

commands and paste them into the switch terminal window:

[edit]
set vlans voice-vlan description “Voice VLAN”
set vlans voice-vlan vlan-id 10
set vlans employee-vlan description “Employee VLAN”
set vlans employee-vlan vlan-id 20
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set vlans guest-vlan description “Guest VLAN”
set vlans guest-vlan vlan-id 30
set vlans camera-vlan description “Camera VLAN”
set vlans camera-vlan vlan-id 40
set interfaces ge-0/0/23 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/19 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/23 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/19 unit 0 family ethernet-switching interface-mode trunk
set protocols rstp bridge-priority 16k
set protocols rstp interface ge-0/0/23 cost 1000
set protocols rstp interface ge-0/0/23mode point-to-point
set protocols rstp interface ge-0/0/19 cost 1000
set protocols rstp interface ge-0/0/19mode point-to-point

If Switch 4 includes dual Routing Engines, configure NSB. To quickly configure nonstop

bridging on Switch 4, copy the following commands and paste them into the switch

terminal window:

set chassis redundancy graceful switchover
set system commit synchronize
set protocols layer2-control nonstop-bridging

Step-by-Step
Procedure

To configure RSTP and nonstop bridging on Switch 4:

1. Configure the VLANs voice-vlan, employee-vlan, guest-vlan, and camera-vlan:

[edit vlans]
user@switch4# set voice-vlan description “Voice VLAN”
user@switch4# set voice-vlan vlan-id 10
user@switch4# set employee-vlan description “Employee VLAN”
user@switch4# set employee-vlan vlan-id 20
user@switch4# set guest-vlan description “Guest VLAN”
user@switch4# set guest-vlan vlan-id 30
user@switch4# set camera-vlan description “Camera VLAN”
user@switch4# set camera-vlan vlan-id 40

2. Configure the VLANs on the interfaces, including support for the Ethernet switching

protocol:

[edit interfaces]
user@switch4# set ge-0/0/23 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch4# set ge-0/0/19 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

[edit interfaces]
user@switch4# set ge-0/0/23 unit 0 family ethernet-switching interface-mode trunk
user@switch4# set ge-0/0/19 unit 0 family ethernet-switching interface-mode trunk

4. Configure RSTP on the switch:

[edit protocols]
user@switch4# rstp bridge-priority 16k
user@switch4# rstp interface ge-0/0/23 cost 1000
user@switch4# rstp interface ge-0/0/23mode point-to-point
user@switch4# rstp interface ge-0/0/19 cost 1000
user@switch4# rstp interface ge-0/0/19mode point-to-point

Step-by-Step
Procedure

If Switch 4 includes dual Routing Engines, configure nonstop bridging. To configure NSB

on Switch 4:

1. Enable graceful Routing Engine switchover (GRES):
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[edit chassis redundancy]
user@switch4# set graceful-switchover

2. Configure the switch to always synchronize configuration changes between the

Routing Engines:

[edit system]
user@switch4# set commit synchronize

If you try to commit a configuration in which nonstop bridging is configured but

synchronization of configuration changes is not configured, the configuration is not

committed.

3. Enable nonstop bridging:

[edit protocols layer2-control]
user@switch4# set nonstop-bridging

NOTE: This process enables NSB for all NSB-supported Layer 2
protocols on the switch, including RSTP.

Results Check the results of the configuration:

user@switch4> show configuration
interfaces {
ge-0/0/23 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}
ge-0/0/19 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [10 20 30 40];

}
}

}
}

}
protocols {
layer2-control {
nonstop-bridging;

}
rstp {
bridge-priority 16k;
interface ge-0/0/23 {
cost 1000;
mode point-to-point;
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}
interface ge-0/0/19 {
cost 1000;
mode point-to-point;

}
}

}
}
vlans {
voice-vlan {
vlan-id 10;

}
employee-vlan {
vlan-id 20;

}
guest-vlan {
vlan-id 30;

}
camera-vlan {
vlan-id 40;

}
}
system {
commit synchronize;

}
chassis {
redundancy {
graceful-switchover;

}

Verification

Toconfirm that theconfiguration isworkingproperly, performthese tasksonbothRouting

Engines:

• Verifying RSTP Configuration on Switch 1 on page 36

• Verifying RSTP Configuration on Switch 2 on page 37

• Verifying RSTP Configuration on Switch 3 on page 37

• Verifying RSTP Configuration on Switch 4 on page 38

Verifying RSTP Configuration on Switch 1

Purpose Verify the RSTP configuration on Switch 1.
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Action Use the operational mode command:

user@switch1> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/13    128:526      128:526  16384.0019e25040e0      1000  BLK    ALT 
ge-0/0/9     128:522      128:522  32768.0019e2503d20      1000  BLK    ALT  
ge-0/0/11    128:524      128:524   8192.0019e25051e0      1000  FWD    ROOT  

Meaning Refer to the topology in Figure 1 on page 23. The operational mode command show

spanning-tree interface shows thatge-0/0/13 is in a forwarding state. Theother interfaces

on Switch 1 are blocking.

Verifying RSTP Configuration on Switch 2

Purpose Use this procedure to verify the RSTP configuration on both Switch 2 Routing Engines.

Action Use the operational mode command:

user@switch2> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/14     128:527      128:527  32768.0019e2503d20      1000  FWD    DESG 
ge-0/0/18     128:529      128:529   8192.0019e25051e0      1000  FWD    ROOT 

Meaning Refer to the topology in Figure 1 on page 23. The operational mode command show

spanning-tree interface shows that ge-0/0/18 is in a forwarding state and is the root port.

Verifying RSTP Configuration on Switch 3

Purpose Use this procedure to verify the RSTP configuration on both Switch 3 Routing Engines.
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Action Use the operational mode commands:

user@switch3> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/26     128:539      128:539   8192.0019e25051e0      1000  FWD    DESG 
ge-0/0/28     128:541      128:541   8192.0019e25051e0      1000  FWD    DESG 
ge-0/0/24     128:537      128:537   8192.0019e25051e0      1000  FWD    DESG 

Meaning Refer to the topology in Figure 1 on page 23. The operational mode command show

spanning-tree interface shows that no interface is the root interface.

Verifying RSTP Configuration on Switch 4

Purpose Use this procedure to verify the RSTP configuration on both Switch 4 Routing Engines.

Action Use the operational mode commands:

user@switch4> show spanning-tree interface
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost

ge-0/0/23    128:536      128:536   8192.0019e25051e0      1000  FWD    ROOT 
ge-0/0/19    128:532      128:532   16384.0019e25040e0     1000  FWD    DESG 

Meaning Refer to the topology in Figure 1 on page 23. The operational mode command show

spanning-tree interface shows that interface ge-0/0/23 is the root interface and

forwarding.

Related
Documentation

95775Configuring RSTP (CLI Procedure) on page 84•

• Understanding RSTP for EX Series and QFX Series Switches on page 7

Example: Configuring Network Regions for VLANswithMSTP on EX Series Switches

NOTE: This example uses Junos OS for EX Series switches with support for
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
softwarethatdoesnotsupportELS,seeExample:ConfiguringNetworkRegions
for VLANs with MSTP on EX Series Switches. For ELS details, seeGetting
Started with Enhanced Layer 2 Software.
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MultipleSpanningTreeProtocol (MSTP) isused tocreatea loop-free topology innetworks

usingmultiple spanning-tree regions inwhicheach regioncontainsmultiple spanning-tree

instances (MSTIs). MSTIs provide different paths for different VLANs. This functionality

facilitates better load sharing across redundant links.

Up to 64 MSTIs can be created for an EX Series switch, and each MSTI can support up

to 4094 VLANs.

This example describes how to configure MSTP on four EX Series switches:

• Requirements on page 39

• Overview and Topology on page 39

• Configuring MSTP on Switch 1 on page 42

• Configuring MSTP on Switch 2 on page 45

• Configuring MSTP on Switch 3 on page 47

• Configuring MSTP on Switch 4 on page 50

• Verification on page 52

Requirements

This example uses the following software and hardware components:

• Junos OS Release 13.2X50-D10 or later or later for EX Series switches

• Four EX Series switches

Before you configure the switches for MSTP, be sure you have:

• Installed and connected the four switches. See the hardware documentation for your

switch.

• Performed the initial software configuration on all switches. See Connecting and

Configuring an EX Series Switch (CLI Procedure) or Connecting and Configuring an EX

Series Switch (J-Web Procedure).

Overview and Topology

When the number of VLANs grows in a network, MSTP provides an efficient way of

creating a loop-free topology by using MSTIs. Each MSTI in the spanning-tree domain

maintains its own tree. Each tree can bemapped to different links, utilizing bandwidth

thatwouldbeunavailable toasingle tree.MSTIs reduce thedemandonsystemresources.
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Figure 2: Network Topology for MSTP

The interfaces shown in Figure 2 on page 40 will be configured for MSTP.

NOTE: You can configure MSTP only on physical interfaces, not on logical
interfaces.

Table 5: Components of the Topology for ConfiguringMSTP on EX Series Switches

SettingsProperty

The following interfaces on Switch 1 are connected in this way:

• ge-0/0/9 is connected to Switch 2

• ge-0/0/13 is connected to Switch 4

• ge-0/0/11 is connected to Switch 3

Switch 1

The following interfaces on Switch 2 are connected in this way:

• ge-0/0/14 is connected to Switch 1

• ge-0/0/18 is connected to Switch 3

Switch 2
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Table 5: Components of theTopology for ConfiguringMSTPonEXSeries Switches (continued)

SettingsProperty

The following interfaces on Switch 3 are connected in this way:

• ge-0/0/26 is connected to Switch 1

• ge-0/0/28 is connected to Switch 2

• ge-0/0/24 is connected to Switch 4

Switch 3

The following interfaces on Switch 4 are connected in this way:

• ge-0/0/19 is connected to Switch 1

• ge-0/0/23 is connected to Switch 3

Switch 4

voice-vlan, tag 10
employee-vlan, tag 20
guest-vlan, tag 30
camera-vlan, tag 40

VLAN names and tag IDs

1
2

MSTIs

region1MSTI region

The topology in Figure 2 on page 40 shows a common and internal spanning tree (CIST).

The CIST is a single spanning tree connecting all devices in the network. The switch with

the lowest bridge priority is elected as the root bridge of the CIST. You can control the

election of the root bridge by configuring the bridge priority. Switch 3 is the root bridge

of the CIST.

The ports in an MSTP topology have specific roles:

• The root port is responsible for forwarding data to the root bridge.

• The alternate port is a standby port for the root port. When a root port goes down, the

alternate port becomes the active root port.

• The designated port forwards data to the downstream network segment or device.

• The backup port becomes the active designated port and starts forwarding datawhen

the designated port goes down.

In this example, one MSTP region contains Switch 1, Switch 2, Switch 3, and Switch 4.

Within the region, four VLANs are created:

• voice-vlan supports voice traffic and has the VLAN tag identifier of 10.

• employee-vlan supports data traffic and has the VLAN tag identifier of 20.

• guest-vlan supports guest VLAN traffic (for supplicants that fail authentication) and

has the VLAN tag identifier of 30.

• camera-vlan supports video traffic and has the VLAN tag identifier of 40.
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The VLANs are associated with specific interfaces on each of the four switches. Two

MSTIs, 1 and 2, are then associated with the VLAN tag identifiers, and someMSTP

parameters, such as cost, are configured on each switch.

ConfiguringMSTP on Switch 1

CLI Quick
Configuration

To quickly configure interfaces and MSTP on Switch 1, copy the following commands

and paste them into the switch terminal window:

[edit]
set vlans voice-vlan description “Voice VLAN”
set vlans voice-vlan vlan-id 10
set vlans employee-vlan description “Employee VLAN”
set vlans employee-vlan vlan-id 20
set vlans guest-vlan description “Guest VLAN”
set vlans guest-vlan vlan-id 30
set vlans camera-vlan description “Camera VLAN”
set vlans camera-vlan vlan-id 40
set interfaces ge-0/0/13 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/9 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/11 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/13 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/9 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/11 unit 0 family ethernet-switching interface-mode trunk
set protocolsmstp configuration-name region1
set protocolsmstp bridge-priority 16k
set protocolsmstp interface ge-0/0/13 cost 1000
set protocolsmstp interface ge-0/0/13mode point-to-point
set protocolsmstp interface ge-0/0/9 cost 1000
set protocolsmstp interface ge-0/0/9mode point-to-point
set protocolsmstp interface ge-0/0/11 cost 1000
set protocolsmstp interface ge-0/0/11 mode point-to-point
set protocolsmstpmsti 1 bridge-priority 16k
set protocolsmstpmsti 1 vlan [10 20]
set protocolsmstpmsti 1 interface ge-0/0/11 cost 1000
set protocolsmstpmsti 2 bridge-priority 8k
set protocolsmstpmsti 2 vlan [30 40]

Step-by-Step
Procedure

To configure interfaces and MSTP on Switch 1:

NOTE: Starting with Junos OS Release 15.1 for EX Series and QFX Series
switcheswithsupport for theEnhancedLayer2Software (ELS)configuration
style, you can configure spanning tree parameters globally on all spanning
tree interfaces.See“ConfiguringMSTP”onpage86foradditional information.

1. Configure the VLANs voice-vlan, employee-vlan, guest-vlan, and camera-vlan:

[edit vlans]
user@switch1# set voice-vlan description “Voice VLAN”
user@switch1# set voice-vlan vlan-id 10
user@switch1# set employee-vlan description “Employee VLAN”
user@switch1# set employee-vlan vlan-id 20
user@switch1# set guest-vlan description “Guest VLAN”
user@switch1# set guest-vlan vlan-id 30
user@switch1# set camera-vlan description “Camera VLAN”
user@switch1# set guest-vlan vlan-id 40
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2. Configure theVLANson the interfaces, including support for the Ethernet Switching

protocol:

[edit interfaces]
user@switch1# set ge-0/0/13 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch1# set ge-0/0/9 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch1# set ge-0/0/11 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

[edit interfaces]
user@switch1# set ge-0/0/13 unit 0 family ethernet-switching interface-mode trunk
user@switch1# set ge-0/0/9 unit 0 family ethernet-switching interface-mode trunk
user@switch1# set ge-0/0/11 unit 0 family ethernet-switching interface-mode trunk

4. Configure MSTP on the switch, including the twoMSTIs:

[edit protocols]
user@switch1# mstp configuration-name region1
user@switch1# mstp bridge-priority 16k
user@switch1# mstp interface ge-0/0/13 cost 1000
user@switch1# mstp interface ge-0/0/13mode point-to-point
user@switch1# mstp interface ge-0/0/9 cost 1000
user@switch1# mstp interface ge-0/0/9mode point-to-point
user@switch1# mstp interface ge-0/0/11 cost 1000
user@switch1# mstp interface ge-0/0/11 mode point-to-point
user@switch1# mstpmsti 1 bridge-priority 16k
user@switch1# mstpmsti 1 vlan [10 20]
user@switch1# mstpmsti 1 interface ge-0/0/11 cost 1000
user@switch1# mstpmsti 2 bridge-priority 8k
user@switch1# mstpmsti 2 vlan [30 40]

Results Check the results of the configuration:

user@switch1> show configuration
interfaces {
ge-0/0/13 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}
ge-0/0/9 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members 10;
members 20;
members 30;
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members 40;
}

}
}

}
ge-0/0/11 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}

}
protocols {
mstp {
configuration-name region1;

bridge-priority 16k;
interface ge-0/0/13 {
cost 1000;
mode point-to-point;

}
interface ge-0/0/9 {
cost 1000;
mode point-to-point;

}
interface ge-0/0/11 {
cost 1000;
mode point-to-point;

}
msti 1 {
bridge-priority 16k;
vlan [ 10 20];
interface ge-0/0/11 {
cost 1000;

}
}
msti 2 {
bridge-priority 8k;
vlan [ 30 40 ];

}
}
vlans {
voice-vlan {
vlan-id 10;

}
employee-vlan {
vlan-id 20;

}
guest-vlan {
vlan-id 30;
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}
camera-vlan {
vlan-id 40;

}
}

ConfiguringMSTP on Switch 2

CLI Quick
Configuration

To quickly configure interfaces and MSTP on Switch 2, copy the following commands

and paste them into the switch terminal window:

[edit]
set vlans voice-vlan description “Voice VLAN”
set vlans voice-vlan vlan-id 10
set vlans employee-vlan description “Employee VLAN”
set vlans employee-vlan vlan-id 20
set vlans guest-vlan description “Guest VLAN”
set vlans guest-vlan vlan-id 30
set vlans camera-vlan description “Camera VLAN”
set vlans camera-vlan vlan-id 40
set interfaces ge-0/0/14 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/18 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/14 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/18 unit 0 family ethernet-switching interface-mode trunk
set protocolsmstp configuration-name region1
set protocolsmstp bridge-priority 32k
set protocolsmstp interface ge-0/0/14 cost 1000
set protocolsmstp interface ge-0/0/14mode point-to-point
set protocolsmstp interface ge-0/0/18 cost 1000
set protocolsmstp interface ge-0/0/18mode point-to-point
set protocolsmstpmsti 1 bridge-priority 32k
set protocolsmstpmsti 1 vlan [10 20]
set protocolsmstpmsti 2 bridge-priority 4k
set protocolsmstpmsti 2 vlan [30 40]

Step-by-Step
Procedure

To configure interfaces and MSTP on Switch 2:

1. Configure the VLANs voice-vlan, employee-vlan, guest-vlan, and camera-vlan:

[edit vlans]
user@switch2# set voice-vlan description “Voice VLAN”
user@switch2# set voice-vlan vlan-id 10
user@switch2# set employee-vlan description “Employee VLAN”
user@switch2# set employee-vlan vlan-id 20
user@switch2# set guest-vlan description “Guest VLAN”
user@switch2# set guest-vlan vlan-id 30
user@switch2# set camera-vlan vlan-description “Camera VLAN”
user@switch2# set guest-vlan vlan-id 40

2. Configure theVLANson the interfaces, including support for the Ethernet Switching

protocol:

[edit interfaces]
user@switch2# set ge-0/0/14 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch2# set ge-0/0/18 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

[edit interfaces]
user@switch2# set ge-0/0/14 unit 0 family ethernet-switching interface-mode trunk
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user@switch2# set ge-0/0/18 unit 0 family ethernet-switching interface-mode trunk

4. Configure MSTP on the switch, including the twoMSTIs:

[edit protocols]
user@switch2# mstp configuration-name region1
user@switch2# mstp bridge-priority 32k
user@switch2# mstp interface ge-0/0/14 cost 1000
user@switch2# mstp interface ge-0/0/14mode point-to-point
user@switch2# mstp interface ge-0/0/18 cost 1000
user@switch2# mstp interface ge-0/0/18mode point-to-point
user@switch2# mstpmsti 1 bridge-priority 32k
user@switch2# mstpmsti 1 vlan [10 20]
user@switch2# mstpmsti 2 bridge-priority 4k
user@switch2# mstpmsti 2 vlan [30 40]

Results Check the results of the configuration:

user@switch2> show configuration
interfaces {
ge-0/0/14 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}
ge-0/0/18 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}

}
protocols {
mstp {
configuration-name region1;
bridge-priority 32k;
interface ge-0/0/14 {
cost 1000;
mode point-to-point;

}
interface ge-0/0/18 {
cost 1000;
mode point-to-point;
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}
msti 1 {
bridge-priority 32k;
vlan [10 20];

}
msti 2 {
bridge-priority 4k;
vlan [30 40];

}
}

}
vlans {
voice-vlan {
vlan-id 10;

}
employee-vlan {
vlan-id 20;

}
guest-vlan {
vlan-id 30;

}
camera-vlan {
vlan-id 40;

}
}

ConfiguringMSTP on Switch 3

CLI Quick
Configuration

To quickly configure interfaces and MSTP on Switch 3, copy the following commands

and paste them into the switch terminal window:

[edit]
set vlans voice-vlan description “Voice VLAN”
set vlans voice-vlan vlan-id 10
set vlans employee-vlan description “Employee VLAN”
set vlans employee-vlan vlan-id 20
set vlans guest-vlan description “Guest VLAN”
set vlans guest-vlan vlan-id 30
set vlans camera-vlan description “Camera VLAN”
set vlans camera-vlan vlan—id 40
set interfaces ge-0/0/26 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/28 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/24 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/26 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/28 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/24 unit 0 family ethernet-switching interface-mode trunk
set protocolsmstp configuration-name region1
set protocolsmstp bridge-priority 8k
set protocolsmstp interface ge-0/0/26 cost 1000
set protocolsmstp interface ge-0/0/26mode point-to-point
set protocolsmstp interface ge-0/0/28 cost 1000
set protocolsmstp interface ge-0/0/28mode point-to-point
set protocolsmstp interface ge-0/0/24 cost 1000
set protocolsmstp interface ge-0/0/24mode point-to-point
set protocolsmstpmsti 1 bridge-priority 4k
set protocolsmstpmsti 1 vlan [10 20]
set protocolsmstpmsti 2 bridge-priority 16k
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set protocolsmstpmsti 2 vlan [30 40]

Step-by-Step
Procedure

To configure interfaces and MSTP on Switch 3:

1. Configure the VLANs voice-vlan, employee-vlan, guest-vlan, and camera-vlan:

[edit vlans]
user@switch3# set voice-vlan description “Voice VLAN”
user@switch3# set voice-vlan vlan-id 10
user@switch3# set employee-vlan description “Employee VLAN”
user@switch3# set employee-vlan vlan-id 20
user@switch3# set guest-vlan description “Guest VLAN”
user@switch3# set guest-vlan vlan-id 30
user@switch3# set camera-vlan description “Camera VLAN”
user@switch3# set guest-vlan vlan-id 40

2. Configure theVLANson the interfaces, including support for the Ethernet Switching

protocol:

[edit interfaces]
user@switch3# set ge-0/0/26 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch3# set ge-0/0/28 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch3# set ge-0/0/24 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

[edit interfaces]
user@switch3# set ge-0/0/26 unit 0 family ethernet-switching interface-mode trunk
user@switch3# set ge-0/0/28 unit 0 family ethernet-switching interface-mode trunk
user@switch3# set ge-0/0/24 unit 0 family ethernet-switching interface-mode trunk

4. Configure MSTP on the switch, including the twoMSTIs:

[edit protocols]
user@switch3# mstp configuration-name region1
user@switch3# mstp bridge-priority 8k
user@switch3# mstp interface ge-0/0/26 cost 1000
user@switch3# mstp interface ge-0/0/26mode point-to-point
user@switch3# mstp interface ge-0/0/28 cost 1000
user@switch3# mstp interface ge-0/0/28mode point-to-point
user@switch3# mstp interface ge-0/0/24 cost 1000
user@switch3# mstp interface ge-0/0/24mode point-to-point
user@switch3# mstpmsti 1 bridge-priority 4k
user@switch3# mstpmsti 1 vlan [10 20]
user@switch3# mstpmsti 2 bridge-priority 16k
user@switch3# mstpmsti 2 vlan [30 40]

Results Check the results of the configuration:

user@switch3> show configuration
interfaces {
ge-0/0/26 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;
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}
}

}
}
ge-0/0/28 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}
ge-0/0/24 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}

}
}
protocols {
mstp {
configuration-name region1;
bridge-priority 8k;
interface ge-0/0/26 {
cost 1000;
mode point-to-point;

}
interface ge-0/0/28 {
cost 1000;
mode point-to-point;

}
interface ge-0/0/24 {
cost 1000;
mode point-to-point;

}
msti 1 {
bridge-priority 4k;
vlan [10 20];

}
msti 2 {
bridge-priority 16k;
vlan [30 40];

}
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}
}
vlans {
voice-vlan {
vlan-id 10;

}
employee-vlan {
vlan-id 20;

}
guest-vlan {
vlan-id 30;

}
camera-vlan {
vlan-id 40;

}
}

ConfiguringMSTP on Switch 4

CLI Quick
Configuration

To quickly configure interfaces and MSTP on Switch 4, copy the following commands

and paste them into the switch terminal window:

[edit]
set vlans voice-vlan description “Voice VLAN”
set vlans voice-vlan vlan-id 10
set vlans employee-vlan description “Employee VLAN”
set vlans employee-vlan vlan-id 20
set vlans guest-vlan description “Guest VLAN”
set vlans guest-vlan vlan-id 30
set vlans camera-vlan description “Camera VLAN”
set vlans camera-vlan vlan-id 40
set interfaces ge-0/0/23 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/19 unit 0 family ethernet-switching vlanmembers [10 20 30 40]
set interfaces ge-0/0/23 unit 0 family ethernet-switching interface-mode trunk
set interfaces ge-0/0/19 unit 0 family ethernet-switching interface-mode trunk
set protocolsmstp configuration-name region1
set protocolsmstp bridge-priority 16k
set protocolsmstp interface ge-0/0/23 cost 1000
set protocolsmstp interface ge-0/0/23mode point-to-point
set protocolsmstp interface ge-0/0/19 cost 1000
set protocolsmstp interface ge-0/0/19mode point-to-point
set protocolsmstpmsti 1 bridge-priority 16k
set protocolsmstpmsti 1 vlan [10 20]
set protocolsmstpmsti 2 bridge-priority 32k
set protocolsmstpmsti 2 vlan [30 40]

Step-by-Step
Procedure

To configure interfaces and MSTP on Switch 4:

1. Configure the VLANs voice-vlan, employee-vlan, guest-vlan, and camera-vlan:

[edit vlans]
user@switch4# set voice-vlan description “Voice VLAN”
user@switch4# set voice-vlan vlan-id 10
user@switch4# set employee-vlan description “Employee VLAN”
user@switch4# set employee-vlan vlan-id 20
user@switch4# set guest-vlan description “Guest VLAN”
user@switch4# set guest-vlan vlan-id 30
user@switch4# set camera-vlan description “Camera VLAN”
user@switch4# set guest-vlan vlan-id 40
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2. Configure theVLANson the interfaces, including support for the Ethernet Switching

protocol:

[edit interfaces]
user@switch4# set ge-0/0/23 unit 0 family ethernet-switching vlanmembers [10 20 30
40]
user@switch4# set ge-0/0/19 unit 0 family ethernet-switching vlanmembers [10 20 30
40]

3. Configure the port mode for the interfaces:

[edit interfaces]
user@switch4# set ge-0/0/23 unit 0 family ethernet-switching interface-mode trunk
user@switch4# set ge-0/0/19 unit 0 family ethernet-switching interface-mode trunk

4. Configure MSTP on the switch, including the twoMSTIs:

[edit protocols]
user@switch4# mstp configuration-name region1
user@switch4# mstp bridge-priority 16k
user@switch4# mstp interface ge-0/0/23 cost 1000
user@switch4# mstp interface ge-0/0/23mode point-to-point
user@switch4# mstp interface ge-0/0/19 cost 1000
user@switch4# mstp interface ge-0/0/19mode point-to-point
user@switch4# mstpmsti 1 bridge-priority 16k
user@switch4# mstpmsti 1 vlan [10 20]
user@switch4# mstpmsti 2 bridge-priority 32k
user@switch4# mstpmsti 2 vlan [30 40]

Results Check the results of the configuration:

user@switch4> show configuration
interfaces {
ge-0/0/23 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}
ge-0/0/19 {
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members 10;
members 20;
members 30;
members 40;

}
}

}
}

}
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protocols {
mstp {
configuration-name region1;
bridge-priority 16k;
interface ge-0/0/23 {
cost 1000;
mode point-to-point;

}
interface ge-0/0/19 {
cost 1000;
mode point-to-point;

}
msti 1 {
bridge-priority 16k;
vlan [10 20];

}
msti 2 {
bridge-priority 32k;
vlan [30 40];

}
}

}
vlans {
voice-vlan {
vlan-id 10;

}
employee-vlan {
vlan-id 20;

}
guest-vlan {
vlan-id 30;

}
camera-vlan {
vlan-id 40;

}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying MSTP Configuration on Switch 1 on page 52

• Verifying MSTP Configuration on Switch 2 on page 54

• Verifying MSTP Configuration on Switch 3 on page 55

• Verifying MSTP Configuration on Switch 4 on page 57

VerifyingMSTP Configuration on Switch 1

Purpose Verify the MSTP configuration on Switch 1.

Action Issue the operational mode commands show spanning-tree interface and show
spanning-tree bridge:

user@switch1> show spanning-tree interface
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Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/9       128:490      128:490  16384.4c9614e9f841      1000  BLK    DIS
ge-0/0/11      128:491      128:491  16384.4c9614e9f841      1000  BLK    DIS
ge-0/0/13      128:492      128:492  16384.4c9614e9f841      1000  BLK    DIS

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/9       128:490      128:490  16385.4c9614e9f841      1000  BLK    DIS
ge-0/0/11      128:491      128:491  16385.4c9614e9f841      1000  BLK    DIS
ge-0/0/13      128:492      128:492  16385.4c9614e9f841      1000  BLK    DIS

Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/9       128:490      128:490   8194.4c9614e9f841      1000  BLK    DIS
ge-0/0/11      128:491      128:491   8194.4c9614e9f841      1000  BLK    DIS
ge-0/0/13      128:492      128:492   8194.4c9614e9f841      1000  BLK    DIS

user@switch1> show spanning-tree bridge

STP bridge parameters
Routing instance name               : GLOBAL
Context ID                          : 0
Enabled protocol                    : MSTP

STP bridge parameters for CIST
  Root ID                           : 16384.4c:96:14:e9:f8:41
  CIST regional root                : 16384.4c:96:14:e9:f8:41
  CIST internal root cost           : 0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Number of topology changes        : 0
  Local parameters
    Bridge ID                       : 16384.4c:96:14:e9:f8:41

STP bridge parameters for MSTI 1
  MSTI regional root                : 16385.4c:96:14:e9:f8:41
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Number of topology changes        : 0
  Local parameters
    Bridge ID                       : 16385.4c:96:14:e9:f8:41

STP bridge parameters for MSTI 2
  MSTI regional root                : 8194.4c:96:14:e9:f8:41
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Number of topology changes        : 0
  Local parameters
    Bridge ID                       : 8194.4c:96:14:e9:f8:41
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Meaning The operational mode command show spanning-tree interface displays spanning-tree

domain information such as the designated port and the port roles.

The operational mode command show spanning-tree bridge displays the spanning-tree

domain informationat either thebridge level or the interface level. If theoptional interface

name is omitted, all interfaces in the spanning-tree domain are displayed.

VerifyingMSTP Configuration on Switch 2

Purpose Verify the MSTP configuration on Switch 2.

Action Issue the operational mode commands show spanning-tree interface and show
spanning-tree bridge:

user@switch2> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/14     128:513      128:513  32768.0019e2503d20      1000  FWD    DESG 
ge-0/0/18     128:519      128:515   8192.0019e25051e0      1000  FWD    ROOT 

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/14     128:513      128:513  32769.0019e2503d20      1000  FWD    DESG 
ge-0/0/18     128:519      128:515   4097.0019e25051e0      1000  FWD    ROOT 

Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/14     128:513      128:513   4098.0019e2503d20      1000  FWD    DESG   
ge-0/0/18     128:519      128:519   4098.0019e2503d20      1000  FWD    DESG

user@switch2> show spanning-tree bridge
STP bridge parameters 
Context ID                          : 0
Enabled protocol                    : MSTP

STP bridge parameters for CIST
  Root ID                           : 8192.00:19:e2:50:51:e0
  Root cost                         : 1000
  Root port                         : ge-0/0/18
  CIST regional root                : 8192.00:19:e2:50:51:e0
  CIST internal root cost           : 1000
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 19 
  Message age                       : 0 
  Number of topology changes        : 1
  Time since last topology change   : 782 seconds
  Local parameters 

Copyright © 2015, Juniper Networks, Inc.54

Spanning Tree Protocols for ELS with global xSTP support



    Bridge ID                       : 32768.00:19:e2:50:3d:20
    Extended system ID              : 0
    Internal instance ID            : 0

STP bridge parameters for MSTI 1
  MSTI regional root                : 4096.00:19:e2:50:51:e0
  Root cost                         : 1000
  Root port                         : ge-0/0/18
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 19 
  Local parameters 
    Bridge ID                       : 32768.00:19:e2:50:3d:20
    Extended system ID              : 0
    Internal instance ID            : 1

STP bridge parameters for MSTI 2
  MSTI regional root                : 4096.00:19:e2:50:3d:20
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Local parameters 
    Bridge ID                       : 4096.00:19:e2:50:3d:20
    Extended system ID              : 0
    Internal instance ID            : 2

Meaning The operational mode command show spanning-tree interface displays spanning-tree

domain information such as the designated port and the port roles. The spanning-tree

interface parameters for instance 2 show that both ports are designated ports, which

means Switch 2 is the root bridge for this instance.

The operational mode command show spanning-tree bridge displays the spanning-tree

domain information at either the bridge level or interface level. If the optional interface

name is omitted, all interfaces in the spanning-tree domain are displayed.

VerifyingMSTP Configuration on Switch 3

Purpose Verify the MSTP configuration on Switch 3.

Action Issue the operational mode commands show spanning-tree interface and show
spanning-tree bridge:

user@switch3> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/26     128:513      128:513   8192.0019e25051e0      1000  FWD    DESG 
ge-0/0/28     128:515      128:515   8192.0019e25051e0      1000  FWD    DESG 
ge-0/0/24     128:517      128:517   8192.0019e25051e0      1000  FWD    DESG 

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/26     128:513      128:513   4096.0019e25051e0      1000  FWD    DESG 
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ge-0/0/28     128:515      128:515   4096.0019e25051e0      1000  FWD    DESG 
ge-0/0/24     128:517      128:517   4096.0019e25051e0      1000  FWD    DESG  

Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/26     128:513      128:531   8192.0019e25044e0      1000  BLK    ALT  
ge-0/0/28     128:515      128:519   4096.0019e2503d20      1000  FWD    ROOT 
ge-0/0/24     128:517      128:517  16384.0019e25051e0      1000  FWD    DESG

user@switch3> show spanning-tree bridge
STP bridge parameters 
Context ID                          : 0
Enabled protocol                    : MSTP

STP bridge parameters for CIST
  Root ID                           : 8192.00:19:e2:50:51:e0
  CIST regional root                : 8192.00:19:e2:50:51:e0
  CIST internal root cost           : 0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Number of topology changes        : 3
  Time since last topology change   : 843 seconds
  Local parameters 
    Bridge ID                       : 8192.00:19:e2:50:51:e0
    Extended system ID              : 0
    Internal instance ID            : 0

STP bridge parameters for MSTI 1
  MSTI regional root                : 4096.00:19:e2:50:51:e0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Local parameters  
    Bridge ID                       : 4096.00:19:e2:50:51:e0
    Extended system ID              : 0
    Internal instance ID            : 1

STP bridge parameters for MSTI 2
  MSTI regional root                : 4096.00:19:e2:50:3d:20
  Root cost                         : 1000
  Root port                         : ge-0/0/28
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 19 
  Local parameters 
    Bridge ID                       : 16384.00:19:e2:50:51:e0
    Extended system ID              : 0
    Internal instance ID            : 2

Meaning The operational mode command show spanning-tree interface displays spanning-tree

domain information such as the designated port and the port roles. Switch 3 is the root

bridge for instance 0, which is the CIST, as well as for instance 1. In both instances, all

ports on Switch 3 are designated ports.
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The operational mode command show spanning-tree bridge displays the spanning-tree

domain informationat either thebridge level or the interface level. If theoptional interface

name is omitted, all interfaces in the spanning-tree domain are displayed.

VerifyingMSTP Configuration on Switch 4

Purpose Verify the MSTP configuration on Switch 4.

Action Issue the operational mode commands show spanning-tree interface and show
spanning-tree bridge:

user@switch4> show spanning-tree interface
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost

ge-0/0/23     128:523      128:517   8192.0019e25051e0      1000  FWD    ROOT 
ge-0/0/19     128:525      128:525  16384.0019e25040e0      1000  FWD    DESG 

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost 
ge-0/0/23     128:523      128:517   4096.0019e25051e0      1000  FWD    ROOT 
ge-0/0/19     128:525      128:525  16384.0019e25040e0      1000  FWD    DESG 

Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/23    128:523      128:517  16384.0019e25051e0      1000  BLK    ALT  
ge-0/0/19    128:525      128:527   8192.0019e25044e0      1000  FWD    ROOT 

user@switch4> show spanning-tree bridge
STP bridge parameters 
Context ID                          : 0
Enabled protocol                    : MSTP

STP bridge parameters for CIST
  Root ID                           : 8192.00:19:e2:50:51:e0
  Root cost                         : 0
  Root port                         : ge-0/0/23
  CIST regional root                : 8192.00:19:e2:50:51:e0
  CIST internal root cost           : 1000
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 19 
  Message age                       : 0 
  Number of topology changes        : 4
  Time since last topology change   : 887 seconds
  Local parameters 
    Bridge ID                       : 16384.00:19:e2:50:40:e0
    Extended system ID              : 0
    Internal instance ID            : 0
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STP bridge parameters for MSTI 1
  MSTI regional root                : 4096.00:19:e2:50:51:e0
  Root cost                         : 1000
  Root port                         : ge-0/0/23
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 19 
  Local parameters 
    Bridge ID                       : 16384.00:19:e2:50:40:e0
    Extended system ID              : 0
    Internal instance ID            : 1

STP bridge parameters for MSTI 2
  MSTI regional root                : 4096.00:19:e2:50:3d:20
  Root cost                         : 2000
  Root port                         : ge-0/0/19
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18 
  Local parameters 
    Bridge ID                       : 32768.00:19:e2:50:40:e0
    Extended system ID              : 0
    Internal instance ID            : 2 

Meaning The operational mode command show spanning-tree interface displays spanning-tree

domain information such as the designated port and the port roles.

The operational mode command show spanning-tree bridge displays the spanning-tree

domain informationat either thebridge level or the interface level. If theoptional interface

name is omitted, all interfaces in the spanning-tree domain are displayed.

Related
Documentation

Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

•

• Understanding MSTP for EX Series and QFX Series Switches on page 4

Example: Configuring BPDU Protection on Edge Interfaces to Prevent STP
Miscalculations on EX Series Switches

EX Series and QFX Series switches provide Layer 2 loop prevention through Rapid

Spanning Tree protocol (RSTP) and Multiple Spanning Tree Protocol (MSTP). All

spanning-tree protocols use a special type of frame called a bridge protocol data unit

(BPDU) to communicate. Other devices—PCbridging applications, for example, also use

BPDUsandgenerate their ownBPDUs. Thesedifferent BPDUsare not compatible.When

BPDUs generated by spanning-tree protocols are transmitted to a device that uses

another typeofBPDU, they cancauseproblemson thedevice. Similarly, if switcheswithin

a spanning-tree topology receive BPDUs from other devices, network outages can occur

because of STPmiscalculations.
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This example configures BPDU protection on an EX Series switch that uses RSTP. The

upstream configuration is done on the edge interfaces, where outside BPDUs are often

received from other devices:

• Requirements on page 59

• Overview and Topology on page 59

• Configuration on page 60

• Verification on page 61

Requirements

This example uses the following software and hardware components:

• Two EX Series switches in an RSTP topology

• Junos OS Release 13.2X50-D10 or later or later for EX Series or QFX Series switches

Before you configure the interfaces on Switch 2 for BPDU protection, be sure you have:

• RSTP enabled on the switches.

NOTE: By default, RSTP is enabled on all EX Series switches.

Overview and Topology

The switches, being in an RSTP topology, support a loop-free network through the

exchange of BPDUs. Receipt of outside BPDUs in an RSTP or MSTP topology, however,

can lead to network outages by triggering an STPmisconfiguration. To prevent such

outages, enable BPDU protection on spanning tree interfaces that could receive outside

BPDUs. If anoutsideBPDU is receivedonaBPDU-protected interface, the interface shuts

down to prevent the outside BPDU from accessing the spanning tree interface.

Figure 3 on page 60 shows the topology for this example. In this example, Switch 1 and

Switch 2 are configured for RSTP and create a loop-free topology. The interfaces on

Switch 2 are edge access ports—edge access ports frequently receive outside BPDUs

generated by PC applications.

This example configures interface ge-0/0/5 and interface ge-0/0/6 as edge ports on

Switch 2, and then configures BPDU protection on those ports. With BPDU protection

enabled, these interfaces shut down when they encounter an outside BPDU sent by the

PCs connected to Switch 2.
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Figure 3: BPDU Protection Topology

Table 6 on page 60 shows the components that will be configured for BPDU protection.

Table 6: Components of the Topology for Configuring BPDU Protection on EX Series Switches

SettingsProperty

Switch 1 is connected to Switch 2 on a trunk interface.Switch 1 (Distribution Layer)

Switch 2 has these access ports that require BPDU protection:

• ge-0/0/5

• ge-0/0/6

Switch 2 (Access Layer)

This configuration example usesRSTP topology. Youalso can configureBPDUprotection

for MSTP topologies at the [edit protocolsmstp ] hierarchy level.

Configuration

To configure BPDU protection on two access interfaces:

CLI Quick
Configuration

Quickly configure RSTP on the two Switch 2 interfaces, and then configure BPDU

protection on all edgeports onSwitch 2 by copying the following commands andpasting

them into the switch terminal window:

Copyright © 2015, Juniper Networks, Inc.60

Spanning Tree Protocols for ELS with global xSTP support



NOTE: This example configures BPDU protection on specific interfaces.
However, starting with Junos OS Release 15.1 for EX Series and QFX Series
switcheswithsupport for theEnhancedLayer2Software (ELS)configuration
style, you can configure BPDU protection globally on all spanning tree
interfaces. See “Configuring BPDU Protection on Spanning Tree Interfaces”
on page 92 for additional information.

[edit]
set protocols rstp interface ge-0/0/5 edge
set protocols rstp interface ge-0/0/6 edge
set protocols rstp bpdu-block-on-edge

Step-by-Step
Procedure

To configure RSTP on the two Switch 2 interfaces, and then configure BPDU protection:

Configure RSTP on interface ge-0/0/5 and interface ge-0/0/6, and configure them

as edge ports:

1.

[edit protocols rstp]
user@switch# set interface ge-0/0/5 edge
user@switch# set interface ge-0/0/6 edge

2. Configure BPDU protection on all edge ports on this switch:

[edit protocols rstp]
user@switch# set bpdu-block-on-edge

Results Check the results of the configuration:

user@switch> show configuration protocols rstp
interface ge-0/0/5 {
edge;

}
interface ge-0/0/6 {
edge;

}
bpdu-block-on-edge;

Verification

To confirm that the configuration is working properly:

• Displaying the Interface State Before BPDU Protection Is Triggered on page 61

• Verifying That BPDU Protection Is Working Correctly on page 62

Displaying the Interface State Before BPDU Protection Is Triggered

Purpose Before BPDUs can be received from PCs connected to interface ge-0/0/5 and interface

ge-0/0/6, confirm the interface state.
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Action Use the operational mode command:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/1     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/2     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/3     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/4     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/5     128:518      128:518  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/6     128:519      128:519  32768.0019e2503f00     20000  FWD    DESG 
[output truncated] 

Meaning The output from the operational mode command show spanning-tree interface shows

that ge-0/0/5 and interface ge-0/0/6 are ports in a forwarding state.

Verifying That BPDU Protection IsWorking Correctly

Purpose In this example, thePCsconnected toSwitch2 start sendingBPDUs to interfacege-0/0/5

and interface ge-0/0/6. Verify that BPDU protection is working on the interfaces.

Action Use the operational mode command:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/1     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/2     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/3     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/4     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/5     128:518      128:518  32768.0019e2503f00     20000  BLK    DIS 
(Bpdu—Incon)
ge-0/0/6     128:519      128:519  32768.0019e2503f00     20000  BLK    DIS 
(Bpdu—Incon)
ge-0/0/7     128:520        128:1  16384.00aabbcc0348     20000  FWD    ROOT 
ge-0/0/8     128:521      128:521  32768.0019e2503f00     20000  FWD    DESG 
[output truncated] 

Meaning When BPDUs are sent from the PCs to interface ge-0/0/5 and interface ge-0/0/6 on

Switch 2, the output from the operationalmode command show spanning-tree interface

shows that the interfaces have transitioned to a BPDU inconsistent state. The BPDU

inconsistent state causes the interfaces to shut down.

Disabling the BPDU protection configuration on an interface does not automatically

reenable the interface. However, if the disable-timeout (Spanning Trees) statement has

been included in the BPDU configuration, the interface does return to service after the
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timer expires. Otherwise, youmust use the operational mode command clear error bpdu

to unblock and reenable the interface.

If the PCs connected to Switch 2 send BPDUs to the interfaces again, BPDU protection

is triggered oncemore and the interfaces transition back to the BPDU inconsistent state,

causing themtoshutdown. In suchcases, youneed to findand repair themisconfiguration

on the PCs that is sending BPDUs to Switch 2.

Related
Documentation

Example: Faster Convergence and Improved Network Stability with RSTP on EX Series

Switches

•

• Example: Configuring BPDU Protection on Interfaces to Prevent STP Miscalculations on

EX Series Switches

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on EX Series Switches

• Example: Configuring Root Protection to Enforce Root Bridge Placement in Spanning

Trees on EX Series Switches

• Understanding BPDU Protection for STP, RSTP, and MSTP on EX Series Switches on

page 14

Example: Configuring BPDU Protection on Interfaces to Prevent STPMiscalculations
on EX Series Switches

NOTE: This example uses Junos OS for EX Series switches with support for
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
softwarethatdoesnotsupportELS,seeExample:ConfiguringBPDUProtection
on Interfaces to Prevent STPMiscalculations on EX Series Switches. For ELS
details, seeGetting Started with Enhanced Layer 2 Software.

Spanning-treeprotocols support loop-freenetworkcommunication through theexchange

of a special type of frame called a bridge protocol data unit (BPDU). However, when

BPDUs generated by spanning-tree protocols are communicated to devices on which

spanning-tree protocols are not configured, these devices recognize the BPDUs, which

can lead to network outages. You can, however, enable BPDU protection on switch

interfaces to prevent BPDUs generated by spanning-tree protocols frompassing through

those interfaces. When BPDU protection is enabled, an interface shuts down when any

incompatible BPDU is encountered, thereby preventing the BPDUs generated by

spanning-tree protocols from reaching the switch.

This example configures BPDU protection on STP switch downstream interfaces that

connect to two PCs:

• Requirements on page 64

• Overview and Topology on page 64
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• Configuration on page 65

• Verification on page 66

Requirements

This example uses the following software and hardware components:

• One EX Series switch in an RSTP topology

• One EX Series switch that is not in any spanning-tree topology

• Junos OS Release 13.2X50-D10 or later or later for EX Series switches

Before you configure the interfaces on Switch 2 for BPDU protection, be sure you have:

• Ensured that RSTP is operating on Switch 1.

• Disabled RSTP on Switch 2

NOTE: By default, RSTP is enabled on all EX Series switches.

Overview and Topology

EXSeries switchesprovideLayer 2 loopprevention throughRapidSpanningTreeprotocol

(RSTP) and Multiple Spanning Tree Protocol (MSTP). All spanning-tree protocols use

aspecial typeof framecalledaBPDUtocommunicate.OtherdevicesalsouseBPDUs—PC

bridging applications, for example, generate their own BPDUs. These different BPDUs

are not compatible.When BPDUs generated by spanning-tree protocols are transmitted

to a device that uses another type of BPDU, they can cause problems on the device.

Similarly, if switches within a spanning-tree topology receive BPDUs from other devices,

networkoutagescanoccurbecauseof themiscalculationscausedby theoutsideBPDUs.

Therefore, youmust configureBPDUprotectionon interfaces in a spanning-tree topology

to avoid network outages.

This example explains how to block outside BPDUs from reaching a switch interface

connected to devices that are not part of the STP topology. In this scenario, an interface

is shutdown when it encounters an outside BPDU.

Figure 3 on page 60 shows the topology for this example. Switch 1 and Switch 2 are

connected through a trunk interface. Switch 1 is configured for RSTP and Switch 2 does

not have a spanning-tree protocol configured on it.

This example configures downstream BPDU protection on Switch 2 interfaces ge-0/0/5

and ge-0/0/6. When BPDU protection is enabled, the switch interfaces will shut down

if BPDUs generated by the laptops attempt to access Switch 2.

CAUTION: When configuring BPDU protection on an interface without
spanning trees connected to a switch with spanning trees, be careful that
youdonotconfigureBPDUprotectiononall interfaces.Doingsocouldprevent
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BPDUs being received on switch interfaces (such as a trunk interface) that
you intended to have receive BPDUs from a switch with spanning trees.

Figure 4: BPDU Protection Topology

Table 7 on page 65 shows the components that will be configured for BPDU protection.

Table 7: Components of the Topology for Configuring BPDU Protection on EX Series Switches

SettingsProperty

Switch 1 is connected toSwitch2 througha trunk interface.Switch 1 is configured
for RSTP.

Switch 1 (Distribution Layer)

Switch 2 has two downstream access ports connected to laptops:

• ge-0/0/5

• ge-0/0/6

Switch 2 (Access Layer)

Configuration

To configure BPDU protection on the interfaces:

CLI Quick
Configuration

This configuration causes the interface to automatically shutdown if it receives BPDUs.

To quickly configure BPDU protection on Switch 2 , copy the following commands and

paste them into the switch terminal window:
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NOTE: This example configures BPDU protection on specific interfaces.
However, starting with Junos OS Release 15.1 for EX Series and QFX Series
switcheswithsupport for theEnhancedLayer2Software (ELS)configuration
style, you can configure BPDU protection globally on all spanning tree
interfaces. See “Configuring BPDU Protection on Spanning Tree Interfaces”
on page 92 for additional information.

[edit]
user@switch# set protocols layer2-control bpdu-block interface ge-0/0/5
[edit]
user@switch# set protocols layer2-control bpdu-block interface ge-0/0/6

Step-by-Step
Procedure

To configure BPDU protection for automatic shutdown.

To shutdown the BPDU interface on the downstream interface ge-0/0/5 on Switch

2:

1.

[edit protocol layer 2]
user@switch# set bpdu-block interface ge-0/0/5

2. To shutdown the BPDU interface on the downstream interface ge-0/0/6 on Switch

2:

[edit protocol layer 2]
user@switch# set bpdu-block interface ge-0/0/6

Results Check the results of the configuration:

user@switch> show protocol layer 2
bpdu-block {
interface ge-0/0/5 {
interface ge-0/0/6 {

}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Displaying the Interface State Before BPDU Protection Is Triggered on page 66

• Verifying That BPDU Shutdown Protection Is Working Correctly on page 67

Displaying the Interface State Before BPDU Protection Is Triggered

Purpose Before any BPDUs can be received on Switch 2 on either interface ge-0/0/5 or interface

ge-0/0/6, confirm the state of those interfaces.
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Action Use the operational mode command show interfaces extensive <interface name>:

user@switch> show interfaces extensive ge-0/0/5

Physical interface: ge-0/0/5, Enabled, Physical link is Down
  Interface index: 659, SNMP ifIndex: 639, Generation: 161
  Link-level type: Ethernet, MTU: 1514, MRU: 0, Link-mode: Auto, Speed: Auto,
  BPDU Error: Detected, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled,

  Remote fault: Online, Media type: Copper,
  IEEE 802.3az Energy Efficient Ethernet: Disabled
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms

Meaning The output from the operational mode command show interfaces extensive shows that

ge-0/0/5 a is enabled.

Verifying That BPDU Shutdown Protection IsWorking Correctly

Purpose Verify thatBPDUprotection isworking correctly in thenetworkbychecking to seewhether

BPDUs have been blocked appropriately.

Action Issue showinterfacesextensive<interfacename> to seewhathappenedwhen theBPDUs

reached the two interfaces configured for BPDU protection on Switch 2:

user@switch> show interfaces extensive ge-0/0/5
Physical interface: ge-0/0/5, Enabled, Physical link is Down
  Interface index: 659, SNMP ifIndex: 639, Generation: 161
  Link-level type: Ethernet, MTU: 1514, MRU: 0, Link-mode: Auto, Speed: Auto,
  BPDU Error: Detected, MAC-REWRITE Error: None, Loopback: Disabled,
  Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled,

  Remote fault: Online, Media type: Copper,
  IEEE 802.3az Energy Efficient Ethernet: Disabled
  Device flags   : Present Running Down
  Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
  Link flags     : None
  CoS queues     : 12 supported, 12 maximum usable queues
  Hold-times     : Up 0 ms, Down 0 ms

Meaning WhentheBPDUssent from laptops reached interfacege-0/0/5onSwitch2, the interface

transitioned to a BPDU inconsistent state, shutting down the interface to prevent BPDUs

from reaching the laptops.

You need to reenable the blocked interface. There are twoways to do this. If you included

the statement disable-timeout(Spanning Trees) in the BPDU configuration, the interface

returns to service after the timer expires.Otherwise, use theoperationalmode command

clearerrorbpdu interface interface-name tounblockand reenablege-0/0/5. This command
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will only reenable an interface but the BPDU configuration for the interface will continue

to exist unless you remove the BPDU configuration explicitly.

If BPDUs reach thedownstream interfaceonSwitch2again, BPDUprotection is triggered

again and the interface shuts down. In such cases, youmust find and repair the

misconfiguration that is sending BPDUs to interface ge-0/0/5 .

Related
Documentation

Example: Faster Convergence and Improved Network Stability with RSTP on EX Series

Switches

•

• Example: ConfiguringBPDUProtectiononEdge Interfaces toPreventSTPMiscalculations

on EX Series Switches

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on EX Series Switches

• Example: Configuring Root Protection to Enforce Root Bridge Placement in Spanning

Trees on EX Series Switches

• Understanding BPDU Protection for STP, RSTP, and MSTP on EX Series Switches on

page 14

Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from
Blocking to Forwarding in a Spanning Tree on EX Series Switches

NOTE: This example uses Junos OS for EX Series switches with support for
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software thatdoesnot supportELS, seeExample:ConfiguringLoopProtection
to Prevent Interfaces from Transitioning from Blocking to Forwarding in a
SpanningTreeonEXSeriesSwitches. For ELSdetails, seeGettingStartedwith
Enhanced Layer 2 Software.

EX Series switches provide Layer 2 loop prevention through Spanning Tree Protocol

(STP), Rapid Spanning Tree protocol (RSTP), and Multiple Spanning Tree Protocol

(MSTP). Loop protection increases the efficiency of STP, RSTP, andMSTP by preventing

interfaces frommoving into a forwarding state that would result in a loop opening up in

the network.

This example describes how to configure loop protection for an interface on an EXSeries

switch in an RSTP topology:

• Requirements on page 69

• Overview and Topology on page 69

• Configuration on page 70

• Verification on page 71
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Requirements

This example uses the following software and hardware components:

• Junos OS Release 13.2X50-D10 or later or later for EX Series switches

• Three EX Series switches in an RSTP topology

Before you configure the interface for loop protection, be sure you have:

• RSTP operating on the switches.

NOTE: By default, RSTP is enabled on all EX Series switches.

Overview and Topology

A loop-free network in spanning-tree topologies is supported through the exchange of

a special type of frame called bridge protocol data unit (BPDU). Peer STP applications

running on the switch interfaces use BPDUs to communicate. Ultimately, the exchange

of BPDUs determines which interfaces block traffic (preventing loops) and which

interfaces become root ports and forward traffic.

A blocking interface can transition to the forwarding state in error if the interface stops

receiving BPDUs from its designated port on the segment. Such a transition error can

occurwhen there isahardwareerroron theswitchor softwareconfigurationerrorbetween

the switch and its neighbor. When this happens, a loop opens up in the spanning tree.

Loops in a Layer 2 topology cause broadcast, unicast, andmulticast frames to

continuously circle the looped network. As a switch processes a flood of frames in a

looped network, its resources become depleted and the ultimate result is a network

outage.

CAUTION: An interface can be configured for either loop protection or root
protection, but not for both.

Three EX Series switches are displayed in Figure 5 on page 70. In this example, they are

configured for RSTP and create a loop-free topology. Interface ge-0/0/6 is blocking

trafficbetweenSwitch3andSwitch 1; thus, traffic is forwarded through interfacege-0/0/7

on Switch 2. BPDUs are being sent from the root bridge on Switch 1 to both of these

interfaces.

This example shows how to configure loop protection on interface ge-0/0/6 to prevent

it from transitioning from a blocking state to a forwarding state and creating a loop in

the spanning-tree topology.
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Figure 5: Network Topology for Loop Protection

Table 8 on page 70 shows the components that will be configured for loop protection.

Table 8: Components of the Topology for Configuring Loop Protection on EX Series Switches

SettingsProperty

Switch 1 is the root bridge.Switch 1

Switch 2 has the root port ge-0/0/7.Switch 2

Switch 3 is connected to Switch 1 through interface ge-0/0/6.Switch 3

A spanning-tree topology contains ports that have specific roles:

• The root port is responsible for forwarding data to the root bridge.

• The alternate port is a standby port for the root port. When a root port goes down, the

alternate port becomes the active root port.

• The designated port forwards data to the downstream network segment or device.

This configuration example uses an RSTP topology. However, you also can configure

loop protection for MSTP topologies at the [edit protocols mstp ] hierarchy level.

Configuration

To configure loop protection on an interface:

CLI Quick
Configuration

To quickly configure loop protection on interface ge-0/0/6:

[edit]
set protocols rstp interface ge-0/0/6 bpdu-timeout-action block
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Step-by-Step
Procedure

To configure loop protection:

1. Configure interface ge-0/0/6 on Switch 3:

[edit protocols rstp]
user@switch# set interface ge-0/0/6 bpdu-timeout-action block

Results Check the results of the configuration:

user@switch> show configuration protocols rstp
interface ge-0/0/6 {
bpdu-timeout-action {
block;

}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Displaying the Interface State Before Loop Protection Is Triggered on page 71

• Verifying That Loop Protection Is Working on an Interface on page 71

Displaying the Interface State Before Loop Protection Is Triggered

Purpose Before loop protection is triggered on interface ge-0/0/6, confirm that the interface is

blocking.

Action Use the operational mode command:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/1     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/2     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/3     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/4     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/5     128:518      128:518  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/6     128:519        128:2  16384.00aabbcc0348     20000  BLK    ALT 
[output truncated]

Meaning The output from the operational mode command show spanning-tree interface shows

that ge-0/0/6 is the alternate port and in a blocking state.

Verifying That Loop Protection IsWorking on an Interface

Purpose Verify the loop protection configuration on interface ge-0/0/6. RSTP has been disabled

on interface ge-0/0/4 on Switch 1. This will stop BPDUs from being sent to interface

ge-0/0/6 and trigger loop protection on the interface.
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Action Use the operational mode command:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/1     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/2     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/3     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/4     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/5     128:518      128:518  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/6     128:519      128:519  32768.0019e2503f00     20000  BLK    DIS 
(Loop-Incon)
[output truncated]

Meaning The operational mode command show spanning-tree interface shows that interface

ge-0/0/6 has detected that BPDUs are no longer being forwarded to it and has moved

into a loop-inconsistent state. The loop-inconsistent state prevents the interface from

transitioning to a forwarding state. To clear the BPDU error, issue the operational mode

command clear error bpdu interface on the switch. The interface recovers and transitions

back to its original state as soon as it receives BPDUs.

Related
Documentation

Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

•

• Understanding LoopProtection for STP, RSTP, VSTP, andMSTPonEXSeries Switches

on page 16

Example: Configuring Root Protection to Enforce Root Bridge Placement in Spanning
Trees on EX Series Switches

NOTE: This example uses Junos OS for EX Series switches with support for
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software thatdoesnot supportELS, seeExample:ConfiguringRootProtection
to Enforce Root Bridge Placement in Spanning Trees on EX Series Switches.
For ELS details, seeGetting Started with Enhanced Layer 2 Software.

EX Series switches provide Layer 2 loop prevention through Spanning Tree Protocol

(STP), Rapid Spanning Tree protocol (RSTP), and Multiple Spanning Tree Protocol

(MSTP). Root protection increases the efficiency of STP, RSTP, and MSTP by allowing

network administrators to manually enforce the root bridge placement in the network.
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This example describes how to configure root protection on an interface on an EX Series

switch:

• Requirements on page 73

• Overview and Topology on page 73

• Configuration on page 75

• Verification on page 75

Requirements

This example uses the following software and hardware components:

• Junos OS Release 13.2X50-D10 or later or later for EX Series switches

• Four EX Series switches in an RSTP topology

Before you configure the interface for root protection, be sure you have:

• RSTP operating on the switches.

NOTE: By default, RSTP is enabled on all EX Series switches.

Overview and Topology

Peer STP applications running on switch interfaces exchange a special type of frame

called a bridge protocol data unit (BPDU). Switches communicate interface information

using BPDUs to create a loop-free topology that ultimately determines the root bridge

and which interfaces block or forward traffic in the spanning tree.

However, a root port elected through this process has the possibility of being wrongly

elected. A user bridge application running on aPCcan generate BPDUs, too, and interfere

with root port election.

Toprevent this fromhappening, enable rootprotectionon interfaces thatmustnot receive

superior BPDUs from the root bridge andmust not be elected as the root port. These

interfaces are typically located on an administrative boundary and are designated ports.

When root protection is enabled on an interface:

• The interface is blocked from becoming the root port.

• Root protection is enabled for all STP instances on that interface.

• The interface is blocked only for instances for which it receives superior BPDUs.

Otherwise, it participates in the spanning-tree topology.

CAUTION: An interface can be configured for either root protection or loop
protection, but not for both.
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Four EX Series switches are displayed in Figure 6 on page 74. In this example, they are

configured for RSTP and create a loop-free topology. Interface ge-0/0/7 on Switch 1 is

a designated port on an administrative boundary. It connects to Switch 4. Switch 3 is the

root bridge. Interface ge-0/0/6 on Switch 1 is the root port.

This example shows how to configure root protection on interface ge-0/0/7 to prevent

it from transitioning to become the root port.

Figure 6: Network Topology for Root Protection

Table 9 on page 74 shows the components that will be configured for root protection.

Table 9: Components of the Topology for Configuring Root Protection on EX Series Switches

SettingsProperty

Switch 1 is connected to Switch 4 through interface ge-0/0/7.Switch 1

Switch 2 is connected to Switch 1 and Switch 3. Interface ge-0/0/4 is the alternate port in the
RSTP topology.

Switch 2

Switch 3 is the root bridge and is connected to Switch 1 and Switch 2.Switch 3
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Table 9: Components of the Topology for Configuring Root Protection on EX Series
Switches (continued)

SettingsProperty

Switch 4 is connected to Switch 1. After root protection is configured on interface ge-0/0/7,
Switch 4 will send superior BPDUs that will trigger root protection on interface ge-0/0/7.

Switch 4

A spanning tree topology contains ports that have specific roles:

• The root port is responsible for forwarding data to the root bridge.

• The alternate port is a standby port for the root port. When a root port goes down, the

alternate port becomes the active root port.

• The designated port forwards data to the downstream network segment or device.

This configuration example uses an RSTP topology. However, you also can configure

root protection for STP or MSTP topologies at the [edit protocolsmstp ] hierarchy level.

Configuration

To configure root protection on an interface:

CLI Quick
Configuration

To quickly configure root protection on interface ge-0/0/7, copy the following command

and paste it into the switch terminal window:

[edit]
set protocols rstp interface ge-0/0/7 no-root-port

Step-by-Step
Procedure

To configure root protection:

1. Configure interface ge-0/0/7:

[edit protocols rstp]
user@switch#
set interface ge-0/0/7 no-root-port

Results Check the results of the configuration:

user@switch> show configuration protocols rstp
interface ge-0/0/7 {
no-root-port;

}

Verification

To confirm that the configuration is working properly:

• Displaying the Interface State Before Root Protection Is Triggered on page 75

• Verifying That Root Protection Is Working on the Interface on page 76

Displaying the Interface State Before Root Protection Is Triggered

Purpose Before root protection is triggered on interface ge-0/0/7, confirm the interface state.
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Action Use the operational mode command:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/1     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/2     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/3     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/4     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/5     128:518        128:2  16384.00aabbcc0348     20000  BLK    ALT  
ge-0/0/6     128:519        128:1  16384.00aabbcc0348     20000  FWD    ROOT 
ge-0/0/7     128:520      128:520  32768.0019e2503f00     20000  FWD    DESG
[output truncated]

Meaning The output from the operational mode command show spanning-tree interface shows

that ge-0/0/7 is a designated port in a forwarding state.

Verifying That Root Protection IsWorking on the Interface

Purpose A configuration change takes place on Switch 4. A smaller bridge priority on the Switch

4 causes it to send superior BPDUs to interface ge-0/0/7. Receipt of superior BPDUs on

interface ge-0/0/7will trigger root protection. Verify that root protection is operating on

interface ge-0/0/7.

Action Use the operational mode command:

user@switch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-0/0/0     128:513      128:513  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/1     128:514      128:514  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/2     128:515      128:515  32768.0019e2503f00     20000  BLK    DIS  
ge-0/0/3     128:516      128:516  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/4     128:517      128:517  32768.0019e2503f00     20000  FWD    DESG 
ge-0/0/5     128:518        128:2  16384.00aabbcc0348     20000  BLK    ALT  
ge-0/0/6     128:519        128:1  16384.00aabbcc0348     20000  FWD    ROOT 
ge-0/0/7     128:520      128:520  32768.0019e2503f00     20000  BLK    DIS 
(Root—Incon)
[output truncated]

Meaning The operational mode command show spanning-tree interface shows that interface

ge-0/0/7 has transitioned to a root inconsistent state. The root inconsistent statemakes

the interface block, discarding any received BPDUs, and prevents the interface from

becoming a candidate for the root port.When the root bridge no longer receives superior

STP BPDUs from the interface, the interface will recover and transition back to a

forwarding state. Recovery is automatic.
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Related
Documentation

• Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

• Example: Configuring Loop Protection to Prevent Interfaces from Transitioning from

Blocking to Forwarding in a Spanning Tree on EX Series Switches on page 68

• Understanding Root Protection for STP, RSTP, VSTP, andMSTPon EXSeries Switches

on page 17
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CHAPTER 3

Configuration Tasks

• Forcing RSTP or VSTP to Run as IEEE 802.1D STP (CLI Procedure) on page 79

• Configuring Spanning Tree Protocols (J-Web Procedure) on page 80

• Configuring RSTP (CLI Procedure) on page 84

• Configuring MSTP on page 86

• Configuring MST Instances on a Physical Interface on page 88

• Configuring VSTP (CLI Procedure) on page 90

• Configuring BPDU Protection on Spanning Tree Interfaces on page 92

• Unblocking an Interface That Receives BPDUs in Error on EX Series Switches (CLI

Procedure) on page 93

Forcing RSTP or VSTP to Run as IEEE 802.1D STP (CLI Procedure)

NOTE: This procedure uses JunosOS for EXSeries switcheswith support for
the Enhanced Layer 2 Software (ELS) configuration style. For ELS details,
seeGetting Started with Enhanced Layer 2 Software.

On EX Series switches running Rapid Spanning Tree Protocol (RSTP) (the default) or

VLAN Spanning Tree Protocol (VSTP), you can force the original IEEE 802.1D Spanning

Tree Protocol (STP) version to run in place of RSTP or VSTP. Configure the force-version
stp statement for compatibility with older bridges that do not support RSTP or VSTP.

To force the spanning-tree protocol version to be the original IEEE 802.1D STP:

1. Enable IEEE 802.1D STP:

[edit protocols]
user@switch# set (rstp | vstp) force-version stp

NOTE: After using the force-version statement to enable xSTP globally,
apply the force-version statement for specific Layer 2 ports.

Related
Documentation

RSTP or VSTP Forced to Run as IEEE 802.1D STP on page 13•

79Copyright © 2015, Juniper Networks, Inc.



• Reverting to RSTP or VSTP from Forced IEEE 802.1D STP on page 95

Configuring Spanning Tree Protocols (J-Web Procedure)

NOTE: This topic applies only to the J-Web Application package.

For EX Series switches provide Layer 2 loop prevention through Spanning Tree Protocol

(STP), Rapid Spanning Tree Protocol (RSTP), Multiple Spanning Tree Protocol (MSTP),

and VLAN Spanning Tree Protocol (VSTP). You can configure STP, RSTP, and MSTP by

using the J-Web interface. You canconfigurebridgeprotocol dataunit (BPDU)protection

on interfaces to prevent them from receiving BPDUs that could result in STP

misconfigurations, which could lead to network outages.

NOTE: In EX4300 switches, you can configure STP only by enabling RSTP
and forcing it to act as STP. You need to select the Force STP check box from
the RSTP configuration page.

To configure STP, MSTP, or RSTP for an EX Series switch by using the J-Web interface:

1. Select Configure > Switching > Spanning Tree.

The Spanning Tree Configuration page displays the spanning-tree protocol

configuration parameters and a list of interfaces configured for each spanning-tree

protocol configuration.

NOTE: After youmake changes to the configuration on this page, you
must commit the changes for them to take effect. To commit all changes
to the active configuration, select Commit Options > Commit. See Using

the Commit Options to Commit Configuration Changes for details about
all commit options.

2. Click one of the following options:

• Add—Creates a spanning-tree protocol configuration.

a. Select a protocol name.

b. Enter information as described in Table 10 on page 81.

c. ClickOK to apply changes to the configuration or click Cancel to cancel without

saving changes.

• Edit—Modifies a selected spanning-tree protocol configuration.

a. Enter information as described in Table 10 on page 81.

Copyright © 2015, Juniper Networks, Inc.80

Spanning Tree Protocols for ELS with global xSTP support



b. ClickOK to apply changes to the configuration or click Cancel to cancel without

saving changes.

• Delete—Deletes a selected spanning-tree protocol configuration.

Table 10: Spanning Tree Protocol Configuration Parameters

Your ActionFunctionField

General

None.Specifies thespanning-treeprotocol type:STP,MSTP,
or RSTP.

Protocol Name

To enable this option, select the check box.Disables spanning-tree protocols on the interface.Disable

To enable this option, select the check box.Specifies BPDU protection on all edge interfaces on
the switch.

BPDU Protect

Select a value from the list.Specifies the bridge priority. The bridge priority
determineswhich bridge is elected as the root bridge.
If two bridges have the same path cost to the root
bridge, the bridge priority determines which bridge
becomes the designated bridge for a LAN segment.

Bridge Priority

Type a value.Specifies the number of seconds an interface waits
before changing from spanning-tree learning and
listening states to the forwarding state.

Forward Delay

Type a value.Specifies the time interval in seconds at which the
root bridge transmits configuration BPDUs.

Hello Time

Type a value.Specifies themaximum-aging time in seconds for all
MSTIs. Themaximum aging time is the number of
seconds a switch waits without receiving
spanning-tree configuration messages before
attempting a reconfiguration.

Max Age

Type a value.(MSTPonly)Specifies the number of hops in a region
before the BPDU is discarded.

Max Hops

Type a name.(MSTPonly)Specifies theMSTP regionnamecarried
in the MSTP BPDUs.

ConfigurationName

Type a value.(MSTP only) Specifies the revision number of the
MSTP configuration.

Revision Level

To enable this option, select the check box.Enables or disables STP.Force STP Version

NOTE: This option
is supportedonlyon
EX4300 switches.

Ports
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Table 10: Spanning Tree Protocol Configuration Parameters (continued)

Your ActionFunctionField

1. Click the Ports tab.

2. Choose one of the following options:

• Click Add and select an interface from the
list. For an EX8200 Virtual Chassis
configuration, select themember, FPC,and
the interface from the list.

• Select an interface in the Port/State table
and click Edit.

• To delete an interface from the
configuration, select it in the Port/State
table and click Remove.

Specifies an interface for the spanning-tree protocol.Interface Name

Type a value.Specifies the link cost to determine which bridge is
the designated bridge and which interface is the
designated interface.

Cost

Select a value from the list.Specifies the interface priority to determine which
interface is elected as the root port.

Priority

To enable the option, select the check box.Disables the spanning-tree protocol on the interface.Disable Port

NOTE: This option
is not supported on
EX4300 switches.

To enable the option, select the check box.Configures the interface as an edge interface. Edge
interfaces immediately transition to a forwarding
state.

Edge

To enable the option, select the check box.Specifies an interface as a spanning-tree designated
port. If the bridge receives superior STP BPDUs on a
root-protected interface, that interface transitions to
a root-preventedSTPstate (inconsistency state)and
the interface is blocked. This blocking prevents a
bridge that should not be the root bridge from being
elected the root bridge. When the bridge stops
receiving superior STP BPDUs on the root-protected
interface, interface traffic is no longer blocked.

No Root Port

1. To enable the option, select the check box.

2. Select one of the following:

• Point to Point—For a full-duplex link, the
default link mode is point-to-point.

• Shared—For a half-duplex link, the default
link mode is shared.

Specifies the link mode.Interface Mode
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Table 10: Spanning Tree Protocol Configuration Parameters (continued)

Your ActionFunctionField

Select one of the following options:

• Log

• Block

NOTE: ForEX4300switches, youcanselectone
of the following options:

• Alarm

• Block

Specifies the BPDU timeout action for the interface.BPDU Timeout
Action

MSTI

(MSTP only)

1. Click theMSTI tab.

2. Choose one of the following options:

• Click Add.

• Select an MSTI ID and click Edit.

• To delete an MSTI from the configuration,
select the MSTI ID and click Remove.

NOTE: For EX4300 switches, the MSTI ID can
be 1 through 64.

Specifies a name (an MSTI ID) for the MSTI.MSTI Name

Select a value from the list.Specifies the bridge priority. The bridge priority
determineswhich bridge is elected as the root bridge.
If two bridges have the same path cost to the root
bridge, the bridge priority determines which bridge
becomes the designated bridge for a LAN segment.

Bridge Priority

In the VLAN box, choose one of the following
options:

• ClickAdd, select aVLANfromthe list, andclick
OK.

• To remove a VLAN association, select the
VLAN ID, click Remove, and clickOK.

Specifies the VLAN for the MSTI.VLAN ID
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Table 10: Spanning Tree Protocol Configuration Parameters (continued)

Your ActionFunctionField

1. In the Interfaces box, click Add and select an
interface from the list, or select an interface
from the list and click Edit.

2. Specify the link cost to determine which
bridge is the designated bridge and which
interface is the designated interface.

3. Specify the interface priority to determine
which interface is elected as the root port.

4. If you want to disable the interface, select
the check box.

5. Click OK.

To delete an interface configuration, select the
interface, click Remove, and clickOK.

Specifies an interface for the MSTI.Interfaces

Related
Documentation

Monitoring Spanning-Tree ProtocolSpanning Tree Protocols on page 135•

• Unblocking an Interface That Receives BPDUs in Error (CLI Procedure)

• Example: ConfiguringBPDUProtectiononEdge Interfaces toPreventSTPMiscalculations

on EX Series Switches

• Example: Configuring BPDU Protection on Edge Interfaces to Prevent STP

Miscalculations on EX Series Switches on page 58

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

Configuring RSTP (CLI Procedure)

Thedefault spanning-treeprotocol for EXSeries switches isRapidSpanningTreeProtocol

(RSTP).RSTPprovides faster convergence times than theoriginalSpanningTreeProtocol

(STP). Because RSTP is configured by default, you only need to use this procedure If

another spanning-tree protocol has been configured. In that case, you can reconfigure

RSTP.

To enable RSTP:

1. Disable the other configured spanning-tree protocol (MSTP):

• To disable MSTP:

[edit protocols]
user@switch# setmstp disable

2. Configure RSTP

• To enable RSTP on a specific interface:
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[edit protocols]
user@switch# set rstp interface interface-name

• To disable RSTP on a specific interface:

[edit protocols]
user@switch# set rstp interface interface-name disable

• To enable RSTP on a range of interfaces:

[edit protocols]
user@switch# set rstp interface interface-range-name

• To enable RSTP on all interfaces:

[edit protocols]
user@switch# set rstp interface all

Related
Documentation

show spanning-tree bridge•

• show spanning-tree interface

• Understanding RSTP for EX Series and QFX Series Switches on page 7
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ConfiguringMSTP

You can configure the Multiple Spanning Tree Protocol (MSTP) under [edit protocols].

To configure the Multiple Spanning Tree Protocol:

1. Enable MSTP as the version of spanning-tree protocol to be configured:

[edit]
user@switch@ edit ... protocolsmstp

2. Configure the interfaces that participate in the MSTP instance.

• Configure a specific interface:

a. Enable MSTP on the specified interface:

[edit ... protocols mstp]
user@switch# edit interface interface-name

b. Configure the interface priority:

[edit ... protocols mstp interface interface-name]
user@switch# set priority interface-priority

c. (Optional) By default, the interface link cost is determined by the link speed. You

can configure the interface link cost to control which bridge is the designated

bridge and which port is the designated port:

[edit ... protocols mstp interface interface-name]
user@switch# set cost interface-link-cost

d. Configure the interface link mode to identify point-to-point links:

[edit ... protocols mstp interface interface-name]
user@switch# setmode (p2p | shared)

Specifyp2p if the link is point topoint. Specify shared if the link is a sharedmedia.

e. (Optional) Configure the interface as an edge port:

[edit ... protocols mstp interface interface-name]
user@switch# set edge

Edge ports do not expect to receive bridge protocol data unit (BPDU) packets.

If a BPDU packet is received for an edge port, the port becomes a nonedge port

f. (Optional) Disable MSTP on a specific interface:

[edit ... protocols mstp interface interface-name]
user@switch# set disable

• Enable MSTP on all the interfaces:

NOTE: You cannot disable MSTP on all the interfaces.

a. Enable MSTP on all interfaces:

[edit ... protocols mstp]
user@switch# edit interface all

You can also enable BPDU root protection for all spanning-tree protocol instances
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on the interface. BPDU root protect ensures the port is the spanning-tree designated

port. If the port receives superior BPDU packets, root protect moves this port to a

root-prevented spanning-tree state. For configuration details, seeChecking theStatus

of Spanning-Tree Instance Interfaces.

3. Configure the bridge priority

[edit ... protocols mstp]
user@switch# set bridge-priority bridge-priority

For more information, see Bridge Priority for Election of Root Bridge and Designated

Bridge.

4. Configure hello BPDU timers.

a. Configure the maximum expected arrival time of hello BPDUs:

[edit ... protocols mstp]
user@switch# setmax-age seconds

b. Configure the time interval atwhich the rootbridge transmits configurationBPDUs:

[edit ... protocols mstp]
user@switch# set hello-time seconds

5. (Optional) By default, the bridge port remains in the listening and learning states for

15 seconds before transitioning to the forwarding state. You can specify a delay from

4 through 20 seconds instead:

[edit ... protocols mstp]
user@switch# set forward-delay seconds

6. Configure MSTP-specific options.

a. Configure the MSTP region configuration name:

[edit ... protocols mstp]
user@switch# set configuration-name configuration-name

b. Configure the MSTP revision level:

[edit ... protocols mstp]
user@switch# set revision-level revision-level

c. Configure the maximum number of hops a BPDU can be forwarded in the MSTP

region:

[edit ... protocols mstp]
user@switch# setmax-hops hops

Related
Documentation

Configuring MST Instances on a Physical Interface•
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ConfiguringMST Instances on a Physical Interface

YoucanconfigureaMultipleSpanning-Tree Instance (MSTI)under the followinghierarchy

levels:

• [edit protocolsmstp]

Before you begin, configure Multiple Spanning Tree Protocol. For configuration details,

see “Configuring MSTP” on page 86

1. Enable configuration of a MSTI:

[edit]
user@switch# edit ...protocolsmstpmstimsti-id

Themsti-id value must be from 1 through 64.

2. Configure the interfaces that participate in the MSTI.

a. Enable configuration of the specific interface or all interfaces:

[edit ... protocols mstp msti msti-id]
user@switch# edit interface (all |interface-name)

b. Configure the interface priority of the specific interface or all interfaces:

[edit ... protocols mstp msti msti-id interface (all |interface-name]
user@switch# set priority interface-priority

c. (Optional) By default, the interface link cost is determined by the link speed. You

canconfigure the interface link cost to controlwhichbridge is thedesignatedbridge

and which port is the designated port:

[edit ... protocols mstp msti msti-id interface (all |interface-name]
user@switch# set cost interface-link-cost

d. (Optional) Configure the specified interface as an edge port:

[edit ... protocols mstp msti msti-id interface interface-name]
user@switch# set edge.

Edge ports do not expect to receive bridge protocol data unit (BPDU) packets. If

a BPDU packet is received for an edge port, the port becomes a nonedge port

3. Configure the bridge priority

[edit ... protocols mstp msti msti-id]
user@switch# set bridge-priority bridge-priority

For more information, see Bridge Priority for Election of Root Bridge and Designated

Bridge.

4. (Optional) AnMSTI canmap to a VLAN or a range of VLANs just as a logical port can

map to a VLAN or a range of VLANs. The MSTP VLAN specifies the VLAN or VLAN

range to which this MSTI is mapped. The vlan-id is configured under the logical

interface. Configure the VLAN or VLAN range of the MSTI instance:

[edit]
user@switch# set vlan (vlan-id | vlan-id-range)
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Related
Documentation

Configuring MSTP on page 86•
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Configuring VSTP (CLI Procedure)

NOTE: This topic applies to Junos OS for EX Series and QFX switches with
support for the Enhanced Layer 2 Software (ELS) configuration style. If your
switch runs software that does not support ELS, see Configuring VSTP (CLI
Procedure). For ELS details, seeGetting Started with Enhanced Layer 2
Software.

Thedefault spanning-treeprotocol for EXSeries switches isRapidSpanningTreeProtocol

(RSTP). VLAN Spanning Tree Protocol (VSTP) is an alternate protocol that allows EX

Series switches to run one or more Spanning Tree Protocol (STP) or RSTP instances for

eachVLANonwhichVSTP is enabled. For networkswithmultipleVLANs, VSTP improves

intelligent tree spanning by defining best paths within the VLANs instead of within the

entire network.

NOTE: EX Series and QFX Series switches with support for ELS can support
up to 510 VLANs on VSTP.

You can configure VSTP for at the global level:

• For all interfaces on the switch

• For all interfaces within all VLANs

• For all interfaces within a specified VLAN

• For all interfaces within a specified VLAN group

You can configure or disable VSTP for a specific interface:

• For a specific interface on the switch

• For a specific interface within all VLANs

• For a specific interface within a specified VLAN

• For a specific interface within a specified VLAN group

NOTE:

• If you configure VSTP on an interface at both the global and the specific
VLAN level, the interface configuration that is defined at the specific VLAN
leveloverrides the interfaceconfiguration that isdefinedat theglobal level.

• If you specify VSTP to be configured on an interface that is not configured
to belong to the VLAN (or VLANs), an error message is displayed.

To configure VSTP:
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• For all interfaces within any of the following scopes:

• For all interfaces on the switch:

[edit protocols vstp]
user@switch# set interface all

• For all interfaces within all VLANs:

[edit protocols vstp]
user@switch# set vlan all interface all

• For all interfaces within a specified VLAN:

[edit protocols vstp]
user@switch# set vlan (vlan-id |vlan-range |open-set-of-values) interface all interface
all

• For all interfaces within a specified VLAN group:

[edit protocols vstp]
user@switch# setvlan-groupvlan-group-namevlan(vlan-id |vlan-range |open-set-of-values)
interface all

• On a specific interface within any of the following scopes:

• For a specific interface on the switch:

[edit protocols vstp]
user@switch# set interface interface-name

• For a specific interface within all VLANs:

[edit protocols vstp]
user@switch# set vlan all interface interface-name

CAUTION: Ensure that the interface is amember of all VLANs before
you add the interface to the VSTP configuration. If the interface is not a
member of all VLANs, this VSTP configuration will fail when you try to
commit it.

• For a specific interface within a specified VLAN:

[edit protocols vstp]
user@switch# set vlan vlan-id-or-vlan-range interface interface-name

• For a specific interface within a specified VLAN group:

[edit protocols vstp]
user@switch# setvlan-groupvlan-group-namevlan(vlan-id |vlan-range |open-set-of-values)
interface interface-name

Related
Documentation

show spanning-tree bridge•

• show spanning-tree interface

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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Configuring BPDU Protection on Spanning Tree Interfaces

NOTE: This topic applies to Junos OS for EX Series and QFX switches with
support for the Enhanced Layer 2 Software (ELS) configuration style. For
ELS details, seeGetting Started with Enhanced Layer 2 Software.

You can configure BPDU protection to ignore BPDU received on interfaces where none

should be expected. If a BPDU is received on a blocked interface, the interface is disabled

and stops forwarding frames. By default, all BPDUs are accepted and processed on all

interfaces.

To configure BPDU protection for spanning-tree instance interfaces:

• On a specific spanning-tree interface:

1. To enable BPDU protection on a specified spanning-tree interface:

[edit protocols layer2-control bpdu-block ]
user@switcht# set interface (aex | (ge-fpc/pic/port | xe-fpc/pic/port)

If a BPDU is received on the interface, the systemwill disable the interface and stop

forwarding frames out the interface until the bridging process is restarted.

2. (Optional) Configure the amount of time the systemwaits before automatically

unblocking this interface after it has received a BPDU.

[edit protocols layer2-contorl bpdu-block interface interface-name]
user@switch# set disable-timeout seconds

The range of the seconds option value is from 10 through 3600 seconds (one hour).

A seconds option value of 0 is allowed, but this results in the default behavior (the

interface is blocked until the interface is cleared).

• On all spanning-tree interfaces:

[edit protocols layer2-control bpdu-block ]
user@switcht# set interface all

• To disable BPDU protection for a specific spanning-tree interface

[edit protocols layer2-contorl bpdu-block interface interface-name]
user@switch# set disable-timeout seconds

Related
Documentation

BPDU Protection for Spanning-Tree Instance Interfaces Overview•

• BPDU Protection for Individual Spanning-Tree Instance Interfaces

• clear error bpdu interface on page 140
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Unblocking an Interface That Receives BPDUs in Error on EX Series Switches (CLI
Procedure)

EX Series and QFX Series switches use bridge protocol data unit (BPDU) protection on

interfaces to prevent them from receiving BPDUs that could trigger a spanning-tree

misconfiguration. If BPDUs are received on a BPDU-protected interface, the interface

either shuts down or transitions to a blocking state and stops forwarding frames. In the

latter scenario, after the misconfiguration that triggered the BPDUs being sent to an

interface is fixed in the topology, the interface can be unblocked and returned to service.

To unblock an interface and return it to service using the CLI:

• Automatically unblock an interface by configuring a timer that expires:

[edit protocol layer 2]
user@switch# set protocols layer2-control bpdu-block disable-timeout 30

All interfaces on the switch will be reenabled (unblocked) after the timer expires.

However, oncean interfaceon the switch receives anewspanning-treeprotocol BPDU,

the interface returns to the blocked state.

• Manually unblock an interface using the operational mode command:

user@switch> clear error bpdu interface ge-0/0/6

This command will only reenable an interface but the BPDU configuration for the

interface will continue to exist unless you remove the BPDU configuration explicitly.

Related
Documentation

• Example: Configuring BPDU Protection on Edge Interfaces to Prevent STP

Miscalculations on EX Series Switches on page 58

• Example: Configuring BPDU Protection on Interfaces to Prevent STPMiscalculations

on EX Series Switches on page 63

• Understanding BPDU Protection for STP, RSTP, and MSTP on EX Series Switches on

page 14
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CHAPTER 4

Operational Tasks

• Reverting to RSTP or VSTP from Forced IEEE 802.1D STP on page 95

Reverting to RSTP or VSTP from Forced IEEE 802.1D STP

OnMX Series routers and EX Series and QFX Series switches on which Rapid Spanning

Tree Protocol (RSTP) or VLAN Spanning Tree Protocol (VSTP) has been forced to run

as the original IEEE 802.1D Spanning Tree Protocol (STP) version, you can revert back

to RSTP or VSTP.

To revert from the forced instance of the original IEEE802.1DSTP version to the originally

configured RSTP or VSTP version:

1. Remove the force-version statement from the following RSTP or VSTP configuration:

user@host# delete protocols rstp force-version stp
user@host# delete protocols vstp force-version stp

Include this statement at the following hierarchy levels:

• [edit logical-systems routing-instance-name protocols rstp]

• [edit protocols rstp]

• [edit protocols vstp]

• [edit routing-instances routing-instance-name protocols rstp]

• [edit routing-instances routing-instance-name protocols vstp]

2. Revert the forced IEEE 802.1D STP to run as the configured RSTP or VSTP:

user@host# clear spanning-tree protocol-migration <interface interface-name>
<routing-instance routing-instance-name>

To revert the STP protocol globally, issue the statement without options (clear
spanning-tree protocol-migration).

To revert the STP protocol for the specified interface only, specify the

interface interface-name option.

To revert the STP protocol for a particular routing instance only, specify the

routing-instance routing-instance-name option.
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Related
Documentation

• Spanning-Tree Protocols Supported

• RSTP or VSTP Forced to Run as IEEE 802.1D STP on page 13

• Configuring RSTP (CLI Procedure) on page 84

• Configuring VSTP (CLI Procedure) on page 90
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CHAPTER 5

Configuration Statements

• bpdu-block on page 98

• bpdu-block-on-edge on page 99

• bpdu-timeout-action on page 100

• bridge-priority (Spanning Trees) on page 101

• configuration-name on page 102

• cost on page 103

• disable (Spanning Trees) on page 104

• disable-timeout (Spanning Trees) on page 105

• edge on page 106

• force-version (IEEE 802.1D STP) on page 107

• forward-delay on page 108

• hello-time on page 109

• interface (BPDU Blocking) on page 110

• interface (Spanning Tree) on page 111

• max-age on page 112

• max-hops on page 113

• mode (Protocols STP) on page 114

• msti on page 115

• mstp on page 116

• no-root-port on page 118

• priority (Protocols STP) on page 119

• protocol on page 120

• protocols (STP Type) on page 121

• revision-level on page 122

• rstp on page 123

• traceoptions (Spanning Tree) on page 124

• vlan (MSTP) on page 127

• vlan (VSTP) on page 128
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• vlan-group on page 129

• vstp on page 130

bpdu-block

Syntax bpdu-block {
interface (interface-name disable | all);
disable-timeout seconds;

}

Hierarchy Level [edit protocols layer2-control ]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Enable BPDU blocking on an interface.

The remaining statements are explained separately.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• BPDU Protection for Spanning-Tree Instance Interfaces Overview

• BPDU Protection for Individual Spanning-Tree Instance Interfaces

• Configuring BPDU Protection on Individual Interfaces

• show spanning-tree bridge

• show spanning-tree interface

• Understanding BPDU Protection for STP, RSTP, and MSTP on EX Series Switches on

page 14
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bpdu-block-on-edge

Syntax bpdu-block-on-edge;

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp | vstp)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(mstp | rstp | vstp)],

[edit protocols ( mstp | rstp| vstp )],
[edit routing-instances routing-instance-name protocols (mstp | rstp | vstp)]

Release Information Statement introduced in Junos OS Release 9.4.

Support for logical systems added in Junos OS Release 9.6.

Description Enable BPDU blocking on the edge ports of a virtual switch.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• BPDU Protection for Spanning-Tree Instance Interfaces Overview

• BPDU Protection on All Edge Ports of the Bridge

• Configuring BPDU Protection on All Edge Ports

• Configuring BPDU Protection on Spanning Tree Interfaces on page 92

• rstp on page 123

• mstp on page 116

• vstp on page 130
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bpdu-timeout-action

Syntax bpdu-timeout-action (log | block);

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp | vstp)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(mstp | rstp | vstp)],

[edit protocols (mstp | rstp | vstp) interface ],
[edit routing-instances routing-instance-name protocols (mstp | rstp | vstp)]

Release Information Statement introduced in Junos OS Release 9.4.

Support for logical systems added in Junos OS Release 9.6.

Description Provide STP loop protection for a given STP family protocol interface.

Default If the bpdu-timeout-action statement is not configured, an interface that stops receiving

BPDUswill transition to thedesignatedport (forwarding) state, creating apotential loop.

Options log—The interface logs the fact that it hasnot receivedBPDUsduring the timeout interval.

block—The interface is blocked and the fact that the interface has not received BPDUs

during the timeout interval is logged.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Loop Protection for Spanning-Tree Instance Interfaces Overview

• Configuring Loop Protection for a Spanning-Tree Instance Interface

• Example: Enabling Loop Protection for Spanning-Tree Protocols

• rstp on page 123

• mstp on page 116

• vstp on page 130
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bridge-priority (Spanning Trees)

Syntax bridge-priority priority;

Hierarchy Level [edit protocolsmstp],
[edit protocols mstpmstimsti-id],
[edit protocols rstp],
[edit protocols vstp vlan vlan-id]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement updated in JunosOSRelease 9.4 for EXSeries switches to addVSTP support.

Description Configure the bridge priority. The bridge priority determines which bridge is elected as

the root bridge. If two bridges have the same path cost to the root bridge, the bridge

priority determines which bridge becomes the designated bridge for a LAN segment.

Default 32,768

Options priority—Bridge priority. It can be set only in increments of 4096.

Range: 0 through 61,440

Default: 32,768

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show spanning-tree bridge

• show spanning-tree interface

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Understanding MSTP for EX Series and QFX Series Switches on page 4

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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configuration-name

Syntax configuration-name configuration-name;

Hierarchy Level [edit logical-systems logical-system-name protocols mstp],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols mstp],

[edit protocols mstp],
[edit routing-instances routing-instance-name protocols mstp]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Specify the configuration name , which is the MSTP region name carried in the MSTP

BPDUs.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• BPDU Overview

• Configuring Multiple Spanning-Tree Protocol

• Configuring MSTP on page 86

• show spanning-tree bridge

• show spanning-tree interface

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

• Understanding MSTP for EX Series and QFX Series Switches on page 4
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cost

Syntax cost cost;

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp | vstp) interface
interface-name],

[edit logical-systems logical-system-name protocols mstpmstimsti-id interface
interface-name],

[edit logical-systems logical-system-name protocols vstp vlan vlan-id interface
interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(mstp | rstp | vstp) interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols mstpmstimsti-id interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vstp vlan vlan-id interface interface-name],

[edit protocols (mstp | rstp | vstp) interface interface-name],
[edit protocols mstpmstimsti-id interface interface-name],
[edit protocols vstp vlan vlan-id interface interface-name],
[edit routing-instances routing-instance-name protocols (mstp | rstp | vstp) interface
interface-name],

[edit routing-instances routing-instance-name protocols mstpmstimsti-id interface
interface-name],

[edit routing-instances routing-instance-name protocols vstp vlan vlan-id interface
interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Configure link cost to control which bridge is the designated bridge andwhich port is the

designated port. By default, the link cost is determined by the link speed.

Options cost—(Optional) Link cost associated with the port.

Range: 1 through 200,000,000

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Spanning-Tree Instance Interface

• Spanning-Tree Instance Interface Cost

• show spanning-tree bridge

• show spanning-tree interface

• Understanding RSTP for EX Series and QFX Series Switches on page 7

• Understanding MSTP for EX Series and QFX Series Switches on page 4

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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disable (Spanning Trees)

Syntax disable;

Hierarchy Level [edit protocolsmstp interface interface-name,
[edit protocols mstpmstimsti-id vlan (all vlan-id | vlan-name) interface interface-name],
[edit protocols rstp interface interface-name],
[edit protocols vstp vlan vlan-id interface interface-name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Statement updated in JunosOSRelease 9.4 for EXSeries switches to addVSTP support.

Statement updated in Junos OS Release 15.1 for EX Series switches.

Description Disable MSTP, RSTP, or VSTP on a specific interface.

NOTE: You cannot disable spanning tree parameters for all interfaces.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring RSTP (CLI Procedure) on page 84

• Configuring MSTP on page 86

• Configuring MSTP on page 86

• Configuring VSTP (CLI Procedure) on page 90

• show spanning-tree bridge

• show spanning-tree interface
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disable-timeout (Spanning Trees)

Syntax disable-timeout seconds;

Hierarchy Level [edit protocols layer2-control bpdu-block]

Release Information Statement introduced in Junos OS Release 9.1 for EX Series switches.

Description For interfaces configured for BPDU protection, specify the amount of time an interface

is disabled by BPDU blocking. If this option is not configured, the interface is not

periodically checked and remains disabled.

Default The disable timeout is not enabled.

Options seconds—Amount of time, in seconds, the interface receiving BPDUs protect is disabled.

The range is 10 through 3600 seconds.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• show spanning-tree bridge

• show spanning-tree interface

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Example: Configuring BPDU Protection on Edge Interfaces to Prevent STP

Miscalculations on EX Series Switches on page 58

• Understanding BPDU Protection for STP, RSTP, and MSTP on EX Series Switches on

page 14
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edge

Syntax edge;

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp | vstp) interface
interface-name],

[edit logical-systems logical-system-name protocols mstpmstimsti-id interface
interface-name],

[edit logical-systems logical-system-name protocols vstp vlan vlan-id interface
interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(mstp | rstp | vstp) interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols mstpmstimsti-id interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vstp vlan vlan-id interface interface-name],

[edit protocols (mstp | rstp | vstp) interface interface-name],
[edit protocols mstpmstimsti-id interface interface-name],
[edit protocols vstp vlan vlan-id interface interface-name],
[edit routing-instances routing-instance-name protocols (mstp | rstp | vstp) interface
interface-name],

[edit routing-instances routing-instance-name protocols mstpmstimsti-id interface
interface-name],

[edit routing-instances routing-instance-name protocols vstp vlan vlan-id interface
interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Configure interfaces as edge ports. Edge ports do not expect to receive BPDUs. If a BPDU

is received, the port becomes a nonedge port.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Spanning-Tree Instance Interface

• Spanning-Tree Instance Interface Configured as an Edge Port

• show spanning-tree bridge

• show spanning-tree interface

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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force-version (IEEE 802.1D STP)

Syntax force-version stp;

Hierarchy Level [edit logical-systems logical-system-name protocols (rstp | vstp)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(rstp | vstp)],

[edit protocols (rstp | vstp)],
[edit routing-instances routing-instance-name protocols (rstp | vstp)]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Force the spanning-tree protocol version to be the original IEEE 802.1D STP.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Spanning-Tree Protocols Supported

• RSTP or VSTP Forced to Run as IEEE 802.1D STP on page 13

• Reverting to RSTP or VSTP from Forced IEEE 802.1D STP on page 95

• Understanding RSTP for EX Series and QFX Series Switches on page 7

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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forward-delay

Syntax forward-delay seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp)],
[edit logical-systems logical-system-name protocols vstp vlan vlan-id],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(mstp | rstp)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vstp vlan vlan-id],

[edit protocols (mstp | rstp)],
[edit protocols vstp vlan vlan-id],
[edit routing-instances routing-instance-name protocols (mstp | rstp)],
[edit routing-instances routing-instance-name protocols vstp vlan vlan-id]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description For Rapid Spanning Tree Protocol (RSTP), VLAN Spanning Tree Protocol (VSTP), or

Multiple Spanning Tree Protocol (MSTP), specify how long a bridge interface remains in

the listening and learning states before transitioning to the forwarding state.

Options seconds—(Optional) Number of seconds the bridge port remains in the listening and

learning states.

Range: 4 through 30

Default: 15 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Forward Delay Before Ports Transition to Forwarding State

• show spanning-tree bridge

• show spanning-tree interface

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

• Understanding MSTP for EX Series and QFX Series Switches on page 4

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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hello-time

Syntax hello-time seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp)],
[edit logical-systems logical-system-name protocols vstp vlan vlan-id],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(mstp | rstp)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vstp vlan vlan-id],

[edit protocols (mstp | rstp)],
[edit protocols vstp vlan vlan-id],
[edit routing-instances routing-instance-name protocols (mstp | rstp)],
[edit routing-instances routing-instance-name protocols vstp vlan vlan-id]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Specify the number of seconds between transmissions of configuration BPDUs by the

root bridge.

Options seconds—(Optional)Numberof secondsbetween transmissionsof configurationBPDUs.

Range: 1 through 10

Default: 2 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Hello Time for Root Bridge to Transmit Hello BPDUs

• show spanning-tree bridge

• show spanning-tree interface

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

• Understanding MSTP for EX Series and QFX Series Switches on page 4

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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interface (BPDU Blocking)

Syntax interface interface-name;

Hierarchy Level [edit protocols layer2-control bpdu-block]

Release Information Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Description Configure the interface to participate in BPDU blocking.

Options interface-name—Name of a Gigabit Ethernet or 10-Gigabit Ethernet interface.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• BPDU Protection for Spanning-Tree Instance Interfaces Overview

• BPDU Protection for Individual Spanning-Tree Instance Interfaces

• Configuring BPDU Protection on Individual Interfaces

• show spanning-tree bridge

• show spanning-tree interface

• Understanding BPDU Protection for STP, RSTP, and MSTP on EX Series Switches on

page 14
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interface (Spanning Tree)

Syntax interface (interface-name disable | all){
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
mode (p2p | shared);
no-root-port;
priority interface-priority;

}

Hierarchy Level [edit protocols (mstp | rstp | vstp)],
[edit protocols vstp vlan vlan-id],
[edit protocols vstp vlan-group group group-name vlan (vlan-id | vlan-range
|open-set-of-values)

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement updated in Junos OS Release 15.1 for EX Series switches to support

configuration of spanning tree parameters globally on all interfaces.

NOTE: Youcannotdisablespanningtreeparametersgloballyonall interfaces.

Description Configure the interface to participate in the RSTP, MSTP, or VSTP instance.

Options interface-name—Name of a Gigabit Ethernet or 10-Gigabit Ethernet interface.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring RSTP (CLI Procedure) on page 84

• Configuring MSTP on page 86

• Configuring MSTP on page 86

• Configuring VSTP (CLI Procedure) on page 90

• show spanning-tree interface

• Understanding RSTP for EX Series and QFX Series Switches on page 7

• Understanding MSTP for EX Series and QFX Series Switches on page 4

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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max-age

Syntax max-age seconds;

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp)],
[edit logical-systems logical-system-name protocols vstp vlan vlan-id],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(mstp | rstp)],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vstp vlan vlan-id],

[edit protocols (mstp | rstp)],
[edit protocols vstp vlan vlan-id],
[edit routing-instances routing-instance-name protocols (mstp | rstp)],
[edit routing-instances routing-instance-name protocols vstp vlan vlan-id]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Specify the maximum expected arrival time of hello BPDUs.

Options seconds—(Optional) Number of seconds expected between hello BPDUs.

Range: 6 through 40

Default: 20 seconds

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Maximum Age for Awaiting Arrival of Hello BPDUs

• show spanning-tree bridge

• show spanning-tree interface

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

• Understanding MSTP for EX Series and QFX Series Switches on page 4

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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max-hops

Syntax max-hops hops;

Hierarchy Level [edit logical-systems logical-system-name protocols mstp],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols mstp],

[edit protocols mstp],
[edit routing-instances routing-instance-name protocols mstp]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Configure the maximum number of hops a BPDU can be forwarded in the MSTP region.

Options hops—(Optional) Number of hops the BPDU can be forwarded.

Range: 1 through 255

Default: 19 hops

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Multiple Spanning-Tree Protocol

• Configuring MSTP on page 86

• show spanning-tree bridge

• show spanning-tree interface

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Understanding MSTP for EX Series and QFX Series Switches on page 4
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mode (Protocols STP)

Syntax mode (p2p | shared);

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp | vstp) interface
interface-name],

[edit logical-systems logical-system-name protocols vstp vlan vlan-id interface
interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(mstp | rstp | vstp) interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vstp vlan vlan-id interface interface-name],

[edit protocols (mstp | rstp | vstp) interface interface-name],
[edit protocols vstp vlan vlan-id interface interface-name],
[edit routing-instances routing-instance-name protocols (mstp | rstp | vstp) interface
interface-name],

[edit routing-instances routing-instance-name protocols vstp vlan vlan-id interface
interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Configure link mode to identify point-to-point links.

NOTE: When the link is configured as full-duplex, the default link mode is
p2p. When the link is configured half-duplex, the default linkmode is shared.

Options p2p—The link is point to point.

shared—The link is sharedmedia.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Spanning-Tree Instance Interface

• Spanning-Tree Instance Interface Point-to-Point Link Mode

• show spanning-tree bridge

• show spanning-tree interface

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Example: Configuring Faster Convergence and Improved Network Stability with RSTP

on EX Series Switches on page 21

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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msti

Syntax mstimsti-id {
bridge-priority priority;
vlan (vlan-id | vlan-range|open-set-of-values);
interface (interface-name | all) {
cost cost;
edge;
priority interface-priority;

}
}

Hierarchy Level [edit protocolsmstp],
[edit routing-instances routing-instance-name protocols mstp]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement updated in Junos OS Release 15.1 for EX Series switches to support

configuration of spanning tree parameters globally on all interfaces.

NOTE: Youcannotdisablespanningtreeparametersgloballyonall interfaces.

Description Configure the multiple spanning-tree instance (MSTI) identifier.

Options msti-id—MSTI instance identifier.

Range: 1 through 64

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring MST Instances on a Physical Interface

• Configuring MSTP on page 86

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Understanding MSTP for EX Series and QFX Series Switches on page 4
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mstp

Syntax mstp {
bpdu-block-on-edge;
bridge-priority priority;
configuration-name configuration-name;
disable;
forward-delay seconds;
hello-time seconds;
interface (interface-name disable | all){
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
mode (p2p | shared);
no-root-port;
priority interface-priority;
}
max-age seconds;
max-hops hops;
priority-hold-time seconds;
revision-level revision-level;
interface (interface-name disa ble | all){
bpdu-timeout-action {
alarm;
block;

}
cost cost;
disable;
edge;
mode (p2p | shared);
no-root-port;
priority interface-priority;

}
mstimsti-id {
bridge-priority priority;
interface (interface-name disable | all){
cost cost;
edge;
priority interface-priority;

}
vlan (vlan-id | vlan-range | open-set-of-values);
interface all

}
}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit protocols]
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Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement updated in Junos OS Release 15.1 for EX Series switches to support

configuration of spanning tree parameters globally on all interfaces.

NOTE: Youcannotdisablespanningtreeparametersgloballyonall interfaces.

Description Configure MSTP parameters.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring MSTP on page 86

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38
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no-root-port

Syntax no-root-port;

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp | vstp) interface
interface-name],

[edit logical-systems logical-system-name protocols vstp vlan vlan-id interface
interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(mstp | rstp | vstp) interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vstp vlan vlan-id interface interface-name],

[edit protocols (mstp | rstp | vstp) interface interface-name],
[edit protocols vstp vlan vlan-id interface interface-name],
[edit routing-instances routing-instance-name protocols (mstp | rstp | vstp) interface
interface-name],

[edit routing-instances routing-instance-name protocols vstp vlan vlan-id interface
interface-name]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Ensure the port is the spanning-tree designated port. If the port receives superior bridge

protocol data unit (BPDU) packets, root protect moves this port to a root-prevented

spanning-tree state.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Root Protection for Spanning-Tree Instance Interfaces Overview

• Root Protect for a Spanning-Tree Instance Interface

• Enabling Root Protect for a Spanning-Tree Instance Interface
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priority (Protocols STP)

Syntax priority interface-priority;

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp | vstp) interface
interface-name],

[edit logical-systems logical-system-name protocols mstpmstimsti-id interface
interface-name],

[edit logical-systems logical-system-name protocols vstp vlan vlan-id interface
interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(mstp | rstp | vstp) interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols mstpmstimsti-id interface interface-name],

[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
vstp vlan vlan-id interface interface-name],

[edit protocols (mstp | rstp | vstp) interface interface-name],
[edit protocols mstpmstimsti-id interface interface-name],
[edit protocols vstp vlan-id interface interface-name],
[edit routing-instances routing-instance-name protocols (mstp | rstp | vstp) interface
interface-name],

[edit routing-instances routing-instance-name protocols mstpmstimsti-id interface
interface-name],

[edit routing-instances routing-instance-name protocols vstp vlan vlan-id interface
interface-name]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Use the interfacepriority tocontrolwhich interface is electedas the rootport. The interface

priority must be set in increments of 16.

Options priority—(Optional) Interface priority.

Range: 0 through 240

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Spanning-Tree Instance Interface

• Spanning-Tree Instance Interface Configured as an Edge Port

• Spanning-Tree Instance Interface Priority

• [edit protocols mstp] Configuration Statement Hierarchy on EX Series Switches

• [edit protocols rstp] Configuration Statement Hierarchy on EX Series and QFX Series

Switches

• [edit protocols vstp] Configuration Statement Hierarchy on EX Series and QFX Series

Switches
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protocol

Syntax protocol (cdp | stp | vtp | pvstp);

Hierarchy Level [edit protocols layer2-control mac-rewrite interface interface-name]

Release Information Statement introduced in Junos OS Release 9.1.

Statement introduced in Junos OS Release 13.2 for QFX series.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for PVSTP introduced in Junos OS Release 13.3.

Description Configure the protocol to be tunneled on an interface for Layer 2 protocol tunneling. To

tunnel multiple protocols, includemultiple protocol statements.

Options cdp—Tunnel the Cisco discovery protocol.

stp—Tunnel all versions of the spanning-tree protocol.

vtp—Tunnel the VLAN trunk protocol.

pvstp—Tunnel the Per-VLAN Spanning Tree Plus (PVST+) protocol

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Layer 2 Protocol Tunneling Through a Network Overview

• Layer 2 Protocol Tunnel Interface

• Layer 2 Protocol to be Tunneled

• Configuring Layer 2 Protocol Tunneling
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protocols (STP Type)

Syntax protocols {
mstp { ... }
rstp { ... }
vstp { ... }

}

Hierarchy Level [edit],
[edit logical-systems logical-system-name],
[edit logical-systems logical-system-name routing-instances routing-instance-name],
[edit routing-instances routing-instance-name]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Configure the Spanning Tree Protocol type as MSTP, RSTP, or VSTP.

Options mstp—Configure the protocol as Multiple Spanning Tree.

rstp—Configure the protocol as Rapid Spanning Tree.

vstp—Configure the protocol as VLAN Spanning Tree.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring RSTP (CLI Procedure) on page 84

• Configuring MSTP on page 86

• Configuring MST Instances on a Physical Interface

• Configuring VSTP (CLI Procedure) on page 90

• Configuring Rapid Spanning-Tree Protocol

• Configuring Multiple Spanning-Tree Protocol

• Configuring VLAN Spanning-Tree Protocol

• Understanding MSTP for EX Series and QFX Series Switches on page 4
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revision-level

Syntax revision-level revision-level;

Hierarchy Level [edit logical-systems logical-system-name protocols mstp],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols mstp],

[edit protocols mstp],
[edit routing-instances routing-instance-name protocols mstp]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Set the revision number of the MSTP configuration.

Options revision-level—Configure the revision number of the MSTP region configuration.

Range: 0 through 65,535

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Multiple Spanning-Tree Protocol

• show spanning-tree bridge

• show spanning-tree interface

• Example: Configuring Network Regions for VLANs with MSTP on EX Series Switches

on page 38

• Understanding MSTP for EX Series and QFX Series Switches on page 4
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rstp

Syntax rstp {
bpdu-block-on-edge;
bpdu-destination-mac-address provider-bridge-group;
bridge-priority priority;
disable;
extended-system-id;
force-version stp;
forward-delay seconds;
hello-time seconds;
interface (interface-name disable | interface-range-name | all ){
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
mode (p2p | shared);
no-root-port;
priority interface-priority;

}
max-age seconds;
priority-hold-time seconds;
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement updated in Junos OS Release 15.1 for EX Series and QFX Series switches to

support configuration of spanning tree parameters globally on all interfaces.

NOTE: Youcannotdisablespanningtreeparametersgloballyonall interfaces.

Description Configure RSTP parameters.

Options The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring RSTP (CLI Procedure) on page 84
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traceoptions (Spanning Tree)

Syntax traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}

Hierarchy Level [edit logical-systems logical-system-name protocols (mstp | rstp | vstp)],
[edit logical-systems logical-system-name routing-instances routing-instance-nameprotocols
(mstp | rstp | vstp)],

[edit protocols (mstp | rstp | vstp | vstp vlan vlan-id)],
[edit routing-instances routing-instance-name protocols (mstp | rstp | vstp)]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Set protocol-level tracing options for spanning-tree protocols..

Default The default STP protocol-level trace options are inherited from the global traceoptions

statement.

Options disable—(Optional) Disable the tracing operation. One use of this option is to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Name of the file to receive the output of the tracing operation. Enclose the

name in quotation marks. We recommend that you place STP tracing output in the

file /var/log/stp-log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until themaximumnumber of trace files is reached. Then, the oldest trace file

is overwritten.

If you specify amaximumnumber of files, youmust also specify amaximum file sizewith

the size option.

Range: 2 through 1000 files

Default: 1 trace file only

flag—Tracing operation to perform. To specify more than one tracing operation, include

multiple flag statements. The following are the STP-specific tracing options:

• all—Trace all operations.

• all-failures—Trace all failure conditions.

• bpdu—Trace BPDU reception and transmission.

• bridge-detection-state-machine—Trace the bridge detection state machine.
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• events—Trace events of the protocol state machine.

• port-information-state-machine—Trace the port information state machine.

• port-migration-state-machine—Trace the port migration state machine.

• port-receive-state-machine—Trace the port receive state machine.

• port-role-transit-state-machine—Trace the port role transit state machine.

• port-role-select-state-machine—Trace the port role selection state machine.

• port-state-transit-state-machine—Trace the port state transit state machine.

• port-transmit-state-machine—Trace the port transmit state machine.

• ppmd—Trace the state and events for the ppmd process.

• state-machine-variables—Trace when the state machine variables change.

• timers—Trace protocol timers.

• topology-change-state-machine—Trace the topology change state machine.

The following are the global tracing options:

• all—All tracing operations.

• config-internal—Trace configuration internals.

• general—Trace general events.

• normal—All normal events.

Default: If youdonot specify this option, only unusual or abnormal operationsare traced.

• parse—Trace configuration parsing.

• policy—Trace policy operations and actions.

• regex-parse—Trace regular-expression parsing.

• route—Trace routing table changes.

• state—Trace state transitions.

• task—Trace protocol task processing.

• timer—Trace protocol task timer processing.

no-world-readable—(Optional) Prevent any user from reading the log file.
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size size—(Optional) Maximum size of each trace file, in kilobytes (KB) or megabytes

(MB). When a trace file named trace-file reaches this size, it is renamed trace-file.0.

When the trace-fileagain reaches itsmaximumsize, trace-file.0 is renamed trace-file.1

and trace-file is renamed trace-file.0. This renaming scheme continues until the

maximum number of trace files is reached. Then the oldest trace file is overwritten.

If you specify a maximum file size, youmust also specify a maximum number of trace

files with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify GB

Range: 10 KB through themaximum file size supported on your system

Default: 1 MB

world-readable—(Optional) Allow any user to read the log file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Spanning-Tree Protocol Trace Options

• Tracing Spanning-Tree Operations

• Example: Tracing Spanning-Tree Protocol Operations
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vlan (MSTP)

Syntax vlan vlan-id;

Hierarchy Level [edit logical-systems logical-system-name protocols mstpmstimsti-id],
[edit logical-systems logical-system-name routing-instances routing-instance-name
protocols mstpmstimsti-id],

[edit protocols mstpmstimsti-id],
[edit routing-instances routing-instance-name protocols mstpmstimsti-id]

Release Information Statement introduced in Junos OS Release 8.4.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Support for logical systems added in Junos OS Release 9.6.

Description Configure theVLANof anMSTI orVSTP instanceor configure theVLAN rangeof anMSTI.

Options vlan-id—The VLAN identifier associated with the MSTI.

vlan-id-range—Range of VLAN identifiers associated with the MSTI in the form

minimum-vlan-id-maximum-vlan-id. VLAN identifier ranges are not supported for

VSTP.

Range: 1 through 4096

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring Multiple Spanning-Tree Protocol

• Configuring MSTP on page 86

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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vlan (VSTP)

Syntax vlan (vlan-id |vlan-group |all) {
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
max-age seconds;
interface interface-name disable | all {
cost cost;
edge;
mode (p2p | shared);
no-root-port;
priority interface-priority;

}
}

Hierarchy Level [edit protocols vstp]

Release Information Statement introduced in Junos OS Release 9.0.

Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement updated to support global configuration of spanning tree in JunosOSRelease

15.1 for EX Series switches.

Description Configure VSTP VLAN parameters.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VLAN Spanning-Tree Protocol

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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vlan-group

Syntax vlan-group group group-name {
vlan (vlan-id |vlan-group |all) {
}

Hierarchy Level [edit protocols vstp]

Release Information Statement introduced in Junos OS Release 15.1 for EX Series switches.

Description Configure VLANgroup for Spanning Tree Protocol (VSTP). VSTP is used to prevent loops

in Layer 2 networks on a per-VLAN basis.

BESTPRACTICE: Configure RSTPwhen you configure VSTP. RSTPoverhead
is minimal and this configuration ensures that a spanning-tree protocol is
running on all VLANs on your switch, even when your switch is supporting
more than themaximum number of allowed VSTP VLANs.

The remaining statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• vstp on page 130

• show spanning-tree bridge

• show spanning-tree interface

• Configuring VSTP (CLI Procedure) on page 90

• Understanding VSTP for EX Series Switches and QFX Series Switches on page 11
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vstp

Syntax vstp {
bpdu-block-on-edge;
disable;
force-version stp;
interface (interface-name disable | interface-range-name | all ){
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
mode (p2p | shared);
no-root-port;
priority interface-priority;

}
priority-hold-time seconds;
vlan (vlan-id | all){
bridge-priority priority;
forward-delay seconds;
hello-time seconds;
max-age seconds;
interface (interface-name disable | interface-range-name | all ){
bpdu-timeout-action {
alarm;
block;

}
cost cost;
edge;
mode (p2p | shared);
no-root-port;
priority interface-priority;

}
}
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag <flag-modifier> <disable>;

}
vlan-group group group-name {
vlansvlan-name (vlan-id |vlan-range | open-set-of-values) {
interface all;
interface interface-name {
disable;

}
}

}

Hierarchy Level [edit protocols]

Release Information Statement introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Statement updated in Junos OS Release 15.1 for EX Series switches to support

configuration of spanning tree parameters globally on all interfaces.
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NOTE: Youcannotdisablespanningtreeparametersgloballyonall interfaces.

Description Configure VSTP parameters.

Options The statements are explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Configuring VSTP (CLI Procedure) on page 90
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PART 3

Administration

• Routine Monitoring on page 135

• Operational Commands on page 139
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CHAPTER 6

Routine Monitoring

• Monitoring Spanning Tree Protocols on page 135

Monitoring Spanning Tree Protocols

Purpose NOTE: This topic applies only to the J-Web Application package.

Use themonitoring feature to view status and information about the spanning-tree

protocol parameters on your EX Series switch.

Action Todisplay spanning-treeprotocol parameter details in the J-Web interface, selectMonitor

> Switching > STP.

To display spanning-tree protocol parameter details in the CLI, enter the following

commands:

• show spanning-tree interface

• show spanning-tree bridge

Meaning Table 11 on page 135 summarizes the spanning-tree protocol parameters.

Table 11: Summary of Spanning Tree Protocols Output Fields

ValuesField

Bridge Parameters

Displays bridge information for the specified routing instance.Routing instance name

NOTE: The option is supported only on
EX4300 switches.

An internally generated identifier.Context ID

Spanning-tree protocol type enabled.Enabled Protocol
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Table 11: Summary of Spanning Tree Protocols Output Fields (continued)

ValuesField

Bridge ID of the elected spanning-tree root bridge.

The bridge ID consists of a configurable bridge priority and the MAC address of
the bridge.

Root ID

Calculated cost to reach the root bridge from the bridge where the command is
entered.

Root cost

Interface that is the current elected root port for this bridge.Root port

Locally configured bridge ID.Bridge ID

The time for which the bridge interface remains in the listening or learning state.Hello time

The time for which the bridge interface remains in the listening or learning state
before transitioning to the forwarding state.

Forward delay

The system ID.Extended System ID

An internally generated instance identifier.Inter Instance ID

Maximum age of received bridge protocol data units (BPDUs).Maximum age

Total number of spanning-tree protocol topology changes detected since the
switch last booted.

Number of topology changes

Number of seconds elapsed since the last topology change.Time since last topology change

NOTE: This option is supported only on
EX4300 switches.

Spanning Tree Interface Details

Interface configured to participate in the spanning-tree protocol instance.Interface Name

Logical interface identifier configured toparticipate in the spanning-treeprotocol
instance.

Port ID

Port ID of the designated port for the LAN segment to which the interface is
attached.

Designated Port ID

ID of the designated bridge to which the interface is attached.Designated Bridge ID

Configured cost for the interface.Port Cost
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Table 11: Summary of Spanning Tree Protocols Output Fields (continued)

ValuesField

Spanning-tree protocol port state:

• Forwarding (FWD)

• Blocking (BLK)

• Listening

• Learning

• Disabled

Port State

MSTP or RSTP port role, Designated (DESG), backup (BKUP), alternate (ALT),
or root.

Role

Spanning Tree Statistics of Interface

Interface for which statistics is being displayed.Interface

Total number of BPDUs sent.BPDUs Sent

Total number of BPDUs received.BPDUs Received

Number of seconds until the next BPDU is scheduled to be sent.Next BPDU Transmission

Related
Documentation

• show spanning-tree interface

• show spanning-tree bridge

• Configuring Spanning-Tree ProtocolSpanning Tree Protocols (J--Web Procedure) on

page 80
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CHAPTER 7

Operational Commands

• clear error bpdu interface

• clear spanning-tree protocol-migration

• clear spanning-tree statistics

• show spanning-tree bridge

• show spanning-tree interface

• show spanning-tree mstp configuration

• show spanning-tree statistics
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clear error bpdu interface

Syntax clear error bpdu interface (all | interface-name)

Release Information Command introduced in Junos OS Release 9.4.

Command introduced in Junos OS Release 13.2X50-D10 for EX Series switches.

Command supports all option in Junos OS Release 15.1 for EX Series switches.

Description Clear a bridge protocol data unit (BPDU) error condition caused by the detection of a

possible bridging loop from Spanning Tree Protocol (STP) operation.

Required Privilege
Level

clear

Related
Documentation

Configuring BPDU Protection on Spanning Tree Interfaces on page 92•

• Unblocking an Interface That Receives BPDUs in Error on EX Series Switches (CLI

Procedure) on page 93

List of Sample Output clear error bpdu interface on page 140

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

clear error bpdu interface

user@switch> clear error bpdu interface ge-1/1/1
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clear spanning-tree protocol-migration

Syntax clear spanning-tree protocol-migration
<interface interface-name>
<routing-instance routing-instance-name>

Release Information Command introduced in Junos OS Release 9.0.

Description Revert from the original IEEE 802.1D Spanning Tree Protocol (STP) back to the Rapid

Spanning Tree Protocol after the force-version statement has been removed from the

configuration.

Options none—Reset the STP protocol for all interfaces and all routing instances.

interface interface-name—(Optional) Reset the STP protocol for the specified interface

only.

routing-instance routing-instance-name—(Optional)Reset theSTPprotocol foraparticular

routing instance.

Additional Information For information about the force-version statement, see the Junos Routing Protocols

Configuration Guide..

Required Privilege
Level

clear

Sample Output

clear spanning-tree protocol-migration

user@host> clear spanning-tree protocol-migration
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clear spanning-tree statistics

List of Syntax Syntax on page 142

Syntax (EX Series Switches and the QFX Series) on page 142

Syntax clear spanning-tree statistics
<interface interface-name>
<logical-system logical-system-name>

Syntax (EX Series
Switches and the QFX

Series)

clear spanning-tree statistics
<interface interface-name>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Clear Spanning Tree Protocol statistics.

Options none—Reset STP counters for all interfaces for all routing instances.

interface interface-name—(Optional) Clear STP statistics for the specified interface only.

logical-system logical-system-name—(Optional) Clear STP statistics on a particular

logical system.

NOTE: The logical-system option is not available on QFabric systems.

Required Privilege
Level

clear

Related
Documentation

show spanning-tree statistics on page 156•

List of Sample Output clear stp statistics on page 142

Sample Output

clear stp statistics

user@host> clear stp statistics
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show spanning-tree bridge

List of Syntax Syntax on page 143

Syntax (QFX Series) on page 143

Syntax show spanning-tree bridge
<brief | detail>
<mstimsti-id>
<routing-instance routing-instance-name>
<vlan-id vlan-id>

Syntax (QFX Series) show spanning-tree bridge
<brief | detail>
<mstimsti-id>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the configured or calculated Spanning Tree Protocol (STP) parameters.

Options none—(Optional) Display brief STP bridge information for all multiple spanning-tree

instances (MSTIs).

brief | detail—(Optional) Display the specified level of output.

mstimsti-id—(Optional) Display STP bridge information for the specified MSTI.

routing-instance routing-instance-name—(Optional) Display STP bridge information for

the specified routing instance.

vlan-id vlan-id—(Optional) Display STP bridge information for the specified VLAN.

Required Privilege
Level

view

List of Sample Output show spanning-tree bridge routing-instance on page 144
show spanning-tree bridgemsti on page 145
show spanning-tree bridge vlan-id (MSTP) on page 146
show spanning-tree bridge (RSTP) on page 146
show spanning-tree bridge vlan-id (RSTP) on page 147

Output Fields Table 12 on page 143 lists the output fields for the show spanning-tree bridge command.

Output fields are listed in the approximate order in which they appear.

Table 12: show spanning-tree bridge Output Fields

Field DescriptionField Name

Name of the routing instance under which the bridge is configured.Routing instance name

Spanning Tree Protocol type enabled.Enabled protocol
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Table 12: show spanning-tree bridge Output Fields (continued)

Field DescriptionField Name

Bridge ID of the elected spanning-tree root bridge. The bridge ID
consists of a configurable bridge priority and the MAC address of
the bridge.

Root ID

Calculated cost to reach the root bridge from the bridge where the
command is entered.

Root cost

Interface that is the current elected root port for this bridge.Root port

Bridge ID of the elected MSTP regional root bridge.CIST regional root

Calculated cost to reach the regional root bridge from the bridge
where the command is entered.

CIST internal root cost

Configured number of seconds between transmissions of
configuration bridge protocol data units (BPDUs).

Hello time

Configuredmaximumexpectedarrival timeof hello bridgeprotocol
data units (BPDUs).

Maximum age

How long an STP bridge port remains in the listening and learning
states before transitioning to the forwarding state.

Forward delay

Configuredmaximum number of hops a BPDU can be forwarded
in the MSTP region.

Hop count

Number of elapsed seconds since the most recent BPDUwas
received.

Message age

Total number of STP topology changes detected since the routing
device last booted.

Number of topology
changes

Numberof elapsedsecondssince themost recent topologychange.Time since last topology
change

Locally configuredbridge ID. Thebridge IDconsists of a configurable
bridge priority and the MAC address of the bridge.

Bridge ID (Local)

System identifier.Extended system ID

Bridge ID of the elected MSTP regional root bridge.MSTI regional root

Sample Output

show spanning-tree bridge routing-instance

user@host> show spanning-tree bridge routing-instance vs1 detail
STP bridge parameters
Routing instance name               : vs1
Enabled protocol                    : MSTP
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STP bridge parameters for CIST
  Root ID                           : 32768.00:13:c3:9e:c8:80
  Root cost                         : 0
  Root port                         : ge-10/2/0
  CIST regional root                : 32768.00:13:c3:9e:c8:80
  CIST internal root cost           : 22000
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18
  Message age                       : 0
  Number of topology changes        : 1
  Time since last topology change   : 1191 seconds
  Local parameters
    Bridge ID                       : 32768.00:90:69:0b:7f:d1
    Extended system ID              : 1

STP bridge parameters for MSTI 1
  MSTI regional root                : 32769.00:13:c3:9e:c8:80
  Root cost                         : 22000
  Root port                         : ge-10/2/0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18
  Number of topology changes        : 1
  Time since last topology change   : 1191 seconds
  Local parameters
    Bridge ID                       : 32769.00:90:69:0b:7f:d1
    Extended system ID              : 1

STP bridge parameters for MSTI 2
  MSTI regional root                : 32770.00:13:c3:9e:c8:80
  Root cost                         : 22000
  Root port                         : ge-10/2/0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18
  Number of topology changes        : 1
  Time since last topology change   : 1191 seconds
  Local parameters
    Bridge ID                       : 32770.00:90:69:0b:7f:d1
    Extended system ID              : 1

show spanning-tree bridgemsti

user@host> show spanning-tree bridgemsti 1 routing-instance vs1 detail
STP bridge parameters
Routing instance name               : vs1
Enabled protocol                    : MSTP

STP bridge parameters for MSTI 1
  MSTI regional root                : 32769.00:13:c3:9e:c8:80
  Root cost                         : 22000
  Root port                         : xe-10/2/0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18
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  Number of topology changes        : 1
  Time since last topology change   : 1191 seconds
  Local parameters
    Bridge ID                       : 32769.00:90:69:0b:7f:d1
    Extended system ID              : 1

show spanning-tree bridge vlan-id (MSTP)

user@host> show spanning-tree bridge vlan-id 1 101 routing-instance vs1 detail
STP bridge parameters
Routing instance name               : vs1
Enabled protocol                    : MSTP

STP bridge parameters for CIST
  Root ID                           : 32768.00:13:c3:9e:c8:80
  Root cost                         : 0
  Root port                         : xe-10/2/0
  CIST regional root                : 32768.00:13:c3:9e:c8:80
  CIST internal root cost           : 22000
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Hop count                         : 18
  Message age                       : 0
  Number of topology changes        : 0
  Local parameters
    Bridge ID                       : 32768.00:90:69:0b:7f:d1
    Extended system ID              : 1
    Hello time                      : 2 seconds
    Maximum age                     : 20 seconds
    Forward delay                   : 15 seconds
    Path cost method                : 32 bit
    Maximum hop count               : 20

show spanning-tree bridge (RSTP)

user@host> show spanning-tree bridge
STP bridge parameters
Routing instance name               : GLOBAL
Enabled protocol                    : RSTP
  Root ID                           : 28672.00:90:69:0b:3f:d0
  Hello time                        : 2 seconds
  Maximum age                       : 20 seconds
  Forward delay                     : 15 seconds
  Message age                       : 0
  Number of topology changes        : 58
  Time since last topology change   : 14127 seconds
  Local parameters
    Bridge ID                       : 28672.00:90:69:0b:3f:d0
    Extended system ID              : 0

 STP bridge parameters for bridge VLAN 10
   Root ID                         : 28672.00:90:69:0b:3f:d0
   Hello time                      : 2 seconds
   Maximum age                     : 20 seconds
   Forward delay                   : 15 seconds
   Message age                     : 0
   Number of topology changes      : 58
   Time since last topology change : 14127 seconds
   Local parameters
     Bridge ID                     : 28672.00:90:69:0b:3f:d0
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     Extended system ID            : 0

 STP bridge parameters for bridge VLAN 20
   Root ID                         : 28672.00:90:69:0b:3f:d0
   Hello time                      : 2 seconds
   Maximum age                     : 20 seconds
   Forward delay                   : 15 seconds
   Message age                     : 0
   Number of topology changes      : 58
   Time since last topology change : 14127 seconds
   Local parameters
     Bridge ID                     : 28672.00:90:69:0b:3f:d0
     Extended system ID            : 0

show spanning-tree bridge vlan-id (RSTP)

user@host> show spanning-tree bridge vlan-id 10
STP bridge parameters
Routing instance name               : GLOBAL
Enabled protocol                    : RSTP

 STP bridge parameters for VLAN 10
   Root ID                         : 28672.00:90:69:0b:3f:d0
   Hello time                      : 2 seconds
   Maximum age                     : 20 seconds
   Forward delay                   : 15 seconds
   Message age                     : 0
   Number of topology changes      : 58
   Time since last topology change : 14127 seconds
   Local parameters
     Bridge ID                     : 28672.00:90:69:0b:3f:d0
     Extended system ID            : 0

147Copyright © 2015, Juniper Networks, Inc.

Chapter 7: Operational Commands



show spanning-tree interface

List of Syntax Syntax on page 148

Syntax (EX Series Switches and the QFX Series) on page 148

Syntax show spanning-tree interface
<brief | detail>
<mstimsti-id>
<routing-instance routing-instance-name>
<vlan-id vlan-id>

Syntax (EX Series
Switches and the QFX

Series)

show spanning-tree interface
<brief | detail>
<mstimsti-id>
<vlan-id vlan-id>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the configured or calculated interface-level STP parameters.

Options none—Display brief STP interface information.

brief | detail—(Optional) Display the specified level of output.

mstimsti-id—(Optional) Display STP interface information for the specified MSTI.

routing-instance routing-instance-name—(Optional) Display STP interface information

for the specified routing instance.

vlan-id vlan-id—(Optional) Display STP interface information for the specified VLAN.

Required Privilege
Level

view

List of Sample Output show spanning-tree interface on page 149
show spanning-tree interface (QFX Series) on page 150
show spanning-tree interface detail on page 150
show spanning-tree interfacemsti on page 152
show spanning-tree interface vlan-id on page 152
show spanning-tree interface (VSTP) on page 153
show spanning-tree interface vlan-id (VSTP) on page 153

Output Fields Table 13onpage 148 lists theoutput fields for the showspanning-tree interfacecommand.

Output fields are listed in the approximate order in which they appear.

Table 13: show spanning-tree interface Output Fields

Field DescriptionField Name

Interface configured to participate in theSTP, RSTP, VSTP, orMSTP
instance.

Interface name
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Table 13: show spanning-tree interface Output Fields (continued)

Field DescriptionField Name

Logical interface identifier configured to participate in the MSTP or
VSTP instance.

Port ID

Port ID of the designated port for the LAN segment to which this
interface is attached.

Designated port ID

Bridge ID of the designated bridge for the LAN segment to which
this interface is attached.

Designated bridge ID

Configured cost for the interface.Port Cost

STPport state: forwarding (FWD), blocking (BLK), listening, learning,
or disabled.

Port State

MSTP,VSTP,orRSTPport role: designated (DESG), backup (BKUP),
alternate (ALT), (ROOT), or Root Prevented (Root-Prev).

Port Role

MSTP, VSTP, or RSTP link type. Shared or point-to-point (pt-pt)
and edge or nonedge.

Link type

Identifies the interface as an MSTP, VSTP, or RSTP alternate root
port (Yes) or nonalternate root port (No).

Alternate

Identifies the interface as anMSTP regional boundary port (Yes) or
nonboundary port (No).

Boundary Port

Sample Output

show spanning-tree interface

user@host> show spanning-tree interface routing-instance vs1 detail
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32768.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32768.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32768.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32768.0013c39ec880     20000  FWD    ROOT
xe-9/2/0         128:5        128:5  32768.0090690b47d1      2000  FWD    DESG
xe-9/3/0         128:6        128:6  32768.0090690b47d1      2000  FWD    DESG

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32769.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32769.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32769.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32769.0013c39ec880     20000  FWD    ROOT
xe-9/2/0         128:5        128:5  32769.0090690b47d1      2000  FWD    DESG
xe-9/3/0         128:6        128:6  32769.0090690b47d1      2000  FWD    DESG

149Copyright © 2015, Juniper Networks, Inc.

Chapter 7: Operational Commands



Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32770.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32770.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32770.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32770.0013c39ec880     20000  FWD    ROOT
xe-9/2/0         128:5        128:5  32770.0090690b47d1      2000  FWD    DESG
xe-9/3/0         128:6        128:6  32770.0090690b47d1      2000  FWD    DESG

show spanning-tree interface (QFX Series)

user@lf0> show spanning-tree interface routing-instance vs1 detail
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32768.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32768.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32768.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32768.0013c39ec880     20000  FWD    ROOT
xe-9/2/0         128:5        128:5  32768.0090690b47d1      2000  FWD    DESG
xe-9/3/0         128:6        128:6  32768.0090690b47d1      2000  FWD    DESG

Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32769.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32769.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32769.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32769.0013c39ec880     20000  FWD    ROOT
xe-9/2/0    128:5        128:5  32769.0090690b47d1      2000  FWD    DESG
xe-9/3/0    128:6        128:6  32769.0090690b47d1      2000  FWD    DESG

Spanning tree interface parameters for instance 2

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ae1              128:1        128:1  32770.0090690b47d1      1000  FWD    DESG
ge-2/1/2         128:2        128:2  32770.0090690b47d1     20000  FWD    DESG
ge-2/1/5         128:3        128:3  32770.0090690b47d1     29999  FWD    DESG
ge-2/2/1         128:4       128:26  32770.0013c39ec880     20000  FWD    ROOT
xe-9/2/0    128:5        128:5  32770.0090690b47d1      2000  FWD    DESG
xe-9/3/0    128:6        128:6  32770.0090690b47d1      2000  FWD    DESG

show spanning-tree interface detail

user@host> show spanning-tree interface routing-instance vs1 detail
Spanning tree interface parameters for instance 0

Interface name                 : ae1
Port identifier                : 128.1
Designated port ID             : 128.1
Port cost                      : 1000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
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Boundary port                   : No

Interface name                 : ge-2/1/2
Port identifier                : 128.2
Designated port ID             : 128.2
Port cost                      : 20000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : ge-2/1/5
Port identifier                : 128.3
Designated port ID             : 128.3
Port cost                      : 29999
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : ge-2/2/1
Port identifier                : 128.4
Designated port ID             : 128.26
Port cost                      : 20000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:13:c3:9e:c8:80
Port role                      : Root
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : xe-9/2/0
Port identifier                : 128.5
Designated port ID             : 128.5
Port cost                      : 2000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : xe-9/3/0
Port identifier                : 128.6
Designated port ID             : 128.6
Port cost                      : 2000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Spanning tree interface parameters for instance 1

Interface name                 : ae1
Port identifier                : 128.1
Designated port ID             : 128.1
Port cost                      : 1000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
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Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : ge-2/1/2
Port identifier                : 128.2
Designated port ID             : 128.2
Port cost                      : 20000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : ge-2/1/5
Port identifier                : 128.3
Designated port ID             : 128.3
Port cost                      : 29999
Port state                     : Forwarding
Designated bridge ID           : 32768.00:90:69:0b:47:d1
Port role                      : Designated
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

Interface name                 : ge-2/2/1
Port identifier                : 128.4
Designated port ID             : 128.26
Port cost                      : 20000
Port state                     : Forwarding
Designated bridge ID           : 32768.00:13:c3:9e:c8:80
Port role                      : Root
Link type                      : Pt-Pt/NONEDGE
Boundary port                   : No

...

show spanning-tree interfacemsti

user@host> show spanning-tree interfacemsti 1 routing-instance vs1 detail
 Spanning tree interface parameters for instance 1

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
xe-7/0/0         128:1        128:1  32769.0090690b4fd1      2000  FWD    DESG
ge-5/1/0         128:2        128:2  32769.0090690b4fd1     20000  FWD    DESG
ge-5/1/1         128:3        128:3  32769.0090690b4fd1     20000  FWD    DESG
ae1              128:4        128:1  32769.0090690b47d1     10000  BLK    ALT
ge-5/1/4         128:5        128:3  32769.0090690b47d1     20000  BLK    ALT
xe-7/2/0         128:6        128:6  32769.0090690b47d1      2000  FWD    ROOT

show spanning-tree interface vlan-id

user@host> show spanning-tree interface vlan-id 101 routing-instance vs1 detail
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Port    State  Role
                         port ID        bridge ID          Cost
ge-11/0/5        128:1        128:1  32768.0090690b7fd1     20000  FWD    DESG
ge-11/0/6        128:2        128:1  32768.0090690b7fd1     20000  BLK    BKUP
ge-11/1/0        128:3        128:2  32768.0090690b4fd1     20000  BLK    ALT
ge-11/1/1        128:4        128:3  32768.0090690b4fd1     20000  BLK    ALT
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ge-11/1/4        128:5        128:1  32768.0090690b47d1     20000  BLK    ALT
xe-10/0/0        128:6        128:5  32768.0090690b4fd1      2000  BLK    ALT
xe-10/2/0        128:7        128:4  32768.0090690b47d1      2000  FWD    ROOT

show spanning-tree interface (VSTP)

user@host> show spanning-tree interface
Spanning tree interface parameters for instance 0

Interface    Port ID    Designated      Designated         Cost    State  Role
                         port ID        bridge ID
ge-1/0/1         128:1        128:1  28672.0090690b3fe0     20000  FWD    DESG
ge-1/0/2         128:2        128:2  28672.0090690b3fe0     20000  FWD    DESG

Spanning tree interface parameters for VLAN 10

Interface    Port ID    Designated      Designated         Cost    State  Role
                         port ID        bridge ID
ge-1/0/1         128:1        128:1  28672.0090690b3fe0     20000  FWD    DESG
ge-1/0/2         128:2        128:2  28672.0090690b3fe0     20000  FWD    DESG

Spanning tree interface parameters for VLAN 20

Interface    Port ID    Designated      Designated         Cost    State  Role
                         port ID        bridge ID
ge-1/0/1         128:1        128:1  28672.0090690b3fe0     20000  FWD    DESG
ge-1/0/2         128:2        128:2  28672.0090690b3fe0     20000  FWD    DESG

show spanning-tree interface vlan-id (VSTP)

user@host> show spanning-tree interface vlan-id 10
Spanning tree interface parameters for VLAN 10

Interface    Port ID    Designated      Designated         Cost    State  Role
                         port ID        bridge ID
ge-1/0/1         128:1        128:1  28672.0090690b3fe0     20000  FWD    DESG
ge-1/0/2         128:2        128:2  28672.0090690b3fe0     20000  FWD    DESG
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show spanning-treemstp configuration

List of Syntax Syntax on page 154

Syntax (EX Series Switch and the QFX Series) on page 154

Syntax show spanning-treemstp configuration
<brief | detail>
<routing-instance routing-instance-name>

Syntax (EX Series
Switch and the QFX

Series)

show spanning-treemstp configuration
<brief | detail>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Description Display the MSTP configuration.

Options none—Display MSTP configuration information.

brief | detail—(Optional) Display the specified level of output.

routing-instance routing-instance-name—(Optional) Display MSTP configuration

information for the specified routing instance.

Required Privilege
Level

view

List of Sample Output show spanning-treemstp configuration detail on page 155
show spanning-treemstp configuration detail (QFX Series) on page 155

Output Fields Table 14 on page 154 lists the output fields for the showspanning-treemstp configuration

command. Output fields are listed in the approximate order in which they appear.

Table 14: show spanning-treemstp configuration Output Fields

Field DescriptionField Name

Internally generated identifier.Context id

MSTP region name carried in the MSTP BPDUs.Region name

Revision number of the MSTP configuration.Revision

Numerical valuederived fromtheVLAN-to-instancemapping table.Configuration digest

MSTI identifier.MSTI

VLAN identifiers associated with the MSTI.Member VLANs
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Sample Output

show spanning-treemstp configuration detail

user@host> show spanning-treemstp configuration routing-instance vs1 detail
MSTP configuration information
Context identifier     : 1
Region name            : henry
Revision               : 3
Configuration digest   : 0x6da4b5c4fd587757eef35675365e1

MSTI     Member VLANs
   0 0-99,101-199,201-4094
   1 100
   2 200

show spanning-treemstp configuration detail (QFX Series)

user@lf0> show spanning-treemstp configuration routing-instance vs1 detail
MSTP configuration information
Context identifier     : 1
Region name            : henry
Revision               : 3
Configuration digest   : 0x6da4b5c4fd587757eef35675365e1

MSTI     Member VLANs
   0 0-99,101-199,201-4094
   1 100
   2 200
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show spanning-tree statistics

List of Syntax Syntax on page 156

Syntax (EX Series Switch and the QFX Series) on page 156

Syntax show spanning-tree statistics
<brief | detail>
<interface interface-name>
<routing-instance routing-instance-name>

Syntax (EX Series
Switch and the QFX

Series)

show spanning-tree statistics
<brief | detail>
<interface interface-name | vlan vlan-id>

Release Information Command introduced in Junos OS Release 8.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for QFX Series switches.

Description Display STP statistics.

Options none—Display brief STP statistics.

brief | detail—(Optional) Display the specified level of output.

interface interface-name—(Optional) Display STP statistics for the specified interface.

routing-instance routing-instance-name—(Optional)DisplaySTPstatistics for thespecified

routing instance.

Required Privilege
Level

view

List of Sample Output show spanning-tree statistics routing-instance on page 157
show spanning-tree statistics interface routing-instance detail on page 157

Output Fields Table 15onpage 156 lists theoutput fields for the showspanning-treestatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 15: show spanning-tree statistics Output Fields

Field DescriptionField Name

Type of message being counted.Message type

Total number of BPDUs sent.BPDUs sent

Total number of BPDUs received.BPDUs received

Number of BPDUs sent within a specified interval.BPDUs sent in last interval

Number of BPDUs received within a specified interval.BPDUs received in last
interval
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Table 15: show spanning-tree statistics Output Fields (continued)

Field DescriptionField Name

Interface for which the statistics are being displayed.Interface

Number of seconds until the next BPDU is scheduled to be sent.Next BPDU transmission

Sample Output

show spanning-tree statistics routing-instance

user@host> show spanning-tree statistics routing-instance vs1 detail
Routing instance level STP statistics
Message type                   : bpdus
BPDUs sent                     : 1396
BPDUs received                 : 1027
BPDUs sent in last interval    : 5        (duration: 4 sec)
BPDUs received in last interval: 4        (duration: 4 sec)

show spanning-tree statistics interface routing-instance detail

user@host> show spanning-tree statistics interface ge-11/1/4 routing-instance vs1 detail
Interface   BPDUs sent   BPDUs received      Next BPDU
                                            transmission
ge-11/1/4            7           190                0
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