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Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• EX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.
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If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:
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[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CLI User Guide.

Documentation Conventions

Table 1 on page xvii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xvii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page at the Juniper Networks Technical

Documentation site at http://www.juniper.net/techpubs/index.html, simply click the

stars to rate the content, anduse thepop-up form toprovideuswith informationabout

your experience. Alternately, you can use the online feedback form at

https://www.juniper.net/cgi-bin/docbugreport/.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

or are covered under warranty, and need post-sales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/
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• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

http://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Overview

• Security Features Overview on page 3

• Port Security Overview on page 7
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CHAPTER 1

Security Features Overview

• Security Features for EX Series Switches Overview on page 3

Security Features for EX Series Switches Overview

Juniper Networks Junos operating system (JunosOS) is a network operating system that

has been hardened through the separation of control forwarding and services planes,

with each function running in protectedmemory. The control-plane CPU is protected by

rate limiting, routing policy, and firewall filters to ensure switch uptime even under severe

attack.Accessport security featuressuchasdynamicAddressResolutionProtocol (ARP)

inspection, DHCP snooping, and MAC limiting are controlled through a single Junos OS

CLI command.

Juniper Networks EX Series Ethernet Switches provide the following hardware and

software security features:

Console Port—Allows use of the console port to connect to the Routing Engine through
an RJ-45 cable. You then use the command-line interface (CLI) to configure the switch.

Out-of-BandManagement—A dedicatedmanagement Ethernet port on the rear panel
allows out-of-bandmanagement.

Software Images—All Junos OS images are signed by Juniper Networks certificate
authority (CA) with public key infrastructure (PKI).

User Authentication, Authorization, and Accounting (AAA)—Features include:

• User and group accounts with password encryption and authentication.

• Access privilege levels configurable for login classes and user templates.

• RADIUS authentication, TACACS+ authentication, or both, for authenticating users

who attempt to access the switch.

• Auditing of configuration changes through system logging or RADIUS/TACACS+.

802.1X Authentication—Provides network access control. Supplicants (hosts) are
authenticated when they initially connect to a LAN. Authenticating supplicants before

they receive an IP address from a DHCP server prevents unauthorized supplicants from

gainingaccess to theLAN. EXSeries switches support ExtensibleAuthenticationProtocol

(EAP)methods, including EAP-MD5, EAP-TLS, EAP-TTLS, and EAP-PEAP.
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Port Security—Access port security features include:

• DHCP snooping—Filters andblocks ingressDHCP servermessages on untrusted ports;

builds andmaintains an IP-address/MAC-address binding database (called theDHCP

snooping database).

• Dynamic ARP inspection (DAI)—Prevents ARP spoofing attacks. ARP requests and

replies are compared against entries in the DHCP snooping database, and filtering

decisions are made based on the results of those comparisons.

• MAC limiting—Protects against flooding of the Ethernet switching table.

• MACmove limiting—Detects MACmovement and MAC spoofing on access ports.

• Trusted DHCP server—With a DHCP server on a trusted port, protects against rogue

DHCP servers sending leases.

• IP source guard—Mitigates the effects of IP address spoofing attacks on the Ethernet

LAN. The source IP address in the packet sent from an untrusted access interface is

validatedagainst the sourceMACaddress in theDHCPsnoopingdatabase. Thepacket

is allowed for further processing if the source IPaddress to sourceMACaddressbinding

is valid; if the binding is not valid, the packet is discarded.

• DHCP option 82—Also known as the DHCP relay agent information option. Helps

protect the EXSeries switch against attacks such as spoofing (forging) of IP addresses

and MAC addresses and DHCP IP address starvation. Option 82 provides information

about thenetwork locationofaDHCPclient, and theDHCPserveruses this information

to implement IP addresses or other parameters for the client.

• Unrestricted proxy ARP—The switch responds to all ARPmessages with its ownMAC

address. Hosts that are connected to the switch’s interfaces cannot communicate

directly with other hosts. Instead, all communications between hosts go through the

switch.

• Restricted proxy ARP—The switch does not respond to an ARP request if the physical

networks of the source and target of the ARP request are the same. It does notmatter

whether the destination host has the same IP address as the incoming interface or a

different (remote) IP address. An ARP request for a broadcast address elicits no reply.

Device Security—Storm control permits the switch to monitor unknown unicast and

broadcast traffic and drop packets, or shut down, or temporarily disable the interface

when a specified traffic level is exceeded, thus preventing packets fromproliferating and

degrading theLAN.Youcanenable stormcontrol onaccess interfacesor trunk interfaces.

Firewall Filters—Allowauditingof various typesof security violations, includingattempts

toaccess theswitch fromunauthorized locations. Firewall filters candetect suchattempts

andcreateaudit log entrieswhen theyoccur. The filters canalso restrict accessby limiting

traffic to source and destination MAC addresses, specific protocols, or, in combination

with policers, to specified data rates to prevent denial of service (DoS) attacks.

Policers—Provide rate-limiting capability to control the amount of traffic that enters an
interface, which acts to counter DoS attacks.
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Encryption Standards—Supported standards include:

• 128-, 192-, and 256-bit Advanced Encryption Standard (AES)

• 56-bit Data Encryption Standard (DES) and 168-bit 3DES

Related
Documentation

• 802.1X for EX Series Switches Overview

• Firewall Filters for EX Series Switches Overview

• Understanding Port Security on page 7

• Understanding Proxy ARP on EX Series Switches

• Understanding Storm Control on EX Series Switches

• Understanding the Use of Policers in Firewall Filters

• Understanding Centralized Network Access Control and EX Series Switches
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CHAPTER 2

Port Security Overview

• Understanding Port Security on page 7

• Understanding How to Protect Access Ports on EX Series Switches from Common

Attacks on page 9

• Understanding DHCP Snooping for Port Security on page 12

• Understanding DAI for Port Security on page 20

• Understanding IPv6 Neighbor Discovery Inspection on page 23

• Understanding MAC Limiting and MACMove Limiting for Port Security on EX Series

Switches on page 24

• Understanding Media Access Control Security (MACsec) on page 26

• Understanding Trusted DHCP Servers for Port Security on page 32

• Understanding IP Source Guard for Port Security on EX Series Switches on page 33

• Understanding DHCP Option 82 for Port Security on Switching Devices on page 36

• Understanding Persistent MAC Learning (Sticky MAC) on page 40

Understanding Port Security

Ethernet LANs are vulnerable to attacks such as address spoofing (forging) and Layer 2

denial of service (DoS)onnetworkdevices. Port security features helpprotect theaccess

ports on your device against the loss of information and productivity that such attacks

can cause.

The JuniperNetworks Junosoperating system(JunosOS)provides features tohelp secure

ports on a device. Ports can be categorized as either trusted or untrusted. You apply

policies appropriate to each category to protect ports against various types of attacks.

Basic port security features are enabled in the device’s default configuration. You can

configure additional features with minimal configuration steps.

Depending on the particular feature, you can configure the feature either on VLANs or

bridge domain interfaces.
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Port security features supported on switching devices are:

• DHCP snooping—Filters and blocks ingress Dynamic Host Configuration Protocol

(DHCP)servermessagesonuntrustedports;buildsandmaintainsadatabaseofDHCP

lease information, which is called the DHCP snooping database.

NOTE: DHCP snooping is not enabled in the default configuration of the
switching device. DHCP snooping is enabled on a VLAN or bridge domain.
The details of enabling DHCP snooping depend on the particular device.

• DHCPv6 snooping—DHCP snooping for IPv6.

• DHCP option 82—Also known as the DHCP Relay Agent Information option. This

DHCPv4 feature helps protect the switching device against attacks such as spoofing

of IPaddressesandMACaddressesandDHCP IPaddressstarvation.Option82provides

information about the network location of a DHCP client, and the DHCP server uses

this information to implement IP addresses or other parameters for the client.

• DHCPv6 option 37—Option 37 is the remote ID option for DHCPv6 and is used to insert

information about the network location of the remote host into DHCPv6 packets. You

enable option 37 on a VLAN.

NOTE: DHCPv6snoopingwithoption37 isnotsupportedontheMXSeries.

• DHCPv6 option 18—Option 18 is the circuit ID option for DHCPv6 and is used to insert

information about the client port into DHCPv6 packets. This option includes other

details that canbeoptionally configured, suchas theprefixand the interfacedescription.

• DHCPv6 option 16—Option 16 is the vendor ID option for DHCPv6 and is used to insert

information about the vendor of the client hardware into DHCPv6 packets.

• DynamicARP inspection (DAI)—PreventsAddressResolutionProtocol (ARP)spoofing

attacks. ARP requests and replies are compared against entries in the DHCP snooping

database, and filtering decisions are made on the basis of the results of those

comparisons. You enable DAI on a VLAN.

• IPv6neighbordiscovery inspection—Prevents IPv6address spoofingattacks.Neighbor

discovery requests and replies are compared against entries in the DHCPv6 snooping

database, and filtering decisions are made on the basis of the results of those

comparisons. You enable neighbor discovery inspection on a VLAN.

• IP source guard—Mitigates the effects of IP address spoofing attacks on the Ethernet

LAN. With IP source guard enabled, the source IP address in the packet sent from an

untrusted access interface is validated against the DHCP snooping database. If the

packet cannot be validated, it is discarded. You enable IP source guard on a VLAN or

bridge domain.

NOTE: IP source guard is not supported on the QFX Series.
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• IPv6 source guard—IP source guard for IPv6.

NOTE: IPv6 source guard is not supported on the QFX Series.

• MAC limiting—Protects against flooding of the Ethernet switching table (also known

as theMAC forwarding table or Layer 2 forwarding table). You can enableMAC limiting

on an interface.

• MACmove limiting—(Not supported on EX9200) Tracks MACmovement and detects

MAC spoofing on access ports. You enable this feature on a VLAN or bridge domain.

• Persistent MAC learning—Also known as sticky MAC. Persistent MAC learning enables

interfaces to retain dynamically learned MAC addresses across switch reboots. You

enable this feature on an interface.

• Trusted DHCP server—Configuring the DHCP server on a trusted port protects against

rogue DHCP servers sending leases. You enable this feature on an interface (port). By

default, access ports are untrusted, and trunk ports are trusted. (Access ports are the

switch ports that connect to Ethernet endpoints such as user PCs and laptops, servers,

and printers. Trunk ports are the switch ports that connect an Ethernet switch to other

switches or to routers.)

Related
Documentation

Security Features for EX Series Switches Overview on page 3•

• Understanding DHCP Snooping for Port Security on page 12

• Understanding DHCP Snooping for Port Security

• Understanding IPv6 Neighbor Discovery Inspection on page 23

• Understanding DAI for Port Security on page 20

• Understanding IP Source Guard for Port Security on EX Series Switches on page 33

• Understanding MAC Limiting and MACMove Limiting for Port Security on EX Series

Switches on page 24

• Understanding DHCP Option 82 for Port Security on Switching Devices on page 36

Understanding How to Protect Access Ports on EX Series Switches fromCommon
Attacks

Port security featurescanprotect the JuniperNetworksEXSeriesEthernetSwitchagainst

various types of attacks. Protection methods against some common attacks are:

• Mitigation of Ethernet Switching Table Overflow Attacks on page 10

• Mitigation of Rogue DHCP Server Attacks on page 10

• Protection Against ARP Spoofing Attacks on page 11

• Protection Against DHCP Snooping Database Alteration Attacks on page 11

• Protection Against DHCP Starvation Attacks on page 11
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Mitigation of Ethernet Switching Table Overflow Attacks

In anoverflowattackon theEthernet switching table, an intruder sends somany requests

fromnewMACaddresses that the table cannot learn all the addresses.When the switch

can no longer use information in the table to forward traffic, it is forced to broadcast

messages. Traffic flow on the switch is disrupted, and packets are sent to all hosts on

the network. In addition to overloading the network with traffic, the attacker might also

be able to sniff that broadcast traffic.

To mitigate such attacks, configure both a MAC limit for learned MAC addresses and

some specific allowed MAC addresses. Use the MAC limiting feature to control the total

number of MAC addresses that can be added to the Ethernet switching table for the

specified interfaceor interfaces. By setting theMACaddresses that are explicitly allowed,

you ensure that the addresses of network devices whose network access is critical are

guaranteed to be included in the Ethernet switching table. See “Example: Configuring

MAC Limiting, Including Dynamic and Allowed MAC Addresses, to Protect the Switch

from Ethernet Switching Table Overflow Attacks” on page 53.

NOTE: You can also configure learnedMAC addresses to persist on each
interface. Used in combination with a configured MAC limit, this persistent
MAC learning helps prevent traffic loss after a restart or an interface-down
eventandalso increasesport security by limiting theMACaddressesallowed
on the interface.

Mitigation of Rogue DHCP Server Attacks

If an attacker sets up a rogue DHCP server to impersonate a legitimate DHCP server on

the LAN, the rogue server can start issuing leases to the network's DHCP clients. The

information provided to the clients by this rogue server can disrupt their network access,

causing DoS. The rogue server might also assign itself as the default gateway device for

the network. The attacker can then sniff the network traffic and perpetrate a

man-in-the-middle attack—that is, it misdirects traffic intended for a legitimate network

device to a device of its choice.

Tomitigate a rogue DHCP server attack, set the interface to which that rogue server is

connected as untrusted. That action will block all ingress DHCP server messages from

that interface. See “Example:ConfiguringaDHCPServer InterfaceasUntrusted toProtect

the Switch from Rogue DHCP Server Attacks” on page 56.
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NOTE: Theswitch logsallDHCPserverpackets thatare receivedonuntrusted
ports—for example:

5 untrusted DHCPOFFER received, interface ge-0/0/0.0[65], vlan v1[10] server

ip/mac 12.12.12.1/00:00:00:00:01:12 offer ip/clientmac

12.12.12.253/00:AA:BB:CC:DD:01

You can use thesemessages to detect malicious DHCP servers on the
network.

Protection Against ARP Spoofing Attacks

In ARP spoofing, an attacker sends faked ARPmessages on the network. The attacker

associates its ownMAC address with the IP address of a network device connected to

the switch. Any traffic sent to that IP address is instead sent to the attacker. Now the

attacker can create various types of mischief, including sniffing the packets that were

meant for another host and perpetrating man-in-the middle attacks. (In a

man-in-the-middle attack, the attacker intercepts messages between two hosts, reads

them, and perhaps alters them, all without the original hosts knowing that their

communications have been compromised. )

ToprotectagainstARPspoofingonyour switch, enablebothDHCPsnoopinganddynamic

ARP inspection (DAI). DHCP snooping builds andmaintains the DHCP snooping table.

That table contains the MAC addresses, IP addresses, lease times, binding types, VLAN

information, and interface information for the untrusted interfaces on the switch. DAI

uses the information in the DHCP snooping table to validate ARP packets. Invalid ARP

packets are blocked and, when they are blocked, a system logmessage is recorded that

includes the type of ARP packet and the sender’s IP address and MAC address.

See “Example: Configuring DHCP Snooping and DAI to Protect the Switch from ARP

Spoofing Attacks” on page 63.

Protection Against DHCP Snooping Database Alteration Attacks

In an attack designed to alter the DHCP snooping database, an intruder introduces a

DHCP client on one of the switch's untrusted access interfaces that has a MAC address

identical to that of a client on another untrusted port. The intruder acquires the DHCP

lease, which results in changes to the entries in the DHCP snooping table. Subsequently,

what would have been valid ARP requests from the legitimate client are blocked.

To protect against this type of alteration of theDHCP snooping database, configureMAC

addresses thatareexplicitly allowedon the interface. See “Example:ConfiguringAllowed

MACAddresses toProtect theSwitch fromDHCPSnoopingDatabaseAlterationAttacks”

on page 68.

Protection Against DHCP Starvation Attacks

In a DHCP starvation attack, an attacker floods an Ethernet LANwith DHCP requests

from spoofed (counterfeit) MAC addresses so that the switch's trusted DHCP servers

cannot keep up with requests from legitimate DHCP clients on the switch. The address
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space of those servers is completely used up, so they can no longer assign IP addresses

and lease times to clients. DHCP requests from those clients are either dropped—that

is, the result is a denial of service (DoS)—or directed to a rogue DHCP server set up by

the attacker to impersonate a legitimate DHCP server on the LAN.

Toprotect theswitch fromDHCPstarvationattacks, use theMAC limiting feature.Specify

themaximumnumberofMACaddresses that theswitchcan learnon theaccess interfaces

to which those clients connect. The switch's DHCP server or servers will then be able to

supply the specified number of IP addresses and leases to those clients and nomore. If

a DHCP starvation attack occurs after the maximum number of IP addresses has been

assigned, the attack will fail. See “Example: Configuring MAC Limiting to Protect the

Switch from DHCP Starvation Attacks” on page 60.

NOTE: For additional protection, you can configure learnedMAC addresses
oneach interface topersistacross restartsof theswitchbyenablingpersistent
MAC learning. This persistentMAC learning both helps to prevent traffic loss
after a restart and ensures that even after a restart or an interface-down
event, the persistent MAC addresses are re-entered into the forwarding
database rather than the switch learning newMAC addresses.

Related
Documentation

Understanding DHCP Snooping for Port Security on page 12•

• Understanding DAI for Port Security on page 20

• Understanding MAC Limiting and MACMove Limiting for Port Security on EX Series

Switches on page 24

• Understanding Trusted DHCP Servers for Port Security on page 32

• Configuring Port Security (CLI Procedure) on page 112

• Configuring Port Security (J-Web Procedure) on page 114

Understanding DHCP Snooping for Port Security

DHCP snooping enables the switching device, which can be either a switch or a router,

tomonitor DHCPmessages received from untrusted devices connected to the switching

device.WhenDHCPsnooping isenabledonaVLAN, thesystemexaminesDHCPmessages

sent from untrusted hosts associatedwith the VLAN and extracts their IP addresses and

lease information. This information is used to build andmaintain the DHCP snooping

database. Only hosts that can be verified using this database are allowed access to the

network.

• DHCP Snooping Basics on page 13

• DHCP Snooping Process on page 14

• DHCPv6 Snooping on page 14

• Rapid Commit for DHCPv6 on page 15

• DHCP Server Access on page 15
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• Static IP Address Additions to the DHCP Snooping Database on page 19

• Snooping DHCP Packets That Have Invalid IP Addresses on page 19

• Prioritizing Snooped Packets on page 20

DHCP Snooping Basics

The Dynamic Host Configuration Protocol (DHCP) allocates IP addresses dynamically,

leasingaddresses todevices so that theaddresses canbe reusedwhenno longer needed.

Hosts and end devices that require IP addresses obtained through DHCPmust

communicate with a DHCP server across the LAN.

DHCP snooping acts as a guardian of network security by keeping track of valid IP

addressesassigned todownstreamnetworkdevicesbya trustedDHCPserver (theserver

is connected to a trusted network port).

By default, all trunk ports on the switch are trusted and all access ports are untrusted

for DHCP snooping.

WhenDHCPsnooping is enabled, the lease information from the switchingdevice is used

to create the DHCP snooping table, also known as the binding table. The table shows

the IP-MAC binding, as well as the lease time for the IP address, type of binding, VLAN

name and interface for each host.

NOTE: DHCPsnooping isdisabled in thedefaultconfigurationof theswitching
device. Youmust explicitly enable DHCP snooping by setting examine-dhcp

at the [edit ethernet-switching-options secure-access-port] hierarchy level.

Entries in the DHCP snooping database are updated in these events:

• When aDHCP client releases an IP address (sends a DHCPRELEASEmessage). In this

event, the associatedmapping entry is deleted from the database.

• If you move a network device from one VLAN to another. In this event, typically the

device needs toacquire anew IPaddress. Therefore, its entry in thedatabase, including

its VLAN ID, is updated.

• Whenthe lease time(timeoutvalue)assignedby theDHCPserver expires. In this event,

the associated entry is deleted from the database.

TIP: By default, the IP-MAC bindings are lost when the switching device is
rebooted and DHCP clients (the network devices, or hosts) must reacquire
bindings. However, you can configure the bindings to persist by setting the
dhcp-snooping-file statement to store the database file either locally or

remotely.

You can configure the switching device to snoop DHCP server responses from particular

VLANs only. This prevents spoofing of DHCP server messages.
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You configure DHCP snooping per VLAN, not per interface (port). DHCP snooping is

disabled by default on switching devices.

DHCP Snooping Process

The basic process of DHCP snooping consists of the following steps:

NOTE: When DHCP snooping is enabled for a VLAN, all DHCP packets sent
from the network devices in that VLANare subjected toDHCP snooping. The
final IP-MAC binding occurs when the DHCP server sends DHCPACK to the
DHCP client.

1. The network device sends a DHCPDISCOVER packet to request an IP address.

2. The switching device forwards the packet to the DHCP server.

3. Theserver sendsaDHCPOFFERpacket tooffer anaddress. If theDHCPOFFERpacket

is from a trusted interface, the switching device forwards the packet to the DHCP

client.

4. The network device sends a DHCPREQUEST packet to accept the IP address. The

switching device adds an IP-MAC placeholder binding to the database. The entry is

considered a placeholder until a DHCPACK packet is received from the server. Until

then, the IP address could still be assigned to some other host.

5. The server sends a DHCPACK packet to assign the IP address or a DHCPNAK packet

to deny the address request.

6. The switching device updates the DHCP snooping database according to the type of

packet received:

• If the switching device receives a DHCPACK packet, it updates lease information

for the IP-MAC bindings in its database.

• If the switching device receives a DHCPNACK packet, it deletes the placeholder.

NOTE: The DHCP snooping database is updated only after the
DHCPREQUEST packet has been sent.

For general information about the messages that the DHCP client and DHCP server

exchange during the assignment of an IP address for the client, see the Junos OS

Administration Library for Routing Devices.

DHCPv6 Snooping

DHCPv6 snooping is the equivalent of DHCP snooping for IPv6. The process for DHCPv6

snooping is similar to that forDHCPsnooping, but usesdifferent names for themessages

exchanged between the client and server to assign IPv6 addresses. Table 3 on page 15

shows DHCPv6messages and their DHCP equivalents.
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Table 3: DHCPv6Messages and Equivalent DHCPv4Messages

Equivalent DHCPMessagesDHCPv6MessagesSent by

DHCPDISCOVERSOLICITClient

DHCPOFFERADVERTISEServer

DHCPREQUESTREQUEST, RENEW, REBINDClient

DHCPACK/DHCPNAKREPLYServer

DHCPRELEASERELEASEClient

DHCPINFORMINFORMATION-REQUESTClient

DHCPDECLINEDECLINEClient

noneCONFIRMClient

DHCPFORCERENEWRECONFIGUREServer

noneRELAY-FORW, RELAY-REPLYClient

Rapid Commit for DHCPv6

DHCPv6provides foraRapidCommitoption (DHCPv6option 14),which,whensupported

by the server and set by the client, shortens the exchange from a four-way relay to a

two-messagehandshake. Formore informationaboutenabling theRapidCommitoption,

see Enabling DHCPv6 Rapid Commit Support.

In the rapid commit process:

1. The DHCPv6 client sends out a SOLICIT message that contains a request that rapid

assignment of address, prefix, and other configuration parameters be preferred.

2. If the DHCPv6 server supports rapid assignment, it responds with a REPLYmessage,

which contains the assigned IPv6 address and prefix and other configuration

parameters.

DHCP Server Access

You can configure a switching device’s access to the DHCP server in three ways:

• SwitchingDevice,DHCPClients, andDHCPServerAreAll on theSameVLANonpage 16

• Switching Device Acts as DHCP Server on page 17

• Switching Device Acts as Relay Agent on page 18
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Switching Device, DHCP Clients, and DHCP Server Are All on the Same VLAN

When the switching device, DHCP clients, and DHCP server are all members of the same

VLAN, the DHCP server can be connected to the switching device in one of two ways:

• The server is directly connected to the same switching device as the one connected

to the DHCP clients (the hosts, or network devices, that are requesting IP addresses

from the server). The VLAN is enabled for DHCP snooping to protect the untrusted

access ports. The trunk port is configured by default as a trusted port. See

Figure 1 on page 16.

• The server is connected to an intermediary switching device (Switching Device 2). The

DHCP clients are connected to Switching Device 1, which is connected through a trunk

port to Switching Device 2. Switching Device 2 is being used as a transit device. The

VLAN is enabled for DHCP snooping to protect the untrusted access ports. The trunk

port is configuredbydefault asa trustedport. As shown inFigure 2onpage 17, ge-0/0/11

is a trusted trunk port.

Figure 1: DHCP Server Connected Directly to a Switching Device
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Figure 2: DHCP Server Connected Directly to Switching Device 2, with
Switching Device 2 Connected to Switching Device 1 Through a Trusted
Trunk Port

Switching Device Acts as DHCP Server

NOTE: The switching device acting as aDHCP server is not supported on the
QFX Series.

The switching device itself is configured as a DHCP server; this is known as a local

configuration. See Figure 3 on page 18.

17Copyright © 2015, Juniper Networks, Inc.

Chapter 2: Port Security Overview



Figure 3: Switching Device Is the DHCP Server

Switching Device Acts as Relay Agent

The switching device functions as a relay agent when the DHCP clients or the DHCP

server is connected to the device through a Layer 3 interface. The Layer 3 interfaces on

the switching device are configured as routed VLAN interfaces (RVIs), which are also

knownas integrated routingandbridging (IRB) interfaces. The trunk interfacesare trusted

by default.

These two scenarios illustrate the switching device acting as a relay agent:

• The DHCP server and clients are in different VLANs.

• The switching device is connected to a router that is in turn connected to the DHCP

server. See Figure 4 on page 19.
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Figure4:SwitchingDeviceActingasRelayAgentThroughRouter toDHCP
Server

Static IP Address Additions to the DHCP Snooping Database

You can add specific static IP addresses to the database as well as have the addresses

dynamically assigned through DHCP snooping. To add static IP addresses, you supply

the IP address, the MAC address of the device, the interface on which the device is

connected, and theVLANwithwhich the interface is associated.No lease time is assigned

to the entry. The statically configured entry never expires.

Snooping DHCP Packets That Have Invalid IP Addresses

If you enable DHCP snooping on a VLAN and then devices on that VLAN send DHCP

packets that request invalid IP addresses, these invalid IP addresses are stored in the

DHCP snooping database until they are deleted when their default timeout is reached.

To eliminate this unnecessary consumption of space in the DHCP snooping database,

theswitchingdevicedrops theDCHPpackets that request invalid IPaddresses, preventing

the snooping of these packets. The invalid IP addresses are:

• 0.0.0.0

• 128.0.x.x

• 191.255.x.x

• 192.0.0.x

• 223.255.255.x

• 224.x.x.x

• 240.x.x.x to 255.255.255.255
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Prioritizing Snooped Packets

NOTE: Prioritizing snooped packets is not supported on the QFX Series and
the EX4600 switch.

You can use class-of-service (CoS) forwarding classes and queues to prioritize DHCP

snooped packets for a specified VLAN. This type of configuration places the DHCP

snoopedpackets for thatVLAN ina specifiedegressqueue, so that the security procedure

doesnot interferewith the transmissionof high-priority traffic. For additional information,

see “Example: Using CoS Forwarding Classes to Prioritize Snooped Packets in Heavy

Network Traffic” on page 106.

Related
Documentation

Understanding Port Security on page 7•

• Understanding Trusted DHCP Servers for Port Security on page 32

• Enabling a Trusted DHCP Server on an MX Series Router (CLI Procedure)

• Configuring Static IP Addresses for DHCPBindings on Access Ports forMXSeries Routers

(CLI Procedure)

Understanding DAI for Port Security

Dynamic ARP inspection (DAI) protects switching devices against ARP spoofing.

DAI inspects Address Resolution Protocol (ARP) packets on the LAN and uses the

information in the DHCP snooping database on the switch to validate ARP packets and

to protect against ARP spoofing (also knownasARPpoisoning or ARP cache poisoning).

ARP requests and replies are compared against entries in the DHCP snooping database,

and filtering decisions are made based on the results of those comparisons. When an

attacker tries to use a forged ARP packet to spoof an address, the switch compares the

address with entries in the database. If the media access control (MAC) address or IP

address in the ARP packet does notmatch a valid entry in the DHCP snooping database,

the packet is dropped.

ARP packets are sent to the Routing Engine and are rate-limited to protect the switching

device from CPU overload.

• Address Resolution Protocol on page 20

• ARP Spoofing on page 21

• Dynamic ARP Inspection on page 21

• Prioritizing Inspected Packets on page 22

Address Resolution Protocol

Sending IP packets on amulti-access network requires mapping an IP address to an

Ethernet MAC address.

Ethernet LANs use ARP tomapMAC addresses to IP addresses.
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The switching devicemaintains thismapping in a cache that it consultswhen forwarding

packets tonetworkdevices. If theARPcachedoesnot containanentry for thedestination

device, the host (the DHCP client) broadcasts an ARP request for that device's address

and stores the response in the cache.

ARP Spoofing

ARP spoofing is one way to initiate man-in-the-middle attacks. The attacker sends an

ARP packet that spoofs the MAC address of another device on the LAN. Instead of the

switching device sending traffic to the proper network device, it sends the traffic to the

device with the spoofed address that is impersonating the proper device. If the

impersonating device is the attacker's machine, the attacker receives all the traffic from

the switch that must have gone to another device. The result is that traffic from the

switching device is misdirected and cannot reach its proper destination.

One type of ARP spoofing is gratuitous ARP, which is when a network device sends an

ARP request to resolve its own IP address. In normal LAN operation, gratuitous ARP

messages indicate that twodeviceshave the sameMACaddress. Theyarealsobroadcast

when a network interface card (NIC) in a device is changed and the device is rebooted,

so that other devices on the LAN update their ARP caches. In malicious situations, an

attacker can poison the ARP cache of a network device by sending an ARP response to

the device that directs all packets destined for a certain IP address to go to a different

MAC address instead.

To prevent MAC spoofing through gratuitous ARP and through other types of spoofing,

the switches examine ARP responses through DAI.

Dynamic ARP Inspection

DAI examines ARP requests and responses on the LAN and validates ARP packets. The

switch interceptsARPpackets fromanaccessport and validates themagainst theDHCP

snooping database. If no IP-MAC entry in the database corresponds to the information

in the ARP packet, DAI drops the ARP packet and the local ARP cache is not updated

with the information in that packet. DAI also drops ARP packets when the IP address in

the packet is invalid. ARP probe packets are not subjected to dynamic ARP inspection.

The switch always forwards such packets.

Junos OS for EX Series switches and the QFX Series uses DAI for ARP packets received

on access ports because these ports are untrusted by default. Trunk ports are trusted

by default, and therefore ARP packets bypass DAI on them.

You configure DAI for eachVLAN, not for each interface (port). By default, DAI is disabled

for all VLANs.

If you set an interface to be a DHCP trusted port, it is also trusted for ARP packets.
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NOTE:

• If your switching device is an EX Series switch and uses Junos OSwith
support for the Enhanced Layer 2 Software (ELS) configuration style, see
Enabling a Trusted DHCP Server (CLI Procedure) for information about
configuring an access interface to be a DHCP trusted port.

• If your switching device is an EX Series switch and is not using Junos OS
with support for the Enhanced Layer 2 Software (ELS) configuration style,
see “Enabling a Trusted DHCP Server (CLI Procedure)” on page 138 for
information about configuring an access interface to be a DHCP trusted
port.

For packets directed to the switching device to which a network device is connected,

ARPqueriesarebroadcaston theVLAN.TheARPresponses to thosequeriesaresubjected

to the DAI check.

For DAI, all ARP packets are trapped to the Packet Forwarding Engine. To prevent CPU

overloading, ARP packets destined for the Routing Engine are rate-limited.

If the DHCP server goes down and the lease time for an IP-MAC entry for a previously

valid ARP packet runs out, that packet is blocked.

Prioritizing Inspected Packets

NOTE: Prioritizing inspected packets is not supported on theQFXSeries and
the EX4600 switch.

You can use class-of-service (CoS) forwarding classes and queues to prioritize DAI

packets for a specified VLAN. This type of configuration places inspected packets for

that VLAN in the egress queue, that you specify, ensuring that the security procedure

does not interfere with the transmission of high-priority traffic.

Related
Documentation

Understanding Port Security on page 7•

• Understanding DHCP Snooping for Port Security on page 12

• Example: Configuring Basic Port Security Features on page 45

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Example: Configuring IPSourceGuardandDynamicARP Inspection toProtect theSwitch

from IP Spoofing and ARP Spoofing

• Example:UsingCoSForwardingClasses toPrioritizeSnoopedPackets inHeavyNetwork

Traffic on page 106

• Enabling Dynamic ARP Inspection (CLI Procedure) on page 139
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• Enabling Dynamic ARP Inspection (CLI Procedure)

• Enabling Dynamic ARP Inspection (J-Web Procedure) on page 141

Understanding IPv6 Neighbor Discovery Inspection

IPv6 nodes (hosts and routers) use Neighbor Discovery Protocol (NDP) to discover the

presence and link-layer addresses of other nodes residing on the same link. Hosts use

NDP to find neighboring routers that are willing to forward packets on their behalf, while

routers use it to advertise their presence. Nodes also use NDP tomaintain reachability

information about the paths to active neighbors. When a router or the path to a router

fails, a host can search for alternate paths.

IPv6 nodes use NDP exchange neighbor solicitation and advertisement messages to

learn the link-layer addresses of their neighbors. This processmakes NDP susceptible to

attacks that involve the spoofing (or forging) of link-layer addresses. An attacking node

can cause packets for legitimate nodes to be sent to some other link-layer address by

either sending a neighbor solicitation message with a spoofed source MAC address, or

by sending a neighbor advertisement address with a spoofed target MAC address. The

spoofed MAC address is then associated with a legitimate network IPv6 address by the

other nodes.

IPv6 neighbor discovery inspection prevents NDP security vulnerabilities by inspecting

neighbordiscoverymessagesandverifying themagainst theDHCPv6snoopingdatabase.

The DHCPv6 snooping database includes the IP address, MAC address, VLAN and

interface for eachclient.Withneighbordiscovery inspection, each ICMPv6packet carrying

the neighbor discovery message is checked against the entries in the database. If no

match is found, the packet is dropped.

The neighbor discovery process uses five types of ICMPv6 packets for the purposes of

advertisement, solicitation, or redirection: Neighbor Solicit, Neighbor Advertise, Router

Solicit, Router Advertise, and Router Redirect. Neighbor discovery inspection checks all

Neighbor Solicit or Router Solicit messages and Neighbor Advertise or Router Advertise

messages for their source IPv6 address and MAC address, and also checks that Router

Redirect messages are sent only by trusted routers. These checks can prevent the

following types of attacks:

• Cache poisoning attacks—Neighbor discovery cache poisoning is the IPv6 equivalent

of ARP spoofing, in which an attacker uses a forged address to send an unsolicited

advertisement toother hosts on thenetwork, for associating its ownMACaddresswith

a legitimate network IP address. These bindings between IPv6 addresses and MAC

addresses are stored by each node in its neighbor cache. Once the caches are updated

with the malicious bindings, the attacker can initiate a man-in-the-middle attack,

intercepting traffic that was intended for a legitimate host.

• Routing denial-of-service (DoS) attacks—An attacker could cause a host to disable

its first-hop router by spoofing the address of a router and sending a neighbor

advertisementmessagewith the router flag cleared. The victim host assumes that the

device that used to be its first-hop router is no longer a router.
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• Redirect attacks—Routers use ICMPv6 redirect requests to inform a host of a more

efficient route to a destination. Hosts can be redirected to a better first-hop router, but

can also be informed by a Router Redirect message that the destination is in fact a

neighbor. An attacker using this provision can achieve an effect similar to cache

poisoning and intercept all traffic from the victim host.

Related
Documentation

IPv6 Neighbor Discovery Protocol Overview•

• Enabling IPv6 Neighbor Discovery Inspection

• Understanding Port Security on page 7

• Configuring Port Security (CLI Procedure) on page 112

• Understanding DHCP Snooping for Port Security

UnderstandingMAC Limiting andMACMove Limiting for Port Security on EX Series
Switches

MAC limiting enhances port security by limiting the number of MAC addresses that can

be learnedwithinaVLAN.Thisprotects the switch fromfloodingof theEthernet switching

table (also known as the MAC forwarding table or Layer 2 forwarding table). Flooding

occurs when the number of newMAC addresses that are learned causes the Ethernet

switching table to overflow, and previously-learnedMAC addresses are flushed from the

table. The switch then reverts to flooding the previously-learned MAC addresses, which

can impact performance and introduce security vulnerabilities.

MACmove limitingprovidesadditional security by controlling thenumberofMACaddress

moves that are allowed in a VLANwithin one second. AMAC addressmove occurs when

the switch receives a packet with a source MAC address that has already been learned

by the switch, but on a different interface. The Ethernet switching table is then updated

to reflect theassociationof theMACaddresswith thenew interface.Because theEthernet

switching table must be updated for each MAC address move, frequent move events

can lead to exhaustion of the switch’s processing resources. This might occur as the

result of a MAC spoofing attack or a loop in the network.

• MAC Limiting on page 24

• MACMove Limiting on page 25

MAC Limiting

With MAC limiting, you limit the MAC addresses that can be learned on Layer 2 access

interfaces by either limiting the number of MAC addresses or by specifying allowedMAC

addresses:

• Limiting the number of MAC addresses—You configure the maximum number of MAC

addresses that can be dynamically learned (added to the Ethernet switching table)

per interface. When the limit is exceeded, incoming packets with newMAC addresses

can be ignored, dropped, or logged. You can also specify that the interface be shut

down or temporarily disabled.
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NOTE: StaticMACaddresses do not count toward the limit you specify for
dynamic MAC addresses.

• Specifying allowed MAC addresses—You configure the allowed MAC addresses for an

interface. AnyMACaddress that is not in the list of configured addresses is not learned,

and the switch logs an appropriate message. Allowed MAC binds MAC addresses to

a VLAN so that the address does not get registered outside the VLAN. If an allowed

MAC setting conflicts with a dynamic MAC setting, the allowed MAC setting takes

precedence.

MAC limiting is configured on Layer 2 access interfaces. You can specify the maximum

number of dynamic MAC addresses that can be learned on a single interface (including

tagged-access interfaces), all interfaces, or a specific interface on the basis of its

membership within a VLAN (VLANmembership MAC limit).

MAC limiting is not enabledby default. For additional information about configuringMAC

limiting for an interface, see “Configuring MAC Limiting (CLI Procedure)” on page 142 or

Configuring MAC Limiting (CLI Procedure).

MACMove Limiting

With MACmove limiting, you limit the number of times a MAC address canmove to a

new interface within one second. When MACmove limiting is configured, MAC address

movements are tracked by the switch. The first time a MAC address moves is always

considered a goodmove and will not count towards the configured MACmove limit.

Monitoring ofMACaddressmoves comes into effect after the firstmove, even if theMAC

move limit is configured as 1.

You configure MACmove limiting on a per-VLAN basis. Although you enable this feature

on VLANs, the MACmove limitation pertains to the number of movements for each

individual MAC address rather than the aggregate of MAC address moves in the VLAN.

For example, if the MACmove limit is set to 1, the switch allows an unlimited number of

MAC address movements within the VLAN as long as the sameMAC address does not

movemore than once within a second.

You can configure an action to be taken if theMACaddressmove limit is exceeded.When

the limit is exceeded, the incoming packets can be ignored, dropped, or logged. You can

also specify that the interface be shut down or temporarily disabled.

MACmove limiting is not enabledbydefault. For additional informationabout configuring

MACmove limiting, see Configuring MACMove Limiting (CLI Procedure).

Related
Documentation

Understanding Port Security on page 7•

• Configuring MAC Limiting (J-Web Procedure) on page 145

• ConfiguringAutorecoveryFromtheDisabledStateonSecureorStormControl Interfaces

(CLI Procedure) on page 161

• Configuring Autorecovery from the Disabled State on Secure or Storm Control Interfaces

(CLI Procedure)
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• Adding a Static MAC Address Entry to the Ethernet Switching Table (CLI Procedure)

• Adding a Static MAC Address Entry to the Ethernet Switching Table (CLI Procedure)

UnderstandingMedia Access Control Security (MACsec)

Media Access Control Security (MACsec) is an industry-standard security technology

that provides secure communication for all traffic on Ethernet links. MACsec provides

point-to-point securityonEthernet linksbetweendirectly connectednodesand is capable

of identifying and preventing most security threats, including denial of service, intrusion,

man-in-the-middle, masquerading, passive wiretapping, and playback attacks. MACsec

is standardized in IEEE 802.1AE.

MACsec allows you to secure an Ethernet link for almost all traffic, including frames from

the Link Layer Discovery Protocol (LLDP), Link Aggregation Control Protocol (LACP),

Dynamic Host Configuration Protocol (DHCP), Address Resolution Protocol (ARP), and

other protocols that are not typically secured on an Ethernet link because of limitations

with other security solutions. MACsec can be used in combination with other security

protocols such as IP Security (IPsec) and Secure Sockets Layer (SSL) to provide

end-to-end network security.

This topic contains the following sections:

• HowMACsecWorks on page 26

• Understanding Connectivity Associations and Secure Channels on page 27

• Understanding MACsec Security Modes on page 27

• Understanding the Requirements to Enable MACsec on a Switch-to-Host

Link on page 29

• Understanding MACsec Hardware Requirements for EX Series and QFX Series

Switches on page 30

• Understanding MACsec Software Requirements for EX Series and QFX Series

Switches on page 31

• Understanding the MACsec Feature License Requirement on page 32

• MACsec Limitations on page 32

HowMACsecWorks

MACsec provides industry-standard security through the use of secured point-to-point

Ethernet links. The point-to-point links are secured after matching security keys—a

user-configured pre-shared key when you enable MACsec using static connectivity

association key (CAK) security mode, a user-configured static secure association key

when you enable MACsec using static secure association key (SAK) security mode, or a

dynamic key included as part of the AAA handshake with the RADIUS server when you

enable MACsec using dynamic security mode—are exchanged and verified between the

interfaces at each end of the point-to-point Ethernet link. Other user-configurable

parameters, such as MAC address or port, must also match on the interfaces on each

side of the link to enable MACsec. See “Configuring Media Access Control Security

(MACsec)” on page 118.
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Once MACsec is enabled on a point-to-point Ethernet link, all traffic traversing the link

isMACsec-secured through theuseofdata integrity checksand, if configured, encryption.

The data integrity checks verify the integrity of the data. MACsec appends an 8-byte

header and a 16-byte tail to all Ethernet frames traversing the MACsec-secured

point-to-point Ethernet link, and theheader and tail are checkedby the receiving interface

toensure that thedatawasnot compromisedwhile traversing the link. If thedata integrity

check detects anything irregular about the traffic, the traffic is dropped.

MACsec can also be used to encrypt all traffic on the Ethernet link. The encryption used

by MACsec ensures that the data in the Ethernet frame cannot be viewed by anybody

monitoring traffic on the link. MACsec encryption is optional and user-configurable; you

can enable MACsec to ensure the data integrity checks are performedwhile still sending

unencrypted data “in the clear” over the MACsec-secured link, if desired.

MACsec is configured on point-to-point Ethernet links between MACsec-capable

interfaces. If you want to enable MACsec onmultiple Ethernet links, youmust configure

MACsec individually on each point-to-point Ethernet link.

Understanding Connectivity Associations and Secure Channels

MACsec is configured in connectivity associations.MACsec is enabledwhenaconnectivity

association is assigned to an interface.

When you are configuring MACsec using static secure association key (SAK) security

mode, youmust configure secure channels within a connectivity association. The secure

channels are responsible for transmitting and receiving data on the MACsec-enabled

link, and also responsible for transmitting SAKs across the link to enable andmaintain

MACsec. A single secure channel is uni-directional—it can only be used to apply MACsec

to inboundoroutbound traffic. A typical connectivityassociationwhenMACsec is enabled

usingSAK securitymode contains two secure channels—one secure channel for inbound

traffic and another secure channel for outbound traffic.

When you enableMACsec using static CAKor dynamic securitymode, you have to create

and configure a connectivity association. Two secure channels—one secure channel for

inbound traffic and another secure channel for outbound traffic—are automatically

created. The automatically-created secure channels do not have any user-configurable

parameters; all configuration is done in the connectivity associationoutsideof the secure

channels.

UnderstandingMACsec Security Modes

UnderstandingStaticConnectivityAssociationKeySecurityMode(Recommended
Security Mode for Switch-to-Switch Links)

When you enableMACsec using static connectivity association key (CAK) securitymode,

two security keys—aconnectivity association key (CAK) that secures control plane traffic

and a randomly-generated secure association key (SAK) that secures data plane

traffic—are used to secure the point-to-point Ethernet link. Both keys are regularly

exchanged between both devices on each end of the point-to-point Ethernet link to

ensure link security.
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You initially establish a MACsec-secured link using a pre-shared key when you are using

static CAK security mode to enable MACsec. A pre-shared key includes a connectivity

association name (CKN) and it’s own connectivity association key (CAK). The CKN and

CAK are configured by the user in the connectivity association andmust match on both

ends of the link to initially enable MACsec.

Oncematching pre-shared keys are successfully exchanged, theMACsecKeyAgreement

(MKA) protocol is enabled. The MKA protocol is responsible for maintaining MACsec on

the link, and decideswhich switch on the point-to-point link becomes the key server. The

key server then creates an SAK that is shared with the switch at the other end of the

point-to-point link only, and that SAK is used to secure all data traffic traversing the link.

The key server will continue to periodically create and share a randomly-created SAK

over the point-to-point link for as long as MACsec is enabled.

You enable MACsec using static CAK security mode by configuring a connectivity

association on both ends of the link. All configuration is done within the connectivity

association but outside of the secure channel. Two secure channels—one for inbound

traffic and one for outbound traffic—are automatically created when using static CAK

security mode. The automatically-created secure channels do not have any

user-configurable parameters that cannot already be configured in the connectivity

association.

We recommend enabling MACsec on switch-to-switch links using static CAK security

mode. Static CAK security mode ensures security by frequently refreshing to a new

random security key and by only sharing the security key between the two devices on the

MACsec-securedpoint-to-point link.Additionally, someoptionalMACsec features—replay

protection, SCI tagging, and theability to exclude traffic fromMACsec—areonly available

when you enable MACsec using static CAK security mode.

See “ConfiguringMedia Access Control Security (MACsec)” on page 118 for step-by-step

instructions on enabling MACsec using static CAK security mode.

Understanding Dynamic Secure Association Key SecurityMode (Switch-to-Host
Links)

Dynamic secure association key security mode is used to enable MACsec on a

switch-to-host link.

To enable MACsec on a link connecting an endpoint device—such as a server, phone, or

personal computer—to a switch, the endpoint device must support MACsec andmust

be running software that allows it to enable a MACsec-secured connection. When

configuring MACsec on a switch-to-host link, the MACsec Key Agreement (MKA) keys,

which are included as part of 802.1X authentication, are retrieved from a RADIUS server

as part of the AAA handshake. A master key is passed from the RADIUS server to the

switchand fromtheRADIUSserver to thehost in independentauthentication transactions.

Themaster key is then passed between the switch and the host to create a

MACsec-secured connection.

A secureassociationusingdynamic secureassociation securitymodemustbeconfigured

on the switch’s Ethernet interface that connects to the host in order for the switch to
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create a MACsec-secured connection after receiving the MKA keys from the RADIUS

server.

The RADIUS server must be using Extensible Authentication Protocol-Transport Layer

Security (EAP-TLS) in order to support MACsec. The RADIUS servers that support other

widely-used authentication frameworks, such as password-only ormd5, cannot be used

to support MACsec. In order to enable MACsec on a switch to secure a connection to a

host, youmust be using 802.1X authentication on the RADIUS server. MACsecmust be

configured into dynamic mode. MACsec is still enabled using connectivity associations

when enabled on a switch-to-host link, as it is on a switch-to-switch link.

Understanding Static Secure Association Key Security Mode (Supported for
Switch-to-Switch Links)

When you enable MACsec using static secure association key (SAK) security mode, one

ofup to twomanually configuredSAKs isused tosecuredata traffic on thepoint-to-point

Ethernet link. All SAK names and values are configured by the user; there is no key server

or other tool that creates SAKs. Security is maintained on the point-to-point Ethernet

link by periodically rotating between the two security keys. Each security key name and

valuemust have a correspondingmatching value on the interface at the other end of the

point-to-point Ethernet link to maintain MACsec on the link.

You configure SAKs within secure channels when you enable MACsec using static SAK

security mode. You configure secure channels within connectivity associations. A typical

connectivity association forMACsec using static SAK securitymode contains two secure

channels—one for inbound traffic and one for outbound traffic—that have each been

configured with twomanually-configured SAKs. Youmust attach the connectivity

association with the secure channel configurations to an interface to enable MACsec

using static SAK security mode.

We recommend enabling MACsec using static CAK security mode. You should only use

static SAK security mode if you have a compelling reason to use it instead of static CAK

security mode.

See “ConfiguringMedia Access Control Security (MACsec)” on page 118 for step-by-step

instructions on enabling MACsec using SAKs.

Understanding the Requirements to Enable MACsec on a Switch-to-Host Link

When configuring MACsec on a switch-to-host link, the MACsec Key Agreement (MKA)

keys, which are included as part of 802.1X authentication, are retrieved from a RADIUS

server as part of the AAA handshake. A master key is passed from the RADIUS server to

the switch and from the RADIUS server to the host in independent authentication

transactions. Themaster key is then passed between the switch and the host to create

a MACsec-secured connection.

The following requirementsmust bemet in order to enableMACsec on a link connecting

a host device to a switch.

The host device:
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• must support MACsec andmust be running software that allows it to enable a

MACsec-secured connection with the switch.

The switch:

• mustbeanEX4200,EX4300,orEX4550switch running JunosOSRelease 14.1X53-D10

or later

• must be configured into dynamic secure association key security mode.

• must be using 802.1X authentication to communicate with the RADIUS server.

The RADIUS server:

• must be using the Extensible Authentication Protocol-Transport Layer Security

(EAP-TLS) authentication framework.

NOTE: RADIUS servers that support other widely-used authentication
frameworks, such as password-only or md5, cannot be used to support
MACsec.

• must be using 802.1X authentication.

• can bemultiple hops from the switch and the host device.

UnderstandingMACsec Hardware Requirements for EX Series and QFX Series Switches

MACsec is currently supportedon the followingEXSeriesandQFXSeries switch interfaces:

• The uplink port connections on the SFP+MACsec uplink module that can be installed

on EX4200 series switches.

• All access and uplink ports on EX4300 switches.

• All EX4550 optical interfaces that use the LC connection type. See Pluggable

Transceivers Supported on EX4550 Switches.

• All twenty-four fixed SFP+ interfaces on an EX4600 switch.

• All eight SFP+ interfaces on the EX4600-EM-8F expansionmodule, when installed in

an EX4600 or QFX5100-24Q switch.

NOTE: MACsec is not supported on EX4600 or QFX5100-24Q switches in
Junos OS Release 15.1.

See Feature Explorer for a full listing of Junos OS releases that support

MACsec.

• All forty SFP interfaces on the EX9200-40F-M line card, when the line card is installed

in an EX9200 series switch.
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MACsec can be configured on supported switch interfaces when those switches are

configured in a Virtual Chassis or Virtual Chassis Fabric (VCF), including when

MACsec-supported interfaces are onmember switches in amixedVirtual Chassis or VCF

that includes switch interfaces that do not support MACsec. MACsec, however, cannot

be enabled on Virtual Chassis ports (VCPs) to secure traffic travelling betweenmember

switches in a Virtual Chassis or VCF.

UnderstandingMACsec Software Requirements for EX Series and QFX Series Switches

See Feature Explorer for a full listing of Junos OS releases and platforms that support

MACsec.

MACsec was initially released on EX4200, EX4300, and EX4550 switches in Junos OS

Release 13.2X50-D15.

MACsec support for dynamic security mode, which allows MACsec to be configured on

switch-to-host links, for EX4200,EX4300, andEX4550switcheswas introduced in Junos

OS Release 14.1X53-D10.

The switches on each end of a MACsec-secured switch-to-switch link must either both

be using Junos OS Release 14.1X53-D10 or later, or must both be using an earlier version

of Junos, in order to establish a MACsec-secured connection when using static CAK

security mode.

MACsec support for EX4600 switches and QFX5100-24Q switches was introduced in

Junos OS Release 14.1X53-D15. The EX4600 and QFX5100-24Q switches supports

MACsec on switch-to-switch links only.

NOTE: MACsec is not supported on EX4600 or QFX5100-24Q switches in
Junos OS Release 15.1.

See Feature Explorer for a full listing of Junos OS releases and platforms that

support MACsec.

The switches on each end of a MACsec-secured switch-to-switch link must either both

be using Junos OS Release 14.1X53-D10 or later, or must both be using an earlier version

of Junos, in order to establish a MACsec-secured connection when using static CAK

security mode.

Youmust download the controlled version of your JunosOS software to enableMACsec.

MACsec software support is not available in the domestic version of your Junos OS

software. The controlled version of Junos OS software includes all features and

functionality available in thedomestic versionof JunosOS,whilealso supportingMACsec.

The domestic version of Junos OS software is shipped on all switches that support

MACsec, so youmust download and install a controlled version of Junos OS software

for your switch before you can enable MACsec.

The controlled version of Junos OS software contains encryption and is, therefore, not

available to customers in all geographies. The export and re-export of the controlled

version of Junos OS software is strictly controlled under United States export laws. The
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export, import, and use of the controlled version of Junos OS software is also subject to

controls imposedunder the lawsofother countries. If youhavequestionsaboutacquiring

the controlled version of your Junos OS software, contact Juniper Networks Trade

Compliance group at compliance_helpdesk@juniper.net.

The process for installing a controlled version of Junos OS software on your switch is

identical to installing the domestic version. See Downloading Software Packages from

Juniper Networks.

Understanding theMACsec Feature License Requirement

A feature license is required to configure MACsec on a switch.

To purchase a feature license for MACsec, contact your Juniper Networks sales

representative (http://www.juniper.net/us/en/contact-us/sales-offices). The Juniper sales

representative will provide you with a feature license file and a license key. You will be

asked to supply thechassis serial numberof your switch; youcanobtain the serial number

by running the show chassis hardware command.

The MACsec feature license is an independent feature license; the enhanced feature

licenses (EFLs) or advanced feature licenses (AFLs) that must be purchased to enable

some features on your switches cannot be purchased to enable MACsec.

MACsec Limitations

All types of Spanning TreeProtocol frames cannot currently be encrypted usingMACsec.

Related
Documentation

Configuring Media Access Control Security (MACsec) on page 118•

Understanding Trusted DHCP Servers for Port Security

Any interface on the switching device that connects to a DHCP server can be configured

as a trusted port. Configuring a DHCP server on a trusted port protects against rogue

DHCP servers sending leases.

Ensure that the DHCP server interface is physically secure—that is, that access to the

server is monitored and controlled at the site—before you configure the port as trusted.

Related
Documentation

Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 56

•

• Enabling a Trusted DHCP Server (CLI Procedure)
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Understanding IP Source Guard for Port Security on EX Series Switches

Ethernet LANswitches are vulnerable to attacks that involve spoofing (forging) of source

IP addresses or source MAC addresses. You can use the IP source guard access port

security feature on Juniper Networks EX Series Ethernet Switches tomitigate the effects

of these attacks.

• IP Address Spoofing on page 33

• How IP Source GuardWorks on page 33

• IPv6 Source Guard on page 34

• The DHCP Snooping Table on page 34

• Typical Uses of Other Junos OS Features with IP Source Guard on page 34

IP Address Spoofing

Hosts on access interfaces can spoof source IP addresses and source MAC addresses

by flooding the switchwithpackets containing invalid addresses. Suchattacks combined

with other techniques such as TCPSYN flood attacks can cause denial-of-service (DoS)

attacks.With source IPaddressor sourceMACaddress spoofing, thesystemadministrator

cannot identify the source of the attack. The attacker can spoof addresses on the same

subnet or on a different subnet.

How IP Source GuardWorks

IP source guard examines each packet sent from a host attached to an untrusted access

interface on the switch. The IP address, MAC address, VLAN and interface associated

with the host is checked against entries stored in the DHCP snooping database. If the

packet header does not match a valid entry in the DHCP snooping database, the switch

does not forward the packet—that is, the packet is discarded.

NOTE:

• If your switch uses Junos OS for EX Series with support for the Enhanced
Layer 2 Software (ELS) configuration style, DHCP snooping is enabled
automaticallywhenyouenable IPsourceguardonaVLAN.SeeConfiguring
IP Source Guard (CLI Procedure).

• If your switch uses Junos OS for EX Series without support the Enhanced
Layer 2 Software (ELS) configuration style and you enable IP source guard
on a VLAN, youmust also explicitly enable DHCP snooping on that VLAN.
Otherwise, the default value of no DHCP snooping applies to the VLAN.
See “Configuring IP Source Guard (CLI Procedure)” on page 150.

IP sourceguardexaminespacketssent fromuntrustedaccess interfaceson thoseVLANs.

By default, on EX Series switches, access interfaces are untrusted and trunk interfaces

are trusted. IP source guard does not examine packets that have been sent to the switch

by devices connected to trusted interfaces so that a DHCP server can be connected to

that interface to provide dynamic IP addresses.
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NOTE: On an EX9200 switch, you can set a trunk interface as untrusted so

that it supports IP source guard.

IPv6 Source Guard

IPv6 source guard is available on switches that support DHCPv6 snooping. To determine

whether your switch supports DHCPv6 snooping, see the EX Series Switch Software

Features Overview.

The DHCP Snooping Table

IP source guard obtains information about IP address toMAC address bindings (IP-MAC

binding) from the DHCP snooping table, also known as the DHCP binding table. The

DHCP snooping table is populated either through dynamic DHCP snooping or through

configuration of specific static IP address toMACaddress bindings. Formore information

about the DHCP snooping table, see Understanding DHCP Snooping for Port Security.

To display theDHCP snooping table, issue the operationalmode command that appears

in the switch CLI.

For DHCP snooping:

• (For non-ELS switches) show ip-source-guard

• (ELS switches only) show dhcp-security binding

For DHCPv6 snooping:

• (For non-ELS switches) show dhcpv6 snooping binding

• (ELS switches only) show dhcp-security ipv6 binding

Typical Uses of Other Junos OS Features with IP Source Guard

You can configure IP source guard with various other features on the EX Series switch to

provide access port security, including:

• VLAN tagging (used for voice VLANs)

• GRES (graceful Routing Engine switchover)

• Virtual Chassis configurations (See EX Series Switch Software Features Overview for

list of models that support IP Source Guard.)

• Link aggregation groups (LAGs)

• 802.1X user authentication in single supplicant, single-secure supplicant, or multiple

supplicant mode.
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NOTE: While implementing 801.X user authentication in single-secure
supplicant or multiple supplicant mode, use the following configuration
guidelines:

• If the 802.1X interface is part of an untaggedMAC-based VLAN and you
want to enable IP source guard and DHCP snooping on that VLAN, you
must enable IP source guard and DHCP snooping on all dynamic VLANs
in which the interface has untaggedmembership. This also applies to
IPv6 source guard and DHCPv6 snooping.

• If the802.1X interface ispartofa taggedMAC-basedVLANandyouwant
to enable IP source guard and DHCP snooping on that VLAN, youmust
enable IP source guard and DHCP snooping on all dynamic VLANs in
which the interface has taggedmembership. This also applies to IPv6
source guard and DHCPv6 snooping.

Related
Documentation

Understanding DHCP Snooping for Port Security on page 12•

• Configuring IP Source Guard (CLI Procedure)

• Example: Configuring IP Source Guard on a Data VLAN That Shares an Interface with

a Voice VLAN on page 89

• Example:Configuring IPSourceGuardwithOtherEXSeriesSwitchFeatures toMitigate

Address-Spoofing Attacks on Untrusted Access Interfaces on page 79

• Example: Configuring IPSourceGuardandDynamicARP Inspection toProtect theSwitch

from IP Spoofing and ARP Spoofing

• Example: Configuring IPv6 Source Guard and Neighbor Discovery Inspection to Protect

a Switch from IPv6 Address Spoofing
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Understanding DHCPOption 82 for Port Security on Switching Devices

You can use DHCP option 82, also known as the DHCP relay agent information option,

tohelpprotect JuniperNetworksEXSeriesEthernetSwitchesandMXSeries3DUniversal

Edge Routers against attacks such as spoofing (forging) of IP addresses and MAC

addresses, and DHCP IP address starvation. Hosts on untrusted access interfaces on an

Ethernet LAN switching device send requests for IP addresses to access the Internet. The

switching device forwards or relays these requests toDHCP servers, and the servers send

offers for IP address leases in response. Attackers can use these messages to penetrate

the network by address spoofing.

Option 82 provides information about the network location of a DHCP client, and the

DHCP server uses this information to implement IP addresses or other parameters for

the client. The Junos OS implementation of DHCP option 82 supports RFC 3046, DHCP

Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046 .

This topic covers:

• DHCP Option 82 Processing on page 36

• Suboption Components of Option 82 on page 37

• Switching Device Configurations That Support Option 82 on page 38

• DHCPv6 Options on page 39

DHCPOption 82 Processing

If DHCPoption82 is enabledonaVLANorbridgedomain, thenwhenanetworkdevice—a

DHCP client—that is connected to the VLAN or bridge domain on an untrusted interface

sendsaDHCP request, the switchingdevice inserts informationabout theclient's network

location into the packet header of that request. The switching device then sends the

request to the DHCP server. The DHCP server reads the option 82 information in the

packet header and uses it to implement the IP address or another parameter for the

client. See “SuboptionComponentsofOption82”onpage37 formore informationabout

option 82.

NOTE:

• If your switching device is an EX Series switch and uses Junos OSwith
EnhancedLayer2Software(ELS)configurationstyle, youcanenableDHCP
option 82 only for a specific VLAN. See Setting Up DHCPOption 82 on the
Switch with No Relay Agent Between Clients and DHCP Server (CLI
Procedure).

• If your switching device is an EX Series switch and does not use Junos OS
with Enhanced Layer 2 Software (ELS) configuration style, you can enable
DHCP option 82 either for a specific VLAN or for all VLANs. See “Setting
Up DHCPOption 82 on the Switch with No Relay Agent Between Clients
and DHCP Server (CLI Procedure)” on page 158.
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If option 82 is enabled on a VLAN or bridge domain, the following sequence of events

occurs when a DHCP client sends a DHCP request:

1. The switching device receives the request and inserts the option 82 information in the

packet header.

2. The switching device forwards (or relays) the request to the DHCP server.

3. The server uses the DHCP option 82 information to formulate its reply and sends a

response to the switching device. It does not alter the option 82 information.

4. The switching device strips the option 82 information from the response packet.

5. The switching device forwards the response packet to the client.

NOTE: To use the DHCP option 82 feature, youmust ensure that the DHCP
server is configured to accept option 82. If the DHCP server is not configured
to accept option 82, then when it receives requests containing option 82
information, it does not use the information for setting parameters and it
does not echo the information in its responsemessage.

Suboption Components of Option 82

Option 82 as implemented on a switching device comprises the suboptions circuit ID,

remote ID, and vendor ID. These suboptions are fields in the packet header:

• circuit ID—Identifies the circuit (interface or VLAN) on the switching device on which

the request was received. The circuit ID contains the interface name and VLAN name,

with the two elements separated by a colon—for example, ge-0/0/10:vlan1, where

ge-0/0/10 is the interface name and vlan1 is the VLAN name. If the request packet is

received on a Layer 3 interface, the circuit ID is just the interface name—for example,

ge-0/0/10.

Use the prefix option to add an optional prefix to the circuit ID. If you enable the prefix

option, the hostname for the switching device is used as the prefix; for example,

device1:ge-0/0/10:vlan1, where device1 is the hostname.

You can also specify that the interface description be used rather than the interface

name or that the VLAN ID be used rather than the VLAN name.

• remote ID—Identifies the remote host. See remote-id for details.

• vendor ID—Identifies the vendor of the host. If you specify the vendor-id option but do

not enter a value, the default value Juniper is used. To specify a value, you type a

character string.
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Switching Device Configurations That Support Option 82

Switching device configurations that support option 82 are:

• SwitchingDevice, DHCPClients, and theDHCPServer Are on theSameVLANorBridge

Domain on page 38

• Switching Device Acts as a Relay Agent on page 38

Switching Device, DHCP Clients, and the DHCP Server Are on the Same VLAN or
Bridge Domain

If the switching device, the DHCP clients, and the DHCP server are all on the same VLAN

orbridgedomain, theswitchingdevice forwards the requests fromtheclientsonuntrusted

access interfaces to the server on a trusted interface. See Figure 5 on page 38.

Figure 5: DHCP Clients, Switching Device, and the DHCP Server Are All
on the Same VLAN or Bridge Domain

Switching Device Acts as a Relay Agent

The switching device functions as a relay agent (extended relay server) when the DHCP

clientsor theDHCPserver is connected to theswitchingdevice throughaLayer 3 interface.

On theswitchingdevice, these interfacesare configuredas routedVLAN interfaces (RVIs).

Figure 6 on page 39 illustrates a scenario for the switching device acting as an extended

relay server; in this instance, the switching device relays requests to the server.
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Figure 6: Switching Device Acting as an Extended Relay Server

DHCPv6Options

NOTE: MXSeries routers do not support DHCPv6.

DHCPv6provides several options that canbeused to insert information into theDHCPv6

request packets that are relayed to a server from a client. These options are equivalent

to the sub-options of DHCP option 82.

• Option 37—Identifies the remote host. Option 37 is equivalent to the remote-id

sub-option of DHCP option 82.

• Option 18—Identifies the interface on which the DHCP request packet was received

from the client. Option 18 is equivalent to the circuit-id sub-option of DHCP option 82.

• Option 16—Identifies the vendor of the hardware on which the client is hosted. Option

16 is equivalent to the vendor-id sub-option of DHCP option 82.

DHCPv6 options are not enabled automatically when DHCPv6 snooping is enabled on

a VLAN. They must be configured using the dhcpv6-options statement.

Related
Documentation

Setting Up DHCP Option 82 on an MX Series Router (CLI Procedure)•

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)
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Understanding Persistent MAC Learning (Sticky MAC)

PersistentMAC learning, also knownas stickyMAC, is a port security feature that enables

an interface to retain dynamically learned MAC addresses when the switch is restarted

or if the interface goes down and is brought back online.

Persistent MAC address learning is disabled by default. You can enable persistent MAC

address learning in conjunction with MAC limiting to restrict the number of persistent

MAC addresses. You enable this feature on interfaces.

Configure persistent MAC learning on an interface to:

• Prevent traffic losses for trusted workstations and servers because the interface does

not have to relearn the addresses from ingress traffic after a restart.

• Protect the switchagainst security attacks.UsepersistentMAC learning in combination

with MAC limiting to protect against attacks, such as Layer 2 denial-of-service (DoS)

attacks, overflowattackson theEthernet switching table, andDHCPstarvationattacks,

by limiting theMACaddresses allowedwhile still allowing the interface to dynamically

learn a specified number of MAC addresses. The interface is secured because after

the limit has been reached, additional devices cannot connect to the port.

By configuring persistent MAC learning along with MAC limiting, you enable interfaces

to learn MAC addresses of trusted workstations and servers from the time when you

connect the interface to your network until the limit for MAC addresses is reached, and

ensure that after this limit is reached, new devices will not be allowed to connect to the

interface even if the switch restarts. As an alternative to using persistent MAC learning

with MAC limiting, you can statically configure each MAC address on each port or allow

theport tocontinuously learnnewMACaddressesafter restartsor interface-downevents.

Allowing the port to continuously learn MAC addresses represents a security risk.

NOTE: While a switch is restarting or an interface is coming back up, there
might be a short delay before the interface can learnmore MAC addresses.
This delay occurs while the system re-enters previously learned persistent
MAC addresses into the forwarding database for the interface.

TIP: If youmove a device within your network that has a persistent MAC
address entry on the switch, use the clear ethernet-switching table

persistent-mac command to clear the persistentMACaddress entry from the

interface. If youmove thedeviceanddonot clear thepersistentMACaddress
from the original port it was learned on, then the new port will not learn the
MAC address of the device and the device will not be able to connect.

If the original port is downwhen youmove the device, then the new port will
learn the MAC address and the device can connect. However, if you do not
clear the persistent MAC address on the original port, then when the port
restarts, the system reinstalls the persistent MAC address in the forwarding
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table for that port. If this occurs, thepersistentMACaddress is removed from
the new port and the device loses connectivity.

Consider the followingconfigurationguidelineswhenconfiguringpersistentMAC learning:

• Interfaces must be configured in access mode (use the port-mode configuration

statement or, for switches operating on the Enhanced Layer 2 Software (ELS)

configuration style, the interface-mode configuration statement).

• You cannot enable persistent MAC learning on an interface on which 802.1x

authentication is configured.

• You cannot enable persistent MAC learning on an interface that is part of a redundant

trunk group.

• You cannot enable persistent MAC learning on an interface on which no-mac-learning

is enabled.

Related
Documentation

• Understanding Port Security on page 7

• Configuring Persistent MAC Learning (CLI Procedure) on page 161

• Configuring Persistent MAC Learning (CLI Procedure) (ELS)
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PART 2

Configuration

• Configuration Examples on page 45

• Configuration Tasks on page 111

• Configuration Statements on page 165

43Copyright © 2015, Juniper Networks, Inc.



Copyright © 2015, Juniper Networks, Inc.44

Port Security on EX Series Switches



CHAPTER 3

Configuration Examples

• Example: Configuring Basic Port Security Features on page 45

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 53

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 56

• Example: Configuring MAC Limiting to Protect the Switch from DHCP Starvation

Attacks on page 60

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Example: Configuring Allowed MAC Addresses to Protect the Switch from DHCP

Snooping Database Alteration Attacks on page 68

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:Configuring IPSourceGuardwithOtherEXSeriesSwitchFeatures toMitigate

Address-Spoofing Attacks on Untrusted Access Interfaces on page 79

• Example: Configuring IP Source Guard on a Data VLAN That Shares an Interface with

a Voice VLAN on page 89

• Example: Configuring IPv6SourceGuard andNeighborDiscovery Inspection toProtect

a Switch from IPv6 Address Spoofing on page 96

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

• Example:UsingCoSForwardingClasses toPrioritizeSnoopedPackets inHeavyNetwork

Traffic on page 106

Example: Configuring Basic Port Security Features

YoucanconfigureDHCPsnooping,dynamicARP inspection(DAI),MAC limiting,persistent

MAC learning, and MACmove limiting on the access ports of switches to protect the

switches and the Ethernet LAN against address spoofing and Layer 2 denial-of-service

(DoS) attacks. You can also configure a trustedDHCP server and specific (allowed)MAC

addresses for the switch interfaces.
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This example describes how to configure basic port security features on a switch:

• Requirements on page 46

• Overview and Topology on page 46

• Configuration on page 48

• Verification on page 49

Requirements

This example uses the following hardware and software components:

• One EX Series or QFX Series.

• Junos OS Release 11.4 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure basic port security features, be sure you have:

• Connected the DHCP server to the switch.

• Configured a VLAN on the switch. See the task for your platform:

• Configuring VLANs for EX Series Switches (CLI Procedure)

• Configuring VLANs for the QFX Series

NOTE: In this example, the DHCP server and its clients are all members of a
single VLAN on the switch.

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

To protect the devices from such attacks, you can configure:

• DHCP snooping to validate DHCP server messages

• DAI to protect against MAC spoofing

• MAC limiting to constrain the number of MAC addresses the switch adds to its MAC

address cache

• MACmove limiting to help prevent MAC spoofing

• Persistent MAC learning (sticky MAC) to constrain the MAC addresses that can be

learned on an interface to the first ones learned, even after a reboot of the switch

• TrustedDHCPserver configuredona trustedport toprotectagainst rogueDHCPservers

sending leases

This example shows how to configure these security features on a switch connected to

a DHCP server.
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The setup for this example includes the VLAN employee-vlan on the switch.

Figure 7 on page 47 illustrates the topology for this example.

Figure 7: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 4 on page 47.

Table 4: Components of the Port Security Topology

SettingsProperties

One EX Series or QFX series switchSwitch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is subnet's broadcast address

VLAN subnets

ge-0/0/1, ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server

In this example, the switch is initially configured with the default port security setup. In

the default switch configuration:

• Secure port access is activated on the switch.

• DHCP snooping and DAI are disabled on all VLANs.

• All access ports are untrusted, and all trunk ports are trusted for DHCP snooping.
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In theconfiguration tasks for this example, you set theDHCPserver as trusted; youenable

DHCP snooping, DAI, and MACmove limiting on a VLAN; you set a value for a MAC limit

onsome interfaces; youconfiguresomespecific (allowed)MACaddressesonan interface;

and you configure persistent MAC learning on an interface.

Configuration

To configure basic port security on a switch whose DHCP server and client ports are in a

single VLAN:

CLI Quick
Configuration

To quickly configure basic port security on the switch, copy the following commands and

paste them into the switch terminal window:

[edit ethernet-switching-options secure-access-port]
set interface ge-0/0/1mac-limit 4
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:88
set interface ge-0/0/2mac-limit 4
set interface ge-0/0/1 persistent-learning
set interface ge-0/0/8 dhcp-trusted
set vlan employee-vlan arp-inspection
set vlan employee-vlan examine-dhcp
set vlan employee-vlanmac-move-limit 5

Step-by-Step
Procedure

Configure basic port security on the switch:

1. Enable DHCP snooping on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlan examine-dhcp

2. Specify the interface (port) fromwhich DHCP responses are allowed:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/8 dhcp-trusted

3. Enable dynamic ARP inspection (DAI) on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlan arp-inspection

4. Configure a MAC limit of 4 and use the default action, drop. (Packets are dropped,

and the MAC address is not added to the Ethernet switching table if the MAC limit

is exceeded on the interfaces):

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1mac-limit 4
user@switch# set interface ge-0/0/2mac-limit 4

5. Allow learned MAC addresses for a particular interface to persist across restarts of

the switch and interface-down events by enabling persistent MAC learning:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1 persistent-learning

6. Configure a MACmove limit of 5 and use the default action, drop. (Packets are

dropped, and the MAC address is not added to the Ethernet switching table if a

MAC address has exceeded the MACmove limit):

[edit ethernet-switching-options secure-access-port]
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user@switch# set vlan employee-vlanmac-move-limit 5

7. Configure allowed MAC addresses:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:88

Results

Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/1.0 {
mac-limit 4;
persistent-learning;

}
interface ge-0/0/2.0 {
allowed-mac [ 00:05:85:3a:82:80 00:05:85:3a:82:81 00:05:85:3a:82:83
00:05:85:3a:82:85 00:05:85:3a:82:88 ];

mac-limit 4;
}
interface ge-0/0/8.0 {
dhcp-trusted;

}
vlan employee-vlan {
arp-inspection
examine-dhcp;
mac-move-limit 5;

}

Verification

To confirm that the configuration is working properly:

• Verifying That DHCP Snooping Is Working Correctly on the Switch on page 49

• Verifying That DAI Is Working Correctly on the Switch on page 50

• Verifying That MAC Limiting, MACMove Limiting, and Persistent MAC Learning Are

Working Correctly on the Switch on page 51

• VerifyingThatAllowedMACAddressesAreWorkingCorrectly on theSwitchonpage52

Verifying That DHCP Snooping IsWorking Correctly on the Switch

Purpose Verify that DHCP snooping is working on the switch.
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Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display the DHCP snooping information when the interface on which the DHCP server

connects to the switch is trusted. The following output results when requests are sent

from the MAC addresses and the server has provided the IP addresses and leases:

user@switch> show dhcp snooping binding
DHCP Snooping Information:
MAC Address         IP Address    Lease    Type     VLAN          Interface
-----------------   ----------    -----    ----     ----          ---------
00:05:85:3A:82:77    192.0.2.17    600    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:79    192.0.2.18    653    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:80    192.0.2.19    720    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:3A:82:81    192.0.2.20    932    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:3A:82:83    192.0.2.21   1230    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:27:32:88    192.0.2.22   3200    dynamic  employee—vlan   ge-0/0/2.0

Meaning When the interface on which the DHCP server connects to the switch has been set to

trusted, the output (see preceding sample) shows, for each MAC address, the assigned

IP address and lease time—that is, the time, in seconds, remaining before the lease

expires.

If the DHCP server had been configured as untrusted, no entries would be added to the

DHCP snooping database, and nothing would be shown in the output of the show dhcp

snooping binding command.

Verifying That DAI IsWorking Correctly on the Switch

Purpose Verify that DAI is working on the switch.

Action Send some ARP requests from network devices connected to the switch.

Display the DAI information:

user@switch> show arp inspection statistics
ARP inspection statistics:
Interface        Packets received  ARP inspection pass   ARP inspection failed
---------------  ---------------   -------------------- ---------------------
ge-0/0/1.0                      7                    5                     2
ge-0/0/2.0                     10                   10                     0
ge-0/0/3.0                     12                   12                     0

Meaning The sample output shows the number of ARP packets received and inspected per

interface, with a listing of howmany packets passed and howmany failed the inspection

on each interface. The switch compares the ARP requests and replies against the entries

in the DHCP snooping database. If a MAC address or IP address in the ARP packet does

not match a valid entry in the database, the packet is dropped.
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Verifying That MAC Limiting, MACMove Limiting, and Persistent MAC Learning
AreWorking Correctly on the Switch

Purpose Verify that MAC limiting, MACmove limiting, and persistent MAC learning are working on

the switch.

Action Suppose that two packets have been sent from hosts on ge-0/0/1 and five packets from

hosts on ge-0/0/2, with both interfaces set to a MAC limit of 4with the default action

drop and ge-0/0/1 enabled for persistent MAC learning.

Display the MAC addresses learned:

user@switch> show ethernet-switching table
Ethernet-switching table:  7 entries, 4 learned, 2 persistent entries
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        *                   Flood          -    All-members
  employee-vlan        00:05:85:3A:82:77   Persistent     0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:79   Persistent     0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0

Now suppose packets have been sent from two of the hosts on ge-0/0/2 after they have

beenmoved to other interfacesmore than five times in 1 second, with employee-vlan set

to a MACmove limit of 5with the default action drop.

Display the MAC addresses in the table:

user@switch> show ethernet-switching table

Ethernet-switching table:  7 entries, 2 learned, 2 persistent entries
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        *                   Flood          -    All-members
  employee-vlan        00:05:85:3A:82:77   Persistent     0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:79   Persistent     0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0

Meaning The first sample output shows thatwith aMAC limit of 4 for each interface, the fifthMAC

address on ge-0/0/2was not learned because it exceeded the MAC limit. The second

sample output shows that MAC addresses for three of the hosts on ge-/0/0/2were not

learned, because the hosts had beenmoved back more than five times in 1 second.

Interface ge-0/0/1.0 was enabled for persistent MAC learning, so the MAC addresses

associated with this interface are of the type persistent.
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Verifying That AllowedMACAddresses AreWorking Correctly on the Switch

Purpose Verify that allowed MAC addresses are working on the switch.

Action Display the MAC cache information after five allowed MAC addresses have been

configured on interface ge-0/0/2:

user@switch> show ethernet-switching table
Ethernet-switching table:  5 entries, 4 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0

Meaning Because the MAC limit value for this interface has been set to 4, only four of the five

configured allowed addresses are learned.

Related
Documentation

Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

•

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 56

• Example: Configuring Allowed MAC Addresses to Protect the Switch from DHCP

Snooping Database Alteration Attacks on page 68

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 53

• Example:ConfiguringMACLimiting toProtect theSwitch fromDHCPStarvationAttacks

on page 60

• Configuring Port Security (CLI Procedure) on page 112

• Configuring Port Security (J-Web Procedure) on page 114

• secure-access-port on page 233

• secure-access-port

• show arp inspection statistics on page 279

• show dhcp snooping binding on page 280

• show ethernet-switching table on page 286

• show ethernet-switching table
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Example: ConfiguringMAC Limiting, Including Dynamic and AllowedMACAddresses,
to Protect the Switch from Ethernet Switching Table Overflow Attacks

In an Ethernet switching table overflow attack, an intruder sends somany requests from

newMACaddresses that the Ethernet switching table fills up and then overflows, forcing

the switch to broadcast all messages.

This example describes how to configure MAC limiting and allowedMAC addresses, two

port security features, to protect the switch from Ethernet switching table attacks:

• Requirements on page 53

• Overview and Topology on page 53

• Configuration on page 55

• Verification on page 55

Requirements

This example uses the following hardware and software components:

• One EX Series switch or QFX3500 switch

• Junos OS Release 9.0 or later for EX Series switches or Junos OS 12.1 or later for the

QFX Series.

• A DHCP server to provide IP addresses to network devices on the switch

Before youconfigure specific port security features tomitigate commonaccess-interface

attacks, be sure you have:

• Connected the DHCP server to the switch.

• Configured a VLAN on the switch. See the task for your platform:

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

This example describes how to protect the switch from an attack on the Ethernet

switching table that causes the table to overflowand thus forces the switch to broadcast

all messages.

This example shows how to configure port security features on a switch connected to a

DHCP server.

Thesetup for this example includes theVLANemployee-vlanon theswitch.Theprocedure

for creating that VLAN is described in the topic Example: Setting UpBridgingwithMultiple

VLANs for EX Series Switches and Example: Setting Up Bridging with Multiple VLANs for

the QFX Series. That procedure is not repeated here. Figure 8 on page 54 illustrates the

topology for this example.
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Figure 8: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 5 on page 54.

Table 5: Components of the Port Security Topology

SettingsProperties

One EX Series switch or one QFX3500 switchSwitch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is subnet's broadcast address

VLAN subnets

ge-0/0/1, ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server

In this example, use theMAC limit feature to control the total number of MAC addresses

that can be added to the Ethernet switching table for the specified interface. Use the

allowed MAC addresses feature to ensure that the addresses of network devices whose

network access is critical are guaranteed to be included in the Ethernet switching table.

In this example, the switch has already been configured as follows:

• Secure port access is activated on the switch.

• NoMAC limit is set on any of the interfaces.

• All access interfaces are untrusted, which is the default setting.
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Configuration

ToconfigureMAC limitingandsomeallowedMACaddresses toprotect the switchagainst

Ethernet switching table overflow attacks:

CLI Quick
Configuration

To quickly configure MAC limiting, clear the MAC forwarding table, and configure some

allowed MAC addresses, copy the following commands and paste them into the switch

terminal window:

[edit ethernet-switching-options secure-access-port]
set interface ge-0/0/1mac-limit 4 action drop
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85
exit
exit
clear ethernet-switching-table interface ge-0/0/1

Step-by-Step
Procedure

Configure MAC limiting and some allowed MAC addresses:

Configure a MAC limit of 4 on ge-0/0/1 and specify that incoming packets with

different addresses be dropped once the limit is exceeded on the interface:

1.

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1mac-limit (Access Port Security) 4 action drop

2. Clear the current entries for interface ge-0/0/1 from the MAC address forwarding

table :

user@switch# clear ethernet-switching-table interface ge-0/0/1

3. Configure the allowed MAC addresses on ge-0/0/2:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/1.0 {
mac-limit 4 action drop;

}
interface ge-0/0/2.0 {
allowed-mac [ 00:05:85:3a:82:80 00:05:85:3a:82:81 00:05:85:3a:82:83 00:05:85
:3a:82:85 ];

}

Verification

To confirm that the configuration is working properly:

• Verifying That MAC Limiting Is Working Correctly on the Switch on page 56
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Verifying That MAC Limiting IsWorking Correctly on the Switch

Purpose Verify that MAC limiting is working on the switch.

Action Display the MAC cache information after DHCP requests have been sent from hosts on

ge-0/0/1, with the interface set to a MAC limit of 4with the action drop, and after four

allowed MAC addresses have been configured on interface ge/0/0/2:

user@switch> show ethernet-switching table
Ethernet-switching table:  5 entries, 4 learned
  VLAN              MAC address         Type         Age    Interfaces

  employee-vlan     00:05:85:3A:82:71   Learn          0    ge-0/0/1.0
  employee-vlan     00:05:85:3A:82:74   Learn          0    ge-0/0/1.0
  employee-vlan     00:05:85:3A:82:77   Learn          0    ge-0/0/1.0
  employee-vlan     00:05:85:3A:82:79   Learn          0    ge-0/0/1.0
  employee-vlan     *                   Flood          0    ge-0/0/1.0
  employee-vlan     00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan     00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan     00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee-vlan     00:05:85:3A:82:85   Learn          0    ge-0/0/2.0
  employee-vlan     *                   Flood          -    ge-0/0/2.0

Meaning The sample output shows that with a MAC limit of 4 for the interface, the DHCP request

for a fifthMACaddress on ge-0/0/1was dropped because it exceeded theMAC limit and

that only the specified allowed MAC addresses have been learned on the ge-0/0/2

interface.

Related
Documentation

Example: Configuring Basic Port Security Features on page 45•

• Configuring MAC Limiting (CLI Procedure) on page 142

• Configuring MAC Limiting

• Configuring MACMove Limiting (CLI Procedure) on page 147

• Configuring MAC Limiting (J-Web Procedure) on page 145

Example:ConfiguringaDHCPServer InterfaceasUntrusted toProtect theSwitch from
Rogue DHCP Server Attacks

In a rogueDHCPserver attack, anattacker has introduceda rogueserver into thenetwork,

allowing it to give IP address leases to the network's DHCP clients and to assign itself as

the gateway device.

This example describes how to configure aDHCP server interface as untrusted to protect

the switch from a rogue DHCP server:

• Requirements on page 57

• Overview and Topology on page 57
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• Configuration on page 58

• Verification on page 59

Requirements

This example uses the following hardware and software components:

• One EX Series switch or one QFX3500 switch

• Junos OS Release 9.0 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure an untrusted DHCP server interface to mitigate rogue DHCP server

attacks, be sure you have:

• Connected the DHCP server to the switch.

• Enabled DHCP snooping on the VLAN.

• Configured a VLAN on the switch. See the task for your platform:

• Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

• Example: Setting Up Bridging with Multiple VLANs for the QFX Series

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

This example describes how to protect the switch from rogue DHCP server attacks.

This example showshowtoexplicitly configureanuntrusted interfaceonanEX3200-24P

switch and a QFX3500 switch. Figure 9 on page 58 illustrates the topology for this

example.
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Figure 9: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 6 on page 58.

Table 6: Components of the Port Security Topology

SettingsProperties

One EX3200-24P, 24 ports (8 PoE ports) or one QFX3500 switchSwitch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is the subnet's broadcast address

VLAN subnets

ge-0/0/1, ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server

In this example, the switch has already been configured as follows:

• Secure port access is activated on the switch.

• DHCP snooping is enabled on the VLAN employee-vlan.

• The interface (port) where the rogue DHCP server has connected to the switch is

currently trusted.

Configuration

To configure the DHCP server interface as untrusted because the interface is being used

by a rogue DHCP server:
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CLI Quick
Configuration

Toquickly set the rogueDHCPserver interfaceasuntrusted, copy the followingcommand

and paste it into the switch terminal window:

[edit ethernet-switching-options secure-access-port]
set interface ge-0/0/8 no-dhcp-trusted

Step-by-Step
Procedure

To set the DHCP server interface as untrusted:

• Specify the interface (port) fromwhich DHCP responses are not allowed:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/8 no-dhcp-trusted

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/8.0 {
no-dhcp-trusted;

}

Verification

Confirm that the configuration is working properly.

Verifying That the DHCP Server Interface Is Untrusted

Purpose Verify that the DHCP server is untrusted.

Action Send some DHCP requests from network devices (here they are DHCP clients)

connected to the switch.

1.

2. Display the DHCP snooping information when the port on which the DHCP server

connects to the switch is not trusted.

Meaning There isnooutput fromthecommandbecausenoentriesareaddedto theDHCPsnooping

database.

Related
Documentation

Example: Configuring Basic Port Security Features on page 45•

• Enabling a Trusted DHCP Server (CLI Procedure) on page 138

• Enabling a Trusted DHCP Server (J-Web Procedure) on page 138

• secure-access-port on page 233

• secure-access-port

• show dhcp snooping binding on page 280
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Example: ConfiguringMAC Limiting to Protect the Switch fromDHCP Starvation
Attacks

In a DHCP starvation attack, an attacker floods an Ethernet LANwith DHCP requests

from spoofed (counterfeit) MAC addresses, causing the switch's overworked DHCP

server to stop assigning IP addresses and lease times to legitimate DHCP clients on the

switch (hence the name starvation). Requests from those clients are either dropped or

directed to a rogue DHCP server set up by the attacker.

This example describes how to configure MAC limiting, a port security feature, to protect

the switch against DHCP starvation attacks:

• Requirements on page 60

• Overview and Topology on page 60

• Configuration on page 61

• Verification on page 62

Requirements

This example uses the following hardware and software components:

• One EX Series switch

• Junos OS Release 9.0 or later for EX Series switches

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure MAC limiting, a port security feature, to mitigate DHCP starvation

attacks, be sure you have:

• Connected the DHCP server to the switch.

• Configured the VLAN employee-vlan on the switch. See Example: Setting Up Bridging

with Multiple VLANs for EX Series Switches.

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

This example describes how to protect the switch against one common type of attack,

a DHCP starvation attack.

This example shows how to configure port security features on a switch connected to a

DHCP server.

Thesetup for this example includes theVLANemployee-vlanon theswitch.Theprocedure

for creating that VLAN is described in the topic Example: Setting UpBridgingwithMultiple

VLANs for EX Series Switches. That procedure is not repeated here. Figure 10 on page 61

illustrates the topology for this example.
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Figure 10: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 7 on page 61.

Table 7: Components of the Port Security Topology

SettingsProperties

Switch hardware

defaultVLAN name and ID

ge-0/0/1, ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server

In this example, the switch has already been configured as follows:

• Secure port access is activated on the switch.

• NoMAC limit is set on any of the interfaces.

• DHCP snooping is disabled on the VLAN employee-vlan.

• All access interfaces are untrusted, which is the default setting.

Configuration

To configure the MAC limiting port security feature to protect the switch against DHCP

starvation attacks:
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CLI Quick
Configuration

To quickly configure MAC limiting, copy the following commands and paste them into

the switch terminal window:

[edit ethernet-switching-options secure-access-port]
set interface ge-0/0/1mac-limit 3 action drop
set interface ge-0/0/2mac-limit 3 action drop

Step-by-Step
Procedure

Configure MAC limiting:

ConfigureaMAC limit of3onge-0/0/1andspecify thatpacketswithnewaddresses

be dropped if the limit has been exceeded on the interface:

1.

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge–0/0/1mac-limit (Access Port Security) 3 action drop

2. ConfigureaMAC limitof3onge-0/0/2andspecify thatpacketswithnewaddresses

be dropped if the limit has been exceeded on the interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/2mac-limit 3 action drop

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/1.0 {
mac-limit 3 action drop;

}
interface ge-0/0/2.0 {
mac-limit 3 action drop;

}

Verification

To confirm that the configuration is working properly:

• Verifying That MAC Limiting Is Working Correctly on the Switch on page 62

Verifying That MAC Limiting IsWorking Correctly on the Switch

Purpose Verify that MAC limiting is working on the switch.
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Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display theMACaddresses learnedwhenDHCPrequestsaresent fromhostsonge-0/0/1

and from hosts on ge-0/0/2, with both interfaces set to a MAC limit of 3with the action

drop:

user@switch> show ethernet-switching table
Ethernet-switching table:  7 entries, 6 learned
  VLAN           MAC address         Type         Age    Interfaces

  default        *                   Flood          -    ge-0/0/2.0
  default        00:05:85:3A:82:77   Learn          0    ge-0/0/1.0
  default        00:05:85:3A:82:79   Learn          0    ge-0/0/1.0
  default        00:05:85:3A:82:80   Learn          0    ge-0/0/1.0
  default        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  default        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  default        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0

Meaning The sample output shows thatwith aMAC limit of 3 for each interface, theDHCP request

for a fourth MAC address on ge-0/0/2was dropped because it exceeded the MAC limit.

Because only 3 MAC addresses can be learned on each of the two interfaces, attempted

DHCP starvation attacks will fail.

Related
Documentation

Example: Configuring Basic Port Security Features on page 45•

• Configuring MAC Limiting (CLI Procedure) on page 142

• Configuring MAC Limiting

• Configuring MAC Limiting (J-Web Procedure) on page 145

Example:ConfiguringDHCPSnoopingandDAItoProtect theSwitchfromARPSpoofing
Attacks

In an ARP spoofing attack, the attacker associates its ownMAC address with the IP

address of a network device connected to the switch. Traffic intended for that IP address

is nowsent to theattacker insteadof being sent to the intendeddestination. Theattacker

can send faked, or “spoofed,” ARPmessages on the LAN.

NOTE: When dynamic ARP inspection (DAI) is enabled, the switch logs the
number of invalid ARP packets that it receives on each interface, along with
the sender’s IP andMAC addresses. You can use these logmessages to
discover ARP spoofing on the network. ARPprobe packets are not subjected
to dynamic ARP inspection. The switch always forwards such packets.
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This example describes how to configure DHCP snooping and dynamic ARP inspection

(DAI), two port security features, to protect the switch against ARP spoofing attacks:

• Requirements on page 64

• Overview and Topology on page 64

• Configuration on page 65

• Verification on page 66

Requirements

This example uses the following hardware and software components:

• One EX Series switch or one QFX3500 switch

• Junos OS Release 11.4 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure DHCP snooping and DAI (two port security features) to mitigate

ARP spoofing attacks, be sure you have:

• Connected the DHCP server to the switch.

• Configured a VLAN on the switch. See the task for your platform:

• Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

• Example: Setting Up Bridging with Multiple VLANs for the QFX Series

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

This example describes how to protect the switch against one common type of attack,

an ARP spoofing attack.

In anARPspoofing attack, the attacker sends fakedARPmessages, thus creating various

types of problems on the LAN—for example, the attacker might launch aman-in-the

middle attack.

This example showshowtoconfigureport security featuresona switch that is connected

to a DHCP server. The setup for this example includes the VLAN employee-vlan on the

switch. The procedure for creating that VLAN is described in the topic Example: Setting

Up Bridging with Multiple VLANs for EX Series Switches and Example: Setting Up Bridging

with Multiple VLANs for the QFX Series. That procedure is not repeated here.

Figure 11 on page 65 illustrates the topology for this example.
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Figure 11: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 8 on page 65.

Table 8: Components of the Port Security Topology

SettingsProperties

One EX3200-24P, 24 ports (8 PoE ports) or one QFX3500 switchSwitch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is the subnet's broadcast address

VLAN subnets

ge-0/0/1,ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server

In this example, the switch has already been configured as follows:

• Secure port access is activated on the switch.

• DHCP snooping is disabled on the VLAN employee-vlan.

• All access ports are untrusted, which is the default setting.

Configuration

To configure DHCP snooping and dynamic ARP inspection (DAI) to protect the switch

against ARP attacks:
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CLI Quick
Configuration

ToquicklyconfigureDHCPsnoopinganddynamicARP inspection(DAI), copy the following

commands and paste them into the switch terminal window:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/8 dhcp-trusted
user@switch# set vlan employee-vlan examine-dhcp
user@switch# set vlan employee-vlan arp-inspection

Step-by-Step
Procedure

Configure DHCP snooping and dynamic ARP inspection (DAI) on the VLAN:

Set the ge-0/0/8 interface as trusted:1.

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/8 dhcp-trusted

2. Enable DHCP snooping on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlan examine-dhcp

3. Enable DAI on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlan arp-inspection

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/8.0 {
dhcp-trusted;

}
vlan employee-vlan {
arp-inspection;
examine-dhcp;

}

Verification

Confirm that the configuration is working properly.

• Verifying That DHCP Snooping Is Working Correctly on the Switch on page 66

• Verifying That DAI Is Working Correctly on the Switch on page 67

Verifying That DHCP Snooping IsWorking Correctly on the Switch

Purpose Verify that DHCP snooping is working on the switch.
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Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display theDHCPsnooping informationwhentheportonwhich theDHCPserver connects

to the switch is trusted. The following output results when requests are sent from the

MAC addresses and the server has provided the IP addresses and leases:

user@switch> show dhcp-snooping binding
DHCP Snooping Information:
MAC Address         IP Address    Lease    Type     VLAN            Interface
-----------------   ----------    -----    ----     ----            ---------
00:05:85:3A:82:77    192.0.2.17    600    dynamic  employee-vlan   ge-0/0/1.0
00:05:85:3A:82:79    192.0.2.18    653    dynamic  employee-vlan   ge-0/0/1.0
00:05:85:3A:82:80    192.0.2.19    720    dynamic  employee-vlan   ge-0/0/2.0
00:05:85:3A:82:81    192.0.2.20    932    dynamic  employee-vlan   ge-0/0/2.0
00:05:85:3A:82:83    192.0.2.21   1230    dynamic  employee-vlan   ge-0/0/2.0
00:05:85:27:32:88    192.0.2.22   3200    dynamic  employee-vlan   ge-0/0/3.0

Meaning When the interface on which the DHCP server connects to the switch has been set to

trusted, the output (see preceding sample) shows, for each MAC address, the assigned

IP address and lease time—that is, the time, in seconds, remaining before the lease

expires.

Verifying That DAI IsWorking Correctly on the Switch

Purpose Verify that DAI is working on the switch.

Action Send some ARP requests from network devices connected to the switch.

Display the DAI information:

user@switch> show arp inspection statistics
ARP inspection statistics:
Interface        Packets received  ARP inspection pass   ARP inspection failed
---------------  ---------------   -------------------- ---------------------
ge-0/0/1.0                      7                    5                     2
ge-0/0/2.0                     10                   10                     0
ge-0/0/3.0                     12                   12                     0

Meaning The sample output shows the number of ARP packets received and inspected per

interface, with a listing of howmany packets passed and howmany failed the inspection

on each interface. The switch compares the ARP requests and replies against the entries

in the DHCP snooping database. If a MAC address or IP address in the ARP packet does

not match a valid entry in the database, the packet is dropped.

Related
Documentation

Example: Configuring Basic Port Security Features on page 45•

• Enabling DHCP Snooping (CLI Procedure) on page 134

• Enabling DHCP Snooping (J-Web Procedure) on page 137

• Enabling Dynamic ARP Inspection (CLI Procedure) on page 139
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• Enabling Dynamic ARP Inspection (J-Web Procedure) on page 141

• secure-access-port on page 233

• secure-access-port

• show arp inspection statistics on page 279

• show dhcp snooping binding on page 280

Example: Configuring AllowedMACAddresses to Protect the Switch fromDHCP
Snooping Database Alteration Attacks

In one type of attack on the DHCP snooping database, an intruder introduces a DHCP

client on an untrusted access interface with a MAC address identical to that of a client

on another untrusted interface. The intruder then acquires the DHCP lease of that other

client, thus changing the entries in the DHCP snooping table. Subsequently, what would

have been valid ARP requests from the legitimate client are blocked.

This exampledescribes how to configure allowedMACaddresses, a port security feature,

to protect the switch from DHCP snooping database alteration attacks:

• Requirements on page 68

• Overview and Topology on page 69

• Configuration on page 70

• Verification on page 70

Requirements

This example uses the following hardware and software components:

• One EX Series switch or one QFX3500 switch

• Junos OS Release 11.4 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure specific port security features tomitigate common access-inteface

attacks, be sure you have:

• Connected the DHCP server to the switch.

• Configured a VLAN on the switch. See the task for your platform:

• Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

• Example: Setting Up Bridging with Multiple VLANs for the QFX Series
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Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

This example describes how to protect the switch from an attack on the DHCP snooping

database that alters the MAC addresses assigned to some clients.

This example showshowtoconfigureport security featuresona switch that is connected

to a DHCP server.

The setup for this example includes the VLAN employee-vlan on the switch.

Figure 12 on page 69 illustrates the topology for this example.

Figure 12: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 9 on page 69.

Table 9: Components of the Port Security Topology

SettingsProperties

One EX3200-24P, 24 ports (8 PoE ports) or one QFX3500 switchSwitch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is the subnet's broadcast address

VLAN subnets

ge-0/0/1, ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in employee-vlan

ge-0/0/8Interface for DHCP server
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In this example, the switch has already been configured as follows:

• Secure port access is activated on the switch.

• DHCP snooping is enabled on the VLAN employee-vlan.

• All access ports are untrusted, which is the default setting.

Configuration

To configure allowed MAC addresses to protect the switch against DHCP snooping

database alteration attacks:

CLI Quick
Configuration

To quickly configure some allowed MAC addresses on an interface, copy the following

commands and paste them into the switch terminal window:

[edit ethernet-switching-options secure-access-port]
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85
set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:88

Step-by-Step
Procedure

To configure some allowed MAC addresses on an interface:

Configure the five allowed MAC addresses on an interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:80
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:81
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:83
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:85
user@switch# set interface ge-0/0/2 allowed-mac 00:05:85:3A:82:88

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
interface ge-0/0/2.0 {
allowed-mac [ 00:05:85:3a:82:80 00:05:85:3a:82:81 00:05:85:3a:82:83 00:05:85
:3a:82:85 00:05:85:3a:82:88 ];

}

Verification

Confirm that the configuration is working properly.

• VerifyingThatAllowedMACAddressesAreWorkingCorrectly on theSwitchonpage 70

Verifying That AllowedMACAddresses AreWorking Correctly on the Switch

Purpose Verify that allowed MAC addresses are working on the switch.
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Action Display the MAC cache information:

user@switch> show ethernet-switching table
Ethernet-switching table:  6 entries, 5 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:88   Learn          0    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0

Meaning The output shows that the five MAC addresses configured as allowed MAC addresses

have been learned and are displayed in the MAC cache. The last MAC address in the list,

one that had not been configured as allowed, has not been added to the list of learned

addresses.

Related
Documentation

Example: Configuring Basic Port Security Features on page 45•

• Configuring MAC Limiting (CLI Procedure) on page 142

• Configuring MAC Limiting (J-Web Procedure) on page 145

• secure-access-port on page 233

• secure-access-port

• show ethernet-switching table on page 286

• show ethernet-switching table

Example:ConfiguringDHCPSnooping,DAI , andMACLimitingonaSwitchwithAccess
to a DHCP Server Through a Second Switch

You can configure DHCP snooping, dynamic ARP inspection (DAI), and MAC limiting on

the access interfaces of a switch to protect the switch and the Ethernet LAN against

address spoofingandLayer 2denial-of-service (DoS)attacks. Toobtain thebasic settings

for these features, you can use the switch's default configuration for port security,

configure theMAC limit, andenableDHCPsnoopingandDAIonaVLAN.Youcanconfigure

these features when the DHCP server is connected to a switch that is different from the

one to which the DHCP clients (network devices) are connected.

This example describes how to configure port security features on a switch whose hosts

obtain IP addresses and lease times from a DHCP server connected to a second switch:

• Requirements on page 72

• Overview and Topology on page 72

• Configuring a VLAN, Interfaces, and Port Security Features on Switch 1 on page 74

• Configuring a VLAN and Interfaces on Switch 2 on page 76

• Verification on page 77
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Requirements

This example uses the following hardware and software components:

• One EX Series switch or QFX3500 switch—Switch 1 in this example.

• An additional EX Series switch or QFX3500 switch—Switch 2 in this example. You do

not configure port security on this second switch.

• Junos OS Release 9.0 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series.

• A DHCP server connected to Switch 2. You use the server to provide IP addresses to

network devices connected to Switch 1.

• At least twonetwork devices (hosts) that you connect to access interfaces onSwitch 1.

These devices are DHCP clients.

Before you configure DHCP snooping, DAI, and MAC limiting port security features, be

sure you have:

• Connected the DHCP server to Switch 2.

• Configured a VLAN on Switch 1. See the task for your platform:

• Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

• Example: Setting Up Bridging with Multiple VLANs for the QFX Series

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

To protect the devices from such attacks, you can configure:

• DHCP snooping to validate DHCP server messages

• DAI to protect against ARP spoofing

• MAC limiting to constrain the number of MAC addresses the switch adds to its MAC

address cache

This example shows how to configure these port security features on Switch 1. Switch 1

is connected to another switch (Switch 2), which is not configured with port security

features. Switch 2 is connected to a DHCP server (see Figure 13 on page 73.) Network

devices (hosts) that are connected to Switch 1 send requests for IP addresses (these

network devices are DHCP clients). Those requests are transmitted from Switch 1 to

Switch 2 and then to the DHCP server connected to Switch 2. Responses to the requests

are transmitted along the reverse path of the one followed by the requests.

The setup for this example includes the VLAN employee-vlan on both switches.

Figure 13 on page 73 shows the network topology for the example.
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Figure 13: Network Topology for Port Security Setupwith Two Switches
on the Same VLAN

The components of the topology for this example are shown in Table 10 on page 73.

Table 10: Components of Port Security Setup on Switch 1 with a DHCP Server Connected to
Switch 2

SettingsProperties

One EX Series switch or one QFX3500 switch (Switch 1), and an
additional EX Series switch or QFX3500 switch (Switch 2)

Switch hardware

employee-vlan, tag 20VLAN name and ID

192.0.2.16/28
192.0.2.17 through 192.0.2.30
192.0.2.31 is subnet's broadcast address

VLAN subnets

ge-0/0/11Trunk interface on both switches

ge-0/0/1, ge-0/0/2, and ge-0/0/3Access interfaces on Switch 1

ge-0/0/1Access interface on Switch 2

ge-0/0/1 on Switch 2Interface for DHCP server

Switch 1 is initially configured with the default port security setup. In the default

configuration on the switch:

• Secure port access is activated on the switch.

• The switch does not drop any packets, which is the default setting.
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• DHCP snooping and DAI are disabled on all VLANs.

• All access interfaces are untrusted and trunk interfaces are trusted; these are the

default settings.

In the configuration tasks for this example, you configure a VLAN on both switches.

In addition to configuring the VLAN, you enable DHCP snooping on Switch 1. In this

example, you also enable DAI and a MAC limit of 5 on Switch 1.

Because the interface that connects Switch 2 to Switch 1 is a trunk interface, you do not

need to configure this interface to be trusted. As noted above, trunk interfaces are

automatically trusted, so DHCPmessages coming from theDHCP server to Switch 2 and

then on to Switch 1 are trusted.

Configuring a VLAN, Interfaces, and Port Security Features on Switch 1

CLI Quick
Configuration

To quickly configure a VLAN, interfaces, and port security features, copy the following

commands and paste them into the switch terminal window:

[edit]
set vlans employee-vlan vlan-id 20
set interfaces ge-0/0/11 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlanmembers 20
set interfaces ge-0/0/2 unit 0 family ethernet-switching vlanmembers 20
set interfaces ge-0/0/3 unit 0 family ethernet-switching vlanmembers 20
set interfaces ge-0/0/11 unit 0 family ethernet-switching vlanmembers 20
set ethernet-switching-options secure-access-port interface ge-0/0/1mac-limit 5 action drop
set ethernet-switching-options secure-access-port vlan employee-vlan arp-inspection
set ethernet-switching-options secure-access-port vlan employee-vlan examine-dhcp
clear ethernet-switching table interface ge-0/0/1

Step-by-Step
Procedure

To configure MAC limiting, a VLAN, and interfaces on Switch 1 and enable DAI and DHCP

on the VLAN:

1. Configure the VLAN employee-vlanwith VLAN ID 20:

[edit vlans]
user@switch1# set employee-vlan vlan-id 20

2. Configure an interface on Switch 1 as a trunk interface:

[edit interfaces]
user@switch1# set ge-0/0/11 unit 0 family ethernet-switching port-mode trunk

3. Associate the VLANwith interfaces ge-0/0/1, ge-0/0/2, ge-0/0/3, and ge-0/0/11:

[edit interfaces]
user@switch1# set ge-0/0/1 unit 0 family ethernet-switching vlanmembers 20
user@switch1# set ge-0/0/2 unit 0 family ethernet-switching vlanmembers 20
user@switch1# set ge-0/0/3 unit 0 family ethernet-switching vlanmembers 20
user@switch1# set ge-0/0/11 unit 0 family ethernet-switching vlanmembers 20

4. Enable DHCP snooping on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch1# set vlan employee-vlan examine-dhcp

5. Enable DAI on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch1# set vlan employee-vlan arp-inspection
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6. Configure a MAC limit of 5 on ge-0/0/1 and use the default action, drop (packets

with new addresses are dropped if the limit is exceeded):

[edit ethernet-switching-options secure-access-port]
user@switch1# set interface ge-0/0/1mac-limit 5 drop

7. Clear the existing MAC address table entries from interface ge-0/0/1:

user@switch1# clear ethernet-switching table interface ge-0/0/1

Results Display the results of the configuration:

[edit]
user@switch1# show
ethernet-switching-options {
secure-access-port {
interface ge-0/0/1.0{
mac-limit 5 action drop;

}
vlan employee-vlan {
arp-inspection;
examine-dhcp;

}
}

}
interfaces {
ge-0/0/1 {
unit 0 {
family ethernet-switching {
vlan {
members 20;

}
}

}
}
ge-0/0/2 {
unit 0 {
family ethernet-switching {
vlan {
members 20;

}
}

}
}
ge-0/0/3 {
unit 0 {
family ethernet-switching {
vlan {
port-mode trunk;
members 20;

}
}

}
}
ge-0/0/11 {
unit 0 {
family ethernet-switching {
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port-mode trunk;
vlan {
members 20;

}
}

}
}

}
vlans {
employee-vlan {
vlan-id 20;

}
}

Configuring a VLAN and Interfaces on Switch 2

To configure the VLAN and interfaces on Switch 2:

CLI Quick
Configuration

To quickly configure the VLAN and interfaces on Switch 2, copy the following commands

and paste them into the switch terminal window:

[edit]
set vlans employee-vlan vlan-id 20
set interfaces ge-0/0/11 unit 0 family ethernet-switching port-mode trunk
set interfaces ge-0/0/11 unit 0 family ethernet-switching vlanmembers 20
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlanmembers 20

Step-by-Step
Procedure

To configure the VLAN and interfaces on Switch 2:

Configure the VLAN employee-vlanwith VLAN ID 20:1.

[edit vlans]
user@switch1# set employee-vlan vlan-id 20

2. Configure an interface on Switch 2 as a trunk interface:

[edit interfaces]
user@switch2# set ge-0/0/11 unit 0 ethernet-switching port-mode trunk

3. Associate the VLANwith interfaces ge-0/0/1 and ge-0/0/11:

[edit interfaces]
user@switch2# set ge-0/0/1 unit 0 family ethernet-switching vlanmembers 20
user@switch2# set ge-0/0/11 unit 0 family ethernet-switching vlanmembers 20

Results Display the results of the configuration:

[edit]
user@switch2# show
interfaces {
ge-0/0/1 {
unit 0 {
family ethernet-switching {
vlan {
members 20;

}
}

}
}
ge-0/0/11 {
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unit 0 {
family ethernet-switching {
port-mode trunk;
vlan {
members 20;

}
}

}
}

}
vlans {
employee-vlan {
vlan-id 20;

}
}

Verification

To confirm that the configuration is working properly.

• Verifying That DHCP Snooping Is Working Correctly on Switch 1 on page 77

• Verifying That DAI Is Working Correctly on Switch 1 on page 78

• Verifying That MAC Limiting Is Working Correctly on Switch 1 on page 78

Verifying That DHCP Snooping IsWorking Correctly on Switch 1

Purpose Verify that DHCP snooping is working on Switch 1.

Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

issue theoperationalmodecommand showdhcpsnoopingbinding todisplay theDHCP
snooping informationwhen the interface throughwhich Switch 2 sends the DHCP server

replies toclients connected toSwitch 1 is trusted. Theserver hasprovided the IPaddresses

and leases:

user@switch1> show dhcp snooping binding
DHCP Snooping Information:
MAC Address         IP Address    Lease    Type     VLAN          Interface
-----------------   ----------    -----    ----     ----          ---------
00:05:85:3A:82:77    192.0.2.17    600    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:79    192.0.2.18    653    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:80    192.0.2.19    720    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:81    192.0.2.20    932    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:83    192.0.2.21   1230    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:90    192.0.2.20    932    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:3A:82:91    192.0.2.21   1230    dynamic  employee—vlan   ge-0/0/3.0

Meaning The output shows, for each MAC address, the assigned IP address and lease time—that

is, the time, in seconds, remaining before the lease expires.
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Verifying That DAI IsWorking Correctly on Switch 1

Purpose Verify that DAI is working on Switch 1.

Action Send some ARP requests from network devices connected to the switch.

Issue the operational mode command show arp inspection statistics to display the DAI
information:

user@switch1> show arp inspection statistics
ARP inspection statistics:
Interface    Packets received  ARP inspection pass  ARP inspection failed
----------   –-------------–-  -------------------  ---------------------
ge-0/0/1.0                  7                    5                      2
ge-0/0/2.0                 10                   10                      0
ge-0/0/3.0                 18                   15                      3

Meaning The output shows the number of ARPpackets received and inspected per interface, with

a listing of howmany packets passed and howmany failed the inspection on each

interface. The switch compares the ARP requests and replies against the entries in the

DHCP snooping database. If a MAC address or IP address in the ARP packet does not

match a valid entry in the database, the packet is dropped.

Verifying That MAC Limiting IsWorking Correctly on Switch 1

Purpose Verify that MAC limiting is working on Switch 1.

Action Issue the operational mode command show ethernet-switching table to display the
MAC addresses that are learned when DHCP requests are sent from hosts on ge-0/0/1:

user@switch1> show ethernet-switching table

Ethernet-switching table:  6 entries, 5 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        00:05:85:3A:82:77   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:79   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/1.0
  employee-vlan        *                   Flood          -    ge-0/0/1.0

Meaning The output shows that five MAC addresses have been learned for interface ge-0/0/1,

which corresponds to the MAC limit of 5 set in the configuration. The last line of the

output shows that a sixthMACaddress requestwasdropped, as indicatedby the asterisk

(*) in theMAC address column.

Related
Documentation

Example: Configuring Basic Port Security Features on page 45•

• Configuring Port Security (CLI Procedure) on page 112

• Configuring Port Security (J-Web Procedure) on page 114

• secure-access-port on page 233
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• secure-access-port

• show arp inspection statistics on page 279

• show dhcp snooping binding on page 280

• show ethernet-switching table on page 286

• show ethernet-switching table

Example:Configuring IPSourceGuardwithOtherEXSeriesSwitchFeatures toMitigate
Address-Spoofing Attacks on Untrusted Access Interfaces

Ethernet LANswitches are vulnerable to attacks that involve spoofing (forging) of source

IP addresses or source MAC addresses. These spoofed packets are sent from hosts

connected to untrusted access interfaces on the switch. You can enable the IP source

guard port security feature on EX Series switches tomitigate the effects of such attacks.

If IP source guard determines that a source IP address and a source MAC address in a

binding in an incoming packet are not valid, the switch does not forward the packet.

You can use IP source guard in combination with other EX Series switch features to

mitigate address-spoofing attacks on untrusted access interfaces. This example shows

two configuration scenarios:

• Requirements on page 79

• Overview and Topology on page 80

• Configuring IPSourceGuardwith802.1XAuthentication,DHCPSnooping, andDynamic

ARP Inspection on page 81

• Configuring IP Source Guard on a Guest VLAN on page 84

• Verification on page 87

Requirements

This example uses the following hardware and software components:

• An EX Series switch

• Junos OS Release 9.2 or later for EX Series switches

• A DHCP server to provide IP addresses to network devices on the switch

• A RADIUS server to provide 802.1X authentication

Before you configure IP source guard for the scenarios related in this example, be sure

you have:

• Connected the DHCP server to the switch.

• Connected the RADIUS server to the switch and configured user authentication on the

RADIUS server. See Example: Connecting a RADIUS Server for 802.1X to an EX Series

Switch.
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• ConfiguredVLANson theswitch. In this example,wehave twoVLANs,whicharenamed

DATA and GUEST. The DATA VLAN is configured with vlan-id 300. The GUEST VLAN

(which functions as the guest VLAN) is configured with vlan-id 100. See Example:

Setting Up Bridging with Multiple VLANs for EX Series Switches for detailed information

about configuring VLANs.

Overview and Topology

IP source guard checks the IP source address and MAC source address in a packet sent

from a host attached to an untrusted access interface on the switch. If IP source guard

determines that the packet header contains an invalid source IP address or source MAC

address, it ensures that the switch does not forward the packet—that is, the packet is

discarded.

When you configure IP source guard, you enable it on oneormoreVLANs. IP source guard

applies its checking rules to untrusted access interfaces on those VLANs. By default, on

EX Series switches, access interfaces are untrusted and trunk interfaces are trusted. IP

source guard does not check packets that have been sent to the switch by devices

connected to either trunk interfaces or trusted access interfaces—that is, interfaces

configuredwithdhcp-trusted. ADHCPserver canbeconnected toadhcp-trusted interface

to provide dynamic IP addresses.

IP source guard obtains information about IP-addresses, MAC-addresses, or VLAN

bindings fromtheDHCPsnoopingdatabase,whichenables theswitch tovalidate incoming

IP packets against the entries in that database.

The topology for this example includes an EX Series switch, which is connected to both

a DHCP server and to a RADIUS server.

NOTE: The 802.1X user authentication applied in this example is for
single-supplicant mode.

Youcanuse IPsourceguardwith802.1Xuserauthentication forsingle-secure
supplicant or multiple supplicant mode. If you are implementing IP source
guard with 802.1X authentication in single-secure supplicant or multiple
supplicant mode, youmust use the following configuration guidelines:

• If the 802.1X interface is part of an untaggedMAC-based VLAN and you
want to enable IP source guard and DHCP snooping on that VLAN, you
must enable IP source guard andDHCP snooping on all dynamic VLANs in
which the interface has untaggedmembership.

• If the 802.1X interface is part of a taggedMAC-based VLAN and you want
to enable IP source guard and DHCP snooping on that VLAN, youmust
enable IP sourceguardandDHCPsnoopingonall dynamicVLANs inwhich
the interface has taggedmembership.

In the first configuration example, two clients (network devices) are connected to an

access switch. You configure IP source guard and 802.1X user authentication, in
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combination with two access port security features: DHCP snooping and dynamic ARP

inspection (DAI). This setup is designed to protect the switch from IP attacks such as

ping of death attacks, DHCP starvation, and ARP spoofing.

In the second configuration example, the switch is configured for 802.1X user

authentication. If the client fails authentication, the switch redirects the client to a guest

VLAN that allows this client to access a set of restricted network features. You configure

IP source guard on the guest VLAN tomitigate effects of source IP spoofing.

TIP: You can set the ip-source-guard flag in the traceoptions statement for

debugging purposes.

Configuring IP Source Guard with 802.1X Authentication, DHCP Snooping, and Dynamic ARP
Inspection

CLI Quick
Configuration

To quickly configure IP source guard with 802.1X authentication and with other access

port security features, copy the following commands and paste them into the switch

terminal window:

[edit]
set ethernet-switching-options secure-access-port interface ge-0/0/24 dhcp-trusted
set ethernet-switching-options secure-access-port vlan DATA examine-dhcp
set ethernet-switching-options secure-access-port vlan DATA arp-inspection
set ethernet-switching-options secure-access-port vlan DATA ip-source-guard
set interfaces ge-0/0/0 unit 0 family ethernet-switching vlanmembers DATA
set interfaces ge-0/0/1 unit 0 family ethernet-switching vlanmembers DATA
set interfaces ge-0/0/24 unit 0 family ethernet-switching vlanmembers DATA
set protocols lldp-med interface ge-0/0/0.0
set protocols dot1x authenticator authentication-profile-name profile52
set protocols dot1x authenticator interface ge-0/0/0.0 supplicant single
set protocols lldp-med interface ge-0/0/1.0
set protocols dot1x authenticator interface ge-0/0/1.0 supplicant single

Step-by-Step
Procedure

Toconfigure IP sourceguardwith802.1Xauthenticationandvariousport security features:

1. Configure the interface on which the DHCP server is connected to the switch as a

trusted interface and add that interface to the DATA VLAN:

[edit ethernet-switching-options]
user@switch# set secure-access-port interface ge-0/0/24 dhcp-trusted
user@switch# set set ge-0/0/24 unit 0 family ethernet-switching vlanmembers DATA

2. Associate two other access interfaces (untrusted) with the DATA VLAN:

[edit interfaces]
user@switch# set ge-0/0/0 unit 0 family ethernet-switching vlanmembers DATA
user@switch# set ge-0/0/1 unit 0 family ethernet-switching vlanmembers DATA

3. Configure 802.1X user authentication and LLDP-MED on the two interfaces that

you associated with the DATA VLAN:

[edit protocols]
user@switch# set lldp-med interface ge-0/0/0.0
user@switch# set dot1x authenticator authentication-profile-name profile52
user@switch# set dot1x authenticator interface ge-0/0/0.0 supplicant single
user@switch# set lldp-med interface ge-0/0/1.0
user@switch# set dot1x authenticator interface ge-0/0/1.0 supplicant single
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4. Configure three access port security features—DHCP snooping, dynamic ARP

inspection (DAI), and IP source guard—on the DATA VLAN:

[edit ethernet-switching-options]
user@switch# set secure-access-port vlan DATA examine-dhcp
user@switch# set secure-access-port vlan DATA arp-inspection
user@switch# set secure-access-port vlan DATA ip-source-guard
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Results Check the results of the configuration:

[edit ethernet-switching-options]
secure-access-port {
interface ge-0/0/24.0 {
dhcp-trusted;

}
vlan DATA {
arp-inspection;
examine-dhcp;
ip-source-guard;

}
}

[edit interfaces]
ge-0/0/0 {
unit 0 {
family ethernet-switching {
vlan {
members DATA;

}
}

}
}
ge-0/0/1 {
unit 0 {
family ethernet-switching {
vlan {
members DATA;

}
}

}
}
ge-0/0/24 {
unit 0 {
family ethernet-switching {
vlan {
members DATA;

}
}

}
}

[edit protocols]
lldp-med {
interface ge-0/0/0.0;
interface ge-0/0/1.0;

}
dot1x {
authenticator {
authentication-profile-name profile52;

}
interface {
ge-0/0/0.0 {
supplicant single;

83Copyright © 2015, Juniper Networks, Inc.

Chapter 3: Configuration Examples



}
ge-0/0/1.0 {
supplicant single;

}
}

}

Configuring IP Source Guard on a Guest VLAN

CLI Quick
Configuration

To quickly configure IP source guard on a guest VLAN, copy the following commands

and paste them into the switch terminal window:

[edit]
set ethernet-switching-options secure-access-port interface ge-0/0/24 dhcp-trusted
set interfaces ge-0/0/24 unit 0 family ethernet-switching vlanmembers GUEST
set ethernet-switching-options secure-access-port vlan GUEST examine-dhcp
set ethernet-switching-options secure-access-port vlan GUEST ip-source-guard
set ethernet-switching-options secure-access-port interface ge-0/0/0 static-ip 11.1.1.1 mac
00:11:11:11:11:11 vlan GUEST
set ethernet-switching-options secure-access-port interface ge-0/0/1 static-ip 11.1.1.2 mac
00:22:22:22:22:22 vlan GUEST
set interfaces ge-0/0/0 unit 0 family ethernet-switching port-mode access
set interfaces ge-0/0/1 unit 0 family ethernet-switching port-mode access
set protocols dot1x authenticator authentication-profile-name profile52
set protocols dot1x authenticator interface ge-0/0/0 supplicant single
set protocols dot1x authenticator interface ge-0/0/0 guest-vlan GUEST
set protocols dot1x authenticator interface ge-0/0/0 supplicant-timeout 2
set protocols dot1x authenticator interface ge-0/0/1 supplicant single
set protocols dot1x authenticator interface ge-0/0/1 guest-vlan GUEST
set protocols dot1x authenticator interface ge-0/0/1 supplicant-timeout 2

Step-by-Step
Procedure

To configure IP source guard on a guest VLAN:

1. Configure the interface on which the DHCP server is connected to the switch as a

trusted interface and add that interface to the GUEST VLAN:

[edit ethernet-switching-options]
user@switch# set secure-access-port interface ge-0/0/24 dhcp-trusted
user@switch# set ge-0/0/24 unit 0 family ethernet-switching vlanmembers GUEST

2. Configure two interfaces for the access port mode:

[edit interfaces]
user@switch# set ge-0/0/0 unit 0 family ethernet-switching port-mode access
user@switch# set ge-0/0/1 unit 0 family ethernet-switching port-mode access

3. Configure DHCP snooping and IP source guard on the GUEST VLAN:

[edit ethernet-switching-options]
user@switch# set secure-access-port vlan GUEST examine-dhcp
user@switch# set secure-access-port vlan GUEST ip-source-guard

4. Configure a static IP address on each of two (untrusted) interfaces on the GUEST

VLAN (optional):

[edit ethernet-switching-options]
user@switch# setsecure-access-port interfacege-0/0/0static-ip 11.1.1.1mac00:11:11:11:11:11
vlan GUEST
[edit ethernet-switching-options]
user@switch# set secure-access-port interface ge-0/0/1 static-ip 11.1.1.2 mac
00:22:22:22:22:22 vlan GUEST

5. Configure 802.1X user authentication:
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[edit protocols]
user@switch# set dot1x authenticator authentication-profile-name profile52
user@switch# set dot1x authenticator interface ge-0/0/0 supplicant single
user@switch# set dot1x authenticator interface ge-0/0/1 supplicant single
user@switch# set dot1x authenticator interface ge-0/0/0 supplicant-timeout 2
user@switch# set dot1x authenticator interface ge-0/0/1 supplicant-timeout 2
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Results Check the results of the configuration:

[edit protocols]
dot1x {
authenticator {
authentication-profile-name profile52;

}
interface {
ge-0/0/0.0 {
guest-vlan GUEST;
supplicant single;
supplicant-timeout 2;

}
ge-0/0/1.0 {
guest-vlan GUEST;
supplicant single;
supplicant-timeout 2;

}
}

}
}

[edit vlans]
GUEST {
vlan-id 100;

}

[edit interfaces]
ge-0/0/0 {
unit 0 {
family ethernet-switching {
port-mode access;

}
}

}
ge-0/0/1 {
unit 0 {
family ethernet-switching {
port-mode access;

}
}

}
ge-0/0/24 {
unit 0 {
family ethernet-switching {
vlan {
members GUEST;

}
}

}
}

[edit ethernet-switching-options]
secure-access-port {
interface ge-0/0/0.0 {
static-ip 11.1.1.1 vlan GUESTmac 00:11:11:11:11:11;
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}
interface ge-0/0/1.0 {
static-ip 11.1.1.2 vlan GUESTmac 00:22:22:22:22:22;

}
interface ge-0/0/24.0 {
dhcp-trusted;

}
vlan GUEST {
examine-dhcp;
ip-source-guard;

}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That 802.1X User Authentication Is Working on the Interface on page 87

• Verifying the VLAN Association with the Interface on page 88

• Verifying That DHCP Snooping Is Working on the VLAN on page 88

• Verifying That IP Source Guard Is Working on the VLAN on page 88

Verifying That 802.1X User Authentication IsWorking on the Interface

Purpose Verify that the 802.1X configuration is working on the interface.

Action user@switch> show dot1x interface ge/0/0/0.0 detail
ge-0/0/0.0
  Role: Authenticator
  Administrative state: Auto
  Supplicant mode: Single
  Number of retries: 2
  Quiet period: 30 seconds
  Transmit period: 15 seconds
  Mac Radius: Disabled
  Mac Radius Restrict: Disabled
  Reauthentication: Enabled
  Configured Reauthentication interval: 3600 seconds
  Supplicant timeout: 2 seconds
  Server timeout: 30 seconds
  Maximum EAPOL requests: 1
  Guest VLAN member: GUEST
  Number of connected supplicants: 1
    Supplicant: md5user01, 00:30:48:90:53:B7
      Operational state: Authenticated
      Backend Authentication state: Idle
      Authentcation method: Radius
      Authenticated VLAN: DATA
      Session Reauth interval: 3600 seconds
      Reauthentication due in 3581 seconds

Meaning TheSupplicantmode fielddisplays theconfiguredadministrativemode for each interface.

The Guest VLANmember field displays the VLAN to which a supplicant is connected
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when the supplicant is authenticated using a guest VLAN. The Authenticated VLAN field

displays the VLAN to which the supplicant is connected.

Verifying the VLANAssociation with the Interface

Purpose Verify interface states and VLANmemberships.

Action user@switch> show ethernet-switching interfaces
Interface    State  VLAN members        Tag   Tagging  Blocking 
ge-0/0/0.0  up     DATA                101   untagged unblocked
ge-0/0/1.0  up     DATA                101   untagged unblocked
ge-0/0/24   up     DATA                101   untagged unblocked

Meaning The VLANmembers field shows the associations between VLANs and interfaces. The

State field shows whether the interfaces are up or down.

For the guest VLAN configuration, the interface is associated with the guest VLAN if and

when the supplicant fails 802.1X user authentication.

Verifying That DHCP Snooping IsWorking on the VLAN

Purpose Verify that DHCP snooping is enabled and working on the VLAN. Send some DHCP

requests from network devices (DHCP clients) connected to the switch.

Action user@switch> show dhcp snooping binding
DHCP Snooping Information:
MAC address        IP address        Lease (seconds)  Type     VLAN    Interface
00:30:48:90:53:B7  212.2.1.241                 86392  dynamic  DATA    ge-0/0/24.0

Meaning When the interface on which the DHCP server connects to the switch has been set to

dhcp-trusted, the output shows for eachMACaddress, the assigned IP address and lease

time—that is, the time, in seconds, remainingbefore the leaseexpires. Static IPaddresses

have no assigned lease time. Statically configured entries never expire.

Verifying That IP Source Guard IsWorking on the VLAN

Purpose Verify that IP source guard is enabled and working on the VLAN.

Action user@switch> show ip-source-guard
IP source guard information:
Interface    Tag   IP Address       MAC Address         VLAN
ge-0/0/0.0  0     212.2.1.242      00:30:48:90:63:B7   DATA       
ge-0/0/1.0  0     212.2.1.243      00:30:48:90:73:B7   DATA 

Meaning The IP source guard database table contains the VLANs for which IP source guard is

enabled, the untrusted access interfaces on those VLANs, the VLAN 802.1Q tag IDs if

there are any, and the IP addresses and MAC addresses that are bound to one another.

If a switch interface is associated with multiple VLANs and some of those VLANs have

IP sourceguardenabled (or configured)whileothersdonothave IP sourceguardenabled,
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the VLANs that do not have IP source guard enabled have a star (*) in the IP Address

andMACAddress fields.

Related
Documentation

Example: Configuring Basic Port Security Features on page 45•

• Example: Setting Up VoIP with 802.1X and LLDP-MED on an EX Series Switch

• Example: Configuring IP Source Guard on a Data VLAN That Shares an Interface with

a Voice VLAN on page 89

• Configuring IP Source Guard (CLI Procedure) on page 150

Example: Configuring IP Source Guard on a Data VLAN That Shares an Interface with
a Voice VLAN

Ethernet LANswitches are vulnerable to attacks that involve spoofing (forging) of source

IP addresses or source MAC addresses. These spoofed packets are sent from hosts

connected to untrusted access interfaces on the switch. You can enable the IP source

guard port security feature on EX Series switches tomitigate the effects of such attacks.

If IP source guard determines that a source IP address and a source MAC address in a

binding in an incoming packet are not valid, the switch does not forward the packet.

If two VLANs share an interface, you can configure IP source guard on just one of the

VLANs; in this example, you configure IP source guard on an untagged data VLAN but

not on the tagged voice VLAN. You can use 802.1X user authentication to validate the

device connections on the data VLAN.

This exampledescribeshowtoconfigure IP sourceguardwith802.1Xuser authentication

on a data VLAN, with a voice VLAN on the same interface:

• Requirements on page 89

• Overview and Topology on page 90

• Configuration on page 91

• Verification on page 93

Requirements

This example uses the following hardware and software components:

• One EX Series switch

• Junos OS Release 9.2 or later for EX Series switches

• A DHCP server to provide IP addresses to network devices on the switch

• A RADIUS server to provide 802.1X authentication

Before you configure IP source guard for the data VLANs, be sure you have:

• Connected the DHCP server to the switch.
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• Connected the RADIUS server to the switch and configured user authentication on the

server. See Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch.

• Configured the VLANs. See Example: Setting Up Bridging with Multiple VLANs for EX

Series Switches for detailed information about configuring VLANs.

Overview and Topology

IP source guard checks the IP source address and MAC source address in a packet sent

from a host attached to an untrusted access interface on the switch. If IP source guard

determines that the packet header contains an invalid source IP address or source MAC

address, it ensures that the switch does not forward the packet—that is, the packet is

discarded.

When you configure IP source guard, you enable on it on one or more VLANs. IP source

guardapplies its checking rules tountrustedaccess interfaceson thoseVLANs.Bydefault,

on EX Series switches, access interfaces are untrusted and trunk interfaces are trusted.

IP source guard does not check packets that have been sent to the switch by devices

connected to either trunk interfaces or trusted access interfaces—that is, interfaces

configured with dhcp-trusted so that a DHCP server can be connected to that interface

to provide dynamic IP addresses.

IP source guard obtains information about IP-address/MAC-address/VLAN bindings

from the DHCP snooping database. It causes the switch to validate incoming IP packets

against the entries in that database.

The topology for this example includes one EX-3200-24P switch, a PC and an IP phone

connected on the same interface, a connection to a DHCP server, and a connection to a

RADIUS server for user authentication.

NOTE: The 802.1X user authentication applied in this example is for single
supplicants.

You can also use IP source guard with 802.1X user authentication for
single-securesupplicantormultiplesupplicantmode. If youare implementing
IP source guard with 802.1X authentication in single-secure supplicant or
multiple supplicant mode, youmust use the following configuration
guidelines:

• If the 802.1X interface is part of an untaggedMAC-based VLAN and you
want to enable IP source guard and DHCP snooping on that VLAN, you
must enable IP source guard andDHCP snooping on all dynamic VLANs in
which the interface has untaggedmembership.

• If the 802.1X interface is part of a taggedMAC-based VLAN and you want
to enable IP source guard and DHCP snooping on that VLAN, youmust
enable IP sourceguardandDHCPsnoopingonall dynamicVLANs inwhich
the interface has taggedmembership.
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TIP: You can set the ip-source-guard flag in the traceoptions (Access Port

Security) statement for debugging purposes.

This example shows how to configure a static IP address to be added to the
DHCP snooping database.

Configuration

CLI Quick
Configuration

To quickly configure IP source guard on a data VLAN, copy the following commands and

paste them into the switch terminal window:

set ethernet-switching-options voip interface ge-0/0/14.0 vlan voice
set ethernet-switching-options secure-access-port interface ge-0/0/24.0 dhcp-trusted
set ethernet-switching-options secure-access-port interface ge-0/0/14 static-ip 11.1.1.1 mac
00:11:11:11:11:11 vlan data
set ethernet-switching-options secure-access-port vlan data examine-dhcp
set ethernet-switching-options secure-access-port vlan data ip-source-guard
set interfaces ge-0/0/24 unit 0 family ethernet-switching vlanmembers data
set vlans voice vlan-id 100
set protocols lldp-med interface ge-0/0/14.0
set protocols dot1x authenticator authentication-profile-name profile52
set protocols dot1x authenticator interface ge-0/0/14.0 supplicant single

Step-by-Step
Procedure

To configure IP source guard on the data VLAN:

1. Configure the VoIP interface:

[edit ethernet-switching-options]
user@switch# set voip interface ge-0/0/14.0 vlan voice

2. Configure the interface on which the DHCP server is connected to the switch as a

trusted interface and add that interface to the data VLAN:

[edit ethernet-switching-options]
user@switch# set secure-access-port interface ge-0/0/24.0 dhcp-trusted
[edit interfaces]
user@switch# set ge-0/0/24 unit 0 family ethernet-switching vlanmembers data

3. Configure a static IP address on an interface on the data VLAN (optional)

[edit ethernet-switching-options]
user@switch# setsecure-access-port interfacege-0/0/14static-ip 11.1.1.1mac00:11:11:11:11:11
vlan data

4. Configure DHCP snooping and IP source guard on the data VLAN:

[edit ethernet-switching-options]
user@switch# set secure-access-port vlan data examine-dhcp
user@switch# set secure-access-port vlan data ip-source-guard

5. Configure802.1X user authentication andLLDP-MEDon the interface that is shared

by the data VLAN and the voice VLAN:

[edit protocols]
user@switch# set lldp-med interface ge-0/0/14.0
user@switch# set dot1x authenticator authentication-profile-name profile52
user@switch# set dot1x authenticator interface ge-0/0/14.0 supplicant single

6. Set the VLAN ID for the voice VLAN:

[edit vlans]
user@switch# set voice vlan-id 100
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Results Check the results of the configuration:

[edit ethernet-switching-options]
user@switch# show
voip {
interface ge-0/0/14.0 {
vlan voice;

}
}
secure-access-port {
interface ge-0/0/14.0 {
static-ip 11.1.1.1 vlan datamac 00:11:11:11:11:11;

}
interface ge-0/0/24.0 {
dhcp-trusted;

}
vlan data {
examine-dhcp;
ip-source-guard;

}
}

[edit interfaces]
ge-0/0/24 {
unit 0 {
family ethernet-switching {
vlan {
members data;

}
}

}
}

[edit vlans]
voice {
vlan-id 100;

}

[edit protocols]
lldp-med {
interface ge-0/0/14.0;

}
dot1x {
authenticator {
authentication-profile-name profile52;
interface {
ge-0/0/14.0 {
supplicant single;

}
}

}
}

TIP: If youwanted to configure IP source guard on the voice VLAN aswell as
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on the data VLAN, you would configure DHCP snooping and IP source guard
exactly as you did for the data VLAN. The configuration result for the voice
VLAN under secure-access-portwould look like this:

secure-access-port {
vlan voice {
examine-dhcp;
ip-source-guard;

}
}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That 802.1X User Authentication Is Working on the Interface on page 93

• Verifying the VLAN Association with the Interface on page 94

• Verifying That DHCP Snooping and IP Source Guard AreWorking on the Data

VLAN on page 94

Verifying That 802.1X User Authentication IsWorking on the Interface

Purpose Verify the 802.1X configuration on interface ge-0/0/14.

Action Verify the802.1Xconfigurationwith theoperationalmodecommand showdot1x interface:

user@switch> show dot1x interface ge-0/0/14.0 detail
ge-0/0/14.0
  Role: Authenticator
  Administrative state: Auto
  Supplicant mode: Single
  Number of retries: 3
  Quiet period: 60 seconds
  Transmit period: 30 seconds
  Mac Radius: Disabled
  Mac Radius Restrict: Disabled
  Reauthentication: Enabled
  Configured Reauthentication interval: 3600 seconds
  Supplicant timeout: 30 seconds
  Server timeout: 30 seconds
  Maximum EAPOL requests: 2
  Guest VLAN member: <not configured>
  Number of connected supplicants: 1
    Supplicant: user101, 00:04:0f:fd:ac:fe
      Operational state: Authenticated
      Authentication method: Radius
      Authenticated VLAN: vo11
      Dynamic Filter: <not configured>
      Session Reauth interval: 60 seconds
      Reauthentication due in 50 seconds

Meaning The Supplicantmode output field displays the configured administrative mode for each

interface. Interface ge-0/0/14.0 displays Single supplicant mode.
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Verifying the VLANAssociation with the Interface

Purpose Display the interface state and VLANmembership.

Action user@switch> show ethernet-switching interfaces
 Ethernet-switching table: 0 entries, 0 learned

user@switch> show ethernet-switching interfaces 
Interface   State    VLAN members         Blocking 
ge-0/0/0.0  down     default              unblocked
ge-0/0/1.0  down     employee             unblocked
ge-0/0/2.0  down     employee             unblocked
ge-0/0/12.0 down     default              unblocked
ge-0/0/13.0 down     default              unblocked
ge-0/0/13.0 down     vlan100              unblocked
ge-0/0/14.0 up       voice                unblocked
                     data                 unblocked
ge-0/0/17.0 down     employee             unblocked
ge-0/0/23.0 down     default              unblocked
ge-0/0/24.0 down     data                 unblocked
                     employee             unblocked
                     vlan100              unblocked
                     voice                unblocked

Meaning The field VLANmembers shows that the ge-0/0/14.0 interface supports both the data

VLAN and the voice VLAN. The State field shows that the interface is up.

Verifying That DHCP Snooping and IP Source Guard AreWorking on the Data
VLAN

Purpose Verify that DHCP snooping and IP source guard are enabled and working on the data

VLAN.
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Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display the DHCP snooping information when the interface on which the DHCP server

connects to the switch is trusted. The following output results when requests are sent

from the MAC addresses and the server has provided the IP addresses and leases:

user@switch> show dhcp snooping binding
DHCP Snooping Information:
MAC address        IP address  Lease (seconds) Type     VLAN      Interface

00:05:85:3A:82:77  192.0.2.17  600             dynamic  employee  ge-0/0/1.0
00:05:85:3A:82:79  192.0.2.18  653             dynamic  employee  ge-0/0/1.0
00:05:85:3A:82:80  192.0.2.19  720             dynamic  employee  ge-0/0/2.0
00:05:85:3A:82:81  192.0.2.20  932             dynamic  employee  ge-0/0/2.0

                        00:30:48:92:A5:9D  10.10.10.7  720             dynamic  
vlan100   ge-0/0/13.0
00:30:48:8D:01:3D  10.10.10.9  720             dynamic  data      ge-0/0/14.0
00:30:48:8D:01:5D  10.10.10.8  1230            dynamic  voice     ge-0/0/14.0
00:11:11:11:11:11  11.1.1.1    —               static   data      ge-0/0/14.0
00:05:85:27:32:88  192.0.2.22  —               static   employee  ge-0/0/17.0
00:05:85:27:32:89  192.0.2.23  —               static   employee  ge-0/0/17.0
00:05:85:27:32:90  192.0.2.27  —               static   employee  ge-0/0/17.0

View the IP source guard information for the data VLAN.

user@switch> show ip-source-guard
IP source guard information:
Interface    Tag  IP Address   MAC Address        VLAN

ge-0/0/13.0  0    10.10.10.7   00:30:48:92:A5:9D  vlan100 

ge-0/0/14.0  0    10.10.10.9   00:30:48:8D:01:3D  data
ge-0/0/14.0  0    11.1.1.1     00:11:11:11:11:11  data 

ge–0/0/13.0  100  *            *                  voice

Meaning When the interface on which the DHCP server connects to the switch has been set to

trusted, the output (see the preceding sample output for show dhcp snooping binding)

shows, for each MAC address, the assigned IP address and lease time—that is, the time,

in seconds, remaining before the lease expires. Static IP addresses have no assigned

lease time. Statically configured entries never expire.

The IP source guard database table contains the VLANs enabled for IP source guard, the

untrusted access interfaces on those VLANs, the VLAN 802.1Q tag IDs if there are any,

and the IP addresses and MAC addresses that are bound to one another. If a switch

interface is associated with multiple VLANs and some of those VLANs are enabled for

IP source guard and others are not, the VLANs that are not enabled for IP source guard

have a star (*) in the IPAddressand MACAddress fields. See the entry for the voiceVLAN

in the preceding sample output.
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Related
Documentation

Example:Configuring IPSourceGuardwithOtherEXSeriesSwitchFeatures toMitigate

Address-Spoofing Attacks on Untrusted Access Interfaces on page 79

•

• Example: Configuring Basic Port Security Features on page 45

• Example: Setting Up VoIP with 802.1X and LLDP-MED on an EX Series Switch

• Configuring IP Source Guard (CLI Procedure) on page 150

Example:Configuring IPv6SourceGuardandNeighborDiscovery Inspection toProtect
a Switch from IPv6 Address Spoofing

This example describes how to enable IPv6 source guard and neighbor discovery

inspection on a specified VLAN to protect an EX Series switch against IPv6 address

spoofing attacks.

• Requirements on page 96

• Overview and Topology on page 96

• Configuration on page 98

• Verification on page 98

Requirements

This example uses the following hardware and software components:

• One EX2200 or EX3300 switch

• Junos OS Release 14.1X53-D10 or later for EX Series switches

• A DHCPv6 server to provide IPv6 addresses to network devices on the switch

Before you configure IPv6 source guard and neighbor discovery inspection to prevent

IPv6 address spoofing attacks, be sure you have:

• Connected the DHCPv6 server to the switch.

• Configured theVLANtowhichyouareaddingDHCPv6security features.SeeConfiguring

VLANs for EX Series Switches (CLI Procedure).

Overview and Topology

EthernetLANswitchesarevulnerable toattacksonsecurity that involve spoofing (forging)

of sourceMACaddressesor source IPv6addresses. These spoofedpackets are sent from

hosts connected to untrusted access interfaces on the switch. For more information on

IPv6 address spoofing attacks, see “Understanding IPv6 Neighbor Discovery Inspection”

on page 23.

IPv6 source guard and neighbor discovery inspection mitigate the risk of IPv6 spoofing

attacksbyusing theDHCPv6snooping table.Alsoknownas thebinding table, theDHCPv6

snooping table contains the valid bindings of IPv6 addresses to MAC addresses. When

a packet is sent from a host attached to an untrusted access interface on the switch,

IPv6sourceguardverifies the source IPv6addressandMACaddressof thepacketagainst
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theDHCPv6 snooping table. If there is nomatch in the table, the switch does not forward

thepacket—that is, thepacket isdiscarded.Neighbordiscovery inspectionverifiesneighbor

discovery messages sent between IPv6 nodes on the same network link against the

DHCPv6 snooping table, and also discards the packet if no match is found.

This example shows how to configure these important port security features on a switch

that is connected to a DHCPv6 server. The setup for this example includes the VLAN

sales on the switch. Figure 11 on page 65 illustrates the topology for this example.

NOTE: The trunk interface connecting to the DHCPv6 server interface is a
trusted port by default.

Figure 14: Network Topology for Basic Port Security

The components of the topology for this example are shown in Table 8 on page 65.

Table 11: Components of the Port Security Topology

SettingsProperties

One EX2200 or EX3300 switchSwitch hardware

sales, tagVLAN name and ID

192.0.2.16/28

192.0.2.17 through 192.0.2.30

192.0.2.31 is the subnet's broadcast address

VLAN subnets

ge-0/0/1, ge-0/0/2, ge-0/0/3, ge-0/0/8Interfaces in sales
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Table 11: Components of the Port Security Topology (continued)

SettingsProperties

ge-0/0/8Interface connecting to DHCPv6 server

In this example, the switch has already been configured as follows:

• All access ports are untrusted, which is the default setting.

• The trunk port (ge-0/0/8) is trusted, which is the default setting.

• The VLAN (sales) has been configured to include the specified interfaces.

Configuration

CLI Quick
Configuration

To quickly configure IPv6 source guard and neighbor discovery inspection, copy the

following commands and paste them into the switch terminal window:

[edit]
set ethernet-switching-options secure-access-port vlan sales examine-dhcpv6
set ethernet-switching-options secure-access-port vlan sales ipv6-source-guard
set ethernet-switching-options secure-access-port vlan sales neighbor-discovery-inspection

Step-by-Step
Procedure

Configure IPv6 source guard and neighbor discovery inspection (and thereby, also

automatically configure DHCPv6 snooping) on the VLAN:

1. Enable DHCPv6 snooping on the VLAN:

[edit ethernet-switching-options secure-access-port vlan sales]
user@switch# set examine-dhcpv6

2. Configure IPv6 source guard on the VLAN:

[edit ethernet-switching-options secure-access-port vlan sales]
user@switch# set ipv6-source-guard

3. Configure neighbor discovery inspection on the VLAN:

[edit ethernet-switching-options secure-access-port vlan sales]
user@switch# set neighbor-discovery-inspection

Results Check the results of the configuration:

user@switch> show ethernet-switching-options secure-access-port
vlan sales {
examine-dhcpv6;
ipv6-source-guard;
neighbor-discovery-inspection;
}

}

Verification

Confirm that the configuration is working properly.

• Verifying That DHCPv6 Snooping Is Working Correctly on the Switch on page 99

• Verifying That Neighbor Discovery Inspection Is Working Correctly on the

Switch on page 99
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Verifying That DHCPv6 Snooping IsWorking Correctly on the Switch

Purpose Verify that DHCPv6 snooping is working on the switch.

Action SendDHCPv6 requests fromnetworkdevices (in this example, theseareDHCPv6clients)

connected to the switch.

Display the DHCPv6 snooping information when the port on which the DHCPv6 server

connects to the switch is trusted. The following is the output when requests are sent

from the MAC addresses and the server has provided the IPv6 addresses and leases:

user@switch> show dhcpv6 snooping binding
DHCP Snooping Information:
MAC address        IP address             Lease (seconds)  Type  VLAN    Interface
00:10:94:00:00:01  3000::10:10:0:3        3599992      dynamic  sales    ge-0/0/1.0
00:10:94:00:00:01  fe80::210:94ff:fe00:1  3599992      dynamic  sales    ge-0/0/1.0
00:10:94:00:00:02  3000::10:10:0:4        3599992      dynamic  sales    ge-0/0/2.0
00:10:94:00:00:02  fe80::210:94ff:fe00:2  3599992      dynamic  sales    ge-0/0/2.0
00:10:94:00:00:03  3000::10:10:0:5        3599992      dynamic  sales    ge-0/0/3.0
00:10:94:00:00:03  fe80::210:94ff:fe00:3  3599992      dynamic  sales    ge-0/0/3.0

Meaning The output shows the assigned IP address, the MAC address, the VLAN name, and the

time, in seconds, leased to the IP address. Because IPv6 hosts usually havemore than

one IP address assigned to each of their IPv6-enabled network interfaces, there are two

entries added for each client: one with the link-local IP address, which is used by the

client for DHCP transactions, and another with the IP address assigned by the server.

The link-local address always has the prefix fe80::/10.

Verifying That Neighbor Discovery Inspection IsWorking Correctly on the Switch

Purpose Verify that neighbor discovery inspection is working on the switch.

Action Send neighbor discovery packets from network devices connected to the switch.

Display the neighbor discovery information:

user@switch> show neighbor-discovery-inspection statistics
ND inspection statistics:
Interface        Packets received   ND inspection pass    ND inspection failed
ge-0/0/1.0                      7                    5                     2
ge-0/0/2.0                     10                   10                     0
ge-0/0/3.0                     12                   12                     0

Meaning The sample output shows the number of neighbor discovery packets received and

inspected per interface, and lists the number of packets passed and the number that

failed the inspection on each interface. The switch compares the neighbor discovery

requests and replies against the entries in the DHCPv6 snooping database. If a MAC

address or IPv6 address in the neighbor discovery packet does not match a valid entry

in the database, the packet is dropped.
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Related
Documentation

Configuring IP Source Guard (CLI Procedure) on page 150•

• Enabling DHCP Snooping (CLI Procedure) on page 134

• Configuring Port Security (CLI Procedure) on page 112

Example: Setting UpDHCPOption 82with a Switch as a Relay Agent BetweenClients
and a DHCP Server

You can use DHCP option 82, also known as the DHCP relay agent information option,

to help protect the switch against attacks such as spoofing (forging) of IP addresses and

MAC addresses, and DHCP IP address starvation. Option 82 provides information about

the network location of a DHCP client, and the DHCP server uses this information to

implement IP addresses or other parameters for the client.

This example describes how to configureDHCPoption82ona switch that is on the same

VLANwith theDHCPclientsbutonadifferentVLANfromtheDHCPserver. in thisexample,

the switch acts as a relay agent:

• Requirements on page 100

• Overview and Topology on page 101

• Configuration on page 101

Requirements

This example uses the following hardware and software components:

• One EX4200-24P switch or one QFX3500 switch

• Junos OS Release 9.3 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure DHCP option 82 on the switch, be sure you have:

• Connected and configured the DHCP server.

NOTE: Your DHCP server must be configured to accept DHCP option 82.
If it isnotconfigured forDHCPoption82, it doesnotuse theDHCPoption82
information in the requests sent to itwhen it formulates its replymessages.

• Configured the employee VLAN on the switch and associated the interfaces on which

the clients connect to the switch with that VLAN. See the task for your platform:

• Configuring VLANs for EX Series Switches (CLI Procedure)

• Configuring VLANs for the QFX Series

• Configured the corporate VLAN for the DHCP server.
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• Configured the switch as a BOOTP relay agent. See DHCP/BOOTP Relay for Switches

Overview.

• Configured the routed VLAN interface (RVI) to allow the switch to relay packets to the

server and receive packets from the server. See Configuring Routed VLAN Interfaces

(CLI Procedure) or Configuring IRB Interfaces for the QFX Series.

Overview and Topology

If DHCP option 82 is enabled on the switch, then when a network device—a DHCP

client—that is connected to the switch on an untrusted interface sends a DHCP request,

the switch inserts information about the client's network location into the packet header

of that request. The switch then sends the request (in this setting, it relays the request)

to theDHCPserver. TheDHCPserver reads theoption82 information in thepacketheader

and uses it to implement the IP address or other parameter for the client.

When option 82 is enabled on the switch, then this sequence of events occurs when a

DHCP client sends a DHCP request:

1. The switch receives the request and inserts the option 82 information in the packet

header.

2. The switch relays the request to the DHCP server.

3. The server uses the DHCP option 82 information to formulate its reply and sends a

response back to the switch. It does not alter the option 82 information.

4. The switch strips the option 82 information from the response packet.

5. The switch forwards the response packet to the client.

In this example, you configure option 82 on the switch. The switch is configured as a

BOOTP relay agent. The switch connects to the DHCP server through the routed VLAN

interface (RVI) that you configured. The switch and clients aremembers of the employee

VLAN. The DHCP server is a member of the corporate VLAN.

Configuration

To configure DHCP option 82:

CLI Quick
Configuration

To quickly configure DHCP option 82, copy the following commands and paste them

into the switch terminal window:

set forwarding-options helpers bootp dhcp-option82
set forwarding-options helpers bootp dhcp-option82 circuit-id prefix hostname
set forwarding-options helpers bootp dhcp-option82 circuit-id use-vlan-id
set forwarding-options helpers bootp dhcp-option82 remote-id
set forwarding-options helpers bootp dhcp-option82 remote-id prefix mac
set forwarding-options helpers bootp dhcp-option82 remote-id use-string employee-switch1
set forwarding-options helpers bootp dhcp-option82 vendor-id
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Step-by-Step
Procedure

To configure DHCP option 82:

1. Specify DHCP option 82 for the employee VLAN:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82

2. Configure a prefix for the circuit ID suboption (the prefix is always the hostname of

the switch):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 circuit-id prefix hostname

3. Specify that the circuit ID suboption value contains the VLAN ID rather than the

VLAN name (the default):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 circuit-id use-vlan-id

4. Specify that the remote IDsuboptionbe included in theDHCPoption82 information:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id

5. Configure a prefix for the remote ID suboption (here, the prefix is the MAC address

of the switch):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id prefix mac

6. Specify that the remote ID suboption value contains a character string (here, the

string is employee-switch1):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id use-string employee-switch1

7. Configure a vendor ID suboption value, and use the default value. To use the default

value, do not type a character string after the vendor-id option keyword:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 vendor-id

Results Check the results of the configuration:

[edit forwarding-options helpers bootp]
user@switch# show
dhcp-option82 {
circuit-id {
prefix hostname;
use-vlan-id;

}
remote-id {
prefix mac;
use-string employee-switch1;

}
vendor-id;

}

Related
Documentation

Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

•

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 155
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• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.

• forwarding-options

Example: Setting Up DHCPOption 82with a Switch with No Relay Agent Between
Clients and a DHCP Server

You can use DHCP option 82, also known as the DHCP relay agent information option,

to help protect the switch against attacks such as spoofing (forging) of IP addresses and

MAC addresses, and DHCP IP address starvation. Option 82 provides information about

the network location of a DHCP client, and the DHCP server uses this information to

implement IP addresses or other parameters for the client.

This example describes how to configure DHCPoption 82 on a switchwith DHCP clients,

DHCP server, and switch all on the same VLAN:

• Requirements on page 103

• Overview and Topology on page 104

• Configuration on page 105

Requirements

This example uses the following hardware and software components:

• One EX Series or QFX Series switch

• Junos OS Release 9.3 or later for EX Series switches or Junos OS Release 12.1 or later

for the QFX Series

• A DHCP server to provide IP addresses to network devices on the switch

Before you configure DHCP option 82 on the switch, be sure you have:

• Connected and configured the DHCP server.

NOTE: Your DHCP server must be configured to accept DHCP option 82.
If it is not configured for DHCP option 82, it does not use the DHCP option
82 information in the requests sent to it when it formulates its reply
messages.

• Configured the employee VLAN on the switch and associated the interfaces on which

the clients and the server connect to the switch with that VLAN. See the task for your

platform:

• Configuring VLANs for EX Series Switches (CLI Procedure)

• Configuring VLANs for the QFX Series
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Overview and Topology

If DHCP option 82 is enabled on the switch, then when a network device—a DHCP

client—that is connected to the switch on an untrusted interface sends a DHCP request,

the switch inserts information about the client's network location into the packet header

of that request. The switch then sends the request to the DHCP server. The DHCP server

reads the option 82 information in the packet header and uses it to implement the IP

address or other parameter for the client.

DHCP option 82 is enabled on an individual VLAN or on all VLANs on the switch.

When option 82 is enabled on the switch, then this sequence of events occurs when a

DHCP client sends a DHCP request:

1. The switch receives the request and inserts the option 82 information in the packet

header.

2. The switch forwards the request to the DHCP server.

3. The server uses the DHCP option 82 information to formulate its reply and sends a

response back to the switch. It does not alter the option 82 information.

4. The switch strips the option 82 information from the response packet.

5. The switch forwards the response packet to the client.

Figure 15 on page 104 illustrates the topology for this example.

Figure 15: Network Topology for ConfiguringDHCPOption82onaSwitch
That Is on the Same VLAN as the DHCP Clients and the DHCP Server

In this example, you configure DHCP option 82 on the switch. The switch connects to the

DHCPserver on interfacege-0/0/8. TheDHCPclients connect to the switchon interfaces
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ge-0/0/1, ge-0/0/2, and ge-0/0/3. The switch, server, and clients are all members of the

employee VLAN.

Configuration

CLI Quick
Configuration

To quickly configure DHCP option 82, copy the following commands and paste them

into the switch terminal window:

set ethernet-switching-options secure-access-port vlan employee dhcp-option82
setethernet-switching-optionssecure-access-portvlanemployeedhcp-option82circuit-idprefix
hostname
set ethernet-switching-options secure-access-port vlan employee dhcp-option82 circuit-id
use-vlan-id
set ethernet-switching-options secure-access-port vlan employee dhcp-option82 remote-id
set ethernet-switching-options secure-access-port vlan employee dhcp-option82 remote-id
prefix mac
set ethernet-switching-options secure-access-port vlan employee dhcp-option82 remote-id
use-string employee-switch1
set ethernet-switching-options secure-access-port vlan employee dhcp-option82 vendor-id

Step-by-Step
Procedure

To configure DHCP option 82:

1. Specify DHCP option 82 for the employee VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82

2. Configure a prefix for the circuit ID suboption (the prefix is always the hostname of

the switch):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 circuit-id prefix hostname

3. Specify that the circuit ID suboption value contains the VLAN ID rather than the

VLAN name (the default):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 circuit-id use-vlan-id

4. Specify that the remote IDsuboptionbe included in theDHCPoption82 information:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id

5. Configure a prefix for the remote ID suboption (here, the prefix is the MAC address

of the switch):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id prefix mac

6. Specify that the remote ID suboption value contain a character string (here, the

string is employee-switch1):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id use-string employee-switch1

7. Configure a vendor ID suboption value, and use the default value. To use the default

value, do not type a character string after the vendor-id option keyword:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 vendor-id

Results Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
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vlan employee {
dhcp-option82 {
circuit-id {
prefix hostname;
use-vlan-id;

}
remote-id {
prefix mac;
use-string employee-switch1;

}
vendor-id;

}
}

Related
Documentation

Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

•

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 158

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.

• secure-access-port on page 233

• secure-access-port

Example:UsingCoSForwardingClassestoPrioritizeSnoopedPackets inHeavyNetwork
Traffic

On EX Series switches youmight need to use class of service (CoS) to protect packets

from critical applications from being dropped during periods of network congestion and

delay and youmight also need the port security features of DHCP snooping and dynamic

ARP inspection (DAI) on the sameports throughwhich thosecritical packetsareentering

and leaving. You can combine the advantages of both these features by using CoS

forwarding classes and queues to prioritize snooped and inspected packets. This type

of configuration places the snooped and inspected packets in the desired egress queue,

ensuring that the security procedure does not interfere with the transmittal of this

high-priority traffic. This is especially important for traffic that is sensitive to jitter and

delay, such as voice traffic.

This example shows how to configure the switch to prioritize snooped and inspected

packets in heavy network traffic.

• Requirements on page 107

• Overview and Topology on page 107

• Configuration on page 108

• Verification on page 109
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Requirements

This example uses the following hardware and software components:

• One EX Series switch

• Junos OS Release 11.2 or later for EX Series switches

• A DHCP server to provide IP addresses to network devices on the switch

Before you specify CoS forwarding classes for snooped and inspected packets, be sure

you have:

• Connected the DHCP server to the switch.

• Configured the VLAN VLAN200 on the switch. See Configuring VLANs for EX Series

Switches (CLI Procedure).

• Configured two interfaces, ge-0/0/1 and ge-0/0/8, to belong to VLAN200.

Overview and Topology

Ethernet LANs are vulnerable to address spoofing and DoS attacks on network devices.

To protect the devices from such attacks, you can configure DHCP snooping to validate

DHCP servermessages andDAI to protect againstMAC spoofing. If you have to dealwith

periods of heavy network congestion and you want to ensure that sensitive traffic is not

disrupted, you can combine the port security features with CoS forwarding classes to

prioritize the handling of the snooped and inspected security packets.

In the default switch configuration:

• Secure port access is activated on the switch.

• DHCP snooping and DAI are disabled on all VLANs.

• All access ports are untrusted and all trunk ports are trusted for DHCP snooping.

This example shows how to combine the DHCP snooping and DAI security features with

prioritized forwarding of snooped and inspected packets.

Thesetupfor thisexample includestheVLANVLAN200ontheswitch.Figure 16onpage108

illustrates the topology for this example.
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Figure 16:NetworkTopologyforUsingCoSForwardingClassestoPrioritize
Snooped and Inspected Packets

The components of the topology for this example are shown in Table 12 on page 108.

Table 12: Components of the Topology for Using CoS Forwarding Classes to Prioritize Snooped
and Inspected Packets

SettingsProperties

EX Series switchSwitch hardware

VLAN200VLAN name

ge-0/0/1,ge-0/0/2,ge-0/0/3,ge-0/0/8Interfaces in VLAN200

ge-0/0/8Interface for DHCP server

In the configuration tasks for this example, you create a user-defined forwarding class

c1, you enable DHCP snooping and DAI on VLAN200, and you assign the snooped and

inspected packets to forwarding class c1 and queue 6. Queues 6 and 7 are reserved for

high priority, control packets. The packets that are subjected to DHCP snooping and DAI

are control (not data) packets; therefore, it is appropriate to place these snooped and

inspected high-priority control packets in queue 6. (Queue 7 is higher priority than queue

6 and can also be used for this purpose.)

Configuration

To configure DHCP snooping and DAI on VLAN200, and to prioritize the snooped and

inspected packets:
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CLI Quick
Configuration

To quickly configure DHCP snooping and DAI with prioritized forwarding of snooped and

inspectedpackets, copy the followingcommandsandpaste them into theswitch terminal

window:

[edit]
set class-of-service forwarding-classes class c1 queue 6
set ethernet-switching-options security-access-port vlan VLAN200 examine-dhcp
forwarding-class c1
set ethernet-switching-options security-access-port vlan VLAN200 arp-inspection
forwarding-class c1

Step-by-Step
Procedure

Configure DHCP and DAI with prioritized forwarding of snooped and inspected packets:

Create a user-defined forwarding class to be used for prioritizing the snooped and

inspected packets.

1.

[edit class-of-service]
user@switch# set forwarding-classes class c1 queue 6

2. Enable DHCP snooping on the VLAN and apply forwarding class c1 to the snooped

packets:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan VLAN200 examine-dhcp forwarding-class c1

3. Enable DAI on the VLAN and apply forwarding class c1 to the inspected packets:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan VLAN200 arp-inspection forwarding-class c1

Results

Check the results of the configuration:

[edit ethernet-switching-options secure-access-port]
user@switch# show
vlan VLAN200 {
arp-inspection forwarding-class c1;
examine-dhcp forwarding-class c1;

}
[edit class-of-service]
user@switch# show
}
forwarding-classes {
class c1 queue-num 6;

}

Verification

To confirm that the configuration is working properly, perform these tasks:

• Verifying That Prioritized Forwarding Is Working Correctly on the Snooped

Packets on page 109

• Verifying That Prioritized Forwarding Is Working Correctly on the DAI Inspected

Packets on page 110

VerifyingThatPrioritizedForwarding IsWorkingCorrectlyontheSnoopedPackets

Purpose Verify that prioritized forwarding is working on the DHCP snooped packets.
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Action Send someDHCP requests fromnetworkdevices to the switch. Display theoutput queue

for oneof the interfaces inVLAN200 tomake sure that thepackets are being transmitted

in the designated queue:

user@switch> show interfaces ge- 0/0/1 extensive
Egress queues: 8 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets   Dropped packets
    0 best-effort                    0                    0                 0
    1 assured-forw                   0                    0                 0
    5 expedited-fo                   0                    0                 0
    6 c1                             0                 3209                 0
    7 network-cont                   0                126371                0

Meaning The command output shows that packets have been transmitted on forwarding class

c1 queue 6.

Continue testing by changing the setting of examine-dhcp forwarding-class to use one

of the default queues, such as best-effort, and repeat the show interfaces command to

compare the difference in the output. You can tell that the setting is working correctly

by seeing the difference in the number of transmitted packets reported for forwarding

class c1 queue 6.

Verifying That Prioritized Forwarding IsWorking Correctly on the DAI Inspected
Packets

Purpose Verify that prioritized forwarding is working on the DAI inspected packets.

Action Send some ARP requests from network devices to the switch. Display the output queue

for oneof the interfaces inVLAN200 tomake sure that thepackets are being transmitted

in the designated queue:

user@switch> show interfaces ge-0/0/1 extensive
Egress queues: 8 supported, 5 in use
  Queue counters:       Queued packets  Transmitted packets   Dropped packets
    0 best-effort                    0                    0                 0
    1 assured-forw                   0                    0                 0
    5 expedited-fo                   0                    0                 0
    6 c1                             0                 3209                 0
    7 network-cont                   0                126371                0

Meaning The command output shows that packets have been transmitted on forwarding class

c1 queue 6.

Continue testing by changing the setting of arp-inspection forwarding-class to use one

of the default queues, such as best-effort, and repeat the show interfaces command to

compare the difference in the output. You can tell that the setting is working correctly

by seeing the difference in the number of transmitted packets reported for forwarding

class c1 queue 6.

Related
Documentation

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

Copyright © 2015, Juniper Networks, Inc.110

Port Security on EX Series Switches



CHAPTER 4

Configuration Tasks

• Configuring Port Security (CLI Procedure) on page 112

• Configuring Port Security (J-Web Procedure) on page 114

• Configuring Media Access Control Security (MACsec) on page 118

• Enabling DHCP Snooping (CLI Procedure) on page 134

• Enabling DHCP Snooping (J-Web Procedure) on page 137

• Enabling a Trusted DHCP Server (CLI Procedure) on page 138

• Enabling a Trusted DHCP Server (J-Web Procedure) on page 138

• Enabling Dynamic ARP Inspection (CLI Procedure) on page 139

• Enabling Dynamic ARP Inspection (J-Web Procedure) on page 141

• Configuring MAC Limiting (CLI Procedure) on page 142

• Configuring MAC Limiting (J-Web Procedure) on page 145

• Configuring MACMove Limiting (CLI Procedure) on page 147

• Configuring MACMove Limiting (J-Web Procedure) on page 149

• Setting thenoneActiononan Interface toOverrideaMACLimitApplied toAll Interfaces

(CLI Procedure) on page 150

• Configuring IP Source Guard (CLI Procedure) on page 150

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI

Procedure) on page 154

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 155

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 158

• ConfiguringAutorecoveryFromtheDisabledStateonSecureorStormControl Interfaces

(CLI Procedure) on page 161

• Configuring Persistent MAC Learning (CLI Procedure) on page 161

• Making IP-MAC Bindings in the DHCP Snooping Database Persistent (CLI

Procedure) on page 163
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Configuring Port Security (CLI Procedure)

Ethernet LANs are vulnerable to attacks such as address spoofing and Layer 2 denial of

service (DoS) on network devices. Port security features such as DHCP snooping, DAI

(dynamicARP inspection),MAC limiting,MACmove limiting, andpersistentMAC learning,

as well as trusted DHCP server, help protect the access ports on the switch against the

loss of information and productivity that such attacks can cause.

Depending on the particular feature, you can configure the port security feature either

on:

• VLANs—A specific VLAN or all VLANs

• Interfaces—A specific interface or all interfaces

NOTE: If you configure one of the port security features on all VLANs or all
interfaces, theswitchsoftwareenables thatport security featureonallVLANs
and all interfaces that are not explicitly configured with other port security
features.

However, if you do explicitly configure one of the port security features on a
specific VLAN or on a specific interface, youmust explicitly configure any
additional port security features that you want to apply to that VLAN or
interface. Otherwise, the switch software automatically applies the default
values for the feature.

For example, if you disable DHCP snooping on all VLANs and decide to
explicitly enable IP source guard only on a specific VLAN, youmust also
explicitlyenableDHCPsnoopingonthatspecificVLAN.Otherwise, thedefault
value of no DHCP snooping applies to that VLAN.

To configure port security features by using the CLI:

• Enabling DHCP Snooping on page 112

• Enabling Dynamic ARP Inspection (DAI) on page 113

• Enabling IPv6 Neighbor Discovery Inspection on page 113

• Limiting Dynamic MAC Addresses on an Interface on page 113

• Enabling Persistent MAC Learning on an Interface on page 114

• Limiting MAC Address Movement on page 114

• Configuring Trusted DHCP Servers on an Interface on page 114

Enabling DHCP Snooping

You can configure DHCP snooping to enable the device to monitor DHCPmessages

received, ensure that hosts use only the IP addresses that are assigned to them, and

allow access only to authorized DHCP servers.
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To enable DHCP snooping:

• On a specific VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name examine-dhcp

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all examine-dhcp

To enable DHCPv6 snooping:

• On a specific VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name examine-dhcpv6

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all examine-dhcpv6

Enabling Dynamic ARP Inspection (DAI)

You can enable DAI to protect against ARP snooping. To enable DAI:

• On a single VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name arp-inspection

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all arp-inspection

Enabling IPv6 Neighbor Discovery Inspection

You can enable neighbor discovery inspection to protect against IPv6 address spoofing.

• To enable neighbor discovery on a single VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name neighbor-discovery-inspection

• To enable neighbor discovery on all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all neighbor-discovery-inspection

Limiting DynamicMACAddresses on an Interface

Limit the number of dynamic MAC addresses allowed on an interface and specify the

action to take if the limit is exceeded:

• On a single interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface interface-namemac-limit limit action action

• On all interfaces:

[edit ethernet-switching-options secure-access-port]
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user@switch# set interface all mac-limit limit action action

Enabling Persistent MAC Learning on an Interface

You can configure learned MAC addresses to persist on an interface across restarts of

the switch:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface interface-name persistent-learning

LimitingMACAddress Movement

You can limit the number of times a MAC address canmove from its original interface in

1 second:

• On a single VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-namemac-move-limit limit action action

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all mac-move-limit limit action action

Configuring Trusted DHCP Servers on an Interface

Configure a trusted DHCP server on an interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface interface-name dhcp-trusted

Related
Documentation

Configuring Port Security (J-Web Procedure) on page 114•

• ConfiguringAutorecoveryFromtheDisabledStateonSecureorStormControl Interfaces

(CLI Procedure) on page 161

• Example: Configuring Basic Port Security Features on page 45

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Monitoring Port Security on page 255

• Understanding Port Security on page 7

• secure-access-port on page 233

• secure-access-port

Configuring Port Security (J-Web Procedure)

NOTE: This topic applies only to the J-Web Application package.

To configure port security on an EX Series switch using the J-Web interface:

1. Select Configure > Security > Port Security.
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The VLAN List table lists all the VLAN names, VLAN identifiers, port members, and

port security VLAN features.

The Interface List table lists all the ports and indicateswhether security features have

been enabled on the ports.

NOTE: After youmake changes to the configuration on this page, you
must commit the changes for them to take effect. To commit all changes
to the active configuration, select Commit Options > Commit. See Using

the Commit Options to Commit Configuration Changes for details about
all commit options.

2. Click one of the following options:

• Edit—Click this option tomodify the security features for the selected port or VLAN.

Enter informationasspecified inTable 13onpage 115 tomodifyport security settings

on VLANs.

Enter informationas specified inTable 14onpage 117 tomodifyport security settings

on interfaces.

• Activate/Deactivate—Click this option to enable or disable security on the switch.

NOTE: This option is not supported on EX4300 switches.

• Delete—Click this option todelete the security featuresof the selectedport orVLAN.

NOTE: This option is supported only on EX4300 switches.

Table 13: Port Security Settings on VLANs

Your ActionFunctionField

General tab

Select to enable DHCP snooping on a specified VLAN or
all VLANs.

TIP: ForprivateVLANs(P-VLANs), enableDHCPsnooping
on the primary VLAN. If you enable DHCP snooping only
on a community VLAN, DHCPmessages coming from
P-VLAN trunk ports are not snooped.

Allows the switch to monitor and
controlDHCPmessages receivedfrom
untrusted devices connected to the
switch. Builds andmaintains a
database of valid IP addresses/MAC
address bindings. (By default, access
ports areuntrustedand trunkports are
trusted.)

Enable DHCP Snooping
on VLAN

NOTE: On EX4300
switches,DHCPsnooping
is enabled implicitly for
allVLANs if youconfigure
dhcp-security on one or
more VLANs.

Select to enable ARP inspection on a specified VLAN or
all VLANs. (Configure any port on which you do not want
ARP inspection to occur as a trusted DHCP server port.)

Uses information in the DHCP
snooping database to validate ARP
packets on the LAN and protect
against ARP cache poisoning.

Enable ARP Inspection
on VLAN
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Table 13: Port Security Settings on VLANs (continued)

Your ActionFunctionField

Enter a number. The default is unlimited.Number of MACmovements allowed
on the given VLAN.

MACmovement

Select one of the following options:

• log—Generate a system log entry, an SNMP trap, or an
alarm.

• drop—Drop thepacketsandgenerateasystem logentry,
an SNMP trap, or an alarm (default).

• shutdown—ShutdowntheVLANandgenerateanalarm.
You canmitigate the effect of this option by configuring
autorecovery from the disabled state and specifying a
disable timeout value. See “Configuring Autorecovery
From the Disabled State on Secure or Storm Control
Interfaces (CLI Procedure)” on page 161.

• none—Take no action.

EX4300 switches have an additional option:

• drop-and-log—Drop the packet and generate an alarm,
an SNMP trap, or a system log entry.

Specifies the action to be taken if the
MACmovement limit is exceeded.

MACmovement action

DHCP Groups

Enter a name.Specifies the DHCP name of the
group.

Group Name

NOTE: This option is supported only
on EX4300 switches.

To enable this option, select the check box.Specifies trusting DHCP packets on
the selected interface. By default,
trunk ports are dhcp-trusted .

Trusted

NOTE: This option is supported only
on EX4300 switches.

To enable this option, select the check box.Enable or disable the DHCP relay
agent informationoption(option82)
in DHCP packets destined for a
DHCP server.

No Option-82

NOTE: This option is supported only
on EX4300 switches.

Select the required interface.Specifies the DHCP interface.Interfaces

NOTE: This option is supported only
on EX4300 switches.

Ports

Click the Edit button of the selected interface,
to configure the MAC limit and the MAC limit
action.

Name of the interface.Interface

NOTE: This option is supported only
on EX4300 switches.
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Table 13: Port Security Settings on VLANs (continued)

Enter a number. The default is unlimited.MaximumnumberofMACaddresses
learned on the interface.

MAC Limit

NOTE: This option is supported only
on EX4300 switches.

Action to be taken when MAC limit is reached.
The options are:

• drop—Drop the packet and do not learn.
Default is forward.

• drop-and-log—Dropthepacketandgenerate
an alarm, an SNMP trap, or a system log
entry.

• log—Donot drop thepacket but generate an
alarm, an SNMP trap, or a system log entry.

• none—Forward the packet.

• shutdown—Disable the interface and
generate an alarm, an SNMP trap, or a
system log entry.

Specifies theaction tobe taken if the
MACmove limit is exceeded.

MAC Limit Action

NOTE: This option is supported only
on EX4300 switches.

Table 14: Port Security on Interfaces

Your ActionFunctionField

Select to enable DHCP trust.Specifies trusting DHCP packets on the
selected interface. By default, trunk ports
are dhcp-trusted.

Trust DHCP

NOTE: This option
is not supported on
EX4300 switches.

Enter a number.Specifies the number of MAC addresses
that can be learned on a single Layer 2
accessport. This option is not valid for trunk
ports.

NOTE: Trunk ports are supported only on
EX4300 switches.

MAC Limit
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Table 14: Port Security on Interfaces (continued)

Your ActionFunctionField

Select one of the following:

• log—Generate a system log entry, an SNMP trap, or an
alarm.

• drop—Drop the packets and generate a system log
entry, an SNMP trap, or an alarm. (Default)

• shutdown—Shut down the interface and generate an
alarm. You canmitigate the effect of this option by
configuring autorecovery from the disabled state and
specifying a disable timeout value. See “Configuring
Autorecovery From the Disabled State on Secure or
Storm Control Interfaces (CLI Procedure)” on page 161

• none—Take no action.

EX4300 switches have an additional option:

• drop-and-log—Drop the packet and generate an alarm,
an SNMP trap, or a system log entry.

Specifies the action to be taken if the MAC
limit is exceeded. This option is not valid for
trunk ports.

MAC Limit Action

To add a MAC address:

1. Click Add.

2. Enter the MAC address.

3. ClickOK.

Specifies the MAC addresses that are
allowed for the interface.

Allowed MAC List

Related
Documentation

Configuring Port Security (CLI Procedure) on page 112•

• Example: Configuring Basic Port Security Features on page 45

• Monitoring Port Security on page 255

• Understanding Port Security on page 7

ConfiguringMedia Access Control Security (MACsec)

Media Access Control Security (MACsec) is an industry-standard security technology

that provides secure communication for almost all types of traffic on Ethernet links.

MACsec provides point-to-point security on Ethernet links between directly-connected

nodesand is capable of identifying andpreventingmost security threats, includingdenial

of service, intrusion,man-in-the-middle,masquerading,passivewiretapping,andplayback

attacks. MACsec is standardized in IEEE 802.1AE.

You can configure MACsec to secure point-to-point Ethernet links connecting EX Series

or QFX Series switches, or on Ethernet links connecting a switch to a host device such

as a PC, phone, or server. Each point-to-point Ethernet link that youwant to secure using

MACsecmustbeconfigured independently. YoucanenableMACsecon switch-to-switch

links using static secure association key (SAK) security mode or static connectivity

association key (CAK) security mode. Both processes are provided in this document.
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BESTPRACTICE: WerecommendenablingMACsecusingstaticCAKsecurity
mode on switch-to-switch links. Static CAK security mode ensures security
by frequently refreshing to a new random secure association key (SAK) and
by only sharing the SAK between the two devices on the MACsec-secured
point-to-point link. Additionally, some optional MACsec features—replay
protection, SCI tagging, and the ability to exclude traffic fromMACsec—are
only available for MACsec-secured switch-to-switch connections that are
enabled using static CAK security mode.

The configuration steps for both processes are provided in this document.

• Acquiring and Downloading the Junos OS Software on page 119

• Acquiring and Downloading the MACsec Feature License on page 120

• Configuring the PIC Mode of the MACsec-capable Interfaces (EX4200 switches

only) on page 121

• Configuring MACsec Using Static Connectivity Association Key Security Mode

(Recommended for Enabling MACsec on Switch-to-Switch Links) on page 122

• Configuring MACsec on the Switch Using Dynamic Secure Association Key Security

Mode to Secure a Switch-to-Host Link on page 126

• Configuring MACsec Using Static Secure Association Key Security Mode to Secure a

Switch-to-Switch Link on page 130

Acquiring and Downloading the Junos OS Software

MACsec was initially released on EX Series switches in Junos OS Release 13.2X50-D15.

MACsec was released on EX4600 and QFX5100-24Q switches in Junos OS Release

14.1X53-D15, and on EX9200 series switches in Junos OS Release 15.1R1. The switches

on each end of aMACsec-secured switch-to-switch linkmust either both be using Junos

OSRelease 14.1X51-D10 or later, ormust both be using an earlier version of Junos, in order

to establish a MACsec-secured connection when using static CAK security mode.

Youmust download the controlled version of your JunosOS software to enableMACsec.

MACsec software support is not available in the domestic version of your Junos OS

software. The controlled version of Junos OS software includes all features and

functionality available in thedomestic versionof JunosOS,whilealso supportingMACsec.

The domestic version of Junos OS software is shipped on all EX Series and QFX Series

switches, so youmust download and install a controlled version of Junos OS software

on your switch before you can enable MACsec.

You can identify whether a software package is the controlled or domestic version of

Junos OS by viewing the package name. A software package for a controlled version of

Junos OS is named using the following format:

package-name-m.nZx.y-controlled-signed.tgz

A software package for a domestic version of Junos OS is named using the following

format:

package-name-m.nZx.y-domestic-signed.tgz
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If you are unsure which version of Junos OS is running on your switch, enter the show

versioncommand. If the “JUNOSCryptoSoftwareSuite”descriptionappears in theoutput,

you are running the controlled version of Junos OS.

The controlled version of Junos OS software contains encryption and is, therefore, not

available to customers in all geographies. The export and re-export of the controlled

version of Junos OS software is strictly controlled under United States export laws. The

export, import, and use of the controlled version of Junos OS software is also subject to

controls imposedunder the lawsofother countries. If youhavequestionsaboutacquiring

the controlled version of your Junos OS software, contact Juniper Networks Trade

Compliance group at compliance_helpdesk@juniper.net.

The process for installing the controlled version of Junos OS software on your switch is

identical to installing the domestic version of Junos OS software. Youmust enter the

requestsystemsoftwareaddstatement todownloadthe JunosOS image,and the request

system reboot statement to reboot the switch to complete the upgrade procedure. See

Downloading Software Packages from Juniper Networks, Installing Software on an EX

Series Switch with a Single Routing Engine (CLI Procedure), and Installing Software on an

EXSeriesSwitchwithRedundantRoutingEngines (CLIProcedure) for detailed information

about acquiring and installing Junos OS software images for your switches.

Acquiring and Downloading theMACsec Feature License

A feature license is required to configure MACsec on an EX Series or a QFX Series switch.

The MACsec feature license is an independent feature license; the enhanced feature

licenses (EFLs) or advanced feature licenses (AFLs) that must be purchased to enable

some features on EX Series or QFX Series switches cannot be purchased to enable

MACsec.

To purchase a software license for MACsec, contact your Juniper Networks sales

representative (http://www.juniper.net/us/en/contact-us/sales-offices). The Juniper sales

representative will provide you with a feature license file and a license key. You will be

asked to supply thechassis serial numberof your switch; youcanobtain the serial number

by running the show chassis hardware command.

For a Virtual Chassis deployment, two MACsec license keys are recommended for

redundancy—one for the device in the master role and the other for the device in the

backup role

To add one or more newMACsec license keys on the switch, follow this procedure:

1. Add the license key or keys:

• To add one or more license keys from a file or URL, specify the filename of the file

or the URL where the key is located:

user@switch> request system license add filename |url

• To add a license key from the terminal:

user@switch> request system license add terminal

2. When prompted, enter the license key, separating multiple license keys with a blank

line.
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If the license key you enter is invalid, an error appears in theCLI outputwhen youpress

Ctrl+d to exit the license entry mode.

A MACsec feature license is installed andmaintained like any other switch license. See

Managing Licenses for the EX Series Switch (CLI Procedure) or Adding New Licenses (CLI

Procedure) for more detailed information on configuring andmanaging your MACsec

software license.

Configuring the PICMode of theMACsec-capable Interfaces (EX4200 switches only)

To configure MACsec on an EX4200 switch, youmust install the SFP+MACsec uplink

module.The interfaceson theSFP+MACsecuplinkmoduleare theonlyMACsec-capable

interfaces available for EX4200 switches. All four ports on the uplink module are

MACsec-capable.

The SFP+MACsec uplink module provides two ports for 10-gigabit small form-factor

pluggable (SFP+) transceivers when configured to operate in 10-gigabit mode or four

ports for 1-gigabit small form-factor pluggable (SFP) transceivers when configured to

operate in 1-gigabit mode.

The PICmode is set to 10g, by default. You only need to perform this procedure if you

want to operate your uplink in 1-gigabit mode, or if you previously set the uplink module

to 1-gigabit mode and would like to return it to 10-gigabit mode.

To configure the PICmode:

[edit chassis]
user@switch# set fpc fpc-slot-number pic 1 sfpplus pic-mode (1g | 10g)

where fpc-slot-number is the FPC slot number, pic-slot-number is the PIC slot number,

and the [1g | 10g] option configures the MACsec capability of the four SFP+ ports on the

MACsec uplink module.

The fpc-slot-number is always 0 on standalone EX4200 switches, and is the member ID

of the member switch in an EX4200 Virtual Chassis.

The PIC slot number is always 1 for the uplink module port slot on an EX4200 switch, so

pic 1 is always the specified PIC slot number.

The PICmode is set to 10g by default. When the PICmode is set to 10g, uplink ports 0

and 2 on the MACsec uplink module support MACsec at 10-Gbps speeds. Ports 1 and 3

cannot be used to send any traffic.

When thePICmode is set to 1g, all four SFP+ports on theMACsecuplinkmodule support

MACsec at 1-Gbps speeds.
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ConfiguringMACsecUsingStaticConnectivityAssociationKeySecurityMode (Recommended
for EnablingMACsec on Switch-to-Switch Links)

You can enable MACsec using static connectivity association key (CAK) security mode

or static secure association keys (SAK) security mode on a point-to-point Ethernet link

connecting switches. This procedure shows you how to configure MACsec using static

CAK security mode.

BESTPRACTICE: WerecommendenablingMACsecusingstaticCAKsecurity
mode on switch-to-switch links. Static CAK security mode ensures security
by frequently refreshing to a new random secure association key (SAK) and
by only sharing the SAK between the two devices on the MACsec-secured
point-to-point link. Additionally, some optional MACsec features—replay
protection, SCI tagging, and the ability to exclude traffic fromMACsec—are
only available for MACsec-secured switch-to-switch connections that are
enabled using static CAK security mode.

When youenableMACsec using static CAK securitymode, a pre-shared key is exchanged

between the switches on each end of the point-to-point Ethernet link. The pre-shared

key includes a connectivity association name (CKN) and a connectivity association key

(CAK). The CKN and CAK are configured by the user in the connectivity association and

must match on both ends of the link to initially enable MACsec.

After the pre-shared keys are exchangedand verified, theMACsecKeyAgreement (MKA)

protocol, which enables andmaintains MACsec on the link, is enabled. The MKA is

responsible for selecting one of the two switches on the point-to-point link as the key

server. The key server then creates a randomized security key that is shared only with the

other device over the MACsec-secured link. The randomized security key enables and

maintains MACsec on the point-to-point link. The key server will continue to periodically

create and share a randomly-created security key over the point-to-point link for as long

as MACsec is enabled.

You enable MACsec using static CAK security mode by configuring a connectivity

association on both ends of the link. All configuration is done within the connectivity

association but outside of the secure channel. Two secure channels—one for inbound

traffic and one for outbound traffic—are automatically created when using static CAK

security mode. The automatically-created secure channels do not have any

user-configurable parameters that cannot already be configured in the connectivity

association.

To configure MACsec using static CAK security mode to secure a switch-to-switch

Ethernet link:
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1. Create a connectivity association. You can skip this step if you are configuring an

existing connectivity association.

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name

For instance, to create a connectivity association named ca1, enter:

[edit security macsec]
user@switch# set connectivity-association ca1

2. Configure the MACsec security mode as static-cak for the connectivity association:

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name security-mode
static-cak

For instance, to configure the MACsec security mode to static-cak on connectivity

association ca1:

[edit security macsec]
user@switch# set connectivity-association ca1 security-mode static-cak

3. Create thepre-sharedkeybyconfiguring theconnectivity associationkeyname(CKN)

and connectivity association key (CAK):

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name pre-shared-key
ckn hexadecimal-number
user@switch# set connectivity-association connectivity-association-name pre-shared-key
cak hexadecimal-number

A pre-shared key is exchanged between directly-connected links to establish a

MACsec-secure link. The pre-shared-key includes the CKN and the CAK. The CKN is

a 64-digit hexadecimal number and the CAK is a 32-digit hexadecimal number. The

CKNand the CAKmustmatch on both ends of a link to create aMACsec-secured link.

NOTE: Tomaximize security, we recommend configuring all 64 digits of
a CKN and all 32 digits of a CAK.

If you do not configure all 64 digits of a CKN or all 32 digits of a CAK,
however, all remaining digits will be auto-configured to 0.

After the pre-shared keys are successfully exchanged and verified by both ends of

the link, the MACsec Key Agreement (MKA) protocol is enabled andmanages the

secure link. TheMKAprotocol then elects one of the two directly-connected switches

as the key server. The key server then shares a random security with the other device

over theMACsec-securepoint-to-point link. Thekey serverwill continue toperiodically

createandsharea randomsecurity keywith theotherdeviceover theMACsec-secured

point-to-point link as long as MACsec is enabled.

To configure a CKN of

37c9c2c45ddd012aa5bc8ef284aa23ff6729ee2e4acb66e91fe34ba2cd9fe311andCAK

of 228ef255aa23ff6729ee664acb66e91f on connectivity association ca1:

[edit security macsec]
user@switch# set connectivity-association ca1 pre-shared-key ckn
37c9c2c45ddd012aa5bc8ef284aa23ff6729ee2e4acb66e91fe34ba2cd9fe311
user@switch# set connectivity-association ca1 pre-shared-key cak
228ef255aa23ff6729ee664acb66e91f
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NOTE: MACsec is not enabled until a connectivity association is attached
toan interface.See the final stepof thisprocedure toattachaconnectivity
association to an interface.

4. (Requiredonswitcheswhenconnecting toEX4300switchesonly)EnableSCI tagging:

[edit security macsec connectivity-association connectivity-association-name]
user@switch# set include-sci

Youmust enable SCI tagging on a switch that is enabling MACsec on an Ethernet link

connecting to an EX4300 switch.

SCI tags are automatically appended to packets leaving aMACsec-enabled interface

on an EX4300 switch. This option is, therefore, not available on EX4300 switches.

You should only use this option when enabling MACsec on a link a to an EX4300

switch. SCI tags are eight octets long, so appending an SCI tag to all traffic on the link

adds a significant amount of unneeded overhead.

5. (Optional) Set the MKA key server priority:

[edit security macsec connectivity-association connectivity-association-name]
user@switch# setmka key-server-priority priority-number

Specifies the key server priority used by theMKAprotocol to select the key server. The

switch with the lower priority-number is selected as the key server.

The default priority-number is 16.

If the key-server-priority is identical on both sides of the point-to-point link, the MKA

protocol selects the interfacewith the lowerMACaddress as the key server. Therefore,

if this statement is not configured in the connectivity associations at each end of a

MACsec-secured point-to-point link, the interface with the lower MAC address

becomes the key server.

To change the key server priority to 0 to increase the likelihood that the current device

is selected as the key server when MACsec is enabled on the interface using

connectivity association ca1:

[edit security macsec connectivity-association ca1]
user@switch# setmka key-server-priority 0

To change the key server priority to 255 to decrease the likelihood that the current

device is selected as the key server in connectivity association ca1:

[edit security macsec connectivity-association ca1]
user@switch# setmka key-server-priority 255

6. (Optional) Set the MKA transmit interval:

[edit security macsec connectivity-association connectivity-association-name]
user@switch# setmka transmit-interval interval

TheMKA transmit interval setting sets the frequency for how often theMKA protocol

data unit (PDU) is sent to the directly connected device to maintain MACsec

connectivity on the link. A lower interval increases bandwidth overhead on the link; a

higher interval optimizes MKA protocol communication.
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The default interval is 2000ms. We recommend increasing the interval to 6000ms

in high-traffic load environments. The transmit interval settings must be identical on

both ends of the link when MACsec using static CAK security mode is enabled.

For instance, if youwanted to increase theMKAtransmit interval to6000milliseconds

when connectivity association ca1 is attached to an interface:

[edit security macsec connectivity-association ca1]
user@switch# setmka transmit-interval 6000

7. (Optional) Disable MACsec encryption:

[edit security macsec connectivity-association connectivity-association-name]
user@switch# set no-encryption

Encryption is enabled for all traffic entering or leaving the interface when MACsec is

enabled using static CAK security mode, by default.

When encryption is disabled, traffic is forwarded across the Ethernet link in clear text.

You are able to view unencrypted data in the Ethernet frame traversing the link when

you are monitoring it. The MACsec header is still applied to the frame, however, and

all MACsec data integrity checks are run on both ends of the link to ensure the traffic

sent or received on the link has not been tampered with and does not represent a

security threat.

8. (Optional) Set an offset for all packets traversing the link:

[edit security macsec connectivity-association connectivity-association-name]
user@switch# set offset (0 | 30 | 50)

For instance, if you wanted to set the offset to 30 in the connectivity association

named ca1:

[edit security macsec connectivity-association ca1]
user@switch# set offset 30

The default offset is 0. All traffic in the connectivity association is encrypted when

encryption is enabled and an offset is not set.

When theoffset is set to30, the IPv4headerand theTCP/UDPheaderareunencrypted

while encrypting the rest of the traffic. When the offset is set to 50, the IPv6 header

and the TCP/UDP header are unencrypted while encrypting the rest of the traffic.

You would typically forward traffic with the first 30 or 50 octets unencrypted if a

feature needed to see the data in the octets to perform a function, but you otherwise

prefer to encrypt the remaining data in the frames traversing the link. Load balancing

features, in particular, typically need to see the IP and TCP/UDP headers in the first

30 or 50 octets to properly load balance traffic.

9. (Optional) Enable replay protection.

[edit security macsec connectivity-association connectivity-association-name]
user@switch# set replay-protect replay-window-size number-of-packets

WhenMACsec is enabled on a link, an ID number is assigned to each packet on the

MACsec-secured link.

When replay protection is enabled, the receiving interface checks the ID number of

all packets that have traversed the MACsec-secured link. If a packet arrives out of

sequence and the difference between the packet numbers exceeds the replay

protectionwindow size, the packet is dropped by the receiving interface. For instance,
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if the replay protectionwindow size is set to five and a packet assigned the ID of 1006

arrives on the receiving link immediately after the packet assigned the ID of 1000, the

packet that is assigned the ID of 1006 is dropped because it falls outside the

parameters of the replay protection window.

Replayprotection is especially useful for fightingman-in-the-middleattacks. Apacket

that is replayed by aman-in-the-middle attacker on the Ethernet link will arrive on

the receiving link out of sequence, so replay protection helps ensure the replayed

packet is dropped instead of forwarded through the network.

Replay protection should not be enabled in cases where packets are expected to

arrive out of order.

You can require that all packets arrive in order by setting the replay window size to 0.

To enable replay protectionwith awindow size of five on connectivity association ca1:

[edit security macsec connectivity-association ca1]
user@switch# set replay-protect replay-window-size 5

10. (Optional) Exclude a protocol fromMACsec:

[edit security macsec connectivity-association connectivity-association-name]
user@switch# set exclude-protocol protocol-name

For instance, if you did not want Link Level Discovery Protocol (LLDP) to be secured

using MACsec:

[edit security macsec connectivity-association connectivity-association-name]
user@switch# set exclude-protocol lldp

When this option is enabled, MACsec is disabled for all packets of the specified

protocol—in this case, LLDP—that are sent or received on the link.

11. Assign the connectivity association to an interface:

[edit security macsec]
user@switch# set interfaces interface-names connectivity-association
connectivity-association-name

Assigning the connectivity association to an interface is the final configuration step

to enabling MACsec on an interface.

For instance, to assign connectivity association ca1 to interface xe-0/0/1:

[edit security macsec]
user@switch# set interfaces xe-0/1/0 connectivity-association ca1

MACsec using static CAK security mode is not enabled until a connectivity association

on the opposite end of the link is also configured, and contains pre-shared keys that

match on both ends of the link.

ConfiguringMACsec on the Switch Using Dynamic Secure Association Key Security Mode to
Secure a Switch-to-Host Link

Before you begin to enable MACsec on a switch-to-host link:

• Confirm that MACsec on switch-to-host links is supported on your switch. See

“Understanding Media Access Control Security (MACsec)” on page 26.

• Configure a RADIUS server. The RADIUS server:

• must be configured as the user database for 802.1X authentication.
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• must be using the Extensible Authentication Protocol-Transport Layer Security

(EAP-TLS) authentication framework.

• must have connectivity to the switch and to the host. The RADIUS server can be

multiple hops from the switch or the host.

See Example: Connecting a RADIUS Server for 802.1X to an EX Series Switch.

• Enable MACsec on the host device.

The procedures for enabling MACsec on the host device varies by host device, and is

beyond the scope of this document.

To configure MACsec using dynamic security mode to secure a switch-to-host Ethernet

link:

1. Create a connectivity association. You can skip this step if you are configuring an

existing connectivity association.

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name

For instance, to create a connectivity association named ca-dynamic1, enter:

[edit security macsec]
user@switch# set connectivity-association ca-dynamic1

2. Configure the MACsec security mode as dynamic for the connectivity association:

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name security-mode
dynamic

For instance, to configure the MACsec security mode to dynamic on connectivity

association ca-dynamic1:

[edit security macsec]
user@switch# set connectivity-association ca-dynamic1 security-mode dynamic

3. (Optional) Configure themust-secure option:

[edit security macsec]
user@switch# set connectivity-association connectivity-association-namemkamust-secure

When themust-secure option is enabled, all traffic that is not MACsec-secured that
is received on the interface is dropped.

When themust-secureoption isdisabled, all traffic fromdevices that supportMACsec

is MACsec-secured while traffic received from devices that do no support MACsec is

forwarded through the network.

Themust-secure option is particularly useful in scenarios where multiple devices,
such as a phone and a PC, are accessing the network through the same Ethernet

interface. If one of the devices supports MACsec while the other device does not

support MACsec, the device that doesn’t support MACsec can continue to send and

receive traffic over the network—provided themust-secure option is disabled—while
traffic to and from the device that supports MACsec is MACsec-secured. In this

scenario, traffic to the device that is not MACsec-securedmust be VLAN-tagged.

Themust-secure option is disabled, by default.

4. (Required only if the host device requires SCI tagging) Enable SCI tagging:
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[edit security macsec connectivity-association connectivity-association-name]
user@switch# set include-sci

You should only use this option when connecting a switch to a host that requires SCI

tags. SCI tags are eight octets long, so appending an SCI tag to all traffic on the link

adds a significant amount of unneeded overhead.

5. (Optional) Set the MKA key server priority:

[edit security macsec connectivity-association connectivity-association-name]
user@switch# setmka key-server-priority priority-number

Specifies the key server priority used by theMKAprotocol to select the key server. The

switch with the lower priority-number is selected as the key server.

The default priority-number is 16. If the key-server-priority is identical on both sides
of the point-to-point link, the MKA protocol selects the interface with the lower MAC

address as the key server. Therefore, if this statement is not configured in the

connectivity associations at each end of a MACsec-secured point-to-point link, the

interface with the lower MAC address becomes the key server.

To change the key server priority to 0 to increase the likelihood that the current device

is selected as the key server when MACsec is enabled on the interface using

connectivity association ca1:

[edit security macsec connectivity-association ca-dynamic1]
user@switch# setmka key-server-priority 0

To change the key server priority to 255 to decrease the likelihood that the current

device is selected as the key server in connectivity association ca-dynamic1:

[edit security macsec connectivity-association ca-dynamic1]
user@switch# setmka key-server-priority 255

6. (Optional) Set the MKA transmit interval:

[edit security macsec connectivity-association connectivity-association-name]
user@switch# setmka transmit-interval interval

TheMKA transmit interval setting sets the frequency for how often theMKA protocol

data unit (PDU) is sent to the directly connected device to maintain MACsec

connectivity on the link. A lower interval increases bandwidth overhead on the link; a

higher interval optimizes MKA protocol communication.

The default interval is 2000ms. We recommend increasing the interval to 6000ms

in high-traffic load environments. The transmit interval settings must be identical on

both ends of the link.

For instance, if youwanted to increase theMKAtransmit interval to6000milliseconds

when connectivity association ca-dynamic1 is attached to an interface:

[edit security macsec connectivity-association ca-dynamic1]
user@switch# setmka transmit-interval 6000

7. (Optional) Disable MACsec encryption:

[edit security macsec connectivity-association connectivity-association-name]
user@switch# set no-encryption

Encryption is enabled for all traffic entering or leaving the interface when MACsec is

enabled using dynamic securitymode, by default.When encryption is disabled, traffic

is forwarded across the Ethernet link in clear text. You are able to view unencrypted

data in the Ethernet frame traversing the linkwhen you aremonitoring it. TheMACsec
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header is still applied to the frame, however, and all MACsec data integrity checks are

run on both ends of the link to ensure the traffic sent or received on the link has not

been tampered with and does not represent a security threat.

8. (Optional) Set an offset for all packets traversing the link:

[edit security macsec connectivity-association connectivity-association-name]
user@switch# set offset (0 | 30 | 50)

For instance, if you wanted to set the offset to 30 in the connectivity association

named ca-dynamic1:

[edit security macsec connectivity-association ca-dynamic1]
user@switch# set offset 30

The default offset is 0. All traffic in the connectivity association is encrypted when

encryption is enabled and an offset is not set.

When theoffset is set to30, the IPv4headerand theTCP/UDPheaderareunencrypted

while encrypting the rest of the traffic. When the offset is set to 50, the IPv6 header

and the TCP/UDP header are unencrypted while encrypting the rest of the traffic.

You would typically forward traffic with the first 30 or 50 octets unencrypted if a

feature needed to see the data in the octets to perform a function, but you otherwise

prefer to encrypt the remaining data in the frames traversing the link. Load balancing

features, in particular, typically need to see the IP and TCP/UDP headers in the first

30 or 50 octets to properly load balance traffic.

9. (Optional) Enable replay protection.

[edit security macsec connectivity-association connectivity-association-name]
user@switch# set replay-protect replay-window-size number-of-packets

WhenMACsec is enabled on a link, an ID number is assigned to each packet on the

MACsec-secured link.When replayprotection is enabled, the receiving interfacechecks

the ID number of all packets that have traversed theMACsec-secured link. If a packet

arrives out of sequence and the difference between the packet numbers exceeds the

replay protection window size, the packet is dropped by the receiving interface. For

instance, if the replay protection window size is set to five and a packet assigned the

ID of 1006 arrives on the receiving link immediately after the packet assigned the ID

of 1000, the packet that is assigned the ID of 1006 is dropped because it falls outside

the parameters of the replay protection window.

Replayprotection is especially useful for fightingman-in-the-middleattacks. Apacket

that is replayed by aman-in-the-middle attacker on the Ethernet link will arrive on

the receiving link out of sequence, so replay protection helps ensure the replayed

packet is dropped instead of forwarded through the network.

Replay protection should not be enabled in cases where packets are expected to

arrive out of order.

You can require that all packets arrive in order by setting the replay window size to 0.

To enable replay protection with a window size of five on connectivity association

ca-dynamic1:

[edit security macsec connectivity-association ca-dynamic1]
user@switch# set replay-protect replay-window-size 5

10. (Optional) Exclude a protocol fromMACsec:
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[edit security macsec connectivity-association connectivity-association-name]
user@switch# set exclude-protocol protocol-name

For instance, if you did not want Link Level Discovery Protocol (LLDP) to be secured

using MACsec:

[edit security macsec connectivity-association ca-dynamic1]
user@switch# set exclude-protocol lldp

When this option is enabled, MACsec is disabled for all packets of the specified

protocol—in this case, LLDP—that are sent or received on the link.

11. Assign the connectivity association to an interface:

[edit security macsec]
user@switch# set interfaces interface-names connectivity-association
connectivity-association-name

Assigning the connectivity association to an interface is the final configuration step

to enabling MACsec on an interface. For instance, to assign connectivity association

ca-dynamic1 to interface xe-0/0/1:

[edit security macsec]
user@switch# set interfaces xe-0/1/0 connectivity-association ca-dynamic1

ConfiguringMACsec Using Static Secure Association Key Security Mode to Secure a
Switch-to-Switch Link

When you enable MACsec using static secure association key (SAK) security mode, one

of up to twomanually configured security keys is used to secure the point-to-point

Ethernet link between the switches. All security key names and values are configured by

the user; there is no key server or other tool that creates security keys. Security is

maintained on the point-to-point Ethernet link by periodically rotating the security keys.

Each security key name and value must have a corresponding matching value on the

interface at the other end of the point-to-point Ethernet link tomaintain MACsec on the

link.

You configure static SAKs within secure channels when you are enabling MACsec using

staticSAKsecuritymode.Youconfigure secure channelswithin connectivity associations.

A typical connectivity association for MACsec using static SAK security mode contains

two secure channels—one for inbound traffic and one for outbound traffic—that have

eachbeen configuredwith two static SAKs. Youmust attach the connectivity association

with the secure channel configurations to an interface to enable MACsec using static

SAK security mode.

To configureMACsec ona switch-to-switch Ethernet link using static SAK securitymode:

1. Create a connectivity association. You can skip this step if you are configuring an

existing connectivity association.

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name

For instance, to create a connectivity association named ca1, enter:

[edit security macsec]
user@switch# set connectivity-association ca1

2. Configure the MACsec security mode as static-sak for the connectivity association:

[edit security macsec]
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user@switch# set connectivity-association connectivity-association-name security-mode
static-sak

For instance, to configure the MACsec security mode to static-sak on connectivity

association ca1:

[edit security macsec]
user@switch# set connectivity-association ca1 security-mode static-sak

3. Create a secure channel within the connectivity association. You can skip this step if

you are configuring an existing secure channel.

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name secure-channel
secure-channel-name

For instance, to create secure channel sc1 in connectivity association ca1, enter:

[edit security macsec]
user@switch# set connectivity-association ca1 secure-channel sc1

4. Define the security associations and the static SAKs for the secure channel:

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name secure-channel
secure-channel-name security-association number key key-string

where the security-associationnumber is anumberbetween0and3, and the key-string

is a 32-digit key defined statically by the network administrator.

The key string is a 32-digit hexadecimal number. The key string and the security

association must match on both sides of an Ethernet connection to secure traffic

using MACsec.

A secure channelmust have at least two security associationswith unique key strings.

MACsec uses a security associations to establish a secure communications link, and

periodically rotates to a new security association to keep the link secure. MACsec,

therefore, must have at least one backup security association and key at all times.

To create one secure channel with two security associations and keys, for example:

[edit security macsec]
user@switch# setconnectivity-associationca1secure-channelsc1security-association0key
d183c4002fa6fe3d2d9a852c20ab8412
user@switch# set connectivity-association ca1 secure-channel sc1 security-association 1 key
b976c7494ab6fe2f2d4c432a90fd90a8

5. Specify whether the secure channel should be applied to traffic entering or leaving

the switch:

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name secure-channel
secure-channel-name direction [inbound | outbound]

where inboundapplies the secure channel to traffic entering the switch, andoutbound

applies the secure channel to traffic leaving the switch.
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NOTE: A secure channel can only be applied to traffic entering (inbound)

or leaving (outbound) an interface on the switch.

If you need to configure MACsec using SAKs on inbound and outbound
trafficon thesame interface, youmustconfigureaconnectivityassociation
with one secure channel for inbound traffic and a second secure channel
for outbound traffic. The connectivity association is assigned to an
interface later in this process.

For instance, to configure secure channel sc1 to apply MACsec to incoming traffic:

[edit security macsec]
user@switch# set connectivity-association ca1 secure-channel sc1 direction inbound

To configure secure channel sc2 to apply MACsec to outgoing traffic:

[edit security macsec]
user@switch# set connectivity-association ca1 secure-channel sc2 direction outbound

6. Specify a MAC address:

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name secure-channel
secure-channel-name id mac-addressmac-address

If you are configuring a MAC address on a secure channel in the outbound direction,

you should specify the MAC address of the interface as themac-address.

If you are configuring aMACaddress on a secure channel in the inbound direction, you

should specify the MAC address of the interface at the other end of the link as the

mac-address.

Themac-address variables must match on the sending and receiving secure channel

on each side of a link to enable MACsec using static SAK security mode.

NOTE: You can see theMACaddress of an interface in the show interfaces

output.

To configureMACsec to accept frames fromMACaddress 12:34:56:ab:cd:ef on secure

channel sc1:

[edit security macsec]
user@switch# set connectivity-association ca1 secure-channel sc1 idmac-address
12:34:56:ab:cd:ef

7. Specify a port:

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name secure-channel
secure-channel-name id port-id port-id-number

The port-id-number variablesmust match on a sending and receiving secure channel

on each side of a link to enable MACsec.
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NOTE: The only requirement for port numbers in this implementation of
MACsec is that theymatch on the sending and receiving ends of an
Ethernet link. When the port numbers match, MACsec is enabled for all
traffic on the connection.

To specify port ID 4 on secure channel sc1:

[edit security macsec]
user@switch# set connectivity-association ca1 secure-channel sc1 id port-id 4

8. (Optional) Enable encryption:

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name secure-channel
secure-channel-name encryption

YoucanenableMACsecwithout enabling encryption. If a secure channel is configured

onan interfacewithout encryption, traffic is forwardedacross theEthernet link in clear

text, and you will be able to view unencrypted data in the Ethernet frame traversing

the link when you are monitoring it. The MACsec header is still applied to the frame,

however, and all MACsec data integrity checks are run on both ends of the link to

ensure the traffic on the link does not represent a security threat.

Encryption is disabled by default when you are enabling MACsec using static SAK

security mode. To ensure all traffic traversing secure-channel sc1 is encrypted:

[edit security macsec]
user@switch# set connectivity-association ca1 secure-channel sc1 encryption

9. (Optional) Set an offset to send the first 30 or 50 octets in unencrypted plain text

when encryption is enabled.

[edit security macsec]
user@switch# set connectivity-association connectivity-association-name secure-channel
secure-channel-name offset [0 | 30 | 50]

Whentheoffset is set to30, the IPv4headerand theTCP/UDPheaderareunencrypted

while encrypting the rest of the traffic. When the offset is set to 50, the IPv6 header

and the TCP/UDP header are unencrypted while encrypting the rest of the traffic.

You would typically forward traffic with the first 30 or 50 octets unencrypted if a

feature needed to see the data in the octets to perform a function, but you otherwise

prefer to encrypt the remaining data in the frames traversing the link. Load balancing

features, in particular, typically need to see the IP and TCP/UDP headers in the first

30 or 50 octets to properly load balance traffic.

Thedefault offset is0, soall traffic on the link is encryptedwhen the encryptionoption

is enabled and an offset is not set.

To change the offset to 30 for secure channel sc1:

[edit security macsec]
user@switch# set connectivity-association ca1 secure-channel sc1 offset 30

10. Assign the connectivity association to an interface:

[edit security macsec]
user@switch# set interfaces interface-names connectivity-association
connectivity-association-name
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Assigning the connectivity association to an interface is the final configuration step

to enabling MACsec on an interface.

For instance, to assign connectivity association ca1 to interface xe-0/0/1:

[edit security macsec]
user@switch# set interfaces xe-0/1/0 connectivity-association ca1

MACsec using static SAK security mode is not enabled until a connectivity association

on the opposite end of the link is also configured, and the configuration match on both

ends of the link.

Related
Documentation

Understanding Media Access Control Security (MACsec) on page 26•

Enabling DHCP Snooping (CLI Procedure)

DHCP snooping enables the switch to monitor and control DHCPmessages received

from untrusted devices connected to the switch. The switch builds andmaintains a

database of valid bindings between IP address and MAC addresses (IP-MAC bindings)

called the DHCP snooping database.

NOTE: If you configure DHCP snooping for all VLANs and you enable a
different port security feature on a specific VLAN, youmust also explicitly
enable DHCP snooping on that VLAN. Otherwise, the default value of no
DHCP snooping applies to that VLAN.

This topic describes:

• Enabling DHCP Snooping on page 135

• Applying CoS Forwarding Classes to Prioritize Snooped Packets on page 135
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Enabling DHCP Snooping

You configure DHCP snooping per VLAN, not per interface (port). By default, DHCP

snooping is disabled for all VLANs. You can enable DHCP snooping on all VLANs or on

specific VLANs.

To enable DHCP snooping:

• On a specific VLAN:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan vlan-name examine-dhcp

• On all VLANs:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan all examine-dhcp

To enable DHCPv6 snooping:

• On a specific VLAN:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan vlan-name examine-dhcpv6

• On all VLANs:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan all examine-dhcpv6

TIP: By default, the IP-MAC bindings are lost when the switch is rebooted
and DHCP clients (the network devices, or hosts) must reacquire bindings.
However, you can configure the bindings to persist by setting the
dhcp-snooping-file statement to store the database file either locally or

remotely.

TIP: For private VLANs (PVLANs), enable DHCP snooping on the primary
VLAN. If you enable DHCP snooping only on a community VLAN, DHCP
messages coming from PVLAN trunk ports are not snooped.

Applying CoS Forwarding Classes to Prioritize Snooped Packets

On EX Series switches youmight need to use class of service (CoS) to protect packets

from critical applications from being dropped during periods of network congestion and

delay, andmight also need to configure the port security features of DHCP snooping on

the ports through which those packets enter or leave.

NOTE: Prioritizing snooped packets by using CoS forwarding classes is not
supported on the QFX Series switch.

To apply CoS forwarding classes and queues to snooped packets:
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1. Create a user-defined forwarding class to be used for prioritizing snooped packets:

[edit class-of-service]
user@switch# set forwarding-classes class class-name queue-num queue-number

2. Enable DHCP snooping on a specific VLAN or on all VLANs and apply the required

forwarding class on the snooped packets:

• On a specific VLAN:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan vlan-name examine-dhcp forwarding-class class-name

• On all VLANs:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan all examine-dhcp forwarding-class class-name

NOTE: Replace examine-dhcpwith examine-dhcpv6 to enable DHCPv6

snooping.

Related
Documentation

Enabling DHCP Snooping (J-Web Procedure) on page 137•

• Example: Configuring Basic Port Security Features on page 45

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Example:UsingCoSForwardingClasses toPrioritizeSnoopedPackets inHeavyNetwork

Traffic on page 106

• Verifying That DHCP Snooping Is Working Correctly on page 257

• Monitoring Port Security on page 255

• Understanding DHCP Snooping for Port Security on page 12

• class-of-service

• secure-access-port on page 233

• secure-access-port
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Enabling DHCP Snooping (J-Web Procedure)

DHCP snooping allows the EX Series switch to monitor and control DHCPmessages

received from untrusted devices connected to the switch. It builds andmaintains a

databaseof valid IP-address/MAC-address (IP-MAC)bindingscalled theDHCPsnooping

database.

You configure DHCP snooping for each VLAN, not for each interface (port). By default,

DHCP snooping is disabled for all VLANs.

To enable DHCP snooping on one or more VLANs by using the J-Web interface:

1. Select Configure>Security>Port Security.

2. Select one or more VLANs from the VLAN list.

3. Click the Edit button. If a message appears asking if you want to enable port security,

click Yes.

4. Select the Enable DHCP Snooping on VLAN check box and then clickOK.

5. ClickOK after the command has been successfully delivered.

NOTE: You can enable or disable port security on the switch at any time by
clicking the Activate or Deactivate button on the Port Security Configuration

page. If security status is shown as Disabledwhen you try to edit settings for

any VLANs or interfaces (ports), themessage asking if you want to enable
port security appears.

Related
Documentation

Enabling DHCP Snooping (CLI Procedure) on page 134•

• Example: Configuring Basic Port Security Features on page 45

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Verifying That DHCP Snooping Is Working Correctly on page 257

• Monitoring Port Security on page 255

• Understanding DHCP Snooping for Port Security on page 12
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Enabling a Trusted DHCP Server (CLI Procedure)

You can configure any interface on a switch that connects to a DHCP server as a trusted

interface (port). Configuring a DHCP server on a trusted interface protects against rogue

DHCP servers sending leases.

You configure a trustedDHCPserver onan interface, not onaVLAN.Bydefault, all access

interfaces are untrusted, and all trunk interfaces are trusted.

To configure a trusted interface for a DHCP server by using the CLI (here, the interface

is ge-0/0/8):

[edit ethernet-switching-options secure-access port]
user@switch# set interface ge-0/0/8 dhcp-trusted

Related
Documentation

Enabling a Trusted DHCP Server (J-Web Procedure) on page 138•

• Example: Configuring Basic Port Security Features on page 45

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 56

• Verifying That a Trusted DHCP Server Is Working Correctly on page 258

• Monitoring Port Security on page 255

• Understanding Trusted DHCP Servers for Port Security on page 32

• secure-access-port on page 233

• secure-access-port

Enabling a Trusted DHCP Server (J-Web Procedure)

You can configure any interface on the EX Series switch that connects to a DHCP server

as a trusted interface (port). Configuring a DHCP server on a trusted interface protects

against rogue DHCP servers sending leases.

You configure a trustedDHCPserver onan interface, not onaVLAN.Bydefault, all access

interfaces are untrusted and all trunk interfaces are trusted.

To enable a trusted DHCP server on one ormore interfaces by using the J-Web interface:

1. Select Configure>Security>Port Security.

2. Select one or more interfaces from the Port list.

3. Click the Edit button. If a message appears asking if you want to enable port security,

click Yes.

4. Select the Trust DHCP check box and then clickOK.

5. ClickOK after the command has been successfully delivered.
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NOTE: You can enable or disable port security on the switch at any time by
clicking the Activate or Deactivate button on the Port Security Configuration

page. If security status is shown as Disabledwhen you try to edit settings for

any VLANs or interfaces (ports), themessage asking if you want to enable
port security appears.

Related
Documentation

Enabling a Trusted DHCP Server (CLI Procedure) on page 138•

• Example: Configuring Basic Port Security Features on page 45

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 56

• Verifying That a Trusted DHCP Server Is Working Correctly on page 258

• Monitoring Port Security on page 255

• Understanding Trusted DHCP Servers for Port Security on page 32

Enabling Dynamic ARP Inspection (CLI Procedure)

Dynamic ARP inspection (DAI) protects switches against ARP spoofing. DAI inspects

ARP packets on the LAN and uses the information in the DHCP snooping database on

the switch to validate ARP packets and to protect against ARP cache poisoning.

This topic describes:

• Enabling DAI on page 140

• Applying CoS Forwarding Classes to Prioritize Inspected Packets on page 140
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Enabling DAI

You configure DAI for eachVLAN, not for each interface (port). By default, DAI is disabled

for all VLANs.

To enable DAI on a VLAN or all VLANs:

• On a single VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name arp-inspection

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all arp-inspection

Applying CoS Forwarding Classes to Prioritize Inspected Packets

Youmight need to use class of service (CoS) to protect packets fromcritical applications

from being dropped during periods of network congestion and delay and youmight also

need theport security featuresofDHCPsnoopingon the sameports throughwhich those

critical packets are entering and leaving.

To apply CoS forwarding classes and queues to DAI packets:

1. Create a user-defined forwarding class to be used for prioritizing DAI packets:

[edit class-of-service]
user@switch# set forwarding-classes class class-name queue queue-number

2. Enable DAI on a specific VLAN or on all VLANs and apply the desired forwarding class

on the DAI packets:

• On a specific VLAN:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan vlan-name arp-inspection  forwarding-class class-name

• On all VLANs:

[edit ethernet-switching-options secure-access port]
user@switch# set vlan all arp-inspection forwarding-class class-name

Related
Documentation

Enabling Dynamic ARP Inspection (J-Web Procedure) on page 141•

• Example: Configuring Basic Port Security Features on page 45

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Example:UsingCoSForwardingClasses toPrioritizeSnoopedPackets inHeavyNetwork

Traffic on page 106

• Verifying That DAI Is Working Correctly on page 258

• Monitoring Port Security on page 255
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• Understanding DAI for Port Security on page 20

• Understanding DAI for Port Security on page 20

• class-of-service

• secure-access-port on page 233

• secure-access-port

Enabling Dynamic ARP Inspection (J-Web Procedure)

Dynamic ARP inspection (DAI) protects EX Series switches against ARP spoofing. DAI

inspects ARP packets on the LAN and uses the information in the DHCP snooping

database on the switch to validate ARP packets and to protect against ARP cache

poisoning.

You configure DAI for eachVLAN, not for each interface (port). By default, DAI is disabled

for all VLANs.

To enable DAI on one or more VLANs by using the J-Web interface:

1. Select Configure>Security>Port Security.

2. Select one or more VLANs from the VLAN list.

3. Click the Edit button. If a message appears asking if you want to enable port security,

click Yes.

4. Select the Enable ARP Inspection on VLAN check box and then clickOK.

5. ClickOK after the command has been successfully delivered.

NOTE: You can enable or disable port security on the switch at any time by
clicking the Activate or Deactivate button on the Port Security Configuration

page. If security status is shown as Disabledwhen you try to edit settings for

any VLANs or interfaces (ports), themessage asking if you want to enable
port security appears.

Related
Documentation

Enabling Dynamic ARP Inspection (CLI Procedure) on page 139•

• Example: Configuring Basic Port Security Features on page 45

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Verifying That DAI Is Working Correctly on page 258

• Monitoring Port Security on page 255

• Understanding DAI for Port Security on page 20
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ConfiguringMAC Limiting (CLI Procedure)

This task uses Junos OS for EX Series switches and QFX3500 and QFX3600 switches

that does not support the Enhanced Layer 2 Software (ELS) configuration style. If your

switch runs software that supports ELS, see Configuring MAC Limiting (CLI Procedure).

For ELS details, see Getting Started with Enhanced Layer 2 Software.

This topicdescribes variouswaysof configuringa limitationonMACaddresses inpackets

that are received and forwarded by the switch.

Before you can change a MAC limit that was previously set for an interface or a VLAN,

youmust first clear existing entries in theMAC address forwarding table that correspond

to the change you want tomake. Thus, to change the limit on an interface, first clear the

MAC address forwarding table entries for that interface. To change the limit on all

interfaces and VLANs, clear all MAC address forwarding table entries. To change the

limit on a VLAN, clear the MAC address forwarding table entries for that VLAN.

To clear MAC addresses from the forwarding table:

• Clear MAC address entries from a specific interface (here, the interface is ge-0/0/1)

in the forwarding table:

user@switch> clear ethernet-switching-table interface ge-0/0/1

• Clear all MAC address entries in the forwarding table:

user@switch>clear ethernet-switching-table

• Clear MAC address entries from a specific VLAN (here, the VLAN is vlan-abc):

user@switch> clear ethernet-switching-table vlan vlan-abc

The different ways of setting a MAC limit are described in the following sections:

• Configuring MAC Limiting for Port Security by Limiting the Number of MAC Addresses

That Can be Learned on Interfaces on page 142

• Configuring MAC Limiting for Port Security by Specifying MAC Addresses That Are

Allowed on page 143

• Configuring MAC Limiting for VLANs on page 143

ConfiguringMACLimiting forPort Security by Limiting theNumber ofMACAddressesThatCan
be Learned on Interfaces

To configure MAC limiting for port security by setting amaximum number of MAC

addresses that can be learned on interfaces.

• Apply the MAC limit on a single interface (here, the interface is ge-0/0/1):

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1mac-limit 10

When no action is specified for configuring the MAC limit on an interface, the switch

performs the default action drop if the limit is exceeded.

• Apply theMAC limit ona single access interface, on thebasis of itsmembershipwithin

a specific VLAN (here, the interface is ge-0/0/1 and the VLAN is v1.
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[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge–0/0/1 vlan v1 mac-limit 5

With this type of configuration, the switch drops any additional packets if the limit is

exceeded, and also logs amessage.

• Apply the limit to all access interfaces:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface all mac-limit 10

When no action is specified for configuring the MAC limit on all interfaces, the switch

performs the default action drop if the limit is exceeded:

ConfiguringMAC Limiting for Port Security by SpecifyingMACAddresses That Are Allowed

Youmust clear existing entries in the MAC address forwarding table prior to changing

the MAC address limit.

To configure MAC limiting for port security by specifying allowed MAC addresses:

• On a single interface (here, the interface is ge-0/0/2):

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge–0/0/2 allowed-mac 00:05:85:3A:82:80
user@switch# set interface ge–0/0/2 allowed-mac 00:05:85:3A:82:81
user@switch# set interface ge–0/0/2 allowed-mac 00:05:85:3A:82:83

• On all interfaces:

[edit ethernet-switching-options secure-access-port]
user@switch#set interface all allowed-mac 00:05:85:3A:82:80
user@switch#set interface all allowed-mac 00:05:85:3A:82:81
user@switch#set interface all allowed-mac 00:05:85:3A:82:83

ConfiguringMAC Limiting for VLANs

Youmust clear existing entries in the MAC address forwarding table before you can

change the MAC address limit.

MAC limiting for a VLAN restricts the MAC addresses that can be learned for that VLAN,

butdoesnotdrop thepacket. Therefore, setting theMAC limit onaVLAN isnot considered

a port-security feature.

NOTE: The configuration of specific allowedMAC addresses does not apply
to VLANs.
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To configure MAC limiting for a VLAN using the CLI:

• Limit the number of dynamic MAC addresses on a VLAN:

If the MAC limit on a specific VLAN is exceeded, the switch logs the MAC addresses

of packets that cause the limit to be exceeded. No other action is possible.

[edit vlans]
user@switch# set vlan-abcmac-limit 20

NOTE: WhenyouareapplyingaMAC limit onaVLAN,donot setmac-limit

to 1 for a VLAN composed of Routed VLAN Interfaces (RVIs) or a VLAN
composed of aggregated Ethernet bundles using LACP. In these cases,
setting themac-limit to 1prevents theswitch fromlearningMACaddresses

other than the automatic addresses:

• For RVIs, the first MAC address inserted into the forwarding database
is the MAC address of the RVI.

• For aggregated Ethernet bundles using LACP, the first MAC address
inserted into the forwarding database in the forwarding table is the
source address of the protocol packet.

If the VLAN is composed of regular access or trunk interfaces, you can set
themac-limit to 1 if you choose to do so.

Related
Documentation

Configuring MAC Limiting (J-Web Procedure) on page 145•

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 53

• Verifying That MAC Limiting Is Working Correctly on page 259

• Setting thenoneActiononan Interface toOverrideaMACLimitApplied toAll Interfaces

(CLI Procedure) on page 150

• ConfiguringAutorecoveryFromtheDisabledStateonSecureorStormControl Interfaces

(CLI Procedure) on page 161

• Understanding MAC Limiting and MACMove Limiting for Port Security on EX Series

Switches on page 24

• Understanding MAC Limiting and MACMove Limiting for Port Security

• Understanding Bridging and VLANs on EX Series Switches

• no-allowed-mac-log on page 218

• show vlans
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ConfiguringMAC Limiting (J-Web Procedure)

MAC limiting protects against flooding of the Ethernet switching table on an EX Series

switch. MAC limiting sets a limit on the number of MAC addresses that can be learned

on a single Layer 2 access interface (port).

Junos OS provides two MAC limiting methods:

• Maximum number of dynamic MAC addresses allowed per interface—If the limit is

exceeded, incoming packets with newMAC addresses are dropped.

• Specific “allowed” MAC addresses for the access interface—Any MAC address that is

not in the list of configured addresses is not learned.

You configure MAC limiting for each interface, not for each VLAN. You can specify the

maximum number of dynamic MAC addresses that can be learned on a single Layer 2

access interface or on all Layer 2 access interfaces. The default action that the switch

will take if that maximum number is exceeded is drop—drop the packet and generate an

alarm, an SNMP trap, or a system log entry.

To enable MAC limiting on one or more interfaces using the J-Web interface:

1. Select Configure>Security>Port Security.

2. Select one or more interfaces from the Interface List.

3. Click the Edit button. If a message appears asking whether you want to enable port

security, click Yes.

4. To set a dynamic MAC limit:

1. Type a limit value in theMAC Limit box.

2. Select an action from theMAC Limit Action box (optional). The switch takes this

action when the MAC limit is exceeded. If you do not select an action, the switch

applies the default action, drop.

• Log—Generate a system log entry.

• Drop—Drop the packets and generate a system log entry. (Default)

• Shutdown—Shut down the VLAN and generate a system log entry. You can

mitigate the effect of this option by configuring the switch for autorecovery from

the disabled state and specifying a disable timeout value. See “Configuring

Autorecovery From the Disabled State on Secure or Storm Control Interfaces

(CLI Procedure)” on page 161. If you have not configured autorecovery from the

disabled state, you can bring up the interfaces by running the clear

ethernet-switching port-error command.

• None— No action to be taken.

5. To add allowed MAC addresses:

1. Click Add.

2. Type the allowed MAC address and clickOK.
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Repeat this step to addmore allowed MAC addresses.

6. ClickOKwhen you have finished setting MAC limits.

7. ClickOK after the configuration has been successfully delivered.

NOTE: You can enable or disable port security on the switch at any time by
clicking the Activate or Deactivate button on the Port Security Configuration

page. If security status is shown as Disabledwhen you try to edit settings for

any VLANs or interfaces (ports), a message asking whether you want to
enable port security appears.

Related
Documentation

Configuring MAC Limiting (CLI Procedure) on page 142•

• Example: Configuring Allowed MAC Addresses to Protect the Switch from DHCP

Snooping Database Alteration Attacks on page 68

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 53

• Example:ConfiguringMACLimiting toProtect theSwitch fromDHCPStarvationAttacks

on page 60

• Verifying That MAC Limiting Is Working Correctly on page 259

• Setting thenoneActiononan Interface toOverrideaMACLimitApplied toAll Interfaces

(CLI Procedure) on page 150

• Understanding MAC Limiting and MACMove Limiting for Port Security on EX Series

Switches on page 24
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ConfiguringMACMove Limiting (CLI Procedure)

WhenMACmove limiting is configured, MAC address movements are tracked by the

switch and, if a MAC address changes more than the configured number of times within

1 second, the changes to MAC addresses are dropped, logged, ignored, or the interface

is shut down.

NOTE: Although you enable this feature on VLANs, theMACmove limitation
pertains to thenumberofmovements foreach individualMACaddress rather
than the total number of MAC addressmoves in the VLAN. For example, If
theMACmove limit is set to 1, the switch allows an unlimited number ofMAC
addressmovementswithin theVLANas longas the sameMACaddress does
not changemore than once.

You configure MACmove limiting per VLAN, not per interface (port). In the default

configuration, the number of MACmoves permitted is unlimited.

You can choose to have one of the following actions performed when the MACmove

limit is exceeded:

• drop—Drop the packet and generate a system log entry. This is the default.

• log—Do not drop the packet but generate a system log entry.

• none—Take no action.

• shutdown—Disable the interfaces in the VLAN and generate a system log entry. If you

haveconfigured theswitchwith theport-error-disablestatement, thedisabled interfaces

recover automatically upon expiration of the specified disable timeout. If you have not

configured the switch for autorecovery from port error disabled conditions, you can

bring up the disabled interfaces by running the clear ethernet-switching port-error

command.
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To configure a MACmove limit for MAC addresses within a specific VLAN or for MAC

addresses within all VLANs, using the CLI:

• On a single VLAN: To limit the number of MAC address movements that can bemade

by an individual MAC address within the VLAN employee-vlan, set a MACmove limit

of 5:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee-vlanmac-move-limit 5

The action is not specified, so the switch performs the default action drop if it tracks

thatan individualMACaddresswithin theemployee-vlanhasmovedmore than5 times

within one second.

• On all VLANs: To limit the number of MACmovements that can bemade by individual

MAC addresses within all VLANs, set a MACmove limit of 5:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all mac-move-limit 5

The action is not specified, so the switch performs the default action drop if it tracks

that an individual MAC addresswithin any of the VLANs hasmovedmore than 5 times

within 1 second.

Related
Documentation

Configuring MACMove Limiting (J-Web Procedure) on page 149•

• Example: Configuring Basic Port Security Features on page 45

• Verifying That MACMove Limiting Is Working Correctly on page 264

• Monitoring Port Security on page 255

• ConfiguringAutorecoveryFromtheDisabledStateonSecureorStormControl Interfaces

(CLI Procedure) on page 161

• Understanding MAC Limiting and MACMove Limiting for Port Security on EX Series

Switches on page 24

• Understanding MAC Limiting and MACMove Limiting for Port Security

• clear ethernet-switching port-error

• clear ethernet-switching port-error

• port-error-disable

• port-error-disable

• secure-access-port on page 233

• secure-access-port
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ConfiguringMACMove Limiting (J-Web Procedure)

MACmove limitingdetectsMACaddressmovementandMACaddressspoofingonaccess

ports. MAC addressmovements are tracked, and if a MAC addressmovesmore than the

configured number of times within one second, the configured (or default) action is

performed. You enable this feature on VLANs.

NOTE: Although you enable this feature on VLANs, theMACmove limitation
pertains to thenumberofmovements foreach individualMACaddress rather
than the total number of MAC addressmoves in the VLAN. For example, If
theMACmove limit is set to 1, the switch allows an unlimited number ofMAC
addressmovementswithin theVLANas longas the sameMACaddress does
not movemore than once.

In thedefault configuration, theMACmove limitwithin eachVLAN isunlimited; thedefault

action that the switch will take if the specified MACmove limit is exceeded is drop.

To enable MACmove limiting for MAC addresses within one or more VLANs by using the

J-Web interface:

1. Select Configure>Security>Port Security.

2. Select one or more VLANs from the VLAN List.

3. Click the Edit button. If a message appears asking whether you want to enable port

security, click Yes.

4. To set a MACmove limit:

1. Type a limit value in theMACMovement box.

2. Select an action from theMACMovement Action box (optional). The switch takes

this actionwhen an individual MAC address exceeds theMACmove limit. If you do

not select an action, the switch applies the default action, drop.

Select one:

• Log—Generate a system log entry.

• Drop—Drop the packets and generate a system log entry. (Default)

• Shutdown—Shut down the VLAN and generate a system log entry. You can

mitigate the effect of this option by configuring the switch for autorecovery from

the disabled state and specifying a disable timeout value. See “Configuring

Autorecovery From the Disabled State on Secure or Storm Control Interfaces

(CLI Procedure)” on page 161. If you have not configured autorecovery from the

disabled state, you can bring up the interfaces by running the clear

ethernet-switching port-error command.

• None— No action to be taken.
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3. ClickOK.

5. ClickOK after the configuration has been successfully delivered.

NOTE: You can enable or disable port security on the switch at any time by
clicking the Activate or Deactivate button on the Port Security Configuration

page. If security status is shown as Disabledwhen you try to edit settings for

any VLANs, amessage asking whether you want to enable port security
appears.

Related
Documentation

Configuring MACMove Limiting (CLI Procedure) on page 147•

• Example: Configuring Basic Port Security Features on page 45

• Verifying That MACMove Limiting Is Working Correctly on page 264

• Monitoring Port Security on page 255

• Understanding MAC Limiting and MACMove Limiting for Port Security on EX Series

Switches on page 24

Setting thenoneActiononan InterfacetoOverrideaMACLimitApplied toAll Interfaces
(CLI Procedure)

If you set a MAC limit in your port security settings to apply to all interfaces on the EX

Series switch, you can override that setting for a particular interface by specifying action

none.

To use the none action to override a MAC limit setting:

1. Set the MAC limit—for example, a limit of 5with action drop:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface all mac-limit (Access Port Security) 5 action drop

2. Then change the action for one interface (here, ge-0/0/2) with this command. You

don't need to specify a limit value.

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge–0/0/2mac-limit action none

Related
Documentation

Configuring MAC Limiting (CLI Procedure) on page 142•

• Configuring MAC Limiting (J-Web Procedure) on page 145

• Example: Configuring Basic Port Security Features on page 45

• Verifying That MAC Limiting Is Working Correctly on page 259

Configuring IP Source Guard (CLI Procedure)

You can use the IP source guard access port security feature on EX Series switches to

mitigate the effects of source IP address spoofing and source MAC address spoofing. If
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IP source guard determines that a host connected to an access interface has sent a

packet with an invalid source IP address or source MAC address in the packet header, it

ensures that the switch does not forward the packet—that is, the packet is discarded.

You enable the IP source guard feature on VLANs. You can enable it on a specific VLAN,

on all VLANs, or on a VLAN range.

NOTE: IP sourceguardappliesonly toaccess interfacesandonly tountrusted
interfaces. If you enable IP source guard on a VLAN that includes trunk
interfaces or an interface set to dhcp-trusted, the CLI shows an error when
you try to commit the configuration.

NOTE: Youcanuse IP source guard togetherwith802.1Xuser authentication
in single supplicant, single-secure supplicant, or multiple supplicant mode.

While implementing 801.X user authentication in single-secure supplicant
or multiple supplicant mode, use the following configuration guidelines:

• If the 802.1X interface is part of an untaggedMAC-based VLAN and you
want to enable IP source guard and DHCP snooping on that VLAN, you
must enable IP source guard andDHCP snooping on all dynamic VLANs in
which the interface has untaggedmembership.

• If the 802.1X interface is part of a taggedMAC-based VLAN and you want
to enable IP source guard and DHCP snooping on that VLAN, youmust
enable IP sourceguardandDHCPsnoopingonall dynamicVLANs inwhich
the interface has taggedmembership.

• Configuring IP Source Guard on page 151

• Configuring IPv6 Source Guard on page 152

• Disabling IP Source Guard on page 153

Configuring IP Source Guard

Before you configure IP source guard, be sure that you have:

Explicitly enabled DHCP snooping on the specific VLAN or specific VLANs on which you

will configure IPsourceguard.See “EnablingDHCPSnooping(CLIProcedure)”onpage 134.

If you configure IP source guard on specific VLANs rather than on all VLANs, youmust

also enable DHCP snooping explicitly on those VLANs. Otherwise, the default value of

no DHCP snooping applies to that VLAN.

To configure IP source guard:

• On a specific VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name ip-source-guard

• On all VLANs:
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[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all ip-source-guard

• On a VLAN range:

1. Set the VLAN range:

[edit vlans]
user@switch# set vlan-name vlan-range vlan-id-low-vlan-id-high

2. Associate an interface with the VLAN-range and set the port mode to access:

[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching port-mode access vlan
members vlan-name

3. Enable IP source guard on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name ip-source-guard

To commit these changes to the active configuration, type the commit command at the

user prompt.

Configuring IPv6 Source Guard

Before you configure IPv6 source guard, be sure that you have:

• Explicitly enabled DHCPv6 snooping on the specific VLAN or specific VLANs onwhich

you will configure IPv6 source guard. See “Enabling DHCP Snooping (CLI Procedure)”

on page 134. If you configure IPv6 source guard on specific VLANs rather than on all

VLANs, youmust also enable DHCPv6 snooping explcitly on those VLANs. Otherwise,

the default value of no DHCPv6 snooping applies to that VLAN.

• Set the maximum number of IPv6 source guard sessions:

[edit ethernet-switching-options secure-access-port]
user@switch# set ipv6-source-guard-sessionsmax-numbermaximum-number

NOTE: After setting or changing themaximum number of IPv6 source
guard sessions and committing the configuration, youmust reboot the
switch for the configuration to take effect.

To configure IPv6 source guard:

• On a specific VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name ipv6-source-guard

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all ipv6-source-guard

• On a VLAN range:

1. Set the VLAN range):

[edit vlans]
user@switch# set vlan-name vlan-range vlan-id-low-vlan-id-high
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2. Associate an interface with a VLAN-range and set the port mode to access:

[edit interfaces]
user@switch# set interface-name unit 0 family ethernet-switching port-mode access vlan
members vlan-name

3. Enable IPv6 source guard on the VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name ipv6-source-guard

To commit these changes to the active configuration, type the commit command at the

user prompt.

Disabling IP Source Guard

You can disable IP source guard for a specific VLAN after you have enabled the feature

for all VLANs, or for all VLANs.

• To disable IP source guard on a specific VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan vlan-name no-ip-source-guard

• To disable IP source guard on all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all no-ipv6-source-guard

NOTE: Replaceno-ip-source-guardwithno-ipv6-source-guard todisable IPv6

source guard.

Related
Documentation

Verifying That IP Source Guard Is Working Correctly on page 265•

• Example: Configuring IP Source Guard on a Data VLAN That Shares an Interface with

a Voice VLAN on page 89

• Example:Configuring IPSourceGuardwithOtherEXSeriesSwitchFeatures toMitigate

Address-Spoofing Attacks on Untrusted Access Interfaces on page 79

• Understanding IP Source Guard for Port Security on EX Series Switches on page 33
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Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

You can add static (fixed) IP addresses and bind them to fixed MAC addresses in the

DHCP snooping database. These bindings are labeled static in the database, while those

bindings that have been added through the process of DHCP snooping are labeled

dynamic.

To configure a static IP-MAC address binding in the DHCP snooping database:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface interface-name static-ip ip-addressvlandata-vlanmacmac-address

To configure a static IP-MAC address binding in the DHCPv6 snooping database:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface interface-namestatic-ipv6 ip-addressvlandata-vlanmacmac-address

To view results of the configuration steps before committing the configuration, type the

show command at the user prompt.

To commit these changes to the active configuration, type the commit command at the

user prompt.

Related
Documentation

Verifying That DHCP Snooping Is Working Correctly on page 257•

• Understanding DHCP Snooping for Port Security on page 12

• secure-access-port on page 233

• secure-access-port
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Setting Up DHCPOption 82with the Switch as a Relay Agent Between Clients and
DHCP Server (CLI Procedure)

You can use DHCP option 82, also known as the DHCP relay agent information option,

to help switches against attacks such as spoofing (forging) of IP addresses and MAC

addresses, and DHCP IP address starvation. Option 82 provides information about the

network location of a DHCP client, and the DHCP server uses this information to

implement IP addresses or other parameters for the client.

You can configure the DHCP option 82 feature in two topologies:

• The switch functions as a relay agent when the DHCP clients or the DHCP server is

connected to the switch through a Layer 3 interface. On the switch, these interfaces

areconfiguredas routedVLAN interfaces, orRVIs. Theswitch relays theclients' requests

to the server and then forwards the server's replies to the clients. This topic describes

this configuration.Theconfiguration for this topology is thesameregardlessofwhether

your switch is running Junos OS for EX Series switches with support for the Enhanced

Layer 2 Software (ELS) configuration style or not.

• The switch, DHCP clients, and DHCP server are all on the same VLAN. The switch

forwards the clients' requests to the server and forwards the server's replies to the

clients. This configuration for this topology differs if your switch is running Junos OS

for EX Series switches with support for the Enhanced Layer 2 Software (ELS)

configuration style.

• If your switch is running JunosOSforEXSeries switcheswithsupport for theEnhanced

Layer 2 Software (ELS) configuration style. see Setting Up DHCP Option 82 on the

Switch with No Relay Agent Between Clients and DHCP Server (CLI Procedure).

• If your switch is running Junos OS for EX Series switches without support for ELS,

see “SettingUpDHCPOption82on theSwitchwithNoRelayAgentBetweenClients

and DHCP Server (CLI Procedure)” on page 158.

Before you configure DHCP option 82 on the switch, perform these tasks:

• Connect and configure the DHCP server.

NOTE: Your DHCP server must be configured to accept DHCP option 82.
If the server is not configured for DHCP option 82, the server does not use
theDHCPoption82 information in the requestssent to itwhen it formulates
its reply messages.

• Configure the VLAN on the switch and associate the interfaces on which the clients

connect to the switch with that VLAN.
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• Configure the routed VLAN interface (RVI) to allow the switch to relay packets to the

server and receive packets from the server. See Configuring Routed VLAN Interfaces

(CLI Procedure) or Configuring IRB Interfaces for the QFX Series.

• Configure the switch as a BOOTP relay agent. See DHCP/BOOTP Relay for Switches

Overview.

To configure DHCP option 82:

NOTE: Replace values displayed in italics with values for your configuration.

1. Specify DHCP option 82 for the BOOTP server:

• On all interfaces that connect to the server:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82

• On a specific interface that connects to the server:

[edit forwarding-options helpers bootp]
user@switch# set interface ge-0/0/10 dhcp-option82

The remaining stepsareoptional. They showconfigurations for all interfaces; include

the specific interface designation to configure any of the following options on a

specific interface:

2. To configure a prefix for the circuit ID suboption (the prefix is always the hostname

of the switch):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 circuit-id prefix hostname

3. To specify that the circuit ID suboption value should contain the interface description

rather than the interface name (the default):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 circuit-id use-interface-description

4. To specify that the circuit ID suboption value should contain the VLAN ID rather than

the VLAN name (the default):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 circuit-id use-vlan-id

5. Tospecify that the remote IDsuboptionbe included in theDHCPoption82 information:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id

6. To configure a prefix for the remote ID suboption (here, the prefix is the MAC address

of the switch):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id prefix mac

7. To specify that the prefix for the remote ID suboption be the hostname of the switch

rather than the MAC address of the switch (the default):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id prefix hostname

8. Tospecify that the remote ID suboption value should contain the interfacedescription:

[edit forwarding-options helpers bootp]
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user@switch# set dhcp-option82 remote-id use-interface-description

9. To specify that the remote ID suboption value should contain a character string:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 remote-id use-stringmystring

10. To configure a vendor ID suboption and use the default value (the default value is

Juniper), do not type a character string after the vendor-id option keyword:

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 vendor-id

11. To specify that the vendor ID suboption value contains a character string value that

you specify rather than Juniper (the default):

[edit forwarding-options helpers bootp]
user@switch# set dhcp-option82 vendor-idmystring

To view results of the configuration steps before committing the configuration, type the

show command at the user prompt.

To commit these changes to the active configuration, type the commit command at the

user prompt.

Related
Documentation

Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

•

• [edit forwarding-options] Configuration Statement Hierarchy on EX Series Switches

on page 170

• Understanding DHCP Option 82 for Port Security on Switching Devices on page 36

• Understanding DHCP Option 82 for Port Security

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.
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Setting Up DHCPOption 82 on the Switch with No Relay Agent Between Clients and
DHCP Server (CLI Procedure)

You can use DHCP option 82, also known as the DHCP relay agent information option,

to help protect the switch against attacks such as spoofing (forging) of IP addresses and

MAC addresses, and DHCP IP address starvation. Option 82 provides information about

the network location of a DHCP client, and the DHCP server uses this information to

implement IP addresses or other parameters for the client.

You can configure the DHCP option 82 feature in two topologies:

• The switch, DHCP clients, and DHCP server are all on the same VLAN. The switch

forwards the clients' requests to the server and forwards the server's replies to the

clients. This topic describes this configuration.

• The switch functions as a relay agent when the DHCP clients or the DHCP server is

connected to the switch through a Layer 3 interface. On the switch, these interfaces

areconfiguredas routedVLAN interfaces, orRVIs. Theswitch relays theclients' requests

to the server and then forwards the server's replies to the clients. This configuration is

described in “Setting Up DHCP Option 82 with the Switch as a Relay Agent Between

Clients and DHCP Server (CLI Procedure)” on page 155.

Before you configure DHCP option 82 on the switch, perform these tasks:

• Connect and configure the DHCP server.

NOTE: Your DHCP server must be configured to accept DHCP option 82.
If the server is not configured for DHCP option 82, the server does not use
theDHCPoption82 information in the requestssent to itwhen it formulates
its reply messages.

• Configure a VLAN on the switch and associate the interfaces on which the clients and

the server connect to the switch with that VLAN.
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To configure DHCP option 82:

NOTE: Replace values displayed in italics with values for your configuration.

1. Specify DHCP option 82 for all VLANs associated with the switch or for a specified

VLAN. (You can also configure the feature for a VLAN range.)

• On a specific VLAN:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82

• On all VLANs:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan all dhcp-option82

The remaining steps are optional.

2. To configure a prefix for the circuit ID suboption (the prefix is always the hostname

of the switch):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 circuit-id prefix hostname

3. To specify that the circuit ID suboption value should contain the interface description

rather than the interface name (the default):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 circuit-id use-interface-description

4. To specify that the circuit ID suboption value should contain the VLAN ID rather than

the VLAN name (the default):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 circuit-id use-vlan-id

5. Tospecify that the remote IDsuboptionbe included in theDHCPoption82 information:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id

6. To configure a prefix for the remote ID suboption (here, the prefix is the MAC address

of the switch):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id prefix mac

7. To specify that the prefix for the remote ID suboption be the hostname of the switch

rather than the MAC address of the switch (the default):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id prefix hostname

8. Tospecify that the remote ID suboption value should contain the interfacedescription:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id use-interface-description

9. To specify that the remote ID suboption value should contain a character string:

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 remote-id use-stringmystring

10. To configure a vendor ID suboption and use the default value (the default value is

Juniper), do not type a character string after the vendor-id option keyword:

[edit ethernet-switching-options secure-access-port]

159Copyright © 2015, Juniper Networks, Inc.

Chapter 4: Configuration Tasks



user@switch# set vlan employee dhcp-option82 vendor-id

11. To specify that the vendor ID suboption value should contain a character string value

that you specify rather than Juniper (the default):

[edit ethernet-switching-options secure-access-port]
user@switch# set vlan employee dhcp-option82 vendor-idmystring

To view results of the configuration steps before committing the configuration, type the

show command at the user prompt.

To commit these changes to the active configuration, type the commit command at the

user prompt.

Related
Documentation

Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

•

• secure-access-port on page 233

• secure-access-port

• Understanding DHCP Option 82 for Port Security on Switching Devices on page 36

• Understanding DHCP Option 82 for Port Security

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.

Copyright © 2015, Juniper Networks, Inc.160

Port Security on EX Series Switches

http://tools.ietf.org/html/rfc3046.


Configuring Autorecovery From the Disabled State on Secure or Storm Control
Interfaces (CLI Procedure)

An Ethernet switching access interface on an EX Series switch might shut down or be

disabled as a result of one of the following port-security or storm-control configurations:

• MAC limiting—mac-limit statement is configured with action shutdown.

• MACmove limiting—mac-move-limit statement is configured with action shutdown.

• Storm control—storm-control statement is configured with the action shutdown.

You can configure the switch to automatically restore the disabled interfaces to service

after a specified period of time. Autorecovery applies to all the interfaces that have been

disabled due to MAC limiting, MACmove limiting, or storm control errors.

NOTE: Youmustspecify thedisable timeoutvalue for the interfaces to recover
automatically. There is no default disable timeout. If you do not specify a
timeout value, you need to use the clear ethernet-switching port-error

command to clear the errors and restore the interfaces or the specified
interface to service.

Toconfigureautorecovery fromthedisabledstatedue toMAC limiting,MACmove limiting,

or storm control shutdown actions:

[edit ethernet-switching-options]
user@switch# set port-error-disable disable-timeout 60

Related
Documentation

Example: Configuring Basic Port Security Features on page 45•

• Configuring MAC Limiting (CLI Procedure) on page 142

• Example: Configuring Storm Control to Prevent Network Outages on EX Series Switches

• Understanding MAC Limiting and MACMove Limiting for Port Security on EX Series

Switches on page 24

• Understanding Storm Control on EX Series Switches

Configuring Persistent MAC Learning (CLI Procedure)

YoucanconfigurepersistentMAC learning, alsoknownasstickyMAC, toallowdynamically

learned MAC addresses to be retained on an interface across restarts of the switch.

Persistent MAC address learning is disabled by default. You can enable it to:

• Help prevent traffic losses for trusted workstations and servers because the interface

does not have to relearn the addresses from ingress traffic after a restart.

• Protect theswitchagainst securityattacks—usepersistentMAC learning incombination

with MAC limiting to protect against attacks while still avoiding the need to statically

configureMACaddresses.When the initial learningofMACaddressesup to thenumber
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specified by the MAC limit is done, new addresses will not be allowed even after a

reboot. Theport is securedbecauseafter the limit hasbeen reached, additionaldevices

cannot connect to the interface.

The firstdevices that send trafficafter youconnectare learnedduring the initial connection

period. You canmonitor the MAC addresses and provide the same level of security as if

you statically configured each MAC address on each interface, except with less manual

effort. Persistent MAC learning also helps prevent traffic loss for trusted workstations

and servers because the interface does not have to relearn the addresses from ingress

traffic.

To configure persistent MAC learning on an interface and limit the number of allowed

MAC addresses:

1. Enable persistent MAC learning on an interface:

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1 persistent-learning

2. Limit the number of dynamic MAC addresses. You can do one of:

• Allowtheswitch to take thedefault action (which isdrop) regardingpackets received

on the interface after the limit is reached.

• Configureanaction for the switch to take regardingpackets receivedon the interface

after the limit is reached. You can configure any one of the following actions--you

can also explicitly configure drop:

• log—Allow the packets but log amessage.

• none—Take no action.

• shutdown—Shut down the interface.

[edit ethernet-switching-options secure-access-port]
user@switch# set interface ge-0/0/1mac-limit (Access Port Security) 5

TIP: If youmove a device within your network that has a persistent MAC
address entry on the switch, use the clear ethernet-switching table
persistent-mac command to clear the persistent MAC-address entry. If you

move thedevice toanother port on the switchanddonot clear thepersistent
MAC address from the original port it was learned on, then the new port will
not learn the MAC address and the device will not be able to connect. If the
original port is downwhen youmove the device, then the new port will learn
the MAC address and the device can connect—however, unless you cleared
the MAC address on the original port, when that port comes back up, the
system reinstalls the persistentMACaddress in the forwarding table for that
port. If this occurs, the address is removed from the new port and the device
loses connectivity.

Related
Documentation

Example: Configuring Basic Port Security Features on page 45•

• Understanding Persistent MAC Learning (Sticky MAC) on page 40
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• Understanding How to Protect Access Ports on EX Series Switches from Common

Attacks on page 9

Making IP-MAC Bindings in the DHCP Snooping Database Persistent (CLI Procedure)

Bydefault, IP-MACbindings in theDHCPsnoopingdatabasedonotpersist throughswitch

reboots. Youcanconfigure the IP-MACbindings in theDHCPsnoopingdatabase topersist

throughswitch rebootsbyconfiguringa storage location for theDHCPsnoopingdatabase

file.Whenspecifying the location for theDHCPsnoopingdatabase, youmustalso specify

how frequently the switchwrites the database entries into theDHCP snooping database

file.

The DHCP snooping database of IP-MAC bindings is created when you enable DHCP

snooping. DHCP snooping is not enabled by default. You can configure DHCP snooping

on a specific VLAN or on all VLANs. See “Enabling DHCP Snooping (CLI Procedure)” on

page 134.

To configure a local storage location for the DHCP snooping database file:

• For DHCPv4 snooping:

[edit ethernet-switching-options]
user@switch# setsecure-access-portdhcp-snooping-file location local-pathnamewrite-interval
seconds

For example:

[edit ethernet-switching-options]
user@switch# set secure-access-port dhcp-snooping-file location /var/tmp/test.log
write-interval 60

• For DHCPv6 snooping:

[edit ethernet-switching-options]
user@switch# set secure-access-port dhcpv6-snooping-file location local-pathname
write-interval seconds

For example:

[edit ethernet-switching-options]
user@switch# set secure-access-port dhcpv6-snooping-file location /var/tmp/test.log
write-interval 60

To configure a remote storage location for IP-MAC bindings, use tftp://ip-address or

ftp://hostname/path as the remote URL or the local pathname for the storage location

of the DHCP or DHCPv6 snooping database file:

• For DHCPv4 snooping:

[edit ethernet-switching-options]
user@switch# set secure-access-port dhcp-snooping-file location remote_urlwrite-interval
seconds

For example:

[edit ethernet-switching-options]
user@switch# set secure-access-port dhcp-snooping-file location ftp://test:Test123@14.1.2.1
write-interval 60

• For DHCPv6 snooping:
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[edit ethernet-switching-options]
user@switch# setsecure-access-portdhcpv6-snooping-file location remote_urlwrite-interval
seconds

For example:

[edit ethernet-switching-options]
user@switch# setsecure-access-portdhcpv6-snooping-file locationftp://test:Test123@14.1.2.1
write-interval 60

NOTE: Specify any requisite user credentials for the FTP server before
specifying the IP address or hostname. In this example, test is the username
and Test123 is the password for FTP server 14.1.2.1.

When you are storing theDHCP snooping database at a remote location, you
might also want to specify a timeout value for remote read and write
operations. See timeout. This is optional.

Related
Documentation

• Understanding DHCP Snooping for Port Security on page 12
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CHAPTER 5

Configuration Statements

• [edit ethernet-switching-options] Configuration Statement Hierarchy on EX Series

Switches on page 167

• [edit forwarding-options] Configuration Statement Hierarchy on EX Series

Switches on page 170

• [edit security] Configuration Statement Hierarchy on EX Series Switches on page 174

• allowed-mac on page 178

• arp-inspection on page 179

• cak on page 180

• circuit-id on page 181

• ckn on page 182

• connectivity-association on page 183

• connectivity-association (MACsec Interfaces) on page 184

• direction on page 185

• dhcp-option82 on page 186

• dhcp-snooping-file on page 187

• dhcp-trusted on page 188

• disable-timeout on page 189

• encryption (MACsec) on page 190

• ethernet-switching-options on page 191

• examine-dhcp on page 195

• examine-dhcpv6 on page 197

• exclude-protocol on page 198

• forwarding-class (for DHCP Snooping or DAI Packets) on page 199

• id on page 200

• include-sci on page 201

• interface (Access Port Security) on page 202

• interfaces (MACsec) on page 203

• ip-source-guard on page 204
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• ipv6-source-guard-sessions on page 205

• key (MACsec) on page 206

• key-server-priority (MACsec) on page 207

• location (DHCP Snooping Database) on page 208

• mac on page 209

• mac-address (MACsec) on page 210

• mac-limit (Access Port Security) on page 211

• mac-move-limit on page 213

• macsec on page 215

• mka on page 216

• must-secure on page 217

• no-allowed-mac-log on page 218

• no-encryption (MACsec) on page 219

• no-examine-dhcpv6 on page 220

• no-gratuitous-arp-request on page 221

• no-option-37 on page 221

• offset on page 222

• persistent-learning on page 223

• port-error-disable on page 224

• port-id on page 225

• pre-shared-key on page 226

• prefix (Circuit ID for Option 82) on page 227

• prefix (Remote ID for Option 82) on page 229

• remote-id on page 230

• replay-protect on page 231

• replay-window-size on page 232

• secure-access-port on page 233

• secure-channel on page 235

• security-association on page 236

• security-mode on page 237

• static-ip on page 238

• timeout on page 239

• traceoptions (Access Port Security) on page 240

• transmit-interval (MACsec) on page 242

• use-interface-description on page 243

• use-string on page 245

• use-vlan-id on page 247
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• vendor-id on page 248

• vlan (Access Port Security) on page 249

• vlan (DHCP Bindings on Access Ports) on page 251

• write-interval on page 252

[edit ethernet-switching-options] Configuration Statement Hierarchy on EX Series
Switches

This topic lists supported and unsupported configuration statements in the [edit

ethernet-switching-options] hierarchy level on EX Series switches.

• Supported statements are those that you can use to configure some aspect of a

software feature on the switch.

• Unsupported statements are those that appear in the command-line interface (CLI)

on the switch, but that have no effect on switch operation if you configure them.

• Not all features are supported on all switch platforms. For detailed information about

feature support on specific EX Series switch platforms, see Feature Explorer.

This topic lists:

• Supported Statements in the [edit ethernet-switching-options] Hierarchy

Level on page 167

• Unsupported Statements in the [edit ethernet-switching-options] Hierarchy

Level on page 170

Supported Statements in the [edit ethernet-switching-options] Hierarchy Level

The following hierarchy shows the [edit ethernet-switching-options] configuration

statements supported on EX Series switches:

ethernet-switching-options {
analyzer (Port Mirroring) {
name {
input {
egress {
interface (all | interface-name);

}
ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);

}
}
loss-priority priority;
output {
interface interface-name;
vlan (vlan-id | vlan-name);

}
ratio number;

}
}
authentication-whitelist {
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interface;
vlan-assignment;

}
bpdu-block {
disable-timeout timeout;
interface (all | [interface-name]) {
(disable | drop | shutdown);
}

}
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100);

}
interfaces interface-name {
no-mac-learning;

}
mac-lookup-length number-of-entries;
}
mac-notification {
notification-interval seconds;

}
mac-table-aging-time seconds;
port-error-disable {
disable-timeout timeout;

}
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;

}
preempt-cutover-timer seconds;

}
}
secure-access-port {
dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {
allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted );
fcoe-trusted;
mac-limit limit action action;
no-allowed-mac-log;
static-ip ip-address {
macmac-address;
vlan vlan-name;

}
}
uac-policy;
}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection );
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dhcp-option82 {
disable;
circuit-id {
prefix hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix (hostname | mac | none);
use-interface-description;
use-string string;

}
vendor-id [string];

}
(examine-dhcp | no-examine-dhcp);
examine-fip {
fc-map fc-map-value;

}
(ip-source-guard | no-ip-source-guard);
mac-move-limit limit action action;

}
}
static {
vlan vlan-id {
macmac-address next-hop interface-name;

}
}
storm-control {
action-shutdown;
interface (all | interface-name) {
bandwidth bandwidth;
multicast;
no-broadcast;
no-multicast;
no-registered-multicast;
no-unknown-unicast;
no-unregistered-multicast;

}
}
traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <disable>;
}
unknown-unicast-forwarding {
vlan (all | vlan-name) {
interface interface-name;

}
}
voip {
interface (all | [interface-name | access-ports]) {
forwarding-class (assured-forwarding | best-effort | expedited-forwarding |
network-control);

vlan vlan-name;
}

}
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}

Unsupported Statements in the [edit ethernet-switching-options] Hierarchy Level

All statements in the [edit ethernet-switching-options] hierarchy level that are displayed

in the command-line interface (CLI) on the switch are supported on the switch and

operate as documented.

Related
Documentation

Example: Setting Up Q-in-Q Tunneling on EX Series Switches•

• Example: Configuring Redundant Trunk Links for Faster Recovery

• Configuring MAC Table Aging (CLI Procedure)

• Configuring MAC Notification (CLI Procedure)

• Configuring Q-in-Q Tunneling (CLI Procedure)

• Configuring Redundant Trunk Links for Faster Recovery (CLI Procedure)

• Configuring Nonstop Bridging on EX Series Switches (CLI Procedure)

[edit forwarding-options] Configuration Statement Hierarchy on EX Series Switches

This topic lists supported and unsupported configuration statements in the [edit

forwarding-options]hierarchy level on EX Series switches.

• Supported statements are those that you can use to configure some aspect of a

software feature on the switch.

• Unsupported statements are those that appear in the command-line interface (CLI)

on the switch, but that have no effect on switch operation if you configure them.

• Not all features are supported on all switch platforms. For detailed information about

feature support on specific EX Series switch platforms, see EX Series Switch Software

Features Overview.

This topic lists:

• Supported Statements in the [edit forwarding-options] Hierarchy Level on page 170

• Unsupported Statements in the [edit forwarding-options] Hierarchy Level on page 172

Supported Statements in the [edit forwarding-options] Hierarchy Level

The following hierarchy shows the [edit forwarding-options] configuration statements

supported on EX Series switches:

forwarding-options {
dhcp-relay {
group group-name {
interface interface-name {
overrides {
always-write-giaddr;
always-write-option-82;
client-discover-match <option60-and-option82>;
interface-client-limit number;
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layer2-unicast-replies;
no-arp;
trust-option-82;

}
}
exclude {
overrides {
...

}
trace;
upto upto-interface-name;

}
overrides {
...

}
relay-option {
...

}
}

relay-option-82 {
circuit-id {
prefix prefix;
use-interface-description (logical | device);

}
}
server-group {
server-group-name {
server-ip-address;

}
}

}
helpers{
bootp {
client-response-ttl number;
description text-description;
dhcp-option82 {
circuit-id {
prefix (Circuit ID for Option 82) hostname;
use-interface-description;
use-vlan-id;

}
disable;
remote-id {
prefix hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
interface (interface-name | interface-group) {
broadcast;
client-response-ttl number;
description text-description;
dhcp-option82 {
circuit-id {
prefix (Circuit ID for Option 82) hostname;
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use-interface-description;
use-vlan-id;

}
disable;
remote-id {
prefix hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
maximum-hop-count number;
minimum-wait-time seconds;
no-listen;
server address {
routing-instance [ routing-instance-names ];

}
}
maximum-hop-count number;
minimum-wait-time seconds;
no-listen;
relay-agent-option;
server address {
routing-instance [ routing-instance-names ];

}
source-address-giaddr;

}
}

Unsupported Statements in the [edit forwarding-options] Hierarchy Level

All statements in the [edit forwarding-options] hierarchy level that are displayed in the

command-line interface (CLI) on the switch are supported on the switch and operate

as documented with the following exceptions:

Table 15: Unsupported [edit forwarding-options] Configuration Statements on EX Series
Switches

Hierarchy LevelStatement

NOTE: Variables, such as filename, are not shown in the statements or hierarchies.

[edit forwarding-options]accounting

[edit forwarding-options accounting output]aggregate-export-interval

[edit forwarding-options helpers domain interface]
[edit forwarding-options helpers port interface]
[edit forwarding-options helpers tftp interface]

broadcast

[edit forwarding-options helpers domain]
[edit forwarding-options helpers domain interface]
[edit forwarding-options helpers port interface]
[edit forwarding-options helpers tftp]
[edit forwarding-options helpers tftp interface]

description
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Table 15: Unsupported [edit forwarding-options] Configuration Statements on EX Series
Switches (continued)

Hierarchy LevelStatement

[edit forwarding-options helpers]domain

[edit forwarding-options accounting output interface]engine-id

[edit forwarding-options helpers traceoption]file

[edit forwarding-options helpers traceoption]flag

[edit forwarding-options accounting output]flow-active-timeout

[edit forwarding-options accounting output]flow-inactive-timeout

[edit forwarding-options load-balance per-prefix]hash-seed

[edit forwarding-options load-balance]indexed-next-hop

[edit forwarding-options accounting output]
[edit forwarding-options helpers domain]
[edit forwarding-options helpers port]
[edit forwarding-options helpers tftp]

interface

[edit forwarding-options helpers traceoption]level

[edit forwarding-options]load-balance

[edit forwarding-options helpers domain interface]
[edit forwarding-options helpers port interface]
[edit forwarding-options helpers tftp interface]

no-listen

[edit forwarding-options helpers traceoption]no-remote-trace

[edit forwarding-options accounting]output

[edit forwarding-options load-balance]per-prefix

[edit forwarding-options helpers]port

[edit forwarding-options helpers domain interface server]
[edit forwarding-options helpers domain server]
[edit forwarding-options helpers port interface server]
[edit forwarding-options helpers rtsdb-client-traceoptions]
[edit forwarding-options helpers tftp interface server]
[edit forwarding-options helpers tftp server]

routing-instance

[edit forwarding-options helpers]rtsdb-client-traceoptions
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Table 15: Unsupported [edit forwarding-options] Configuration Statements on EX Series
Switches (continued)

Hierarchy LevelStatement

[edit forwarding-options helpers domain]
[edit forwarding-options helpers domain interface]
[edit forwarding-options helpers port]
[edit forwarding-options helpers port interface]
[edit forwarding-options helpers tftp]
[edit forwarding-options helpers tftp interface]

server

[edit forwarding-options accounting output interface]source-address

[edit forwarding-options helpers]tftp

[edit forwarding-options helpers]traceoptions

Related
Documentation

Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

•

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 155

• DHCP/BOOTP Relay for Switches Overview

• For more information about the [edit forwarding-options] hierarchy and its options, see

Junos OS Policy Framework Configuration Guide

[edit security] Configuration Statement Hierarchy on EX Series Switches

This topic lists supportedandunsupportedconfiguration statements in the [edit security]

hierarchy level on EX Series switches.

• Supported statements are those that you can use to configure some aspect of a

software feature on the switch.

• Unsupported statements are those that appear in the command-line interface (CLI)

on the switch, but that have no effect on switch operation if you configure them.

• Not all features are supported on all switch platforms. For detailed information about

feature support on specific EX Series switch platforms, see EX Series Switch Software

Features Overview.

This topic lists:

• Supported Statements in the [edit security] Hierarchy Level on page 174

• Unsupported Statements in the [edit security] Hierarchy Level on page 177

Supported Statements in the [edit security] Hierarchy Level

The following hierarchy shows the [edit security] configuration statements supported

on EX Series switches:

Copyright © 2015, Juniper Networks, Inc.174

Port Security on EX Series Switches

http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/junos/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/junos/product/index.html


security {
alarms {
potential-violation {
authentication failures;
cryptographic-self-test ;
key-generation-self-test;
non-cryptographic-self-test;
policy number per (minute | second);
replay-attacks {
threshold value;

}
security-log-percent-full;

}
}
certificates {
cache-size bytes;
cache-timeout-negative seconds;
certification-authority ca-profile-name {
ca-name certificate-authority-name;
crl filename;
encoding (binary | pem);
enrollment-url url;
file certificate-filename;
ldap-url url-name;

}
enrollment-retry number;
local certificate-name {
certificate-key-string;
load-key-fileURL-or-path;

}
maximum-certificates number;
path-length bytes;

}
ipsec {
security-association sa-name {
description text-description;
manual {
direction (bidirectional | inbound | outbound) {

}
mode (transport | tunnel);

}
}
log {
cache {
exclude name {
destination-address:
destination-port;
event-id;
failure;
interface-name;
policy-name;
process;
source-address;
source-port;
success;
username;
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}
limit number;

}
}
macsec {
connectivity-association connectivity-association-name {
exclude-protocol protocol-name;
include-sci;
mka {
must-secure;
key-server-priority priority-number;
transmit-interval interval;

}
no-encryption;
offset (0|30|50);
pre-shared-key {
cak hexadecimal-number;
ckn hexadecimal-number;

}
replay-protect{
replay-window-size number-of-packets;

}
secure-channel secure-channel-name {
direction (inbound | outbound);
encryption (MACsec);
id {
mac-addressmac-address;
port-id port-id-number;

}
offset (0|30|50);
security-association security-association-number {
key key-string;

}
}
security-mode security-mode;

}
interfaces interface-name {
connectivity-association connectivity-association-name;

}
}
pki {
auto-re-enrollment {
certificate-id certificate-id {
ca-profile-name profile-name;
challenge-password password;
re-enroll-trigger-time-percentage percentage;
re-generate-keypair;

}
}
traceoptions {
file<filename><filesnumber><match regular-expression><sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
}

}
ssh-known-hosts {
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fetch-from-server (hostname | address);
host (hostname | address) {
dsa-key key;
ecdsa-sha2-nistp256-key key;
ecdsa-sha2-nistp384-key key;
ecdsa-sha2-nistp521-key key;
rsa-key key:
rsa1-key key;

}
load-key-file filename;

}
traceoptions {
file <filename> <files number> <match regular-expression> <sizemaximum-file-size>
<world-readable | no-world-readable>;

flag flag;
level level;
no-remote-trace;
rate-limit rate;

}
}

Unsupported Statements in the [edit security] Hierarchy Level

All statements in the [edit security]hierarchy level that aredisplayed in thecommand-line

interface (CLI) on the switch are supported on the switch and operate as documented

with the following exceptions:

Table 16: Unsupported [edit security] Configuration Statements on EX Series Switches

HierarchyStatement

NOTE: Variables, such as filename, are not shown in the statements or hierarchies.

[edit security alarms]audible

[edit security alarms audible]continuous
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allowed-mac

Syntax allowed-mac {
mac-address-list;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Specify particular MAC addresses to be added to the MAC address cache.

NOTE: Although this configuration restricts theaddresses that canbeadded
to the MAC address cache, it does not block the switch from receiving Layer
2 control packets—such as Link Layer Discovery Protocol (LLDP)
packets—transmitted fromMAC addresses that are not specified in the list
of allowedMACaddresses. Control packetsdonot undergo theMACaddress
check and they are therefore included in the statistics of packets received.
However, they are not forwarded to another destination. They are trapped
within the switch.

Default Allowed MAC addresses take precedence over dynamic MAC values that have been

applied with themac-limit statement.

Options mac-address-list—One or more MAC addresses configured as allowed MAC addresses

for a specified interface or all interfaces.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• mac-limit (Access Port Security) on page 211

• Example: Configuring Basic Port Security Features on page 45

• Example: Configuring Allowed MAC Addresses to Protect the Switch from DHCP

Snooping Database Alteration Attacks on page 68

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 53

• Example:ConfiguringMACLimiting toProtect theSwitch fromDHCPStarvationAttacks

on page 60

• Configuring MAC Limiting (CLI Procedure) on page 142

• Configuring MAC Limiting (J-Web Procedure) on page 145
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arp-inspection

Syntax arp-inspection {
forwarding-class class-name;

}

Hierarchy Level For platforms with ELS:•

[edit vlans vlan-name forwarding-options dhcp-security],
[edit forwarding-options dhcp-relay ]

• For platforms without ELS:

[edit ethernet-switching-options secure-access-port vlan (all | vlan-name)],
[edit forwarding-options dhcp-relay ]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer 2 Software for

information about ELS.)

Statement introduced in Junos OS Release 13.2 for the QFX series.

Description Perform dynamic ARP inspection (DAI) on all VLANs or on the specified VLAN.

WhenDAI is enabled, the switch logs invalidARPpackets that it receivesoneach interface,

alongwith the sender’s IPandMACaddresses.ARPprobepackets,whichhave the sender

IP address 0.0.0.0, are validated by DAI.

NOTE: If you configure DAI at the [edit vlans vlan-name forwarding-options

dhcp-security] hierarchy level:

• DAI can be configured only for a specific VLAN, not for a list or a range of
VLAN IDs.

• DHCP snooping is automatically enabled on the specified VLAN.

• The forwarding-class statement isnotavailableat the [edit vlansvlan-name

forwarding-options dhcp-security] hierarchy level.

See Enabling Dynamic ARP Inspection (CLI Procedure) for more information
about this configuration.

NOTE: On EX9200 switches, DAI is not supported in anMC-LAG scenario.

The remaining statement is explained separately.

Default Disabled.
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Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Example: Configuring IPSourceGuardandDynamicARP Inspection toProtect theSwitch

from IP Spoofing and ARP Spoofing

• Example:UsingCoSForwardingClasses toPrioritizeSnoopedPackets inHeavyNetwork

Traffic on page 106

• Enabling Dynamic ARP Inspection (CLI Procedure) on page 139

• Enabling Dynamic ARP Inspection (J-Web Procedure) on page 141

cak

Syntax ckn hexadecimal-number;

Hierarchy Level [editsecuritymacsecconnectivity-associationconnectivity-association-namepre-shared-key]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specifies the connectivity association key (CAK) for a pre-shared key.

A pre-shared key includes a connectivity association key name (CKN) and a CAK. A

pre-shared key is exchanged between two devices at each end of a point-to-point link

to enable MACsec using dynamic security keys. The MACsec Key Agreement (MKA)

protocol is enabledonce thepre-sharedkeysaresuccessfully exchanged.Thepre-shared

key—the CKN and CAK—must match on both ends of a link

Default No CAK exists, by default.

Options hexadecimal-number—The key name, in hexadecimal format.

The key name is 32 hexadecimal characters in length. If you enter a key name that

is less then 32 characters long, the remaining characters are set to 0.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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circuit-id

Syntax circuit-id {
prefix {
host-name;
logical-system-name;
routing-instance-name;

}
use-interface-description (device | logical);
use-vlan-id;

}

Hierarchy Level For platforms with Enhanced Layer 2 Software (ELS):•

[edit vlans vlan-name forwarding-options dhcp-security option-82 ]

• For platforms without ELS:

[edit ethernet-switching-options secure-access-port vlan (all | vlan-name)
dhcp-option82],

[edit forwarding-options helpers bootp dhcp-option82] ,
[edit forwarding-options helpers bootp interface interface-name dhcp-option82]

• For MX Series platforms:

[edit bridge-domains bridge-domain-name forwarding-options dhcp-security option-82]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer 2 Software for

information about ELS.)

Statement introduced in Junos OS Release 14.1 for the MX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure the circuit-id suboption (suboption 1) ofDHCPoption82 (theDHCP relayagent

informationoption) inDHCPpacketsdestined for aDHCPserver. This suboption identifies

the circuit (the interface, the VLAN, or both) on which the DHCP request arrived.

The remaining statements are explained separately.

Default If DHCP option 82 is enabled on the switch, the circuit ID is supplied by default in the

format interface-name:vlan-name or, on a Layer 3 interface, just interface-name.

NOTE: When you configure circuit-id, remote-id is also enabled, even if you

do not explicitly configure remote-id .

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• Setting Up DHCP Option 82 on an MX Series Router (CLI Procedure)

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 158

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 155

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• RFC 3046, DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046

ckn

Syntax ckn hexadecimal-number;

Hierarchy Level [editsecuritymacsecconnectivity-associationconnectivity-association-namepre-shared-key]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specifies the connectivity association key name (CKN) for a pre-shared key.

A pre-shared key includes a CKN and a connectivity association key (CAK). A pre-shared

key is exchanged between two devices at each end of a point-to-point link to enable

MACsec using dynamic security keys. The MACsec Key Agreement (MKA) protocol is

enabled once the pre-shared keys are successfully exchanged. The pre-shared key—the

CKN and CAK—must match on both ends of a link

Default No CKN exists, by default.

Options hexadecimal-number—The key name, in hexadecimal format.

The key name is 32 hexadecimal characters in length. If you enter a key name that

is less then 32 characters long, the remaining characters are set to 0.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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connectivity-association

Syntax connectivity-association connectivity-association-name {
exclude-protocol protocol-name;
include-sci;
mka {
must-secure;
key-server-priority priority-number;
transmit-interval interval;

}
no-encryption;
offset (0|30|50);
pre-shared-key {
cak hexadecimal-number;
ckn hexadecimal-number;

}
replay-protect{
replay-window-size number-of-packets;

}
secure-channel secure-channel-name {
direction (inbound | outbound);
encryption (MACsec);
id {
mac-addressmac-address;
port-id port-id-number;

}
offset (0|30|50);
security-association security-association-number {
key key-string;

}
}
security-mode security-mode;

}

Hierarchy Level [edit securitymacsec]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Create or configure a MACsec connectivity association.

A connectivity association is not applying MACsec to traffic until it is associated with an

interface. MACsec connectivity associations are associated with interfaces using the

interfaces statement in the [edit security macsec] hierarchy.

Default No connectivity associations are present, by default.

Options The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.
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Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118

connectivity-association (MACsec Interfaces)

Syntax connectivity-association connectivity-association-name;

Hierarchy Level [edit securitymacsec interfaces interface-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Applies a connectivity association to an interface, which enables Media Access Control

Security (MACsec) on that interface.

Default No connectivity associations are associated with any interfaces.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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direction

Syntax direction (inbound | outbound);

Hierarchy Level [editsecuritymacsecconnectivity-associationconnectivity-association-namesecure-channel
secure-channel-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Configure whether the secure channel applies MACsec security to traffic entering or

leaving an interface.

If you need to apply MACsec on traffic entering and leaving an interface, you need to

create one secure channel to apply MACsec on incoming traffic and another secure

channel to apply MACsec on outgoing traffic within the same connectivity association.

When you associate the connectivity association with an interface, MACsec is applied

on traffic entering and leaving that interface.

You only use this configuration option when you are configuring MACsec using static

secure association keys (SAK) security mode. When you are configuring MACsec using

static connectivity association keys (CAK) security mode, two secure channels that are

not user-configurable—one inbound secure channel and one outbound secure

channel—are automatically created within the connectivity association.

Default This statement does not have a default value.

If you have configured a secure channel to enable MACsec using static SAK security

mode, youmust specify whether the secure channel applies MACsec to traffic entering

or leaving an interface. A candidate configuration that contains a secure channel that

has not configured a direction cannot be committed.

Options inbound—Enable MACsec security on traffic entering the interface that has applied the

secure channel.

outbound—Enable MACsec security on traffic leaving the interface that has applied the

secure channel.

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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dhcp-option82

Syntax dhcp-option82 {
circuit-id {
prefix hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan (all | vlan-name)]
[edit forwarding-options helpers bootp]
[edit forwarding-options helpers bootp interface interface-name]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Description When the switch receives a DHCP request from a DHCP client connected on one of the

switch's interfaces, have the switch insert DHCP option 82 (also known as the DHCP

relay agent information option) information in the DHCP request packet header before

it forwards or relays the request to a DHCP server. The server uses the option 82

information, which provides details about the circuit and host the request came from, in

formulating the reply; the server does not, however, make any changes to the option 82

information in the packet header. The switch receives the reply and then removes the

DHCP option 82 information before forwarding the reply to the client.

The remaining statements are explained separately.

Default Insertion of DHCP option 82 information is not enabled.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

•

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 158

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 155

• [edit forwarding-options] Configuration Statement Hierarchy on EX Series Switches

on page 170
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• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.

dhcp-snooping-file

Syntax dhcp-snooping-file {
location ( local_pathname | remote_URL);
timeout seconds;
write-interval seconds;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port]

Release Information Statement introduced in Junos OS Release 9.4 for EX Series switches.

Description Ensure that IP-MAC bindings persist through switch reboots by specifying a local

pathname or a remote URL for the storage location of the DHCP snooping database file.

The remaining statements are explained separately.

Default The IP-MACbindings in the DHCP snooping database file are not persistent. If the switch

is rebooted, the bindings are lost.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Making IP-MAC Bindings in the DHCP Snooping Database Persistent (CLI Procedure)

on page 163

• Understanding DHCP Snooping for Port Security on page 12
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dhcp-trusted

Syntax (dhcp-trusted | no-dhcp-trusted);

Hierarchy Level [edit ethernet-switching-options secure-access-port interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Allow DHCP responses from the specified interfaces (ports) or all interfaces.

• dhcp-trusted—Allow DHCP responses.

• no-dhcp-trusted—Deny DHCP responses.

Default Trusted for trunk ports, untrusted for access ports.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Basic Port Security Features on page 45

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 56

• Enabling a Trusted DHCP Server (CLI Procedure) on page 138

• Enabling a Trusted DHCP Server (J-Web Procedure) on page 138
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disable-timeout

Syntax disable-timeout timeout;

Hierarchy Level [edit ethernet-switching-options port-error-disable],

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Description Specify how long the Ethernet switching interfaces remain in a disabled state because

of MAC limiting, MACmove limiting, or storm control errors.

NOTE: If youmodify the timeout value of an existing disable timeout setting,
the new timeout value does not impact the timing of restoration to service
of currently disabled interfaces that have been configured for automatic
recovery. The new timeout value is applied only during the next occurrence
of a port error.

You can bring up the currently disabled interfaces by running the operational
command clear ethernet-switching port-error.

Default The disable timeout is not enabled.

Options timeout—Time, in seconds, that thedisabledstate remains ineffect. Thedisabled interface

is automatically restored to service when the specified timeout value is reached.

Range: 10 through 3600 seconds

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Storm Control to Prevent Network Outages on EX Series Switches

• ConfiguringAutorecoveryFromtheDisabledStateonSecureorStormControl Interfaces

(CLI Procedure) on page 161
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encryption (MACsec)

Syntax encryption;

Hierarchy Level [editsecuritymacsecconnectivity-associationconnectivity-association-namesecure-channel
secure-channel-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Enable MACsec encryption within a secure channel.

You can enable MACsec without enabling encryption. If a connectivity association with

asecurechannel thathasnotenabledMACsecencryption isassociatedwithan interface,

traffic is forwarded across the Ethernet link in clear text. You are, therefore, able to view

this unencrypted traffic when you are monitoring the link. The MACsec header is still

applied to the frame, however, and allMACsec data integrity checks are run onboth ends

of the link to ensure the traffic has not been tampered with and does not represent a

security threat.

Traffic traversing a MAC-enabled point-to-point Ethernet link traverses the link at the

samespeed regardlessofwhether encryption is enabledordisabled.Youcannot increase

the speed of traffic traversing a MACsec-enabled Ethernet link by disabling encryption.

This command is used to enable encryption when MACsec is configured using secure

association key (SAK) security mode only. When MACsec is configuring using static

connectivity association key (CAK) security mode, the encryption setting is configured

outside of the secure channel using the no-encryption configuration statement.

Default MACsec encryption is disabled when MACsec is configured using static SAK security

mode, by default.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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ethernet-switching-options

Syntax ethernet-switching-options {
analyzer (Port Mirroring) {
name {
loss-priority priority;
ratio number;
input {
ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);

}
egress {
interface (all | interface-name);

}
}
output {
interface interface-name;
vlan (vlan-id | vlan-name) {
no-tag;
}

}
}

}
bpdu-block {
disable-timeout timeout;
interface (all | [interface-name]) {
(disable | drop | shutdown);
}

}
dot1q-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100);

}
interfaces interface-name {
no-mac-learning;

}
mac-lookup-length number-of-entries;

}
mac-notification {
notification-interval seconds;

}
mac-table-aging-time seconds;
nonstop-bridging;
port-error-disable {
disable-timeout timeout;

}
redundant-trunk-group {
group name {
interface interface-name <primary>;
interface interface-name;

}
}
secure-access-port {
dhcp-snooping-file {
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location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
dhcpv6-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {
allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit action (drop | log | none | shutdown);
no-allowed-mac-log;
persistent-learning;
static-ip ip-address {
vlan vlan-name;
macmac-address;

}
static-ipv6 ip-address {
vlan vlan-name;
macmac-address;

}
}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection) [
forwarding-class class-name;

}
dhcp-option82 {
circuit-id {
prefix hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id [string];

}
(examine-dhcp | no-examine-dhcp) {
forwarding-class class-name;

}
(examine-dhcpv6 | no-examine-dhcpv6) {
forwarding-class class-name;

}
examine-fip {
fc-map fc-map-value;

}
(ip-source-guard | no-ip-source-guard);
(ipv6-source-guard | no-ipv6-source-guard);
mac-move-limit limit action (drop | log | none | shutdown);

Copyright © 2015, Juniper Networks, Inc.192

Port Security on EX Series Switches



}
(neighbor-discovery-inspection | no-neighbor-discovery-inspection);

no-option-37;
static {
vlan name {
macmac-address {
next-hop interface-name;

}
}

}
storm-control {
action-shutdown;
interface (all | interface-name) {
bandwidth bandwidth;
level level;
multicast;
no-broadcast;
no-multicast;
no-registered-multicast;
no-unknown-unicast;
no-unregistered-multicast;

}
}
traceoptions {
file filename <files number> <no-stamp> <replace> <size size> <world-readable |
no-world-readable>;

flag flag <disable>;
}
unknown-unicast-forwarding {
vlan (all | vlan-name) {
interface interface-name;

}
}
voip {
interface (all | [interface-name | access-ports]) {
vlan vlan-name;
forwarding-class (assured-forwarding | best-effort | expedited-forwarding |
network-control);

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure Ethernet switching options.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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Related
Documentation

• Understanding Port Mirroring on EX Series Switches

• Understanding Port Security on page 7

• Understanding BPDU Protection for STP, RSTP, and MSTP on EX Series Switches

• Understanding Redundant Trunk Links

• Understanding Storm Control on EX Series Switches

• Understanding 802.1X and VoIP on EX Series Switches

• Understanding Q-in-Q Tunneling on EX Series Switches

• Understanding Unknown Unicast Forwarding

• Understanding MAC Notification on EX Series Switches

• Understanding FIP Snooping

• Understanding Nonstop Bridging on EX Series Switches
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examine-dhcp

Syntax (examine-dhcp | no-examine-dhcp) {
forwarding-class class-name;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Enable DHCP snooping on all VLANs or on the specified VLAN.

NOTE: If you configure DHCP for all VLANs and you enable a different port
security feature on a specific VLAN, youmust also explicitly enable DHCP
snooping on that VLAN. Otherwise, the default value of no DHCP snooping
applies to that VLAN.

• examine-dhcp—Enable DHCP snooping.

• no-examine-dhcp—Disable DHCP snooping.

When DHCP snooping is enabled, the switch logs DHCP packets (DHCPOFFER,

DHCPDECLINE, DHCPACK, and DHCPNAK packets) that it receives on untrusted ports.

Youcanmonitor the log for thesemessages,which can signal thepresenceof amalicious

DHCP server on the network.

TIP: For private VLANs (PVLANs), enable DHCP snooping on the primary
VLAN. If you enable DHCP snooping only on a community VLAN, DHCP
messages coming from PVLAN trunk ports are not snooped.

The remaining statement is explained separately.

Default Disabled.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring Basic Port Security Features on page 45•

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Example:UsingCoSForwardingClasses toPrioritizeSnoopedPackets inHeavyNetwork

Traffic on page 106
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• Enabling DHCP Snooping (CLI Procedure) on page 134

• Enabling DHCP Snooping (J-Web Procedure) on page 137
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examine-dhcpv6

Syntax examine-dhcpv6 {
forwarding-class class-name;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Enable DHCPv6 snooping on all VLANs or on the specified VLAN.

NOTE: If you configure DHCP for all VLANs and you enable a different port
security feature on a specific VLAN, youmust also explicitly enable DHCP
snooping on that VLAN. Otherwise, the default value of no DHCP snooping
applies to that VLAN.

When DHCP snooping is enabled, the switch logs DHCP packets (DHCPOFFER,

DHCPDECLINE, DHCPACK, and DHCPNAK packets) that it receives on untrusted ports.

Youcanmonitor the log for thesemessages,which can signal thepresenceof amalicious

DHCP server on the network.

TIP: For private VLANs (PVLANs), enable DHCP snooping on the primary
VLAN. If you enable DHCP snooping only on a community VLAN, DHCP
messages coming from PVLAN trunk ports are not snooped.

The remaining statement is explained separately.

Default Disabled.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Basic Port Security Features on page 45

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Example:UsingCoSForwardingClasses toPrioritizeSnoopedPackets inHeavyNetwork

Traffic on page 106

• Enabling DHCP Snooping (CLI Procedure) on page 134

• Enabling DHCP Snooping (J-Web Procedure) on page 137
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exclude-protocol

Syntax exclude-protocol protocol-name;

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specifies protocols whose packets are not secured using Media Access Control Security

(MACsec) when MACsec is enabled on a link using static connectivity association key

(CAK) security mode.

When this option is enabled in a connectivity association that is attached to an interface,

MACsec is not enabled for all packetsof the specifiedprotocols that are sent and received

on the link.

Default Disabled.

All packets are secured on a linkwhenMACsec is enabled, with the exception of all types

of Spanning Tree Protocol (STP) packets.

Options protocol-name—Specifies the name of the protocol that should not beMACsec-secured.

Options include:

• cdp—Cisco Discovery Protocol.

• lacp—Link Aggregation Control Protocol.

• lldp—Link Level Discovery Protocol.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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forwarding-class (for DHCP Snooping or DAI Packets)

Syntax forwarding-class class class-name;

Hierarchy Level [editethernet-switching-options secure-access-port vlan (all | vlan-name) (examine-dhcp
| arp-inspection)]

Release Information Statement introduced in Junos OS Release 11.2 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Assign a user-defined or a predefined forwarding class to the packets that have been

checked for DHCP snooping or dynamic ARP inspection (DAI).

NOTE: To assign a user-defined class, youmust first configure the
user-defined class by using the forwarding-classes configuration statement
at the [edit class-of-service] hierarchy level.

Default Disabled.

Options class-name—Name of the forwarding class. The forwarding class can be one of the

predefined forwarding classes (best-effort, assured-forwarding,

expedited-forwarding, network-control) or it canbeauser-defined forwarding class.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example:UsingCoSForwardingClasses toPrioritizeSnoopedPackets inHeavyNetwork

Traffic on page 106

• Understanding Junos OS CoS Components for EX Series Switches

• Understanding DHCP Snooping for Port Security on page 12

• Understanding DAI for Port Security on page 20
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id

Syntax id {
mac-addressmac-address;
port-id port-id-number;

}

Hierarchy Level [editsecuritymacsecconnectivity-associationconnectivity-association-namesecure-channel
secure-channel-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specify a MAC address and a port that traffic on the link must be from to be accepted

by the interface when MACsec is enabled using static secure association key (SAK)

security mode.

Options The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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include-sci

Syntax include-sci;

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Statement introduced in Junos OS Release 14.1X53-D15 for QFX Series switches.

Description Specifies that the SCI tag should be appended to each packet on a link that has enabled

MACsec.

Youmust enable SCI tagging on a switch that is enabling MACsec on an Ethernet link

connecting to an EX4300 switch.

SCI tags are automatically appended to packets leaving a MACsec-enabled interface

on an EX4300 switch. This option is, therefore, not available on EX4300 switches.

You should only use this option when connecting a switch to an EX4300 switch, or to a

host device that requires SCI tagging. SCI tags are eight octets long, so appending an SCI

tag to all traffic on the link adds a significant amount of unneeded overhead.

Default SCI tagging is enabled on EX4300 switches that have enabled MACsec using static

connectivity association key (CAK) security mode, by default.

SCI tagging is disabled on all other interfaces, by default.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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interface (Access Port Security)

Syntax interface (all | interface-name) {
allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit action (drop | log | none | shutdown);
no-allowed-mac-log;
persistent-learning;
static-ip ip-address {
vlan vlan-name;
macmac-address;

}
static-ipv6 ip-address {
vlan vlan-name;
macmac-address;

}
}
vlan vlan-name {
mac-limit limit action (drop | log | none | shutdown);

}
}

Hierarchy Level [edit ethernet-switching-options secure-access-port]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the ipv6-source-guardstatement introduced in JunosOSRelease 14.1X53-D10

for EX Series switches.

Description Apply port security features to all interfaces or to the specified interface.

Options all—Apply port security features to all interfaces.

interface-name—Apply port security features to the specified interface.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Example: Configuring Basic Port Security Features on page 45•

• Example: Configuring Allowed MAC Addresses to Protect the Switch from DHCP

Snooping Database Alteration Attacks on page 68

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 53

• Example:ConfiguringMACLimiting toProtect theSwitch fromDHCPStarvationAttacks

on page 60
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• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 56

• Configuring MAC Limiting (CLI Procedure) on page 142

• Enabling a Trusted DHCP Server (CLI Procedure) on page 138

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

on page 154

interfaces (MACsec)

Syntax interfaces interface-name {
connectivity-association connectivity-association-name;

}

Hierarchy Level [edit securitymacsec]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Applies thespecifiedconnectivity association to thespecified interface toenableMACsec.

One connectivity association can be applied to multiple interfaces.

Youmust always use this statement to apply a connectivity association to an interface

to enable MACsec. Youmust complete this configuration step regardless of whether

MACsec is enabled using static connectivity association key (CAK) security mode or

static secure association key (SAK) security mode.

If youareenablingMACsecusingstaticSAKsecuritymodeandneed toconfigureMACsec

on inboundandoutbound traffic on the same interface, youmust configureaconnectivity

association with one secure channel for inbound traffic and a second secure channel for

outbound traffic. The connectivity association is then applied to the interface using this

statement to enable MACsec for traffic entering and leaving the interface.

Default Interfaces are not associated with any connectivity associations, by default.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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ip-source-guard

Syntax ip-source-guard;

Hierarchy Level For platforms with ELS:•

[edit vlans vlan-name forwarding-options dhcp-security]

• For platforms without ELS:

[edit ethernet-switching-options secure-access-port vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer 2 Software for

information about ELS.)

Description Perform IPsourceguardcheckingonpackets sent fromaccess interfaces. Validate source

IP addresses and sourceMAC addresses on all VLANs or on the specified VLAN or VLAN

range. Forward packets with valid addresses and drop those with invalid addresses.

• ip-source-guard—Enable IP source guard checking.

• no-ip-source-guard—(Not available in [edit vlans vlan-name forwarding-options

dhcp-security]) Disable IP source guard checking.

If you configure IP source guard at the [edit vlans vlan-name forwarding-options

dhcp-security] hierarchy level:

• IP source guard can be configured only for a specific VLAN, not for a list or a range of

VLAN IDs.

• DHCP snooping is automatically enabled.

See Configuring IP Source Guard (CLI Procedure) for more information about this

configuration.

If youconfigure IP sourceguardat the [editethernet-switching-optionssecure-access-port

vlan (all | vlan-name] hierarchy level:

• Youmust enable DHCP snooping on all VLANs if you configure IP source guard on all

VLANs.

• Youmust enableDHCP snooping for the specific VLAN if you configure IP source guard

on that specific VLAN. Otherwise, the default behavior of no DHCP snooping applies

to that VLAN.

See “Enabling DHCPSnooping (CLI Procedure)” on page 134 formore information about

this configuration.

NOTE: OnEX9200 switches, IP source guard is not supported in anMC-LAG
scenario.
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Default Disabled.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IP Source Guard on a Data VLAN That Shares an Interface with

a Voice VLAN on page 89

• Example:Configuring IPSourceGuardwithOtherEXSeriesSwitchFeatures toMitigate

Address-Spoofing Attacks on Untrusted Access Interfaces on page 79

• Example: Configuring IPSourceGuardandDynamicARP Inspection toProtect theSwitch

from IP Spoofing and ARP Spoofing

• Configuring IP Source Guard (CLI Procedure) on page 150

• Configuring IP Source Guard (CLI Procedure)

ipv6-source-guard-sessions

Syntax ipv6-source-guard-sessions {
max-numbermax-number;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port]

Release Information Statement introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Specify themaximumnumberof IPv6sourceguardsessions forTCAMspaceprovisioning.

NOTE: After setting or changing themaximumnumber of IPv6 source guard
sessions and committing the configuration, youmust reboot the switch for
the configuration to take effect.

Default Disabled.

Options max-numbermax-number—Themaximum number of IPv6 source guard sessions.

Range: 50 through 300.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring IPv6 Source Guard and Neighbor Discovery Inspection to Protect

a Switch from IPv6 Address Spoofing

• Configuring IP Source Guard (CLI Procedure)
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key (MACsec)

Syntax key key-string;

Hierarchy Level [editsecuritymacsecconnectivity-associationconnectivity-association-namesecure-channel
secure-channel-name security-association security-association-number]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specifies the static security key to exchange to enable MACsec using static secure

association key (SAK) security mode.

Thekeystring isa32-digit hexadecimalnumber.Thekeystringand thesecurityassociation

mustmatchonbothsidesofanEthernet connection tosecure traffic usingMACsecwhen

enabling MACsec using SAK security mode.

Youmust configure at least two security associations with unique security association

numbers and key strings to enable MACsec using static SAK security mode. MACsec

initially establishes a secure connection when a security association number and key

match on both ends of an Ethernet link. After a certain number of Ethernet frames are

securely transmitted across the Ethernet link, MACsec automatically rotates to a new

security association with a new security association number and key to maintain the

secured Ethernet link. This rotation continues each time a certain number of Ethernet

frames are securely transmitted across the secured Ethernet link, so youmust always

configure MACsec to have at least two security associations.

Default This statement does not have a default value.

Options key-string—Specifies the key to exchange with the other end of the link on the secure

channel. The key-string is a 32-digit hexadecimal string that is created by the user.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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key-server-priority (MACsec)

Syntax key-server-priority priority-number;

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-namemka]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specifies the key server priority used by the MACsec Key Agreement (MKA) protocol to

select the key server when MACsec is enabled using static connectivity association key

(CAK) security mode.

The switch with the lower priority-number is selected as the key server.

If the priority-number is identical on both sides of a point-to-point link, theMKA protocol

selects the device with the lower MAC address as the key server.

Default The default key server priority number is 16.

Options priority-number—Specifies the MKA server election priority number.

The priority-number can be any number between 0 and 255. The lower the number,

the higher the priority.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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location (DHCP Snooping Database)

Syntax location (local_pathname | remote_url);
timeout seconds;
write-interval seconds;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port dhcp-snooping-file];
[edit ethernet-switching-options secure-access-port dhcpv6-snooping-file]

Release Information Statement introduced in Junos OS Release 9.4 for EX Series switches.

Support at the [editethernet-switching-optionssecure-access-portdhcpv6-snooping-file]

hierarchy level introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Configure IP-MAC address bindings to persist through switch reboots by specifying a

location in which to store the DHCP snooping database. When specifying the location

for theDHCP snooping database, youmust also specify how frequently the switchwrites

(write-interval) the database entries into the DHCP snooping database file.

If you choose to store the DHCP snooping database on a remote FTP site, youmight

want to specify the time (timeout) that the switch waits for a remote system to respond

when the DHCP snooping database is stored on a remote FTP site. This is optional.

Options local_pathname | remote_url

• local_pathname—Use /path to store the database file on the local switch.

• remote_url—Use ftp://ip-address or ftp:// hostname/path to store the database on a

remote FTP site.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Making IP-MAC Bindings in the DHCP Snooping Database Persistent (CLI Procedure)

on page 163

• Understanding DHCP Snooping for Port Security on page 12
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mac

Syntax macmac-address;

Hierarchy Level • For platforms with Enhanced Layer 2 Software (ELS):

[edit vlans vlan-name forwarding-options dhcp-security group group-name interface
interface-name static-ip ip-address]

• For platforms without ELS:

[edit ethernet-switching-options secure-access-port interface (all | interface-name)
static-ip ip-address vlan vlan-name]

• For MX Series platforms:

[edit bridge-domains bridge-domain-name forwarding-options dhcp-security group
group-name interface interface-name static-ip ip-address]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer 2 Software for

information about ELS.)

Hierarchy level [editbridge-domainsbridge-domain-name forwarding-optionsdhcp-security]

introduced in Junos OS Release 14.1 for the MX Series.

Description Configure the media access control (MAC) address or hardware address of the device

connected to the specified interface.

Options mac-address—Value (in hexadecimal format) of the address assigned to this device.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

on page 154

• Configuring Static IP Addresses for DHCP and DHCPv6 Bindings on Access Ports (CLI

Procedure)

• Configuring Static IP Addresses for DHCPBindings on Access Ports forMXSeries Routers

(CLI Procedure)
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mac-address (MACsec)

Syntax mac-addressmac-address;

Hierarchy Level [editsecuritymacsecconnectivity-associationconnectivity-association-namesecure-channel
secure-channel-name id]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specify a MAC address to enable MACsec using static secure association key (SAK)

securitymode.Themac-address variablesmustmatchon thesendingand receivingends

of a link to enable MACsec using static SAK security mode.

If you are configuring a MAC address on a secure channel in the outbound direction, you

should specify the MAC address of the interface as themac-address.

If you are configuring a MAC address on a secure channel in the inbound direction, you

should specify the MAC address of the interface at the other end of the link as the

mac-address.

You only use this configuration optionwhen you are configuringMACsec using static SAK

securitymode. This option does not need to be specifiedwhen you are enablingMACsec

using static connectivity association key (CAK) security mode.

Default NoMAC address is specified in the secure channel, by default.

Options mac-address—The MAC address, in six groups of two hexadecimal digits.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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mac-limit (Access Port Security)

Syntax mac-limit limit action action;

Hierarchy Level [edit ethernet-switching-options secure-access-port interface (all | interface-name)],
[edit ethernet-switching-options secure-access-port interface interface-name) vlan
vlan-name],

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Set a limit on the number ofMACaddresses that can be added to the Ethernet switching

table.

• [edit ethernet-switching options secure-access-port interface]—Set theMACaddress

learning limit for a specific interface, for a range of interfaces, or for all interfaces on

the switch.

• [edit ethernet-switching options secure-access-port interface interface-name vlan

vlan-name]—Set the MAC address learning limit for a specific interface as amember

of a specific VLAN (VLANmembership MAC limit).

NOTE: If you set theMACaddress limit ona specific interfaceasamember
of a specific VLAN (VLANmembership MAC limit), the switch drops any
additionalpacketswhen theVLANmembershipMAC limit is exceededand
logs the MAC addresses of those packets. You cannot specify a different
action for this specific configuration. If a single interface belongs tomore
than one VLAN, you can set separate VLANmembership MAC limits for
the same interface.

Whenyou reset thenumberofMACaddresses, theMACaddress table isnotautomatically

cleared. Previous entries remain in the table after you reduce the number of addresses,

so you should clear the forwarding table for the specified interface or MAC address. Use

the clear ethernet-switching table command to clear the existing MAC addresses from

the table.

Default The default action is drop.

Options action action—(Optional) Action to take when the MAC address limit for an interface or

for all interfaces is exceeded:

• drop—Drop the packet and generate a system log entry.

• log—Do not drop the packet but generate a system log entry.

• none—No action.

• shutdown—Disable the interfaceandgenerateasystem logentry. If youhaveconfigured

the switch with the port-error-disable statement, the disabled interface recovers

automatically upon expiration of the specified disable timeout. If you have not
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configured the switch for autorecovery from port error disabled conditions, you can

bring up the disabled interfaces by running the clear ethernet-switching port-error

command.

limit—Maximum number of MAC addresses.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• allowed-mac on page 178

• clear ethernet-switching table

• Example: Configuring Basic Port Security Features on page 45

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 53

• Example:ConfiguringMACLimiting toProtect theSwitch fromDHCPStarvationAttacks

on page 60

• Configuring MAC Limiting (CLI Procedure) on page 142

• Configuring MAC Limiting (J-Web Procedure) on page 145

• ConfiguringAutorecoveryFromtheDisabledStateonSecureorStormControl Interfaces

(CLI Procedure) on page 161
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mac-move-limit

Syntax mac-move-limit limit {
<action action | packet-action action>;
interface interface-name {
action-priority value;

}
}

Hierarchy Level For platforms with ELS:•

[edit vlans vlan-name switch-options]

• For platforms without ELS:

[edit ethernet-switching-options secure-access-port vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Hierarchy level [edit vlans vlan-name switch-options] introduced in Junos OS Release

13.2X50-D10. (SeeGetting Startedwith Enhanced Layer 2 Software for information about

ELS.)

Description Specify the number of times a MAC address canmove to a new interface (port) in one

secondand theaction tobe takenby theswitch if theMACaddressmove limit is exceeded.

Default If you do not specifymac-move-limit, the default MAC address move limit is unlimited.

Options limit—Maximum number of moves to a new interface per second.

Range: 1 through 4294967295

• action action—(Optional) (Available only under the [edit ethernet-switching-options

secure-access-port vlan (all | vlan-name)mac-move-limit]) hierarchy level.) Action to

take when the MAC address move limit is reached:

• drop—Drop the packet and generate a system log entry. This is the default.

• log—Do not drop the packet but generate a system log entry.

• none—No action.

• shutdown—Disable the interface and generate a system log entry. If you have

configured the switch with the port-error-disable statement, the disabled interfaces

recover automatically upon expiration of the specified disable timeout. If you have

not configured the switch for autorecovery from port error disabled conditions, you

canbringup thedisabled interfacesby running the clearethernet-switchingport-error

command.

• packet-action action—(Optional) (Available only under the [edit vlans vlan-name

switch-optionsmac-move-limit]hierarchy level.) Action to takewhen theMACaddress

move limit is reached:
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NOTE: The drop and drop and log options are not supported on EX9200

switches.

• drop—Drop the packet and do not generate an alarm.

• drop and log—Drop the packet and generate an alarm, an SNMP trap, or system log

entry.

• log—Do not drop the packet, but generate an alarm, an SNMP trap, or a system log

entry.

• none—Forward packets with new source MAC addresses, and learn the new source

MAC address.

• shutdown—Disable the interface and generate an alarmor anSNMP trap. If you have

configured the interfacewith the recovery-timeout statement, the disabled interface

recovers automatically upon expiration of the specified timeout. If you have not

configured the interface for a recovery timeout, youcanbringup thedisabled interface

by running the operational command clear ethernet-switching recovery-timeout.

• vlan-member-shutdown—(EX9200 only) Block the interface on the basis of its

membership in a specific VLAN and generate an alarm, an SNMP trap, or a system

log entry. If you have configured an interface with the recovery-timeout statement,

thedisabled interfaces recover automatically uponexpirationof the specifieddisable

timeout. If you have not configured the switch for autorecovery from port error

disabled conditions, you can bring up the disabled interfaces by running the clear

ethernet-switching recovery-timeout command.

Default: There is no default action.

Remaining statements explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Basic Port Security Features on page 45

• Configuring MACMove Limiting (CLI Procedure) on page 147

• Configuring MACMove Limiting (CLI Procedure)

• Configuring Persistent MAC Learning (CLI Procedure)

• Configuring MACMove Limiting (J-Web Procedure) on page 149

• ConfiguringAutorecoveryFromtheDisabledStateonSecureorStormControl Interfaces

(CLI Procedure) on page 161

• Configuring Autorecovery from the Disabled State on Secure or Storm Control Interfaces

(CLI Procedure)
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macsec

Syntax macsec {
connectivity-association connectivity-association-name {
exclude-protocol protocol-name;
include-sci;
mka {
must-secure;
key-server-priority priority-number;
transmit-interval interval;

}
no-encryption;
offset (0|30|50);
pre-shared-key {
cak hexadecimal-number;
ckn hexadecimal-number;

}
replay-protect{
replay-window-size number-of-packets;

}
secure-channel secure-channel-name {
direction (inbound | outbound);
encryption (MACsec);
id {
mac-addressmac-address;
port-id port-id-number;

}
offset (0|30|50);
security-association security-association-number {
key key-string;

}
}
security-mode security-mode;

}
interfaces interface-name {
connectivity-association connectivity-association-name;

}
}

Hierarchy Level [edit security]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Configure Media Access Control Security (MACsec)..

Options The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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mka

Syntax mka {
must-secure;
key-server-priority priority-number;
transmit-interval interval;

}

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15.

Description Specify parameters for the MACsec Key Agreement (MKA) protocol.

Options The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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must-secure

Syntax must-secure;

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-namemka]

Release Information Statement introduced in Junos OS Release 14.1X53-D10.

Description Specifies that all traffic travelling on theMACsec-secured linkmust beMACsec-secured

to be forwarded onward.

When themust-secure option is enabled, all traffic that is not MACsec-secured that is

received on the interface is dropped.

When themust-secure option is disabled, all traffic from devices that support MACsec

is MACsec-secured while traffic received from devices that do no support MACsec is

forwarded through the network.

Themust-secure option is particularly useful in scenarios where multiple devices, such

as a phone and a PC, are accessing the network through the same Ethernet interface. If

one of the devices supports MACsec while the other device does not support MACsec,

the device that doesn’t support MACsec can continue to send and receive traffic over

the network—provided themust-secure option is disabled—while traffic to and from the

device that supports MACsec is MACsec-secured. In this scenario, traffic to the device

that is not MACsec-securedmust be VLAN-tagged.

Default Themust-secure option is disabled.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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no-allowed-mac-log

Syntax no-allowed-mac-log;

Hierarchy Level [edit ethernet-switching-options secure-access-port interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Description Specify that the switch does not log messages when it receives packets from invalid

MAC addresses on an interface that has been configured for particular (allowed) MAC

addresses.

Default The switch logs messages when it receives packets from invalid MAC addresses on an

interface that has been configured for particular (allowed) MAC addresses.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• allowed-mac on page 178

• Example: Configuring Basic Port Security Features on page 45

• Example: Configuring Allowed MAC Addresses to Protect the Switch from DHCP

Snooping Database Alteration Attacks on page 68

• Example:ConfiguringMACLimiting toProtect theSwitch fromDHCPStarvationAttacks

on page 60

• Configuring MAC Limiting (CLI Procedure) on page 142

• Configuring MAC Limiting (J-Web Procedure) on page 145
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no-encryption (MACsec)

Syntax no-encryption;

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Disables MACsec encryption for a connectivity association that is configured to enable

MACsec using static connectivity association key (CAK) or dynamic security mode.

You can enable MACsec without enabling encryption. If a connectivity association that

has not enabled MACsec encryption is associated with an interface, traffic is forwarded

across the Ethernet link in clear text. You are, therefore, able to view this unencrypted

trafficwhen you aremonitoring the link. TheMACsec header is still applied to the packet,

however, and all MACsec data integrity checks are run on both ends of the link to ensure

the traffic does not represent a security threat.

This command is used todisable encryptionwhenMACsec is configuredusing static CAK

ordynamicsecuritymodeonly.WhenMACsec isconfiguringusingstatic secureassociation

key (SAK) security mode, the encryption setting is managed in the secure channel using

the encryption configuration statement.

Default MACsec encryption is enabled if MACsec is enabled using static CAK or dynamic security

mode.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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no-examine-dhcpv6

Syntax no-examine-dhcpv6 {
forwarding-class class-name;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan (all | vlan-name)]

Release Information Statement introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Disable DHCPv6 snooping on all VLANs or on the specified VLAN.

The remaining statement is explained separately.

Default Disabled.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• examine-dhcpv6 on page 197

• Example: Configuring Basic Port Security Features on page 45

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Example:UsingCoSForwardingClasses toPrioritizeSnoopedPackets inHeavyNetwork

Traffic on page 106

• Enabling DHCP Snooping (CLI Procedure) on page 134

• Enabling DHCP Snooping (J-Web Procedure) on page 137
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no-gratuitous-arp-request

Syntax no-gratuitous-arp-request;

Hierarchy Level [edit interfaces interface-name]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure theswitchnot to respond togratuitousARPrequests.Youcandisable responses

to gratuitous ARP requests on Layer 2 Ethernet switching interfaces, and integrated

routing and bridging (IRB) interfaces or routed VLAN interfaces (RVIs). (On EX Series

switches that use Junos OSwith support for the Enhanced Layer 2 Software (ELS)

configuration style, the feature is known as an IRB interface. On EX Series switches that

use Junos OS that does not support ELS, the feature is known as an RVI.)

Default Gratuitous ARP responses are enabled on all Ethernet switching interfaces, and IRB

interfaces or RVIs.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Proxy ARP on an EX Series Switch

• Configuring Proxy ARP (CLI Procedure)

• Configuring Proxy ARP (CLI Procedure)

no-option-37

Syntax no-option-37;

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan vlan-name]

Release Information Statement introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Configure the VLAN not to transmit DHCP option 37 information, even if the VLAN is

configured to perform DHCPv6 snooping.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• option-82

• Understanding DHCP Option 82 for Port Security on Switching Devices on page 36

• Understanding DHCP Snooping for Port Security on page 12
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offset

Syntax offset (0 |30 | 50);

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-name]
[editsecuritymacsecconnectivity-associationconnectivity-association-namesecure-channel
secure-channel-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specifies thenumberofoctets inanEthernet framethatare sent inunencryptedplain-text

when encryption is enabled for MACsec.

Setting the offset to 30 allows a feature to see the IPv4 header and the TCP/UDPheader

while encrypting the remaining traffic. Setting the offset to 50 allows a feature to see

the IPv6 header and the TCP/UDP header while encrypting the remaining traffic.

You would typically forward traffic with the first 30 or 50 octets unencrypted if a feature

needed to see the data in the octets to perform a function, but you otherwise prefer to

encrypt the remaining data in the frames traversing the link. Load balancing features, in

particular, typically need to see the IP and TCP/UDP headers in the first 30 or 50 octets

to properly load balance traffic.

You configure the offset in the [edit securitymacsec connectivity-association
connectivity-association-name] hierarchy when you are enabling MACsec using static

connectivity association key (CAK) or dynamic security mode.

You configure the offset in the [edit securitymacsec connectivity-association
connectivity-association-name secure-channel secure-channel-name] hierarchy when

you are enabling MACsec using static secure association key (SAK) security mode.

Default 0

Options 0—Specifies that no octets are unencrypted. When you set the offset to 0, all traffic on

the interface where the connectivity association or secure channel is applied is

encrypted.

30—Specifies that the first 30 octets of each Ethernet frame are unencrypted.

NOTE: In IPv4 traffic, setting the offset to 30 allows a feature to see the
IPv4 header and the TCP/UDP header while encrypting the rest of the
traffic. An offset of 30, therefore, is typically used when a feature needs
this information to perform a task on IPv4 traffic.

50—Specified that the first 50 octets of each Ethernet frame are unencrypted.
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NOTE: In IPv6 traffic, setting the offset to 50 allows a feature to see the
IPv6 header and the TCP/UDP header while encrypting the rest of the
traffic. An offset of 50, therefore, is typically used when a feature needs
this information to perform a task on IPv6 traffic.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118

persistent-learning

Syntax persistent-learning;

Hierarchy Level • For platforms without ELS:

[edit ethernet-switching-options secure-access-port interface (all | interface-name)]

• For platforms with ELS:

[edit switch-options interface interface-name]

Release Information Statement introduced in Junos OS Release 11.4 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Hierarchy level [edit switch-options interface interface-name] introduced in Junos OS

Release 13.2X50-D10

Description Specify that learned MAC addresses persist on the specified interfaces across restarts

of the switch and link-down conditions. This feature is also known as sticky MAC.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Basic Port Security Features on page 45

• Configuring Persistent MAC Learning (CLI Procedure) on page 161

• Configuring Persistent MAC Learning (CLI Procedure)
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port-error-disable

Syntax port-error-disable {
disable-timeout timeout ;

}

Hierarchy Level [edit ethernet-switching-options],

Release Information Statement introduced in Junos OS Release 9.6 for EX Series switches.

Description Disable rather than block an interface when enforcing MAC limiting, MACmove limiting,

and rate-limiting configuration options for shutting down the interface, and allow the

interface to recover automatically from the error condition after a specified period of

time:

• If you have enabled MAC limiting with the shutdown option and you enable

port-error-disable, the switch disables (rather than shuts down) the interface when

the MAC address limit is reached.

• If you have enabled MACmove limiting with the shutdown option and you enable

port-error-disable,, the switch disables (rather than shuts down) the interface when

themaximum number of moves to a new interface is reached.

• If you have enabled storm control with the action-shutdown option and you enable

port-error-disable, the switch disables (rather than shuts down) the interface when

applicable traffic exceeds the specified levels. Depending upon the configuration,

applicable traffic could include broadcast, unknown unicast, andmulticast traffic.

NOTE: The port-error-disable configuration does not apply to pre-existing

error conditions. It impacts only error conditions that are detected after
port-error-disable has been enabled and committed. To clear a pre-existing

error condition and restore the interface to service, use the operational
command that appears in your CLI:

• clear ethernet-switching port-error

The remaining statement is explained separately.

Default Not enabled.

Required Privilege
Level

system—To view this statement in the configuration.

system–control—To add this statement to the configuration.

Related
Documentation

• action-shutdown

• Configuring MACMove Limiting (CLI Procedure) on page 147
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port-id

Syntax port-id port-id-number;

Hierarchy Level [editsecuritymacsecconnectivity-associationconnectivity-association-namesecure-channel
secure-channel-name id]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specifyaport ID inasecurechannelwhenenablingMACsecusingstatic secureassociation

key (SAK) security mode. The port IDs must match on a sending and receiving secure

channel on each side of a link to enable MACsec.

Once the port numbers match, MACsec is enabled for all traffic on the connection.

You only use this configuration optionwhen you are configuringMACsec using static SAK

securitymode. This option does not need to be specifiedwhen you are enablingMACsec

using static connectivity association key (CAK) security mode.

Default No port ID is specified.

Options port-id-number—The port ID number.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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pre-shared-key

Syntax pre-shared-key {
cak hexadecimal-number;
ckn hexadecimal-number;

}

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specifies thepre-sharedkeyused toenableMACsecusing static connectivity association

key (CAK) security mode.

A pre-shared key includes a connectivity association key name (CKN) and a connectivity

association key (CAK). A pre-shared key is exchanged between two devices at each end

of a point-to-point link to enable MACsec using static CAK security mode. The MACsec

Key Agreement (MKA) protocol is enabled after the pre-shared keys are successfully

verified and exchanged. The pre-shared key—the CKN and CAK—must match on both

ends of a link.

Default No pre-shared keys exist, by default.

Options The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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prefix (Circuit ID for Option 82)

Syntax prefix {
host-name;
logical-system-name;
routing-instance-name;

}

Hierarchy Level For platforms with enhanced Layer 2 software (ELS):•

[edit vlans forwarding-options dhcp-security option-82 circuit-id]

• For platforms without ELS:

[editethernet-switching-optionssecure-access-portvlan (all |vlan-name)dhcp-option82
circuit-id],

[edit forwarding-options helpers bootp dhcp-option82 circuit-id],
[edit forwarding-optionshelpersbootp interface interface-namedhcp-option82circuit-id]

• For MX Series platforms:

[edit bridge-domains bridge-domain-name forwarding-options dhcp-security
option-82circuit-id]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [editvlansvlan-name forwarding-optionsdhcp-securityoption-82circuit-id]

introduced in Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer

2 Software for information about ELS.)

Statement introduced in Junos OS Release 14.1 for the MX Series.

Description Configureanoptional prefix for the circuit ID suboption in theDHCPoption82 information

that is inserted by the switch or router into the packet header of a DHCP request before

it forwards or relays the request to a DHCP server.

Default If the prefix statement is not explicitly specified, no prefix is prepended to the circuit ID.

Options host-name—Add router host name to DHCP option 82 circuit ID.

logical-system-name—Add logical system name to DHCP option-82 circuit ID.

This option is not used for the prefix statement at any of the above hierarchy levels.

routing-instance-name—Add routing instance name to DHCP option-82 circuit ID.

This option is not used for the prefix statement occurring at the following hierarchy

levels:

• [edit bridge-domains bridge-domain-name forwarding-options dhcp-security

option-82circuit-id]

• Any of the hierarchy levels for the platforms without ELS
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Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 158

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 155

• Setting Up DHCP Option 82 on an MX Series Router (CLI Procedure)

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.
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prefix (Remote ID for Option 82)

Syntax prefix (hostname | mac | none);

Hierarchy Level [edit ethernet-switching-options secure-access-port vlan (all | vlan-name) dhcp-option82
remote-id]

[edit forwarding-options helpers bootp dhcp-option82 remote-id]
[edit forwarding-options helpers bootp interface interface-namedhcp-option82 remote-id]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 12.1 for the QFX Series.

Description Configureanoptionalprefix for the remote IDsuboption in theDHCPoption82 information

that is inserted by the switch into the packet header of aDHCP request before it forwards

or relays the request to a DHCP server.

Default If prefix is not explicitly specified, no prefix is appended to the remote ID.

Options hostname—Nameof thehost system(theswitch) that is forwardingor relaying theDHCP

request from the DHCP client to the DHCP server.

mac—MAC address of the host system (the switch) that is forwarding or relaying the

DHCP request from the DHCP client to the DHCP server.

none—No prefix is applied to the remote ID.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 158

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 155

• [edit forwarding-options] Configuration Statement Hierarchy on EX Series Switches

on page 170

• RFC 3046,DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046.
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remote-id

Syntax remote-id {
host-name host-name;
mac;
prefix ( hostname | mac | none);
use-interface-description (logical | device);
use-string string;

}

Hierarchy Level For platforms with Enhanced Level 2 Software (ELS):•

[edit vlans vlan-name forwarding-options dhcp-security option-82]

• For platforms without ELS:

[edit ethernet-switching-options secure-access-port vlan (all | vlan-name)
dhcp-option82],

[edit forwarding-options helpers bootp dhcp-option82],
[edit forwarding-options helpers bootp interface interface-name dhcp-option82]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security option-82]

introduced in Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer

2 Software for information about ELS.)

Description Insert the remote-id suboption of DHCP option 82 (also known as the DHCP relay agent

information option) in DHCP request packet headers before forwarding or relaying

requests toaDHCPserver. This suboptionprovidesa trusted identifier for thehost system

that has forwarded or relayed requests to the server.

The remaining statements are explained separately, and their availability depends on

the hierarchy level at which the remote-id suboption is specified, as follows:

• The statement prefix, is not supported at the [edit vlans vlan-name forwarding-options

dhcp-security option-82] hierarchy level.

• The statement host-name is supported only at the [edit vlans vlan-name

forwarding-options dhcp-security option-82] hierarchy level.

Default If the remote-id statement is not explicitly set, no remote ID value is inserted in the DHCP

request packet header.

If the remote-id statement is explicitly set, but is not qualified by a keyword, the following

are true:

• At the [edit vlans vlan-name forwarding-options dhcp-security] hierarchy level, the

default keyword value is interface-name.

• At all other hierarchy levels, the default value of the remote-id keyword is the MAC

address of the switch.
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NOTE: When you configure remote-id, circuit-id is also enabled, even if you

do not explicitly configure circuit-id.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 158

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 155

• RFC 3046, DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046

replay-protect

Syntax replay-protect {
replay-window-size number-of-packets;

}

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Enable replay protection for MACsec.

A replay window size specified using the replay-window-size number-of-packets

statement must be specified to enable replay protection.

Options The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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replay-window-size

Syntax replay-window-size number-of-packets;

Hierarchy Level [edit securitymacsecconnectivity-associationconnectivity-association-name replay-protect]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specifies the size of the replay protection window.

This statement has to be configured to enable replay protection.

When MACsec is enabled on an Ethernet link, an ID number is assigned to each packet

entering the link. The ID number of the packet is checked by the receiving interface after

the packet has traversed the MACsec-enabled link.

When replay protection is enabled, the sequence of the ID number of received packets

are checked. If the packet arrives out of sequence and the difference between the packet

numbersexceeds the replayprotectionwindowsize, thepacket isdroppedby the receiving

interface. For instance, if the replay protection window size is set to five and a packet

assigned the IDof 1006arriveson the receiving link immediately after thepacket assigned

the ID of 1000, the packet that is assigned the ID of 1006 is dropped because it falls

outside the parameters of the replay protection window.

Replay protection is especially useful for fighting man-in-the-middle attacks. A packet

that is replayed by aman-in-the-middle attacker on the Ethernet link will arrive on the

receiving link out of sequence, so replay protection helps ensure the replayed packet is

dropped instead of forwarded through the network.

Replay protection should not be enabled in cases where packets are expected to arrive

out of order.

Default Replay protection is disabled.

Options number-of-packets—Specifies the size of the replay protection window, in packets.

When this variable is set to 0, all packets that arrive out-of-order are dropped.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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secure-access-port

Syntax secure-access-port {
dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
dhcpv6-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}
interface (all | interface-name) {
allowed-mac {
mac-address-list;

}
(dhcp-trusted | no-dhcp-trusted);
fcoe-trusted;
mac-limit limit action (drop | log | none | shutdown);
no-allowed-mac-log;
persistent-learning;
static-ipip-address {
vlan vlan-name;
macmac-address;

}
static-ipv6ip-address {
vlan vlan-name;
macmac-address;

}
}
vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection) [
forwarding-class class-name;

}
dhcp-option82 {
circuit-id {
prefix hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
(examine-dhcp | no-examine-dhcp) {
forwarding-class class-name;

}
(examine-dhcpv6 | no-examine-dhcpv6) {
forwarding-class class-name;

}
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examine-fip {
fc-map fc-map-value;

}
(ip-source-guard | no-ip-source-guard);
(ipv6-source-guard | no-ipv6-source-guard);
mac-move-limit limit action (drop | log | none | shutdown);
}
(neighbor-discovery-inspection | no-neighbor-discovery-inspection);
no-option37;

}
}

Hierarchy Level [edit ethernet-switching-options]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for IPv6 introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Configureport security features, includingMAC limiting, dynamicARP inspection,whether

interfaces can receive DHCP responses, DHCP snooping, IP source guard, DHCP option

82, MACmove limiting, and FIP snooping.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Basic Port Security Features on page 45

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example: Configuring IP Source Guard on a Data VLAN That Shares an Interface with

a Voice VLAN on page 89

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

• Example: Configuring an FCoE Transit Switch
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secure-channel

Syntax secure-channel secure-channel-name {
direction (inbound | outbound);
encryption (MACsec);
id {
mac-addressmac-address;
port-id port-id-number;

}
offset (0|30|50);
security-association security-association-number {
key key-string;

}
}

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Create and configure a secure channel to enable and configure MACsec when MACsec

is enabled using static secure association key (SAK) security mode.

Youdonotneed touse this option toenableMACsecusing static connectivity association

key (CAK) security mode. All configuration for MACsec using static CAK security mode

is done inside of the connectivity association but outside of the secure channel. When

MACsec is enabled using static CAK security mode, an inbound and an outbound secure

channel—neither of which is user-configurable—is automatically created within the

connectivity association.

Options The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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security-association

Syntax security-association security-association-number {
key key-string;

}

Hierarchy Level [editsecuritymacsecconnectivity-associationconnectivity-association-namesecure-channel
secure-channel-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specifies the number of one of the security associations in the secure channel when

MACsec is enabled using static secure association key (SAK) security mode. Because

SAKs are created by the key server when MACsec is enabled using static connectivity

association key (CAK) security mode, the security-association statement is not used

when enabling MACsec using static CAK security mode.

Youmust configure at least two security associations to enableMACsec using static SAK

security mode. MACsec initially establishes a secure connection when a security

association number and key match on both ends of an Ethernet link. After a certain

number of Ethernet frames are securely transmitted across the Ethernet link, MACsec

automatically rotates to a new security association with a new security association

number and key tomaintain the secured Ethernet link. This rotation continues each time

acertainnumberofEthernet framesare securely transmittedacross the securedEthernet

link, so youmust always configure MACsec to have at least two security associations.

Default No security keys are configured, by default.

Options security-association-number—Specifies the security association number and creates the

SAK.

The security association number is a whole number between 0 and 3. You can

configure twosecurity associations ina securechannelwhenenablingMACsecusing

static security keys.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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security-mode

Syntax security-mode security-mode;

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-name]

Release Information Statement introduced in Junos OS Release 13.2X50-D15.

The dynamic security mode option was introduced in Junos OS Release 14.1X53-D10.

Description Configure the MACsec security mode for the connectivity association.

We recommend enabling MACsec on switch-to-switch Ethernet links using static

connectivity association key (CAK) security mode. Static CAK security mode ensures

security by frequently refreshing to a new random secure association key (SAK) and by

only sharing the SAK between the two devices on the MACsec-secured point-to-point

link. Additionally, some optional MACsec features—replay protection, SCI tagging, and

the ability to exclude traffic fromMACsec—are only available when you enable MACsec

using static CAK security mode.

Options security-mode—Specifies the MACsec security mode. Options include:

• dynamic—Dynamic mode.

Dynamic security mode is used to enable MACsec on switch-to-host Ethernet

links. In dynamicmode, amaster key is retrieved fromaRADIUS server by a switch

and a host as part of the AAA handshake in separate transactions. The MKA

protocol is enabled when themaster key is exchanged between the switch and

the host.

• static-cak—Static connectivity association key (CAK)mode.

Static CAK securitymode is used to enableMACsec on switch-to-switch Ethernet

links. In static-cakmode, the switch at one end of the point-to-point link acts as

the key server and regularly transmits a randomized key using a process that does

not transmit any traffic outside of the MACsec-secured point-to-point link.

• static-sak—Static secure association key (SAK)mode.

Static SAK securitymode is used to enableMACsec on switch-to-switch Ethernet

links. In static-sakmode, oneof twouser-configured security keys is used to secure

the point-to-point link. The two security keys are regularly rotated.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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static-ip

Syntax static-ip ip-addresses {
vlan vlan-name;
macmac-address;

}

Hierarchy Level • For platforms with ELS:

[edit vlans vlan-name forwarding-options dhcp-security group group-name interface
interface-name]

• For platforms without ELS:

[edit ethernet-switching-options secure-access-port interface (all | interface-name)]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer 2 Software for

information about ELS.)

Description Configure a static IP address toMACaddress (IP-MAC) binding to be added to theDHCP

snooping database.

NOTE: The VLAN is specified at the higher hierarchy level when static-ip is

configured at [edit vlans vlan-name forwarding-options dhcp-security group

group-name interface interface-name].

Options ip-address—Static IP address assigned to a device connected on the specified interface.

macmac-address—Static MAC address assigned to a device connected on the specified

interface.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

on page 154

• Configuring Static IP Addresses for DHCP and DHCPv6 Bindings on Access Ports (CLI

Procedure)
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timeout

Syntax timeout seconds;

Hierarchy Level [edit ethernet-switching-options secure-access-port dhcp-snooping-file];
[edit ethernet-switching-options secure-access-port dhcpv6-snooping-file]

Release Information Statement introduced in Junos OS Release 9.4 for EX Series switches.

Support at the [editethernet-switching-optionssecure-access-portdhcpv6-snooping-file]

hierarchy level introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Specify a timeout value for remote read andwrite operations. This value determines the

amount of time that the switch waits for a remote system to respond when the DHCP

snooping database is stored on the remote FTP site.

Default None

Options seconds—Value in seconds.

Range: 10 through 3600.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Making IP-MAC Bindings in the DHCP Snooping Database Persistent (CLI Procedure)

on page 163

• Understanding DHCP Snooping for Port Security on page 12

239Copyright © 2015, Juniper Networks, Inc.

Chapter 5: Configuration Statements



traceoptions (Access Port Security)

Syntax traceoptions {
file (file-name | files files | matchmatch | no-world-readable | size size | world-readable);
flag ( all | asynch | chassis-scheduler | cos-adjustment | dynamic | hardware-database |
init | parse | performance-monitor | process | restart | route-socket | show | snmp | util);

no-remote-trace;
}

Hierarchy Level [edit ethernet-switching-options],
[edit class-of-service]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Description Define global tracing operations for access security features on Ethernet switches.

Default The traceoptions feature is disabled by default.

Options disable—(Optional) Disable the tracing operation. You can use this option to disable a

single operation when you have defined a broad group of tracing operations, such

as all.

file filename—Nameof the file to receive the output of the tracing operation. Enclose the

namewithin quotation marks. All files are placed in the directory /var/log.

files number—(Optional) Maximum number of trace files. When a trace file named

trace-file reaches its maximum size, it is renamed trace-file.0, then trace-file.1, and

so on, until the maximum number of trace files is reached (xk to specify KB, xm to

specify MB, or xg to specify gigabytes), at which point the oldest trace file is

overwritten. If you specify a maximum number of files, you also must specify a

maximum file size with the size option.

Range: 2 through 1000

Default: 3 files

flag flag—Tracing operation to perform. To specify more than one tracing operation,

includemultiple flag statements. You can include the following flags:

• access-security—Trace access security events.

• all—All tracing operations.

• config-internals—Trace internal configuration operations.

• forwarding-database—Trace forwarding database and next-hop events.

• general—Trace general events.

• interface—Trace interface events.

• ip-source-guard—Trace IP source guard events.

• krt—Trace communications over routing sockets.

• lib—Trace library calls.
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• normal—Trace normal events.

• parse—Trace reading of the configuration.

• regex-parse—Trace regular-expression parsing operations.

• rtg—Trace redundant trunk group events.

• state—Trace state transitions.

• stp—Trace spanning-tree events.

• task—Trace Ethernet-switching task processing.

• timer—Trace Ethernet-switching timer processing.

• vlan—Trace VLAN events.

no-stamp—(Optional) Do not timestamp the trace file.

Default: If you omit this option, timestamp information is placed at the beginning of
each line of the tracing output.

no-world-readable—(Optional) Restrict file access to the user who created the file.

replace—(Optional) Replace an existing trace file if there is one rather than appending

to it.

Default: If you do not include this option, tracing output is appended to an existing trace
file.

size size—(Optional)Maximumsize of each trace file, in kilobytes (KB),megabytes (MB),

or gigabytes. When a trace file named trace-file reaches its maximum size, it is

renamed trace-file.0, then trace-file.1, and so on, until themaximumnumber of trace

files is reached. Then the oldest trace file is overwritten. If you specify a maximum

number of files, you also must specify a maximum file size with the files option.

Syntax: xk to specify KB, xm to specify MB, or xg to specify gigabytes

Range: 10 KB through 1 gigabyte

Default: 128 KB

world-readable—(Optional) Enable unrestricted file access.

no-remote-trace—(Optional) Disable remote tracing.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding Port Security on page 7

• EX Series Switches Interfaces Overview

• Understanding IP Source Guard for Port Security on EX Series Switches on page 33

• Understanding Redundant Trunk Links

• Understanding STP for EX Series Switches

• Understanding Bridging and VLANs on EX Series Switches
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transmit-interval (MACsec)

Syntax transmit-interval interval;

Hierarchy Level [edit securitymacsec connectivity-association connectivity-association-namemka]

Release Information Statement introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Specifies the transmit interval for MACsec Key Agreement (MKA) protocol data units

(PDUs).

TheMKA transmit interval setting sets the frequency for how often the MKA PDU is sent

to the directly connected device to maintain MACsec on a point-to-point Ethernet link.

A lower interval increases bandwidth overhead on the link; a higher interval optimizes the

MKA protocol data unit exchange process.

The transmit interval settings must be identical on both ends of the link when MACsec

using static connectivity association key (CAK) security mode is enabled.

We recommend increasing the interval to 6000ms in high-traffic load environments.

Default The default transmit interval is 2000milliseconds.

Options interval—Specifies the transmit interval, in milliseconds.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Configuring Media Access Control Security (MACsec) on page 118
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use-interface-description

Syntax use-interface-description (device | logical);

For Platformswith
Enhanced Layer 2
Software (ELS)

[edit vlans vlan-name forwarding-options dhcp-security option-82 circuit-id]

For PlatformsWithout
ELS

[edit ethernet-switching-options secure-access-port vlan (all | vlan-name) dhcp-option82
circuit-id],

[edit forwarding-options helpers bootp dhcp-option82 circuit-id],
[edit forwarding-options helpers bootp interface interface-name dhcp-option82 circuit-id],
[edit ethernet-switching-options secure-access-port vlan (all | vlan-name) dhcp-option82
remote-id],

[edit forwarding-options helpers bootp dhcp-option82 remote-id],
[edit forwarding-options helpers bootp interface interface-namedhcp-option82 remote-id]

For MX Series
Platforms

[edit bridge-domains bridge-domain-name forwarding-options dhcp-security
option-82circuit-id]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer 2 Software for

information about ELS.)

Hierarchy level [editbridge-domainsbridgedomainname forwarding-optionsdhcp-security]

introduced in Junos OS Release 14.1 for the MX Series.

Description Use the interface description rather than the interface name (which is the default value)

in the circuit ID or remote ID value in the DHCP option 82 information.

Options device—Use the device interface description. Only available for MX Series platform

configuration.

logical—Use the logical interface description. Only available for MX Series platform

configuration.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

•

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 158

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 155
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• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)

• Setting Up DHCP Option 82 on an MX Series Router (CLI Procedure)

• RFC 3046, DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046
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use-string

Syntax use-string string;

For Platformswith
Enhanced Layer 2
Software (ELS)

[edit vlans vlan-name forwarding-options dhcp-security option-82 remote-id]

For PlatformsWithout
ELS

[edit ethernet-switching-options secure-access-port vlan (all | vlan-name) dhcp-option82
remote-id],

[edit forwarding-options helpers bootp dhcp-option82 remote-id] ,
[edit forwarding-options helpers bootp interface interface-namedhcp-option82 remote-id]

For MX Series
Platforms

[edit bridge-domains bridge-domain-name forwarding-options dhcp-security option-82
circuit-id]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer 2 Software for

information about ELS.)

Hierarchy level [editbridge-domainsbridge-domain-name forwarding-optionsdhcp-security]

introduced in Junos OS Release 14.1 for the MX Series.

Description Use a string rather than the MAC address of the host system (the default) in the remote

ID value in the DHCP option 82 information.

Options string—Character string used as the remote ID value.

Range: 1–255 characters

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

Setting Up DHCP Option 82 on an MX Series Router (CLI Procedure)•

• Understanding DHCP Option 82 for Port Security on Switching Devices on page 36

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 158

• Setting Up DHCP Option 82 with the Switch as a Relay Agent Between Clients and

DHCP Server (CLI Procedure) on page 155

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)
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• RFC 3046, DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046
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use-vlan-id

Syntax use-vlan-id;

For Platformswith
Enhanced Layer 2
Software (ELS)

[edit vlans vlan-name forwarding-options dhcp-security option-82 circuit-id]

For PlatformsWithout
ELS

[edit forwarding-options helpers bootp dhcp-option82-circuit-id],
[edit forwarding-options helpers bootp interface interface-name dhcp-option82-circuit-id]

For MX Series
Platforms

[edit bridge-domains bridge-domain-name forwarding-options dhcp-security option-82
circuit-id]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer 2 Software for

information about ELS.)

Hierarchy level [editbridge-domainsbridge-domain-name forwarding-optionsdhcp-security]

introduced in Junos OS Release 14.1 for the MX Series.

Description Use the VLAN ID rather than the VLAN name (the default) in the circuit ID or remote ID

value in the DHCP option 82 information.

NOTE: The use-vlan-id statement is mutually exclusive with the

use-interface-description and no-vlan-interface-name statements.

The use-vlan-id statement only applies to interfaces in a bridge domain. The format of

the Agent Circuit ID or Agent Remote ID information for Fast Ethernet or Gigabit Ethernet

interfaces is as follows:

(fe | ge)-fpc/pic/port.subunit:svlan_id-vlan_id

NOTE: The subunit is required and used to differentiate the interface for
remote systems, and svlan_id-vlan_id represents the VLANs associatedwith
the bridge domain.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

•

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100
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• RFC 3046, DHCP Relay Agent Information Option, at http://tools.ietf.org/html/rfc3046

vendor-id

Syntax vendor-id <string>;

For Platformswith
Enhanced Layer 2
Software (ELS)

[edit vlans vlan-name forwarding-options dhcp-security option-82]

For PlatformsWithout
ELS

[editethernet-switching-optionssecure-access-portvlan (all |vlan-name)dhcp-option82],
[edit forwarding-options helpers bootp dhcp-option82],
[edit forwarding-options helpers bootp interface interface-name dhcp-option82]

For MX Series
Platforms

[edit bridge-domains bridge-domain-name forwarding-options dhcp-security option-82]

Release Information Statement introduced in Junos OS Release 9.3 for EX Series switches.

Statement introduced in Junos OS Release 11.3 for the QFX Series.

Hierarchy level [edit vlans vlan-name forwarding-options dhcp-security] introduced in

Junos OS Release 13.2X50-D10. (See Getting Started with Enhanced Layer 2 Software for

information about ELS.)

Hierarchy level [editbridge-domainsbridge-domain-name forwarding-optionsdhcp-security]

introduced in Junos OS Release 14.1 for the MX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Insert a vendor ID in the DHCP option 82 information in a DHCP request packet header

before forwarding or relaying the request to a DHCP server.

Default If vendor-id is not explicitly configured for DHCP option 82, then no vendor ID is set.

Options string—(Optional) A single string that designates the vendor ID.

Range: 1–255 characters

Default: If you specify vendor-idwith no string value, then the default vendor ID Juniper

Networks is configured.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Setting Up DHCP Option 82 on an MX Series Router (CLI Procedure)

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

• Example: Setting Up DHCPOption 82with a Switch as a Relay Agent Between Clients

and a DHCP Server on page 100

• Setting Up DHCP Option 82 on the Switch with No Relay Agent Between Clients and

DHCP Server (CLI Procedure)
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vlan (Access Port Security)

Syntax vlan (all | vlan-name) {
(arp-inspection | no-arp-inspection) {
forwarding-class class-name;

}
dhcp-option82 {
circuit-id {
prefix hostname;
use-interface-description;
use-vlan-id;

}
remote-id {
prefix hostname | mac | none;
use-interface-description;
use-string string;

}
vendor-id <string>;

}
(examine-dhcp | no-examine-dhcp) {
forwarding-class class-name;

}
(examine-dhcpv6 | no-examine-dhcpv6) {
forwarding-class class-name;

}
examine-fip {
fc-map fc-map-value;

}
(ip-source-guard | no-ip-source-guard);
(ipv6-source-guard | no-ipv6-source-guard);
mac-move-limit limit action (drop | log | none | shutdown);
}
(neighbor-discovery-inspection | no-neighbor-discovery-inspection);
no-option37;

}

Hierarchy Level [edit ethernet-switching-options secure-access-port]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for the examine-dhcpv6, no-option37, neighbor-discovery-inspection, and

ipv6-source-guard statements introduced in Junos OS Release 14.1x53-D10 for EX Series

switches.

Description Apply any of the following security options to a VLAN:

• DHCP snooping

• DHCPv6 snooping with DHCP option 37

• DHCP option 82

• Dynamic ARP inspection (DAI)

• IPv6 neighbor discovery inspection
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• FIP snooping

• IP source guard

• IPv6 source guard

• MACmove limiting

The remaining statements are explained separately.

TIP: Todisplay a list of all configuredVLANs on the system, includingVLANs
that are configured but not committed, type ? after vlan or vlans in your

configurationmode command line. Note that only one VLAN is displayed for
a VLAN range.

Options all—Apply the feature to all VLANs.

vlan-name—Apply the feature to the specified VLAN.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Basic Port Security Features on page 45

• Example:Configuring IPSourceGuardwithOtherEXSeriesSwitchFeatures toMitigate

Address-Spoofing Attacks on Untrusted Access Interfaces on page 79

• Example: Setting Up DHCP Option 82 with a Switch with No Relay Agent Between

Clients and a DHCP Server on page 103

• Example: Configuring an FCoE Transit Switch
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vlan (DHCP Bindings on Access Ports)

Syntax vlan vlan-name;

Hierarchy Level [editethernet-switching-optionssecure-access-port interface (all | interface-name)static-ip
ip-address]

Release Information Statement introduced in Junos OS Release 9.2 for EX Series switches.

Description Associate the static IP address with the specified VLAN associated with the specified

interface.

Options vlan-name—Name of a specific VLAN associated with the specified interface.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

on page 154
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write-interval

Syntax write-interval seconds;

For Platformswith
Enhanced Layer 2
Software (ELS)

[edit system processes dhcp-service dhcp-snooping-file],
[edit system processes dhcp-service dhcpv6-snooping-file]

For PlatformsWithout
ELS

[edit ethernet-switching-options secure-access-port dhcp-snooping-file],
[edit ethernet-switching-options secure-access-port dhcpv6-snooping-file]

For MX Series
Platforms

[edit system processes dhcp-service dhcp-snooping-file]

Release Information Statement introduced in Junos OS Release 9.4 for EX Series switches.

Support at the [edit system processes dhcp-service dhcp-snooping-file] hierarchy level

introduced in Junos OS Release 13.2X50-D10.

Support at the [edit systemprocessesdhcp-servicedhcpv6-snooping-file] hierarchy level

introduced in Junos OS Release 13.2X51-D20.

Statement introduced in Junos OS Release 14.1 for the MX Series.

Support at the [editethernet-switching-optionssecure-access-portdhcpv6-snooping-file]

hierarchy level introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Specify how frequently the device writes the database entries frommemory into the

DHCP snooping database file.

• If you are configuringwrite-interval at the [edit ethernet-switching-options

secure-access-port dhcp-snooping-file] or the [edit ethernet-switching-options

secure-access-portdhcpv6-snooping-file]hierarchy level, see “Making IP-MACBindings

in the DHCP Snooping Database Persistent (CLI Procedure)” on page 163.

• If you are configuringwrite-interval at the [edit system processes dhcp-service

dhcp-snooping-file] or the [edit system processes dhcp-service dhcpv6-snooping-file]

hierarchy level, see Configuring Persistent Bindings in the DHCP or DHCPv6 Snooping

Database to Improve Network Performance (CLI Procedure).

Options seconds—Value in seconds.

Range: 60 through 86,400 seconds.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding DHCP Snooping for Port Security on page 12
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PART 3

Administration

• Routine Monitoring on page 255

• Operational Commands on page 269
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CHAPTER 6

Routine Monitoring

• Monitoring Port Security on page 255

• Verifying That DHCP Snooping Is Working Correctly on page 257

• Verifying That a Trusted DHCP Server Is Working Correctly on page 258

• Verifying That DAI Is Working Correctly on page 258

• Verifying That MAC Limiting Is Working Correctly on page 259

• Verifying That MACMove Limiting Is Working Correctly on page 264

• Verifying That IP Source Guard Is Working Correctly on page 265

• Verifying That the Port Error Disable Setting Is Working Correctly on page 265

• Verifying That Persistent MAC Learning Is Working Correctly on page 266

Monitoring Port Security

Purpose NOTE: This topic applies only to the J-Web Application package.

Use themonitoring functionality to view these port security details:

• DHCP snooping database for a VLAN or all VLANs

• ARP inspection details for all interfaces

Action Tomonitor port security in the J-Web interface, selectMonitor > Security > Port Security.

To monitor andmanipulate the DHCP snooping database and ARP inspection statistics

in the CLI, enter the following commands:

• show dhcp snooping binding

• clear dhcp snooping binding—In addition to clearing the whole database, you can clear

database entries for specified VLANs or MAC addresses.

• show arp inspection statistics

• clear arp inspection statistics
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NOTE: OnEX4300switches, tomonitor andmanipulate theDHCPsnooping
database and ARP inspection statistics in the CLI, enter the following
commands:

• show dhcp-security binding

• cleardhcp-securitybinding—Inaddition toclearing thewholedatabase, you

can clear database entries for specified VLANs or IP Address.

• show dhcp-security arp inspection statistics

• clear arp inspection statistics

Meaning The J-Web Port Security Monitoring page comprises two sections:

• DHCP Snooping Details—Displays the DHCP snooping database for all the VLANs for

which DHCP snooping is enabled. To view the DHCP snooping database for a specific

VLAN, select the specific VLAN from the list.

• ARP Inspection Details—Displays the ARP inspection details for all interfaces. The

information includes details of the number of packets that passedARP inspection and

the number of packets that failed the inspection. The pie chart graphically represents

these statistics when you select an interface. To view ARP inspection statistics for a

specific interface, select the interface from the list.

Youcanuse the followingoptionson thepage toclearDHCPsnoopingandARP inspection

details:

• Clear All—Clears the DHCP snooping database, either for all VLANs if the option ALL

has been selected in the Select VLANs list or for the specific VLAN that has been

selected in that list.

• Clear—Deletes a specific IP address from the DHCP snooping database.

To clear ARP inspection details on the page, click Clear All in the ARP inspection details

section.

NOTE: ClearAll button in theARP inspectiondetails section is not supported
on EX4300 switches.

Use the CLI commands to showand clear DHCP snooping database andARP inspection

statistics details.

Related
Documentation

Configuring Port Security (CLI Procedure) on page 112•

• Configuring Port Security (J-Web Procedure) on page 114

• Example: Configuring Basic Port Security Features on page 45
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Verifying That DHCP Snooping IsWorking Correctly

Purpose Verify thatDHCPsnooping isworkingon theswitchand that theDHCPsnoopingdatabase

is correctly populated with both dynamic and static bindings.

Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display the DHCP snooping information when the interface on which the DHCP server

connects to the switch is trusted. The following output results when requests are sent

from the MAC addresses and the server has provided the IP addresses and leases:

user@switch> show dhcp snooping binding
DHCP Snooping Information:
MAC address        IP address  Lease (seconds) Type     VLAN      Interface

00:05:85:3A:82:77  192.0.2.17  600             dynamic  employee  ge-0/0/1.0
00:05:85:3A:82:79  192.0.2.18  653             dynamic  employee  ge-0/0/1.0
00:05:85:3A:82:80  192.0.2.19  720             dynamic  employee  ge-0/0/2.0
00:05:85:3A:82:81  192.0.2.20  932             dynamic  employee  ge-0/0/2.0
00:05:85:3A:82:83  192.0.2.21  1230            dynamic  employee  ge-0/0/2.0
00:05:85:27:32:88  192.0.2.22  —               static   data      ge-0/0/4.0

Meaning When the interface on which the DHCP server connects to the switch has been set to

trusted, the output (see preceding sample) shows, for each MAC address, the assigned

IP address and lease time—that is, the time, in seconds, remaining before the lease

expires. Static IP addresses have no assigned lease time. The statically configured entry

never expires.

If the DHCP server had been configured as untrusted, no entries would be added to the

DHCP snooping database and nothing would be shown in the output of the show dhcp

snooping binding command.

Related
Documentation

Enabling DHCP Snooping (CLI Procedure) on page 134•

• Enabling DHCP Snooping (J-Web Procedure) on page 137

• Configuring Static IP Addresses for DHCP Bindings on Access Ports (CLI Procedure)

on page 154

• Example: Configuring Basic Port Security Features on page 45

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Monitoring Port Security on page 255

• Troubleshooting Port Security on page 309
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Verifying That a Trusted DHCP Server IsWorking Correctly

Purpose Verify that a DHCP trusted server is working on the switch. See what happens when the

DHCP server is trusted and then untrusted.

Action SendsomeDHCP requests fromnetworkdevices (here theyareDHCPclients) connected

to the switch.

Display the DHCP snooping information when the interface on which the DHCP server

connects to the switch is trusted. The following output results when requests are sent

from the MAC addresses and the server has provided the IP addresses and leases:

user@switch> show dhcp snooping binding
DHCP Snooping Information:
MAC Address         IP Address    Lease    Type     VLAN          Interface
-----------------   ----------    -----    ----     ----          ---------
00:05:85:3A:82:77    192.0.2.17    600    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:79    192.0.2.18    653    dynamic  employee—vlan   ge-0/0/1.0
00:05:85:3A:82:80    192.0.2.19    720    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:3A:82:81    192.0.2.20    932    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:3A:82:83    192.0.2.21   1230    dynamic  employee—vlan   ge-0/0/2.0
00:05:85:27:32:88    192.0.2.22   3200    dynamic  employee—vlan   ge-0/0/2.0

Meaning When the interface on which the DHCP server connects to the switch has been set to

trusted, the output (see preceding sample) shows, for each MAC address, the assigned

IP address and lease time—that is, the time, in seconds, remaining before the lease

expires.

If the DHCP server had been configured as untrusted, no entries would be added to the

DHCP snooping database and nothing would be shown in the output of the show dhcp

snooping binding command.

Related
Documentation

Enabling a Trusted DHCP Server (CLI Procedure) on page 138•

• Enabling a Trusted Port for DHCP

• Example: Configuring Basic Port Security Features on page 45

• Example: Configuring aDHCPServer Interface asUntrusted toProtect theSwitch from

Rogue DHCP Server Attacks on page 56

• Monitoring Port Security on page 255

• Troubleshooting Port Security on page 309

Verifying That DAI IsWorking Correctly

Purpose Verify that dynamic ARP inspection (DAI) is working on the switch.
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Action Send some ARP requests from network devices connected to the switch.

Display the DAI information:

user@switch> show arp inspection statistics
ARP inspection statistics:
Interface        Packets received  ARP inspection pass   ARP inspection failed
---------------  ---------------   -------------------- ---------------------
ge-0/0/1.0                      7                    5                     2
ge-0/0/2.0                     10                   10                     0
ge-0/0/3.0                     12                   12                     0

Meaning The sample output shows the number of ARP packets received and inspected per

interface, with a listing of howmany packets passed and howmany failed the inspection

on each interface. The switch compares the ARP requests and replies against the entries

in the DHCP snooping database. If a MAC address or IP address in the ARP packet does

not match a valid entry in the database, the packet is dropped.

Related
Documentation

Enabling Dynamic ARP Inspection (CLI Procedure) on page 139•

• Enabling Dynamic ARP Inspection (J-Web Procedure) on page 141

• Example: Configuring Basic Port Security Features on page 45

• Example: ConfiguringDHCPSnooping, DAI , andMACLimiting on aSwitchwithAccess

to a DHCP Server Through a Second Switch on page 71

• Example:ConfiguringDHCPSnoopingandDAI toProtect theSwitch fromARPSpoofing

Attacks on page 63

• Monitoring Port Security on page 255

Verifying That MAC Limiting IsWorking Correctly

MAC limiting protects against flooding of the Ethernet switching table.

Junos OS provides twomethods for MAC limiting for port security:

• Maximum number of dynamic MAC addresses allowed—When the limit is exceeded,

incoming packets with newMAC addresses are dropped.

• Specific allowed MAC addresses for the access interface—Any MAC address that is

not in the list of configured addresses is not learned.

Junos OS also allows you to set a MAC limit on VLANs. However, setting a MAC limit on

VLANs is not considered a port security feature, because the switch does not prevent
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incoming packets that cause theMAC limit to be exceeded from being forwarded; it only

logs the MAC addresses of these packets..

To verify MAC limiting configurations:

1. Verifying That MAC Limiting for Dynamic MAC Addresses Is Working

Correctly on page 260

2. Verifying ThatMAC Limiting for a Specific InterfaceWithin a Specific VLAN IsWorking

Correctly on page 260

3. Verifying That Allowed MAC Addresses AreWorking Correctly on page 261

4. Verifying Results of Various Action SettingsWhen the MAC Limit Is

Exceeded on page 261

5. Customizing the Ethernet Switching Table Display to View Information for a Specific

Interface on page 263

Verifying That MAC Limiting for DynamicMACAddresses IsWorking Correctly

Purpose Verify that MAC limiting for dynamic MAC addresses is working on the switch.

Action Display the MAC addresses that have been learned. The following sample output shows

the resultswhen twopacketswere sent fromhostsonge-0/0/1 and fivepackets requests

were sent from hosts on ge-0/0/2, with both interfaces set to a MAC limit of 4with the

default action drop:

user@switch> show ethernet-switching table
Ethernet-switching table:  7 entries, 6 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        *                   Flood          -    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:77   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:79   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0

Meaning The sample output shows that with a MAC limit of 4 for each interface, the packet for a

fifth MAC address on ge-0/0/2 was dropped because it exceeded the MAC limit. The

address was not learned, and thus an asterisk (*) rather than an address appears in the

MAC address column in the first line of the sample output.

VerifyingThatMACLimiting for aSpecific InterfaceWithinaSpecificVLAN IsWorkingCorrectly

Purpose Verify thatMAC limiting for a specific interface based on itsmembershipwithin a specific

VLAN is working on the switch.
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Action Display the detailed statistics for MAC addresses that have been learned:

user@switch> show ethernet-switching statisticsmac-learning interface ge-0/0/28 detail

    Interface: ge-0/0/28.0
    Learning message from local packets:   0
    Learning message from transit packets: 5
    Learning message with error:           0
      Invalid VLAN:               0       Invalid MAC:                  0
      Security violation:         0       Interface down:               0
      Incorrect membership:       0       Interface limit:              0
      MAC move limit:             0       VLAN limit:                   0
                                          VLAN membership limit:        20
      Invalid VLAN index:         0       Interface not learning:       0
      No nexthop:                 0       MAC learning disabled:        0
      Others:                     0

Meaning The VLANmembership limit shows the number of packets that were dropped because

of theVLANmembershipMAC limit for interface ge-0/0/28.0wasexceeded. In this case,

20 packets were dropped.

Verifying That AllowedMACAddresses AreWorking Correctly

Purpose Verify that allowed MAC addresses are working on the switch.

Action Display the MAC address cache information after allowed MAC addresses have been

configured on an interface. The following sample shows the MAC address cache after 5

allowed MAC addresses were on interface ge-0/0/2. In this instance, the interface was

also set to a dynamic MAC limit of 4 with the default action drop.

user@switch> show ethernet-switching table
Ethernet-switching table:  5 entries, 4 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0

Meaning Because theMAC limit value for this interfacewas set to4, only four of the five configured

allowed addresses were learned and thus added to the MAC address cache. Because

the fifth address was not learned, an asterisk (*) rather than an address appears in the

MAC address column in the last line of the sample output.

Verifying Results of Various Action SettingsWhen theMAC Limit Is Exceeded

Purpose Verify the results provided by the various action settings for MAC limits—drop, log,

shutdown and none—when the limits are exceeded.

Action Display the results of the various action settings.
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NOTE: Youcanviewlogmessagesbyusingtheshowlogmessagescommand.

You can also have the logmessages displayed by configuring themonitor
start messages with themonitor start messages command.

• drop action—For MAC limiting configured with a drop action and with the MAC limit

set to 5:

user@switch> show ethernet-switching table
Ethernet-switching table: 6 entries, 5 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee—vlan        *                   Flood          -    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:88   Learn          0    ge-0/0/2.0

• log action—For MAC limiting configured with a log action and with MAC limit set to 5:

user@switch> show ethernet-switching table
Ethernet-switching table: 74 entries, 73 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee—vlan        *                   Flood          -    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:82   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:83   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:84   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:85   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:87   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:88   Learn          0    ge-0/0/2.0
  . . .

• shutdown action—For MAC limiting configured with a shutdown action and with MAC

limit set to 3:

user@switch> show ethernet-switching table
Ethernet-switching table: 4 entries, 3 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee—vlan        *                   Flood          -    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:82   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:84   Learn          0    ge-0/0/2.0
  employee—vlan        00:05:85:3A:82:87   Learn          0    ge-0/0/2.0

• none action—If you set a MAC limit to apply to all interfaces on the switch, you can

override that setting for aparticular interfaceby specifying this action for that interface.

See “Setting the none Action on an Interface to Override a MAC Limit Applied to All

Interfaces (CLI Procedure)” on page 150.

Meaning For the drop action results—The sixthMAC address exceeded theMAC limit. The request

packet for that address was dropped. Only five MAC addresses have been learned on

ge-0/0/2.
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For the log action results—The sixth MAC address exceeded the MAC limit. No MAC

addresses were blocked.

For the shutdown action results—The fourth MAC address exceeded the MAC limit. Only

three MAC addresses have been learned on ge-0/0/2. The interface ge-0/0/1 is shut

down.

For more information about interfaces that have been shut down, use the show

ethernet-switching interfaces command.

user@switch> show ethernet-switching interfaces
Interface    State  VLAN members        Tag   Tagging  Blocking 

bme0.32770   down   mgmt                      untagged unblocked

ge-1/0/0.0   down   v1                        untagged MAC limit exceeded

ge-1/0/1.0   up     v1                        untagged unblocked

ge-1/0/2.0   up     v1                        untagged unblocked

me0.0        up     mgmt                      untagged unblocked

NOTE: You can configure the switch to recover automatically from this type
oferror conditionbyspecifying theport-error-disable statementwithadisable

timeout value. The switch automatically restores the disabled interface to

servicewhen thedisable timeoutexpires.Theport-error-disableconfiguration

does not apply to already existing error conditions. It impacts only error
conditions that are detected after port-error-disable has been enabled and

committed. To clear an already existing error condition and restore the
interface to service, use the clear ethernet-switching port-error command.

Customizing the Ethernet Switching Table Display to View Information for a Specific Interface

Purpose You can use the show ethernet-switching table command to view information about the

MAC addresses learned on a specific interface.

Action For example, to display the MAC addresses learned on ge-0/0/2 interface, type:

user@switch> show ethernet-switching table interface ge-0/0/2.0
Ethernet-switching table: 1 unicast entries

  VLAN              MAC address       Type         Age Interfaces

  v1                *                 Flood          - All-members

  v1                00:00:06:00:00:00 Learn          0 ge-2/0/0.0
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Meaning The MAC limit value for ge-0/0/2 was set to 1, and the output shows that only one MAC

address was learned and thus added to the MAC address cache. An asterisk (*) rather

thananaddress appears in theMACaddress column in the first line of the sample output.

Related
Documentation

Configuring MAC Limiting (CLI Procedure) on page 142•

• Configuring MAC Limiting (J-Web Procedure) on page 145

• ConfiguringAutorecoveryFromtheDisabledStateonSecureorStormControl Interfaces

(CLI Procedure) on page 161

• Example: Configuring Allowed MAC Addresses to Protect the Switch from DHCP

Snooping Database Alteration Attacks on page 68

• Example: Configuring MAC Limiting, Including Dynamic and Allowed MAC Addresses,

to Protect the Switch from Ethernet Switching Table Overflow Attacks on page 53

• Example:ConfiguringMACLimiting toProtect theSwitch fromDHCPStarvationAttacks

on page 60

• Monitoring Port Security on page 255

Verifying That MACMove Limiting IsWorking Correctly

Purpose Verify that MACmove limiting is working on the switch.

Action Display theMAC addresses in the Ethernet switching table whenMACmove limiting has

been configured for a VLAN. The following sample shows the results after two of the

hosts on ge-0/0/2 sent packets after the MAC addresses for those hosts hadmoved to

other interfaces more than five times in 1 second. The VLAN, employee-vlan, was set to

a MACmove limit of 5with the action drop:

user@switch> show ethernet-switching table

Ethernet-switching table:  7 entries, 4 learned
  VLAN                 MAC address         Type         Age    Interfaces

  employee-vlan        00:05:85:3A:82:77   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:79   Learn          0    ge-0/0/1.0
  employee-vlan        00:05:85:3A:82:80   Learn          0    ge-0/0/2.0
  employee-vlan        00:05:85:3A:82:81   Learn          0    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0
  employee-vlan        *                   Flood          -    ge-0/0/2.0

Meaning The last two lines of the sample output show that MAC addresses for two hosts on

ge-0/0/2were not learned, because the hosts had beenmoved back and forth from the

original interfaces more than five times in 1 second.

Related
Documentation

Configuring MACMove Limiting (CLI Procedure) on page 147•

• Configuring MACMove Limiting (J-Web Procedure) on page 149
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• ConfiguringAutorecoveryFromtheDisabledStateonSecureorStormControl Interfaces

(CLI Procedure) on page 161

• Example: Configuring Basic Port Security Features on page 45

• Monitoring Port Security on page 255

Verifying That IP Source Guard IsWorking Correctly

Purpose Verify that IP source guard is enabled and is mitigating the effects of any source IP

spoofing attacks on the EX Series switch.

Action Display the IP source guard database.

user@switch> show ip-source-guard
IP source guard information:
Interface    Tag  IP Address   MAC Address        VLAN

ge-0/0/12.0  0    10.10.10.7   00:30:48:92:A5:9D  vlan100 

ge-0/0/13.0  0    10.10.10.9   00:30:48:8D:01:3D  vlan100

ge—0/0/13.0  100  *            *                  voice

Meaning The IP source guard database table contains the VLANs enabled for IP source guard, the

untrusted access interfaces on those VLANs, the VLAN 802.1Q tag IDs if there are any,

and the IP addresses and MAC addresses that are bound to one another. If a switch

interface is associated with multiple VLANs and some of those VLANs are enabled for

IP source guard and others are not, the VLANs that are not enabled for IP source guard

have a star (*) in the IPAddressand MACAddress fields. See the entry for the voiceVLAN

in the preceding sample output.

Related
Documentation

Configuring IP Source Guard (CLI Procedure) on page 150•

Verifying That the Port Error Disable Setting IsWorking Correctly

Purpose Verify that the port error disable setting is working as expected on MAC limited, MAC

move limited, and rate-limited interfaces on an EX Series switch.
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Action Display information about interfaces:

user@switch> show ethernet-switching interfaces
Interface   State    VLAN members           Blocking 
ge-0/0/0.0  up       T1122                  unblocked
ge-0/0/1.0  down     default                MAC limit exceeded
ge-0/0/2.0  down     default                MAC move limit exceeded
ge-0/0/3.0  down     default                Storm control in effect
ge-0/0/4.0  down     default                unblocked
ge-0/0/5.0  down     default                unblocked
ge-0/0/6.0  down     default                unblocked
ge-0/0/7.0  down     default                unblocked
ge-0/0/8.0  down     default                unblocked
ge-0/0/9.0  up       T111                   unblocked
ge-0/0/10.0 down     default                unblocked
ge-0/0/11.0 down     default                unblocked
ge-0/0/12.0 down     default                unblocked
ge-0/0/13.0 down     default                unblocked
ge-0/0/14.0 down     default                unblocked
ge-0/0/15.0 down     default                unblocked
ge-0/0/16.0 down     default                unblocked
ge-0/0/17.0 down     default                unblocked
ge-0/0/18.0 down     default                unblocked
ge-0/0/19.0 up       T111                   unblocked
ge-0/1/0.0  down     default                unblocked
ge-0/1/1.0  down     default                unblocked
ge-0/1/2.0  down     default                unblocked
ge-0/1/3.0  down     default                unblocked

Meaning The sample output from the show ethernet-switching interfaces command shows that

three of the down interfaces specify the reason that the interface is disabled:

• MAClimit exceeded—The interface is temporarily disabledbecauseof aMAC limit error.

The disabled interface is automatically restored to service when the disable-timeout
expires.

• MACmove limit exceeded—The interface is temporarily disabled because of a MAC

move limit error. The disabled interface is automatically restored to service when the

disable-timeout expires.

• Storm control in efffect—The interface is temporarily disabled because of a storm

control error. The disabled interface is automatically restored to service when the

disable-timeout expires.

Related
Documentation

ConfiguringAutorecoveryFromtheDisabledStateonSecureorStormControl Interfaces

(CLI Procedure) on page 161

•

Verifying That Persistent MAC Learning IsWorking Correctly

Purpose Verify that persistentMAC learning, also knownas stickyMAC, isworkingon the interface.

Persistent MAC learning allows retention of dynamically learned MAC addresses on an

interface across restarts of the switch (or if the interface goes down).
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Action Display the MAC addresses that have been learned. The following sample output shows

the results when persistent MAC learning is enabled on interface ge-0/0/42:

show ethernet-switching table persistent-mac

user@switch> show ethernet-switching table
Ethernet-switching table: 8 entries, 2 learned, 5 persistent entries
  VLAN              MAC address       Type         Age Interfaces
  default           *                 Flood          - All-members
  default           00:10:94:00:00:02 Persistent        0 ge-0/0/42.0
  default           00:10:94:00:00:03 Persistent        0 ge-0/0/42.0
  default           00:10:94:00:00:04 Persistent        0 ge-0/0/42.0
  default           00:10:94:00:00:05 Persistent        0 ge-0/0/42.0
  default           00:10:94:00:00:06 Persistent        0 ge-0/0/42.0
  default           00:21:59:c8:0c:50 Learn             0 ae0.0
  default           02:21:59:c8:0c:44 Learn             0 ae0.0

Meaning Thesampleoutputshowsthat learnedMACaddressesarestored in theEthernet switching

tableaspersistent entries. If the switch is rebootedor the interfacegoesdownandcomes

back up, these addresses will be restored to the table.

Related
Documentation

• Configuring Port Security (CLI Procedure) on page 112

• Example: Configuring Basic Port Security Features on page 45
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CHAPTER 7

Operational Commands

• clear arp inspection statistics

• clear dhcp snooping binding

• clear dhcp snooping statistics

• clear dhcpv6 snooping binding

• clear dhcpv6 snooping statistics

• clear dot1x

• clear neighbor-discovery-inspection statistics

• clear security mka statistics

• show arp inspection statistics

• show dhcp snooping binding

• show dhcp snooping statistics

• show dhcpv6 snooping binding

• show dhcpv6 snooping statistics

• show ethernet-switching table

• show ip-source-guard

• show ipv6-source-guard

• show neighbor-discovery-inspection statistics

• show security macsec connections

• show security macsec statistics

• show security mka sessions

• show security mka statistics

• show system statistics arp
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clear arp inspection statistics

Syntax clear arp inspection statistics
<interface interface>

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear ARP inspection statistics.

Options none—Clears ARP statistics on all interfaces.

interface interface-names—(Optional) Clear ARP statistics on one or more interfaces.

Required Privilege
Level

clear

Related
Documentation

show arp inspection statistics on page 279•

• Example: Configuring Basic Port Security Features on page 45

• Verifying That DAI Is Working Correctly on page 258

List of Sample Output clear arp inspection statistics on page 270

Output Fields This command produces no output.

Sample Output

clear arp inspection statistics

user@switch> clear arp inspection statistics
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clear dhcp snooping binding

Syntax clear dhcp snooping binding
<mac (all |mac-address)>
<vlan (all | vlan-name)>
<vlan (all | vlan-name) mac (all |mac-address)>

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Clear the DHCP snooping database information.

Options mac (all |mac-address)—(Optional) Clear DHCP snooping information for the specified

MAC address or all MAC addresses.

vlan (all | vlan-name )—(Optional) Clear DHCP snooping information for the specified

VLAN or all VLANs.

Required Privilege
Level

clear

Related
Documentation

show dhcp snooping binding on page 280•

• Example: Configuring Basic Port Security Features on page 45

• Verifying That DHCP Snooping Is Working Correctly on page 257

List of Sample Output clear dhcp snooping binding on page 271

Output Fields This command produces no output.

Sample Output

clear dhcp snooping binding

user@switch> clear dhcp snooping binding
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clear dhcp snooping statistics

Syntax clear dhcp snooping statistics

Release Information Command introduced in Junos OS Release 9.4 for EX Series switches.

Description Clear all Dynamic Host Configuration Protocol (DHCP) snooping statistics.

Required Privilege
Level

view

Related
Documentation

show dhcp snooping statistics on page 282•

• Understanding DHCP Snooping for Port Security on page 12

List of Sample Output clear dhcp snooping statistics on page 272

Output Fields See show dhcp snooping statistics for an explanation of the output fields.

Sample Output

clear dhcp snooping statistics

The following sample output displays the DHCP snooping statistics before and after the

clear dhcp snooping statistics command is issued.

user@switch> show dhcp snooping statistics
Successful Transfers :        0   Failed Transfers :       21
Successful Reads     :        0   Failed Reads     :        0
Successful Writes    :        0   Failed Writes    :       21

user@switch> clear dhcp snooping statistics

user@switch> show dhcp snooping statistics
Successful Transfers :        0   Failed Transfers :        0
Successful Reads     :        0   Failed Reads     :        0
Successful Writes    :        0   Failed Writes    :        0
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clear dhcpv6 snooping binding

Syntax clear dhcpv6 snooping binding
<mac (all |mac-address)>
<vlan (all | vlan-name)>
<vlan (all | vlan-name) mac (all |mac-address)>

Release Information Command introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Clear the DHCPv6 snooping database information.

Options mac(all |mac-address)—(Optional)ClearDHCPv6snooping information for the specified

MAC address or all MAC addresses.

vlan (all | vlan-name )—(Optional) Clear DHCPv6 snooping information for the specified

VLAN or all VLANs.

Required Privilege
Level

clear

Related
Documentation

show dhcpv6 snooping binding on page 283•

• Example: Configuring Basic Port Security Features on page 45

• Verifying That DHCP Snooping Is Working Correctly on page 257

List of Sample Output clear dhcpv6 snooping binding on page 273

Output Fields This command produces no output.

Sample Output

clear dhcpv6 snooping binding

user@switch> clear dhcpv6 snooping binding
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clear dhcpv6 snooping statistics

Syntax clear dhcpv6 snooping statistics

Release Information Command introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Clear all Dynamic Host Configuration Protocol for IPv6 (DHCPv6) snooping statistics.

Required Privilege
Level

view

Related
Documentation

show dhcpv6 snooping statistics on page 285•

• Understanding DHCP Snooping for Port Security on page 12

List of Sample Output clear dhcpv6 snooping statistics on page 274

Output Fields See show dhcpv6 snooping statistics for an explanation of the output fields.

Sample Output

clear dhcpv6 snooping statistics

The following sample output displays the DHCPv6 snooping statistics before and after

the clear dhcpv6 snooping statistics command is issued.

user@switch> show dhcpv6 snooping statistics
Successful Transfers :        0   Failed Transfers :       21
Successful Reads     :        0   Failed Reads     :        0
Successful Writes    :        0   Failed Writes    :       21

user@switch> clear dhcpv6 snooping statistics

user@switch> show dhcpv6 snooping statistics
Successful Transfers :        0   Failed Transfers :        0
Successful Reads     :        0   Failed Reads     :        0
Successful Writes    :        0   Failed Writes    :        0
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clear dot1x

Syntax clear dot1x (firewall <counter-name> | interface <[interface-name]> |mac-address
[mac-addresses] | statistics <interface interface-name>)

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

firewall option added in Junos OS Release 9.5 for EX Series switches.

Command introduced in Junos OS Release 14.2 for MX240, MX480, and MX960 routers

in enhanced LANmode.

Description Reset the authentication state of an interface or delete 802.1X statistics from the switch.

When you reset an interface using the interfaceormac-addressoptions, reauthentication

on the interface is also triggered. The switch sends out a multicast message on the

interface to restart the authentication of all connected supplicants. If a MAC address is

reset, then the switch sendsoutaunicastmessage to that specificMACaddress to restart

authentication.

If a supplicant is sending traffic when the clear dot1x interface command is issued, the

authenticator immediately initiates reauthentication. This process happens quickly, and

it might seem that reauthentication did not occur. To verify that reauthentication has

happened, issue the showdot1x interfacedetailcommand.Thevalues forReauthentication

due and Reauthentication intervalwill be about the same.

CAUTION: When you clear the learnedMAC addresses from an interface
using the clear dot1x interface command, all MAC addresses are cleared,

including those in static MAC bypass list.

If you have enabled Media Access Control Security (MACsec) using static secure

association key (SAK) security mode on an EX Series switch, the SAKs are rotated when

the clear dot1x command is entered. The clear dot1x commandhas no impact onMACsec

when MACsec is enabled using static connectivity association keys (CAK) or any other

security mode.

Options firewall <counter-name>—Clear 802.1X firewall counter statistics. If the counter-name

option is specified, clear 802.1X firewall statistics for that counter.

interface<[interface-name]>—Reset theauthentication stateof all the supplicants (also,

clears all the authentication bypassed clients) connected to the specified interface

(when the interface is an authenticator) or reset the authentication state for the

interface itself (when the interface is a supplicant).

mac-address [mac-addresses]—Reset the authentication state of the specified MAC

addresses.

statistics <interface interface-name>—Clear 802.1X statistics on all 802.1X-enabled

interfaces. If the interface option is specified, clear 802.1X firewall statistics for that

interface or interfaces.
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Required Privilege
Level

view

Related
Documentation

show dot1x•

• Example: Setting Up 802.1X for Single-Supplicant or Multiple-Supplicant Configurations

on an EX Series Switch

• Filtering 802.1X Supplicants By Using RADIUS Server Attributes

List of Sample Output clear dot1x firewall on page 276
clear dot1x interface (Specific Interfaces) on page 276
clear dot1xmac-address (Specific MAC Address) on page 276
clear dot1x statistics interface (Specific Interface) on page 276

Sample Output

clear dot1x firewall

user@switch> clear dot1x firewall c1

clear dot1x interface (Specific Interfaces)

user@switch> clear dot1x interface ge-1/0/0 ge-2/0/0 ge-2/0/0 ge5/0/0

clear dot1xmac-address (Specific MAC Address)

user@switch> clear dot1xmac-address 00:04:ae:cd:23:5f

clear dot1x statistics interface (Specific Interface)

user@switch> clear dot1x statistics interface ge-1/0/1
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clear neighbor-discovery-inspection statistics

Syntax clear neighbor-discovery-inspection statistics
<interface interface-name>

Release Information Command introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Clear IPv6 neighbor discovery inspection statistics.

Options none—Clear neighbor discovery inspection statistics on all interfaces.

interface interface-name—(Optional) Clear neighbor discovery inspection statistics on

one or more interfaces.

Required Privilege
Level

clear

Related
Documentation

show neighbor-discovery-inspection statistics on page 295•

• Example: Configuring Basic Port Security Features on page 45

List of Sample Output clear neighbor-discovery-inspection statistics on page 277

Output Fields This command produces no output.

Sample Output

clear neighbor-discovery-inspection statistics

user@switch> clear neighbor-discovery-inspection statistics
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clear security mka statistics

Syntax clear security mka statistics
<interface interface-name>

Release Information Command introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Command introduced in Junos OS Release 14.1X53-D15 for QFX Series switches.

Description Clear—reset to zero (0)—all MACsec Key Agreement (MKA) protocol statistics.

Youare clearing the statistics that are viewedusing the showsecuritymkastatisticswhen

you enter this command.

Options none—Clear all MKA counters for all interfaces on the switch.

interface interface-name—(Optional)ClearMKAtraffic counters for the specified interface

only.

Required Privilege
Level

clear

Related
Documentation

show security mka statistics on page 304•

• show security mka sessions on page 302

• Understanding Media Access Control Security (MACsec) on page 26

Sample Output

clear security mka statistics

user@switch> clear security mka statistics
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show arp inspection statistics

Syntax show arp inspection statistics

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display ARP inspection statistics.

Required Privilege
Level

view

Related
Documentation

clear arp inspection statistics on page 270•

• Example: Configuring Basic Port Security Features on page 45

• Verifying That DAI Is Working Correctly on page 258

List of Sample Output show arp inspection statistics on page 279

Output Fields Table 17onpage279 lists theoutput fields for the showarp inspectionstatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 17: show arp inspection statistics Output Fields

Level of OutputField DescriptionField Name

All levelsInterface on which ARP inspection has been applied.Interface

All levelsTotal number of packets total that underwent ARP inspection.Packets received

All levelsTotal number of packets that passed ARP inspection.ARP inspection pass

All levelsTotal number of packets that failed ARP inspection.ARP inspection failed

Sample Output

show arp inspection statistics

user@switch> show arp inspection statistics

Interface     Packets received     ARP inspection pass  ARP inspection failed
---------     -----------------    -------------------  ---------------------
  ge-0/0/0                    0                      0                      0
  ge-0/0/1                    0                      0                      0
  ge-0/0/2                    0                      0                      0
  ge-0/0/3                    0                      0                      0
  ge-0/0/4                    0                      0                      0
  ge-0/0/5                    0                      0                      0
  ge-0/0/6                    0                      0                      0
  ge-0/0/7                  703                    701                      2
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show dhcp snooping binding

Syntax show dhcp snooping binding
<interface interface-name>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 12.1 for the QFX Series.

Description Display the DHCP snooping database information.

Options interface interface-name—(Optional) Display the DHCP snooping database information

for an interface.

vlanvlan-name—(Optional)Display theDHCPsnoopingdatabase information foraVLAN.

Required Privilege
Level

view

Related
Documentation

clear dhcp snooping binding on page 271•

• Example: Configuring Basic Port Security Features on page 45

• Verifying That DHCP Snooping Is Working Correctly on page 257

List of Sample Output show dhcp snooping binding on page 280

Output Fields Table 18onpage280 lists theoutput fields for the showdhcpsnoopingbindingcommand.

Output fields are listed in the approximate order in which they appear.

Table 18: show dhcp snooping binding Output Fields

Level of OutputField DescriptionField Name

All levelsMAC address of the network device; bound to the IP address.MACAddress

All levelsIP address of the network device; bound to the MAC address.IP Address

All levelsLease granted to the IP address.Lease

All levelsHow the MAC address was acquired.Type

All levelsVLAN name of the network device whose MAC address is shown.VLAN

All levelsInterface address (port).Interface

Sample Output

show dhcp snooping binding

user@switch> show dhcp snooping binding
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DHCP Snooping Information:
MAC Address             IP Address Lease   Type     VLAN    Interface
-----------------       ---------- -----   -------  ----    ---------
00:00:01:00:00:03       192.0.2.0  640     dynamic  guest    ge-0/0/12.0
00:00:01:00:00:04       192.0.2.1  720     dynamic  guest    ge-0/0/12.0
00:00:01:00:00:05       192.0.2.5  800     dynamic  guest    ge-0/0/13.0
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show dhcp snooping statistics

Syntax show dhcp snooping statistics

Release Information Command introduced in Junos OS Release 9.4 for EX Series switches.

Description Display statistics for read and write operations to the DHCP snooping database.

Required Privilege
Level

view

Related
Documentation

clear dhcp snooping statistics on page 272•

• Understanding DHCP Snooping for Port Security on page 12

List of Sample Output show dhcp snooping statistics on page 282

Output Fields Table 19onpage282 lists theoutput fields for theshowdhcpsnoopingstatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 19: show dhcp snooping statistics Output Fields

Field DescriptionField Name

Number of entries successfully transferred frommemory to the DHCP snooping database.Successful Transfers

Number of entries successfully read frommemory to the DHCP snooping database.Successful Reads

Number of entries successfully written frommemory to the DHCP snooping database.SuccessfulWrites

Number of entries that failed being transferred frommemory to the DHCP snooping database.Failed Transfers

Number of entries that failed being read frommemory to the DHCP snooping database.Failed Reads

Number of entries that failed being written frommemory to the DHCP snooping database.FailedWrites

Sample Output

show dhcp snooping statistics

user@switch> show dhcp snooping statistics
Successful Transfers :        0   Failed Transfers :       21
Successful Reads     :        0   Failed Reads     :        0
Successful Writes    :        0   Failed Writes    :       21
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show dhcpv6 snooping binding

Syntax show dhcpv6 snooping binding
<interface interface-name>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Display the DHCPv6 snooping database information.

Options interface interface-name—(Optional)Display theDHCPv6snoopingdatabase information

for an interface.

vlan vlan-name—(Optional) Display the DHCPv6 snooping database information for a

VLAN.

Required Privilege
Level

view

Related
Documentation

clear dhcp snooping binding on page 271•

• Example: Configuring Basic Port Security Features on page 45

• Verifying That DHCP Snooping Is Working Correctly on page 257

List of Sample Output show dhcpv6 snooping binding on page 283

Output Fields Table 18onpage280lists theoutput fields for theshowdhcpv6snoopingbindingcommand.

Output fields are listed in the approximate order in which they appear.

Table 20: show dhcp snooping binding Output Fields

Level of OutputField DescriptionField Name

All levelsMAC address of the network device; bound to the IP address.MACAddress

All levelsIP address of the network device; bound to the MAC address.IP Address

All levelsLease granted to the IP address.Lease

All levelsHow the MAC address was acquired.Type

All levelsVLAN name of the network device whose MAC address is shown.VLAN

All levelsInterface address (port).Interface

Sample Output

show dhcpv6 snooping binding

user@switch> show dhcpv6 snooping binding
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DHCP Snooping Information:
MAC address        IP address             Lease (seconds) Type     VLAN  Interface
00:10:94:00:00:01  3000::10:10:0:3        3599992         dynamic  v1    ge-0/0/0.0
00:10:94:00:00:01  fe80::210:94ff:fe00:1  3599992         dynamic  v1    ge-0/0/0.0
00:10:94:00:00:02  3000::10:10:0:4        3599992         dynamic  v1    ge-0/0/0.0
00:10:94:00:00:02  fe80::210:94ff:fe00:2  3599992         dynamic  v1    ge-0/0/0.0
00:10:94:00:00:03  3000::10:10:0:5        3599992         dynamic  v1    ge-0/0/0.0
00:10:94:00:00:03  fe80::210:94ff:fe00:3  3599992         dynamic  v1    ge-0/0/0.0
00:10:94:00:00:04  3000::10:10:0:6        3599992         dynamic  v1    ge-0/0/0.0
00:10:94:00:00:04  fe80::210:94ff:fe00:4  3599992         dynamic  v1    ge-0/0/0.0
00:10:94:00:00:05  3000::10:10:0:7        3599992         dynamic  v1    ge-0/0/0.0
00:10:94:00:00:05  fe80::210:94ff:fe00:5  3599992         dynamic  v1    ge-0/0/0.0
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show dhcpv6 snooping statistics

Syntax show dhcpv6 snooping statistics

Release Information Command introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Display statistics for read and write operations performed on the DHCPv6 snooping

database.

Required Privilege
Level

view

Related
Documentation

clear dhcp snooping statistics on page 272•

• Understanding DHCP Snooping for Port Security on page 12

List of Sample Output show dhcpv6 snooping statistics on page 285

Output Fields Table 19 on page 282 lists the output fields for the show dhcpv6 snooping statistics

command. Output fields are listed in the approximate order in which they appear.

Table 21: show dhcpv6 snooping statistics Output Fields

Field DescriptionField Name

Number of entries successfully transferred frommemory to the DHCPv6 snooping database.Successful Transfers

Number of entries successfully read frommemory to the DHCPv6 snooping database.Successful Reads

Number of entries successfully written frommemory to the DHCPv6 snooping database.SuccessfulWrites

Number of entries that failed being transferred frommemory to the DHCPv6 snooping database.Failed Transfers

Number of entries that failed being read frommemory to the DHCPv6 snooping database.Failed Reads

Number of entries that failed being written frommemory to the DHCPv6 snooping database.FailedWrites

Sample Output

show dhcpv6 snooping statistics

user@switch> show dhcpv6 snooping statistics
DHCP Snoop Persistence statistics 
Successful Remote Transfers: 0           Failed Remote Transfers: 0      
Successful Record Reads    : 0           Failed Record Reads    : 0      
Successful Record Writes   : 0           Failed Record Writes   : 0      
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show ethernet-switching table

Syntax show ethernet-switching table
<brief | detail | extensive | summary>
<interface interface-name>
<management-vlan>
<persistent-mac <interface interface-name>>
<sort-by (name | tag)>
<vlan vlan-name>

Release Information Command introduced in Junos OS Release 9.0 for EX Series switches.

Options summary,management-vlan, and vlanvlan-name introduced in JunosOSRelease

9.6 for EX Series switches.

Option sort-by and field name tag introduced in Junos OS Release 10.1 for EX Series

switches.

Option persistent-mac introduced in Junos OS Release 11.4 for EX Series switches.

Description NOTE: If your EX Series switch CLI displays different options for the show

ethernet-switching tablecommand than theoptions shown in this document,

see show ethernet-switching table.

Display the Ethernet switching table.

Options none—(Optional) Display brief information about the Ethernet switching table.

brief | detail | extensive | summary—(Optional) Display the specified level of output.

interface interface-name—(Optional) Display the Ethernet switching table for a specific

interface.

management-vlan—(Optional) Display the Ethernet switching table for a management

VLAN.

persistent-mac <interface interface-name>—(Optional) Display the persistent MAC

addresses learned for all interfaces or a specified interface. You can use this

commandtoviewentries that youwant toclear foran interface that you intentionally

disabled.

sort-by (name | tag)—(Optional) Display VLANs in ascending order of VLAN IDs or VLAN

names.

vlan vlan-name—(Optional) Display the Ethernet switching table for a specific VLAN.

Required Privilege
Level

view

Related
Documentation

clear ethernet-switching table•

• Example: Setting Up Basic Bridging and a VLAN for an EX Series Switch
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• Example: Setting Up Bridging with Multiple VLANs for EX Series Switches

• Example: Setting Up Q-in-Q Tunneling on EX Series Switches

List of Sample Output show ethernet-switching table on page 288
show ethernet-switching table brief on page 288
show ethernet-switching table detail on page 289
show ethernet-switching table extensive on page 289
show ethernet-switching table persistent-mac on page 290
show ethernet-switching table persistent-mac interface ge-0/0/16.0 on page 290

Output Fields Table22onpage287 lists theoutput fields for theshowethernet-switchingtablecommand.

Output fields are listed in the approximate order in which they appear.

Table 22: show ethernet-switching table Output Fields

Level of OutputField DescriptionField Name

All levelsThe name of a VLAN.VLAN

extensiveThe VLAN ID tag name or number.Tag

All levelsThe MAC address associated with the VLAN.MACorMACaddress

All levels except
persistent-mac

The type of MAC address. Values are:

• static—The MAC address is manually created.

• learn—TheMAC address is learned dynamically from a packet's sourceMAC
address.

• flood—The MAC address is unknown and flooded to all members.

• persistent—The learned MAC addresses that will persist across restarts of
the switch or interface-down events.

Type

persistent-macThe type of MAC address. Values are:

• installed—addresses that are in the Ethernet switching table.

• uninstalled—addresses that could not be installed in the table or were
uninstalled in an interface-down event and will be reinstalled in the table
when the interface comes back up.

Type

All levelsThe time remainingbefore the entry agesout and is removed fromtheEthernet
switching table.

Age

All levelsInterfaceassociatedwith learnedMACaddressesorAll-members (floodentry).Interfaces

detail, extensiveFor learned entries, the time which the entry was added to the Ethernet
switching table.

Learned

detail, extensiveThe next-hop index number.Nexthop index
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Table 22: show ethernet-switching table Output Fields (continued)

Level of OutputField DescriptionField Name

installed indicates MAC addresses that are in the Ethernet switching table and
uninstalled indicates MAC addresses that could not be installed in the table or
wereuninstalled in an interface-downevent (andwill be reinstalled in the table
when the interface comes back up).

persistent-mac

Sample Output

show ethernet-switching table

user@switch> show ethernet-switching table
Ethernet-switching table: 57 entries, 15 learned, 2 persistent
  VLAN              MAC address       Type         Age Interfaces
  F2                *                 Flood          - All-members
  F2                00:00:05:00:00:03 Learn          0 ge-0/0/44.0
  F2                00:19:e2:50:7d:e0 Static         - Router
  Linux             *                 Flood          - All-members
  Linux             00:19:e2:50:7d:e0 Static         - Router
  Linux             00:30:48:90:54:89 Learn          0 ge-0/0/47.0
  T1                *                 Flood          - All-members
  T1                00:00:05:00:00:01 Persistent     0 ge-0/0/46.0
  T1                00:00:5e:00:01:00 Static         - Router
  T1                00:19:e2:50:63:e0 Persistent     0 ge-0/0/46.0
  T1                00:19:e2:50:7d:e0 Static         - Router
  T10               *                 Flood          - All-members
  T10               00:00:5e:00:01:09 Static         - Router
  T10               00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
  T10               00:19:e2:50:7d:e0 Static         - Router
  T111              *                 Flood          - All-members
  T111              00:19:e2:50:63:e0 Learn          0 ge-0/0/15.0
  T111              00:19:e2:50:7d:e0 Static         - Router
  T111              00:19:e2:50:ac:00 Learn          0 ge-0/0/15.0
  T2                *                 Flood          - All-members
  T2                00:00:5e:00:01:01 Static         - Router
  T2                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
  T2                00:19:e2:50:7d:e0 Static         - Router
  T3                *                 Flood          - All-members
  T3                00:00:5e:00:01:02 Static         - Router
  T3                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
  T3                00:19:e2:50:7d:e0 Static         - Router
  T4                *                 Flood          - All-members
  T4                00:00:5e:00:01:03 Static         - Router
  T4                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
[output truncated]

show ethernet-switching table brief

user@switch> show ethernet-switching table brief
Ethernet-switching table: 57 entries, 15 learned, 2 persistent entries
  VLAN              MAC address       Type         Age Interfaces
  F2                *                 Flood          - All-members
  F2                00:00:05:00:00:03 Learn          0 ge-0/0/44.0
  F2                00:19:e2:50:7d:e0 Static         - Router
  Linux             *                 Flood          - All-members
  Linux             00:19:e2:50:7d:e0 Static         - Router
  Linux             00:30:48:90:54:89 Learn          0 ge-0/0/47.0
  T1                *                 Flood          - All-members
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  T1                00:00:05:00:00:01 Persistent     0 ge-0/0/46.0
  T1                00:00:5e:00:01:00 Static         - Router
  T1                00:19:e2:50:63:e0 Persistent     0 ge-0/0/46.0
  T1                00:19:e2:50:7d:e0 Static         - Router
  T10               *                 Flood          - All-members
  T10               00:00:5e:00:01:09 Static         - Router
  T10               00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
  T10               00:19:e2:50:7d:e0 Static         - Router
  T111              *                 Flood          - All-members
  T111              00:19:e2:50:63:e0 Learn          0 ge-0/0/15.0
  T111              00:19:e2:50:7d:e0 Static         - Router
  T111              00:19:e2:50:ac:00 Learn          0 ge-0/0/15.0
  T2                *                 Flood          - All-members
  T2                00:00:5e:00:01:01 Static         - Router
  T2                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
  T2                00:19:e2:50:7d:e0 Static         - Router
  T3                *                 Flood          - All-members
  T3                00:00:5e:00:01:02 Static         - Router
  T3                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
  T3                00:19:e2:50:7d:e0 Static         - Router
  T4                *                 Flood          - All-members
  T4                00:00:5e:00:01:03 Static         - Router
  T4                00:19:e2:50:63:e0 Learn          0 ge-0/0/46.0
[output truncated]

show ethernet-switching table detail

user@switch> show ethernet-switching table detail
Ethernet-switching table: 5 entries, 2 learned entries
 VLAN: default, Tag: 0, MAC: *, Interface: All-members
  Interfaces:
   ge-0/0/11.0, ge-0/0/20.0, ge-0/0/30.0, ge-0/0/36.0, ge-0/0/3.0
  Type: Flood
  Nexthop index: 1307

 VLAN: default, Tag: 0, MAC: 00:1f:12:30:b8:83, Interface: ge-0/0/3.0
   Type: Learn, Age: 0, Learned: 20:09:26
   Nexthop index: 1315

 VLAN: v1, Tag: 101, MAC: *, Interface: All-members
  Interfaces:
   ge-0/0/31.0
  Type: Flood
  Nexthop index: 1313

 VLAN: v1, Tag: 101, MAC: 00:1f:12:30:b8:89, Interface: ge-0/0/31.0
  Type: Learn, Age: 0, Learned: 20:09:25
  Nexthop index: 1312

 VLAN: v2, Tag: 102, MAC: *, Interface: All-members
  Interfaces:                         
   ae0.0
  Type: Flood
  Nexthop index: 1317

show ethernet-switching table extensive

user@switch> show ethernet-switching table extensive
Ethernet-switching table: 3 entries, 1 learned, 5 persistent entries 

    VLAN: v1, Tag: 10, MAC: *, Interface: All-members
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    Interfaces:
                ge-0/0/14.0, ge-0/0/1.0, ge-0/0/2.0, ge-0/0/3.0, ge-0/0/4.0,
                ge-0/0/5.0, ge-0/0/6.0, ge-0/0/7.0, ge-0/0/8.0, ge-0/0/10.0,
                ge-0/0/0.0
    Type: Flood
    Nexthop index: 567

    VLAN: v1, Tag: 10, MAC: 00:21:59:c6:93:22, Interface: Router
    Type: Static
    Nexthop index: 0

    VLAN: v1, Tag: 10, MAC: 00:21:59:c9:9a:4e, Interface: ge-0/0/14.0
    Type: Learn, Age: 0, Learned: 18:40:50
    Nexthop index: 564

show ethernet-switching table persistent-mac

user@switch> show ethernet-switching table persistent-mac
VLAN              MAC address       Type       Interface
default           00:10:94:00:00:02 installed    ge-0/0/42.0
default           00:10:94:00:00:03 installed    ge-0/0/42.0
default           00:10:94:00:00:04 installed    ge-0/0/42.0
default           00:10:94:00:00:05 installed    ge-0/0/42.0
default           00:10:94:00:00:06 installed    ge-0/0/42.0
default           00:10:94:00:05:02 uninstalled ge-0/0/16.0
default           00:10:94:00:06:03 uninstalled ge-0/0/16.0
default           00:10:94:00:07:04 uninstalled ge-0/0/16.0

show ethernet-switching table persistent-mac interface ge-0/0/16.0

VLAN              MAC address       Type       Interface
default           00:10:94:00:05:02 uninstalled ge-0/0/16.0
default           00:10:94:00:06:03 uninstalled ge-0/0/16.0
default           00:10:94:00:07:04 uninstalled ge-0/0/16.0
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show ip-source-guard

Syntax show ip-source-guard

Release Information Command introduced in Junos OS Release 9.2 for EX Series switches.

Description Display IP source guard database information.

Required Privilege
Level

view

Related
Documentation

Example: Configuring IP Source Guard on a Data VLAN That Shares an Interface with

a Voice VLAN on page 89

•

• Example:Configuring IPSourceGuardwithOtherEXSeriesSwitchFeatures toMitigate

Address-Spoofing Attacks on Untrusted Access Interfaces on page 79

• Verifying That IP Source Guard Is Working Correctly on page 265

List of Sample Output show ip-source-guard on page 291

Output Fields Table23onpage291 lists theoutput fields for the showip-source-guardcommand.Output

fields are listed in the approximate order in which they appear.

Table 23: show ip-source-guard Output Fields

Field DescriptionField Name

VLAN on which IP source guard is enabled.VLAN

Access interface associated with the VLAN in column 1.Interface

VLAN ID for the VLAN in column 1. Possible values are:

• 0, indicating the VLAN is not tagged.

• 1 – 4093

Tag

Source IP address for a device connected to the interface in column 2. A value
of * (star, or asterisk) indicates that IP source guard is not enabled on this VLAN
but the interface is shared with a VLAN that is enabled for IP source guard.

IP Address

Source MAC address for a device connected to the interface in column 2. A
value of * (star, or asterisk) indicates that IP source guard is not enabled on this
VLANbut the interface is sharedwithaVLANthat is enabled for IP sourceguard.

MACAddress

Sample Output

show ip-source-guard

user@switch> show ip-source-guard
IP source guard information:
Interface    Tag  IP Address   MAC Address        VLAN
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ge-0/0/12.0  0    10.10.10.7   00:30:48:92:A5:9D  vlan100 

ge-0/0/13.0  0    10.10.10.9   00:30:48:8D:01:3D  vlan100

ge—0/0/13.0  100  *            *                  voice
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show ipv6-source-guard

Syntax show ipv6-source-guard

Release Information Command introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description (For non-ELS switches) Display IPv6 source guard database information.

Required Privilege
Level

view

Related
Documentation

Example: Configuring IP Source Guard on a Data VLAN That Shares an Interface with

a Voice VLAN on page 89

•

• Example:Configuring IPSourceGuardwithOtherEXSeriesSwitchFeatures toMitigate

Address-Spoofing Attacks on Untrusted Access Interfaces on page 79

• Verifying That IP Source Guard Is Working Correctly on page 265

List of Sample Output show ipv6-source-guard on page 293

Output Fields Table 23 on page 291 lists the output fields for the show ipv6-source-guard command.

Output fields are listed in the approximate order in which they appear.

Table 24: show ipv6-source-guard Output Fields

Field DescriptionField Name

VLAN on which IPv6 source guard is enabled.VLAN

Access interface associated with the VLAN desribed in row 1.Interface

VLAN ID for the VLAN described in row 1. Possible values are:

• 0, indicating the VLAN is not tagged.

• 1 through 4093

Tag

Source IP address for a device connected to the interface described in row 2. A * (asterisk) indicates
that IPv6 source guard is not enabled on this VLAN, but the interface is shared with a VLAN that is
enabled for IPv6 source guard.

IP Address

SourceMACaddress for adevice connected to the interfacedescribed in row2.A* (asterisk) indicates
that IPv6 source guard is not enabled on this VLAN but the interface is shared with a VLAN that is
enabled for IPv6 source guard.

MACAddress

Sample Output

show ipv6-source-guard

user@switch> show ipv6-source-guard
IP source guard information:
Interface    Tag   IP Address                     MAC Address         VLAN
ge-0/0/6.0   0     2000::10:10:0:105              00:10:94:10:00:01   vlan1
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ge-0/0/6.0   0     fe80::210:94ff:fe10:1          00:10:94:10:00:01   vlan1
ge-0/0/7.0   0     2000::10:10:0:104              00:10:94:10:00:02   vlan1
ge-0/0/7.0   0     fe80::210:94ff:fe10:2          00:10:94:10:00:02   vlan1
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show neighbor-discovery-inspection statistics

Syntax show neighbor-discovery-inspection statistics

Release Information Command introduced in Junos OS Release 14.1X53-D10 for EX Series switches.

Description Display neighbor discovery inspection statistics.

Required Privilege
Level

view

Related
Documentation

clear arp inspection statistics on page 270•

• Example: Configuring Basic Port Security Features on page 45

• Verifying That DAI Is Working Correctly on page 258

List of Sample Output show neighbor-discovery-inspection statistics on page 295

Output Fields Table 17 on page 279 lists the output fields for the show neighbor-discovery-inspection

statistics command. Output fields are listed in the approximate order in which they

appear.

Table 25: show neighbor-discovery-inspection statistics Output Fields

Level of OutputField DescriptionField Name

All levelsInterface on which neighbor discovery inspection has been applied.Interface

All levelsTotal number of packets total that underwent neighbor discovery inspection.Packets received

All levelsTotal number of packets that passed neighbor discovery inspection.ND inspection pass

All levelsTotal number of packets that failed neighbor discovery inspection.ND inspection failed

Sample Output

show neighbor-discovery-inspection statistics

user@switch> show neighbor-discovery-inspection statistics
Interface     Packets received     ND inspection pass  ND inspection failed
  ge-0/0/0                    5                     1                     4
  ge-0/0/1                    0                     0                     0
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show security macsec connections

Syntax show security macsec connections
<interface interface-name>

Release Information Command introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Display the status of the active MACsec connections on the switch.

Options none—Display MACsec connection information for all interfaces on the switch.

interface interface-name—(Optional) Display MACsec connection information for the

specified interface only.

Required Privilege
Level

view

Related
Documentation

show security macsec statistics on page 298•

List of Sample Output show security macsec connections on page 297

Output Fields Table 26 on page 296 lists the output fields for the show security macsec connections

command. Output fields are listed in the approximate order in which they appear.

Table 26: show security macsec connections Output Fields

Field DescriptionField Name

Fields for Interface

Name of the interface.Interface name

Name of the connectivity association.

A connectivity association is named using the connectivity-association statement when
you are enabling MACsec.

CA name

Name of the cipher suite used for encryption.Cipher suite

Encyption setting. Encryption is enabled when this output is on and disabled when this
output is off.

The encryption setting is set using the no-encryption statement in the connectivity
association when using static connectivity association key (CAK) security mode and is
set using the encryption statement in the secure channel when using static secure
association key (SAK) or dynamic security mode.

Encryption

Offset setting.

Theoffset is set using theoffset statementwhenconfiguring theconnectivity association
when using static connectivity association key (CAK) or dynamic security mode or the
secure channel when using static secure association key (SAK) security mode.

Key server offset

Copyright © 2015, Juniper Networks, Inc.296

Port Security on EX Series Switches



Table 26: show security macsec connections Output Fields (continued)

Field DescriptionField Name

SCI tagging. The SCI tag is included on packets in a secure channel when this output is
yes, and not included on packets in a secure channel when this output is no.

SCI tagging is automatically enabled on EX4300 switch interfaces that have enabled
MACsec using static connectivity association key (CAK) or dynamic security mode. You
can enable SCI tagging using the include-sci statement in the connectivity association.

Include SCI

Replayprotectionsetting.Replayprotection isenabledwhen thisoutput isonanddisabled
when this output is off.

You can enable replay protection using the replay-protect statement in the connectivity
association.

Replay protect

Replay protection window setting. This output is set to 0when replay protection is
disabled, and is the size of the replay window, in number of packets, when replay
protection is enabled.

The size of the replay window is configured using the replay-window-size statement in
the connectivity association.

Replay window

Sample Output

show security macsec connections

user@host> show security macsec connections
Interface name: xe-0/1/0
        CA name: CA1
        Cipher suite: GCM-AES-128   Encryption: on
        Key server offset: 0        Include SCI: no
        Replay protect: off         Replay window: 0
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show security macsec statistics

Syntax show security macsec statistics
<brief | detail>
<interface interface-name>

Release Information Command introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Display Media Access Control Security (MACsec) statistics.

Options none—Display MACsec statistics in brief form for all interfaces on the switch.

brief | detail—(Optional) Display the specified level of output. Using the brief option is

equivalent to entering the commandwith no options (the default). The detailoption

displays additional fields that are not visible in the brief output.

NOTE: The field names that only appear in this command output when
you enter the detail option aremostly useful for debugging purposes by

Juniper Networks support personnel.

interface interface-name—(Optional)DisplayMACsec statistics for the specified interface

only.

Required Privilege
Level

view

Related
Documentation

show security macsec connections on page 296•

List of Sample Output show security macsec statistics interface xe-0/1/0 detail on page 300

Output Fields Table 27 on page 298 lists the output fields for the show security macsec statistics

command. Output fields are listed in the approximate order in which they appear.

The field names that appear in this command output only when you enter the detail

option aremostly useful for debugging purposes by Juniper Networks support personnel.

Those field names are, therefore, not included in this table.

Table 27: show security macsec statistics Output Fields

Level of OutputField DescriptionField Name

All levelsName of the interface.Interface name

Fields for Secure Channel transmitted
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Table 27: show security macsec statistics Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsTotal number of packets transmitted out of the interface in the
secure channel that were secured and encrypted using MACsec.

Data packets are sent in the secure channel when MACsec is
enabled, and are secured using a secure association key (SAK).

Encrypted packets

All levelsTotal number of bytes transmitted out of the interface in the secure
channel that were secured and encrypted using MACsec.

Data packets are sent in the secure channel when MACsec is
enabled, and are secured using a secure association key (SAK).

Encrypted bytes

All levelsTotal number of packets transmitted out of the interface in the
secure channel thatwere secured but not encrypted usingMACsec.

Data packets are sent in the secure channel when MACsec is
enabled, and are secured using a secure association key (SAK).

Protected packets

All levelsTotal number of bytes transmitted out of the interface in the secure
channel that were secured but not encrypted using MACsec.

Data packets are sent in the secure channel when MACsec is
enabled, and are secured using a secure association key (SAK).

Protected bytes

Fields for Secure Association transmitted

All levelsTotal number of packets transmitted out of the interface in the
connectivity association that were secured and encrypted using
MACsec.

The total includes the data packets transmitted in the secure
channel and secured using a SAK and the control packets secured
using a connectivity association key (CAK).

Encrypted packets

All levelsTotal number of packets transmitted out of the interface in the
connectivity association that were secured but not encrypted using
MACsec.

The total includes the data packets transmitted in the secure
channel and secured using a SAK and the control packets secured
using a connectivity association key (CAK).

Protected packets

Fields for Secure Channel received

All levelsThe number of received packets that have been accepted by the
secure channel on the interface. The secure channel is used to send
all data plane traffic on a MACsec-enabled link.

A packet is considered accepted for this counter when it has been
received by this interface and it has passed the MACsec integrity
check.

This counter increments for traffic that is and is not encrypted using
MACsec.

Accepted packets
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Table 27: show security macsec statistics Output Fields (continued)

Level of OutputField DescriptionField Name

All levelsThe number of bytes that have been validated by the MACsec
integrity check and received on the secure channel on the interface.
The secure channel is used to send all data plane traffic on a
MACsec-enabled link.

This counter does not increment when MACsec encryption is
disabled.

Validated bytes

All levelsThe number of bytes received in the secure channel on the interface
that have been decrypted. The secure channel is used to send all
data plane traffic on a MACsec-enabled link.

An encrypted byte has to be decrypted before it can be received on
the receiving interface. The decrypted bytes counter is incremented
for received traffic that was encrypted using MACsec.

Decrypted bytes

Fields for Secure Association received

All levelsThe number of received packets that have been accepted in the
connectivity association on the interface. The counter includes all
control and data plane traffic accepted on the interface.

A packet is considered accepted for this counter when it has been
received by this interface and it has passed the MACsec integrity
check.

Accepted packets

All levelsThe number of bytes that have been validated by the MACsec
integrity check and received on the connectivity association on the
interface. The counter includes all control and data plane traffic
accepted on the interface.

This counter does not increment when MACsec encryption is
disabled.

Validated bytes

All levelsThe number of bytes received in the connectivity association on the
interface that have beendecrypted. The counter includes all control
and data plane traffic accepted on the interface.

An encrypted byte has to be decrypted before it can be received on
the receiving interface. The decrypted bytes counter is incremented
for received traffic that was encrypted using MACsec.

Decrypted bytes

Sample Output

show security macsec statistics interface xe-0/1/0 detail

user@host> show security macsec statistics interface xe-0/1/0 detail

  Interface name: xe-0/1/0
    Secure Channel transmitted
        Encrypted packets: 123858
        Encrypted bytes:   32190903
        Protected packets: 0
        Protected bytes:   0
    Secure Association transmitted
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        Encrypted packets: 123858
        Protected packets: 0
    Secure Channel received
        Accepted packets:  123877
        Validated bytes:   0
        Decrypted bytes:   32196238
    Secure Association received
        Accepted packets:  123877
        Validated bytes:   0
        Decrypted bytes:   32196238
    Error and debug
    Secure Channel transmitted packets
        Untagged: 0, Too long: 0
    Secure Channel received packets
        Control: 0, Tagged miss: 3202804
        Untagged hit: 0, Untagged: 0
        No tag: 0, Bad tag: 0
        Unknown SCI: 0, No SCI: 0
        Control pass: 0, Control drop: 0
        Uncontrol pass: 123877, Uncontrol drop: 0
        Hit dropped: 0, Invalid accept: 0
        Late drop: 0, Delayed accept: 0
        Unchecked: 0, Not valid drop: 0
        Not using SA drop: 0, Unused SA accept: 0
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show security mka sessions

Syntax show security mka sessions
<interface interface-name>

Release Information Command introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Display MACsec Key Agreement (MKA) session information.

Options • interface interface-name—(Optional) Display the MKA session information for the

specified interface only.

Required Privilege
Level

view

Related
Documentation

show security mka statistics on page 304•

• show security macsec connections on page 296

• show security macsec statistics on page 298

List of Sample Output show security mka sessions on page 303

Output Fields Table 28onpage302 lists theoutput fields for the showsecuritymkasessions command.

Output fields are listed in the approximate order in which they appear.

Table 28: show security mka sessions Output Fields

Field DescriptionField Name

Name of the interface.Interface name

Name of the member identifier.Member identifier

Name of the Connectivity Association Key (CAK).

The CAK is configured using the cak keyword when configuring the pre-shared key.

CAK name

The transmit interval.Transmit interval

Name of the outbound secure channel identifier.Outbound SCI

Number of the last data message.Message number

Key number.Key number

Key server status.

The switch is the key serverwhen this output is yes. The switch is not the key serverwhen
this output is no.

Key server
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Table 28: show security mka sessions Output Fields (continued)

Field DescriptionField Name

The key server priority.

The key server priority can be set using the key-server-priority statement.

Key server priority

Name of the latest secure association key (SAK) association number.Latest SAK AN

Name of the latest secure association key (SAK) key identifier.Latest SAK KI

Fields for Peer list

Name of the member identifier.Member identifier

Hold time, in seconds.Hold time

Number of the last data messageMessage number

Name of the secure channel identifier.SCI

Number of the lowest acceptable packet number (PN).Lowest acceptable PN

Sample Output

show security mka sessions

user@host> show security mka sessions

  Interface name: xe-0/1/0
      Member identifier: 0CCBEE42F8778300F8D0C1DC
      CAK name: 1234567890
      Transmit interval: 2000(ms)
      Outbound SCI: 2C:6B:F5:9D:4B:1B/1
      Message number: 1526465    Key number: 0
      Key server: no             Key server priority: 15
      Latest SAK AN: 0           Latest SAK KI: 4F18CE25228178FD15976E4C/1
      Previous SAK AN: 0         Previous SAK KI: 000000000000000000000000/0
      Peer list
       1. Member identifier: 4F18CE25228178FD15976E4C (live)
          Message number: 1526484 Hold time: 14500 (ms)
          SCI: 2C:6B:F5:9D:3A:1B/1
          Lowest acceptable PN: 121198
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show security mka statistics

Syntax show security mka statistics
<interface interface-name>

Release Information Command introduced in Junos OS Release 13.2X50-D15 for EX Series switches.

Description Display MACsec Key Agreement (MKA) protocol statistics.

The output for this command does not include statistics for MACsec data traffic. For

MACsec data traffic statistics, see show security macsec statistics.

Options • interface interface-name—(Optional) Display the MKA information for the specified

interface only.

Required Privilege
Level

view

Related
Documentation

show security mka sessions on page 302•

• show security macsec statistics on page 298

• show security macsec connections on page 296

List of Sample Output show security mka statistics on page 305

Output Fields Table29onpage304 lists theoutput fields for the showsecuritymkastatisticscommand.

Output fields are listed in the approximate order in which they appear.

Table 29: show security mka statistics Output Fields

Field DescriptionField Name

Number of received MKA control packets.

This counter increments for received MKA control packets only. This counter does not
increment when data packets are received.

Received packets

Number of transmitted MKA packets

This counter increments for transmitted MKA control packets only. This counter does
not increment when data packets are transmitted.

Transmitted packets

Number of version mismatch packets.Versionmismatch packets

Number of Connectivity Association Key (CAK)mismatch packets.

This counter increments when the connectivity association key (CAK) and connectivity
association key name (CKN), which are user-configured values that have to match to
enable MACsec, do not match for an MKA control packet.

CAKmismatch packets
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Table 29: show security mka statistics Output Fields (continued)

Field DescriptionField Name

Number of ICVmismatched packets.

This counter increments when the connectivity association key (CAK) value does not
match on both ends of a MACsec-secured Ethernet link.

ICVmismatch packets

Number of duplicate message identifier packets.Duplicatemessage identifier packets

Number of duplicate message number packets.Duplicatemessage number packets

Number of duplicate source MAC address packets.Duplicate address packets

Number of invalid destination MAC address packets.Invalid destination address packets

Number of formatting error packets.Formatting error packets

Number of old replayedmessage number packets.Old Replayedmessage number
packets

Sample Output

show security mka statistics

user@host> show security mka statistics

        Received packets:                     1525844
        Transmitted packets:                  1525841
        Version mismatch packets:             0
        CAK mismatch packets:                 0
        ICV mismatch packets:                 0
        Duplicate message identifier packets: 0
        Duplicate message number packets:     0
        Duplicate address packets:            0
        Invalid destination address packets:  0
        Formatting error packets:             0
        Old Replayed message number packets:  0
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show system statistics arp

Syntax show system statistics arp

Release Information Command introduced in Junos OS Release 9.6 for EX Series switches.

Description Display system-wide Address Resolution Protocol (ARP) statistics.

Required Privilege
Level

view

Related
Documentation

Example: Configuring Proxy ARP on an EX Series Switch•

• Verifying That Proxy ARP Is Working Correctly

show system statistics arp

user@switch> show system statistics arp
arp:
         90060 datagrams received
         34 ARP requests received
         610 ARP replies received
         0 resolution request  received
         0 unrestricted proxy requests
         0 restricted proxy requests
         0 received proxy requests
         0 unrestricted proxy requests not proxied
         0 restricted proxy requests not proxied
         0 datagrams with bogus interface
         0 datagrams with incorrect length
         0 datagrams for non-IP protocol
         0 datagrams with unsupported op code
         0 datagrams with bad protocol address length
         0 datagrams with bad hardware address length
         0 datagrams with multicast source address
         0 datagrams with multicast target address
         0 datagrams with my own hardware address
         0 datagrams for an address not on the interface
         0 datagrams with a broadcast source address
         294 datagrams with source address duplicate to mine
         89113 datagrams which were not for me
         0 packets discarded waiting for resolution
         0 packets sent after waiting for resolution
         309 ARP requests sent
         35 ARP replies sent
         0 requests for memory denied
         0 requests dropped on entry
         0 requests dropped during retry
         0 requests dropped due to interface deletion
         0 requests on unnumbered interfaces
         0 new requests on unnumbered interfaces
         0 replies for from unnumbered interfaces
         0 requests on unnumbered interface with non-subnetted donor
         0 replies from unnumbered interface with non-subnetted donor
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PART 4

Troubleshooting

• Troubleshooting Procedures on page 309
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CHAPTER 8

Troubleshooting Procedures

• Troubleshooting Port Security on page 309

Troubleshooting Port Security

Troubleshooting issues for port security on EX Series switches:

• MAC Addresses That Exceed the MAC Limit or MACMove Limit Are Not Listed in the

Ethernet Switching Table on page 309

• MultipleDHCPServerPacketsHaveBeenReceivedonUntrusted Interfacesonpage309

MACAddresses That Exceed theMAC Limit or MACMove Limit Are Not Listed in the Ethernet
Switching Table

Problem Description: You see logmessages telling you that the MAC limit or MACmove limit has
been exceeded, but the specific offendingMAC addresses that have been exceeding the

limit are not listed in the Ethernet switching table.

Solution Set the MAC limit or MACmove limit action to log.1.

[edit ethernet-switching-options secure-access port]
user@switch# set interface ge-0/0/2mac-limit (Access Port Security) 5 action log

2. Allow someMAC address requests to come in.

3. View the entries in the Ethernet switching table:

user@switch> show ethernet-switching table

Multiple DHCP Server Packets Have Been Received on Untrusted Interfaces

Problem Description:

You see log messages that DHCP server packets were received on an untrusted

interface—for example:

5 untrusted DHCPOFFER received, interface ge-0/0/0.0[65], vlan v1[10] server 
ip/mac 12.12.12.1/00:00:00:00:01:12 offer ip/client mac 
12.12.12.253/00:AA:BB:CC:DD:01

Thesemessages can signal the presence of a malicious DHCP server on the network.
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Solution Configure a firewall filter to block the IP address or MAC address of the malicious DHCP

server. See Configuring Firewall Filters (CLI Procedure).

Related
Documentation

• Example: Configuring Basic Port Security Features on page 45

• Verifying That a Trusted DHCP Server Is Working Correctly on page 258

• Verifying That MAC Limiting Is Working Correctly on page 259

• Enabling a Trusted DHCP Server (CLI Procedure) on page 138

• Configuring MAC Limiting (CLI Procedure) on page 142
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