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About the Documentation

• Documentation and Release Notes on page xi

• Using the Examples in This Manual on page xi

• Documentation Conventions on page xiii

• Documentation Feedback on page xv

• Requesting Technical Support on page xv

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.

If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.
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Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]
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3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xiii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xiii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)
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Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page of the Juniper Networks TechLibrary site

athttp://www.juniper.net/techpubs/index.html, simply click the stars to rate thecontent,

and use the pop-up form to provide us with information about your experience.

Alternately, you can use the online feedback form at

http://www.juniper.net/techpubs/feedback/.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

http://kb.juniper.net/InfoCenter/
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• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Architecture Overview

• Architecture Overview on page 3
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CHAPTER 1

Architecture Overview

• Understanding Disaggregated Junos OS on page 3

• Disaggregated Junos OS VMs on page 5

• Understanding Virtio Usage on page 8

• Understanding SR-IOV Usage on page 10

• Comparing Virtio and SR-IOV on page 11

• Understanding Physical and Virtual Components on page 12

Understanding Disaggregated Junos OS

Manynetworkequipmentvendorshave traditionallyboundtheir software topurpose-built

hardware and sold customers the bundled and packaged software–hardware

combination. However, with the disaggregated Junos OS architecture, Juniper Network

devices are now aligned with networks that are cloud-oriented, open, and rely onmore

flexible implementation scenarios.

The basic principle of the disaggregated Junos OS architecture is decomposition

(disaggregation) of the tightly bound Junos OS software and proprietary hardware into

virtualized components that can potentially run not only run on Juniper Networks

hardware, but also, on white boxes or bare-metal servers. In this new architecture, the

Juniper Device Manager (JDM) is a virtualized root container that manages software

components.

The JDM is the only root container in the disaggregated Junos OS architecture (there are

other industry models that allowmore than one root container, but the disaggregated

Junos OS architecture is not one of them). The disaggregated Junos OS is a single-root

model. One of the major functions of JDM is to prevent modifications and activities on

the platform from impacting the underlying host OS (usually Linux). As the root entity,

the JDM is well-suited for that task. The other major function of JDM is to make the

hardware of the device look as much like a traditional Junos OS–based physical system

as possible. This also requires some form of root capabilities.

Figure 1 on page 4 illustrates the important position JDM occupies in the overall

architecture.
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Figure 1: Position of the Juniper DeviceManager

AVNF is aconsolidatedoffering that containsall thecomponents required for supporting

a fully virtualized networking environment. A VNF has network optimization as its focus.

JDM enables:

• Management of guest virtualized network functions (VNFs) during their life cycle.

• Installation of third-party modules.

• Formation of VNF service chains.

• Management of guest VNF images (their binary files).

• Control of the system inventory and resource usage.

Note that some implementations of the basic architecture include a Packet Forwarding

Engine as well as the usual Linux platform hardware ports. This allows better integration

of the Juniper Networks data plane with the bare-metal hardware of a generic platform.

The disaggregated Junos OS architecture enables JDM to handle virtualized network

functions such as a firewall or Network Address Translation (NAT) functions. The other

VNFsandcontainers integratedwith JDMcanbe JuniperNetworksproductsor third-party

products as native Linux applications. The basic architecture of the disaggregated Junos

OS is shown schematically in Figure 2 on page 4.

Figure 2: Basic Disaggregated Junos OS Architecture
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NOTE: There aremultiple ways to implement the basic disaggregated Junos
OS architecture on various platforms. Details can vary greatly. This topic
describes the overall architecture.

Thevirtualizationof the simple softwareprocess runningon fixedhardwareposes several

challenges in the area of interprocess communication. How does, for example, a VNF

with a NAT function work with a firewall running as a container on the same device?

After all, theremight be only one or two external Ethernet ports on thewhole device, and

the processes are still internal to the device. One benefit is the fact that the interfaces

between these virtualized processes are often virtualized themselves, perhaps as SXE

ports;whichmeans that youcanconfigurea typeofMAC-layerbridgebetweenprocesses

directly, or betweenaprocessand thehostOSand thenbetween thehostOSandanother

process. This supports the chaining of services as traffic enters and exits the device.

JDM provides users with a familiar Junos OS CLI and handles all interactions with

underlying Linux kernel to maintain the “look and feel” of a Juniper Networks device.

Some of the benefits of the disaggregated Junos OS are:

• The whole system can bemanaged like managing a server platform.

• Customers can install third-party applications, tools, and services, such as Chef,

Wiireshark, or Quagga, in a virtual machine (VM) or container.

• These applications and tools can be upgraded by using typical Linux repositories and

are independent of Junos OS releases.

• Modularity increases reliability because faults are contained within the module.

• The control and data planes can be programmed directly through APIs.

Related
Documentation

Disaggregated Junos OS VMs on page 5•

• Understanding Physical and Virtual Components on page 12

• Understanding Virtio Usage on page 8

• Understanding SR-IOV Usage on page 10

• Comparing virtio and SR-IOV on page 11

Disaggregated Junos OS VMs

Cloud computing enables applications to run in a virtualized environment, both for

end-user server functions andnetwork functions needed to connect scattered endpoints

acrossa largedatacenter, or evenamongmultipledatacenters. Applicationsandnetwork

functions can be implemented by virtualized network functions (VNFs). What are the

differences between these two types of packages andwhywould someone use one type

or the other?

Both VNFs and containers allow themultiplexing of hardware with tens or hundreds of

VNFs sharing one physical server. This allows not only rapid deployment of new services,
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but also extension andmigration of workloads at times of heavy use (when extension

can be used) or physical maintenance (whenmigration can be used).

In a cloud computing environment, it is common to employ VNFs to do the heavy work

on themassive server farms that characterize big data in modern networks. Server

virtualization allows applications written for different development environments,

hardware platforms, or operating systems to run on generic hardware that runs an

appropriate software suite.

VNFs rely on a hypervisor to manage the physical environment and allocate resources

among the VNFs running at any particular time. Popular hypervisors include Zen, KVM,

and VMWare ESXi, but there are many others. The VNFs run in the user space on top of

thehypervisorand includea full implementationof theVMapplication’soperatingsystem.

For example, an application written in the C++ language and complied and run on

Microsoft Windows operating system can be run on a Linux operating system using the

hypervisor. In this case, Windows is a guest operating system.

There are two types of virtual machine monitors (VMMs) in use. In a Type 1 VMM, the

hypervisor isplaceddirectlyon topof thesharedhardware. InaType2VMM, thehypervisor

is placed on top of the host OS. In both cases, the VNFs still use the hypervisor, but in

some contexts the differences are significant. The two types of VMMs are shown in

Figure 3 on page 6.

Figure 3: Virtual MachineMonitors

The hypervisor provides the guest operating systemwith an emulated view of the

hardware of the VNFs. Among other resources such as disk space of memory, the

hypervisorprovidesavirtualizedviewof thenetwork interfacecard (NIC)whenendpoints

for differentVMs resideondifferent serversor hosts (acommonsituation). Thehypervisor

manages the physical NICs and exposes only virtualized interfaces to the VNFs.

Thehypervisoralso runsavirtual switchenvironment,whichallows theVNFsat theVLAN

frame layer to exchange packets inside the same box, or over a (virtual) network.

The biggest advantage of VNFs is that most applications can be easily ported to the

hypervisor environment and run well without modification.

Thebiggest drawback is that, often the resource-intenseoverheadof theguest operating

systemmust include a complete version of the operating system even if the function of

the entire VNF is to provide a simple service such as a domain name system (DNS).
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Containers, unlike VNFs, are purpose-built to be run as independent tasks in a virtual

environment. Containers do not bundle an entire operating system inside like VNFs do.

Containers can be coded and bundled in many ways, but there are also ways to build

standard containers that are easy tomaintain andextend. Standard containers aremuch

more open than containers created in a haphazard fashion.

Standard Linux containers define a unit of software delivery called a standard container.

Instead of encapsulating the whole guest operating system, the standard container

encapsulates only the application and any dependencies required to perform the task

the application is programmed to perform. This single runtime element can bemodified,

but then the container must be rebuilt to include any additional dependencies that the

extended function might need. The overall architecture of containers in shown in

Figure 4 on page 7.

Figure 4: Containers–Overall Architecture

The containers run on the host OS kernel and not on the hypervisor. The container

architecture uses a container engine tomanage the underlying platform. If you still want

to run VNFs, the container can package up a complete hypervisor and guest OS

environment as well.

Standard containers include:

• A configuration file.

• A set of standard operations.

• An execution environment.

The name container is borrowed from the shipping containers that are used to transport

goods around the world. Shipping containers are standard delivery units that can be

loaded, labelled, stacked, lifted, and unloaded by equipment built specifically to handle

the containers. Nomatter what is inside, the container can be handled in a standard

fashion, and each container has its own user space that cannot be used by other

containers. AlthoughDocker is apopular containermanagement systemto runcontainers

on a physical server, there are alternatives such as Drawbridge or Rocket to consider.

Each container is assigned a virtual interface. Container management systems such as

Docker include a virtual Ethernet bridge connecting multiple virtual interfaces and the

physical NIC. Configuration and environment variables in the container determine which

containers can communicate with each other, which can use the external network, and

so on. External networking is usually accomplished with NAT although there are other

methods because, containers often use the same network address space.
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The biggest advantage of containers is that they can be loaded on a device and executed

much faster than VNFs. Containers also use resources muchmore sparingly— you can

runmanymore containers than VNFs on the same hardware. This is because containers

do not require a full guest operating system or boot time. Containers can be loaded and

run inmilliseconds, not tens of seconds. However, the biggest drawback with containers

is that they have to be written specifically to conform to some standard or common

implementation, whereas VNFs can be run in their native state.

Related
Documentation

Understanding Disaggregated Junos OS on page 3•

• Understanding Physical and Virtual Components on page 12

• Understanding Virtio Usage on page 8

• Understanding SR-IOV Usage on page 10

• Comparing virtio and SR-IOV on page 11

Understanding Virtio Usage

YoucanenablecommunicationbetweenaLinux-basedvirtualizeddeviceandavirtualized

network function (VNF) module by bridging the two using a library called virtio.

When a physical device is virtualized, both physical NIC interfaces and external physical

switches as well as the virtual NIC interfaces and internal virtual switches coexist. So

when the isolated VNFs in the device, each with their ownmemory and disk space and

CPUcycles, attempt tocommunicatewitheachother, themultipleports,MACaddresses,

and IP addresses in use pose a challenge. With the virtio library, traffic flow between the

isolated virtual functions becomes simpler and easier.

Virtio is part of the standard Linux libvirt library of useful virtualization functions and is

normally included inmostversionsofLinux.Virtio isasoftware-onlyapproach to inter-VNF

communication.Virtioprovidesaway toconnect individual virtual processes.Thebundled

nature of virtio makes it possible for any Linux-run device to use virtio.

Virtio enables VNFs and containers to use simple internal bridges to send and receive

traffic. Traffic can still arrive and leave through an external bridge. An external bridge

uses a virtualized internal NIC interface on one end of the bridge and a physical external

NIC interface on the other end of the bridge to send and receive packets and frames. An

internalbridge, ofwhich thereare several types, links twovirtualized internalNIC interfaces

by bridging them through a virtualized internal switch function in the hostOS. The overall

architecture of virtio is shown in Figure 5 on page 9.
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Figure 5: VNF Bridging with Virtio

Figure 5 on page 9 shows traffic entering and leaving the device through the internal

bridge. VirtualMachine 1 links its virtualized internal NIC interface to the physical external

NIC interface. Virtual Machine 2 and Virtual Machine N link internal virtual NICs through

the internal bridge. Note that these interface might have VLAN labels associated with

them, or internal interface names. Frames sent across this internal bridge between VNFs

never leave the device. Note the position of the bridge (and virtualized switch function)

in the host OS. Note the use of simple bridging in the device. These bridges can be

configuredeitherwith regularLinuxcommandsor theuseofCLI configuration statements.

Scripts can be used to automate the process.

Virtio is a virtualization standard for disk andnetworkdevicedrivers.Only theguest device

driver (the devices driver for the virtualized functions) needs to know that it is running in

avirtual environment.Thesedriverscooperatewith thehypervisorand thevirtual functions

get performance benefits in return for the added complication. Virtio is architecturally

similar to, but not the same as, Xen paravirtualized device drivers (drivers added to a

guest tomake them faster when running on Xen). VMWare’s Guest Tools are also similar

to virtio.

Note that much of the traffic is concentrated on the host OS CPU—more explicitly, on

the virtualized internal bridges. Therefore, the host CPUmust be able to perform

adequately as the device scales.

Related
Documentation

Understanding Disaggregated Junos OS on page 3•

• Understanding Physical and Virtual Components on page 12

• Disaggregated Junos OS VMs on page 5

• Understanding SR-IOV Usage on page 10

• Comparing virtio and SR-IOV on page 11
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Understanding SR-IOV Usage

Youcanenable communicationbetweenaLinux-based virtualizeddevice andaNetwork

Functions Virtualization (NFV)module using suitable hardware and single-root I/O

virtualization (SR-IOV).

Whenaphysical device is virtualized, bothphysical network interfacecard (NIC) interfaces

and external physical switches as well as the virtual NIC interfaces and internal virtual

switches coexist. Sowhen the isolatedvirtualmachines (VMs)or containers in thedevice,

each with their ownmemory and disk space and CPU cycles, attempt to communicate

with each other, the multiple ports, MAC addresses, and IP addresses in use pose a

challenge.

SR-IOV extends the concept of virtualized functions right down to the physicalNIC . The

singlephysical card is divided intoup to 16partitionsper physicalNICport that correspond

to the virtual functions runningat thehigher layers. Communicationbetween these virtual

functionsarehandled thesamewaythatcommunicationsbetweendeviceswith individual

NIC are usually handled: with a bridge. SR-IOV includes a set of standard methods for

creating, deleting, enumerating, and querying the SR-IOV NIC switch, as well as the

standard parameters than can be set.

The single-root part of SR-IOV refers to the fact that there is really only one primary piece

of the NIC controlling all operations. An SR-IOV-enabled NIC is just a standard Ethernet

port providing the same physical bit-by-bit function of any network card.

However, the SR-IOV also provides several virtual functions, which are accomplished by

simple queues to handle input and output tasks. Each VNF running on the device is

mapped to one of these NIC partitions so that VNFs themselves have direct access to

NIChardware resources. TheNICalsohasasimpleLayer 2 sorter function,whichclassifies

frames into traffic queues. Packets are moved directly to and from the network virtual

function to theVM’smemoryusingdirectmemoryaccess (DMA),bypassing thehypervisor

completely. The role of the NIC in the SR-IOV operation is shown in Figure 6 on page 10.

Figure 6: VNF Communication Using SR-IOV
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The hypervisor is still involved in the assignment of the VNFs to the virtual network

functions, and in themanagement of the physical card, but not in the transfer of the data

inside the packets. Note that VNF-to-VNF communication is performed by Virtual NIC 1,

Virtual NIC 2, and Virtual NIC N. There is also a portion of the NIC (not shown) that keeps

track of all the virtual functions and the sorter to shuttle traffic among the VNFs and

external device ports.

Note that theability tosupportSR-IOV isdependenton theplatformhardware, specifically

the NIC hardware, and the software of the VNFs or containers to employ DMA for data

transfer. PartitionableNICs, and the internal bridging required, tend tobemoreexpensive,

because of which, their use can increase the cost on smaller devices by an appreciable

amount. Rewriting VNFs and containers is not a trivial task either.

Related
Documentation

Understanding Disaggregated Junos OS on page 3•

• Understanding Physical and Virtual Components on page 12

• Disaggregated Junos OS VMs on page 5

• Understanding Virtio Usage on page 8

• Comparing virtio and SR-IOV on page 11

Comparing Virtio and SR-IOV

Youcanenable communicationbetweenaLinux-based virtualizeddevice andaNetwork

FunctionsVirtualization (NFV)module either byusing virtio or byusing suitable hardware

and single-root I/O virtualization (SR-IOV). Eachmethod has distinct characteristics.

Virtio is part of the standard libvirt library of helpful virtualization functionsand is normally

included in most versions of Linux. Virtio adopts a software-only approach. SR-IOV

requires software written in a certain way and specialized hardware, which means an

increase in cost, even with a simple device.

Generally, using virtio is quick and easy. Libvirt is part of every Linux distribution and the

commands to establish the bridges are well-understood. However, virtio places all of

theburdenofperformanceon thehostOS,whichnormally bridgesall the traffic between

VNFs, into and out of the device.

Generally, SR-IOV can provide lower latency and lower CPU utilization—in short, almost

native, non-virtual device performance. But VNFmigration from one device to another

is complex because the VNF is dependent on the NIC resources on onemachine. Also,

the forwarding state for the VNF resides in the Layer 2 switch built into the SR-IOV NIC.

Because of this, forwarding is no longer quite as flexible because the rules for forwarding

are coded into the hardware and cannot be changed often.

While support for virtio is nearly universal, support for SR-IOV varies by NIC hardware

andplatform.The JuniperNetworksNFX250NetworkServicesPlatformsupportsSR-IOV

capabilities and allows 16 partitions on each physical NIC port.

Note that a given VNF can use either virtio or SR-IOV, or even both methods

simultaneously, if supported.
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NOTE: Virtio is the recommendedmethod for establishing connection
between a virtualized device and an NFVmodule.

Related
Documentation

Understanding Disaggregated Junos OS on page 3•

• Understanding Physical and Virtual Components on page 12

• Disaggregated Junos OS VMs on page 5

• Understanding Virtio Usage on page 8

• Understanding SR-IOV Usage on page 10

Understanding Physical and Virtual Components

In the disaggregated Junos OS Network Functions Virtualization (NFV) environment,

device components might be physical or virtual. The same physical-virtual distinction

can be applied to interfaces (ports), the paths that packets or frames take through the

device, and other aspects such as CPU cores or disk space.

The disaggregated Junos OS specification includes an architectural model. The

architectural model of a house can have directions for including a kitchen, a roof, and a

dining room, and can represent various kinds of dwellings; from a seaside cottage to a

palatialmansion. All these houses look very different, but still followabasic architectural

model and share many characteristics.

Similarly, in the case of the disaggregated Junos OS architectural models, the models

cover vastly different types of platforms, from simple customer premises equipment

(CPE) to complex switching equipment installed in a large data center, but have some

basic characteristics that the platforms share.

What characteristics do these platforms share? All disaggregated Junos OS platforms

are built on three layers. These layers and some possible content are shown in

Figure 7 on page 13.
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Figure 7: Physical and Virtual Layers in the Disaggregated Junos OS

The lowest layer is the hardware layer. In addition to memory (RAM) and disk space

(SSD), the platform hardware has amulti-core CPUwith an external NIC port used for

management. In some cases, therewill be a single NIC port used for the control and data

plane, but that port can also be used to communicate with a Packet Forwarding Engine

for user traffic streams.

The platform software layer sits on top of the hardware layer. All platform-dependent

functions take place here. These functions can include a software switching function for

various virtual components tobridge traffic between them.ALinuxor kernel-basedvirtual

machine (KVM) runs the platform, and, in somemodels, a phone home agent contacts

a vendor or service provider device to perform autoconfiguration tasks. The phone home

agent is particularly preferred for smaller CPE platforms.

Above the platform software layer is the customer software layer, which perfoms various

platform-independent functions. Some of the components might be Juniper Networks

virtual machines, such as a virtual SRX device (vSRX) or the Junos Control Plane (JCP).

The JCP works with the JDM tomake the device resemble a dedicated Juniper Networks

platform, but onewith a lotmore flexibility. Much of this flexibility comes from the ability

to support oneormoreVNFs that implementavirtualizednetwork function (VNF). These

VNFs consist of many types of tasks, such as Network Address Translation

(NAT),specialized Domain Name System (DNS) server lookups, and so on.

Generally, there are a fixed number of CPU cores, and a finite amount of disk space. But

in a virtual environment, resource allocation and use is more complex. Virtual resources

suchas interfaces, disk space,memory, or coresareparceledoutamong theVNFs running

at the time, as determined by the VNF image.
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TheVNFs,whether virtualmachines (VMs)or containers,whichshare thephysicaldevice

are often required to communicate with each other. Packets or frames enter a device

through a physical interface (a port) and are distributed to some initial VNF. After some

processing of the traffic flow, theVNFpasses the traffic over to another VNF if configured

to do so, and then to another, before the traffic leaves the physical device. These VNFs

form a data plane service chain that is traversed inside the device.

How do the VNFs, which are isolated VMs or containers, pass traffic from one to the

other? The service chain is configured to pass traffic from a physical interface to one or

more internal virtual interfaces. Therefore, there are virtual NICs associated with each

VM or Container, all connected by a virtual switch or bridge function inside the device.

This generic relationship, which enables communication between physical and virtual

interfaces is shown in Figure 8 on page 14.

Figure 8: Physical and Virtual Component Communication

In this generalmodel,whichcanhavevariations indifferentplatforms, dataenters through

a port on the physical NIC and is bridged through the virtual switch function to Virtual

Machine1 through Virtual NIC 1, based on destination MAC address. The traffic can also

bebridged throughanother configuredvirtual interface toVirtualMachine2ormoreVNFs

until it is passed back to a physical port and exits the device.

For configuration purposes, these interfaces might have familiar designations such as

ge-0/0/0 or fxp0, or new designations such as sxe0 or hsxe0. Somemight be real, but

internal ports (such as sxe0), and somemight be completely virtual constructs (such as

hsxe0) needed to make the device operational.

Related
Documentation

• Understanding Disaggregated Junos OS on page 3

• Disaggregated Junos OS VMs on page 5

• Understanding Virtio Usage on page 8

• Understanding SR-IOV Usage on page 10

• Comparing virtio and SR-IOV on page 11
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PART 2

Installation

• Installation on page 17
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CHAPTER 2

Installation

• Managing Software Installation on NFX250 Network Services Platform on page 17

• Upgrading an Image on the Disaggregated Junos OS Platform on page 18

• Reverting the System to the Factory-Default Configuration on page 21

• Rebooting the System on page 21

Managing Software Installation on NFX250Network Services Platform

This topic lists the commands tobeused for installinga softwarepackageandupgrading

an image on NFX250 Network Services Platform and rebooting the NFX250 platform. It

also lists the commands to be used for formatting and reverting the system to factory

state.

To install a new package on the NFX250 Network Services Platform:

[edit]
user@jdm> request system software add package [reboot]

Reboot is an option to reboot the device after installing the new software package.

Replace packagewith the following path:

For a software package in a local directory on the platform—/var/tmp/package.tgz

To reboot the platform:

[edit]
user@jdm> request system reboot

To format the systemby deleting all user data, configuration details, and reinstall current

software on the NFX250 Network Services platform:

user@jdm> request system zeroize

To format the system by deleting all user data, configuration details, and to upgrade the

software on the NFX250 Network Services platform:

user@jdm> request system software add package clean-install
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NOTE: The zeroize and clean-install commands work only for primary

installation and do not work for backup installation.

CAUTION: The zeroize and clean-install commandsmight remove all user

installedsoftwarepackages,VNF filesof theuser, andsoon.After completing
theseoperations, youmust fetch these informationand reinstall thesoftware.
Youmight require a console access to configure the basic remote network
access if the system is in factory state.

Related
Documentation

Understanding the JDM CLI on page 26•

• Accessing the JDM Shell, JDM CLI, and JCP Prompts in a Disaggregated Junos OS

Platform on page 26

Upgrading an Image on the Disaggregated Junos OS Platform

• To upgrade the images of JCP, JDM, and the host OS on the disaggregated Junos OS

platform:

user@jdm>request system software add jinstall reboot

For example:

user@jdm>request system software add
/var/tmp/jinstall-nfx-2-flex-15.1X53-D40.3.secure-domestic-signed.tgz reboot |
no-more
System software upgrade in progress, please wait...
Pushing Junos image package to the host...
Installing /var/tmp/install-media-nfx-2-junos-15.1X53-D45.3.secure.tgz
Extracting the package ...
total 1191772
-rw-r--r-- 1 20607 758 313873261 Nov 22 09:18 
jinstall-nfx-2-junos-15.1X53-D45.3.secure-linux.tgz
-rw-r--r-- 1 20607 758 906487459 Nov 22 09:18 
jinstall-nfx-2-junos-15.1X53-D45.3.secure-app.tgz

============================================
Host OS upgrade is FORCED
Current Host kernel version : 3.14.61-rt58-WR7.0.0.13_ovp
Package Host kernel version : 3.14.61-rt58-WR7.0.0.13_ovp
Current Host version        : 3.0.2
Package Host version        : 3.0.2
Min host version required for applications: 2.2.0
============================================

Validate linux image...
upgrade_platform: -------------------
upgrade_platform: Parameters passed:
upgrade_platform: silent=0
upgrade_platform: 
package=/var/tmp/tmp.LKb5WwiFu8junos_cli_upg/jinstall-nfx-2-junos-15.1X53-D45.3.secure-linux.tgz
upgrade_platform: clean install=0
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upgrade_platform: on primary   =0
upgrade_platform: clean upgrade=0
upgrade_platform: Need reboot after staging=1
upgrade_platform: -------------------
upgrade_platform:
upgrade_platform: Checking input 
/var/tmp/tmp.LKb5WwiFu8junos_cli_upg/jinstall-nfx-2-junos-15.1X53-D45.3.secure-linux.tgz
 ...
upgrade_platform: Input package 
/var/tmp/tmp.LKb5WwiFu8junos_cli_upg/jinstall-nfx-2-junos-15.1X53-D45.3.secure-linux.tgz
 is valid.
Secure Boot is enforced.
ALLOW:usr/secureboot/grub/BOOTX64.EFI
ALLOW:boot/bzImage-intel-x86-64.bin
ALLOW:boot/initramfs.cpio.gz
Setting up Junos host applications for installation ...
Installing Host OS ...
upgrade_platform: -------------------
upgrade_platform: Parameters passed:
upgrade_platform: silent=0
upgrade_platform: 
package=/var/tmp/jinstall-nfx-2-junos-15.1X53-D45.3.secure-linux.tgz
upgrade_platform: clean install=0
upgrade_platform: on primary   =0
upgrade_platform: clean upgrade=0
upgrade_platform: Need reboot after staging=0
upgrade_platform: -------------------
upgrade_platform:
upgrade_platform: Checking input 
/var/tmp/jinstall-nfx-2-junos-15.1X53-D45.3.secure-linux.tgz ...
upgrade_platform: Input package 
/var/tmp/jinstall-nfx-2-junos-15.1X53-D45.3.secure-linux.tgz is valid.
Secure Boot is enforced.
ALLOW:usr/secureboot/grub/BOOTX64.EFI
ALLOW:boot/bzImage-intel-x86-64.bin
ALLOW:boot/initramfs.cpio.gz
upgrade_platform: Staging the upgrade package - 
/var/tmp/jinstall-nfx-2-junos-15.1X53-D45.3.secure-linux.tgz..
./
./bzImage-intel-x86-64.bin
./bzImage-intel-x86-64.bin.psig
./grub/
./grub/grub.conf
./grub/grub.efi
./initramfs.cpio.gz
./initramfs.cpio.gz.psig
./linux.checksum
./version.txt
./upgrade_platform
./host-version
./platform_info
./initrd.cpio.gz
bzImage-intel-x86-64.bin: OK
initramfs.cpio.gz: OK
version.txt: OK
upgrade_platform: Checksum verified and OK...
1528703 blocks
upgrade_platform: Staging of 
/var/tmp/jinstall-nfx-2-junos-15.1X53-D45.3.secure-linux.tgz completed
upgrade_platform: System need *REBOOT* to complete the upgrade
upgrade_platform: Run upgrade_platform with option -r | --rollback to rollback
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 the upgrade

Host OS upgrade staged. Reboot the system to complete installation!

Rebooting ...
System going down for reboot in 30 seconds...
System reboot in progress...
Shutting down virtual-machines...
Waiting for virtual-machines to shutdown, retry = 0
Waiting for virtual-machines to shutdown, retry = 1
Waiting for virtual-machines to shutdown, retry = 2
No virtual-machines active now.
Rebooting the system...
INIT: Sending processes the TERM signal

{master:0}
root@porter-m-p2a-sys11-jdm> Stopping OpenBSD Secure Shell server: sshdstopped
 /usr/sbin/sshd (pid 4169)
.
Unmount Junos cgroup... Done
Stopping atd: OK
Stopping domain name service: named.
Unmounting cgroups...Done
Stopping system message bus: dbus.
stopping DNS forwarder and DHCP server: dnsmasq... stopped /usr/bin/dnsmasq
 (pid 9449 9448)
done.
Stopping docker:
Stopping HOSTAP Daemon: no /usr/sbin/hostapd found; none killed
hostapd.
Shutting down irqbalance: no irqbalance found; none killed
done
Stopping ntpd: done
stopping rsyslogd ... done
Stopping internet superserver: xinetd.

Waiting for sanlock to stop: Success

Clearing ebtables rulesets: filter nat broute done. ok
Stopping crond: OK
Stopping S.M.A.R.T. daemon: smartd.
Stopping network management services: snmpd snmptrapd libvirtMib_subagent.
 * Stopping virtualization library daemon: libvirtd
Deconfiguring network interfaces... done.
Stopping tcsd: OK
Stopinit: Failed to release D-Bus name: Did not receive a reply. Possible 
causes include: the remote application did not send a reply, 
the message bus security policy blocked the reply, the reply timeout expired,
 or the network connection was broken.
ping redis-server...
Sending all processes the TERM signal...
Sending all processes the KILL signal...
Unmounting remote filesystems...
Deactivating swap...
Unmounting local filesystems...
Rebooting... RE-FPGA-DRV: reboot notifier called with 0x0001
RE-FPGA-DRV: Please standby while rebooting.
.
..
..
..
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.

Booting from Flash A

FPGA Reset Reason = 0x80

Primary BIOS version CBDE_SFP_00.21_01.01

Total Memory Size = 16GB

Checking Primary BIOS code integrity...Passed!
Press Esc for boot options
ME is in normal operational state

Booting HDD00.1 (StorFly VSFBM6CC100G-JUN)...

Secure boot is enforced
Welcome to GRUB!

Secure Grub2 Diskboo

Related
Documentation

Reverting the System to the Factory-Default Configuration on page 21•

• Rebooting the System on page 21

Reverting the System to the Factory-Default Configuration

To revert the system to factory-default configuration:

user@jdm# load factory-default
warning: activating factory configuration

Related
Documentation

Upgrading an Image on the Disaggregated Junos OS Platform on page 18•

• Rebooting the System on page 21

Rebooting the System

To reboot the system:

user@jdm>request system reboot

For example:

user@jdm>request system reboot
Reboot the system ? [yes,no] (no) yes
System reboot operation started, please wait...
System going down for reboot in 30 seconds...
System reboot in progress...
Shutting down virtual-machines...

. . . .

NOTE: The time taken to reboot thesystemdependson thenumberofactive
VNFs. The system is rebooted only after all the active VNFs are shut down.
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Documentation

• Upgrading an Image on the Disaggregated Junos OS Platform on page 18

• Reverting the System to the Factory-Default Configuration on page 21
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Management

• Management on page 25

• Management Commands on page 43
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CHAPTER 3

Management

• Understanding the JDM CLI on page 26

• Accessing the JDM Shell, JDM CLI, and JCP Prompts in a Disaggregated Junos OS

Platform on page 26

• Understanding User Accounts on page 28

• Configuring JDM User Accounts and Authentication on page 29

• Understanding JDMManagement Interfaces on page 30

• Configuring the Out-of-Band Management Interface for JDM on page 31

• Configuring the In-Band Management Interface for JDM on page 33

• Configuring the Out-of-Band Management Interface for Hypervisor on page 34

• Configuring SSH Service and NETCONF-Over-SSH Connections for Remote Access

to the Disaggregated Junos OS Platform on page 35

• Configuring HTTP Access to the Disaggregated Junos OS Platform on page 36

• Configuring HTTPS Access to the Disaggregated Junos OS Platform on page 36

• Configuring SNMP on JDM on page 36

• ConfiguringEnhancedOrchestration in theDisaggregated JunosOSPlatformonpage38

• Configuring IPSec in the Disaggregated Junos OS Platform on page 39

• Viewing and Managing Centralized Log Files in a Disaggregated Junos OS

Platform on page 39

• Managing Core Files for a Disaggregated Junos OS Platform on page 40
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Understanding the JDMCLI

Junos Device Manager (JDM) can be configured using the JDM CLI. In most cases, you

are logged into the JDM CLI by default when you access a disaggregated Junos OS

platform.

The JDM CLI is similar to the Junos OS CLI in look and feel. It provides the same

added-value facilities as the Junos OS CLI, which include:

• Separate configuration and commandmodes

• Commit check

• Configuration save, restore, and rollback

• NETCONF and YANG support

The JDM CLI is based on the Junos OS CLI and followsmany of it’s processes and

procedures. Like JunosOS, the JDMCLI has theoperationalmodeandconfigurationmode.

Youuse theconfigurationcommandtoget fromoperationalmodetoconfigurationmode,

and the exit command to exit configuration mode. Many operational mode

commands—such as show and request commands—are available in the JDMCLI and the

Junos OS CLI. Many configuration commands available in the Junos OS CLI are also

available in the JDM CLI, and are often entered using the same command at the same

hierarchy level.

If you are placed in the JDM shell for any reason, such as if you logged in to the

disaggregated Junos OS platform as the root user, enter the cli command from the JDM

shell prompt to get to the JDM CLI prompt:

root# cli
 root@jdm>

Related
Documentation

Accessing the JDM Shell, JDM CLI, and JCP Prompts in a Disaggregated Junos OS

Platform on page 26

•

• Understanding Disaggregated Junos OS on page 3

Accessing the JDMShell, JDMCLI, and JCP Prompts in a Disaggregated Junos OS
Platform

This topic describes how to access the JDM shell, JDM CLI, and JCP prompts in a

disaggregated Junos OS platform.

It contains the following sections:

• Accessing the JDM CLI on page 27

• Accessing the JDM Shell on page 27

• Accessing the JCP Prompt from the JDM CLI on page 27
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• Accessing the Hypervisor from the JDM CLI on page 28

• Accessing the ipsec-nm from the JDM CLI on page 28

Accessing the JDMCLI

You are in operational mode in the JDM CLI if you see the@jdm> prompt. The JDM CLI

also includes the configuration prompt@jdm#, which can be accessed by entering the

configure command at the JDM CLI operational mode prompt.

By default, most logins to a disaggregated Junos OS platform take the user to the

operational mode in the JDM CLI prompt.

The JDM CLI prompt can also be accessed from the JDM shell.

Toaccess the JDMCLI fromthe JDMshell, enter theclicommandat the JDMshell prompt:

root@jdm:~# cli
root@jdm> 

Accessing the JDMShell

Be default, you are placed in the JDM shell when you login to the console port as the root

user. The JDM shell uses the ~# prompt.

To access the JDM shell from the JDMCLI, enter the start shell command at the JDMCLI

prompt:

root@jdm> start shell
jdm:~#

Accessing the JCP Prompt from the JDMCLI

To access the JCP prompt from the JDMCLI, enter the ssh vjunos0 statement at the JDM
CLI prompt:

root@jdm> ssh vjunos0
The authenticity of host 'vjunos0 (192.168.1.2)' can't be established.

ECDSA key fingerprint is 18:83:1f:95:88:db:1b:75:9f:07:ce:2c:4a:45:a3:b0.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'vjunos0,192.168.1.2' (ECDSA) to the list of known
 hosts.
Password:
Last login: Thu Oct  8 09:47:42 2015
--- JUNOS 15.1I20150824_0501_dagrawal built 2015-08-24 05:13:01 UTC

root@:RE:0% cli
root>

NOTE: In the factory-default state, the default root password for vjunos0 is
juniper123.
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Accessing the Hypervisor from the JDMCLI

To access the Hypervisor from the JDM CLI, enter the ssh hypervisor statement at the
JDM CLI prompt:

root@jdm> ssh hypervisor
Last login: Sun Jan 18 15:01:55 2015 from jdm

NOTE: Only a root user can use this option.

Accessing the ipsec-nm from the JDMCLI

To access the ipsec-nm from the JDMCLI, enter the ssh ipsec-nm statement at the JDM

CLI prompt:

root@jdm> ssh ipsec-nm
Last login: Sun Jan 18 15:01:55 2015 from jdm

root@ipsec-nm: % cli
root@ipsec-nm> 

Related
Documentation

Understanding the JDM CLI on page 26•

• Understanding Disaggregated Junos OS on page 3

Understanding User Accounts

On a disaggregated Junos OS platform, all computing elements are separate compute

entities, and their user accounts and passwords are managed separately. For example,

JDM user accounts, including the root user account, are completely separate from the

JunosVM user accounts.

• Root Account on page 28

• Other User Accounts on page 29

• User Authentication on page 29

Root Account

In the factory-default configuration, JDM is set up with a root user account. However,

there is no password set for the account. Youmust configure a root password as part of

the initial configuration. If the initial configuration of the platform is performed through

the phone home feature, the configurationmust contain the root password setting. Until

you configure a root password, you cannot access some of the user prompts and you

cannot commit a configuration using the JDM CLI.

You can set the root password only from the JDM CLI. You cannot set or change the root

password from the JDM shell. The JDM root password is automatically propagated to

the JDM shell.
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Other User Accounts

You can create user accounts other than the root account in JDM. To do this, youmust

use the JDM CLI to do so. You cannot use the JDM shell to create user accounts.

JDMsupports thesamefeatures foruseraccountsasdoes JunosOS.That is, JDMsupports

login classes, custom password requirements, limits on the number of login attempts,

and so on.

User Authentication

JDM supports two of the threemethods for user authentication that Junos OS supports:

localpasswordauthenticationandTACACS+authentication. It doesnot supportRADIUS

authentication.

Related
Documentation

Configuring JDM User Accounts and Authentication on page 29•

• Understanding the JDM CLI on page 26

Configuring JDMUser Accounts and Authentication

You create user accounts and configure authentication for those accounts in JDM the

samewayyoudo in JunosOS.This topicprovides somebrief guidanceonhowtoconfigure

user accountsandauthentication. Formoredetails, consult the JunosOSdocumentation.

• To set the JDM root password:

root@jdm# set system root-authentication plain-text-password

Youmust use the JDM CLI to set the root password. You cannot set the root password

using the JDM shell.

• To create a new JDM user account:

root@jdm# set system login user user-name class class-name authentication 
plain-text-password

You cannot create JDM user accounts from the JDM shell.

• To configure SSH keys for a user to enable SSHwithout a password:

root@jdm# set system login user regress authentication load-key-file 
URL-to-ssh-key-file

• To configure TACAS+ authentication for user accounts:

root@jdm# set system tacplus-server server-address secret password

NOTE: TACACS+ is used to support SSH authentication, and once
configured, TACACS+ configuration is applicable for both, JDM and host
SSH authentication. On the host, TACACS+ is used to authenticate SSH
requests only for the root account and when requested from outside the
device.
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Optionally, you can specify the TACACS+ authentication server port number and the

timeout period. To do so:

root@jdm# set system tacplus-server server-address port port-number

root@jdm# set system tacplus-server server-address timeout period

NOTE: By default, the TACACS+ port number is set to 49, and the timeout
period is set to 5 seconds.

Related
Documentation

Understanding User Accounts on page 28•

• Understanding Disaggregated Junos OS on page 3

Understanding JDMManagement Interfaces

You can access JDM through the systemconsole, a dedicated out-of-bandmanagement

interface, or an in-bandmanagement interface.

• Console Interface on page 30

• Out-of-Band Management Interface on page 30

• In-Band Management Interface on page 31

Console Interface

On disaggregated Junos OS platforms that host Juniper Device Manager (JDM), you are

placed in either the JDM shell prompt or the JDM CLI when you first connect to a device

using the device console port. You can access the JDM CLI or other VMs, including the

Junos Control Plane (JCP) CLI that is used to manage Junos OS software, from this

prompt. See “Accessing the JDM Shell, JDM CLI, and JCP Prompts in a Disaggregated

Junos OS Platform” on page 26.

Out-of-BandManagement Interface

The JDM out-of-bandmanagement interface is named jmgmt0. The jmgmt0 interface

is directly connected to the dedicated Ethernet management port on the disaggregated

Junos OS platform.

The jmgmt0 interface in a disaggregated Junos OS platform is analogous to the em0,

me0, or fxp0 interfaces ona JuniperNetworks switch or a router running traditional Junos

OSsoftware.Touse jmgmt0asamanagementport, youmustconfigurea logical interface

(jmgmt0.0) on it with a valid IP address. You can then connect to the management

interface over the network using utilities such as SSH or Telnet. SNMP can be used on

themanagement interface to gather statistics.

The dedicated Ethernet management port on the platform is shared by other compute

entities. For example, JCP uses the dedicated Ethernet management port for its

out-of-bandmanagement interface, em0, as shown in Figure 9 on page 31.
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Figure 9: Out-of-bandManagement Interface
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In-BandManagement Interface

JDMhas an interface—jsxe0—that canbe usedas in-bandmanagement interface. Unlike

the out-of-bandmanagement interface jmgmt0, this interface is not directly connected

to a physical port. Youmust connect jsxe0 to a physical interface through VLAN

bridging—that is, you must configure both the physical interface and jsxe0 to be in the

samemanagement VLAN.

Figure 10 on page 31 illustrates how a network port is bridged to jsxe0. In this figure,

ge-0/0/0 is the network port being used for in-bandmanagement. Interface sxe-0/0/0

is a JCP interface. Both ge-0/0/0and sxe-0/0/0aremanagedby JCP, andare configured

in JCP to be part of the management VLAN, mgmt-vlan. JDM interface jsxe0 is also

configured to part of the mgmt-vlan.

Figure 10: In-BandManagement Interface Network
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Related
Documentation

Configuring the JDM In-Band Management Interface on page 33•

• Understanding JDMManagement Interfaces on page 30

Configuring the Out-of-BandManagement Interface for JDM

This topic discusses how to configure an out-of-bandmanagement interface for JDM in

a disaggregated Junos OS platform.
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On a disaggregated Junos OS platform, the out-of-bandmanagement interface for JDM

isnamedmgmt0.Themgmt0 interfacehasadirectconnection to thededicatedEthernet

management port on the front panel of the device.

• Configuring the Out-of-Band Management Interface with IPv4 Addressing for

JDM on page 32

• Configuring the Out-of-Band Management Interface with IPv6 Addressing for

JDM on page 32

Configuring the Out-of-BandManagement Interface with IPv4 Addressing for JDM

To configure the management interface with IPv4 addressing:

1. Configure the logical interface and the IP address:

root@jdm# set interfaces jmgmt0 unit 0 family inet address ipv4-address/mask

2. Set the default route:

root@jdm# set routing-options static route 0.0.0.0/0 nexthop ipv4-address

Configuring the Out-of-BandManagement Interface with IPv6 Addressing for JDM

To configure the management interface with IPv6 addressing:

1. Configure the logical interface and the IP address:

root@jdm# set interfaces jmgmt0 unit 0 family inet6 address ipv6-address/mask

2. Set the default route:

root@jdm# set routing-options static route ::/0 nexthop ipv6-address

Related
Documentation

Configuring the JDM In-Band Management Interface on page 33•
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Configuring the In-BandManagement Interface for JDM

JDM provides an internal interface—jsxe0—that can be used for in-bandmanagement.

This internal interface is not directly connected to a physical interface. Youmust link

jsxe0 to a physical interface throughVLANbridging—that is, youmust configure both the

physical interface and jsxe0 to be in the samemanagement VLAN. See

Figure 10 on page 31.

JCP, and not JDMmanages the physical network interfaces and the service interfaces;

therefore, youmust first configure the sxe-0/0/0 and sxe-0/0/1 internal interfaces using

the JCP CLI before you canmanage the jsxe0 interface using the JDM CLI.

Figure 11: In-BandManagement Interface Example
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To configure jsxe0 as an in-bandmanagement interface:

1. Log in to the JCP CLI and enter configuration mode:

root@jdm> ssh vjunos0

root@:RE:0% cli
{master:0}
{master:0}[edit]

2. Configure the physical network port as a trunk port:

[edit]
root# set interfaces interface-name unit 0 family ethernet-switching 
interface-mode trunk

For example:

[edit]
root# set interfaces ge-0/0/0 unit 0 family ethernet-switching interface-mode
 trunk

3. Configure a JCP service port as a trunk port:

root# set interfaces service-interface-name unit 0 family ethernet-switching
 interface-mode trunk
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For example:

[edit]
root# set interfaces sxe-0/0/0 unit 0 family ethernet-switching 
interface-mode trunk

4. Configure the management VLAN and add the physical network interface and the

service interface as members of the VLAN:.

[edit]
root@jcp# set interfaces sxe-0/0/0 unit 0 family ethernet-switching vlan 
members mgmt-vlan
root@jcp# set interfaces ge-0/0/0 unit 0 family ethernet-switching vlan 
members mgmt-vlan

For example:

[edit]
root@jcp# set vlans mgmt-vlan vlan-id vlan-id

5. Exit the JCP CLI to return to the JDM CLI (hostname@jdm> prompt):

[edit]
root# exit
Exiting configuration mode
root> exit
root% exit
logout
Connection to vjunos0 closed.
root@jdm>

6. Configure the jsxe0 interfaceasa trunk interfacewithmembership in themanagement

VLAN, and configure the management IP address on the interface:

root@jdm# set interfaces jsxe0 vlan-tagging
root@jdm# set interfaces jsxe0 unit logical-unit-number vlan-id mgmt-vlan-id
 family inet address mgmt-ip-address/prefix-length

Related
Documentation

Configuring the JDMOut-of-Band Management Interface on page 31•

Configuring the Out-of-BandManagement Interface for Hypervisor

This topic discusses how to configure an out-of-bandmanagement interface for

Hypervisor in a disaggregated Junos OS platform.

On a disaggregated Junos OS platform, the out-of-bandmanagement interface for

Hypervisor is namedeth0br. Theeth0br interfacehasadirect connection to thededicated

Ethernet management port on the front panel of the device.

• Configuring the Out-of-Band Management Interface with IPv4 Addressing for

Hypervisor on page 35

• Configuring the Out-of-Band Management Interface with IPv6 Addressing for

Hypervisor on page 35
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Configuring the Out-of-BandManagement Interface with IPv4 Addressing for Hypervisor

To configure the management interface with IPv4 addressing:

1. Configure the logical interface and the IP address:

root@jdm# set host-os interfaces eth0br unit 0 family inet address 
ipv4-address/mask

2. Set the default route:

root@jdm# set host-os routing-options static route 0.0.0.0/0 next-hop 
gateway-ipv4-address

Configuring the Out-of-BandManagement Interface with IPv6 Addressing for Hypervisor

To configure the management interface with IPv6 addressing:

1. Configure the logical interface and the IP address:

root@jdm# set host-os interfaces eth0br unit 0 family inet6 address 
ipv6-address/mask

2. Set the default route:

root@jdm# set host-os routing-options static route ::/0 next-hop 
gateway-ipv6-address

Configuring SSHService andNETCONF-Over-SSHConnections for Remote Access to
the Disaggregated Junos OS Platform

You can configure the disaggregated Junos OS platform to accept NETCONF sessions

over SSH as an access service.

To do so:

1. Access the system services SSH configuration:

[edit]
user@jdm#set system services netconf ssh

2. Configure the TCP port used for NETCONF-over-SSH connections:

[edit system services netconf ssh]
user@jdm#user@jdm# port port-number

The configured port only accepts NETCONG-over-SSH connections. Regular SSH

connections to the port are ignored.

Related
Documentation

Understanding the JDM CLI on page 26•

• Accessing the JDM Shell, JDM CLI, and JCP Prompts in a Disaggregated Junos OS

Platform on page 26
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Configuring HTTP Access to the Disaggregated Junos OS Platform

You can configure HTTP access to the disaggregated Junos OS platform.

To do so:

1. Access the system services HTTP configuration:

[edit]
user@jdm#edit system services http

2. Set the HTTP port for incoming connections:

[edit system services http]
user@jdm# set port port

Related
Documentation

Configuring HTTPS Access to the Disaggregated Junos OS Platform on page 36•

• Understanding the JDM CLI on page 26

• Accessing the JDM Shell, JDM CLI, and JCP Prompts in a Disaggregated Junos OS

Platform on page 26

Configuring HTTPS Access to the Disaggregated Junos OS Platform

You can configure HTTPS access to the disaggregated Junos OS platform.

To do so:

1. Access the HTTPS configuration:

[edit]
user@jdm#edit system services https

2. Set the HTTPS port for incoming connections:

[edit system services https]
user@jdm# set port port-number

Related
Documentation

Configuring HTTP Access to the Disaggregated Junos OS Platform on page 36•

• Understanding the JDM CLI on page 26

• Accessing the JDM Shell, JDM CLI, and JCP Prompts in a Disaggregated Junos OS

Platform on page 26

Configuring SNMP on JDM

There are several SNMP-enabled components in NFX (JDM, yypervisor, and so on). This

topic discusses the SNMP implementation of JDM and hypervisor. For JCP, see the Junos

documentation. On the NFX250 platform, JDM plays the role of the SNMP agent and at

the same time it acts as an SNMP proxy for the hypervisor (host OS). When SNMP is

configured in JDM, hypervisor also takes the sameSNMPconfiguration. Bydefault, SNMP
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is disabled on disaggregated Junos OS platforms. To enable SNMP , youmust include

the SNMP configuration statements at the [edit snmp] hierarchy level. This section

describes:

• Configuring SNMP Community on page 37

• Configuring SNMP System Parameters on page 37

• Configuring SNMP v3 on page 37

• Configuring SNMP Traps on page 38

• Querying SNMPMIBs on page 38

• Managing Traps on page 38

Configuring SNMPCommunity

To configure SNMP community:

1. Specify a name for the SNMP community:

user@jdm# set snmp community community

Configuring SNMPSystemParameters

To configure SNMP system parameters:

1. Set the system name:

user@jdm# set snmp name name

2. Enter a description for the system being managed:

user@jdm# set snmp description description

3. Specify the location of the system:

user@jdm# set snmp location location

4. Specify the name of the contact person:

user@jdm# set snmp contact contact

Configuring SNMP v3

In contrast to SNMP version 1 (SNMPv1) and SNMP version 2 (SNMPv2), SNMP version

3 (SNMPv3) supports authentication and encryption. SNMPv3 uses the user-based

security model (USM) for message security and the view-based access control model

(VACM) foraccesscontrol.USMspecifiesauthenticationandencryption.VACMspecifies

access-control rules. To configure local engine information for the user-based security

model (USM) with Secure Hash Algorithm (SHA) as the authentication type for the

SNMPv3 user, enter the command:

user@jdm# set snmp v3 usm local-engine user username authentication-sha
authentication-password authentication-password

To configure local engine information for the USMwith MD5 as the authentication type

for the SNMPv3 user, enter the command:

user@jdm# set snmp v3 usm local-engine user username authentication-md5
authentication-password authentication-password
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Configuring SNMP Traps

To configure SNMP traps, create a named group of hosts to receive the specified trap

notifications. At least one trap groupmust be configured for SNMP traps to be sent:

user@jdm# set snmp trap-group group-name targets address

Querying SNMPMIBs

TheNFX250platformsupportsqueryingSNMPMIBsonboth, the JDMand thehypervisor.

NFX MIBS are read-only, which means that the values can be read from the MIB but

cannot be configured using SNMP.

The commands below are the queries on SNMP v1, SNMP v2 and SNMP v3. :

user@jdm# snmpwalk -v 1 -c community-name ip-address oid

user@jdm# snmpwalk -v 2 -c community-name ip-address oid

user@jdm# snmpwalk -v3 -u username -l authNoPriv -a SHA -A password ip-address oid

To query the hypervisor, you need to provide an additional context name, which is the

user name appended by -host:

user@jdm# snmpwalk -v 1 -c community-name-host ip-address oid

user@jdm# snmpwalk -v 2 -c community-name-host ip-address oid

user@jdm# snmpwalk -v3 -u username-host -l authNoPriv -a SHA -A password ip-address oid

You can query libvirt MIBs only as a host:

user@jdm# snmpwalk -v 2c -c community-name-host ip-address oid

Managing Traps

Theagent sends traps tonotify themanagerof significant events thatoccur on thedevice.

To configure traps:

user@jdm# set snmp trap-group group-name targets ip-address

JDM traps are assigned the context jdm, and hypervisor traps are assigned the context

host.

Related
Documentation

Understanding Disaggregated Junos OS on page 3•

Configuring Enhanced Orchestration in the Disaggregated Junos OS Platform

Enhanced orchestration mode enables you to easily manage VNFs and service chains

without requiring the VNFXMLdescriptor files. By default, thismode is ONand this is the

recommendedmode.

To enable enhanced orchestration:

[edit system services]
user@jdm# set enhanced-orchestration
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NOTE: Ensure that you reboot the system after enabling the enhanced
orchestrationmode.

Related
Documentation

Understanding Disaggregated Junos OS on page 3•

Configuring IPSec in the Disaggregated Junos OS Platform

The ipsec-nmmode allows you to enable or disable the ipsec-nm VNF. To secure the

management trafficusing ipsec tunnel, youmustenable the ipsec-nmmodeandconfigure

the tunnel appropriately. By default, this mode is enabled.

To enable ipsec-nm:

[edit system services]
user@jdm# set system services ipsec-nm

To disable ipsec-nm:

[edit system services]
user@jdm# delete system services ipsec-nm

NOTE: CPU core 7 is available for use after you delete the ipsec-nm.

NOTE: Ensure that you reboot the system after enabling or disabling the
ipsec-nmmode for the changes to take effect.

Related
Documentation

Understanding Disaggregated Junos OS on page 3•

Viewing andManaging Centralized Log Files in a Disaggregated Junos OS Platform

On a disaggregated Junos OS platform, a centralized logging server collects all system

logs forall computingentities in thedisaggregated JunosOS.Centralized loggingsimplifies

device management by allowing users to view all log files for all disaggregation Junos

entities in a single place.

This topic describes:

• Enabling Centralized Logging on page 39

• Viewing Log Messages on page 40

Enabling Centralized Logging

You can enable centralized logging on vSRX to view the log files on JDM.
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1. Log in to vSRX:

root@jdm> ssh vsrx-hostname

2. Ensure that the fxp0 interface is assigned themanagement IP address:

root>show interfaces fxp0 terse

3. Assign a hostname to the vSRX instance:

root# set system host-name hostname

4. To specify JDM as the host for the central log file:

root# set system syslog host 192.168.1.254 any any

192.168.1.254 is the internal management IP address of JDM

You can specify filters for the messages that you want displayed. If you specify any

any all the messages will be logged.

Viewing LogMessages

To view system logmessages logged by VNFs and the system generated logs on JDM,

use the command:

user@jdm> show log syslog

To view other log messages, use the command:

user@jdm> show log <filename>

NOTE: You cannot view JCP log files on JDM.

A log rotation process runs every 5minutes. If the log file size is greater than
5MB, then the log files get rotated. The log files are saved in the /var/log

directory.

Related
Documentation

Managing Core Files for a Disaggregated Junos OS Platform on page 40•

Managing Core Files for a Disaggregated Junos OS Platform

This topic discusses how to view core files for a disaggregated Junos OS platform.

It contains the following sections:

• Viewing Core Files on page 40

Viewing Core Files

To view all core files from the JDM CLI, enter the show system core-dumps command:

/var/tmp/*core* :
drwxr-xr-x 2 root  root   4096 Jan 17 19:01 corefiles
/var/crash/*core* :
-rw-r--r-- 1 root root  382853 Jan  1 00:54 jdm.jdmd.4899.1420073655.core.tgz
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-rw-r--r-- 1 root root  372095 Jan  1 01:11 jdm.jdmd.5697.1420074677.core.tgz
-rw-r--r-- 1 root root 3141405 Jan 17 19:01 jdm.jdmd.6875.1421521308.core.tgz
-rw-r--r-- 1 root root   18440 Jan 17 14:24 jdm.test.19278.1421504682.core.tgz

To view all core files displayed in JDM, open the core files using Unix commands. The

core files are stored in the /var/tmp/corefiles/ directory on Hypervisor.

Related
Documentation

• Viewing and Managing Centralized Log Files in a Disaggregated Junos OS Platform on

page 39
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CHAPTER 4

Management Commands

• enhanced-orchestration on page 44

• http on page 44

• https on page 44

• ipsec-nm on page 45

• netconf on page 45

• outbound-ssh on page 46

• phone-home on page 47

• rest on page 48

• ssh on page 48

• system on page 49

• traceoptions on page 51

• upgrade-image-before-configuration on page 51

• show system inventory hardware cpu

• show system inventory hardware memory

• show system inventory hardware network

• show system inventory hardware storage

• show system inventory software vnf

• show system services ipsec-nm

• show system visibility cpu

• show system visibility host

• show system visibility jcp

• show system visibility jdm

• show system visibility memory

• show system visibility network

• show system visibility storage

• show system visibility vnf
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enhanced-orchestration

Syntax enhanced-orchestration;

Hierarchy Level [edit system services]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description An option that toggles between set of configuration options used for the existing VNF

configuration options and for the VNF orchestration that is based on vlan-aware bridges.

NOTE: By default, the enhanced-orchestration option is enabled and this is
the only supportedmode.

Required Privilege
Level

system—To view this statement in the configuration.

http

Syntax http;

Hierarchy Level [edit system services]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description Enable HTTP services.

Required Privilege
Level

system—To view this statement in the configuration.

https

Syntax https;

Hierarchy Level [edit system services]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description Enable HTTPS services.

Required Privilege
Level

system—To view this statement in the configuration.
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ipsec-nm

Syntax ipsec-nm;

Hierarchy Level [edit system services]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description An option that enables or disables the ipsec docker container if the ipsec-nm option is

configured in the system.

Required Privilege
Level

system—To view this statement in the configuration.

netconf

Syntax netconf {
ssh {
port port-number;

}
traceoptions {
flag [all | incoming | outgoing];
file {
file-name;
size file-size;

}
}

}

Hierarchy Level [edit system services]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description Allow NETCONF connections.

Options ssh—Allow NETCONF connection over SSH.

port-number—Identifier of the service port.

traceoptions—Options that are available for the NETCONF trace operation.

flag—Parameters that can be specified for the NETCONF trace operation.

file-name—Name of file in which the trace information is available.

file-size—Maximum size of a trace file.

Required Privilege
Level

system—To view this statement in the configuration.

45Copyright © 2016, Juniper Networks, Inc.

Chapter 4: Management Commands



outbound-ssh

Syntax outbound-ssh {
client client id {
address;
device-id device-id;
disable-ssh-security-settings;
keep-alive;
reconnect-strategy;
secret;

services;
}
traceoptions {
flag [all | configuration | connectivity];
file {
file-name;
size file-size;

}
}

}

Hierarchy Level [edit system services]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description Initiate outbound SSH connection.

Options client- id—Identifier of a client application that initiates the SSH connection.

address—Address of the client to which the connection must be established.

device-id—Unique ID used by the client to identify a device.

traceoptions—Options that are available for the outbound SSH trace operation.

flag—Parameters that can be specified for the outbound SSH trace operation.

file-name—Name of file in which the trace information is available.

file-size—Maximum size of a trace file.

Required Privilege
Level

system—To view this statement in the configuration.
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phone-home

Syntax phone-home {
server;

upgrade-image-before-configuration;
traceoptions {
no-remote-trace;
file {
file-name;
size file-size;

}
flag {
all;
config;
function;
misc;
socket;
state-machine;

}

Hierarchy Level [edit system]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description An option that is used for initial boot up and configuration of the device when the client

device is switched on.

The default configuration for phone-home is as follows:

user@jdm# set system phone-home server https://redirect.juniper.net
user@jdm# set system phone-home upgrade-image-before-configuration

Options server—Name of the server.

upgrade-image-before-configuration—Upgrades the image before applying the

configuration received from the Network Activator.

traceoptions—Options that are available for the phone-home trace operation

no-remote-trace—

file-name—Name of file in which the trace information is available

file-size—Maximum size of a trace file.

flag—Parameters that can be specified for the phone-home trace operation.

Required Privilege
Level

system—To view this statement in the configuration.
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rest

Syntax rest {
control;
http;

traceoptions;
}

Hierarchy Level [edit system services]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description Allow remote procedure call (RPC ) over HTTP or HTTPS connection

Options control—Control of the REST API process.

traceoptions—Options that are available for the REST API trace operation.

http—HTTP connection settings that are not encrypted.

Required Privilege
Level

system—To view this statement in the configuration.

ssh

Syntax ssh;

Hierarchy Level [edit system services]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description Allow ssh access.

Required Privilege
Level

system—To view this statement in the configuration.
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system

Syntax system;

Hierarchy Level system
phone-home {
upgrade-image-before-configuration;
traceoptions {
no-remote-trace;
file {
file-name;
size file-size;

}
flag {
all;
config;
function;
misc;
socket;
state-machine;

}
services {
enhanced-orchestration;
ipsec-nm;
outbound-ssh {
client client id {
address;
device-id device-id;
disable-ssh-security-settings;
keep-alive;
reconnect-strategy;
secret;

services;
}
traceoptions {
flag [all | configuration | connectivity];
file {
file-name;
size file-size;

}
}

}
http;
https;
netconf {
ssh {
port port-number;

}
traceoptions {
flag [all | incoming | outgoing];
file {
file-name;
size file-size;

}
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}
}
rest {
control;
http;

traceoptions;
}
ssh;

}
}

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description Configure systemmanagement properties.

Options client- id—Identifier of a client application that initiates the SSH connection.

address—Address of the client to which the connection must be established.

device-id—Unique ID used by the client to identify a device.

file-name—Name of file in which the trace information is available.

file-size—Maximum size of a trace file.

port-number—Identifier of the HTTP port.

flag—Parameters that can be specified for the tracing operation.

Required Privilege
Level

system—To view this statement in the configuration.
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traceoptions

Syntax traceoptions {
no-remote-trace;
file {
file-name;
size file-size;

}
flag {
all;
config;
function;
misc;
socket;
state-machine;

}

Hierarchy Level [edit system]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description An option that is used for the phone-home trace operations.

Options traceoptions—Options that are available for the phone-home trace operations.

no-remote-trace—Trace operations for the phone-home is not supported.

file-name—Name of file in which the trace information is available.

file-size—Maximum size of a trace file.

flag—Parameters that can be specified for the phone-home trace operation.

Required Privilege
Level

system—To view this statement in the configuration.

upgrade-image-before-configuration

Syntax upgrade-image-before-configuration;

Hierarchy Level [edit system]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description An option to upgrade the image before applying the configuration received from the

Network Activator.

Required Privilege
Level

system—To view this statement in the configuration.
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show system inventory hardware cpu

Syntax show system inventory hardware cpu

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display system CPU statistics for a disaggregated Junos OS platform.

Required Privilege
Level

view

Related
Documentation

show system inventory hardwarememory on page 55•

• show system inventory hardware network on page 57

• show system inventory hardware storage on page 59

List of Sample Output show system inventory hardware cpu on page 53

Output Fields Table 3 on page 52 lists the output fields for the show system inventory hardware cpu

command. Output fields are listed in the approximate order in which they appear.

Table 3: show system inventory hardware cpu Output Fields

Field DescriptionField Name

Fields for Inventory CPU Information

Total number of CPUs.No of CPUs

Total number of hyper threads.No of Logical CPUs/Hyper threads

Total number of CPU sockets.No of CPU sockets

Total number of cores per socket.No of Cores per socket

Total number of hyper threads per core.No of Hyper threads per core

The name of the CPU vendor.CPUVendor

The CPUmodel.CPUModel

The type of CPU architecture.CPUArchitecture

The CPU speed, in GHz.CPU Speed

The size of the CPU cache.CPUCache

Themaximum number of allowed virtual CPUs.No of Max vCPUs

Fields for CPU Statistics
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Table 3: show system inventory hardware cpu Output Fields (continued)

Field DescriptionField Name

The amount of user time, in seconds.User Time

The amount of system time, in seconds.System Time

The amount of time spent in idle mode, in seconds.Idle Time

The amount of time spent waiting for input/output (I/O) operations, in seconds.I/OWait Time

The amount of spent nice time, in seconds.Nice Time

The amount of interrupt service time, in seconds.Interrupt Service Time

Fields for CPU Pinning Information

The name of the virtual machine.Virtual Machine

The ID of virtual CPUs used by the virtual machine.vCPU

The ID of CPUs used by the virtual machine.CPU

Sample Output

show system inventory hardware cpu

user@jdm> show system inventory hardware cpu
Inventory CPU Information
-------------------------
No of CPUs:                       6
No of Logical CPUs/Hyper threads: 12
No of CPU sockets:                1
No of Cores per socket:           6
No of Hyper threads per core:     2
CPU Vendor:                       GenuineIntel
CPU Model:                        Intel(R) Xeon(R) CPU D-1528 @ 1.90GHz
CPU Architecture:                 x86_64
CPU Speed:                        1.9000 GHz
CPU Cache:                        9216 KB

CPU Statistics (Time in sec)
----------------------------
No of Max VCPUs:                  16
User Time:              449825
System Time:            0
Idle Time:              4475646
I/O Wait Time:          578
Nice Time:              14325
Interrupt Service Time: 0

CPU Pinning Information
------------------------------------
Virtual Machine             vCPU CPU
--------------------------- ---- ---

53Copyright © 2016, Juniper Networks, Inc.

Chapter 4: Management Commands



vjunos0                     0    0
vjunos0                     0    1
vjunos0                     0    6
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show system inventory hardwarememory

Syntax show system inventory hardwarememory

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display hardware memory statistics for a disaggregated Junos OS platform.

Required Privilege
Level

view

Related
Documentation

show system inventory hardware cpu on page 52•

• show system inventory hardware network on page 57

• show system inventory hardware storage on page 59

List of Sample Output show system inventory hardwarememory on page 55

Output Fields Table 4onpage55 lists the output fields for the showsystem inventoryhardwarememory

command. Output fields are listed in the approximate order in which they appear.

Table 4: show system inventory hardwarememory Output Fields

Field DescriptionField Name

Fields for Virtual Memory

The total amount of available virtual memory, in kibibytes (KiBs).Total

The total amount of used virtual memory, in kibibytes (KiBs).Used

The total amount of free virtual memory, in kibibytes (KiBs).Free

The percentage of virtual memory used.Percent Used

Fields for SwapMemory

The total amount of available swap spacememory, in kibibytes (KiBs).Total

The total amount of used swap spacememory, in kibibytes (KiBs).Used

The total amount of free swap spacememory, in kibibytes (KiBs).Free

The percentage of swap spacememory used.Percent Used

Sample Output

show system inventory hardwarememory

user@jdm> show system inventory hardwarememory
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Inventory Memory Information
----------------------------
Virtual Memory:
---------------
Total  (KiB): 15949116
Used   (KiB): 5542256
Free   (KiB): 10406860
Percent Used: 28.6

Swap Memory:
------------
Total  (KiB): 1249996
Used   (KiB): 0
Free   (KiB): 1249996
Percent Used: 0.0
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show system inventory hardware network

Syntax show system inventory hardware network

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display details such as MAC address pool and internal IP address range for VNFs and

the number of free Virtual Functions available per Physical Function for VNFs for a

disaggregated Junos OS platform.

Required Privilege
Level

view

Related
Documentation

show system inventory hardware cpu on page 52•

• show system inventory hardwarememory on page 55

• show system inventory hardware storage on page 59

List of Sample Output show system inventory hardware network on page 57

Output Fields Table 5 on page 57 lists the output fields for the showsystem inventory hardware network

command. Output fields are listed in the approximate order in which they appear.

Table 5: show system inventory hardware network Output Fields

Field DescriptionField Name

Fields for VNFMACAddress Pool

The first MAC address in the MAC address pool.Start MAC Address

The number of MAC addresses available.Range

Fields for VNF Internal IP Address Range

The first IP address in the internal IP address range.Start IP Address

The last IP address in the internal IP address range.End IP Address

Fields for Virtual Functions Available per Physical Functions

The names of the Physical Functions available.Physical Function

Virtual Functions available for each Physical Function.Virtual Function

Sample Output

show system inventory hardware network

user@jdm> show system inventory hardware network
VNF MAC Address Pool
--------------------
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Start MAC Address: 30:7c:5e:4c:3f:54
Range:             92

VNF Internal IP Address Range
-----------------------------
Start IP Address: 192.168.1.100
End IP Address:   192.168.1.199

Number of VFs per PF
----------------------------------
Physical Function Virtual Function
----------------- ----------------
hsxe0             16
hsxe1             16
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show system inventory hardware storage

Syntax show system inventory hardware storage

Release Information Command introduced in JunosOSRelease 15.1X53-D40or theNFX250NetworkServices

Platform.

Description Display hardware storage details such as the list of partitions, disk usage per partition,

and disk I/O statistics for a disaggregated Junos OS platform.

Required Privilege
Level

view

Related
Documentation

show system inventory hardware cpu on page 52•

• show system inventory hardwarememory on page 55

• show system inventory hardware network on page 57

List of Sample Output show system inventory hardware storage on page 60

Output Fields Table 6 on page 59 lists the output fields for the showsystem inventory hardware storage

command. Output fields are listed in the approximate order in which they appear.

Table 6: show system inventory hardware storage Output Fields

Field DescriptionField Name

Fields for List of Partitions

The device path.Device

Themount point of the device path.Mount Point

The file system type.File System

Options available for the device path.Options

Fields for Disk Usage Information

The total amount of disk usage space, in mebibytes (MiB).Total

The amount of used disk usage space, in mebibytes (MiB).Used

The amount of free disk usage space, in mebibytes (MiB).Free

The percentage of used disk space.Percentage Used

Fields for Disk I/O Information

The number of times the disk has been read.Read Count

The number of times a write operation has happened on the disk.Write Count
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Table 6: show system inventory hardware storage Output Fields (continued)

Field DescriptionField Name

The number of bytes used in read operations on the disk.Read Bytes

The number of bytes used in write operations on the disk.Write Bytes

The amount of time the disk has been read, in milliseconds.Read Time

The amount of timewrite operations have been performed on the disk, inmilliseconds.Write Time

Sample Output

show system inventory hardware storage

user@jdm> show system inventory hardware storage
Device                                    Mount Point      File System  Options
----------------------------------------- ---------------- -----------  
----------------------------------
/dev/sda4                                 /                ext4         
rw,relatime,data=ordered
/dev/sda5                                 /var             ext4         
rw,relatime,data=ordered
/dev/sda2                                 /boot            vfat         
rw,noatime,fmask=0022,dmask=0022,codepage=437,iocharset=iso8859-1,shortname=mixed,errors=remount-ro
/dev/sda1                                 /boot/efi        vfat         
rw,noatime,fmask=0022,dmask=0022,codepage=437,iocharset=iso8859-1,shortname=mixed,errors=remount-ro
/dev/sda3                                 /app_disk        ext4         rw,noatime
/dev/mapper/vg0_vjunos-lv_junos           /junos           ext4         
rw,noatime,discard,data=ordered
/dev/mapper/vg0_vjunos-lv_var_third_party /third-party     ext4         
rw,noatime,discard,data=ordered

Disk Usage Information
--------------------------------------------------------------------------------------
Disk                                        Total (MiB) Used (MiB)  Free (MiB)  
% Used
------------------------------------------- ----------- ----------- ----------- 
------
/dev/sda4                                   1409        822         497         
58.0
/dev/sda5                                   5639        201         5128        
3.0
/dev/sda2                                   976         569         406         
58.0
/dev/sda1                                   189         17          172         
9.0
/dev/sda3                                   1           0           1           
1.0
/dev/mapper/vg0_vjunos-lv_junos             9951        3986        5436        
40.0
/dev/mapper/vg0_vjunos-lv_var_third_party   94849       5734        84274       
6.0

Disk I/O Information
--------------------
 Read Count: 304501

Copyright © 2016, Juniper Networks, Inc.60

JDM User Guide for NFX250 Network Services Platform



Write Count: 1176577
 Read Bytes: 4199641600
Write Bytes: 16493698560
  Read Time: 45528
 Write Time: 1181938
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show system inventory software vnf

Syntax show system inventory software vnf

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display the list of the virtual network functions available on a disaggregated Junos OS

platform.

Required Privilege
Level

view

Related
Documentation

show system visibility vnf on page 87•

List of Sample Output show system inventory software vnf on page 62

Output Fields Table 7 on page 62 lists the output fields for the show system inventory software vnf

command. Output fields are listed in the approximate order in which they appear.

Table 7: show system inventory software vnf Output Fields

Field DescriptionField Name

Fields for List of Virtual Network Functions

The ID number of the VNF.ID

The name of the VNF.Name

The state of the VNF.State

Sample Output

show system inventory software vnf

user@jdm> show system inventory software vnf
List of VNFs
-----------------------------------------------------------
ID   Name                                   State
---- -------------------------------------- ---------------
4    vnf1                                   Running
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show system services ipsec-nm

Syntax show system services ipsec-nm

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display details such as status andmode of an ipsec-nm docker container for a

disaggregated Junos OS platform.

Required Privilege
Level

view

Related
Documentation

show system visibility host on page 67•

• show system visibility jcp on page 72

• show system visibility jdm on page 75

• show system visibility memory on page 79

• show system visibility network on page 81

• show system visibility storage on page 84

• show system visibility vnf on page 87

List of Sample Output show system services ipsec-nm on page 63

Output Fields Table8onpage63 lists theoutput fields for the showsystemservices ipsec-nmcommand.

Output fields are listed in the approximate order in which they appear.

Table 8: show system services ipsec-nmOutput Fields

Field DescriptionField Name

IPSec-NMDocker-Container Information

Themode of the ipsec-nm docker container. Possible values are Enabled and Disabled.Mode

The status of the ipsec-nm docker container. Possible values are Running and Not
Running.

Status

Sample Output

show system services ipsec-nm

user@jdm> show system services ipsec-nm
IPSec-NM Docker-Container Information
-------------------------------------
Mode:               Enabled
Status:             Running
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show system visibility cpu

Syntax show system visibility cpu

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display details such as per CPU statistics, per CPU usage, and CPU pinning for a

disaggregated Junos OS platform.

Required Privilege
Level

view

Related
Documentation

show system visibility host on page 67•

• show system visibility jcp on page 72

• show system visibility jdm on page 75

• show system visibility memory on page 79

• show system visibility network on page 81

• show system visibility storage on page 84

• show system visibility vnf on page 87

List of Sample Output show system visibility cpu on page 65

Output Fields Table 8 on page 63 lists the output fields for the show system visibility cpu command.

Output fields are listed in the approximate order in which they appear.

Table 9: show system visibility cpu Output Fields

Field DescriptionField Name

Fields for CPU Statistics

The CPU IDCPU ID

The amount of user time, in seconds.User Time

The amount of system time, in seconds.System Time

The amount of time spent in idle mode, in seconds.Idle Time

The amount of spent nice time, in seconds.Nice Time

The amount of time spent waiting for input/output (I/O) operations, in seconds.I/OWait Time

The amount of interrupt service time, in seconds.Interrupt Service Time

The amount of service time, in seconds.Service Time
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Table 9: show system visibility cpu Output Fields (continued)

Field DescriptionField Name

Fields for CPUUsages

The CPU IDCPU ID

The percentage of CPU used.CPUUsage

Fields for CPU Pinning Information

The name of the virtual machine.Virtual Machine

The ID of virtual CPUs used by the virtual machine.vCPU

The ID of CPUs used by the virtual machine.CPU

Sample Output

show system visibility cpu

user@jdm> show system visibility cpu
CPU Statistics (Time in sec)
-------------------------------------------------------------------------------
CPU Id User Time System Time Idle Time Nice Time IOWait Time Intr. Service Time
------ --------- ----------- --------- --------- ----------- ------------------
0      11267     4476        395088    532       0           0
1      14204     5195        392493    28        0           0
2      413638    7           40        0         0           0
3      0         2           413448    15        0           0
4      405       220         412850    1         0           0
5      0         0           413476    2         0           0
6      11908     4470        395821    1         0           0
7      0         0           413678    0         0           0
8      0         0           413679    0         0           0
9      0         0           413680    0         0           0
10     1         0           413677    0         0           0
11     1         1           413675    0         0           0

CPU Usages
----------------
CPU Id CPU Usage
------ ---------
0      6.9000000000000004
1      7.7999999999999998
2      100.0
3      0.0
4      0.0
5      0.0
6      4.9000000000000004
7      0.0
8      0.0
9      0.0
10     0.0
11     0.0

CPU Pinning Information
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------------------------------------
Virtual Machine             vCPU CPU
--------------------------- ---- ---
vjunos0                     0    0
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show system visibility host

Syntax show system visibility host

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display details such as the host uptime, number of tasks, CPU statistics, list of disk

partitions, disk usage, disk I/O statistics, list of network interfaces, and per port statistics

for a disaggregated Junos OS platform.

Required Privilege
Level

view

Related
Documentation

show system visibility cpu on page 64•

• show system visibility jcp on page 72

• show system visibility jdm on page 75

• show system visibility memory on page 79

• show system visibility network on page 81

• show system visibility storage on page 84

• show system visibility vnf on page 87

List of Sample Output show system visibility host on page 69

Output Fields Table 10 on page 67 lists the output fields for the show system visibility host command.

Output fields are listed in the approximate order in which they appear.

Table 10: show system visibility host Output Fields

Field DescriptionField Name

Field for Host Uptime

The time the host has been operational.Uptime

Fields for Host Tasks

The total number of tasks.Total

The total number of tasks running.Running

The total number of tasks in sleeping state.Sleeping

The total number of tasks that are stopped.Stopped

The total number of zombie processes.Zombie

Fields for Host CPU Information
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Table 10: show system visibility host Output Fields (continued)

Field DescriptionField Name

The amount of user time, in seconds.User Time

The amount of system time, in seconds.System Time

The amount of time spent in idle mode, in seconds.Idle Time

The amount of spent nice time, in seconds.Nice Time

The amount of time spent waiting for input/output (I/O) operations, in seconds.I/OWait Time

The amount of interrupt service time, in seconds.Interrupt Service Time

Fields for Host Disk Partitions

The device path.Device

Themount point of the device path.Mount Point

The file system type.File System

Options available for the device path.Options

Fields for Host Disk Usage Information

The total amount of disk usage space, in mebibytes (MiB).Total

The amount of used disk usage space, in mebibytes (MiB).Used

The amount of free disk usage space, in mebibytes (MiB).Free

The percentage of used disk space.Percentage Used

Fields for Host Disk I/O Information

The number of times the disk has been read.Read Count

The number of times a write operation has happened on the disk.Write Count

The number of bytes used in read operations on the disk.Read Bytes

The number of bytes used in write operations on the disk.Write Bytes

The amount of time the disk has been read, in milliseconds.Read Time

The amount of timewrite operations have been performed on the disk, inmilliseconds.Write Time

Fields for List of Host Interfaces

The name of the interface.Interfaces
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Table 10: show system visibility host Output Fields (continued)

Field DescriptionField Name

The state of the Host Interface.State

The MAC address of the interface.MAC

Fields for List of Host Port Statistics

The name of the interface.Interface

The number of bytes sent.Bytes Sent

The number of bytes received.Bytes Received

The number of packets sent.Packets Sent

The number of packets received.Packets Received

The number of errors in.Errors In

The number of errors out.Errors Out

The number of drops in.Drops In

The number of drops out.Drops Out

Sample Output

show system visibility host

user@jdm> show system visibility host
Host Uptime
-----------
Uptime: 4 days 18:55:15.410000

Host Tasks
----------
Total:    229
Running:  1
Sleeping: 225
Stopped:  0
 Zombie:   3

Host CPU Information (Time in sec)
----------------------------------
User Time:              451464
System Time:            0
Idle Time:              4491938
I/O Wait Time:          580
Nice Time:              14378
Interrupt Service Time: 0

Host Disk Partitions
----------------------------------------------------------------------------------------------------------
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Device                                    Mount Point      File System  Options
----------------------------------------- ---------------- -----------  
----------------------------------
/dev/sda4                                 /                ext4         
rw,relatime,data=ordered
/dev/sda5                                 /var             ext4         
rw,relatime,data=ordered
/dev/sda2                                 /boot            vfat         
rw,noatime,fmask=0022,dmask=0022,codepage=437,iocharset=iso8859-1,shortname=mixed,errors=remount-ro
/dev/sda1                                 /boot/efi        vfat         
rw,noatime,fmask=0022,dmask=0022,codepage=437,iocharset=iso8859-1,shortname=mixed,errors=remount-ro
/dev/sda3                                 /app_disk        ext4         rw,noatime
/dev/mapper/vg0_vjunos-lv_junos           /junos           ext4         
rw,noatime,discard,data=ordered
/dev/mapper/vg0_vjunos-lv_var_third_party /third-party     ext4         
rw,noatime,discard,data=ordered

Host Disk Usage Information
---------------------------
Total (MiB):     1409
Used  (MiB):     822
Free  (MiB):     497
Percentage Used: 58.4

Host Disk I/O Information
-------------------------
 Read Count: 304507
Write Count: 1180545
 Read Bytes: 4199883264
Write Bytes: 16525987328
  Read Time: 45530
 Write Time: 1185740

Host Interfaces
----------------------------------------------
Interface          State     MAC
------------------ --------- -----------------
hsxe0              active    00:a0:c9:00:00:00
hsxe1              active    34:12:78:56:01:00
ctrlbr0            active    22:ce:d2:99:bf:9e
docker0            inactive  56:84:7a:fe:97:99
eth0br             active    30:7c:5e:4c:78:40
eth1br             inactive  d6:2c:a9:35:1b:b7
ipsec-nm_heth1     active    2a:ec:05:75:b8:2b
ipsec-nm_heth2     active    6e:71:0c:e8:7d:44
jdm_jsxe0          active    a6:a1:89:d7:77:5b
jdm_phc            active    f2:b6:80:39:15:32
lo                 inactive  00:00:00:00:00:00
sit0               inactive  00:00:00:00
virbr0             active    30:7c:5e:4c:78:43

Host Port Statistics
-----------------------------------------------------------------------------------------------------
Interface Bytes Sent   Bytes Rcvd   Packets Sent Packets Rcvd Errors In Errors 
Out Drops In Drops Out
--------- ------------ ------------ ------------ ------------ --------- ----------
 -------- ---------
ipsec-nm_heth1 4666    508          57           6            0         0       
   0        0
ipsec-nm_heth2 4576    508          56           6            0         0       
   0        0
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ovs-sys-br 0           4526         0            55           0         0       
   55       0
vnet0     135899707    32003        956220       561          0         0       
   0        0
vnet1     135883353    0            956081       0            0         0       
   0        0
vnet2     12145466     6312130      105565       46664        0         0       
   0        0
ovs-netdev 0           0            0            0            0         0       
   0        0
vnet4     6524         648          99           8            0         0       
   0        0
vnet5     136365       0            1025         0            0         0       
   0        953940
vnet8     105983497    16071923     325389       251433       0         0       
   0        0
ipsecnm-heth0 2519822  648          48484        8            0         0       
   0        0
eth0      33431        136998800    579          961948       0         0       
   3473     0
iri1      100354502    92371048     1287131      1255994      0         0       
   0        0
lo        18460        18460        192          192          0         0       
   0        0
irb       0            0            0            0            0         0       
   0        0
hsxe1     648          0            8            0            0         0       
   0        0
hsxe0     648          1016         8            12           0         0       
   0        0
docker0   0            0            0            0            0         0       
   0        0
dcapi-tap 0            0            0            0            0         0       
   0        0
sit0      0            0            0            0            0         0       
   0        0
virbr0-nic 0           0            0            0            0         0       
   0        0
virbr0    110199537    18210327     290265       298091       0         0       
   0        0
vnet3     53436        0            1024         0            0         0       
   0        46845
eth0br    648          122171753    8            955407       0         0       
   0        0
ctrlbr0   30250640     70328038     371418       1256002      0         0       
   0        0
eth1br    648          0            8            0            0         0       
   0        0
jdm_jsxe0 4158         0            51           0            0         0       
   0        0
vjunos0_em1 4158       0            51           0            0         0       
   0        0
jdm_phc   4158         0            51           0            0         0       
   0        0
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show system visibility jcp

Syntax show system visibility jcp

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display details such as CPU statistics, memory usage, internal IP address, list of network

interfaces, interface statistics, and the list of disks for Junos VM.

Required Privilege
Level

view

Related
Documentation

show system visibility cpu on page 64•

• show system visibility host on page 67

• show system visibility jdm on page 75

• show system visibility memory on page 79

• show system visibility network on page 81

• show system visibility storage on page 84

• show system visibility vnf on page 87

List of Sample Output show system visibility jcp on page 73

Output Fields Table 11 on page 72 lists the output fields for the show system visibility jcp command.

Output fields are listed in the approximate order in which they appear.

Table 11: show system visibility jcp Output Fields

Field DescriptionField Name

Fields for JCP CPU Statistics

The total CPU time, in seconds.CPU Time

The total system time, in seconds.System Time

The total user time, in seconds.User Time

Fields for JCPMemory Usage

Themaximum amount of memory, in kibibytes (KiBs).MaximumMemory

The total amount of usedmemory, in kibibytes (KiBs).UsedMemory

Fields for JCP Internal IP Addresses

The name of the interface.Interface

The IP address of the interface.Address
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Table 11: show system visibility jcp Output Fields (continued)

Field DescriptionField Name

Fields for JCP Interfaces

The name of the interface.Interface

The type of the interface.Type

The connectivity source.Source

The connectivity model.Model

The MAC address of the interface.MAC

Fields for JCP Interfaces Statistics

The name of the port.Port

The number of bytes received.Rcvd Bytes

The number of packets received.Rcvd Packets

The number of errors received.Rcvd Error

The number of drops received.Rcvd Drop

The number of bytes transmitted.Trxd Bytes

The number of packets transmitted.Trxd Packets

The number of errors transmitted.Trxd Error

The number of drops transmitted.Trxd Drop

Fields for JCP Disk Information

The type of disk.Disk

The path to the disk.File

Sample Output

show system visibility jcp

user@jdm> show system visibility jcp
JCP CPU Statistics (Time in sec)
-----------------------------
CPU Time:    21435526
System Time: 4981660
User Time:   780770

JCP Memory Usage

73Copyright © 2016, Juniper Networks, Inc.

Chapter 4: Management Commands



----------------
Maximum Memory (KiB): 200089
Used Memory (KiB):    200089

JCP Internal IP Addresses
-------------------------
Interface: em2.32768
Address  : 192.168.1.2

JCP Interfaces
-------------------------------------------------------------
Interface Type      Source       Model      MAC
--------- --------- ------------ ---------- -----------------
vnet1     bridge    virbr0       e1000      52:54:00:7b:28:91
iri1      bridge    ctrlbr0      e1000      52:54:00:db:ba:c2
vnet3     bridge    eth0br       e1000      52:54:00:c6:8e:e9
vjunos0_em1 bridge  ovs-sys-br   e1000      52:54:00:e4:4d:2e

JCP Interfaces Statistics
-------------------------------------------------------------------------------------------------------
Port      Rcvd Bytes   Rcvd Packets Rcvd Error Rcvd Drop Trxd Bytes   Trxd Packets
 Trxd Error Trxd Drop
--------- ------------ ------------ ---------- --------- ------------ ------------
 ---------- ---------
vnet1     107535558    1150988      0          0         57984280     923183    
   0          0
iri1      384836814    5242053      0          0         349833594    5250766   
   0          0
vnet3     1341546383   6654730      0          125       1169070      27835     
   0          0
vjunos0_em1 4656       58           0          0         0            0         
   0          0

JCP Disk Information
---------------------------------------------------------------------------
Disk        File
----------- ---------------------------------------------------------------
hda         /junos/images/0/vjunos.img
hdb         /junos/images/0/vjunos-data.img
hdc         /junos/images/0/vjunos-config.img
hdd         /junos/images/0/vjunos-platform.img
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show system visibility jdm

Syntax show system visibility jdm

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display details such as uptime, number of tasks, CPU statistics, disk usage, disk I/O

statistics, memory usage, the list of network interfaces, and internal IP address for JDM

container.

Required Privilege
Level

view

Related
Documentation

show system visibility cpu on page 64•

• show system visibility host on page 67

• show system visibility jcp on page 72

• show system visibility memory on page 79

• show system visibility network on page 81

• show system visibility storage on page 84

• show system visibility vnf on page 87

List of Sample Output show system visibility jdm on page 77

Output Fields Table 12 on page 75 lists the output fields for the show system visibility jdm command.

Output fields are listed in the approximate order in which they appear.

Table 12: show system visibility jdmOutput Fields

Field DescriptionField Name

Fields for JDMCPU Statistics

The amount of user time, in seconds.User Time

The amount of system time, in seconds.System Time

The amount of time spent in idle mode, in seconds.Idle Time

The amount of time spent waiting for input/output (I/O) operations, in seconds.I/OWait Time

The amount of spent nice time, in seconds.Nice Time

The amount of interrupt service time, in seconds.Interrupt Service Time

Fields for JDMDisk Usage Information

The total amount of disk usage space, in mebibytes (MiB).Total
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Table 12: show system visibility jdmOutput Fields (continued)

Field DescriptionField Name

The amount of used disk usage space, in mebibytes (MiB).Used

The amount of free disk usage space, in mebibytes (MiB).Free

The percentage of used disk space.Percentage Used

Fields for JDMDisk I/O Information

The number of times the disk has been read.Read Count

The number of times a write operation has happened on the disk.Write Count

The number of bytes used in read operations on the disk.Read Bytes

The number of bytes used in write operations on the disk.Write Bytes

The amount of time the disk has been read, in milliseconds.Read Time

The amount of timewrite operations have been performed on the disk, inmilliseconds.Write Time

Fields for JDMMemory Information—Virtual Memory

The total amount of virtual memory, in mebibytes (MiB).Total

The amount of used virtual memory, in mebibytes (MiB).Used

The amount of free virtual memory, in mebibytes (MiB).Free

The percentage of used virtual memory.Percentage Used

Fields for JDMMemory Information—SwapMemory

The total amount of swapmemory, in mebibytes (MiB).Total

The amount of used swapmemory, in mebibytes (MiB).Used

The amount of free swapmemory, in mebibytes (MiB).Free

The percentage of used swapmemory.Percentage Used

Fields for List of JDM Interfaces

The name of the interface.Interface

The type of interface.Type

The connectivity source.Source

The MAC address of the interface.MAC
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Table 12: show system visibility jdmOutput Fields (continued)

Field DescriptionField Name

Field for JDMUptime

The time the JDM has been operational.Uptime

Fields for JDM Tasks

The total number of tasks.Total

The total number of tasks running.Running

The total number of tasks in sleeping state.Sleeping

The total number of tasks that are stopped.Stopped

The number of zombie processes.Zombie

Fields for JDM Internal IP Addresses

The ID of the interface.Interface

The IP address of the interface.Address

Sample Output

show system visibility jdm

user@jdm> show system visibility jdm
JDM CPU Statistics (Time in sec)
-----------------------------
User Time:              451541
System Time:            14381
Idle Time:              4492695
I/O Wait Time:          581
Nice Time:              0
Interrupt Service Time: 0

JDM Disk Usage Information
--------------------------
Total (MiB):      9951
Used  (MiB):      3986
Free  (MiB):      5436
Percentage Used:  40.1

JDM Disk I/O Information
------------------------
 Read Count: 304517
Write Count: 1180759
 Read Bytes: 4200104448
Write Bytes: 16527707648
  Read Time: 45534
 Write Time: 1185936

JDM Memory Information
----------------------
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Virtual Memory:
---------------
Total  (KiB): 15949116
Used   (KiB): 5533316
Free   (KiB): 10415800
Percent Used: 31.3

Swap Memory:
------------
Total  (KiB): 1249996
Used   (KiB): 0
Free   (KiB): 1249996
Percent Used: 0.0

JDM Interfaces
--------------------------------------------------
Interface Type      Source       MAC
--------- --------- ------------ -----------------
vnet0     bridge    eth0br       00:a0:c9:00:00:04
vnet2     bridge    virbr0       52:54:00:20:f7:9d
vnet4     bridge    ctrlbr0      52:54:00:57:8d:ef
jdm_jsxe0 bridge    ovs-sys-br   52:54:00:e4:f1:3f
jdm_phc   bridge    ovs-sys-br   52:54:00:47:54:47

JDM Uptime
----------
Uptime: 4 days, 18:56:26.180000

JDM Tasks
---------
Total:    44
Running:  1
Sleeping: 42
Stopped:  0
Zombie:   1

JDM Internal IP Addresses
-------------------------
Interface: bme1
Address  : 192.168.1.254
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show system visibility memory

Syntax show system visibility memory

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display the details about virtual memory and sharedmemory for a disaggregated Junos

OS platform.

Required Privilege
Level

view

Related
Documentation

show system visibility cpu on page 64•

• show system visibility host on page 67

• show system visibility jcp on page 72

• show system visibility jdm on page 75

• show system visibility network on page 81

• show system visibility storage on page 84

• show system visibility vnf on page 87

List of Sample Output show system visibility memory on page 80

Output Fields Table 13onpage79 lists theoutput fields for the showsystemvisibilitymemorycommand.

Output fields are listed in the approximate order in which they appear.

Table 13: show system visibility memory Output Fields

Field DescriptionField Name

Fields for Memory Information—Virtual Memory

The total amount of available virtual memory, in kibibytes (KiBs).Total

The total amount of used virtual memory, in kibibytes (KiBs).Used

The total amount of free virtual memory, in kibibytes (KiBs).Free

The percentage of buffer virtual memory used.Percent Used

Fields for Memory Information—SwapMemory

The total amount of available swapmemory, in kibibytes (KiBs).Total

The total amount of used swapmemory, in kibibytes (KiBs).Used

The total amount of free swapmemory, in kibibytes (KiBs).Free

The percentage of buffer swapmemory used.Percent Used
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Sample Output

show system visibility memory

user@jdm> show system visibility memory
Memory Information
------------------
Virtual Memory:
---------------
Total  (KiB): 15949116
Used   (KiB): 5545380
Free   (KiB): 10403736
Percent Used: 28.6

Swap Memory:
------------
Total  (KiB): 1249996
Used   (KiB): 0
Free   (KiB): 1249996
Percent Used: 0.0

Huge Pages:
------------
Total 1GiB Huge Pages:      1
Free 1GiB Huge Pages:       1
Configured 1GiB Huge Pages: 0
Total 2MiB Huge Pages:      2716
Free 2MiB Huge Pages:       31
Configured 2MiB Huge Pages: 0
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show system visibility network

Syntax show system visibility network

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display details such as the list of MAC addresses assigned to VNF interfaces, the list of

internal IP addresses for VNFs, the list of VFs used byVNFs, and the list of VNF interfaces

for a disaggregated Junos OS platform.

Required Privilege
Level

view

Related
Documentation

show system visibility cpu on page 64•

• show system visibility host on page 67

• show system visibility jcp on page 72

• show system visibility jdm on page 75

• show system visibility memory on page 79

• show system visibility storage on page 84

• show system visibility vnf on page 87

List of Sample Output show system visibility network on page 82

Output Fields Table 14onpage81 lists theoutput fields for the showsystemvisibilitynetworkcommand.

Output fields are listed in the approximate order in which they appear.

Table 14: show system visibility network Output Fields

Field DescriptionField Name

Fields for List of VNFMACAddresses

The name of the VNF.VNF

The MAC address of the VNF.MAC

Fields for List of VNF Internal IP Addresses

The name of the VNF.VNF

The IP address of the VNF.IP

Fields for List of VNF Virtual Functions

The name of the VNF.VNF

The names of the Physical Functions available.PF
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Table 14: show system visibility network Output Fields (continued)

Field DescriptionField Name

The names of the Virtual Functions available for each Physical Function.VF

Fields for List of Free Virtual Functions

The names of the Physical Functions available.PF

The names of the Virtual Functions available for each Physical Function.VF

Fields for List of VNF Interfaces

The name of the VNF.VNF

The name of the interface.Interface

The type of interface.Type

The connectivity source.Source

The connectivity model.Model

The MAC address of the VNF.MAC

Sample Output

show system visibility network

user@jdm> show system visibility network
VNF MAC Addresses
-----------------------------------------------------------
VNF                                       MAC
----------------------------------------- -----------------
vnf1_ethdef0                              84:C1:C1:A3:39:15
vnf1_ethdef1                              84:C1:C1:A3:39:16
vnf1_eth2                                 84:C1:C1:A3:39:17

VNF Internal IP Addresses
---------------------------------------------------------
VNF                                       IP
----------------------------------------- ---------------
vnf1                                      192.168.1.100

VNF Virtual Functions
----------------------------------------------------------------
VNF                                       PF        VF
----------------------------------------- --------- ------------
sxe0vf9_vfdef0                            hsxe0     0000:03:12:2
sxe0vf10_vfdef0                           hsxe0     0000:03:12:4
sxe0vf11_vfdef0                           hsxe0     0000:03:12:6
sxe0vf12_vfdef0                           hsxe0     0000:03:13:0
sxe0vf13_vfdef0                           hsxe0     0000:03:13:2
sxe1vf13_vfdef0                           hsxe1     0000:03:13:3
sxe1vf14_vfdef0                           hsxe1     0000:03:13:5
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Free Virtual Functions
----------------------
PF        VF
--------- ------------
hsxe0     0000:03:10:0
hsxe0     0000:03:10:2
hsxe0     0000:03:10:4
hsxe0     0000:03:10:6
hsxe0     0000:03:11:0
hsxe0     0000:03:11:2
hsxe0     0000:03:11:4
hsxe0     0000:03:11:6
hsxe0     0000:03:12:0
hsxe0     0000:03:13:4
hsxe1     0000:03:10:1
hsxe1     0000:03:10:3
hsxe1     0000:03:10:5
hsxe1     0000:03:10:7
hsxe1     0000:03:11:1
hsxe1     0000:03:11:3
hsxe1     0000:03:11:5
hsxe1     0000:03:11:7
hsxe1     0000:03:12:1
hsxe1     0000:03:12:3
hsxe1     0000:03:12:5
hsxe1     0000:03:12:7
hsxe1     0000:03:13:1

VNF Interfaces
----------------------------------------------------------------------------------
VNF                  Interface Type      Source       Model      MAC
-------------------- --------- --------- ------------ ---------- -----------------
vnf1                 vnet5     network   default      virtio     84:c1:c1:a3:39:15
vnf1                 vnet6     bridge    eth0br       virtio     84:c1:c1:a3:39:16
vnf1                 --        vhostuser --           virtio     84:c1:c1:a3:39:17
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show system visibility storage

Syntax show system visibility storage

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display details such as the list of disk partitions, the list of per disk I/O statistics, and the

list of VNF disks for a disaggregated Junos OS platform.

Required Privilege
Level

view

Related
Documentation

show system visibility cpu on page 64•

• show system visibility host on page 67

• show system visibility jcp on page 72

• show system visibility jdm on page 75

• show system visibility memory on page 79

• show system visibility network on page 81

• show system visibility vnf on page 87

• show system visibility cpu on page 64

• show system visibility host on page 67

• show system visibility jcp on page 72

• show system visibility jdm on page 75

• show system visibility memory on page 79

• show system visibility network on page 81

• show system visibility vnf on page 87

List of Sample Output show system visibility storage on page 85

Output Fields Table 15onpage84 lists theoutput fields for the showsystemvisibilitystoragecommand.

Output fields are listed in the approximate order in which they appear.

Table 15: show system visibility storage Output Fields

Field DescriptionField Name

Fields for Disk Usage Information

The name of the disk.Disk

The amount of total disk space, in mebibytes (MiB).Total

The amount of used disk space, in mebibytes (MiB).Used
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Table 15: show system visibility storage Output Fields (continued)

Field DescriptionField Name

The amount of free disk space, in mebibytes (MiB).Free

The percentage of used disk space in the disk.Percentage Used

Fields for Disk I/O Information

The name of the disk.Disk

The number of times the disk has been read.Read Count

The number of times a write operation has happened on the disk.Write Count

The number of bytes used in read operations on the disk.Read Bytes

The number of bytes used in write operations on the disk.Write Bytes

The amount of time the disk has been read, in milliseconds.Read Time

The amount of timewrite operations have been performed on the disk, inmilliseconds.Write Time

Fields for the VNF Disk Information

The name of the VNF.VNF

The name of the disk.Disk

The path to the disk.File

Sample Output

show system visibility storage

user@jdm> show system visibility storage
Disk Usage Information
--------------------------------------------------------------------------------------
Disk                                        Total (MiB) Used (MiB)  Free (MiB)  
% Used
------------------------------------------- ----------- ----------- ----------- 
------
/dev/sda4                                   1409        904         416         
64.0
/dev/sda5                                   5639        320         5009        
5.0
/dev/sda2                                   976         705         271         
72.0
/dev/sda1                                   189         50          139         
26.0
/dev/sda3                                   1           0           1           
1.0
/dev/mapper/vg0_vjunos-lv_junos             9951        3889        5534        
39.0
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/dev/mapper/vg0_vjunos-lv_var_third_party   159317      6888        144313      
4.0

Disk I/O Information
----------------------------------------------------------------------------------------------------
Disk                 Read Count  Write Count Read Bytes      Write Bytes     Read
 time   Write Time
-------------------- ----------- ----------- --------------- --------------- 
----------- -----------
sdb3                 64          0           249856          0               49 
         0
sdb2                 201         0           1794048         0               105
         0
sdb1                 235         0           1853440         0               118
         0
sdb6                 282         0           2209792         0               90 
         0
sdb5                 201         0           1777664         0               102
         0
sdb4                 201         0           1777664         0               106
         0
sda6                 10070       555288      713788928       5525233664      4033
        417990
sda7                 202         0           1908736         0               68 
         0
sda4                 4034        1336        188470272       541732864       2114
        3384
sda5                 1372        304469      60498944        8484728832      470
         407722
sda2                 2639        1           285951488       512             701
         0
sda3                 69          4           251904          1941504         47 
         7
sda1                 406         0           19010560        0               145
         0
dm-2                 9524        420264      569390080       3809955840      5284
        447641
dm-3                 2236        383054      144124416       1715277824      738
         251792
dm-0                 230         0           942080          0               131
         0
dm-1                 230         0           942080          0               113
         0

VNF Disk Information
---------------------------------------------------------------------------------------------------------
VNF                           Disk        File
----------------------------- ----------- 
---------------------------------------------------------------
vnf1                          vda         
/var/third-party/images/media-vsrx-vmdisk-15.1X49-D40.6.qcow2.md5
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show system visibility vnf

Syntax show system visibility vnf vnf name

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description If a VNF name is not specified, display the details of the VNFs present on the system.

Details include VNFmemory usage, CPU statistics, the list of network interfaces, the list

of disk files, per disk usage, per port I/O statistics, andmedia information, which includes

details about CD-ROM and USB storage devices.

If a VNF name is specified, display the details of the VNF. Details include VNFmemory

usage, CPU statistics, the list of network interfaces, the list of disk files, per disk usage,

per port I/O statistics, andmedia information,which includes details aboutCD-ROMand

USB storage devices.

Required Privilege
Level

view

Related
Documentation

show system visibility cpu on page 64•

• show system visibility host on page 67

• show system visibility jcp on page 72

• show system visibility jdm on page 75

• show system visibility memory on page 79

• show system visibility network on page 81

• show system visibility storage on page 84

List of Sample Output show system visibility vnf on page 89

Output Fields Table 16 on page 87 lists the output fields for the show system visibility vnf command.

Output fields are listed in the approximate order in which they appear.

Table 16: show system visibility vnf Output Fields

Field DescriptionField Name

Fields for List of VNFs

ID of the VNF.ID

Name of the VNF.Name

State of the VNF.State

Fields for VNFMemory Usage

Name of the VNF.Name
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Table 16: show system visibility vnf Output Fields (continued)

Field DescriptionField Name

Themaximum amount of memory, in kibibytes (KiBs).MaximumMemory

The total amount of usedmemory, in kibibytes (KiBs).UsedMemory

Fields for VNF CPU Stats

Name of the VNF.Name

The total CPU time, in seconds.CPU Time

The amount of system CPU time, in seconds.System Time

The amount of user CPU time, in seconds.User Time

Fields for List of VNFMACAddresses

Names of the VNFs.VNF

MAC addresses of the VNFs.MAC

Fields for List of VNF Internal IP Addresses

Names of the VNFs.VNF

Internal IP addresses of the VNFs.IP

Fields for List of Virtual Functions per VNF

Names of the VNFs.VNF

The names of the Physical Functions available.PF

The names of the Virtual Functions available for each Physical Function.VF

Fields for the VNF Interfaces

The name of the VNF.VNF

The name of the interface.Interface

The type of interface.Type

The connectivity source.Source

The connectivity model.Model

The MAC address of the VNF.MAC

Fields for List of VNF Disk Information

The name of the VNF.VNF
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Table 16: show system visibility vnf Output Fields (continued)

Field DescriptionField Name

The name of the disk.Disk

The path to the disk.File

Fields for List of VNF Disk Usage

The name of the VNF.VNF

The name of the disk.Disk

The number of times a read operation has happened on the disk.Read Requests

The number of read bytes on the disk.Bytes Read

The number of times a write operation has happened on the disk.Write Requests

The number of bytes written on the disk.BytesWritten

Fields for List of VNF Port Statistics

The name of the VNF.VNF

The name of the port.Port

The number of bytes received.Rcvd Bytes

The number of packets received.Rcvd Packets

The number of errors received.Rcvd Error

The number of drops received.Rcvd Drop

The number of bytes transferred.Trxd Bytes

The number of packets transferred.Trxd Packets

The number of errors transferred.Trxd Error

The number of drops transferred.Trxd Drop

Sample Output

show system visibility vnf

user@jdm> show system visibility vnf
List of VNFs
-----------------------------------------------------------
ID   Name                                   State
---- -------------------------------------- ---------------
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4    vnf1                                   Running

VNF Memory Usage
-----------------------------------------------------------------------------
Name                                   Maximum Memory (KiB) Used Memory (KiB)
-------------------------------------- -------------------- -----------------
vnf1                                   104857               104857

VNF CPU Statistics (Time in ms)
-----------------------------------------------------------------------------
Name                                   CPU Time     System Time  User Time
-------------------------------------- ------------ ------------ ------------
vnf1                                   617598       257020       53510

VNF MAC Addresses
-----------------------------------------------------------
VNF                                       MAC
----------------------------------------- -----------------
vnf1_ethdef0                              84:C1:C1:A3:39:15
vnf1_ethdef1                              84:C1:C1:A3:39:16
vnf1_eth2                                 84:C1:C1:A3:39:17

VNF Internal IP Addresses
---------------------------------------------------------
VNF                                       IP
----------------------------------------- ---------------
vnf1                                      192.168.1.100

VNF Virtual Functions
----------------------------------------------------------------
VNF                                       PF        VF
----------------------------------------- --------- ------------
sxe0vf9_vfdef0                            hsxe0     0000:03:12:2
sxe0vf10_vfdef0                           hsxe0     0000:03:12:4
sxe0vf11_vfdef0                           hsxe0     0000:03:12:6
sxe0vf12_vfdef0                           hsxe0     0000:03:13:0
sxe0vf13_vfdef0                           hsxe0     0000:03:13:2
sxe1vf13_vfdef0                           hsxe1     0000:03:13:3
sxe1vf14_vfdef0                           hsxe1     0000:03:13:5

VNF Interfaces
----------------------------------------------------------------------------------
VNF                  Interface Type      Source       Model      MAC
-------------------- --------- --------- ------------ ---------- -----------------
vnf1                 vnet5     network   default      virtio     84:c1:c1:a3:39:15
vnf1                 vnet6     bridge    eth0br       virtio     84:c1:c1:a3:39:16
vnf1                 --        vhostuser --           virtio     84:c1:c1:a3:39:17

VNF Disk Information
---------------------------------------------------------------------------------------------------------
VNF                           Disk        File
----------------------------- ----------- 
---------------------------------------------------------------
vnf1                          vda         
/var/third-party/images/media-vsrx-vmdisk-15.1X49-D40.6.qcow2.md5

VNF Disk Usage
------------------------------------------------------------------------------
VNF                  Disk      Read Req   Read Bytes   Write Req  Write Bytes
-------------------- --------- ---------- ------------ ---------- ------------
vnf1                 vda       0          0            0          0
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VNF Port Statistics
----------------------------------------------------------------------------------------------------------------------------
VNF                  Port      Rcvd Bytes   Rcvd Packets Rcvd Error Rcvd Drop 
Trxd Bytes   Trxd Packets Trxd Error Trxd Drop
-------------------- --------- ------------ ------------ ---------- --------- 
------------ ------------ ---------- ---------
vnf1                 vnet5     0            0            0          252654    0 
           0            0          0
vnf1                 vnet6     0            0            0          8893085   0 
           0            0          0
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PART 4

Virtual Network Functions

• Virtual Network Functions on page 95

• Virtual Network Functions Commands on page 105
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CHAPTER 5

Virtual Network Functions

• Understanding Virtual Network Functions on page 95

• Managing the VNF Life Cycle on page 96

Understanding Virtual Network Functions

Virtualizednetwork functions (VNFs) includeall virtual entities that canbe launchedand

managed from the Juniper DeviceManager (JDM). Currently, virtual machines (VMs) are

the only VNF type that is supported.

There are several components in a JDM environment:

• JDM—Manages the life cycle for all service VMs. JDM also provides a CLI with

configuration persistence or the ability to use NETCONF for scripting and automation.

• Primary JunosOSVM—A systemVM that is theprimary virtual device. ThisVM isalways

present when the system is running.

• Other Junos OS VMs—These VMs are service VMs and are activated dynamically by
an external controller. A typical example of this type of VM is a vSRX instance.

• Third party VNFs—JDM supports the creation andmanagement of third-party VMs

such as Ubuntu Linux VMs.

JDM architecture provides an internal network that connects all VMs to JDM as shown

in Figure 12 on page 95.

Figure 12: Network Connections Between JDM and the VMs

JDM can reach any VNF using an internal network (192.168.1.0/24).

A VNF can own or share management ports and NIC ports in the system.

95Copyright © 2016, Juniper Networks, Inc.



All VMs run in isolation and a state change in one VM does not affect another VM.When

the system restarts, the service VMs are brought online as specified in the persistent

configuration file.When yougracefully shut down the system, all VMs including the Junos

VMs are shut down.

Table 17 on page 96 provides a glossary of commonly used VNF acronyms and terms.

Table 17: VNF Glossary

DefinitionTerm

Junos Control Plane (also known as the primary Junos OS VM)JCP

Juniper Device ManagerJDM

Network Functions VirtualizationNFV

Virtual MachineVM

Virtualized Network FunctionVNF

Related
Documentation

Understanding Virtual Network Functions on page 95•

• Managing the VNF Lifecycle on page 96

• Disaggregated Junos OS VMs on page 5

Managing the VNF Life Cycle

Youcanuse the JDMCLI tomanage theVNF.Additionally, libvirt softwareoffers extensive

virtualization features. To ensure that you are not limited by the CLI, JDM provides an

option to operate VNF using an XML descriptor file. Network Configuration Protocol

(NETCONF) supports all VNF operations. Multiple VNFs can co-exist in a system and

you can configure multiple VNFs using either an XML descriptor file or an image.

NOTE: Ensure that VNF resources that are specified in the XML descriptor
file do not exceed the available system resources.

This topic covers the life-cycle management of a VNF.

• Planning Resources for a VNF on page 97

• Managing the VNF Image on page 98

• Preparing the Bootstrap Configuration on page 98

• Launching a VNF on page 98

• Allocating Resources for a VNF on page 99

• Managing VNF States on page 101

• Managing VNFMAC Addresses on page 102
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• Accessing a VNF from JDM on page 102

• Viewing List of VNFs on page 102

• Displaying the VNF Details on page 102

• Deleting a VNF on page 103

Planning Resources for a VNF

Purpose Before launching a VNF, it is important to check the system inventory and confirm that

the resources requiredby theVNFareavailable.TheVNFmustbedesignedandconfigured

properly so that its resource requirements do not exceed the available capacity of the

system.

NOTE:

• Theoutputof the showsysteminventorycommanddisplaysonly thecurrent

snapshot of system resource usage. When you start a VNF, the resource
usagemight be less than what was available when you installed the VNF
package.

• Before starting a VNF, youmust check the system resource usage.

NOTE: Some of the physical CPUs are reserved by the system. Except for
the following physical CPUs, all others are available for user-defined VNFs:

Table 18 on page 97 provides the list of physical CPUs that are reserved for NFX250-LS1.

Table 18: Physical CPU Allocation for NFX250-LS1

AllocationCPU Core

Host, JDM, and JCP0

Host bridge4

IPSec7

Table 19 on page 97 provides the list of physical CPUs that are reserved for NFX250.

Table 19: Physical CPU Allocation for NFX250

AllocationCPU Core

Host, JDM, and JCP0

Host bridge6

IPSec7
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For more information, see the following:

• show system inventory hardware cpu

• show system inventory hardwarememory

• show system inventory hardware network

• show system inventory hardware storage

• show system inventory software vnf

Managing the VNF Image

To load a VNF image on the device from a remote location, use the file-copy command.

Alternatively, you can use the NETCONF command file-put, to load a VNF image.

NOTE: Youmust save theVNF image in the /var/third-party/imagesdirectory.

Preparing the Bootstrap Configuration

You can bootstrap a VNF by attaching either a CD or a USB storage device that contains

a bootstrap-config ISO file.

A bootstrap configuration file must contain an initial configuration that allows the VNF

to be accessible from an external controller, and accepts SSH, HTTP, or HTTPS

connections from an external controller for further runtime configurations.

An ISO disk imagemust be created offline for the bootstrap configuration file as follows:

user@jdm>request genisoimage bootstrap-config-filename iso-filename

Launching a VNF

You can launch a VNF by configuring the VNF name, and specifying either the path to an

XML descriptor file or to an image.

While launching a VNF with an image, two VNF interfaces are added by default. These

interfaces are required for management and internal network. For those two interfaces,

the target Peripheral Component Interconnect (PCI) addresses, such as 0000:00:03:0

and 0000:00:04:0 are reserved.

• To launch a VNF using an XML descriptor file:

user@jdm# set virtual-network-functions vnf-name init-descriptor file-path
user@jdm# commit

• To launch a VNF using an image:

user@jdm# set virtual-network-functions vnf-name image file-path
user@jdm# commit

• To specify a UUID for the VNF:

user@jdm# set virtual-network-functions vnf-name [uuid vnf-uuid]
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uuid is an optional parameter, and it is recommended to allow the system to allocate

a UUID for the VNF.

NOTE: You cannot change the init-descriptor or image configuration after
savingandcommitting the init-descriptorand imageconfiguration.Tochange
the init-descriptor or image for a VNF, youmust delete and create a VNF
again.

Allocating Resources for a VNF

This topic covers the process of allocating various resources to a VNF.

• Specifying CPU for VNF on page 99

• Allocating Memory for a VNF on page 99

• Configuring VNF Storage Devices on page 100

• Configuring VNF Interfaces and VLANs on page 100

Specifying CPU for VNF

To specify the number of virtual CPUs that are required for a VNF, type the following

command:

user@jdm# set virtual-network-functions vnf-name virtual-cpu count 1-4

To pin a virtual CPU to a physical CPU, type the following command:

user@jdm# set virtual-network-functions vnf-name virtual-cpu vcpu-number physical-cpu
pcpu-number

ThephysicalCPUnumber caneither beanumberor a range.Bydefault, aVNF is allocated

with one virtual CPU that is not pinned to any physical CPU.

NOTE: You cannot change the CPU configuration of a VNFwhen the VNF is
in running state. Restart the VNF for changes to take effect.

To enable hardware-virtualization or hardware-acceleration for VNF CPUs, type the

following command:

user@jdm# set virtual-network-functions vnf-name virtual-cpu features hardware-virtualization

AllocatingMemory for a VNF

To specify the maximum primary memory that the VNF can use, enter the following

command:

user@jdm# set virtual-network-functions vnf-namememory size size

By default, 1 GB of memory is allocated to a VNF.

NOTE: You cannot change thememory configuration of a VNF if the VNF is
in running state. Restart the VNF for changes to take effect.
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To allocate hugepages for a VNF, type the following command:

user@jdm# set virtual-network-functions vnf-namememory features hugepages [page-size
page-size]

page-size is an optional parameter. Possible values are 1024 for a page size of 1 GB and

2 for a page size of 2 MB. Default value is 1024 hugepages.

Configuring VNF Storage Devices

To add a virtual CD or to update the source file of a virtual CD, enter the following

command:

user@jdm# set virtual-network-functions vnf-name storage device-name type cdrom source file
file-name

To add a virtual USB storage device, enter the following command:

user@jdm# set virtual-network-functions vnf-name storage device-name type usb source file
file-name

To attach an additional hard disk, enter the following command:

user@jdm# set virtual-network-functions vnf-name storage device-name type disk [bus-type
virtio | ide] [file-type raw | qcow2] source file file-name

TodeleteavirtualCD,USBstoragedevice, or aharddisk fromtheVNF, enter the following

command:

user@jdm# delete virtual-network-functions vnf-name storage device-name

NOTE:

• After attaching or detaching a CD from a VNF, youmust restart the device
for changes to take effect. The CD detach operation fails if the device is in
use within the VNF.

• VNF supports one virtual CD, one virtual USB storage device, andmultiple
virtual hard disks.

• You can update the source file in a CDorUSB storage devicewhile theVNF
is in running state.

• Youmust save the source file in the /var/third-party directory and the file

must have read and write permission for all users.

Configuring VNF Interfaces and VLANs

YoucancreateaVNF interfaceandattach it toaphysicalNICport,management interface,

or VLANs.

1. To attach a VNF interface to a physical interface by using the SR-IOV virtual function:

user@jdm# set virtual-network-functions vnf-name interfaces interface-namemapping
physical-interface-name virtual-function [vlan-id vlan-id]

vlan-id is optional and it is the port VLAN ID.

2. To create VLAN:

user@jdm# set host-name vlan vlan-name

3. To attach a VNF interface to a VLAN:
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user@jdm# set virtual-network-functions vnf-name interfaces interface-namemapping vlan
members list-of-vlans [mode trunk|access]

NOTE:
• The interfaces attached to the VNF are persistent across VNF restarts.

• If the VNF supports hot-plugging, you can attach the interfaces when
the VNF is in running state. Otherwise, add the interfaces, and then

restart the VNF.

• Tomap interfaces to VLAN, youmust enable thememory features

hugepages command option.

4. To specify the target PCI address for a VNF interface:

user@jdm# set virtual-network-functions vnf-name interfaces interface-name pci-address
target-pci-address

You can use the target PCI address to rename or reorganize interfaceswithin the VNF.

For example, a Linux-based VNF can use udev rules within the VNF to name the

interface based on the PCI address.

5. To delete a VNF interface:

user@jdm# delete virtual-network-functions vnf-name interfaces interface-name
user@jdm# commit

NOTE:
• To delete an interface, youmust stop the VNF, delete the interface, and
start the VNF.

• After attachingordetachingavirtual function, youmust restart theVNF
for changes to take effect.

• eth0andeth1are reservedfordefaultVNF interfaces thatareconnected
to the internal network and out-of-bandmanagement network.
Therefore, the configurable VNF interface names start from eth2.

• Within a VNF, the interface names can be different, based on guest OS
naming convention. VNF interfaces that are configured in JDMmight
not appear in the same order within the VNF.

• Youmust use the target PCI addresses tomap to the VNF interfaces
that are configured in JDM and name them accordingly.

Managing VNF States

By default, the VNF is autostarted on committing the VNF config.

1. To disable an autostart of a VNF on a VNF config commit:

user@jdm# set virtual-network-functions vnf-name no-autostart

2. Tomanually start a VNF:

user@jdm> request virtual-network-functions vnf-name start
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3. To stop a VNF:

user@jdm> request virtual-network-functions vnf-name stop

4. To restart a VNF:

user@jdm> request virtual-network-functions vnf-name restart

Managing VNFMACAddresses

VNF interfaces that are defined, either using a CLI or specified in an init-descriptor XML

file, are assigned a globally-unique and persistent MAC address. A common pool of 64

MAC addresses is used to assign MAC addresses, and any user-assigned MAC address

in the VNF init-descriptor XML file is overwritten.

Accessing a VNF from JDM

You can access a VNF from JDM using either SSH or a VNF console.

1. To access a VNF using SSH:

user@jdm> ssh vnf-name

2. To access a VNF using a virtual console:

user@jdm> request virtual-network-functions vnf-name console

NOTE:

• Use ctrl-] to exit the virtual console.

• Do not use Telnet session to run the command.

Viewing List of VNFs

1. To view the list of VNFs:

user@jdm> show virtual-network-functions
ID       Name                    State             Liveliness
-----------------------------------------------------------------
3        vjunos0                 running           alive
-        vsrx                    shut off          down

The Liveliness output field of a VNF indicates whether the IP address of the VNF is

reachable or not reachable from JDM.

Displaying the VNF Details

To display VNF details:

user@jdm> show virtual-network-functions vnf-name
Virtual Machine Information
---------------------------
Name:               vsrx
IP Address:         192.168.1.4
Status:             Running
Liveliness:         Up
VCPUs:              1
Maximum Memory:     2000896
Used Memory:        2000896
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Virtual Machine Block Devices
-----------------------------
Target   Source
---------------
hda      
/var/third-party/images/vsrx/media-srx-ffp-vsrx-vmdisk-15.1-2015-05-29_X_151_X49.qcow2
hdf      /var/third-party/test.iso

Deleting a VNF

To delete a VNF:

user@jdm# delete virtual-network-functions vnf-name

NOTE: The VNF image remains in the disk even after you delete the VNF.
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CHAPTER 6

Virtual Network Functions Commands

• features on page 106

• hugepages on page 106

• image on page 107

• init-descriptor on page 108

• interfaces (JDM) on page 109

• ipsec-nm on page 110

• mapping on page 111

• memory on page 112

• no-autostart on page 112

• pci-address on page 113

• size on page 113

• storage on page 114

• type on page 115

• virtual-cpu on page 116

• virtual-network-functions on page 117

• vjunos0 on page 120

• vnf-name on page 121

• show virtual-network-functions

• show vlans
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features

Syntax features {
hugepages;
}

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Displays the supported features of a VNF.

Options features—Features of a VNF.

hugepages—Option to support memory pages with a size of 2 MB and 1 GB.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123

hugepages

Syntax hugepages;

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description An option to support of 2 MB and 1 GB size memory pages.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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image

Syntax image {
file-path;
bus-type [ide | virtio];
image-type [qcow2 | raw];

}

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description Specify the VNF image source file. VNF image is virtual hard disk, which contains the

bootable file-system for the VNF.

Options file-path—Path of the image source file.

image-type—Format of the image. Default value is qcow2.

bus-type—Type of the system bus. Default value is virtio.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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init-descriptor

Syntax init-descriptor file-path;

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description Create an XML descriptor file to launch a VNF. You can launch a VNF by configuring the

VNF name, and specifying either the path to the XML descriptor file or to an image.

Options file-path—Path of the init-descriptor XML file.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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interfaces (JDM)

Syntax interfaces interface-name {
pci-address pci-address;
mapping {
hsxe0 {
virtual-function {
vlan-id vlan-id;

}
}
hsxe1 {
virtual-function {
vlan-id vlan-id;

}
}
vlan {
members vlan-name;
mode [access | trunk];

native-vlan-id vlan-id;
}

}
}

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D50 for theNFX250NetworkServices

Platform.

Description ConfigureVirtualNetworkFunctions (VNF) interfacesonplatforms runningdisaggregated

Junos OS.

Options interface-name—Name of the VNF interfaces.

pci-address—PCI address for the VNF interfaces.

vlan-id—SR-IOV virtual function to use to attach a VNF to a physical interface.

vlanmembers—Membership for this interface.

native-vlan-id—Virtual LAN identifier for untagged frames. For example, 1...4095

vlan-name—Name of the VLANmembers.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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ipsec-nm

Syntax ipsec-nm {
interfaces {
heth1 | heth2 {
mapping {
vlan {
members vlan-name;

}
}

}
}

}

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description An option that enables or disables the ipsec virtual network function if the ipsec-nm

option is configured in the system.

Options interfaces—Name of the interface. For example, heth1 and heth2

vlanmembers vlan-name—Name of the VLANmembers.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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mapping

Syntax mapping {
hsxe0 {
virtual-function {
vlan-id vlan-id;

}
}
hsxe1 {
virtual-function {
vlan-id vlan-id;

}
}
vlan {
members vlan-name;
mode [access | trunk];

native-vlan-id vlan-id;
}

}

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D50 for theNFX250NetworkServices

Platform.

Description MappingVirtualNetworkFunctions (VNF) interfacesonplatforms runningdisaggregated

Junos OS.

Options vlan-id—SR-IOV virtual function to use to attach a VNF to a physical interface.

vlanmembers—Membership for this interface.

native-vlan-id—Virtual LAN identifier for untagged frames. For example, 1...4095

vlan-name—Name of the VLANmembers.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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memory

Syntax memory {
size size;
features {
hugepages;
}

}

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Configure memory parameters for VNFs on a platform that is running a disaggregated

Junos OS.

Options memory size—Amount ofmemory allocated to aVNF in kilobytes. The default size is 1 GB.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123

no-autostart

Syntax no-autostart;

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Disable auto-start of VNF on the VNF configuration commit.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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pci-address

Syntax pci-address pci-address;

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D50 for theNFX250NetworkServices

Platform.

Description PCI address for the VNF interfaces.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123

size

Syntax size size;

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Size of the memory in kilobytes.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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storage

Syntax storage device-name {
type {
cdrom {
source {
file filename;

}
}
disk {
bus-type [ide | virtio];
file-type [qcow2 | raw];
source {
file filename;

}
}
usb {
source {
file filename;

}
}

}
}

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Configure storage parameters on VNFs.

Options storage device-name—Name of the storage device. For example, hda, hdb, sdb, or vdb.

type disk-type—Type of disk. For example, cdrom, usb, or disk.

source file-name—Path of the source file of the storage device.

NOTE: The source file to be attached to the VNFmust be located in the
/var/third-party/ directory andmust have read andwrite permissions for

all.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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type

Syntax type {
linux-container | virtual-machine;
}

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Type of the VNF.

Options linux-container—The VNF type is Linux container.

virtual-machine—The VNF type is virtual machine.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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virtual-cpu

Syntax virtual-cpu {
virtual-cpu-number {
physical-cpu number | range;

}
count number;
features {
hardware-virtualization;

}
}

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Specify the number of virtual CPUs the VNF can use. By default, a VNF is assigned one

virtual CPU, which is independent of any specific physical CPU.

Options virtual-cpu count number—Number of virtual CPUs. For example, 2.

virtual-cpu features—Features of the virtual cpu. For example, hardware-virtualization.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123

Copyright © 2016, Juniper Networks, Inc.116

JDM User Guide for NFX250 Network Services Platform



virtual-network-functions

Syntax virtual-network-functions vnf-name;

Hierarchy Level virtual-network-functions {
ipsec-nm {
interfaces {
heth1 | heth2 {
mapping {
vlan {
members vlan-name;

}
}

}
}

}
vjunos0 {
interfaces {
em1 {
mapping {
vlan {
members vlan-name;

}
}

}
}

}
vnf-name {
type {
linux-container | virtual-machine;

}
image {
file-path;
bus-type [ide | virtio];
image-type [qcow2 | raw];

}
init-descriptor file-path;
memory {
size size;
features {
hugepages ;

}
}
no-autostart;
storage device-name {
type {
cdrom {
source {
file filename;

}
}
disk {
bus-type [ide | virtio];
file-type [qcow2 | raw];
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source {
file filename;

}
}
usb {
source {
file filename;

}
}

}
}
virtual-cpu {
virtual-cpu-number {
physical-cpu number | range;

}
count number;
features {
hardware-virtualization;

}
}
interfaces (JDM) interface-name {
pci-address pci-address;
mapping {
hsxe0 {
virtual-function {
vlan-id vlan-id;

}
}
hsxe1 {
virtual-function {
vlan-id vlan-id;

}
}
vlan {
members vlan-name;
mode [access | trunk];
native-vlan-id vlan-id;

}
}

}
}

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.
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Description Createan instanceofavirtualnetwork function (VNF)onplatforms that rundisaggregated

Junos OS software.

NOTE:

• Creating a VNF instance fails if the resources required by the VNF are not
available in the system.

• If youuse init-descriptor todefineaVNFby specifyingand settingdifferent
values for thevirtualCPUcountormemoryand later if youdelete thevirtual
cpu count, the system restores the value to a default value of 1 for vCPU
and 1GB for memory.

• You can enable the VNF options such virtual-cpu-hardware-virtualization
(vmx), hugepages, image-type, and image-bus-type onlywhen you define
the VNF initially. You cannot enable or disable the VNF options after
committing the VNF configuration. To enable or disable the VNF options,
youmust delete the VNF configuration and re-configure with the VNF
options.

Options virtual-network-functionsvnf-name—Nameof theVNF instance. It ismandatory toprovide

one of the options: init-descriptor or image.

file-path—Path of the source file.

number | range—Number or a range of physical CPUs. For example, 2 or 2...5.

interface-name—Name of the VNF interface.

physical-interface-name—Name of the physical interface to which the VNF interface is

attached.

vlan-id—SR-IOV virtual function to use to attach a VNF to a physical interface.

native-vlan-id—Virtual LAN identifier for untagged frames. For example, 1...4095

vlan-name—Name of the VLANmembers.

size—Amount of memory allocated to a VNF in kilobytes. The default size is 1 GB.

device-name—Name of the storage device.

file-name—Name of the source file of the storage device.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.
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Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123

vjunos0

Syntax vjunos0 {
interfaces {
em1 {
mapping {
vlan {
members vlan-name;

}
}

}
}

}

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description An option that enables or disables the vjunos virtual network function if the vjunos0

option is configured in the system.

Options interfaces—Name of the interface. For example, em1.

vlanmembers vlan-name—Name of the VLANmembers.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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vnf-name

Syntax vnf-name {
type {
linux-container | virtual-machine;

}
image {
file-path;
bus-type [ide | virtio];
image-type [qcow2 | raw];

}
init-descriptor file-path;
memory {
size size;
features {
hugepages;

}
}
no-autostart;
storage device-name {
type {
cdrom {
source {
file filename;

}
}
disk {
bus-type [ide | virtio];
file-type [qcow2 | raw];
source {
file filename;

}
}
usb {
source {
file filename;

}
}

}
}
virtual-cpu {
virtual-cpu-number {
physical-cpu number | range;

}
count number;
features {
hardware-virtualization;

}
}
interfaces (JDM) interface-name {
pci-address pci-address;
mapping {
hsxe0 {
virtual-function {
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vlan-id vlan-id;
}

}
hsxe1 {
virtual-function {
vlan-id vlan-id;

}
}
vlan {
members vlan-name;
mode [access | trunk];
native-vlan-id vlan-id;

}
}

}
}

Hierarchy Level [edit virtual-network-functions]

Release Information Statement introduced in JunosOSRelease 15.1X53-D45 for theNFX250NetworkServices

Platform.

Description Name of the virtual network function.

Options interfaces—Name of the interface. For example, em1.

no-autostart—An option to disable auto-start of VNF on the VNF configuration commit.

pci-address—An option to specify PCI address for the VNF interfaces.

mapping—An option to map VNF interfaces on platforms running disaggregated Junos

OS.

virtual-cpu—Anoption to specify the number of virtual CPUs theVNFcanuse. By default,

aVNF isassignedonevirtualCPU,which is independentofany specificphysicalCPU.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Virtual Network Functions on page 95

• Managing the VNF Lifecycle on page 96

• show virtual-network-functions on page 123
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show virtual-network-functions

Syntax show virtual-network-functions
show virtual-network-functions vnf-name
show virtual-network-functions ipsec-nm
show virtual-network-functions vjunos0

Release Information Command introduced in JunosOSRelease 15.1X53-D45for theNFX250NetworkServices

Platform.

Description Display Virtual Network Function (VNF) information.

Options vnf-name—(Optional) Display information for a specific VNF.

ipsec-nm—(Optional) Display information of the system VNF IPsec.

vjunos0—(Optional) Display information of the system VNF vjunos0.

Required Privilege
Level

view

Related
Documentation

Understanding Virtual Network Functions on page 95•

• Managing the VNF Lifecycle on page 96

List of Sample Output show virtual-network-functions vjunos0 on page 124
show virtual-network-functions vsrx on page 124
show virtual-network-functions on page 124

Output Fields Table 20 on page 123 describes the output fields for the show virtual-network-functions

command. Output fields are listed in the approximate order in which they appear.

Table 20: show virtual-network functions Output Fields

Field DescriptionField Name

Name of the VNFName

IP address of the VNFIP Address

Status of the VNF. Possible values are Running, Shutdown, or Undefined.Status

Indicates whether or not the IP address of the VNF is reachable.Liveliness

Number of virtual CPUsVCPUs

Maximum amount of memory available to the VNFMaximumMemory

Amount of memory used by the VNFUsed Memory

SourceTarget
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Table 20: show virtual-network functions Output Fields (continued)

Field DescriptionField Name

List of storage devices that are configured for VNF and its source file.device-name

Sample Output

show virtual-network-functions vjunos0

user@host> show virtual-network-functions vjunos0
Virtual Machine Information
---------------------------
Name:               vjunos0
IP Address:         192.168.1.2
Status:             Running
Liveliness:         Up
VCPUs:              1
Maximum Memory:     2000896
Used Memory:        2000896

Sample Output

show virtual-network-functions vsrx

user@host> show virtual-network-functions vsrx
Virtual Machine Information
---------------------------
Name:               vsrx
IP Address:         192.168.1.4
Status:             Running
Liveliness:         Up
VCPUs:              1
Maximum Memory:     2000896
Used Memory:        2000896
Virtual Machine Block Devices
-----------------------------
Target   Source
---------------
hda      
/var/third-party/images/vsrx/media-srx-ffp-vsrx-vmdisk-15.1-2015-05-29_X_151_X49.qcow2
hdf      /var/third-party/test.iso

Sample Output

show virtual-network-functions

user@host> show virtual-network-functions
ID       Name                    State             Liveliness
-----------------------------------------------------------------
2        vjunos0                 running           alive
4        vsrx1                   running           alive
8931     jdm                     running           alive
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show vlans

Syntax show vlans vlan-name

Release Information Command introduced in JunosOSRelease 15.1X53-D40 for theNFX250NetworkServices

Platform.

Description Display the details about the VLANs.

Options vlan-name—Display information for a specific VLAN.

brief | detail | extensive | terse—(Optional) Display the specified level of output.

Required Privilege
Level

view

List of Sample Output show vlans on page 125

Output Fields Table 20 on page 123 describes the output fields for the show virtual-network-functions

command. Output fields are listed in the approximate order in which they appear.

Table 21: show virtual-network functions Output Fields

Field DescriptionField Name

Display information for a specified VLANvlan-name

Display brief outputbrief

Display detailed outputdetail

Display extensive outputextensive

Display information for a specified instanceinstance

Name of interface for which to display tableinterface

Name of logical systemslogical-system

Sample Output

show vlans

root@jdm> show vlans

Routing instance        VLAN name             Tag          Interfaces
host-os                 vlan100               100
                                                           vsrx1_eth6.0
                                                           vsrx2_eth6.0
host-os                 vlan200-202-vlan-0200 200
                                                           vsrx1_eth7.0
                                                           vsrx2_eth7.0
host-os                 vlan200-202-vlan-0202 202
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                                                           vsrx1_eth7.0
                                                           vsrx2_eth7.0
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PART 5

Service Chaining

• Service Chaining on page 129
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CHAPTER 7

Service Chaining

• Understanding Service Chaining on Disaggregated Junos OS Platforms on page 129

• Configuring Service Chaining Using VLANs on page 130

• Configuring Service Chaining Using DHCP Services on VLANs on page 131

• Example: Configuring Service Chaining Using VLANs on NFX250 Network Services

Platform on page 131

• Example: Configuring Service Chaining Using SR-IOV on NFX250 Network Services

Platform on page 136

Understanding Service Chaining on Disaggregated Junos OS Platforms

In many network environments, it is common for traffic to flow through several network

services on the way to its destination. These services—firewalls, Network Address

Translators (NAT), load balancers, and so on—are generally spread across multiple

network elements. Each device is a separate piece of hardware, providing a different

service, and requiring separate operation andmanagement. This method of linking

together multiple network functions could be thought of as physical service chaining.

A more efficient model for service chaining is to virtualize and consolidate network

functions onto a single device.

Platforms running the disaggregated Junos OS software support virtualized service

chaining. These devices enable virtual network functions (VNFs) by supporting the

installation and instantiation of VNFs. VNFs can be linked together to provide network

services for traffic flowing through the device, as shown in “Virtual Network Functions”

on page 93.

Figure 13: Virtual Network Functions on a Disaggregated Junos OS
Platform
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Related
Documentation

Understanding Disaggregated Junos OS on page 3•

• Disaggregated Junos OS VMs on page 5

• Understanding Virtio Usage on page 8

• Understanding SR-IOV Usage on page 10

• Understanding Virtual Network Functions on page 95

Configuring Service Chaining Using VLANs

You can achieve service chaining using VLANs.

• Ensure that connectivity to the host is not lost during the configuration process.

To configure service chaining:

1. Create a VLAN. Use one of the following commands:

• Create a VLANwithout a VLAN ID. You can add only access ports to this VLAN:

set host-os vlans vlan-name vlan-id none

• Create a VLANwith a VLAN ID:

set host-os vlans vlan-name vlan-id vlan-id

• Create a VLAN using a list of VLAN IDs:

set host-os vlans vlan-name vlan-id-list vlan-id range | comma-separated list

2. Attach an interface on the VNF to the VLAN:

set virtual-network-functions vnf-name interfaces ethxmapping vlanmode [access|trunk]
set virtual-network-functions vnf-name interfaces ethxmapping vlanmembers list

3. Attach a native VLAN ID to the VNF interface:

set virtual-network-functions vnf-name interfaces ethxmapping vlan native-vlan-id vlan-id

Related
Documentation

Understanding Service Chaining on Disaggregated Junos OS Platforms on page 129•

• Example: Configuring Service Chaining Using VLANs on NFX250 Network Services

Platform on page 131
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Configuring Service Chaining Using DHCP Services on VLANs

Using DHCP services, you need not manually configure the IP addresses on the VNF

interfaces to achieve service-chaining. Enable DHCP clients on the glue bridge interfaces

within the VNF for an IP address to be assigned from the DHCP pool. Based on the IP

subnet, the IRB interface on the VLAN is automatically mapped to the corresponding

subnet dhcp pool.

To configure service chaining:

1. Create a VLANwith a VLAN ID none.

set host-os vlans vlan-name vlan-id none

NOTE: Touse theDHCPpooling feature, theVLAN IDmust be set to none.

2. Create IRB interfaces on the hypervisor

set host-os interfaces irb unit logical-unit-number family inet address inet-address
set host-os vlans vlan-name l3-interface irb. logical-interface-number

3. Specify the IP address pool to be used:

set access address-assignment pool p4 family inet network network-address
set access address-assignment pool p4 family inet range r4 low start-IP-address
set access address-assignment pool p4 family inet range r4 high end-IP-address

4. Attach an interface on the VNF to the VLAN to complete the service chain:

set virtual-network-functions vnf-name interfaces ethxmapping vlanmode [access|trunk]
set virtual-network-functions vnf-name interfaces ethxmapping vlanmembers list

5. Enable the DHCP client on the VNF.

To check the assigned IP address, use the show system visibility vnf <vnf> command.

Related
Documentation

Understanding Service Chaining on Disaggregated Junos OS Platforms on page 129•

• Example: Configuring Service Chaining Using VLANs on NFX250 Network Services

Platform on page 131

Example: Configuring Service Chaining Using VLANs on NFX250Network Services
Platform

This example shows how to configure service chaining using VLANs on the host bridge.

• Requirements on page 132

• Overview on page 132

• Configuration on page 133
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Requirements

This example uses the following hardware and software components:

• NFX250 running Junos OS Release 15.1X53-D45

Before you configure service chaining, be sure you have:

• Installed and launched the relevant VNFs, assigned the corresponding interfaces, and

configured the resources.

Overview

Service chainingonadevice running thedisaggregated JunosOSallowsmultiple services,

or virtual network functions (VNFs), to be applied to traffic as it flows through the device.

This example explains how to configure the various layers of the device to enable traffic

to enter the device, flow through two service VNFs, and exit the device.

Topology

This example uses a single device running the disaggregated Junos OS, as shown in

Figure 14 on page 132.

Figure 14: Service Chaining Using VLANs
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This example is configured using the Juniper Device Manager (JDM) and Junos Control

Plane (JCP). The key configuration elements include:

• The Packet Forwarding Engine’s front panel ports.

• The Packet Forwarding Engine’s internal-facing ports.

• A routing instance named host-os. The host-os routing instance is the CLI construct

that provides the ability to configure host OS elements from the JDM.

• NIC ports. As these interfaces are not directly configurable, they are abstracted in the

host OS. Using the JDM CLI, NIC interfaces (sxe ports) are configured in the host-os

routing instance as “hsxe” interfaces.
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• The VM interfaces. In the JDM, VNF interfaces must use the format eth#, where # is

from 2 through to 9.

• VLANs, to provide bridging between the sxe and VM interfaces.

Configuration

• Configuring the Packet Forwarding Engine Interfaces on page 133

• Configuring the VNF Interfaces and Creating the Service Chain on page 135

Configuring the Packet Forwarding Engine Interfaces

CLI Quick
Configuration

To quickly configure the Packet Forwarding Engine interfaces, enter the following

configuration statements from the JCP:

[edit]
user@jcp#

set vlans vlan1 vlan-id 77
set interfaces ge-0/0/2.0 family ethernet-switching vlanmembers vlan1
set interfaces sxe-0/0/0.0 family ethernet-switching interface-mode trunk
set interfaces sxe-0/0/0.0 family ethernet-switching vlanmembers vlan1
set vlans vlan2 vlan-id 1177
set interfaces xe-0/0/12.0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/12.0 family ethernet-switching vlanmembers vlan2
set interfaces sxe-0/0/0.0 family ethernet-switching interface-mode trunk
set interfaces sxe-0/0/0.0 family ethernet-switching vlanmembers vlan2

Step-by-Step
Procedure

To configure the Packet Forwarding Engine interfaces:

1. Connect to the JCP.

user@jdm> ssh vjunos0
user@jcp> configure
[edit]
user@jcp#

2. Configure a VLAN for the LAN-side interfaces.

user@jcp# set vlans Vlan1 vlan-id 77

3. Configure the Packet Forwarding Engine’s LAN-side front panel port and add it to

the LAN-side VLAN.

TheLAN-sideport is typically anaccessport, but couldbea trunkport if appropriate.

user@jcp# set interfaces ge-0/0/2.0 family ethernet-switching vlanmembers Vlan1

4. Configure the Packet Forwarding Engine’s LAN-side internal-facing interface as a

trunk port and add it to the LAN-side VLAN.

The internal-facing interfaces are typically trunk ports, as theymust support traffic

frommultiple front panel ports and VLANs.

user@jcp# set interfaces sxe-0/0/0.0 family ethernet-switching interface-mode trunk
user@jcp# set interfaces sxe-0/0/0.0 family ethernet-switching vlanmembers Vlan2
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5. Configure a VLAN for theWAN-side interfaces.

user@jcp# set vlans Vlan2 vlan-id 1177

6. Configure the Packet Forwarding Engine’s WAN-side front panel port as a trunk

port and add it to theWAN-side VLAN.

TheWAN-side front panel port is typically a trunk port, as it might be required to

support multiple VLANs.

user@jcp# set interfaces xe-0/0/12.0 family ethernet-switching interface-mode trunk
user@jcp# set interfaces xe-0/0/12.0 family ethernet-switching vlanmembers Vlan2

7. Configure the Packet Forwarding Engine’s WAN-side internal-facing interface as a

trunk port and add it to theWAN-side VLAN.

The internal-facing interfaces are typically trunk ports, as theymust support traffic

frommultiple front panel ports and VLANs.

user@jcp# user@jcp#set interfacessxe-0/0/0.0familyethernet-switching interface-mode
trunk
user@jcp# user@jcp#set interfacessxe-0/0/0.0familyethernet-switchingvlanmembers
Vlan2

8. Commit the configuration and return to the JDM.

user@jcp# commit and-quit
user@jcp> exit
user@jdm>

Results Fromconfigurationmode, check the results of your configurationbyentering the following

show commands:

[edit]
user@jcp# show interfaces ge-0/0/2
unit 0 {
family ethernet-switching {
vlan {
members Vlan77;

}
}

}

[edit]
user@jcp# show interfaces xe-0/0/12
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members Vlan1177;

}
}

}
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[edit]
user@jcp# show interfaces sxe-0/0/0
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [Vlan1 Vlan2];

}
}

}

[edit]
user@jcp# show vlans
Vlan1177 {
vlan-id 1177;

}
Vlan77 {
vlan-id 77;

}

Configuring the VNF Interfaces and Creating the Service Chain

Step-by-Step
Procedure

Once you have completed the configuration on JCP, you need to:

1. Configure the host-os instance with either with LAN,WAN, or glue vlans to be used

for service chaining

user@jdm# set host-os vlans vlan1 vlan-id 77
user@jdm# set host-os vlans vlan2 vlan-id 1177
user@jdm# set host-os vlans glue-vlan vlan-id 123

2. Bring up the VM1 with one virtio interface mapped to VLAN1, and another interface

mapped to glue-vlan.

user@jdm# setvirtual-network-functionsVM1 interfaceseth2mappingvlanmembersvlan1
user@jdm# set virtual-network-functions VM1 interfaces eth3mapping vlanmembers
glue-vlan

3. Similarly bring up VM2 with one interface with one interface mapped to vlan2, and

the second interface mapped to the same glue-vlan.

user@jdm# setvirtual-network-functionsVM2 interfaceseth2mappingvlanmembersvlan2
user@jdm# set virtual-network-functions VM2 interfaces eth3mapping vlanmembers
glue-vlan

4. Finally, configure the IP addresses and static routes for each interface of the VMs

as shown in Figure 14 on page 132.

Related
Documentation

Understanding Service Chaining on Disaggregated Junos OS Platforms on page 129•

• Disaggregated Junos OS VMs on page 5

• Understanding Virtio Usage on page 8
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Example: Configuring Service Chaining Using SR-IOV on NFX250Network Services
Platform

ThisexampleshowshowtoconfigureservicechainingusingSR-IOVonplatforms running

the disaggregated Junos OS software.

• Requirements on page 136

• Overview on page 136

• Configuration on page 138

Requirements

This example uses the following hardware and software components:

• NFX250 running Junos OS Release 15.1X53-D45

Before you configure service chaining, be sure you have:

• Installed and launched the relevant VNFs

Overview

Service chainingonadevice running thedisaggregated JunosOSallowsmultiple services,

or virtual network functions (VNFs), to be applied to traffic as it flows through the device.

This example explains how to configure the various layers of the device to enable traffic

to enter the device, flow through two service VNFs, and exit the device.

Topology

This example uses a single device running the disaggregated Junos OS, as shown in

Figure 15 on page 137.
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Figure 15: Service Chaining Using SR-IOV—Device Infrastructure
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This example uses the Packet Forwarding Engine’s front panel ports xe-0/0/12 and

xe-0/0/13, and its internal-facing ports, sxe-0/0/0 and sxe-0/0/1. The internal NIC’s

two ports (sxe0 and sxe1) are not configured directly; instead, they are abstracted at the

host OS layer and configured as interfaces hsxe0 and hsxe1. The VMs use two interfaces

each (eth2 and eth3).

These elements are generally separated into two parts: a LAN side and aWAN side.

As this example uses SR-IOV, the NIC ports’ virtual functions (VFs) are used to bypass

the host OS and provide direct NIC-to-VM connectivity. Given this setup, it might seem

unusual to see host OS interfaces (hsxe0 and hsxe1) included in this scenario. However,

as there is no direct configuration method for the NIC ports, it is necessary to use their

abstracted versions, hsxe0 and hsxe1.

This example is configured using the Juniper Device Manager (JDM) and Junos Control

Plane (JCP). The key configuration elements include:

• The Packet Forwarding Engine’s front panel ports.

• The Packet Forwarding Engine’s internal-facing ports.

• NIC ports. Because NIC interfaces (sxe ports) cannot be configured directly, the host

OS construct for these interfaces (hsxe) must be used.
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• The VNF interfaces. In the JDM, VNF interfaces must use the format eth#, where # is

from 2 through to 9.

• The virtual function setting, to indicate SR-IOV is being used to provide direct access

between hsxe and VNF interfaces.

Configuration

This example describes:

• Configuring the Packet Forwarding Engine Interfaces on page 138

• Creating the Service Chain on page 140

Configuring the Packet Forwarding Engine Interfaces

CLI Quick
Configuration

To quickly configure the Packet Forwarding Engine interfaces, enter the following

configuration statements from the JCP:

[edit]
user@jcp#

set vlans Vlan11 vlan-id 11
set interfaces xe-0/0/12.0 family ethernet-switching vlanmember Vlan11
set interfaces sxe-0/0/0.0 family ethernet-switching interface-mode trunk
set interfaces sxe-0/0/0.0 family ethernet-switching vlanmember Vlan11
set vlans Vlan22 vlan-id 22
set interfaces xe-0/0/13.0 family ethernet-switching interface-mode trunk
set interfaces xe-0/0/13.0 family ethernet-switching vlanmember Vlan22
set interfaces sxe-0/0/1.0 family ethernet-switching interface-mode trunk
set interfaces sxe-0/0/1.0 family ethernet-switching vlanmember Vlan22

Step-by-Step
Procedure

To configure the Packet Forwarding Engine interfaces:

1. Connect to the JCP.

user@jdm> ssh vjunos0
user@jcp> configure
[edit]
user@jcp#

2. Configure a VLAN for the LAN-side interfaces.

user@jcp# set vlans Vlan11 vlan-id 11

3. Configure the Packet Forwarding Engine’s LAN-side front panel port, and add it to

the LAN-side VLAN.

TheLAN-sideport is typically anaccessport, but couldbea trunkport if appropriate.

user@jcp# set interfaces xe-0/0/12.0 family ethernet-switching vlanmembers Vlan11

4. Configure the Packet Forwarding Engine’s LAN-side internal-facing interface as a

trunk port, and add it to the LAN-side VLAN.

The internal-facing interfaces are typically trunk ports, as theymust support traffic

frommultiple front panel ports and VLANs.
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user@jcp# set interfaces sxe-0/0/0.0 family ethernet-switching interface-mode trunk
user@jcp# set interfaces sxe-0/0/0.0 family ethernet-switching vlanmember Vlan11

5. Configure a VLAN for theWAN-side interfaces.

user@jcp# set vlans Vlan22 vlan-id 22

6. Configure the Packet Forwarding Engine’s WAN-side front panel port as a trunk

port, and add it to theWAN-side VLAN.

TheWAN-side front panel port is typically a trunk port, as it might be required to

support multiple VLANs.

user@jcp# user@jcp#set interfacesxe-0/0/13.0familyethernet-switching interface-mode
trunk
user@jcp# user@jcp#set interfacesxe-0/0/13.0 family ethernet-switchingvlanmembers
Vlan22

7. Configure the Packet Forwarding Engine’s WAN-side internal-facing interface as a

trunk port, and add it to theWAN-side VLAN.

The internal-facing interfaces are typically trunk ports, as theymust support traffic

frommultiple front panel ports and VLANs.

user@jcp# set interfaces sxe-0/0/1.0 family ethernet-switching interface-mode trunk
user@jcp# set interfaces sxe-0/0/1.0 family ethernet-switching vlanmembers Vlan22

8. Commit the configuration and return to the JDM.

user@jcp# commit and-quit
user@jcp> exit
user@jdm>

Results Fromconfigurationmode, check the results of your configurationbyentering the following

show commands:

[edit]
user@jcp# show interfaces xe-0/0/12
unit 0 {
family ethernet-switching {
vlan {
members Vlan11;

}
}

}

[edit]
user@jcp# show interfaces xe-0/0/13
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members Vlan22;

}
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}
}

[edit]
user@jcp# show interfaces sxe-0/0/0
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members Vlan11;

}
}

}

[edit]
user@jcp# show interfaces sxe-0/0/1
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members Vlan22;

}
}

}

[edit]
user@jcp# show vlans
Vlan11 {
vlan-id 11;

}
Vlan22 {
vlan-id 22;

}

Creating the Service Chain

Step-by-Step
Procedure

To configure the VNF interfaces and create the service chain:

1. ConfigureVM1’s LAN-side interfaceasaLayer 3 interface, andmap it to theLAN-side

NIC interface. Include the virtual function (VF) setting to specify direct NIC-to-VM

connectivity. VNFmust use the interfaces from eth2 through to eth9.

The hsxe interface is the configurable representation of the related NIC (sxe)

interface.

user@jdm> configure
[edit]
user@jdm# setvirtual-network-functionsvnf1 interfaceseth2mappinghsxe0virtual-function

2. ConfigureVM1’sWAN-side interface fromsxe1NICas shown inFigure 15onpage 137.

user@jdm# setvirtual-network-functionsvnf1 interfaceseth3mappinghsxe1virtual-function

3. Similarly bring up VM2 with both interfaces eth2 and eth3 on sxe1 NIC.

user@jdm# setvirtual-network-functionsvnf2 interfaceseth2mappinghsxe1virtual-function
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user@jdm# setvirtual-network-functionsvnf2 interfaceseth3mappinghsxe1virtual-function

4. Finally, configure the IP addresses and static routes for each interface of the VNFs,

and add routes to achieve the complete bidirectional path for the service chain.

Related
Documentation

• Understanding Service Chaining on Disaggregated Junos OS Platforms on page 129

• Disaggregated Junos OS VMs on page 5

• Understanding SR-IOV Usage on page 10
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• Index on page 145
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