
�?�j�c�d�h�œ�D�H

�D�k�Z�g�k�^�Z�l �[�d�g�G�d�j�i�^�c�\�9�Z�k�^�X�Z�h

Release

�&�)�#�'

Modified: 2016-06-10

Copyright © 2016, Juniper Networks, Inc.



Juniper Networks, Inc.
1133 Innovation Way
Sunnyvale, California 94089
USA
408-745-2000
www.juniper.net

Juniper Networks, Junos, Steel-Belted Radius, NetScreen, and ScreenOS are registered trademarks of Juniper Networks, Inc. in the United
States and other countries. The Juniper Networks Logo, the Junos logo, and JunosE are trademarks of Juniper Networks, Inc. All other
trademarks, service marks, registered trademarks, or registered service marks are the property of their respective owners.

Juniper Networks assumes no responsibility for any inaccuracies in this document. Juniper Networks reserves the right to change, modify,
transfer, or otherwise revise this publication without notice.

Junos®OSOverview for Routing Devices

14.2
Copyright © 2016, Juniper Networks, Inc.
All rights reserved.

The information in this document is current as of the date on the title page.

YEAR 2000 NOTICE

Juniper Networks hardware and software products are Year 2000 compliant. Junos OS has no known time-related limitations through the
year 2038. However, the NTP application is known to have some difficulty in the year 2036.

ENDUSER LICENSE AGREEMENT

The Juniper Networks product that is the subject of this technical documentation consists of (or is intended for use with) Juniper Networks
software. Use of such software is subject to the terms and conditions of the End User License Agreement (“EULA”) posted at
http://www.juniper.net/support/eula.html. By downloading, installing or using such software, you agree to the terms and conditions of
that EULA.

Copyright © 2016, Juniper Networks, Inc.ii

http://www.juniper.net/support/eula.html


�I�V�W�a�Z�d�[�8�d�c�i�Z�c�i�h

About the Documentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xiii

Documentation and Release Notes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xiii

Supported Platforms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xiii

Using the Examples in This Manual . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xiii

Merging a Full Example . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xiv

Merging a Snippet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xiv

Documentation Conventions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xv

Documentation Feedback . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xvii

Requesting Technical Support . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xvii

Self-Help Online Tools and Resources . . . . . . . . . . . . . . . . . . . . . . . . . . xvii

Opening a Case with JTAC . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xviii

Part 1 Junos OSOverview

Chapter 1 Junos OS Software Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

Junos OS Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

Junos OS Architecture Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

Product Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

Routing Process Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

Packet Forwarding Engine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

Routing Engine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

Router Hardware Components . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

Junos OS Routing Engine Components and Processes . . . . . . . . . . . . . . . . . . . . . . 8

Routing Engine Kernel . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

Initialization Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

Management Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

Process Limits . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

Routing Protocol Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

Interface Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

Chassis Process . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

SNMP and MIB II Processes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

List of Junos OS Processes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

Default Directories for Junos OS File Storage on the Router or Switch . . . . . . . . . . 17

Directories on the Logical System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

Junos OS Support for IPv4 Routing Protocols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

Junos OS Support for IPv6 Routing Protocols . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

Junos OS Routing and Forwarding Tables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

Routing Policy Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

Junos OS Support for VPNs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

iiiCopyright © 2016, Juniper Networks, Inc.





















http://www.juniper.net/techpubs/
http://www.juniper.net/books
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/acx-series/
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/m-series/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/mx-series/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/t-series/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/junos-jseries/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/ptx-series/index.html








http://www.juniper.net/techpubs/index.html
http://www.juniper.net/techpubs/feedback/


mailto:techpubs-comments@juniper.net?subject=
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf
http://www.juniper.net/support/warranty/
http://www.juniper.net/customers/support/
http://www2.juniper.net/kb/
http://www.juniper.net/techpubs/
http://kb.juniper.net/
http://www.juniper.net/customers/csc/software/
http://kb.juniper.net/InfoCenter/
http://www.juniper.net/company/communities/
http://www.juniper.net/cm/
https://tools.juniper.net/SerialNumberEntitlementSearch/
http://www.juniper.net/cm/


http://www.juniper.net/support/requesting-support.html
















Interface Process

The Junos OS interface process enables you to configure and control the physical interface

devices and logical interfaces present in a router. You can configure interface properties

such as the interface location, for example, in which slot the Flexible PIC Concentrator

(FPC) is installed and in which location on the FPC the Physical Interface Card (PIC) is

installed, as well as the interface encapsulation and interface-specific properties. You

can configure the interfaces currently present in the router, as well as interfaces that are

not present but that you might add later.

The Junos OS interface process communicates through the Junos OS kernel with the

interface process in the Packet Forwarding Engine, enabling Junos OS to track the status

and condition of the router’s interfaces.

Chassis Process

The Junos OS chassis process (chassisd) enables you to configure and control the

properties of the router, including conditions that trigger alarms. The chassisd on the

Routing Engine communicates directly with its peer processes running on the Packet

Forwarding Engine.

SNMP andMIB II Processes

Junos OS supports the Simple Network Management Protocol (SNMP), which helps

administrators monitor the state of a router. The software supports SNMP version 1

(SNMPv1), version 2 (SNMPv2, also known as version 2c, or v2c), and version 3 (SNMPv3).

The Junos OS implementation of SNMP does not include any of the security features

that were originally included in the IETF SNMP drafts but were later dropped. The SNMP

software is controlled by the Junos OS SNMP and Management Information Base II (MIB

II) processes, which consist of an SNMP master agent and various subagents.

Related
Documentation

Junos OS Architecture Overview on page 5�

List of Junos OS Processes

Junos OS consists of multiple processes that run on different platforms and have unique

functions. The separation of functions provides operational stability, because each

process accesses its own protected memory space.

Table 4 on page 11 describes the processes that run only on MX Series 3D Universal Edge

Routers.
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Table 5: Junos OS Processes ���X�d�c�i�^�c�j�Z�Y��

DescriptionProcessName

Works with a special Internet Group Management
Protocol (IGMP) session to collect outgoing
interface mapping events in a scalable manner.

ancpd-serviceAccess Node Control Protocol (ANCP)
process

Identifies an application using intrusion detection
and prevention (IDP) to allow or deny traffic based
on applications running on standard or nonstandard
ports.

application-identificationApplication identification process

Gathers statistical data that can be used for general
network monitoring, analyzing, and tracking usage
patterns, for billing a user based upon the amount
of time or type of services accessed.

audit-processRADIUS accounting process

Configures interfaces automatically.auto-configurationAuto-configuration process

Enables a router, switch, or interface to act as a
Dynamic Host Configuration Protocol (DHCP) or
bootstrap protocol (BOOTP) relay agent. DHCP
relaying is disabled.

bootpBoot process

Specifies the location to which a subscriber's initial
Web browser session is redirected, enabling initial
provisioning and service selection for the subscriber.

captive-portal-content-deliveryCaptive portal content delivery process

(M10, M10i, M7i, and MX Series routers only)
Establishes L2TP tunnels and Point-to-Point
Protocol (PPP) sessions through L2TP tunnels.

ce-l2tp-serviceUniversal Edge Layer 2 Tunneling
Protocol process

Monitors the physical link between two switches.cfmEthernet OAM connectivity fault
management process

Manages the chassis.chassis-controlChassis control process

Controls the router's or switch’s CoS configuration.class-of-serviceClass of service process

Uses Synchronous Ethernet (SyncE) for external
clock synchronization .

clksyncd-serviceEthernet clock synchronization process

Controls the I/O of the craft interface.craft-controlCraft interface I/O control process

(EX Series switches and MX Series routers only)
Manages the replication of updates from the master
to the slave in the database management system.

database-replicationDatabase replication process

Traces the path taken by the packet through the
network.

datapath-trace-serviceDatapath trace process

Copyright © 2016, Juniper Networks, Inc.12

Overview for Routing Devices





Table 5: Junos OS Processes ���X�d�c�i�^�c�j�Z�Y��

�9�Z�h�X�g�^�e�i�^�d�c�E�g�d�X�Z�h�h�C�V�b�Z

Provides the router's MIB II agent.mib-processManagement Information Base II process

Configures Junos OS Mobile IP features.mobile-ipMobile IP process

(EX Series switches and MX Series routers only)
Completes NFS mount requests.

mountd-serviceNFS mount requests process

Enables tracing of forwarding equivalence classes
(FECs) for LDP Layered Service Providers (LSPs).

mpls-tracerouteMPLS Periodic Traceroute process

Configures multiservice edge routers.mspdMultiservice process

(EX Series switches and MX Series routers only)
Makes Layer 3 information, such as the MAC
addresses of members of a multicast group, known
to Layer 2 devices, such as VLAN switches.

multicast-snoopingMulticast Snooping process

Enables a router or a switch to resolve hostnames
into addresses.

named-serviceDNS server process

Displays the process that specifies the maximum
length of time that the router waits for its neighbor
to re-establish an LDP session.

neighbor-livenessBidirectional Forwarding Detection (BFD)
process

Provides remote file access for applications that
need NFS-based transport.

nfsd-serviceRemote NFS server process

Provides the mechanisms to synchronize time and
coordinate time distribution in a large, diverse
network.

ntpNetwork time process

Enables the application of policies to dynamic
subscribers that are controlled by a subscriber
termination device.

packet-triggered-subscribersPacket-triggered dynamic subscribers
and policy control (PTCP) process

Enables peer selection.peer-selection-servicePeer selection service process

Processes a variety of time-sensitive periodic tasks
so that other processes can more optimally direct
their resources.

periodic-packet-servicesPeriodic packet management process

Gathers and reports Packet Forwarding Engine
statistics.

pfedPacket Forwarding Engine process

Configures the Packet Gateway Control Protocol
(PGCP) that is required for the border gateway
function (BGF) feature.

pgcp-service

or

pgcpd

Packet gateway service process

15Copyright © 2016, Juniper Networks, Inc.
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Table 5: Junos OS Processes ���X�d�c�i�^�c�j�Z�Y��

�9�Z�h�X�g�^�e�i�^�d�c�E�g�d�X�Z�h�h�C�V�b�Z

Enables a reliable transport layer for multicast
applications.

pgmPragmatic General Multicast process

Enables PICs to send special logging information to
the Routing Engine for archiving on the hard disk.

pic-services-logging

or

fsad (the file system access
daemon)

PIC services logging process

Enables transporting IP traffic across point-to-point
links.

pppPoint-to-Point Protocol (PPP) process

Enables transporting IP traffic across universal edge
routers.

ppp-serviceUniversal edge PPP process

Allows users to connect to a network of hosts over
a bridge or access concentrator.

pppoePoint-to-Point Protocol over Ethernet
process

Extends the SNMP RMON alarm infrastructure to
provide predefined monitoring for a selected set of
object instances (such as file system usage, CPU
usage, and memory usage) and dynamic object
instances (such as Junos OS processes).

process-monitor

or

pmond

Process health monitor process

Serves as an active or backup process of an
application server and can be configured to process
traffic for more than one logical application server.

redundancy-interface-processRedundancy interface management
process

Provides the ping and traceroute MIBs.remote-operationsRemote operations process

Enables cleaning of resources by entities other than
the application itself.

resource-cleanupResource cleanup process

Directs forwarding on the basis of routing tables,
which maintain a record of the routes to various
network destinations.

routingRouting process

Performs packet sampling based on particular input
interfaces and various fields in the packet header.

samplingTraffic sampling control process

Configures the session border controller functionality
that enables delivery of voice, video, and other
multimedia services with assured quality and
security.

sbc-configuration-processSession Border Control (SBC)
configuration process

Runs on the Routing Engine and enables
communication between the SDK application and
Junos OS. Although the SDK service process is
present on the router, it is turned off by default.

sdk-serviceSDK service process
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CHAPTER 2

�?�j�c�d�h�D�H�H�Z�X�j�g�^�i�n�D�k�Z�g�k�^�Z�l

• Junos OS Features for Router Security on page 25

• Junos OS Default Settings for Router Security on page 29

Junos OS Features for Router Security

Router security consists of three major elements: physical security of the router, operating

system security, and security that can be affected through configuration. Physical security

involves restricting access to the router. Exploits that can easily be prevented from remote

locations are extremely difficult or impossible to prevent if an attacker can gain access

to the router’s management port or console. The inherent security of Junos OS also plays

an important role in router security. Junos OS is extremely stable and robust. Junos OS

also provides features to protect against attacks, allowing you to configure the router to

minimize vulnerabilities.

The following are Junos OS features available to improve router security:

• Methods of Remote Access for Router Management on page 25

• Junos OS Supported Protocols and Methods for User Authentication on page 26

• Junos OS Plain-Text Password Requirements on page 27

• Junos OS Support for Routing Protocol Security Features and IPsec on page 27

• Junos OS Support for Firewall Filters on page 28

• Junos OS Auditing Support for Security on page 28

Methods of Remote Access for Router Management

When you first install Junos OS, all remote access to the router is disabled, thereby

ensuring that remote access is possible only if deliberately enabled by an authorized

user. You can establish remote communication with a router in one of the following ways:

• Out-of-band management—Enables connection to the router through an interface

dedicated to router management. Juniper Networks routers support out-of-band

management with a dedicated management Ethernet interface, as well as EIA-232

console and auxiliary ports. On all routers other than the TX Matrix Plus router, T1600

router, T1600 or T4000 routers connected to a TX Matrix Plus router in a routing matrix,

T640 routers with a Routing Engine supporting 64-bit Junos OS, and PTX Series Packet

Transport Routers, the management interface is fxp0. On a TX Matrix Plus router,

25Copyright © 2016, Juniper Networks, Inc.































a locked configuration file, you can use the �X�d�b�b�^�i�h�n�c�X�]�g�d�c�^�o�Z�[�d�g�X�Zcommand. This

command overrides the lock and synchronizes the configuration files.

� Distribution—Propagates a configuration across the routing plane on a multichassis

router or switch. Distribution occurs automatically. There is no user command available

to control the distribution process. If a configuration is locked during a distribution of

a configuration, the locked configuration does not receive the distributed configuration

file, so the synchronization fails. You need to clear the lock before the configuration

and resynchronize the routing planes.

NOTE: �L �]�Z�c�n�d�j �j�h�Z�i�]�Z�X�d�b�b�^�i�h�n�c�X�]�g�d�c�^�o�Z�[�d�g�X�Z�8�A�>�X�d�b�b�V�c�Y�d�c�V

�b�j�a�i�^�X�]�V�h�h�^�h�e�a�V�i�[�d�g�b�!�i�]�Z�[�d�g�X�Z�Y�h�n�c�X�]�g�d�c�^�o�V�i�^�d�c�d�[�i�]�Z�X�d�c�[�^�\�j�g�V�i�^�d�c�[�^�a�Z�h

�Y�d�Z�h�c�d�i�V�[�[�Z�X�i �i�]�Z�Y�^�h�i�g�^�W�j�i�^�d�c�d�[�i�]�Z�X�d�c�[�^�\�j�g�V�i�^�d�c�[�^�a�Z�V�X�g�d�h�h�i�]�Z�g�d�j�i�^�c�\

�e�a�V�c�Z�#�>�[�V�X�d�c�[�^�\�j�g�V�i�^�d�c�[�^�a�Z�^�h�a�d�X�`�Z�Y�d�c�V�g�d�j�i�Z�g�d�g�h�l�^�i�X�]�g�Z�b�d�i�Z�[�g�d�b �i�]�Z

�g�d�j�i�Z�g�d�g�h�l�^�i�X�]�l�]�Z�g�Z�i�]�Z�X�d�b�b�V�c�Y�l �V�h�^�h�h�j�Z�Y�!�i�]�Z�h�n�c�X�]�g�d�c�^�o�V�i�^�d�c�[�V�^�a�h

�d�c�i�]�Z�g�Z�b�d�i�Z�g�d�j�i�Z�g�d�g�h�l�^�i�X�]�#�N�d�j �c�Z�Z�Y�i�d�X�a�Z�V�g�i�]�Z�a�d�X��̀V�c�Y�g�Z�^�h�h�j�Z�i�]�Z

�h�n�c�X�]�g�d�c�^�o�V�i�^�d�c�X�d�b�b�V�c�Y�#

�G�Z�a�V�i�Z�Y

�9�d�X�j�b�Z�c�i�V�i�^�d�c

Configuring Junos OS for the First Time on a Router or Switch with a Single Routing

Engine on page 43

�

� �X�c�a�a�]�h

�J�c�Y�Z�g�h�i�V�c�Y�^�c�\�?�j�c�d�h�D�H�8�d�c�[�^�\�j�g�V�i�^�d�c�<�g�d�j�e�h

This topic provides an overview of the configuration groups feature and the inheritance

model in Junos OS, and contains the following sections:

� Configuration Groups Overview on page 36

� Inheritance Model on page 37

� Configuring Configuration Groups on page 37

�8�d�c�[�^�\�j�g�V�i�^�d�c�<�g�d�j�e�h�D�k�Z�g�k�^�Z�l

The configuration groups feature in Junos OS enables you to create a group containing

configuration statements and to direct the inheritance of that group’s statements in the

rest of the configuration. The same group can be applied to different sections of the

configuration, and different sections of one group’s configuration statements can be

inherited in different places in the configuration.

Configuration groups enable you to create smaller, more logically constructed

configuration files, making it easier to configure and maintain Junos OS. For example,

you can group statements that are repeated in many places in the configuration, such

as when configuring interfaces, and thereby limit updates to just the group.

You can also use wildcards in a configuration group to allow configuration data to be

inherited by any object that matches a wildcard expression.
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management access to the router or switch and all management access protocols,

including Telnet, FTP, and SSH, are disabled by default.

When you first connect to the router or switch console, you must log in as the user root.

At first, the root account requires no password. You see that you are the user root,because

the command prompt shows the username root@#.

You must start the Junos OS command-line interface (CLI) using the command cli. The

command prompt root@> indicates that you are the user root and that you are in Junos

OS operational mode. Enter Junos OS configuration mode by typing the command

configure. The command prompt root@# indicates that you are in the Junos OS

configuration mode.

When you first configure a router or switch, you must configure the following basic

properties:

• Router or switch hostname

• Domain name

• IP address of the router or switch management Ethernet interface. To find the

management Ethernet interface that you should use for configuration, see Supported

Routing Engines by Router.

• IP address of a backup router

• IP address of one or more DNS name servers on your network

• Password for the root account

Related
Documentation

Configuring Junos OS for the First Time on a Router or Switch with a Single Routing

Engine on page 43

•

• Configuring Junos OS for the First Time on a Device with Dual Routing Engines on

page 47

• Supported Routing Engines by Router

• Junos OS Configuration Using the CLI on page 51

Copyright © 2016, Juniper Networks, Inc.42

Overview for Routing Devices















The configuration hierarchy logically groups related functions, which results in

configuration statements that have a consistent syntax. For example, you configure

routing protocols, routing policies, interfaces, and SNMP management in their own

separate portions of the configuration hierarchy.

At each level of the hierarchy, you can display a list of the statements available at that

level, along with short descriptions of the statements’ functions. To have the CLI complete

the statement name if it is unambiguous or to provide a list of possible completions, you

can type a partial statement name followed by a space or tab.

More than one user can edit a router’s configuration simultaneously. All changes made

by all users are visible to everyone editing the configuration.

Related
Documentation

�9�]�g�_�H�d�V�X�Z�B�V�b�V�ò�Z�a�Z�b�h�[�c�f�?�i�b�c�g�D�H�>�b�g�h�V�`�`�V�h�]�c�b�

� Creating and Activating a Candidate Configuration on page 54

Format for Specifying IP Addresses, Network Masks, and Prefixes in Junos OS
Configuration Statements

Many statements in the Junos OS configuration include an option to specify an IP address

or route prefix. This option is represented in one of the following ways:

� network/prefix-length—Network portion of the IP address, followed by a slash and the

destination prefix length (previously called the subnet mask). For example, 10.0.0.1/8.

� network—IP address. For example, 10.0.0.2.

� destination-prefix/prefix-length—Route prefix, followed by a slash and the destination

prefix length. For example, 192.168.1.10/32.

You enter all IP addresses in classless mode. You can enter the IP address with or without

a prefix length, in standard dotted notation (for example, 1.2.3.4), or hexadecimal notation

as a 32-bit number in network-byte order (for example, 0x01020304). If you omit any

octets, they are assumed to be zero. Specify the prefix length as a decimal number from

1 through 32.

Related
Documentation

Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 52�

Format for Specifying Filenames and URLs in Junos OS CLI Commands

In some CLI commands and configuration statements—including file copy, file archive,

load, save, setsystemloginuserusernameauthentication load-key-file, and requestsystem

software add—you can include a filename. On a routing matrix, you can include chassis

information (for example, lcc0, lcc0-re0, or lcc0-re1) as part of the filename.

A �f�c�i�h�]�b�ò�a�V�h�f�]�lis a multichassis architecture composed of either one TX Matrix router

and from one to four T640 routers connected to the TX Matrix router, or one TX Matrix

Plus router and from one to four T1600 routers connected to the TX Matrix Plus router.

From the perspective of the user interface, the routing matrix appears as a single router.
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� hcoord horizontal-coordinate—Bellcore Horizontal Coordinate.

� lata transport-area—Local Access Transport Area.

� latitude degrees—Latitude in degree format.

� longitude degrees—Longitude in degree format.

� npa-nxx number—First six digits of the phone number (area code and exchange).

� postal-code postal-code—Postal code.

� rack number—Rack number.

� vcoord vertical-coordinate—Bellcore Vertical Coordinate.

The following example shows how to specify the physical location of the router or switch:

[edit system]
location {
altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata transport--area;
latitude degrees;
longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;
vcoord vertical-coordinate;

}

Related
Documentation

�<�Z�h�h�]�b�ò�H�h�V�f�h�Z�Y�<�i�]�Y�Z�[�c�f�G�c�i�h�]�b�ò�9�Z�j�]�X�Z�g�

Configuring Junos OS to Set Console and Auxiliary Port Properties

Each router or switch has a console port and an auxiliary port for connecting terminals

to the router or switch. The console port is enabled by default, and its speed is 9600 baud.

The auxiliary port is disabled by default.

To configure the properties for the console and auxiliary ports, include theports statement

at the [edit system] hierarchy level:

[edit system]
ports {
auxiliary {
disable;
insecure;
type terminal-type;

}
console {
authentication-order;
disable;
insecure;
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secret password;
source-address address;
timeout seconds;

}
}

}
tacplus {
server {
server-address {
port port-number;
secret password;
single-connection;
timeout seconds;

}
}

}
}
enhanced-avs-max;
events [ login change-log interactive-commands ];

}
archival {
configuration {
archive-sites {
ftp://<username>:<password>@<host>:<port>/<url-path>;
ftp://<username>:<password>@<host>:<port>/<url-path>;

}
transfer-interval interval;
transfer-on-commit;

}
}
allow-v4mapped-packets;
arp {
aging-timerminutes;
gratuitous-arp-delay;
gratuitous-arp-on-ifup;
interfaces;
passive-learning;
purging;

}
authentication-order [ authentication-methods ];
backup-router address <destination destination-address>;
commit {
delta-export;
fast-synchronize;
persist-groups-inheritance ;
server;
synchronize

}
synchronize;
(compress-configuration-files | no-compress-configuration-files);
default-address-selection;
dump-device (compact-flash | remove-compact | usb);
diag-port-authentication (encrypted-password “password” | plain-text-password);
dynamic-profile-options {
versioning;

}
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minimum-length length;
}
retry-options {
backoff-threshold number;
backoff-factor seconds;
minimum-time seconds;
tries-before-disconnect number;

}
user username {
full-name complete-name;
uid uid-value;
class class-name;
authentication {
(encrypted-password “password” | plain-text-password);
ssh-rsa “public-key”;
ssh-dsa “public-key”;

}
}

}
login-tip number;
mirror-flash-on-disk;
name-server {
address;

}
no-multicast-echo;
no-redirects;
no-ping-record-route;
no-ping-time-stamp;
ntp {
authentication-key key-number type type value password;
boot-server address;
broadcast <address> <key key-number> <version value> <ttl value>;
broadcast-client;
multicast-client <address>;
peer address <key key-number> <version value> <prefer>;
source-address source-address;
server address <key key-number> <version value> <prefer>;
trusted-key [ key-numbers ];

}
ports {
auxiliary {
type terminal-type;

}
pic-console-authentication {
encrypted-password encrypted-password;
plain-text-password;
console {
insecure;
log-out-on-disconnect;
type terminal-type;
disable;

}
}
processes {
process--name (enable | disable) failover (alternate-media | other-routing-engine);
timeout seconds;
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}
}
radius-server server-address {
accounting-port port-number;
port port-number;
retry number;
secret password;
source-address source-address;
timeout seconds;

}
radius-options {
enhanced-accounting
password-protocolmschap-v2;
}
attributes {
nas-ip-address ip-address;

}
enhanced-accounting;
password-protocolmschap-v2;

}
root-authentication {
(encrypted-password “password” | plain-text-password);
ssh-rsa “public-key”;
ssh-dsa “public-key”;

}
(saved-core-context | no-saved-core-context);
saved-core-files saved-core-files;
scripts {
commit {
allow-transients;
file filename {
optional;
refresh;
refresh-from url;
source url;

}
traceoptions {
file <filename><filesnumber><size size><world-readable | no-world-readable>;
flag flag;
no-remote-trace;

}
op {
file filename {
arguments {
argument-name {
description descriptive-text;

}
}
command filename-alias;
description descriptive-text;
refresh;
refresh-from url;
source url;

}
refresh;
refresh-from url;
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}
telnet {
connection-limit limit;
rate-limit limit;

}
web-management {
http {
interfaces [ interface-names ];
port port;

}
https {
interfaces [ interface-names ];
local-certificate name;
port port;

}
session {
idle-timeout [ minutes ];
session-limit [ session-limit ];

}
}
xnm-clear-text {
connection-limit limit;
rate-limit limit;

}
xnm-ssl {
connection-limit limit;
local-certificate name;
rate-limit limit;

}
}
static-host-mapping {
hostname {
alias [ alias ];
inet [ address ];
sysid system-identifier;

}
}
syslog {
archive <files number> <size size> <world-readable | no-world-readable>;
console {
facility severity;

}
file filename {
facility severity;
archive <archive-sites {ftp-url <password password>}> <files number> <size size>
<start-time"YYYY-MM-DD.hh:mm"><transfer-intervalminutes><world-readable |
no-world-readable>;

explicit-priority;
match "regular-expression";
structured-data {
brief;

}
}
host (hostname | other-routing-engine | scc-master) {
facility severity;
explicit-priority;
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configuration-database

Syntax configuration-database {
virtual-memory-mapping {
process �e�g�d�X�Z�h�h�c�V�b�Z{
fixed-size �h�^�o�Z�@�7;
page-pooling-size �h�^�o�Z�@�7;

}
}
extend-size;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 13.2.

Description Increase the memory space available for the configuration database size per process,

as needed, by using virtual memory mapping and page-pooling. A fixed size can be

allocated for the initial portion of the database, and page-pooling can be configured to

allow the configuration database to use small amounts of virtual memory by swapping

pages in or out, as needed, for remaining process configurations that might temporarily

exceed the fixed memory database size that is allocated. Using this method, there is no

need to map the entire database into the virtual memory of the process. Only the most

recently used pages are pooled (pointed to) when accessed.

For i386 platforms on the M, MX, or T Series devices only, you can use the extend-size

option to increase the memory space available for the configuration database, per process,

up to 1.5 GB.

The remaining statements are explained separately.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring Virtual Memory for Process Configuration Data on page 76
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configuration-servers

Syntax configuration-servers {
url;

}

Hierarchy Level [edit system autoinstallation]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description For EX Series switches only, configure the URL address of a server from which to obtain

configuration files. Examples of URLs:

tftp://�]�d�h�i�c�V�b�Z/�e�V�i�]/�[�^�a�Z�c�V�b�Z

ftp://�j�h�Z�g�c�V�b�Z�/�e�g�d�b�e�i�5 �[�i�e�#�]�d�h�i�c�V�b�Z�#�c�Z�i/�[�^�a�Z�c�V�b�Z/

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Upgrading Software by Using Automatic Software Download

• Getting Started Guide for your router model

• autoinstallation on page 96

• idle-timeout

delta-export

Syntax delta-export;

Hierarchy Level [edit system commit]

Release Information Statement introduced in Junos OS Release 14.2.

Description Configure system commit to export only the changes made in the candidate configuration

instead of exporting the entire candidate configuration to the configuration database.

This helps to reduce the time taken to commit the configuration changes.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• commit on page 98

• System Management Configuration Statements on page 84
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domain-name

Syntax domain-name domain-name;

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure the name of the domain in which the router or switch is located. This is the

default domain name that is appended to hostnames that are not fully qualified.

Options domain-name—Name of the domain.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

� �G�Z�V�X�\�]�b�ò�V�9�c�a�V�]�b�C�V�a�Z�H�m�g�h�Z�a�H�Z�f�j�Z�f

domain-search

Syntax domain-search [ domain-list ];

Hierarchy Level [edit system],
[edit system services dhcp],
[edit system services dhcp],
[edit system services dhcp pool],
[edit system services dhcp static-binding]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure a list of domains to be searched.

Options domain-list—A list of domain names to search. The list can contain up to six domain

names, with a total of up to 256 characters.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

� �G�Z�V�X�\�]�b�ò�V�9�c�a�V�]�b�C�V�a�Z�H�m�g�h�Z�a�H�Z�f�j�Z�f
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dump-device

Syntax dump-device {
compact-flash;
removable-compact-flash;
usb;

}

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the medium used for storing memory snapshots of system failure. When you

specify the storage and an operating system fails, the operating system writes a snapshot

of the state of the router when it failed to the storage medium. When the operating

system is rebooted, the storage device is checked for a snapshot. If found, the snapshot

of memory is written to the /var/crash directory on the router and can be examined by

Juniper Networks customer support to help determine the cause of failure.

If the swap partition on the device medium is not large enough for the system memory

snapshot, the snapshot is not successfully written to the directory. Use the requestsystem

snapshot command to specify the swap partition.

Options compact-flash—The primary CompactFlash card.

removable-compact-flash—The CompactFlash card on the front of the router as the

system software failure memory snapshot device.

usb—The device attached to the universal serial bus (USB) port.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Getting Started Guide for your router model
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re0 or re1 group contains at a minimum the configuration for the hostname and the

management interface (fxp0). If each Routing Engine uses a different management

interface, the group also should contain the configuration for the backup router and

static routes.

(Routing matrix only) The TX Matrix router supports group names for the Routing

Engines in each connected T640 router in the following formats:

NOTE: Themanagement Ethernet interface used for the TXMatrix Plus
router,T1600routers ina routingmatrix, andPTXSeriesPacketTransport
Routers, isem0. JunosOSautomaticallycreates the router’smanagement

Ethernet interface, em0.

• lcc�c-re0—Configuration statements applied to the Routing Engine in slot 0 of the

specified T640 router that is connected to a TX Matrix router.

• lcc�c-re1—Configuration statements applied to the specified to the Routing Engine

in slot 1 of the specified T640 router that is connected to a TX Matrix router.

�c identifies the T640 router and can be from 0 through 3.

The remaining statements are explained separately.

Required Privilege
Level

configure—To enter configuration mode.

Related
Documentation

• Creating a Junos OS Configuration Group

• apply-groups

• apply-groups-except
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host-name

Syntax host-name hostname;

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Set the hostname of the router or switch.

Options hostname—Name of the router or switch.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Understanding Hostnames

• Configuring the Hostname of a Router or Switch by Using a Configuration Group

inet6-backup-router

Syntax inet6-backup-router address <destination destination-address>;

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Set a default router (running IP version 6 [IPv6]) to use while the local router or switch

(running IPv6) is booting and if the routing protocol processes fail to start. The Junos OS

removes the route to this router or switch as soon as the software starts.

Options address—Address of the default router.

destinationdestination-address—(Optional) Destination address that is reachable through

the backup router. You can include this option to achieve network reachability while

loading, configuring, and recovering the router or switch, but without the risk of

installing a default route in the forwarding table.

Default: All hosts (default route) are reachable through the backup router.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring a Backup Router
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location (System)

Syntax location {
altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata transport-area;
latitude degrees;
longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;
vcoord vertical-coordinate;

}

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure the system location in various formats.

Options altitude feet—Number of feet above sea level.

building name—Name of building. The name of the building can be 1 to 28 characters in

length. If the string contains spaces, enclose it in quotation marks (" ").

country-code code—Two-letter country code.

floor number—Floor in the building.

hcoord horizontal-coordinate—Bellcore Horizontal Coordinate.

lata transport-area—Local Access Transport Area.

latitude degrees—Latitude in degree format.

longitude degrees—Longitude in degree format.

npa-nxx number—First six digits of the phone number (area code and exchange).

postal-code postal-code—Postal code.

rack number—Rack number.

vcoord vertical-coordinate—Bellcore Vertical Coordinate.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.
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message

Syntax message text;

Hierarchy Level [edit system login]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Description Configure a system login message. This message appears before a user logs in.

You can format the message using the following special characters:

• \n—New line

• \t—Horizontal tab

• \'—Single quotation mark

• \"—Double quotation mark

• \\—Backslash

Options text—Text of the message.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration

Related
Documentation

• �8�c�b�[�]�ò�i�f�]�b�ò�h�\�Z�?�i�b�c�g�D�H�h�c�9�]�g�d�`�V�m�V�H�m�g�h�Z�a�A�c�ò�]�b�B�Z�g�g�V�ò�Z

• announcement on page 92
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mirror-flash-on-disk

Syntax mirror-flash-on-disk;

Hierarchy Level [edit system]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the hard disk to automatically mirror the contents of the CompactFlash card.

The hard disk maintains a synchronized mirror copy of the CompactFlash card contents.

Data written to the CompactFlash card is simultaneously updated in the mirrored copy

of the hard disk. If the CompactFlash card fails to read data, the hard disk automatically

retrieves its mirrored copy of the CompactFlash card.

CAUTION: We recommend that you disable flash disk mirroring when you
upgrade or downgrade the router.

You cannot issue the request system snapshot commandwhile the

mirror-flash-on-disk statement is enabled.

NOTE: After youhaveenabledordisabled themirror-flash-on-diskstatement,

youmust reboot the router for your changes to take effect. To reboot, issue
the request system reboot command.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Configuring Automatic Mirroring of the CompactFlash Card on the Hard Disk Drive on

page 58
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persist-groups-inheritance

Syntax persist-groups-inheritance;

Hierarchy Level [edit system commit]

Release Information Statement introduced in Junos OS Release 13.2.

Description Configure this option to improve commit performance for systems that use many

configuration groups that use wildcards. This option causes the full inheritance paths of

the configuration groups to be built in the database instead of in the process memory.

Options There are no options for this configuration.

Required Privilege
Level

admin—To view this statement in the configuration.

admin-control—To add this statement to the configuration.

Related
Documentation

• �>�a�d�f�c�j�]�b�ò�8�c�a�a�]�h�I �]�a�Z�L �\�Z�b�J�g�]�b�ò�8�c�b�[�]�ò�i�f�V�h�]�c�b�<�f�c�i�d�g
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proxy (System)

Syntax proxy {
server (hostname | ip-address);
port port-number;
username username;
password password;

}

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.4.

Description Configure the proxy server properties for a device.

The remaining statements are explained separately.

Required Privilege
Level

system—To view this statement in the configuration.

system-control—To add this statement to the configuration.

Related
Documentation

• Example: Configuring a Proxy Server for License Updates on page 55
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CHAPTER 8

�;�^�a�Z�B�V�c�V�\�Z�b�Z�c�i�8�d�b�b�V�c�Y�h

• file archive

• file checksum md5

• file checksum sha1

• file checksum sha-256

• file compare

• file copy

• file delete

• file list

• file rename

• file show

143Copyright © 2016, Juniper Networks, Inc.



























Copy a File from a TXMatrix Plus Router to a T1600 Router Connected to the TXMatrix Plus

The following sample command copies a text file from Routing Engine 1 on the

switch-fabric chassis sfc0 to Routing Engine 1 on the line-card chassis lcc0:

user@host> file copy sfc0-re1:/tmp/sample.txt lcc0-re1:/var/tmp

Copy a File Using File Transfer Protocol

To use anonymous FTP to copy a local file to a remote system, enter the following

command:

user@host> file copy filename ftp://hostname/filename

In the following example, /config/juniper.conf is the local file and hostname is the FTP

server:

user@host> file copy /config/juniper.confftp://hostname/juniper.conf
Receiving ftp: //hostname/juniper.conf (2198 bytes): 100% 
2198 bytes transferred in 0.0 seconds (2.69 MBps)

Copy a File Using File Transfer Protocol and Requiring a Password

To use FTP where you require more privacy and are prompted for a password, enter the

following command:

root@host> file copy filename ftp://user@hostname/filename

In the following example, /config/juniper.conf is the local file and hostname is the FTP

server:

root@host> file copy /config/juniper.conf ftp://user@hostname/juniper.conf
Password for user@hostname: ******
Receiving ftp: //user@hostname/juniper.conf (2198 bytes): 100%
2198 bytes transferred in 0.0 seconds (2.69 MBps)

Copy a File Using Secure Copy Protocol (scp)

To use scp to copy a local file to a remote system, enter the following command:

root@host> file copy filename scp://user@hostname/path/filename

In the following example, /config/juniper.conf is the local file, user is the username, and

ssh-host is the scp server:

root@host> file copy /config/juniper.conf scp://user@ssh-host/tmp/juniper.conf
user@ssh-host's password: ******
juniper.conf         100% 
|*********************************************************************************|
  2198       00:00
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request system configuration rescue delete

Syntax request system configuration rescue delete

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Delete an existing rescue configuration.

NOTE: The [edit system configuration] hierarchy is not available on QFabric

systems.

Options This command has no options.

Required Privilege
Level

maintenance

Related
Documentation

request system configuration rescue save on page 174•

• request system software rollback

• show system commit on page 444

List of Sample Output request system configuration rescue delete on page 173

Output Fields This command produces no output.

Sample Output

request system configuration rescue delete

user@host> request system configuration rescue delete
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Replace number with the following values depending on the LCC configuration:

• 0 through 3, when T640 routers are connected to a TX Matrix router in a routing

matrix.

• 0 through 3, when T1600 routers are connected to a TX Matrix Plus router in a

routing matrix.

• 0 through 7, when T1600 routers are connected to a TX Matrix Plus router with 3D

SIBs in a routing matrix.

• 0, 2, 4, or 6, when T4000 routers are connected to a TX Matrix Plus router with

3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Halt the local Virtual

Chassis member.

inminutes—(Optional) Number of minutes from now to stop the software. This option

is an alias for the at +minutes option.

media (compact-flash | disk)—(Optional) Boot medium for the next boot.

media (external | internal)—(EX Series and QFX Series switches and MX Series routers

only) (Optional) Halt the boot media:

• external—Halt the external mass storage device.

• internal—Halt the internal flash device.

membermember-id—(EX4200 switches and MX Series routers only) (Optional) Halt the

specified member of the Virtual Chassis configuration. For EX4200 switches, replace

member-id with a value from 0 through 9. For an MX Series Virtual Chassis, replace

member-id with a value of 0 or 1.

message "text"—(Optional) Message to display to all system users before stopping the

software.

other-routing-engine—(Optional) Halt the other Routing Engine from which the command

is issued. For example, if you issue the command from the master Routing Engine,

the backup Routing Engine is halted. Similarly, if you issue the command from the

backup Routing Engine, the master Routing Engine is halted.

scc—(TX Matrix routers only) (Optional) Halt the TX Matrix router (or switch-card chassis).

sfc number—(TX Matrix Plus routers only) (Optional) Halt the TX Matrix Plus router (or

switch-fabric chassis). Replace number with 0.

slice slice—(EX Series and QFX Series switches only) (Optional) Halt a partition on the

boot media. This option has the following suboptions:

• 1—Halt partition 1.

• 2—Halt partition 2.

• alternate—Reboot from the alternate partition.
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request system logout

Syntax �g�Z�f�j�Z�h�i �h�n�h�i�Z�b �a�d�\�d�j�i ���e�^�Y�e�^�Y�q�i�Z�g�b�^�c�V�a�i�Z�g�b�^�c�V�a�q�j�h�Z�g�j�h�Z�g�c�V�b�Z��
�1�V�a�a�3

Release Information Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Log out users from the router or switch and the configuration database. If a user held the

configure exclusive lock, this command clears the exclusive lock.

Options all—(Optional) Log out all sessions owned by a particular PID, terminal session, or user.

(On a TX Matrix or TX Matrix Plus router, this command is broadcast to all chassis.)

pid pid—Log out the user session using the specified management process identifier

(PID). The PID type must be management process.

terminal terminal—Log out the user for the specified terminal session.

user username—Log out the specified user.

Required Privilege
Level

configure

Related
Documentation

Log a User Out of the Router•

List of Sample Output request system logout on page 184

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output

request system logout

user@host> request system logout user tammy all
Connection closed by foreign host.
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Sample Output

request system power-off

user@host> request system power-off message “This router will be powered off in 30minutes.
Please save your data and log out immediately.”
warning: This command will not halt the other routing-engine.
If planning to switch off power, use the both-routing-engines option.
Power Off the system ? [yes,no] (no) yes 

*** FINAL System shutdown message from remote@nutmeg ***                     
System going down IMMEDIATELY                                                  

This router will be powered off in 30 minutes. Please save your data and log out
immediately.                                                                 

Shutdown NOW!
[pid 5177]
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request system reboot

List of Syntax Syntax on page 194

Syntax (EX Series Switches) on page 194

Syntax (TX Matrix Router) on page 194

Syntax (TX Matrix Plus Router) on page 194

Syntax (MX Series Router) on page 194

Syntax �g�Z�f�j�Z�h�i �h�n�h�i�Z�b �g�Z�W�d�d�i
�1�V�i �i�^�b�Z�3
�1�W�d�i�]�"�g�d�j�i�^�c�\�"�Z�c�\�^�c�Z�h�3
�1�^�c�b�^�c�j�i�Z�h�3
�1�b�Z�Y�^�V���X�d�b�e�V�X�i�"�[�a�V�h�]�q�Y�^�h�`�q�g�Z�b�d�k�V�W�a�Z�"�X�d�b�e�V�X�i�"�[�a�V�h�]�q�j�h�W���3
�1�b�Z�h�h�V�\�Z���i�Z�m�i���3
�1�d�i�]�Z�g�"�g�d�j�i�^�c�\�"�Z�c�\�^�c�Z�3

Syntax (EX Series
Switches)

�g�Z�f�j�Z�h�i �h�n�h�i�Z�b �g�Z�W�d�d�i
�1�V�a�a�"�b�Z�b�W�Z�g�h�3
�1�V�i �i�^�b�Z�3
�1�W�d�i�]�"�g�d�j�i�^�c�\�"�Z�c�\�^�c�Z�h�3
�1�^�c�b�^�c�j�i�Z�h�3
�1�a�d�X�V�a�3
�1�b�Z�Y�^�V���Z�m�i�Z�g�c�V�a�q�^�c�i�Z�g�c�V�a���3
�1�b�Z�b�W�Z�g�b�Z�b�W�Z�g�"�^�Y�3
�1�b�Z�h�h�V�\�Z���i�Z�m�i���3
�1�d�i�]�Z�g�"�g�d�j�i�^�c�\�"�Z�c�\�^�c�Z�3
�1�h�a�^�X�Z�h�a�^�X�Z�3

Syntax (TXMatrix
Router)

�g�Z�f�j�Z�h�i �h�n�h�i�Z�b �g�Z�W�d�d�i
�1�V�a�a�"�X�]�V�h�h�^�h�q�V�a�a�"�a�X�X�q�a�X�X�c�j�b�W�Z�g�q�h�X�X�3
�1�V�i �i�^�b�Z�3
�1�W�d�i�]�"�g�d�j�i�^�c�\�"�Z�c�\�^�c�Z�h�3
�1�^�c�b�^�c�j�i�Z�h�3
�1�b�Z�Y�^�V���X�d�b�e�V�X�i�"�[�a�V�h�]�q�Y�^�h�`���3
�1�b�Z�h�h�V�\�Z���i�Z�m�i���3
�1�d�i�]�Z�g�"�g�d�j�i�^�c�\�"�Z�c�\�^�c�Z�3

Syntax(TXMatrixPlus
Router)

�g�Z�f�j�Z�h�i �h�n�h�i�Z�b �g�Z�W�d�d�i
�1�V�a�a�"�X�]�V�h�h�^�h�q�V�a�a�"�a�X�X�q�a�X�X�c�j�b�W�Z�g�q�h�[�X�c�j�b�W�Z�g�3
�1�V�i �i�^�b�Z�3
�1�W�d�i�]�"�g�d�j�i�^�c�\�"�Z�c�\�^�c�Z�h�3
�1�^�c�b�^�c�j�i�Z�h�3
�1�b�Z�Y�^�V���X�d�b�e�V�X�i�"�[�a�V�h�]�q�Y�^�h�`���3
�1�b�Z�h�h�V�\�Z���i�Z�m�i���3
�1�d�i�]�Z�g�"�g�d�j�i�^�c�\�"�Z�c�\�^�c�Z�3
�1�e�V�g�i�^�i�^�d�c���&�q�' �q�V�a�i�Z�g�c�V�i�Z���3

Syntax (MX Series
Router)

�g�Z�f�j�Z�h�i �h�n�h�i�Z�b �g�Z�W�d�d�i
�1�V�a�a�"�b�Z�b�W�Z�g�h�3
�1�V�i �i�^�b�Z�3
�1�W�d�i�]�"�g�d�j�i�^�c�\�"�Z�c�\�^�c�Z�h�3
�1�^�c�b�^�c�j�i�Z�h�3
�1�a�d�X�V�a�3
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validate—(Optional) Validate the software package or bundle against the current

configuration as a prerequisite to adding the software package or bundle. This is the

default behavior when the software package or bundle being added is a different

release.

NOTE: The validate option only works on systems that do not have

graceful-switchover (GRES) enabled. To use the validate option on a

systemwithGRES,eitherdisableGRESfor thedurationof the installation,
or install using thecommand requestsystemsoftware in-service-upgrade,

which requires nonstop active routing (NSR) to be enabled when using
GRES.

version version-string—(Junos Fusion only) (Optional) Associate a satellite software

package with a satellite software upgrade group by selecting the satellite software

package’s version. This option can only be used if the specified version of the satellite

software has previously been installed on the aggregation device.

Additional Information Before upgrading the software on the router or switch, when you have a known stable

system, issue the request system snapshot command to back up the software, including

the configuration, to the /altroot and /altconfig file systems. After you have upgraded

the software on the router or switch and are satisfied that the new package or bundle is

successfully installed and running, issue the request system snapshot command again

to back up the new software to the /altroot and /altconfig file systems.

NOTE: The request system snapshot command is currently not supported on

the QFabric system. Also, you cannot add or install multiple packages on a
QFabric system.

After you run the request system snapshot command, you cannot return to the previous

version of the software, because the running and backup copies of the software are

identical.

If you are upgrading more than one package at the same time, delete the operating

system package, jkernel, last. Add the operating system package, jkernel, first and the

routing software package, jroute, last. If you are upgrading all packages at once, delete

and add them in the following order:

user@host> request system software add /var/tmp/jbase
user@host> request system software add /var/tmp/jkernel
user@host> request system software add /var/tmp/jpfe
user@host> request system software add /var/tmp/jdocs
user@host> request system software add /var/tmp/jroute
user@host> request system software add /var/tmp/jcrypto

By default, when you issue the request system software add package-name command on

a TX Matrix master Routing Engine, all the T640 master Routing Engines that are
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show chassis hardware (MX960 Router with Bidirectional Optics) on page 261
show chassis hardware (MX960 Router with EnhancedMX SCB) on page 262
showchassis hardwaremodels (MX960RouterwithEnhancedMXSCB)onpage264
show chassis hardware (MX960 Router with MPC5EQ) on page 265
show chassis hardware detail (MX960 Router) on page 267
show chassis hardware detail (MX960 Router with MPC5EQ) on page 268
show chassis hardware extensive (MX960 Router with MPC5EQ) on page 271
show chassis hardwaremodels (MX960 Router with MPC5EQ) on page 279
show chassis hardware clei-models (MX960 Router with MPC5EQ) on page 280
show chassis hardware (MX2010 Router) on page 281
show chassis hardware detail (MX2010 Router) on page 283
show chassis hardware extensive (MX2010 Router) on page 288
show chassis hardwaremodels (MX2010 Router) on page 293
show chassis hardware clei-models (MX2010 Routers) on page 294
show chassis hardware (MX2010 Routers with MPC6E andOTNMIC) on page 294
showchassishardwaredetail (MX2010RouterswithMPC6EandOTNMIC)onpage296
show chassis hardware extensive (MX2010 Routers with MPC6E andOTN
MIC) on page 298
show chassis hardware (MX2020 Router) on page 303
show chassis hardware detail (MX2020 Router) on page 312
show chassis hardwaremodels (MX2020 Router) on page 320
show chassis hardware clei-models (MX2020 Router) on page 322
show chassis hardware (MX2020 Router with MPC5EQ andMPC6E) on page 323
showchassishardwaredetail (MX2020RouterwithMPC5EQandMPC6E)onpage328
show chassis hardware extensive (MX2020 Router with MPC5EQ and
MPC6E) on page 329
show chassis hardwaremodels (MX2020 Routers with MPC5EQ and
MPC6E) on page 335
show chassis hardware clei-models (MX2020 Router with MPC5EQ and
MPC6E) on page 336
show chassis hardware (MX Series routers with ATMMIC) on page 337
show chassis hardware (MX240, MX480, MX960 routers with Application Services
Modular Line Card) on page 337
show chassis hardware extensive (MX240, MX480, MX960 routers with Application
Services Modular Line Card) on page 338
show chassis hardware (MX480 Router with MPC4E) on page 339
show chassis hardware (MX2020 Router with MPC4E) on page 340
show chassis hardware (MX5, MX10, MX40, MX80, MX240, MX480, andMX960
routers with Enhanced 20-port Gigabit Ethernet MIC) on page 341
show chassis hardwaremodels (MX5, MX10, MX40, MX80, MX240, MX480, and
MX960 routers with Enhanced 20-port Gigabit Ethernet MIC) on page 342
show chassis hardware (T320 Router) on page 342
show chassis hardware (T640 Router) on page 344
show chassis hardwaremodels (T640 Router) on page 344
show chassis hardware extensive (T640 Router) on page 345
show chassis hardware (T4000 Router) on page 346
show chassis hardware (T4000 Router with 16 GB line card chassis (LCC) Routing
Engine) on page 347
show chassis hardware (T4000 Router with LSR FPC) on page 348
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show chassis hardware extensive (MX Routers with Media Services Blade
[MSB]) on page 394
show chassis hardware (QFX3500 Switch running Enhanced Layer 2
Software) on page 396
show chassis hardware (QFX5100 Switch running Enhanced Layer 2
Software) on page 396

Output Fields Table 8 on page 228 lists the output fields for theshowchassishardwarecommand. Output

fields are listed in the approximate order in which they appear.

Table 8: show chassis hardware Output Fields

Level of OutputField DescriptionField Name

All levelsChassis component:

� (EX Series switches)—Information about the chassis, Routing Engine (SRE
and Routing Engine modules in EX8200 switches), power supplies, fan trays,
and LCD panel. Also displays information about Flexible PIC Concentrators
(FPCs) and associated Physical Interface Cards (PICs). Information about
the backplane, midplane, and SIBs (SF modules) is displayed for EX8200
switches. See �:�M�H�Z�f�]�Z�g�H�k�]�h�X�\�Z�g�=�V�f�Y�k�V�f�Z�V�b�Y�8�A�>�I�Z�f�a�]�b�c�`�c�ò�m�B�V�d�d�]�b�ò.

� (MX Series routers and EX Series switches)—Information about the backplane,
Routing Engine, Power Entry Modules (PEMs), and fan trays. Also displays
information about Flexible PIC Concentrators (FPCs) and associated Physical
Interface Cards (PICs), Modular Port Concentrators (MPCs) and associated
Modular Interface Cards (MICs), or Dense Port Concentrators (DPCs). MX80
routers have a single Routing Engine and a built-in Packet Forwarding Engine
that attaches directly to MICs. The Packet Forwarding Engine has two
“pseudo” FPCs (FPC 0 and FPC1). MX80 routers also have a Forwarding
Engine Board (FEB). MX104 routers have a built-in Packet forwarding Engine
and a Forwarding Engine Board (FEB). The Packet Forwarding Engine of the
MX104 router has three “pseudo” FPCs (FPC0, FPC1, and FPC2).

� (M Series routers, except for the M320 router)—Information about the
backplane; power supplies; fan trays; Routing Engine; maxicab (the connection
between the Routing Engine and the backplane, for the M40 router only);
SCB, SSB, SFM, or FEB; MCS and PCG (for the M160 router only); each FPC
and PIC; and each fan, blower, and impeller.

� (M120, M320, and T Series routers)—Information about the backplane, power
supplies, fan trays, midplane, FPM (craft interface), CIP, PEM, SCG, CB, FPC,
PIC, SFP, SPMB, and SIB.

� (QFX Series)—Information about the chassis, Pseudo CB, Routing Engine,
power supplies, fan trays, Interconnect devices, and Node devices. Also
displays information about Flexible PIC Concentrators (FPCs) and associated
Physical Interface Cards (PICs).

� (PTX Series)—Information about the chassis, midplane, craft interface (FPM),
power distribution units (PDUs) and Power Supply Modules (PSMs),
Centralized Clock Generators (CCGs), Routing Engines, Control Boards (CBs)
and Switch Processor Mezzanine Boards (SPMBs), Flexible PIC Concentrators
(FPCs), PICs, Switch Interface Boards (SIBs), and fan trays (vertical and
horizontal).

� (MX2010 and MX2020 routers)—Information about the chassis, midplane,
craft interface (FPM), power midplane (PMP), Power Supply Modules (PSMs),
Power Distribution Modules (PDMs), Routing Engines, Control Boards (CBs)
and Switch Processor Mezzanine Boards (SPMBs), Switch Fabric Boards
(SFBs), Flexible PIC Concentrators (FPCs), PICs, adapter cards (ADCs) and
fan trays.

Item
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show chassis hardware (MX2010 Router)

user@host > show chassis hardware
Hardware inventory:
Item             Version  Part number  Serial number     Description
Chassis                                JN11E3217AFK      MX2010
Midplane         REV 01   750-044636   ABAB8506          Lower Backplane
Midplane 1       REV 01   711-044557   ZY8296            Upper Backplane
PMP              REV 03   711-032426   ACAJ1388          Power Midplane
FPM Board        REV 06   711-032349   ZX8744            Front Panel Display
PSM 4            REV 0C   740-033727   VK00254           DC 52V Power Supply 
Module
PSM 5            REV 0B   740-033727   VG00015           DC 52V Power Supply 
Module
PSM 6            REV 0B   740-033727   VH00097           DC 52V Power Supply 
Module
PSM 7            REV 0C   740-033727   VJ00151           DC 52V Power Supply 
Module
PSM 8            REV 0C   740-033727   VJ00149           DC 52V Power Supply 
Module
PDM 0            REV 0B   740-038109   WA00008           DC Power Dist Module
PDM 1            REV 0B   740-038109   WA00014           DC Power Dist Module
Routing Engine 0 REV 02   740-041821   9009094134        RE-S-1800x4
Routing Engine 1 REV 02   740-041821   9009094141        RE-S-1800x4
CB 0             REV 08   750-040257   CAAB3491          Control Board
CB 1             REV 08   750-040257   CAAB3489          Control Board
SPMB 0           REV 02   711-041855   CAAA6135          PMB Board
SPMB 1           REV 02   711-041855   CAAA6137          PMB Board
SFB 0            REV 06   711-032385   ZV1828            Switch Fabric Board
SFB 1            REV 07   711-032385   ZZ2568            Switch Fabric Board
SFB 2            REV 07   711-032385   ZZ2563            Switch Fabric Board
SFB 3            REV 07   711-032385   ZZ2564            Switch Fabric Board
SFB 4            REV 07   711-032385   ZZ2580            Switch Fabric Board
SFB 5            REV 07   711-032385   ZZ2579            Switch Fabric Board
SFB 6            REV 07   711-032385   CAAB4882          Switch Fabric Board
SFB 7            REV 07   711-032385   CAAB4898          Switch Fabric Board
FPC 0            REV 33   750-028467   CAAB1919          MPC 3D 16x 10GE
  CPU            REV 11   711-029089   CAAB7174          AMPC PMB
  PIC 0                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   AMH02RE           SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   AMH038C           SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   AMH0390           SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AMG0SUA           SFP+-10G-SR
  PIC 1                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   AMH0579           SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   AMG0SGP           SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   AMH04SV           SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AMH04X3           SFP+-10G-SR
  PIC 2                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   AMH0135           SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   AMH02NC           SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   AMH02XB           SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AMH02PN           SFP+-10G-SR
  PIC 3                   BUILTIN      BUILTIN           4x 10GE(LAN) SFP+
    Xcvr 0       REV 01   740-021308   AMH057Y           SFP+-10G-SR
    Xcvr 1       REV 01   740-021308   AMG0JHE           SFP+-10G-SR
    Xcvr 2       REV 01   740-021308   AMH02HT           SFP+-10G-SR
    Xcvr 3       REV 01   740-021308   AMH04V4           SFP+-10G-SR
FPC 1            REV 21   750-033205   ZG5027            MPC Type 3
  CPU            REV 04   711-035209   YT4780            HMPC PMB 2G 
  MIC 0          REV 03   750-033307   ZV6299            10X10GE SFPP
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psd1-re0:
--------------------------------------------------------------------------
Hostname: china
Model: t640
JUNOS Base OS boot [9.1I20080311_1959_builder]
JUNOS Base OS Software Suite [9.1-20080321.0]
JUNOS Kernel Software Suite [9.1-20080321.0]
JUNOS Crypto Software Suite [9.1-20080321.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [9.1-20080321.0]
JUNOS Packet Forwarding Engine Support (T-series) [9.1-20080321.0]
JUNOS Online Documentation [9.1-20080321.0]
JUNOS Routing Software Suite [9.1-20080321.0]
labpkg [7.0]

show version (TXMatrix Plus Router)

user@host> show version
sfc0-re0:
--------------------------------------------------------------------------
Hostname: host
Model: txp
JUNOS Base OS boot [12.3-20121019.0]
JUNOS Base OS Software Suite [12.3-20121019.0]
JUNOS Kernel Software Suite [12.3-20121019.0]
JUNOS Crypto Software Suite [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (T-Series) [12.3-20121019.0]
JUNOS Online Documentation [12.3-20121019.0]
JUNOS Services AACL Container package [12.3-20121019.0]
JUNOS Services Application Level Gateways [12.3-20121019.0]
JUNOS AppId Services [12.3-20121019.0]
JUNOS Border Gateway Function package [12.3-20121019.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[12.3-20121019.0]
JUNOS Services HTTP Content Management package [12.3-20121019.0]
JUNOS IDP Services [12.3-20121019.0]
JUNOS Services LL-PDF Container package [12.3-20121019.0]
JUNOS Services NAT [12.3-20121019.0]
JUNOS Services PTSP Container package [12.3-20121019.0]
JUNOS Services RPM [12.3-20121019.0]
JUNOS Services Stateful Firewall [12.3-20121019.0]
JUNOS Voice Services Container package [12.3-20121019.0]
JUNOS Services Example Container package [12.3-20121019.0]
JUNOS Services Crypto [12.3-20121019.0]
JUNOS Services SSL [12.3-20121019.0]
JUNOS Services IPSec [12.3-20121019.0]
JUNOS Runtime Software Suite [12.3-20121019.0]
JUNOS Routing Software Suite [12.3-20121019.0]

lcc0-re0:
--------------------------------------------------------------------------
Hostname: host1
Model: t1600
JUNOS Base OS boot [12.3-20121019.0]
JUNOS Base OS Software Suite [12.3-20121019.0]
JUNOS Kernel Software Suite [12.3-20121019.0]
JUNOS Crypto Software Suite [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (T-Series) [12.3-20121019.0]
JUNOS Online Documentation [12.3-20121019.0]
JUNOS Services AACL Container package [12.3-20121019.0]
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JUNOS Services Application Level Gateways [12.3-20121019.0]
JUNOS AppId Services [12.3-20121019.0]
JUNOS Border Gateway Function package [12.3-20121019.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[12.3-20121019.0]
JUNOS Services HTTP Content Management package [12.3-20121019.0]
JUNOS IDP Services [12.3-20121019.0]
JUNOS Services LL-PDF Container package [12.3-20121019.0]
JUNOS Services NAT [12.3-20121019.0]
JUNOS Services PTSP Container package [12.3-20121019.0]
JUNOS Services RPM [12.3-20121019.0]
JUNOS Services Stateful Firewall [12.3-20121019.0]
JUNOS Voice Services Container package [12.3-20121019.0]
JUNOS Services Example Container package [12.3-20121019.0]
JUNOS Services Crypto [12.3-20121019.0]
JUNOS Services SSL [12.3-20121019.0]
JUNOS Services IPSec [12.3-20121019.0]
JUNOS Runtime Software Suite [12.3-20121019.0]
JUNOS Routing Software Suite [12.3-20121019.0]

lcc1-re0:
--------------------------------------------------------------------------
Hostname: host2
Model: t1600
JUNOS Base OS boot [12.3-20121019.0]
JUNOS Base OS Software Suite [12.3-20121019.0]
JUNOS Kernel Software Suite [12.3-20121019.0]
JUNOS Crypto Software Suite [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (T-Series) [12.3-20121019.0]
JUNOS Online Documentation [12.3-20121019.0]
JUNOS Services AACL Container package [12.3-20121019.0]
JUNOS Services Application Level Gateways [12.3-20121019.0]
JUNOS AppId Services [12.3-20121019.0]
JUNOS Border Gateway Function package [12.3-20121019.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[12.3-20121019.0]
JUNOS Services HTTP Content Management package [12.3-20121019.0]
JUNOS IDP Services [12.3-20121019.0]
JUNOS Services LL-PDF Container package [12.3-20121019.0]
JUNOS Services NAT [12.3-20121019.0]
JUNOS Services PTSP Container package [12.3-20121019.0]
JUNOS Services RPM [12.3-20121019.0]
JUNOS Services Stateful Firewall [12.3-20121019.0]
JUNOS Voice Services Container package [12.3-20121019.0]
JUNOS Services Example Container package [12.3-20121019.0]
JUNOS Services Crypto [12.3-20121019.0]
JUNOS Services SSL [12.3-20121019.0]
JUNOS Services IPSec [12.3-20121019.0]
JUNOS Runtime Software Suite [12.3-20121019.0]
JUNOS Routing Software Suite [12.3-20121019.0]

lcc2-re0:
--------------------------------------------------------------------------
Hostname: host3
Model: t1600
JUNOS Base OS boot [12.3-20121019.0]
JUNOS Base OS Software Suite [12.3-20121019.0]
JUNOS Kernel Software Suite [12.3-20121019.0]
JUNOS Crypto Software Suite [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [12.3-20121019.0]
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JUNOS Packet Forwarding Engine Support (T-Series) [12.3-20121019.0]
JUNOS Online Documentation [12.3-20121019.0]
JUNOS Services AACL Container package [12.3-20121019.0]
JUNOS Services Application Level Gateways [12.3-20121019.0]
JUNOS AppId Services [12.3-20121019.0]
JUNOS Border Gateway Function package [12.3-20121019.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[12.3-20121019.0]
JUNOS Services HTTP Content Management package [12.3-20121019.0]
JUNOS IDP Services [12.3-20121019.0]
JUNOS Services LL-PDF Container package [12.3-20121019.0]
JUNOS Services NAT [12.3-20121019.0]
JUNOS Services PTSP Container package [12.3-20121019.0]
JUNOS Services RPM [12.3-20121019.0]
JUNOS Services Stateful Firewall [12.3-20121019.0]
JUNOS Voice Services Container package [12.3-20121019.0]
JUNOS Services Example Container package [12.3-20121019.0]
JUNOS Services Crypto [12.3-20121019.0]
JUNOS Services SSL [12.3-20121019.0]
JUNOS Services IPSec [12.3-20121019.0]
JUNOS Runtime Software Suite [12.3-20121019.0]
JUNOS Routing Software Suite [12.3-20121019.0]

lcc3-re0:
--------------------------------------------------------------------------
Hostname: host4                        
Model: t1600
JUNOS Base OS boot [12.3-20121019.0]
JUNOS Base OS Software Suite [12.3-20121019.0]
JUNOS Kernel Software Suite [12.3-20121019.0]
JUNOS Crypto Software Suite [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [12.3-20121019.0]
JUNOS Packet Forwarding Engine Support (T-Series) [12.3-20121019.0]
JUNOS Online Documentation [12.3-20121019.0]
JUNOS Services AACL Container package [12.3-20121019.0]
JUNOS Services Application Level Gateways [12.3-20121019.0]
JUNOS AppId Services [12.3-20121019.0]
JUNOS Border Gateway Function package [12.3-20121019.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[12.3-20121019.0]
JUNOS Services HTTP Content Management package [12.3-20121019.0]
JUNOS IDP Services [12.3-20121019.0]
JUNOS Services LL-PDF Container package [12.3-20121019.0]
JUNOS Services NAT [12.3-20121019.0]
JUNOS Services PTSP Container package [12.3-20121019.0]
JUNOS Services RPM [12.3-20121019.0]
JUNOS Services Stateful Firewall [12.3-20121019.0]
JUNOS Voice Services Container package [12.3-20121019.0]
JUNOS Services Example Container package [12.3-20121019.0]
JUNOS Services Crypto [12.3-20121019.0]
JUNOS Services SSL [12.3-20121019.0]
JUNOS Services IPSec [12.3-20121019.0]
JUNOS Runtime Software Suite [12.3-20121019.0]
JUNOS Routing Software Suite [12.3-20121019.0]

�h�]�d�l �k�Z�g�h�^�d�c���I �M�B�V�i�g�^�m�E�a�j�h �G�d�j�i�Z�g�l�^�i�] �(�9 �H�>�7�h��

user@host>�h�]�d�l �k�Z�g�h�^�d�c
sfc0-re0:
--------------------------------------------------------------------------
Hostname: sfc0
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Model: txp
JUNOS Base OS boot [13.1-20130306.0]
JUNOS Base OS Software Suite [13.1-20130306.0]
JUNOS Kernel Software Suite [13.1-20130306.0]
JUNOS Crypto Software Suite [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (T-Series) [13.1-20130306.0]
JUNOS Online Documentation [13.1-20130306.0]
JUNOS Services AACL Container package [13.1-20130306.0]
JUNOS Services Application Level Gateways [13.1-20130306.0]
JUNOS AppId Services [13.1-20130306.0]
JUNOS Border Gateway Function package [13.1-20130306.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[13.1-20130306.0]
JUNOS Services HTTP Content Management package [13.1-20130306.0]
JUNOS IDP Services [13.1-20130306.0]
JUNOS Services Jflow Container package [13.1-20130306.0]
JUNOS Services LL-PDF Container package [13.1-20130306.0]
JUNOS Services MobileNext Software package [13.1-20130306.0]
JUNOS Services Mobile Subscriber Service Container package [13.1-20130306.0]
JUNOS Services NAT [13.1-20130306.0]
JUNOS Services PTSP Container package [13.1-20130306.0]
JUNOS Services RPM [13.1-20130306.0]
JUNOS Services Stateful Firewall [13.1-20130306.0]
JUNOS Voice Services Container package [13.1-20130306.0]
JUNOS Services Example Container package [13.1-20130306.0]
JUNOS Services Crypto [13.1-20130306.0]
JUNOS Services SSL [13.1-20130306.0]
JUNOS Services IPSec [13.1-20130306.0]
JUNOS Runtime Software Suite [13.1-20130306.0]
JUNOS Routing Software Suite [13.1-20130306.0]

lcc0-re0:
--------------------------------------------------------------------------
Hostname: lcc0
Model: t4000
JUNOS Base OS boot [13.1-20130306.0]
JUNOS Base OS Software Suite [13.1-20130306.0]
JUNOS Kernel Software Suite [13.1-20130306.0]
JUNOS Crypto Software Suite [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (M/T Common) [13.1-20130306.0]
JUNOS Packet Forwarding Engine Support (T-Series) [13.1-20130306.0]
JUNOS Online Documentation [13.1-20130306.0]
JUNOS Services AACL Container package [13.1-20130306.0]
JUNOS Services Application Level Gateways [13.1-20130306.0]
JUNOS AppId Services [13.1-20130306.0]
JUNOS Border Gateway Function package [13.1-20130306.0]
JUNOS Services Captive Portal and Content Delivery Container package 
[13.1-20130306.0]
JUNOS Services HTTP Content Management package [13.1-20130306.0]
JUNOS IDP Services [13.1-20130306.0]
JUNOS Services Jflow Container package [13.1-20130306.0]
JUNOS Services LL-PDF Container package [13.1-20130306.0]
JUNOS Services MobileNext Software package [13.1-20130306.0]
JUNOS Services Mobile Subscriber Service Container package [13.1-20130306.0]
JUNOS Services NAT [13.1-20130306.0]
JUNOS Services PTSP Container package [13.1-20130306.0]
JUNOS Services RPM [13.1-20130306.0]
JUNOS Services Stateful Firewall [13.1-20130306.0]
JUNOS Voice Services Container package [13.1-20130306.0]
JUNOS Services Example Container package [13.1-20130306.0]
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         0 Packets with bad checksum
         0 Bad version packets
         0 Unknown or unsupported protocol packets
         0 Packets with bogus sdl size
         0 No free memory in socket buffer
         0 Send packets discarded
         0 Sbappend failure
         0 Mcopy failure
         0 Address fields were not reasonable
         0 Segment information forgotten
         0 Forwarded packets
         0 Total packets sent
         0 Output packets discarded
         0 Non-forwarded packets
         0 Packets fragmented
         0 Fragments sent
         0 Fragments discarded
         0 Fragments timed out
         0 Fragmentation prohibited
         0 Packets reconstructed
         0 Packets destined to dead nexthop
         0 Packets discarded due to no route
         0 Error pdu rate drops
          0 ER pdu generation failure
esis:
         0 Total pkts received
         0 Total packets consumed by protocol
         0 Pdus received with bad checksum
         0 Pdus received with bad version number
         0 Pdus received with bad type field
         0 Short pdus received
         0 Pdus withbogus sdl size
         0 Pdus with bad header length
         0 Pdus with unknown or unsupport protocol
         0 No free memory in socket buffer
         0 Send packets discarded
         0 Sbappend failure
         0 Mcopy failure
         0 ISO family not configured
tnp:
         0 Unicast packets received
         0 Broadcast packets received
         0 Fragmented packets received
         0 Hello packets dropped
         0 Fragments dropped
         0 Fragment reassembly queue flushes
         0 Packets with tnp src address collision received
         0 Hello packets received
         0 Control packets received
         0 Rdp packets received
         0 Udp packets received
         0 Tunnel packets received
         0 Input packets discarded with no protocol
         0 Packets of version unspecified received
         0 Packets of version 1 received
         0 Packets of version 2 received
         0 Packets of version 3 received
         0 Unicast packets sent
         0 Broadcast packets sent
         0 Fragmented packets sent
         0 Hello packets dropped

519Copyright © 2016, Juniper Networks, Inc.

Chapter 10: System Software Monitoring Commands






	Table of Contents
	List of Figures
	List of Tables
	About the Documentation
	Documentation and Release Notes
	Supported Platforms
	Using the Examples in This Manual
	Merging a Full Example
	Merging a Snippet

	Documentation Conventions
	Documentation Feedback
	Requesting Technical Support
	Self-Help Online Tools and Resources
	Opening a Case with JTAC


	Part 1: Overview
	Chapter 1: Junos OS Overview
	Junos OS Overview
	Junos OS Configuration Basics
	Junos OS Architecture Overview
	Product Architecture
	Routing Process Architecture
	Packet Forwarding Engine
	Routing Engine


	Router Hardware Components
	Junos OS Commit Model for Router or Switch Configuration
	Junos OS Routing Engine Components and Processes
	Routing Engine Kernel
	Initialization Process
	Management Process
	Process Limits
	Routing Protocol Process
	Interface Process
	Chassis Process
	SNMP and MIB II Processes

	Understanding the Junos OS Configuration Groups
	Configuration Groups Overview
	Inheritance Model
	Configuring Configuration Groups

	Using Conditions to Apply Configuration Groups Overview
	List of Junos OS Processes
	Junos OS Support for IPv4 Routing Protocols
	Junos OS Support for IPv6 Routing Protocols
	Junos OS Routing and Forwarding Tables
	Routing Policy Overview
	Junos OS Support for VPNs
	Junos OS Configuration from External Devices
	Junos OS Tracing and Logging Operations

	Chapter 2: Junos OS Security Overview
	Junos OS Default Settings for Router Security
	Junos OS Features for Router Security
	Methods of Remote Access for Router Management
	Junos OS Supported Protocols and Methods for User Authentication
	Junos OS Plain-Text Password Requirements
	Junos OS Support for Routing Protocol Security Features and IPsec
	Junos OS Support for Firewall Filters
	Junos OS Auditing Support for Security


	Chapter 3: Junos OS Monitoring Tools Overview
	Junos OS Tools for Monitoring the Router


	Part 2: Configuration
	Chapter 4: Junos OS Configuration Overview
	Methods for Configuring Junos OS
	Junos OS Command-Line Interface
	ASCII File
	J-Web Package
	Junos XML Management Protocol Software
	NETCONF XML Management Protocol Software
	Configuration Commit Scripts

	Junos OS Configuration Using the CLI
	Creating and Activating a Candidate Configuration
	Format for Specifying IP Addresses, Network Masks, and Prefixes in Junos OS Configuration Statements
	Format for Specifying Filenames and URLs in Junos OS CLI Commands
	Default Directories for Junos OS File Storage on the Router or Switch
	Directories on the Logical System

	Initial Router or Switch Configuration Using Junos OS

	Chapter 5: Junos OS System Configuration
	Configuring Junos OS for the First Time on a Router or Switch with a Single Routing Engine
	Configuring Junos OS for the First Time on a Device with Dual Routing Engines
	Mapping the Name of the Router to IP Addresses
	Example: Configuring a Proxy Server for License Updates
	Requirements
	Overview
	Configuration
	Verification
	Verifying That the License Is Downloaded


	Configuring Automatic Mirroring of the CompactFlash Card on the Hard Disk Drive
	Using Junos OS to Specify the Number of Configurations Stored on the CompactFlash Card
	Using Junos OS to Configure a Router or Switch to Transfer Its Configuration to an Archive Site
	Configuring the Router or Switch to Transfer Its Currently Active Configuration to an Archive
	Configuring the Transfer Interval for Periodic Transfer of the Active Configuration to an Archive Site
	Configuring Transfer of the Current Active Configuration When a Configuration Is Committed
	Configuring Archive Sites for Transfer of Active Configuration Files

	Configuring the Physical Location of the Router or Switch
	Configuring the Junos OS to Set Console and Auxiliary Port Properties

	Chapter 6: Junos OS Processes
	Disabling Junos OS Processes
	Viewing Core Files from Junos OS Processes
	Saving Core Files from Junos OS Processes
	Configuring Failover to Backup Media If a Junos OS Process Fails
	Using Virtual Memory for Process Configuration Data
	Example: Configuring Virtual Memory for Process Configuration Data
	Requirements
	Overview
	Syntax

	Configuration
	Configuring Virtual Memory Parameters for a Single Process
	Configuring Virtual Memory Parameters for Multiple Processes
	Configuring Extended Size for the Configuration Database



	Chapter 7: Configuration Statements
	System Management Configuration Statements
	announcement
	archival
	archive-sites (Configuration File)
	autoinstallation
	backup-router
	commit (System)
	compress-configuration-files (System)
	configuration
	configuration-database
	configuration-servers
	domain-name
	domain-search
	dump-device
	events
	extend-size
	fast-synchronize
	fixed-size (Virtual Memory Mapping)
	groups
	host-name
	inet6-backup-router
	interfaces
	load-key-file
	location (System)
	login-tip
	max-configurations-on-flash
	message
	mirror-flash-on-disk
	name-server
	page-pooling-size (Virtual Memory Mapping)
	password (Proxy Systems)
	persist-groups-inheritance
	pic-console-authentication
	port (Syslog)
	port (Proxy Server)
	ports
	process (Virtual Memory Mapping)
	processes
	proxy (System)
	root-authentication
	root-login
	routing (System Processes)
	saved-core-context
	saved-core-files
	server (Batch Commits)
	server (Proxy)
	static-host-mapping
	synchronize
	synchronize (Commit configuration)
	system
	transfer-interval (Configuration)
	transfer-on-commit
	trusted-key
	username (System)
	virtual-memory-mapping


	Part 3: Administration
	Chapter 8: File Management Commands
	file archive
	file checksum md5
	file checksum sha1
	file checksum sha-256
	file compare
	file copy
	file delete
	file list
	file rename
	file show

	Chapter 9: System Software Administrative Commands
	clear system commit
	clear system reboot
	configure
	request system configuration rescue delete
	request system configuration rescue save
	request system halt
	request system license add
	request system license delete
	request system license save
	request system logout
	request system partition abort
	request system partition hard-disk
	request system power-off
	request system reboot
	request system snapshot
	request system software add
	request system zeroize
	show chassis hardware
	show configuration
	show host
	show log
	show system connections
	show system uptime
	show version
	start shell

	Chapter 10: System Software Monitoring Commands
	show configuration
	show host
	show system commit
	show system configuration archival
	show system configuration database usage
	show system configuration rescue
	show system processes
	show system queues
	show system reboot
	show system rollback
	show system snapshot
	show system software
	show system statistics
	show system storage
	show system switchover
	show system uptime
	show system virtual-memory
	show task
	show task io
	show task logical-system-mux
	show task memory
	show task replication
	show version
	start shell
	test configuration


	Part 4: Index
	Index
	Symbols
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	P
	Q
	R
	S
	T
	U
	V



