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Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« QFX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.
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If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
}
1
interfaces {
fxpO {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;
}
1
1
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:
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[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xxi defines notice icons used in this guide.

Table 1: Notice Icons

Icon Meaning Description

o Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
g Laser warning Alerts you to the risk of personal injury from a laser.

Q Tip Indicates helpful information.

Q Best practice Alerts you to a recommended use or implementation.

Table 2 on page xxi defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention Description Examples

Bold text like this Represents text that you type. To enter configuration mode, type the
configure command:

user@host> configure
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Table 2: Text and Syntax Conventions (continued)

Convention

Fixed-width text like this

Description

Represents output that appears on the
terminal screen.

Examples

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« l|dentifies guide names. actions.
+ Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
Italic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string]1 | string?2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({ })

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
1

GUI Conventions

Bold text like this

Represents graphical user interface (GUI)
items you click or select.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

xXii
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page of the Juniper Networks TechLibrary site
at http://www.juniper.net/techpubs/index.ntml, simply click the stars to rate the content,
and use the pop-up form to provide us with information about your experience.
Alternately, you can use the online feedback form at
http://www.juniper.net/techpubs/feedback/.

« E-mail—Send your comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/
« Search for known bugs: http://www2.juniper.net/kb/
« Find product documentation: http:/www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/
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. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.

XXiv
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Autoinstallation

« Understanding Autoinstallation on page 3
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Understanding Autoinstallation

- Understanding Autoinstallation of Configuration Files on page 3

« Configuring Autoinstallation of Configuration Files (CLI Procedure) on page 5
« Upgrading Software by Using Automatic Software Download on page 7

- Verifying Autoinstallation Status on page 8

« Verifying That Automatic Software Download Is Working Correctly on page 9

Understanding Autoinstallation of Configuration Files

Autoinstallation is the automatic configuration of a device over the network from a
preexisting configuration file that you create and store on a configuration server—typically
a Trivial File Transfer Protocol (TFTP) server. You can use autoinstallation to configure
new devices automatically and to deploy multiple devices from a central location in the
network.

You enable autoinstallation so that the switches in your network implement
autoinstallation when they are powered on. To configure autoinstallation, you specify a
configuration server, an autoinstallation interface, and a protocol for IP address acquisition.

o NOTE: The QFX5200 switches only work with HTTP for autoinstallation.
TFTP and FTP protocols are not supported.

This topic describes:

« Typical Uses for Autoinstallation on page 3
« Autoinstallation Configuration Files and IP Addresses on page 4

« Typical Autoinstallation Process on a New Switch on page 4
Typical Uses for Autoinstallation
Typical uses for autoinstallation of the software include:

. To deploy and update multiple devices from a central location in the network.

. To update a device—Autoinstallation occurs when a device that has been manually
configured for autoinstallation is powered on.
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Autoinstallation Configuration Files and IP Addresses

For the autoinstallation process to work, you must store one or more host-specific or
default configuration files on a configuration server in the network and have a service
available—typically Dynamic Host Configuration Protocol (DHCP)—to assign an IP address
to the switch.

You can set up the following configuration files for autoinstallation on the switch:

- network.conf—Default configuration file for autoinstallation, in which you specify IP
addresses and associated hostnames for devices on the network.

« switch.conf—Default configuration file for autoinstallation with a minimum configuration
sufficient for you to telnet to the device and configure it manually.

« hostname.conf—Host-specific configuration file for autoinstallation on a device that
contains all the configuration information necessary for the switch. In the filename,
hostname is replaced with the hostname assigned to the switch.

If the server with the autoinstallation configuration file is not on the same LAN segment
as the new device, or if a specific device is required by the network, you must configure
anintermediate device directly attached to the new switch, through which the new switch
can send TFTP, Boot Protocol (BOOTP), and Domain Name System (DNS) requests. In
this case, you specify the IP address of the intermediate device as the location to receive
TFTP requests for autoinstallation.

Typical Autoinstallation Process on a New Switch

When the switch configured for autoinstallation is powered on, it performs the following
autoinstallation tasks:

1. The switch sends out DHCP or BOOTP requests on each connected interface
simultaneously to obtain an IP address.

If a DHCP server responds to these requests, it provides the switch with some or all
of the following information:

. An IP address and subnet mask for the autoinstallation interface.

. The location of the (typically) TFTP server, Hypertext Transfer Protocol (HTTP)
server, or FTP server on which the configuration file is stored.

« The name of the configuration file to be requested from the TFTP server.
- The IP address or hostname of the TFTP server.

If the DHCP server provides the server’s hostname, a DNS server must be available
on the network to resolve the name to an IP address.

- The IP address of an intermediate device if the configuration server is on a different
LAN segment from the switch.
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2. After the switch acquires an IP address, the autoinstallation process on the switch
attempts to download a configuration file in the following ways:

a.

If the DHCP server specifies the host-specific configuration file hostname.conf, the
switch uses that filename in the TFTP server request. The autoinstallation process
on the new switch makes three unicast TFTP requests for hostname.conf. If these
attempts fail, the switch broadcasts three requests to any available TFTP server
for the file.

If the switch does not locate a hostname.conf file, the autoinstallation process
sends three unicast TFTP requests for a network.conf file that contains the switch’s
hostname-to-IP-address mapping information. If these attempts fail, the switch
broadcasts three requests to any available TFTP server for the file.

If the switch fails to find a network.conf file that contains a hostname entry for the
switch, the autoinstallation process sends out a DNS request and attempts to
resolve the switch's IP address to a hostname.

If the switch determines its hostname, it sends a TFTP request for the
hostname.conf file.

If the switchis unable to map its IP address to a hostname, it sends TFTP requests
for the default configuration file switch.conf. The TFTP request procedure is the
same as for the network.conf file.

3. After the switch locates a configuration file on a TFTP server, the autoinstallation
process downloads the file, installs the file on the switch, and commits the
configuration.

Related . Configuring Autoinstallation of Configuration Files (CLI Procedure) on page 5

Documentation

Connecting and Configuring an EX Series Switch (CLI Procedure)
Connecting and Configuring an EX Series Switch (J-Web Procedure)

Configuration Files Terms

Configuring Autoinstallation of Configuration Files (CLI Procedure)

Autoinstallation is the automatic configuration of a device over the network from a
pre-existing configuration file that you create and store on a configuration server—typically
a Trivial File Transfer Protocol (TFTP) server. You can use autoinstallation to automatically
deploy multiple devices from a central location in the network.

To specify autoinstallation to run when you power on a switch already installed in your
network, you can enable it by specifying one or more interfaces, protocols, and
configuration servers to be used for autoinstallation.

Before you explicitly enable and configure autoinstallation on the switch, perform these
tasks as needed for your network’s configuration:
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Have a service available—typically Dynamic Host Configuration Protocol (DHCP)—to
assign an IP address to the switch

Configure a DHCP server on your network to meet your network requirements. You can
configure a switch to operate as a DHCP server. For more information, see “Configuring
a DHCP Server on Switches (CLI Procedure)” on page 62.

Create one of the following configuration files, and store it on a TFTP server (or HTTP
server or FTP server) in the network:

- A host-specific file with the name hostname.conf for each switch undergoing
autoinstallation. Replace hostname with the name of a switch. The hostname.conf
file typically contains all the configuration information necessary for the switch with
this hostname.

- A default configuration file named switch.conf with the minimum configuration
necessary to enable you to telnet into the new switch for further configuration.

Physically attach the switch to the network using a Gigabit Ethernet port.

If you configure the DHCP server to provide only the TFTP server hostname, add an IP
address-to-hostname mapping entry for the TFTP server to the DNS database file on
the Domain Name System (DNS) server in the network.

If the switch is not on the same network segment as the DHCP server (or other device
providing IP address resolution), configure an existing device as an intermediate device
to receive TFTP and DNS requests and forward them to the TFTP server and the DNS
server. You must configure the LAN or serial interface on the intermediate device with
the IP addresses of the hosts providing TFTP and DNS services. Connect this interface
to the switch.

If you are using hostname.conf files for autoinstallation, you must also complete the
following tasks:

- Configure the DHCP server to provide a hostname.conf filename to each switch. Each
switch uses its hostname.conf filename to request a configuration file from the TFTP
server. Copy the necessary hostname.conf configuration files to the TFTP server.

- Create a default configuration file named network.conf, and copy it to the TFTP
server. This file contains IP-address-to-hostname mapping entries. If the DHCP
server does not send a hostname.conf filename to a new switch, the switch uses
network.conf to resolve its hostname based on its IP address.

Alternatively, you can add the IP-address-to-hostname mapping entry for the switch
to a DNS database file.

The switch uses the hostname to request a hostname.conf file from the TFTP server.

To configure autoinstallation:

1.

Specify the URL address of one or more servers from which to obtain configuration
files.

[edit system]
user@switch# set autoinstallation configuration-servers tftp://tftpconfig.example.com
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0 NOTE: You can also use an FTP address, for example,
ftp://user:password@sftpconfig.example.com.

2. Configure one or more Ethernet interfaces to perform autoinstallation and one or two
procurement protocols for each interface. The switch uses the protocols to send a
request for an IP address for the interface:

[edit system]
user@switch# set autoinstallation interfaces ge-0/0/0 bootp

Related . Verifying Autoinstallation Status on page 8

D mentation
ocumentatio Understanding Autoinstallation of Configuration Files on page 3

Understanding DHCP Services for Switches on page 57

Upgrading Software by Using Automatic Software Download

The automatic software download feature uses the Dynamic Host Configuration Protocol
(DHCP) message exchange process to download and install software packages. You
configure the automatic software download feature on switches that act as DHCP clients.
You must enable automatic software download on a switch before the software upgrade
can occur.

You configure a path to a software package file on the DHCP server. The server
communicates the path to the software package file through DHCP server messages.

If you enable automatic software download, the DHCP client switch compares the
software package name in the DHCP server message with the name of the software
package that booted the switch. If the software packages are different, the DHCP client
switch downloads and installs the software package specified in the DHCP server
message.

Before you upgrade software by using automatic software download, ensure that you
have configured DHCP services for the switch, including configuring a path to a boot
server and a boot file.

To configure a path to a boot server and a boot file:

1. Configure the name of the boot server advertised to DHCP clients. The client uses a
boot file located on the boot server to complete DHCP setup. This configuration is
equivalent to DHCP Option 66:

[edit system services dhcp]
user@switch# set boot-server (address | hostname)

2. Set the boot file advertised to DHCP clients. After the client receives an IP address
and the boot file location from the DHCP server, the client uses the boot image stored
in the boot file to complete the DHCP setup. This configuration is equivalent to DHCP
Option 67:

[edit system services dhcp]

Copyright © 2016, Juniper Networks, Inc. 7



Junos OS Basics Feature Guide for QFX10000 Switches

user@switch# set boot-file filename

To enable automatic software download on a switch that acts as a DHCP client:

[edit chassis]
user@switch# set auto-image-upgrade

After automatic software download is enabled on your DHCP client switch and after
DHCP services are enabled on your network, an automatic software download can occur
at any time as part of the DHCP message exchange process.

If an automatic software download occurs, you see the following message on the switch:

Auto-image upgrade started
On successful installation system will reboot automatically

The switch reboots automatically to complete the upgrade.

Related . Verifying That Automatic Software Download Is Working Correctly on page 9
Documentation . Understanding Software Installation on EX Series Switches
« Configuring a DHCP Server on Switches (CLI Procedure) on page 62

. Configuring DHCP Services (J-Web Procedure)

Verifying Autoinstallation Status

Purpose Display the status of the autoinstallation feature.

Action From the CLI, enter the show system autoinstallation status command.

Sample Output

user@switch> show system autoinstallation status
Autoinstallation status:
Master state: Active
Last committed file: None
Configuration server of last committed file: 10.25.100.1
Interface:
Name: ge-0/0/0
State: Configuration Acquisition
Acquired:
Address: 192.168.124.75
Hostname: host-ge-000
Hostname source: DNS
Configuration filename: switch-ge-000.conf
Configuration filename server: 10.25.100.3
Address acquisition:
Protocol: DHCP Client
Acquired address: None
Protocol: RARP Client
Acquired address: None
Interface:
Name: ge-0/0/1
State: None
Address acquisition:
Protocol: DHCP Client
Acquired address: None
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Protocol: RARP Client
Acquired address: None

Meaning The output shows the settings configured for autoinstallation. Verify that the values
displayed are correct for the switch when it is deployed on the network.
Related . Configuring Autoinstallation of Configuration Files (CLI Procedure) on page 5

Documentation

Verifying That Automatic Software Download Is Working Correctly

Purpose \Verify that the automatic software download feature is working correctly.

Action Use the show system services dhcp client interface-name command to verify that the
automatic software download feature has been used to install a software package.

user@switch> show system services dhcp client ge-0/0/1.0

Logical Interface Name ge-0/0/1.0

Hardware address 00:0a:12:00:12:12
Client Status bound

Vendor Identifier ether

Server Address 10.1.1.1

Address obtained 10.1.1.89

Lease Obtained at 2009-08-20 18:13:04 PST
Lease Expires at 2009-08-22 18:13:04 PST

DHCP Options :
Name: name-server, Value: [ 10.209.194.131, 2.2.2.2, 3.3.3.3 ]
Name: server-identifier, Value: 10.1.1.1
Name: router, Value: [ 10.1.1.80 ]
Name: boot-image,
Value: jinstall-ex-4200-9.6R1.5-domestic-signed.tgz
Name: boot-image-location,
Value: 10.1.1.25:/bootfiles/

Meaning The output from this command shows the name and location of the software package
under DHCP options when automatic software download was last used to install a
software package. The sample output in DHCP options shows that the last DHCP server
message to arrive on the DHCP client had a boot server address of 192.168.1.165 and a
boot file named jinstall-ex-4200-9.6R1.5-domestic-signed.tgz. If automatic software
download was enabled on this client switch during the last DHCP message exchange,
these values were used by the switch to upgrade the software.

Related . Upgrading Software by Using Automatic Software Download on page 7
Documentation
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« Understanding Basic System Management on page 13
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Understanding Basic System
Management

« Compressing the Current Configuration File on page 14
« Configuring a DNS Name Server for Resolving a Hostname into Addresses on page 15
« Configuring Console and Auxiliary Port Properties on page 15

« Configuring the Hostname of a Router or Switch by Using a Configuration
Group on page 16

« Configuring the Junos OS to Determine Conditions That Trigger Alarms on Different
Interface Types on page 18

« Configuring Junos OS to Disable Protocol Redirect Messages on the Router or
Switch on page 18

« Configuring Junos OS to Disable the Reporting of IP Address and Timestamps in Ping
Responses on page 19

« Configuring Junos OS to Extend the Default Port Address Range on page 19

« Configuring the Junos OS to Select a Fixed Source Address for Locally Generated
TCP/IP Packets on page 20

« Configuring System Alarms to Appear Automatically Upon Login on page 20

« Configuring Time-Based User Access on page 20

« Configuring the Timeout Value for Idle Login Sessions on page 22

« Including the Year or Millisecond in Timestamps on page 22

« Mapping the Hostname of the Switch to IP Addresses on page 23

« Modifying the Default Time Zone for a Router or Switch Running Junos OS on page 24
« Rebooting and Halting a Device on page 25

« Reaching a Domain Name System Server on page 26

« Reverting to the Default Factory Configuration by Using the request system zeroize
Command on page 28

« Saving Core Files Generated by Junos OS Processes on page 29
« Specifying the Physical Location of the Switch on page 29
« Specifying Access Privileges for Junos OS Operational Mode Commands on page 30

« Updating the IANA Time Zone Database on Junos OS Devices on page 32
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« Viewing Core Files from Junos OS Processes on page 34

« Example: Configuring the Name of the Switch, IP Address, and System ID on page 34

Compressing the Current Configuration File

By default, the current operational configuration file is compressed and is stored in the
file juniper.conf.gz the /config file system, along with the last three committed versions
of the configuration. If you have large networks, the current configuration file might exceed
the available space in the /config file system. Compressing the current configuration file
enables the file to fit in the file system, typically reducing the size of the file by 90 percent.
You might want to compress your current operation configuration files when they reach
3 megabytes (MB) in size.

When you compress the current configuration file, the names of the configuration files
change. To determine the size of the files in the /config file system, issue the file list
/config detail command.

o NOTE: We recommend that you compress the configuration files (this is the
default) to minimize the amount of disk space that they require.

« If you want to compress the current configuration file, include the
compress-configuration-files statement at the [edit system] hierarchy level:

[edit system]
compress-configuration-files;

. Commit the current configuration file to include the compression-configuration-files
statement. Commit the configuration again to compress the current configuration file:

[edit system]

user@host# set compress-configuration-files
user@host# commit

commit complete

user@host# commit

commit complete

« If you do not want to compress the current operational configuration file, include the
no-compress-configuration-files statement at the [edit system] hierarchy level:

[edit system]
no-compression-configuration-files;

« Commit the current configuration file to include the no-compress-configuration-files
statement. Commit the configuration again to uncompress the current configuration
file:

[edit system]
user@host# commit
commit complete
user@host# commit
commit complete
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Related . Junos OS Commit Model for Router or Switch Configuration

D .
ocumentation . compress-configuration-files on page 196

Configuring a DNS Name Server for Resolving a Hostname into Addresses

To have the router or switch resolve hostnames into addresses, you must configure one
or more Domain Name System (DNS) name servers by including the name-server
statement at the [edit system] hierarchy level:

[edit system]
name-server {
address;

}

The following example shows how to configure two DNS name servers:

[edit]
user@switch# set system name-server 192.168.1.253
[edit]
user@switch# set system name-server 192.168.1.254
[edit]
user@switch# show
system {
name server {
192.168.1.253;
192.168.1.254;
1
1

Related . name-server on page 207
Documentation

Configuring Console and Auxiliary Port Properties

The console port and auxiliary port on a switch provide out-of-band remote access to
the switch. You can configure the console and auxiliary ports so that an external data
terminal may be connected to the switch. The console port is enabled by default. The
console port speed is 9600 baud, except on OCX Series devices, on which it is

115200 baud. The auxiliary port is disabled by default.

By default, terminal connections to the console and auxiliary ports are secure. When you
configure the console and auxiliary ports as insecure, root logins are not allowed to
establish terminal connections, and superusers and anyone with a user identifier (UID)
of O are not allowed to establish terminal connections in multiuser mode.

To configure the console and auxiliary port properties on the switch:

1. To specify that the console port session should terminate if the connection to the
data carrier is lost:

[edit system ports]
user@switch# set console log-out-on-disconnect
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2. To specify the auxiliary port terminal type:

[edit system ports]
user@switch# set auxiliary type (ansi | small-xterm | vt100 | xterm)

For example, to specify the auxiliary port terminal type of xterm with a display of 80
columns by 65 rows:

[edit system ports]
user@switch# set auxiliary type xterm

3. To check the configuration:

[edit system ports]
user@switch# show

console log-out-on-disconnect;
auxiliary type xterm;

. auxiliary on page 194

console (Physical Port) on page 197

ports on page 210

Configuring the Hostname of a Router or Switch by Using a Configuration Group

The hostname of a device is its identification. A router or switch must have its identity
established to be accessible on the network to other devices. That is perhaps the most
important reason to have a hostname, but a hostname has other purposes: Junos OS
uses the configured hostname as part of the command prompt, to prepend log files and
otheraccounting information, as well as in other places where knowing the device identity
is useful. We recommend that the hostname be descriptive and memorable.

You can configure the hostname at the [edit system] hierarchy level, a procedure shown
in Example: Configuring the Unique Identity of a Router for Making it Accessible on the
Network. Optionally, instead of configuring the hostname at the [edit system] hierarchy
level, you can use a configuration group, as shown in this procedure. Thisis a
recommended best practice for configuring the hostname, especially if the device has
dual Routing Engines. This procedure uses groups called re0 and rel as an example.
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0 NOTE: If you configure hostnames that are longer than the CLI screen width,
regardless of the terminal screen width setting, the commit operation occurs

successfully, starting with Junos OS release 13.2R3. Evenif the terminal screen
width is less than the hostname length, commit is successful. In Junos OS
releases earlier than Release 13.2R3, if you configured such hostnames by
using the host-name hostname statement at the [edit system] hierarchy level
and the the terminal screen width was less than the length of the hostname
by using the set cli screen-width statement, a foreign file propagation (ffp)
failure error message is displayed when you attempt to commit the
configuration. In such a case, because of the ffp failure, the commit operation
does not complete and you cannot recover the router unless you make the
modification in the backend in the juniper.conf.gz file and commit the change
from the shell prompt.

To set the hostname using a configuration group:

1. Include the host-name statement in the configuration at the [edit groups group-name
system hierarchy level.
The name value must be less than 256 characters.

[edit groups group-name system]
host-name hostname;

For example:

[edit groups re0 system]
root@# set host-name san-jose-router

[edit groups rel system]
root@# set host-name san-jose-routerl

2. If you used one or more configuration groups, apply the configuration groups,
substituting the appropriate group names.

For example:

[edit]
user@host# set apply-groups [reO rel]

3. Commit the changes.

[edit]
root@# commit

The hostname subsequently appears in the device CLI prompt.

san-jose-router@#

Related . Understanding Hostnames
Documentation
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Configuring the Junos OS to Determine Conditions That Trigger Alarms on Different
Interface Types

Related
Documentation

For the different types of PICs, you can configure which conditions trigger alarms and
whether they trigger a red or yellow alarm. Red alarm conditions light the RED ALARM
LED and trigger an audible alarm if one is connected. Yellow alarm conditions light the
YELLOW ALARM LED and trigger an audible alarm if one is connected.

o NOTE: By default, any failure condition on the integrated-services interface
(Adaptive Services PIC) triggers a red alarm.

To configure conditions that trigger alarms and that can occur on any interface of the
specified type, include the alarm statement at the [edit chassis] hierarchy level.

[edit chassis]
alarm {
interface-type {
alarm-name (red | yellow | ignore);
1
}

alarm-name is the name of an alarm.

. System-Wide Alarms and Alarms for Each Interface Type
« Chassis Conditions That Trigger Alarms

« Silencing External Devices Connected to Alarm Relay Contacts

Configuring Junos OS to Disable Protocol Redirect Messages on the Router or Switch

Related
Documentation

By default, the router or switch sends protocol redirect messages. To disable the sending
of redirect messages by the router or switch, include the no-redirects statement at the
[edit system] hierarchy level:

[edit system]
no-redirects;

To reenable the sending of redirect messages on the router or switch, delete the
no-redirects statement from the configuration.

To disable the sending of redirect messages on a per-interface basis, include the
no-redirects statement at the [edit interfaces interface-name unit logical-unit-number
family family] hierarchy level.

« Configuring Junos OS to Ignore ICMP Source Quench Messages

« Configuring Junos OS to Select a Fixed Source Address for Locally Generated TCF/IP
Packets

« Junos OS Network Interfaces Library for Routing Devices
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Configuring Junos OS to Disable the Reporting of IP Address and Timestamps in Ping

Responses
When you issue the ping command with the record-route option, the Routing Engine
displays the path of the ICMP echo request packets and timestamps in the ICMP echo
responses by default.
You can configure the Routing Engine to disable the setting of the record-route optionin
the IP header of the ping request packets. Disabling the record-route option prevents the
Routing Engine from recording and displaying the path of the ICMP echo request packets
in the response.
« Toconfigure the Routing Engine to disable the setting of the record route option, include
the no-ping-record-route statement at the [edit system] hierarchy level:
[edit system]
no-ping-record-route;
« Todisable the reporting of timestamps in the ICMP echo responses, include the
no-ping-time-stamp option at the [edit system] hierarchy level:
[edit system]
no-ping-time-stamp;
By configuring the no-ping-record-route and no-ping-timestamp options, you can prevent
unauthorized persons from discovering information about the provider edge (PE) router
or switch and its loopback address.
Related . Configuring Junos OS to Disable the Routing Engine Response to Multicast Ping Packets

Documentation

on page 70

Configuring Junos OS to Extend the Default Port Address Range

Related
Documentation

By default, the upper range of a port address is 5000. You can increase the range from
which the port number can be selected to decrease the probability that someone can
determine your port number.

« To configure the Junos OS to extend the default port address range, include the
source-port statement at the [edit system internet-options] hierarchy level:

[edit system internet-options]
source-port upper-limit upper-limit;

upper-limit upper-limit is the upper limit of a source port address and can be a value from
5000 through 65,355.

« Configuring Junos OS to Disable TCP RFC 1323 Extensions

« Configuring Junos OS ARP Learning and Aging Options for Mapping IPv4 Network
Addresses to MAC Addresses

« source-port on page 213
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Configuring the Junos OS to Select a Fixed Source Address for Locally Generated

TCP/IP Packets

Related
Documentation

By default, the source address included in locally generated Transmission Control
Protocol/IP (TCP/IP) packets, such as FTP traffic, and in User Datagram Protocol (UDP)
and IP packets, such as Network Time Protocol (NTP) requests, is chosen as the local
address for the interface on which the traffic is transmitted. This means that the local
address chosen for packets to a particular destination might change from connection to
connection based on the interface that the routing protocol has chosen to reach the
destination when the connection is established. If multiple equal-cost next hops are
present for a destination, locally generated packets use the loO address as a source.

« To configure the software to select a fixed address to use as the source for locally
generated IP packets, include the default-address-selection statement at the
[edit system] hierarchy level:

[edit system]
default-address-selection;

If you include the default-address-selection statement in the configuration, the Junos OS
chooses the system default address as the source for most locally generated IP packets.
The default address is usually an address configured on the loO loopback interface. For
example, if you specified that SSH and telnet use a particular address, but you also have
default-address selection configured, the system default address is used.

. Configuring Junos OS to Disable Protocol Redirect Messages on the Router or Switch
on page 18

. default-address-selection on page 198

Configuring System Alarms to Appear Automatically Upon Login

Related
Documentation

You can configure Juniper Networks routers and switches to run the show system alarms
command whenever a user with the login class admin logs in to the router or switch. To
do so, include the login-alarms statement at the [edit system login class admin] hierarchy
level.

[edit system login class admin]
login-alarms;

For more information on the show system alarms command, see the CLI Explorer.

« show system alarms on page 1013

Configuring Time-Based User Access

The Junos OS enables you to configure time-based restrictions for user access to log in
to a device. This is useful for restricting the time and duration of user logins for all users

20
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belonging to a login class. You can specify the days of the week when users can log in,
the access start time, and the access end time.

« To configure user access on specific days of the week, without any restrictions on the
duration of login, include the allowed-days statement only.

[edit system]
login {
class class-name {
allowed-days [ days-of-the-week 1;
}

« To configure user access on all the days of the week for a specific duration, include the
access-start and access-end statements only.

[edit system]
login {
class class-name {
access-start HH:MM;
access-end HH:MM;
}
1

« To configure user access on specific days of the week for a specified duration, include
the allowed-days, access-start, and access-end statements.

[edit system]
login {
class class-name {
allowed-days [ days-of-the-week 1;
access-start HH:MM;
access-end HH:MM,
1
1

Specify the start time and end time in HH:MM (24-hour) format, where HH represents
the hours and MM represents the minutes.

0 NOTE: Access start time and end time that spans across 12:00 AM on a
specified day results in the user having access until the next day, even if the
access day is not explicitly configured. For instance, the following
configuration results in the user having access until 6:00 AM on Tuesday and
Thursday, although the allowed-days statement specifies access only on
Monday and Wednesday:

[edit system]
login {
class operator-night-shift {
allowed-days [ monday wednesday J;
access-start 2000;
access-end 0600;
1
}
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« Examples: Configuring Time-Based User Access
« Defining Junos OS Login Classes

. access-end

. access-start

. allowed-days

. access-end on page 246

Configuring the Timeout Value for Idle Login Sessions

Related
Documentation

An idle login session is one in which the CLI operational mode prompt is displayed but
there is no input from the keyboard. By default, a login session remains established until
a user logs out of the router or switch, even if that session is idle. To close idle sessions
automatically, you must configure a time limit for each login class. If a session established
by a userin that class remains idle for the configured time limit, the session automatically
closes.

To define the timeout value for idle login sessions, include the idle-timeout statement at
the [edit system login class class-name] hierarchy level:

[edit system login class class-name]
idle-timeout minutes;

Specify the number of minutes that a session can be idle before it is automatically closed.

If you have configured a timeout value, the CLI displays messages similar to the following
when timing out anidle user. It starts displaying these messages 5 minutes before timing
out the user.

user@host# Session will be closed in 5 minutes if there is no activity.
Warning: session will be closed in 1 minute if there is no activity
Warning: session will be closed in 10 seconds if there is no activity
Idle timeout exceeded: closing session

If you configure a timeout value, the session closes after the specified time has elapsed,
unless the user is running telnet or monitoring interfaces using the monitor interface or
monitor traffic command.

« Defining Junos OS Login Classes

. idle-timeout (System-Login)

Including the Year or Millisecond in Timestamps

By default, the timestamp recorded in a standard-format system log message specifies
the month, date, hour, minute, and second when the message was logged, as in the
following example:

Aug 2112:36:30

22
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To include the year, the millisecond, or both in the timestamp, include the time-format
statement at the [edit system syslog] hierarchy level:

[edit system syslog]
time-format (year | millisecond | year millisecond);

However, the timestamp for traceoption messages is specified in milliseconds by default,
and is independent of the [edit system syslog time-format] statement.

The modified timestamp is used in messages directed to each destination configured by
a file, console, or user statement at the [edit system syslog] hierarchy level, but not to
destinations configured by a host statement.

The following example illustrates the format for a timestamp that includes both the
millisecond (401) and the year (2006):

Aug 2112:36:30.4012006

0 NOTE: Messages logged in structured-data format include the year and
millisecond by default. If you include the structured-data statement at the
[edit system syslog file filename] hierarchy level along with the time-format
statement, the time-format statement is ignored and messages are logged
in structured-data format.

For information about the structured-data statement, see Logging Messages
in Structured-Data Format. For information about the contents of a
structured-data message, see the Junos OS System Log Reference for Security
Devices.

Related . Single-Chassis System Logging Configuration Overview

Documentation L .
« Examples: Configuring System Logging

Mapping the Hostname of the Switch to IP Addresses

To map a hostname of a switch to one or more IP addresses, include the inet statement
at the [edit system static-host-mapping hostname] hierarchy level:

[edit system]
static-host-mapping {
hostname {
inet [ addresses 1;
alias [ aliases 1;
1
}

hostname is the name specified by the host-name statement at the [edit system] hierarchy
level.

For each host, you can specify one or more aliases.
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« Reaching a Domain Name System Server on page 26

« Example: Configuring the Unique Identity of a Router for Making it Accessible on the
Network

. static-host-mapping on page 214

Modifying the Default Time Zone for a Router or Switch Running Junos OS

Related
Documentation

The default local time zone on the router or switch is UTC (Coordinated Universal Time,
formerly known as Greenwich Mean Time, or GMT).

« To modify the local time zone, include the time-zone statement at the [edit system]
hierarchy level:

[edit system]
time-zone (GMT hour-offset | time-zone);

You can use the GMT hour-offset option to set the time zone relative to UTC (GMT) time.
By default, hour-offset is 0. You can configure this to be a value from =14 to +12.

You can also specify the time-zone value as a string such as PDT (Pacific Daylight Time)
or WET (Western European Time), or specify the continent and major city.

0 NOTE: Junos OS complies with the POSIX time-zone standard, which is

counter-intuitive to the way time zones are generally indicated relative to
UTC. Atime zone ahead of UTC (east of the Greenwich meridian) is commonly
indicated as GMT +n; for example, the Central European Time (CET) zone is
indicated as GMT +1. However, this is not true for POSIX time zone
designations. POSIX indicates CET as GMT-1. If you include the set system
time-zone GMT+1 statement for a router in the CET zone, your router time will
be set to one hour behind GMT, or two hours behind the actual CET time. For
this reason, you might find it easier to use the POSIX time-zone strings, which
you can list by entering set system time-zone 2.

For the time zone change to take effect for all processes running on the router or switch,
you must reboot the router or switch.

The following example shows how to change the current time zone to America/New_York:

[edit]
user@host# set system time-zone America/New_York
[edit]
user@host# show
system {
time-zone America/New_York;

}

« Understanding NTP Time Servers on page 117

« Updating the IANA Time Zone Database on Junos OS Devices on page 32
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Rebooting and Halting a Device

To reboot the switch, issue the request system reboot commmand.

user@switch> request system reboot ?
Possible completions:

<[Enter]> Execute this command

all-members Reboot all virtual chassis members

at Time at which to perform the operation
both-routing-engines Reboot both the Routing Engines

fast-boot Enable fast reboot

hypervisor Reboot Junos 0S, host 0S, and Hypervisor

in Number of minutes to delay before operation
local Reboot local virtual chassis member

member Reboot specific virtual chassis member (0..9)
message Message to display to all users

other-routing-engine Reboot the other Routing Engine
| Pipe through a command
{master:0}

user@switch> request system reboot
Reboot the system ? [yes,no] (no) yes
Rebooting switch

o NOTE: Notalloptions showninthe preceding command output are available
onall QFX Series, OCX Series,and EX4600 switches. See the documentation
for the request system reboot command for details about options.

0 NOTE: When you issue the request system reboot hypervisor command on
QFX10000 switches, the reboot takes longer than a standard Junos OS reboot.

Similarly, to halt the switch, issue the request system halt command.

A CAUTION: Before entering this command, you must have access to the
switch’s console port in order to bring up the Routing Engine.

user@switch> request system halt ?
Possible completions:

<[Enter]> Execute this command
all-members Halt all virtual chassis members
at Time at which to perform the operation

backup-routing-engine Halt backup Routing Engine
both-routing-engines Halt both Routing Engines

in Number of minutes to delay before operation
local Halt local virtual chassis member

member Halt specific virtual chassis member (0..9)
message Message to display to all users

other-routing-engine Halt other Routing Engine
| Pipe through a command
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0 NOTE: Whenyouissue thiscommand on anindividual componentina QFabric
system, you will receive a warning that says “Hardware-based members will
halt, Virtual Junos Routing Engines will reboot.” If you want to halt only one
member, use the member option. You cannot issue this command from the

QFabric CLL.

Issuing the request system halt command on the switch halts the Routing Engine. To
reboot a Routing Engine that has been halted, you must connect through the console.

. clear system reboot on page 316

. request system reboot on page 375

. request system halt on page 363

. request system power-off on page 370

« Connecting a QFX Series Device to a Management Console

Reaching a Domain Name System Server

Domain name system (DNS) servers are used for resolving hostnames to IP addresses.

For redundancy, it is a best practice to configure access to multiple DNS servers. You can
configure a maximum of three DNS servers. The approach is similar to the way Web
browsers resolve the names of a Web site to its network address. Additionally, Junos OS
enables you configure one or more domain names, which it uses to resolve hostnames
that are not fully qualified (in other words, the domain name is missing). This is convenient
because you can use a hostname in configuring and operating Junos OS without the need
toreference the full domain name. After adding DNS server addresses and domain names
to your Junos OS configuration, you can use DNS resolvable hostnames in your
configuration and commands instead of IP addresses.

Optionally, instead of configuring the name server at the [edit system] hierarchy level,
you can use a configuration group, as shown in this procedure. This is a recommended
best practice for configuring the name server. This procedure uses a group called global
as an example.

Before you begin, configure your DNS servers with the hostname and an IP address for
your Junos OS device. It does not matter which IP address you assign as the address of
your Junos OS device in the DNS server, as long it is an address that reaches your device.
Normally, you would use the management interface IP address, but you can choose the
loopback interface IP address, or a network interface IP address, or even configure multiple
addresses on the DNS server.

To configure the router or switch to resolve hostnames into addresses:

1. Reference the IP addresses of your DNS servers.

[edit groups group-name system]
name-server {
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address;

}

The following example shows how to reference two DNS servers:

[edit groups global system]
user@host# set name-server 192.168.1.253
user@host# set name-server 192.168.1.254

user@host# show

name server {
192.168.1.253;
192.168.1.254;

}

2. (Optional) Configure the name of the domain in which the device itself is located.

Thisis a good practice. Junos OS then uses this configured domain name as the default
domain name to append to hostnames that are not fully qualified.

[edit system]
domain-name domain-name,;

The following example shows how to configure the domain name:

[edit groups global system]
user@host# set domain-name company.net

user@host# show
domain-name company.net;

3. (Optional) Configure a list of domains to be searched.

If your device can reach several different domains, you can configure these as a list
of domains to be searched. Junos OS then uses this list to set an order in which it
appends domain names when searching for the IP address of a host.

[edit groups global system]
domain-search [ domain-list ];

The domain list can contain up to six domain names, with a total of up to
256 characters.

The following example shows how to configure two domains to be searched. This
example configures Junos OS to search the company.net domain and then the
domainone.net domain and then the domainonealternate.com domain when
attempting to resolve unqualified hosts.

[edit groups global system]
domain-search [ company.net domainone.net domainonealternate.com ]

4. If you used a configuration group, apply the configuration group, substituting global
with the appropriate group name.

[edit]
user@host# set apply-groups global

5. Commit the configuration.
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user@host# commit

6. Verify the configuration.

If you have configured your DNS server with the hostname and an IP address for your
Junos OS device, you canissue the following commands to confirm that DNS is working
and reachable. You can either use the configured hostname to confirm resolution to
the IP address or use the IP address of your device to confirm resolution to the
configured hostname.

user@host> show host host-name

user@host> show host host-ip-address

For example:

user@host> show host san-jose-routerl
san-jose-routerl.company.net
san-jose-routerl.company.net has address 192.168.187.1

user@host> show host 192.168.187.1
1.187.168.192.in-addr.arpa domain name pointer san-jose-routerl.company.net.

« DNS Overview

Reverting to the Default Factory Configuration by Using the request system zeroize
Command

Related
Documentation

The request system zeroize command is a standard Junos OS operational mode command
that removes all configuration information and resets all key values. The operation unlinks
all user-created data files, including customized configuration and log files, from their
directories. The switch then reboots and reverts to the factory-default configuration.

To completely erase user-created data so that it is unrecoverable, use the request system
zeroize media command.

A CAUTION: Before issuing request system zeroize, use the request system

snapshot command to back up the files currently used to run the switch to a
secondary device.

To revert to the factory-default configuration by using the request system zeroize
command:

user@switch> request system zeroize
warning: System will be rebooted and may not boot without configuration
Erase all data, including configuration and log files? [yes,no] (yes)

. Type yes to remove configuration and log files and revert to the factory default

configuration.

. Complete the initial configuration of the switch.

. request system zeroize on page 388
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Saving Core Files Generated by Junos OS Processes

By default, when aninternal Junos OS process generates a core file, the file and associated
context information are saved for debugging purposes in a compressed tar file named
/var/tmp/process-name.core.core-number.tgz. The contextual information includes the
configuration and system log message files.

. Todisable the saving of core files and associated context information:

[edit system]
no-saved-core-context;

« Tosave the core files only:

[edit system]
saved-core-files number;

Where number is the number of core files to save and can be a value from 1 through 10.
. Tosave the core files along with the contextual information:

[edit system]
saved-core-context;

Related . Viewing Core Files from Junos OS Processes on page 34
Documentation

Specifying the Physical Location of the Switch

To specify the physical location of the switch, specify the following options for the location
statement at the [edit system] hierarchy level:

« altitude feet—Number of feet above sea level.

« building name—Name of the building, 1 to 28 characters in length. If the string contains
spaces, enclose it in quotation marks (" ").

« country-code code—Two-letter country code.

« floor number—Floor in the building.

« hcoord horizontal-coordinate—Bellcore Horizontal Coordinate.

. lata service-area—Long-distance service area.

« latitude degrees—L atitude in degree format.

« longitude degrees—Longitude in degree format.

« npa-nxx number—First six digits of the phone number (area code and exchange).
« postal-code postal-code—Postal code.

« rack number—Rack number.

« vcoord vertical-coordinate—Bellcore Vertical Coordinate.
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The following example shows how to specify the physical location of the switch:

[edit system]

location {
altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata service-area,;
latitude degrees;
longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;
vcoord vertical-coordinate;

}

Related . Example: Configuring the Name of the Switch, IP Address, and System ID on page 34
Documentation

Specifying Access Privileges for Junos OS Operational Mode Commands

You can specify extended regular expressions by using the allow-commands and
deny-commands statements to define a user’s access privileges to individual operational
mode commands. Doing so takes precedence over a login class permissions bit set for
a user. You can include one deny-commands and one allow-commands statement in
each login class.

To explicitly provide use of anindividual operational mode command that would otherwise
be denied, include the allow-commands statement at the [edit system login
class class-name] hierarchy level:

[edit system login class class-name]
allow-commands "regular-expression”;

To explicitly deny access to an individual operational mode command that would
otherwise be supported, include the deny-commands statement at the [edit system login
class class-name] hierarchy level:

[edit system login class class-name]
deny-commands "regular-expression”;

0 NOTE: The regular expression to allow/deny commands for any login class
is supported at the command level but not at the argument level. Forexample,
you can completely block ping but not ping argument].

If the regular expression contains any spaces, operators, or wildcard characters, enclose
the expression in quotation marks. Regular expressions are not case-sensitive.

allow-commands "show interfaces";
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0 NOTE: Modifiers are not supported within the regular expression string to be
matched. If a modifier is used, then nothing is matched.

For example, the deny command set protocols does not match anything,
whereas protocols matches protocols.

Explicitly providing access to operational mode commands using the allow-commands
statement adds to the regular permissions set using the permissions statement. Likewise,
explicitly denying access to operational mode commands using the deny-commands
statement removes permissions for the specified commands from the default permissions
provided by the permissions statement.

Forexample, if alogin class has the permission view and the allow-commands statement
includes the request system software add command, the specified login class user can
install software, in addition to the permissions specified by the view permissions flag.
Likewise, if a login class has the permission all and the deny-commands statement
includes the request system software add command, the specified login class user can
perform all operations allowed by the all permissions flag, except installing software
using the request system software add command.

If you allow and deny the same commands, the allow-commands permissions take
precedence over the permissions specified by deny-commands. For example, if you include
allow-commands "request system software add" and deny-commands "request system
software add", the login class user is allowed to install software using the request system
software add command.

If you specify a regular expression for allow-commands and deny-commands with two
different variants of a command, the longest match is always executed.

For example, if you specify a regular expression for allow-commands with the
commit-synchronize command and a regular expression for deny-commands with the
commit command, users assigned to such a login class would be able to issue the commit
synchronize command, but not the commit command. This is because commit-synchronize
is the longest match between commit and commit-synchronize, and it is specified for
allow-commands.

Likewise, if you specify a regular expression for allow-commands with the commit
command and a regular expression for deny-commands with the commit-synchronize
command, users assigned to such a login class would be able to issue the commit
command, but not the commit-synchronize command. This is because commit-synchronize
is the longest match between commit and commit-synchronize, and it is specified for
deny-commands.

Anchors are required when specifying complex regular expressions with allow-commands
or deny-commands statements. For example, when specifying multiple commands using
the pipe (]) symbol for allow-commands, the following syntax is incorrect:
allow-commands = "(monitor.*)|(ping.*)| (show.*)|(exit)" . Instead, you must specify the
expression using the following syntax: allow-commands = "(“monitor) | (“ping) | ("show)
| ("exit)" OR allow-commands =""(monitor | ping | show | exit)"
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Related
Documentation

« Example: Configuring User Permissions with Access Privileges for Operational Mode
Commands

« Regular Expressions for Allowing and Denying Junos OS Operational Mode Commands
« allow-commands

« deny-commands

Updating the IANA Time Zone Database on Junos OS Devices

Junos OS devices use the tz database, also known as the IANA Time Zone Database to
manage time zones. This database is periodically updated by IANA to reflect political
and time changes. As such, you may need from time to time to update this file to ensure
the Junos devices continue to accurately reflect worldwide time zones and daylight
savings time intervals.

To update the IANA Time Zone Database, perform the following steps:

1. Importing and Installing Time Zone Files on page 32

2. Configuring a Custom Time Zone on page 33

Importing and Installing Time Zone Files

ThelANA Time Zone Database is maintained by the Internet Assigned Numbers Authority
(IANA), which is a department of the Internet Corporation for Assigned Names and
Numbers (ICANN). You can download the latest IANA Time Zone Database file from the
following URL: http:/www.iana.org/time-zones.

The following steps will guide you through one method of installing the file to your device.
However, depending on your network access and other preferences, you may need to
modify these steps.

1. Loginto the Junos device.

2. Ifyou are in the CLl interface, open the shell interface.
device@user# start shell

3. Create a tz directory in the /var/tmp and navigate to that directory.

# mkdir /var/tmp/tz
# cd /var/tmp/tz

4. Using FTP, download the time zone files archive.

0 NOTE: FTP must be enabled on your device before you can use FTP. FTP
is enabled by adding the ftp statement into the [edit system services]
hierarchy.

# ftp ftp.iana.org/tz
# bin
# get tzdata-latest.tar.gz

32
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0 NOTE: If needed, you can edit the above untarred files to create or modify
the time zones.

Select the names of time zone files to compile and feed them to the following script.
For example, to generate northamerica and asia tz files:

# /usr/libexec/ui/compile-tz northamerica asia
Enable the use of the generated tz files using the CLI:

[edit]

# set system use-imported-time-zones
[edit]

# set system time-zone ?

This should show the newly generated tz files in /var/db/zoneinfo/.
Set the time zone and commit the configuration:

[edit]
# set system time-zone <your-time-zone>
# commit

Verify that the time zone change has taken effect:

[edit]
# run show system uptime

Configuring a Custom Time Zone

Related
Documentation

To use a custom time zone, follow these steps:

1.

Download a time zones archive (from a known or designated source) to the router or
switch. Compile the time zone archive using the zic time zone compiler, which generates
tz files.

. Using the CLlI, configure the router or switch to enable the use of the generated tz files

as follows:

[edit]
user@host# set system use-imported-time-zones

Display the imported time zones (saved in the directory /var/db/zoneinfo/):

[edit]
user@host# set system time-zone ?

If you do not configure the router to use imported time zones, the Junos OS default
time zones are shown (saved in the directory /usr/share/zoneinfo/).

Modifying the Default Time Zone for a Router or Switch Running Junos OS
NTP Overview

Understanding NTP Time Servers on page 117
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« Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 128

« Use-imported-time-zones

Viewing Core Files from Junos OS Processes

Related
Documentation

When an internal Junos OS process generates a core file, the output found at /var/crash/
and /var/tmp/ can now be viewed. This provides a quick method of finding core issues

across large networks.

Use the CLI command show system core-dumps to view core files.

root@host> show system core-dumps

—-rW-—-—————- 1 root wheel 268369920 Jun
-rw-rw---- 1 root field 3371008 Jun
-rw-r--r-- 1 root wheel 27775914 Jun

« Saving Core Files from Junos OS Processes

18 17:59 /var/crash/vmcore.0
18 17:53 /var/tmp/rpd.core.0
18 17:59 /var/crash/kernel .0

Example: Configuring the Name of the Switch, IP Address, and System ID

Related

Documentation

The following example shows how to configure the switch name, map the name to an
|P address and alias, and configure a system identifier:

[edit]

user@switch# set system host-nameswitch-sjl

[edit]

user@switch# set system static-host-mapping switch-sjl inet 192.168.1.77

[edit]

user@switch# set system static-host-mapping switch-sjl alias sjl

[edit]

user@switch# set system static-host-mapping switch-sjl sysid 1921.6800.1077

[edit]
user@switch# show
system {
host-name switch-s;jl;
static-host-mapping {
switch-sjl {
inet 192.168.1.77;
alias sjl;
sysid 1921.6800.1077;
}
1
}

. Getting Started Guide for Routing Devices

34
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Command Line Interface (CLI)

« Understanding the CLI on page 37
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Understanding the CLI|

« CLI User Interface Overview on page 37

« Configuring Login Tips on page 40

« Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 40

» Junos OS Operational Mode Commands That Combine Other Commands on page 42
« Overview of Junos OS CLI Operational Mode Commands on page 42

« Overview of Navigating the CLI on page 45

« Understanding the Brief, Detail, Extensive, and Terse Options of Junos OS Operational
Commands on page 46

« Understanding Junos OS CLI Configuration Mode on page 47

CLI User Interface Overview

« CLIOverview on page 37
« CLI Key Features on page 38
« CLICommand Modes on page 38

CLI Overview

The command-line interface (CLI) is the software interface you use to access, monitor,
configure, troubleshoot, and manage a device running Junos OS. You can access the CLI
either from the console or through a network connection. The CLI is a Juniper
Networks-specific command shell that runs on top of a FreeBSD UNIX-based operating
system kernel.

The CLI provides a variety of UNIX utilities, such as Emacs-style keyboard sequences,
which allows you to perform the following actions:

« Move around on a command line and scroll through recently executed commands.

« Match regular expressions to locate and replace values and identifiers in a configuration.
« Filter command output.

« Log file entries.

. Store and archive device files on a UNIX-based file system.
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CLI Key Features

CLI Command Modes

You can exit the CLI environment and create a UNIX C shell or Bourne shell to navigate
the file system, manage processes, and perform other tasks.

The CLIcommands and statements follow a hierarchical organization and have consistent
syntax. The CLI provides the following features for ease of use:

« Consistentcommand names—Commands that provide the same type of function have
the same name, regardless of the portion of the software on which they are operating.
For example, all show commands display software information and statistics, and all
clear commands erase various types of system information.

. Lists and short descriptions of available commands—Information about available
commands is provided at each level of the CLI command hierarchy. If you type a
question mark (?) at any level, you see a list of the available commands along with a
short description of each command. This means that if you already are familiar with
the Junos OS, you can use many of the CLI commands without referring to the
documentation.

« Command completion—Command completion for command names (keywords) and
for command options is available at each level of the hierarchy. To complete a
command or option that you have partially typed, press Tab or the Spacebar. If the
partially typed letters begin a string that uniguely identifies a command, the complete
command name appears. Otherwise, a beep indicates that you have entered an
ambiguous command, and the possible completions are displayed. Completion also
applies to other strings, such as filenames, interface names, usernames, and
configuration statements.

The CLI has two modes, operational mode and configuration mode.

« Operational mode—This mode displays the current status of the device. In operational
mode, you enter commands to monitor and troubleshoot Junos OS and devices and
network connectivity. Operational mode is indicated by the > prompt—for example,
user@switch> clear

. Configuration mode—A Junos OS device configuration is stored as a hierarchy of
statements. In configuration mode, you can define all properties of the Juniper Networks
Junos OS, including interfaces, VLANSs, Virtual Chassis information, user access, and
several system hardware properties. To enter configuration mode, enter the configure
command. Configuration mode is indicated by the # prompt and includes the current
location in the configuration hierarchy—for example:

[edit interfaces ge-0/0/12]
user@switch#

In configuration mode, you are actually viewing and changing the candidate configuration
file. The candidate configuration allows you to make configuration changes without
causing operational changes to the current operating configuration, called the active
configuration. When you commit the changes you added to the candidate configuration,

38
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the system updates the active configuration. Candidate configurations enable you to
alter your configuration without causing potential damage to your current network
operations.

To activate your configuration changes, enter the commit command.

When you commit the candidate configuration, you can require an explicit confirmation
for the commit to become permanent by using the commit confirmed command. This is
useful for verifying that a configuration change works correctly and does not prevent
management access to the switch. After you issue the commit confirmed command, you
must issue another commit command within the defined period of time (10 minutes by
default), or the system reverts to the previous configuration.

You can also activate your configuration changes and exit configuration mode with a
single command, commit and-quit. This command succeeds only if there are no mistakes
or syntax errors in the configuration.

To return to operational mode, go to the top of the configuration hierarchy and then
quit—for example:

[edit interfaces ge-0/0/12]
user@switch# top

[edit]

user@switch# exit

When you monitor and configure a device running Junos OS, you may need to switch
between operational mode and configuration mode. When you change to configuration
mode, the command prompt also changes. The operational mode promptis aright angle
bracket (>) and the configuration mode prompt is a pound sign (#).

When you log in to the switch and type the clicommand, you are automatically in
operational mode. To switch to configuration mode, type the configure command or the
edit command.

The CLI prompt changes from user@switch> to user@switch#, and a banner appears to
indicate the hierarchy level.

To return to operational mode as well as commit your changes, enter command and-quit.
To return to operational mode without committing any of your changes, enter exit.

To display the output of an operational mode command, such as show, while in
configuration mode, issue the run configuration mode command and then specify the
operational mode command.

Related . Configuring Login Tips on page 40
D .
ocumentation . Overview of Navigating the CLI on page 45
. CL/ User Guide

« Other Tools to Configure and Monitor Devices Running Junos OS on page 154
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Configuring Login Tips

Related

Documentation

The Junos OS CLI provides the option of configuring login tips for the user. By default,
the tip command is not enabled when a user logs in.

« Toenable tips, include the login-tip statement at the [edit system login class class-name]
hierarchy level:

[edit system login class class-name]

login-tip;
Adding this statement enables the tip command for the class specified, provided the
user logs in using the CLI.

« Defining Junos OS Login Classes

Format for Specifying Filenames and URLs in Junos OS CLI Commands

In some CLI commands and configuration statements—including file copy, file archive,
load, save, set system login user username authentication load-key-file, and request system
software add—you can include a filename. On a routing matrix, you can include chassis
information (for example, lecO, lccO-re0, or lccO-rel) as part of the filename.

A routing matrix is a multichassis architecture composed of either one TX Matrix router
and from one to four T640 routers connected to the TX Matrix router, or one TX Matrix
Plus router and from one to four T1600 routers connected to the TX Matrix Plus router.
From the perspective of the user interface, the routing matrix appears as a single router.
On a routing matrix composed of the TX Matrix router and T640 routers, the TX Matrix
router controls all the T640 routers. On a routing matrix composed of a TX Matrix Plus
router and T1600 routers, the TX Matrix Plus router controls all the T1600 routers.

a WARNING: Starting with Junos OS Release 15.1, the sslv3-support option is
not available for configuration with the set system services xnm-ssl and file
copy commands. SSLv3 is no longer supported and available.

For allreleases prior to and including Junos OS Release 14.2, SSLv3 is disabled
by default at runtime. The sslv3-support option is hidden and deprecated in
Junos OS Release 14.2 and earlier releases. However, you can use the set
system services xnm-ssl sslv3-support command to enable SSLv3 for a Junos
XML protocol client application to use as the protocol to connect to the Junos
XML protocol server on a router, and you can use the file copy source
destination sslv3-support command to enable the copying of files from an
SSLv3 URL.

Using SSLv3 presents a potential security vulnerability, and we recommend
that you not use SSLv3. For more details about this security vulnerability, go
to http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10656.

40
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You can specify a filename or URL in one of the following ways:

« filename—File in the user’s current directory on the local CompactFlash card (not
applicable on the QFX Series). You can use wildcards to specify multiple source files
or a single destination file. Wildcards are not supported in HTTP or FTP.

0 NOTE: Wildcards are supported only by the file (compare | copy | delete |
list | rename | show) commands. When you issue the file show command
with a wildcard, it must resolve to one filename.

. path/filename—rFile on the local flash disk.

- /var/filename or /var/path/filename—File on the local hard disk. You can also specify
a file on a local Routing Engine for a specific T640 router or a T1600 router in a routing
matrix:

user@host> file delete lccO-re0:/var/tmp/junk

« a:filename or a:path/filename—File on the local removable media. The default path is
/ (the root-level directory). The removable media can be in MS-DOS or UNIX (UFS)
format.

« hostname:/path/filename, hostname:filename, hostname:path/filename, or
“scp://hostname/path/filename”—File on an scp/ssh client. This form is not available
in the worldwide version of Junos OS. The default path is the user’s home directory on
the remote system. You can also specify hostname as username@hostname.

« ftp://hostname/path/filename—File on an FTP server. You can also specify hostname
as username@hostname or username:password@hostname. The default path is the
user’s home directory. To specify an absolute path, the path must start with %2F; for
example, ftp://hostname/%2Fpath/filename. To have the system prompt you for the
password, specify prompt in place of the password. If a password is required and you
do not specify the password or prompt, an error message is displayed:

user@host> file copy ftp://username@ftp.hostname.net/filename
file copy ftp.hostname.net: Not logged in.

user@host> file copy ftp://username:prompt@ftp.hostname.net/filename
Password for username@ftp.hostname.net:

- re0:/path/filename or rel:/path/filename—File on a local Routing Engine. You can also
specify a file on a local Routing Engine for a specific T640 router or a T1600 router in
a routing matrix:

user@host> show log lccO-rel:.chassisd

0 NOTE: You cannot specify a URL for a file on an HTTP server, because HTTP
URLs are not writable.

Related . Format for Specifying IP Addresses, Network Masks, and Prefixes in Junos OS Configuration
Documentation Statements

« Default Directories for Junos OS File Storage on the Router or Switch
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Junos OS Operational Mode Commands That Combine Other Commands

In some cases, some Junos OS operational commands are created from a combination
of other operational commands. These commands can be useful shortcuts for collecting
information about the device, as shown in Figure 1 on page 42.

Figure 1: Commands That Combine Other Commands

user@ost> request support information
root@host> show system uptime

Current time: 2007-02-16 13:10:08 PST

System booted: 2007-02-02 09:21:50 PST (2wOd 03:48 ago)

Protocols started: 2007-02-02 09:24:42 PST (2w0d 03:45 ago)

Last configured: 2007-02-16 03:04:58 PST (10:05:10 ago) by root
1:10PM wup 14 days, 3:48, 2 users, load averages: 0.01, 0.02, 0.00

root@host> show version detail

The request support information

command provides output from a Hostname: host g
X ,p P . Model: m320 L
combination of other operational JUNOS Base 0S boot [8.3-R1.1] S
commands.

root@host> show system core-dumps

! /var/tmp/*core*: No such file or directory

/var/crash/kernel.*: No such file or directory

/var/crash/cores:

total 9780

-rw-r--r-- 1 root wheel 4990976 Feb 9 15:39

core-FPC2.core.0.060209. 1539

root@host> show chassis hardware detail

Hardware inventory:

Item Version Part number Serial number Description

Chassis 23120 M20

Backplane REV 07 710-001517 Aw4431 M20 Backplane

Power Supply B REV 09 740-0014 66 004233 DC Power Supply

Related . Overview of Junos OS CLI Operational Mode Commands on page 42
Documentation

« Understanding the Brief, Detail, Extensive, and Terse Options of Junos OS Operational
Commands on page 46

Overview of Junos OS CLI Operational Mode Commands

This topic provides an overview of Junos OS CLI operational mode commands and
contains the following sections:

« CLICommand Categories on page 42

« Commonly Used Operational Mode Commands on page 44

CLI Command Categories

When you log in to a device running Junos OS and the CLI starts, there are several broad
groups of CLI commands:
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« Commands for controlling the CLI environment—Some set commands in the set
hierarchy configure the CLI display screen. For information about these commands,
see Understanding the Junos OS CLI Modes, Commands, and Statement Hierarchies.

. Commands for monitoring and troubleshooting—The following commands display
information and statistics about the software and test network connectivity. Detailed
command descriptions are provided in the Junos OS Interfaces Command Reference.

- clear—Clear statistics and protocol database information.
- mtrace—Trace mtrace packets from source to receiver.

- monitor—Perform real-time debugging of various software components, including
the routing protocols and interfaces.

- ping—Determine the reachability of a remote network host.

- show—Display the current configuration and information about interfaces, routing
protocols, routing tables, routing policy filters, system alarms, and the chassis.

- test—Test the configuration and application of policy filters and autonomous system
(AS) path regular expressions.

- traceroute—Trace the route to a remote network host.

« Commands for connecting to other network systems—The ssh command opens Secure
Shell connections, and the telnet command opens telnet sessions to other hosts on
the network. For information about these commmands, see the CLI Explorer.

. Commands for copying files—The copy command copies files from one location on
the router or switch to another, from the router or switch to a remote system, or from
a remote system to the router or switch. For information about these commands, see
the CLI Explorer.

. Commands for restarting software processes—The commands in the restart hierarchy
restart the various Junos OS processes, including the routing protocol, interface, and
SNMP. For information about these commands, see the CLI Explorer.

« Acommand—request—for performing system-level operations, including stopping and
rebooting the router or switch and loading Junos OS images. For information about
this command, see the CLI Explorer.

« A command—start—to exit the CLI and start a UNIX shell. For information about this
command, see the CLI Explorer.

. A command—configure—for entering configuration mode, which provides a series of
commands that configure Junos OS, including the routing protocols, interfaces, network
management, and user access. For information about the CLI configuration commands,
see “Understanding Junos OS CLI Configuration Mode” on page 47.

« A command—quit—to exit the CLI. For information about this command, see the CLI
Explorer.

« Formoreinformation about the CLI operational mode commands, see the CLI| Explorer.
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Commonly Used Operational Mode Commands

Table 3 on page 44 lists some operational commands you may find useful for monitoring
router or switch operation. For a complete description of operational commands, see

the Junos OS command references.

and RSVP protocols.

NOTE: The QFX3500 switch does not support the IS-IS, OSPF, BGP, MPLS,

Table 3: Commonly Used Operational Mode Commands

Items to Check

Software version

Description

Versions of software running on the router or switch

Command

show version

Log files Contents of the log files monitor
Log files and their contents and recent user logins show log

Remote systems Host reachability and network connectivity ping
Route to a network system traceroute

Configuration

Current system configuration

show configuration

Manipulate files

List of files and directories on the router or switch

file list

Contents of a file

file show

Interface information

Detailed information about interfaces

show interfaces

Chassis

Chassis alarm status

show chassis alarms

Information currently on craft display

show chassis craft-interface

Router or switch environment information

show chassis environment

Hardware inventory

show chassis hardware

Routing table information

Information about entries in the routing tables

show route

Forwarding table

Information about data in the kernel’s forwarding table

show route forwarding-table

information
IS-I1S Adjacent routers or switches show isis adjacency
OSPF Display standard information about OSPF neighbors show ospf neighbor
BGP Display information about BGP neighbors show bgp neighbor
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Table 3: Commonly Used Operational Mode Commands (continued)

Items to Check Description Command

MPLS Status of interfaces on which MPLS is running show mpls interface

Configured LSPs on the router or switch, as well as all ingress, show mpls lsp
transit, and egress LSPs

Routes that form a label-switched path show route label-switched-path
RSVP Status of interfaces on which RSVP is running show rsvp interface

Currently active RSVP sessions show rsvp session

RSVP packet and error counters show rsvp statistics

Related . Junos OS Operational Mode Commands That Combine Other Commands on page 42

D tati
ocumentation . Understanding the Brief, Detail, Extensive, and Terse Options of Junos OS Operational

Commands on page 46

Overview of Navigating the CLI

This topic describes how to navigate the CLI.

« CLI Command Hierarchy on page 45
« CLI Configuration Statements on page 46

« Moving Among Hierarchy Levels on page 46

CLI Command Hierarchy

CLIcommands are organized in a hierarchy. Commands that perform a similar function
are grouped together under the same level of the hierarchy. For example, all commands
that display information about the system and the system software are grouped under
the show system command, and all commands that display information about the routing
table are grouped under the show route command. Figure 2 on page 45 illustrates a portion
of the show command hierarchy.

Figure 2: CLI Command Hierarchy

show

bgp isis ospf route system

brief exact protocol table terse
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To execute a command, you enter the full command name, starting at the top level of
the hierarchy. For example, to display a brief view of your Ethernet switching options for
your interfaces, use the command show ethernet-switching-options interfaces.

CLI Configuration Statements

The configuration statement hierarchy has two types of statements: container statements,
which are statements that contain other statements, and leaf statements, which do not
contain other statements. All of the container and leaf statements together form the
configuration hierarchy.

The protocols statement is a top-level statement at the trunk of the configuration tree.
The ospf, area, and interface statements are all subordinate container statements of a
higher statement (they are branches of the hierarchy tree), and the hello-interval
statement is a leaf on the tree.

Moving Among Hierarchy Levels

Related
Documentation

You can use the CLI commands to navigate the levels of the configuration statement
hierarchy:

. edit— Moves to an existing configuration statement hierarchy or creates a hierarchy
and moves to that level.

. exit—Moves up the hierarchy to the previous level where you were working. This
command is, in effect, the opposite of the edit command. Alternatively, you can use
the quit command. The exit and quit commands are interchangeable.

. Up—Moves up the hierarchy one level at a time.

. top—Moves directly to the top level of the hierarchy.

« CLI User Interface Overview on page 37

« CLIUser Guide

Understanding the Brief, Detail, Extensive, and Terse Options of Junos OS Operational

Commands
The Junos OS operational mode commands can include brief, detail, extensive, or terse
options. You can use these options to control the amount of information you want to
view.
1. Use the ? prompt to list options available for the command. For example:
user@host> show interfaces fe-1/1/17?
Possible completions:
<[Enter]> Execute this command
brief Display brief output
descriptions Display interface description strings
detail Display detailed output
extensive Display extensive output
media Display media information
snmp-index SNMP index of interface
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2. Choose the option you wish to use with the command. (See Figure 3 on page 47.)

statistics Display statistics and detailed output
terse Display terse output
| Pipe through a command

Figure 3: Command Output Options

Command output with the brief option.

Command output with the terse option.

Command output with the extensive option.

user@ost> show interfaces fe-1/1/1 brief
Physical interface: fe-1/1/1, Enabled, Physical 1ink is Down
Link-level type: Ethernet, MTU: 1514, Speed: 100mbps, Loopback:
Disabled, Source filtering: Disabled,
Flow control: Enabled
Device flags : Present Running Down
Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
Link flags : None

user@host> show interfaces fe-1/1/1 terse
Interface Admin Link Proto Local
fe-1/1/1 up down

Remote

user@host> show interfaces fe-1/1/1 extensive

Physical interface: fe-1/1/1, Enabled, Physical Tink is Down
Interface index: 141, SNMP 1ifIndex: 33, Generation: 24
Link-level type: Ethernet, MTU: 1514, Speed: 100mbps, Loopback:

Disabled, Source filtering: Disabled,
Flow control: Enabled

Device flags : Present Running Down

Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
Link flags : None

CoS queues : 4 supported, 4 maximum usable queues
Hold-times : Up 0 ms, Down 0 ms

Current address: 00:90:69:d0:f8:9e, Hardware address: 00:90:69:d0:f8:9e

Last flapped : 2007-02-02 09:26:25 PST (2wOd 03:40 ago)
Statistics last cleared: Never
Traffic statistics:

Input bytes : 0 0 bps
Output bytes : 0 0 bps
Input packets: 0 0 pps
Output packets: 0 0 pps

---(more) ---

016766

Related . Overview of Junos OS CLI Operational Mode Commands on page 42

Documentation

« Controlling the Scope of an Operational Mode Command

Understanding Junos OS CLI Configuration Mode

You can configure all properties of Junos OS, including interfaces, general routing
information, routing protocols, and user access, as well as several system hardware
properties.

As described in Understanding the Junos OS CLI Modes, Commands, and Statement

Hierarchies, a router configuration is stored as a hierarchy of statements. In configuration

mode, you create the specific hierarchy of configuration statements that you want to

use. When you have finished entering the configuration statements, you commit them,
which activates the configuration on the router.

You can create the hierarchy interactively or you can create an ASCII text file that is

loaded onto the router or switch and then committed.
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This topic covers:

» Configuration Mode Commands on page 49
« Configuration Statements and Identifiers on page 50

« Configuration Statement Hierarchy on page 52
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Configuration Mode Commands

Table 4 on page 49 summarizes each CLI configuration mode command. The commands
are organized alphabetically.

Table 4: Summary of Configuration Mode Commands

Command Description

activate

Remove the inactive: tag from a statement, effectively reading the
statement oridentifier to the configuration. Statements or identifiers
that have been activated take effect when you next issue the commit
command.

annotate

Add comments to a configuration. You can add comments only at
the current hierarchy level.

commit

Commit the set of changes to the database and cause the changes
to take operational effect.

copy

Make a copy of an existing statement in the configuration.

deactivate

Add the inactive: tag to a statement, effectively commenting out
the statement or identifier from the configuration. Statements or
identifiers marked as inactive do not take effect when you issue the
commit command.

delete

Delete a statement or identifier. All subordinate statements and
identifiers contained within the specified statement path are deleted
with it.

edit

Move inside the specified statement hierarchy. If the statement does
not exist, it is created.

exit

Exit the current level of the statement hierarchy, returning to the
level prior to the last edit command, or exit from configuration mode.
The quit and exit commands are synonyms.

extension

Manage configurations that are contributed by SDK application
packages. Either display or delete user-defined configuration
contributed by the named SDK application package. A configuration
defined in any native Junos OS package is never deleted by the
extension command.

help

Display help about available configuration statements.

insert

Insert an identifier into an existing hierarchy.

load

Load a configuration from an ASCII configuration file or from terminal
input. Your current location in the configuration hierarchy is ignored
when the load operation occurs.
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Table 4: Summary of Configuration Mode Commands (continued)

Command Description

quit Exit the current level of the statement hierarchy, returning to the
level prior to the last edit command, or exit from configuration mode.
The quit and exit commands are synonyms.

rename Rename an existing configuration statement or identifier.
replace Replace identifiers or values in a configuration.
rollback Return to a previously committed configuration. The software saves

the last 10 committed configurations, including the rollback number,
date, time, and name of the user who issued the commit configuration

command.

run Run a top-level CLI command without exiting from configuration
mode.

save Save the configuration to an ASCII file. The contents of the current

level of the statement hierarchy (and below) are saved, along with
the statement hierarchy containing it. This allows a section of the
configuration to be saved, while fully specifying the statement

hierarchy.

set Create a statement hierarchy and set identifier values. This is similar
to edit except that your current level in the hierarchy does not
change.

show Display the current configuration.

status Display the users currently editing the configuration.

top Return to the top level of configuration command mode, which is

indicated by the [edit] banner.

up Move up one level in the statement hierarchy.
update Update a private database.
wildcard Delete a statement or identifier. All subordinate statements and

identifiers contained within the specified statement path are deleted
with it. You can use regular expressions to specify a pattern. Based
on this pattern, you search for items that contain these patterns
and delete them.

Configuration Statements and Identifiers

You can configure router or switch properties by including the corresponding statements
in the configuration. Typically, a statement consists of a keyword, which is fixed text, and,
optionally, an identifier. An identifier is an identifying name that you can define, such as
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the name of an interface or a username, which enables you and the CLI to differentiate
among a collection of statements.

Table 5 on page 51 describes top-level CLI configuration mode statements.

o NOTE: The QFX3500 switch does not support the IS-IS, OSPF, BGP, LDP,
MPLS, and RSVP protocols.

Table 5: Configuration Mode Top-Level Statements

Statement Description

access

accounting-options

Configure the Challenge Handshake Authentication Protocol (CHAP). For
information about the statements in this hierarchy, see the Junos OS
Administration Library for Routing Devices.

Configure accounting statistics data collection for interfaces and firewall
filters. For information about the statements in this hierarchy, see the Network
Management Administration Guide for Routing Devices.

chassis

Configure properties of the router chassis, including conditions that activate
alarms and SONET/SDH framing and concatenation properties. For
information about the statements in this hierarchy, see the Junos OS
Administration Library for Routing Devices.

class-of-service

Configure class-of-service parameters. For information about the statements
in this hierarchy, see the Class of Service Feature Guide for Routing Devices.

firewall

Define filters that select packets based on their contents. For information
about the statements in this hierarchy, see the Routing Policies, Firewall Filters,
and Traffic Policers Feature Guide for Routing Devices.

forwarding-options

Define forwarding options, including traffic sampling options. For information
about the statements in this hierarchy, see the Junos OS Network Interfaces
Library for Routing Devices.

groups

Configure configuration groups. For information about statements in this
hierarchy, see the Junos OS Administration Library for Routing Devices.

interfaces

policy-options

Configure interface information, such as encapsulation, interfaces, virtual
channel identifiers (VCls), and data-link connection identifiers (DLCIs). For
information about the statements in this hierarchy, see the Junos OS Network
Interfaces Library for Routing Devices.

Define routing policies, which allow you to filter and set properties inincoming
and outgoing routes. For information about the statements in this hierarchy,

see the Routing Policies, Firewall Filters, and Traffic Policers Feature Guide for

Routing Devices.

protocols

Configure routing protocols, including BGP, I1S-IS, LDP, MPLS, OSPF, RIP, and
RSVP. For information about the statements in this hierarchy, see the chapters
that discuss how to configure the individual routing protocols in the Junos OS
Routing Protocols Library for Routing Devices and the MPLS Applications Feature
Guide for Routing Devices.
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Table 5: Configuration Mode Top-Level Statements (continued)

Statement Description

routing-instances  Configure multiple routing instances. For information about the statements
in this hierarchy, see the Junos OS Routing Protocols Library for Routing Devices.

routing-options Configure protocol-independent routing options, such as static routes,
autonomous system numbers, confederation members, and global tracing
(debugging) operations to log. For information about the statements in this
hierarchy, see the Junos OS Routing Protocols Library for Routing Devices.

security Configure IP Security (IPsec) services. For information about the statements
in this hierarchy see the Junos OS Administration Library for Routing Devices.

snmp Configure SNMP community strings, interfaces, traps, and notifications. For
information about the statements in this hierarchy, see the Network
Management Administration Guide for Routing Devices.

system Configure systemwide properties, including the hostname, domain name,
Domain Name System (DNS) server, user logins and permissions, mappings
between hostnames and addresses, and software processes. For information
about the statementsin this hierarchy, see the Junos OS Administration Library
for Routing Devices.

For specific information on configuration statements, see the Junos OS configuration
guides.

Configuration Statement Hierarchy

The Junos OS configuration consists of a hierarchy of statements. There are two types
of statements: container statements, which are statements that contain other statements,
and leaf statements, which do not contain other statements (see Figure 4 on page 52).
All of the container and leaf statements together form the configuration hierarchy.

Figure 4: Configuration Mode Hierarchy of Statements

Trunk of hierarchy tree Branches of hierarchy tree Tree leaves
(Top-level statements) (Container statements) (Leaf statements)
Protocols ——1— bgp

I— dvmrp

|— icmp —dead-interval

I— igmp r—hello-interval

|— isis [—interface-type

I— mpis area-range —metric

I— ospf area interface  —————mtu

— rip traceoptions stub r—poll-interval

|— router-discovery virtual-link |—priority

I rsvp (—retransmit-interval

— sap (—transit-delay -

—transmit-interval %
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Each statement at the top level of the configuration hierarchy resides at the trunk (or
root level) of a hierarchy tree. The top-level statements are container statements,
containing other statements that form the tree branches. The leaf statements are the
leaves of the hierarchy tree. An individual hierarchy of statements, which starts at the
trunk of the hierarchy tree, is called a statement path. Figure 4 on page 52 illustrates the
hierarchy tree, showing a statement path for the portion of the protocol configuration
hierarchy that configures the hello interval on an interface in an OSPF area.

The protocols statement is a top-level statement at the trunk of the configuration tree.
The ospf, area, and interface statements are all subordinate container statements of a
higher statement (they are branches of the hierarchy tree); and the hello-interval
statement is a leaf on the tree which in this case contains a data value: the length of the
hello interval, in seconds.

The CLI represents the statement path shown in Figure 4 on page 52
as [edit protocols ospf area area-number interface interface-name] and displays the
configuration as follows:

protocols {
ospf {
area 0.0.0.0{
interface so-0/0/0 {
hello-interval 5;

}
interface so-0/0/1{
hello-interval 5;
1
}
1
}

The CLI indents each level in the hierarchy to indicate each statement’s relative position
in the hierarchy and generally sets off each level with braces, using an open brace at the
beginning of each hierarchy level and a closing brace at the end. If the statement at a
hierarchy level is empty, the braces are not printed.

Each leaf statement ends with a semicolon. If the hierarchy does not extend as far as a
leaf statement, the last statement in the hierarchy ends with a semicolon.

The configuration hierarchy can also contain “oneliners” at the last level in the hierarchy.
Oneliners remove one level of braces in the syntax and display the container statement,
its identifiers, the child or leaf statement and its attributes all on one line. For example,
in the following sample configuration hierarchy, the line level 1 metric 70 is a oneliner
because the level container statement with identifier 1, its child statement metric, and
its corresponding attribute 10 all appear on a single line in the hierarchy:

[edit protocols]
isis {
interface ge-0/0/0.0 {
level 1 metric 10;
}
1
1
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Likewise, in the following example, dynamic-profile dynamic-profile-name aggregate-clients;
is a oneliner because the dynamic-profile statement, its identifier dynamic-profile-name,
and leaf statement aggregate-clients all appear on one line when you run the show
command in the configuration mode:

[edit forwarding-options]
user@host# show
dhcp-relay {
dynamic-profile dynamic-profile-name aggregate-clients;

}

Related . Entering and Exiting the Junos OS CLI Configuration Mode
Documentation
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Dynamic Host Control Protocol (DHCP)

« Understanding DHCP on page 57
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Understanding DHCP

« Understanding DHCP Services for Switches on page 57
« Configuring a DHCP Client (CLI Procedure) on page 61
« Configuring a DHCP Server on Switches (CLI Procedure) on page 62

Understanding DHCP Services for Switches

A Dynamic Host Configuration Protocol (DHCP) server on a switch can provide many
valuable TCP/IP network services. For example, DHCP can dynamically allocate the four
required IP parameters to each computer on the LAN: IP address, network mask, switch
address, and name server address. Additionally, DHCP on the switch can automatically
upgrade software on client systems.

This topic describes:

« DHCP Client/Server Model on page 57

« Using DHCP on page 58

« DHCP Relay Servers and DHCP Servers on page 58

« Legacy DHCP and Extended DHCP for Server Versions on page 59
» Configuring DHCP on a Switch on page 60

« How DHCP Works on page 60

DHCP Client/Server Model

DHCP IP address allocation works on a client/server model in which the server, in this
case a switch, assigns the client reusable IP information from an address pool. A DHCP
client might receive offer messages from multiple DHCP servers and can accept any one
of the offers; however, the client usually accepts the first offer it receives. See

Figure 5 on page 58.
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Using DHCP

Figure 5: DHCP Client/Server Model

IP address configuration

G Switch configured for
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DHCP client request

DHCP automates network-parameter assignment to network devices. Even in small
networks, DHCP is useful because it makes it easy to add new machines to the network.

DHCP access service minimizes the overhead required to add clients to the network by
providing a centralized, server-based setup, which means that you do not have to manually
create and maintain IP address assignments for clients. In addition, when you use DHCP
to manage a pool of IP addresses among hosts, you reduce the number of IP addresses
needed on the network. DHCP does this by leasing an IP address to a host for a limited
period of time, allowing the DHCP server to share a limited number of IP addresses. DHCP
also provides a central database of devices that are connected to the network and
eliminates duplicate resource assignments. In addition to IP addresses for clients, DHCP
provides other configuration information, particularly the IP addresses of local caching
Domain Name System (DNS) resolvers, network boot servers, or other service hosts.

Another valuable DHCP feature is automatic software download for installation of
software packages on switches. DHCP clients configured for automatic software
download receive messages as part of the DHCP message exchange process—when the
software package name in the DHCP server message is different from that of the software
package that booted the DHCP client switch, the new software is downloaded and
installed. See “Upgrading Software by Using Automatic Software Download” on page 7.

DHCP Relay Servers and DHCP Servers

You can configure a switch either as a DHCP server or as a DHCP relay server, but not
both. Whereas a DHCP server replies to a client with an IP address, a DHCP relay server
relays DHCP messages to and from the configured DHCP server, even if the client and
server are on different IP networks.

Configure a switch to be a DHCP relay agent if you have locally attached hosts and a
remote DHCP server. For directions on configuring a DHCP relay server, see DHCR/BOOTP
Relay for Switches Overview.

58
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Legacy DHCP and Extended DHCP for Server Versions

Two versions of both DHCP server and DHCP relay agent are available on EX Series, QFX
Series, and OCX Series switches. The original legacy DHCP server and legacy DHCP relay
agent can be used in the same network as the extended DHCP servers and extended

DHCP relay agent—extended DHCP is also referred to as virtual router (VR) aware DHCP.

You cannot configure legacy DHCP and extended DHCP versions on the same switch.
Because the newer extended DHCP server version has more features, we recommend
that you configure the extended DHCP server if it is supported by the switch. See EX
Series Switch Software Features Overview for a list of switches that support the extended
DHCP server.

The extended DHCP server version has the following added features:

. Graceful Routing Engine switchover (GRES), which provides mirroring support for
clients. For details, see High Availability Features for EX Series Switches Overview.

. Virtual routing and forwarding (VRF), which allows multiple instances of a routing
table to simultaneously coexist on the same switch. For details, see Understanding
Virtual Routing Instances on EX Series Switches.

0 NOTE: Legacy DHCP supports the circuit ID and the remote ID fields for the
relay agent option (option 82). Extended DHCP for the relay agent option
supports only circuit ID. See EX Series Switch Software Features Overview for
a list of switches that support extended DHCP (VR-aware DHCP).

Legacy DHCP and extended DHCP servers can be configured at the hierarchy levels
shownin Table 6 on page 59:

Table 6: Legacy DHCP and Extended DHCP Server Hierarchy Levels

DHCP Service Hierarchy

Extended DHCP server

edit system services dhcp-local-server

Extended DHCP address pool edit access address-assignment pool

Legacy DHCP server

edit system services dhcp

Legacy DHCP relay

edit forwarding-options helpers bootp

Extended DHCP relay

edit forwarding-options dhcp-relay

Legacy DHCP address pool

edit system services dhcp pool

DHCP clients on a switch are always configured at the hierarchy level [edit interfaces
interface-name family dhcp].
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Configuring DHCP on a Switch

How DHCP Works

Related
Documentation

A DHCP configuration consists of two parts: the configuration for a DHCP server and the
configuration for DHCP clients. The DHCP server configuration is simple if you accept
the default configurations.

When you configure a legacy DHCP server, you only need to define the DHCP server name
and the interface on the switch. You can use the default configuration for the rest of the
settings. When you configure an extended DHCP server, you need to only define a DHCP
pool, indicate IP addresses for the pool, and create a server group. You can use the default
configuration for the rest of the settings.

For directions for configuring either a legacy DHCP server or an extended DHCP server,
see “Configuring a DHCP Server on Switches (CLI Procedure)” on page 62.

To configure a DHCP client, set the client’s DHCP interface address in the [edit interfaces
interface-name unit O family inet dhcp] hierarchy. For directions for configuring a DHCP
client on a switch, see “Configuring a DHCP Client (CLI Procedure)” on page 61.

DHCP consists of a four-step transfer process beginning with a broadcast DHCP discovery
message from the client. As the second step, the client receives a DHCP offer message
from the server. This message includes the IP address and mask, and some other specific
parameters. The client then sends a DHCP request message to accept the IP address
and other parameters that it received from the server in the previous step. The DHCP
server sends a DHCP response message and removes the now-allocated address from
the DHCP address pool. See Figure 6 on page 60.

Figure 6: DHCP Four-Step Transfer

1. Client discovers DHCP on switch

2. Switch offers DHCP to client —
<  —
) 3. Client requests IP address from switch ) .
PC configured as a > Switch configured for
DHCP client DHCP server mode

4. Switch assigns IP address configuration to client

<

4041178

0 NOTE: Because the DHCP discovery message from the client is a broadcast
message and because broadcast messages cross other segments only when
they are explicitly routed, you might have to configure a DHCP relay agent
on the switch interface so that all DHCP discovery messages from the clients
are forwarded to one DHCP server.

« Configuring a DHCP Client (CLI Procedure) on page 61
« Configuring a DHCP Server on Switches (CLI Procedure) on page 62

60
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. Configuring an Extended DHCP Relay Server on EX Series Switches (CLI Procedure)
« Configuring a DHCP SIP Server (CLI Procedure)
. Upgrading Software by Using Automatic Software Download on page 7

« Monitoring DHCP Services

Configuring a DHCP Client (CLI Procedure)

A Dynamic Host Configuration Protocol (DHCP) server can provide many valuable TCF/IP
network services. DHCP can dynamically allocate IP parameters, such as an IP address,
to clients, and it can also deliver software upgrades to clients.

DHCP configuration consists of two components, configuration of DHCP clients and
configuration of a DHCP server. Client configuration determines how clients send a
message requesting an IP address, whereas a DHCP server configuration enables the
server to send an IP address configuration back to the client. This topic describes
configuring a DHCP client. For directions for configuring a DHCP server, see “Configuring
a DHCP Server on Switches (CLI Procedure)” on page 62 or Configuring a DHCP Server
on Switches (CLI Procedure).

You can change DHCP client configurations from the switch, using client identifiers to
indicate which clients you want to configure.

To configure a DHCP client, you configure an interface to belong to the DHCP family and
specify additional attributes, as desired:

[edit]
user@switch# set interfaces interface-name unit number family inet dhcp
configuration-statement

The options that you can configure are listed in Table 7 on page 61. Replace the variable
configuration-statement with one or more of the statements listed in this table. If you do
not explicitly configure these options, the switch uses default values for them.

Table 7: DHCP Client Settings

Configuration Statement Description

client-identifier Unique client ID—By default this consists of the hardware type (01 for Ethernet)
and the MAC address (a.b.c.d). For this example, the value would be Olabcd.

lease-time Time in seconds that a client holds the lease for an IP address assigned by a DHCP
server. If a client does not request a specific lease time, then the server sends the
default lease time. The default lease time on a Junos OS DHCP server is 1 day.

retransmission-attempt Number of times the client attempts to retransmit a DHCP packet.
retransmission-interval Time between transmission attempts.
server-address IP address of the server that the client queries for an IP address.

Copyright © 2016, Juniper Networks, Inc. 61



Junos OS Basics Feature Guide for QFX10000 Switches

Table 7: DHCP Client Settings (continued)

Configuration Statement Description

update-server TCP/IP settings learned from an external DHCP server to the DHCP server running
on the switch are propagated.

vendor-option Vendor class ID (CPU's manufacturer ID string) for the DHCP client.

Related . Configuring a DHCP Server on Switches (CLI Procedure) on page 62

Documentation
v : « Understanding DHCP Services for Switches on page 57

Configuring a DHCP Server on Switches (CLI Procedure)

0 NOTE: This task uses Junos OS for EX Series switches that does not support
the Enhanced Layer 2 Software (ELS) configuration style. If your switch runs
software that supports ELS, see Configuring a DHCP Server on Switches (CLI
Procedure). For ELS details, see Getting Started with Enhanced Layer 2
Software.

A Dynamic Host Configuration Protocol (DHCP) server can provide two valuable TCP/IP
network services. DHCP can dynamically allocate IP parameters, such as an IP address,
to clients and it can also deliver software upgrades to clients.

A DHCP configuration consists of two components—an optional reconfiguration of default
settings on DHCP clients and the configuration of a DHCP server. This topic covers
configuration of the DHCP server. For information about reconfiguring a DHCP client, see
“Configuring a DHCP Client (CLI Procedure)” on page 61.

You can configure either of two versions of a DHCP server on a switch— the extended
server version or the legacy server version. We recommend that you configure the extended
server unless you need to keep your DHCP server configuration backward-compatible
with the legacy server version.

This topic includes the following tasks:

1. Configuring an Extended DHCP Server on a Switch on page 63
2. Configuring a Legacy DHCP Server on a Switch (CLI Procedure) on page 63
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Configuring an Extended DHCP Server on a Switch

To configure an extended DHCP server, you must configure a DHCP pool, indicate IP
addresses for the pool, and create a server group. Additional configurations are optional.

Do not assign addresses that are already in use in the network to address pools. The
extended DHCP server does not check whether addresses are already in use before it
assings them to clients.

1. Create an address pool for DHCP IP addresses:

[edit]
user@switch# set access address-pool address-pool

2. Configure an address-assignment pool that can be used by different client applications
for DHCP dynamic assignment:

[edit access address-assignment]
user@switch# set pool address-pool-name

3. Create a server group on the switch, providing a group name and an interface name
for DHCP:

[edit system services dhcp-local-server]
user@switch# set group group-name interface interface-name

4. (Optional) Process the information protocol data units (PDUs):

[edit system services dhcp-local-server]
user@switch# set overrides process-inform

5. (Optional) Redefine the order of attribute matching for pool selection:

[edit system services dhcp-local-server]
user@switch# set pool-match-order ip-address-first

6. (Optional) Enable dynamic reconfiguration triggered by the DHCP extended server
for all DHCP clients or only for the DHCP clients serviced by the specified group of
interfaces:

[edit system services dhcp-local-server]
user@switch# set reconfigure

[edit system services dhcp-local-server group group-name]
user@switch# set reconfigure

Configuring a Legacy DHCP Server on a Switch (CLI Procedure)

To configure a legacy DHCP server, you must configure a pool of IP addresses for dynamic
assignment. You only need to supply a series of network addresses. Additional
configurations are optional.

1. Configure a pool of IP addresses for dynamic assignment:

[edit system services dhcp]
user@switch# set pool network-range
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e NOTE: Step 2 through Step 15 are for assigning global values at the[edit
system services dhcp] hierarchy level. You can also assign the same values
to a specific pool by using those same commands at the [edit system
services dhcp pool network-range] hierarchy level.

2. (Optional) Change the domain search list used to resolve hostnames:

[edit system services dhcp]
user@switch# set domain-search [ domain-list ]

3. (Optional) Change the domain name server (DNS) name that the DHCP server
advertises to clients:

[edit system services dhcp]
user@switch# set name-server address

4. (Optional) Change the DHCP options:

[edit system services dhcp]
user@switch# set option id-number

5. (Optional) Change the devices advertised to clients:

[edit system services dhcp]
user@switch# set router address

6. (Optional) Configure the name of the boot server advertised to DHCP clients. The
client uses a boot file located on the boot server to complete the DHCP setup. This
configuration step is equivalent to DHCP Option 66:

[edit system services dhcp]
user@switch# set boot-server (address | hostname)

7. (Optional) Set the boot file advertised to DHCP clients. After the client receives an IP
address and the boot file location from the DHCP server, the client uses the boot
image stored in the boot file to complete DHCP setup. This configuration step is
equivalent to DHCP Option 67:

[edit system services dhcp]
user@switch# set boot-file filename

8. (Optional) Change the SIP server:

[edit system services dhcp]
user@switch# set sip-server addresses-or-names

For more information, see Configuring a DHCP SIP Server (CLI Procedure).
9. (Optional) Change the DHCP client’s hardware address:

[edit system services dhcp]
user@switch# set static-binding mac-address

10. (Optional) Change the NetBIOS name server:

[edit system services dhcp]
user@switch# set wins-server address
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Related . Configuring a DHCP Client (CLI Procedure) on page 61

D .
ocumentation « Configuring a DHCP SIP Server (CLI Procedure)

. Understanding DHCP Services for Switches on page 57
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PART 5

Internet Control Message Protocol (ICMP)

« Understanding ICMP on page 69

Copyright © 2016, Juniper Networks, Inc. 67



Junos OS Basics Feature Guide for QFX10000 Switches

68 Copyright © 2016, Juniper Networks, Inc.



CHAPTER S5

Understanding ICMP

« Configuring Junos OS to Disable the Reporting of IP Address and Timestamps in Ping
Responses on page 69

« Configuring Junos OS to Disable the Routing Engine Response to Multicast Ping
Packets on page 70

« Configuring the Junos OS ICMPv4 Rate Limit for ICMPv4 Routing Engine
Messages on page 70

Configuring Junos OS to Disable the Reporting of IP Address and Timestamps in Ping
Responses

When you issue the ping command with the record-route option, the Routing Engine
displays the path of the ICMP echo request packets and timestamps in the ICMP echo
responses by default.

You can configure the Routing Engine to disable the setting of the record-route optionin
the IP header of the ping request packets. Disabling the record-route option prevents the
Routing Engine from recording and displaying the path of the ICMP echo request packets
in the response.

. Toconfigure the Routing Engine to disable the setting of the record route option, include
the no-ping-record-route statement at the [edit system] hierarchy level:

[edit system]
no-ping-record-route;

. Todisable the reporting of timestamps in the ICMP echo responses, include the
no-ping-time-stamp option at the [edit system] hierarchy level:

[edit system]
no-ping-time-stamp;

By configuring the no-ping-record-route and no-ping-timestamp options, you can prevent
unauthorized persons from discovering information about the provider edge (PE) router
or switch and its loopback address.

Related . Configuring Junos OS to Disable the Routing Engine Response to Multicast Ping Packets
Documentation on page 70
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Configuring Junos OS to Disable the Routing Engine Response to Multicast Ping Packets

Related
Documentation

By default, the Routing Engine responds to Internet Control Message Protocol (ICMP)
echo requests sent to multicast group addresses. To disable the Routing Engine from
responding to ICMP echo requests sent to multicast group addresses, include the
no-multicast-echo statement at the [edit system] hierarchy level:

[edit system]

no-multicast-echo;
By configuring the Routing Engine to ignore multicast ping packets, you can prevent
unauthorized persons from discovering the list of provider edge (PE) routers or switches
in the network.

« Configuring Junos OS to Disable the Reporting of IP Address and Timestamps in Ping
Responses on page 19

Configuring the Junos OS ICMPvVv4 Rate Limit for ICMPv4 Routing Engine Messages

Related
Documentation

To limit the rate at which ICMPv4 messages can be generated and received by the Routing
Engine, include the icmpv4-rate-limit statement at the [edit system internet-options]
hierarchy level:

icmpv4-rate-limit bucket-size bucket-size packet-rate packet-rate;

The bucket size is the number of seconds in the rate-limiting bucket. The packet rate is
the rate-limiting packets earned per second. Specify a bucket-size from O through
4294967295 seconds. The default value is 5 seconds. Specify a packet-rate from O
through 4,294,967,295. The default value is 1000.

« icmpvé4-rate-limit on page 201

70

Copyright © 2016, Juniper Networks, Inc.



Junos OS With Upgraded FreeBSD

« Understanding Junos OS With Upgraded FreeBSD on page 73
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CHAPTER 6

Understanding Junos OS With Upgraded
FreeBSD

« Understanding Junos OS with Upgraded FreeBSD on page 73

« Understanding Junos OS with Upgraded FreeBSD Package Names on page 76
« Understanding Junos OS with Upgraded FreeBSD Disk Volumes on page 78

« Understanding Junos OS with Upgraded FreeBSD Snapshots on page 79

« Upgrading Junos OS with Upgraded FreeBSD on page 80

« Downgrading Junos OS from Upgraded FreeBSD on page 86

Understanding Junos OS with Upgraded FreeBSD

Starting with Junos OS Release 15.1, certain hardware platforms run a Junos OS based
on an upgraded FreeBSD kernel instead of older versions of FreeBSD. Basing Junos OS
on the newer kernel provides Junos OS with sophisticated processing, efficiency, and
security features which do not then have to be reproduced in Junos OS.

e NOTE: Upgrading to Junos OS Release 15.1 reformats the file system. Only
specific files and directories are preserved unless precautions are taken. For
details, see “Upgrading Junos OS with Upgraded FreeBSD” on page 80.

Junos OS with an upgraded FreeBSD kernel provides a clean-slate implementation of
Junos OS on top of a pristine (minimally modified) and current version of the FreeBSD
os.

o NOTE: InJunos OS releases earlier than 15.1, the partition swap pages were
counted as part of the memory file system partition. Using this method leaves

4 GB of memory as the maximum that is theoretically accessible when you
are using a 32-bit image. However, when Junos OS with upgraded FreeBSD
is run, the system only counts the actual partition size, which leaves around
3.4 GB of available physical address space, or only 3 GB of usable RAM.
Therefore, we recommend you use a 64-bit image with Junos OS with
upgraded FreeBSD.
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The platforms currently running Junos OS with upgraded FreeBSD are listed in
Table 8 on page 74.

Table 8: Upgraded FreeBSD Kernel Support by Hardware Platform

Release
Platforms CPU Type Introduced
MX240, MX460, MX960, MX2010, MX2020 Intel 15.1
EX9200 Intel 15.1
QFX5200 Intel 15.1X53-D30
QFX10000 switches Intel 15.1X53-D60

The major processing changes are as follows:

. Interactions between Junos OS and the upgraded FreeBSD kernel use well-established
interfaces because Junos OS is now layered on a minimally modified and current version
of FreeBSD.

. Symmetric multiprocessing (SMP) is enabled by default.

« FreeBSD provides a consistent runtime environment for all Junos OS platforms.

There are also major changes in file structures and software packages. These changes
are as follows:

« New packages use XML description files instead of scripts.

« Hybrid packages are used to install legacy or replacement build images in the general
form junos-upgrade-x.tgz where x is a variable such as mx-x86-64-15.1-20150114 (the
whole package name is junos-upgrade-mx-x86-64-15.1-20150114.tgz).

. Multiple package sets (a collection of installed packages) are stored on the router at
the same time. Sets can be either active (the currently used set), pending (the set that
should be used at the next reboot), or previous (a formerly active set). Non-recovery
snapshots (but not recoverable image snapshots) are available for the package sets
to preserve package content lists.

There is now a separate Operations, Administration, and Maintenance (OAM) volume
(oam) distinct from the Junos OS volume (junos). This provides support for downgrades
from replacement build images (that is, those using the upgraded FreeBSD kernel) to
the legacy Junos OS with a different kernel. The OAM volume allows you to recover the
Junos OS volume using recovery snapshots.

One major change is the distinction between recovery snapshots and non-recovery
snapshots.

The major characteristics of the recovery snapshots are as follows:

- Recovery snapshots are full copies of the packages and configuration taken at the
time the snapshot command is issued.
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« Recovery snapshots reside on the OAM volume or USB medium.
The major characteristics of the non-recovery snapshots are as follows:

- Non-recovery snapshots are snapshots residing on the Junos OS volume that refer to
the current running set of packages and a copy of the configuration at the time the
snapshot command is issued.

« Non-recovery snapshots do not need to copy the whole Junos OS installation and so
are very fast.

« Non-recovery snapshots can be requested as the boot image for the next reboot.

The upgraded FreeBSD kernel requires changes to several commands and statements
and their related parameters. The new and changed actions are summarized in

Table 9 on page 75. For details on the changes, see the topics covering the specific
command or statement.

Table 9: New and Changed Commands and Statements for Junos OS with Upgraded FreeBSD

Command or Statement Release Introduced | Change

request system snapshot delete snapshot 15.1 New action

request system snapshot recovery 15.1 New action

request system snapshot load snapshot 15.1 New action

request system recover volume 15.1 New action: volurme is either /junos-volume or

/oam-volume

request system snapshot 15.1 Changed action
show system snapshot 15.1 Changed action
request system reboot media 15.1 Changed action with new media options

The new FreeBSD kernel also requires that several commands and statements are now
deprecated. In some cases, these commands and statements generate an error, and, in
other cases, the result is appropriate for the new kernel. The deprecated commands and
statements are summarized in Table 10 on page 75. For details, see the topics covering
the specific command or statement.

Table 10: Deprecated Commands and Statements for Junos OS with
Upgraded FreeBSD

Deprecated Command or Configuration Statement Release Deprecated

Deprecated Command

request system partition abort 15.1

request system partition compact-flash 15.1
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Related
Documentation

Table 10: Deprecated Commands and Statements for Junos OS with
Upgraded FreeBSD (continued)

Deprecated Command or Configuration Statement Release Deprecated

request system partition hard-disk 15.1
request system snapshot <config-partition> 15.1
request system snapshot <root-partition> 15.1
request system snapshot <slice> 15.1
request system software delete-backup 15.1
request system software rollback <force> 15.1
show system processes providers 15.1
show system snapshot <slice> 15.1

Deprecated Configuration Statement

set system mirror-flash-on-disk 15.1

. Upgrading Junos OS with Upgraded FreeBSD on page 80

. Downgrading Junos OS from Upgraded FreeBSD on page 86

. request system snapshot (Junos OS with Upgraded FreeBSD) on page 241
. show system snapshot (Junos OS with Upgraded FreeBSD) on page 243

. request system reboot (Junos OS with Upgraded FreeBSD) on page 238

Understanding Junos OS with Upgraded FreeBSD Package Names

Starting with Junos OS Release 15.1, certain hardware platforms run a Junos OS based
on an upgraded FreeBSD kernel (hereafter called Junos OS with upgraded FreeBSD). In
releases earlier than Junos OS Release 15.1, software packages came in several major
software package categories, such as domestic, worldwide, or Federal Information
Processing Standard (FIPS). However, Junos OS with upgraded FreeBSD has a new
naming convention: There is only one category, and FIPS, instead of being a separate
category, is an option you select on installation. This topic describes the simplified naming
convention for Junos OS with upgraded FreeBSD.

If your hardware platformis listed in the table in “Understanding Junos OS with Upgraded
FreeBSD” on page 73, then you must use the new package names for download and
installation.
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The components of the new package naming conventions are as follows:

« Prefix—This is junos-install. This prefix takes the place of the prefix jinstall and the
bundle jbundle. We still use the term bundle in the new package-naming convention.

- Media keyword—Added to the prefix, a media keyword is only used when the image is
not for use with the request system software add command. Values for the media
keyword include usb for images installed from a USB drive or net for images installed
over a network; for example, the entire prefix of your package might be junos-install-usb-.

« Platform—This field indicates the major product group, such as mx or gfx.

« Architecture—This field indicates the CPU architecture of the platforms. Values include
x86 for Intel and arm for Advanced RISC Machines CPUs.

. Application Binary Interface (ABI)—This field indicates the “word length” of the CPU
architecture. Values include 32 for 32-bit architectures and 64 for 64-bit architectures.

. Release—This field indicates the release number, such as 15.1R1.9.

. Edition—The edition field is null (empty) for the standard (domestic) images. For
jurisdictions with limits on dataplane encryption, this field is set to limited.

As before, all images are in tarred and gzipped (.tgz) format.

0 NOTE: There are no longer “export” worldwide images or separate FIPS
images. The keyword “signed” no longer appears because all Junos OS images
are signed for validation.

Examples of valid Junos OS software package names include the following:

« junos-install-mx-x86-32-15.1R1.9.tgz—An image for a supported MX Series platform
outside the RTZ.

« junos-install-mx-x86-32-15.1R1.9-limited.tgz—An image for a supported MX Series
platform used in the RTZ.

« junos-install-usb-mx-x86-32-15.1R1.9.tgz—An image stored on and installed from a
USB drive for a supported MX Series platform outside the RTZ.

Because an upgrade to Junos OS with upgraded FreeBSD from a release earlier than
Junos OS 15.1 restructures the disk file system, you can lose many configuration and log
files that you might want to keep. Items that are essential can be preserved by moving
or copying them to the /var/preserve directory.

Related . Understanding Junos OS with Upgraded FreeBSD on page 73

Documentation « Upgrading Junos OS with Upgraded FreeBSD on page 80
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Understanding Junos OS with Upgraded FreeBSD Disk Volumes

Starting with Junos OS Release 15.1, certain hardware platforms have a new disk naming
convention. These platforms run a Junos OS based on an upgraded FreeBSD kernel
instead of older versions of FreeBSD.

The hardware platforms listed in the table in “Understanding Junos OS with Upgraded
FreeBSD” on page 73 have two volumes. The main device is the /junos volume and
contains all of the software and files needed for the day-to-day running of the device.
The compact flash drive is the /oam volume and stores recovery snapshot backup
information. In case of failure of the main drive (that is, the /junos volume), the /oam
volume can be used to boot the system.

Because the /junos and /oam volumes have very different purposes, their content is
different. Technically, these volumes are dev/gpt/oam and dev/gpt/junos, but the short
forms (/junos and /oam) are used in this topic. Essentially, the /junos volume is used for
the running device software and holds configuration information and logs, whereas the
/oam volume is used for backup copies of everything needed in the event that the /junos
volume fails.

The /junos volume contains a directory named /packages/db that has all the components
present on the device, such as os-kernel-123, os-kernel-456, and so on. A sibling directory
named /package-sets is also present. Package sets are an important concept in Junos
OS with upgraded FreeBSD.

The /package-sets directory contains a package listing that gathers all the components
of the running Junos OS into an XML format in the /active subdirectory. So os-kernel-123
could be a component in the /package-sets/active subdirectory, but then os-kernel-456
could not be in the same XML package. Package sets do not contain the kernel software
itself (for example), but tell the device where to find the kernel component needed for
the software package. The same kernel can be present in several package listings, but
only one package can be active and running on the device at any given time.

There are several directories on the /junos volume where a particular software package
listing can be found:

« /previous—The package set in this directory contains the list of all the components
that ran on the device before the last upgrade.

. /active—The package set in this directory contains the list of all the software
components currently running on the device.

- /pending—The package set in this directory contains the list of all the software
components on the device that will run after the next reboot.

0 NOTE: After a successful reboot, the package set in the /pending directory
becomes the active package set, and the package set in the /active directory
becomes the previous set.
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The /junos volume also contains non-recovery snapshots taken with the request system
snapshot command. These types of snapshots are new to Junos OS with upgraded
FreeBSD and cannot be used for recovery of a failed system. Non-recovery snapshots
are a special type of package set that includes a copy of the configuration. There can be
many non-recovery snapshots on the device, and the files can be renamed. Multiple
non-recovery snapshots, essentially lists of software components and configuration files,
can be helpful when major software or configuration changes are occurring and
establishment of a known stable system baseline is required.

Onthe other hand, arecovery snapshot, created with the request system snapshot recovery
command, is stored on the /oam volume and is always replaced when a new recovery
snapshot is taken.

The /oam volume should contain all the information needed to reboot the systemif there
is a failure of the /junos volume and restore the system to the state running at the time
of the failure. In order to perform this reboot, the /oam volume needs to have all of the
information required to provide the system with a running configuration. This information
is provided by the recovery snapshot, created with the request system snapshot recovery
command. Although it can take a while to perform, the recovery snapshot establishes
an .izo or .iso image of the running Junos OS.

In the case of a total failure of the /junos volume, the system can be booted from the
/oam volume. The recovery snapshot can then restore the repaired system.

Related . Understanding Junos OS with Upgraded FreeBSD on page 73

Documentation . Upgrading Junos OS with Upgraded FreeBSD on page 80

Understanding Junos OS with Upgraded FreeBSD Snapshots

Starting with Junos OS Release 15.1, certain hardware platforms have two types of
snapshots. These platforms run a Junos OS based on an upgraded FreeBSD kernel instead
of older versions of FreeBSD. The two types of snapshots have different content, locations,
and purposes, soitisimportant that they are created and maintained properly. One major
change is the distinction between recovery snapshots and non-recovery snapshots. The
hardware platforms listed in the table in “Understanding Junos OS with Upgraded
FreeBSD” on page 73 have these two different types of snapshots.

Recovery snapshots are full copies of the packages and configuration taken at the time
the snapshot commmand is issued. Recovery snapshots reside on the OAM volume or USB
medium. Recovery snapshots take some time to complete because of the level of detail
captured. Recovery snapshots can be used to recover the Junos OS volume. There is only
ever one recovery snapshot on the system.

On the other hand, non-recovery snapshots are snapshots residing on the Junos OS
volume that refer to the current running set of packages and a copy of the configuration
at the time the snapshot command is issued. Non-recovery snapshots do not need to
copy the whole Junos OS installation and so are very fast. They also consume little space,
except for the config.tgz file. Non-recovery snapshots can be requested as the boot image
for the next reboot. You can rename non-recovery snapshots and retain more than one.
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Related
Documentation

You rename the non-recovery snapshots with the same procedure used to rename any
other file on the system.

e NOTE: Werecommend that you generate both a non-recovery and arecovery
snapshot after you successfully upgrade to Junos OS with upgraded FreeBSD.
These snapshots should be refreshed periodically.

Package sets relate to non-recovery and recovery snapshots. The /active, /pending, and
/previous sets are all package sets. A non-recovery snapshot is also a package setin a
sense, with the addition of a copy of the configuration at the time that the non-recovery
snapshot is taken.

Packages that are no longer referenced by any package set or non-recovery snapshot
are automatically deleted. We recommend deleting any old non-recovery snapshots
after an upgrade so that old packages can be deleted and space recovered.

Some helpful commands for non-recovery snapshots are:

. request system snapshot—Use this command to create a non-recovery snapshot.

« show system snapshot—Use this command to list all the available non-recovery
snapshots.

. request system snapshot delete—Use this command to delete a non-recovery
snapshot.

. request system snapshot recovery—Use thiscommand to create a recovery snapshot.
You can use other parameters to determine the details of the recovery snapshot created.
There is only ever one recovery snapshot on the system.

. request system snapshot (Junos OS with Upgraded FreeBSD) on page 241

« show system snapshot (Junos OS with Upgraded FreeBSD) on page 243

. request system reboot (Junos OS with Upgraded FreeBSD) on page 238

. request system software valdiate on (Junos OS with Upgraded FreeBSD)

« Understanding Junos OS with Upgraded FreeBSD Package Names on page 76

« Understanding Junos OS with Upgraded FreeBSD Package Names for EX2300 and
EX3400 Switches

« Understanding Junos OS with Upgraded FreeBSD Disk Volumes on page 78

Upgrading Junos OS with Upgraded FreeBSD

Starting with Junos OS Release 15.1, certain hardware platforms run an upgraded FreeBSD
kernel instead of older versions of FreeBSD.
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Before you begin:

1. Verify that the upgrade applies to your router or switch model, as listed in
“Understanding Junos OS with Upgraded FreeBSD” on page 73.

2. Download the Junos OS package.
3. Determine the upgrade path to follow.

The current Junos OS release determines the upgrade path to Junos OS with upgraded
FreeBSD, as shown in Table 11 on page 81. Other upgrade paths might work, but they
are not supported.

Table 11: Upgrade Path to Junos OS with the Upgraded FreeBSD

Current Router’s

Junos OS Release Upgrade Path

12.3 or earlier Upgrade to13.3. or 14.2 first, then upgrade to 15.1 or later (multiple steps).

13.3 or later Use upgrade package to upgrade from the current Junos OS release to
Junos OS with upgraded FreeBSD (single step).

15.1 or later Use upgrade package to upgrade from the current Junos OS release to
Junos OS with upgraded FreeBSD (single step).

e NOTE: You can also downgrade from Junos OS Release 15.1 to an earlier
release of Junos OS, as long as the path complies with the Junos OS policy
of skipping at most two releases earlier.

4. Understand that direct validation of running configuration does not work for upgrading
to Junos OS with upgraded FreeBSD from Junos OS based on older versions of the
FreeBSD kernel.

When upgrading or downgrading between Junos OS and Junos OS with upgraded
FreeBSD, you might have to validate on a different host. It does not matter where that
other host is, as long as you can reach it with NETCONF over SSH. See Establishing
an SSH Connection for a NETCONF Session. The target system uses the network to
contact the other host, run the validation and authentication, and return the result.

The upgrade process only preserves the following directories:

« /config

« /etc/localtime

« /var/db

« /var/etc/master.passwd
- /var/etc/inetd.conf

« /var/etc/pam.conf

« /var/etc/resolv.conf
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« /var/etc/syslog.conf

. /var/etc/localtime

« /var/etc/exports

« /var/etc/extensions.allow

« /var/preserve

« /var/tmp/baseline-config.conf

« /var/tmp/preinstall_boot_loader.conf

0 NOTE: On EX2300 and EX3400 switches, the following directories are not
applicable:

« /etc/localtime

« /var/etc/localtime

/var/etc/exports
« /var/preserve

- /var/tmp/preinstall_boot_loader.conf

For specific installation procedures, see the following:

« To Install Junos OS with Upgraded FreeBSD Over a Plain Junos OS on page 82

« ToInstall Junos OS with Upgraded FreeBSD Over Junos OS with Upgraded FreeBSD
of an Earlier Release on page 85

« ToInstall Junos OS with Upgraded FreeBSD Over Junos OS with Upgraded FreeBSD
of a Later Release on page 86

To Install Junos OS with Upgraded FreeBSD Over a Plain Junos OS

o NOTE: If you have important files in other directories, copy them from the
router or switch to a secure location before upgrading the router or switch.

0 NOTE: The following procedure refers to routers, but it also applies to
switches.

To install Junos OS with upgraded FreeBSD over a plain Junos OS:

1. Enter the request system software add package-name no-validate command from the
operational mode in the CLI:

82 Copyright © 2016, Juniper Networks, Inc.



Chapter 6: Understanding Junos OS With Upgraded FreeBSD

0 NOTE: The no-copy option is enabled by default.

Use the no-validate option with the request system software add command. If you
leave out the no-validate option, the command uses the validate option by default,
and direct validation of running configuration does not work for upgrading to Junos
OS with upgraded FreeBSD from Junos OS based on older versions of the FreeBSD
kernel.

e NOTE: You can also use reboot option along with request system software
add command, but it is not recommended to do this in a single step while
upgrading from a FreeBSD 6.1 based Junos OS to FreeBSD 10 based Junos
Os.

e NOTE: To validate current configuration on an upgrade to Junos OS with
upgraded FreeBSD from Junos OS, use the request system software valdiate
on (Junos OS with Upgraded FreeBSD) command.

user@host>request system software add
/var/tmp/junos-install-mx-x86-32-15.1R1.9.tgz no-validate
Installing package '/var/tmp/junos-install-mx-x86-32-15.1R1.9.tgz' ...
Verified manifest signed by PackageProductionEc_2015
Verified manifest signed by PackageProductionRSA_2015
Verified contents.iso
Verified issu-indb.tgz
Verified junos-x86-32.tgz
Verified kernel
Verified metatags
Verified package.xml
Verified pkgtools.tgz
camcontrol: not found
camcontrol: not found
Verified manifest signed by PackageProductionEc_2015
Saving the config files ...
NOTICE: uncommitted changes have been saved in
/var/db/config/juniper.conf.pre-install
Saving package file in
/var/sw/pkg/junos-install-x86-32-domestic-20150618.043753_builder_junos_151_rl.tgz

Saving state for rollback ...
The new Junos OS image is installed on the router.
2. Reboot the device to start the new software using the request system reboot command:

user@host> request system reboot
Reboot the system? [yes, no] (no) yes
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0 NOTE: You must reboot the device to load the newly installed version of

Junos OS on the device.

To abort the installation, do not reboot the device. Instead, finish the
installation and then issue the request system software delete package-name
command where package is, for example,
junos-install-mx-x86-32-15.1R1.9.tgz. This is your last chance to stop the
installation (not applicable on EX2300 and EX3400 platforms).

The software is loaded when you reboot the system. Installation can take between 5
and 10 minutes. The device then reboots from the boot device on which the software
was just installed. When the reboot is complete, the device displays the login prompt.

While the software is being upgraded, the Routing Engine on which you are performing
the installation does not route traffic.

. Log in and issue the show version command to verify the version of the software
installed.

user@host> show version
Hostname: host
Model: mx240
Junos: 15.1R1.9
JUNOS OS Kernel 32-bit [20150617.306001_builder_stable_10]
JUNQOS OS runtime [20150617.306001_builder_stable_10]
JUNQOS OS time zone information [20150617.306001_builder_stable_10]
JUNOS py base [20150618.043753_builder_junos_151_r1]
JUNQOS OS crypto [20150617.306001_builder_stable_10]
JUNOS network stack and utilities [20150618.043753_builder_junos_151_r1]
JUNOS libs [20150618.043753_builder_junos_151_r1]
JUNOS runtime [20150618.043753_builder_junos_151_r1]
JUNOS platform support [20150618.043753_builder_junos_151_r1]
JUNOS modules [20150618.043753_builder_junos_151_r1]
JUNOS daemons [20150618.043753_builder_junos_151_r1]
JUNOS Voice Services Container package [20150618.043753_builder_junos_151_r1]
JUNOS Services SSL [20150618.043753_builder_junos_151_r1]
JUNOS Services Stateful Firewall [20150618.043753_builder_junos_151_r1]
JUNOS Services RPM [20150618.043753_builder_junos_151_r1]
JUNOS Services PTSP Container package [20150618.043753_builder_junos_151_r1]
JUNOQOS Services NAT [20150618.043753_builder_junos_151_r1]
JUNOQOS Services Mobile Subscriber Service Container package
[20150618.043753_builder_junos_151_r1]
JUNOS Services MobileNext Software package
[20150618.043753_builder_junos_151_r1]
JUNOS Services LL-PDF Container package [20150618.043753_builder_junos_151_r1]
JUNOQOS Services Jflow Container package [20150618.043753_builder_junos_151_r1]
JUNOS Services IPSec [20150618.043753_builder_junos_151_r1]
JUNOS IDP Services [20150618.043753_builder_junos_151_r1]
JUNOQOS Services HTTP Content Management package
[20150618.043753_builder_junos_151_r1]
JUNOS Services Crypto [20150618.043753_builder_junos_151_r1]
JUNOS Services Captive Portal and Content Delivery Container package
[20150618.043753_builder_junos_151_r1]
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JUNOS Border Gateway Function package [20150618.043753_builder_junos_151_r1]
JUNOS Appld Services [20150618.043753_builder_junos_151_r1]

JUNQOS Services Application Level Gateways [20150618.043753_builder_junos_151_r1]
JUNOQOS Services AACL Container package [20150618.043753_builder_junos_151_r1]
JUNOS Packet Forwarding Engine Support (MX/EX92XX Common)
[20150618.043753_builder_junos_151_r1]

JUNOS Packet Forwarding Engine Support (M/T Common)
[20150618.043753_builder_junos_151_r1]

JUNOS Online Documentation [20150618.043753_builder_junos_151_r1]

JUNOS FIPS mode utilities [20150618.043753_builder_junos_151_r1]

o NOTE: The output shows the OS kernel, OS runtime, and other packages
installed on the router.

ToInstall Junos OS with Upgraded FreeBSD Over Junos OS with Upgraded FreeBSD of an Earlier
Release

0 NOTE: If you have important files in other directories, copy them from the
router or switch to a secure location before upgrading the router or switch.

0 NOTE: The following procedure refers to routers, but it also applies to
switches.

To install Junos OS with upgraded FreeBSD over Junos OS with upgraded FreeBSD of an
earlier release:

1. Enter the request system software add package-name validate reboot command from
the operational mode in the CLI:

0 NOTE: The no-copy option is enabled by default.

Use the validate and reboot options with the request system software add command.
The command uses the validate option by default. We encourage users to validate
using the validate option when upgrading from Junos OS to Junos OS or from Junos
OS with upgraded FreeBSD to Junos OS with upgraded FreeBSD.

If you leave out the reboot option, you can take care of that in a separate reboot step.
The new Junos OS image is installed on the router.
2. Verify the installation of Junos OS with upgraded FreeBSD.

user@host> show version

e NOTE: The output shows the OS kernel, OS runtime, and other packages
installed on the router.
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To Install Junos OS with Upgraded FreeBSD Over Junos OS with Upgraded FreeBSD of a Later

Release

o NOTE: If you have important files in other directories, copy them from the

router or switch to a secure location before upgrading the router or switch.

0 NOTE: The following procedure refers to routers, but it also applies to

switches.

To install Junos OS with upgraded FreeBSD over Junos OS with upgraded FreeBSD of a
later release:

1.

Related .
Documentation

Enter the request system software add package-name validate reboot command from
the operational mode in the CLI:

0 NOTE: The no-copy option is enabled by default.

Use the validate and reboot options with the request system software add command.
The command uses the validate option by default. We encourage users to validate
using the validate option when upgrading from Junos OS to Junos OS or from Junos
OS with upgraded FreeBSD to Junos OS with upgraded FreeBSD.

If you leave out the reboot option, you can take care of that in a separate reboot step.
The new Junos OS image is installed on the router.
Verify the installation of Junos OS with upgraded FreeBSD.

user@host> show version

0 NOTE: The output shows the OS kernel, OS runtime, and other packages
installed on the router.

Downgrading Junos OS from Upgraded FreeBSD on page 86

Understanding Junos OS with Upgraded FreeBSD on page 73

request system snapshot (Junos OS with Upgraded FreeBSD) on page 241
request system reboot (Junos OS with Upgraded FreeBSD) on page 238

Downgrading Junos OS from Upgraded FreeBSD

Starting with Junos OS Release 15.1, certain hardware platforms run a Junos OS based
onan upgraded FreeBSD kernel instead of older versions of FreeBSD. If you have previously
upgraded to Junos OS with upgraded FreeBSD, you can downgrade to earlier versions

86
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versions of Junos OS, as long as the downgrade conforms to the Junos OS policy of
skipping at most two earlier releases.

Before you begin:

1. Verify that you have previously upgraded to Junos OS with the upgraded FreeBSD
kernel, as described in “Upgrading Junos OS with Upgraded FreeBSD” on page 80.

2. Download the Junos OS package.
Select and perform the procedure that matches your conditions:

« Downgrading from Junos OS with Upgraded FreeBSD to Junos OS on page 87

« Downgrading from Junos OS with Upgraded FreeBSD to an Earlier Release of Junos
OS with Upgraded FreeBSD on page 88

Downgrading from Junos OS with Upgraded FreeBSD to Junos OS

This example uses the package /var/tmp/jinstall-13.3R2.7-domestic-signed.tgz to install
Junos OS with a pre-upgraded FreeBSD kernel on the master Routing Engine (re0).

0 NOTE: The following procedure refers to routers, but it also applies to
switches.

To downgrade from Junos OS with upgraded FreeBSD to Junos OS:

1. Enter the request system software add package-name no-validate reboot command
from the operational mode in the CLI.

Use the no-validate and reboot options with the request system software add command.
If you leave out the no-validate option, the command uses the validate option by
default, and direct validation of running configuration does not work for downgrading
to Junos OS from Junos OS with upgraded FreeBSD.

0 NOTE: To validate current configuration on an downgrade to Junos OS
from Junos OS with upgraded FreeBSD, use the request system software
valdiate on (Junos OS with Upgraded FreeBSD) command.

If you leave out the reboot option, you can take care of that in a separate reboot step.
The following example uses the re0 option:

user@host>request system software add
/var/tmp/jinstall-13.3R2.7-domestic-signed.tgz re0 no-validate reboot
THIS IS A SIGNED PACKAGE Saving the config files ...
NOTICE: uncommitted changes have been saved in
/var/db/config/juniper.conf.pre-install Rebooting. Please wait ...
shutdown: [pid 11001] Shutdown NOW! *** FINAL System shutdown message
from root@host *** System going down IMMEDIATELY Shutdown NOW! System
shutdown time has arrived\x07\x07 users@host> Connection to
devicel.example.com closed by remote host. Connection to
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devicel.example.com closed. ... user@router> show version
Hostname: host

Model: mx240

Junos: 13.3R2.7

JUNOS Base OS boot [13.3R2.7]

JUNOS Base OS Software Suite [13.3R2.7]

JUNOS Kernel Software Suite [13.3R2.7]

JUNOS Crypto Software Suite [13.3R2.7]

JUNOS Packet Forwarding Engine Support (M/T/EX Common) [13.3R2.7]
JUNOS Packet Forwarding Engine Support (MX Common) [13.3R2.7]
JUNOS Online Documentation [13.3R2.7]

JUNOS Services AACL Container package [13.3R2.7]

2. Verify the downgrade of the software package.

user@host> show version

6 NOTE: The output shows the OS kernel, OS runtime, and other packages

installed on the router.

Downgrading from Junos OS with Upgraded FreeBSD to an Earlier Release of Junos OS with

Upgraded FreeBSD

This example uses the package /var/tmp/jinstall-13.3R2.7-domestic-signed.tgz to install
Junos OS with a pre-upgraded FreeBSD kernel on the master Routing Engine (re0).

o NOTE: The following procedure refers to routers, but it also applies to

switches.

To downgrade from Junos OS with upgraded FreeBSD to an earlier release of Junos OS
with upgraded FreeBSD:

1.

Enter the request system software add package-name validate reboot command from
the operational mode in the CLI:

Use the validate and reboot options with the request system software add command.
The command uses the validate option by default.

If you leave out the reboot option, you can take care of that in a separate reboot step.

2. Verify the downgrade of the software package.

user@host> show version

o NOTE: The output shows the OS kernel, OS runtime, and other packages

installed on the router.
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Related .
Documentation

Upgrading Junos OS with Upgraded FreeBSD on page 80
Understanding Junos OS with Upgraded FreeBSD on page 73
request system snapshot (Junos OS with Upgraded FreeBSD) on page 241

request system reboot (Junos OS with Upgraded FreeBSD) on page 238
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Licenses

« Using Licenses on page 93
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Using Licenses

« Junos OS Feature Licenses on page 93

« Disaggregated Software Features That Require Licenses on the QFX Series on page 94
« Software Features That Require Licenses on the QFX Series on page 95

« Junos OS Feature License Keys on page 98

« Generating License Keys on page 101

« Adding New Licenses (CLI Procedure) on page 103

« Deleting a License (CLI Procedure) on page 104

« Saving License Keys on page 105

« Verifying Junos OS License Installation on page 106

Junos OS Feature Licenses

Related
Documentation

Some Junos OS software features require a license to activate the feature. To enable a
licensed feature, you need to purchase, install, manage, and verify a license key that
corresponds to each licensed feature. To conform to Junos OS feature licensing
requirements, you must purchase one license per feature per device. The presence of the
appropriate software license key on your device determines whether you are eligible to
configure and use the licensed feature.

To speed deployment of licensed features, Junos OS software implements an honor-based
licensing structure and provides you with a 30-day grace period to use a licensed feature
without a license key installed. The grace period begins when you configure the feature
and your device uses the licensed feature for the first time, but not necessarily when you
install the license. After the grace period expires, the system generates system log
messages saying that the feature requires a license. To clear the error message and use
the licensed feature properly, you must install and verify the required license.

For information about how to purchase software licenses, contact your Juniper Networks
sales representative.

« License Enforcement
« Junos OS Feature License Model Number for SRX Series Services Gateways

. Adding New Licenses (CLI Procedure) on page 103
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« Deleting a License (CLI Procedure) on page 104
. Saving License Keys on page 105

« Verifying Junos OS License Installation on page 106

Disaggregated Software Features That Require Licenses on the QFX Series

« Disaggregated Software Feature Licenses on QFX5200 Switches on page 94

Disaggregated Software Feature Licenses on QFX5200 Switches

0 NOTE: Forinformation onstandard Junos OS feature licenses, see “Software
Features That Require Licenses on the QFX Series” on page 95.

The Junos OS software is disaggregated from the hardware. With disaggregated Junos
0OS, you can purchase the following feature licenses, which are available on a perpetual
basis:

« Junos Base Services (JBS) license:

Includes basic layer 2 switching, basic layer 3 routing, multicast, automation,
programmability, Zero Touch Provisioning (ZTP) and basic monitoring.

0 NOTE: You must purchase the JBS license to use basic functions, but you
do not need to install the license key in Junos OS Release 15.1X53-D30. JBS
basic functions work with this release without installing the license key.
However, you will need to install the license key in a future release of Junos
OS to be determined, so make sure to retain the authorization code you
received from the License Management System to generate a license key
for the JBS license.

« Junos Advanced Services (JAS) license:

Includes features supported in JBS license and Border Gateway Protocol (BGP),
Intermediate System-to-Intermediate System (IS-IS), and Virtual Extensible Local
Area Network (VXLAN). You need to install the license key to use these features. You
need to install the license key to use these features.

« Junos Premium Services (JPS) license:

Includes features supported in JAS license and Multi-protocol Label Switching (MPLS)
feature set. You need to install the license key to use these features.

For information about how to purchase a software feature license, contact your Juniper
Networks sales representative.
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Table 12: Disaggregated Junos OS Feature Licenses and Associated SKU’s

Licensed Software Features SKU’s
Junos base services (JBS) license QFX5000-35-JBS
Junos advanced services (JAS) license QFX5000-35-JAS

Junos premium services (JPS)

license QFX5000-35-JPS

Related .
Documentation

Junos OS Feature Licenses on page 93

Junos OS Feature License Keys on page 98
Generating License Keys on page 101

Adding New Licenses (CLI Procedure) on page 103
Deleting a License (CLI Procedure) on page 104
Saving License Keys on page 105

Verifying Junos OS License Installation on page 106

Software Features That Require Licenses on the QFX Series

NOTE: If you try to configure a feature that is not licensed, you will receive
syslog messages saying that you are using a feature that is licensable and

that you do not possess a license for the feature. If you try to commit
configuration changes for a feature that is not licensed, you will receive a
commit warning saying that you have exceeded the allowed license limit for

the feature.

NOTE: Virtual Extensible Local Area Network (VXLAN) is not supported on
QFX3500 and QFX3600 devices. Whenyou issue the show licenses command,

you will see VXLAN in the CLI output, but the feature is not enabled.

NOTE: There is no separate license for Virtual Chassis like there is for Virtual

Chassis Fabiric.

Table 13 on page 96 lists the standard Junos OS features licenses and supported QFX
Series devices. For information on disaggregated Junos OS feature licenses, see
“Disaggregated Software Features That Require Licenses on the QFX Series” on page 94.

Forinformation about how to purchase a software license, contact your Juniper Networks
sales representative.
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Table 13: Standard Junos OS Feature Licenses and Model Numbers for QFX Series Devices

Licensed Software
Feature

QFX Series premium
feature license for Border
Gateway Protocol (BGP),
Intermediate
System-to-Intermediate
System (1S-1S), and Virtual
Extensible Local Area
Network (VXLAN), and
Open vSwitch Database
(OVSDB)

Supported
Devices

QFX10002-360Q
switch

QFX10002-720
switch

QFX10008 switch

QFX10016 switch

Number of
Licenses
Required

One per switch

Model Number

QFX10002-360Q-PFL
QFX10002-720-PFL
QFX10008-PFL

QFX10016-PFL

QFX Series advanced
feature license for Border
Gateway Protocol (BGP),
Intermediate
System-to-Intermediate
System (IS-IS),

QFX10002-360Q
switch

QFX10002-720Q
switch

One per switch

OFX10002-36Q-AFL
OFX10002-72Q-AFL

QFX10008-AFL

Multi-protocol Label QFX10008 switch QFX10016-AFL
Switching (MPLS), and

Virtual Extensible Local ~ @FX10016 switch

Area Network (VXLAN),

and Open vSwitch

Database (OVSDB)

QFX Series advanced QFX3500, One per switch, QFX-JSL-EDGE-ADV1
feature license for Border QFX3600, two per Virtual

Gateway Protocol (BGP),
Intermediate
System-to-Intermediate
System (IS-1S),
Multi-protocol Label
Switching (MPLS), and
Virtual Extensible Local
Area Network (VXLAN),
and Open vSwitch
Database (OVSDB)

QFX5100-48S, and
QFX5100-48T
switches

Chassis, and two
per Virtual Chassis
Fabric

QFX Series advanced
feature license for Border
Gateway Protocol (BGP),
Intermediate
System-to-Intermediate
System (IS-1S),
Multi-protocol Label
Switching (MPLS), and
Virtual Extensible Local
Area Network (VXLAN)
and Open vSwitch
Database (OVSDB)

QFX5100-24Q and
QFX5100-96S
switches

One per switch,
two per Virtual
Chassis, and two
per Virtual Chassis
Fabric

QFX5100-HDNSE-LIC
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Table 13: Standard Junos OS Feature Licenses and Model Numbers for QFX Series

Devices (continued)

Licensed Software

Feature

QFX Series advanced
feature license for Border
Gateway Protocol (BGP)

Supported
Devices

QFX3100 Director
device

Number of
Licenses
Required

One per Node
deviceinanetwork
Node group

Model Number

QFX-JSL-DRCTR-ADV1

QFX Series advanced
feature license for Fibre
Channel

QFX3500 switch

One per switch on
which fibre
channel ports are
configured

QFX-JSL-EDGE-FC

QFX Series advanced
feature license for Fibre

QFX3100 Director
device

One per QFX3500
Node device on

QFX-JSL-DRCTR-FC

Channel which fibre

channel ports are

configured
QFX Series advanced QFX3100 Director One forup to 16 QFX-JSL-DRCTR-FC-C16
feature license for Fibre device QFX3500 Node

Channel - Capacity 16

devices on which
fibre channel ports
are configured

QFX Series feature license
for enabling fabric mode

QFX3500 and
QFX3600 device

One per device

QFX3000-JSL-EDGE-FAB

QFX Series feature license  QFX3100 Director One per QFX3008-JSL-DRCTR-FAB
for base software for device QFX3000-G

QFX3000-G QFabric QFabric system

system

QFX Series feature license  QFX3100 Director One per QFX3000M-JSL-DRCTR-FAB
for base software for device QFX3000-M

QFX3000-M QFabric QFabric system

system

QFX and EX Series feature
license for enabling Media
Access Control security
(MACsec)

QFX switches that
support MACsec.
See Understanding
Media Access
Control Security
(MACsec).

One per switch,
two per Virtual
Chassis,

EX-QFX-MACSEC-AGG

Virtual Chassis Fabric
(VCF)

Allmember devices
in a Virtual Chassis
Fabric (VCF)

Two per Virtual
Chassis Fabric
(VCF)

QFX-VCF-LIC

Related
Documentation

« Junos OS Feature Licenses on page 93

« Junos OS Feature License Keys on page 98
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« Generating License Keys on page 101

« Adding New Licenses (CLI Procedure) on page 103
. Deleting a License (CLI Procedure) on page 104

. Saving License Keys on page 105

« Verifying Junos OS License Installation on page 106

Junos OS Feature License Keys

Some Junos OS software features require a license to be activated. To enable each
licensed feature, you must purchase, install, manage, and verify a license key that
corresponds to the licensed feature.

Release-Tied License Keys and Upgrade Licenses on MX Series Routers

The Junos OS licensing infrastructure currently associates a license feature with attributes
such as date, platform, and validity. In addition to these attributes, for MX Series routers
running Junos OS Release 12.2 and later, a licensed feature can be associated with a
release number at the time of generating the license key. This type of release-tied license
key is used to validate a particular licensed feature while attempting a software upgrade.
The upgrade process aborts if the release number in the license key is earlier than the
Junos OS release number to which the system is being upgraded.

Additionally, an upgrade license key can be generated for a release-tied licensed feature.
An upgrade license key is used for carrying forward a capacity license to the upgrade
release. Although an upgrade license might be an acceptable license on the current
release, it does not add to the existing capacity limit. The capacity added in the upgrade
license key is valid for the upgrade software release only.

Therelease numberembedded in the license key indicates the maximum release number
up to which Junos OS can be upgraded.

As an example, assume that your system is running Junos OS Release 12.2 and is using
the scale-subscriber licensed feature with a later release-tied upgrade license key installed.
If you request a software upgrade to the later release of Junos OS, the software upgrade
operation fails and the following error message is displayed:

mgd: error: No valid upgrade license found for feature 'scale-subscriber'.
Aborting Software upgrade.
Validation failed

In this example, to successfully upgrade to the later release of Junos OS, the release
number included in the upgrade license key should be greater than or equal to the later
release number. Also, you can perform software upgrades up to the previous release
without any additional license keys to retain the existing scale limit.
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0 NOTE:
When you install a release-tied license, the following apply:

« You can purchase an upgrade capacity license only if a base capacity license
for the same scale-tier has already been generated or purchased.

« You cannot install an upgrade license if the capacity does not match any
of the existing base capacity licenses on the system.

. Thelicenseinstallation fails when you install a lower release number license
key on a higher software release number.

« Arelease-tied license can be installed on a Junos OS release number that
is lower than or equal to the release number included in the license key.
For example, a 12.2 license key is valid on Junos OS Release 12.1.

« Anupgrade license is valid only on the target release number specified in
the license key, but can be installed on an earlier Junos OS release. For
example, a 4 K scale-tier upgrade license for Junos OS Release 12.2 can be
installed on an earlier release, and the installed count of licenses remains
unaltered.

. Release-tied licenses of the previous release are not deleted on upgrading
Junos OS to a newer release version.

Licensable Ports on MX5, MX10, and MX40 Routers

Starting with Junos OS Release 12.2, license keys are available to enhance the port capacity
on MX5, MX10, and MX40 routers up to the port capacity of an MX80 router. The MX5,
MX10, and MX40 routers are derived from the modular MX80 chassis with similar slot
and port assignments, and provide all functionality available on an MX80 router, but at
a lower capacity. Restricting port capacity is achieved by making a set of MIC slots and
ports licensable. MICs without a license are locked, and are unlocked or made usable by
installing appropriate upgrade licenses.

The base capacity of a router is identified by the Ideeprom assembly ID (12C ID), which
defines the board type. However, the Junos OS licensing infrastructure allows the use of
restricted ports without a license for a grace period of 30 days. After the grace period
expires, the router reverts back to the base capacity if no upgrade license is purchased
and installed for the locked ports. The 12C ID along with an upgrade license determine
the final capacity of an MX5, MX10, or MX40 router.

The MX5, MX10, MX40, and MX80 routers support the following types of MICs:

« A built-in 10-Gigabit Ethernet MIC with four 10-Gigabit Ethernet ports
« Two front-pluggable MICs
A feature ID is assigned to every license upgrade for enhancing port capacity.

Table 14 on page 100 displays the chassis types and their associated port capacity, 12C
ID, base capacity, feature ID, feature name, and the final capacity after a license upgrade.
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Table 14: Upgrade Licenses for Enhancing Port Capacity

Feature ID
Elgle]
Chassis Feature
Type Base Capacity Name Upgrade Capacity
MX5 20G 0x556 Slot1 fl—MX5 to Slotland 2
MX10
« 1/MICO upgrade « 1/MICO
« 1/MIC1
MX10 40G 0x555 Slot1and 2 f2—MX10to Slot 2 and first 2 ports on Slot O
MX40
« 1/MICO upgrade « 1/MICI
« 1/MIC1 « First 2 ports on O/MICO
MX40 60G 0x554 Slot 1, SLot 2 and first 2 f3—MX40 Slot 2 and all ports on Slot O
ports on Slot O to MX80
upgrade « 1/MICI
+ /MICO « All 4 ports on 0O/MICO
. 1/MICI

« First 2 ports on O/MICO

Wheninstalling an upgrade license for enhancing port capacity on MX5, MX10 and MX40
routers, consider the following:

. To upgrade an MX5 router to MX80 router capacity, licenses for all three features (f1,
f2, f3) must be installed. All three features can be provided in a single license key.

« Toupgrade an MX10 router to MX40 router capacity, installing a license key with 2
feature is sufficient.

« Non-applicable feature IDs in a license key reject the upgrade license. For example:
- Anflfeature ID on an MX10 upgrade license key rejects the license.

- Feature IDs fl and f2 on an MX40 upgrade license key reject the entire license.

Port Activation on MX104 Routers

Starting with Junos OS Release 13.3, license keys are available to activate the ports on
the MX104 router. MX104 routers have four built-in ports. By default, in the absence of
valid licenses, all four built-in ports are deactivated. By installing licenses, you can activate
any two of the four or all of the four built-in ports. For instance, you can install a license
to activate the first two built-in ports (xe-2/0/0 and xe-2/0/1) or you caninstall a license
to activate the next two built-in ports (xe-2/0/2 and xe-2/0/3). You can also install a
license to activate all four built-in ports (xe-2/0/0, xe-2/0/1, xe-2/0/2, and xe-2/0/3).
If you have already activated two of the built-in ports, you can install an additional license
to activate the other two built-in ports on the MX104 router.

A feature ID is assigned to every license for activating the built-in ports on the MX104
router. The port license model with the feature ID is described in Table 15 on page 101.
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Table 15: Port Activation License Model for MX104 Routers

Feature ID Feature Name Functionality

F1 MX104 2X10G Port Activate (O and 1) Ability to activate first two built-in ports (xe-2/0/0 and
xe-2/0/1)

F2 MX104 2X10G Port Activate (2 and 3) Ability to activate next two built-in ports (xe-2/0/2 and
xe-2/0/3)

Related
Documentation

Both the features are also provided in a single license key for ease of use. To activate all
four ports, you must either install the licenses for both the features listed in

Table 15 on page 101 or the single license key for both features. If you install the single
license key when feature IDs F1 and F2 are already installed, the license does not get
rejected. Also, MX104 routers do not support the graceful license expiry policy. A graceful
license expiry policy allows the use of a feature for a certain period of time (usually a
grace period of 30 days), and reverts if the license for that feature is not installed after
the grace period.

« Junos OS Feature Licenses on page 93

« License Enforcement

« Software Feature Licenses

« Verifying Junos OS License Installation on page 106

« show system license on page 421

Generating License Keys

When you purchase a Junos OS software feature license for a device, you receive an
e-mail containing an authorization code for the feature license from Juniper Networks.
You can use the authorization code to generate a unique license key (a combination of
the authorization code and the device’s serial number) for the device, and then add the
license key on the device.

Before generating the license keys for a device:

« Purchase the required licenses for the device. See “Software Features That Require
Licenses on the QFX Series” on page 95 and “Disaggregated Software Features That
Require Licenses on the QFX Series” on page 94.

« Note down the authorization code in the e-mail you received from Juniper Networks
when you purchased the license.

. Determine the serial number of the device. For instructions, see Locating the Serial
Number on a QFX3500 Device or Component.
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To generate the license keys for a device:

0 NOTE: This procedure shows you how to generate license keys on a QFX

9.

Series device, but you can follow the same procedure for any device.

In a browser, log in to the Juniper Networks License Management System at
https://www.juniper.net/lcrs/license.do.

The Manage Product Licenses page appears.

0 NOTE: To access the licensing site, you must have a service contract with
Juniper Networks and an access account. If you need help obtaining an
account, complete the registration form at the Juniper Networks website
https://www.juniper.net/registration/Register.jsp .

On the Generate Licenses tab, select QFX Series Product from the drop-down list, and
click Go.

The Generate Licenses - QFX Series Product page appears.

Select the QFX Series Product Device option button, and click Continue.
The Generate Licenses - QFX Series Product Devices page appears.

In the Device Serial Number field, enter the serial number for the device.

In the Authorization Code field, enter the authorization code in the e-mail you received
from Juniper Networks when you purchased the license.

(Optional) If you want to enter another authorization code for the same device, click
Enter More Authorization Codes to display a new authorization code field. Enter the
authorization code in this field.

Click Confirm.

The Confirm License Information page appears, displaying a summary of the
information you submitted to the License Management System.

Review the information to ensure everything is correct and then click Generate License.

The Generate Licenses - QFX Series Product Devices page appears, displaying a
summary of your license keys, including a link that displays the details of your new
license keys.

Select the file format in which you want to obtain your new license keys.

10. Select the delivery method you want to use to obtain your new license keys.
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To download the license keys:
« Select the Download to this computer option button, and click OK.
To e-mail the license keys:

. Select the Send e-mail to e-mail ID option button, and click OK.

Related . Software Features That Require Licenses on the QFX Series on page 95
D tati
ocumentation « Adding New Licenses (CLI Procedure) on page 103

. Locating the Serial Number on a QFX3500 Device or Component

Adding New Licenses (CLI Procedure)

Before adding new licenses, complete the following tasks:

« Purchase the required licenses.

. Establish basic network connectivity with the router or switch. For instructions on
establishing basic connectivity, see the Getting Started Guide or Quick Start Guide for
your device.

0 NOTE: On QFabric systems, install your licenses in the default partition of
the QFabric system and not on the individual components (Node devices
and Interconnect devices).

To add a new license key to the device using the CLI:

1. From the CLI operational mode, enter one of the following CLI commands:

- To add a license key from a file or URL, enter the following command, specifying
the filename or the URL where the key is located:

user@host> request system license add filename | url
- To add a license key from the terminal, enter the following command:
user@host> request system license add terminal

2. When prompted, enter the license key, separating multiple license keys with a blank
line.

If the license key you enter is invalid, an error appears in the CLI output when you press
Ctrl+d to exit license entry mode.

3. Goon to “Verifying Junos OS License Installation” on page 106.

On routers that have graceful Routing Engine switchover (GRES) enabled, after
successfully adding the new license on the master Routing Engine, the license keys are
automatically synchronized on the backup Routing Engine as well. However, in case GRES
is not enabled, the new license is added on each Routing Engine separately. This ensures
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Related
Documentation

that the license key is enabled on the backup Routing Engine during changeover of
mastership between the Routing Engines.

To add a new license key to a router with dual Routing Engines without GRES:

1. Afteradding the new license key on the master Routing Engine, use the request chassis
routing-engine master switch command to have the backup Routing Engine become
the master Routing Engine.

2. Loginto the active Routing Engine and add the new license key, repeat the same step.

0 NOTE: Adding a license key to the router or switch might be delayed if a kernel
resynchronization operationisin progress at that time. The following message
is displayed on the CLI when the license-adding operation is about to be
delayed:
Akernelre-sync operationisin progress. License update may take several minutes
to complete.

« Deleting a License (CLI Procedure) on page 104
« Junos OS Feature Licenses on page 93
. Verifying Junos OS License Installation on page 106

. request system license add on page 418

Deleting a License (CLI Procedure)

Before deleting a license, establish basic network connectivity with the router or switch.
For instructions on establishing basic connectivity, see the Getting Started Guide or Quick
Start Guide for your router or switch.

You have the options to delete a single license, delete all licenses, or delete a list of
licenses enclosed in brackets.
1. Display the licenses available to be deleted.

user@host> request system license delete license-identifier-list ?
Possible completions:

EO0468XXX4 License key identifier
JUNOS10XXX1 License key identifier
JUNOS10XXX2 License key identifier
JUNOS10XXX3 License key identifier
JUNOS10XXX4 License key identifier
[ Open a set of values

2. Todelete a license key or keys from a device using the CLI operational mode, select
one of the following methods:

- Delete a single license by specifying the license ID. Using this option, you can delete
only one license at a time.

user@host> request system license delete license-identifier
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- Delete all license keys from the current device.
user@host> request system license delete all

- Delete multiple license keys from the current device. Specify the license identifier
for each key and enclose the list of identifiers in brackets.

user@host> request system license delete license-identifier-list [JUNOSTOXXX]
JUNOSTOXXX3 JUNOSIOXXX4 ...]

Delete license(s) ?
[yes,no] (no) yes

3. Goon to “Verifying Junos OS License Installation” on page 106.

O NOTE: Deleting a license key from the router or switch might be delayed if a
kernel resynchronization operation is in progress at that time. The following
message is displayed on the CLI when the license-deleting operation is about
to be delayed:
A kernelre-sync operationisin progress. License update may take several minutes
to complete.

Related . Adding New Licenses (CLI Procedure) on page 103
Documentation . Saving License Keys on page 105
« Junos OS Feature Licenses on page 93
« Verifying Junos OS License Installation on page 106

. request system license delete on page 419

Saving License Keys

Before saving a license, establish basic network connectivity with the router or switch.
For instructions on establishing basic connectivity, see the Getting Started Guide or Quick
Start Guide for your router or switch.

To save the licenses installed on a device to a file using the CLI:

1. From the CLI operational mode, enter one of the following CLI commands:
. Tosave the installed license keys to a file or URL, enter the following command:
user@host> request system license save filename | url

For example, the following command saves the installed license keys to a file named
license.config:

. Tosave a license key from the terminal, enter the following command:
user@host> request system license save ftp://user@host/license.config

2. Goon to “Verifying Junos OS License Installation” on page 106.
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Related . Adding New Licenses (CLI Procedure) on page 103
Documentation
v : . Deleting a License (CLI Procedure) on page 104
« Junos OS Feature Licenses on page 93

. Verifying Junos OS License Installation on page 106

Verifying Junos OS License Installation

To verify Junos OS license management, perform the following tasks:

« Displaying Installed Licenses on page 106

« Displaying License Usage on page 107

Displaying Installed Licenses

Purpose Verify that the expected licenses are installed and active on the router or switch.

Action From the CLI, enter the show system license command.

Sample Output

user@host> show system license
License usage:

Licenses Licenses Licenses Expiry

Feature name used installed needed

subscriber-acct 0 1 0 permanent
subscriber-auth 0 1 0 permanent
subscriber-addr 0 1 0 permanent
subscriber-vlan 0 1 0 permanent
subscriber-ip 0 1 0 permanent
scale-subscriber 0 1000 0 permanent
scale-12tp 0 1000 0 permanent
scale-mobile-ip 0 1000 0 permanent

Licenses installed:
License identifier: E000185416
License version: 2

Features:

subscriber-acct - Per Subscriber Radius Accounting
permanent

subscriber-auth - Per Subscriber Radius Authentication
permanent

subscriber-addr - Address Pool Assignment
permanent

subscriber-vlan - Dynamic Auto-sensed Vlan
permanent

subscriber-ip - Dynamic and Static IP
permanent

Meaning The output shows a list of the license usage and a list of the licenses installed on the
router or switch. Verify the following information:
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. Eachlicenseis present. Licenses are listed in ascending alphanumeric order by license
ID.

. The state of each license is permanent.

0 NOTE: A state of invalid indicates that the license key is not a valid license
key. Either it was entered incorrectly or it is not valid for the specific device.

. The feature for each license is the expected feature. The features enabled are listed
by license. An all-inclusive license has all features listed.

. All configured features have the required licenses installed. The Licenses needed
column must show that no licenses are required.

Displaying License Usage

Purpose \Verify that the licenses fully cover the feature configuration on the router or switch.

Action From the CLI, enter the show system license usage command.

Sample Output
user@host> show system license usage
Licenses Licenses Licenses Expiry

Feature name used installed needed
subscriber-addr 1 0 1 29 days
scale-subscriber 0 1000 0 permanent
scale-12tp 0 1000 0 permanent
scale-mobile-ip 0 1000 0 permanent

Meaning The output shows any licenses installed on the router or switch and how they are used.
Verify the following information:

. Any configured licenses appear in the output. The output lists features in ascending
alphabetical order by license name. The number of licenses appears in the third column.
Verify that you have installed the appropriate number of licenses.

. The number of licenses used matches the number of configured features. If a licensed
feature is configured, the feature is considered used. The sample output shows that
the subscriber address pooling feature is configured.

. Alicense isinstalled on the router or switch for each configured feature. For every
feature configured that does not have a license, one license is needed.

For example, the sample output shows that the subscriber address feature is configured
but that the license for the feature has not yet been installed. The license must be
installed within the remaining grace period to be in compliance.
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« Understanding Login Classes on page 111
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Understanding Login Classes

« Configuring Junos OS User Accounts on page 111
« Configuring the Junos OS to Display a System Login Announcement on page 112

« Configuring Junos OS to Display a System Login Message on page 112

Configuring Junos OS User Accounts

Related
Documentation

User accounts provide one way for users to access the router or switch. For each account,
you define the login name for the user and, optionally, information that identifies the
user. After you have created an account, the software creates a home directory for the
user.

To create user accounts, include the user statement at the [edit system login] hierarchy
level:

[edit system login]
user username {
class class-name;
class {
(encrypted-password "password" | plain-text-password);
ssh-rsa "public-key";
ssh-dsa "public-key";
1
full-name complete-name;
uid vid-value;
class class-name;

}

« Example: Configuring User Accounts
« Configuring a Local Administrator Account
« Junos OS User Accounts Overview

« Limiting the Number of User Login Attempts for SSH and Telnet Sessions
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Configuring the Junos OS to Display a System Login Announcement

Related
Documentation

By default, no login announcement is displayed. To configure a system login
announcement, include the announcement statement at the [edit system login] hierarchy
level:

[edit system login]
announcement text;

If the announcement text contains any spaces, enclose the text in quotation marks.

A system login announcement appears after the user logs in. A system login message
appears before the user logs in.

Q TIP: You canuse the same special characters described to format your system
login announcement.

« Defining Junos OS Login Classes

« Configuring the Junos OS to Display a System Login Message

Configuring Junos OS to Display a System Login Message

By default, no login message is displayed on the router or switch. To configure a system
login message, include the message statement at the [edit system login] hierarchy level:

[edit system login]
message text,;

If the message text contains any spaces, enclose it in guotation marks.
You can format the message using the following special characters:

« \n—New line

« \t—Horizontal tab

« \'=Single quotation mark

« \"—Double quotation mark

« \\—Backslash

The following is a sample login message configuration:

[edit]
system {
login {
message "\n\n\n\tUNAUTHORIZED USE OF THIS SYSTEM\n
\tlS STRICTLY PROHIBITED!I\n\n\tPlease contact
\"company-noc@company.com\" to gain\naccess
to this equipment if you need authorization.\n\n\n";

12
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}

The preceding login message configuration example produces a login message similar
to the following:

server% telnet routerl
Trying 1.1.1.1...
Connected to routerl.
Escape character is "~]".

UNAUTHORIZED USE OF THIS SYSTEM
IS STRICTLY PROHIBITED!

Please contact "company-noc@company.com® to gain
access to this equipment if you need authorization.

routerl (ttypO)
login:

A system login message appears before the user logs in. A system login announcement
appears after the user logs in.

Related . Defining Junos OS Login Classes

Documentation
. message on page 257
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PART 9

Network Time Protocol (NTP)

« Understanding NTP on page 117
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Understanding NTP

« Understanding NTP Time Servers on page 117

« Configuring NTP Authentication Keys on page 118

« Configuring the NTP Time Server and Time Services on page 119

« Configuring the Switch to Listen for Broadcast Messages Using NTP on page 121
« Configuring the Switch to Listen for Multicast Messages Using NTP on page 122
« Setting the Date and Time on page 122

« Synchronizing and Coordinating Time Distribution Using NTP on page 123

« Example: Configuring NTP on page 125

« Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 128

Understanding NTP Time Servers

The IETF defined the Network Time Protocol (NTP) to synchronize the clocks of computer
systems connected to each other over a network. Most large networks have an NTP
server that ensures that time on all devices is synchronized, regardless of the device
location. If you use one or more NTP servers on your network, ensure you include the NTS
server addresses in your Junos OS configuration.

When configuring the NTP, you can specify which system on the network is the
authoritative time source, or time server, and how time is synchronized between systems
on the network. To do this, you configure the router, switch, or security device to operate
in one of the following modes:

. Client mode—In this mode, the local router or switch can be synchronized with the
remote system, but the remote system can never be synchronized with the local router
or switch.

. Symmetric active mode—In this mode, the local router or switch and the remote system
can synchronize with each other. You use this mode in a network in which either the
local router or switch or the remote system might be a better source of time.
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Documentation

0 NOTE: Symmetric active mode can be initiated by either the local or the
remote system. Only one system needs to be configured to do so. This
means that the local system can synchronize with any system that offers
symmetric active mode without any configuration whatsoever. However,
we strongly encourage you to configure authentication to ensure that the
local system synchronizes only with known time servers.

« Broadcast mode—In this mode, the local router or switch sends periodic broadcast
messages to a client population at the specified broadcast or multicast address.
Normally, you include this statement only when the local router or switch is operating
as a transmitter.

« Server mode—In this mode, the local router or switch operates as an NTP server.

0 NOTE: In NTP server mode, the Junos OS supports authentication as
follows:

- If the NTP request from the client comes with an authentication key
(such as a key ID and message digest sent with the packet), the request
is processed and answered based on the authentication key match.

- Ifthe NTPrequest from the client comes without any authentication key,
the request is processed and answered without authentication.

. Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 128

Configuring NTP Authentication Keys

Time synchronization can be authenticated to ensure that the switch obtains its time
services only from known sources. By default, network time synchronization is
unauthenticated. The switch will synchronize to whatever system appears to have the
most accurate time. We strongly encourage you to configure authentication of network
time services.

To authenticate other time servers, include the trusted-key statement at the [edit system
ntp] hierarchy level. Only time servers that transmit network time packets containing
one of the specified key numbers are eligible to be synchronized. Additionally, the key
needs to match the value configured for that key number. Other systems can synchronize
to the local switch without being authenticated.

[edit system ntp]
trusted-key [ key-numbers 1;

Each key can be any 32-bit unsigned integer except O. Include the key option in the peer,
server, or broadcast statements to transmit the specified authentication key when

18
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transmitting packets. The key is necessary if the remote system has authentication
enabled so that it can synchronize to the local system.

To define the authentication keys, include the authentication-key statement at the [edit
system ntp] hierarchy level:

[edit system ntp]
authentication-key key-number type type value password,

number is the key number, type is the authentication type (only Message Digest 5 [MD5]
is supported), and password is the password for this key. The key number, type, and
password must match on all systems using that particular key for authentication.

Related . Understanding NTP Time Servers on page 117
D tati
ocumentation « Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 128
« trusted-key on page 268

. authentication-key

Configuring the NTP Time Server and Time Services

When you use NTP, configure the switch to operate in one of the following modes:

« Client mode
« Symmetric active mode
« Broadcast mode

« Server mode
The following topics describe how to configure these modes of operation:

1. Configuring the Switch to Operate in Client Mode on page 119

2. Configuring the Router or Switch to Operate in Symmetric Active Mode on page 120
3. Configuring the Router or Switch to Operate in Broadcast Mode on page 120
4.,

Configuring the Router or Switch to Operate in Server Mode on page 121

Configuring the Switch to Operate in Client Mode

To configure the local router or switch to operate in client mode, include the server
statement and other optional statements at the [edit system ntp] hierarchy level:

[edit system ntp]

server address <key key-number> <version value> <prefer>;
authentication-key key-number type type value password,
boot-server address;

trusted-key [ key-numbers 1;

Specify the address of the system acting as the time server. You must specify an address,
not a hostname.
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To include an authentication key in all messages sent to the time server, include the key
option. The key corresponds to the key number you specify in the authentication-key
statement, as described in .

By default, the router or switch sends NTP version 4 packets to the time server. To set
the NTP version level to 1, 2, or 3, include the version option.

If you configure more than one time server, you can mark one server preferred by including
the prefer option.

The following example shows how to configure the router or switch to operate in client
mode:

[edit system ntp]

authentication-key 1type md5 value "$ABC123";
boot-server 10.1.1.1;

server 10.1.1.1 key 1 prefer;

trusted-key 1;

Configuring the Router or Switch to Operate in Symmetric Active Mode

To configure the local router or switch to operate in symmetric active mode, include the
peer statement at the [edit system ntp] hierarchy level:

[edit system ntp]
peer address <key key-number> <version value> <prefer>;

Specify the address of the remote system. You must specify an address, not a hostname.

To include an authentication key in all messages sent to the remote system, include the
key option. The key corresponds to the key number you specify in the authentication-key
statement.

By default, the router or switch sends NTP version 4 packets to the remote system. To
set the NTP version level to 1, 2 or 3, include the version option.

If you configure more than one remote system, you can mark one system preferred by
including the prefer option:

peer address <key key-number> <version value> prefer;

Configuring the Router or Switch to Operate in Broadcast Mode

To configure the local router or switch to operate in broadcast mode, include the broadcast
statement at the [edit system ntp] hierarchy level:

[edit system ntp]
broadcast address <key key-number> <version value> <ttl value>;

Specify the broadcast address on one of the local networks or a multicast address
assigned to NTP. You must specify an address, not a hostname. If the multicast address
is used, it must be 224.0.1.1.

120

Copyright © 2016, Juniper Networks, Inc.



Chapter 9: Understanding NTP

To include an authentication key in all messages sent to the remote system, include the
key option. The key corresponds to the key number you specify in the authentication-key
statement.

By default, the router or switch sends NTP version 4 packets to the remote system. To
set the NTP version level to 1, 2, or 3, include the version option.

Configuring the Router or Switch to Operate in Server Mode

Related
Documentation

In server mode, the router or switch acts as an NTP server for clients when the clients are
configured appropriately. The only prerequisite for “ server mode” is that the router or
switch must be receiving time from another NTP peer or server. No other configuration
is necessary on the router or switch.

To configure the local router or switch to operate as an NTP server, include the following
statements at the [edit system ntp] hierarchy level:

[edit system ntp]

authentication-key key-number type type value password,
server address <key key-number> <version value> <prefer>;
trusted-key [ key-numbers 1;

Specify the address of the system acting as the time server. You must specify an address,
not a hostname.

To include an authentication key in all messages sent to the time server, include the key
option. The key corresponds to the key number you specify in the authentication-key
statement.

By default, the router or switch sends NTP version 4 packets to the time server. To set
the NTP version level to 1,or 2, or 3, include the version option.

If you configure more than one time server, you can mark one server preferred by including
the prefer option.

The following example shows how to configure the router or switch to operate in server
mode:

[edit system ntp]

authentication-key 1type md5 value "$ABC123";
server 172.17.27.46 prefer;

trusted-key 1;

« Understanding NTP Time Servers on page 117

« Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 128

Configuring the Switch to Listen for Broadcast Messages Using NTP

When you are using NTP, you can configure the local switch to listen for broadcast
messages on the local network to discover other servers on the same subnet by including
the broadcast-client statement at the [edit system ntp] hierarchy level:
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Related
Documentation

[edit system ntp]
broadcast-client;

When the switch detects a broadcast message for the first time, it measures the nominal
network delay using a brief client-server exchange with the remote server. It then enters
broadcast client mode, in which it listens for, and synchronizes to, succeeding broadcast
messages.

To avoid accidental or malicious disruption in this mode, both the local and remote
systems must use authentication and the same trusted key and key identifier.

« Configuring the Switch to Listen for Multicast Messages Using NTP on page 122
« Configuring the NTP Time Server and Time Services on page 119

« Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 128

Configuring the Switch to Listen for Multicast Messages Using NTP

Related
Documentation

When you are using NTP, you can configure the local switch to listen for multicast
messages on the local network to discover other servers on the same subnet by including
the multicast-client statement at the [edit system ntp] hierarchy level:

[edit system ntp]
multicast-client <address>;

When the switch receives a multicast message for the first time, it measures the nominal
network delay using a brief client-server exchange with the remote server. It then enters
multicast client mode, in which it listens for, and synchronizes to, succeeding multicast
messages.

You can specify one or more |IP addresses. (You must specify an address, not a hostname.)
If you do, the router or switch joins those multicast groups. If you do not specify any
addresses, the software uses 224.0.1.1.

To avoid accidental or malicious disruption in this mode, both the local and remote
systems must use authentication and the same trusted key and key identifier.

« Configuring the Switch to Listen for Broadcast Messages Using NTP on page 121
« Configuring the NTP Time Server and Time Services on page 119

. Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 128

Setting the Date and Time

1. Enter operational mode in the CLI.
2. Enter the following command:

user@switch> set date YYYYMMDDHHMM.ss source-address
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For example, the following command sets the date and time.
user@switch# set date 201102151010.55
3. To set the date and time from an NTP server, enter the following command:
user@switch# set date ntp servers
For example, the following command sets the date and time from an NTP server:
user@switch# set date ntp 200.40.40.1
4. To set the date and time from more than one NTP server, enter the same command:
user@switch# set date ntp servers

For example, the following command sets the date and time from more than one NTP
server:

user@switch# set date ntp 200.40.40.1 200.40.40.2

Related . setdate
Documentation

Synchronizing and Coordinating Time Distribution Using NTP

Using NTP to synchronize and coordinate time distribution in a large network involves
these tasks:

1. Configuring NTP on page 123
2. Configuring the NTP Boot Server on page 123
3. Specifying a Source Address for an NTP Server on page 124

Configuring NTP

« Toconfigure NTP on the switch, include the ntp statement at the [edit system] hierarchy
level:

[edit system]

ntp {
authentication-key number type type value password,
boot-server (address | hostname);
broadcast <address> <key key-number> <version value> <ttl value>;
broadcast-client;
multicast-client <address>;
peer address <key key-number> <version value> <prefer>;
server address <key key-number> <version value> <prefer>;
source-address source-address;
trusted-key [ key-numbers 1;

Configuring the NTP Boot Server

When you boot the switch, it issues an ntpdate request, which polls a network server to
determine the local date and time. You need to configure a server that the switch uses
to determine the time when the switch boots. Otherwise, NTP will not be able to
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synchronize to a time server if the server’s time appears to be very far off of the local
switch’s time.

« Toconfigure the NTP boot server, include the boot-server statement at the [edit system
ntp] hierarchy level:

[edit system ntp]
boot-server (address | hostname);

Specify either the IP address or the hostname of the network server.

Specifying a Source Address foran NTP Server

For IP version 4 (IPv4), you can specify that if the NTP server configured at the [edit system
ntp] hierarchy level is contacted on one of the loopback interface addresses, the reply
always uses a specific source address. This is useful for controlling which source address
NTP uses to access your network wheniit is either responding to or sending an NTP client
request from your network.

To configure the specific source address that the reply will always use, and the source
address that requests initiated by NTP server will use, include the source-address
statement at the [edit system ntp] hierarchy level:

[edit system ntp]
source-address source-address;

source-address is a valid IP address configured on one of the switch interfaces.

0 NOTE: If a firewall filter is applied on the loopback interface, ensure that the
source address specified for the NTP server at the [edit system ntp] hierarchy
level is explicitly included as one of the match criteria in the firewall filter.
This enables the Junos OS to accept traffic on the loopback interface from
the specified source address.

The following example shows a firewall filter with the source address
10.0.10.100 specified in the from statement included at the [edit firewall filter
firewall-filter-name] hierarchy:

[edit firewall filter Loopback-Interface-Firewall-Filter]
term Allow-NTP {
from {
source-address {
172.17.27.46/32; // IP address of the NTP server
10.0.10.100/32; // Source address specified for the NTP server
}
then accept;
1
1

If no source address is configured for the NTP server, include the primary
address of the loopback interface in the firewall filter.
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« Understanding NTP Time Servers on page 117

« Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 128

Example: Configuring NTP

Requirements

Overview

Configuration

The Network Time Protocol (NTP) provides the mechanisms to synchronize time and
coordinate time distributionin a large, diverse network. NTP uses a returnable-time design
in which a distributed subnet of time servers operating in a self-organizing, hierarchical
primary-secondary configuration synchronizes local clocks within the subnet and to
national time standards by means of wire or radio. The servers also can redistribute
reference time using local routing algorithms and time daemons.

This example shows how to configure NTP:

« Requirements on page 125
« Overview on page 125
« Configuration on page 125

- Verification on page 126

This example uses the following software and hardware components:

« Junos OS Release 11.1 or later

« A switch connected to a network on which an NTP boot server and NTP server reside

Debugging and troubleshooting are much easier when the timestamps in the log files of
all switches are synchronized, because events that span a network can be correlated
with synchronous entries in multiple logs. We recommend using the Network Time
Protocol (NTP) to synchronize the system clocks of your switch and other network
equipment.

In this example, an administrator wants to synchronize the time in a switch to a single
time source. We recommend using authentication to make sure that the NTP peer is
trusted. The boot-server statement identifies the server from which the initial time of day
and date are obtained when the switch boots. The server statement identifies the NTP
server used for periodic time synchronization. The authentication-key statement specifies
that an HMAC-Message Digest 5 (MD5) scheme is used to hash the key value for
authentication, which prevents the switch from synchronizing with an attacker’s host
that is posing as the time server.

To configure NTP:
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CLIQuick Toquickly configure NTP, copy the following commands and paste them into the switch’s
Configuration terminal window:

[edit system]

set ntp boot-server 10.1.4.1

set ntp server 10.1.4.2

set ntp authentication-key 2 type md>5 value "SABC123"

Step-by-Step  To configure NTP:
Procedure
1. Specify the boot server:

[edit system]
user@switch# set ntp boot-server10.1.4.1
2. Specify the NTP server:

[edit system]
user@switch# setntp server10.1.4.2

3.  Specify the key number, authentication type (MD5), and key for authentication:
[edit system]
user@switch# setntp authentication-key 2 type md5 value "$SABC123"

Results Check the results:

[edit system]
user@switch# show

ntp {
boot-server 10.1.4.1;
authentication-key 2 type md5 value "$ABC123"; ## SECRET-DATA
server 10.1.4.2;

1

Verification
To confirm that the configuration is correct, perform these tasks:

« Checking the Time on page 126
« Displaying the NTP Peers on page 127
» Displaying the NTP Status on page 127

Checking the Time

Purpose Check the time that has been set on the switch.

Action Enter the show system uptime operational mode command to display the time.

user@switch> show system uptime

fpcO:

Current time: 2009-06-12 12:49:03 PDT

System booted: 2009-05-15 06:24:43 PDT (4w0d 06:24 ago)

Protocols started: 2009-05-15 06:27:08 PDT (4w0d 06:21 ago)

Last configured: 2009-05-27 14:57:03 PDT (2wld 21:52 ago) by adminl
12:49PM up 28 days, 6:24, 1 user, load averages: 0.05, 0.06, 0.01
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Meaning The output shows that the current date and time are June 12, 2009 and 12:49:03 PDT.
The switch booted 4 weeks, 6 hours, and 24 minutes ago, and its protocols were started
approximately 3 minutes before it booted. The switch was last configured by user admini
on May 27,2009, and there is currently one user logged in to the switch.

The output also shows that the load average is 0.05 seconds for the last minute, 0.06
seconds for the last 5 minutes, and 0.01 seconds for the last 15 minutes.

Displaying the NTP Peers

Purpose Verify that the time has been obtained from an NTP server.

Action Enter the show ntp associations operational mode command to display the NTP server
from switch obtained its time.

user@switch> show ntp associations
remote refid st t when poll reach delay offset jitter

*ntp5.domainl.ne .GPS. 1 u 414 1024 377 3.435 4.002 0.765
Meaning The asterisk (*) in front of the NTP server name, or peer, indicates that the timeis

synchronized and obtained from this server. The delay, offset, and jitter are displayed in
milliseconds.

Displaying the NTP Status

Purpose View the configuration of the NTP server and the status of the system.

Action Enter the show ntp status operational mode command to view the status of the NTP.

user@switch> show ntp status

status=0644 leap_none, sync_ntp, 4 events, event_peer/strat_chg,
version="ntpd 4.2_.0-a Mon Apr 13 19:09:05 UTC 2009 (1)",
processor="powerpc', system="JUNOS9.5R1.8", leap=00, stratum=2,
precision=-18, rootdelay=2.805, rootdispersion=42.018, peer=48172,
refid=172.17.28.5,

reftime=cddd397a.60e6d7bf Fri, Jun 12 2009 13:30:50.378, poll=10,
clock=cddd3blb.ec5a2bb4 Fri, Jun 12 2009 13:37:47.923, state=4,
offset=3.706, frequency=-23.018, jitter=1.818, stability=0.303

Meaning The output shows status information about the switch and the NTP.

Related . Understanding NTP Time Servers on page 117
Documentation . ntp on page 264
« Configuring the NTP Time Server and Time Services on page 119
« CLIExplorer

« Junos OS Baseline Network Operations Guide
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Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization

Related
Documentation

Debugging and troubleshooting are much easier when the timestamps in the log files of
all the routers or switches are synchronized, because events that span the network can
be correlated with synchronous entries in multiple logs. We strongly recommend using
the Network Time Protocol (NTP) to synchronize the system clocks of routers, switches,
and other network equipment.

By default, NTP operates in an entirely unauthenticated manner. If a malicious attempt
to influence the accuracy of a router or switch’s clock succeeds, it could have negative
effects on system logging, make troubleshooting and intrusion detection more difficult,
and impede other management functions.

The following sample configuration synchronizes all the routers or switches in the network
to a single time source. We recommend using authentication to make sure that the NTP
peer is trusted. The boot-server statement identifies the server from which the initial time
of day and date is obtained when the router boots. The server statement identifies the
NTP server used for periodic time synchronization. The authentication-key statement
specifies that an HMAC-Message Digest 5 (MD5) scheme should be used to hash the
key value for authentication, which prevents the router or switch from synchronizing with
an attacker’s host posing as the time server.

[edit]
system {
ntp {
authentication-key 2 type md>5 value "$ABC123"; # SECRET-DATA
boot-server 10.1.4.1;
server10.1.4.2;
1
1

« NTP Overview
. Understanding NTP Time Servers on page 117

. show ntp associations on page 430

. show ntp status on page 432

128
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« Understanding Passwords on page 131
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« Configuring the Root Password on page 131
« Recovering the Root Password on page 133

« Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 134

Configuring the Root Password

The Junos OS is preinstalled on the router or switch. When the router or switch is powered
on, it is ready to be configured. Initially, you log in as the user root with no password. The
root directory of a UNIX device is the entry point to all other folders and files on that
device. As a result, access to the root directory is restricted by default to a predefined
user account known as the root user. The root user (also referred to as superuser) has
unrestricted access and full permissions within the system. The expression “log in as
root” is commonly used when an action requires the user to log into the device as the
root user.

0 NOTE: If you configure a blank password using the encrypted-password
statement at the [edit system root-authentication] hierarchy level for root
authentication, you can commit a configuration but you cannot log in as the
root user and gain root level access to the router or switch.

After you log in, you should configure the root (superuser) password by including the
root-authentication statement at the [edit system] hierarchy level and configuring one
of the password options:

[edit system]
root-authentication {
(encrypted-password "password"| plain-text-password);
load-key-file URL filename;
ssh-dsa “public-key” <from hostname>;
ssh-ecdsa “public-key” <from hostname>;
ssh-rsa “public-key” <from hostname>;

}

If you configure the plain-text-password option, you are prompted to enter and confirm
the password:

[edit system]
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user@host# set root-authentication plain-text-password
New password: type password here
Retype new password: retype password here

The default requirements for plain-text passwords are:

« The password must be between 6 and 128 characters long

- You caninclude most character classes in a password (uppercase letters, lowercase
letters, numbers, punctuation marks, and other special characters). Control characters
are not recommended.

- Valid passwords must contain at least one change of case or character class.

You can use the load-key-file URL filename statement to load an SSH key file that was
previously generated using ssh-keygen. The URL filename is the path to the file’s location
and name. When using this option, the contents of the key file are copied into the
configurationimmediately after entering the load-key-file URL statement. This command
loads RSA (SSH version 1 and SSH version 2) and DSA (SSH version 2) public keys.

Optionally, you can use the ssh-dsa, ssh-ecdsa, or ssh-rsa statements to directly configure
SSH RSA, DSA, or ECDSA keys to authenticate root logins. You can configure more than
one public key for SSH authentication of root logins as well as for user accounts. When
a user logs in as root, the public keys are referenced to determine whether the private
key matches any of them.

To view the SSH keys entries, use the configuration mode show command. For example:

[edit system]
user@host# set root-authentication load-key-file my-host:.ssh/id_dsa.pub
file.19692 | O KB | 0.3 kB/s | ETA: 00:00:00 | 100%
[edit system]
user@host# show
root-authentication {
ssh-rsa "$ABC123"; # SECRET-DATA

}

Junos-FIPS software has special password requirements. FIPS passwords must be
between 10 and 20 characters in length. Passwords must use at least three of the five
defined character sets (uppercase letters, lowercase letters, digits, punctuation marks,
and other special characters). If Junos-FIPS is installed on the router or switch, you cannot
configure passwords unless they meet this standard. If you use the encrypted-password
option, then a null-password (empty) is not permitted.

You cannot configure a blank password for encrypted-password using blank quotation
marks (" "). You must configure a password whose number of characters range from 1
through 128 characters and enclose the password in quotation marks.

« Protecting Network Security by Configuring the Root Password
« Example: Configuring a Plain-Text Password for Root Logins
. Example: Configuring SSH Authentication for Root Logins

« Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 134

132
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« Recovering the Root Password

Recovering the Root Password

If you forget the root password, you can use the password recovery procedure to reset
the root password.

-~

NOTE: The root password cannot be recovered on a QFabric system.

NOTE: You need console access to the switch to recover the root password.

To recover the root password:

1.

Power off the switch by switching off the AC power outlet of the device or, if necessary,
by pulling the power cords out of the device’s power supplies.

Turn off the power to the management device, such as a PC or laptop computer, that
you want to use to access the CLI.

Plug one end of the Ethernet rollover cable supplied with the device into the
RJ-45—-to—DB-9 serial port adapter supplied with the device.

Plug the RJ-45—-to—DB-9 serial port adapter into the serial port on the management
device.

Connect the other end of the Ethernet rollover cable to the console port on the device.
Turn on the power to the management device.

On the management device, start your asynchronous terminal emulation application
(such as Microsoft Windows Hyperterminal) and select the appropriate COM port to
use (for example, COMI1).

Configure the port settings as follows:
. Bits per second: 9600

- Data bits: 8

« Parity: None

. Stop bits: 1

- Flow control: None

Power on the device by (if necessary) plugging the power cords into the device’s power
supply, or turning on the power to the device by switching on the AC power outlet the
device is plugged into.

The terminal emulation screen on your management device displays the device’s boot
sequence.
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10. When the following prompt appears, press the Spacebar to access the device'’s
bootstrap loader command prompt:

Hit [Enter] to boot immediately, or space bar for command prompt.
Booting [kernel] in 9 seconds...

1. At the following prompt, enter boot -s to start up the system in single-user mode.

ok boot -s
12. At the following prompt, enter recovery to start the root password recovery procedure.

Enter full pathname of shell or "recovery® for root password recovery or RETURN
for /bin/sh: recovery

13. Enter configuration mode in the CLI.

14. Set the root password. For example:

user@switch# set system root-authentication plain-text-password
15. At the following prompt, enter the new root password. For example:

New password: testl
Retype new password:

16. At the second prompt, reenter the new root password.
17. After you have finished configuring the password, commit the configuration.

root@host# commit
commit complete

18. Exit configuration mode in the CLI.
19. Exit operational mode in the CLI.
20. At the prompt, enter y to reboot the device.

Reboot the system? [y/n] y

Related . Configuring the Root Password
Documentation

Example: Changing the Requirements for Junos OS Plain-Text Passwords

This example shows how to set various maximum and minimum requirements for
plain-text passwords to increase password strength.

« Requirements on page 135

« Overview on page 135

« Configuration on page 135

134
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Requirements

This example requires a device running Junos 12.2 or greater. The minimum-length and
maximume-length password requirements statements are available in earlier releases,
however, you must have Junos OS Release 12.2 or greater to configure
minimum-lower-cases, minimum-numerics, minimum-punctuations, or
minimum-upper-cases.

Overview

You can use a variety of requirements to strengthen plain-text passwords for greater
security. Junos OS provides a number of possible configurations at the [edit system login
password] hierarchy level that allow you to require users to create plain-text passwords
that conform to a particular set of requirements that may include such things as length,
number of changes, type of characters, numbers, or letter case.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set system login password minimum-length 12

set system login password maximum-length 22

set system login password minimum-numerics 1

set system login password minimum-upper-cases 1

set system login password minimum-lower-cases 1

set system login password minimum-punctuations 1

Configuring Requirements for Plain-Text Passwords

Step-by-Step  This example configures password requirements that require the user to creat a password
Procedure that has a minimum length of 12 characters, a maximum length of 22 characters, and
that includes at least one lower-case letter, at least one upper-case letter, at least one
punctuation character, and at least one numeric character.

1. Navigate to configuration mode in the [system login password] hierarchy level.

user@host> edit
[edit]
user@host# edit system login password

2. Setaminimum length requirement of 12 characters and a maximum length
requirement of 22 characters for user passwords.

[edit system login password]
user@host# set minimum-length 12
[edit system login password]
user@host# set maximum-length 22

3. Require users to set a password that has at least one lower-case letter and at least
one upper-case letter.

[edit system login password]
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user@host# set minimum-lower-cases 1
[edit system login password]
user@host# set minimum-upper-cases 1

4, Require users to set a password that has at least one punctuation-class character
and at least one number.

[edit system login password]
user@host# set minimum-punctuations 1
[edit system login password]
user@host# set minimum-numerics 1

Results

From configuration mode, confirm your configuration by entering the show command at
the edit system login password hierarchy level. if the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit system login password]
user@host# show
minimum-length 12;
maximum-length 22;
minimum-numerics 1;
minimum-upper-cases 1;
minimum-lower-cases 1,

Related . Special Requirements for Junos OS Plain-Text Passwords

Documentation .
v : . password (Login)
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« Understanding Transparent Clocks in Precision Time Protocol on page 138

« Configuring Transparent Clock Mode for Precision Time Protocol on page 138
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Understanding Transparent Clocks in Precision Time Protocol

Related
Documentation

The Precision Time Protocol (PTP) standardized by IEEE 1588 improves the current
methods of synchronization used within a distributed network. You can use PTP across
packet-based networks including, but not limited to, Ethernet networks. Queuing and
buffering delays in the switch can cause variable delay to packets, which affect path
delay measurements. Queuing delays vary based on the network load and also depend
on the architecture of the switch.

Transparent clocks measure and adjust for packet delay. The transparent clock computes
the variable delay as the PTP packets pass through the switch. The switches act as
transparent clocks only and operate between the master and slave clocks in a distributed
network. Transparent clocks improve synchronization between the master and slave
clocks and ensure that the master and slave clocks are not impacted by the affects of
packet delay variation.

The transparent clock measures the residence time (the time that the packet spends
passing through the switch), adds the residence time into the correction field of the PTP
packet. The slave clock accounts for the packet delay by using both the origin timestamp
and the information in the correction field.

End-to-end transparent clocks are supported. With an end-to-end transparent clock,
only the residence timeisincluded in the correction field of the PTP packets. The residence
time can be sent in a one-step process, which means that the timestamps are sent in
one packet. In a two-step process, estimated timestamps are sent in one packet, and
additional packets contain updated timestamps.

You can enable or disable a transparent clock globally for the switch. With a global
configuration, the same configurationis applied to eachinterface. If the transparent clock
is disabled, PTP packet correction fields are not updated. If the transparent clock is
enabled, the PTP packet correct fields are updated.

PTP over Ethernet, UDP over IPv4 and IPv6, and unicast and multicast transparent clocks
are also supported.

« Configuring Transparent Clock Mode for Precision Time Protocol on page 138

. eZe-transparent on page 287

Configuring Transparent Clock Mode for Precision Time Protocol

In a distributed network, you can configure Precision Time Protocol (PTP) transparent
clocks to help synchronize the timing across the network.

To configure the transparent clock mode for Precision Time Protocol (PTP):

1. In configuration mode, go to the [edit protocols ptp] hierarchy level.

[edit]
user@host# edit protocols ptp

138
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2. Specify transparent clock mode:

[edit protocols ptp]
user@host# set e2e-transparent

Related . Understanding Transparent Clocks in Precision Time Protocol on page 138
D tati
ocumentation . e2e-transparent on page 287
. [edit protocols ptp] Hierarchy Level

. show ptp global-information on page 436
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Recovery Installation

« Understanding Recovery Installation on page 143

Copyright © 2016, Juniper Networks, Inc. 141



Junos OS Basics Feature Guide for QFX10000 Switches

142 Copyright © 2016, Juniper Networks, Inc.



CHAPTER 12

Understanding Recovery Installation

« Creating an Emergency Boot Device on page 143
« Performing a Recovery Installation Using an Emergency Boot Device on page 145

« Recovering from a Failed Software Installation on page 146

Creating an Emergency Boot Device

If Junos OS on the device is damaged in some way that prevents the software from
loading properly, you can use an emergency boot device to repartition the primary disk
and load a fresh installation of Junos OS. Use the following procedure to create an
emergency boot device.

Before you begin, you need to download the installation media image for your device
and Junos OS release from http://www.juniper.net/customers/support/ .

o NOTE: You can create the emergency boot device on another Juniper
Networks switch or router, or any PC or laptop that supports Linux. The steps
you take to create the emergency boot device vary, depending on the device.

To create an emergency boot device:

1. UseFTPtocopytheinstallation mediaimage into the /var/tmp directory on the device.
2. Insert a USB device into the USB port.

3. From the Junos OS command-line interface (CLI), start the shell:

user@device> start shell
%
4. Switch to the root account using the su command:

% su
Password: password

O NOTE: The password is the root password for the device. If you logged in
to the device as root, you do not need to perform this step.

5. Enter the following command on the device:
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root@device% dd if=/var/tmp/filename of=/dev/dal bs=16k
The device writes the installation media image to the USB device:

root@device% dd if=install-media-qfx-5e-15.1X53-D30.5-domestic. imgof=/dev/da0
bs=1m

1399+0 records in

1399+0 records out

1466957824 bytes transferred in 394.081902 secs (3722469 bytes/sec)

Enter the following command:

root@device% dd if=/var/tmp/filename of=/dev/da0 bs=1048576
The device writes the installation media image to the USB device:

root@device% dd if=/var/tmp/jinstall-vjunos-usb-13.2.img of=/dev/da0 bs=1048576
11006+1 records in

11006+1 records out

180332544 bytes transferred in 71.764266 secs (2512846 bytes/sec)

0 NOTE: The device automatically create a recovery Junos OS image.

The “Select a recovery image” menu appears on the console when one of
these switches is booted and unable to load a version of Junos OS. You
can follow the instructions in the “Select a recovery image” menu to load
the Junos OS image for one of these switches.

Log out of the shell:

root@device% exit
% exit
user@device>

USB Port Specifications for the QFX Series
Performing a Recovery Installation
Performing a QFabric System Recovery Installation on the Director Group

Performing a Recovery Installation Using an Emergency Boot Device on page 145

144
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Performing a Recovery Installation Using an Emergency Boot Device

If Junos OS on your device is damaged in some way that prevents the software from
loading correctly, you may need to perform a recovery installation using an emergency
boot device (for example, a USB flash drive) to restore the default factory installation.
Once you have recovered the software, you need to restore the device configuration. You
can either create a new configuration as you did when the device was shipped from the
factory, or if you saved the previous configuration, you can simply restore that file to the
device.

If at all possible, you should try to perform the following steps before you perform the
recovery installation:

1.

Ensure that you have an emergency boot device to use during the installation. See
“Creating an Emergency Boot Device” on page 143 for information on how to create an
emergency boot device.

Copy the existing configuration in the file /config/juniper.conf.gz from the device to a
remote system, such as a server, or to an emergency boot device. For extra safety,
you can also copy the backup configurations (the files named /config/juniper.conf.n,
where n is a number from O through 9) to a remote system or to an emergency boot
device.

You can use the system snapshot feature to complete this step. The system snapshot
feature takes a “snapshot” of the files currently used to run the QFX Series switch—the
complete contents of the /config and /var directories, which include the running Juniper
Networks Junos OS, the active configuration, and the rescue configuration—and copies
all of these files into a memory source. See Creating a Snapshot and Using It to Boot
a Device.

e NOTE: Systemsnapshotisnotsupported onthe QFX10000 and QFX5200
switches.

a WARNING: The recovery installation process completely overwrites the
entire contents of the internal flash storage.

3. Copy any other stored files to a remote system as desired.

To reinstall Junos OS:

1.

Insert the emergency boot device into the device.

2. Power cycle the device.

The emergency boot device is detected. At this time, you can load the Junos OS from
the emergency boot device onto the internal flash storage.

3. The software prompts you with the following option if you have a snapshot saved on

the emergency boot device:
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Junos Snapshot Installer - (c) Juniper Networks 2013
Reboot
Install Junos Snapshot [14.1X53-D11_vjunos.61]
Boot to host shell [debug]

Select Install Junos Snapshot install the snapshot.

The software prompts you with the following option if you have Junos OS software
from the factory installed on the emergency boot device.
Juniper Linux Installer - (¢) Juniper Networks 2014

Reboot

Install Juniper Linux Platform
Boot to host shell [debug]

Select Install Juniper Linux Platform to install the Junos OS software from the
emergency boot device.

. The device copies the software from the emergency boot device, occasionally

displaying status messages. Copying the software can take up to 12 minutes.

When the software is finished being copied from the emergency device to the device,
the device reboots from the internal flash storage on which the software was just
installed. When the reboot is complete, the device displays the Junos OS login prompt:

root@switch#

. Create a new configuration as you did when the device was shipped from the factory,

or restore the previously saved configuration file to the device.

6. Remove the emergency boot device.

« Creating an Emergency Boot Device on page 143

Recovering from a Failed Software Installation

Problem

Solution

Description: If the Junos OS appears to have been installed but the CLI does not work,
or if the switch has no software installed, you can use this recovery installation procedure
to install the Junos OS.

If a Junos OS image already exists on the switch, you can either install the new Junos OS
package in a separate partition, in which case both Junos OS images remain on the switch,
or you can remove the existing Junos OS image before you start the new installation
process.
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0 NOTE: QFX5100, EX4600, and OCX Series switches do not have a separate
partition to reinstall a Junos OS image.

A recovery image is created automatically on these switches. If a
previously-running switch is powered on and unable to boot using a Junos
OS image, you can boot the switch using the recovery Junos OS image by
selecting an option in the “Select a recovery image” menu.

We suggest creating a system snapshot on your switch onto the external
USB flash drive, and using the snapshot for recovery purposes. The system
snapshot feature takes a “snapshot” of the files currently used to run the
device—the complete contents of the /config directories, which include the
running Juniper Networks Junos OS, the active configuration, and the rescue
configuration, as well as the host OS—and copies all of these files into an
external USB flash drive. See Creating a Snapshot and Using It to Boot a
QFX3500 and QFX3600 Switch or Creating a Snapshot and Using It to Boot
a Device.

System snapshot is not supported on QFX10002 switches.

To perform a recovery installation:

1. Power on the switch. The loader script starts.

2. After the message Loading /boot/defaults/loader.conf appears, you are prompted
with the following message:

Hit [Enter] to boot immediately, or space bar for command prompt.

Press the Spacebar to enter the manual loader. The loader> prompt appears.

e NOTE: The loader prompt does not appear on QFX5100, QFX5200,
EX4600, and OCX Series switches.

On QFX5100,QFX5200,EX4600,and OCX Series switches only, arecovery
image is automatically saved if a previously-running switch is powered
on and unable to boot using a Junos OS image.

The “Select a recovery image” menu appears on the console when one of
these switches is booted and unable to load a version of Junos OS. Follow
theinstructionsinthe “Select arecoveryimage” menu to load the recovery
version of Junos OS for one of these switches.

You canignore the remainder of this procedure if you are using a QFX5100,
QFX5200, EX4600, or OCX Series switch.

3. Enter the following command:

loader> install [- —format] [— —external] source
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where:

. format—Enables you to erase the installation media before installing the installation
package. If you do not include this option, the system installs the new Junos OS in
a different partition from that of the most recently installed Junos OS.

. external—Installs the installation package onto external media (a USB stick, for
example).

. source—Represents the name and location of the Junos OS package, either on a
server on the network or as a file on an external media, as shown in the following
two examples:

. Network address of the server and the path on the server; for example,
tftp://192.17.1.28/junos/jinstall-qfx-5e-flex-15.1X53-D30.5-domestic-signed.tgz

. Junos OS package on a USB device (commonly stored in the root drive as the
only file), for example,
file:///jinstall-gfx-5e-flex-15.1X53-D30.5-domestic-signed.tgz).

The installation now proceeds normally and ends with a login prompt.

Related . Creating a Snapshot and Using It to Boot a QFX3500 and QFX3600 Switch

Documentation , . .
. Creating a Snapshot and Using It to Boot a Device
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« Understanding Routine Monitoring on page 151
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CHAPTER 13

Understanding Routine Monitoring

Monitoring System Process Information on page 151

Monitoring System Properties on page 152

Monitoring Interface Status and Traffic on page 153

Other Tools to Configure and Monitor Devices Running Junos OS on page 154

Fabric Management Overview on page 154

Monitoring System Process Information

Purpose View the processes running on the device.

Action To view the software processes running on the device:

[edit system]

user@switch> show system processes

Meaning Table 16 on page 151 summarizes the output fields in the system process information

display.

The display includes the total CPU load and total memory utilization.

Table 16: Summary of System Process Information Output Fields

Field Values

PID |dentifier of the process.

Name Owner of the process.

State Current state of the process.

CPU Load Percentage of the CPU that is being used by the process.

Memory Utilization

Amount of memory that is being used by the process.

Start Time

Time of day when the process started.
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Related

Documentation

. show system uptime on page 1171

Monitoring System Properties

« Monitoring System Properties on page 152

Purpose

Action

« show system uptime
« show system users

« show system storage

View system properties such as the name, IP address, and resource usage.

To monitor system properties in the CLI, enter the following commands:

Meaning Table 17 on page 152 summarizes key output fields in the system properties display.

Table 17: Summary of Key System Properties Output Fields

Field

‘ Values

General Information

Additional Information

Serial Number

Serial number of device.

Junos OS Version

Version of Junos OS active on the switch, including
whether the software is for domestic or export use.

Export software is for use outside the USA and
Canada.

Hostname Name of the device.

IP Address IP address of the device.
Loopback Loopback address.
Address

Domain Name
Server

Address of the domain name server.

Time Zone

Time zone on the device.

Time

Current Time

Current system time, in Coordinated Universal Time
(UTC).

System Booted
Time

Date and time when the device was last booted and
how long it has been running.

Protocol Started
Time

Date and time when the protocols were last started
and how long they have been running.
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Table 17: Summary of Key System Properties Output Fields (continued)

Field Values Additional Information
Last Configured Date and time when a configuration was last
Time committed. This field also shows the name of the

user who issued the last commit command.

Load Average CPU load average for 1, 5, and 15 minutes.

Storage Media

Internal Flash Usage details of internal flash memory.
Memory

External Flash Usage details of external USB flash memory.
Memory

Logged in Users Details

User Username of any user logged in to the switch.
Terminal Terminal through which the user is logged in.
From System from which the user has loggedin. A hyphen
indicates that the user is logged in through the
console.
Login Time Time when the user logged in. This is the user@switch field in show system users
command output.
Idle Time How long the user has been idle.

Related . Monitoring System Process Information on page 151

Documentation
u ! . show system processes on page 1083

Monitoring Interface Status and Traffic

Purpose View interface status to monitor interface bandwidth utilization and traffic statistics.

Action . Toview interface status for all the interfaces, enter show interfaces xe.

. Toview status and statistics for a specific interface, enter show interfaces xe
interface-name.

. To view status and traffic statistics for all interfaces, enter either show interfaces xe
detail or show interfaces xe extensive.

Meaning For details about output from the CLI commands, see show interfaces xe.

Copyright © 2016, Juniper Networks, Inc. 153



Junos OS Basics Feature Guide for QFX10000 Switches

Other Tools to Configure and Monitor Devices Running Junos OS

Related
Documentation

Apart from the command-line interface, Junos OS also supports the following applications,
scripts, and utilities that enable you to configure and monitor devices running Junos OS:

« Junos XML Management Protocol Application Programming Interface
(API)—Application programmers can use the Junos XML Management Protocol API
to monitor and configure Juniper Networks devices. Juniper Networks provides a Perl
module with the API to help you more quickly and easily develop custom Perl scripts
for configuring and monitoring the devices.

« NETCONF Application Programming Interface (API)—Application programmers can
also use the NETCONF API to monitor and configure Juniper Networks devices.

- Junos OS commit scripts—You can define scripts to enforce custom configuration
tasks, enforce consistency, prevent common mistakes, and more. Every time you
commit a new candidate configuration, the active commit scripts are called to inspect
the new candidate configuration. If a configuration violates your custom rules, the
script can instruct the Junos OS to perform various actions, including making changes
to the configuration and generating custom, warning, and system log messages.

« Junos OS Op scripts—You can add your own commands to the operation-mode CLI.
You can use these scripts to automate troubleshooting of known network problems
and correct them.

« Junos OS event scripts—You can use event scripts to diagnose and fix issues, monitor
the overall status of the system, and examine errors periodically. Event scripts are
similar to op scripts except that certain events on the switch will trigger these scripts.

« CHEF—You can use CHEF automate the provisioning and management of compute,
networking, and storage resources. Chef for Junos OS provides support for Chef on
selected Junos OS devices, allowing you to automate common switching network
configurations.

« Puppet—You can use PUPPET for configuration management. Puppet provides an
efficient and scalable solution for managing the configurations of large numbers of
devices. System administrators take advantage of Puppet to manage compute
resources such as physical and virtual servers.

« CLI User Interface Overview on page 37
« NETCONF XML Management Protocol Developer Guide

« Understanding Device and Network Management Features

Fabric Management Overview

Fabric managementisresponsible for setting up and managing the connections between
Packet Forwarding Engines (PFEs) in a switching fabric. The switching fabric consists of
Switch Interface Boards (SIBs) which provide the interconnection between the PFEs
across Flexible PIC Concentrators (FPCs).
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Fabric management is event-driven. When the system is in a steady state, fabric
management only collects fabric statistics periodically, monitors the health of the
hardware, and responds to CLI queries. Other fabric management activity is triggered as
a response to managed events and faults to minimize packet loss.

Fabric management handles the following managed events:

- Online and planned offline of field replaceable units (FRUs)—FPCs and SIBs are two
classes of FRUs.

. Software upgrade

« Firmware upgrade
Fabric management handles the following faults:

« Hardware faults—Includes hardware errors at the link level, board level, or chassis level.
These faults occur during initialization or during runtime. Temperature and voltage
triggered faults, card level power brick failure, and control board failure are some
examples of hardware faults.

« Operator faults—These faults can occur during run-time or install time. Accidental
removal of a functional FRU, bent pins at the mid-plane due to improper insertion of
a line card, and power loss of a chassis or a FRU are some examples of operator faults.

. Software faults—The most likely software faults that affect fabric management are
process crash and restart, kernel crash and reboot, and process starvation, causing
loss of control plane keep-alives.

The following commands are used to monitor fabric management:

« show chassis fabric fpcs—Indicates whether any fabric links are in error on the FPCs’
side.

« show chassis fabric plane location—Displays the fabric plane location of each SIB.

« show chassis fabric sibs—Indicates whether any fabric links are in error on the SIBs’
side.

« show chassis fabric summary—Displays the state of all fabric planes.

. show chassis fabric topology—Displays the input-output link topology.

Related . show chassis fabric fpcs on page 566
Documentation « show chassis fabric plane-location on page 605
« show chassis fabric sibs on page 610
« show chassis fabric summary on page 622

. show chassis fabric topology on page 628
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Standard Software Installation and
Upgrade

« Understanding Standard Software Installation and Upgrade on page 159
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Understanding Standard Software
Installation and Upgrade

« Junos OS Package Names on page 159
« Software Installation Overview on page 160
« Creating an Emergency Boot Device on page 160

« Upgrading Software on page 162

Junos OS Package Names

You upgrade the Juniper Networks Junos OS on the switch by copying a software package
to your switch or another system on your local network and then installing the new
software package on the switch.

A software package name is in the following format:

e NOTE: A signed domestic package is used as an example only. Other types
of software packages might be available in future releases.

package-name-m.nZx.y-domestic-signed.tgz

where:

« package-name is the name of the package—for example, jinstall-gfx.

« m.nis the software release, with m representing the major release number and n
representing the minor release number—for example, 15.1.

. Zindicates the type of software release, where R indicates released software and B
indicates beta-level software.

« x.yrepresents the maintenance software release, with x representing the maintenance
software release number andy representing the maintenance software spin number—for
example, 1.5.

A sample switch software package name is:

Jinstall-qfx-5e-flex-15.1X53-D30.5-domestic-signed. tgz
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Related
Documentation

0 NOTE: The image in the .tgz file is not automatically cleaned up after the
image is successfully installed. If necessary, you can free up the storage space
by using the request system storage cleanup command.

. Upgrading Software on page 162
« Installing and Recovering Software Using the Open Network Install Environment (ONIE)
« Upgrading Software on a QFabric System

. Software Installation Overview on page 160

Software Installation Overview

Related
Documentation

A device is delivered with the Junos OS preinstalled. As new features and software fixes
become available, you can upgrade your software to use them.

When you power on the switch, it starts (boots) using the installed software.

You upgrade the Junos OS on a switch by copying a software package to a switch or
other system on your local network and then using the CLI to install the new software
on the switch. You then reboot the switch, which boots from the upgraded software.
After a successful upgrade, you should back up the new current configuration to a
secondary device.

During a successful upgrade, the installation package removes all files from the /var/tmp
directory of the switch and completely reinstalls the existing software. It retains
configuration files, and similar information, such as secure shell and host keys, from the
previous version. The previous software package is preserved in a separate disk partition,
and you can manually revert to it if necessary. If the software installation fails for any
reason, such as loss of power during the installation process, the system returns to the
originally active installation when you reboot.

If you encounter any difficulties during software installation or an upgrade, you can use
the recovery installation procedure to install the Junos OS on the switch.

. Upgrading Software on page 162
. Recovering from a Failed Software Installation on page 146

« Performing a Recovery Installation

Creating an Emergency Boot Device

If Junos OS on the device is damaged in some way that prevents the software from
loading properly, you can use an emergency boot device to repartition the primary disk
and load a fresh installation of Junos OS. Use the following procedure to create an
emergency boot device.
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Before you begin, you need to download the installation media image for your device
and Junos OS release from http:/www.juniper.net/customers/support/ .

0 NOTE: You can create the emergency boot device on another Juniper
Networks switch or router, or any PC or laptop that supports Linux. The steps
you take to create the emergency boot device vary, depending on the device.

To create an emergency boot device:

1. UseFTPtocopytheinstallation mediaimage into the /var/tmp directory on the device.
2. Insert a USB device into the USB port.

3. From the Junos OS command-line interface (CLI), start the shell:

user@device> start shell
%
4. Switch to the root account using the su command:

% su
Password: password

0 NOTE: The password is the root password for the device. If you logged in
to the device as root, you do not need to perform this step.

5. Enter the following command on the device:

root@device% dd if=/var/tmp/filename of=/dev/dal bs=16k
The device writes the installation media image to the USB device:

root@device% dd if=install-media-qfx-5e-15.1X53-D30.5-domestic. imgof=/dev/da0
bs=1m

1399+0 records in

1399+0 records out

1466957824 bytes transferred in 394.081902 secs (3722469 bytes/sec)

6. Enter the following command:

root@device% dd if=/var/tmp/filename of=/dev/da0 bs=1048576
The device writes the installation media image to the USB device:

root@device% dd if=/var/tmp/jinstall-vjunos-usb-13.2.img of=/dev/da0 bs=1048576
11006+1 records in

11006+1 records out

180332544 bytes transferred in 71.764266 secs (2512846 bytes/sec)
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O NOTE: The device automatically create a recovery Junos OS image.

The “Select a recovery image” menu appears on the console when one of
these switches is booted and unable to load a version of Junos OS. You
can follow the instructions in the “Select a recovery image” menu to load
the Junos OS image for one of these switches.

7. Log out of the shell:

root@device% exit
% exit
user@device>

Related . USB Port Specifications for the QFX Series

D tati
ocumentation Performing a Recovery Installation

Performing a QFabric System Recovery Installation on the Director Group

Performing a Recovery Installation Using an Emergency Boot Device on page 145

Upgrading Software

To upgrade Junos OS, you need to install the appropriate upgrade package on the device.
Upgrading involves these tasks:

o NOTE: If you want to use the Open Network Install Environment (ONIE) to
install software, see Installing and Recovering Software Using the Open
Network Install Environment (ONIE).

1. Downloading Software Files with a Browser on page 163

Accessing Software Downloaded to a Remote Location on page 164
Connecting to the Console Port on page 164

Backing Up the Current Configuration Files on page 164

Installing a Standard Software Package on QFX10002 Switches on page 164

Installing a Standard Software Package on QFX10008 and QFX10016
Switches on page 166

o U woN
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Downloading Software Files with a Browser

To download the software package from the Juniper Networks Support website, go to
http://www.juniper.net/support/ .

o NOTE: To access the download site, you must have a service contract with
Juniper Networks and an access account. If you need help obtaining an
account, complete the registration form at the Juniper Networks website
https://www.juniper.net/registration/Register.jsp .

This procedure shows you how to upgrade software on a QFX Series device,
but you can follow the same procedure for any device unless otherwise
specified.

1. Using a Web browser, navigate to the http://www.juniper.net/support .
2. Click Download Software.
3. Inthe Switching box, click Junos OS Platforms.

4. Inthe QFX Series section, click the name of the platform for which you want to
download software.

5. Click the Software tab and select the release number from the Release drop-down
list.

6. Inthe Install Package section of the Software tab, select the Install Package for the
release.

A login screen appears.
7. Enter your name and password and press Enter.

8. Read the End User License Agreement, click the I agree radio button, and then click
Proceed.

9. Save the jinstall-gfx-<version>-secure-domestic.tgz file on your computer.

10. Open or save the installation package either to the local system in the var/tmp
directory or to a remote location. If you are saving the installation package to a remote
system, make sure that you can access it using HTTP, TFTP, FTP, or scp.
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Accessing Software Downloaded to a Remote Location

To access the installation package if you downloaded it to a remote location (for example,
any system other than the switch):

1.

2.

From the command line, make sure you are in the /var/tmp directory of the switch.
Start the shell interface:

user@switch> start shell
Initiate an FTPR, TFTP, or scp session.

In this example, FTP is used.

>ftp
Use FTP to access the remote location where the installation package resides.

For example:

ftp ftp://<hostname>/<pathname>/<package-name-m.mZx-distribution>.tgz.
where <package-name-m.mZx-distribution>.tgz is
jinstall-gfx-m-15.1X53-D33.secure-domestic.tgz

When prompted, enter your username and password.

Use the get command to transfer the installation package from the remote location
to your /var/tmp directory on your switch.

get <package-name-m.mZx-distribution>.tgz
Close the FTP session:

bye

Connecting to the Console Port

We recommend that you connect to the console port while installing the installation
package so you can respond to any required user input and detect any errors that may
occur.

Backing Up the Current Configuration Files

Before you install the new installation package, we strongly recommend that you back
up your current configuration files because the upgrade process removes all of the stored
files on the switch.

To back up your current configuration files, enter the save command:

user@switch# save filename

Executing this command saves a copy of your configuration files to a remote location
such as an external USB device.

Installing a Standard Software Package on QFX10002 Switches

o NOTE: Beforeyouinstall the software, back up any critical filesin /var/home.

For more information regarding how to back up critical files, contact Customer
Support at http://www.juniper.net/support.
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NOTE: If you want to downgrade from Junos OS Release 15.1X53-D60 to a
previous release, pay attention to these caveats:

Table 18: Caveats for Downgrading from Junos OS Release 15.1X53-D60 to Previous Software

Releases

Junos OS Software Releases Using the CLI

Using a USB Stick

15.1X53-D33 Yes, but the configuration is lost, and Yes, but the configuration is lost, and
there is no workaround. Werecommend  there is no workaround. We recommend
that you save the configuration to an that you save the configuration to an
external location, such as a remote external location, such as a remote
server, and then load the configuration server, and then load the configuration
afteryou have successfullydowngraded.  after you have successfully downgraded.
15.1X53-D32 Yes, but the configuration is lost, and Yes, but the configuration is lost, and
there is no workaround. We recommend  there is no workaround. We recommend
that you save the configuration to an that you save the configuration to an
external location, such as a remote external location, such as a remote
server, and then load the configuration server, and then load the configuration
afteryou have successfullydowngraded.  after you have successfully downgraded.
NOTE: You must downgrade to Junos NOTE: You must downgrade to Junos
OS Release 15.1X53-D33 before you OS Release 15.1X53-D33 before you
downgrade to Junos OS Release downgrade to Junos OS Release
15.1X53-D30. 15.1X53-D32.
15.1X53-D30 No Yes, but the configuration is lost, and
there is no workaround. We recommend
that you save the configuration to an
external location, such as a remote
server, and then load the configuration
after you have successfully downgraded.
NOTE: You must downgrade to Junos
OS Release 15.1X53-D33 before you
downgrade to Junos OS Release
15.1X53-D30.
Releases prior to 15.1X53-D30 No Yes, but the configuration is lost, and

there is no workaround. We recommend
that you save the configuration to an
external location, such as a remote
server, and then load the configuration
after you have successfully downgraded.

NOTE: You must downgrade to Junos
OS Release 15.1X53-D33 before you
downgrade to Junos OS Release
15.1X53-D30.
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Install the software in one of two ways:

0 NOTE: On the switch, use the force-host option to force installing the latest
version of the Host OS. However, by default, if the Host OS version is different
from the one that is already installed on the switch, the latest version is
installed without using the force-host option.

If the installation package resides locally on the switch, execute the request system
software add <pathname><source> reboot command.

For example:

user@switch> request system software add
/var/tmp/jinstall-gfx-m-15.1X53-D33.secure-domestic.tgz reboot

If the Install Package resides remotely, execute the request system software add
<pathname><source> reboot command.

For example:

user@switch> request system software add
ftp://ftpserver/directory/jinstall-gfx-m-15.1X53-D33.secure-domestic.tgz reboot

After the reboot has finished, verify that the new version of software has been properly
installed by executing the show version command.

user@switch> show version

Installing a Standard Software Package on QFX10008 and QFX10016 Switches
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NOTE: Beforeyouinstall the software, back up any critical filesin /var/home.
For more information regarding how to back up critical files, contact Customer
Support at http://www.juniper.net/support.

NOTE: On the switch, use the force-host option to force-install the latest
version of the Host OS. However, by default, if the Host OS version is different
from the one that is already installed on the switch, the latest version is
installed without using the force-host option.

NOTE: If you want to downgrade from Junos OS Release 15.1X53-D60 to a
previous release, pay attention to these caveats:

Table 19: Caveats for Downgrading from Junos OS Release 15.1X53-D60 to Previous Software

Releases

Junos OS Software Releases Using the CLI Using a USB Stick

15.1X53-D33 Yes, but the configuration is lost, and Yes, but the configuration is lost, and
there is no workaround. Werecommend  there is no workaround. We recommend
that you save the configuration to an that you save the configuration to an
external location, such as a remote external location, such as a remote
server, and then load the configuration server, and then load the configuration
afteryou have successfullydowngraded.  after you have successfully downgraded.

15.1X53-D32 Yes, but the configuration is lost, and Yes, but the configuration is lost, and
there is no workaround. We recommend  there is no workaround. We recommend
that you save the configuration to an that you save the configuration to an
external location, such as a remote external location, such as a remote
server, and then load the configuration server, and then load the configuration
afteryou have successfullydowngraded.  after you have successfully downgraded.
NOTE: You must downgrade to Junos NOTE: You must downgrade to Junos
OS Release 15.1X53-D33 before you OS Release 15.1X53-D33 before you
downgrade to Junos OS Release downgrade to Junos OS Release
15.1X53-D30. 15.1X53-D32.

15.1X53-D30 No Yes, but the configuration is lost, and

there is no workaround. We recommend
that you save the configuration to an
external location, such as a remote
server, and then load the configuration
after you have successfully downgraded.

NOTE: You must downgrade to Junos
OS Release 15.1X53-D33 before you
downgrade to Junos OS Release
15.1X53-D30.

Copyright © 2016, Juniper Networks, Inc.

167


http://www.juniper.net/support

Junos OS Basics Feature Guide for QFX10000 Switches

Table 19: Caveats for Downgrading from Junos OS Release 15.1X53-D60 to Previous Software
Releases (continued)

Junos OS Software Releases Using the CLI Using a USB Stick

Releases prior to 15.1X53-D30 No Yes, but the configuration is lost, and
there is no workaround. We recommend
that you save the configuration to an
external location, such as a remote
server, and then load the configuration
after you have successfully downgraded.

NOTE: You must downgrade to Junos
OS Release 15.1X53-D33 before you
downgrade to Junos OS Release
15.1X53-D30.

The switch contains two routing engines, so you will need to install the software on each
routing engine (re0 and rel).

If the installation package resides locally on the switch, execute the request system
software add <pathname><source> (re0O | rel) command.

To install the software on re0Q:
user@switch> request system software add
/var/tmp/jinstall-gfx-m-15.1X53-D33.secure-domestic.tgz re0

If the Install Package resides remotely from the switch, execute the request system
software add <pathname><source> reO command.

For example:

user@switch> request system software add
ftp://ftpserver/directory/jinstall-gfx-m-15.1X53-D33.secure-domestic.tgz re0

To install the software on rel:

user@switch> request system software add
/var/tmp/jinstall-gfx-m-15.1X53-D33.secure-domestic.tgz rel

If the Install Package resides remotely from the switch, execute the request system
software add <pathname><source> rel command.

For example:

user@switch> request system software add
ftp://ftpserver/directory/jinstall-gfx-10-m-flex-15.1X53-D60-secure-domestic-signed.tgz rel

Reboot both routing engines.
For example:

user@switch> request system reboot both-routing-engines

After the reboot has finished, verify that the new version of software has been properly
installed by executing the show version command.

user@switch> show version

Related . /Installing and Recovering Software Using the Open Network Install Environment (ONIE)
Documentation

168 Copyright © 2016, Juniper Networks, Inc.



Chapter 14: Understanding Standard Software Installation and Upgrade

. Software Installation Overview on page 160

« Recovering from a Failed Software Installation on page 146
« Upgrading Jloader Software on QFX Series Devices

. request system software add on page 1262

« Installation and Upgrade Guide
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« Understanding ZTP on page 173
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Understanding ZTP

« Understanding Zero Touch Provisioning on page 173
« Configuring Zero Touch Provisioning on page 180

« Monitoring Zero Touch Provisioning on page 185

Understanding Zero Touch Provisioning

« Understanding Zero Touch Provisioning on page 173
« Zero Touch Provisioning Process on page 175

« Zero Touch Provisioning Restart Process Triggers on page 178

Understanding Zero Touch Provisioning

0 NOTE: To see which platforms support Zero Touch Provisioning(ZTP) in a
browser, go to Feature Explorer. In the Explore Features section of the Feature
Explorer page, select All Features. In the Features Grouped by Feature Family
box, select Zero Touch Provisioning. You can also type the name of the feature
in the Search for Features edit box. In previous Junos OS releases on EX Series
switches, ZTP was called EZ Touchless Provisioning.

0 NOTE: QFX5200 switches only work with HTTP in 15.1X53-D30. FTP and
TFTP protocols are not supported.

ZTP allows you to provision new Juniper Networks switches in your network automatically,
without manual intervention. When you physically connect a switch to the network and
boot it with a default factory configuration, it attempts to upgrade the Junos OS software
automatically and autoinstall a configuration file from the network.

The switch uses information that you configure on a Dynamic Host Configuration Protocol
(DHCP) server to locate the necessary software image and configuration files on the
network. If the DHCP server does not respond or provide the software image and
configuration files, the switch boots with the preinstalled software and default factory
configuration. On switches running Enhanced Layer 2 Software, Junos Extended Dynamic
Host Configuration Protocol (JDHCP) is used instead of legacy DHCP. JDHCP supports
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the same functionality as DHCP, and all configuration options remain the same. JDHCP
is an enhanced version of legacy DHCP software.

0 NOTE: Fordetailed information regarding the DHCP and DHCP options, refer
to RFC2131 (http://www.ietf.org/rfc/rfc2131.txt ) and RFC2132
(www.ietf.org/rfc/rfc2132.txt). Also, this document refers to Internet Systems
Consortium (ISC) DHCP version 4.2. For more information regarding this
version, refer to http://www.isc.org/software/dhcp/documentation.

The Zero Touch Provisioning process will either upgrade or downgrade the Junos OS
version. During a downgrade:

« On an EX Series switch, If you downgrade to a software version earlier than Junos OS
Release 12.2, in which ZTP is not supported, the configuration file autoinstall phase of
the Zero Touch Provisioning process does not happen.

« On an EX Series switch, to downgrade to a software version that does not support
resilient dual-root partitions (Junos OS Release 10.4R2 or earlier), you must perform
some manual work on the switch. For more information, see Understanding Resilient
Dual-Root Partitions on Switches.

0 NOTE: On QFX3500 and QFX3600 switches running the original CLI, you
cannot use ZTP to upgrade from Junos OS Release 12.2 or later to Junos OS
Release 13.2X51-D15 or later.

174
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Zero Touch Provisioning Process
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When you boot a switch with the default factory configuration, the following process
happens:

0 NOTE: If you are performing Zero Touch Provisioning (ZTP) with a Junos OS

1.

image that contains enhanced automation for the QFX5100 switch, configure
root authentication, and the provider name, license type, and deployment
scope for Chef and Puppet at the [edit system] hierarchy in the configuration
file that is fetched from the server:

{master:0}

root# setroot-authentication (encrypted-password password | plain-text-password
password | ssh-dsa public-key | ssh-rsa public-key)

root# setextensions providers juniper license-type customer deployment-scope
commercial

root# set extensions providers chef license-type customer deployment-scope
commercial

If DHCP option 43, suboption 00 (the name of the software image file on the FTP,
HTTP, or TFTP server) is configured, the switch compares the version of the provided
software image to the version of the software installed on the switch.

e NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption 04. If both suboption 00 and suboption 4 are
defined, suboption 04 is ignored.

If DHCP option 43, suboption 02 (a symbolic link to the software image file on the
FTP,HTTP, or TFTP server), the switch compares the version of the provided software
image to the version of the software installed on the switch.

« If the Junos OS versions are different, the switch downloads the software image
fromthe FTP, HTTP, or TFTP server, installs the Junos OS, and reboots using the
default factory configuration.

. If the software versions are the same, the switch does not upgrade the software.

If DHCP option 43, suboption 01 (the name of the configuration file on the FTP, TFTP,
or HTTP server) is configured:

If DHCP option 43 suboption 01 is not specified, the switch uses the default factory
configuration.

If both DHCP option 43 suboption 01 and suboption 2 are specified, suboption OTis
processed before suboption 02. The Junos OS is upgraded, and then the configuration
file is applied.

0 NOTE: On EX4300 and QFX5100 switches running Enhanced Layer 2
Software, and QFX5100 switches running a Junos OS image that contains
enhanced automation, you can specify the name of a script file or a
configuration file in suboption 01. ZTP determines if the file is a script file
based on the first line that is included in the file. If the first line contains
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#! characters followed by an interpreter path—for example,
#!/usr/libexec/ui/cscript—ZTP determines that the file is a script file, and
executes the script file with the specified interpreter path. If the script
returns an error, ZTP will fetch the script file and execute the script file
until the script executes successfully. If the file does not contain special
characters or an interpreter path, ZTP determines that the fileis a
configuration file.

4. If DHCP option 43, suboption 03 (the transfer mode setting) is configured, the switch
accessesthe FTP,HTTP, or TFTP server using the specified transfer mode setting—for
example, FTP.

If DHCP option 43, suboption 03, is not configured, TFTP becomes the transfer mode
automatically.

5. If DHCP option 43, suboption 04 (the name of the software image file on the FTP,
HTTP, or TFTP server) is configured, the switch compares the version of the provided
software image to the version of the software installed on the switch.

0 NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption 04. If both suboption 00 and suboption 4 are
defined, suboption 04 is ignored.

0 NOTE: DHCP option 43 suboptions 05 through 255 are reserved.

6. If DHCP option 150 or option 66 is specified, the IP address of the FTP,HTTP, or TFTP
server is configured.

0 NOTE: You must configure either option 150 or option 66. If you configure
both option 150 and option 66, option 150 takes precedence, and option
66 is ignored. Also, make sure you specify an IP address, not a hostname,

because name resolution is not supported.

7. (Optional) If DHCP option 7 is specified, you can configure one or more system log
(syslog) servers.
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8. (Optional) If DHCP option 42 is specified, you can configure one or more NTP servers.

9. (Optional) If DHCP option 12 is specified, you can configure the hostname of the switch.

Zero Touch Provisioning Restart Process Triggers
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ZTP restarts when any of the following events occur:

« Request for configuration file, script file, or image file fails.

« Configuration file is incorrect, and commit fails.

« No configuration file and no image file is available.

- Image file is corrupted, and installation fails.

« No file server information is available.

« DHCP client does not have valid ZTP parameters configured.

« When none of the DHCP client interfaces goes to a bound state.

. ZTP transaction fails after six attempts to fetch configuration file or image file.

When any of these events occur, ZTP resets the DHCP client state machine on all of the
DHCP client-configured interfaces (management and network) and then restarts the

state machine. Restarting the state machine enables the DHCP client to get the latest
DHCP server-configured parameters.

Before ZTP restarts, approximately 15 to 30 seconds must elapse to allow enough time
to build a list of bound and unbound DHCP client interfaces.

The list of bound and unbound DHCP client interfaces can contain:

« No entries.
« Multiple DHCP client interfaces.

Priority is given to the DHCP client interfaces that have received all ZTP parameters
(software image file, configuration file, and file server information) from the DHCP
server.

After the lists of bound and unbound client interfaces are created, and a DHCP client
gets selected for ZTP activity, then any existing default route is deleted, and the DHCP
client interface that was selected adds a new default route. In order to add a new default
route, only one ZTP instance can be active.

After ZTP restarts, the DHCP client attempts fetching files from the DHCP server for up
to six times, with ten to fifteen seconds elapsing between attempts. Every attempt,
whether successful or not, is logged and can be seen on the console.

If there is a failure, or the number of attempts exceeds the limit, ZTP stops. ZTP then
clears the DHCP client bindings and restarts state machine on the DHCP-configured
interfaces.

The ZTP restart process continues until there is either a successful software upgrade, or
an operator manually commits a user configuration and deletes the ZTP configuration.

Related . Configuring Zero Touch Provisioning on page 180

D mentation
ocumentatio « Monitoring Zero Touch Provisioning on page 185
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Configuring Zero Touch Provisioning

O NOTE: To see which platforms support Zero Touch Provisioning (ZTP), ina
browser, go to Feature Explorer. In the Explore Features section of the Feature
Explorer page, select All Features. In the Features Grouped by Feature Family
box, select Zero Touch Provisioning. You can also type the name of the feature
in the Search for Features edit box. In previous Junos OS releases on EX Series

switches, Zero Touch Provisioning was called EZ Touchless Provisioning.

Zero Touch Provisioning allows you to provision new devices in your network
automatically, without manual intervention. When you physically connect a device to
the network and boot it with a default configuration, it attempts to upgrade the Junos
OS software automatically and autoinstall a configuration file from the network.

The device uses information that you configure on a Dynamic Host Configuration Protocol
(DHCP) server to locate the necessary software image and configuration files on the
network. If the DHCP server does not respond or provide the software image and
configuration files, the device continues using the preinstalled Junos OS software and
default factory configuration. On switches running Enhanced Layer 2 Software, Junos
Extended Dynamic Host Configuration Protocol (JDHCP) is used instead of legacy DHCP.
JDHCP supports the same functionality as DHCP, and all configuration options remain
the same. JDHCP is an enhanced version of legacy DHCP software. If you are performing
Zero Touch Provisioning with a Junos OS image that contains enhanced automation for
the QFX5100 switch, you can use DHCP option 43 suboption 01 to run script files, not
just load configuration files. Using scripts, you can create device-specific configuration
files, and perform HTTP request operations to web servers to download specific
configuration files or Junos OS software.

0 NOTE: If the ZTP configuration is enabled, the switch broadcasts DHCP
DISCOVER packets on its interfaces. If the DHCP server on the network

responds with DHCP vendor options set with the necessary values to initiate
ZTP, then ZTP proceeds. To disable broadcasting the DHCP DISCOVER
packets without performing the ZTP process, manually delete the
auto-image-upgrade statement located at the [edit chassis] hierarchy. If ZTP
completes without errors, the auto-image-upgrade statement is automatically
deleted.

Before you begin, ensure that the switch has access to the following network resources:

« A DHCP server to lease IP addresses and information on software images and
configuration files on the network.

Refer to your DHCP server documentation for configuration instructions.

. The File Transfer Protocol (anonymous FTP), Hypertext Transfer Protocol (HTTP),
Trivial File Transfer Protocol (TFTP) server on which the software image and
configuration files are stored
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0 NOTE: Although TFTP is supported, we recommend that you use FTP or
HTTP instead, because these transport protocols are more reliable.

« A Domain Name System (DNS) server to perform reverse DNS lookup
« (Optional) An NTP server to perform time synchronization on the network

« (Optional) A system log (syslog) server to manage system log messages and alerts

A CAUTION: Werecommend that you do not commit a user configuration while
the device is performing ZTP activity—for example, updating the software
image or applying a configuration file.

Perform the following steps to configure ZTP:

1. Boot the device.

The device continues to use the preinstalled Junos OS software and default factory
configuration.

2. Issue the request system zeroize command on the device.

3. Download the software image file and the configuration file to the FTP, HTTP, TFTP
server that the device will download these files from.

You can download either one or both of these files.

0 NOTE: If you are performing Zero Touch Provisioning with a Junos OS
image that contains enhanced automation for the QFX5100 device,
configure root authentication, and the provider name, license type, and
deployment scope for Chef and Puppet at the [edit system] hierarchy in
the configuration file that is fetched from the server:

{master:0}

root# setroot-authentication (encrypted-password password |
plain-text-password password | ssh-dsa public-key | ssh-rsa public-key)

root# setextensions providers juniper license-type customer deployment-scope
commercial

root# setextensions providers chef license-type customer deployment-scope
commercial

4. Configure the DHCP server to provide the necessary information to the device.
Configure IP address assignment.

You can configure dynamic or static IP address assignment for the device's
management address. To determine the device’s management MAC address for static
IP address mapping, add 1to the last byte of the device's MAC address, which you
noted before you began this procedure.

5. Define the format of the vendor-specific information for DHCP option 43 in the
dhcpd.conf file.
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Here is an example of an ISC DHCP 4.2 server dhcpd.conf file:

option space NEW_OP; option;
option NEW_OP.image-file-name code O = text;
option NEW_OP.config-file-name code 1 = text;
option NEW_OP.image-file-type code 2 = text;
option NEW_OP.transfer-mode code 3 = text;
option NEW_OP.alt-image-file-name code 4= text;
option NEW_OP-encapsulation code 43 = encapsulate NEW_OP;

6. Configure the following DHCP option 43 suboptions:

« Suboption 00: The name of the software image file to install

0 NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption O4. If both suboption 00 and suboption 4
are defined, suboption 04 is ignored.

option NEW_OP.image-file-name
"/dist/images/jinstall-ex-4300-13.2R1.1-domestic-signed.tgz";

« Suboption O1: The name of the configuration file to install

0 NOTE: On EX4300 and QFX5100 devices running Enhanced Layer 2
Software,and QFX5100 devices running a Junos OS image that contains
enhanced automation, you can specify the name of a script file ora
configuration file. ZTP determines if the file is a script file based on the
first line that is included in the file. If the first line contains #! characters
followed by an interpreter path, ZTP determines that the file is a script
file, and executes the script file with the specified interpreter path. In
order for a script to execute, the script file must provide the ability to
fetch and load a valid configuration file on the device during the ZTP
process.

The following list provides the types of scripts and their associated
interpreter paths:

- Shell script interpreter path: #!/bin/sh
- SLAX script interpreter path: #!/usr/libexec/ui/cscript
- Python script interpreter path: #!/usr/bin/python

Unsigned Python scripts are only supported on limited platforms,
such as the QFX5100 device. If you try to execute unsigned Python
scripts on devices that do not provide support, error messages will be
issued.

If the file does not contain special characters (#!) , ZTP determines that
the file is a configuration file and loads the configuration file.

option NEW_OP.config-file-name "/dist/config/jn-switch35.config";
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« Suboption 02: The symbolic link to the software image file to install

option NEW_OP.image-file-type "symlink";

NOTE: If you do not specify suboption 2, the Zero Touch Provisioning
process handles the software image as a filename, not a symbolic link.

. Suboption 03: The transfer mode that the device uses to access the
TFTP/FTP/HTTP server

option NEW_OP.transfer-mode "ftp";

NOTE: If suboption 03 is not configured, TFTP becomes the transfer
mode by default.

« Suboption 04: The name of the software image file to install

NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption O4. If both suboption 00 and suboption 4
are defined, suboption 04 is ignored.

NOTE: DHCP option 43 suboptions 05 through 255 are reserved.

e ©

option NEW_OP.alt-image-file-name
"/dist/images/jinstall-ex-4300-13.2R1.1-domestic-signed.tgz";

NOTE: You must configure either option 150 or option 66. If you configure
both option 150 and option 66, option 150 takes precedence, and option
66 isignored. Also, make sure you specify an IP address, not a hostname,
because name resolution is not supported.

=

Configure DHCP option 150 to specify the IP address of the FTP, HTTP, or TFTP server.

option option-150 code 150 "10.100.31.71";

8. Configure DHCP option 66 to specify the IP address of the FTP, HTTP, or TFTP server.
option tftp-server-name "10.100.31.71";

9. (Optional) Configure DHCP option 7 to specify one or more system log (syslog) servers.
option log-servers 10.100.31.72;

10. (Optional) Configure DHCP option 42 to specify one or more NTP servers.
option ntp-servers 10.100.31.73;

1. (Optional) Configure DHCP option 12 to specify the hostname of the device.

option hostname "switch35";
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The following sample configuration shows the DHCP options you just configured:

host switch35 {

hardware ethernet ac:4b:c8:29:5d:02;

fixed-address 10.100.31.36;

option tftp-server-name "10.100.31.71";

option host-name "switch35";

option log-servers 10.100.31.72;

option ntp-servers 10.100.31.73;

option NEW_OP.image-file-name

"/dist/images/jinstall-ex-4300-13.2R1.1-domestic-signed.tgz";

option NEW_OP.transfer-mode "ftp";

option NEW_OP.config-file-name "/dist/config/switch35.config";
1

Based on the DHCP options you just configured, the following statements are
appended to the Junos OS configuration file (for example, switch35.config):

system {

host-name switch35;

syslog {
host10.100.31.72 {

any any;

1

}

ntp {
server 10.100.31.73;

}
}

12. Connect the device to the network that includes the DHCP server and the FTP, HTTP,
or TFTP server.

13. Boot the device with the default configuration.

14. Monitor the ZTP process by looking at the following log files.

0 NOTE: When SLAX (live operating system based on Linux) scripts are
issued, the op-script.log and event-script.log files are produced.

- /var/log/dhcp_logfile

. /var/log/event-script.log
. /var/log/image_load_log
. /var/log/messages

. /var/log/op-script.log

- /var/log/script_output

You can also monitor the ZTP process by looking at error messages and issuing
operational commands. See “Monitoring Zero Touch Provisioning” on page 185 for
more information.
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Related . Understanding Zero Touch Provisioning on page 173
Documentation « Understanding NTP Time Servers on page 117
. Op Script Overview
« Monitoring Zero Touch Provisioning on page 185
. Understanding DHCP Services for Switches on page 57

. Reverting to the Default Factory Configuration by Using the request system zeroize
Command on page 28

Monitoring Zero Touch Provisioning

You can use the console and operational commands to monitor Zero Touch Provisioning.

1. Using the Console to Monitor Zero Touch Provisioning on page 185

Using System Log Alerts to Monitor Zero Touch Provisioning on page 186
Using Error Messages to Monitor Zero Touch Provisioning on page 186
Using System Log Files to Monitor Zero Touch Provisioning on page 186

Using the show dhcp client binding Command on page 187

o v oA W oN

Using the show dhcp client statistics Command on page 187

Using the Console to Monitor Zero Touch Provisioning

The following Zero Touch Provisioning (ZTP) activities are displayed on the console
during the ZTP process:

. Starting and ending times of ZTP process.

« Lists of bound and unbound DHCP client interfaces.

- DHCP options that DHCP servers send to DHCP clients.

. Logs indicating which interfaces are used for ZTP.

. ZTP parameters that DHCP clients obtain from DHCP servers.

. File names of configuration and image files, names of file servers, protocols used to
fetch files, and times when DHCP servers fetch configuration and image files.

« Failure states caused by files not being on servers, or unreachable servers, and time
outs.

« Number of attempts made, and number of attempts remaining, for retry in current ZTP
cycle.

« Completion of file transfers.
« Installation, reboot, and state of ZTP process.
. Internal state errors and termination of ZTP process.

« Logs for when default routes were added or deleted.
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Using System Log Alerts to Monitor Zero Touch Provisioning

Purpose

Action

Meaning

In this example, the system log alert alerts you that the auto-image upgrade will start.

Use the following system log alert to monitor the auto-image upgrade process.

“ALERT :Auto-image upgrade will start. This can terminate config CLI session(s).
Modified configuration will be lost. To stop Auto-image, in CLI do the

following: "edit; delete chassis auto-image-upgrade; commit”.

“Checking whether image upgrade is already invoked”

This system log alert indicates that the auto-image upgrade will start, and provides
information on how to stop the auto-image upgrade process.

Using Error Messages to Monitor Zero Touch Provisioning

Purpose

Action

Meaning

Error messages provide information on which DHCP options are not configured.

Use the information in the following error message to find out which DHCP options are
not configured.

“DHCP Log Server Option”
“DHCP Host Name Option”
“DHCP NTP Server Option”

The error message indicates that the DHCP log server, hostname, and NTP server options
are not configured.

Using System Log Files to Monitor Zero Touch Provisioning

Purpose

Action

System log files provide information on the state of the auto-upgrade process, lists of
bound and unbound DHCP client interfaces, IP addresses of file servers, names and
locations of image and configuration files, and successful and failed attempts at fetching
configuration and image files.

Use the informationin the following system log files to monitor the auto-upgrade process.

Auto Image Upgrade: Start fetching config-file file from server 1.1.1.1 through
irb using ftp

Auto Image Upgrade: Tried [2] attempts to fetch config-file file from server
1.1.1.1 through irb. Summary: "Retrieving /config-file
:: Failed to open file.". To retry [4] times.

Auto Image Upgrade: Tried [4] attempts to fetch config-file file from server
1.1.1.1 through irb. Summary: "Retrieving /config-fileconfig-file
:: Failed to open file.". To retry [2] times.

Auto Image Upgrade: Tried [6] attempts to fetch config-file file from server
1.1.1.1 through irb. Summary: "Retrieving /config-file
:: Failed to open file.". To retry [0] times.
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Meaning

Using the show dhcp

Purpose

Action

show dhcp client binding

Meaning

Using the show dhcp

Purpose

Action

Auto Image Upgrade: All [6] attempts to fetch config-file file from server 1.1.1.1
through irb FAILED. Start retry again in few minutes.

These system log files indicate that there were six failed attempts to fetch the
configuration file from the file server, the IP address of the file server, the DHCP client
interface name, and the number of times the retry process occurred.

client binding Command

Issue the show dhcp client binding command to display DHCP client binding information

Issue the show dhcp client binding coommand to display the IP address of the DHCP client,
the hardware address of the DHCP client, number of seconds in which the DHCP client’s
|P address lease expires, state of the DHCP client IP address in the binding table, and the
name of the interface that has active client bindings.

user@switch# show dhcp client binding

IP address Hardware address  Expires State Interface
0.0.0.0 00:22:83:2a:db:dc 0 SELECTING 1irb.0
10.6.6.13 00:22:83:2a:db:dd 49201 BOUND vme.0
0.0.0.0 00:22:83:2a:db:df 0 SELECTING xe-0/0/0.0
0.0.0.0 00:22:83:2a:db:e0 O SELECTING xe-0/0/1.0

The output of this command shows that there is one client interface that is bound, and
that there are three interfaces that are receiving DHCP offers from the DHCP server.

client statistics Command

Issue the show dhcp client statistics command to display DHCP client statistics.

Issue the show dhcp client statistics command to display DHCP client statistics, such as
the number of packets dropped, and the number DHCP and BOOTP messages sent and
received.

show dhcp client statistics

user@switch# show dhcp client statistics
Packets dropped:

Total 14
Send error 14
Messages received:
BOOTREPLY 5
DHCPOFFER 1
DHCPACK 4
DHCPNAK 0
DHCPFORCERENEW 0
Messages sent:
BOOTREQUEST 6751
DHCPDECL INE 0
DHCPDISCOVER 6747
DHCPREQUEST 4
DHCP INFORM 0
DHCPRELEASE 0
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DHCPRENEW 0
DHCPREBIND 0

Meaning The output of this command displays how many packets were dropped with errors, the
number of BOOTREPLY and DHCPOFFER messages that were received, and the number
of BOOTREQUEST and DHCPREQUEST messages that were sent.

Related . Understanding Zero Touch Provisioning on page 173

Documentation
. Configuring Zero Touch Provisioning on page 180
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Configuration Statements and
Operational Commands

« Basic System Management Configuration Statements on page 191

« DHCP Configuration Statements on page 227

« ICMP Configuration Statement on page 235

« Junos OS With Upgraded FreeBSD Operational Commands on page 237
« Login Classes Configuration Statements on page 245

« NTP Configuration Statements on page 259

« Password Configuration Statements on page 269

« PTP Configuration Statement on page 287

« RADIUS and TACACS+ Accounting Configuration Statements on page 289
« Autoinstallation Operational Commands on page 299

« Basic System Management Operational Commmands on page 303

« CLI Operational Commands on page 407

« Licensing Operational Commands on page 417

« NTP Operational Commands on page 429

« PTP Operational Command on page 435

« Routine Monitoring Operational Commmands on page 437

« Standard Software Installation and Upgrade Operational Commands on page 1261
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Basic System Management Configuration
Statements

« arp (System) on page 193

« auxiliary on page 194

« checksum on page 195

« compress-configuration-files (System) on page 196
« console (Physical Port) on page 197

« default-address-selection on page 198

« domain-name on page 199

« domain-search on page 199

« ethernet (Alarm) on page 200

« host-name on page 200

« icmpv4-rate-limit on page 201

« internet-options on page 202

« link-down on page 203

« location on page 204

« login-alarms on page 205

« management-ethernet (Alarm) on page 206
« max-configurations-on-flash on page 207
« name-server on page 207

« no-ping-record-route on page 208

« no-ping-time-stamp on page 208

« no-redirects (IPv4 Traffic) on page 209

« optional on page 210

« ports on page 210

« retry on page 211

« saved-core-context on page 212

« saved-core-files on page 212
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source-port (Port Addresses) on page 213
static-host-mapping on page 214

system on page 215

time-format on page 220

time-zone on page 221

traceoptions (Layer 2 Learning) on page 223
uid on page 225

use-imported-time-zones on page 225

192

Copyright © 2016, Juniper Networks, Inc.



Chapter 16: Basic System Management Configuration Statements

arp (System)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

arp {

aging-timer minutes;
gratuitous-arp-delayseconds;
gratuitous-arp-on-ifup;
interfaces {

interface-name {

aging-timer minutes;

1

}

passive-learning;
purging;
}

For EX-Series switches:

arp {
aging-timer minutes;

}
[edit system]

Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify ARP options. You can enable backup VRRP routers to learn ARP requests for
VRRP-IP to VRRP-MAC address translation. You can also set the time interval between
ARP updates.

For EX-Series switches, set only the time interval between ARP updates.

aging-timer—Time interval in minutes between ARP updates. In environments where the
number of ARP entries to update is high (for example, onrouters only, metro Ethernet
environments), increasing the time between updates can improve system
performance.

passive-learning (QFX-Series only)—Configure switches to learn the ARP mappings
(IP-to-MAC address) for hosts sending the requests.

Default: 20 minutes
Range: 1to 240 minutes

The remaining statements are explained separately.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring Junos OS ARP Learning and Aging Options for Mapping IPv4 Network
Addresses to MAC Addresses

« Junos OS Network Interfaces Library for Routing Devices
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auxiliary

« Junos OS System Basics Configuration Guide .

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

auxiliary {

disable;

insecure;

type terminal-type;
1

[edit system ports]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the characteristics of the auxiliary port.

The auxiliary port is disabled.

disable—Disable the port.
insecure—Disable superuser access or root logins to establish a terminal connection.

type terminal-type—Type of terminal that is connected to the port.
Range: ansi, vt100, small-xterm, xterm

Default: The terminal type is unknown, and the user is prompted for the terminal type.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring Console and Auxiliary Port Properties on page 15
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checksum

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

checksum (md5 | sha-256 | shal) hash;

[edit event-options event-script filefilename],
[edit system scripts commit file filename],

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

For Junos commit scripts and op scripts, specify the MD5, SHA-1, or SHA-256 checksum
hash. When it executes a local event or commit script, the Junos OS verifies the
authenticity of the script by using the configured checksum hash.

md5 hash—MD5 checksum of this script.
sha-256 hash—SHA-256 checksum of this script.

shal hash—SHA-1 checksum of this script.

maintenance—To view this statement in the configuration.
maintenance-control—To add this statement to the configuration.

« Configuring Checksum Hashes for a Commit Script
« Configuring Checksum Hashes for an Event Script
. Configuring Checksum Hashes for an Op Script

. file checksum md5 on page 323

« file checksum sha-256 on page 325

. file checksum shal on page 324
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compress-configuration-files (System)

Syntax
Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

(compress-configuration-files | no-compress-configuration-files);
[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Compress the current operational configuration file. The file is stored in the file juniper.conf,
in the /config file system, along with the last three committed versions of the configuration.
However, with large networks, the current configuration file might exceed the available
space in the /config file system. Compressing the current configuration file allows the
file to fitin the file system, typically reducing the size of the file by 90 percent. The current
configuration file is compressed on the second commit of the configuration after the first
commit is made to include the compress-configuration-files statement.

0 NOTE: We recommend that you enable compression of the configuration
files to minimize the amount of disk space that they require.

The current operational configuration file is uncompressed.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Compressing the Current Configuration File on page 14
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console (Physical Port)

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

console {
disable;
insecure;
log-out-on-disconnect;
type terminal-type;

}

[edit system ports]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the characteristics of the console port.

The console port is enabled and its speed is 9600 baud.

disable—Disable console login connections.

insecure—Disable root login connections to the console and auxiliary ports. Configuring
the console port as insecure also prevents superusers and anyone with a user identifier
(UID) of O from establishing terminal connections in multiuser mode. This option
can be used to prevent a user from attempting password recovery by booting into
single-user mode, if the user does not know the root password.

log-out-on-disconnect—Log out the session when the data carrier on the console port is
lost.

type terminal-type—Type of terminal that is connected to the port: ansi, vt100, small-xterm,
or xterm.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring Console and Auxiliary Port Properties on page 15
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default-address-selection

Syntax
Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

default-address-selection;
[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Use the loopback interface, lo0, as the source address for all locally generated IP packets
when the packet is sent through a routed interface, but not when the packet is sent
through a local interface such as fxp0. The loO interface is the interface to the switch'’s
Routing Engine.

The default address is used as the source address for all locally generated IP packets on
outgoing interfaces that are unnumbered. If an outgoing interface is numbered, the default
address is chosen using the following sequence:

. The primary address on the loopback interface lo0 that is not 127.0.0.1 is used.

« The primary address for the primary interface or the preferred address (if configured)
for the primary interface is used.

By default, the primary address on an interface is selected as the numerically lowest
local address configured on the interface.

An interface’s primary address is used by default as the local address for broadcast
and multicast packets sourced locally and sent out through the interface. Aninterface’s
preferred address is the default local address used for packets sourced by the local
switch to destinations on the subnet. By default, the numerically lowest local address
configured for the interface is chosen as the preferred address on the subnet.

To configure a different primary address or preferred address, include the primary or
preferred statement at the [edit interfaces interface-name unit logical-unit-number family
family address address] or [edit logical-systems logical-system-name interfaces
interface-name unit logical-unit-number family family address address] hierarchy levels.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring the Junos OS to Select a Fixed Source Address for Locally Generated
TCPF/IP Packets on page 20

« Junos OS Network Interfaces Library for Routing Devices
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domain-name

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

domain-search

domain-name domain-name;
[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the name of the domain in which the switch is located. This is the default
domain name that is appended to hostnames that are not fully qualified.

domain-name—Name of the domain.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Reaching a Domain Name System Server on page 26

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

domain-search domain-list;
[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure a list of domains to be searched.

domain-list—List of domain names to search. The list can contain up to 6 domain names,
with a total of up to 256 characters.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Reaching a Domain Name System Server on page 26
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ethernet (Alarm)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

host-name

ethernet {
link-down (red | yellow | ignore);

}

[edit chassis alarm],
[edit chassis interconnect-device name alarm],
[edit chassis node-group name alarm]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure alarms for an Ethernet interface.

The remaining statement is explained separately.—

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Understanding Alarms

« Interface Alarm Messages

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

host-name hostname;
[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Set the hostname of the switch.

hostname—Name of the switch.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Configuring the Hostname of a Router or Switch by Using a Configuration Group on
page 16
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icmpv4-rate-limit

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

icmpv4-rate-limit {
bucket-size seconds;
packet-rate pps;

}

[edit system internet-options]

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure rate-limiting parameters for ICMPv4 messages sent.

bucket-size seconds—Number of seconds in the rate-limiting bucket.
Range: O through 4294967295 seconds
Default: 5

packet-rate pps—Rate-limiting packets earned per second.
Range: O through 4294967295 pps
Default: 1000

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring Junos OS ICMPv4 Rate Limit for ICMPv4 Routing Engine Messages
« Configuring Junos OS ICMPv6 Rate Limit for CMPv6 Routing Engine Messages
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internet-options

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

internet-options {
icmpv4-rate-limit bucket-size bucket-size packet-rate packet-rate;
source-port upper-limit upper-limit;

}
[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure system IP options to protect against certain types of denial-of-service (DoS)
attacks.

The remaining statements are explained separately.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

. Configuring the Junos OS ICMPv4 Rate Limit for ICMPv4 Routing Engine Messages on
page 70

. Configuring Junos OS to Extend the Default Port Address Range on page 19
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link-down

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

link-down (red | yellow | ignore);

[edit chassis alarm ethernet],

[edit chassis alarm fibre-channel],

[edit chassis interconnect-device name alarm ethernet],
[edit chassis node-group name alarm fibre-channel]

Statement introduced in Junos OS Release 11.3 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify either red, yellow, or ignore to display when the link is down.

red—Indicates that one or more hardware components have failed or exceeded
temperature thresholds, or an alarm condition configured on aninterface has triggered
a critical warning.

yellow—Indicates a noncritical condition on the device that, if left unchecked, might cause
an interruption in service or degradation in performance. A yellow alarm condition
requires monitoring or maintenance.

ignore—Suppresses or ignores the alarm.

routing—To view this statement in the configuration.
routing-control—To add this statement to the configuration.
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location

Syntax location {
altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata service-area;
latitude degrees;
longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;
vcoord vertical-coordinate;

Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure the system location.

Options altitude feet—Number of feet above sea level.

building name—Name of the building. The name of the building can be 1to 28 characters
in length. If the string contains spaces, enclose it in quotation marks (" ").

country-code code—Two-letter country code.

floor number—Floor in the building.

hcoord horizontal-coordinate—Bellcore Horizontal Coordinate.

lata service-area—Long-distance service area.

latitude degrees—L atitude in degree format.

longitude degrees—Longitude in degree format.

npa-nxx number—First six digits of the phone number (area code and exchange).
postal-code postal-code—Postal code.

rack number—Rack number.

vcoord vertical-coordinate—Bellcore Vertical Coordinate.

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.
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Related
Documentation

login-alarms

« Specifying the Physical Location of the Switch on page 29

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

login-alarms;
[edit system login class class-name]

Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Show system alarms automatically when an admin user logs in to the router or switch.

class-name—Login class name.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring System Alarms to Appear Automatically Upon Login on page 20
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management-ethernet (Alarm)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

management-ethernet {

link-down (red | yellow | ignore);

}

[edit chassis alarm],
[edit chassis interconnect-device name alarm],
[edit chassis node-group name alarm]

Statement introduced in Junos OS Release 12.2 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure alarms for a management Ethernet interface.

o NOTE: If you configure a yellow alarm on the Interconnect device, it will be

handled as a red alarm.

The remaining statement is explained separately.—

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

« Understanding Alarms

« Interface Alarm Messages
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max-configurations-on-flash

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

name-server

max-configurations-on-flash number;
[edit system]
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the number of configurations stored on the internal fixed media storage (for
example, USB device).

number—The number of configurations stored on the CompactFlash card.

Range: O through 49. The most recently saved configuration is number O, and the oldest
saved configuration is number 49.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Saving a Configuration to a File
. Setting or Deleting the Rescue Configuration
. Uploading a Configuration File
. Uploading a Configuration File

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

name-server {
address;

}
[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure one or more Domain Name System (DNS) name servers.

address—Address of the name server. To configure multiple name servers, include multiple
address options.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring a DNS Name Server for Resolving a Hostname into Addresses on page 15
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no-ping-record-route

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

no-ping-record-route;
[edit system]

Statement introduced in Junos OS Release 9.4.

Statement introduced in Junos OS Release 9.4 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the Junos OS to disable the reporting of the IP address in ping responses.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring Junos OS to Disable the Reporting of IP Address and Timestamps in Ping
Responses on page 19

no-ping-time-stamp

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

no-ping-time-stamp;
[edit system]

ease 9.4.

ease 9.4 for EX Series switches.

ease 11.1 for the OFX Series.

ease 14.1X53-D20 for the OCX Series.

Statement introduced in Junos OS Re
Statement introduced in Junos OS Re
Statement introduced in Junos OS Re
Statement introduced in Junos OS Re

Configure the Junos OS to disable the recording of timestamps in ping responses.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring Junos OS to Disable the Reporting of IP Address and Timestamps in Ping
Responses on page 19

208

Copyright © 2016, Juniper Networks, Inc.



Chapter 16: Basic System Management Configuration Statements

no-redirects (IPv4 Traffic)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

no-redirects;

[edit system],
[edit interfaces interface-name unit logical-unit-number family family]

Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 12.3 for EX Series switches.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Stop protocol redirect messages for IPv4 traffic from being sent on the entire switch or
on an interface on the router or switch.

To disable the sending of protocol redirect messages for the entire router or switch,
include the no-redirects statement at the [edit system] hierarchy level.

To disable the sending of protocol redirect messages on a specific interface, include the
no-redirects statement at the [edit interfaces interface-name unit logical-unit-number
family family] hierarchy level.

The router or switch sends redirect messages.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring Junos OS to Disable Protocol Redirect Messages on the Router or Switch
on page 18

. Understanding the Protocol Redirect Mechanism on EX Series Switches

« Configuring Junos OS to Disable Sending Protocol Redirect Messages on EX Series
Switches (CLI Procedure)

« Junos OS Network Interfaces Library for Routing Devices
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optional

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

ports

optional;
[edit system scripts commit file filename]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

For Junos OS commit scripts, allow a commit operation to succeed even if the script
specified in the file statement is missing from the /var/db/scripts/commit directory on
the router.

maintenance—To view this statement in the configuration.
maintenance-control—To add this statement to the configuration.

« Controlling Execution of Commit Scripts During Commit Operations

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

ports {
auxiliary {
disable;
insecure;
type terminal-type;
}

console {
disable;
insecure;
log-out-on-disconnect;
type terminal-type;
}
1

[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the properties of the console and auxiliary ports. The ports are located on the
craft interface.

See the switch hardware documentation for port locations.

The remaining statements are explained separately.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring Console and Auxiliary Port Properties on page 15
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retry

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

retry number;

[edit system radius server server-address],
[edit system accounting destination radius server server-address]

Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Number of times the router or switchis allowed to try to contact a RADIUS authentication
or accounting server.

number—Number of retries allowed for contacting a RADIUS server.
Range: 1through10
Default: 3

O NOTE: The [edit system accounting] hierarchy is not available on QFabric
systems.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring RADIUS Authentication (QFX Series or OCX Series)
. Configuring RADIUS Accounting

. timeout on page 297
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saved-core-context

Syntax
Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

saved-core-files

(saved-core-context | no-saved-core-context);
[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure whether the switch saves core files generated by internal Junos OS processes,

along with contextual information (system log files and a copy of the current
configuration):

. saved-core-context—The switch saves each core file and its associated context in a

compressed tar file named /var/tmp/process-name.core.core-number.tgz.

. no-saved-core-context—The switch does not save core files and their
associated context.

The switch saves core files.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Saving Core Files from Junos OS Processes

. saved-core-files on page 212

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

saved-core-files number;
[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Save core files generated by internal Junos OS processes, but not the associated
contextual information (configuration and system log files).

number—Maximum number of core files to save.
Range: 1through10

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Saving Core Files from Junos OS Processes

. saved-core-context on page 212
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source-port (Port Addresses)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

source-port upper-limit <upper-limit>;
[edit system internet-options]

Statement introduced before Junos OS Release 7.4.
Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the range of port addresses.

upper-limit upper-limit—(Optional) The range of port addresses and can be a value from
5000 through 65,355.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Configuring Junos OS to Extend the Default Port Address Range on page 19
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static-host-mapping

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

static-host-mapping {
hostname {
alias [ alias ];
inet [ address 1;
sysid system-identifier;
1
}

[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Map a hostname to one or more IP addresses and aliases, and configure an International
Organization for Standardization (ISO) system identifier (system ID).

alias alias—Alias for the hostname.
hostname—Fully qualified hostname.
inet address—I|P address. You can specify one or more IP addresses for the host.

sysid system-identifier—|SO system identifier (system ID). This is the 6-byte portion of
the Intermediate System-to-Intermediate System (IS-1S) network service access
point (NSAP). We recommend that you use the host’s IP address represented in
binary-coded decimal (BCD) format. For example, the IP address 208.197.169.18 is
2081.9716.9018 in BCD.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring the Hostname of a Router or Switch by Using a Configuration Group on
page 16
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system {
accounting {
events [ login change-log interactive-commands J;
destination {
radius {
server {
server-address {
accounting-port port-number;
retry number;
secret password;
source-address address;
timeout seconds;
1
}
}
tacplus {
server {
server-address {
port port-number;
secret password,
single-connection;
timeout seconds;

1
}
1
}
archival {
configuration {
archive-sites {
ftp://<username>:.<password>@<host>:<port>/<url-path>;
ftp://<username>:.<password>@<host>:<port>/<url-path>;
}
transfer-interval interval,
transfer-on-commit;
1
}
arp {
aging-timer minutes;
interfaces;
1
authentication-order [ authentication-methods 1;
(compress-configuration-files | no-compress-configuration-files);
default-address-selection;
domain-name domain-name;
domain-search [ domain-list ];
host-name hostname;
internet-options {
icmpv4-rate-limitbucket-size bucket-size packet-rate packet-rate;
source-port upper-limit <upper-limit>;
}

location {
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}

altitude feet;

building name;
country-code code;

floor number;

hcoord horizontal-coordinate;
lata service-area,;

latitude degrees;

longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;

vcoord vertical-coordinate;

login {

}

announcementtext;
class class-name {
access-end;
access-start;
allow-configuration “regular-expression”;
allowed-days “regular-expression”;
deny-commands “regular-expression”;
deny-configuration “regular-expression”;
idle-timeout minutes;
login-tip;
permissions [ permissions ];
1
message text;
password {
change-type (set-transitions | character-set);
format (md5 | shal | des);
maximum-length length;
minimum-changes number;
minimum-length length;
1
retry-options {
backoff-factor seconds;
backoff-threshold number;
minimum-time seconds;
tries-before-disconnect number;
1
user username {
authentication {
(encrypted-password "password" | plain-text-password);
load-key-file URL;
remote-debug-permission (gfabric-admin | gfabric-operator |gfabric-user);
ssh-rsa "public-key",
ssh-dsa "public-key",;
}
vid vid-value;
class class-name;
full-name complete-name;

}

name-server {

}

address;
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no-multicast-echo;
no-redirects;
no-ping-record-route;
no-ping-time-stamp;
ntp {
authentication-key number type type value password;
serveraddress <key key-number> <version value> <prefer>;
1
ports {
auxiliary {
disable;
insecure;
type terminal-type;
1
console {
disable;
insecure;
log-out-on-disconnect;
type terminal-type;
1
}
radius-server server-address {
accounting-port port-number;
port number;
retry number;
secret password,
source-address source-address;
timeout seconds;
1
1
radius-options {
password-protocol mschap-v2;
1
attributes {
nas-ip-address ip-address;
root-authentication {
(encrypted-password “password” | plain-text-password);
ssh-rsa “public-key”;
ssh-dsa “public-key”;
}
(saved-core-context | no-saved-core-context);
saved-core-files saved-core-files;
services {
finger {
connection-limit limit;
rate-limit limit;
1
flow-tap-dtcp {
ssh{
connection-limit limit;
rate-limit limit;
}
1
ftp {
connection-limit limit;
rate-limit limit;
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1
service-deployment {
servers server-address {
port port-number,
}
source-address source-address;
1
ssh {
root-login (allow | deny | deny-password);
protocol-version [v1v2];
connection-limit limit;
rate-limit limit;
1
telnet {
connection-limit limit;
rate-limit limit;
1
web-management {
http {
interfaces [ interface-names 1;
port port;
}
https {
interfaces [ interface-names 1;
local-certificate name;
port port;
}
session {
idle-timeout [ minutes ;
session-limit [ session-limit ];
}
1
xnm-clear-text {
connection-limit limit;
rate-limit limit;
1
xnm-ssl {
connection-limit limit;
local-certificate name;
rate-limit limit;
1
1
static-host-mapping {
hostname {
alias [ alias 1;
inet [ address 1;
sysid system-identifier;
1
1
syslog {
archive {
files number;
size maximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-interval minutes;
(world-readable | no-world-readable);

218

Copyright © 2016, Juniper Networks, Inc.



Chapter 16: Basic System Management Configuration Statements

1
console {
facility severity;
1
file filename {
archive {
files number,;
size maximum-file-size;
start-time "YYYY-MM-DD.hh:mm";
transfer-interval minutes;
(world-readable | no-world-readable);
}
explicit-priority;
facility severity;
match "regular-expression";
structured-data {
brief;
}
1

host (hostname | other-routing-engine | scc-master) {

explicit-priority;
facility-override facility;
facility severity;
log-prefix string;
match "regular-expression";
1
source-address source-address;
time-format (millisecond | year | year millisecond);
user (username | *) {
facility severity;
match "regular-expression";
1
}
tacplus-options {
service-name service-name;
(no-cmd-attribute-value | exclude-cmd-attribute);
1
tacplus-server server-address {
port
secret password;
single-connection;
source-address source-address;
timeout seconds;
1
time-zone (GMThour-offset | time-zone);
}
tracing {
destination-override {
syslog host,;
1
}
use-imported-time-zones;

}

Hierarchy Level [edit]
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Release Information

Description

Required Privilege
Level

time-format

Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Configure system management properties.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

NOTE: The radius-server source-address and radius-options statements are
not available on the QFabric system.

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

time-format (year | millisecond | year millisecond);
[edit system syslog]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Include the year, the millisecond, or both, in the timestamp on every standard-format
system log message. The additional information is included for messages directed to
each destination configured by a file, console, or user statement at the [edit system syslog]
hierarchy level, but not to destinations configured by a host statement.

The timestamp specifies the month, date, hour, minute, and second when the message
was logged—for example, Aug 2112:36:30.

i

millisecond—Include the millisecond in the timestamp.

NOTE: When the structured-data statement is included at the [edit system
syslog file filename] hierarchy level, this statement is ignored for the file.

year—Include the year in the timestamp.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Including the Year or Millisecond in Timestamps on page 22
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time-zone

Syntax time-zone (GMT hour-offset | time-zone);
Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Setthelocal timezone. To have the time zone change take effect for all processes running
on the switch, you must reboot the switch.

Default UTC

Options GMT hour-offset—Set the time zone relative to UTC time.
Range: —14 through +12
Default: O

time-zone—Specify the time zone as UTC, which is the default time zone, or as a string
such as PDT (Pacific Daylight Time), or use one of the following continents and
major cities:

Africa/Abidjan, Africa/Accra, Africa/Addis_Ababa, Africa/Algiers, Africa/Asmera,
Africa/Bamako, Africa/Bangui, Africa/Banjul, Africa/Bissau, Africa/Blantyre,
Africa/Brazzaville, Africa/Bujumbura, Africa/Cairo, Africa/Casablanca, Africa/Ceuta,
Africa/Conakry, Africa/Dakar, Africa/Dar_es_Salaam, Africa/Djibouti, Africa/Douala,
Africa/El_Aaiun, Africa/Freetown, Africa/Gaborone, Africa/Harare, Africa/Johannesburg,
Africa/Kampala, Africa/Khartoum, Africa/Kigali, Africa/Kinshasa, Africa/Lagos,
Africa/Libreville, Africa/Lome, Africa/Luanda, Africa/Lubumbashi, Africa/Lusaka,
Africa/Malabo, Africa/Maputo, Africa/Maseru, Africa/Mbabane, Africa/Mogadishu,
Africa/Monrovia, Africa/Nairobi, Africa/Ndjamena, Africa/Niamey, Africa/Nouakchott,
Africa/Ouagadougou, Africa/Porto-Novo, Africa/Sao_Tome, Africa/Timbuktu,
Africa/Tripoli, Africa/Tunis, Africa/Windhoek

America/Adak, America/Anchorage, America/Anguilla, America/Antigua, America/Aruba,
America/Asuncion, America/Barbados, America/Belize, America/Bogota, America/Boise,
America/Buenos_Aires, America/Caracas, America/Catamarca, America/Cayenne,
America/Cayman, America/Chicago, America/Cordoba, America/Costa_Rica,
America/Cuiaba, America/Curacao, America/Dawson, America/Dawson_Creek,
America/Denver, America/Detroit, America/Dominica, America/Edmonton,
America/El_Salvador, America/Ensenada, America/Fortaleza, America/Glace_Bay,
America/Godthab, America/Goose_Bay, America/Grand_Turk, America/Grenada,
America/Guadeloupe, America/Guatemala, America/Guayaquil, America/Guyana,
America/Halifax, America/Havana, America/Indiana/Knox, America/Indiana/Marengo,
America/Indiana/Vevay, America/Indianapolis, America/Inuvik, America/lgaluit,
America/Jamaica, America/Jujuy, America/Juneau, America/La_Paz, America/Lima,
America/Los_Angeles, America/Louisville, America/Maceio, America/Managua,
America/Manaus, America/Martinique, America/Mazatlan, America/Mendoza,
America/Menominee, America/Mexico_City, America/Miquelon, America/Montevideo,
America/Montreal, America/Montserrat, America/Nassau, America/New_York,
America/Nipigon, America/Nome, America/Noronha, America/Panama,
America/Pangnirtung, America/Paramaribo, America/Phoenix, America/Port-au-Prince,
America/Port_of_Spain, America/Porto_Acre, America/Puerto_Rico, America/Rainy_River,
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America/Rankin_Inlet, America/Regina, America/Rosario, America/Santiago,
America/Santo_Domingo, America/Sao_Paulo, America/Scoresbysund,
America/Shiprock, America/St_Johns, America/St_Kitts, America/St_Lucia,
America/St_Thomas, America/St_Vincent, America/Swift_Current, America/Tegucigalpa,
America/Thule, America/Thunder_Bay, America/Tijuana, America/Tortola,
America/Vancouver, America/Whitehorse, America/Winnipeg, America/Yakutat,
America/Yellowknife

Antarctica/Casey, Antarctica/DumontDUrville, Antarctica/Mawson, Antarctica/McMurdo,
Antarctica/Palmer, Antarctica/South_Pole

Arctic/Longyearbyen

Asia/Aden, Asia/Alma-Ata, Asia/Amman, Asia/Anadyr, Asia/Aqgtau, Asia/Agtobe,
Asia/Ashkhabad, Asia/Baghdad, Asia/Bahrain, Asia/Baku, Asia/Bangkok, Asia/Beirut,
Asia/Bishkek, Asia/Brunei, Asia/Calcutta, Asia/Chungking, Asia/Colombo, Asia/Dacca,
Asia/Damascus, Asia/Dubai, Asia/Dushanbe, Asia/Gaza, Asia/Harbin, Asia/Hong_Kong,
Asia/Irkutsk, Asia/Ishigaki, Asia/Jakarta, Asia/Jayapura, Asia/Jerusalem, Asia/Kabul,
Asia/Kamchatka, Asia/Karachi, Asia/Kashgar, Asia/Katmandu, Asia/Krasnoyarsk,
Asia/Kuala_Lumpur, Asia/Kuching, Asia/Kuwait, Asia/Macao, Asia/Magadan, Asia/Manila,
Asia/Muscat, Asia/Nicosia, Asia/Novosibirsk, Asia/Omsk, Asia/Phnom_Penh,
Asia/Pyongyang, Asia/Qatar, Asia/Rangoon, Asia/Riyadh, Asia/Saigon, Asia/Seoul,
Asia/Shanghai, Asia/Singapore, Asia/Taipei, Asia/Tashkent, Asia/Tbilisi, Asia/Tehran,
Asia/Thimbu, Asia/Tokyo, Asia/Ujung_Pandang, Asia/Ulan_Bator, Asia/Urumaji,
Asia/Vientiane, Asia/Vladivostok, Asia/Yakutsk, Asia/Yekaterinburg, Asia/Yerevan

Atlantic/Azores, Atlantic/Bermuda, Atlantic/Canary, Atlantic/Cape_Verde, Atlantic/Faeroe,
Atlantic/Jan_Mayen, Atlantic/Madeira, Atlantic/Reykjavik, Atlantic/South_Georgia,
Atlantic/St_Helena, Atlantic/Stanley

Australia/Adelaide, Australia/Brisbane, Australia/Broken_Hill, Australia/Darwin,
Australia/Hobart, Australia/Lindeman, Australia/Lord_Howe, Australia/Melbourne,
Australia/Perth, Australia/Sydney

Europe/Amsterdam, Europe/Andorra, Europe/Athens, Europe/Belfast, Europe/Belgrade,
Europe/Berlin, Europe/Bratislava, Europe/Brussels, Europe/Bucharest, Europe/Budapest,
Europe/Chisinau, Europe/Copenhagen, Europe/Dublin, Europe/Gibraltar, Europe/Helsinki,
Europe/Istanbul, Europe/Kaliningrad, Europe/Kiev, Europe/Lisbon, Europe/Ljubljana,
Europe/London, Europe/Luxembourg, Europe/Madrid, Europe/Malta, Europe/Minsk,
Europe/Monaco, Europe/Moscow, Europe/Oslo, Europe/Paris, Europe/Prague,
Europe/Riga, Europe/Rome, Europe/Samara, Europe/San_Marino, Europe/Sarajevo,
Europe/Simferopol, Europe/Skopje, Europe/Sofia, Europe/Stockholm, Europe/Tallinn,
Europe/Tirane, Europe/Vaduz, Europe/Vatican, Europe/Vienna, Europe/Vilnius,
Europe/Warsaw, Europe/Zagreb, Europe/Zurich

Indian/Antananarivo, Indian/Chagos, Indian/Christmas, Indian/Cocos, Indian/Comoro,
Indian/Kerguelen, Indian/Mahe, Indian/Maldives, Indian/Mauritius, Indian/Mayotte,
Indian/Reunion

Pacific/Apia, Pacific/Auckland, Pacific/Chatham, Pacific/Easter, Pacific/Efate,
Pacific/Enderbury, Pacific/Fakaofo, Pacific/Fiji, Pacific/Funafuti, Pacific/Galapagos,
Pacific/Gambier, Pacific/Guadalcanal, Pacific/Guam, Pacific/Honolulu, Pacific/Johnston,
Pacific/Kiritimati, Pacific/Kosrae, Pacific/Kwajalein, Pacific/Majuro, Pacific/Marquesas,
Pacific/Midway, Pacific/Nauru, Pacific/Niue, Pacific/Norfolk, Pacific/Noumea,
Pacific/Pago_Pago, Pacific/Palau, Pacific/Pitcairn, Pacific/Ponape, Pacific/Port_Moresby,
Pacific/Rarotonga, Pacific/Saipan, Pacific/Tahiti, Pacific/Tarawa, Pacific/Tongatapu,
Pacific/Truk, Pacific/Wake, Pacific/Wallis, Pacific/Yap

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Modifying the Default Time Zone for a Router or Switch Running Junos OS on page 24
Documentation
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traceoptions (Layer 2 Learning)

Syntax

Hierarchy Level

Release Information

Description

Default

Options

traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag (detail | disable | receive | send);
in-memory-debug;
level;
no-remote-trace;

[edit protocols [2-learning]

Statement introduced in Junos OS Release 13.2 for the QFX Series.

Define tracing operations for Layer 2 learning.

The traceoptions feature is disabled by default.

file filename—Name of the file to receive the output of the tracing operation. Enclose the
name within quotation marks. All files are placed in the directory /var/log.

You can specify the following options:

. no-world-readable—(Optional) Restrict file access to the user who created the file.

. size size —(Optional) Maximum size of each trace file, in kilobytes (KB), megabytes
(MB), or gigabytes (GB). When a trace file named trace-file reaches its maximum size,
it is renamed trace-file.0, then trace-file.l, and so on, until the maximum number of
trace files is reached. Then the oldest trace file is overwritten. If you specify a maximum
number of files, you also must specify a maximum file size with the files option. Use
xk to specify KB, xm to specify MB, or xg to specify gigabytes.

. world-readable—(Optional) Enable unrestricted file access.

flag flag —Tracing operation to perform. To specify more than one tracing operation,
include multiple flag statements. You can include the following flags:

. all—All tracing operations.

« bmac-next-hop—Trace backbone MAC next hop operations.

. bridge-bmac-next-hop—Trace backbone MAC next hop bridge operations.
. bridging-interface—Trace interface bridge operations.

. bridging-domain—Trace bridging domain operations.

. configuration—Trace configuration operations.

. flood-next-hop—Trace flood next hop operations.

. initialization—Trace initialization operations.

. interface-device—Trace interface device operations.

« interface-family—Trace interface family operations.
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. interface-logical—Trace logical interface operations.

. ipc—Trace inter-process communications operations.

. irb—Trace integrated routing and bridging operations.

. isid—Trace i-tagged service |ID operations.

. kack—Trace kernel-acknowledgment.

. learning-domain—Trace learning domain operations.

. logical-system—Trace logical system operations.

. mac-learning—Trace MAC address learning.

. mc-ae—Trace multichassis aggregated Ethernet interface operations.
. redundant-trunk-group—Trace redundant trunk group operations.

. routing-instance—Trace routing instance operations.

. routing-socket—Trace routing socket operations.

. storm-control—Trace storm control operations.

. unknown-unicast-forwarding—Trace unknown unicast forwarding events.

. vpls-ping—Trace Virtual Private VLAN Service (VPLS) ping operations.
in-memory-debug—Enable trace parameters in the memory.
level—Specify level of debugging output.

no-remote-trace—Disable remote tracing.

Required Privilege routing—To view this statement in the configuration.
Level routing-control—To add this statement to the configuration.
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uid

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

uid vid-value;

[edit system login user]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure a user identifier for a login account.

vid-value—Number associated with the login account. This value must be unique on the

router or switch.

Range: 100 through 64000

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring Junos OS User Accounts on page 111

use-imported-time-zones

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

use-imported-time-zones;

[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure a custom time zone from a locally generated time zone database.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

. Updating the IANA Time Zone Database on Junos OS Devices on page 32

Copyright © 2016, Juniper Networks, Inc.

225



Junos OS Basics Feature Guide for QFX10000 Switches

226 Copyright © 2016, Juniper Networks, Inc.



CHAPTER 17

DHCP Configuration Statements

« client-identifier (DHCP Client) on page 227
« lease-time on page 228

« retransmission-attempt on page 229

» retransmission-interval on page 230

« server-address on page 231

« update-server on page 232

« vendor-option on page 233

client-identifier (DHCP Client)

Syntax client-identifier (ascii ascii | hexadecimal hexadecimal );
Hierarchy Level [edit interfaces interface-name unit logical-unit-number family inet dhcp]

Release Information Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Specify an ASCII or hexadecimal identifier for the Dynamic Host Configuration Protocol
(DHCP) client. The DHCP server identifies a client by a client-identifier value, which must
be unique for each client.

Default If you do notinclude client-identifier in the configuration, the DHCP server uses the client
hardware type and MAC address to identify the client.

Options asciiascii—|dentifier consisting of ASCII characters, such as a fully qualified domain name.

hexadecimal hexadecimal—I|dentifier consisting of hexadecimal numbers (0-9, a-f, A-F).
Do not use colons.

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . Configuring a DHCP Client (CLI Procedure) on page 61
Documentation
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lease-time

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

lease-time (length | infinite);

[edit interfaces interface-name unit logical-unit-number family inet dhcp]

Statement introduced in Junos OS Release 9.2.

Request a specific lease time for the IP address.

lif no lease time is requested by client, then the server sends the lease time. The default

lease time on a Junos OS DHCP server is one day.

seconds —Request a lease time of a specific duration.
Range: 60 through 2147483647 seconds

infinite—Request that the lease never expire.

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

« Understanding Interfaces
. unit

« family

228
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retransmission-attempt

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

retransmission-attempt number;
[edit interfaces interface-name unit logical-unit-number family inet dhcp]

Statement introduced in Junos OS Release 8.5 for J Series devices.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 9.2 for SRX Series devices.

L
L
L
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the number of times the device retransmits a Dynamic Host Control Protocol
(DHCP) packet if a DHCP server fails to respond. After the specified number of attempts,
no further attempts at reaching a server are made.

number—Number of retransmit attempts.
Range: O through 6
Default: 4

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring a DHCP Client (CLI Procedure) on page 61
. interfaces
. unit

« family
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retransmission-interval

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

retransmission-interval seconds;
[edit interfaces interface-name unit logical-unit-number family inet dhcp]

Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the time between successive retransmissions of the client DHCP request if a
DHCP server fails to respond.

seconds—Number of seconds between successive retransmissions.
Range: 4 through 64 seconds
Default: 4 seconds

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring a DHCP Client (CLI Procedure) on page 61
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server-address

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

server-address ip-address;
[edit interfaces interface-name unit logical-unit-number family inet dhcp]

Statement introduced in Junos OS Release 8.5 for J Series devices.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 9.2 for SRX Series devices.

L
L
L
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the address of the DHCP server that the client should accept DHCP offers from.
If this option is included in the DHCP configuration, the client accepts offers only from
this server and ignores all other offers.

The client accepts the first offer it receives from any DHCP server.
ip-address—DHCP server address.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. Configuring a DHCP Client (CLI Procedure) on page 61
« interfaces
. unit

« family
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update-server

Syntax update-server;
Hierarchy Level [edit Interfaces interface-name unit logical-unit-number inet dhcp]

Release Information Statementintroduced in Junos OS Release 8.5 for J Series devices.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 9.2 for SRX Series devices.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Propagate TCP/IP settings learned from an external DHCP server to the DHCP server
running on the switch, router, or device.

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . Configuring a DHCP Client (CLI Procedure) on page 61
Documentation .
« interfaces
. unit

« family
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vendor-option

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

vendor-option {
default-local-server-group local-server-group-name |
default-relay-server-group server-group-name
drop;
equals
starts-with

[edit forwarding-options dhcp-relay relay-option-60]

Statement introduced before Junos OS Release 12.1 for EX Series switches.
Statement deprecated in Junos OS Release 12.3 for EX Series switches.

Configure the match criteria when you use the DHCP vendor class identifier option
(option 60) in DHCP client packets to forward client traffic to specific DHCP servers. The
extended DHCP relay agent compares the option 60 vendor-specific strings received in
DHCP client packets against the match criteria that you specify. If there is a match, you
can define certain actions for the associated DHCP client packets.

o NOTE: The vendor-option statement has been deprecated and might be
removed from future product releases. We recommend that you phase out
its use. See option-number.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Configuring an Extended DHCP Relay Server on EX Series Switches (CLI Procedure)

. Understanding the Extended DHCP Relay Agent for EX Series Switches
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ICMP Configuration Statement

« no-multicast-echo on page 235

no-multicast-echo

Syntax no-multicast-echo
Hierarchy Level [edit system]

Release Information Statement introduced in Junos OS Release 8.1.

Description Disable the Routing Engine from responding to ICMP echo requests sent to multicast
group addresses.

Default The Routing Engine responds to ICMP echo requests sent to multicast group addresses.

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Configuring Junos OS to Disable the Routing Engine Response to Multicast Ping Packets
Documentation on page 70
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CHAPTER 19

Junos OS With Upgraded FreeBSD
Operational Commands

« request system reboot (Junos OS with Upgraded FreeBSD)
« request system snapshot (Junos OS with Upgraded FreeBSD)
« show system snapshot (Junos OS with Upgraded FreeBSD)
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request system reboot (Junos OS with Upgraded FreeBSD)

Syntax

Release Information

Description

Options

request system reboot
<all-members>

<at time>

<both-routing-engines>

<in minutes>

<local>

<media (oam | junos | network | usb)>
<member member-id>

<message "text">
<other-routing-engine>

Command introduced in Junos OS Release 15.1 for MX240, MX480, MX960, MX2010,
and MX2020 routers and EX9200 switches.
Command introduced in Junos OS Release 15.1X53-D30 for QFX5200 switches.

Reboot the software.

none—Reboot the software immediately.

all-members—(Optional) Reboot the software on all members of the Virtual Chassis
configuration.

at time—(Optional) Time at which to reboot the software, specified in one of the following
ways:

. now—Stop or reboot the software immediately. This is the default.
« +minutes—Number of minutes from now to reboot the software.

. yymmddhhmm—Absolute time at which to reboot the software, specified as year,
month, day, hour, and minute. Omitting a value will default to the current date for
that value.

« hh:mm—Absolute time on the current day at which to stop the software, specified
in 24-hour time.

both-routing-engines— (Optional) Reboot both Routing Engines at the same time.

in minutes—(Optional) Number of minutes from now to reboot the software. This option
is an alias for the at +minutes option.

local—(Optional) Reboot the software on the local Virtual Chassis member.
media (oam | junos | network | usb)—(Optional) Reboot the boot media:

. oam—Reboot from the oam volume.

« junos—Reboot from the junos volume.

. network—Reboot from the network.

. usb—Reboot from the USB device.

238
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Additional Information

Required Privilege
Level

Related
Documentation

List of Sample Output

Output Fields

Sample Output

request system reboot

member member-id—(Optional) Reboot the software on the specified member of the
Virtual Chassis configuration. Replace member-id with a value of O or 1.

message "text"—(Optional) Message to display to all system users before stopping or
rebooting the software.

other-routing-engine—(Optional) Reboot the other Routing Engine from which the
command isissued. For example, if you issue the command from the master Routing
Engine, the backup Routing Engine is rebooted. Similarly, if you issue the command
from the backup Routing Engine, the master Routing Engine is rebooted.

Reboot requests are recorded in the system log files, which you can view with the show
log command (see show log). Also, the names of any running processes that are
scheduled to be shut down are changed. You can view the process names with the show
system processes command (see show system processes).

o NOTE: Toreboot a router or switch that has two Routing Engines, reboot the
backup Routing Engine (if you have upgraded it) first, and then reboot the
master Routing Engine.

maintenance

. request system snapshot (Junos OS with Upgraded FreeBSD) on page 241
. show system snapshot (Junos OS with Upgraded FreeBSD) on page 243

. clear system reboot on page 316

. request system halt on page 363

« Understanding Junos OS with Upgraded FreeBSD on page 73

request system reboot on page 239

request system reboot (at 2300) on page 239
request system reboot (in 2 Hours) on page 240
request system reboot (Immediately) on page 240
request system reboot (at 1:20 AM) on page 240

When you enter this command, you are provided feedback on the status of your request.

user@host> request system reboot
Reboot the system ? [yes,no] (no)

request system reboot (at 2300)

user@host> request system reboot at 2300 message “Maintenance time!”
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Reboot the system ? [yes,no] (no) yes

shutdown: [pid 186]
*** System shutdown message from root@berry.network.net ***
System going down at 23:00

request system reboot (in 2 Hours)

The following example, which assumes that the time is 5 PM (17:00), illustrates
three different ways to request the system to reboot in two hours:

user@host> request system reboot at +120
user@host> request system reboot in 120
user@host> request system reboot at 19:00

request system reboot (Immediately)
user@host> request system reboot at now
request system reboot (at 1:20 AM)

To reboot the system at 1:20 AM, enter the following command. Because 1:20 AM is
the next day, you must specify the absolute time.

user@host> request system reboot at 06060120
request system reboot at 120
Reboot the system at 120? [yes,no] (no) yes
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request system snapshot (Junos OS with Upgraded FreeBSD)

Syntax

Release Information

Description

Options

Additional Information

Required Privilege
Level

request system snapshot
<delete snapshot-name>
<load snapshot-name>
<media type>
<recovery>

Command introduced in Junos OS Release 15.1 for MX240, MX480, MX960, MX2010,
and MX2020 routers and EX9200 switches.
Command introduced in Junos OS Release 15.1X53-D30 for QFX5200 switches.

On the router or switch, back up the currently running and active file system partitions
to standby partitions that are not running. Non-recovery snapshots are named
snap.date.time and stored in the /packages/sets directory.

A CAUTION: After you run the request system snapshot command, you cannot
return to the previous version of the software, because the running and backup
copies of the software are identical.

none—On the router or switch, back up the currently running and active file system
partitions to standby partitions that are not running. Specifically, this creates a
non-recovery snapshot named snap.<date>.<time> whichis stored in /packages/sets.

delete snapshot-name—(Optional) Delete a specific non-recovery snapshot from
/packages/sets. Wildcards are supported, so request system snapshot delete snap*
deletes all snapshots.

load snapshot-name—(Optional) Load a specific snapshot from /packages/sets.

media type—(Optional) Specify the boot device the software is copied to:

« usb—(MX960 routers only) Copy software to the device connected to the USB
port.

recovery—Create a recovery snapshot and store it in the /oam volume.

Before upgrading the software on the router or switch, when you have a known stable
system, issue the request system snapshot command to back up the software, including
the configuration, to the /packages/sets file systems. After you have upgraded the
software on the router or switch and are satisfied that the new packages are successfully
installed and running, issue the request system snapshot command again to back up the
new software to the /packages/sets file systems.

maintenance
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Related . request system reboot (Junos OS with Upgraded FreeBSD) on page 238

Documentation . show system snapshot (Junos OS with Upgraded FreeBSD) on page 243

. Understanding Junos OS with Upgraded FreeBSD on page 73

List of Sample Output request system snapshot recovery on page 242
request system snapshot delete on page 242
request system snapshot on page 242

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output
request system snapshot recovery

user@host> request system snapshot recovery
Creating image ...

Compressing image . . .

Image size is 777MB

Recovery snapshot created successfully

request system snapshot delete
user@host> request system snapshot delete snap.20150112.122106
NOTICE: Snapshot “snap.20150112.122106° deleted successfully
request system snapshot

user@host> request system snapshot
NOTICE: Snapshot snap.20150119.122106 created successfully
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nds

show system snapshot (Junos OS with Upgraded FreeBSD)

Syntax

Release Information

Description

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

show system snapshot

show system snapshot

Command introduced in Junos OS Release 15.1 for MX240, MX480, MX960, MX2010,
and MX2020 routers and EX9200 switches.
Command introduced in Junos OS Release 15.1X53-D30 for QFX5200 switches.

Display information about the non-recovery backup software, which is located in the
junos file system on the hard disk drive or solid-state drive (SSD).

O NOTE: To back up software, use the request system snapshot command.

view

« request system snapshot (Junos OS with Upgraded FreeBSD) on page 241
. request system reboot (Junos OS with Upgraded FreeBSD) on page 238
« Understanding Junos OS with Upgraded FreeBSD on page 73

show system snapshot on page 243

When you enter this command, you are provided feedback on the status of your request.

If there are no snapshots available, the command returns null output.

user@host> show system snapshot

Snapshot snap.20141219.122106:

Location: /packages/sets/snap.20141219.122106
Creation date: Dec 19 12:21:06 2014

Junos version: 15.1-20141216_ib_15 1 psd.0
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CHAPTER 20

Login Classes Configuration Statements

« access-end on page 246

« access-start on page 246

« allow-commands on page 247

« allow-configuration on page 248

. allowed-days on page 248

« announcement on page 249

« authentication (Login) on page 250

« class (Defining Login Classes) on page 251
« class (Assigning a Class to an Individual User) on page 252
« deny-commands on page 252

« deny-configuration on page 253

« idle-timeout on page 254

- load-key-file on page 255

« login on page 256

« login-tip on page 257

« message on page 257

« uUser (Access) on page 258
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access-end

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

access-start

access-end HH:MM;
[edit system login class]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the end time for login access.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring Time-Based User Access on page 20

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

access-start HH:MM;
[edit system login class]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the start time for login access.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring Time-Based User Access on page 20
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allow-commands

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

allow-commands "regular-expression";
[edit system login class class-name]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the operational mode commands that members of a login class can use.

If you omit this statement and the deny-commands statement, users canissue only those
commands for which they have access privileges through the permissions statement.

regular-expression—Extended (modern) regular expression as defined in POSIX 1003.2.
If the regular expression contains any spaces, operators, or wildcard characters,
enclose it in quotation marks.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Specifying Access Privileges for Junos OS Operational Mode Commands on page 30
« deny-commands on page 252

. useronpage 258
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allow-configuration

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

allowed-days

allow-configuration "regular-expression";
[edit system login class class-name]
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Explicitly allow configuration access to the specified levels in the hierarchy even if the
permissions set with the permissions statement do not grant such access by default.

If you omit this statement and the deny-configuration statement, users can edit only
those commands for which they have access privileges through the permissions statement.

regular-expression—Extended (modern) regular expression as defined in POSIX 1003.2.
If the regular expression contains any spaces, operators, or wildcard characters,
enclose it in quotation marks.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Specifying Access Privileges for Junos OS Configuration Mode Hierarchies
« Regular Expressions for Allowing and Denying Junos OS Configuration Mode Hierarchies
. deny-configuration on page 253

. useron page 258

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

allowed-days [ days-of-the-week 1;
[edit system login class class-name]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the days of the week when users can log in.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring Time-Based User Access on page 20
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announcement

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

announcement text;

[edit system login]

Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure a system login announcement. This announcement appears after a user logs

in.

text—Text of the announcement. If the text contains any spaces, enclose it in quotation
marks.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration

« Configuring the Junos OS to Display a System Login Announcement
« Configuring Junos OS to Display a System Login Message on page 112

. message on page 257
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authentication (Login)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

authentication {
encrypted-password password;
load-key-file URL;
plain-text-password password,
remote-debug-permission (qfabric-admin | gfabric-operator |gfabric-user);
ssh-dsa "public-key";
ssh-rsa "public-key";

[edit system login user username]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Authentication methods that a user can use to log in to the switch. You can assign multiple
authentication methods to a single user.

encrypted-password "password"—Message Digest 5 (MD5) or other encrypted
authentication. Specify the MD5 or other password. You can specify only one
encrypted password for each user.

You cannot configure a blank password for encrypted-password using blank quotation
marks (" "). You must configure a password of 1through 128 characters and enclose
the password in quotation marks.

load-key-file—Load RSA (SSH version 1and SSH version 2) and DSA (SSH version 2)
public keys from a file. The file is a URL containing one or more SSH keys.

plain-text-password—Plain-text password. The command-line interface (CLI) prompts
you for the password and then encrypts it.

remote-debug-permission (QFabric systems only)—QFabric component authentication.
Specifies permission levels for users to access individual components in a QFabric
system.

ssh-dsa "public-key"—SSH version 2 authentication. Specify the SSH public key. You can
specify one or more public keys for each user.

ssh-rsa "public-key"—SSH version 1 and SSH version 2 authentication. Specify the SSH
public key. You can specify one or more public keys for each user.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring Junos OS User Accounts on page 111

. root-authentication on page 283
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class (Defining Login Classes)

Syntax class class-name {
access-end;
access-start;
allow-commands "regular-expression";
allow-configuration "regular-expression";
deny-commands "regular-expression";
deny-configuration "regular-expression";
idle-timeout minutes;
login-tip;
permissions [ permissions 1;

Hierarchy Level [edit system login]

Release Information Statementintroduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Define a login class.

Options class-name—A name you choose for the login class.

The remaining statements are explained separately.

Required Privilege admin—To view this statement in the configuration.
Level admin-control—To add this statement to the configuration.

Related . Defining Junos OS Login Classes

Documentation
v : . useronpage 258
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class (Assigning a Class to an Individual User)

Syntax

Hierarchy Level

Release Information

Description
Options

Required Privilege
Level

Related
Documentation

deny-commands

class class-name {
operator;
read-only;
super-user;
unauthorized;

}
[edit system login user username]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure a user’s login class. You must configure one class for each user.

class-name—One of the classes defined at the [edit system login class] hierarchy level.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring Junos OS User Accounts on page 111

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

deny-commands "regular-expression";
[edit system login class]
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the operational mode commands that the user is denied permission to issue
even though the permissions set with the permissions statement would allow their use.

If you omit this statement and the allow-commands statement, users can issue only
those commands for which they have access privileges through the permissions statement.

regular-expression—Extended (modern) regular expression as defined in POSIX 1003.2.
If the regular expression contains any spaces, operators, or wildcard characters,
enclose it in quotation marks.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Specifying Access Privileges for Junos OS Operational Mode Commands on page 30
. allow-commands on page 247

. uUseron page 258
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deny-configuration

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

deny-configuration "regular-expression";
[edit system login class]
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Explicitly deny configuration access to the specified levels in the hierarchy even if the
permissions set with the permissions statement grant such access by default.

If you omit this statement and the allow-configuration statement, users can edit those
levels in the configuration hierarchy for which they have access privileges through the
permissions statement.

regular-expression—Extended (modern) regular expression as defined in POSIX 1003.2.
If the regular expression contains any spaces, operators, or wildcard characters,
enclose it in quotation marks.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Specifying Access Privileges Using allow/deny-configuration Statements
. allow-configuration on page 248

. useron page 258
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idle-timeout

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

idle-timeout minutes;
[edit system login class class-name]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

For a login class, configure the maximum time that a session can be idle before the user
is logged off the switch. The session times out after remaining at the CLI operational
mode prompt for the specified time.

If you omit this statement, a user is never forced off the system after extended idle times.

minutes—Maximum idle time.
Range: O through 4294967295 minutes

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

. Configuring the Timeout Value for Idle Login Sessions on page 22
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load-key-file

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

load-key-file URL filename;

[edit system root-authentication],
[edit system login user username authentication]

Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

0 NOTE: ECDSA is not supported on the QFabric system.

Load RSA (SSH version 1and SSH version 2) and DSA or ECDSA (SSH version 2) public
keys from a previously-generated named file at a specified URL location or local path.
The file contains one or more SSH keys that are copied into the configuration when the
command is issued.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring the Root Password on page 131
. Configuring the Root Password

« Configuring Junos OS User Accounts by Using a Configuration Group
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login

Syntax

Hierarchy Level

Release Information

Description

Options

login {

announcementtext;
class class-name {
access-end "regular-expression";
access-start "regular-expression";
allow-commands "regular-expression";
allow-configuration "regular-expression";
deny-commands "regular-expression";
deny-configuration "regular-expression";
idle-timeout minutes;
login-tip;
permissions [ permissions 1;
}
message text;
password {
change-type (set-transitions | character-set);
format (md5 | shal| des);
maximum-length length;
minimum-changes number;
minimum-length length;
}
retry-options {
backoff-factor seconds;
backoff-threshold number;
minimum-time seconds;
tries-before-disconnect number;
}
user username {
authentication authentication;
(encrypted-password "password" | plain-text-password);
load-key-file URL;
remote-debug-permission (gfabric-admin | gfabric-operator |gfabric-user);
ssh-dsa "public-key";
ssh-rsa "public-key";
1
class class-name;
full-name complete-name;
uid vid-value;

[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure user access to the switch.

The remaining statements are explained separately.

256

Copyright © 2016, Juniper Networks, Inc.



Chapter 20: Login Classes Configuration Statements

Required Privilege
Level

Related
Documentation

login-tip

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Defining Junos OS Login Classes

Syntax
Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

message

login-tip;
[edit system login class class-name]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Enable CLI tips at login.

Disabled.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring Login Tips on page 40

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

message text;
[edit system login]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure a system login message. This message appears before a user logs in.

text—Text of the message.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration

« Configuring Junos OS to Display a System Login Message on page 112

.« announcement on page 249
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user (Access)

Syntax userusername {
authentication {
(encrypted-password "password" | plain-text-password);
load-key-file URL;
remote-debug-permission (gfabric-admin | gfabric-operator |gfabric-user);
ssh-dsa "public-key" <from hostname>;
ssh-rsa "public-key" <from hostname>;

}

class class-name;

full-name "complete-name",
uid vid-value;

Hierarchy Level [edit system login]

Release Information Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Description Configure access permission for individual users.
Options The remaining statements are explained separately.

Required Privilege admin—To view this statement in the configuration.
Level admin-control—To add this statement to the configuration.

Related . Configuring Junos OS User Accounts on page 111

D tati
ocumentation « class on page 251
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NTP Configuration Statements

- authentication-key on page 260

« boot-server (NTP) on page 261

« broadcast on page 262

« broadcast-client on page 263

« multicast-client on page 263

« ntpon page 264

« peeronpage 265

« server (NTP) on page 266

« source-address (NTP, RADIUS, System Logging, or TACACS+) on page 267
« trusted-key on page 268
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authentication-key

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

authentication-key key-number type type value password,
[edit system ntp]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure Network Time Protocol (NTP) authentication keys so that the router or switch
can send authenticated packets. If you configure the router or switch to operate in
authenticated mode, you must configure a key.

Both the keys and the authentication scheme (MD5) must be identical between a set of
peers sharing the same key number.

key-number—An integer in the range of 1to 65533.
type type—Authentication type. It can only be md5.

value password—Key itself, consisting of 1 through 8 ASCII characters. If the key contains
spaces, enclose it in quotation marks.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Understanding NTP Time Servers on page 117

« Configuring NTP Authentication Keys on page 118
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boot-server (NTP)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

boot-server (address | hostname);
[edit system ntp]
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the server that NTP queries when the router or switch boots to determine the
local date and time.

When you boot the router or switch, it issues an ntpdate request, which polls a network
server to determine the local date and time. You need to configure a server that the router
or switch uses to determine the time when the router or switch boots. Otherwise, NTP
cannot synchronize to a time server if the server time significantly differs from the local
router’s or switch’s time. You can configure either an IP address or a hostname for the
boot server. If you configure a hostname instead of an IP address, the ntpdate request
resolves the hostname to an IP address when the router or switch boots up.

. address—|P address of an NTP boot server.

« hostname—Hostname of an NTP boot server.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Understanding NTP Time Servers on page 117
« Configuring NTP Authentication Keys on page 118
« Synchronizing and Coordinating Time Distribution Using NTP on page 123
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broadcast

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

broadcast address <key key-number> <version value> <ttl value>;
[edit system ntp]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the local router or switch to operate in broadcast mode with the remote system
at the specified address to send periodic broadcast messages to a client population.
Normally, you include this statement only when the local router or switch is operating as
a transmitter.

address—Broadcast address on one of the local networks or a multicast address assigned
to NTP. You must specify an address, not a hostname. If the multicast address is
used, it must be 224.0.1.1.

key key-number—(Optional) All packets sent to the address include authentication fields
that are encrypted using the specified key number (any unsigned 32-bit integer).

ttl value—(Optional) Time-to-live (TTL) value to use.
Range: 1through 255
Default: 1

version value—(Optional) Specify the version number to be used in outgoing NTP packets.
Range: 1through 4
Default: 4

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Understanding NTP Time Servers on page 117
« Configuring NTP Authentication Keys on page 118

« Configuring the NTP Time Server and Time Services on page 119
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broadcast-client

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

multicast-client

broadcast-client;
[edit system ntp]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the local switch to listen for broadcast messages on the local network to
discover other servers on the same subnet.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Understanding NTP Time Servers on page 117
« Configuring NTP Authentication Keys on page 118

. Configuring the Switch to Listen for Broadcast Messages Using NTP on page 121

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

multicast-client <address>;
[edit system ntp]
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

For Network Time Protocol (NTP), configure the local router or switch to listen for
multicast messages on the local network to discover other servers on the same subnet.

address—(Optional) One or more IP addresses. If you specify addresses, the router or
switch joins those multicast groups.

Default: 224.0.1.1.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Understanding NTP Time Servers on page 117
« Configuring NTP Authentication Keys on page 118

. Configuring the Switch to Listen for Multicast Messages Using NTP on page 122
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ntp

Syntax ntp{
authentication-key number type type value password,
boot-server address;
broadcast <address> <key key-number> <version value> <ttl value>;
broadcast-client;
multicast-client <address>;
peer address <key key-number> <version value> <prefer>;
server address <key key-number> <version value> <prefer>;
source-address source-address;
trusted-key [ key-numbers J;

Hierarchy Level [edit system]

Release Information Statementintroduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure Network Time Protocol (NTP) on the switch.

The remaining statements are explained separately.

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Understanding NTP Time Servers on page 117

D tati
ocumentation « Configuring NTP Authentication Keys on page 118

« Synchronizing and Coordinating Time Distribution Using NTP on page 123
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peer

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

peer address <key key-number> <version value> <prefer>;
[edit system ntp]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

For NTP, configure the local router or switch to operate in symmetric active mode with
the remote system at the specified address. In this mode, the local router or switch and
the remote system can synchronize with each other. This configuration is useful in a
network in which either the local router or switch or the remote system might be a better
source of time.

address—Address of the remote system. You must specify an address, not a hostname.

key key-number—(Optional) All packets sent to the address include authentication fields
that are encrypted using the specified key number.

Range: Any unsigned 32-bit integer

prefer—(Optional) Mark the remote system as the preferred host, which means that if
all other factors are equal, this remote system is chosen for synchronization among
a set of correctly operating systems.

version value—(Optional) Specify the NTP version number to be used in outgoing NTP
packets.

Range: 1through 4
Default: 4

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Understanding NTP Time Servers on page 117
. Configuring NTP Authentication Keys on page 118

. Configuring the NTP Time Server and Time Services on page 119
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server (NTP)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

server address <key key-number> <version value> <prefer>;
[edit system ntp]
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

For NTP, configure the switch to operate in client mode with the remote system at the
specified server address. In this mode, the local switch can be synchronized with the
remote system, but the remote system can never be synchronized with the local switch.

address—Address of the remote system. You must specify an address, not a hostname.

key key-number— (Optional) Use the specified key number to encrypt authentication
fields in all packets sent to the specified address.

Range: Any unsigned 32-bit integer

prefer—(Optional) Mark the remote system as preferred host, which means that if all
other things are equal, this remote system is chosen for synchronization among a
set of correctly operating systems.

version value—(Optional) Specify the version number to be used in outgoing NTP packets.
Range: 1through 4
Default: 4

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Understanding NTP Time Servers on page 117

« Configuring NTP Authentication Keys on page 118
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source-address (NTP, RADIUS, System Logging, or TACACS+)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

source-address source-address;

[edit system accounting destination radius server server-address],
[edit system accounting destination tacplus server server-address],
[edit system ntp],

[edit system radius-server server-address],

[edit system syslog],

[edit system tacplus-server server-address]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify a source address for each configured TACACS+ server, RADIUS server, NTP
server, or the source address to record in system log messages that are directed to a
remote machine.

source-address—Valid IP address configured on one of the switch interfaces. For system
logging, the address is recorded as the message source in messages sent to the
remote machines specified in all host hostname statements at the [edit system syslog]
hierarchy level.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring RADIUS Authentication (QFX Series or OCX Series)
« Synchronizing and Coordinating Time Distribution Using NTP on page 123

« Specifying an Alternative Source Address for System Log Messages Directed to a Remote
Destination
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trusted-key

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

trusted-key [ key-numbers 1;
[edit system ntp]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

For NTP, configure the keys to use when you configure the switch to synchronize its time
with other systems on the network.

key-numbers—One or more key numbers. Each key can be any 32-bit unsigned integer
except O.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring NTP Authentication Keys on page 118
. authentication-key

. serveron page 266
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Password Configuration Statements

« authentication (Login) on page 270
« change-type on page 271

. format on page 272

« maximum-length on page 273

« minimum-changes on page 274

« minimum-length on page 275

« minimum-lower-cases on page 276
« Minimum-numerics on page 277

« minimum-punctuations on page 278
« minimum-upper-cases on page 279
« password (Login) on page 280

« permissions on page 280

« retry-options on page 281

« root-authentication on page 283

« ssh-dsa on page 284

« ssh-rsa on page 284

« uUser (Access) on page 285
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authentication (Login)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

authentication {
encrypted-password password;
load-key-file URL;
plain-text-password password,
remote-debug-permission (qfabric-admin | gfabric-operator |gfabric-user);
ssh-dsa "public-key";
ssh-rsa "public-key";

[edit system login user username]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Authentication methods that a user can use to log in to the switch. You can assign multiple
authentication methods to a single user.

encrypted-password "password"—Message Digest 5 (MD5) or other encrypted
authentication. Specify the MD5 or other password. You can specify only one
encrypted password for each user.

You cannot configure a blank password for encrypted-password using blank quotation
marks (" "). You must configure a password of 1through 128 characters and enclose
the password in quotation marks.

load-key-file—Load RSA (SSH version 1and SSH version 2) and DSA (SSH version 2)
public keys from a file. The file is a URL containing one or more SSH keys.

plain-text-password—Plain-text password. The command-line interface (CLI) prompts
you for the password and then encrypts it.

remote-debug-permission (QFabric systems only)—QFabric component authentication.
Specifies permission levels for users to access individual components in a QFabric
system.

ssh-dsa "public-key"—SSH version 2 authentication. Specify the SSH public key. You can
specify one or more public keys for each user.

ssh-rsa "public-key"—SSH version 1 and SSH version 2 authentication. Specify the SSH
public key. You can specify one or more public keys for each user.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring Junos OS User Accounts on page 111

. root-authentication on page 283

270

Copyright © 2016, Juniper Networks, Inc.



Chapter 22: Password Configuration Statements

change-type

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

change-type (character-sets | set-transitions);
[edit system login password]
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Set requirements for using character sets in plain-text passwords. When you combine
this statement with the minimum-changes statement, you can check for the total number
of character sets included in the password or for the total number of character-set
changes in the password. Newly created passwords must meet these requirements.

Specify one of the following:

. character-sets—Number of character sets in the password. Valid character setsinclude
uppercase letters, lowercase letters, numbers, punctuation, and other special
characters.

. set-transitions—Number of transitions between character sets.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Special Requiremnents for Junos OS Plain-Text Passwords

« minimum-changes on page 274
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format

Syntax format (des| md5 | shal);
Hierarchy Level [edit system login password]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure the authentication algorithm for plain-text passwords.

Default For Junos OS, the default encryption format is md5. For Junos OS-FIPS software, the
default encryption format is shal.
Options The hash algorithm that authenticates the password can be one of three algorithms:

. des—Has a block size of 8 bytes; its key size is 48 bits long.
. md5—Produces a 128-bit digest.

. shal—Produces a 160-bit digest.

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Special Requirements for Junos OS Plain-Text Passwords
Documentation
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maximum-length

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

maximum-length length;
[edit system login passwords]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the maximum number of characters allowed in plain-text passwords. Newly
created passwords must meet this requirement.

For Junos OS-FIPS software, the maximum number of characters for plain-text passwords
is 20. For Junos OS, no maximum is set.

length—Maximum number of characters the password can include.
Range: 1to 64 characters

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Special Requirements for Junos OS Plain-Text Passwords

« minimum-length on page 275
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minimum-changes

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

minimum-changes number;

[edit system login passwords]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the minimum number of character sets (or character set changes) required in
plain-text passwords. Newly created passwords must meet this requirement.

This statement is used in combination with the change-type statement. If the change
type is character-sets, then the number of character sets included in the password is
checked against the specified minimum. If the change type is set-transitions, then the
number of character set changes in the password is checked against the specified
minimum.

For Junos OS, the minimum number of changes is 1. For Junos-FIPS software, the minimum
number of changes is 3.

number—Minimum number of character sets (or character set changes) required for the
password.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Special Requirements for Junos OS Plain-Text Passwords

« change-type on page 271
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minimum-length

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

minimum-length length;
[edit system login password]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the minimum number of characters required in plain-text passwords. Newly
created passwords must meet this requirement.

For Junos OS, the minimum number of characters for plain-text passwords is six. For
Junos-FIPS software, the minimum number of characters for plain-text passwords is 10.

length—Minimum number of characters the password must include.
Range: 6 1to 20 characters

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Special Requirements for Junos OS Plain-Text Passwords

. maximum-length on page 273
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minimum-lower-cases

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

minimum-lower-cases number;
[edit system login password]

Statement introduced in Junos OS Release 12.1.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the minimum number of lower-case letters required in plain-text passwords.
Newly created passwords must meet this requirement.

This statement can be used in combination with all of the other requirement options for
plain-text passwords, such as minimum-length, minimum-punctuations,
minimum-upper-cases, and so on.

Using several password minimum requirement options will cause the minimum-length
to bereset if the total sum of the required minimums exceeds the minimum-length setting.

number—The minimum number of lower-case letters required for the password.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Special Requirements for Junos OS Plain-Text Passwords
. Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 134

« password (Login)
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minimum-numerics

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

minimum-numerics number;
[edit system login password]

Statement introduced in Junos OS Release 12.1.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the minimum number of numeric class characters required in plain-text passwords.
Newly created passwords must meet this requirement.

This statement can be used in combination with all of the other requirement options for
plain-text passwords, such as minimum-length, minimum-punctuations,
minimum-lower-cases, and so on.

Using several password minimum requirement options will cause the minimum-length
to bereset if the total sum of the required minimums exceeds the minimum-length setting.

number—The minimum number of numeric class characters required for the password.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Special Requirements for Junos OS Plain-Text Passwords
. Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 134

« password (Login)

Copyright © 2016, Juniper Networks, Inc. 277



Junos OS Basics Feature Guide for QFX10000 Switches

minimum-punctuations

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

minimum-punctuations number;
[edit system login password]

Statement introduced in Junos OS Release 12.1.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the minimum number of punctuation class characters required in plain-text
passwords. Newly created passwords must meet this requirement.

This statement can be used in combination with all of the other requirement options for
plain-text passwords, such as minimume-length, minimum-upper-cases,
minimum-lower-cases, and so on.

Using several password minimum requirement options will cause the minimum-length
to bereset if the total sum of the required minimums exceeds the minimum-length setting.

number—The minimum number of punctuation class characters required for the password.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Special Requirements for Junos OS Plain-Text Passwords
. Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 134

« password (Login)
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minimum-upper-cases

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

minimum-upper-cases number,
[edit system login password]

Statement introduced in Junos OS Release 12.1.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the minimum number of upper-case letters required in plain-text passwords.
Newly created passwords must meet this requirement.

This statement can be used in combination with all of the other requirement options for
plain-text passwords, such as minimum-length, minimum-punctuations,
minimum-lower-cases, and so on.

Using several password minimum requirement options will cause the minimum-length
to bereset if the total sum of the required minimums exceeds the minimum-length setting.

number—The minimum number of upper-case letters required for the password.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Special Requirements for Junos OS Plain-Text Passwords
. Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 134

« password (Login)
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password (Login)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

permissions

password {
change-type (set-transitions | character-set);
format (md5 | shal| des);
maximum-length length;
minimum-changes number,;
minimum-length length;

[edit system login]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure special requirements such as character length and encryption format for
plain-text passwords. Newly created passwords must meet these requirements.

The remaining statements are explained separately.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Special Requirements for Junos OS Plain-Text Passwords

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

permissions {
storage;
storage-control;

}
[edit system login class]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the login access privileges to be provided on the switch.

permissions—Privilege type.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring Access Privilege Levels
« Understanding Junos OS Access Privilege Levels

. useronpage 258
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retry-options

Syntax retry-options {
backoff-threshold number;
backoff-factor seconds;
maximum-time seconds;
minimum-time seconds;
tries-before-disconnect number;

Hierarchy Level [edit system login]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Maximum number of times a user can attempt to enter a password while logging in
through SSH or Telnet before being disconnected.

Options backoff-threshold number—Threshold for the number of failed login attempts before the
user experiences a delay when attempting to reenter a password. Use the
backoff-factor option to specify the length of delay, in seconds.

Range: 1through 3
Default: 2

backoff-factor seconds—Length of delay after each failed login attempt. The length of
delay increases by this value for each subseqguent login attempt after the value
specified in the backoff-threshold option.

Range: 5 through 10

Default: 5

maximum-time seconds—Maximum length of time that the connection remains open for
the user to enter a username and password to log in. If the user remains idle and
does not enter a username and password within the configured maximum-time, the
connection is closed.

Range: 20 through 300
Default: 120

minimum-time seconds—Minimum length of time that the connection remains open while
the user is attempting to enter a password to log in.

Range: 20 through 60
Default: 20

tries-before-disconnect number—Maximum number of times a user is allowed to attempt
to enter a password to log in through SSH or Telnet.

Range: 1through 10
Default: 10
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Required Privilege admin—To view this statement in the configuration.
Level admin-control—To add this statement to the configuration.

Related . Limiting the Number of User Login Attempts for SSH and Telnet Sessions
Documentation
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root-authentication

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

root-authentication {
(encrypted-password "password" | load-key-password URL | plain-text-password);
ssh-dsa "public-key",;
ssh-rsa "public-key";

1
[edit system]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the authentication methods for the root-level user, whose username is root.

encrypted-password "password"— Specify the MD5 or other encrypted authentication
password. You can specify only one encrypted password.

You cannot configure a blank password for the encrypted-password option using blank
quotation marks (" "). You must configure a password of 1through 128 characters
and enclose the password in quotation marks.

A CAUTION: Do not use the encrypted-password option unless the password
is already encrypted, and you are entering the encrypted version of the
password. If you commit the encrypted-password option with a plain-text
password or with blank quotation marks (" "), you will not be able to login
to the device asroot, and you will need to use the password recovery process.

plain-text-password—Plain-text password. The CLI prompts you for the password and
then encryptsit. The CLI displays the encrypted version, and the software places the
encrypted version inits user database. You can specify only one plain-text password.

ssh-dsa "public-key"—SSH version 2 authentication. Specify the DSA (SSH version 2)
public key. You can specify one or more public keys.

ssh-rsa "public-key"—SSH version 1 authentication. Specify the RSA (SSH version 1and
SSH version 2) public key. You can specify one or more public keys.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring the Root Password
« Recovering the Root Password

. authentication on page 250
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ssh-dsa

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

ssh-rsa

ssh-dsa "public-key";

[edit system root-authentication]
[edit system login user authentication]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the DSA (SSH version 2) public key. You can specify one or more public keys.

ssh-dsa "public-key"—SSH version 2 authentication.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

. Configuring the Root Password on page 131
. authentication on page 250

« root-authentication

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

ssh-dsa "public-key";

[edit system root-authentication]
[edit system login user authentication]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Specify the RSA (SSH version 1) public key. You can specify one or more public keys.

ssh-rsa "public-key"—SSH version 1 authentication. Specify the RSA (SSH version 1and
SSH version 2) public key. You can specify one or more public keys.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

. Configuring the Root Password
. authentication on page 250

. root-authentication
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user (Access)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

user username {
authentication {
(encrypted-password "password" | plain-text-password);
load-key-file URL;
remote-debug-permission (gfabric-admin | gfabric-operator |gfabric-user);
ssh-dsa "public-key" <from hostname>;
ssh-rsa "public-key" <from hostname>;

}

class class-name;

full-name "complete-name",
uid vid-value;

[edit system login]

Statement introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.

Configure access permission for individual users.

The remaining statements are explained separately.

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Configuring Junos OS User Accounts on page 111

« class on page 251
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PTP Configuration Statement

e2e-transparent

« eZe-transparent on page 287

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

e2e-transparent;
[edit protocols ptp]

Statement introduced in Junos OS Release 14.1X53-D25 for the QFX Series.

Configure the transparent clock for Precision Time Protocol (PTP). The end to end (E2E)
transparent clock mode is supported. With an end-to-end transparent clock, only the
residence timeisincludedin the timestamp in the packet. Transparent clock functionality
is supported on both PTP over IP and PTP over Ethernet. With PTP over Ethernet, one or
two VLANSs are supported. Transparent clock functionality is enabled globally and might
be required in scenarios in which the interface on which packets are received and
transmitted is unknown.

There are no options.

routing—To view this statement in the configuration.
routing-control—To add this statement to the configuration.

. [edit protocols ptp] Hierarchy Level

« Configuring Transparent Clock Mode for Precision Time Protocol on page 138
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CHAPTER 24

RADIUS and TACACS+ Accounting
Configuration Statements

« accounting-port (RADIUS Server) on page 290
. destination (Accounting) on page 291

. events on page 292

« port (TACACS+ Server) on page 292

« radius (System) on page 293

« secret on page 294

« server (RADIUS Accounting) on page 295

« server (TACACS+ Accounting) on page 295

« single-connection on page 296

» tacplus on page 296

« timeout on page 297
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accounting-port (RADIUS Server)

Syntax accounting-port port-number;

Hierarchy Level [edit system accounting destination radius server server-address],
[edit system radius-server server-address]

Release Information Statement introduced in Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure the accounting port number on which to contact the RADIUS server.

Options number—Port number on which to contact the RADIUS server.
Default: 1813

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Configuring RADIUS Server Authentication

Documentation « Configuring RADIUS System Accounting
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destination (Accounting)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

destination {

radius {
server {
server-address {
accounting-port port-number;
retry number;
secret password,
source-address address;
source-address-inet6 IPv6-source-address;
timeout seconds;
1
1
}
tacplus {
server {
server-address {
port port-number,;
secret password,
single-connection;
timeout seconds;
}
1
1
}

[edit system accounting]

Statement introduced before Junos OS Release 7.4.

radius statement added in Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.
Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the authentication server.

source-address-inet6 IPv6-source-address—A valid IPv6 address configured on one of
the routers or switch interfaces.

The remaining statements are explained separately.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Configuring RADIUS System Accounting
« Configuring TACACS+ System Accounting
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events

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

events [ events ];
[edit system accounting]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the types of events to track and log.

events—Event types; can be one or more of the following:

. change-log—Audit configuration changes.
. interactive-commands—Audit interactive commands (any command-line input).

. login—Audit logins.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring TACACS+ System Accounting

port (TACACS+ Server)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

port port-number;
[edit system accounting destination tacplus server server-address]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the port number on which to contact the TACACS+ server.

number—Port number on which to contact the TACACS+ server.
Default: 49

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring TACACS+ System Accounting
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radius (System)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

radius {
server {
server-address {
accounting-port port-number;
secret password,
source-address address;
retry number;
timeout seconds;

[edit system accounting destination]

Statement introduced in Junos OS Release 7.4.
Statement introduced in Junos OS Release 9.0 for EX Series switches.

L
L
Statement introduced in Junos OS Release 11.1 for the QFX Series.
L

Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the RADIUS accounting server.

server-address—Address of the RADIUS accounting server.

The remaining statements are explained separately.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring RADIUS System Accounting
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secret

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

secret password,

[edit system accounting destination radius server server-address],
[edit system accounting destination tacplus server server-address],
[edit system radius-server server-address],

[edit system tacplus-server server-address]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the password to use with the RADIUS or TACACS+ server. The secret password
used by the local switch must match that used by the server.

password—Password to use; can include spaces included in quotation marks.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Configuring RADIUS Accounting
. Configuring RADIUS Authentication (QFX Series or OCX Series)

« Configuring TACACS+ System Accounting
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server (RADIUS Accounting)

Syntax server{
server-address {
accounting-port port-number;
retry number
secret password,
source-address address;
timeout seconds;

Hierarchy Level [edit system accounting destination radius]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure RADIUS logging.

The remaining statements are explained separately.

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Configuring RADIUS System Accounting
Documentation

server (TACACS+ Accounting)

Syntax server{

server-address {
port port-number;
secret password,
single-connection;
timeout seconds;

1

}

Hierarchy Level [edit system accounting destination tacplus]

Release Information Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Configure TACACS+ logging.

The remaining statements are explained separately.

Required Privilege system—To view this statement in the configuration.
Level system-control—To add this statement to the configuration.

Related . Configuring TACACS+ System Accounting
Documentation
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single-connection

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

tacplus

single-connection;

[edit system accounting destination tacplus server server-address],
[edit system tacplus server-address]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Optimize attempts to connect to a TACACS+ server. The software maintains one open
TCP connection to the server for multiple requests rather than opening a connection for
each connection attempt.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

« Configuring TACACS+ Authentication (QFX Series)

« Configuring TACACS+ System Accounting

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

tacplus {
server {
server-address {
port port-number;
secret password,
single-connection;
timeout seconds;

}
}
}

[edit system accounting destination]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure TACACS+.
server-address—Address of the TACACS+ authentication server.

The remaining statements are explained separately.

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Configuring TACACS+ System Accounting

296

Copyright © 2016, Juniper Networks, Inc.



Chapter 24: RADIUS and TACACS+ Accounting Configuration Statements

timeout

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

timeout seconds;

[edit system radius-server server-address],

[edit system tacplus-server server-address],

[edit system accounting destination radius server server-address],
[edit system accounting destination tacplus server server-address]

Statement introduced in Junos OS Release 11.1 for the QFX Series.
Statement introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Configure the length of time that the local router or switch waits to receive a response
from a RADIUS or TACACS+ server.

seconds—Length of time to wait.
Range: 1through 90 seconds
Default: 3 seconds

system—To view this statement in the configuration.
system-control—To add this statement to the configuration.

. Configuring RADIUS Accounting
« Configuring TACACS+ System Accounting

. retry on page 211
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CHAPTER 25

Autoinstallation Operational Commands

« show system autoinstallation status
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show system autoinstallation status

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

show system autoinstallation status

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command supported in Junos OS Release 12.2 for ACX Series Universal Access Routers.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

(ACX Series routers, and EX Series switches only) Display autoinstallation status
information.

This command has no options.

view

. ACX Series Autoinstallation Overview

« Before You Begin Autoinstallation on an ACX Series Universal Access Router
« Autoinstallation Configuration of ACX Series Universal Access Routers

. USB Autoinstallation on ACX Series Routers

. Autoinstalling a Configuration File from a Disk-on-Key USB Memory Stick onto an EX2200
or EX3300 Switch

. \Verifying Autoinstallation on ACX Series Universal Access Routers

. autoinstallation

show system autoinstallation status on page 301

Table 20 on page 300 describes the output fields for the show system autoinstallation
status command. Output fields are listed in the approximate order in which they appear.

Table 20: show system autoinstallation status Output Fields

Field Name Field Description

Autoinstallation status  Display autoinstallation status information:

Last committed file—File last committed for autoinstallation configuration.

Configuration server of last committed file—IP address or URL of the server configured to retrieve
configuration information for the last committed configuration file.

Interface—Interface configured for autoinstallation.
- Name—Name of the interface.
. State—Interface state.

Address acquisition—Display IP address acquired and protocol used for acquisition upon startup.
« Protocol—Protocol used for acquisition: BOOTF/DHCP or RARP.
« Acquired address—IP address acquired from the DHCP server.
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Sample Output
show system autoinstallation status

user@host> show system autoinstallation status
Autoinstallation status:
Master state: Active
Last committed file: None
Configuration server of last committed file: 0.0.0.0
Interface:
Name: ge-0/0/1
State: None
Address acquisition:
Protocol: DHCP Client
Acquired address: None
Protocol: RARP Client
Acquired address: None
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CHAPTER 26

Basic System Management Operational
Commands

commit

clear log

clear chassis display message
clear system commit
clear system reboot

file

file archive

file checksum md5

file checksum shal

file checksum sha-256
file compare

file delete

file list

file rename

file show

load

ping

request chassis beacon
request chassis fpc

request chassis pic

request chassis routing-engine master

request message

request system configuration rescue delete

request system configuration rescue save

request system halt

request system logout
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request system power-off
request system reboot

request system storage cleanup
request system zeroize

restart

save
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commit

Syntax

Release Information

Description

Options

commit <<at <"string">> <and-quit> <check> <comment <"comment-string" > >
<confirmed> <display detail> <fast-synchronize> <minutes> <peers-synchronize >
<synchronize <force> <scripts>>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Option fast-synchronize added in Junos OS Release 12.2.

Option synchronize scripts introduced in Junos OS Release 13.2.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
Option peers-synchronize introduced in Junos OS Release 14.2R6.

Commit the set of changes to the database and cause the changes to take operational
effect.

0 NOTE: The fast-synchronize option is not supported in a QFX Series Virtual
Chassis.

0 NOTE: Beginning in Junos OS 12.3, it is possible that FPCs brought offline
using the request chassis fpc slot fpc-slot offline operational-mode CLI
command can come online during a configuration commit or power-supply
replacement procedure. As an alternative, use the set fpc fpc-slot power off
configuration-mode command at the [edit chassis] hierarchy level to ensure
that the FPCs remain offline.

at <"string">—(Optional) Save software configuration changes and activate the
configuration at a future time, or upon reboot.

string is reboot or the future time to activate the configuration changes. Enclose the string
value (including reboot) in quotation marks (“”). You can specify time in two formats:
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« Atimevalueinthe formhh:mm[:ss] (hours, minutes, and optionally seconds)— Commit
the configuration at the specified time, which must be in the future but before 11:59:59
PM on the day the commit at configuration command is issued. Use 24-hour time for
the hh value; for example, 04:30:00 is 4:30:00 AM, and 20:00 is 8:00 PM. The time is
interpreted with respect to the clock and time zone settings on the router.

. Adate and time value in the form yyyy-mm-dd hh:mm[:ss] (year, month, date, hours,
minutes, and, optionally, seconds)—Commit the configuration at the specified day and
time, which must be after the commit at command is issued. Use 24-hour time for the
hh value. For example, 2003-08-2112:30:00is 12:30 PM on August 21, 2003. The time
is interpreted with respect to the clock and time zone settings on the router.

For example, commit at “18:00:00". For date and time, include both values in the same
set of quotation marks. For example, commit at "2005-03-10 14:00:00".

A commit check is performed when you issue the commit at configuration mode command.
If the result of the check is successful, then the current user is logged out of configuration
mode, and the configuration data is left in a read-only state. No other commit can be
performed until the scheduled commit is completed.

0 NOTE: If Junos OS fails before the configuration changes become active, all
configuration changes are lost.

You cannot enter the commit at configuration command when there is a
pending reboot.

You cannot enter the request system reboot commmand once you schedule a
commit operation for a specific time in the future.

You cannot commit a configuration when a scheduled commit is pending.
For information about how to use the clear command to cancel a scheduled
configuration, see the CLI Explorer.

and-quit—(Optional) Commit the configuration and, if the configuration contains no
errors and the commit succeeds, exit from configuration mode.

check—(Optional) Verify the syntax of the configuration, but do not activate it.

comment <'"comment-string" >—(Optional) Add a comment that describes the committed
configuration. The comment can be as long as 512 bytes and must be typed on a single
line. You cannot include a comment with the commit check command. Enclose
comment-string in quotationmarks (" "). For example, commit comment "Includes changes
recommended by SW Lab".

confirmed <minutes>—(Optional) Require that the commit be confirmed within the
specified amount of time. To confirm a commit, enter either a commit or commit check
command. If the commit is not confirmed within the time limit, the configuration rolls
back automatically to the precommmit configuration and a broadcast message is sent to
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all logged-in users. To show when a rollback is scheduled, enter the show system commit
command. The allowed range is 1 through 65,535 minutes, and the default is 10 minutes.

In Junos OS Release 11.4 and later, you can also use the commit confirmed command in
the [edit private] configuration mode.

display detail—(Optional) Monitors the commit process.

O NOTE: InJunos OS Release 10.4 and later, if the number of commit details
or messages exceeds a page when used with the | display detail pipe option,
the more pagination option on the screen is no longer available. Instead, the
messages roll up on the screen by default, just like using the commit command
with the | no more pipe option.

fast-synchronize— (Optional) Configure the commits to runin parallel on both the master
and backup Routing Engines to reduce the time taken for commit synchronization.

0 NOTE: The fast-synchronize statementis not supported on QFX Series devices
when used in a Virtual Chassis.

peers-synchronize—(Optional) Automatically synchronizes and commits MC-LAG
configurations across the peers. The local peer (the requesting peer) on which you enable
the peers-synchronize statement copies and loads its configuration to the remote (the
responding) peer. Each peer then performs a syntax check on the configuration file being
committed. If no errors are found, the configuration is activated and becomes the current
operational configuration on both peers.

synchronize <force> <scripts>—(Optional) If your router has two Routing Engines, you
can manually direct one Routing Engine to synchronize its configuration with the other
by issuing the commit synchronize command. The Routing Engine on which you execute
this command (the request Routing Engine) copies and loads its candidate configuration
to the other Routing Engine (the responding Routing Engine). Both Routing Engines then
perform a syntax check on the candidate configuration file being committed. If no errors
are found, the configuration is activated and becomes the current operational
configuration on both Routing Engines.

It can happen that the commit synchronize command is initiated at the same time from
both Routing Engines, which causes the process to hang. As of Junos OS Release 15.1,
this is a temporary (20 seconds) anomaly, after which the user can try the commit
sychronize command again.

The commit synchronize command does not work if the responding Routing Engine has
uncommitted configuration changes. However, you can enforce commit synchronization
on the Routing Engines by using the force option. When you issue the commit synchronize
command with the force option from one Routing Engine, the configuration sessions on
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Required Privilege
Level

Related
Documentation

the other Routing Engine are terminated and its configuration synchronized with that on
the Routing Engine from which you issued the command.

When you issue the commit synchronize command with the scripts option, the device
synchronizes all commit, event, lib, op, and SNMP scripts from the requesting Routing
Engine to the responding Routing Engine and also commits and synchronizes the
configuration. If the commit check operation fails for the requesting Routing Engine, the
process stops, and the scripts are not copied to the responding Routing Engine. If the
commit check or commit operation fails for the responding Routing Engine, the scripts
are still synchronized, since the synchronization occurs prior to the commit check operation
on the responding Routing Engine.

If the load-scripts-from-flash statement is configured for the requesting Routing Engine,
the device synchronizes the scripts from flash memory on the requesting Routing Engine
to flash memory on the responding Routing Engine. Otherwise, the device synchronizes
the scripts from the hard disk on the requesting Routing Engine to the hard disk on the
responding Routing Engine. The device synchronizes all scripts regardless of whether
they are enabled in the configuration or have been updated since the last synchronization.

O NOTE: When you issue the commit synchronize command, you must use the
apply-groups re0 and rel commands. For information about how to use groups,
see Disabling Inheritance of a Junos OS Configuration Group.

The responding Routing Engine must use Junos OS Release 5.0 or later.

configure—To enter configuration mode.

0 NOTE: If you are using Junos OS in a Common Criteria environment, system
log messages are created whenever a secret attribute is changed (for example,
password changes or changes to the RADIUS shared secret). These changes

are logged during the following configuration load operations:

load merge
load replace
load override
load update

For more information, see the Secure Configuration Guide for Common Criteria
and Junos-FIPS

. \Verifying a Junos OS Configuration, Committing a Junos OS Configuration
« Scheduling a Junos OS Commit Operation
. Deactivating and Reactivating Statements and Identifiers in a Junos OS Configuration

« Monitoring the Junos OS Commit Process
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. Adding a Comment to Describe the Committed Configuration

. Committing Configurations on a Routing Matrix with a TX Matrix Plus Router

Sample Output
commit | display detail

user@host>
2011-08-24 :08:08.00691
2011-08-24 :08:09.00210
2011-08-24 :08:09.00211
2011-08-24 :08:09.00228
2011-08-24 :08:09.00229
2011-08-24 :08:09.00236
2011-08-24 :08:09.00244
2011-08-24 :08:09.00251
2011-08-24 :08:09.00251
2011-08-24 :08:09.00251
2011-08-24 :08:09.00252
2011-08-24 :08:09.00252
2011-08-24 :08:09.00252
2011-08-24 :08:09.00252
2011-08-24 :08:09.00253
2011-08-24 :08:09.00253
2011-08-24 :08:09.00253
2011-08-24 :08:09.00254
2011-08-24 :08:09.00254
2011-08-24 :08:09.00254
2011-08-24 :08:09.00255
2011-08-24 :08:09.00255
2011-08-24 :08:09.00255
2011-08-24 :08:09.00277
2011-08-24 :08:09.00278
2011-08-24 :08:09.00325
2011-08-24 01:08:09.00330
(gfabric-defaul t---node0)
2011-08-24 01:08:09.00334
2011-08-24 01:08:09.00351
2011-08-24 01:08:09.00451
2011-08-24 01:08:09.00451
2011-08-24 01:08:09.00451
2011-08-24 01:08:09.00452
2011-08-24 01:08:09.00452
2011-08-24 01:08:09.00453
2011-08-24 01:08:09.00453
2011-08-24 01:08:09.00454
2011-08-24 01:08:09.00456
2011-08-24 01:08:09.00457
2011-08-24 01:08:09.00475
2011-08-24 01:08:09.00476
2011-08-24 01:08:09.00499
2011-08-24 01:08:09.00501
(gfabric-default---node0)
2011-08-24 01:08:09.00501
2011-08-24 01:08:09.00502
2011-08-24 01:08:09.00504
2011-08-24 01:08:09.00617
2011-08-24 01:08:09.00617

commit | display detail

PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:

PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:
PDT:

PDT:
PDT:
PDT:
PDT:
PDT:

begin creating snapshots

end creating snapshots

begin preparing metadata

end preparing metadata

begin computing dcf root changes
end computing dcf root changes
begin computing additions

end computing additions

begin local object validation
end local object validation
begin update instances

end update instances

begin adjust metadata

end adjust metadata

begin validate metadata

end validate metadata

begin adjust allocations

end adjust allocations

begin adjust dependencies

end adjust dependencies

begin instance validation

end instance validation

begin opening all sessions eagerly
begin request #1 [login]

end request #1 [login]

begin processing globals

begin waiting for stamp check

end reply #1 [login]

end reply #1 [login]

begin request #2 [open]

end request #2 [open]

begin request #3 [get commit history]
end request #3 [get commit history]
begin request #4 [load]

end request #4 [load]

begin request #5 [load]

begin reply #2 [open]

end reply #2 [open]

begin reply #3 [get commit history]
end reply #3 [get commit history]
begin reply #4 [load]

begin reply #5 [load]

end waiting for stamp check

begin waiting for open (qgfabric-default---node0)
end waiting for open (gfabric-default---node0)
end processing globals

end request #5 [load]

begin request #6 [check]
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2011-08-24 01:08:09.00617 PDT: end request #6 [check]

2011-08-24 01:08:09.00619 PDT: end reply #5 [load]

2011-08-24 01:08:09.00619 PDT: begin reply #6 [check]

2011-08-24 01:08:09.00730 PDT: end session

2011-08-24 01:08:09.00752 PDT: end request #5 [load]

2011-08-24 01:08:09.00754 PDT: begin request #6 [check]

2011-08-24 01:08:09.00755 PDT: end request #6 [check]

2011-08-24 01:08:09.00881 PDT: end request #5 [load]

2011-08-24 01:08:09.00961 PDT: begin commit to devices

2011-08-24 01:08:10.00668 PDT: begin request #8 [get commit history]
2011-08-24 01:08:10.00669 PDT: end request #8 [get commit history]
2011-08-24 01:08:10.00721 PDT: end session

2011-08-24 01:08:10.00727 PDT: end commit to devices

2011-08-24 01:08:10.00733 PDT: begin committing metadata
2011-08-24 01:08:10.00772 PDT: end committing metadata

2011-08-24 01:08:10.00772 PDT: begin calling commit callbacks
2011-08-24 01:08:10.00773 PDT: end calling commit callbacks
commit complete
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clear log

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

clear log

clear log filename
<all>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Remove contents of a log file.

filename—Name of the specific log file to delete.

all—(Optional) Delete the specified log file and all archived versions of it.

clear

« show log on page 989

clear log on page 311

See file list for an explanation of output fields.

The following sample commands list log file information, clear the contents of a log file,

and then display the updated log file information:

user@host> file list lccO-re0:/var/log/sampled detail

IccO-re0:

-rw-r—----- 1 root wheel 26450 Jun 23 18:47 /var/log/sampled
total 1

user@host> clear log lccO-reO:sampled
IccO-re0:

user@host> file list lccO-re0:/var/log/sampled detail

IccO-re0:

—-rw-r----- 1 root wheel 57 Sep 15 03:44 /var/log/sampled
total 1
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clear chassis display message

List of Syntax

Syntax

Syntax (TX Matrix
Router)

Syntax (TX Matrix Plus
Router)

Syntax (QFabric
Systems)

Release Information

Description

Options

Syntax on page 312

Syntax (TX Matrix Router) on page 312
Syntax (TX Matrix Plus Router) on page 312
Syntax (QFabric Systems) on page 312

clear chassis display message

clear chassis display message
<lcc number | scc>

clear chassis display message
<lcc number | sfc number>

clear chassis display message
<node-device name | interconnect-device name>

Command introduced in Junos OS Release 7.5.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option for the TX Matrix Plus routers introduced in Junos OS Release 9.6.
Command introduced in Junos OS Release 11.1 for the QFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

(M40e, M160, M320, T Series routers, EX Series, and QFabric systems only) Clear or stop
a text message on the craft interface display, which is on the front of the router or switch
or on the LCD panel display on the router or switch. The craft interface alternates the
display of text messages with standard craft interface messages, switching between
messages every 2 seconds. By default, on both the router and the switch, the text message
is displayed for 5 minutes. The craft interface display has four 20-character lines. The
LCD panel display has two 16-character lines, and text messages appear only on the
second line.

none—Clear or stop a text message on the craft interface display.

interconnect-device name—(QFabric systems only) (Optional) On a QFabric system,
clear or stop a text message on the LCD panel display on the specified Interconnect
device.

lcc number— (TX Matrix router and TX Matrix Plus router only) (Optional) Line-card chassis
number.

Replace number with the following values depending on the LCC configuration:

. 0 through 3, when T640 routers are connected to a TX Matrix router in a routing
matrix.

. 0O through 3, when T1600 routers are connected to a TX Matrix Plus router in a
routing matrix.

312
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Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

« Othrough 7, when T1600 routers are connected to a TX Matrix Plus router with 3D
SIBs in a routing matrix.

« 0,2, 4, 0r6,when T4000 routers are connected to a TX Matrix Plus router with
3D SIBs in a routing matrix.

node-device name—(QFabric systems only) (Optional) On a QFabric system, clear or
stop a text message on the LCD panel display on the specified Node device in a Node
group.

scc—(TX Matrix routers only) (Optional) Clear or stop a text message on the craft interface
on the TX Matrix router (switch-card chassis).

sfc number—(TX Matrix Plus routers only) (Optional) Clear or stop a text message on
the craft interface on the TX Matrix Plus router (or switch-fabric chassis). Replace
number with O.

clear

« Configuring the LCD Panel on EX Series Switches (CLI Procedure)
. set chassis display message

« show chassis craft-interface

clear chassis display message on page 313

See show chassis craft-interface for an explanation of output fields.

clear chassis display message

The following example displays and then clears the text message on the craft interface
display:

user@host> show chassis craft-interface
Red alarm: LED off, relay off
Yellow alarm: LED off, relay off
Host OK LED: on

Host fail LED: OFfF

FPCs 01 2 3 45 6 7

Green * *oo*

Red  ........

LCD screen:
e +

INOC contact Dusty |
1(888) 526-1234 |

user@host> clear chassis display message

user@host> show chassis craft-interface
Red alarm: LED off, relay off
Yellow alarm: LED off, relay off
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Host OK LED: on
Host fail LED: OFF
FPCs 01 2 3 45 6 7

|host
JUp: 0+17:05:47
|

| Temperature OK
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clear system commit

Syntax

Release Information

Description
Options

Required Privilege
Level

Related
Documentation

List of Sample Output

Output Fields

Sample Output

clear system commit

clear system commit

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Clear any pending commit operation.

This command has no options.

maintenance (or the actual user who scheduled the commit)

. show system commit on page 1040

clear system commit on page 315
clear system commit (None Pending) on page 315
clear system commit (User Does Not Have Required Privilege Level) on page 315

When you enter this command, you are provided feedback on the status of your request.

user@host> clear system commit
Pending commit cleared.

clear system commit (None Pending)

user@host> clear system commit
No commit scheduled.

clear system commit (User Does Not Have Required Privilege Level)

user@host> clear system commit
error: Permission denied
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clear system reboot

List of Syntax

Syntax

Syntax (EX Series
Switches)

Syntax (TX Matrix
Router)

Syntax (TX Matrix Plus
Router)

Syntax (QFX Series)

Release Information

Description

Options

Syntax on page 316

Syntax (EX Series Switches) on page 316
Syntax (TX Matrix Router) on page 316
Syntax (TX Matrix Plus Router) on page 316
Syntax (QFX Series) on page 316

clear system reboot
<both-routing-engines>

clear system reboot
<all-members>
<both-routing-engines>
<local>

<member member-id>

clear system reboot
<both-routing-engines>
<all-chassis | all-lcc | lcc number | scc>

clear system reboot
<both-routing-engines>
<all-chassis | all-lcc | lcc number | sfc number>

clear system reboot
<infrastructure name>
<interconnect-device name>
<node-group name>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TX Matrix Plus router in Junos OS Release 9.6.
Command introduced in Junos OS Release 11.1 for the QFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Clear any pending system software reboots or halts. When issued on a TX Matrix router
without any options, the default behavior clears all pending system software reboots or
halts on all T640 routers connected to the TX Matrix router. When issued on a TX Matrix
Plus router without any options, the default behavior clears all pending system software
reboots or halts on all T1600 or T4000 routers connected to the TX Matrix Plus router.

none—Clear all pending system software reboots or halts.

all-chassis—(TX Matrix routers and TX Matrix Plus routers only) (Optional) Clear all halt
or reboot requests for all the Routing Engines in the chassis.

all-lcc—(TX Matrix routers and TX Matrix Plus routers only) (Optional) On a TX Matrix
router, clear all halt or reboot requests for all T640 routers (or line-card chassis)
connected to the TX Matrix router. On a TX Matrix Plus router, clear all halt or reboot
requests on the | connected T1600 or T4000 LCCs.

316
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all-members— (EX4200 switches only) (Optional) Clear all halt or reboot requests on
all members of the Virtual Chassis configuration.

both-routing-engines—(Systems with multiple Routing Engines) (Optional) Clear all halt
orreboot requests on both Routing Engines. Ona TX Matrix router, clear both Routing
Engines on all chassis connected to the TX Matrix router. Likewise, on a TX Matrix
Plus router, clear both Routing Engines on all chassis connected to the TX Matrix
Plus router.

infrastructure name— (QFabric systems) (Optional) Clear all halt or reboot requests on
the fabric control Routing Engines or fabric manager Routing Engines.

interconnect-device name—(QFabric systems) (Optional) Clear all halt or reboot requests
on the Interconnect device.

lcc number—(TX Matrix routers and TX Matrix Plus routers only) (Optional) Ona TX
Matrix router, clear all halt or reboot requests for a specific T640 router that is
connected to the TX Matrix router. On a TX Matrix Plus router, clear all halt or reboot
requests for a specific router that is connected to the TX Matrix Plus router.

Replace number with the following values depending on the LCC configuration:

. 0Othrough 3, when T640 routers are connected to a TX Matrix router in a routing
matrix.

« 0 through 3, when T1600 routers are connected to a TX Matrix Plus router in a
routing matrix.

« Othrough 7, when T1600 routers are connected to a TX Matrix Plus router with 3D
SIBs in a routing matrix.

« 0,2, 4,0r6,when T4000 routers are connected to a TX Matrix Plus router with
3D SIBs in a routing matrix.

local—(EX4200 switches only) (Optional) Clear all halt or reboot requests on the local
Virtual Chassis member.

membermember-id—(EX4200 switches only) (Optional) Clear all halt or reboot requests
on the specified member of the Virtual Chassis configuration. Replace member-id
with a value from O through 9.

node-group name—(QFabric systems) (Optional) Clear all halt or reboot requests on the
Node group.

scc—(TX Matrix routersonly) (Optional) Clear all halt or reboot requests for the TX Matrix
router (or switch-card chassis).

sfc number—(TX Matrix Plus routers only) (Optional) Clear all halt or reboot requests for
the TX Matrix Plus router. Replace number with O.

Required Privilege maintenance
Level

Copyright © 2016, Juniper Networks, Inc. 317



Junos OS Basics Feature Guide for QFX10000 Switches

Related . request system reboot

Documentation
« Routing Matrix with a TX Matrix Plus Router Solutions Page

List of Sample Output clear system reboot on page 319
clear system reboot (TX Matrix Router) on page 319
clear system reboot (QFX Series) on page 319

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output

clear system reboot

user@host> clear system reboot

reboot requested by root at Sat Dec 12 19:37:34 1998
[process id 17855]
Terminating. ..

clear system reboot (TX Matrix Router)

user@host> clear system reboot
scc-re0:

No shutdown/reboot scheduled.
IccO-re0:

No shutdown/reboot scheduled.
Icc2-re0:

No shutdown/reboot scheduled.

clear system reboot (QFX Series)

user@switch> clear system reboot node-group nodel
No shutdown/reboot scheduled.
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file

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

file <archive | checksum | compare | copy | delete | list | rename | show | source address>

Command introduced before Junos OS Release 7.4.

Archive files from the device, copy files to and from the router or switch, calculate the
file checksum, compare files, delete a file from the device, list files on the device, rename
a file, show file contents, or show the local address to initiate a connection.

archive (Optional)—Archive, and optionally compress, one or multiple local system files
as a single file, locally or at a remote location.

checksum (Optional)—Calculate the Message Digest 5 (MD5) checksum of a file.

compare (Optional)—Compare two local files and describe the differences between them
in default, context, or unified output styles.

copy (Optional)—Copy files from one place to another on the local switch or between
the local switch and a remote system.

delete (Optional)—Delete a file on the local switch.

list (Optional)—Display a list of files on the local switch.
rename (Optional)—Rename a file on the local switch.
show (Optional)—Display the contents of a file.

source address (Optional)—Specify the source address of the local file.

maintenance

. Viewing Files and Directories on a Device Running Junos OS

320
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file archive

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output

Output Fields

Sample Output

file archive destination destination source source
<compress>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Archive, and optionally compress, one or multiple local system files as a single file, locally
or at a remote location.

destination destination—Destination of the archived file or files. Specify the destination
as a URL or filename. The Junos OS adds one of the following suffixes if the
destination filename does not already have it:

. For archived files—The suffix .tar

. For archived and compressed files—The suffix .tgz

source source—Source of the original file or files. Specify the source as a URL or filename.

compress— (Optional) Compress the archived file with the GNU zip (gzip) compression
utility. The compressed files have the suffix .tgz.

maintenance

. Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 40

file archive (Multiple Files) on page 321
file archive (Single File) on page 321
file archive (with Compression) on page 322

When you enter this command, you are provided feedback on the status of your request.

file archive (Multiple Files)

file archive (Single File)

The following sample command archives all message files in the local directory
/var/log/messages as the single file messages-archive.tar.

user@host> file archive source /var/log/messages* destination /var/log/messages-archive.tar
/usr/bin/tar: Removing leading /7 from absolute path names in the archive.

user@host>

The following sample command archives one message file in the local directory
/var/log/messages as the single file messages-archive.tar.
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user@host> file archive source /var/log/messages destination /var/log/messages-archive.tar
/usr/bin/tar: Removing leading / from absolute path names in the archive.
user@host

file archive (with Compression)
The following sample command archives and compresses all message files in the local

directory /var/log/messages as the single file messages-archive.tgz.

user@host> file archive compress source /var/log/messages* destination
/var/log/messages-archive.tgz
/usr/bin/tar: Removing leading / from absolute path names in the archive.
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file checksum md5

Syntax file checksum md5 <pathname> filename

Release Information Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Calculate the Message Digest 5 (MD5) checksum of a file.

Options pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the MD5 checksum.

Required Privilege maintenance
Level

Related . Configuring Checksum Hashes for a Commit Script
Documentation « Configuring Checksum Hashes for an Event Script
« Configuring Checksum Hashes for an Op Script
« Configuring Checksum Hashes for an SNMP Script
« Executing an Op Script from a Remote Site

« file checksum sha-256 on page 325

. file checksum shal on page 324

List of Sample Output file checksum md5 on page 323

Output Fields When you enter this commmand, you are provided feedback on the status of your request.

Sample Output
file checksum md5

user@host> file checksum md5 jbundle-5.3R2.4-export-signed.tgz
MD5 (Jbundle-5.3R2.4-export-signed.tgz) = 2a3b69e43f9bd4893729cc16¥505a0f5
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file checksum shal

Syntax file checksum shal <pathname > filename

Release Information Command introduced in Junos OS Release 9.5.
Command introduced in Junos OS Release 9.5 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Description Calculate the Secure Hash Algorithm (SHA-1) checksum of a file.

Options pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the SHA-1 checksum.

Required Privilege maintenance
Level

Related . Configuring Checksum Hashes for a Commit Script
Documentation « Configuring Checksum Hashes for an Event Script
« Configuring Checksum Hashes for an Op Script
« Configuring Checksum Hashes for an SNMP Script
« Executing an Op Script from a Remote Site

« file checksum md5 on page 323

« file checksum sha-256 on page 325

List of Sample Output file checksum shal on page 324

Output Fields When you enter this commmand, you are provided feedback on the status of your request.

Sample Output
file checksum shal

user@host> file checksum shal /var/db/scripts/opscript.slax

SHA1 (/var/db/scripts/commitscript.slax) = ba9e47120c7ce55cff29afd73eacd370e162c676
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file checksum sha-256

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

file checksum sha-256

file checksum sha-256 <pathname> filename

Command introduced in Junos OS Release 9.5.

Command introduced in Junos OS Release 9.5 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Calculate the Secure Hash Algorithm 2 family (SHA-256) checksum of a file.

pathname—(Optional) Path to a filename.

filename—Name of a local file for which to calculate the SHA-256 checksum.

maintenance

« Configuring Checksum Hashes for a Commit Script
« Configuring Checksum Hashes for an Event Script
« Configuring Checksum Hashes for an Op Script

« Configuring Checksum Hashes for an SNMP Script
« Executing an Op Script from a Remote Site

« file checksum md5 on page 323

. file checksum shal on page 324

file checksum sha-256 on page 325

When you enter this command, you are provided feedback on the status of your request.

user@host> file checksum sha-256 /var/db/scripts/commitscript.slax

SHA256 (/var/db/scripts/commitscript.slax) =
94c2b061fb55399e15babd2529453815601a602b5¢c98e5¢c12ed929¢c9d343dd71

Copyright © 2016, Juniper Networks, Inc. 325



Junos OS Basics Feature Guide for QFX10000 Switches

file compare

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

file compare (files filename filename)
<context | unified>
<ignore-white-space>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Compare two local files and describe the differences between them in default, context,
or unified output styles:

. Default—In the first line of output, ¢ means lines were changed between the two files,
d means lines were deleted between the two files, and a means lines were added
between the two files. The numbers preceding this alphabetical marker represent the
first file, and the lines after the alphabetical marker represent the second file. A left
angle bracket (<) in front of output lines refers to the first file. A right angle bracket (>)
in front of output lines refers to the second file.

. Context—The display is divided into two parts. The first part is the first file; the second
partis the second file. Output lines preceded by an exclamation point (!) have changed.
Additions are marked with a plus sign (+), and deletions are marked with a
minus sign (-).

. Unified—The display is preceded by the line number from the first and the second file
(xxxxx,x). Before the line number, additions to the file are marked with a plus sign (+),
and deletions to the file are marked with a minus sign (-). The body of the output
contains the affected lines. Changes are viewed as additions plus deletions.

files filename—Names of two local files to compare.
context—(Optional) Display output in context format.
ignore-white-space—(Optional) Ignore changes in the amount of white space.

unified— (Optional) Display output in unified format.

none

. Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 40

« Viewing Core Files from Junos OS Processes on page 34

List of Sample Output file compare files on page 328
file compare files context on page 328
file compare files unified on page 328
file compare files unified ignore-white-space on page 328
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Output Fields When you enter this commmand, you are provided feedback on the status of your request.
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Sample Output
file compare files

user@host> file compare files /tmp/one /tmp/two

100c100

< full-name "File 1";

> full-name "File 2'";

102c102

< class foo; # "foo" is not defined
> class super-user;

file compare files context

user@host> file compare files /tmp/one /tmp/two context
*** /tmp/one Wed Dec 3 17:12:50 2003
--— /tmp/two Wed Dec 3 09:13:14 2003

ek ke dk ke hh kA hhh Ak

*xkK* Q7 104 FrHR*

}
3
user bill {
1 full-name "Bill Smith";
1 class foo; # "foo" is not defined
authentication {
encrypted-password SECRET;
}
--- 97,105 ----
}
3
user bill {
1 full-name "Bill Smith";
! uid 1089;
1

class super-user;
authentication {

encrypted-password SECRET;
}

file compare files unified

user@host> file compare files /tmp/one /tmp/two unified
--- /tmp/one Wed Dec 3 17:12:50 2003
+++ /tmp/two Wed Dec 3 09:13:14 2003
@@ -97,8 +97,9 @@
}

¥

user bill {
- full-name "Bill Smith";
- class foo; # "foo" is not defined
full-name "Bill Smith";
uid 1089;
class super-user;
authentication {

encrypted-passwordSECRET;

+ + o+

b

file compare files unified ignore-white-space

user@host> file compare files /tmp/one /tmp/two unified ignore-white-space
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--— /tmp/one Wed Dec 3 09:13:10 2003
+++ /tmp/two Wed Dec 3 09:13:14 2003
@@ -99,7 +99,7 @@
user bill {

full-name "Bill Smith";

uid 1089;
- class foo; # "foo" is not defined
+ class super-user;

authentication {

encrypted-password <SECRET>; # SECRET-DATA

3
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file delete

Syntax

Release Information

Description

Options

Required Privilege
Level

List of Sample Output

Output Fields

Sample Output

file delete

file delete filename
<purge>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Delete a file on the local router or switch.

filename—Name of the file to delete. For a routing matrix, include chassis information in
the filename if the file to be deleted is not local to the Routing Engine from which
the command is issued.

purge—(Optional) Overwrite regular files before deleting them.

maintenance

file delete on page 330
file delete (Routing Matrix) on page 330

When you enter this command, you are provided feedback on the status of your request.

user@host> file list /var/tmp
dcd.core

rpd.core

snmpd.core

user@host> file delete /var/tmp/snmpd.core
user@host> file list /var/tmp

dcd.core

rpd.core

file delete (Routing Matrix)

user@host> file list lccO-reO:/var/tmp
dcd.core

rpd.core

snmpd.core

user@host> file delete lccO-reO:/var/tmp/snmpd.core
user@host> file list /var/tmp

dcd.core

rpd.core

330
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file list

Syntax

Release Information

Description

Options

Additional Information

Required Privilege
Level
List of Sample Output

Output Fields

Sample Output
file list

file list (Routing Matrix)

file list
<detail | recursive>
<filename>

Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.

Display a list of files on the local router or switch.

none—Display a list of all files for the current directory.

detail | recursive—(Optional) Display detailed output or descend recursively through the
directory hierarchy, respectively.

filename—(Optional) Display a list of files. For a routing matrix, the filename must include
the chassis information.

The default directory is the home directory of the user logged in to the router or switch.
To view available directories, enter a space and then a backslash (/) after the file list
command. To view files within a specific directory, include a backslash followed by the
directory and, optionally, subdirectory name after the file list command.

maintenance

file list on page 331
file list (Routing Matrix) on page 331

When you enter this command, you are provided feedback on the status of your request.

user@host> file list /var/tmp
dcd.core

rpd.core

snmpd.core

user@host> file list lccO-reO:var/tmp
IccO-re0:

/var/tmp/:

.gdbinit

-pccardd

Test/

chassisd*

chassisd.userl*

check_time*
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cores/
diagTestPrep*
diagtest*
diagtest.user*
do_switchovers*
dump_test*
err._user2.log
esw_clearstats™
esw_counter*
esw_debug*
esw_debug_ge*
esw_Filt_test*
esw_Ffilter_tnp_addr*
esw_getstats™
esw_phy*
esw_stats*
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file rename

Syntax

Release Information

Description

Options

Required Privilege
Level

List of Sample Output

Output Fields

Sample Output

file rename

file rename source destination

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Rename a file on the local router or switch.

destination—New name for the file.

source—Original name of the file. For a routing matrix, the filename must include the
chassis information.

maintenance

file rename on page 333
file rename (Routing Matrix) on page 333

When you enter this command, you are provided feedback on the status of your request.

The following example lists the files in /var/tmp, renames one of the files, and then
displays the list of files again to reveal the newly named file.

user@host> file list /var/tmp
dcd.core

rpd.core

snmpd.core

user@host> file rename /var/tmp/dcd.core /var/tmp/dcd.core.990413
user@host> file list /var/tmp

dcd.core.990413

rpd.core

snmpd.core

file rename (Routing Matrix)

The following example lists the files in /var/tmp, renames one of the files, and then
displays the list of files again to reveal the newly named file.

user@host> file list lccO-rel:/var/tmp
IccO-rel:

/var/tmp:

-pccardd

sartre.conf

snmpd
syslogd.core-tarball.0.tgz
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user@host> file rename lccO-re0:/var/tmp/snmpd /var/tmp/snmpd.rr
user@host> file list lccO-rel:/var/tmp
IccO-rel:

/var/tmp:

-pccardd

sartre.conf

snmpd.rr
syslogd.core-tarball.0.tgz
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file show

Syntax

Release Information

Description

Options

Required Privilege
Level

List of Sample Output

Output Fields

Sample Output

file show

file show filename
<encoding (baseb4 | raw)>

Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.

Display the contents of a file.

filename—Name of a file. For a routing matrix, the filename must include the chassis
information.

encoding (base64 | raw)—(Optional) Encode file contents with base64 encoding or show
raw text.

maintenance

file show on page 335
file show (Routing Matrix) on page 335

When you enter this command, you are provided feedback on the status of your request.

user@host> file show /var/log/messages

Apr 13 21:00:08 devl /kernel: so-1/1/2: loopback suspected; going to standby.
Apr 13 21:00:40 devl /kernel: so-1/1/2: loopback suspected; going to standby.
Apr 13 21:02:48 devl last message repeated 4 times

Apr 13 21:07:04 devl last message repeated 8 times

Apr 13 21:07:13 devl /kernel: so0-1/1/0: Clearing SONET alarm(s) RDI-P

Apr 13 21:07:29 devl /kernel: so0-1/1/0: Asserting SONET alarm(s) RDI-P

file show (Routing Matrix)

user@host> file show lccO-re0:/var/tmp/.gdbinit
IccO-re0:

# Settings
BT T T T R R T

set print pretty

# Basic stuff
B

define msgbuf
printf "%s", msgbufp->msg_ptr
end
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# hex dump of a block of memory
# usage: dump address length
define dump
p $arg0, $argl
set $ch = $arg0
set $j = 0
set $n = $argl
while ($j < $n)
#printf "%x %x *,&$ch[$j],$ch[$j]
printf "%x ",$ch[$j]
set $j = $j + 1
if (1($) % 16))
printf "\n"
end
end
end
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load

Syntax load (factory-default | merge | override | patch | replace | set | update)
load (filename | terminal) <relative>

QFX Series load (dhcp-snooping filename)

Release Information Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 11.1 for the QFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Load a configuration from an ASCII configuration file, from terminal input, or from the
factory default. Your current location in the configuration hierarchy is ignored when the
load operation occurs.

0 NOTE: load can be run from configuration mode only.

Options dhcp-snooping— (QFX Series switches) Loads DHCP snooping entries.

factory-default—Loads the factory configuration. The factory configuration contains the
manufacturer’s suggested configuration settings. The factory configuration is the router
or switch’s first configuration and is loaded when the router or switch is first installed
and powered on.

0 NOTE: To load the factory default configuration, you must first unprotect
any protected hierarchies in the configuration.

filename—Name of the file to load. For information about specifying the filename, see
Viewing Files and Directories on a Device Running Junos OS.

merge—Combine the configuration that is currently shown in the CLI with the configuration.

override—Discard the entire configuration that is currently shown in the CLI and load the
entire configuration. Marks every object as changed.

patch—Change part of the configuration and mark only those parts as changed.

replace—Look for a replace tag in filename, delete the existing statement of the same
name, and replace it with the configuration.

set—Merge a set of commands with an existing configuration. This option executes the
configuration instructions line by line as they are stored in a file or from a terminal. The
instructions can contain any configuration mode command, such as set, edit, exit, and
top.

relative—(Optional) Execute set of commands until the current edit point.
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terminal—Use the text you type at the terminal as input to the configuration. Type Ctrl+d
to end terminal input.

update—Discard the entire configuration that is currently shown in the CLI, and load the
entire configuration. Marks changed objects only.

0 NOTE: If you are using Junos OS in a Common Criteria environment, system
log messages are created whenever a secret attribute is changed (forexample,
password changes or changes to the RADIUS shared secret). These changes

are logged during the following configuration load operations:

load merge
load replace
load override
load update

For more information, see the Secure Configuration Guide for Common Criteria
and Junos-FIPS .

Required Privilege configure—To enter configuration mode, but other required privilege levels depend on
Level where the statement is located in the configuration hierarchy.

Related . Loading a Configuration from a File
Documentation
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ping

List of Syntax Syntax on page 339
Syntax (QFX Series) on page 339

Syntax ping host
<bypass-routing>
<count requests>
<detail>
<do-not-fragment>
<inet | inet6>
<interface source-interface>
<interval seconds>
<logical-system logical-system-name >
<loose-source value>
<mac-address mac-address>
<no-resolve>
<pattern string>
<rapid>
<record-route>
<routing-instance routing-instance-name>
<size bytes>
<source source-address >
<strict >
<strict-source valve.>
<tos type-of-service>
<ttl value>
<verbose>
<vplsinstance-name>
<wait seconds>

Syntax (QFX Series) ping host
<bypass-routing>
<count requests>
<detail>
<do-not-fragment>
<inet>
<interface source-interface>
<interval seconds >
<logical-system logical-system-name >
<loose-source value>
<mac-address mac-address>
<no-resolve>
<pattern string >
<rapid>
<record-route>
<routing-instance routing-instance-name >
<size bytes>
<source source-address >
<strict>
< strict-source value>
<tos type-of-service>
<ttlvalue>
<verbose>
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Release Information

Description

Options

<wait seconds>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Check host reachability and network connectivity. The ping command sends Internet
Control Message Protocol (ICMP) ECHO_REQUEST messages to elicit ICMP
ECHO_RESPONSE messages from the specified host. Press Ctrl+c to interrupt a ping
command.

host—IP address or hostname of the remote system to ping.

bypass-routing— (Optional) Bypass the normal routing tables and send ping requests
directly to a system on an attached network. If the system is not on a directly attached
network, an error is returned. Use this option to ping a local system through an
interface that has no route through it.

count requests—(Optional) Number of ping requests to send. The range of valuesis 1
through 2,000,000,000. The default value is an unlimited number of requests.

detail—(Optional) Include in the output the interface on which the ping reply was received.

do-not-fragment—(Optional) Set the do-not-fragment (DF) flag in the IP header of the
ping packets. For IPv6 packets, this option disables fragmentation.

o NOTE: InJunos OS Release 11.1and later, whenissuing the ping command
for an IPv6 route with the do-not-fragment option, the maximum ping
packet size is calculated by subtracting 48 bytes (40 bytes for the IPV6
header and 8 bytes for the ICMP header) from the MTU. Therefore, if the
ping packet size (including the 48-byte header) is greater than the MTU,
the ping operation might fail.

inet—(Optional) Ping Packet Forwarding Engine IPv4 routes.
ineté— (Optional) Ping Packet Forwarding Engine IPv6 routes.
interface source-interface—(Optional) Interface to use to send the ping requests.

interval seconds— (Optional) How often to send ping requests. The range of values, in
seconds, is 1through infinity. The default valueis 1.

logical-system logical-system-name—(Optional) Name of logical system from which to
send the ping requests.
Alternatively, enter the set cli logical-system logical-system-name command and
then run the ping command. To return to the main router or switch, enter the clear
cli logical-system command.

340
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loose-source value—(Optional) Intermediate loose source route entry (IPv4). Open a set
of values.

mac-address mac-address— (Optional) Ping the physical or hardware address of the
remote system you are trying to reach.

no-resolve—(Optional) Do not attempt to determine the hostname that corresponds to
the IP address.

patternstring—(Optional) Specify a hexadecimal fill pattern toinclude in the ping packet.

rapid— (Optional) Send ping requests rapidly. The results are reported in a single message,
not in individual messages for each ping request. By default, five ping requests are
sent before the results are reported. To change the number of requests, include the
count option.

record-route—(Optional) Record and report the packet’s path (IPv4).

routing-instance routing-instance-name—(Optional) Name of the routing instance for the
ping attempt.

size bytes— (Optional) Size of ping request packets. The range of values, in bytes, is O
through 65,468. The default value is 56, which is effectively 64 bytes because 8
bytes of ICMP header data are added to the packet.

source source-address—(Optional) IP address of the outgoing interface. This address is
sent in the IP source address field of the ping request. If this option is not specified,
the default address is usually the loopback interface (lo.0).

strict—(Optional) Use the strict source route option (IPv4).

strict-source value—(Optional) Intermediate strict source route entry (IPv4). Open a set
of values.

tos type-of-service—(Optional) Set the type-of-service (ToS) field in the IP header of the
ping packets. The range of values is 0 through 255.
If the device configuration includes the dscp-code-point value statement at the [edit
class-of-service host-outbound-traffic] hierarchy level, the configured DSCP value
overrides the value specified in this command option. In this case, the ToS field of
ICMP echo request packets sent on behalf of this command carries the DSCP value
specified in the dscp-code-point configuration statement instead of the value you
specify in this command option.

ttl value—(Optional) Time-to-live (TTL) value to include in the ping request (IPv6). The
range of values is O through 255.

verbose—(Optional) Display detailed output.
vpls instance-name—(Optional) Ping the instance to which this VPLS belongs.

wait seconds— (Optional) Maximum wait time, in seconds, after the final packet is sent.
If this option is not specified, the default delay is 10 seconds. If this option is used
without the count option, a default count of 5 packets is used.
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Required Privilege
Level

Related
Documentation

List of Sample Output

Output Fields

Sample Output

ping hostname

ping hostname rapid

network

« Configuring Junos OS ICMPv4 Rate Limit for ICMPv4 Routing Engine Messages

ping hostname on page 342
ping hostname rapid on page 342
ping hostname size count on page 342

When you enter this command, you are provided feedback on the status of your request.
An exclamation point (1) indicates that an echo reply was received. A period (.) indicates
that an echo reply was not received within the timeout period. An x indicates that an
echo reply was received with an error code. These packets are not counted in the received
packets count. They are accounted for separately.

user@host> ping device

PING device.net (192.168.169.254): 56 data bytes

64 bytes from 192.168.169.254: icmp_seq=0 ttl=253 time=1.028 ms
64 bytes from 192.168.169.254: icmp_seq=1 ttl=253 time=1.053 ms
64 bytes from 192.168.169.254: icmp_seq=2 ttl=253 time=1.025 ms
64 bytes from 192.168.169.254: icmp_seq=3 ttl=253 time=1.098 ms
64 bytes from 192.168.169.254: icmp_seq=4 ttl=253 time=1.032 ms
64 bytes from 192.168.169.254: icmp_seq=5 ttl=253 time=1.044 ms
AC [abort]

user@host> ping device rapid

PING dev;ice.net (192.168.169.254): 56 data bytes

--- device.net ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.956/0.974/1.025/0.026 ms

ping hostname size count

user@host> ping device size 200 count 5

PING skye.net (192.168.169.254): 200 data bytes

208 bytes from 192.168.169.254: icmp_seq=0 ttl=253 time=1.759 ms
208 bytes from 192.168.169.254: icmp_seq=1 ttl=253 time=2.075 ms
208 bytes from 192.168.169.254: icmp_seq=2 ttl=253 time=1.843 ms
208 bytes from 192.168.169.254: icmp_seq=3 ttl=253 time=1.803 ms
208 bytes from 192.168.169.254: icmp_seq=4 ttl=253 time=17.898 ms

--- device.net ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 1.759/5.075/17.898 ms

342
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request chassis beacon

Syntax (QFX Series)

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output

Output Fields

Sample Output

request chassis beacon

<all (off | on)>

<fpc slot-number (off | on) >

<interconnect-device name (cb slot-number | fpc slot-number | (off | on)>
<node-device name (off | on)>

Command introduced in Junos OS Release 11.1 for the OFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

(QFX Series only) Enable or disable the beacon LED on a QFX Series device.

all—Turn the beacon LED either on or off on all QFabric system Interconnect and Node
devices.

cb slot-number—Turn the beacon LED either on or off on the Control Board of the
QFX3008-I Interconnect device.

fpc slot-number—Turn the beacon LED either on or off on the Flexible PIC Concentrator
on the standalone QFX3500 switch or the Interconnect device.

interconnect-device name—Turn the beacon LED either on or off on the Interconnect
device.

node-device name—Turn the beacon LED either on or off on the Node device.
off—Turn the beacon LED off.

on—Turn the beacon LED on.

maintenance

. show chassis beacon on page 454

request chassis beacon fpc 0 on (QFX Series) on page 343
request chassis beacon node-device (QFabric System) on page 343
request chassis beacon on interconnect-device fpc (QFabric System) on page 344

When you enter this coommand, you are provided feedback on the status of your request.

request chassis beacon fpc O on (QFX Series)

user@switch> request chassis beacon fpc O on

Beacon set to ON

request chassis beacon node-device (QFabric System)

user@switch> request chassis beacon node-device nodel on
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nodel ON

request chassis beacon on interconnect-device fpc (QFabric System)

user@switch> request chassis beacon on interconnect-device fpc 2

FPC 2 ON
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request chassis fpc

List of Syntax

Syntax

Syntax (TX Matrix and
TX Matrix Plus
Routers)

Syntax (MX Series
Routers)

Syntax (MX2020 3D
Universal Edge
Routers)

Syntax (MX2010 3D
Universal Edge
Routers)

Syntax (QFabric
System)

Syntax (PTX Series
Packet Transport
Routers)

Release Information

Description

Syntax on page 345

Syntax (TX Matrix and TX Matrix Plus Routers) on page 345
Syntax (MX Series Routers) on page 345

Syntax (MX2020 3D Universal Edge Routers) on page 345
Syntax (MX2010 3D Universal Edge Routers) on page 345
Syntax (QFabric System) on page 345

Syntax (PTX Series Packet Transport Routers) on page 345

request chassis fpc (offline | online | restart) slot slot-number

request chassis fpc (offline | online | restart) slot slot-number
<lcc number>

request chassis fpc (offline | online | restart) slot slot-number
<all-members>

<local>

<member member-id>

request chassis fpc (offline | online | restart) slot slot-number
request chassis fpc (offline | online | restart) slot slot-number

request chassis fpc

<interconnect-device name slot slot-number (offline | online) >
<(offline | online) interconnect-device name slot slot-number>
<slot slot-number interconnect-device name (offline | online) >

request chassis fpc (offline | online | restart) slot slot-number

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS 11.3 for QFX Series.

Command introduced in Junos OS Release 12.1x48 for PTX Series Packet Transport
Routers.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.
Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

(M20, M40, M40e, M120, M160, M320, MX Series, and T Series routers, QFabric systems,
EX Series switches, and PTX Series Packet Transport Routers only) Control the operation
of the Flexible PIC Concentrator (FPC). For information about the meaning of “FPCs” on
the switches, see EX Series Switches Hardware and CLI Terminology Mapping.
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i

i

i

NOTE: Beginning in Junos OS Release 12.3, it is possible that FPCs brought
offline using the request chassis fpc slot foc-slot offline operational-mode CLI
command can come online during a configuration commit or power-supply
replacement procedure. As an alternative, use the set fpc fpc-slot power off
configuration-mode command at the [edit chassis] hierarchy level to ensure
that the FPCs remain offline.

NOTE: Inreleases before Junos OS Release 15.1F3, offline FPCs in the
PTX5000 router might be powered on by the router during a reboot, or when
triggered by other power management events on the router, such as when
you take another FPC offline.

Beginning in Junos OS Release 15.1F3 offline FPCs do not come online during
reboots or other power management events. To bring such an FPC online:

1. Delete the fpc fpc-slot power off statement from the [edit chassis] hierarchy
level, if that statement is configured, and commit the configuration.

2. Eitherissue the request chassis fpc online slot foc-slot operational-mode
CLIcommand or press and hold the FPC ONLINE/OFFLINE button for about
5 seconds until the green OK LED next to the button lights steadily.

NOTE: IfaCLI-based firmware upgradeisin progress, it prevents the specified
FPC fromrestarting. Starting in Junos OS Release 15.1, the following message
is displayed:

user@host> request chassis fpc slot O restart
FPC O Firmware update in progress. Wait!!!

NOTE: The command request chassis fpc (offline | online | restart) slot
slot-number is not supported on PTX1000 router.

Options offline—Take the FPC offline.

online—Bring the FPC online.

interconnect-device name—(QFabric systems only) Bring the Flexible Port Concentrator
(FPC) on the QFX3008-I Interconnect device either offline or online:

346
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(QFabric System) On a QFabric system, specify the name of the QFX3008-I
Interconnect device containing the Flexible Port Concentrator (FPC) you want to
bring either offline or online.

restart—Restart the FPC.

slot slot-number—FPC slot number:

M20 router—O through 3.
M120 router—O0 through 5.

MX240 router—0 through 2. On the MX240 router, slot-number corresponds to
the Dense Port Concentrator (DPC) slot number. If an MPC s installed, slot-number
corresponds to the MPC slot number.

MX480 router—O0 through 5. On the MX480 router, slot-number corresponds to
the Dense Port Concentrator (DPC) slot number. If an MPC is installed, slot-number
corresponds to the MPC slot number.

MX960 router—0 through 11. On the MX960 router, slot-number corresponds to
the Dense Port Concentrator (DPC) slot number. If an MPC is installed, slot-number
corresponds to the MPC slot number.

MX2020 router—0 through 19.
MX2010 router—0 through 9.

TX Matrix and TX Matrix Plus routers only—On the TX Matrix router, if you specify
the number of the T640 router by using the lcc number option (the recommended
method), replace slot-number with a value from O through 7. Otherwise, replace
slot-number with a value from O through 31.

Likewise, on a TX Matrix Plus router, if you specify the number of the T1600 or
T4000 router by using the lcc number option (the recommended method), replace
slot-number with a value from O through 7. Otherwise, replace slot-number with a
value from O through 31. In case of TX Matrix Plus router with 3D SIBs, replace
slot-number with a value from 0 through 63. For example, the following commands
have the same result:

user@host> request chassis fpc lcc 1slot 1 offline
user@host> request chassis fpc slot 9 offline

Other routers—0 through 7.
QFabric System—Replace slot-number with a value from O through 2.
EX Series switches:

. EX4200 switches in a Virtual Chassis configuration—Replace slot-number with
a value from O through O.

. EX6210 switches—Replace slot-number with a value from O through 9.
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Required Privilege
Level

Related
Documentation

O NOTE: These commands are not supported for slots 4 and 5 when
a Switch Fabric and Routing Engine (SRE) module is installed in
those slots. These commands are supported for slots 4 and 5 only
if a line card is installed in them.

. EX8208 switches—Replace slot-number with a value from O through 7.

. EX8216 switches—Replace slot-number with a value from O through 15.

« PTX5000 Packet Transport Router—Replace slot-number with a value from O
through 7.

all-members—(MX Series routers only) (Optional) Change FPC status of all members of
the Virtual Chassis configuration.

local—(MX Series routers only) (Optional) Change FPC status of the local Virtual Chassis
member.

member member-id—(MX Series routers only) (Optional) Change FPC status of the
specified member of the Virtual Chassis configuration. Replace member-id with a
valueof O or1.

lcc number— (TX Matrix router and TX Matrix Plus router only) (Optional) Line-card chassis
number.

Replace number with the following values depending on the LCC configuration:

. O through 3, when T640 routers are connected to a TX Matrix router in a routing
matrix.

. 0O through 3, when T1600 routers are connected to a TX Matrix Plus router in a
routing matrix.

« Othrough 7, when T1600 routers are connected to a TX Matrix Plus router with 3D
SIBs in a routing matrix.

« 0,2, 4, 0r6,when T4000 routers are connected to a TX Matrix Plus router with
3D SIBs in a routing matrix.

maintenance

. show chassis fpc on page 684

« show chassis fpc-feb-connectivity

. show chassis fabric fpcs on page 566

« Configuring the Junos OS to Make a Flexible PIC Concentrator Stay Offline

« Configuring the Junos OS to Resynchronize FPC Sequence Numbers with Active FPCs
when an FPC Comes Online
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« MX960 Flexible PIC Concentrator Description

List of Sample Output request chassis fpc on page 349

request chassis fpc (MX Series Routers with Media Services Blade [MSB]) on page 349

request chassis fpc (MX2020 Router) on page 349
request chassis fpc (MX2010 Router) on page 349

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output
request chassis fpc

user@host> request chassis fpc online slot O
FPC 0 already online

request chassis fpc (MX Series Routers with Media Services Blade [MSB])

user@host> request chassis fpc slot O
Possible completions:

offline Take FPC offline
online Bring FPC online
restart Restart FPC

request chassis fpc (MX2020 Router)
user@host >request chassis fpc online slot 2
FPC 2 already online

request chassis fpc (MX2010 Router)

user@host >request chassis fpc offline slot 5

Offline initiated, use "show chassis fpc" to verify
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request chassis pic

List of Syntax Syntax on page 350
Syntax (ACX4000 Series Routers) on page 350
Syntax (MX Series Routers) on page 350
Syntax (TX Matrix and TX Matrix Plus Routers) on page 350

Syntax request chassis pic (offline | online) fpc-slot slot-number pic-slot slot-number

Syntax (ACX4000 request chassis pic (offline | online) fpc-slot slot-number pic-slot slot-number
Series Routers)

Syntax (MX Series request chassis pic (offline | online) fpc-slot slot-number pic-slot slot-number
Routers) <member member-id>

Syntax (TX Matrixand request chassis pic (offline | online) fpc-slot slot-number pic-slot slot-number
TX Matrix Plus  <lcc number>
Routers)

Release Information = Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 12.3 for ACX4000 Routers.
Command introduced in Junos OS Release 13.2 for the QFX Series.
Option member introduced in Junos OS Release 14.2 for MX Series routers.

Description Control the operation of the PIC.

0 NOTE: The request chassis pic (offline | online) fpc-slot slot number pic-slot
slot-number command is not supported for built-in PICs on MX Series routers.

To view a list of built-in PICs on the router or switch chassis, use the show
chassis hardware commmand.

0 NOTE: Thiscommand is not supported on MX960 and MX2020 routers with
MPC5EQ.

o NOTE: T1600 routers and TX Matrix Plus routers with 100-Gigabit Ethernet
PICs require two adjacent PIC slots, 0 and 1, for each PIC. Therefore, only
online and offline command options to PIC slot O are allowed. Use of the
online and offline command options for PIC slot 1 with the described router
and PIC combination is not allowed.
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O NOTE: InT Series routers, when the PIC state is set from offline to online or
vice-versa before the processing is complete for the previous command, you
are provided feedback on the status of your request. The following sample
messages are displayed if you try to set a PIC offline or online:

user@switch> request chassis pic fpc-slot 1 pic-slot O online
fpc 1 pic 0 online initiated, use "show chassis fpc pic-status" to verify

user@switch> request chassis pic fpc-slot 1 pic-slot O online
FPC 1 PIC O already transitioning to online

When the same PIC is set to a different state while the transitionis in progress,
you are provided feedback on the status of your request.

user@switch> request chassis pic fpc-slot 1 pic-slot O offline
FPC 1, PIC O already transitioning to online. Please retry later.

0 NOTE: If aCLI-based firmware upgradeisin progress, it prevents the specified
PIC from restarting. Starting in Junos OS Release 15.1, the following message
is displayed:

user@host> request chassis pic fpc-slot O pic-slot 1 offline
PIC"s Firmware update in progress. Wait!!!

0 NOTE: The command request chassis pic (offline | online) fpc-slot slot-number
pic-slot slot-number is not supported on PTX1000 routers.

Options offline—Take the PIC offline.
online—Bring the PIC online.

fpc-slot slot-number—Flexible PIC Concentrator (FPC) slot number. Replace slot-number
with a value appropriate for your router or switch:

« ACX4000 routers—1 or 2.
« EX Series switches:
. EX3200 switches and EX4200 standalone switches—0.

. EX4200 switches in a Virtual Chassis configuration—0 through 9 (switch’s
member ID).

. EX8208 switches—0 through 7 (line card).
. EX8216 switches—0 through 15 (line card).

« M5, M7i, M10, and M10i routers—0 or 1.
« M20 routers—0 through 3.
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« M40 and M40e routers—0 through 7.
« M120 routers—0 through 5.

« M160 routers—O0 through 7.

« M320 routers—0 through 7.

« MX 5, MX10, and MX40 routers—0 or 1.
. MX80 routers—0O or 1.

« MX240 routers—0 through 2

« MX480 routers—0 through 5

« MX2020 routers—0 through 19.

« MX2010 routers—0 through 9.

« MX960 routers—0 through 11.

. PTX5000 routers—0 or 1.

« T Series routers—0 through 7.

« TX Matrix and TX Matrix Plus routers only—On a TX Matrix router, if you specify
the number of the T640 router by using the lcc number option (the recommended
method), replace slot-number with a value from O through 7. Otherwise, replace
slot-number with a value from O through 31.

Likewise, on a TX Matrix Plus router, if you specify the number of the T1600 or
T4000 router by using the lcc number option (the recommended method), replace
slot-number with a value from O through 7. Otherwise, for the FPC slot number,
replace slot-number with a value from O through 31. On a TX Matrix Plus router
with 3D SIBs to assign the FPC slot number, replace slot-number with a value from
0 through 63. For example, the following commands have the same result:

user@host> request chassis pic fpc-slot 1lcc 1 pic-slot O offline
user@host> request chassis pic fpc-slot 9 pic-slot O offline

. QFX5100 standalone switches—0.

lcc number—(TX Matrix router and TX Matrix Plus router only) (Optional) Line-card chassis
number.

Replace number with the following values depending on the LCC configuration:

. 0O through 3, when T640 routers are connected to a TX Matrix router in a routing
matrix.

. 0O through 3, when T1600 routers are connected to a TX Matrix Plus router in a
routing matrix.

« Othrough 7, when T1600 routers are connected to a TX Matrix Plus router with 3D
SIBs in a routing matrix.

« 0,2, 4,0r6,when T4000 routers are connected to a TX Matrix Plus router with
3D SIBs in a routing matrix.
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Required Privilege
Level

Related
Documentation

List of Sample Output

Output Fields

Sample Output

request chassis pic

member member-id—(MX Series routers only) (Optional) Change the PIC status on the
specified member of the Virtual Chassis configuration. Replace member-id with the
value that is assigned to the specified member.

offline—Take the PIC offline.
online—Bring the PIC online.

pic-slot slot-number—PIC slot number.

« EX3200and EX4200 switches—O0 for built-in network interfaces and 1 for interfaces
on uplink modules.

. EXB8208 and EX8216 switches—0.
« M Series routers—0, 1,2, 0r 3

« MX960 router—slot-number corresponds to the slot number of the Packet
Forwarding Engine.

. PTX5000 routers—0 or 1.
. T320 router—0or1.

. T640router—0,1, 2, or 3.

. T1600 router —0,1, 2, or 3.
. T4000 router—0, 1, 2, or 3.

. QFX5100 standalone switches—0, 1, or 2. PIC O is used for all interfaces that are
not configured on expansion modules, and PIC 1and PIC 2 are used for interfaces
configured on expansion modules.

maintenance

« show chassis hardware on page 724

« show chassis pic on page 939

request chassis pic on page 353
request chassis pic online member (MX Series Routers) on page 353
request chassis pic offline member (MX Series Routers) on page 354

When you enter this command, you are provided feedback on the status of your request.

user@host> request chassis pic pic-slot O online fpc-slot O
FPC 0, PIC O is already online

request chassis pic online member (MX Series Routers)

user@host> request chassis pic online member 1 fpc-slot 11 pic-slot 3
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fpc 11 pic 3 online initiated

request chassis pic offline member (MX Series Routers)

user@host> request chassis pic offline member 1 fpc-slot 11 pic-slot 3
fpc 11 pic 3 offline initiated
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request chassis routing-engine master

List of Syntax

Syntax

Syntax (M Series, MX
Series, T Series
Routers)

Syntax (TX Matrix

Routers)

Syntax (TX Matrix Plus
Routers)

Syntax (MX Series
Virtual Chassis)

Syntax (QFX Series)

Release Information

Description

Syntax on page 355

Syntax (M Series, MX Series, T Series Routers) on page 355
Syntax (TX Matrix Routers) on page 355

Syntax (TX Matrix Plus Routers) on page 355

Syntax (MX Series Virtual Chassis) on page 355

Syntax (QFX Series) on page 355

o~~~ —

request chassis routing-engine master (acquire | release | switch)
<no-confirm>

request chassis routing-engine master (acquire | release | switch)
<no-confirm>
<check>

request chassis routing-engine master (acquire | release | switch) (lcc number |
scc | all-chassis)
<no-confirm>

request chassis routing-engine master (acquire | release | switch) (lcc number |
sfc | all-chassis | all-lcc)
<no-confirm>

request chassis routing-engine master (acquire | release | switch)
<all-members>

<check>

<local>

<member member-id>

<no-confirm>

request chassis routing-engine master (release | switch)
<check>

<interconnect-device name>

<node-group name>

<no-confirm>

Command introduced before Junos OS Release 7.4.

all-chassis option added in Junos OS Release 8.0.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option introduced for the TX Matrix Plus router in Junos OS Release 9.6.
Command introduced in Junos OS Release 11.3 for QFX Series.

Command introduced in Junos OS Release 12.3 for MX2020 3D Universal Edge Routers.
Command introduced in Junos OS Release 12.3 for MX2010 3D Universal Edge Routers.
Command introduced in Junos OS Release 13.2 for MX104 3D Universal Edge Routers.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

For routers or switches with multiple Routing Engines, control which Routing Engine is
the master.
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A

i

CAUTION: (Routing matrix based on the TX Matrix or TX Matrix Plus routers
only) Within the routing matrix, we recommend that all Routing Engines run
the same Junos OS Release. If you run different releases on the Routing
Engines and a change in mastership occurs on any backup Routing Engine in
the routing matrix, one or all routers (in a routing matrix based on the TX
Matrix router or in a routing matrix based on a TX Matrix Plus router) might
become logically disconnected from the TX Matrix router and cause data
loss. For more information, see the TX Matrix Router Hardware Guide or the
Junos OS High Availability Library for Routing Devices.

NOTE: Successive graceful Routing Engine switchover events must be a
minimum of 240 seconds (4 minutes) apart after both Routing Engines have
come up.

If the router or switch displays a warning message similar to “Standby Routing
Engine is not ready for graceful switchover. Packet Forwarding Engines that
are not ready for graceful switchover might be reset,” do not attempt
switchover. If you choose to proceed with switchover, only the Packet
Forwarding Engines that were not ready for graceful switchover are reset.
None of the Flexible PIC concentrators (FPCs) should spontaneously restart.
We recommend that you wait until the warning no longer appears and then
proceed with the switchover.

You will receive an error message stating “Command aborted. Not ready for
mastership switch, try after n seconds” when this command is re-entered
before 240 seconds have elapsed on EX Series switches.

NOTE: Ona QFabric system, to avoid traffic loss on the network Node group,
switch mastership of the routing engine to the backup routing engine, and
then reboot.

Options acquire—Attempt to become the master Routing Engine.

release—Request that the other Routing Engine become the master.

switch—Toggle mastership between Routing Engines.

NOTE: The acquire option should be used with caution because acquiring a
Routing Engine may result in a corrupted database. If possible, use the switch
option instead.

356
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The acquire, release, and switch options have the following suboptions:

all-chassis—(TX Matrix and TX Matrix Plus routers only) On a routing matrix composed
of a TX Matrix router and the attached T640 routers, switch mastership on all the
Routing Engines in the routing matrix. Likewise, on a routing matrix composed of a
TX Matrix Plus router and the attached T1600 or T4000 routers, switch mastership
on all the Routing Engines in the routing matrix.

all-lecc—(TX Matrix Plus routers only) Request to acquire mastership for all line-card
chassis (LCC).

all-members—(MX Series routers only) (Optional) Control Routing Engine mastership
on the Routing Engines in all member routers of the Virtual Chassis configuration.

check—(QFabric systems, MX104, MX480, MX960, MX2010, and MX2020 routers, and
PTX5000 routers only) (Optional) Available with the switch, release, and acquire
options. Check graceful switchover status of the standby Routing Engine before
toggling mastership between Routing Engines.

interconnect-device name—(QFabric systems only) (Optional) Control Routing Engine
mastership on the Routing Engines on an Interconnect device.

lcc number— (TX Matrix router and TX Matrix Plus router only) (Optional) Line-card chassis
number.

Replace number with the following values depending on the LCC configuration:

. 0 through 3, when T640 routers are connected to a TX Matrix router in a routing
matrix.

. 0O through 3, when T1600 routers are connected to a TX Matrix Plus routerin a
routing matrix.

« Othrough 7, when T1600 routers are connected to a TX Matrix Plus router with 3D
SIBs in a routing matrix.

« 0,2, 4,0r6,when T4000 routers are connected to a TX Matrix Plus router with
3D SIBs in a routing matrix.

local—(MX Series routers only) (Optional) Control Routing Engine mastership on the
Routing Engines in the local Virtual Chassis member.

member member-id—(MX Series routers only) (Optional) Control Routing Engine
mastership on the Routing Engines of the specified member in the Virtual Chassis
configuration. Replace member-id with a value of O or 1.

no-confirm—(Optional) Do not request confirmation for the switch.

node-group name—(QFabric systems only) (Optional) Control Routing Engine mastership
on the Routing Engines on a Node group.

scc—(TX Matrix routers only) TX Matrix (switch-card chassis).

sfc—(TX Matrix Plus routers only) TX Matrix Plus router (or switch-fabric chassis).
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Additional Information

Required Privilege
Level

Related
Documentation

List of Sample Output

Output Fields

Sample Output

Because both Routing Engines are always running, the transition from one to the other
as the master Routing Engine is immediate. However, the changeover interrupts
communication to the System and Switch Board (SSB). The SSB takes several seconds
to reinitialize the Flexible PIC Concentrators (FPCs) and restart the PICs. Interior gateway
protocol (IGP) and BGP convergence times depend on the specific network environment.

By default, the Routing Engine in slot O (REOQ) is the master and the Routing Engine in
slot 1 (RE1) is the backup. To change the default master Routing Engine, include the
routing-engine statement at the [edit chassis redundancy] hierarchy level in the
configuration. For more information, see the Junos OS Administration Library for Routing
Devices

To have the backup Routing Engine become the master Routing Engine, use the request
chassis routing-engine master switch command. If you use this command to change the
master and then restart the chassis software for any reason, the master reverts to the
default setting.

0 NOTE: Although the configurations on the two Routing Engines do not have
to be the same and are not automatically synchronized, we recommend
making both configurations the same.

maintenance

« show chassis routing-engine on page 956
« Configuring Routing Engine Redundancy

« Switching the Global Master and Backup Roles in a Virtual Chassis Configuration

request chassis routing-engine master acquire on page 358
request chassis routing-engine master switch on page 358
request chassis routing-engine master switch check on page 359

When you enter this command, you are provided feedback on the status of your request.

request chassis routing-engine master acquire

user@host> request chassis routing-engine master acquire
warning: Traffic will be interrupted while the PFE is re-initialized
warning: The other routing engine®s file system could be corrupted

Reset other routing engine and become master ? [yes,no] (no)

request chassis routing-engine master switch

user@host> request chassis routing-engine master switch

358
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warning: Traffic will be interrupted while the PFE is re-initialized
Toggle mastership between Routing Engines ? [yes,no] (no) yes

Resolving mastership...
Complete. The other Routing Engine becomes the master.

Switch mastership back to the local Routing Engine:
user@host> request chassis routing-engine master switch

warning: Traffic will be interrupted while the PFE is re-initialized
Toggle mastership between routing engines ? [yes,no] (no) yes

Resolving mastership...
Complete. The local routing engine becomes the master.

request chassis routing-engine master switch check

Usage shown for M Series, MX Series, and T Series routers.

{master}[edit]
user@host> request chassis routing-engine master switch check

warning: Standby Routing Engine is not ready for graceful switchover.

{master}[edit]

user@host> request chassis routing-engine master switch check
Switchover Ready

You can similarly check the backup Routing Engine.
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request message

Syntax

Release Information

Description

Options

Required Privilege
Level

List of Sample Output
Output Fields

Sample Output

request message all message "text"
request message message "text" (terminal terminal-name | user user-name)

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Display a message on the screens of all users who are logged in to the router or switch
or on specific screens.

all—Display a message on the terminal of all users who are currently logged in.
message "text"—Message to display.
terminal terminal-name—Name of the terminal on which to display the message.

user user-name—Name of the user to whom to direct the message.

maintenance

request message message on page 360

When you enter this coommand, you are provided feedback on the status of your request.

request message message

user@host> request message message "Maintenance window in 10 minutes" user maria
Message from user@host on ttyp0O at 20:27 ...

Maintenance window in 10 minutes

EOF

360
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request system configuration rescue delete

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

request system configuration rescue delete

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Delete an existing rescue configuration.

e NOTE: The [edit system configuration] hierarchy is not available on QFabric
systems.

This command has no options.

maintenance

« request system configuration rescue save on page 362
. request system software rollback on page 1278

« show system commit on page 1040

request system configuration rescue delete on page 361

This command produces no output.

request system configuration rescue delete

user@host> request system configuration rescue delete
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request system configuration rescue save

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

request system configuration rescue save

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.

Command introduced in Junos OS Release 14.1X53-D20 for OCX Series switches.

Save the most recently committed configuration as the rescue configuration so that you
can return to it at any time by using the rollback command.

o NOTE: The [edit system configuration] hierarchy is not available on QFabric
systems.

This command has no options.

maintenance

. request system software delete on page 1272
. request system software rollback on page 1278

« show system commit on page 1040

request system configuration rescue save on page 362

This command produces no output.

request system configuration rescue save

user@host> request system configuration rescue save

362
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request system halt

List of Syntax Syntax on page 363
Syntax (EX Series Switches) on page 363
Syntax (PTX Series) on page 363
Syntax (TX Matrix Router) on page 363
Syntax (TX Matrix Plus Router) on page 363
Syntax (MX Series Router) on page 364
Syntax (QFX Series) on page 364

Syntax request system halt
<at time>
<backup-routing-engine >
<both-routing-engines>
<other-routing-engine>
<in minutes>
<media (compact-flash | disk | removable-compact-flash | usb) >
<message "text">

Syntax (EX Series request system halt
Switches) <all-members>

<at time>
<backup-routing-engine>
<both-routing-engines>
<in minutes>
<local>
<media (external | internal) >
<member member-id>
<message "text">
<other-routing-engine>
<slice slice>

Syntax (PTX Series) request system halt
<at time>
<backup-routing-engine>
<both-routing-engines>
<other-routing-engine>
<in minutes>
<media (compact-flash | disk) >
<message "text">

Syntax (TX Matrix request system halt

Router) <all-lcc | lcc number | scc>
<at time>
<backup-routing-engine>
<both-routing-engines>
<other-routing-engine>
<in minutes>
<media (compact-flash | disk)>
<message "text">

Syntax (TX Matrix Plus  request system halt
Router) <all-chassis | all-lcc | lcc number | sfc number>
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<at time>
<backup-routing-engine >
<both-routing-engines>
<other-routing-engine>
<inminutes>

<media (compact-flash | disk)>
<message "text">

Syntax (MX Series request system halt
Router) <all-members>

<at time>
<backup-routing-engine>
<both-routing-engines>
<in minutes>
<local>
<media (external | internal) >
<member member-id>
<message "text">
<other-routing-engine>

Syntax (QFX Series) request system halt
<all-members>
<at time>
<both-routing-engines>
<director-device director-device-id>
<in minutes>
<local>
<media >
<member member-id>
<message "text">
<other-routing-engine>
<slice slice>

Release Information = Command introduced before Junos OS Release 7.4.
other-routing-engine option introduced in Junos OS Release 8.0.
Command introduced in Junos OS Release 9.0 for EX Series switches.
sfc option introduced for the TX Matrix Plus router in Junos OS Release 9.6.
Command introduced in Junos OS Release 11.1 for the QFX Series.
director-device option introduced for QFabric systems in Junos OS Release 12.2.
backup-routing-engine option introduced in Junos OS Release 13.1.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Stop the router or switch software.
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0 NOTE: When you issue this command on an individual component—for
example, a Node device—in a QFabric system, you will receive a warning that
says “Hardware-based members will halt, Virtual Junos Routing Engines will
reboot.” If you want to halt only one member of a Node group, issue this
command with the member option on the Node device CLI, because you
cannotissue thiscommand from the QFabric CLI. Also, issuing this command
might cause traffic loss on an individual component.

When you issue this command on a QFX5100 switch, you are not prompted
to reboot. You must power cycle the switch to reboot.

Options none—Stop the router or switch software immediately.
all-chassis—(TX Matrix and TX Matrix Plus routers only) (Optional) Halt all chassis.

all-lcc—(TX Matrix and TX Matrix Plus routers only) (Optional) On a TX Matrix router,
halt all T640 routers (or line-card chassis) connected to the TX Matrix router. On a
TX Matrix Plus router, halt all T1600 routers (or line-card chassis) connected to the
TX Matrix Plus router.

all-members—(EX4200 switches and MX Series routers only) (Optional) Halt allmembers
of the Virtual Chassis configuration.

at time —(Optional) Time at which to stop the software, specified in one of the following
ways:
. now—Stop the software immediately. This is the default.

. +minutes—Number of minutes from now to stop the software.

. yymmddhhmm—Absolute time at which to stop the software, specified as year,
month, day, hour, and minute.

« hh:mm—Absolute time on the current day at which to stop the software.

backup-routing-engine—(Optional) Halt the backup Routing Engine. This command halts
the backup Routing Engine, regardless from which Routing Engine the command is
executed. For example, if you issue the command from the master Routing Engine,
the backup Routing Engine is halted. If you issue the command from the backup
Routing Engine, the backup Routing Engine is halted.

both-routing-engines—(Optional) Halt both Routing Engines at the same time.
director-device director-device-id—(QFabric systems only) Halt a specific Director device.

lcc number—(TX Matrix routers and TX Matrix Plus routers only) (Optional) Ona TX
Matrix router, halt a specific T640 router that is connected to the TX Matrix router.
On a TX Matrix Plus router, halt a specific router that is connected to the TX Matrix
Plus router.
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Replace number with the following values depending on the LCC configuration:
. 0 through 3, when T640 routers are connected to a TX Matrix router in a routing
matrix.

. 0O through 3, when T1600 routers are connected to a TX Matrix Plus router in a
routing matrix.

« Othrough 7 when T1600 routers are connected to a TX Matrix Plus router with 3D
SIBs in a routing matrix.

« 0,2, 4,0r6,when T4000 routers are connected to a TX Matrix Plus router with
3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Halt the local Virtual
Chassis member.

in minutes—(Optional) Number of minutes from now to stop the software. This option
is an alias for the at +minutes option.

media (compact-flash | disk)—(Optional) Boot medium for the next boot.
media (external | internal)—(EX Series and QFX Series switches and MX Series routers

only) (Optional) Halt the boot media:

. external—Halt the external mass storage device.

. internal—Halt the internal flash device.

member member-id—(EX4200 switches and MX Series routers only) (Optional) Halt the
specified member of the Virtual Chassis configuration. For EX4200 switches, replace
member-id with a value from O through 9. For an MX Series Virtual Chassis, replace
member-id with a value of O or 1.

message "text"—(Optional) Message to display to all system users before stopping the
software.

other-routing-engine— (Optional) Halt the other Routing Engine from which the command
is issued. For example, if you issue the command from the master Routing Engine,
the backup Routing Engine is halted. Similarly, if you issue the command from the
backup Routing Engine, the master Routing Engine is halted.

scc—(TX Matrix routers only) (Optional) Halt the TX Matrix router (or switch-card chassis).

sfc number—(TX Matrix Plus routers only) (Optional) Halt the TX Matrix Plus router (or
switch-fabric chassis). Replace number with 0.

slice slice— (EX Series and QFX Series switches only) (Optional) Halt a partition on the
boot media. This option has the following suboptions:

. 1—Halt partition 1.
. 2—Halt partition 2.

. alternate—Reboot from the alternate partition.
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AdditionalInformation On the M7irouter, the request system halt command does not immediately power down
the Packet Forwarding Engine. The power-down process can take as long as 5 minutes.

On a TX Matrix router and TX Matrix Plus router if you issue the request system halt
command on the master Routing Engine, all the master Routing Engines connected to
the routing matrix are halted. If you issue this command on the backup Routing Engine,
all the backup Routing Engines connected to the routing matrix are halted.

0 NOTE: If you have a router or switch with two Routing Engines and you want
to shut the power off to the router or switch or remove a Routing Engine, you
must first halt the backup Routing Engine (if it has been upgraded), and then
halt the master Routing Engine. To halt a Routing Engine, issue the request
system halt command. You can also halt both Routing Engines at the same
time by issuing the request system halt both-routing-engines command.

Required Privilege maintenance
Level

Related . clear system reboot on page 316

D mentation
ocumentatio « request system power-off on page 370

« Routing Matrix with a TX Matrix Plus Router Solutions Page

List of Sample Output request system halt on page 368
request system halt (In 2 Hours) on page 368
request system halt (Immediately) on page 368
request system halt (At 1:20 AM) on page 368

Output Fields When you enter this command, you are provided feedback on the status of your request.
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Sample Output
request system halt

user@host> request system halt
Halt the system ? [yes,no] (nho) yes

*** FINAL System shutdown message from root@section2 ***
System going down IMMEDIATELY
Terminated

syncing disks... 11 8 done
The operating system has halted.
Please press any key to reboot.

request system halt (In 2 Hours)

The following example, which assumes that the time is 5 PM (1700), illustrates three
different ways to request that the system stop 2 hours from now:

user@host> request system halt at +120
user@host> request system haltin 120
user@host> request system halt at 19:00

request system halt (Immediately)
user@host> request system halt at now

request system halt (At 1:20 AM)

To stop the system at 1:20 AM, enter the following command. Because 1:20 AM is the
next day, you must specify the absolute time.

user@host> request system halt at yymmddi120
request system halt at 120
Halt the system at 120? [yes,no] (no) yes

368 Copyright © 2016, Juniper Networks, Inc.



Chapter 26: Basic System Management Operational Commands

request system logout

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

request system logout

request system logout (pid pid | terminal terminal | user username)
<all>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Log out users from the router or switch and the configuration database. If a user held the
configure exclusive lock, this command clears the exclusive lock.

all—(Optional) Log out all sessions owned by a particular PID, terminal session, or user.
(On a TX Matrix or TX Matrix Plus router, this command is broadcast to all chassis.)

pid pid—Log out the user session using the specified management process identifier
(PID). The PID type must be management process.

terminal terminal—Log out the user for the specified terminal session.

user username—Log out the specified user.

configure

. Log a User Out of the Router

request system logout on page 369

When you enter this command, you are provided feedback on the status of your request.

user@host> request system logout user tammy all
Connection closed by foreign host.
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request system power-off

List of Syntax

Syntax

Syntax (EX Series
Switches)

Syntax (TX Matrix
Router)

Syntax (TX Matrix Plus

Router)

Syntax (MX Series
Router)

Syntax on page 370

Syntax (EX Series Switches) on page 370
Syntax (TX Matrix Router) on page 370
Syntax (TX Matrix Plus Router) on page 370
Syntax (MX Series Router) on page 370
Syntax (QFX Series) on page 371

o~~~ —

request system power-off
<both-routing-engines>
<other-routing-engine>
<at time>

<in minutes>

<media (compact-flash | disk | removable-compact-flash | usb) >

<message "text">

request system power-off
<all-members>

<at time>
<both-routing-engines>
<in minutes>

<local>

<media (external | internal) >
<member member-id>
<message "text">
<other-routing-engine>
<slice slice>

request system power-off

<all-chassis | all-lcc | lcc number | scc>
<both-routing-engines>
<other-routing-engine>

<at time>

<in minutes>

<media (compact-flash | disk)>
<message "text">

request system power-off

<all-chassis | all-lcc | lcc number | sfc number>
<both-routing-engines>
<other-routing-engine>

<at time>

<inminutes>

<media (compact-flash | disk) >

<message "text">

request system power-off
<all-members>

<at time>
<both-routing-engines>
<in minutes>

<local>
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<media (external | internal) >
<member member-id>
<message "text">
<other-routing-engine>

Syntax (QFX Series) request system power-off
<at time>
<in minutes>
<media (external | internal) >
<message "text">
<slice slice>

Release Information = Command introduced in Junos OS Release 8.0.
Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Power off the software.

o NOTE: Whenyou issue thiscommand on anindividual componentina QFabric
system, you will receive a warning that says “Hardware-based members will
halt, Virtual Junos Routing Engines will reboot.” If you want to halt only one
member, use the member option. You cannot issue this command from the

QFabric CLI.

0 NOTE: Forastandalone chassis (such as MX Series, PTX Series,and T Series
routers), the request to power off the system s applicable only to the Routing
Engines. When you request to power off both Routing Engines, all the FPCs
in the chassis shut down after approximately 10 minutes and the chassis fans
run at full speed. The FPCs shut down because they no longer have
communication with the Routing Engines and an Inter-Integrated Circuit (12C)
timeout occurred.

Options none—Power off the router or switch software immediately.

all-chassis—(Optional) (TX Matrix and TX Matrix Plus router only) Power off all Routing
Engines in the chassis.

all-lcc—(Optional) (TX Matrix and TX Matrix Plus router only) On a TX Matrix router,
power off all T640 routers (or line-card chassis) connected to the TX Matrix router.
On a TX Matrix Plus router, power off all T1600 routers (or line-card chassis)
connected to the TX Matrix Plus router.

all-members— (EX4200 switches and MX Series routers only) (Optional) Power off all
members of the Virtual Chassis configuration.
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at time—(Optional) Time at which to power off the software, specified in one of the
following ways:

. now—Power off the software immediately. This is the default.
« +minutes—Number of minutes from now to power off the software.

. yymmddhhmm—Absolute time at which to power off the software, specified as
year, month, day, hour, and minute.

« hh:mm—Absolute time on the current day at which to power off the software.

both-routing-engines—(Optional) Power off both Routing Engines at the same time.

in minutes—(Optional) Number of minutes from now to power off the software. This
option is an alias for the at +minutes option.

lcc number—(Optional) (TX Matrix and TX Matrix Plus router only) On a TX Matrix router,
power off a T640 router that is connected to the TX Matrix router. On a TX Matrix
Plus router, power off a specific router that is connected to the TX Matrix Plus router.

Replace number with the following values depending on the LCC configuration:
. Othrough 3, when T640 routers are connected to a TX Matrix router in a routing
matrix.

. 0O through 3, when T1600 routers are connected to a TX Matrix Plus router in a
routing matrix.

« Othrough 7, when T1600 routers are connected to a TX Matrix Plus router with 3D
SIBs in a routing matrix.

« 0,2, 4, 0r6,when T4000 routers are connected to a TX Matrix Plus router with
3D SIBs in a routing matrix.

local—(EX4200 switches and MX Series routers only) (Optional) Power off the local
Virtual Chassis member.

media (compact-flash | disk)—(Optional) Boot medium for the next boot.
media (external | internal)—(EX Series and QFX Series switches and MX Series routers

only) (Optional) Power off the boot media:

. external—Power off the external mass storage device.

. internal—Power off the internal flash device.

member member-id—(EX4200 switches and MX Series routers only) (Optional) Power
off the specified member of the Virtual Chassis configuration. For EX4200 switches,
replace member-id with a value from O through 9. For an MX Series Virtual Chassis,
replace member-id with a value of O or 1.

message "text"—(Optional) Message to display to all system users before powering off
the software.
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Additional Information

Required Privilege
Level

List of Sample Output
Output Fields

other-routing-engine—(Optional) Power off the other Routing Engine from which the
command isissued. For example, if you issue the command from the master Routing
Engine, the backup Routing Engine is halted. Similarly, if you issue the command
from the backup Routing Engine, the master Routing Engine is halted.

scc—(Optional) (TX Matrix router only) Power off only the master Routing Engine or the
backup Routing Engine on the TX Matrix router (or switch-card chassis). If you issue
the command from the master Routing Engine, the master SCC is powered off. If
you issue the command from the backup Routing Engine, the backup SCC is powered
off.

sfc number—(Optional) (TX Matrix Plus router only) Power off only the master Routing
Engine or the backup Routing Engine on the TX Matrix Plus router (or switch-fabric
chassis). If you issue the command from the master Routing Engine, the master SFC
is powered off. If you issue the command from the backup Routing Engine, the backup
SFC is powered off. Replace number with zero.

slice slice—(EX Series and QFX Series switches only) (Optional) Power off a partition on
the boot media. This option has the following suboptions:

« 1—Power off partition 1.
. 2—Power off partition 2.

. alternate—Reboot from the alternate partition.

On a routing matrix composed of a TX Matrix router and T640 routers, if you issue the
request system power-off command on the TX Matrix master Routing Engine, all the
master Routing Engines connected to the routing matrix are powered off. If you issue this
command on the backup Routing Engine, all the backup Routing Engines connected to
the routing matrix are powered off.

Likewise, on a routing matrix composed of a TX Matrix Plus router and T1600 routers, if
you issue the request system power-off command on the TX Matrix Plus master Routing
Engine, all the master Routing Engines connected to the routing matrix are powered off.
If you issue this command on the backup Routing Engine, all the backup Routing Engines
connected to the routing matrix are powered off.

If you issue the request system power-off both-routing-engines command on the TX Matrix
or TX Matrix Plus router, all the Routing Engines on the routing matrix are powered off.

maintenance

request system power-off on page 374

When you enter this command, you are provided feedback on the status of your request.
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Sample Output
request system power-off

user@host> request system power-off message “This router will be powered off in 30 minutes.
Please save your data and log out immediately.”

warning: This command will not halt the other routing-engine.

IT planning to switch off power, use the both-routing-engines option.

Power OFff the system ? [yes,no] (no) yes

*** FINAL System shutdown message from remote@nutmeg ***
System going down IMMEDIATELY

This router will be powered off in 30 minutes. Please save your data and log out
immediately.

Shutdown NOW!
[pid 5177]
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request system reboot

Syntax (QFX Series)

Release Information

Description

Options

request system reboot
<all <graceful>>

<at time>
<director-device name>
<director-group <graceful>>
<fabric <graceful>>
<fast-boot>

<in minutes>
<hypervisor>

<media >

<message “text”>
<node-group name>
<slice (1] 2| alternate) >

Command introduced in Junos OS Release 11.1 for the QFX Series.

Reboot the Junos OS.

o NOTE: Ona QFabric system, to avoid traffic loss on the network Node group,
switch mastership of the Routing Engine to the backup Routing Engine, and
then reboot.

Reboot requests are recorded in the system log files, which you can view with the show
log messages command. You can view the process names with the show system processes
command.

none—Reboots the software immediately.

all—(QFabric systems only) (Optional) Reboots the software on the Director group, fabric
control Routing Engines, fabric manager Routing Engines, Interconnect devices, and
network and server Node groups.

attime—(Optional) Time at which to reboot the software, specified in one of the following
ways:
« +minutes—Number of minutes from now to reboot the software.

. hh:mm—Absolute time on the current day at which to reboot the software, specified
in 24-hour time.

. now—Stop or reboot the software immediately. This is the default.

. yymmddhhmm—Absolute time at which to reboot the software, specified as year,
month, day, hour, and minute.

director-device name—(QFabric systems only) (Optional) Reboots the software on the
Director device and the default partition (QFabric CLI).

Copyright © 2016, Juniper Networks, Inc. 375



Junos OS Basics Feature Guide for QFX10000 Switches

director-group— (QFabric systems only) (Optional) Reboots the software on the Director
group and the default partition (QFabric CLI).

fabric—(QFabric systems only) (Optional) Reboots the fabric control Routing Engines
and the Interconnect devices.

fast-boot—(QFX5100 switches only) (Optional) Enable fast reboot.

graceful—(QFabric systems only) (Optional) Allows the QFabric component to reboot
with minimal impact to network traffic. This optionis only available for the all, fabric,
and director-group options.

in minutes— (Optional) Number of minutes from now to reboot the software. This option
is an alias for the at +minutes option.

hypervisor—(Optional)Reboot Junos OS, host OS, and any installed guest VMs.

media (external | internal)—(Optional) Boot medium for the next boot. The external
option reboots the switch using a software package stored on an external boot
source, such as a USB flash drive. The internal option reboots the switch using a
software package stored in an internal memory source.

message “text”—(Optional) Message to display to all system users before rebooting the
software.

node-group name— (QFabric systems only) (Optional) Reboots the software on a server
Node group or a network Node group.

routing-engine—(Optional) Reboot the Routing Engine.

slice (1] 2] alternate)—(Optional) Reboot using the specified partition on the boot media.
This option has the following suboptions:

0 NOTE: Theslice optionis not supported onthe QFX5100 switch, because
there is no alternate slice when Junos OS boots as a Virtual Machine
(VM). To switch to previous version of Junos OS, issue the request system
software rollback command.

. 1—Reboot from partition 1.
« 2—Reboot from partition 2.

. alternate—Reboot from the alternate partition, which is the partition that did not
boot the switch at the last bootup.

Required Privilege maintenance
Level

Related . clear system reboot on page 316

Documentation « Rebooting and Halting a Device on page 25
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Output Fields When you enter this commmand, you are provided feedback on the status of your request.

Sample Output
request system reboot
user@switch> request system reboot
Reboot the system ? [yes,no] (no)
request system reboot (At 2300)

user@switch> request system reboot at 2300 message ?Maintenance time!?
Reboot the system ? [yes,no] (no) yes

shutdown: [pid 186]
*** System shutdown message from root@berry.network.net ***
System going down at 23:00

request system reboot (In 2 Hours)

The following example, which assumes that the time is 5 PM (1700), illustrates three
different ways to request the system to reboot in 2 hours:

user@switch> request system reboot at +120
user@switch> request system reboot in 120
user@switch> request systemreboot at 19:00

request system reboot (Immediately)
user@switch> request system reboot at now

request system reboot (At 1:20 AM)

To reboot the system at 1:20 AM, enter the following command. Because 1:.20 AM is the
next day, you must specify the absolute time.

user@switch> request system reboot at 06060120
request system reboot at 120
Reboot the system at 120? [yes,no] (no) yes

request system reboot director-device

user@switch> request system reboot director-device Nodel
Issuing this command may interrupt traffic forwarding.
Continue? [yes,no] (no)

request system reboot director-group

user@switch> request system reboot director-group
Issuing this command may interrupt traffic forwarding.
Continue? [yes,no] (no)

request system reboot director-group graceful

user@switch> request system reboot director-group graceful
Issuing this command may interrupt traffic forwarding.
Continue? [yes,no] (no)
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request system storage cleanup

List of Syntax

Syntax

Syntax (EX Series
Switches)

Syntax (MX Series
Router)

Syntax (QFX Series)

Syntax (SRX Series)

Release Information

Description

Syntax on page 378

Syntax (EX Series Switches) on page 378
Syntax (MX Series Router) on page 378
Syntax (QFX Series) on page 378

Syntax (SRX Series) on page 378

request system storage cleanup <dry-run>

request system storage cleanup

<all-members>

<dry-run>

<local>

<member member-id>

<satellite [slot-id slot-id |device-alias alias-name]>

request system storage cleanup

<all-members>

<dry-run>

<local>

<member member-id>

<satellite [slot-id slot-id |device-alias alias-name]>

request system storage cleanup
<component (serial number | UUID | all)>
<director-group name>

<dry-run>

<infrastructure name>
<interconnect-device name>

<name-tag name-tag>

<node-group name>

<prune>

<gfabric (component name) | dry-run | name-tag | repository) >
<repository (core | log) >

request system storage cleanup
<dry-run>

Command introduced in Junos OS Release 7.4.

dry-run option introduced in Junos OS Release 7.6.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 9.2 for SRX Series.

Command introduced in Junos OS Release 11.1 for the QFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
satellite option introduced in Junos OS Release 14.2R3.

Free storage space on the router or switch by rotating log files and proposing a list of files
for deletion. User input is required for file deletion. On a QFabric system, you can delete
debug files located on individual devices or on the entire QFabric system.

378
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Options

Additional Information

all-members— (EX4200 switches and MX Series routers only) (Optional) Delete files on
the Virtual Chassis master Routing Engine only.

0 NOTE: To delete files on the other members of the Virtual Chassis
configuration, log in to each backup Routing Engine and delete the files
using the request system storage cleanup local command.

component (UUID | serial number | all)—(QFabric systems only) (Optional) Delete files
located on individual QFabric system devices or on the entire QFabric system.

director-group name—(QFabric systems only) (Optional) Delete files on the Director
group.

dry-run—(Optional) List files proposed for deletion (without deleting them).

infrastructure name—(QFabric systems only) (Optional) Delete files on the fabric control
Routing Engine and fabric manager Routing Engine.

interconnect-device name—(QFabric systems only) Optional) Delete files on the
Interconnect device.

local—(EX4200 switches and MX Series routers only) (Optional) Delete files on the local
Virtual Chassis member.

member member-id—(EX4200 switches and MX Series routers only) (Optional) Delete
files on the specified member of the Virtual Chassis configuration. For EX4200
switches, replace member-id with a value from O through 9. For an MX Series Virtual
Chassis, replace member-id with a value of O or 1.

name-tag name-tag—(QFabric systems only) (Optional) Delete debug files that match
a specific regular expression.

node-group name—(QFabric systems only) (Optional) Delete files on the Node group.

prune—(QFabric systems only) (Optional) Delete debug files located in either the core
or log debug repositories of a QFabric system device.

gfabric component name—(QFabric systems only) (Optional) Delete debug files located
in the debug repositories of a QFabric system device.

repository (core | log)—(QFabric systems only) (Optional) Specify the repository on the
OQFabric system device for which you want to delete debug files.

satellite [slot-id slot-id | device-alias alias-name]— (Junos Fusion only) (Optional) Specify
the satellite device in the Junos Fusion by FPC ID or device alias name for which you
want to delete debug files.

If logging is configured and being used, the dry-run option rotates the log files. In that
case, the output displays the message “Currently rotating log files, please wait.” If no
logging is currently under way, the output displays only a list of files to delete.
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Required Privilege maintenance
Level

List of Sample Output request system storage cleanup dry-run on page 381
request system storage cleanup on page 381
request system storage cleanup director-group (QFabric Systems) on page 381
request system storage cleanup infrastructure device-name (QFabric
Systems) on page 383
request system storage cleanup interconnect-device device-name (QFabric
Systems) on page 384
request system storage cleanup node-group group-name (QFabric Systems) on page 385
request system storage cleanup gfabric component device-name (QFabric
Systems) on page 386
request system storage cleanup gfabric component device-name repository core
(QFabric Systems) on page 386
request system storage cleanup gfabric component all (QFabric Systems) on page 387

Output Fields Table 21 on page 380 describes the output fields for the request system storage cleanup
command. Output fields are listed in the approximate order in which they appear.

Table 21: request system storage cleanup Output Fields

Field Name Field Description

List of files to delete: Shows list of files available for deletion.

Size Size of the core-dump file.

Date Last core-dump file modification date and time.

Name Name of the core-dump file.

Directory to delete: Shows list of directories available for deletion.

Repository scope: Repository where core-dump files and log files are stored. The

core-dump files are located in the core repository, and the log files
are located in the log repository. The default Repository scope is
shared since both the core and log repositories are shared by all of
the QFabric system devices.

Repository head: Name of the top-level repository location.
Repository name: Name of the repository: core or log.

Creating list of debug Shows location of files available for deletion.
artifacts to be removed

under:

List of debug artifactstobe  Shows list of files available for deletion.
removed under:
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Sample Output

request system storage cleanup dry-run

user@host> request system storage cleanup dry-run

Currently rotating log files, please wait.
This operation can take up to a minute.

List of files to delete:

11.4K
7245B
11.8K
39268
3962B
41468
4708B
7068B
13.7K

890B
65.8M
63.1M

request system storage cleanup

Size Date

Mar
Feb
Feb
Mar
Feb
Mar
Dec
Jan
Dec
Feb
Oct
Oct

8

5
22
16
22

8
21
16
27
22
26
26

15:00
15:00
13:00
13:57
12:47
12:20
11:39
18:00
22:00
17:22
09:10
09:13

Name
/var/log/messages.1.gz
/var/log/messages.3.9z
/var/log/messages.2.9z
/var/log/messages.0.gz
/var/log/sampled.l.gz
/var/log/sampled.0.gz
/var/log/sampled.2.gz
/var/log/messages.4.gz
/var/log/messages.5.9gz
/var/tmp/sampled.pkts

/var/sw/pkg/jinstall-7_4R1.7-export-signed.tgz
/var/sw/pkg/jbundle-7.4R1.7.tgz

user@host> request system storage cleanup
Currently rotating log files, please wait.
This operation can take up to a minute.

List of files to delete:

11.4K
7245B
11.8K
39268
11.6K
7254B
12.9K
3726B
3962B
4146B
4708B
7068B
13.7K

890B
65.8M
63.1M

Size Date

Mar
Feb
Feb
Mar
Mar
Feb
Feb
Mar
Feb
Mar
Dec
Jan
Dec
Feb
Oct
Oct

8
5
22
16
8
5
22
16
22
8
21
16
27
22
26
26

15:00
15:00
13:00
13:57
15:00
15:00
13:00
13:57
12:47
12:20
11:39
18:00
22:00
17:22
09:10
09:13

Delete these files ?

Name
/var/log/messages.1l.gz
/var/log/messages.3.9z
/var/log/messages.2.gz
/var/log/messages.0.gz
/var/log/messages.5.9z
/var/log/messages.6.9gz
/var/log/messages.8.9z
/var/log/messages.7.9z
/var/log/sampled.l.gz
/var/log/sampled.0.gz
/var/log/sampled.2.gz
/var/log/messages.4.gz
/var/log/messages.5.9gz
/var/tmp/sampled.pkts

/var/sw/pkg/jinstall-7_4R1.7-export-signed.tgz
/var/sw/pkg/jbundle-7.4R1.7.tgz

[yes,no] (yes)

request system storage cleanup director-group (QFabric Systems)

user@switch> request system storage cleanup director-group

List of files to delete:

4_.0K
4.0K
4.0K

Size Date

2011-11-07 05:16:29 /tmp/2064.sfcauth
2011-11-07 05:07:34 /tmp/30804.sfcauth
2011-11-07 04:13:41 /tmp/26792.sfcauth

Name
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4_.0K 2011-11-07 04:13:39 /tmp/26432.sfcauth
0 2011-11-07 07:45:40 /tmp/cluster_cleanup.log
1.3M 2011-11-07 07:39:11 /tmp/cn_monitor.20111107-052401.1og
4.0K 2011-11-07 07:36:29 /tmp/clustat.28019.1lo0g
4_0K 2011-11-07 07:36:29 /tmp/clustat_x.28019.1log
9.6M 2011-11-07 05:30:24 /tmp/sfc.2.log
4.0K 2011-11-07 05:28:11 /tmp/mgd-init.1320672491.1log
248K 2011-11-07 05:19:24 /tmp/cn_monitor.20111107-045111.log
.OK 2011-11-07 05:17:18 /tmp/clustat.3401.log
.0K  2011-11-07 05:17:18 /tmp/clustat_x.3401.log
.OK  2011-11-07 04:58:25 /tmp/mgd-init.1320670633.log
2011-11-07 04:54:01 /tmp/mysqgl_db_install_5.1.37_log
2011-11-07 04:52:08 /tmp/cn_send.log
2011-11-07 04:52:00 /tmp/init_ethO0.log
.0K 2011-11-07 04:49:35 /tmp/install_interfaces.sh.log
2011-11-07 04:48:15 /tmp/bootstrap.sh.log
2011-11-07 04:47:43 /tmp/bootstrap_cleanup.log
38M 2011-11-07 04:42:42 /tmp/cn_monitor.20111104-110308.1og
.0K  2011-11-07 04:38:47 /tmp/clustat.30913.log
.0K 2011-11-07 04:38:47 /tmp/clustat_x.30913.1log
.0OK  2011-11-07 04:38:03 /tmp/dcf_upgrade.sh.remove.log
.0K  2011-11-07 04:38:03 /tmp/peer_update.log
.0K 2011-11-07 04:38:02 /tmp/dcf_upgrade.log
.OK  2011-11-07 04:38:02 /tmp/perl_mark_upgrade.log
.0K  2011-11-07 04:13:42 /tmp/install_dcf rpm.log
.0K 2011-11-07 04:13:06 /tmp/00_cleanup.sh.1320667986.l1og
2011-11-07 04:13:06 /tmp/ccif_patch_4410_4450.sh.1320667986. log
.0K  2011-11-07 04:13:06 /tmp/dcf-tools.sh.1320667986.log
2011-11-07 04:13:06 /tmp/initial.sh.1320667986.1og
2011-11-07 04:13:06 /tmp/inventory.sh.1320667986.10og
.OK  2011-11-07 04:13:06 /tmp/qgf-db.sh.1320667986.10og
.OK  2011-11-07 04:13:06 /tmp/sfc.sh.1320667986.1og
.OK  2011-11-07 04:13:05 /tmp/jinstall-gfabric.log
.OK  2011-11-04 11:10:24 /tmp/mgd-init.1320430192.1log
.0K 2011-11-04 11:07:03 /tmp/mysql_dcf_db_install.log
.OK 2011-11-04 10:55:07 /tmp/ccif_patch_4410_4450.sh.1320429307.1og
.OK  2011-11-04 10:55:07 /tmp/initial.sh.1320429307.log
.0K 2011-11-04 10:55:07 /tmp/inventory.sh.1320429307.1log
.0K  2011-11-04 10:55:07 /tmp/sfc.sh.1320429307.log
.0K  2011-11-04 10:54:09 /tmp/ks-script-Ax0tz5.log
.OK  2011-11-07 04:13:06 /tmp//sfc.sh.1320667986.1og
.0OK  2011-11-04 10:55:07 /tmp//sfc.sh.1320429307.1og

A DO SMNOOOWPIMD
o
~

=
o)}

o o
~ X

ORADNOOPMOCODNMNOWMODMAPMNOODMNODMOOWIADMDDDDDIILN

Directory to delete:
45M 2011-11-08 10:57:43 /tmp/sfc-captures

List of files to delete:

Size Date Name
.0K 2011-11-08 05:47:47 /tmp/5713.sfcauth
.0K 2011-11-08 05:14:32 /tmp/14494._sfcauth
.0K  2011-11-08 05:11:47 /tmp/9978.sfcauth
.0K 2011-11-08 05:09:37 /tmp/6128.sfcauth
.0OK  2011-11-08 05:04:28 /tmp/29703.sfcauth
.0K  2011-11-07 11:59:10 /tmp/7811.sfcauth
.OK  2011-11-07 11:36:08 /tmp/32415.sfcauth
.0OK  2011-11-07 11:30:30 /tmp/22406.sfcauth
.OK  2011-11-07 11:24:37 /tmp/12131._sfcauth
.OK  2011-11-07 10:48:42 /tmp/12687.sfcauth
.0OK  2011-11-07 09:27:20 /tmp/31082.sfcauth
.OK  2011-11-07 07:33:58 /tmp/14633.sfcauth

A DDA DDDDIADLN
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.0K
-0K
.0K
.0K
-0K
.0K
.0K
824K
4.0K
4.0K
4.0K
4.0K

A DDDAMDADADN

-0K
.0K
.0K
-0K

.0K
-0K
160K
28M

4.0K
4.0K
4.0K
4.0K
12K

A DO DMOOIMD

o
~

-0K
.0K
.0K

.0K
-0K
.0K

-0K
.0K
.0K
-0K
.0K
.0K
-0K
.0K
.0K
-0K

OB DOOPMOMOONMNOOARADMMNOOSMIEMILELN

2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-05
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-07
2011-11-04
2011-11-04
2011-11-04
2011-11-04
2011-11-04
2011-11-04
2011-11-07
2011-11-04

05:08:
04:12:
04:12:
03:49:
01:32:
08:00:
07:57:
07:38:
07:36:
07:36:
07:35:
05:39:
05:19:
05:17:
05:17:
05:08:
05:04:
05:04:
05:02:
05:01:
05:00:
04:42:
04:38:
04:38:
04:38:
04:38:
04:38:
04:38:
04:38:
04:13:
04:11:
04:11:
04:11:
04:11:
04:11:
04:11:
04:11:
04:11:
04:11:
11:53:
11:06:
11:06:
11:06:
11:06:
11:05:
04:11:
11:06:

Directory to delete:

49M

2011-11-08

10:45:

25
29
27
17
23
17
50
37
30
30
47
54
25
20
20
07
57
52
38
19
47
27
49
49
05
05
05
04
04
42
57
57
57
57
57
56
56
56
33
12
17
17
17
17
19
57
17

20

/tmp/15447 .sfcauth

/tmp/26874 .sfcauth
/tmp/26713._sfcauth

/tmp/17691 .sfcauth

/tmp/5716 .sfcauth

/tmp/sfcsnmpd. log
/tmp/cluster_cleanup.log
/tmp/cn_monitor.20111107-053643.10g
/tmp/clustat._18399.log
/tmp/clustat_x.18399.1og
/tmp/command_lock. log
/tmp/mgd-init.1320673194.1og
/tmp/cn_monitor.20111107-050412.1og
/tmp/clustat.30115. log
/tmp/clustat_x.30115.log
/tmp/mgd-init.1320671241.log
/tmp/cn_send. log

/tmp/init_eth0.log
/tmp/install_interfaces.sh.log
/tmp/bootstrap.sh. log
/tmp/bootstrap_cleanup.log
/tmp/cn_monitor.20111104-112954 . 1og
/tmp/clustat.6780. log
/tmp/clustat_x.6780.log
/tmp/issue_event. log
/tmp/peer_upgrade_reboot. log
/tmp/primary_update. log
/tmp/dcf_upgrade.sh._remove. log
/tmp/peer_rexec_upgrade. log
/tmp/peer_install_dcf_rpm.log
/tmp/dcf-tools.sh.1320667917.1og
/tmp/initial .sh.1320667917. log
/tmp/inventory.sh.1320667917.1og
/tmp/qf-db.sh.1320667917.log
/tmp/sfc.sh.1320667917.1og
/tmp/00_cleanup.sh.1320667916. log
/tmp/ccif_patch_4410_4450.sh.1320667916.1og
/tmp/jinstall-gfabric.log
/tmp/dcf_upgrade. log
/tmp/mgd-init.1320432782.1og
/tmp/ccif_patch_4410_4450.sh.1320429977 . 1og
/tmp/initial .sh.1320429977.1og
/tmp/inventory.sh.1320429977 . 1og
/tmp/sfc.sh.1320429977.1og
/tmp/ks-script-_tnWeb. log
/tmp//sfc.sh.1320667917.1og
/tmp//sfc.sh.1320429977.1og

/tmp/sfc-captures

request system storage cleanup infrastructure device-name (QFabric Systems)

user@switch> request system storage cleanup infrastructure FC-0

re0:

List of files to delete:

Size Date

Name

139B Nov 8 19:03 /var/log/default-log-messages.0.gz
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5602B Nov 8 19:03 /var/log/messages.0.gz
28.4K Nov 8 10:15 /var/log/messages.1l.gz
35.2K Nov 7 13:45 /var/log/messages.2.9z
207B Nov 7 16:02 /var/log/wtmp.0.gz
27B Nov 7 12:14 /var/log/wtmp.l.gz
184.4M Nov 7 12:16
/var/sw/pkg/jinstall-dc-re-11.3120111104_1216 dc-builder-domestic-signed.tgz
124.0K Nov 7 15:59 /var/tmp/gres-tp/env.dat
OB Nov 7 12:57 /var/tmp/gres-tp/lock
155B Nov 7 16:02 /var/tmp/krt_gencfg_filter.txt
OB Nov 7 12:35 /var/tmp/last_ccift_update
1217B Nov 7 12:15 /var/tmp/loader.conf._preinstall
184.4M Nov 6 07:11 /var/tmp/mchassis-install._tgz
10.8M Nov 7 12:16

/var/tmp/preinstall/bootstrap-install-11.3120111104_1216_dc-builder.tar
57.4K Nov 7 12:16 /var/tmp/preinstall/configs-11.3120111104 1216 dc-builder.tgz

2598
734.3K

Nov 7 12:16 /var/tmp/preinstall/install.conf
Nov 4 13:46

/var/tmp/preinstall/jboot-dc-re-11.3120111104_1216_dc-builder.tgz

177.8M

Nov 7 12:16

/var/tmp/preinstall/jbundle-dc-re-11.3120111104_1216_dc-builder-domestic.tgz

124B
1217B
0B

Nov 7 12:15 /var/tmp/preinstall/metatags
Nov 7 12:16 /var/tmp/preinstall_boot_loader.conf
Nov 7 16:02 /var/tmp/rtsdb/if-rtsdb

request system storage cleanup interconnect-device device-name (QFabric Systems)

user@switch> request system storage cleanup interconnect IC-WSO001

rel:

List of

11B
128B
99658
15.8K
15.8K
15.7K
15.8K
15.7K
18.7K
17.6K
58.3K
20.3K
90B
57B
124 .0K
OB

0B
12.0K
132.0K
2688.0K
2048.0K
730B
155B
0B

re0:

files to delete:

Size Date Name

Nov 7 15:55 /var/jail/tmp/alarmd.ts

Nov 8 19:06 /var/log/default-log-messages.0.gz
Nov 8 19:06 /var/log/messages.0.9z

Nov 8 12:30 /var/log/messages.1l.gz

Nov 8 11:00 /var/log/messages.2.gz

Nov 8 07:30 /var/log/messages.3.9z

Nov 8 04:00 /var/log/messages.4.9z

Nov 8 00:30 /var/log/messages.5.gz

Nov 7 21:00 /var/log/messages.6.9z

Nov 7 19:00 /var/log/messages.7.9z

Nov 7 16:00 /var/log/messages.8.9z

Nov 7 15:15 /var/log/messages.9.9z

Nov 7 15:41 /var/log/wtmp.0.gz

Nov 7 12:41 /var/log/wtmp.l.gz

Nov 7 15:42 /var/tmp/gres-tp/env.dat

Nov 7 12:40 /var/tmp/gres-tp/lock

Nov 7 12:41 /var/tmp/if-rtsdb/env.Ick

Nov 7 15:41 /var/tmp/if-rtsdb/env.mem

Nov 7 15:55 /var/tmp/if-rtsdb/shm_usrl.mem
Nov 7 15:41 /var/tmp/if-rtsdb/shm_usr2._.mem
Nov 7 15:41 /var/tmp/if-rtsdb/trace.mem
Nov 7 19:57 /var/tmp/juniper.conf+.gz

Nov 7 15:53 /var/tmp/krt_gencfg_filter.txt
Nov 7 15:41 /var/tmp/rtsdb/if-rtsdb
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11B
121B
16.7K
22.2K
18.4K
21.6K
17.9K
19.4K
18.2K
20.4K
21.4K
21.0K
19.9K
203B
57B
124 0K
0B

0B
12.0K
132.0K
2688.0K
2048.0K
7278
155B
OB

files to delete:

Size Date
Nov 7 15:
Nov 8 19:
Nov 8 19:
Nov 8 17:
Nov 8 17:
Nov 8 16:
Nov 8 14:
Nov 8 13:
Nov 8 12:
Nov 8 11:
Nov 8 10:
Nov 8 09:
Nov 8 08:
Nov 8 15:
Nov 7 12:
Nov 7 15:
Nov 7 12:
Nov 7 12:
Nov 7 15:
Nov 7 15:
Nov 7 15:
Nov 7 15:
Nov 7 15:
Nov 7 15:
Nov 7 15:

55
06
06
45
00
00
30
30
30
30
15
00
13
36
41
42
40
41
41
55
41
41
54
55
41

Name
/var/jail/tmp/alarmd.ts

/var/log/default-log-messages.0.gz

/var/log/messages.0.gz
/var/log/messages.1l.gz
/var/log/messages.2.gz
/var/log/messages.3.9z
/var/log/messages.4.gz
/var/log/messages.5.gz
/var/log/messages.6.9z
/var/log/messages.7.9z
/var/log/messages.8.9gz
/var/log/messages.9.9z
/var/log/snmp-traps.0.gz
/var/log/wtmp.0.g9z
/var/log/wtmp.1.9z
/var/tmp/gres-tp/env.dat
/var/tmp/gres-tp/lock
/var/tmp/if-rtsdb/env. Ick
/var/tmp/if-rtsdb/env._mem
/var/tmp/if-rtsdb/shm_usrl._mem
/var/tmp/if-rtsdb/shm_usr2._mem
/var/tmp/if-rtsdb/trace.mem
/var/tmp/juniper.conf+.gz
/var/tmp/krt_gencfg_filter._txt
/var/tmp/rtsdb/if-rtsdb

request system storage cleanup node-group group-name (QFabric Systems)

user@switch> request system storage cleanup node-group NW-NG-0

BBAKO372:

List of files to delete:

126B
179B
22.9K
26.5K
20.5K
33.2K
35.5K
339B
58B

124 .0K
OB

0B
12.0K
2688.0K
132.0K
2048.0K
1082B
155B

0B

EE3093:

Size Date
Nov 8 19:
Nov 7 13:
Nov 8 19:
Nov 8 17:
Nov 8 13:
Nov 7 17:
Nov 7 15:
Nov 8 17:
Nov 7 12:
Nov 8 17:
Nov 7 12:
Nov 7 12:
Nov 8 17:
Nov 8 17:
Nov 8 17:
Nov 8 17:
Nov 8 17:
Nov 7 17:
Nov 8 17:

07
32
07
30
15
45
45
10
40
08
39
59
09
09
09
09
09
39
09

Name

/var/log/default-log-messages.0.9z

/var/log/install.0.gz
/var/log/messages.0.gz
/var/log/messages.1.gz
/var/log/messages.2.gz
/var/log/messages.3.9z
/var/log/messages.4.gz
/var/log/wtmp.0.gz
/var/log/wtmp.1.9z
/var/tmp/gres-tp/env.dat
/var/tmp/gres-tp/lock
/var/tmp/if-rtsdb/env. Ick
/var/tmp/if-rtsdb/env.mem
/var/tmp/if-rtsdb/shm_usrl.mem
/var/tmp/if-rtsdb/shm_usr2.mem
/var/tmp/if-rtsdb/trace.mem
/var/tmp/juniper.conf+.gz
/var/tmp/krt_gencfg_filter._txt
/var/tmp/rtsdb/if-rtsdb
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List of files to delete:

Size Date Name
11B Nov 8 17:33 /var/jail/tmp/alarmd.ts
119B Nov 8 19:08 /var/log/default-log-messages.0.gz
180B Nov 7 17:41 /var/log/install.0.gz
178B Nov 7 13:32 /var/log/install.1l.gz
2739B Nov 8 19:08 /var/log/messages.0.gz
29.8K Nov 8 18:45 /var/log/messages.1l.gz
31.8K Nov 8 17:15 /var/log/messages.2.9gz
20.6K Nov 8 16:00 /var/log/messages.3.9z
15.4K Nov 8 10:15 /var/log/messages.4.gz
15.4K Nov 8 02:15 /var/log/messages.5.gz
25.5K Nov 7 20:45 /var/log/messages.6.9z
48.0K Nov 7 17:45 /var/log/messages.7.9z
32_.8K Nov 7 13:45 /var/log/messages.8.9z
684B Nov 8 17:02 /var/log/wtmp.0.gz
58B Nov 7 12:40 /var/log/wtmp.l.gz
124_0K Nov 7 17:34 /var/tmp/gres-tp/env.dat
OB Nov 7 12:40 /var/tmp/gres-tp/lock
OB Nov 7 12:59 /var/tmp/if-rtsdb/env.lIck
12.0K Nov 7 17:39 /var/tmp/if-rtsdb/env.mem
2688.0K Nov 7 17:39 /var/tmp/if-rtsdb/shm_usrl._.mem
132.0K Nov 7 17:40 /var/tmp/if-rtsdb/shm_usr2.mem
2048.0K Nov 7 17:39 /var/tmp/if-rtsdb/trace.mem
155B Nov 7 17:40 /var/tmp/krt_gencfg_filter.txt
OB Nov 7 17:39 /var/tmp/rtsdb/if-rtsdb

request system storage cleanup gfabric component device-name (QFabric Systems)

user@switch> request system storage cleanup gfabric component AOOO1/YAQ197

Repository type: regular

Repository head: /pbstorage

Creating list of debug artifacts to be removed under:
/pbstorage/rdumps/A0001/YA0197

Removing debug artifacts ... (press control C to abort)

Removing /pbstorage/rdumps/A0001/YA0197/cosd.core.0.0.05162011123308.gz ... done
Removing /pbstorage/rdumps/A0001/YA0197/cosd.core.1.0.05162011123614.gz ... done
Removing /pbstorage/rdumps/A0001/YA0197/cosd.core.2.0.05162011123920.gz ... done
Removing /pbstorage/rdumps/A0001/YA0197/livekcore.05132011163930.gz ... done
Removing /pbstorage/rdumps/A0001/YA0197/tnetd.core.0.1057.05162011124500.9gz - ..
done

Removing /pbstorage/rdumps/A0001/YA0197/vmcore.05132011120528.gz ... done
Removing /pbstorage/rdumps/A0001/YA0197/vmcore.kz ... done

Creating list of debug artifacts to be removed under: /pbstorage/rlogs/A0001/YA0197
Removing debug artifacts ... (press control C to abort)

Removing /pbstorage/rlogs/A0001/YA0197/kdumpinfo.05132011120528 ... done
Removing /pbstorage/rlogs/A0001/YA0197/kernel _tarball.0.1039.05122011234415._tgz
... done

Removing /pbstorage/rlogs/A0001/YA0197/kernel .tarball.1.1039.05132011175544.tgz
... done

Removing /pbstorage/rlogs/A0001/YA0197/tnetd.tarball.0.1057.05162011175453.tgz
... done

request system storage cleanup gfabric component device-name repository core (QFabric Systems)

user@switch> request system storage cleanup qfabric component EE3093 repository core
Repository scope: shared
Repository head: /pbdata/export
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Repository name: core
Creating list of debug artifacts to be removed under: /pbdata/export/rdumps/EE3093
NOTE: core repository under /pbdata/export/rdumps/EE3093 empty

request system storage cleanup gfabric component all (QFabric Systems)

user@switch> request system storage cleanup gfabric component all

Repository scope: shared

Repository head: /pbdata/export

Creating list of debug artifacts to be removed under: /pbdata/export/rdumps
NOTE: core repository under /pbdata/export/rdumps/all empty

Creating list of debug artifacts to be removed under: /pbdata/export/rlogs

List of debug artifacts to clean up ... (press control C to abort)
/pbdata/export/rlogs/73747cd8-0710-11el-b6a4-00e081c5297e/instal 1-11072011125819. log
/pbdata/export/rlogs/77116¥18-0710-11el-a2a0-00e081c5297e/instal 1-11072011125819. log
/pbdata/export/rlogs/BBAK0O372/instal1-11072011121538. 1og
/pbdata/export/rlogs/BBAK0394/instal1-11072011121532. 1og
/pbdata/export/rlogs/EE3093/instal1-11072011121536. log
/pbdata/export/rlogs/WS001/YN5999/install-11072011121644. log
/pbdata/export/rlogs/WS001/YW3803/install-11072011122429. log
/pbdata/export/rlogs/cd78871a-0710-11e1-878e-00e081c5297e/instal 1-11072011125932. log
/pbdata/export/rlogs/dOafdale-0710-11el-ald0-00e081c5297e/instal 1-11072011125930. log
/pbdata/export/rlogs/dOafdale-0710-11el-ald0-00e081c5297e/instal 1-11072011133211. log
/pbdata/export/rlogs/dOafdale-0710-11el-ald0-00e081c5297e/instal 1-11072011155302. log
/pbdata/export/rlogs/d3lab7a6-0710-11el-ad1b-00e081c5297e/instal 1-11072011125931. log
/pbdata/export/rlogs/d4d0f254-0710-11e1-90c3-00e081c5297e/instal 1-11072011125932. 1og
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request system zeroize

Syntax

Release Information

Description

Options

request system zeroize
<media>
<local>

Command introduced before Junos OS Release 9.0.

Command introduced in Junos OS Release 11.2 for EX Series switches.
Option media added in Junos OS Release 11.4 for EX Series switches.
Command introduced in Junos OS Release 12.2 for MX Series routers.
Command introduced in Junos OS Release 12.3 for the QFX Series.

Option local added in Junos OS Release 14.1.

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

O NOTE: The media option is not available on the QFX Series.

Remove all configuration information on the Routing Engines and reset all key values. If
the device has dual Routing Engines, the command is broadcast to all Routing Engines
on the device. The command removes all data files, including customized configuration
and log files, by unlinking the files from their directories. The command removes all
user-created files from the system including all plain-text passwords, secrets, and private
keys for SSH, local encryption, local authentication, IPsec, RADIUS, TACACS+,and SNMP.

This command reboots the device and sets it to the factory default configuration. After
the reboot, you cannot access the device through the management Ethernet interface.
Log in through the console as root and start the Junos OS CLI by typing cli at the prompt.

0 NOTE: If you configure the commit synchronize statement at the [edit system]
hierarchy level and issue a commit in the master Routing Engine, the master
configuration is automatically synchronized with the backup. However, if the
backup Routing Engine is down when you issue the commit, the Junos OS
displays a warning and commits the candidate configuration in the master
Routing Engine. When the backup Routing Engine comes up, its configuration
will automatically be synchronized with the master. A newly inserted backup
Routing Engine automatically synchronizes its configuration with the master
Routing Engine configuration.

To completely erase user-created data so that it is unrecoverable, use the media option.

media— (Optional) In addition to removing all configuration and log files, causes memory
and the media to be scrubbed, removing all traces of any user-created files. Every
storage device attached to the system is scrubbed, including disks, flash drives,
removable USBs, and so on. The duration of the scrubbing process is dependent on
the size of the media being erased. As a result, the request system zeroize media
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Required Privilege
Level

Related
Documentation

List of Sample Output

Sample Output

request system zeroize

operation can take considerably more time than the request system zeroize operation.
However, the critical security parameters are all removed at the beginning of the
process.

local—(Optional) Remove all the configuration information and restore all the key values
on the active Routing Engine.

maintenance

. request system snapshot

« Reverting to the Default Factory Configuration for the EX Series Switch
- Reverting to the Rescue Configuration for the EX Series Switch

« Reverting to the Default Factory Configuration

« Reverting to the Rescue Configuration

. Reverting to the Default Factory Configuration by Using the request system zeroize
Command on page 28

request system zeroize on page 389
request system zeroize media on page 390

user@host> request system zeroize
warning: System will be rebooted and may not boot without configuration
Erase all data, including configuration and log files? [yes,no] (no) yes

01100 0 done

syncing disks... All buffers synced.
Uptime: 5d19h20m26s

recorded reboot as normal shutdown
Rebooting. ..

U-Boot 1.1.6 (Mar 11 2011 - 04:39:06)
Board: EX4200-24T 2.11

EPLD: Version 6.0 (0x85)
DRAM: Initializing (1024 MB)

FLASH: 8 MB
Firmware Version: --- 01.00.00 ---
USB: scanning bus for devices... 2 USB Device(s) found
scanning bus for storage devices... 1 Storage Device(s) found

ELF file is 32 bit
Consoles: U-Boot console

FreeBSD/PowerPC U-Boot bootstrap loader, Revision 2.4
(user@host, Fri Mar 11 03:03:36 UTC 2011)

Memory: 1024MB

bootsequencing is enabled
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bootsuccess is set

new boot device = diskOsl:

Loading /boot/defaults/loader.conf

/kernel data=0x915c84+0xal260 syms=[0x4+0x7cbd0+0x4+0xb1lc19]

Hit [Enter] to boot immediately, or space bar for command prompt.

Booting [/kernel]...

Kernel entry at 0x800000e0 ...

GDB: no debug ports present

KDB: debugger backends: ddb

KDB: current backend: ddb

Copyright (c) 1996-2011, Juniper Networks, Inc.

All rights reserved.

Copyright (c) 1992-2006 The FreeBSD Project.

Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994

The Regents of the University of California. All rights reserved.
JUNOS 11.1R1.8 #0: 2011-03-09 20:14:25 UTC
user@host:/volume/build/junos/11.1/release/11.1R1.8/0obj-powerpc/bsd/kernels/

JUNIPER-EX/kernel

Timecounter "decrementer" frequency 50000000 Hz quality O

cpuO: Freescale e500v2 core revision 2.2

cpuO: HIDO 80004080

request system zeroize media

user@host> request system zeroize media
warning: System will be rebooted and may not boot without configuration
Erase all data, including configuration and log files? [yes,no] (no) yes

warning: ipsec-key-management subsystem not running - not needed by configuration.
warning: zeroizing fpcO

{master:0}
root> Waiting (max 60 seconds) for system process “vnlru® to stop...done

Syncing disks, vnodes remaining...2 4 243 2 110 0 0 done

syncing disks... All buffers synced.
Uptime: 14m50s

recorded reboot as normal shutdown
Rebooting. ..

U-Boot 1.1.6 (Apr 21 2011 - 13:58:42)
Board: EX4200-48PX 1.1

EPLD: Version 8.0 (0x82)
DRAM: Initializing (512 MB)

FLASH: 8 MB
NAND: No NAND device found!!!
0 MiB
Firmware Version: --- 01.00.00 ---
USB: scanning bus for devices... 2 USB Device(s) found
scanning bus for storage devices... 1 Storage Device(s) found

ELF file is 32 bit
Consoles: U-Boot console

FreeBSD/PowerPC U-Boot bootstrap loader, Revision 2.2
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(user@pool27.device.net, Fri Feb 26 17:48:51 PST 2010)
Memory: 512MB

Loading /boot/defaults/loader.conf

/kernel data=0x9abfdc+0xb06e4 syms=[0x4+0x83b30+0x4+0xbd7c6]

Hit [Enter] to boot immediately, or space bar for command prompt.
Booting [/kernel] in 1 second... Booting [/kernel]...

Kernel entry at 0x800000e0 ...

GDB: no debug ports present

KDB: debugger backends: ddb

KDB: current backend: ddb

Copyright (c) 1996-2011, Juniper Networks, Inc.

All rights reserved.

Copyright (c) 1992-2006 The FreeBSD Project.

Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
The Regents of the University of California. All rights reserved.
JUNOS 11.4R1.2 #0: 2011-10-27 18:05:39 UTC

user@device.net:/volume/build/device/11.4/release/11.4R1.2/0bj/

bsd/kernels/JUNIPER-EX/kernel

can"t re-use a leaf (all_slot_serialid)!

Timecounter "decrementer" frequency 50000000 Hz quality O

cpuO: Freescale e500v2 core revision 2.2

cpuO: HIDO 80004080<EMCP,TBEN,EN_MAS7_UPDATE>

real memory = 511705088 (488 MB)

avail memory = 500260864 (477 MB)

ETHERNET SOCKET BRIDGE initialising

Initializing EXSERIES platform properties ...

Automatic reboot in progress...

Media check on da0O on ex platforms

** /dev/da0s2a

FILE SYSTEM CLEAN; SKIPPING CHECKS

clean, 20055 free (31 frags, 2503 blocks, 0.0% fragmentation)
zeroizing /dev/daOsla ...

zeroizing /dev/daOs3d ...
zeroizing /dev/da0Os3e ...
zeroizing /dev/daOs4d ...

zeroizing /dev/daOsde ...

syncing disks... All buffers synced.
Uptime: 3m40s
Rebooting. ..

U-Boot 1.1.6 (Apr 21 2011 - 13:58:42)
Board: EX4200-48PX 1.1

EPLD: Version 8.0 (0x82)
DRAM: Initializing (512 MB)

FLASH: 8 MB
NAND: No NAND device found!!!
0 MiB
Firmware Version: --- 01.00.00 ---
USB: scanning bus for devices... 2 USB Device(s) found
scanning bus for storage devices... 1 Storage Device(s) found
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ELF file is 32 bit
Consoles: U-Boot console

FreeBSD/PowerPC U-Boot bootstrap loader, Revision 2.2
(user@device.net, Fri Feb 26 17:48:51 PST 2010)

Memory: 512MB

Loading /boot/defaults/loader.conf

/kernel data=0x9abfdc+0xb06e4 syms=[0x4+0x83b30+0x4+0xbd7c6]

Hit [Enter] to boot immediately, or space bar for command prompt.

Booting [/kernel] in 1 second... Booting [/kernel]...

Kernel entry at 0x800000e0 ...

GDB: no debug ports present

KDB: debugger backends: ddb

KDB: current backend: ddb

Copyright (c) 1996-2011, Juniper Networks, Inc.

All rights reserved.

Copyright (c) 1992-2006 The FreeBSD Project.

Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994

The Regents of the University of California. All rights reserved.

JUNOS 11.4R1.2 #0: 2011-10-27 18:05:39 UTC
user@device.net:/volume/build/junos/11.4/release/11.4R1.2/0bj-powerpc/

bsd/kernels/JUNIPER-EX/kernel

can"t re-use a leaf (all_slot_serialid)!

Timecounter "decrementer"™ frequency 50000000 Hz quality O

cpuO: Freescale e500v2 core revision 2.2

cpuO: HIDO 80004080 <EMCP,TBEN,EN_MAS7_UPDATE>

real memory = 511705088 (488 MB)

avail memory = 500260864 (477 MB)

ETHERNET SOCKET BRIDGE initialising

Initializing EXSERIES platform properties ...

Automatic reboot in progress...

Media check on da0 on ex platforms

** /dev/daOsla

FILE SYSTEM CLEAN; SKIPPING CHECKS

clean, 20064 free (48 frags, 2502 blocks, 0.1% fragmentation)

zeroizing /dev/da0s2a ...

Creating initial configuration...mgd: error: Cannot open configuration file:

/config/juniper.conf

mgd: warning: activating factory configuration

mgd: commit complete

Mgd: ——— e

mgd: Please login as "root". No password is required.

mgd: To start Initial Setup, type "ezsetup” at the JUNOS prompt.

mgd: To start JUNOS CLI, type "cli® at the JUNOS prompt.

MO ——m o

Setting initial options: debugger_on_panic=NO debugger_on_break=NO.

Starting optional daemons: .

Doing initial network setup:

Amnesiac (ttyu0)
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restart

List of Syntax Syntax on page 393
Syntax (ACX Series Routers) on page 393
Syntax (EX Series Switches) on page 393
Syntax (MX Series Routers) on page 394
Syntax (QFX Series) on page 394
Syntax (Routing Matrix) on page 394
Syntax (TX Matrix Routers) on page 394
Syntax (TX Matrix Plus Routers) on page 395
Syntax (MX Series Routers) on page 395
Syntax (QFX Series) on page 395

o~~~ o~ o~~~

Syntax restart

<adaptive-services |ancpd-service | application-identification |audit-process |
auto-configuration |captive-portal-content-delivery |ce-l12tp-service |chassis-control |
class-of-service |clksyncd-service |database-replication|datapath-trace-service
|dhcp-service | diameter-service | disk-monitoring | dynamic-flow-capture |
ecc-error-logging | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall
|general-authentication-service | gracefully | iccp-service |idp-policy | immediately
linterface-control | ipsec-key-management | kernel-replication | [2-learning | l2cpd-service
| 12tp-service | 12tp-universal-edge | lacp | license-service |link-management
|local-policy-decision-function |[mac-validation |mib-process | mountd-service
|mpls-traceroute |[mspd | multicast-snooping |named-service | nfsd-service |
packet-triggered-subscribers |peer-selection-service |pgm | pic-services-logging | pki-service
|ppPp | PPP-service |pppoe | protected-system-domain-service |
redundancy-interface-process | remote-operations | root-system-domain-service | routing
<logical-system logical-system-name> | sampling | sbc-configuration-process | sdk-service
|service-deployment | services | snmp |soft |static-subscribers |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd |usb-control|
vrrp |[web-management>

<gracefully | immediately | soft>

Syntax (ACX Series restart

Routers) <adaptive-services |audit-process | auto-configuration | autoinstallation |chassis-control |
class-of-service |clksyncd-service |database-replication| dhcp-service | diameter-service
| disk-monitoring | dynamic-flow-capture | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall
|general-authentication-service | gracefully | immediately |interface-control |
ipsec-key-management | [2-learning | lacp |link-management |mib-process | mountd-service
|mpls-traceroute [mspd | named-service | nfsd-service | pgm | pki-service |ppp | pppoe |
redundancy-interface-process | remote-operations | routing | sampling | sdk-service
|secure-neighbor-discovery | service-deployment | services | snmp |soft |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd | vrrp>

Syntax (EX Series restart
Switches) <autoinstallation | chassis-control | class-of-service | database-replication | dhcp |
dhcp-service | diameter-service | dotlx-protocol | ethernet-link-fault-management |
ethernet-switching | event-processing | firewall | general-authentication-service |
interface-control | kernel-replication | [2-learning | lacp | license-service | link-management
| lldpd-service | mib-process | mountd-service | multicast-snooping | pgm |
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Syntax (MX Series
Routers)

Syntax (QFX Series)

Syntax (Routing
Matrix)

Syntax (TX Matrix
Routers)

redundancy-interface-process | remote-operations | routing | secure-neighbor-discovery
| service-deployment | sflow-service | snmp | vrrp | web-management>

restart

<adaptive-services | ancpd-service |application-identification|audit-process |
auto-configuration |captive-portal-content-delivery |ce-12tp-service |chassis-control |
class-of-service |clksyncd-service |database-replication| datapath-trace-service
|dhcp-service | diameter-service | disk-monitoring | dynamic-flow-capture |
ecc-error-logging | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall |
general-authentication-service | gracefully |iccp-service |idp-policy [immediately
linterface-control | ipsec-key-management | kernel-replication | [2-learning |[2cpd-service
|12tp-service | [2tp-universal-edge | lacp | license-service |link-management
|local-policy-decision-function |[mac-validation |mib-process | mountd-service
|mpls-traceroute |[mspd | multicast-snooping |named-service | nfsd-service |
packet-triggered-subscribers |peer-selection-service | pgm | pic-services-logging |
pki-service |ppp | ppp-service |pppoe | protected-system-domain-service |
redundancy-interface-process | remote-operations [root-system-domain-service | routing
|routing <logical-system logical-system-name> | sampling | sbc-configuration-process |
sdk-service |service-deployment |services | snmp |soft |static-subscribers |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd | usb-control|
vrrp |web-management>

<all-members>

<gracefully | immediately | soft>

<local>

<member member-id>

restart

<adaptive-services | audit-process | chassis-control | class-of-service | dialer-services |
diameter-service | dlsw | ethernet-connectivity | event-processing | fibre-channel | firewall
| general-authentication-service | igmp-host-services | interface-control |
ipsec-key-management | isdn-signaling | [2ald | [2-learning | 12tp-service | mib-process |
named-service | network-access-service | nstrace-process | pgm | ppp | pppoe |
redundancy-interface-process | remote-operations |logical-system-name> | routing |
sampling |secure-neighbor-discovery | service-deployment | snmp | usb-control |
web-management>

<gracefully | immediately | soft>

restart

<adaptive-services | audit-process | chassis-control | class-of-service | disk-monitoring |
dynamic-flow-capture | ecc-error-logging | event-processing | firewall | interface-control
| ipsec-key-management | kernel-replication | [2-learning | |2tp-service | lacp |
link-management | mib-process | pgm | pic-services-logging | ppp | pppoe |
redundancy-interface-process | remote-operations | routing <logical-system
logical-system-name> | sampling | service-deployment | snmp>

<all | all-lcc | lcc number>

<gracefully | immediately | soft>

restart

<adaptive-services | audit-process | chassis-control | class-of-service | dhcp-service |
diameter-service | disk-monitoring | dynamic-flow-capture | ecc-error-logging |
event-processing | firewall | interface-control | ipsec-key-management | kernel-replication
| 12-learning | I2tp-service | lacp | link-management | mib-process |pgm | pic-services-logging
| ppp | pppoe | redundancy-interface-process | remote-operations | routing <logical-system
logical-system-name> | sampling | service-deployment | snmp| statistics-service>
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<all-chassis | all-lcc | lcc number | scc>
<gracefully | immediately | soft>

Syntax (TX Matrix Plus restart
Routers) <adaptive-services | audit-process | chassis-control | class-of-service | dhcp-service |

diameter-service | disk-monitoring | dynamic-flow-capture | ecc-error-logging |
event-processing | firewall | interface-control | ipsec-key-management | kernel-replication
| 12-learning | [2tp-service | lacp | link-management | mib-process | pgm |
pic-services-logging | ppp | pppoe | redundancy-interface-process | remote-operations |
routing <logical-system logical-system-name> | sampling | service-deployment | snmp]|
statistics-service>

<all-chassis | all-lcc | all-sfc | lcc number | sfc number>

<gracefully | immediately | soft>

Syntax (MX Series restart
Routers) <adaptive-services | ancpd-service |application-identification|audit-process |

auto-configuration |captive-portal-content-delivery |ce-l12tp-service |chassis-control |
class-of-service |clksyncd-service |database-replication| datapath-trace-service
|dhcp-service | diameter-service | disk-monitoring | dynamic-flow-capture |
ecc-error-logging | ethernet-connectivity-fault-management
|ethernet-link-fault-management |event-processing | firewall |
general-authentication-service | gracefully |iccp-service |idp-policy [immediately
linterface-control | ipsec-key-management | kernel-replication | |12-learning |[l2cpd-service
|12tp-service | [2tp-universal-edge | lacp | license-service |link-management
|local-policy-decision-function |mac-validation |mib-process | mobile-ip |mountd-service
|mpls-traceroute |[mspd | multicast-snooping |named-service | nfsd-service |
packet-triggered-subscribers |peer-selection-service | pgcp-service | pgm |
pic-services-logging | pki-service |ppp | ppp-service |pppoe |
protected-system-domain-service | redundancy-interface-process | remote-operations
|root-system-domain-service | routing |routing <logical-system logical-system-name> |
sampling | sbc-configuration-process | sdk-service |service-deployment |services | services
pgcp gateway gateway-name |snmp |soft |static-subscribers |statistics-service|
subscriber-management | subscriber-management-helper | tunnel-oamd | usb-control|
vrrp |web-management >

<all-members>

<gracefully | immediately | soft>

<local>

<member member-id>

Syntax (QFX Series) restart

<adaptive-services | audit-process | chassis-control | class-of-service | dialer-services |
diameter-service | dlsw | ethernet-connectivity | event-processing | fibre-channel | firewall
| general-authentication-service | igmp-host-services | interface-control |
ipsec-key-management | isdn-signaling | [2ald | [2-learning | 12tp-service | mib-process |
named-service | network-access-service | nstrace-process | pgm | ppp | pppoe |
redundancy-interface-process | remote-operations |logical-system-name> | routing |
sampling |secure-neighbor-discovery | service-deployment | snmp | usb-control |
web-management>

<gracefully | immediately | soft>

Release Information = Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.
Command introduced in Junos OS Release 12.2 for ACX Series routers.
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Description

Options

Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.
Options added:

. dynamic-flow-capture in Junos OS Release 7.4.

« dlsw in Junos OS Release 7.5.

. event-processing in Junos OS Release 7.5.

« pppinJunos OS Release 7.5.

. l2ald in Junos OS Release 8.0.

« link-management in Release 8.0.

. pgcp-service in Junos OS Release 8.4.

. sbc-configuration-process in Junos OS Release 9.5.
. services pgcp gateway in Junos OS Release 9.6.

. sfc and all-sfc for the TX Matrix Router in Junos OS Release 9.6.

Restart a Junos OS process.

A CAUTION: Never restart a software process unless instructed to do so by a
customer support engineer. A restart might cause the router or switch to drop
calls and interrupt transmission, resulting in possible loss of data.

none—Same as gracefully.

adaptive-services—(Optional) Restart the configuration management process that
manages the configuration for stateful firewall, Network Address Translation (NAT),
intrusion detection services (IDS), and IP Security (IPsec) services on the Adaptive
Services PIC.

all-chassis—(TX Matrix and TX Matrix Plus routers only) (Optional) Restart the software
process on all chassis.

all-lcc—(TX Matrix and TX Matrix Plus routers only) (Optional) For a TX Matrix router,
restart the software process on all T640 routers connected to the TX Matrix router.
For a TX Matrix Plus router, restart the software process on all T1600 routers
connected to the TX Matrix Plus router.

all-members—(MX Series routers only) (Optional) Restart the software process for all
members of the Virtual Chassis configuration.

all-sfc—(TX Matrix Plus routers only) (Optional) For a TX Matrix Plus router, restart the
software processes for the TX Matrix Plus router (or switch-fabric chassis).

ancpd-service—(Optional) Restart the Access Node Control Protocol (ANCP) process,
which works with a special Internet Group Management Protocol (IGMP) session to
collect outgoing interface mapping events in a scalable manner.
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application-identification—(Optional) Restart the process that identifies an application
using intrusion detection and prevention (IDP) to allow or deny traffic based on
applications running on standard or nonstandard ports.

audit-process— (Optional) Restart the RADIUS accounting process that gathers statistical
data that can be used for general network monitoring, analyzing, and tracking usage
patterns, for billing a user based on the amount of time or type of services accessed.

auto-configuration—(Optional) Restart the Interface Auto-Configuration process.

autoinstallation—(EX Series switches only) (Optional) Restart the autoinstallation
process.

captive-portal-content-delivery—(Optional) Restart the HTTP redirect service by specifying
the location to which a subscriber's initial Web browser session is redirected, enabling
initial provisioning and service selection for the subscriber.

ce-12tp-service—(M10, M10i, M7i, and MX Series routers only) (Optional) Restart the
Universal Edge Layer 2 Tunneling Protocol (L2TP) process, which establishes L2TP
tunnels and Point-to-Point Protocol (PPP) sessions through L2TP tunnels.

chassis-control—(Optional) Restart the chassis management process.

class-of-service—(Optional) Restart the class-of-service (CoS) process, which controls
the router's or switch’s CoS configuration.

clksyncd-service—(Optional) Restart the external clock synchronization process, which
uses synchronous Ethernet (SyncE).

database-replication—(EX Series switches and MX Series routers only) (Optional) Restart
the database replication process.

datapath-trace-service—(Optional) Restart the packet path tracing process.

dhcp—(EX Series switches only) (Optional) Restart the software process for a Dynamic
Host Configuration Protocol (DHCP) server. A DHCP server allocates network IP
addresses and delivers configuration settings to client hosts without user intervention.

dhcp-service—(Optional) Restart the Dynamic Host Configuration Protocol process.
dialer-services— (EX Series switches only) (Optional) Restart the ISDN dial-out process.
diameter-service—(Optional) Restart the diameter process.

disk-monitoring— (Optional) Restart disk monitoring, which checks the health of the hard
disk drive on the Routing Engine.

dlsw—(QFX Series only) (Optional) Restart the data link switching (DLSw) service.

dotIx-protocol—(EX Series switches only) (Optional) Restart the port-based network
access control process.

dynamic-flow-capture—(Optional) Restart the dynamic flow capture (DFC) process,
which controls DFC configurations on Monitoring Services Il PICs.
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ecc-error-logging— (Optional) Restart the error checking and correction (ECC) process,
which logs ECC parity errors in memory on the Routing Engine.

ethernet-connectivity-fault-management—(Optional) Restart the process that provides
|EEE 802.1ag Operation, Administration, and Management (OAM) connectivity fault
management (CFM) database information for CFM maintenance association end
points (MEPs) in a CFM session.

ethernet-link-fault-management— (EX Series switches and MX Series routers only)
(Optional) Restart the process that provides the OAM link fault management (LFM)
information for Ethernet interfaces.

ethernet-switching—(EX Series switches only) (Optional) Restart the Ethernet switching
process.

event-processing— (Optional) Restart the event process (eventd).
fibre-channel—(QFX Series only) (Optional) Restart the Fibre Channel process.

firewall—(Optional) Restart the firewall management process, which manages the
firewall configuration and enables accepting or rejecting packets that are transiting
an interface on a router or switch.

general-authentication-service—(EX Series switches and MX Series routers only)
(Optional) Restart the general authentication process.

gracefully—(Optional) Restart the software process.

iccp-service—(Optional) Restart the Inter-Chassis Communication Protocol (ICCP)
process.

idp-policy—(Optional) Restart the intrusion detection and prevention (IDP) protocol
process.

immediately—(Optional) Immediately restart the software process.

interface-control—(Optional) Restart the interface process, which controls the router's
or switch’s physical interface devices and logical interfaces.

ipsec-key-management—(Optional) Restart the IPsec key management process.

isdn-signaling—(QFX Series only) (Optional) Restart the ISDN signaling process, which
initiates ISDN connections.

kernel-replication—(Optional) Restart the kernel replication process, which replicates
the state of the backup Routing Engine when graceful Routing Engine switchover
(GRES) is configured.

12-learning—(Optional) Restart the Layer 2 address flooding and learning process.

l2cpd-service—(Optional) Restart the Layer 2 Control Protocol process, which enables
features such as Layer 2 protocol tunneling and nonstop bridging.
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12tp-service— (M10, M10i, M7i, and MX Series routers only) (Optional) Restart the Layer 2
Tunneling Protocol (L2TP) process, which sets up client services for establishing
Point-to-Point Protocol (PPP) tunnels across a network and negotiating Multilink
PPP if it is implemented.

|2tp-universal-edge—(MX Series routers only) (Optional) Restart the L2TP process, which
establishes L2TP tunnels and PPP sessions through L2TP tunnels.

lacp—(Optional) Restart the Link Aggregation Control Protocol (LACP) process. LACP
provides a standardized means for exchanging information between partner systems
on a link to allow their link aggregation control instances to reach agreement on the
identity of the LAG to which the link belongs, and then to move the link to that LAG,
and to enable the transmission and reception processes for the link to functionin
an orderly manner.

lccnumber—(TX Matrixand TX Matrix Plus routers only) (Optional) Fora TX Matrix router,
restart the software process for a specific T640 router that is connected to the TX
Matrix router. For a TX Matrix Plus router, restart the software process for a specific
router that is connected to the TX Matrix Plus router.

Replace number with the following values depending on the LCC configuration:

. 0through 3, when T640 routers are connected to a TX Matrix router in a routing
matrix.

. 0O through 3, when T1600 routers are connected to a TX Matrix Plus router in a
routing matrix.

« Othrough 7, when T1600 routers are connected to a TX Matrix Plus router with 3D
SIBs in a routing matrix.

« 0,2, 4,0r6,when T4000 routers are connected to a TX Matrix Plus router with
3D SIBs in a routing matrix.

license-service—(EX Series switches only) (Optional) Restart the feature license
management process.

link-management— (TX Matrix and TX Matrix Plus routers and EX Series switches only)
(Optional) Restart the Link Management Protocol (LMP) process, which establishes
and maintains LMP control channels.

lldpd-service—(EX Series switches only) (Optional) Restart the Link Layer Discovery
Protocol (LLDP) process.

local—(MX Series routers only) (Optional) Restart the software process for the local
Virtual Chassis member.

local-policy-decision-function— (Optional) Restart the process for the Local Policy
Decision Function, which regulates collection of statistics related to applications
and application groups and tracking of information about dynamic subscribers and
static interfaces.
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mac-validation— (Optional) Restart the Media Access Control (MAC) validation process,
which configures MAC address validation for subscriber interfaces created on demux
interfaces in dynamic profiles on MX Series routers.

member member-id—(MX Series routers only) (Optional) Restart the software process
for a specific member of the Virtual Chassis configuration. Replace member-id with
avalueofOorl.

mib-process—(Optional) Restart the Management Information Base (MIB) version |l
process, which provides the router's MIB Il agent.

mobile-ip—(Optional) Restart the Mobile IP process, which configures Junos OS Mobile
|P features.

mountd-service—(EX Series switches and MX Series routers only) (Optional) Restart the
service for NFS mount requests.

mpls-traceroute—(Optional) Restart the MPLS Periodic Traceroute process.
mspd—(Optional) Restart the Multiservice process.

multicast-snooping— (EX Series switches and MX Series routers only) (Optional) Restart
the multicast snooping process, which makes Layer 2 devices, such as VLAN switches,
aware of Layer 3 information, such as the media access control (MAC) addresses
of members of a multicast group.

named-service—(Optional) Restart the DNS Server process, which is used by a router or
a switch to resolve hostnames into addresses.

network-access-service—( QFX Series only) (Optional) Restart the network access
process, which provides the router's Challenge Handshake Authentication Protocol
(CHAP) authentication service.

nfsd-service—(Optional) Restart the Remote NFS Server process, which provides remote
file access for applications that need NFS-based transport.

packet-triggered-subscribers—(Optional) Restart the packet-triggered subscribers and
policy control (PTSP) process, which allows the application of policies to dynamic
subscribers that are controlled by a subscriber termination device.

peer-selection-service—(Optional) Restart the Peer Selection Service process.

pgcp-service—(Optional) Restart the pgcpd service process running on the Routing
Engine. This option does not restart pgcpd processes running on mobile station PICs.
To restart pgcpd processes running on mobile station PICs, use the services pgcp
gateway option.

pgm—(Optional) Restart the process that implements the Pragmatic General Multicast
(PGM) protocol for assisting in the reliable delivery of multicast packets.

pic-services-logging—(Optional) Restart the logging process for some PICs. With this
process, also known as fsad (the file system access daemon), PICs send special
logging information to the Routing Engine for archiving on the hard disk.

400
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pki-service—(Optional) Restart the PKI Service process.

ppp—(Optional) Restart the Point-to-Point Protocol (PPP) process, which is the
encapsulation protocol process for transporting IP traffic across point-to-point links.

ppp-service— (Optional) Restart the Universal edge PPP process, which is the
encapsulation protocol process for transporting IP traffic across universal edge
routers.

pppoe—(Optional) Restart the Point-to-Point Protocol over Ethernet (PPPoE) process,
which combines PPP that typically runs over broadband connections with the
Ethernet link-layer protocol that allows users to connect to a network of hosts over
a bridge or access concentrator.

protected-system-domain-service—(Optional) Restart the Protected System Domain
(PSD) process.

redundancy-interface-process—(Optional) Restart the ASP redundancy process.

remote-operations—(Optional) Restart the remote operations process, which provides
the ping and traceroute MIBs.

root-system-domain-service—(Optional) Restart the Root System Domain (RSD) service.

routing— (ACX Series routers, QFX Series, EX Series switches, and MX Series routers only)
(Optional) Restart the routing protocol process.

routing <logical-system logical-system-name>—(Optional) Restart the routing protocol
process, which controls the routing protocols that run on the router or switch and
maintains the routing tables. Optionally, restart the routing protocol process for the
specified logical system only.

sampling—(Optional) Restart the sampling process, which performs packet sampling
based on particular input interfaces and various fields in the packet header.

sbc-configuration-process—(Optional) Restart the session border controller (SBC) process
of the border signaling gateway (BSG).

scc—(TX Matrix routers only) (Optional) Restart the software process on the TX Matrix
router (or switch-card chassis).

sdk-service—(Optional) Restart the SDK Service process, which runs on the Routing
Engine and is responsible for communications between the SDK application and
Junos OS. Although the SDK Service process is present on the router, it is turned off
by default.

secure-neighbor-discovery—(QFX Series, EX Series switches, and MX Series routers only)
(Optional) Restart the secure Neighbor Discovery Protocol (NDP) process, which
provides support for protecting NDP messages.

sfc number—(TX Matrix Plus routers only) (Optional) Restart the software process on
the TX Matrix Plus router (or switch-fabric chassis). Replace number with 0.
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Required Privilege
Level

service-deployment—(Optional) Restart the service deployment process, which enables
Junos OS to work with the Session and Resource Control (SRC) software.

services— (Optional) Restart a service.

services pgcp gateway gateway-name—(Optional) Restart the pgcpd process for a specific
border gateway function (BGF) running on an MS-PIC. This option does not restart
the pgcpd process running on the Routing Engine. To restart the pgcpd process on
the Routing Engine, use the pgcp-service option.

sflow-service—(EX Series switches only) (Optional) Restart the flow sampling (sFlow
technology) process.

snmp—(Optional) Restart the SNMP process, which enables the monitoring of network
devices from a central location and provides the router's or switch’s SNMP master
agent.

soft—(Optional) Reread and reactivate the configuration without completely restarting
the software processes. For example, BGP peers stay up and the routing table stays
constant. Omitting this option results in a graceful restart of the software process.

static-subscribers—(Optional) Restart the static subscribers process, which associates
subscribers with statically configured interfaces and provides dynamic service
activation and activation for these subscribers.

statistics-service—(Optional) Restart the process that manages the Packet Forwarding
Engine statistics.

subscriber-management—(Optional) Restart the Subscriber Management process.

subscriber-management-helper— (Optional) Restart the Subscriber Management Helper
process.

tunnel-oamd—(Optional) Restart the Tunnel OAM process, which enables the Operations,
Administration, and Maintenance of Layer 2 tunneled networks. Layer 2 protocol
tunneling (L2PT) allows service providers to send Layer 2 protocol data units (PDUs)
across the provider’s cloud and deliver them to Juniper Networks EX Series Ethernet
Switches that are not part of the local broadcast domain.

usb-control—( MX Series routers) (Optional) Restart the USB control process.

vrrp—(ACX Series routers, EX Series switches, and MX Series routers only) (Optional)
Restart the Virtual Router Redundancy Protocol (VRRP) process, which enables
hosts on a LAN to make use of redundant routing platforms on that LAN without
requiring more than the static configuration of a single default route on the hosts.

web-management—(QFX Series, EX Series switches, and MX Series routers only)
(Optional) Restart the Web management process.

reset

402
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Related . Overview of Junos OS CLI Operational Mode Commands on page 42
Documentation

List of Sample Output restart interfaces on page 403

Output Fields When you enter this command, you are provided feedback on the status of your request.

Sample Output
restart interfaces

user@host> restart interfaces
interfaces process terminated
interfaces process restarted
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save

Syntax

QFX Series

Release Information

Description

Options

save filename
save (dhcp-snooping filename)

Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 11.1 for the QFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Save the configuration to an ASCII file. The contents of the current level of the statement
hierarchy (and below) are saved, along with the statement hierarchy containing it. This
allows a section of the configuration to be saved, while fully specifying the statement
hierarchy.

When saving a file to a remote system, the software uses the scp/ssh protocol.

filename—Name of the saved file. You can specify a filename in one of the following ways:

. filename—File in the user’s home directory (the current directory) on the local flash
drive.

. path/filename—File on the local flash drive.
. /var/filename or /var/path/filename—File on the local hard disk.

. afilename or a:path/filename—File on the local drive. The default pathis / (the root-level
directory). The removable media can be in MS-DOS or UNIX (UFS) format.

. hostname:/path/filename, hostname:filename, hostname:path/filename, or scp://
hostname/path/filename—File on an scp/ssh client. This form is not available in the
worldwide version of Junos OS. The default path is the user’'s home directory on the
remote system. You can also specify hostname as username@hostname.

. ftp://hostname/path/filename—File on an FTP server. You can also specify hostname
as username @hostname or username:password @hostname. The default path is the
user’s home directory. To specify an absolute path, the path must start with the string
%2F; for example, ftp://hostname/%o2Fpath/filename. To have the system prompt you
for the password, specify prompt in place of the password. If a password is required,
and you do not specify the password or prompt, an error message is displayed:

user@host> file copy ftp://username@ftp.hostname.net//filename
file copy ftp.hostname.net: Not logged in.
user@host> file copy ftp://username:prompt@ftphostname.net//filename

Password for username @ftp.hostname.net:

« http://hostname/path/filename—File on a Hypertext Transfer Protocol (HTTP) server.
You can also specify hostname as username@hostname or
username:password@hostname. If a password is required and you omit it, you are
prompted for it.

« reO:/path/filename or rel./path/filename—File on a local Routing Engine.

404
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Required Privilege configure—To enter configuration mode.
Level

Related . Deactivating and Reactivating Statements and Identifiers in a Junos OS Configuration
Documentation
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CLI Operational Commands

« showcli
« show cli authorization
» show cli directory

« show cli history
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Release Information

Description

Options

Required Privilege
Level

List of Sample Output
Output Fields

show cli
List of Syntax Syntax on page 408
Syntax (QFX Series and OCX Series) on page 408
Syntax showcli
Syntax (QFX Series  show cli
and OCX Series) <authorization>

<directory>
<history count>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Display configured CLI settings.

This command has no options.

view

show cli on page 409

Table 22 on page 408 lists the output fields for the show cli command. Output fields are
listed in the approximate order in which they appear.

Table 22: show cli Output Fields

Field Name Field Description

CLI complete-on-space

Capability to complete a partial command entry when you type a space or a tab: on or off.

CLI idle-timeout

Maximum time that an individual session can be idle before the user is logged out from the router or
switch. When this feature is enabled, the number of minutes is displayed. Otherwise, the state is
disabled.

CLI restart-on-upgrade

CLlis set to prompt you to restart the router or switch after upgrading the software: on or off.

CLI screen-length

Number of lines of text that the terminal screen displays.

CLI screen-width

Number of characters in a line on the terminal screen.

CLI terminal

Terminal type.

CLlis operating in

Mode: enhanced.

CLI timestamp

Date and time format for the timestamp. If the timestamp is not set, the state is disabled.

CLI working directory

Pathname of the working directory.

408
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Sample Output
show cli

user@host> show cli

CLI complete-on-space set to on

CLI idle-timeout disabled

CLI restart-on-upgrade set to on
CLI screen-length set to 47

CLI screen-width set to 132

CLI terminal is "vtl100"

CLI is operating in enhanced mode
CLI timestamp disabled

CLI working directory is "/var/tmp*
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show cli authorization

Syntax show cliauthorization

Release Information Command introduced before Junos OS Release 7.4.
Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Description Display the permissions for the current user.
Options This command has no options.

Required Privilege view
Level

List of Sample Output show cliauthorization on page 412

Output Fields Table 23 on page 410 lists the output fields for the show cliauthorization command. In the
table, all possible permissions are displayed and output fields are listed in alphabetical
order.

Table 23: show cli authorization Output Fields

Field Name Field Description

access Can view access configuration information.
access-control Can modify access configuration.

admin Can view user account information.
admin-control Can modify user account information.

clear Can clear learned network information.
configure Can enter configuration mode.

control Can modify any configuration.

edit Can edit configuration files.

field Reserved for field (debugging) support.
firewall Can view firewall configuration information.
firewall-control Can modify firewall configuration information.
floppy Can read from and write to removable media.
flow-tap Can view flow-tap configuration information.
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Table 23: show cli authorization Output Fields (continued)

Field Name Field Description

flow-tap-control Can configure flow-tap configuration information.
idp-profiler-operation Can configure Profiler data.

interface Can view interface configuration information.
interface-control Can modify interface configuration information.
maintenance Can perform system maintenance.

network Can access the network by entering the ping, ssh, telnet,

and traceroute commands.

pgcp-session-mirroring Can view Packet Gateway Control Protocol session
mirroring configuration.

pgcp-session-mirroring-control Can modify Packet Gateway Control Protocol session
mirroring configuration all-control.

reset Can reset or restart interfaces and system processes.
rollback Can roll back to previous configurations.

routing Can view routing configuration information.
routing-control Can modify routing configuration information.

secret Can view passwords and authentication keys in the

configuration.

secret-control Can modify passwords and authentication keys in the
configuration.

security Can view security configuration information.
security-control Can modify security configuration information.
shell Can start a local shell.

snmp Can view SNMP configuration information.
snmp-control Can modify SNMP configuration information.
system Can view system configuration information.
system-control Can modify system configuration information.
trace Can view trace file settings information.
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Sample Output

show cli authorization

Table 23: show cli authorization Output Fields (continued)

Field Name Field Description

trace-control Can modify trace file settings information.

view Can view current values and statistics.

view-configuration Can view all configuration information (not including
secrets).

user@host> show cli authorization
Current user: "remote” login: "user® class

Permissions:
admin -- Can view user accounts
admin-control-- Can modify user accounts
clear —-- Can clear learned network information
configure -- Can enter configuration mode
control -- Can modify any configuration
edit -- Can edit full files
field -- Special for field (debug) support
floppy -- Can read and write from the floppy
interface -- Can view interface configuration
interface-control-- Can modify interface configuration
network -- Can access the network
reset —-- Can reset/restart interfaces and daemons
routing -- Can view routing configuration
routing-control-- Can modify routing configuration
shell -- Can start a local shell
snmp -- Can view SNMP configuration
snmp-control-- Can modify SNMP configuration
system -- Can view system configuration
system-control-- Can modify system configuration
trace -- Can view trace file settings
trace-control-- Can modify trace file settings
view -- Can view current values and statistics
maintenance -- Can become the super-user
Firewall -- Can view firewall configuration
firewall-control-- Can modify firewall configuration
secret -- Can view secret configuration
secret-control-- Can modify secret configuration
rol Iback -- Can rollback to previous configurations
security -- Can view security configuration
security-control-- Can modify security configuration
access -- Can view access configuration

access-control-- Can modify access configuration
view-configuration-- Can view all configuration (not including secrets)
flow-tap -- Can view flow-tap configuration
flow-tap-control-- Can configure flow-tap service
Individual command authorization:
Allow regular expression: none
Deny regular expression: none
Allow configuration regular expression: none
Deny configuration regular expression: none

412
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show cli directory

Syntax

Release Information

Description
Options

Required Privilege
Level
List of Sample Output

Output Fields

Sample Output

show cli directory

show cli directory

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Display the current working directory.

This command has no options.

view

show cli directory on page 414

Table 24 on page 414 lists the output fields for the show cli directory command. Output
fields are listed in the approximate order in which they appear.

Table 24: show cli directory Output Fields

Field Name Field Description

Current directory Pathname of the current working directory.

user@host> show cli directory
Current directory: /var/tmp

414
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show cli history

Syntax

Release Information

Description

Options

Required Privilege
Level

List of Sample Output
Output Fields

Sample Output

show cli history

show cli history
<count>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Display a list of previous CLI commands.

none—Display all previous CLI commands.

count—(Optional) Maximum number of commands to display.
view

show cli history on page 415

Table 25 on page 415 lists the output fields for the show cli history command. Output
fields are listed in the approximate order in which they appear.

Table 25: show cli history Output Fields

Field Name Field Description

timestamp Time at which the command was entered.

command-syntax Command that was entered.

user@host> show cli history
11:14:14 -- show arp
11:22:10 -- show cli authorization
11:27:12 -- show cli history
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Licensing Operational Commands

« request system license add
« request system license delete
» request system license save

« show system license
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request system license add

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

request system license add (filename | terminal)

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 9.5 for SRX Series devices.
Command introduced in Junos OS Release 11.1 for the OFX Series.

Add a license key.

filename—License key from a file or URL. Specify the filename or the URL where the key
is located.

terminal—License key from the terminal.

maintenance

« Adding New Licenses (CLI Procedure) on page 103

request system license add on page 418

When you enter this command, you are provided feedback on the status of your request.

request system license add

user@host> request system license add terminal

E408408918 aeaqib gcsbja okbuge rcmxng vjocwf uxfsta
z5ufjb kdrmt6 57bimv 2f3ddp gqttcdn 627g4a
Jx4s5x hiri

E408408918: successfully added

add license complete (no errors)

418
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request system license delete

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

request system license delete ( license-identifier | license-identifier-list [ licenseid00]1
licenseid002 licenseid003 ]| all )

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.
Option license-identifier-list introduced in Junos OS Release 13.1.

Delete a license key. You can choose to delete one license at a time, all licenses at once,
or a list of license identifiers enclosed in brackets.

license-identifier—Text string that uniquely identifies a license key.

license-identifier-list [ licenseid0O0] licenseid002 licenseid003....]—Delete multiple license
identifiers as a list enclosed in brackets.

all—Delete all licenses on the device.

maintenance

« Deleting a License (CLI Procedure) on page 104
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request system license save

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

Sample Output

request system license save (filename | terminal)

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.
Command introduced in Junos OS Release 9.5 for SRX Series devices.

Save installed license keys to a file or URL.

filename—License key from a file or URL. Specify the filename or the URL where the key
is located.

terminal—License key from the terminal.

maintenance

« Saving License Keys on page 105

request system license save on page 420

When you enter this command, you are provided feedback on the status of your request.

request system license save

user@host> request system license save ftp://user@host/license.conf

420
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show system license

Syntax

Release Information

Description

Options

Required Privilege
Level

List of Sample Output

Output Fields

show system license
<installed | keys | usage>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

Command introduced in Junos OS Release 11.1 for the QFX Series.

Command introduced in Junos OS Release 13.3 for the MX104 3D Universal Edge Routers.

Display licenses and information about how they are used.

none—Display all license information.
installed—(Optional) Display installed licenses only.

keys— (Optional) Display a list of license keys. Use this information to verify that each
expected license key is present.

usage— (Optional) Display the state of licensed features.

maintenance

show system license on page 422

show system license installed on page 423

show system license keys on page 423

show system license usage on page 423

show system license (MX104 Routers) on page 423

show system license installed (MX104 Routers) on page 424
show system license keys (MX104 Routers) on page 424
show system license usage (MX104 Routers) on page 424
show system license (MX104 Routers) on page 424

show system license installed (MX104 Routers) on page 425
show system license keys (MX104 Routers) on page 425
show system license usage (MX104 Routers) on page 426
show system license (MX104 Routers) on page 426

show system license installed (MX104 Routers) on page 426
show system license keys (MX104 Routers) on page 427
show system license usage (MX104 Routers) on page 427
show system license (QFX Series) on page 427

show system license (QFX5110 Switch with Disaggregated Feature License) on page 427

Table 26 on page 422 lists the output fields for the show system license command. Output
fields are listed in the approximate order in which they appear.
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Table 26: show system license Output Fields

Field Name Field Description

Feature name

Name assigned to the configured feature. You use this information to verify that all the features for
which you installed licenses are present.

Licenses used

Number of licenses used by a router or switch. You use this information to verify that the number of
licenses used matches the number configured. If a licensed feature is configured, the feature is
considered used.

NOTE: InJunos OS Release 10.1 and later, the Licenses used column displays the actual usage count
based on the number of active sessions or connections as reported by the corresponding feature
daemons. This is applicable for scalable license-based features such as Subscriber Access
(scale-subscriber), L2TP (scale-12tp), Mobile IP (scale-mobile-ip), and so on.

Licenses installed

Information about the installed license key:

« License identifier—Identifier associated with a license key.

« State—State of the license key:valid or invalid. An invalid state indicates that the key was entered
incorrectly or is not valid for the specific device.

« License version—Version of a license. The version indicates how the license is validated, the type
of signature, and the signer of the license key.

« Software Serial Number—Serial number of the disaggregated software feature license. License
Management System (LMS) uses the software serial number, not the chassis ID, to generate a
disaggregated feature license.

« Customer ID—what is this exactly?

« Valid for device—Device that can use a license key.

« Group defined—Group membership of a device.

« Features—Feature associated with a license, such as data link switching (DLSw).

Licenses needed

Number of licenses required for features being used but not yet properly licensed.

Expiry

Amount of time left within the grace period before a license is required for a feature being used.

Sample Output

show system license

user@host> show system license

License usage:

Licenses Licenses Licenses Expiry

Feature name used installed needed

subscriber-accounting 2 2 0 permanent
subscriber-authentication 1 2 0 permanent
subscriber-address-assignment 2 2 0 permanent
subscriber-vlan 2 2 0 permanent
subscriber-ip 0 2 0 permanent
scale-subscriber 2 3 0 permanent
scale-12tp 4 5 0 permanent
scale-mobile-ip 1 2 0 permanent

Licenses installed:
License identifier: XXXXXXXXXX
License version: 2

422
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Features:

subscriber-accounting - Per Subscriber Radius Accounting
permanent

subscriber-authentication - Per Subscriber Radius Authentication
permanent

subscriber-address-assignment - Radius/SRC Address Pool Assignment
permanent

subscriber-vlan - Dynamic Auto-sensed Vlan
permanent

subscriber-ip - Dynamic and Static IP
permanent

show system license installed

user@host> show system license installed
License identifier: XXXXXXXXXX
License version: 2

Features:

subscriber-accounting - Per Subscriber Radius Accounting
permanent

subscriber-authentication - Per Subscriber Radius Authentication
permanent

subscriber-address-assignment - Radius/SRC Address Pool Assignment
permanent

subscriber-vlan - Dynamic Auto-sensed Vlan
permanent

subscriber-ip - Dynamic and Static IP
permanent

show system license keys

user@host> show system license keys

XXXXXXXXXX T XXXXXK XXXXXK XXXXXX XXXXXX XXXXXX XXXXXX
XXXXXX XXXXXX XXXXXXK XXXXXK XXXXXX  XXXXXX
XXXXXX XXXXXX XXX

show system license usage

user@host> show system license usage
License usage:

Licenses Licenses Licenses Expiry

Feature name used installed needed

subscriber-accounting 2 2 0 permanent
subscriber-authentication 1 2 0 permanent
subscriber-address-assignment 2 2 0 permanent
subscriber-vlan 2 2 0 permanent
subscriber-ip 0 2 0 permanent
scale-subscriber 2 3 0 permanent
scale-12tp 4 5 0 permanent
scale-mobile-ip 1 2 0 permanent

show system license (MX104 Routers)

In the following output, ports O and 1 are activated by installing the license to activate
the first two built-in ports.

user@host> show system license
License usage:

Licenses Licenses Licenses Expiry
Feature name used installed needed
scale-subscriber 0 1000 0 permanent
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scale-12tp 0 1000 0 permanent
scale-mobile-ip 0 1000 0 permanent
MX104-2x10Gig-port-0-1 0 1 0 permanent

Licenses installed:
License identifier: XXXXXXXXXX
License version: 2
Features:
MX104-2x10Gig-port-0-1 - MX104 2X10Gig Builtin Port(xe-2/0/0 & xe-2/0/1)
upgrade
permanent

show system license installed (MX104 Routers)

In the following output, ports O and 1 are activated by installing the license to activate
the first two built-in ports.

user@host > show system license installed
License identifier: XXXXXXXXXX
License version: 2
Features:
MX104-2x10Gig-port-0-1 - MX104 2X10Gig Builtin Port(xe-2/0/0 & xe-2/0/1)
upgrade
permanent

show system license keys (MX104 Routers)

In the following output, ports O and 1 are activated by installing the license to activate
the first two built-in ports.

user@host > show system license keys
XXXXXXXXXK T XXXXXX XXXXXK XXXXXXK XXXXXK XXXXXX XXXXXX

XXXXXX XXXXXX XXXXXX XXXXXX XXXXXX XXXXXX
XXXXXX XXXX

show system license usage (MX104 Routers)

In the following output, ports O and 1 are activated by installing the license to activate
the first two built-in ports.

user@host > show system license usage

Licenses Licenses Licenses Expiry
Feature name used installed needed
scale-subscriber 0 1000 0 permanent
scale-12tp 0 1000 0 permanent
scale-mobile-ip 0 1000 0 permanent
MX104-2x10Gig-port-0-1 0 1 0 permanent

show system license (MX104 Routers)

In the following output, ports 2 and 3 are activated by installing the license to activate
the next two built-in ports after installing the license to activate the first two built-in
ports.

user@host > show system license
License usage:

Licenses Licenses Licenses Expiry
Feature name used installed needed
scale-subscriber 0 1000 0 permanent
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scale-12tp 0 1000 0 permanent
scale-mobile-ip 0 1000 0 permanent
MX104-2x10Gig-port-0-1 0 1 0 permanent
MX104-2x10Gig-port-2-3 0 1 0 permanent
Licenses installed:
License identifier: XXXXXXXXXX
License version: 2
Features:
MX104-2x10Gig-port-0-1 - MX104 2X10Gig Builtin Port(xe-2/0/0 & xe-2/0/1)
upgrade
permanent
License identifier: XXXXXXXXXX
License version: 2
Features:
MX104-2x10Gig-port-2-3 - MX104 2X10Gig Builtin Port(xe-2/0/2 & xe-2/0/3)
upgrade
permanent

show system license installed (MX104 Routers)

In the following output, ports 2 and 3 are activated by installing the license to activate
the next two built-in ports after installing the license to activate the first two built-in
ports.

user@host > show system license installed
License identifier: XXXXXXXXXX
License version: 2
Features:
MX104-2x10Gig-port-0-1 - MX104 2X10Gig Builtin Port(xe-2/0/0 & xe-2/0/1)
upgrade
permanent

License identifier: XXXXXXXXXX
License version: 2
Features:
MX104-2x10Gig-port-2-3 - MX104 2X10Gig Builtin Port(xe-2/0/2 & xe-2/0/3)
upgrade
permanent

show system license keys (MX104 Routers)

In the following output, ports 2 and 3 are activated by installing the license to activate
the next two built-in ports after installing the license to activate the first two built-in
ports.

user@host > show system license keys

XXXXXXXXXX T XXXXXK XXXKXX XXXXXX XXXXXX XXXXXX XXXXXX
XXXXXX XXKXXX  XXXXXK XXXXXX  XXXXXX  XXXXXX
XXXXXX  XXXX

XXXXXXXXXX T XXXXXX XXXXXXK XXXXXXK XXXXXK XXXXXX XXXXXX
XXXXXX XXXXXX XXXXXX XXXXXX XXXXXX XXXXXX
XXXXXX  XXXX
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show system license usage (MX104 Routers)

In the following output, ports 2 and 3 are activated by installing the license to activate
the next two built-in ports after installing the license to activate the first two built-in
ports.

user@host > show system license usage

Licenses Licenses Licenses Expiry
Feature name used installed needed
scale-subscriber 0 1000 0 permanent
scale-12tp 0 1000 0 permanent
scale-mobile-ip 0 1000 0 permanent
MX104-2x10Gig-port-0-1 0 1 0 permanent
MX104-2x10Gig-port-2-3 0 1 0 permanent

show system license (MX104 Routers)

In the following output, ports 0,1,2, and 3 are activated by installing a single license key
to activate all four built-in ports.

user@host > show system license
License usage:

Licenses Licenses Licenses Expiry
Feature name used installed needed
scale-subscriber 0 1000 0 permanent
scale-12tp 0 1000 0 permanent
scale-mobile-ip 0 1000 0 permanent
MX104-2x10Gig-port-0-1 0 1 0 permanent
MX104-2x10Gig-port-2-3 0 1 0 permanent

Licenses installed:
License identifier: XXXXXXXXXX
License version: 2
Features:
MX104-2x10Gig-port-0-1 - MX104 2X10Gig Builtin Port(xe-2/0/0 & xe-2/0/1)
upgrade
permanent
MX104-2x10Gig-port-2-3 - MX104 2X10Gig Builtin Port(xe-2/0/2 & xe-2/0/3)
upgrade
permanent

show system license installed (MX104 Routers)

In the following output, ports 0,1,2, and 3 are activated by installing a single license key
to activate all four built-in ports.

user@host > show system license installed
License identifier: XXXXXXXXXX
License version: 2
Features:
MX104-2x10Gig-port-0-1 - MX104 2X10Gig Builtin Port(xe-2/0/0 & xe-2/0/1)
upgrade
permanent
MX104-2x10Gig-port-2-3 - MX104 2X10Gig Builtin Port(xe-2/0/2 & xe-2/0/3)
upgrade
permanent
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show system license keys (MX104 Routers)

In the following output, ports 0,1,2, and 3 are activated by installing a single license key
to activate all four built-in ports.

user@host > show system license keys
XXXXXXXXX XXXXXX XXXXXXK XXXXXXK XXXXXXK XXXXXX

XXXXXX XXXXXX XXXXXX XXXXXX XXXXXX
XXXXXX XXXXXX X

show system license usage (MX104 Routers)

In the following output, ports 0,1,2, and 3 are activated by installing a single license key
to activate all four built-in ports.

user@host > show system license usage

Licenses Licenses Licenses Expiry
Feature name used installed needed
scale-subscriber 0 1000 0 permanent
scale-12tp 0 1000 0 permanent
scale-mobile-ip 0 1000 0 permanent
MX104-2x10Gig-port-0-1 0 1 0 permanent
MX104-2x10Gig-port-2-3 0 1 0 permanent
show system license (QFX Series)
user@switch> show system license
License usage:
Licenses Licenses Licenses Expiry
Feature name used installed needed
qfx-edge-fab 1 1 1 permanent
Licenses installed:
License identifier: JUN0S417988
License version: 1
Features:
qfx-edge-fab - QFX3000 Series QF/Node feature license
permanent
show system license (QFX5110 Switch with Disaggregated Feature License)
user@switch> show system license
License usage:
Licenses Licenses Licenses Expiry
Feature name used installed needed
bgp 0 1 0 2017-07-05
00:00:00 UTC
isis 0 1 0 2017-07-05
00:00:00 UTC
vxlan 0 1 0 2017-07-05
00:00:00 UTC
ovsdb 0 1 0 2017-07-05
00:00:00 UTC
jbs1 0 1 0 2017-07-02
00:00:00 UTC
upgradel 0 1 0 2017-07-05
00:00:00 UTC

Licenses installed:
License identifier: JUNOS797095
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License version: 4
Software Serial Number: 91730A00223925
Customer 1D: Juniper
Features:
JUNOS-BASE-SERVICES-CLASS-1 - QFX Junos Base Services license for Class 1 HW

date-based, 2016-07-01 00:00:00 UTC - 2017-07-02 00:00:00 UTC

License identifier: JUNOS797646

License version: 4

Software Serial Number: 91730A00224207

Customer 1D: Juniper

Features:

CLASS-1-JUNOS-BASE-ADVANCED-UPGRADE - Class 1 Junos Base to Advanced Services
Upgrade
date-based, 2016-07-04 00:00:00 UTC - 2017-07-05 00:00:00 UTC

{master:0}

428 Copyright © 2016, Juniper Networks, Inc.



CHAPTER 29

NTP Operational Commands

« show ntp associations

« show ntp status
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show ntp associations

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

show ntp associations
<no-resolve>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the OFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Display Network Time Protocol (NTP) peers and their state.

none—Display NTP peers and their state.

no-resolve—(Optional) Suppress symbolic addressing.

view

« show ntp status on page 432

show ntp associations on page 431

Table 27 on page 430 describes the output fields for the show ntp associations command.
Output fields are listed in the approximate order in which they appear.

Table 27: show ntp associations Output Fields

Field Name Field Description

remote Address or name of the remote NTP peer.
refid Reference identifier of the remote peer. If the reference identifier is not known, this field shows a value
of 0.0.0.0.
st Stratum of the remote peer.
t Type of peer: b (broadcast), | (local), m (multicast), or u (unicast).
when When the last packet from the peer was received.
poll Polling interval, in seconds.
reach Reachability register, in octal.
delay Current estimated delay of the peer, in milliseconds.
offset Current estimated offset of the peer, in milliseconds.
disp Current estimated dispersion of the peer, in milliseconds.
430 Copyright © 2016, Juniper Networks, Inc.



Chapter 29: NTP Operational Commands

Table 27: show ntp associations Output Fields (continued)

Field Name Field Description

peer-name Peer name and status of the peer in the clock selection process:

space—Discarded because of a high stratum value or failed sanity checks.
x—Designated "falseticker" by the intersection algorithm.

.—Culled from the end of the candidate list.

— —Discarded by the clustering algorithm.

+—Included in the final selection set.

#—Selected for synchronization, but the distance exceeds the maximum.
*—Selected for synchronization.

o—Selected for synchronization, but the packets-per-second (pps) signal is in use.

Sample Output

show ntp associations

user@host> show ntp associations
remote refid st t when poll reach delay offset disp

*ex.junipe hostl.univ.edu 2 u 43 64 377 1.86 0.319 0.08
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show ntp status

Syntax

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

List of Sample Output
Output Fields

show ntp status
<no-resolve>

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.
Command introduced in Junos OS Release 11.1 for the QFX Series.
Command introduced in Junos OS Release 14.1X53-D20 for the OCX Series.

Display the values of internal variables returned by Network Time Protocol (NTP) peers.

none—Display the values of internal variables returned by NTP peers.

no-resolve—(Optional) Suppress symbolic addressing.

view

« show ntp associations on page 430

show ntp status on page 433

Table 28 on page 432 describes the output fields for the show ntp status command. Output
fields are listed in the approximate order in which they appear.

Table 28: show ntp status Output Fields

Field Name Field Description

status System status word, a code representing the status items listed.

leap_none Indicates a normal synchronized state with no leap seconds imminent. Other options could be
leap_add_sec, leap_del_sec, or leap_alarm, indicating a leap second will be added, deleted, or a leap
second requirement is upcoming.

sync_ntp Indicates the current synchronization source, in this case, an NTP server. Other options include
sync_alarm and sync_unspec, both indicating that the router has not been synched.

X events Indicates the number of events that have occurred since that last code change. An event is often the

event_peer/strat_chg

receipt of an NTP polling message.

Describes the most recent event, in this case, the stratum of the peer server changed.

version A detailed description of the version of NTP being used.
processor Indicates the current hardware platform and version of the processor.
system Detailed description of the name and version of the operating system in use.
leap The number of leap seconds in use.
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Table 28: show ntp status Output Fields (continued)

Field Name Field Description

stratum The stratum of the peer server. Anything greater than 1is a secondary reference source, and the number
roughly represents the number of hops away from the stratum 1server.. Stratum 1is a primary reference,
such as an atomic clock.

precision The precision of the peer clock, how precisely the frequency and time can be maintained with this
particular timekeeping system.

rootdelay The total roundtrip delay to the primary reference source, in seconds.

rootdispersion

The maximum error relative to the primary reference source, in seconds.

peer An identification number of the peer in use.

refid Reference identifier of the remote peer. If the reference identifier is not known, this field shows a value
of 0.0.0.0.

reftime The local time, in timestamp format, when the local clock was last updated. If the local clock has
never been synchronized, the value is zero.

poll The NTP broadcast message polling interval, in seconds.

clock The current time on the local router clock.

state The current mode of NTP operation, where 1is symmetric active, 2 is symmetric passive, 3 is client, 4
is server, and 5 is broadcast.

offset Current estimated offset of the peer, in milliseconds. Indicates the time difference between the
reference clock and the local clock.

frequency The frequency of the clock.

jitter Indicates the magnitude of jitter, in milliseconds, between several time queries.

stability A measure of how well this clock can maintain a constant frequency.

Sample Output

show ntp status

user@host> show ntp status

assID=0 status=0544 leap_none, sync_local_proto, 4 events, event_peer/strat_chg,
version="ntpd 4.2.2p1@1.1570-0 Tue May 19 13:57:55 UTC 2009 (1)",
processor="x86_64", system="Linux/2.6.18-164.el5", leap=00, stratum=4,
precision=-10, rootdelay=0.000, rootdispersion=11.974, peer=59475,
refid=LOCAL(0),

reftime=d495c32c.0e7leaf2 Mon, Jan 7 2013 13:57:00.056, poll=10,
clock=d495c32c.cebd43bd Mon, Jan 7 2013 13:57:00.807, state=4,

offset=0.000, frequency=0.000, jitter=0.977, noise=0.977,

stability=0.000, tai=0
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PTP Operational Commana

« show ptp global-information
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show ptp global-information

Syntax show ptp global-information

Release Information Command introduced in Junos OS Release 14.1X53-D25 for the QFX Series.

Description  Show Precision Time Protocol (PTP)—related global information.
Options This command has no options.

Required Privilege view
Level

Related . Understanding Transparent Clocks in Precision Time Protocol on page 138

Documentation N . )
. Configuring Transparent Clock Mode for Precision Time Protocol on page 138

List of Sample Output show ptp global-information on page 436

Output Fields Table 29 on page 436 lists the output fields for the show ptp global-information command.
Output fields are listed in the approximate order in which they appear.

Table 29: show ptp global-information Output Fields

Field Name Field Description

PTP Global Configuration Displays if PTP is configured globally.
Transparent-clock-config Displays if transparent clock mode is enabled or disabled.
Transparent-clock-status Displays if transparent clock mode is active or inactive. If the mode is active, the switch is ready to

update the correction field in the PTP packets. If the mode is inactive, the switch is not ready to update
the correction field in the PTP packets.

Sample Output
show ptp global-information

user@switch> show ptp global-information
PTP Global Configuration:
Transparent-clock-config : ENABLED
Transparent-clock-status : ACTIVE
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Routine Monitoring Operational
Commands

« show chassis alarms

« show chassis beacon

« show chassis environment

» show chassis environment fpc

« show chassis environment pem
« show chassis environment routing-engine
« show chassis fabric errors

« show chassis fabric fpcs

» show chassis fabric plane-location
« show chassis fabric sibs

« show chassis fabric summary

« show chassis fabric topology

« show chassis fan

« show chassis firmware

« show chassis fpc

« show chassis hardware

« show chassis lcd

« show chassis led

« show chassis location

« show chassis mac-addresses

« show chassis pic

« show chassis routing-engine

« show chassis zones

« show host

« show log

« show subscribers
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show system alarms

show system audit

show system boot-messages
show system buffers

show system certificate

show system commit

show system configuration archival
show system configuration rescue
show system connections

show system core-dumps

show system directory-usage
show system processes

show system reboot

show system resource-cleanup processes

show system services service-deployment

show system software

show system statistics

show system storage

show system uptime

show system users

show system virtual-memory
show version

start shell

test configuration

traceroute

traceroute monitor
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show chassis alarms

List of Syntax

Syntax

Syntax (TX Matrix
Routers)

Syntax (TX Matrix Plus
Routers)

Syntax (MX Series
Routers)

Syntax (MX104,
MX2010, and MX2020
3D Universal Edge
Routers)

Syntax (QFX Series)

Syntax (OCX Series)

Syntax (PTX Series
Packet Transport
Routers)

Syntax (ACX Series
Universal Access
Routers)

Release Information

Syntax on page 439

Syntax (TX Matrix Routers) on page 439

Syntax (TX Matrix Plus Routers) on page 439

Syntax (MX Series Routers) on page 439

Syntax (MX104, MX2010, and MX2020 3D Universal Edge Routers) on page 439
Syntax (QFX Series) on page 439

Syntax (OCX Series) on page 439

Syntax (PTX Series Packet Transport Routers) on page 439

Syntax (ACX Series Universal Access Routers) on page 439

show chassis alarms

show chassis alarms
<lcc number | scc>

show chassis alarms
<lcc number | sfc number>

show chassis alarms
<all-members>
<local>

<member member-id>

show chassis alarms
<satellite [slot-id slot-id]>

show chassis alarms
<interconnect-device name>
<node-device name>

show chassis alarms

show chassis alarms
show chassis alarms

Command introduced before Junos OS Release 7.4.

Command introduced in Junos OS Release 9.0 for EX Series switches.

sfc option for the TX Matrix Plus router introduced in Junos OS Release 9.6.
Command introduced in Junos OS Release 11.1 for the OFX Series.

Command introduced in Junos OS Release 12.1 for the PTX Series Packet Transport
Routers.
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Description

Options

Command introduced in Junos OS Release 12.2 for th