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Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

• EX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the loadmerge or the load

merge relative command. These commands cause the software to merge the incoming

configuration into the current candidate configuration. The example does not become

active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple

hierarchies), the example is a full example. In this case, use the loadmerge command.
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If the example configuration does not start at the top level of the hierarchy, the example

is a snippet. In this case, use the loadmerge relative command. These procedures are

described in the following sections.

Merging a Full Example

Tomerge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a

text file, save the file with a name, and copy the file to a directory on your routing

platform.

For example, copy the following configuration toa file andname the file ex-script.conf.

Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;

}
}

}
interfaces {
fxp0 {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;

}
}

}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge configuration mode command:

[edit]
user@host# loadmerge /var/tmp/ex-script.conf
load complete

Merging a Snippet

Tomerge a snippet, follow these steps:

1. From the HTML or PDF version of themanual, copy a configuration snippet into a text

file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file

ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory

on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following

configuration mode command:
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[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the

loadmerge relative configuration mode command:

[edit system scripts]
user@host# loadmerge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CLI User Guide.

Documentation Conventions

Table 1 on page xvii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xvii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page of the Juniper Networks TechLibrary site

athttp://www.juniper.net/techpubs/index.html, simply click the stars to rate thecontent,

and use the pop-up form to provide us with information about your experience.

Alternately, you can use the online feedback form at

http://www.juniper.net/techpubs/feedback/.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/
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• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

http://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Overview

• Understanding How Firewall Filters Protect Your Network on page 3
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CHAPTER 1

Understanding How Firewall Filters
Protect Your Network

• Firewall Filters Overview on page 3

• Understanding How to Use Standard Firewall Filters on page 4

• Using the CLI Editor in Configuration Mode on page 5

• Stateless Firewall Filter Overview on page 7

• Stateless Firewall Filter Types on page 8

• Stateless Firewall Filter Components on page 9

• Stateless Firewall Filter Application Points on page 15

• How Standard Firewall Filters Evaluate Packets on page 18

• Guidelines for Configuring Firewall Filters on page 22

• Guidelines for Applying Standard Firewall Filters on page 27

• Supported Standards for Filtering on page 30

Firewall Filters Overview

Firewall filters provide ameans of protecting your router (and switch) from excessive

traffic transiting the router (and switch) to a network destination or destined for the

Routing Engine. Firewall filters that control local packets can also protect your router

(and switch) from external incidents.

You can configure a firewall filter to do the following:

• Restrict traffic destined for the Routing Engine based on its source, protocol, and

application.

• Limit the traffic rateofpacketsdestined for theRoutingEngine toprotectagainst flood,

or denial-of-service (DoS) attacks.

• Address special circumstances associated with fragmented packets destined for the

Routing Engine. Because the device evaluates every packet against a firewall filter

(including fragments), youmust configure the filter to accommodate fragments that

do not contain packet header information. Otherwise, the filter discards all but the first

fragment of a fragmented packet.
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Related
Documentation

Stateless Firewall Filter Types on page 8•

• Guidelines for Configuring Firewall Filters on page 22

• Guidelines for Applying Standard Firewall Filters on page 27

• Understanding How to Use Standard Firewall Filters on page 4

Understanding How to Use Standard Firewall Filters

This topic covers the following information:

• Using Standard Firewall Filters to Affect Local Packets on page 4

• Using Standard Firewall Filters to Affect Data Packets on page 5

Using Standard Firewall Filters to Affect Local Packets

On a router, you can configure one physical loopback interface, lo0, and one or more

addresses on the interface. The loopback interface is the interface to the Routing Engine,

which runs andmonitors all the control protocols. The loopback interface carries local

packets only. Standard firewall filters applied to the loopback interface affect the local

packets destined for or transmitted from the Routing Engine.

NOTE: When you create an additional loopback interface, it is important to
apply a filter to it so the Routing Engine is protected. We recommend that
whenyouapplya filter to the loopback interface, you include theapply-groups

statement.Doing soensures that the filter is automatically inheritedonevery
loopback interface, including lo0 and other loopback interfaces.

Trusted Sources

The typical use of a standard stateless firewall filter is to protect the Routing Engine

processes and resources frommalicious or untrusted packets. To protect the processes

and resources owned by the Routing Engine, you can use a standard stateless firewall

filter that specifies which protocols and services, or applications, are allowed to reach

the Routing Engine. Applying this type of filter to the loopback interface ensures that the

local packetsare froma trusted sourceandprotects theprocesses runningon theRouting

Engine from an external attack.

Flood Prevention

You can create standard stateless firewall filters that limit certain TCP and ICMP traffic

destined for the Routing Engine. A router without this kind of protection is vulnerable to

TCP and ICMP flood attacks, which are also called denial-of-service (DoS) attacks. For

example:

• A TCP flood attack of SYN packets initiating connection requests can overwhelm the

device until it can no longer process legitimate connection requests, resulting in denial

of service.
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• An ICMP flood can overload the device with somany echo requests (ping requests)

that it expends all its resources responding and can no longer process valid network

traffic, also resulting in denial of service.

Applying the appropriate firewall filters to the Routing Engine protects against these

types of attacks.

Using Standard Firewall Filters to Affect Data Packets

Standard firewall filters that you apply to your router’s transit interfaces evaluate only

the user data packets that transit the router from one interface directly to another as

they are being forwarded from a source to a destination. To protect the network as a

whole from unauthorized access and other threats at specific interfaces, you can apply

firewall filters router transit interfaces .

Related
Documentation

How Standard Firewall Filters Evaluate Packets on page 18•

• Guidelines for Configuring Firewall Filters on page 22

• Guidelines for Applying Standard Firewall Filters on page 27

Using the CLI Editor in ConfigurationMode

This topicdescribessomeof thebasiccommands that youmustuse toenter configuration

mode in the command-line interface (CLI) editor, navigate through the configuration

hierarchy, get help, and commit or revert the changes that youmake during the

configuration session.

ExampleCommand/StatementTask

Edit Your Configuration

user@host> configure

[edit]
user@host#

configureEnter configuration mode.

When you first log in to the device, the
device is in operational mode. Youmust
explicitly enter configuration mode.
When you do, the CLI prompt changes
fromuser@host> touser@host#and the
hierarchy level appears in square
brackets.

[edit]
user@host# edit security zones
security-zonemyzone

[edit security zones security-zone
myzone]

user@host#

edit hierarchy-level valueCreate a statement hierarchy.

You can use the edit command to
simultaneously create a hierarchy and
move to that new level in the hierarchy.
You cannot use the edit command to
change the value of identifiers.
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ExampleCommand/StatementTask

[edit]
user@host# set security zones
security-zonemyzone

[edit]
user@host#

set hierarchy-level valueCreate a statement hierarchy and set
identifier values.

The set command is similar to edit
except that your current level in the
hierarchy does not change.

Navigate the Hierarchy

[edit]
user@host# edit security zones

[edit security zones]
user@host#

edit hierarchy-levelNavigate down to an existing hierarchy
level.

[edit security zones]
user@host# up

[edit security]
user@host#

upNavigate up one level in the hierarchy.

[edit security zones]
user@host# top

[edit]
user@host#

topNavigate to the top of the hierarchy.

Commit or Revert Changes

[edit]
user@host# commit

commit complete

commitCommit your configuration.

[edit]
user@host# rollback

load complete

rollbackRoll back changes from the current
session.

Use the rollback command to revert all
changes from the current configuration
session. When you run the rollback
command before exiting your session or
committing changes, the software loads
the most recently committed
configuration onto the device. Youmust
enter the rollback statement at the edit
level in the hierarchy.

Exit ConfigurationMode

[edit]
user@host# commit and-quit

user@host>

commit and-quitCommit the configuration and exit
configuration mode.
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ExampleCommand/StatementTask

[edit]
user@host# exit

The configuration has been changed
but not committed

Exit with uncommitted changes?
[yes,no] (yes)

exitExit configuration mode without
committing your configuration.

Youmust navigate to the top of the
hierarchy using the up or top commands
before you can exit configuration mode.

Get Help

[edit ]
user@host# edit security zones ?

Possible completions:
<[Enter]> Execute this command
> functional-zone Functional zone
> security-zone Security zones
| Pipe through a command
[edit]

?Display a list of valid options for the
current hierarchy level.

Related
Documentation

Understanding Junos OS CLI Configuration Mode•

• Entering and Exiting the Junos OS CLI Configuration Mode

• Displaying the Current Junos OS Configuration

Stateless Firewall Filter Overview

This topic covers the following information:

• Packet Flow Control on page 7

• Stateless and Stateful Firewall Filters on page 8

• Purpose of Stateless Firewall Filters on page 8

Packet Flow Control

To influencewhichpackets are allowed to transit the systemand to apply special actions

to packets as necessary, you can configure stateless firewall filters. A stateless firewall

specifies a sequence of one ormore packet-filtering rules, called filter terms. A filter term

specifiesmatch conditions to use to determine amatch and actions to take on amatched

packet. A stateless firewall filter enables you to manipulate any packet of a particular

protocol family, including fragmentedpackets, basedonevaluationofLayer3andLayer4

header fields. You typically apply a stateless firewall filter to one or more interfaces that

have been configured with protocol family features. You can apply a stateless firewall

filter to an ingress interface, an egress interface, or both.

Data Packet Flow Control

To control the flow of data packets transiting the device as the packets are being

forwarded from a source to a destination, you can apply stateless firewall filters to the

input or output of the router’s or switch’s physical interfaces.
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To enforce a specified bandwidth andmaximum burst size for traffic sent or received on

an interface, youcanconfigurepolicers. Policers area specialized typeof stateless firewall

filter and a primary component of the Junos OS class-of-service (CoS).

Local Packet Flow Control

To control the flow of local packets between the physical interfaces and the Routing

Engine, you can apply stateless firewall filters to the input or output of the loopback

interface. The loopback interface (lo0) is the interface to the Routing Engine and carries

no data packets.

Stateless and Stateful Firewall Filters

A stateless firewall filter, also known as an access control list (ACL), does not statefully

inspect traffic. Instead, it evaluates packet contents statically and does not keep track

of the state of network connections. In contrast, a stateful firewall filter uses connection

state information derived from other applications and past communications in the data

flow tomake dynamic control decisions.

TheRouting Policies, Firewall Filters, and Traffic Policers Feature Guide for Routing Devices

describes stateless firewall filters.

Purpose of Stateless Firewall Filters

The basic purpose of a stateless firewall filter is to enhance security through the use of

packet filtering. Packet filtering enables you to inspect the components of incoming or

outgoing packets and then perform the actions you specify on packets that match the

criteria you specify. The typical use of a stateless firewall filter is to protect the Routing

Engine processes and resources frommalicious or untrusted packets.

Related
Documentation

Router Data Flow Overview•

• Stateless Firewall Filter Types on page 8

• Controlling Network Access Using Traffic Policing Overview

• Packet Flow Through the Junos OS CoS Process Overview

Stateless Firewall Filter Types

This topic covers the following information:

• Firewall Filters on page 8

• Service Filters on page 9

• Simple Filters on page 9

Firewall Filters

The Junos OS standard stateless firewall filters support a rich set of packet-matching

criteria that you can use to match on specific traffic and perform specific actions, such

as forwarding or dropping packets that match the criteria you specify. You can configure

firewall filters to protect the local router or to protect another device that is either directly
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or indirectly connected to the local router. For example, you can use the filters to restrict

the local packets that pass from the router’s physical interfaces to the Routing Engine.

Such filters are useful in protecting the IP services that run on the Routing Engine, such

as Telnet, SSH, and BGP, from denial-of-service attacks.

NOTE: If youconfigured targetedbroadcast for virtual routingand forwarding
(VRF) by including the forward-and-send-to-re statement, any firewall filter

that is configured on the Routing Engine loopback interface (lo0) cannot be

applied to the targeted broadcast packets that are forwarded to the Routing
Engine. This is because broadcast packets are forwarded as flood next hop
traffic andnot as local next hop traffic, and you canonly apply a firewall filter
to local next hop routes for traffic directed toward the Routing Engine.

Service Filters

A service filter defines packet-filtering (a set of match conditions and a set of actions)

for IPv4 or IPv6 traffic. You can apply a service filter to the inbound or outbound traffic

at anadaptive services interface toperformpacket filteringon traffic before it is accepted

for service processing. You can also apply a service filter to the traffic that is returning to

the services interface after service processing to perform postservice processing.

Service filters filter IPv4 and IPv6 traffic only and can be applied to logical interfaces on

Adaptive Services PICs, MultiServices PICs, and MultiServices DPCs only. Service filters

are not supported on Branch SRX devices.

Simple Filters

Simple filters are supported on Gigabit Ethernet intelligent queuing (IQ2) and Enhanced

Queuing Dense Port Concentrator (EQ DPC) interfaces only. Unlike standard filters,

simple filters support IPv4 traffic only and have a number of restrictions. For example,

you cannot configure a terminating action for a simple filter. Simple filters always accept

packets. Also, simple filters can be applied only as input filters. They are not supported

on outbound traffic. Simple filters are recommended for metropolitan Ethernet

applications.

Related
Documentation

Stateless Firewall Filter Overview on page 7•

• Stateless Firewall Filter Components on page 9

Stateless Firewall Filter Components

This topic covers the following information:

• Protocol Family on page 10

• Filter Type on page 10

• Terms on page 11
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• Match Conditions on page 12

• Actions on page 13

Protocol Family

Under the firewall statement, you can specify the protocol family for which you want to

filter traffic.

Table 3 on page 10 describes the firewall filter protocol families.

Table 3: Firewall Filter Protocol Families

CommentsConfiguration StatementType of Traffic to Be Filtered

All protocol families configured on a logical
interface.

family anyProtocol Independent

The family inet statement is optional for IPv4.family inetInternet Protocol version 4 (IPv4)

family inet6Internet Protocol version 6 (IPv6)

family mplsMPLS

Supports matching on IP addresses and ports,
up to five MPLS stacked labels.

family mplsMPLS-tagged IPv4

Supports matching on IP addresses and ports,
up to five MPLS stacked labels.

family mplsMPLS-tagged IPv6

family vplsVirtual private LAN service (VPLS)

family cccLayer 2 Circuit Cross-Connection

MX Series routers and EX Series switches only.family bridge (for MX Series
routers) and family
ethernet-switching (for EX
Series switches)

Layer 2 Bridging

Filter Type

Under the family family-name statement, you can specify the type and name of the filter

you want to configure.

Table 4 on page 11 describes the firewall filter types.
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Table 4: Filter Types

DescriptionConfiguration StatementFilter Type

Filters the following traffic types:

• Protocol independent

• IPv4

• IPv6

• MPLS

• MPLS-tagged IPv4

• MPLS-tagged IPv6

• VPLS

• Layer 2 CCC

• Layer 2 bridging (MX Series routers and EX Series switches only)

filter filter-nameStandard
Firewall Filter

Definespacket-filtering tobeapplied to ingressor egressbefore it is accepted
for service processing or applied to returning service traffic after service
processing has completed.

Filters the following traffic types:

• IPv4

• IPv6

Supported at logical interfaces configured on the following hardware only:

• Adaptive Services (AS) PICs on M Series and T Series routers

• Multiservices (MS) PICs on M Series and T Series routers

• Multiservices (MS) DPCs on MX Series routers (and EX Series switches)

service-filter
service-filter-name

Service Filter

Defines packet filtering to be applied to ingress traffic only.

Filters the following traffic type:

• IPv4

Supported at logical interfaces configured on the following hardware only:

• Gigabit Ethernet Intelligent Queuing (IQ2) PICs installed on M120, M320,
or T Series routers

• Enhanced Queuing Dense Port Concentrators (EQ DPCs) installed on
MX Series routers (and EX Series switches)

simple-filter
simple-filter-name

Simple Filter

Terms

Under the filter, service-filter, or simple-filter statement, youmust configure at least one

firewall filter term. A term is a named structure in which match conditions and actions

are defined. Within a firewall filter, you must configure a unique name for each term.

TIP: For each protocol family on an interface, you can apply nomore than
one filter in each direction. If you try to apply additional filters for the same
protocol family in the same direction, the last filter overwrites the previous
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filter. You can, however, apply filters from the same protocol family to the
input and output direction of the same interface.

All stateless firewall filters contain one or more terms, and each term consists of two

components—match conditions and actions. Thematch conditions define the values or

fields that the packet must contain to be considered amatch. If a packet is a match, the

corresponding action is taken. By default, a packet that does not match a firewall filter

is discarded.

If a packet arrives on an interface for which no firewall filter is applied for the incoming

traffic on that interface, the packet is accepted by default.

NOTE: Afirewall filterwitha largenumberof termscanadverselyaffectboth
the configuration commit time and the performance of the Routing Engine.

Additionally, you can configure a stateless firewall filter within the term of another filter.

This method enables you to add common terms to multiple filters without having to

modify all filter definitions. You can configure one filter with the desired common terms,

and configure this filter as a term in other filters. Consequently, tomake a change in these

common terms, you need to modify only one filter that contains the common terms,

instead of multiple filters.

Match Conditions

A firewall filter termmust contain at least one packet-filtering criteria, called amatch

condition, to specify the fieldor value thatapacketmust contain inorder tobeconsidered

amatch for the firewall filter term. For a match to occur, the packet must match all the

conditions in the term. If a packet matches a firewall filter term, the router (or switch)

takes the configured action on the packet.

If a firewall filter term containsmultiplematch conditions, a packetmustmeet allmatch

conditions to be considered amatch for the firewall filter term.

If a single match condition is configured with multiple values, such as a range of values,

a packet must match only one of the values to be considered amatch for the firewall

filter term.

The scope of match conditions you can specify in a firewall filter term depends on the

protocol family underwhich the firewall filter is configured. You can define variousmatch

conditions, including the IP source address field, IP destination address field, TCP or UDP

sourceport field, IP protocol field, InternetControlMessageProtocol (ICMP)packet type,

IP options, TCP flags, incoming logical or physical interface, and outgoing logical or

physical interface. These are pre-defined, or fixed, match conditions.

OnMXSeries 3DUniversal Edge RouterswithMPCs orMICs, it is possible to build flexible

match conditions for IPv4, IPv6, Layer 2 bridge, CCC, and VPLS protocol families. These

flexiblematch conditions allowa user to specify start location, byte offset,match length,

and other parameters within the packet.
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Each protocol family supports a different set of match conditions, and somematch

conditionsare supportedonlyoncertain routingdevices. For example, anumberofmatch

conditions forVPLS traffic are supportedonlyon theMXSeries3DUniversal EdgeRouters.

In the from statement in a firewall filter term, you specify characteristics that the packet

must have for the action in the subsequent then statement to be performed. The

characteristics are referred to asmatch conditions. The packetmustmatch all conditions

in the from statement for the action to be performed, which also means that the order

of the conditions in the from statement is not important.

If an individual match condition can specify a list of values (such asmultiple source and

destination addresses) or a range of numeric values, a match occurs if any of the values

matches the packet.

If a filter term does not specify match conditions, the term accepts all packets and the

actions specified in the term’s then statement are optional.

NOTE:

Someof thenumeric rangeandbit-fieldmatchconditionsallowyoutospecify
a text synonym. For a complete list of synonyms:

• If you are using the J-Web interface, select the synonym from the
appropriate list.

• If you are using the CLI, type a questionmark (?) after the from statement.

Actions

The actions specified in a firewall filter term define the actions to take for any packet

that matches the conditions specified in the term.

Actions that are configured within a single term are all taken on traffic that matches the

conditions configured.

BEST PRACTICE: We strongly recommend that you explicitly configure one
or more actions per firewall filter term. Any packet that matches all the
conditions of the term is automatically accepted unless the term specifies
other or additional actions.

Firewall filter actions fall into the following categories:

Filter-Terminating Actions

A filter-terminating action halts all evaluation of a firewall filter for a specific packet. The

router (or switch) performs the specified action, and no additional terms are examined.
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Nonterminating Actions

Nonterminating actions are used to perform other functions on a packet, such as

incrementing a counter, logging information about the packet header, sampling the

packet data, or sending information to a remote host using the system log functionality.

The presence of a nonterminating action, such as count, log, or syslog, without an explicit

terminatingaction, suchasaccept,discard, or reject, results in adefault terminatingaction

of accept. If you do not want the firewall filter action to terminate, use the next term

action after the nonterminating action.

In this example, term 2 is never evaluated, because term 1 has the implicit default accept
terminating action.

[edit firewall filter test]
term 1 {
from {
source-address {
0.0.0.0/0;

}
}
then {
log;
<accept> #By default if not specified

}
}
term 2 {
then {
reject;

}
}

In this example, term2 is evaluated, because term 1 has the explicit next term flowcontrol
action.

[edit firewall filter test]
term 1 {
from {
source-address {
0.0.0.0/0;

}
}
then {
log;
next term;

}
}
term 2 {
then {
reject;

}
}
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Flow Control Action

For standard stateless firewall filters only, the action next term enables the router (or

switch) to perform configured actions on the packet and then evaluate the following

term in the filter, rather than terminating the filter.

Amaximumof 1024 next term actions are supported per standard stateless firewall filter

configuration. If you configure a standard filter that exceeds this limit, your candidate

configuration results in a commit error.

Related
Documentation

Stateless Firewall Filter Types on page 8•

• Firewall Filter Flexible Match Conditions on page 34

• Inserting a New Identifier in a Junos OS Configuration in the CLI User Guide

Stateless Firewall Filter Application Points

After you define the firewall filter, you must apply it to an application point. These

application points include logical interfaces, physical interfaces, routing interfaces, and

routing instances.

In most cases, you can apply a firewall filter as an input filter or an output filter, or both

at the same time. Input filters take action on packets being received on the specified

interface, whereas output filters take action on packets that are transmitted through the

specified interface.

You typically apply one filter withmultiple terms to a single logical interface, to incoming

traffic, outbound traffic, or both. However, there are timeswhen youmight want to chain

together multiple firewall filters (with single or multiple terms) and apply them to an

interface. You use an input list to apply multiple firewall filters to the incoming traffic on

an interface. Youuse anoutput list to applymultiple firewall filters to the outbound traffic

on an interface. You can include up to 16 filters in an input list or an output list.

There is no limit to the number of filters and counters you can set, but there are some

practical considerations. More counters requiremore terms, and a large number of terms

can take a long time to process during a commit operation. However, filters with more

than 4000 terms and counters have been implemented successfully.

Table 5 on page 16 describes each point to which you can apply a firewall filter. For each

application point, the table describes the types of firewall filters supported at that point,

the router (or switch) hierarchy level at which the filter can be applied, and any

platform-specific limitations.
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Table 5: Stateless Firewall Filter Configuration and Application Summary

RestrictionsApplication PointFilter Type

Supported on the following routers:

• T Series routers

• M320 routers

• M7i routerswith theenhancedCFEB(CFEB-e)

• M10i routers with the enhanced CFEB-e

Also supported on the following Modular Port
Concentrators (MPCs) on MX Series routers:

• 10-Gigabit Ethernet MPC

• 60-Gigabit Ethernet Queuing MPC

• 60-Gigabit Ethernet Enhanced Queuing MPC

• 100-Gigabit Ethernet MPC

• Also supported on EX Series switches

Logical interface

Apply at the [edit interfaces

interface-nameunitunit-number family

inet] hierarchy level by including the

input filter-nameoroutput filter-name

statements:

filter {
input filter-name;
output filter-name;

}

NOTE: A filter configured with the
implicit inet protocol family cannot
be included in an input filter list or an
output filter list.

NOTE: On T4000 Type 5 FPCs, a
filter attached at the Layer 2
application point (that is, at the
logical interface level) is unable to
matchwith the forwarding class of a
packet that is set by a Layer 3
classifier such as DSCP, DSCP V6,
inet-precedence, andmpls-exp.

Stateless firewall filter

Configurebyincludingthefilterfilter-name

statement the [edit firewall]

hierarchy level:

filter filter-name;

NOTE: If you do not include the
family statement, the firewall filter
processes IPv4 traffic by default.

The protocol family bridge is supported only on
MX Series routers.

Protocol family on a logical
interface

Apply at the [edit interfaces

interface-nameunitunit-number family

family-name] hierarchy level by,

including the input, input-list, output,

or output-list statements:

filter {
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}

Stateless firewall filter

Configure at the [edit firewall family

family-name] hierarchy level by

including the following statement:

filter filter-name;

The family-name can be any of the
following protocol families:

• any

• bridge

• ethernet-switching

• ccc

• inet

• inet6

• mpls

• vpls

Routing Engine loopback interfaceStateless firewall filter
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Table 5: Stateless Firewall Filter Configuration and Application Summary (continued)

RestrictionsApplication PointFilter Type

Supported only on Adaptive Services (AS) and
Multiservices (MS) PICs.

Family inet or inet6 on a logical
interface

Apply at the [edit interfaces

interface-nameunitunit-number family

(inet | inet6)] hierarchy level by using

the service-set statement to apply a

service filter as an input or output

filter to a service set:

service {
input {
service-set service-set-name
service-filter filter-name;

}
output {
service-set service-set-name
service-filter filter-name;

}
}

Configure a service set at the [edit

services] hierarchy level by including

the following statement:

service-set service-set-name;

Service filter

Configure at the [edit firewall family

(inet | inet6)] hierarchy level by

including the following statement:

service-filter service-filter-name;

A postservice filter is applied to traffic returning
to the services interface after service processing.
The filter is applied only if a service set is
configured and selected.

Family inet or inet6 on a logical
interface

Apply at the [edit interfaces
interface-nameunitunit-number family
(inet | inet6)] hierarchy level by
including the post-service-filter
statement to apply a service filter as
an input filter:

service {
input {
post-service-filter filter-name;

}
}

Postservice filter

Configure at the [edit firewall family

(inet | inet6)] hierarchy level by

including the following statement:

service-filter service-filter-name;

Simple filters can only be applied as input filters.

Supported on the following platforms only:

• Gigabit Ethernet intelligentqueuing (IQ2)PICs
on the M120, M320, and T Series routers.

• Enhanced Queuing Dense Port Concentrators
(EQDPC)onMXSeries routers (andEXSeries
switches).

Family inet on a logical interface

Apply at the [edit interfaces

interface-nameunitunit-number family

inet] hierarchy level by including the

following statement:

simple-filter simple-filter-name;

Simple filter

Configure at the [edit firewall family

inet] hierarchy level by including the

following statement:

simple-filter filter-name
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Table 5: Stateless Firewall Filter Configuration and Application Summary (continued)

RestrictionsApplication PointFilter Type

Supported on MX Series routers and EX Series
switches only.

Family inet or inet6 on a logical
interface

Apply at the [edit interfaces

interface-nameunitunit-number family

(inet | inet6)] hierarchy level by

including the following statement:

rpf-check fail-filter filter-name

to apply the stateless firewall filter
as an RPF check filter.

rpf-check {
fail-filter filter-name;
mode loose;

}

Reverse packet forwarding (RPF)
check filter

Configuredat the [edit firewall family

(inet | inet6)] hierarchy level by

including the following statement:

filter filter-name;

Related
Documentation

Stateless Firewall Filter Components on page 9•

• Supported Standards for Filtering on page 30

HowStandard Firewall Filters Evaluate Packets

This topic covers the following information:

• Firewall Filter Packet Evaluation Overview on page 18

• Packet Evaluation at a Single Firewall Filter on page 19

• BestPractice: ExplicitlyAcceptAnyTrafficThat IsNotSpecificallyDiscardedonpage20

• Best Practice: Explicitly Reject Any Traffic That Is Not Specifically Accepted on page 21

• Multiple Firewall Filters Attached to a Single Interface on page 21

• Single Firewall Filter Attached to Multiple Interfaces on page 21

Firewall Filter Packet Evaluation Overview

The following sequence describes how the device evaluates a packet entering or exiting

an interface if the input or output traffic at a device interface is associatedwith a firewall

filter. Packet evaluation proceeds as follows:

1. The device evaluates the packet against the terms in the firewall filter sequentially,

beginning with the first term in the filter.

• If the packet matches all the conditions specified in a term, the device performs all

the actions specified in that term.

• If the packet does not match all the conditions specified in a term, the device

proceeds to the next term in the filter (if a subsequent term exists) and evaluates

the packet against that term.
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• If the packet does not match any term in the firewall filter, the device implicitly

discards the packet.

2. Unlike service filters and simple filters, firewall filters support the next term action,

which is neither a terminating action nor a nonterminating action but a flow control

action.

• If the matched term includes the next term action, the device continues evaluation

of the packet at the next termwithin the firewall filter.

• If thematched term does not include the next term action, evaluation of the packet

against the given firewall filter ends at this term. The device does not evaluate the

packet against any subsequent terms in this filter.

A maximum of 1024 next term actions are supported per firewall filter configuration.

If you configure a firewall filter that exceeds this limit, your candidate configuration

results in a commit error.

3. The device stops evaluating a packet against a given firewall filter when either the

packet matches a termwithout the next term action or the packet fails to match the

last term in the firewall filter.

4. If a local packet arrives at a router interface that is associated with an ingress firewall

filter, the filter evaluates the packet twice. The first evaluation occurs in the Packet

Forwarding Engine, which is the central processing element of the router's forwarding

plane, and the secondevaluation occurs in theRouting Engine,which runs the router's

control plane software.

NOTE: Local packets--chunks of data that are destined for or sent by the
router itself--usually contain routing protocol data, data for IP services
such as Telnet or SSH, and data for administrative protocols such as the
Internet Control Message Protocol (ICMP).

If the first evaluation of the firewall filtermodifies the incoming local packet or packet

context values, the second evaluation of the firewall filter is based on the updated

packet or packet context values.

For example, suppose that the filter includes amatch condition based on the

forwarding class or loss priority value associated with the packet and that the filter

includes an action thatmodifies the forwarding class or loss priority value associated

with the packet. If an ingress local packet arrives at an associated interface and the

filter evaluation in the Packet Forwarding Engine modifies (rather than drops) the

packet, then the filter evaluation in theRoutingEngine isbasedon themodifiedpacket

context (rather than the original packet context).

Packet Evaluation at a Single Firewall Filter

Table 6 on page 20 describes packet-filtering behaviors at a device interface associated

with a single firewall filter.
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Table 6: Packet Evaluation at a Single Firewall Filter

Subsequent ActionActionFirewall Filter Event

If the termactions include thenext term
action, thedevice continuesevaluation

The termmatches all packets by default,
and so the device performs the actions
specified by that term.

The firewall filter term does not specify
any match conditions.

of the packet against the next term
within the firewall filter (if a
subsequent term exists).

If the termactions include thenext term
action, thedevice continuesevaluation

Thedeviceperforms theactions specified
by that term.

The packet matches all conditions
specified by the firewall filter term.

of the packet against the next term
within the firewall filter (if a
subsequent term exists).

If the termactions include thenext term
action, thedevice continuesevaluation

The device implicitly accepts the packet.The packet matches all conditions
specified by the firewall filter term, but
the term does not specify any actions. of the packet against the next term

within the firewall filter (if a
subsequent term exists).

The device continues evaluation of the
packetagainst thenext termwithin the
filter (if a subsequent term exists).

The device does not perform the actions
specified by that term.

The packet does not match all
conditions specified by the firewall filter
term.

The device implicitly discards the packetThe packet does not match any term in
the filter

Every firewall filter configuration includes an implicit discard action at the end of

the filter. This implicit terminating action is equivalent to including the following

example term t_explicit_discard as the final term in the firewall filter:

term t_explicit_discard {
then discard;

}

Best Practice: Explicitly Accept Any Traffic That Is Not Specifically Discarded

Youmight want a firewall filter to accept any traffic that the filter does not specifically
discard. In this case, we recommend that you configure the firewall filter with a final term
that specifies the accept terminating action.

In the following example snippet, configuring the t_allow_all_else term as the final term
in the firewall filter explicitly configures the firewall filter to accept any traffic that the
filter did not specifically discard :

term t_allow_all_else {
then accept;

}

Following this best practice can simplify troubleshooting of the firewall filter.
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Best Practice: Explicitly Reject Any Traffic That Is Not Specifically Accepted

On the other hand, youmight want a firewall filter to reject any traffic that the firewall
filter does not specifically accept. In this case, we recommend that you configure the
firewall filter with a final term that specifies the reject terminating action.

In the following example snippet, configuring the t_deny_all_else term as the final term
in the firewall filter explicitly configures the firewall filter to reject any traffic that the filter
did not specifically accept:

term t_deny_all_else {
then reject;

}

Following this best practice can simplify troubleshooting of the firewall filter.

Multiple Firewall Filters Attached to a Single Interface

Onsupporteddevice interfaces, youcanattachmultiple firewall filters toasingle interface.

For more information, see “Understanding Multiple Firewall Filters Applied as a List” on

page 249.

NOTE: On supported interfaces, you can attach a protocol-independent
(family any) firewall filter and a protocol-specific (family inet or family inet6)

firewall filter to the same interface. The protocol-independent firewall filter
executes first. For more information, see “Guidelines for Applying Standard
Firewall Filters” on page 27.

Single Firewall Filter Attached toMultiple Interfaces

Onsupported interfaces, you canassociate a single firewall filterwithmultiple interfaces,

and Junos OS creates an interface-specific instance of that firewall filter for each

associated interface.

• Junos OS associates each interface-specific instantiation of a firewall filter with a

system-generated, interface-specific name.

• For any count actions in the filter terms, the Packet Forwarding Engine maintains

separate, interface-specific counters, and Junos OS associates each counter with a

system-generated, interface-specific name.

• For any policer actions in the filter terms, JunosOS creates separate, interface-specific

instances of the policer actions.

For more information, see Interface-Specific Firewall Filter Instances Overview.

Related
Documentation

Firewall Filter Match Conditions for Protocol-Independent Traffic on page 51•

• Firewall Filter Terminating Actions on page 101

• How Service Filters Evaluate Packets on page 284

• How Simple Filters Evaluate Packets on page 305
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• Guidelines for Configuring Firewall Filters on page 22

• Understanding How to Use Standard Firewall Filters on page 4

Guidelines for Configuring Firewall Filters

This topic covers the following information:

• Statement Hierarchy for Configuring Firewall Filters on page 22

• Firewall Filter Protocol Families on page 23

• Firewall Filter Names and Options on page 23

• Firewall Filter Terms on page 24

• Firewall Filter Match Conditions on page 24

• Firewall Filter Actions on page 26

Statement Hierarchy for Configuring Firewall Filters

Toconfigurea firewall filter, youcan include the following statements. For an IPv4 firewall
filter, the family inet statement is optional.

firewall {
family family-name {
filter filter-name {
accounting-profile name;
instance-shared;
interface-specific;
physical-interface-filter;
term term-name {
filter filter-name;

}
term term-name {
from {
match-conditions;
ip-version ip-version {
match-conditions;
protocol (tcp | udp) {
match conditions;

}
}

}
then {
actions;

}
}

}
}

}

You can include the firewall configuration at one of the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Copyright © 2016, Juniper Networks, Inc.22

Firewall Filters Feature Guide for EX9200 Switches



NOTE: For stateless firewall filtering, youmustallowtheoutput tunnel traffic
through the firewall filter applied to input traffic on the interface that is the
next-hop interface toward the tunnel destination. The firewall filter affects
only the packets exiting the router (or switch) by way of the tunnel.

Firewall Filter Protocol Families

A firewall filter configuration is specific to a particular protocol family. Under the firewall

statement, include one of the following statements to specify the protocol family for

which you want to filter traffic:

• family any—To filter protocol-independent traffic.

• family inet—To filter Internet Protocol version 4 (IPv4) traffic.

• family inet6—To filter Internet Protocol version 6 (IPv6) traffic.

• family mpls—To filter MPLS traffic.

• family vpls—To filter virtual private LAN service (VPLS) traffic.

• family ccc—To filter Layer 2 circuit cross-connection (CCC) traffic.

• family bridge—To filter Layer 2 bridging traffic for MX Series 3D Universal Edge Routers

only.

• family ethernet-switching—To filter Layer 2 (Ethernet) traffic.

The family family-name statement is required only to specify a protocol family other than

IPv4. To configure an IPv4 firewall filter, you can configure the filter at the [edit firewall]

hierarchy level without including the family inet statement, because the [edit firewall]

and [edit firewall family inet] hierarchy levels are equivalent.

NOTE: For bridge family filter, the ip-protocolmatch criteria is supported
only for IPv4 and not for IPv6. This is applicable for line cards that support
the Junos Trio chipset such as the MX 3DMPC line cards.

Firewall Filter Names and Options

Under the family family-name statement, you can include filter filter-name statements

to create and name firewall filters. The filter name can contain letters, numbers, and

hyphens (-) and be up to 64 characters long. To include spaces in the name, enclose the

entire name in quotation marks (“ ”).

At the [edit firewall family family-name filter filter-name] hierarchy level, the following

statements are optional:

• accounting-profile

• instance-shared (MX Series routers with Modular Port Concentrators (MPCS) only)
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• interface-specific

• physical-interface-filter

Firewall Filter Terms

Under the filter filter-name statement, you can include term term-name statements to

create and name filter terms.

• Youmust configure at least one term in a firewall filter.

• Youmust specify a unique name for each termwithin a firewall filter. The term name

can contain letters, numbers, and hyphens (-) and can be up to 64 characters long.

To include spaces in the name, enclose the entire name in quotation marks (“ ”).

• The order in which you specify terms within a firewall filter configuration is important.

Firewall filter terms are evaluated in the order in which they are configured. By default,

new terms are always added to the end of the existing filter. You can use the insert

configuration mode command to reorder the terms of a firewall filter.

At the [edit firewall family family-name filter filter-name term term-name] hierarchy level,

the filter filter-name statement is not valid in the same term as from or then statements.

When included at this hierarchy level, the filter filter-name statement is used to nest

firewall filters.

Firewall Filter Match Conditions

Firewall filter match conditions are specific to the type of traffic being filtered.

With the exception of MPLS-tagged IPv4 or IPv6 traffic, you specify the term’s match

conditionsunder the from statement. ForMPLS-tagged IPv4 traffic, youspecify the term’s

IPv4 address-specific match conditions under the ip-version ipv4 statement and the

term’s IPv4 port-specific match conditions under the protocol (tcp | udp) statement.

For MPLS-tagged IPv6 traffic, you specify the term’s IPv6 address-specific match

conditions under the ip-version ipv6 statement and the term’s IPv6 port-specific match

conditions under the protocol (tcp | udp) statement.

Table 7 on page 24 describes the types of traffic for which you can configure firewall

filters.

Table 7: Firewall Filter Match Conditions by Protocol Family

Hierarchy Level atWhich Match Conditions Are SpecifiedTraffic Type

[edit firewall family any filter filter-name term term-name]

For the complete list of match conditions, see “Firewall Filter Match Conditions for
Protocol-Independent Traffic” on page 51.

Protocol-independent

[edit firewall family inet filter filter-name term term-name]

For the complete list of match conditions, see “Firewall Filter Match Conditions for IPv4 Traffic” on
page 53.

IPv4
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Table 7: Firewall Filter Match Conditions by Protocol Family (continued)

Hierarchy Level atWhich Match Conditions Are SpecifiedTraffic Type

[edit firewall family inet6 filter filter-name term term-name]

For the complete list of match conditions, see “Firewall Filter Match Conditions for IPv6 Traffic” on
page 63.

IPv6

[edit firewall family mpls filter filter-name term term-name]

For the complete list of match conditions, see “Firewall Filter Match Conditions for MPLS Traffic”
on page 73.

MPLS

[edit firewall family mpls filter filter-name term term-name ip-version ipv4 ]

For the complete list of match conditions, see “Firewall Filter Match Conditions for MPLS-Tagged
IPv4 or IPv6 Traffic” on page 75.

IPv4 addresses
in MPLS flows

[edit firewall family mpls filter filter-name term term-name ip-version ipv4 protocol (tcp | udp)]

For the complete list of match conditions, see “Firewall Filter Match Conditions for MPLS-Tagged
IPv4 or IPv6 Traffic” on page 75.

IPv4ports inMPLS flows

[edit firewall family mpls filter filter-name term term-name ip-version ipv6 ]

For the complete list of match conditions, see “Firewall Filter Match Conditions for MPLS-Tagged
IPv4 or IPv6 Traffic” on page 75.

IPv6 addresses
in MPLS flows

[edit firewall family mpls filter filter-name term term-name ip-version ipv6 protocol (tcp | udp)]

For the complete list of match conditions, see “Firewall Filter Match Conditions for MPLS-Tagged
IPv4 or IPv6 Traffic” on page 75.

IPv6ports inMPLS flows

[edit firewall family vpls filter filter-name term term-name]

For the complete list of match conditions, see “Firewall Filter Match Conditions for VPLS Traffic”
on page 77.

VPLS

[edit firewall family ccc filter filter-name term term-name]

For the complete list of match conditions, see “Firewall Filter Match Conditions for Layer 2 CCC
Traffic” on page 88.

Layer 2 CCC

[edit firewall family bridge filter filter-name term term-name]

[edit firewall family ethernet-switching filter filter-name term term-name] (for EX Series switches
only)

For the complete list of match conditions, see “Firewall Filter Match Conditions for Layer 2 Bridging
Traffic” on page 92.

Layer 2 Bridging

(MX Series routers and
EX Series switches only)

If you specify an IPv6 address in amatch condition (the address, destination-address, or

source-addressmatch conditions), use the syntax for text representations described in

RFC4291, IPVersion6AddressingArchitecture. Formore informationabout IPv6addresses,

see IPv6 Overview and Supported IPv6 Standards.
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Firewall Filter Actions

Under the then statement for a firewall filter term, you can specify the actions tobe taken

on a packet that matches the term.

Table 8 on page 26 summarizes the types of actions you can specify in a firewall filter

term.

Table 8: Firewall Filter Action Categories

CommentDescriptionType of Action

See “Firewall Filter Terminating Actions” on
page 101.

Halts all evaluation of a firewall filter for a specific packet.
The router (or switch) performs the specified action, and
no additional terms are used to examine the packet.

You can specify only one terminating action in a firewall
filter term. You can, however, specify one terminating
action with one ormore nonterminating actions in a single
term. For example, within a term, you can specify accept
with count and syslog. Regardless of the number of terms
that contain terminating actions, once the system
processes a terminating action within a term, processing
of the entire firewall filter halts.

Terminating

All nonterminating actions include an implicit
accept action. This accept action is carried out
if no other terminating action is configured in
the same term.

See “Firewall Filter Nonterminating Actions” on
page 106.

Performs other functions on a packet (such as
incrementing a counter, logging information about the
packet header, sampling the packet data, or sending
information to a remote host using the system log
functionality), but any additional terms are used to
examine the packet.

Nonterminating

You cannot configure the next term action with
a terminating action in the same filter term.
However, youcanconfigure thenext termaction
withanothernonterminatingaction in thesame
filter term.

Amaximum of 1024 next term actions are
supported per standard firewall filter
configuration. If you configure a standard
firewall filter that exceeds this limit, your
candidate configuration results in a commit
error.

For standard firewall filters only, the next term action
directs the router (or switch) toperformconfiguredactions
on the packet and then, rather than terminate the filter,
use the next term in the filter to evaluate the packet. If the
next term action is included, the matching packet is
evaluated against the next term in the firewall filter.
Otherwise, the matching packet is not evaluated against
subsequent terms in the firewall filter.

For example, when you configure a termwith the
nonterminating action count, the term’s action changes
froman implicitdiscard toan implicitaccept. Thenext term
action forces thecontinuedevaluationof the firewall filter.

Flow control

Related
Documentation

Guidelines for Applying Standard Firewall Filters on page 27•

• Understanding How to Use Standard Firewall Filters on page 4
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Guidelines for Applying Standard Firewall Filters

This topic covers the following information:

• Applying Firewall Filters Overview on page 27

• Statement Hierarchy for Applying Firewall Filters on page 28

• Restrictions on Applying Firewall Filters on page 29

Applying Firewall Filters Overview

You can apply a standard firewall filter to a loopback interface on the router or to a

physical or logical interface on the router. Table 9 on page 27 summarizes the behavior

of firewall filters based on the point to which you attach the filter.

Table 9: Firewall Filter Behavior by Filter Attachment Point

Filter BehaviorFilter Attachment Point

The router’s loopback interface, lo0, is the interface to the Routing Engine and carries no data
packets. When you apply a firewall filter to the loopback interface, the filter evaluates the local
packets received or transmitted by the Routing Engine.

Loopback interface

When you apply a filter to a physical interface on the router or to a logical interface (or member
of an aggregated Ethernet bundle defined on the interface), the filter evaluates all data packet
that pass through that interface.

Physical interface or
logical interface

You can use the same firewall filter one or more times.

On M Series routers, except the M120 and M320 routers, if you apply a firewall filter to multiple
interfaces, the filter acts on the sum of traffic entering or exiting those interfaces.

On T Series, M120, M320, and MX Series routers, interfaces are distributed amongmultiple
packet-forwarding components. On these routers, you can configure firewall filters and service
filters that, when applied to multiple interfaces, act on the individual traffic streams entering or
exiting each interface, regardless of the sum of traffic on themultiple interfaces.

For more information, see Interface-Specific Firewall Filter Instances Overview.

Multiple interfaces
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Table 9: Firewall Filter Behavior by Filter Attachment Point (continued)

Filter BehaviorFilter Attachment Point

For interfaces hosted on the following hardware only, you can attach a protocol-independent
(family any) firewall filter and a protocol-specific (family inet or family inet6) firewall filter
simultaneously. The protocol-independent firewall executes first.

• ACX Series Universal Access Routers

• Flexible PIC Concentrators (FPCs) in M7i and M10i Multiservice Edge Routers

• Modular Interface Cards (MICs) and Modular Port Concentrators (MPCs) in MX Series 3D
Universal Edge Routers

• T Series Core Routers

NOTE:

Interfaces hosted on the following hardware do not support protocol-independent firewall filters:

• Forwarding Engine Boards (FEBs) in M120 routers

• Enhanced III FPCs in M320 routers

• FPC2 and FPC3modules in MX Series routers

• Dense Port Concentrators (DPCs) in MX Series routers

• PTX Series Packet Transport Routers

Single interface with
protocol-independent
and protocol-specific
firewall filters attached

Statement Hierarchy for Applying Firewall Filters

To apply a standard firewall filter to a logical interface, configure the filter statement for

the logical interface defined under either the [edit] or [edit logical-systems

logical-system-name] hierarchy level. Under the filter statement, you can include one or

more of the following statements: group group-number, input filter-name, input-list

filter-name, output filter-name, or output-list filter-name. The hierarchy level at which you

attach the filter statement dependson the filter type anddevice type youare configuring.

Protocol-Independent Firewall Filters onMX Series Routers

To apply a protocol-independent firewall filter to a logical interface on an MX Series
router, configure the filter statement directly under the logical unit:

interfaces {
interface-name {
unit logical-unit-number {
filter {
group group-number;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}
}

}
}
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All Other Firewall Filters on Logical Interfaces

To apply a standard firewall filter to a logical interface for all cases other than a
protocol-independent filter on an MX Series router, configure the filter statement under
the protocol family:

interfaces {
interface-name {
unit logical-unit-number {
family family-name {
...
filter {
group group-number;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}
}

}
}

}

Restrictions on Applying Firewall Filters

• Number of Input and Output Filters Per Logical Interface on page 29

• MPLS and Layer 2 CCC Firewall Filters in Lists on page 30

• Layer 2 CCC Firewall Filters on MX Series Routers and EX Series Switches on page 30

Number of Input and Output Filters Per Logical Interface

Input filters—Although you can use the same filter multiple times, you can apply only
one input filter or one input filter list to an interface.

• Tospecify a single firewall filter tobeused toevaluatepackets receivedon the interface,

include the input filter-name statement in the filter stanza.

• To specify an ordered list of firewall filters to be used to evaluate packets received on

the interface, include the input-list [ filter-names ] statement in the filter stanza. You

can specify up to 16 firewall filters for the filter input list.

Output filters—Although you can use the same filter multiple times, you can apply only
one output filter or one output filter list to an interface.

• To specify a single firewall filter to be used to evaluate packets transmitted on the

interface, include the output filter-name statement in the filter stanza.

• To specify an ordered list of firewall filters to be used to evaluate packets transmitted

on the interface, include the output-list [ filter-names ] statement in the filter stanza.

You can specify up to 16 firewall filters in a filter output list.
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MPLS and Layer 2 CCC Firewall Filters in Lists

The input-list filter-names and output-list filter-names statements for firewall filters for

the ccc andmpls protocol families are supported on all interfaces with the exception of

the following:

• Management interfaces and internal Ethernet interfaces (fxp or em0)

• Loopback interfaces (lo0)

• USBmodem interfaces (umd)

Layer 2 CCC Firewall Filters onMX Series Routers and EX Series Switches

Only on MX Series routers and EX Series switches, you cannot apply a Layer 2 CCC

stateless firewall filter (a firewall filter configured at the [edit firewall filter family ccc]

hierarchy level) as an output filter. On MX Series routers and EX Series switches, firewall

filters configured for the family ccc statement can be applied only as input filters.

Related
Documentation

family (Firewall) on page 370•

• family (Interfaces)

• filter (Applying to a Logical Interface) on page 372

• filter (Configuring) on page 373

• Guidelines for Configuring Firewall Filters on page 22

• Understanding How to Use Standard Firewall Filters on page 4

Supported Standards for Filtering

The Junos OS supports the following RFCs related to filtering:

• RFC 792, Internet Control Message Protocol

• RFC 2460, Internet Protocol, Version 6 (IPv6)

• RFC 2474, Definition of the Differentiated Services (DS) Field

• RFC 2475, An Architecture for Differentiated Services

• RFC 2597, Assured Forwarding PHB Group

• RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior)

• RFC 4291, IP Version 6 Addressing Architecture

• RFC 4443, Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version

6 (IPv6) Specification

Related
Documentation

• Firewall Filters Overview on page 3

• Service Filter Overview on page 283

• Simple Filter Overview on page 305
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• Firewall Filters in Logical Systems Overview on page 197
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CHAPTER 2

Firewall Filter Match Conditions and
Actions

• Firewall Filter Flexible Match Conditions on page 34

• Firewall Filter Match Conditions Based on Numbers or Text Aliases on page 36

• Firewall Filter Match Conditions Based on Bit-Field Values on page 37

• Firewall Filter Match Conditions Based on Address Fields on page 42

• Firewall Filter Match Conditions Based on Address Classes on page 50

• Firewall Filter Match Conditions for Protocol-Independent Traffic on page 51

• Firewall Filter Match Conditions for IPv4 Traffic on page 53

• Firewall Filter Match Conditions for IPv6 Traffic on page 63

• Firewall Filter Match Conditions for MPLS Traffic on page 73

• Firewall Filter Match Conditions for MPLS-Tagged IPv4 or IPv6 Traffic on page 75

• Firewall Filter Match Conditions for VPLS Traffic on page 77

• Firewall Filter Match Conditions for Layer 2 CCC Traffic on page 88

• Firewall Filter Match Conditions for Layer 2 Bridging Traffic on page 92

• Firewall Filter Terminating Actions on page 101

• Firewall Filter Nonterminating Actions on page 106
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Firewall Filter Flexible Match Conditions

Standard firewall filter match conditions vary based on the protocol family of the traffic

being matched. For example, the terms available for bridge protocol traffic are different

from those available for the inet or inet6 protocol families. The fields available for

matching witihin each protocol family are, however, fixed or pre-defined. This means

that filters canmatch on patterns within those pre-defined fields only.

Using flexible match conditions, firewall filters can be constructed that start the match

at layer-2, layer-3, layer-4 or payload locations. From there, additional offset criteria can

be specified thereby enabling patternmatches at custom, user-defined locationswitihin

a packet.

Flexible match filter terms are applied to MPC or MIC interfaces as either input or output

filters just as any other firewall filter terms. Flexiblematch filter terms canalsobe created

as templatesat the [edit firewall]hierarchy level. These templates can thenbe referenced

within a flexible match term.

NOTE: Flexible match conditions are only supported onMX Series routers
with MPCs or MICs. For environments in which FPCs, PICs, and or DPCs are
installed alongwithMPCs orMICs, caremust be taken to ensure that flexible
match firewall filter criteria are applied only to the MPC or MIC interfaces.

• Statement Hierarchy on page 34

• Flexible Filter Match Types on page 35

• Flexible Filter Match Start Locations on page 36

Statement Hierarchy

Flexible match filter terms are available in three variations as shown in

Table 10 on page 35. The flexible-match variation is configured at the [edit firewall]

hierarchy level. It is used todefine flexiblematch templates. The flexible-filter-match-mask

and flexible-match-range are configured at the [edit firewall family

[inet|inet6|bridge|ethernet-switching|ccc|vpls] filter <filter-name> term <term-name>

from] hierarchy.

NOTE: On the EX9200 switches, you configure firewall filter flexible match
conditions under [edit firewall family ethernet-switching] . For example:

flexible-filter-match-maskand flexible-match-rangeareconfiguredat the [edit

firewall family ethernet-switching filter<filter-name> term<term-name> from]

hierarchy.
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Flexible Filter Match Types

Table 10: Flexible Filter Match Types

DescriptionAvailable Attributes
Flexible Filter
Match Type

Create a flexible-match template named as the <name> attribute.<name>flexible-match

Length of the data to bematched in bits, not needed for string input
(0..32)

bit-length

Bit offset after the (match-start + byte) offset (0..7)bit-offset

Byte offset after the match start pointbyte-offset

Start point to match in packetmatch-start

Length of the data to bematched in bits, not needed for string input
(0..128)

bit-lengthflexible-match-mask

Bit offset after the (match-start + byte) offset (0..7)bit-offset

Byte offset after the match start pointbyte-offset

Selecta flexiblematch frompredefined template field.Requiredunless
match-start is configured.

flexible-mask-name

Mask out bits in the packet data to bematched.mask-in-hex

Start point to match in packet. Required unless flexible-mask-name is
configured.

match-start

Value data/string to bematched.prefix

Length of the data to bematched in bits. (0..32) Required unless
flexible-range-name is configured.

bit-lengthflexible-match-range

Bit offset after the (match-start + byte) offset. (0..7)bit-offset

Byte offset after the match start pointbyte-offset

Select a flexible match from predefined template.flexible-range-name

Start point to match in packet. Required unless flexible-range-name is
configured.

match-start

Range of values to bematched.range

Range of values to be not matched.range-except
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Flexible Filter Match Start Locations

Flexiblematch filter termsare constructedbygivinga start locationor anchor pointwithin

the packet. The start locations can be any of: layer-2, layer-3, layer-4 or payload,

depending on the protocol family in use. Table 11 on page 36 shows available flexible

filter match start locations by protocol family. You use these available start locations as

thematch-start locations for the flexible match filter terms.

From these start locations, specific byte and bit offsets can be utilized to allow the filter

to match patterns at very specific locations within the packet.

Table 11: Flexible Filter Match Start Locations

Available Start LocationsProtocol Family

layer-3, layer-4 and payloadinet

layer-3, layer-4 and payloadinet6

layer-2, layer-3, layer-4 and payloadbridge

layer-2, layer-3, layer-4 and payloadccc

layer-2, layer-3, layer-4 and payloadvpls

layer-2, layer-3, layer-4 and payloadethernet-switching (EX9200 switches only)

Related
Documentation

Stateless Firewall Filter Components on page 9•

• Firewall Filter Match Conditions for IPv4 Traffic on page 53

• Firewall Filter Match Conditions for IPv6 Traffic on page 63

• Firewall Filter Match Conditions for Layer 2 Bridging Traffic on page 92

• Firewall Filter Match Conditions for Layer 2 CCC Traffic on page 88

• Firewall Filter Match Conditions for VPLS Traffic on page 77

Firewall Filter Match Conditions Based on Numbers or Text Aliases

This topic covers the following information:

• Matching on a Single Numeric Value on page 37

• Matching on a Range of Numeric Values on page 37

• Matching on a Text Alias for a Numeric Value on page 37

• Matching on a List of Numeric Values or Text Aliases on page 37
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Matching on a Single Numeric Value

You can specify a firewall filter match condition based on whether a particular packet
field value is a specified numeric value. In the following example, a match occurs if the
packet source port number is 25:

[edit firewall family inet filter filter1 term term1 from]
user@host# set source-port 25

Matching on a Range of Numeric Values

You can specify a firewall filter match condition based on whether a particular packet
field value falls within a specified range of numeric values. In the following example, a
match occurs for source ports values from 1024 through 65,535, inclusive:

[edit firewall family inet filter filter2 term term1 from]
user@host# set source-port 1024-65535

Matching on a Text Alias for a Numeric Value

You can specify a firewall filter match condition based on whether a particular packet
field value is a numeric value that you specify by using a text string as an alias for the
numeric value. In the followingexample, amatchoccurs if thepacket sourceport number
is 25. For the source-port and destination-portmatch conditions, the text aliassmtp
corresponds to the numeric value 25.

[edit firewall family inet filter filter3 term term1 from]
user@host# set source-port smtp

Matching on a List of Numeric Values or Text Aliases

You can specify a firewall filter match condition based on whether a particular packet
field value matches any one of multiple numeric values or text aliases that you specify
within squarebracketsanddelimitedbyspaces. In the followingexample, amatchoccurs
if the packet source port number is any of the following values: 20 (which corresponds
to the text aliases ftp-data), 25, or any value from 1024 through 65535.

[edit firewall family inet filter filter3 term term1 from]
user@host# set source-port [ smtp ftp-data 25 1024-65535 ]

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Match Conditions Based on Bit-Field Values on page 37

• Firewall Filter Match Conditions Based on Address Fields on page 42

• Firewall Filter Match Conditions Based on Address Classes on page 50

Firewall Filter Match Conditions Based on Bit-Field Values

• Match Conditions for Bit-Field Values on page 38

• Match Conditions for Common Bit-Field Values or Combinations on page 38

• Logical Operators for Bit-Field Values on page 39

• Matching on a Single Bit-Field Value or Text Alias on page 40
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• Matching on Multiple Bit-Field Values or Text Aliases on page 41

• Matching on a Negated Bit-Field Value on page 41

• Matching on the Logical OR of Two Bit-Field Values on page 41

• Matching on the Logical AND of Two Bit-Field Values on page 42

• Grouping Bit-Field Match Conditions on page 42

Match Conditions for Bit-Field Values

Table 12 on page 38 lists the firewall filter match conditions that are based on whether

certain bit fields in a packet are set or not set. The secondand third columns list the types

of traffic for which the match condition is supported.

Table 12: Binary and Bit-Field Match Conditions for Firewall Filters

ProtocolFamilies
for
Service Filters

Protocol
Families for
Standard
Stateless
Firewall FiltersMatch Values

Bit-Field
Match Condition

family inetfamily inetHexadecimal values or text
aliases for the three-bit IP
fragmentation flags field in the
IP header.

fragment-flags flags

family inetfamily inetHexadecimal values or text
aliases for the 13-bit fragment
offset field in the IP header.

fragment-offset value

family inet
family inet6

family inet
family inet6
family vpls
family bridge

Hexadecimal values or text
aliases for the low-order 6 bits
of the8-bit TCP flags field in the
TCP header.

tcp-flags value†

† The Junos OS does not automatically check the first fragment bit whenmatching TCP flags for
IPv4 traffic. To check the first fragment bit for IPv4 traffic only, use the first-fragmentmatch
condition.

Match Conditions for Common Bit-Field Values or Combinations

Table 13 on page 39 describes firewall filter match conditions that are based onwhether

certain commonly used values or combinations of bit fields in a packet are set or not set.

You can use text synonyms to specify some common bit-field matches. In the previous

example, you can specify tcp-initial as the samematch condition.
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NOTE:

Someof thenumeric rangeandbit-fieldmatchconditionsallowyoutospecify
a text synonym. For a complete list of synonyms:

• If you are using the J-Web interface, select the synonym from the
appropriate list.

• If you are using the CLI, type a questionmark (?) after the from statement.

Table 13: Bit-Field Match Conditions for Common Combinations

ProtocolFamilies
for
Service Filters

ProtocolFamilies
for Standard
Stateless
Firewall FiltersDescriptionMatch Condition

family inetfamily inetText alias for thebit-fieldmatch
condition fragment-offset 0,
which indicates the first
fragment of a fragmented
packet.

first-fragment

family inetfamily inetText alias for thebit-fieldmatch
condition fragment-offset 0
except, which indicatesa trailing
fragment of a fragmented
packet.

is-fragment

—family inet
family inet6

Alias for the bit-field match
condition tcp-flags "(ack | rst)",
which indicates an established
TCP session, but not the first
packet of a TCP connection.

tcp-established

—family inet
family inet6

Alias for the bit-field match
condition tcp-flags "(!ack &
syn)", which indicates the first
packetof aTCPconnection, but
not anestablishedTCPsession.

tcp-initial

Logical Operators for Bit-Field Values

Table 14 on page 40 lists the logical operators you can apply to single bit-field values

when specifying stateless firewall filter match conditions. The operators are listed in

order, from highest precedence to lowest precedence. Operations are left-associative,

meaning that the operations are processed from left to right.
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Table 14: Bit-Field Logical Operators

DescriptionBit-Field Logical Operator
Precedence
Order

Grouping—The complex match
condition is evaluated before any
operators outside the parentheses are
applied.

(complex-match-condition)1

Negation—Amatchoccurs if thematch
condition is false.

!match-condition2

Logical AND—Amatch occurs if both
match conditions are true.

match-condition-1 & match-condition-2
or
match-condition-1 + match-condition-2

3

Logical OR—Amatch occurs if either
match condition is true.

match-condition-1 | match-condition-2
or
match-condition-1 , match-condition-2

4

Matching on a Single Bit-Field Value or Text Alias

For the fragment-flags and tcp-flags bit-match conditions, you can specify firewall filter

match conditions based on whether a particular bit in the packet field is set or not set.

• Numeric value to specify a single bit—Youcan specify a single bit-fieldmatch condition

by using a numeric value that has one bit set. Depending on thematch condition, you

can specify a decimal value, a binary value, or a hexadecimal value. To specify a binary

value, specify the number with the prefix b. To specify a hexadecimal value, specify

the number with the prefix 0x.

In the following example, a match occurs if the RST bit in the TCP flags field is set:

[edit firewall family inet filter filter_tcp_rst_number term term1 from]
user@host# set tcp-flags 0x04

• Textalias to specify a singlebit—Yougenerally specify a singlebit-fieldmatchcondition

by using a text alias enclosed in double-quotation marks (“ ”).

In the following example, a match occurs if the RST bit in the TCP flags field is set:

[edit firewall family inet filter filter_tcp_rst_alias term term1 from]
user@host# set tcp-flags “rst”
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Matching onMultiple Bit-Field Values or Text Aliases

You can specify a firewall filtermatch condition based onwhether a particular set of bits

in a packet field are set.

• Numeric values to specify multiple set bits—When you specify a numeric value whose
binary representation has more than one set bit, the value is treated as a logical AND
of the set bits.

In the following example, the twomatch conditions are the same. Amatch occurs if
either bit 0x01 or 0x02 is not set:

[edit firewall family inet filter reset_or_not_initial_packet term term5 from]
user@host# set tcp-flags “!0x3”
user@host# set tcp-flags “!(0x01 & 0x02)”

• Textaliases that specify commonbit-fieldmatches—Youcanuse textaliases tospecify
some common bit-field matches. You specify these matches as a single keyword.

In the following example, the tcp-established condition, which is an alias for “(ack |
rst)”, specifies that a match occurs on TCP packets other than the first packet of a
connection:

[edit firewall family inet filter reset_or_not_initial_packet term term6 from]
user@host# set tcp-established

Matching on a Negated Bit-Field Value

To negate amatch, precede the value with an exclamation point.

In the following example, a match occurs if the RST bit in the TCP flags field is not set:

[edit firewall family inet filter filter_tcp_rst term term1 from]
user@host# set tcp-flags “!rst”

Matching on the Logical OR of Two Bit-Field Values

You can use the logical OR operator (| or ,) to specify that a match occurs if a bit field
matches either of two bit-field values specified.

In the following example, a match occurs if the packet is not the initial packet in a TCP
session:

[edit firewall family inet filter not_initial_packet term term3 from]
user@host# set tcp-flags "!syn | ack"

In a TCP session, the SYN flag is set only in the initial packet sent, while the ACK flag is

set in all packets sent after the initial packet. In a packet that is not the initial packet in

a TCP session, either the SYN flag is not set or the ACK flag is set.
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Matching on the Logical AND of Two Bit-Field Values

You can use the logical AND operator (& or +) to specify that a match occurs if a bit field
matches both of two bit-field values specified.

In the followingexample, amatchoccurs if thepacket is the initial packet in aTCPsession:

[edit firewall family inet filter initial_packet term term2 from]
user@host# set tcp-flags “syn & !ack”

In a TCP session, the SYN flag is set only in the initial packet sent, while the ACK flag is

set in all packets sent after the initial packet. In a packet that is an initial packet in a TCP

session, the SYN flag is set and the ACK flag is not set.

Grouping Bit-Field Match Conditions

You can use the logical grouping notation to specify that the complex match condition
inside the parentheses is evaluated before any operators outside the parentheses are
applied.

In the following example, a match occurs if the packet is a TCP reset or if the packet
is not the initial packet in the TCP session:

[edit firewall family inet filter reset_or_not_initial_packet term term4 from]
user@host# set tcp-flags “!(syn & !ack) | rst”

In a TCP session, the SYN flag is set only in the initial packet sent, while the ACK flag is

set in all packets sent after the initial packet. In a packet that is not the initial packet in

a TCP session, the SYN flag is not set and the ACK field is set.

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Match Conditions Based on Numbers or Text Aliases on page 36

• Firewall Filter Match Conditions Based on Address Fields on page 42

• Firewall Filter Match Conditions Based on Address Classes on page 50

Firewall Filter Match Conditions Based on Address Fields

You can configure firewall filter match conditions that evaluate packet address

fields—IPv4 source and destination addresses, IPv6 source and destination addresses,

or media access control (MAC) source and destination addresses—against specified

addresses or prefix values.

• Implied Match on the ’0/0 except’ Address for Firewall Filter Match Conditions Based

on Address Fields on page 43

• Matching an Address Field to a Subnet Mask or Prefix on page 43

• Matching an Address Field to an Excluded Value on page 44

• Matching Either IP Address Field to a Single Value on page 47

• Matching an Address Field to Noncontiguous Prefixes on page 48

• Matching an Address Field to a Prefix List on page 49
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ImpliedMatchonthe ’0/0except’Address forFirewallFilterMatchConditionsBasedonAddress
Fields

Every firewall filter match condition based on a set of addresses or address prefixes is

associated with an implicit match on the address 0.0.0.0/0 except (for IPv4 or VPLS

traffic) or 0:0:0:0:0:0:0:0/0 except (for IPv6 traffic). As a result, any packet whose

specifiedaddress field doesnotmatchanyof the specifiedaddressesor addressprefixes

fails to match the entire term.

Matching an Address Field to a Subnet Mask or Prefix

Youcanspecifya singlematchcondition tomatchasourceaddressordestinationaddress

that falls within a specified address prefix.

IPv4 Subnet Mask Notation

For an IPv4 address, you can specify a subnetmask value rather than a prefix length. For
example:

[edit firewall family inet filter filter_on_dst_addr term term3 from]
user@host# set address 10.0.0.10/255.0.0.255

Prefix Notation

To specify the address prefix, use the notation prefix/prefix-length. In the following
example, a match occurs if a destination address matches the prefix 10.0.0.0/8:

[edit firewall family inet filter filter_on_dst_addr term term1 from]
user@host# set destination-address 10.0.0.0/8

Default Prefix Length for IPv4 Addresses

If you do not specify /prefix-length for an IPv4 address, the prefix length defaults to /32.
The following example illustrates the default prefix value:

[edit firewall family inet filter filter_on_dst_addr term term2 from]
user@host# set destination-address 10
user@host# show
destination-address {
10.0.0.0/32;

}

Default Prefix Length for IPv6 Addresses

If you do not specify /prefix-length for an IPv6 address, the prefix length defaults to /128.
The following example illustrates the default prefix value:

[edit firewall family inet6 filter filter_on_dst_addr term term1 from]
user@host# set destination-address ::10
user@host# show
destination-address {
::10/128;

}
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Default Prefix Length for MAC Addresses

If you do not specify /prefix-length for a media access control (MAC) address of a VPLS,
Layer 2 CCC, or Layer 2 bridging packet, the prefix length defaults to /48. The following
example illustrates the default prefix value:

[edit firewall family vpls filter filter_on_dst_mac_addr term term1 from]
user@host# set destination-mac-address 01:00:0c:cc:cc:cd
user@host# show
destination-address {
01:00:0c:cc:cc:cd/48;

}

Matching an Address Field to an Excluded Value

For the address-field match conditions, you can include the except keyword to specify

that a match occurs for an address field that does not match the specified address or

prefix.

Excluding IP Addresses in IPv4 or IPv6 Traffic

For the following IPv4 and IPv6match conditions, you can include the except keyword

to specify that a match occurs for an IP address field that does not match the specified

IP address or prefix:

• addressaddressexcept—Amatchoccurs if either thesource IPaddressor thedestination

IP address does not match the specified address or prefix.

• source-address address except—Amatch occurs if the source IP address does not

match the specified address or prefix.

• destination-address address except—Amatch occurs if the destination IP address

does not match the specified address or prefix.

In the following example, a match occurs for any IPv4 destination addresses that fall
under the 192.168.10.0/8 prefix, except for addresses that fall under 192.168.0.0/16. All
other addresses implicitly do not match this condition.

[edit firewall family inet filter filter_on_dst_addr term term1 from]
user@host# set 192.168.0.0/16 except
user@host# set 192.168.10.0/8
user@host# show
destination-address {
192.168.0.0/16 except;
192.168.10.0/8;

}

In the following example, a match occurs for any IPv4 destination address that does not
fall within the prefix 10.1.1.0/24:

[edit firewall family inet filter filter_on_dst_addr term term24 from]
user@host# set destination-address 0.0.0.0/0
user@host# set destination-address 10.1.1.0/24 except
user@host# show
destination-address {
0.0.0.0/0;
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10.1.1.0/24 except;
}

Excluding IP Addresses in VPLS or Layer 2 Bridging Traffic

For the following VPLS and Layer 2 bridgingmatch conditions onMX Series routers only,

you can include the except keyword to specify that amatch occurs for an IP address field

that does not match the specified IP address or prefix:

• ip-address address except—Amatch occurs if either the source IP address or the

destination IP address does not match the specified address or prefix.

• source-ip-address address except—Amatch occurs if the source IP address does not

match the specified address or prefix.

• destination-ip-address address except—Amatch occurs if the destination IP address

does not match the specified address or prefix.

In the following example for filtering VPLS traffic on anMX Series router, amatch occurs
if the source IP address falls within the exception range of 55.0.1.0/255.0.255.0 and the
destination IP address matches 55.0.0.0/8:

[edit]
firewall {
family vpls {
filter fvpls {
term 1 {
from {
ip-address {
55.0.0.0/8;
55.0.1.0/255.0.255.0 except;

}
}
then {
count from-55/8;
discard;

}
}

}
}

}

ExcludingMACAddresses in VPLS or Layer 2 Bridging Traffic

For the following VPLS or Layer 2 bridging traffic match conditions, you can include the

except keyword to specify that a match occurs for a MAC address field that does not

match the specified MAC address or prefix:

• source-mac-address address except—Amatch occurs if the source MAC address does

not match the specified address or prefix.

• destination-mac-addressaddressexcept—Amatchoccurs if either thedestinationMAC

address does not match the specified address or prefix.
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Excluding All Addresses Requires an Explicit Match on the ’0/0’ Address

If you specify a firewall filter match condition that consists of one or more

address-exceptionmatch conditions (address match conditions that use the except

keyword) but nomatchable address match conditions, packets that do not match any

of the configured prefixes fails the overall match operation. To configure a firewall filter

term of address-exception match conditions to match any address that is not in the

prefix list, include an explicitmatch of0/0 so that the termcontain amatchable address.

For the following example firewall filter for IPv4 traffic, the from-trusted-addresses term
fails to discardmatching traffic, and the INTRUDERS-COUNT counter ismissing from the
output of the show firewall operational mode command:

[edit]
user@host# show policy-options
prefix-list TRUSTED-ADDRESSES {
10.2.1.0/24;
192.168.122.0/24;

}

[edit firewall family inet filter protect-RE]
user@host# show
term from-trusted-addresses {
from {
source-prefix-list {
TRUSTED-ADDRESSES except;

}
protocol icmp;

}
then {
count INTRUDERS-COUNT;
discard;

}
}
term other-icmp {
from {
protocol icmp;

}
then {
count VALID-COUNT;
accept;

}
}
term all {
then accept;

}

[edit]
user@host# run show firewall
Filter: protect-RE                                             
Counters:
Name                                                Bytes              Packets
VALID-COUNT                                          2770                   70
Filter: __default_bpdu_filter__                                
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To cause a filter term of address-exceptionmatch conditions tomatch any address that
is not in the prefix list, include an explicit match of 0/0 in the set of match conditions:

[edit firewall family inet filter protect-RE]
user@host# show term from-trusted-addresses
from {
source-prefix-list {
0.0.0.0/0;
TRUSTED-ADDRESSES except;

}
protocol icmp;

}

With the addition of the 0.0.0.0/0 source prefix address to the match condition, the

from-trusted-addresses term discards matching traffic, and the INTRUDERS-COUNT

counter displays in the output of the show firewall operational mode command:

[edit]
user@host# run show firewall
Filter: protect-RE                                             
Counters:
Name                                                Bytes              Packets
VALID-COUNT                                          2770                   70
INTRUDERS-COUNT                                       420                    5
Filter: __default_bpdu_filter__                                

Matching Either IP Address Field to a Single Value

For IPv4 and IPv6 traffic and for VPLS and Layer 2 bridging traffic on MX Series routers

only, you can use a single match condition to match a single address or prefix value to

either the source or destination IP address field.

Matching Either IP Address Field in IPv4 or IPv6 Traffic

For IPv4 or IPv6 traffic, you can use a singlematch condition to specify the sameaddress

or prefix value as the match for either the source or destination IP address field. Instead

of creating separate filter terms that specify the same address for the source-address

and destination-addressmatch conditions, you use only the addressmatch condition. A

match occurs if either the source IP address or the destination IP address matches the

specified address or prefix.

If you use the except keyword with the addressmatch condition, a match occurs if both

the source IP address and the destination IP address match the specified value before

the exception applies.

In a firewall filter term that specifies either the source-address or the destination-address

match condition, you cannot also specify the addressmatch condition.

Matching Either IP Address Field in VPLS or Layer 2 Bridging Traffic

For VPLS or Layer 2 bridging traffic onMXSeries routers only, you can use a singlematch

condition to specify the same address or prefix value as the match for either the source

or destination IP address field. Instead of creating separate filter terms that specify the

same address for the source-ip-address and destination-ip-addressmatch conditions,
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youuseonly the ip-addressmatchcondition.Amatchoccurs ifeither the source IPaddress

or the destination IP address matches the specified address or prefix.

If you use the except keyword with the ip-addressmatch condition, a match occurs if

both the source IP address and the destination IP address match the specified value

before the exception applies.

In a firewall filter term that specifies either the source-ip-address or the

destination-ip-addressmatch condition, you cannot also specify the ip-addressmatch

condition.

Matching an Address Field to Noncontiguous Prefixes

For IPv4 traffic only, specify a singlematchcondition tomatch the IP sourceor destination

address field to any prefix specified. The prefixes do not need to be contiguous. That is,

the prefixes under the source-address or destination-addressmatch condition do not

need to be adjacent or neighboring to one another.

In the following example, a match occurs if a destination address matches either the
10.0.0.0/8 prefix or the 192.168.0.0/32 prefix:

[edit firewall family inet filter filter_on_dst_addr term term5 from]
user@host# set destination-address 10.0.0.0/8
user@host# set destination-address 192.168.0.0/32
user@host# show
destination-address {
destination-address 10.0.0.0/8;
destination-address 192.168.0.0/32;

}

The order in which you specify the prefixes within the match condition is not significant.

Packetsareevaluatedagainstall theprefixes in thematchcondition todeterminewhether

a match occurs. If prefixes overlap, longest-match rules are used to determine whether

a match occurs. A match condition of noncontiguous prefixes includes an implicit 0/0

except statement, which means that any prefix that does not match any prefix included

in the match condition is explicitly considered not to match.

Because theprefixesareorder-independentanduse longest-match rules, longerprefixes

subsume shorter ones as long as they are the same type (whether you specify except or

not). This is because anything that would match the longer prefix would also match the

shorter one.

Consider the following example:

[edit firewall family inet filter filter_on_src_addr term term1 from]
source-address {
172.16.0.0/10;
172.16.2.0/24 except;
192.168.1.0;
192.168.1.192/26 except;
192.168.1.254;
172.16.3.0/24; # ignored
10.2.2.2 except; # ignored

}
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Within the source-addressmatch condition, two addresses are ignored. The 172.16.3.0/16

value is ignored because it falls under the address 172.16.0.0/10, which is the same type.

The 10.2.2.2except value is ignoredbecause it is subsumedby the implicit0.0.0.0/0except

match value.

Suppose the following source IP address are evaluated by this firewall filter:

• Source IP address 172.16.1.2—This address matches the 172.16.0.0/10 prefix, and thus

the action in the then statement is taken.

• Source IP address 172.16.2.2—This address matches the 172.16.2.0/24 prefix. Because

this prefix is negated (that is, includes theexcept keyword), anexplicitmismatchoccurs.

The next term in the filter is evaluated, if there is one. If there are nomore terms, the

packet is discarded.

• Source IP address 10.1.2.3—This address does not match any of the prefixes included

in the source-address condition. Instead, it matches the implicit 0.0.0.0/0 except at

the end of the list of prefixes configured under the source-addressmatch condition,

and is considered to be amismatch.

The 172.16.3.0/24 statement is ignored because it falls under the address

172.16.0.0/10—both are the same type.

The 10.2.2.2 except statement is ignored because it is subsumed by the implicit

0.0.0.0/0 except statement at the end of the list of prefixes configured under the

source-addressmatch condition.

BESTPRACTICE: Whenafirewall filter term includes the fromaddressaddress

match condition and a subsequent term includes the from source-address

addressmatch condition for the same address, packets might be processed

by the latter term before they are evaluated by any intervening terms. As a
result, packets that should be rejected by the intervening termsmight be
accepted instead, or packets that should be acceptedmight be rejected
instead.

To prevent this fromoccurring, we recommend that you do the following. For
every firewall filter term that contains the from address addressmatch

condition, replace that termwith two separate terms: one that contains the
from source-address addressmatch condition, and another that contains the

from destination-address addressmatch condition.

Matching an Address Field to a Prefix List

You can define a list of IPv4 or IPv6 address prefixes for use in a routing policy statement

or in a stateless firewall filter match condition that evaluates packet address fields.

Todefinea list of IPv4or IPv6addressprefixes, include theprefix-listprefix-list statement.

prefix-list name {
ip-addresses;
apply-path path;
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}

You can include the statement at the following hierarchy levels:

• [edit policy-options]

• [edit logical-systems logical-system-name policy-options]

After you have defined a prefix list, you can use it when specifying a firewall filter match

condition based on an IPv4 or IPv6 address prefix.

[edit firewall family family-name filter filter-name term term-name]
from {
source-prefix-list {
prefix-lists;

}
destination-prefix-list {
prefix-lists;

}
}

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Match Conditions Based on Numbers or Text Aliases on page 36

• Firewall Filter Match Conditions Based on Bit-Field Values on page 37

• Firewall Filter Match Conditions Based on Address Classes on page 50

Firewall Filter Match Conditions Based on Address Classes

For IPv4 and IPv6 traffic only, you can use class-based firewall filter conditions tomatch

packet fields based on source class or destination class.

• Source-Class Usage on page 50

• Destination-Class Usage on page 50

• Guidelines for Applying SCU or DCU Firewall Filters to Output Interfaces on page 51

Source-Class Usage

A source class is a set of source prefixes grouped together and given a class name. To

configure a firewall filter term that matches an IP source address field to one or more

source classes, use the source-class class-namematch condition under the [edit firewall

family (inet | inet6) filter filter-name term term-name from] hierarchy level.

Source-class usage (SCU) enables you to monitor the amount of traffic originating from

a specific prefix. With this feature, usage can be tracked and customers can be billed for

the traffic they receive.

Destination-Class Usage

A destination class is a set of destination prefixes grouped together and given a class

name. To configure a firewall filter term that matches an IP destination address field to

one or more destination classes, use the destination-class class-namematch condition
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at the [edit firewall family (inet | inet6) filter filter-name term term-name from] hierarchy

level.

Destination-class usage (DCU)enables youcan trackhowmuch traffic is sent toa specific

prefix in the core of the network originating from one of the specified interfaces.

Note, however, that DCU limits your ability to keep track of traffic moving in the reverse

direction. It can account for all traffic that arrives on a core interface and heads toward

a specific customer, but it cannot count traffic that arrives on a core interface from a

specific prefix.

Guidelines for Applying SCU or DCU Firewall Filters to Output Interfaces

When applying a SCU or DCU firewall filter to an interface, keep the following guidelines

in mind:

• Output interfaces—Class-based firewall filter match conditions work only for firewall

filters that you apply to output interfaces. This is because the SCU and DCU are

determined after route lookup occurs.

• Input interfaces—Although you can specify a source class and destination class for an

input firewall filter, the counters are incremented only if the firewall filter is applied on

the output interface.

• Output interfaces for tunnel traffic—SCUandDCUare not supported on the interfaces

you configure as the output interface for tunnel traffic for transit packets exiting the

router through the tunnel.

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Match Conditions for IPv4 Traffic on page 53

• Firewall Filter Match Conditions for IPv6 Traffic on page 63

• Routing Policies, Firewall Filters, and Traffic Policers Feature Guide for Routing Devices

• Firewall Filter Match Conditions Based on Numbers or Text Aliases on page 36

• Firewall Filter Match Conditions Based on Bit-Field Values on page 37

• Firewall Filter Match Conditions Based on Address Fields on page 42

Firewall Filter Match Conditions for Protocol-Independent Traffic

You can configure a firewall filter withmatch conditions for protocol-independent traffic

(family any).

To apply a protocol-independent firewall filter to a logical interface, configure the filter

statement under the logical unit.
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NOTE:

OnMXSeries routers, attachaprotocol-independent firewall filter toa logical
interface by configuring the filter statement directly under the logical unit:

• [edit interfaces name unit number filter]

• [edit logical-systems name interfaces name unit number filter]

On all other supported devices, attach a protocol-independent firewall filter
to a logical interface by configuring the filter statement under the protocol

family (family any):

• [edit interfaces name unit number family any filter]

• [edit logical-systems name interfaces name unit number family any filter]

Table 15 on page 52 describes thematch-conditions you can configure at the [edit firewall

family any filter filter-name term term-name from] hierarchy level.

Table 15: Firewall Filter Match Conditions for Protocol-Independent Traffic

DescriptionMatch Condition

Match the forwarding class of the packet.

Specify assured-forwarding, best-effort, expedited-forwarding, or network-control.

For information about forwarding classes and router-internal output queues, see Forwarding
Classes Overview.

NOTE: On T4000 Type 5 FPCs, a filter attached at the Layer 2 application point (that is, at the
logical interface level) is unable to match with the forwarding class of a packet that is set by a
Layer 3 classifier such as DSCP, DSCP V6, inet-precedence, andmpls-exp.

forwarding-class class

Do not match on the forwarding class. For details, see the forwarding-classmatch condition.forwarding-class-except
class

Match the interface on which the packet was received.

NOTE: If you configure this match condition with an interface that does not exist, the term
does not match any packet.

interface interface-name

Match the interface on which the packet was received to the specified interface set.

To define an interface set, include the interface-set statement at the [edit firewall]hierarchy level.
Formore information, see “FilteringPacketsReceivedonan InterfaceSetOverview” onpage 266.

interface-set
interface-set-name
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Table 15: Firewall Filter Match Conditions for Protocol-Independent Traffic (continued)

DescriptionMatch Condition

Match the packet loss priority (PLP) level.

Specify a single level or multiple levels: low,medium-low,medium-high, or high.

Supported on M120 and M320 routers; M7i and M10i routers with the Enhanced CFEB (CFEB-E);
and MX Series routers.

For IP traffic onM320,MXSeries, andTSeries routerswithEnhanced II FlexiblePICConcentrators
(FPCs), youmust include the tri-color statement at the [edit class-of-service] hierarchy level to
commit a PLP configuration with any of the four levels specified. If the tri-color statement is not
enabled, you can only configure the high and low levels. This applies to all protocol families.

NOTE: This match condition is not supported on PTX series packet transport routers.

For information about the tri-color statement, see Configuring Tricolor Marking. For information
about using behavior aggregate (BA) classifiers to set the PLP level of incoming packets, see
Forwarding Classes Overview.

loss-priority level

Do not match the PLP level. For details, see the loss-prioritymatch condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

loss-priority-except level

Match the length of the receivedpacket, in bytes. The length refers only to the IP packet, including
the packet header, and does not include any Layer 2 encapsulation overhead.

packet-length bytes

Do not match on the received packet length, in bytes. For details, see the packet-lengthmatch
type.

packet-length-except bytes

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Terminating Actions on page 101

• Firewall Filter Nonterminating Actions on page 106

Firewall Filter Match Conditions for IPv4 Traffic

You can configure a firewall filter with match conditions for Internet Protocol version 4

(IPv4) traffic (family inet). Table 16 on page 53 describes thematch-conditions you can

configure at the [edit firewall family inet filter filter-name term term-name from] hierarchy

level.

Table 16: Firewall Filter Match Conditions for IPv4 Traffic

DescriptionMatch Condition

Match the IPv4 source or destination address field unless the except option is included. If the
option is included, do not match the IPv4 source or destination address field.

NOTE: This match condition is not supported on PTX1000 routers.

address address [ except ]
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Table 16: Firewall Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

(M Series routers, except M120 and M320) Match the IPsec authentication header (AH) security
parameter index (SPI) value.

NOTE: This match condition is not supported on PTX series packet transport routers.

ah-spi spi-value

(M Series routers, except M120 and M320) Do not match the IPsec AH SPI value.

NOTE: This match condition is not supported on PTX series packet transport routers.

ah-spi-except spi-value

Specify which groups to inherit configuration data from. You can specify more than one group
name. Youmust list them in order of inheritance priority. The configuration data in the first group
takes priority over the data in subsequent groups.

apply-groups

Specifywhich groups not to inherit configuration data from. You can specifymore thanone group
name.

apply-groups-except

Match the IPv4 destination address field unless the except option is included. If the option is
included, do not match the IPv4 destination address field..

You cannot specify both the address and destination-addressmatch conditions in the same term.

NOTE: The except option is not supported on PTX1000 routers.

destination-addressaddress
[ except ]

Match one or more specified destination class names (sets of destination prefixes grouped
together and given a class name). For more information, see “Firewall Filter Match Conditions
Based on Address Classes” on page 50.

NOTE: This match condition is not supported on PTX series packet transport routers.

destination-class
class-names

Donotmatchoneormore specifieddestination classnames. For details, see thedestination-class
match condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

destination-class-except
class-names

Match the UDP or TCP destination port field.

You cannot specify both the port and destination-portmatch conditions in the same term.

If you configure this match condition, we recommend that you also configure the protocol udp or
protocol tcpmatch statement in the same term to specify which protocol is being used on the
port.

In place of the numeric value, you can specify one of the following text synonyms (the port
numbers are also listed): afs (1483), bgp (179), biff (512), bootpc (68), bootps (67), cmd (514),
cvspserver (2401), dhcp (67), domain (53), eklogin (2105), ekshell (2106), exec (512), finger (79),
ftp (21), ftp-data (20), http (80), https (443), ident (113), imap (143), kerberos-sec (88),
klogin (543), kpasswd (761), krb-prop (754), krbupdate (760), kshell (544), ldap (389), ldp (646),
login (513),mobileip-agent (434),mobilip-mn (435),msdp (639), netbios-dgm (138),
netbios-ns (137), netbios-ssn (139), nfsd (2049), nntp (119), ntalk (518), ntp (123), pop3 (110),
pptp (1723), printer (515), radacct (1813), radius (1812), rip (520), rkinit (2108), smtp (25),
snmp (161), snmptrap (162), snpp (444), socks (1080), ssh (22), sunrpc (111), syslog (514),
tacacs (49), tacacs-ds (65), talk (517), telnet (23), tftp (69), timed (525),who (513), or xdmcp (177).

destination-port number
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Table 16: Firewall Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Do not match the UDP or TCP destination port field. For details, see the destination-portmatch
condition.

destination-port-except
number

Match destination prefixes in the specified list unless the except option is included. If the option
is included, do not match the destination prefixes in the specified list.

Specify the name of a prefix list defined at the [edit policy-options prefix-list prefix-list-name]
hierarchy level.

destination-prefix-list name
[ except ]

Match the Differentiated Services code point (DSCP). The DiffServ protocol uses the
type-of-service (ToS) byte in the IP header. Themost significant 6 bits of this byte form the
DSCP. For more information, see Understanding How Behavior Aggregate Classifiers Prioritize
Trusted Traffic.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed):

• RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

• RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

• af11 (10), af12 (12), af13 (14)

• af21 (18), af22 (20), af23 (22)

• af31 (26), af32 (28), af33 (30)

• af41 (34), af42 (36), af43 (38)

dscp number

Do not match on the DSCP number. For more information, see the dscpmatch condition.dscp-except number

Match the IPsec encapsulating security payload (ESP)SPI value.Matchon this specific SPI value.
You can specify the ESP SPI value in hexadecimal, binary, or decimal form.

NOTE: This match condition is not supported on PTX series packet transport routers.

esp-spi spi-value

Match the IPsec ESP SPI value. Do not match on this specific SPI value.

NOTE: This match condition is not supported on PTX series packet transport routers.

esp-spi-except spi-value

Match if the packet is the first fragment of a fragmented packet. Do not match if the packet is a
trailing fragment of a fragmented packet. The first fragment of a fragmented packet has a
fragment offset value of 0.

Thismatchcondition isanalias for thebit-fieldmatchcondition fragment-offset0matchcondition.

Tomatch both first and trailing fragments, you can use two terms that specify different match
conditions: first-fragment and is-fragment.

first-fragment
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Table 16: Firewall Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Length of the data to bematched in bits, not
needed for string input (0..128)

bit-lengthflexible-match-mask value

Bit offset after the (match-start + byte) offset
(0..7)

bit-offset

Byte offset after the match start pointbyte-offset

Select a flexible match from predefined
template field

flexible-mask-name

Maskoutbits in thepacketdata tobematchedmask-in-hex

Start point to match in packetmatch-start

Value data/string to bematchedprefix

Lengthof thedata tobematched inbits (0..32)bit-lengthflexible-match-range value

Bit offset after the (match-start + byte) offset
(0..7)

bit-offset

Byte offset after the match start pointbyte-offset

Select a flexible match from predefined
template field

flexible-range-name

Start point to match in packetmatch-start

Range of values to bematchedrange

Do not match this range of valuesrange-except

Match the forwarding class of the packet.

Specify assured-forwarding, best-effort, expedited-forwarding, or network-control.

NOTE: This match condition is not supported on PTX1000 routers.

For information about forwarding classes and router-internal output queues, see Forwarding
Classes Overview.

forwarding-class class

Do not match the forwarding class of the packet. For details, see the forwarding-classmatch
condition.

NOTE: This match condition is not supported on PTX1000 routers.

forwarding-class-except
class
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Table 16: Firewall Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

(Ingress only) Match the three-bit IP fragmentation flags field in the IP header.

In place of the numeric field value, you can specify one of the following keywords (the field values
are also listed): dont-fragment (0x4),more-fragments (0x2), or reserved (0x8).

fragment-flags number

Match the 13-bit fragment offset field in the IP header. The value is the offset, in 8-byte units, in
the overall datagrammessage to the data fragment. Specify a numeric value, a range of values,
or a set of values. An offset value of 0 indicates the first fragment of a fragmented packet.

The first-fragmentmatch condition is an alias for the fragment-offset 0match condition.

Tomatch both first and trailing fragments, you can use two terms that specify different match
conditions (first-fragment and is-fragment).

NOTE: This match condition is not supported on PTX1000 routers.

fragment-offset value

Do not match the 13-bit fragment offset field.

NOTE: This match condition is not supported on PTX1000 routers.

fragment-offset-except
number

Match the gre-key field. The GRE key field is a 4 octet number inserted by the GRE encapsulator.
It is an optional field for use in GRE encapsulation. The range can be a single GRE key number or
a range of key numbers.

gre-key range

Match the ICMPmessage code field.

If you configure this match condition, we recommend that you also configure the protocol icmp
match condition in the same term.

If you configure thismatch condition, youmust also configure the icmp-typemessage-typematch
condition in the same term. An ICMPmessage code provides more specific information than an
ICMPmessage type, but themeaning of an ICMPmessage code is dependent on the associated
ICMPmessage type.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed). The keywords are grouped by the ICMP type with which they are associated:

• parameter-problem: ip-header-bad (0), required-option-missing (1)

• redirect: redirect-for-host (1), redirect-for-network (0), redirect-for-tos-and-host (3),
redirect-for-tos-and-net (2)

• time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during-transit (0)

• unreachable: communication-prohibited-by-filtering (13), destination-host-prohibited (10),
destination-host-unknown (7), destination-network-prohibited (9),
destination-network-unknown (6), fragmentation-needed (4), host-precedence-violation (14),
host-unreachable (1), host-unreachable-for-TOS (12), network-unreachable (0),
network-unreachable-for-TOS (11), port-unreachable (3), precedence-cutoff-in-effect (15),
protocol-unreachable (2), source-host-isolated (8), source-route-failed (5)

icmp-code number

Do not match the ICMPmessage code field. For details, see the icmp-codematch condition.icmp-code-except
message-code
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Table 16: Firewall Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Match the ICMPmessage type field.

If you configure this match condition, we recommend that you also configure the protocol icmp
match condition in the same term.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed): echo-reply (0), echo-request (8), info-reply (16), info-request (15),
mask-request (17),mask-reply (18),parameter-problem (12), redirect (5), router-advertisement (9),
router-solicit (10), source-quench (4), time-exceeded (11), timestamp (13), timestamp-reply (14),
or unreachable (3).

icmp-type number

Do not match the ICMPmessage type field. For details, see the icmp-typematch condition.icmp-type-except
message-type

Match the interface on which the packet was received.

NOTE: If you configure this match condition with an interface that does not exist, the term
does not match any packet.

interface interface-name

Match the logical interface on which the packet was received to the specified interface group or
setof interfacegroups. Forgroup-number, specify a single valueor a rangeof values from0through
255.

To assign a logical interface to an interface group group-number, specify the group-number at the
[interfaces interface-name unit number family family filter group] hierarchy level.

NOTE: This match condition is not supported on PTX series packet transport routers.

For more information, see “Filtering Packets Received on a Set of Interface Groups Overview” on
page 266.

interface-group
group-number

Do not match the logical interface on which the packet was received to the specified interface
group or set of interface groups. For details, see the interface-groupmatch condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

interface-group-except
group-number

Match the interface on which the packet was received to the specified interface set.

To define an interface set, include the interface-set statement at the [edit firewall]hierarchy level.

NOTE: This match condition is not supported on PTX series packet transport routers.

Formore information, see “FilteringPacketsReceivedonan InterfaceSetOverview” onpage 266.

interface-set
interface-set-name
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Table 16: Firewall Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Match the 8-bit IP option field, if present, to the specified value or list of values.

In placeof a numeric value, you can specify oneof the following text synonyms (theoption values
are also listed): loose-source-route (131), record-route (7), router-alert (148), security (130),
stream-id (136),strict-source-route (137), or timestamp (68).

Tomatch any value for the IP option, use the text synonym any. To match onmultiple values,
specify the list of values within square brackets ('[’ and ']’). To match a range of values, use the
value specification [ value1-value2 ].

For example, thematch condition ip-options [0-147 ]matchesonan IPoptions field that contains
the loose-source-route, record-route, or security values, or any other value from 0 through 147.
However, this match condition does not match on an IP options field that contains only the
router-alert value (148).

Formost interfaces, a filter termthat specifiesan ip-optionmatchononeormore specific IPoption
values (a valueother than any) causespackets tobe sent to theRouting Engine so that the kernel
can parse the IP option field in the packet header.

• For a firewall filter term that specifies an ip-optionmatch on one or more specific IP option
values, you cannot specify the count, log, or syslog nonterminating actions unless you also
specify thediscard terminatingaction in thesameterm.Thisbehaviorpreventsdouble-counting
of packets for a filter applied to a transit interface on the router.

• Packets processed on the kernel might be dropped in case of a system bottleneck. To ensure
that matched packets are instead sent to the Packet Forwarding Engine (where packet
processing is implemented in hardware), use the ip-options anymatch condition.

The 10-Gigabit EthernetModularPortConcentrator (MPC), 100-Gigabit EthernetMPC,60-Gigabit
Ethernet MPC, 60-Gigabit Queuing Ethernet MPC, and 60-Gigabit Ethernet Enhanced Queuing
MPC on MX Series routers are capable of parsing the IP option field of the IPv4 packet header.
For interfaces configuredon thoseMPCs,allpackets that arematchedusing the ip-optionsmatch
condition are sent to the Packet Forwarding Engine for processing.

NOTE: OnM and T series routers, firewall filters cannot count ip-options packets on a per option
type and per interface basis. A limited work around is to use the show pfe statistics ip options
command to see ip-options statistics on a per PFE basis. See show pfe statistics ip for sample
output.

ip-options values

Donotmatch the IPoption field to the specifiedvalueor list of values. Fordetails about specifying
the values, see the ip-optionsmatch condition.

ip-options-except values

Match if thepacket is a trailing fragment of a fragmentedpacket. Do notmatch the first fragment
of a fragmented packet.

NOTE: Tomatch both first and trailing fragments, you can use two terms that specify different
match conditions (first-fragment and is-fragment).

is-fragment
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Table 16: Firewall Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Match the packet loss priority (PLP) level.

Specify a single level or multiple levels: low,medium-low,medium-high, or high.

Supported on M120 and M320 routers; M7i and M10i routers with the Enhanced CFEB (CFEB-E);
and MX Series routers.

For IP traffic onM320,MXSeries, andTSeries routerswithEnhanced II FlexiblePICConcentrators
(FPCs), youmust include the tri-color statement at the [edit class-of-service] hierarchy level to
commit a PLP configuration with any of the four levels specified. If the tri-color statement is not
enabled, you can only configure the high and low levels. This applies to all protocol families.

NOTE: This match condition is not supported on PTX series packet transport routers.

For information about the tri-color statement, see Configuring Tricolor Marking. For information
about using behavior aggregate (BA) classifiers to set the PLP level of incoming packets, see
Understanding How Behavior Aggregate Classifiers Prioritize Trusted Traffic.

loss-priority level

Do not match the PLP level. For details, see the loss-prioritymatch condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

loss-priority-except level

Match the length of the receivedpacket, in bytes. The length refers only to the IP packet, including
the packet header, and does not include any Layer 2 encapsulation overhead.

packet-length bytes

Donotmatch the length of the received packet, in bytes. For details, see the packet-lengthmatch
type.

NOTE: This match condition is not supported on PTX1000 routers.

packet-length-except bytes

Match the UDP or TCP source or destination port field.

If you configure this match condition, you cannot configure the destination-portmatch condition
or the source-portmatch condition in the same term.

If you configure this match condition, we recommend that you also configure the protocol udp or
protocol tcpmatch statement in the same term to specify which protocol is being used on the
port.

In place of the numeric value, you can specify one of the text synonyms listed under
destination-port.

port number

Do not match the UDP or TCP source AND destination port field. For details, see the portmatch
condition.

port-except number

Match the IP precedence field.

In place of the numeric field value, you can specify one of the following text synonyms (the field
valuesarealso listed): critical-ecp (0xa0), flash (0x60), flash-override (0x80), immediate (0x40),
internet-control (0xc0), net-control (0xe0), priority (0x20), or routine (0x00). You can specify
precedence in hexadecimal, binary, or decimal form.

precedence
ip-precedence-value
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Table 16: Firewall Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Do not match the IP precedence field.

In place of the numeric field value, you can specify one of the following text synonyms (the field
valuesarealso listed): critical-ecp (0xa0), flash (0x60), flash-override (0x80), immediate (0x40),
internet-control (0xc0), net-control (0xe0), priority (0x20), or routine (0x00). You can specify
precedence in hexadecimal, binary, or decimal form.

precedence-except
ip-precedence-value

Match the prefixes of the source or destination address fields to the prefixes in the specified list
unless the except option is included. If the option is included, do not match the prefixes of the
source or destination address fields to the prefixes in the specified list.

The prefix list is defined at the [edit policy-options prefix-list prefix-list-name] hierarchy level.

NOTE: This match condition is not supported on PTX1000 routers.

prefix-list name [ except ]

Match the IPprotocol type field. Inplaceof thenumeric value, youcanspecify oneof the following
text synonyms (the field values are also listed): ah (51), dstopts (60), egp (8), esp (50),
fragment (44), gre (47), hop-by-hop (0), icmp (1), icmp6 (58), icmpv6 (58), igmp (2), ipip (4),
ipv6 (41), ospf (89), pim (103), rsvp (46), sctp (132), tcp (6), udp (17), or vrrp (112).

protocol number

Do not match the IP protocol type field. In place of the numeric value, you can specify one of the
following text synonyms (the field values are also listed): ah (51), dstopts (60), egp (8), esp (50),
fragment (44), gre (47), hop-by-hop (0), icmp (1), icmp6 (58), icmpv6 (58), igmp (2), ipip (4),
ipv6 (41), ospf (89), pim (103), rsvp (46), sctp (132), tcp (6), udp (17), or vrrp (112).

protocol-except number

Match the radio-access technology (RAT) type specified in the 8-bit Tech-Type field of Proxy
Mobile IPv4 (PMIPv4) access technology type extension. The technology type specifies the
access technology through which the mobile device is connected to the access network.

Specify a single value, a range of values, or a set of values. You can specify a technology type as
a numeric value from 0 through 255 or as a system keyword.

• The following numeric values are examples of well-known technology types:

• Numeric value 1 matches IEEE 802.3.

• Numeric value 2 matches IEEE 802.11a/b/g.

• Numeric value 3matches IEEE 802.16e

• Numeric value 4matches IEEE 802.16m.

• Text string eutranmatches 4G.

• Text string geranmatches 2G.

• Text string utranmatches 3G.

rat-type tech-type-value

Do not match the RAT Type.rat-type-except
tech-type-value

Match a packet received from a filter where a service-filter-hit action was applied.

NOTE: This match condition is not supported on PTX series packet transport routers.

service-filter-hit
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Table 16: Firewall Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Match the IPv4addressof thesourcenodesending thepacketunless theexceptoption is included.
If the option is included, do not match the IPv4 address of the source node sending the packet.

You cannot specify both the address and source-addressmatch conditions in the same term.

NOTE: The except option is not supported on PTX1000 routers.

source-address address
[ except ]

Match one or more specified source class names (sets of source prefixes grouped together and
givenaclassname). Formore information, see “Firewall FilterMatchConditionsBasedonAddress
Classes” on page 50.

NOTE: This match condition is not supported on PTX series packet transport routers.

source-class class-names

Do not match one or more specified source class names. For details, see the source-classmatch
condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

source-class-except
class-names

Match the UDP or TCP source port field.

You cannot specify the port and source-portmatch conditions in the same term.

If you configure this match condition for IPv4 traffic, we recommend that you also configure the
protocol udp or protocol tcpmatch statement in the same term to specify which protocol is being
used on the port.

In place of the numeric value, you can specify one of the text synonyms listed with the
destination-port numbermatch condition.

source-port number

Do notmatch the UDP or TCP source port field. For details, see the source-portmatch condition.source-port-except number

Match source prefixes in the specified list unless the except option is included. If the option is
included, do not match the source prefixes in the specified list.

Specify the name of a prefix list defined at the [edit policy-options prefix-list prefix-list-name]
hierarchy level.

source-prefix-list name
[ except ]

Match TCP packets of an established TCP session (packets other than the first packet of a
connection). This is an alias for tcp-flags "(ack | rst)".

This match condition does not implicitly check that the protocol is TCP. To check this, specify
the protocol tcpmatch condition.

tcp-established
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Table 16: Firewall Filter Match Conditions for IPv4 Traffic (continued)

DescriptionMatch Condition

Match one or more of the low-order 6 bits in the 8-bit TCP flags field in the TCP header.

To specify individual bit fields, youcan specify the following text synonymsor hexadecimal values:

• fin (0x01)

• syn (0x02)

• rst (0x04)

• push (0x08)

• ack (0x10)

• urgent (0x20)

In a TCP session, the SYN flag is set only in the initial packet sent, while the ACK flag is set in all
packets sent after the initial packet.

You can string together multiple flags using the bit-field logical operators.

For combinedbit-fieldmatchconditions, see the tcp-establishedand tcp-initialmatchconditions.

If you configure this match condition, we recommend that you also configure the protocol tcp
match statement in the same term to specify that the TCP protocol is being used on the port.

For IPv4 traffic only, thismatchconditiondoesnot implicitly checkwhether thedatagramcontains
the first fragment of a fragmented packet. To check for this condition for IPv4 traffic only, use
the first-fragmentmatch condition.

tcp-flags value

Match the initial packet of a TCP connection. This is an alias for tcp-flags "(!ack & syn)".

This condition does not implicitly check that the protocol is TCP. If you configure this match
condition, we recommend that you also configure the protocol tcpmatch condition in the same
term.

tcp-initial

Match the IPv4 time-to-live number. Specify a TTL value or a range of TTL values. For number,
you can specify one or more values from 0 through 255. This match condition is supported only
on M120, M320, MX Series, and T Series routers.

ttl number

Do not match on the IPv4 TTL number. For details, see the ttlmatch condition.ttl-except number

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Terminating Actions on page 101

• Firewall Filter Nonterminating Actions on page 106

Firewall Filter Match Conditions for IPv6 Traffic

You can configure a firewall filter with match conditions for Internet Protocol version 6

(IPv6) traffic (family inet6). Table 17 on page 64 describes thematch conditions you can

configure at the [edit firewall family inet6 filter filter-name term term-name from]hierarchy

level.
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Table 17: Firewall Filter Match Conditions for IPv6 Traffic

DescriptionMatch Condition

Match the IPv6 source or destination address field unless the except option is included. If the
option is included, do not match the IPv6 source or destination address field.

address address [ except ]

Specify which groups to inherit configuration data from. You can specify more than one group
name. Youmust list them in order of inheritance priority. The configuration data in the first group
takes priority over the data in subsequent groups.

apply-groups

Specifywhich groups not to inherit configuration data from. You can specifymore thanone group
name.

apply-groups-except

Match the IPv6 destination address field unless the except option is included. If the option is
included, do not match the IPv6 destination address field.

You cannot specify both the address and destination-addressmatch conditions in the same term.

destination-addressaddress
[ except ]

Match one or more specified destination class names (sets of destination prefixes grouped
together and given a class name).

NOTE: This match condition is not supported on PTX series packet transport routers.

Formore information, see “Firewall FilterMatchConditionsBasedonAddressClasses”onpage50.

destination-class
class-names

Donotmatchoneormore specifieddestination classnames. For details, see thedestination-class
match condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

destination-class-except
class-names

Match the UDP or TCP destination port field.

You cannot specify both the port and destination-portmatch conditions in the same term.

If you configure this match condition, we recommend that you also configure the next-header
udp or next-header tcpmatch condition in the same term to specify which protocol is being used
on the port.

In place of the numeric value, you can specify one of the following text synonyms (the port
numbers are also listed): afs (1483), bgp (179), biff (512), bootpc (68), bootps (67), cmd (514),
cvspserver (2401), dhcp (67), domain (53), eklogin (2105), ekshell (2106), exec (512), finger (79),
ftp (21), ftp-data (20), http (80), https (443), ident (113), imap (143), kerberos-sec (88),
klogin (543), kpasswd (761), krb-prop (754), krbupdate (760), kshell (544), ldap (389), ldp (646),
login (513),mobileip-agent (434),mobilip-mn (435),msdp (639), netbios-dgm (138),
netbios-ns (137), netbios-ssn (139), nfsd (2049), nntp (119), ntalk (518), ntp (123), pop3 (110),
pptp (1723), printer (515), radacct (1813), radius (1812), rip (520), rkinit (2108), smtp (25),
snmp (161), snmptrap (162), snpp (444), socks (1080), ssh (22), sunrpc (111), syslog (514),
tacacs (49), tacacs-ds (65), talk (517), telnet (23), tftp (69), timed (525),who (513), or xdmcp (177).

destination-port number

Do not match the UDP or TCP destination port field. For details, see the destination-portmatch
condition.

destination-port-except
number

Match the IPv6 destination prefix to the specified list unless the except option is included. If the
option is included, do not match the IPv6 destination prefix to the specified list.

The prefix list is defined at the [edit policy-options prefix-list prefix-list-name] hierarchy level.

destination-prefix-list
prefix-list-name [ except ]
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Table 17: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Match an extension header type that is contained in the packet by identifying a Next Header
value.

NOTE: This match condition is only supported on MPCs in MX Series routers.

In the first fragment of a packet, the filter searches for a match in any of the extension header
types. When a packet with a fragment header is found (a subsequent fragment), the filter only
searches for a match of the next extension header type because the location of other extension
headers is unpredictable.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed): ah (51), destination (60), esp (50), fragment (44), hop-by-hop (0),mobility (135),
or routing (43).

Tomatch any value for the extension header option, use the text synonym any.

extension-headers
header-type

Do not match an extension header type that is contained in the packet. For details, see the
extension-headersmatch condition.

NOTE: This match condition is only supported on MPCs in MX Series routers.

extension-headers-except
header-type

Length of the data to bematched in bits, not needed for string input
(0..128)

bit-lengthflexible-match-mask value

Bit offset after the (match-start + byte) offset (0..7)bit-offset

Byte offset after the match start pointbyte-offset

Select a flexible match from predefined template fieldflexible-mask-name

Mask out bits in the packet data to bematchedmask-in-hex

Start point to match in packetmatch-start

Value data/string to bematchedprefix

See “Firewall Filter Flexible Match Conditions” on page 34 for details
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Table 17: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Length of the data to bematched in bits (0..32)bit-lengthflexible-match-range value

Bit offset after the (match-start + byte) offset (0..7)bit-offset

Byte offset after the match start pointbyte-offset

Select a flexible match from predefined template fieldflexible-range-name

Start point to match in packetmatch-start

Range of values to bematchedrange

Do not match this range of valuesrange-except

See “Firewall Filter Flexible Match Conditions” on page 34 for details

Match the forwarding class of the packet.

Specify assured-forwarding, best-effort, expedited-forwarding, or network-control.

For information about forwarding classes and router-internal output queues, see Forwarding
Classes Overview.

forwarding-class class

Do not match the forwarding class of the packet. For details, see the forwarding-classmatch
condition.

forwarding-class-except
class

Match the hop limit to the specified hop limit or set of hop limits. For hop-limit, specify a single
value or a range of values from 0 through 255.

Supported on interfaces hosted on MICs or MPCs in MX Series routers only.

hop-limit hop-limit

Do not match the hop limit to the specified hop limit or set of hop limits. For details, see the
hop-limitmatch condition.

Supported on interfaces hosted on MICs or MPCs in MX Series routers only.

hop-limit-except hop-limit
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Table 17: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Match the ICMPmessage code field.

If you configure this match condition, we recommend that you also configure the next-header
icmp or next-header icmp6match condition in the same term.

If you configure thismatch condition, youmust also configure the icmp-typemessage-typematch
condition in the same term. An ICMPmessage code provides more specific information than an
ICMPmessage type, but themeaning of an ICMPmessage code is dependent on the associated
ICMPmessage type.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed). The keywords are grouped by the ICMP type with which they are associated:

• parameter-problem: ip6-header-bad (0), unrecognized-next-header (1), unrecognized-option
(2)

• time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during-transit (0)

• destination-unreachable: administratively-prohibited (1), address-unreachable (3),
no-route-to-destination (0), port-unreachable (4)

icmp-codemessage-code

Do not match the ICMPmessage code field. For details, see the icmp-codematch condition.icmp-code-except
message-code

Match the ICMPmessage type field.

If you configure this match condition, we recommend that you also configure the next-header
icmp or next-header icmp6match condition in the same term.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed): certificate-path-advertisement (149), certificate-path-solicitation (148),
destination-unreachable (1), echo-reply (129), echo-request (128),
home-agent-address-discovery-reply (145), home-agent-address-discovery-request (144),
inverse-neighbor-discovery-advertisement (142), inverse-neighbor-discovery-solicitation (141),
membership-query (130),membership-report (131),membership-termination (132),
mobile-prefix-advertisement-reply (147),mobile-prefix-solicitation (146),
neighbor-advertisement (136), neighbor-solicit (135), node-information-reply (140),
node-information-request (139), packet-too-big (2), parameter-problem (4),
private-experimentation-100 (100),private-experimentation-101 (101),private-experimentation-200
(200), private-experimentation-201 (201), redirect (137), router-advertisement (134),
router-renumbering (138), router-solicit (133), or time-exceeded (3).

For private-experimentation-201 (201), you can also specify a range of values within square
brackets.

icmp-typemessage-type

Do not match the ICMPmessage type field. For details, see the icmp-typematch condition.icmp-type-except
message-type

Match the interface on which the packet was received.

NOTE: If you configure this match condition with an interface that does not exist, the term
does not match any packet.

interface interface-name
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Table 17: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Match the logical interface on which the packet was received to the specified interface group or
set of interfacegroups. Forgroup-number, specify a single valueor a rangeof values from0 through
255.

To assign a logical interface to an interface group group-number, specify the group-number at the
[interfaces interface-name unit number family family filter group] hierarchy level.

For more information, see “Filtering Packets Received on a Set of Interface Groups Overview” on
page 266.

interface-group
group-number

Do not match the logical interface on which the packet was received to the specified interface
group or set of interface groups. For details, see the interface-groupmatch condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

interface-group-except
group-number

Match the interface on which the packet was received to the specified interface set.

To define an interface set, include the interface-set statement at the [edit firewall]hierarchy level.

NOTE: This match condition is not supported on PTX series packet transport routers.

Formore information, see “FilteringPacketsReceivedonan InterfaceSetOverview” onpage 266.

interface-set
interface-set-name

Match the 8-bit IP option field, if present, to the specified value or list of values.

In placeof a numeric value, you can specify oneof the following text synonyms (theoption values
are also listed): loose-source-route (131), record-route (7), router-alert (148), security (130),
stream-id (136),strict-source-route (137), or timestamp (68).

Tomatch any value for the IP option, use the text synonym any. To match onmultiple values,
specify the list of values within square brackets ('[’ and ']’). To match a range of values, use the
value specification [ value1-value2 ].

For example, thematch condition ip-options [0-147 ]matchesonan IPoptions field that contains
the loose-source-route, record-route, or security values, or any other value from 0 through 147.
However, this match condition does not match on an IP options field that contains only the
router-alert value (148).

Formost interfaces, a filter termthat specifiesan ip-optionmatchononeormore specific IPoption
values (a valueother than any) causespackets tobe sent to theRouting Engine so that the kernel
can parse the IP option field in the packet header.

• For a firewall filter term that specifies an ip-optionmatch on one or more specific IP option
values, you cannot specify the count, log, or syslog nonterminating actions unless you also
specify thediscard terminatingaction in thesameterm.Thisbehaviorpreventsdouble-counting
of packets for a filter applied to a transit interface on the router.

• Packets processed on the kernel might be dropped in case of a system bottleneck. To ensure
that matched packets are instead sent to the Packet Forwarding Engine (where packet
processing is implemented in hardware), use the ip-options anymatch condition.

The 10-Gigabit EthernetModularPortConcentrator (MPC), 100-Gigabit EthernetMPC,60-Gigabit
Ethernet MPC, 60-Gigabit Queuing Ethernet MPC, and 60-Gigabit Ethernet Enhanced Queuing
MPC on MX Series routers are capable of parsing the IP option field of the IPv4 packet header.
For interfaces configuredon thoseMPCs,allpackets that arematchedusing the ip-optionsmatch
condition are sent to the Packet Forwarding Engine for processing.

ip-options values
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Table 17: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Donotmatch the IPoption field to the specifiedvalueor list of values. Fordetails about specifying
the values, see the ip-optionsmatch condition.

ip-options-except values

Match the packet loss priority (PLP) level.

Specify a single level or multiple levels: low,medium-low,medium-high, or high.

Supported on M120 and M320 routers; M7i and M10i routers with the Enhanced CFEB (CFEB-E);
and MX Series routers and EX Series switches.

For IP trafficonM320,MXSeries, TSeries routersandEXSeries switcheswithEnhanced II Flexible
PIC Concentrators (FPCs), youmust include the tri-color statement at the [edit class-of-service]
hierarchy level to commit a PLP configuration with any of the four levels specified. If the tri-color
statement is not enabled, you can only configure the high and low levels. This applies to all
protocol families.

NOTE: This match condition is not supported on PTX series packet transport routers.

For information about the tri-color statement, see Configuring Tricolor Marking. For information
about using behavior aggregate (BA) classifiers to set the PLP level of incoming packets, see
Forwarding Classes Overview.

loss-priority level

Do not match the PLP level. For details, see the loss-prioritymatch condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

loss-priority-except level

Match the first 8-bit Next Header field in the packet. Support for the next-header firewall match
condition is available in Junos OS Release 13.3R6 and later.

For IPv6, we recommend that you use the payload-protocol term rather than the next-header
termwhen configuring a firewall filter with match conditions. Although either can be used,
payload-protocol provides the more reliable match condition because it uses the actual payload
protocol to find amatch, whereas next-header simply takes whatever appears in the first header
following the IPv6header,whichmayormaynotbe theactual protocol. In addition, ifnext-header
is used with IPv6, the accelerated filter block lookup process is bypassed and the standard filter
used instead.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed): ah (51), dstops (60), egp (8), esp (50), fragment (44), gre (47), hop-by-hop (0),
icmp (1), icmp6 (58), icmpv6 (58), igmp (2), ipip (4), ipv6 (41),mobility (135),no-next-header (59),
ospf (89), pim (103), routing (43), rsvp (46), sctp (132), tcp (6), udp (17), or vrrp (112).

NOTE: next-header icmp6 and next-header icmpv6match conditions perform the same function.
next-header icmp6 is the preferred option. next-header icmpv6 is hidden in the Junos OS CLI.

next-header header-type

Do not match the 8-bit Next Header field that identifies the type of header between the IPv6
header and payload. For details, see the next-headermatch type.

next-header-except
header-type

Match the length of the receivedpacket, in bytes. The length refers only to the IP packet, including
the packet header, and does not include any Layer 2 encapsulation overhead.

packet-length bytes

Donotmatch the length of the received packet, in bytes. For details, see the packet-lengthmatch
type.

packet-length-except bytes
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Table 17: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Match the payload protocol type.

In place of the protocol-type numeric value, you can specify one of the following text synonyms
(the field values are also listed): specify one or a set of of the following: ah (51), dstopts (60),
egp (8), esp (50), fragment (44), gre (47), hop-by-hop (0), icmp (1), icmp6 (58, igmp (2), ipip (4),
ipv6 (41), no-next-header, ospf (89), pim (103), routing, rsvp (46), sctp (132), tcp (6), udp (17), or
vrrp (112).

You can also use the payload-protocol condition to match an extension header type that the
Juniper Networks firmware cannot interpret. You can specify a range of extension header values
within square brackets. When the firmware finds the first extension header type that it cannot
interpret in a packet, the payload-protocol value is set to that extension header type. The firewall
filter only examines the first extension header type that the firmware cannot interpret in the
packet.

NOTE: This match condition is only supported on MPCs on MX Series Routers

payload-protocol
protocol-type

Do not match the payload protocol type. For details, see the payload-protocolmatch type.

NOTE: This match condition is only supported on MPCs on MX Series Routers

payload-protocol-except
protocol-type

Match the UDP or TCP source or destination port field.

If you configure this match condition, you cannot configure the destination-portmatch condition
or the source-portmatch condition in the same term.

If you configure this match condition, we recommend that you also configure the next-header
udp or next-header tcpmatch condition in the same term to specify which protocol is being used
on the port.

In place of the numeric value, you can specify one of the text synonyms listed under
destination-port.

port number

Do not match the UDP or TCP source or destination port field. For details, see the portmatch
condition.

port-except number

Match the prefixes of the source or destination address fields to the prefixes in the specified list
unless the except option is included. If the option is included, do not match the prefixes of the
source or destination address fields to the prefixes in the specified list.

The prefix list is defined at the [edit policy-options prefix-list prefix-list-name] hierarchy level.

prefix-list prefix-list-name
[ except ]

Match a packet received from a filter where a service-filter-hit action was applied.

NOTE: This match condition is not supported on PTX series packet transport routers.

service-filter-hit

Match the IPv6addressof thesourcenodesending thepacketunless theexceptoption is included.
If the option is included, do not match the IPv6 address of the source node sending the packet.

You cannot specify both the address and source-addressmatch conditions in the same term.

source-address address
[ except ]

Copyright © 2016, Juniper Networks, Inc.70

Firewall Filters Feature Guide for EX9200 Switches



Table 17: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Match one or more specified source class names (sets of source prefixes grouped together and
given a class name).

NOTE: This match condition is not supported on PTX series packet transport routers.

Formore information, see “Firewall FilterMatchConditionsBasedonAddressClasses”onpage50.

source-class class-names

Do not match one or more specified source class names. For details, see the source-classmatch
condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

source-class-except
class-names

Match the UDP or TCP source port field.

You cannot specify the port and source-portmatch conditions in the same term.

If you configure this match condition, we recommend that you also configure the next-header
udp or next-header tcpmatch condition in the same term to specify which protocol is being used
on the port.

In place of the numeric value, you can specify one of the text synonyms listed with the
destination-port numbermatch condition.

source-port number

Do notmatch the UDP or TCP source port field. For details, see the source-portmatch condition.source-port-except number

Match the IPv6 address prefix of the packet source field unless the except option is included. If
the option is included, do not match the IPv6 address prefix of the packet source field.

Specify a prefix list name defined at the [edit policy-options prefix-list prefix-list-name] hierarchy
level.

source-prefix-list name
[ except ]

MatchTCPpacketsother than the first packet of a connection. This is a text synonymfor tcp-flags
"(ack | rst)" (0x14).

NOTE: This condition does not implicitly check that the protocol is TCP. To check this, specify
the protocol tcpmatch condition.

If you configure thismatch condition, we recommend that you also configure the next-header tcp
match condition in the same term.

tcp-established
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Table 17: Firewall Filter Match Conditions for IPv6 Traffic (continued)

DescriptionMatch Condition

Match one or more of the low-order 6 bits in the 8-bit TCP flags field in the TCP header.

To specify individual bit fields, youcan specify the following text synonymsor hexadecimal values:

• fin (0x01)

• syn (0x02)

• rst (0x04)

• push (0x08)

• ack (0x10)

• urgent (0x20)

In a TCP session, the SYN flag is set only in the initial packet sent, while the ACK flag is set in all
packets sent after the initial packet.

You can string together multiple flags using the bit-field logical operators.

For combinedbit-fieldmatchconditions, see the tcp-establishedand tcp-initialmatchconditions.

If you configure thismatch condition, we recommend that you also configure the next-header tcp
match condition in the same term to specify that the TCP protocol is being used on the port.

tcp-flags flags

Match the initial packet of a TCP connection. This is a text synonym for tcp-flags "(!ack & syn)".

This condition does not implicitly check that the protocol is TCP. If you configure this match
condition, we recommend that you also configure the next-header tcpmatch condition in the
same term.

tcp-initial

Match the 8-bit field that specifies the class-of-service (CoS) priority of the packet.

This field was previously used as the type-of-service (ToS) field in IPv4.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed):

• RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

• RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

• af11 (10), af12 (12), af13 (14)

• af21 (18), af22 (20), af23 (22)

• af31 (26), af32 (28), af33 (30)

• af41 (34), af42 (36), af43 (38)

traffic-class number

Do not match the 8-bit field that specifies the CoS priority of the packet. For details, see the
traffic-classmatch description.

traffic-class-except number
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NOTE: If you specify an IPv6 address in amatch condition (the address,

destination-address, or source-addressmatch conditions), use the syntax for

text representations described in RFC 4291, IP Version 6 Addressing
Architecture. For more information about IPv6 addresses, see IPv6 Overview
and Supported IPv6 Standards.

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Terminating Actions on page 101

• Firewall Filter Nonterminating Actions on page 106

Firewall Filter Match Conditions for MPLS Traffic

You can configure a firewall filter with match conditions for MPLS traffic (family mpls).

NOTE: The input-list filter-names and output-list filter-names statements for

firewall filters for thempls protocol family are supported on all interfaces

with theexceptionofmanagement interfacesand internalEthernet interfaces
(fxp or em0), loopback interfaces (lo0), and USBmodem interfaces (umd).

Table 18 on page 73 describes thematch-conditions you can configure at the [edit firewall

family mpls filter filter-name term term-name from] hierarchy level.

Table 18: Firewall Filter Match Conditions for MPLS Traffic

DescriptionMatch Condition

Specify which groups to inherit configuration data from. You can specify more than one group
name. Youmust list them in order of inheritance priority. The configuration data in the first group
takes priority over the data in subsequent groups.

apply-groups

Specifywhich groups not to inherit configuration data from. You can specifymore thanone group
name.

apply-groups-except

Experimental (EXP) bit number or range of bit numbers in theMPLS header. For number, you can
specify one or more values from 0 through 7 in decimal, binary, or hexadecimal format.

NOTE: This match condition is not supported on PTX series packet transport routers.

exp number

Do not match on the EXP bit number or range of bit numbers in the MPLS header. For number,
you can specify one or more values from 0 through 7.

NOTE: This match condition is not supported on PTX series packet transport routers.

exp-except number

Forwardingclass.Specifyassured-forwarding,best-effort,expedited-forwarding, ornetwork-control.forwarding-class class

Do not match on the forwarding class. Specify assured-forwarding, best-effort,
expedited-forwarding, or network-control.

forwarding-class-except
class
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Table 18: Firewall Filter Match Conditions for MPLS Traffic (continued)

DescriptionMatch Condition

Interface on which the packet was received. You can configure a match condition that matches
packets based on the interface on which they were received.

NOTE: If you configure this match condition with an interface that does not exist, the term
does not match any packet.

interface interface-name

Match the interface on which the packet was received to the specified interface set.

To define an interface set, include the interface-set statement at the [edit firewall]hierarchy level.

NOTE: This match condition is not supported on PTX series packet transport routers.

Formore information, see “FilteringPacketsReceivedonan InterfaceSetOverview” onpage 266.

interface-set
interface-set-name

(Interfaces on Enhanced Scaling flexible PIC concentrators [FPCs] on supported TSeries routers
only) Inner IP version. Tomatch MPLS-tagged IPv4 packets, match on the text synonym ipv4.

NOTE: This match condition is not supported on PTX series packet transport routers.

ip-version number

Match the packet loss priority (PLP) level.

Specify a single level or multiple levels: low,medium-low,medium-high, or high.

Supported on M120 and M320 routers; M7i and M10i routers with the Enhanced CFEB (CFEB-E);
and MX Series routers and EX Series switches.

For IP traffic onM320,MXSeries, andTSeries routerswithEnhanced II FlexiblePICConcentrators
(FPCs), and EX Series switches, youmust include the tri-color statement at the [edit
class-of-service]hierarchy level to commitaPLPconfigurationwithanyof the four levels specified.
If the tri-color statement is not enabled, you can only configure the high and low levels. This
applies to all protocol families.

For information about the tri-color statement, see Configuring Tricolor Marking. For information
about using behavior aggregate (BA) classifiers to set the PLP level of incoming packets, see
Forwarding Classes Overview.

loss-priority level

Do not match the PLP level. For details, see the loss-prioritymatch condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

loss-priority-except level

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Terminating Actions on page 101

• Firewall Filter Nonterminating Actions on page 106
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Firewall Filter Match Conditions for MPLS-Tagged IPv4 or IPv6 Traffic

This topic covers the following information:

• Matching on IPv4 or IPv6 Packet Header Address or Port Fields in MPLS

Flows on page 75

• IP Address Match Conditions for MPLS Traffic on page 76

• IP Port Match Conditions for MPLS Traffic on page 76

Matching on IPv4 or IPv6 Packet Header Address or Port Fields in MPLS Flows

To support network-based service in a core network, you can configure a firewall filter

that matches Internet Protocol version 4 (IPv4) or version 6 (IPv6) packet header fields

in MPLS traffic (family mpls). The firewall filter canmatch IPv4 or IPv6 packets as an

inner payload of an MPLS packet that has a single MPLS label or up to five MPLS labels

stacked together. You can configurematch conditions based on IPv4 addresses and IPv4

port numbers or IPv6 addresses and IPv6 port numbers in the header.

Firewall filters based on MPLS-tagged IPv4 headers are supported for interfaces on

Enhanced Scaling flexible PIC concentrators (FPCs) on T320, T640, T1600, TX Matrix,

and TXMatrix Plus routers and switches only. However, the firewall filters based on

MPLS-tagged IPv6 headers are supported for interfaces on the Type 5 FPC on T4000

CoreRouters only. The feature is not supported for the router or switch loopback interface

(lo0), the routeror switchmanagement interface(fxp0orem0), orUSBmodeminterfaces

(umd).

To configure a firewall filter term that matches an address or port fields in the Layer 4

header of packets in anMPLS flow, you use the ip-version ipv4match condition to specify

that the term is to match packets based on inner IP fields:

• Tomatch an MPLS-tagged IPv4 packet on the source or destination address field in

the IPv4 header, specify the match condition at the [edit firewall family mpls filter

filter-name term term-name from ip-version ipv4] hierarchy level.

• Tomatch an MPLS-tagged IPv4 packet on the source or destination port field in the

Layer 4 header, specify the match condition at the [edit firewall family mpls filter

filter-name term term-name from ip-version ipv4 protocol (udp | tcp)] hierarchy level.

Toconfigurea firewall filter termthatmatchesanaddressorport fields in the IPv6header

of packets in an MPLS flow, you use the ip-version ipv6match condition to specify that

the term is to match packets based on inner IP fields:

• Tomatch an MPLS-tagged IPv6 packet on the source or destination address field in

the IPv6 header, specify the match condition at the [edit firewall family mpls filter

filter-name term term-name from ip-version ipv6] hierarchy level.

• Tomatch an MPLS-tagged IPv6 packet on the source or destination port field in the

Layer 4 header, specify the match condition at the [edit firewall family mpls filter

filter-name term term-name from ip-version ipv6 protocol (udp | tcp)] hierarchy level.
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IP Address Match Conditions for MPLS Traffic

Table 19onpage76describes the IPaddress-specificmatchconditionsyoucanconfigure

at the [edit firewall familympls filter filter-name term term-name from ip-version ip-version]

hierarchy level.

Table 19: IP Address-Specific Firewall Filter Match Conditions for MPLS
Traffic

DescriptionMatch Condition

Match the address of the destination node to receive the packet.destination-addressaddress

Do not match the address of the destination node to receive the
packet.

destination-addressaddress
except

Match the IP protocol type field. In place of the numeric value, you
can specify one of the following text synonyms (the field values
are also listed): ah (51), dstopts (60), egp (8), esp (50),
fragment (44), gre (47), hop-by-hop (0), icmp (1), icmp6 (58),
icmpv6 (58), igmp (2), ipip (4), ipv6 (41), ospf (89), pim (103),
rsvp (46), sctp (132), tcp (6), udp (17), or vrrp (112).

protocol number

Match the address of the source node sending the packet.source-address address

Do not match the address of the source node sending the packet.source-address address
except

IP Port Match Conditions for MPLS Traffic

Table 20 on page 77 describes the IP port-specificmatch-conditions you can configure

at the [edit firewall familympls filter filter-name term term-name from ip-version ip-version

protocol (udp | tcp )] hierarchy level.
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Table 20: IP Port-Specific Firewall Filter Match Conditions for MPLS
Traffic

DescriptionMatch Condition

Match on the UDP or TCP destination port field.

In place of the numeric value, you can specify one of the following
text synonyms (the port numbers are also listed): afs (1483),
bgp (179), biff (512), bootpc (68), bootps (67), cmd (514),
cvspserver (2401), dhcp (67), domain (53), eklogin (2105),
ekshell (2106), exec (512), finger (79), ftp (21), ftp-data (20),
http (80), https (443), ident (113), imap (143), kerberos-sec (88),
klogin (543), kpasswd (761), krb-prop (754), krbupdate (760),
kshell (544), ldap (389), ldp (646), login (513),
mobileip-agent (434),mobilip-mn (435),msdp (639),
netbios-dgm (138),netbios-ns (137),netbios-ssn (139),nfsd (2049),
nntp (119), ntalk (518), ntp (123), pop3 (110), pptp (1723),
printer (515), radacct (1813), radius (1812), rip (520), rkinit (2108),
smtp (25), snmp (161), snmptrap (162), snpp (444), socks (1080),
ssh (22), sunrpc (111), syslog (514), tacacs (49), tacacs-ds (65),
talk (517), telnet (23), tftp (69), timed (525),who (513), or
xdmcp (177).

destination-port number

Do not match on the UDP or TCP destination port field.

In place of the numeric value, you can specify one of the text
synonyms listed with the destination-portmatch condition.

destination-port-except
number

Match on the TCP or UDP source port field.

In place of the numeric field, you can specify one of the text
synonyms listed under destination-port.

source-port number

Do not match on the TCP or UDP source port field.source-port-except number

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Terminating Actions on page 101

• Firewall Filter Nonterminating Actions on page 106

Firewall Filter Match Conditions for VPLS Traffic

In the from statement in theVPLS filter term, you specify conditions that thepacketmust

match for the action in the then statement to be taken. All conditions in the from

statement must match for the action to be taken. The order in which you specify match

conditions is not important, because a packet must match all the conditions in a term

for a match to occur.

If you specify nomatch conditions in a term, that termmatches all packets.

An individual condition in a from statement can contain a list of values. For example, you

canspecify numeric ranges. Youcanalso specifymultiple sourceaddressesordestination
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addresses. When a condition defines a list of values, a match occurs if one of the values

in the list matches the packet.

Individual conditions in a from statement can be negated. When you negate a condition,

you are defining an explicit mismatch. For example, the negatedmatch condition for

forwarding-class is forwarding-class-except. If a packet matches a negated condition, it

is immediately considered not to match the from statement, and the next term in the

filter is evaluated, if there is one. If there are nomore terms, the packet is discarded.

You can configure a firewall filter with match conditions for Virtual Private LAN Service

(VPLS) traffic (family vpls). Table 21 on page 78 describes thematch-conditions you can

configure at the [edit firewall family vpls filter filter-name term term-name from] hierarchy

level.

NOTE: Not allmatch conditions for VPLS traffic are supported on all routing
platforms or switching platforms. A number of match conditions for VPLS
traffic are supported only on MX Series 3D Universal Edge Routers.

In theVPLSdocumentation, theword router in termssuchasPE router is used
to refer to any device that provides routing functions.

Table 21: Firewall Filter Match Conditions for VPLS Traffic

DescriptionMatch Condition

Match the destination media access control (MAC) address of a VPLS packet.destination-mac-address
address

(MX Series routers and EX Series switches only) Match the UDP or TCP destination port field.

You cannot specify both the port and destination-portmatch conditions in the same term.

In place of the numeric value, you can specify one of the following text synonyms (the port
numbers are also listed): afs (1483), bgp (179), biff (512), bootpc (68), bootps (67), cmd (514),
cvspserver (2401), dhcp (67), domain (53), eklogin (2105), ekshell (2106), exec (512), finger (79),
ftp (21), ftp-data (20), http (80), https (443), ident (113), imap (143), kerberos-sec (88),
klogin (543), kpasswd (761), krb-prop (754), krbupdate (760), kshell (544), ldap (389), ldp (646),
login (513),mobileip-agent (434),mobilip-mn (435),msdp (639), netbios-dgm (138),
netbios-ns (137), netbios-ssn (139), nfsd (2049), nntp (119), ntalk (518), ntp (123), pop3 (110),
pptp (1723), printer (515), radacct (1813), radius (1812), rip (520), rkinit (2108), smtp (25),
snmp (161), snmptrap (162), snpp (444), socks (1080), ssh (22), sunrpc (111), syslog (514),
tacacs (49), tacacs-ds (65), talk (517), telnet (23), tftp (69), timed (525),who (513), or xdmcp (177).

destination-port number

(MX Series routers and EX Series switches only) Do not match on the TCP or UDP destination
port field. You cannot specify both the port and destination-portmatch conditions in the same
term.

destination-port-except
number

(MX Series routers and EX Series switches only) Match destination prefixes in the specified list.
Specify the name of a prefix list defined at the [edit policy-options prefix-list prefix-list-name]
hierarchy level.

NOTE: VPLS prefix lists support only IPv4 addresses. IPv6 addresses included in a VPLS prefix
list will be discarded.

destination-prefix-list name
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Table 21: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(MXSeries routers andEXSeries switchesonly)Donotmatchdestinationprefixes in the specified
list. For more information, see the destination-prefix-listmatch condition.

destination-prefix-list name
except

(MX Series routers and EX Series switches only) Match the Differentiated Services code point
(DSCP). The DiffServ protocol uses the type-of-service (ToS) byte in the IP header. Themost
significant 6 bits of this byte form the DSCP. For more information, see the Understanding How
Behavior Aggregate Classifiers Prioritize Trusted Traffic.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed):

• RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

• RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

af11 (10), af12 (12), af13 (14),

af21 (18), af22 (20), af23 (22),

af31 (26), af32 (28), af33 (30),

af41 (34), af42 (36), af43 (38)

dscp number

(MX Series routers and EX Series switches only) Do not match on the DSCP. For details, see the
dscpmatch condition.

dscp-except number

Match the 2-octet IEEE 802.3 Length/EtherType field to the specified value or list of values.

You can specify decimal or hexadecimal values from 0 through 65535 (0xFFFF). A value from
0 through 1500 (0x05DC) specifies the length of an Ethernet Version 1 frame. A value from 1536
(0x0600) through 65535 specifies the EtherType (nature of the MAC client protocol) of an
Ethernet Version 2 frame.

Inplaceof thenumeric value, youcanspecifyoneof the following text synonyms(thehexadecimal
values are also listed): aarp (0x80F3), appletalk (0x809B), arp (0x0806), ipv4 (0x0800),
ipv6 (0x86DD),mpls-multicast (0x8848),mpls-unicast (0x8847),oam (0x8902),ppp (0x880B),
pppoe-discovery (0x8863), pppoe-session (0x8864), or sna (0x80D5).

ether-type values

Do not match the 2-octet Length/EtherType field to the specified value or list of values.

For details about specifying the values, see the ether-typematch condition.

ether-type-except values
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Table 21: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

Length of the data to bematched in bits, not
needed for string input (0..128)

bit-lengthflexible-match-mask value

Bit offset after the (match-start + byte) offset
(0..7)

bit-offset

Byte offset after the match start pointbyte-offset

Select a flexible match from predefined
template field

flexible-mask-name

Mask out bits in the packet data to bematchedmask-in-hex

Start point to match in packetmatch-start

Value data/string to bematchedprefix

Length of the data to bematched in bits (0..32)bit-lengthflexible-match-range value

Bit offset after the (match-start + byte) offset
(0..7)

bit-offset

Byte offset after the match start pointbyte-offset

Select a flexible match from predefined
template field

flexible-range-name

Start point to match in packetmatch-start

Range of values to bematchedrange

Do not match this range of valuesrange-except

Match the forwarding class. Specify assured-forwarding, best-effort, expedited-forwarding, or
network-control.

forwarding-class class

Do not match the forwarding class. For details, see the forwarding-classmatch condition.forwarding-class-except
class
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Table 21: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

Match the ICMPmessage code field.

If you configure this match condition, we recommend that you also configure the next-header
icmp or next-header icmp6match condition in the same term.

If you configure thismatch condition, youmust also configure the icmp-typemessage-typematch
condition in the same term. An ICMPmessage code provides more specific information than an
ICMPmessage type, but themeaning of an ICMPmessage code is dependent on the associated
ICMPmessage type.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed). The keywords are grouped by the ICMP type with which they are associated:

• parameter-problem: ip6-header-bad (0), unrecognized-next-header (1), unrecognized-option
(2)

• time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during-transit (0)

• destination-unreachable: address-unreachable (3), administratively-prohibited (1),
no-route-to-destination (0), port-unreachable (4)

icmp-codemessage-code

Do not match the ICMPmessage code field. For details, see the icmp-codematch condition.icmp-code-except
message-code

(MX Series routers and EX Series switches only) Match the ICMPmessage code field.

If you configure thismatch condition,we recommend that you also configure the ip-protocol icmp
or ip-protocol icmp6match condition in the same term.

If you configure thismatch condition, youmust also configure the icmp-typemessage-typematch
condition in the same term. An ICMPmessage code provides more specific information than an
ICMPmessage type, but themeaning of an ICMPmessage code is dependent on the associated
ICMPmessage type.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed). The keywords are grouped by the ICMP type with which they are associated:

• parameter-problem: ip6-header-bad (0), unrecognized-next-header (1), unrecognized-option
(2)

• time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during-transit (0)

• destination-unreachable: address-unreachable (3), administratively-prohibited (1),
no-route-to-destination (0), port-unreachable (4)

icmp-code number

(MXSeries routers andEXSeries switches only) Do notmatch on the ICMPcode field. For details,
see the icmp-codematch condition.

icmp-code-except number

(MX Series routers and EX Series switches only) Match the ICMPmessage type field.

If you configure this match condition, we recommend that you also configure the ip-protocol
icmp, ip-protocol icmp6, or ip-protocol icmpv6match condition in the same term.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed): destination-unreachable (1), echo-reply (129), echo-request (128),
membership-query (130),membership-report (131),membership-termination (132),
neighbor-advertisement (136), neighbor-solicit (135), node-information-reply (140),
node-information-request (139), packet-too-big (2), parameter-problem (4), redirect (137),
router-advertisement (134), router-renumbering (138), router-solicit (133), or time-exceeded (3).

icmp-type number

81Copyright © 2016, Juniper Networks, Inc.

Chapter 2: Firewall Filter Match Conditions and Actions



Table 21: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(MX Series routers and EX Series switches only) Do not match the ICMPmessage type field. For
details, see the icmp-typematch condition.

icmp-type-except number

Interface on which the packet was received. You can configure a match condition that matches
packets based on the interface on which they were received.

NOTE: If you configure this match condition with an interface that does not exist, the term
does not match any packet.

interface interface-name

Match the logical interface on which the packet was received to the specified interface group or
set of interfacegroups. Forgroup-number, specify a single valueor a rangeof values from0 through
255.

To assign a logical interface to an interface group group-number, specify the group-number at the
[interfaces interface-name unit number family family filter group] hierarchy level.

For more information, see “Filtering Packets Received on a Set of Interface Groups Overview” on
page 266.

NOTE: This match condition is not supported on T4000 Type 5 FPCs.

interface-group
group-number

Do not match the logical interface on which the packet was received to the specified interface
group or set of interface groups. For details, see the interface-groupmatch condition.

NOTE: This match condition is not supported on T4000 Type 5 FPCs.

interface-group-except
group-name

Match the interface on which the packet was received to the specified interface set.

To define an interface set, include the interface-set statement at the [edit firewall]hierarchy level.
Formore information, see “FilteringPacketsReceivedonan InterfaceSetOverview” onpage 266.

interface-set
interface-set-name

(MXSeries routersandEXSeries switchesonly) 32-bit address that supports the standard syntax
for IPv4 addresses.

ip-address address

(MX Series routers and EX Series switches only) 32-bit address that is the final destination node
address for the packet.

ip-destination-address
address

(MX Series routers and EX Series switches only) IP precedence field. In place of the numeric field
value, you can specify one of the following text synonyms (the field values are also listed):
critical-ecp (0xa0), flash (0x60), flash-override (0x80), immediate (0x40), internet-control (0xc0),
net-control (0xe0), priority (0x20), or routine (0x00).

ip-precedence
ip-precedence-field

(MX Series routers and EX Series switches only) Do not match on the IP precedence field.ip-precedence-except
ip-precedence-field

(MX Series routers and EX Series switches only) IP protocol field.ip-protocol number

(MX Series only) 128-bit address that supports the standard syntax for IPv6 addresses.ipv6-address address

(MX Series routers and EX Series switches only) Do not match on the IP protocol field.ip-protocol-except number
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Table 21: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(MX Series only) 128-bit address that is the final destination node address for this packet.ipv6-destination-address
address

(MX Series only) Match the IPv6 destination addresses in a named-list.ipv6-destination-prefix-list
named-list

(MX Series only) Match IPv6 next header protocol type.

The following list shows the supported values for protocol:

• ah—IP Security authentication header

• dstopts—IPv6 destination options

• egp—Exterior gateway protocol

• esp—IPSec Encapsulating Security Payload

• fragment—IPv6 fragment header

• gre—Generic routing encapsulation

• hop-by-hop—IPv6 hop by hop options

• icmp—Internet Control Message Protocol

• icmp6—Internet Control Message Protocol Version 6

• igmp—Internet Group Management Protocol

• ipip—IP in IP

• ipv6—IPv6 in IP

• no-next-header—IPv6 no next header

• ospf—Open Shortest Path First

• pim—Protocol Independent Multicast

• routing—IPv6 routing header

• rsvp—Resource Reservation Protocol

• sctp—Stream Control Transmission Protocol

• tcp—Transmission Control Protocol

• udp—User Datagram Protocol

• vrrp—Virtual Router Redundancy Protocol

ipv6-next-header protocol

(MX Series only) Do not match the IPv6 next header protocol type.ipv6-next-header-except
protocol
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Table 21: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(MX Series only) Match IPv6 payload protocol type.

The following list shows the supported values for protocol:

• ah—IP Security authentication header

• dstopts—IPv6 destination options

• egp—Exterior gateway protocol

• esp—IPSec Encapsulating Security Payload

• fragment—IPv6 fragment header

• gre—Generic routing encapsulation

• hop-by-hop—IPv6 hop by hop options

• icmp—Internet Control Message Protocol

• icmp6—Internet Control Message Protocol Version 6

• igmp—Internet Group Management Protocol

• ipip—IP in IP

• ipv6—IPv6 in IP

• no-next-header—IPv6 no next header

• ospf—Open Shortest Path First

• pim—Protocol Independent Multicast

• routing—IPv6 routing header

• rsvp—Resource Reservation Protocol

• sctp—Stream Control Transmission Protocol

• tcp—Transmission Control Protocol

• udp—User Datagram Protocol

• vrrp—Virtual Router Redundancy Protocol

ipv6-payload-protocol
protocol

(MX Series only) Do not match the IPv6 payload protocol.ipv6-payload-protocol-except
protocol

(MX Series only) Match the IPv6 address in a named-list.ipv6-prefix-list named-list

(MX Series only) 128-bit address that is the originating source node address for this packet.ipv6-source-addressaddress

(MX Series only) Match the IPv6 source address in a named-list.ipv6-source-prefix-list
named-list
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Table 21: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(MX Series only) Differentiated Services code point (DSCP). The DiffServ protocol uses the
type-of-service (ToS) byte in the IP header. Themost significant 6 bits of this byte form the
DSCP. For more information, see Understanding How Behavior Aggregate Classifiers Prioritize
Trusted Traffic.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed):

• RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

• RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

af11 (10), af12 (12), af13 (14),

af21 (18), af22 (20), af23 (22),

af31 (26), af32 (28), af33 (30),

af41 (34), af42 (36), af43 (38)

ipv6-traffic-class number

Do not match the DSCP number.ipv6-traffic-class-except
number

(MXSeries routersandEXSeries switchesonly) IPaddressof thesourcenodesending thepacket.ip-source-address address

(MX Series routers, M320 router, and EX Series switches only) Match on the IEEE 802.1p learned
VLAN priority bits in the provider VLAN tag (the only tag in a single-tag frame with 802.1Q VLAN
tagsor theouter tag inadual-tag framewith802.1QVLANtags). Specify a single valueormultiple
values from 0 through 7.

Compare with the user-vlan-1p-prioritymatch condition.

NOTE: This match condition supports the presence of a control word for MX Series routers and
the M320 router.

learn-vlan-1p-prioritynumber

(MX Series routers, M320 router, and EX Series switches only) Do not match on the IEEE 802.1p
learned VLAN priority bits. For details, see the learn-vlan-1p-prioritymatch condition.

NOTE: This match condition supports the presence of a control word for MX Series routers and
the M320 router.

learn-vlan-1p-priority-except
number

(MXSeries routers and EXSeries switches only)Match the user VLAN ID drop eligability indicator
(DEI) bit.

learn-vlan-dei

(MX Series routers and EX Series switches only) Do not match the user VLAN ID DEI bit.learn-vlan-dei-except

(MX Series routers and EX Series switches only) VLAN identifier used for MAC learning.learn-vlan-id number

(MX Series routers and EX Series switches only) Do not match on the VLAN identifier used for
MAC learning.

learn-vlan-id-exceptnumber
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Table 21: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

Packet loss priority (PLP) level. Specify a single level or multiple levels: low,medium-low,
medium-high, or high.

Supported on M120 and M320 routers; M7i and M10i routers with the Enhanced CFEB (CFEB-E);
and MX Series routers.

For IP traffic onM320,MXSeries, andTSeries routerswithEnhanced II FlexiblePICConcentrators
(FPCs) and EX Series switches, youmust include the tri-color statement at the [edit
class-of-service]hierarchy level to commitaPLPconfigurationwithanyof the four levels specified.
If the tri-color statement is not enabled, you can only configure the high and low levels. This
applies to all protocol families.

For informationabout the tri-color statementandaboutusingbehavior aggregate (BA)classifiers
to set the PLP level of incoming packets, see Forwarding Classes Overview.

loss-priority level

Do not match on the packet loss priority level. Specify a single level or multiple levels: low,
medium-low,medium-high, or high.

For information about using behavior aggregate (BA) classifiers to set the PLP level of incoming
packets, see Understanding How Behavior Aggregate Classifiers Prioritize Trusted Traffic.

loss-priority-except level

(MX Series routers and EX Series switches only) TCP or UDP source or destination port. You
cannot specify both theportmatchconditionandeither thedestination-portor source-portmatch
condition in the same term.

port number

(MX Series routers and EX Series switches only) Do not match on the TCP or UDP source or
destinationport. Youcannot specifyboth theportmatchconditionandeither thedestination-port
or source-portmatch condition in the same term.

port-except number

(MX Series routers and EX Series switches only) Match the destination or source prefixes in the
specified list. Specify the name of a prefix list defined at the [edit policy-options prefix-list
prefix-list-name] hierarchy level.

NOTE: VPLS prefix lists support only IPV4 addresses. IPV6 addresses included in a VPLS prefix
list will be discarded.

prefix-list name

(MX Series routers and EX Series switches only) Do notmatch the destination or source prefixes
in the specified list. For more information, see the destination-prefix-listmatch condition.

prefix-list name except

Source MAC address of a VPLS packet.source-mac-addressaddress

(MXSeries routers and EXSeries switches only) TCPorUDP source port field. You cannot specify
the port and source-portmatch conditions in the same term.

source-port number

(MX Series routers and EX Series switches only) Do not match on the TCP or UDP source port
field. You cannot specify the port and source-portmatch conditions in the same term.

source-port-except number

(MX Series routers and EX Series switches only) Match the source prefixes in the specified prefix
list. Specifyaprefix list namedefinedat the [editpolicy-optionsprefix-listprefix-list-name]hierarchy
level.

NOTE: VPLS prefix lists support only IPV4 addresses. IPV6 addresses included in a VPLS prefix
list will be discarded.

source-prefix-list name
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Table 21: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

(MXSeries routers andEXSeries switches only)Donotmatch the source prefixes in the specified
prefix list. For more information, see the source-prefix-listmatch condition.

source-prefix-list name
except

Match one or more of the low-order 6 bits in the 8-bit TCP flags field in the TCP header.

To specify individual bit fields, youcan specify the following text synonymsor hexadecimal values:

• fin (0x01)

• syn (0x02)

• rst (0x04)

• push (0x08)

• ack (0x10)

• urgent (0x20)

In a TCP session, the SYN flag is set only in the initial packet sent, while the ACK flag is set in all
packets sent after the initial packet.

You can string together multiple flags using the bit-field logical operators.

If you configure this match condition for IPv6 traffic, we recommend that you also configure the
next-header tcpmatch condition in the same term to specify that the TCP protocol is being used
on the port.

tcp-flags flags

(MX Series routers and EX Series switches only) Traffic type. Specify broadcast,multicast,
unknown-unicast, or known-unicast.

traffic-type type-name

(MX Series routers and EX Series switches only) Do not match on the traffic type. Specify
broadcast,multicast, unknown-unicast, or known-unicast.

traffic-type-except
type-name

(MX Series routers, M320 router, and EX Series switches only) Match on the IEEE 802.1p user
priority bits in the customer VLAN tag (the inner tag in a dual-tag framewith 802.1Q VLAN tags).
Specify a single value or multiple values from 0 through 7.

Compare with the learn-vlan-1p-prioritymatch condition.

NOTE: This match condition supports the presence of a control word for MX Series routers and
the M320 router.

user-vlan-1p-prioritynumber

(MX Series routers, M320 rouer, and EX Series switches only) Do not match on the IEEE 802.1p
user priority bits. For details, see the user-vlan-1p-prioritymatch condition.

NOTE: This match condition supports the presence of a control word for MX Series routers and
the M320 router.

user-vlan-1p-priority-except
number

(MXSeries routers and EX Series switches only)Match the first VLAN identifier that is part of the
payload.

user-vlan-id number

(MX Series routers and EX Series switches only) Do not match on the first VLAN identifier that
is part of the payload.

user-vlan-id-except number

VLAN Ethernet type field of a VPLS packet.vlan-ether-type value
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Table 21: Firewall Filter Match Conditions for VPLS Traffic (continued)

DescriptionMatch Condition

Do not match on the VLAN Ethernet type field of a VPLS packet.vlan-ether-type-exceptvalue

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Terminating Actions on page 101

• Firewall Filter Nonterminating Actions on page 106

Firewall Filter Match Conditions for Layer 2 CCC Traffic

You can configure a firewall filter withmatch conditions for Layer 2 circuit cross-connect

(CCC) traffic (family ccc).

The following restrictions apply to firewall filters for Layer 2 CCC traffic:

• The input-list filter-names and output-list filter-names statements for firewall filters for

the ccc protocol family are supported on all interfaces with the exception of

management interfaces and internal Ethernet interfaces (fxp or em0), loopback

interfaces (lo0), and USBmodem interfaces (umd).

• Only on MX Series routers and EX Series switches, you cannot apply a Layer 2 CCC

stateless firewall filter (a firewall filter configured at the [edit firewall filter family ccc]

hierarchy level) asanoutput filter.OnMXSeries routers andEXSeries switches, firewall

filters configured for the family ccc statement can be applied only as input filters.

Table 22onpage88describes thematch-conditions youcanconfigureat the [edit firewall

family ccc filter filter-name term term-name from] hierarchy level.

Table 22: Firewall Filter Match Conditions for Layer 2 CCC Traffic

DescriptionMatch Condition

Specify which groups to inherit configuration data from. You can specify more than one group
name. Youmust list them in order of inheritance priority. The configuration data in the first group
takes priority over the data in subsequent groups.

apply-groups

Specifywhich groups not to inherit configuration data from. You can specifymore thanone group
name.

apply-groups-except
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Table 22: Firewall Filter Match Conditions for Layer 2 CCC Traffic (continued)

DescriptionMatch Condition

(MX Series routers and EX Series switches only) Match the destination media access control
(MAC) address of a virtual private LAN service (VPLS) packet.

Tohavepackets correctly evaluatedby thismatchconditionwhenapplied toegress traffic flowing
over a CCC circuit from a logical interface on an I-chip DPC in a Layer 2 virtual private network
(VPN) routing instance, youmustmakeaconfigurationchange to theLayer2VPNrouting instance.
Youmust explicitly disable the use of a control word for traffic flowing out over a Layer 2 circuit.
The use of a control word is enabled by default for Layer 2 VPN routing instances to support the
emulated virtual circuit (VC) encapsulation for Layer 2 circuits.

To explicitly disable the use of a control word for Layer 2 VPNs, include the no-control-word
statement at either of the following hierarchy levels:

• [edit routing-instances routing-instance-name protocols l2vpn]

• [edit logical-systems logical-system-name routing-instances routing-instance-name protocols
l2vpn]

NOTE: This match condition is not supported on PTX series packet transport routers.

For more information, see Disabling the Control Word for Layer 2 VPNs.

destination-mac-address
address

Length of the data to bematched in bits, not
needed for string input (0..128)

bit-lengthflexible-match-mask value

Bit offset after the (match-start + byte) offset
(0..7)

bit-offset

Byte offset after the match start pointbyte-offset

Selecta flexiblematch frompredefined template
field

flexible-mask-name

Mask out bits in the packet data to bematchedmask-in-hex

Start point to match in packetmatch-start

Value data/string to bematchedprefix
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Table 22: Firewall Filter Match Conditions for Layer 2 CCC Traffic (continued)

DescriptionMatch Condition

Length of the data to bematched in bits (0..32)bit-lengthflexible-match-range value

Bit offset after the (match-start + byte) offset
(0..7)

bit-offset

Byte offset after the match start pointbyte-offset

Selecta flexiblematch frompredefined template
field

flexible-range-name

Start point to match in packetmatch-start

Range of values to bematchedrange

Do not match this range of valuesrange-except

Forwardingclass.Specifyassured-forwarding,best-effort,expedited-forwarding, ornetwork-control.forwarding-class class

Do not match on the forwarding class. Specify assured-forwarding, best-effort,
expedited-forwarding, or network-control.

forwarding-class-except
class

Match the logical interface on which the packet was received to the specified interface group or
set of interfacegroups. Forgroup-number, specify a single valueor a rangeof values from0 through
255.

To assign a logical interface to an interface group group-number, specify the group-number at the
[interfaces interface-name unit number family family filter group] hierarchy level.

NOTE: This match condition is not supported on PTX series packet transport routers.

For more information, see “Filtering Packets Received on a Set of Interface Groups Overview” on
page 266.

interface-group
group-number

Do not match the logical interface on which the packet was received to the specified interface
group or set of interface groups. For details, see the interface-groupmatch condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

interface-group-except
number

(MX Series routers, M320 router, and EX Series switches only) Match on the IEEE 802.1p learned
VLAN priority bits in the provider VLAN tag (the only tag in a single-tag frame with 802.1Q VLAN
tagsor theouter tag inadual-tag framewith802.1QVLANtags). Specify a single valueormultiple
values from 0 through 7.

Compare with the user-vlan-1p-prioritymatch condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

NOTE: This match condition supports the presence of a control word for MX Series and M320
routers.

learn-vlan-1p-prioritynumber
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Table 22: Firewall Filter Match Conditions for Layer 2 CCC Traffic (continued)

DescriptionMatch Condition

(MX Series routers, M320 router, and EX Series switches only) Do not match on the IEEE 802.1p
learned VLAN priority bits. For details, see the learn-vlan-1p-prioritymatch condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

NOTE: This match condition supports the presence of a control word for MX Series and M320
routers.

learn-vlan-1p-priority-except
number

Packet loss priority (PLP) level. Specify a single level or multiple levels: low,medium-low,
medium-high, or high.

Supported on M120 and M320 routers; M7i and M10i routers with the Enhanced CFEB (CFEB-E);
and MX Series routers and EX Series switches.

For IP traffic onM320,MXSeries, andTSeries routerswithEnhanced II FlexiblePICConcentrators
(FPCs), and EX Series switches, youmust include the tri-color statement at the [edit
class-of-service]hierarchy level to commitaPLPconfigurationwithanyof the four levels specified.
If the tri-color statement is not enabled, you can only configure the high and low levels. This
applies to all protocol families.

For information about the tri-color statement, see Configuring Tricolor Marking. For information
about using behavior aggregate (BA) classifiers to set the PLP level of incoming packets, see
Forwarding Classes Overview.

loss-priority level

Do not match on the packet loss priority level. Specify a single level or multiple levels: low,
medium-low,medium-high, or high.

NOTE: This match condition is not supported on PTX series packet transport routers.

For information about using behavior aggregate (BA) classifiers to set the PLP level of incoming
packets, see Understanding How Behavior Aggregate Classifiers Prioritize Trusted Traffic.

loss-priority-except level

(MX Series routers, M320 router, and EX Series switches only) Match on the IEEE 802.1p user
priority bits in the customer VLAN tag (the inner tag in a dual-tag framewith 802.1Q VLAN tags).
Specify a single value or multiple values from 0 through 7.

Compare with the learn-vlan-1p-prioritymatch condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

NOTE: This match condition supports the presence of a control word for MX Series and M320
routers.

user-vlan-1p-prioritynumber

(MX Series routers, M320 router, and EX Series switches only) Do not match on the IEEE 802.1p
user priority bits. For details, see the user-vlan-1p-prioritymatch condition.

NOTE: This match condition is not supported on PTX series packet transport routers.

NOTE: This match condition supports the presence of a control word for MX Series and M320
routers.

user-vlan-1p-priority-except
number

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Terminating Actions on page 101
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• Firewall Filter Nonterminating Actions on page 106

Firewall Filter Match Conditions for Layer 2 Bridging Traffic

Only onMXSeries routers andEXSeries switches, you can configure a standard stateless

firewall filter with match conditions for Layer 2 bridging traffic (family bridge).

Table 23onpage92describes thematch-conditions you canconfigure at the [edit firewall

family bridge filter filter-name term term-name from] hierarchy level.

Table 23: Standard Firewall Filter Match Conditions for Layer 2 Bridging (MX Series Routers
and EX Series Switches Only)

DescriptionMatch Condition

Destination media access control (MAC) address of a Layer 2 packet in a bridging environment.destination-mac-address
address

TCP or UDP destination port field. You cannot specify both the port and destination-portmatch
conditions in the same term.

destination-port number

Do not match the TCP/UDP destination port.destination-port-except

Match the IP destination prefixes in a named-list.destination-prefix-list
named-list

Differentiated Services code point (DSCP). The DiffServ protocol uses the type-of-service (ToS)
byte in the IPheader. Themost significant6bits of this byte form theDSCP. Formore information,
see Understanding How Behavior Aggregate Classifiers Prioritize Trusted Traffic.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed):

• RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

• RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

af11 (10), af12 (12), af13 (14),

af21 (18), af22 (20), af23 (22),

af31 (26), af32 (28), af33 (30),

af41 (34), af42 (36), af43 (38)

dscp number

Do notmatch on the DSCP number. For more information, see the dscp-exceptmatch condition.dscp-except number
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Table 23: Standard Firewall Filter Match Conditions for Layer 2 Bridging (MX Series Routers
and EX Series Switches Only) (continued)

DescriptionMatch Condition

Match the 2-octet IEEE 802.3 Length/EtherType field to the specified value or list of values.

You can specify decimal or hexadecimal values from 0 through 65535 (0xFFFF). A value from
0 through 1500 (0x05DC) specifies the length of an Ethernet Version 1 frame. A value from 1536
(0x0600) through 65535 specifies the EtherType (nature of the MAC client protocol) of an
Ethernet Version 2 frame.

Inplaceof thenumeric value, youcanspecifyoneof the following text synonyms(thehexadecimal
values are also listed): aarp (0x80F3), appletalk (0x809B), arp (0x0806), ipv4 (0x0800),
ipv6 (0x86DD),mpls-multicast (0x8848),mpls-unicast (0x8847),oam (0x8902),ppp (0x880B),
pppoe-discovery (0x8863), pppoe-session (0x8864), sna (0x80D5).

ether-type value

Do not match the 2-octet IEEE 802.3 Length/EtherType field to the specified value or list of
values.

For details about specifying the values, see the ether-typematch condition.

ether-type-except value

Length of the data to bematched in bits, not
needed for string input (0..128)

bit-lengthflexible-match-mask value

Bit offset after the (match-start + byte) offset
(0..7)

bit-offset

Byte offset after the match start pointbyte-offset

Select a flexible match from predefined
template field

flexible-mask-name

Mask out bits in the packet data to bematchedmask-in-hex

Start point to match in packetmatch-start

Value data/string to bematchedprefix
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Table 23: Standard Firewall Filter Match Conditions for Layer 2 Bridging (MX Series Routers
and EX Series Switches Only) (continued)

DescriptionMatch Condition

Length of the data to bematched in bits (0..32)bit-lengthflexible-match-range value

Bit offset after the (match-start + byte) offset
(0..7)

bit-offset

Byte offset after the match start pointbyte-offset

Select a flexible match from predefined
template field

flexible-range-name

Start point to match in packetmatch-start

Range of values to bematchedrange

Do not match this range of valuesrange-except

Forwardingclass.Specifyassured-forwarding,best-effort,expedited-forwarding, ornetwork-control.forwarding class class

Ethernet type field of a Layer 2 packet environment. Specify assured-forwarding, best-effort,
expedited-forwarding, or network-control.

forwarding-class-except
class

Match the ICMPmessage code field.

If you configure this match condition, we recommend that you also configure the ip-protocol
icmp, ip-protocol icmp6, or ip-protocol icmpv6match condition in the same term.

If you configure thismatch condition, youmust also configure the icmp-typemessage-typematch
condition in the same term. An ICMPmessage code provides more specific information than an
ICMPmessage type, but themeaning of an ICMPmessage code is dependent on the associated
ICMPmessage type.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed). The keywords are grouped by the ICMP type with which they are associated:

• parameter-problem: ip6-header-bad (0),unrecognized-next-header (1),unrecognized-option (2)

• time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during-transit (0)

• destination-unreachable: address-unreachable (3), administratively-prohibited (1),
no-route-to-destination (0), port-unreachable (4)

icmp-codemessage-code

Do not match the ICMPmessage code field. For details, see the icmp-codematch condition.icmp-code-except
message-code
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Table 23: Standard Firewall Filter Match Conditions for Layer 2 Bridging (MX Series Routers
and EX Series Switches Only) (continued)

DescriptionMatch Condition

Match the ICMPmessage type field.

If you configure this match condition, we recommend that you also configure the ip-protocol
icmp, ip-protocol icmp6, or ip-protocol icmpv6match condition in the same term.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed): destination-unreachable (1), echo-reply (129), echo-request (128),
membership-query (130),membership-report (131),membership-termination (132),
neighbor-advertisement (136), neighbor-solicit (135), node-information-reply (140),
node-information-request (139), packet-too-big (2), parameter-problem (4), redirect (137),
router-advertisement (134), router-renumbering (138), router-solicit (133), or time-exceeded (3).

icmp-typemessage-type

Do not match the ICMPmessage type field. For details, see the icmp-typematch condition.icmp-type-except
message-type

Interface on which the packet was received. You can configure a match condition that matches
packets based on the interface on which they were received.

NOTE: If you configure this match condition with an interface that does not exist, the term
does not match any packet.

interface interface-name

Match the logical interface on which the packet was received to the specified interface group or
set of interfacegroups. Forgroup-number, specify a single valueor a rangeof values from0 through
255.

To assign a logical interface to an interface group group-number, specify the group-number at the
[interfaces interface-name unit number family family filter group] hierarchy level.

For more information, see “Filtering Packets Received on a Set of Interface Groups Overview” on
page 266.

interface-group
group-number

Do not match the logical interface on which the packet was received to the specified interface
group or set of interface groups. For details, see the interface-groupmatch condition.

interface-group-except
number

Match the interface on which the packet was received to the specified interface set.

To define an interface set, include the interface-set statement at the [edit firewall]hierarchy level.
Formore information, see “FilteringPacketsReceivedonan InterfaceSetOverview” onpage 266.

interface-set
interface-set-name

32-bit address that supports the standard syntax for IPv4 addresses. Note that when using this
term, the match condition ether-type IPv4must be defined on the same term.

ip-address address

32-bit address that is the final destination node address for the packet. Note that when using
this term, the match condition ether-type IPv4must be defined on the same term.

ip-destination-address
address

IP precedence field. In place of the numeric field value, you can specify one of the following text
synonyms(the field valuesarealso listed):critical-ecp (0xa0), flash (0x60), flash-override (0x80),
immediate (0x40), internet-control (0xc0), net-control (0xe0), priority (0x20), or routine (0x00).

ip-precedence
ip-precedence-field

Do not match on the IP precedence field.ip-precedence-except
ip-precedence-field
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Table 23: Standard Firewall Filter Match Conditions for Layer 2 Bridging (MX Series Routers
and EX Series Switches Only) (continued)

DescriptionMatch Condition

IP protocol field.ip-protocol number

Do not match the IP protocol type.ip-protocol-except

IP address of the source node sending the packet. Note that when using this term, the match
condition ether-type IPv4must also be defined on the same term.

ip-source-address address

(MX Series and EX9200 only) 128-bit address that supports the standard syntax for IPv6
addresses. Note that when using this term, thematch condition ether-type IPv6must be defined
on the same term.

ipv6-address address

((MX Series and EX9200 only) 128-bit address that is the final destination node address for this
packet. Note that when using this term, thematch condition ether-type IPv6must be defined on
the same term.

ipv6-destination-address
address

(MX Series only) Match the IPv6 destination addresses in a named-list.ipv6-destination-prefix-list
named-list

(MX Series only) Match IPv6 next header protocol type.

The following list shows the supported values for protocol:

• ah—IP Security authentication header

• dstopts—IPv6 destination options

• egp—Exterior gateway protocol

• esp—IPSec Encapsulating Security Payload

• fragment—IPv6 fragment header

• gre—Generic routing encapsulation

• hop-by-hop—IPv6 hop by hop options

• icmp—Internet Control Message Protocol

• icmp6—Internet Control Message Protocol Version 6

• igmp—Internet Group Management Protocol

• ipip—IP in IP

• ipv6—IPv6 in IP

• no-next-header—IPv6 no next header

• ospf—Open Shortest Path First

• pim—Protocol Independent Multicast

• routing—IPv6 routing header

• rsvp—Resource Reservation Protocol

• sctp—Stream Control Transmission Protocol

• tcp—Transmission Control Protocol

• udp—User Datagram Protocol

• vrrp—Virtual Router Redundancy Protocol

ipv6-next-header protocol

(MX Series only) Do not match the IPv6 next header protocol type.ipv6-next-header-except
protocol
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Table 23: Standard Firewall Filter Match Conditions for Layer 2 Bridging (MX Series Routers
and EX Series Switches Only) (continued)

DescriptionMatch Condition

(MX Series only) Match IPv6 payload protocol type.

The following list shows the supported values for protocol:

• ah—IP Security authentication header

• dstopts—IPv6 destination options

• egp—Exterior gateway protocol

• esp—IPSec Encapsulating Security Payload

• fragment—IPv6 fragment header

• gre—Generic routing encapsulation

• hop-by-hop—IPv6 hop by hop options

• icmp—Internet Control Message Protocol

• icmp6—Internet Control Message Protocol Version 6

• igmp—Internet Group Management Protocol

• ipip—IP in IP

• ipv6—IPv6 in IP

• no-next-header—IPv6 no next header

• ospf—Open Shortest Path First

• pim—Protocol Independent Multicast

• routing—IPv6 routing header

• rsvp—Resource Reservation Protocol

• sctp—Stream Control Transmission Protocol

• tcp—Transmission Control Protocol

• udp—User Datagram Protocol

• vrrp—Virtual Router Redundancy Protocol

ipv6-payload-protocol
protocol

(MX Series only) Do not match the IPv6 payload protocol.ipv6-payload-protocol-except
protocol

(MX Series only) Match the IPv6 address in a named-list.ipv6-prefix-list named-list

(MXSeries and EX9200 only) 128-bit address that is the originating source node address for this
packet. Note that when using this term, thematch condition ether-type IPv6must be defined on
the same term.

ipv6-source-addressaddress

(MX Series only) Match the IPv6 source address in a named-list.ipv6-source-prefix-list
named-list

97Copyright © 2016, Juniper Networks, Inc.

Chapter 2: Firewall Filter Match Conditions and Actions



Table 23: Standard Firewall Filter Match Conditions for Layer 2 Bridging (MX Series Routers
and EX Series Switches Only) (continued)

DescriptionMatch Condition

(MX Series only) Differentiated Services code point (DSCP). The DiffServ protocol uses the
type-of-service (ToS) byte in the IP header. Themost significant 6 bits of this byte form the
DSCP. For more information, see Understanding How Behavior Aggregate Classifiers Prioritize
Trusted Traffic.

You can specify a numeric value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

In place of the numeric value, you can specify oneof the following text synonyms (the field values
are also listed):

• RFC 3246, An Expedited Forwarding PHB (Per-Hop Behavior), defines one code point: ef (46).

• RFC 2597, Assured Forwarding PHB Group, defines 4 classes, with 3 drop precedences in each
class, for a total of 12 code points:

af11 (10), af12 (12), af13 (14),

af21 (18), af22 (20), af23 (22),

af31 (26), af32 (28), af33 (30),

af41 (34), af42 (36), af43 (38)

ipv6-traffic-class number

Do not match the DSCP number.ipv6-traffic-class-except
number

(Supported with Provider Backbone Bridging [PBB]) Match internet service identifier.isid number

(Supported with PBB) Match the Internet service identifier drop eligibility indicator (DEI) bit.isid-dei number

(Supported with PBB) Do not match the Internet service identifier DEI bit.isid-dei-except number

(Supported with PBB) Match the Internet service identifier priority code point.isid-priority-code-point
number

(Supported with PBB) Do not match the Internet service identifier priority code point.isid-priority-code-point-except
number

(MX Series routers and EX Series switches only) Match on the IEEE 802.1p learned VLAN priority
bits in the provider VLAN tag (the only tag in a single-tag frame with 802.1Q VLAN tags or the
outer tag in a dual-tag frame with 802.1Q VLAN tags). Specify a single value or multiple values
from 0 through 7.

Compare with the user-vlan-1p-prioritymatch condition.

learn-vlan-1p-priority value

(MX Series routers and EX Series switches only) Do not match on the IEEE 802.1p learned VLAN
priority bits. For details, see the learn-vlan-1p-prioritymatch condition.

learn-vlan-1p-priority-except
value

(Supported with bridging) Match user virtual LAN (VLAN) identifier DEI bit.learn-vlan-dei number

(Supported with bridging) Do not match user VLAN identifier DEI bit.learn-vlan-dei-except
number

Copyright © 2016, Juniper Networks, Inc.98

Firewall Filters Feature Guide for EX9200 Switches



Table 23: Standard Firewall Filter Match Conditions for Layer 2 Bridging (MX Series Routers
and EX Series Switches Only) (continued)

DescriptionMatch Condition

VLAN identifier used for MAC learning.learn-vlan-id number

Do not match on the VLAN identifier used for MAC learning.learn-vlan-id-exceptnumber

Packet loss priority (PLP) level. Specify a single level or multiple levels: low,medium-low,
medium-high, or high.

Supported on M120 and M320 routers; M7i and M10i routers with the Enhanced CFEB (CFEB-E);
and MX Series routers and EX Series switches.

For IP traffic onM320,MXSeries, andTSeries routerswithEnhanced II FlexiblePICConcentrators
(FPCs), and EX Series switches, youmust include the tri-color statement at the [edit
class-of-service]hierarchy level to commitaPLPconfigurationwithanyof the four levels specified.
If the tri-color statement is not enabled, you can only configure the high and low levels. This
applies to all protocol families.

For information about the tri-color statement, see Configuring Tricolor Marking. For information
about using behavior aggregate (BA) classifiers to set the PLP level of incoming packets, see
Forwarding Classes Overview.

loss-priority level

Do not match on the packet loss priority level. Specify a single level or multiple levels: low,
medium-low,medium-high, or high.

For information about using behavior aggregate (BA) classifiers to set the PLP level of incoming
packets, see the Understanding How Behavior Aggregate Classifiers Prioritize Trusted Traffic.

loss-priority-except level

TCP or UDP source or destination port. You cannot specify both the portmatch condition and
either the destination-port or source-portmatch conditions in the same term.

port number

Source MAC address of a Layer 2 packet.source-mac-addressaddress

TCP or UDP source port field. You cannot specify the port and source-portmatch conditions in
the same term.

source-port number

Do not match the TCP/UDP source port.source-port-except
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Table 23: Standard Firewall Filter Match Conditions for Layer 2 Bridging (MX Series Routers
and EX Series Switches Only) (continued)

DescriptionMatch Condition

Match one or more of the low-order 6 bits in the 8-bit TCP flags field in the TCP header.

To specify individual bit fields, youcan specify the following text synonymsor hexadecimal values:

• fin (0x01)

• syn (0x02)

• rst (0x04)

• push (0x08)

• ack (0x10)

• urgent (0x20)

In a TCP session, the SYN flag is set only in the initial packet sent, while the ACK flag is set in all
packets sent after the initial packet.

You can string together multiple flags using the bit-field logical operators.

Configuring the tcp-flagsmatch condition requires that you configure the next-header-tcpmatch
condition.

tcp-flags flags

Traffic type. Specify broadcast,multicast, unknown-unicast, or known-unicast.traffic-type type

Do not match on the traffic type.traffic-type-except type

(MX Series routers and EX Series switches only) Match on the IEEE 802.1p user priority bits in the
customer VLAN tag (the inner tag in a dual-tag frame with 802.1Q VLAN tags). Specify a single
value or multiple values from 0 through 7.

Compare with the learn-vlan-1p-prioritymatch condition.

user-vlan-1p-priority value

(MX Series routers and EX Series switches only) Do not match on the IEEE 802.1p user priority
bits. For details, see the user-vlan-1p-prioritymatch condition.

user-vlan-1p-priority-except
value

(MXSeries routers and EX Series switches only)Match the first VLAN identifier that is part of the
payload.

user-vlan-id number

(MX Series routers and EX Series switches only) Do not match on the first VLAN identifier that
is part of the payload.

user-vlan-id-except number

VLAN Ethernet type field of a Layer 2 bridging packet.vlan-ether-type value

Do not match on the VLAN Ethernet type field of a Layer 2 bridging packet.vlan-ether-type-exceptvalue

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Terminating Actions on page 101

• Firewall Filter Nonterminating Actions on page 106
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Firewall Filter Terminating Actions

Firewall filters support a set of terminating actions for each protocol family. A

filter-terminating action halts all evaluation of a firewall filter for a specific packet. The

router performs the specified action, and no additional terms are examined.

NOTE: You cannot configure the next term action with a terminating action
in the same filter term. However, you can configure the next term actionwith
another nonterminating action in the same filter term.

Table 24 on page 101 describes the terminating actions you can specify in a firewall filter

term.

Table 24: Terminating Actions for Firewall Filters

ProtocolsDescription
Terminating
Action

• family any

• family inet

• family inet6

• family mpls

• family vpls

• family ccc

• familybridge

• family
ethernet-switching
(for EX
Series
switches
only)

Accept the packet.accept
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Table 24: Terminating Actions for Firewall Filters (continued)

ProtocolsDescription
Terminating
Action

• family inetAt a customer-facing interface on an MX Series router installed at the provider edge
(PE) of an IPv4 transport network, enable de-encapsulation of generic routing
encapsulation (GRE) packets transported through a filter-based GRE tunnel.

Youcanconfigurea filter termthatpairs this actionwithamatchcondition that includes
a packet header match for the GRE protocol. For an IPv4 filter, include the protocol gre
(or protocol 47) match condition. Attach the filter to the input of an Ethernet logical
interfaceor aggregatedEthernet interfaceonaModular InterfaceCard (MIC)orModular
Port Concentrator (MPC) in the router. If you commit a configuration that attaches a
de-encapsulating filter toan interface thatdoesnot support filter-basedGRE tunneling,
the systemwrites a syslog warning message that the interface does not support the
filter.

When the interface receives a matched packet, processes that run on the Packet
Forwarding Engine perform the following operations:

• Remove the outer GRE header.

• Forward the inner payloadpacket to its original destinationbyperformingdestination
lookup.

By default, the Packet Forwarding Engine uses the default routing instance to forward
payload packets to the destination network. If the payload is MPLS, the Packet
Forwarding Engine performs route lookup on the MPLS path routing table using the
route label in the MPLS header.

If youspecify thedecapsulateactionwithanoptional routing instancename, thePacket
Forwarding Engine performs route lookup on the routing instance, and the instance
must be configured.

NOTE: The decapsulate action that you configure at the [edit firewall family inet filter
filter-name term term-name] hierarchy level does not process traffic with IPv4 and IPv6
options. As a result, traffic with such options is discarded by the de-encapsulation of
GRE packets functionality.

For more information, see Understanding Filter-Based Tunneling Across IPv4 Networks
and Components of Filter-Based Tunneling Across IPv4 Networks.

decapsulate gre
[ routing-instance
instance-name ]
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Table 24: Terminating Actions for Firewall Filters (continued)

ProtocolsDescription
Terminating
Action

family inetAt a customer-facing interface on an MX Series router installed at the provider edge
(PE)ofan IPv4 transportnetwork, enablede-encapsulationofLayer2 tunnelingprotocol
(L2TP) packets transported through a filter-based L2TP tunnel.

Youcanconfigurea filter termthatpairs this actionwithamatchcondition that includes
a packet header match for the L2TP protocol. For IPv4 traffic, an input firewall filter
$junos-input-filter and an output firewall filter $junos-output-filter are attached to the
interface. Attach the filter to the input of an Ethernet logical interface or aggregated
Ethernet interface on a Modular Interface Card (MIC) or Modular Port Concentrator
(MPC) in the router. If you commit a configuration that attaches a de-encapsulating
filter to an interface that does not support filter-based L2TP tunneling, the system
writes a syslog warning message that the interface does not support the filter.

The remote tunnel endpoint sends an IP tunnel packet that contains an Ethernet MAC
address in the payload. If the destination MAC address of the payload packet contains
the MAC address of the router, the Ethernet packet is sent in the outgoing direction
towards the network, and it is processed and forwarded as though it is received on the
customer port. If the source MAC address of the payload packet contains the MAC
address of the router, the Ethernet packet is transmitted in the outgoing direction
towards thecustomerport. If the tunnel doesnot contain the receive-cookie configured,
packet injection does not happen. In such a case, any received tunnel packet is counted
and dropped in the samemanner in which packets that arrive with a wrong cookie are
counted and dropped.

The following parameters can be specified with the decapsulate l2tp action:

• routing-instance instance-name—By default, the Packet Forwarding Engine uses the
default routing instance to forward payload packets to the destination network. If
the payload is MPLS, the Packet Forwarding Engine performs route lookup on the
MPLS path routing table using the route label in the MPLS header. If you specify the
decapsulate action with an optional routing instance name, the Packet Forwarding
Engine performs route lookup on the routing instance, and the instancemust be
configured.

• forwarding-class class-name—(Optional) Classify l2TP packets to the specified
forwarding class.

• output-interface interface-name—(Optional) For L2TP tunnels, enable the packet to
be duplicated and sent towards the customer or the network (based on the MAC
address in the Ethernet payload).

• cookie l2tpv3-cookie—(Optional) For L2TP tunnels, specify the L2TP cookie for the
duplicated packets. If the tunnel does not contain the receive-cookie configured,
packet injection does not happen. In such a case, any received tunnel packet is
counted and dropped in the samemanner in which packets that arrive with a wrong
cookie are counted and dropped.

• sample—(Optional)Sample thepacket. JunosOSdoesnotsamplepacketsoriginating
from the router. If you configure a filter and apply it to the output side of an interface,
then only the transit packets going through that interface are sampled. Packets that
are sent from the Routing Engine to the Packet Forwarding Engine are not sampled.

NOTE: The decapsulate l2tp action that you configure at the [edit firewall family inet
filter filter-name term term-name] hierarchy level does not process traffic with IPv4 and
IPv6 options. As a result, traffic with such options is discarded by the de-encapsulation
of L2TP packets functionality.

decapsulate l2tp [
routing-instance
instance-name ] [
forwarding-class
class-name ] [
output-interface
interface-name ] [
cookie l2tpv3-cookie
] [ sample ]
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Table 24: Terminating Actions for Firewall Filters (continued)

ProtocolsDescription
Terminating
Action

• family any

• family inet

• family inet6

• family mpls

• family vpls

• family ccc

• familybridge

• family
ethernet-switching
(for EX
Series
switches
only)

Discard a packet silently, without sending an Internet ControlMessageProtocol (ICMP)
message. Discarded packets are available for logging and sampling.

discard

• family inet

• family inet6

• family any

• family mpls

At a customer-facing interface on an MX Series router installed at the provider edge
(PE) of an IPv4 transport network, enable filter-based generic routing encapsulation
(GRE) tunneling using the specified tunnel template.

You can configure a filter term that pairs this action with the appropriate match
conditions, and then attach the filter to the input of an Ethernet logical interface or
aggregated Ethernet interface on a Modular Interface Card (MIC) or Modular Port
Concentrator (MPC) in the router. If you commit a configuration that attaches an
encapsulating filter to an interface that does not support filter-based GRE tunneling,
the systemwrites a syslog warning message that the interface does not support the
filter.

When the interface receives a matched packet, processes that run on the Packet
Forwarding Engine use information in the specified tunnel template to perform the
following operations:

1. Attach a GRE header (with or without a tunnel key value, as specified in the tunnel
template.

2. Attach a header for the IPv4 transport protocol.

3. Forward the resulting GRE packet from the tunnel source interface to the tunnel
destination (the remote PE router).

Thespecified tunnel templatemustbeconfiguredusing the tunnel-end-point statement
under the [edit firewall] or [edit logical-systems logical-system-name firewall] hierarchy
level. For more information, see Understanding Filter-Based Tunneling Across IPv4
Networks.

encapsulate
template-name
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Table 24: Terminating Actions for Firewall Filters (continued)

ProtocolsDescription
Terminating
Action

• family inetAt a customer-facing interface on an MX Series router installed at the provider edge
(PE)ofan IPv4 transportnetwork, enable filter-basedL2TPtunnelingusing thespecified
tunnel template.Youcanconfigurea filter termthatpairs this actionwith theappropriate
match conditions, and then attach the filter to the input of an Ethernet logical interface
or aggregated Ethernet interface on a Modular Interface Card (MIC) or Modular Port
Concentrator (MPC) in the router. If you commit a configuration that attaches an
encapsulating filter to an interface that does not support filter-based GRE tunneling,
the systemwrites a syslog warning message that the interface does not support the
filter. When the interface receives a matched packet, processes that run on the Packet
Forwarding Engine use information in the specified tunnel template to perform the
following operations:

1. AttachanL2TPheader (with orwithout a tunnel key value, as specified in the tunnel
template).

2. Attach a header for the IPv4 transport protocol.

3. Forward the resulting L2TP packet from the tunnel source interface to the tunnel
destination(the remotePE router).Thespecified tunnel templatemustbeconfigured
using the tunnel-end-point statementunder the [edit firewall]or [edit logical-systems
logical-system-name firewall] statement hierarchy.

encapsulate
template-name (for
L2TP tunnels)

• family inet

• family inet6

Direct the packet to the specified logical system.

NOTE: This action is not supported on PTX Series Packet Transport Routers.

logical-system
logical-system-name

• family inet

• family inet6

Reject the packet and return an ICMPv4 or ICMPv6message:

• If nomessage-type is specified, a destination unreachablemessage is returned by
default.

• If tcp-reset is specified as themessage-type, tcp-reset is returned only if the packet
is a TCP packet. Otherwise, the administratively-prohibitedmessage, which has a
value of 13, is returned.

• If any othermessage-type is specified, that message is returned.

NOTE: Rejectedpackets canbe sampledor logged if youconfigure the sampleor syslog
action.

Themessage-type can be one of the following values: address-unreachable,
administratively-prohibited, bad-host-tos, bad-network-tos, beyond-scope,
fragmentation-needed, host-prohibited, host-unknown, host-unreachable,
network-prohibited,network-unknown,network-unreachable,no-route,port-unreachable,
precedence-cutoff, precedence-violation, protocol-unreachable, source-host-isolated,
source-route-failed, or tcp-reset.

NOTE: On PTX1000 routers, the reject action is supported on ingress interfaces only.

rejectmessage-type

• family inet

• family inet6

Direct the packet to the specified routing instance.routing-instance
instance-name
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Table 24: Terminating Actions for Firewall Filters (continued)

ProtocolsDescription
Terminating
Action

• family inet

• family inet6

Direct the packet to the specified topology.

NOTE: This action is not supported on PTX Series Packet Transport Routers.

Each routing instance (master or virtual-router) supportsonedefault topology towhich
all forwarding classes are forwarded. For multitopology routing, you can configure a
firewall filter on the ingress interface to match a specific forwarding class, such as
expedited forwarding, with a specific topology. The traffic that matches the specified
forwarding class is then added to the routing table for that topology.

topology
topology-name

Related
Documentation

Guidelines for Configuring Firewall Filters on page 22•

• Firewall Filter Nonterminating Actions on page 106

Firewall Filter Nonterminating Actions

Firewall filters support different sets of nonterminating actions for each protocol family.

NOTE: You cannot configure the next term action with a terminating action

in the same filter term. However, you can configure the next term action with

another nonterminating action in the same filter term.

Nonterminating actions carry with them an implicit accept action. In this
context, nonterminatingmeans that other actions can follow these actions
whereas no other actions can follow a terminating action.

Table25onpage 106describes thenonterminatingactions youcanconfigure for a firewall

filter term.

Table 25: Nonterminating Actions for Firewall Filters

Protocol FamiliesDescription
Nonterminating
Action

• family any

• family bridge

• family ccc

• family inet

• family inet6

• family mpls

• family vpls

Count the packet in the named counter.count counter-name

Copyright © 2016, Juniper Networks, Inc.106

Firewall Filters Feature Guide for EX9200 Switches



Table 25: Nonterminating Actions for Firewall Filters (continued)

Protocol FamiliesDescription
Nonterminating
Action

family inetConfigure thevalueof theDon’t Fragmentbit (flag) in the IPv4header to specify
whether the datagram can be fragmented:

• set—Change the flag value to one, preventing fragmentation.

• clear—Change the flag value to zero, allowing fragmentation.

NOTE: The dont-fragment (set | clear) actions are supported only on MPCs.

dont-fragment
(set | clear)
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Table 25: Nonterminating Actions for Firewall Filters (continued)

Protocol FamiliesDescription
Nonterminating
Action

family inetSet the IPv4 Differentiated Services code point (DSCP) bit. You can specify a
numerical value from 0 through 63. To specify the value in hexadecimal form,
include 0x as a prefix. To specify the value in binary form, include b as a prefix.

The default DSCP value is best effort, that is, be or 0.

You can also specify one of the following text synonyms:

• af11—Assured forwarding class 1, low drop precedence

• af12—Assured forwarding class 1, medium drop precedence

• af13—Assured forwarding class 1, high drop precedence

• af21—Assured forwarding class 2, low drop precedence

• af22—Assured forwarding class 2, medium drop precedence

• af23—Assured forwarding class 2, high drop precedence

• af31—Assured forwarding class 3, low drop precedence

• af32—Assured forwarding class 3, medium drop precedence

• af33—Assured forwarding class 3, high drop precedence

• af41—Assured forwarding class 4, low drop precedence

• af42—Assured forwarding class 4, medium drop precedence

• af43—Assured forwarding class 4, high drop precedence

• be—Best effort

• cs0—Class selector 0

• cs1—Class selector 1

• cs2—Class selector 2

• cs3—Class selector 3

• cs4—Class selector 4

• cs5—Class selector 5

• cs6—Class selector 6

• cs7—Class selector 7

• ef—Expedited forwarding

NOTE: This action is not supported on PTX Series Packet Transport Routers.

NOTE: The actions dscp 0 and dscp be are supported only on T320, T640,
T1600, TX Matrix, TX Matrix Plus. and M320 routers and on the 10-Gigabit
Ethernet Modular Port Concentrators (MPC), 60-Gigabit Ethernet MPC,
60-GigabitEthernetQueuingMPC,and60-GigabitEthernetEnhancedQueuing
MPC on MX Series routers. However, these actions are not supported on
Enhanced III Flexible PIC Concentrators (FPCs) on M320 routers.

NOTE: On T4000 routers, the dscp 0 action is not supported during the
interoperation between a T1600 Enhanced Scaling Type 4 FPC and a T4000
Type 5 FPC.

dscp value
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Table 25: Nonterminating Actions for Firewall Filters (continued)

Protocol FamiliesDescription
Nonterminating
Action

• family inet

• family inet6

By default, a hierarchical policer processes the traffic it receives according to
the traffic’s forwarding class. Premium, expedited-forwarding traffic haspriority
for bandwidth over aggregate, best-effort traffic. force-premium ensures that
traffic matching the term is treated as premium traffic by a subsequent
hierarchical policer, regardless of its forwarding class. This traffic is given
preference over any aggregate traffic received by that policer.

NOTE: The force-premium filter option is supported only on MPCs.

force-premium

• family any

• family bridge

• family ccc

• family inet

• family inet6

• family mpls

• family vpls

Classify the packet to the named forwarding class:

• forwarding-class-name

• assured-forwarding

• best-effort

• expedited-forwarding

• network-control

forwarding-class
class-name

• family any

• family bridge

• family ccc

• family inet

• family inet6

• family mpls

• family vpls

Police the packet using the specified hierarchical policerhierarchical-policer

family inetUse the specified IPsec security association.

NOTE: This action is not supported on MX Series routers, Type 5 FPCs on
T4000 routers, and PTX Series Packet Transport Routers.

ipsec-sa ipsec-sa

family inetUse the specified load-balancing group.

NOTE: This action is not supported onMX Series routers or PTX Series Packet
Transport Routers.

load-balance
group-name

• family inet

• family inet6

Log the packet header information in a buffer within the Packet Forwarding
Engine. You can access this information by issuing the show firewall log
command at the command-line interface (CLI).

log

• family inet

• family inet6

Direct packets to a specific logical system.logical-system
logical-system-name
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Table 25: Nonterminating Actions for Firewall Filters (continued)

Protocol FamiliesDescription
Nonterminating
Action

• family any

• family bridge

• family ccc

• family inet

• family inet6

• family mpls

• family vpls

Set the packet loss priority (PLP) level.

You cannot also configure the three-color-policer nonterminating action for the
same firewall filter term. These two nonterminating actions are mutually
exclusive.

Supported onM120andM320 routers;M7i andM10i routerswith the Enhanced
CFEB (CFEB-E); and MX Series routers.

For IP traffic onM320,MXSeries, andTSeries routerswith Enhanced II Flexible
PICConcentrators (FPCs), youmust include the tri-color statement at the [edit
class-of-service] hierarchy level to commit a PLP configuration with any of the
four levels specified. If the tri-color statement is not enabled, you can only
configure the high and low levels. This applies to all protocol families.

For information about the tri-color statement and using behavior aggregate
(BA) classifiers to set the PLP level of incoming packets, see Understanding
How Behavior Aggregate Classifiers Prioritize Trusted Traffic.

loss-priority (high |
medium-high |
medium-low | low)

• family any

• family inet

Use the specified next-hop group.next-hop-group
group-name

• family inet

• family inet6

(MX Series) Direct packets to the specified outgoing interface.next-interface
interface-name

family inet(MX Series) Direct packets to the specified destination IPv4 address.next-ip ip-address

family inet6(MX Series) Direct packets to the specified destination IPv6 address.next-ip6 ipv6-address

family anyUpdates a bit field in the packet key buffer, which specifies traffic that will
bypass flow-based forwarding. Packets with the packet-mode action modifier
follow the packet-based forwarding path and bypass flow-based forwarding
completely. For more information about selective stateless packet-based
services, see the Junos OS Security Configuration Guide.

packet-mode

• family any

• family bridge

• family ccc

• family inet

• family inet6

• family mpls

• family vpls

Name of policer to use to rate-limit traffic.policer policer-name
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Table 25: Nonterminating Actions for Firewall Filters (continued)

Protocol FamiliesDescription
Nonterminating
Action

• family any

• family bridge

• family ccc

• family inet

• family inet6

• family vpls

• family mpls

Port-mirror the packet based on the specified family. Supported on M120
routers, M320 routers configured with Enhanced III FPCs, MX Series routers,
and PTX Series Packet Transport Routers only.

port-mirror

instance-name

• family any

• family bridge

• family ccc

• family inet

• family inet6

• family vpls

• family mpls

Port mirror a packet for an instance. This action is only supported on the MX
series routers.

port-mirror-instance
instance-name

family inetCount or police packets based on the specified action name.

NOTE: This action is not supported on PTX Series Packet Transport Routers.

prefix-action
action-name

• family inet

• family inet6

Direct packets to the specified routing instance.routing-instance
routing-instance-name

• family inet

• family inet6

• family mpls

Sample the packet.

NOTE: Junos OS does not sample packets originating from the router. If you
configure a filter and apply it to the output side of an interface, then only the
transit packets going through that interface are sampled. Packets that are sent
from the Routing Engine to the Packet Forwarding Engine are not sampled.

sample

• family inet

• family inet6

Use the inline counting mechanismwhen capturing subscriber per-service
statistics.

Count the packet for service accounting. The count is applied to a specific
named counter (__junos-dyn-service-counter) that RADIUS can obtain.

The service-accountingand service-accounting-deferred keywordsaremutually
exclusive, both per-term and per-filter.

NOTE: This action is not supported on T4000 Type 5 FPCs and PTX Series
Packet Transport Routers.

service-accounting
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Table 25: Nonterminating Actions for Firewall Filters (continued)

Protocol FamiliesDescription
Nonterminating
Action

Use the deferred counting mechanismwhen capturing subscriber per-service
statistics. The count is applied to a specific named counter
(__junos-dyn-service-counter) that RADIUS can obtain.

The service-accountingand service-accounting-deferred keywordsaremutually
exclusive, both per-term and per-filter.

NOTE: This action is not supported on T4000 Type 5 FPCs and PTX Series
Packet Transport Routers.

service-accounting-
deferred

• family inet

• family inet6

(Only if the service-filter-hit flag is marked by a previous filter in the current
type of chained filters) Direct the packet to the next type of filters.

Indicate to subsequent filters in the chain that the packet was already
processed. This action, coupled with the service-filter-hitmatch condition in
receiving filters, helps to streamline filter processing.

NOTE: This action is not supported on T4000 Type 5 FPCs and PTX Series
Packet Transport Routers.

service-filter-hit

• family inet

• family inet6

Log the packet to the system log file.syslog

• family bridge

• family ccc

• family inet

• family inet6

• family mpls

• family vpls

Police thepacket using the specified single-rateor two-rate three-color-policer.

NOTE: You cannot also configure the loss-priority action for the same firewall
filter term. These two actions are mutually exclusive.

three-color-policer
(single-rate |
two-rate)
policer-name
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Table 25: Nonterminating Actions for Firewall Filters (continued)

Protocol FamiliesDescription
Nonterminating
Action

family inet6Specify the traffic-class code point. You can specify a numerical value from 0
through 63. To specify the value in hexadecimal form, include 0x as a prefix.
To specify the value in binary form, include b as a prefix.

The default traffic-class value is best effort, that is, be or 0.

In place of the numeric value, you can specify one of the following text
synonyms:

• af11—Assured forwarding class 1, low drop precedence

• af12—Assured forwarding class 1, medium drop precedence

• af13—Assured forwarding class 1, high drop precedence

• af21—Assured forwarding class 2, low drop precedence

• af22—Assured forwarding class 2, medium drop precedence

• af23—Assured forwarding class 2, high drop precedence

• af31—Assured forwarding class 3, low drop precedence

• af32—Assured forwarding class 3, medium drop precedence

• af33—Assured forwarding class 3, high drop precedence

• af41—Assured forwarding class 4, low drop precedence

• af42—Assured forwarding class 4, medium drop precedence

• af43—Assured forwarding class 4, high drop precedence

• be—Best effort

• cs0—Class selector 0

• cs1—Class selector 1

• cs2—Class selector 2

• cs3—Class selector 3

• cs4—Class selector 4

• cs5—Class selector 5

• cs6—Class selector 6

• cs7—Class selector 7

• ef—Expedited forwarding

NOTE: The actions traffic-class 0and traffic-class be are supported only on T
Series and M320 routers and on the 10-Gigabit Ethernet Modular Port
Concentrator (MPC), 60-Gigabit Ethernet MPC, 60-Gigabit Ethernet Queuing
MPC, and 60-Gigabit Ethernet Enhanced Queuing MPC on MX Series routers.
However, these actions are not supported on Enhanced III Flexible PIC
Concentrators (FPCs) on M320 routers.

traffic-class value

Related
Documentation

• Guidelines for Configuring Firewall Filters on page 22

• Firewall Filter Terminating Actions on page 101
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CHAPTER 3

Applying Firewall Filters toRouting Engine
Traffic

• Example: Configuring a Filter to Limit TCP Access to a Port Based On a Prefix

List on page 115

• Example: Configuring a Stateless Firewall Filter to Accept Traffic from Trusted

Sources on page 118

• Example: Configuring a Filter to Block Telnet and SSH Access on page 124

• Example: Configuring a Filter to Block TFTP Access on page 128

• Example: Configuring a Filter to Accept Packets Based on IPv6 TCP Flags on page 131

• Example: Filtering Packets Received on an Interface Set on page 134

• Example: Configuring a Filter to Block TCPAccess to a Port Except fromSpecified BGP

Peers on page 140

• Example: Configuring a Stateless Firewall Filter to Protect Against TCP and ICMP

Floods on page 146

Example: Configuring a Filter to Limit TCP Access to a Port Based On a Prefix List

This example showshowtoconfigurea standard stateless firewall filter that limits certain

TCPand InternetControlMessageProtocol (ICMP) traffic destined for theRoutingEngine

by specifying a list of prefix sources that contain allowed BGP peers.

• Requirements on page 115

• Overview on page 115

• Configuration on page 116

• Verification on page 117

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you create a stateless firewall filter that blocks all TCP connection

attempts to port 179 from all requesters except BGP peers that have a specified prefix.
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A source prefix list, plist_bgp179, is created that specifies the list of source prefixes that

contain allowed BGP peers.

The stateless firewall filter filter_bgp179matches all packets from the source prefix list

plist_bgp179 to the destination port number 179.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy
level.

set policy-options prefix-list plist_bgp179 apply-path "protocols bgp group<*>neighbor
<*>"

set firewall family inet filter filter_bgp179 term 1 from source-address 0.0.0.0/0
set firewall family inet filter filter_bgp179term1 fromsource-prefix-listplist_bgp179except
set firewall family inet filter filter_bgp179 term 1 from destination-port bgp
set firewall family inet filter filter_bgp179 term 1 then reject
set firewall family inet filter filter_bgp179 term 2 then accept
set interfaces lo0 unit 0 family inet filter input filter_bgp179
set interfaces lo0 unit 0 family inet address 127.0.0.1/32

Configure the Filter

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5 in the CLI User Guide.

To configure the filter:

1. Expand theprefix listbgp179 to includeall prefixespointed toby theBGPpeer group
defined by protocols bgp group <*> neighbor <*>.

[edit policy-options prefix-list plist_bgp179]
user@host# set apply-path " protocolsbgp group <*> neighbor <*>"

2. Define the filter term that rejects TCP connection attempts to port 179 from all
requesters except the specified BGP peers.

[edit firewall family inet filter filter_bgp179]
user@host# set term term1 from source-address 0.0.0.0/0
user@host# set term term1 from source-prefix-list bgp179 except
user@host# set term term1 from destination-port bgp
user@host# set term term1 then reject

3. Define the other filter term to accept all packets.

[edit firewall family inet filter filter_bgp179]
user@host# set term term2 then accept

4. Apply the firewall filter to the loopback interface.

[edit interfaces lo0 unit 0 family inet]
user@host# set filter input filter_bgp179
user@host# set address 127.0.0.1/32
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Results

From configurationmode, confirm your configuration by entering the show firewall, show

interfaces, and showpolicy-optionscommands. If theoutputdoesnotdisplay the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show firewall
family inet {
filter filter_bgp179 {
term 1 {
from {
source-address {
0.0.0.0/0;

}
source-prefix-list {
plist_bgp179 except;

}
destination-port bgp;

}
then {
reject;

}
}
term 2 {
then {
accept;

}
}

}
}

user@host# show interfaces
lo0 {
unit 0 {
family inet {
filter {
input filter_bgp179;

}
address 127.0.0.1/32;

}
}

}

user@host# show policy-options
prefix-list plist_bgp179 {
apply-path "protocols bgp group <*> neighbor <*>";

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.
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Displaying the Firewall Filter Applied to the Loopback Interface

Purpose Verify that the firewall filter filter_bgp179 is applied to the IPv4 input traffic at logical

interface lo0.0.

Action Use the show interfaces statistics operationalmode command for logical interface lo0.0,

and include the detail option. Under the Protocol inet section of the command output
section, the Input Filters field displays the name of the stateless firewall filter applied
to the logical interface in the input direction.

[edit]
user@host> show interfaces statistics lo0.0 detail
  Logical interface lo0.0 (Index 321) (SNMP ifIndex 16) (Generation 130)
    Flags: SNMP-Traps Encapsulation: Unspecified
    Traffic statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Local statistics:
     Input  bytes  :                    0
     Output bytes  :                    0
     Input  packets:                    0
     Output packets:                    0
    Transit statistics:
     Input  bytes  :                    0                    0 bps
     Output bytes  :                    0                    0 bps
     Input  packets:                    0                    0 pps
     Output packets:                    0                    0 pps
    Protocol inet, MTU: Unlimited, Generation: 145, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Input Filters: filter_bgp179
      Addresses, Flags: Primary
        Destination: Unspecified, Local: 127.0.0.1, Broadcast: Unspecified, 
Generation: 138

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Firewall Filter Match Conditions Based on Address Fields on page 42

• Example: Configuring a Stateless Firewall Filter to Protect Against TCP and ICMP

Floods on page 146

• Example: Configuring a Filter to Accept Packets Based on IPv6 TCP Flags on page 131

• prefix-list on page 377

Example:ConfiguringaStatelessFirewall Filter toAcceptTraffic fromTrustedSources

This example shows how to create a stateless firewall filter that protects the Routing

Engine from traffic originating from untrusted sources.

• Requirements on page 119

• Overview on page 119
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• Configuration on page 119

• Verification on page 122

Requirements

Nospecial configurationbeyonddevice initialization is requiredbeforeconfiguringstateless

firewall filters.

Overview

In this example, you create a stateless firewall filter called protect-RE that discards all

traffic destined for the Routing Engine except SSH and BGP protocol packets from

specified trusted sources. This example includes the following firewall filter terms:

• ssh-term—Accepts TCP packets with a source address of 192.168.122.0/24 and a

destination port that specifies SSH.

• bgp-term—Accepts TCPpacketswith a source address of 10.2.1.0/24andadestination

port that specifies BGP.

• discard-rest-term—For all packets that are not accepted by ssh-term or bgp-term,

creates a firewall filter log and system logging records, then discards all packets.

NOTE: Youcanmovetermswithin the firewall filterusing the insertcommand.

See insert in the CLI User Guide.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set firewall family inet filter protect-RE term ssh-term from source-address
192.168.122.0/24

set firewall family inet filter protect-RE term ssh-term from protocol tcp
set firewall family inet filter protect-RE term ssh-term from destination-port ssh
set firewall family inet filter protect-RE term ssh-term then accept
set firewall family inet filter protect-RE term bgp-term from source-address 10.2.1.0/24
set firewall family inet filter protect-RE term bgp-term from protocol tcp
set firewall family inet filter protect-RE term bgp-term from destination-port bgp
set firewall family inet filter protect-RE term bgp-term then accept
set firewall family inet filter protect-RE term discard-rest-term then log
set firewall family inet filter protect-RE term discard-rest-term then syslog
set firewall family inet filter protect-RE term discard-rest-term then discard
set interfaces lo0 unit 0 family inet filter input protect-RE
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see “Using the CLI Editor in Configuration

Mode” on page 5 in the CLI User Guide.

To configure the stateless firewall filter:

1. Create the stateless firewall filter.

[edit]
user@host# edit firewall family inet filter protect-RE

2. Create the first filter term.

[edit firewall family inet filter protect-RE]
user@host# edit term ssh-term

3. Define the protocol, destination port, and source address match conditions for the
term.

[edit firewall family inet filter protect-RE term ssh-term]
user@host# set from protocol tcp destination-port ssh source-address
192.168.122.0/24

4. Define the actions for the term.

[edit firewall family inet filter protect-RE term ssh-term]
user@host# set then accept

5. Create the second filter term.

[edit firewall family inet filter protect-RE]
user@host# edit term bgp-term

6. Define the protocol, destination port, and source address match conditions for the
term.

[edit firewall family inet filter protect-RE term bgp-term]
user@host# set fromprotocol tcp destination-port bgp source-address 10.2.1.0/24

7. Define the action for the term.

[edit firewall family inet filter protect-RE term bgp-term]
user@host# set then accept

8. Create the third filter term.

[edit firewall family inet filter protect-RE]
user@host# edit term discard-rest-term

9. Define the action for the term.

[edit firewall family inet filter protect-RE term discard-rest]
user@host# set then log syslog discard

10. Apply the filter to the input side of the Routing Engine interface.

[edit]
user@host# set interfaces lo0 unit 0 family inet filter input protect-RE
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Results Confirmyourconfigurationbyentering theshowfirewallcommandandtheshowinterfaces

lo0 command from configuration mode. If the output does not display the intended

configuration, repeat the instructions in this example to correct the configuration.

user@host# show firewall
family inet {
filter protect-RE {
term ssh-term {
from {
source-address {
192.168.122.0/24;

}
protocol tcp;
destination-port ssh;

}
then accept;

}
term bgp-term {
from {
source-address {
10.2.1.0/24;

}
protocol tcp;
destination-port bgp;

}
then accept;

}
term discard-rest-term {
then {
log;
syslog;
discard;

}
}

}
}

user@host# show interfaces lo0
unit 0 {
family inet {
filter {
input protect-RE;

}
address 127.0.0.1/32;

}
}

If you are done configuring the device, enter commit from configuration mode.

[edit]
user@host# commit
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Verification

To confirm that the configuration is working properly, perform these tasks:

• Displaying Stateless Firewall Filter Configurations on page 122

• Verifying a Services, Protocols, and Trusted Sources Firewall Filter on page 122

• Displaying Stateless Firewall Filter Logs on page 123

Displaying Stateless Firewall Filter Configurations

Purpose Verify the configuration of the firewall filter.

Action From configurationmode, enter the show firewall command and the show interfaces lo0

command.

Meaning Verify that the output shows the intended configuration of the firewall filter. In addition,

verify that the terms are listed in the order in which you want the packets to be tested.

You canmove terms within a firewall filter by using the insert CLI command.

Verifying a Services, Protocols, and Trusted Sources Firewall Filter

Purpose Verify that the actions of the firewall filter terms are taken.

Action Send packets to the device thatmatch the terms. In addition, verify that the filter actions

are not taken for packets that do not match.

• Use the ssh host-name command from a host at an IP address that matches

192.168.122.0/24 to verify that you can log in to the device using only SSH from a host

with this address prefix.

• Use the show route summary command to verify that the routing table on the device

does not contain any entries with a protocol other than Direct, Local, BGP, or Static.

Sample Output

% ssh 192.168.249.71
%ssh host
user@host's password: 
--- JUNOS 6.4-20040518.0 (JSERIES) #0: 2004-05-18 09:27:50 UTC

user@host>

user@host> show route summary
Router ID: 192.168.249.71

inet.0: 34 destinations, 34 routes (33 active, 0 holddown, 1 hidden)
              Direct:     10 routes,      9 active
               Local:      9 routes,      9 active
                 BGP:     10 routes,     10 active
              Static:      5 routes,      5 active
...
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Meaning Verify the following information:

• You can successfully log in to the device using SSH.

• The showroutesummarycommanddoesnotdisplayaprotocol other thanDirect,Local,

BGP, or Static.

Displaying Stateless Firewall Filter Logs

Purpose Verify that packets are being logged. If you included the log or syslog action in a term,

verify that packets matching the term are recorded in the firewall log or your system

logging facility.

Action From operational mode, enter the show firewall log command.

Sample Output

user@host> show firewall log
Log :
Time      Filter    Action Interface     Protocol Src Addr      Dest Addr
15:11:02  pfe       D      ge-0/0/0.0    TCP      172.17.28.19  192.168.70.71
15:11:01  pfe       D      ge-0/0/0.0    TCP      172.17.28.19  192.168.70.71
15:11:01  pfe       D      ge-0/0/0.0    TCP      172.17.28.19  192.168.70.71
15:11:01  pfe       D      ge-0/0/0.0    TCP      172.17.28.19  192.168.70.71
...

Meaning Each record of the output contains information about the logged packet. Verify the

following information:

• Under Time, the time of day the packet was filtered is shown.

• The Filter output is always pfe.

• Under Action, the configured action of the termmatches the action taken on the

packet—A (accept), D (discard), R (reject).

• Under Interface, the inbound (ingress) interface on which the packet arrived is

appropriate for the filter.

• Under Protocol, the protocol in the IP header of the packet is appropriate for the filter.

• UnderSrcAddr, the source address in the IP header of the packet is appropriate for the

filter.

• Under Dest Addr, the destination address in the IP header of the packet is appropriate

for the filter.

Related
Documentation

Junos OS Feature Support Reference for SRX Series and J Series Devices•

• show route summary in the CLI Explorer

• show firewall in the CLI Explorer

• show firewall log in the CLI Explorer

• show interfaces (Loopback) in the CLI Explorer
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Example: Configuring a Filter to Block Telnet and SSHAccess

• Requirements on page 124

• Overview on page 124

• Configuration on page 124

• Verification on page 126

Requirements

Youmust have access to a remote host that has network connectivity with this device.

Overview

In this example, you create an IPv4 stateless firewall filter that logs and rejects Telnet

or SSH access packets unless the packet is destined for or originates from the

192.168.1.0/24 subnet.

• Tomatch packets destined for or originating from the address 192.168.1.0/24 subnet,

you use the address 192.168.1.0/24 IPv4match condition.

• Tomatch packets destined for or originating from a TCP port, Telnet port, or SSH port,

you use the protocol tcp, port telnet, and telnet ssh IPv4match conditions.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configure the Stateless Firewall Filter on page 125

• Apply the Firewall Filter to the Loopback Interface on page 125

• Confirm and Commit Your Candidate Configuration on page 125

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set firewall family inet filter local_acl term terminal_access from address 192.168.1.0/24
set firewall family inet filter local_acl term terminal_access from protocol tcp
set firewall family inet filter local_acl term terminal_access from port ssh
set firewall family inet filter local_acl term terminal_access from port telnet
set firewall family inet filter local_acl term terminal_access then accept
set firewall family inet filter local_acl term terminal_access_denied from protocol tcp
set firewall family inet filter local_acl term terminal_access_denied from port ssh
set firewall family inet filter local_acl term terminal_access_denied from port telnet
set firewall family inet filter local_acl term terminal_access_denied then log
set firewall family inet filter local_acl term terminal_access_denied then reject
set firewall family inet filter local_acl term default-term then accept
set interfaces lo0 unit 0 family inet filter input local_acl
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set interfaces lo0 unit 0 family inet address 127.0.0.1/32

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the stateless firewall filter that selectively blocks Telnet and SSH access:

Create the stateless firewall filter local_acl.

[edit]

1.

user@myhost# edit firewall family inet filter local_acl

2. Define the filter term terminal_access.

[edit firewall family inet filter local_acl]
user@myhost# set term terminal_access from address 192.168.1.0/24
user@myhost# set term terminal_access from protocol tcp
user@myhost# set term terminal_access from port ssh
user@myhost# set term terminal_access from port telnet
user@myhost# set term terminal_access then accept

3. Define the filter term terminal_access_denied.

[edit firewall family inet filter local_acl]
user@myhost# set term terminal_access_denied from protocol tcp
user@myhost# set term terminal_access_denied from port ssh
user@myhost# set term terminal_access_denied from port telnet
user@myhost# set term terminal_access_denied then log
user@myhost# set term terminal_access_denied then reject
user@myhost# set term default-term then accept

Apply the Firewall Filter to the Loopback Interface

Step-by-Step
Procedure

To apply the firewall filter to the loopback interface:

[edit]

•

user@myhost# set interfaces lo0 unit 0 family inet filter input local_acl
user@myhost# set interfaces lo0 unit 0 family inet address 127.0.0.1/32

Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@myhost# show firewall
family inet {
filter local_acl {
term terminal_access {
from {
address {
192.168.1.0/24;

}
protocol tcp;
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port [ssh telnet];
}
then accept;

}
term terminal_access_denied {
from {
protocol tcp;
port [ssh telnet];

}
then {
log;
reject;

}
}
term default-term {
then accept;

}
}

}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@myhost# show interfaces
lo0 {
unit 0 {
family inet {
filter {
input local_acl;

}
address 127.0.0.1/32;

}
}

}

3. If you are done configuring the device, commit your candidate configuration.

[edit]
user@myhost# commit

Verification

Confirm that the configuration is working properly.

• Verifying Accepted Packets on page 126

• Verifying Logged and Rejected Packets on page 127

Verifying Accepted Packets

Purpose Verify that the actions of the firewall filter terms are taken.
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Action 1. Clear the firewall log on your router or switch.

user@myhost> clear firewall log

2. From a host at an IP addresswithin the 192.168.1.0/24 subnet, use the ssh hostname

command to verify that youcan log in to thedevice usingonlySSH.This packet should

be accepted, and the packet header information for this packet should not be logged

in the firewall filter log buffer in the Packet Forwarding Engine.

user@host-A> sshmyhost
user@myhosts’s password: 
--- JUNOS 11.1-20101102.0 built 2010-11-02 04:48:46 UTC

% cli
user@myhost> 

3. Fromahost at an IP addresswithin the 192.168.1.0/24 subnet, use the telnethostname

command to verify that you can log in to your router or switch using only Telnet. This

packet should be accepted, and the packet header information for this packet

should not be logged in the firewall filter log buffer in the Packet Forwarding Engine.

user@host-A> telnetmyhost
Trying 192.168.249.71... 
Connected to myhost-fxp0.acme.net.
Escape character is '^]'.

host (ttyp0)

login: user
Password:

--- JUNOS 11.1-20101102.0 built 2010-11-02 04:48:46 UTC

% cli
user@myhost>

4. Use the show firewall log command to verify that the routing table on the device does

not contain any entries with a source address in the 192.168.1.0/24 subnet.

user@myhost> show firewall log

Verifying Logged and Rejected Packets

Purpose Verify that the actions of the firewall filter terms are taken.
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Action 1. Clear the firewall log on your router or switch.

user@myhost> clear firewall log

2. Fromahostat an IPaddressoutsideof the 192.168.1.0/24subnet, use the sshhostname

command to verify that you cannot log in to the device using only SSH. This packet

shouldbe rejected, and thepacket header information for this packet shouldbe logged

in the firewall filter log buffer in the Packet Forwarding Engine.

user@host-B sshmyhost
ssh: connect to host sugar port 22: Connection refused 
--- JUNOS 11.1-20101102.0 built 2010-11-02 04:48:46 UTC 
% 

3. From a host at an IP address outside of the 192.168.1.0/24 subnet, use the telnet

hostname command to verify that you can log in to the device using only Telnet. This

packet should be rejected, and the packet header information for this packet should

be logged in the firewall filter log buffer in the PFE.

user@host-B> telnetmyhost
Trying 192.168.249.71... 
telnet: connect to address 192.168.187.3: Connection refused
telnet: Unable to connect to remote host
%

4. Use the show firewall log command to verify that the routing table on the device does

not contain any entries with a source address in the 192.168.1.0/24 subnet.

user@myhost> show firewall log

Time     Filter    Action Interface Protocol Src Addr       Dest Addr
18:41:25 local_acl R      fxp0.0    TCP      192.168.187.5  192.168.187.1
18:41:25 local_acl R      fxp0.0    TCP      192.168.187.5  192.168.187.1
18:41:25 local_acl R      fxp0.0    TCP      192.168.187.5  192.168.187.1
...
18:43:06 local_acl R      fxp0.0    TCP      192.168.187.5  192.168.187.1
18:43:06 local_acl R      fxp0.0    TCP      192.168.187.5  192.168.187.1
18:43:06 local_acl R      fxp0.0    TCP      192.168.187.5  192.168.187.1
...

Related
Documentation

Example: Controlling Management Access on SRX and J-Series Devices•

Example: Configuring a Filter to Block TFTP Access

• Requirements on page 128

• Overview on page 129

• Configuration on page 129

• Verification on page 131

Requirements

No special configuration beyond device initialization is required before configuring this

example.
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Overview

By default, to decrease vulnerability to denial-of-service (DoS) attacks, the Junos OS

filters and discards Dynamic Host Configuration Protocol (DHCP) or Bootstrap Protocol

(BOOTP) packets that have a source address of 0.0.0.0 and a destination address of

255.255.255.255. This default filter is known as a unicast RPF check. However, some

vendors’ equipment automatically accepts these packets.

To interoperate with other vendors' equipment, you can configure a filter that checks for

both of these addresses and overrides the default RPF-check filter by accepting these

packets. In this example, you block Trivial File Transfer Protocol (TFTP) access, logging

any attempts to establish TFTP connections.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configure the Stateless Firewall Filter on page 129

• Apply the Firewall Filter to the Loopback Interface on page 130

• Confirm and Commit Your Candidate Configuration on page 130

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set firewall family inet filter tftp_access_control term one from protocol udp
set firewall family inet filter tftp_access_control term one from port tftp
set firewall family inet filter tftp_access_control term one then log
set firewall family inet filter tftp_access_control term one then discard
set interfaces lo0 unit 0 family inet filter input tftp_access_control
set interfaces lo0 unit 0 family inet address 127.0.0.1/32

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the stateless firewall filter that selectively blocks TFTP access:

Create the stateless firewall filter tftp_access_control.

[edit]

1.

user@host# edit firewall family inet filter tftp_access_control

2. Specify a match on packets received on UDP port 69.

[edit firewall family inet filter tftp_access_control]
user@host# set term one from protocol udp
user@host# set term one from port tftp

3. Specify that matched packets be logged to the buffer on the Packet Forwarding
Engine and then discarded.

[edit firewall family inet filter tftp_access_control]
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user@host# set term one then log
user@host# set term one then discard

Apply the Firewall Filter to the Loopback Interface

Step-by-Step
Procedure

To apply the firewall filter to the loopback interface:

[edit]•

user@host# set interfaces lo0 unit 0 family inet filter input tftp_access_control
user@host# set interfaces lo0 unit 0 family inet address 127.0.0.1/32

Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet {
filter tftp_access_control {
term one {
from {
protocol udp;
port tftp;

}
then {
log;
discard;

}
}

}
}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
lo0 {
unit 0 {
family inet {
filter {
input tftp_access_control;

}
address 127.0.0.1/32;

}
}

}

3. If you are done configuring the device, commit your candidate configuration.

[edit]
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user@host# commit

Verification

Confirm that the configuration is operating properly:

• Verifying Logged and Discarded Packets on page 131

Verifying Logged and Discarded Packets

Purpose Verify that the actions of the firewall filter terms are taken.

Action To

1. Clear the firewall log on your router or switch.

user@myhost> clear firewall log

2. From another host, send a packet to UDP port 69 on this router or switch.

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Stateless Firewall Filter to Accept Traffic fromTrusted Sources

on page 118

• Example: Configuring a Filter to Block Telnet and SSH Access on page 124

• Example: Configuring a Filter to Accept OSPF Packets from a Prefix on page 186

• Example: Configuring a Filter to Accept DHCP Packets Based on Address on page 184

Example: Configuring a Filter to Accept Packets Based on IPv6 TCP Flags

This example showshowtoconfigurea standard stateless firewall filter toacceptpackets

from a trusted source.

• Requirements on page 131

• Overview on page 131

• Configuration on page 132

• Verification on page 133

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you create a filter that accepts packets with specific IPv6 TCP flags.
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Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

• Configure the Stateless Firewall Filter on page 132

• Apply the Firewall Filter to the Loopback Interface on page 132

• Confirm and Commit Your Candidate Configuration on page 133

CLI Quick
Configuration

To quickly configure this example, copy the following commands into a text file, remove
any line breaks, and then paste the commands into the CLI at the [edit] hierarchy level.

set firewall family inet6 filter tcp_filter term 1 from next-header tcp
set firewall family inet6 filter tcp_filter term 1 from tcp-flags syn
set firewall family inet6 filter tcp_filter term 1 then count tcp_syn_pkt
set firewall family inet6 filter tcp_filter term 1 then log
set firewall family inet6 filter tcp_filter term 1 then accept
set interfaces lo0 unit 0 family inet6 filter input tcp_filter
set interfaces lo0 unit 0 family inet6 address ::10.34.1.0/120

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the firewall filter

Create the IPv6 stateless firewall filter tcp_filter.

[edit]

1.

user@host# edit firewall family inet6 filter tcp_filter

2. Specify that a packetmatches if it is the initial packet in a TCP session and the next
header after the IPv6 header is type TCP.

[edit firewall family inet6 filter tcp_filter]
user@host# set term 1 from next-header tcp
user@host# set term 1 from tcp-flags syn

3. Specify that matched packets are counted, logged to the buffer on the Packet
Forwarding Engine, and accepted.

[edit firewall family inet6 filter tcp_filter]
user@host# set term 1 then count tcp_syn_pkt
user@host# set term 1 then log
user@host# set term 1 then accept

Apply the Firewall Filter to the Loopback Interface

Step-by-Step
Procedure

To apply the firewall filter to the loopback interface:

[edit]•

user@host# set interfaces lo0 unit 0 family inet6 filter input tcp_filter
user@host# set interfaces lo0 unit 0 family inet6 address ::10.34.1.0/120
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Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet6 {
filter tcp_filter {
term 1 {
from {
next-header tcp;
tcp-flags syn;

}
then {
count tcp_syn_pkt;
log;
accept;

}
}

}
}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
lo0 {
unit 0 {
family inet6 {
filter {
input tcp_filter;

}
address ::10.34.1.0/120;

}
}

}

3. When you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

To confirm that the configuration is working properly, enter the show firewall operational

mode command.

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•
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• Example: Configuring a Stateless Firewall Filter to Protect Against TCP and ICMP

Floods on page 146

• Example: Configuring a Filter to Block TCPAccess to a Port Except fromSpecified BGP

Peers on page 140

Example: Filtering Packets Received on an Interface Set

Thisexampleshowshowtoconfigureastandardstateless firewall filter tomatchpackets

tagged for a particular interface set.

• Requirements on page 134

• Overview on page 134

• Configuration on page 135

• Verification on page 140

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you apply a stateless firewall filter to the input of the router or switch

loopback interface. The firewall filter includes a term that matches packets tagged for

a particular interface set.

Topology

You create the firewall filter L2_filter to apply rate limits to the protocol-independent

traffic received on the following interfaces:

• fe-0/0/0.0

• fe-1/0/0.0

• fe-1/1/0.0

NOTE: The interface type in this topic is just an example. The fe- interface

type is not supported by EX Series switches.

First, for protocol-independent traffic received on fe-0/0/0.0, the firewall filter term t1

applies policer p1.

For protocol-independent traffic received on any other Fast Ethernet interfaces, firewall

filter term t2appliespolicerp2. Todefinean interface set that consistsof all FastEthernet

interfaces, you include the interface-set interface-set-name interface-name statement at

the [edit firewall] hierarchy level. To define a packet-matching criteria based on the
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interface on which a packet arrives to a specified interface set, you configure a term that

uses the interface-set firewall filter match condition.

Finally, for any other protocol-independent traffic, firewall filter term t3 applies policer

p3.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configuring the Interfaces for Which the Stateless Firewall Filter Terms Take

Rate-Limiting Actions on page 136

• Configuring theStateless Firewall Filter ThatRate-LimitsProtocol-IndependentTraffic

Based on the Interfaces onWhich Packets Arrive on page 137

• Applying the Stateless Firewall Filter to the Routing Engine Input Interface on page 139

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set interfaces fe-0/0/0 unit 0 family inet address 10.1.1.1/30
set interfaces fe-1/0/0 unit 0 family inet address 10.2.2.1/30
set interfaces fe-1/1/0 unit 0 family inet address 10.4.4.1/30
set firewall policer p1 if-exceeding bandwidth-limit 5m
set firewall policer p1 if-exceeding burst-size-limit 10m
set firewall policer p1 then discard
set firewall policer p2 if-exceeding bandwidth-limit 40m
set firewall policer p2 if-exceeding burst-size-limit 100m
set firewall policer p2 then discard
set firewall policer p3 if-exceeding bandwidth-limit 600m
set firewall policer p3 if-exceeding burst-size-limit 1g
set firewall policer p3 then discard
set firewall interface-set ifset fe-*
set firewall family any filter L2_filter term t1 from interface fe-0/0/0.0
set firewall family any filter L2_filter term t1 then count c1
set firewall family any filter L2_filter term t1 then policer p1
set firewall family any filter L2_filter term t2 from interface-set ifset
set firewall family any filter L2_filter term t2 then count c2
set firewall family any filter L2_filter term t2 then policer p2
set firewall family any filter L2_filter term t3 then count c3
set firewall family any filter L2_filter term t3 then policer p3
set interfaces lo0 unit 0 family inet address 1.1.1.157/30
set interfaces lo0 unit 0 filter input L2_filter
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Configuring the Interfaces forWhich the Stateless Firewall Filter Terms Take
Rate-Limiting Actions

Step-by-Step
Procedure

To configure the interfaces for which the stateless firewall filter terms take rate-limiting

actions:

1. Configure the logical interface whose input traffic will be matched by the first term
of the firewall filter.

[edit]
user@host# set interfaces fe-0/0/0 unit 0 family inet address 10.1.1.1/30

2. Configure the logical interfaces whose input traffic will be matched by the second
term of the firewall filter.

[edit ]
user@host# set interfaces fe-1/0/0 unit 0 family inet address 10.2.2.1/30
user@host# set interfaces fe-1/1/0 unit 0 family inet address 10.4.4.1/30

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results Confirm the configuration of the router (or switch) transit interfaces by entering the show
interfaces configuration mode command. If the command output does not display the
intended configuration, repeat the instructions in this procedure to correct the
configuration.

[edit]
user@host# show interfaces
fe-0/0/0 {
unit 0 {
family inet {
address 10.1.1.1/30;

}
}

}
fe-1/0/0 {
unit 0 {
family inet {
address 10.2.2.1/30;

}
}

}
fe-1/1/0 {
unit 0 {
family inet {
address 10.4.4.1/30;

}
}

}
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Configuring the Stateless Firewall Filter That Rate-Limits Protocol-Independent
Traffic Based on the Interfaces onWhich Packets Arrive

Step-by-Step
Procedure

To configure the standard stateless firewall L2_filter that uses policers (p1, p2, and p3)

to rate-limit protocol-independent traffic based on the interfaces on which the packets

arrive:

1. Configure the firewall statements.

[edit]
user@host# edit firewall

2. Configure the policer p1 to discard traffic that exceeds a traffic rate of 5m bps or a
burst size of 10m bytes.

[edit firewall]
user@host# set policer p1 if-exceeding bandwidth-limit 5m
user@host# set policer p1 if-exceeding burst-size-limit 10m
user@host# set policer p1 then discard

3. Configure the policer p2 to discard traffic that exceeds a traffic rate of 40m bps or
a burst size of 100m bytes .

[edit firewall]
user@host# set policer p2 if-exceeding bandwidth-limit 40m
user@host# set policer p2 if-exceeding burst-size-limit 100m
user@host# set policer p2 then discard

4. Configure the policer p3 to discard traffic that exceeds a traffic rate of 600m bps
or a burst size of 1g bytes.

[edit firewall]
user@host# set policer p3 if-exceeding bandwidth-limit 600m
user@host# set policer p3 if-exceeding burst-size-limit 1g
user@host# set policer p3 then discard

5. Define the interface set ifset to be the group of all Fast Ethernet interfaces on the
router.

[edit firewall]
user@host# set interface-set ifset fe-*

6. Create the stateless firewall filter L2_filter.

[edit firewall]
user@host# edit family any filter L2_filter

7. Configure filter term t1 to match IPv4, IPv6, or MPLS packets received on interface
fe-0/0/0.0 and use policer p1 to rate-limit that traffic.

[edit firewall family any filter L2_filter]
user@host# set term t1 from interface fe-0/0/0.0
user@host# set term t1 then count c1
user@host# set term t1 then policer p1

8. Configure filter term t2 to match packets received on interface-set ifset and use
policer p2 to rate-limit that traffic.

[edit firewall family any filter L2_filter]
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user@host# set term t2 from interface-set ifset
user@host# set term t2 then count c2
user@host# set term t2 then policer p2

9. Configure filter term t3 to use policer p3 to rate-limit all other traffic.

[edit firewall family any filter L2_filter]
user@host# set term t3 then count c3
user@host# set term t3 then policer p3

10. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results Confirm the configuration of the stateless firewall filter and the policers referenced as
firewall filter actions by entering the show firewall configuration mode command. If the
command output does not display the intended configuration, repeat the instructions in
this procedure to correct the configuration.

[edit]
user@host# show firewall
family any {
filter L2_filter {
term t1 {
from {
interface fe-0/0/0.0;

}
then {
policer p1;
count c1;

}
}
term t2 {
from {
interface-set ifset;

}
then {
policer p2;
count c2;

}
}
term t3 {
then {
policer p3;
count c3;

}
}

}
}
policer p1 {
if-exceeding {
bandwidth-limit 5m;
burst-size-limit 10m;

}
then discard;
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}
policer p2 {
if-exceeding {
bandwidth-limit 40m;
burst-size-limit 100m;

}
then discard;

}
policer p3 {
if-exceeding {
bandwidth-limit 600m;
burst-size-limit 1g;

}
then discard;

}
interface-set ifset {
fe-*;

}

Applying the Stateless Firewall Filter to the Routing Engine Input Interface

Step-by-Step
Procedure

To apply the stateless firewall filter to the Routing Engine input interface:

Apply the stateless firewall filter to theRoutingEngine interface in the inputdirection.

[edit]

1.

user@host# set interfaces lo0 unit 0 family inet address 1.1.1.157/30
user@host# set interfaces lo0 unit 0 filter input L2_filter

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results Confirm the application of the firewall filter to the Routing Engine input interface by
entering the show interfaces command again. If the command output does not display
the intended configuration, repeat the instructions in this procedure to correct the
configuration.

user@host# show interfaces
fe-0/0/0 {
...

}
fe-1/0/0 {
...

}
fe-1/1/0 {
...

}
lo0 {
unit 0 {
filter {
input L2_filter;

}
family inet {
address 1.1.1.157/30;
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}
}

}

Verification

To confirm that the configuration is working properly, use the show firewall filter L2_filter

operational mode command tomonitor traffic statistics about the firewall filter and

three counters.

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Filtering Packets Received on an Interface Set Overview on page 266

• Statement Hierarchy for Defining an Interface Set on page 267

• Statement Hierarchy for Configuring a Filter to Match on an Interface Set on page 267

Example: ConfiguringaFilter toBlockTCPAccess toaPort Except fromSpecifiedBGP
Peers

This example shows how to configure a standard stateless firewall filter that blocks all

TCP connection attempts to port 179 from all requesters except from specified BGP

peers.

• Requirements on page 140

• Overview on page 140

• Configuration on page 141

• Verification on page 144

Requirements

No special configuration beyond device initialization is required before you configure this

example.

Overview

In this example, you create a stateless firewall filter that blocks all TCP connection

attempts to port 179 from all requesters except the specified BGP peers.

The stateless firewall filter filter_bgp179matches all packets from the directly connected

interfaces on Device A and Device B to the destination port number 179.

Figure 1 on page 141 shows the topology used in this example. Device C attempts tomake

a TCP connection to Device E. Device E blocks the connection attempt. This example

shows the configuration on Device E.
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Figure 1: Typical Network with BGP Peer Sessions
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device C set interfaces ge-1/2/0 unit 10 description to-E
set interfaces ge-1/2/0 unit 10 family inet address 10.10.10.10/30
set protocols bgp group external-peers type external
set protocols bgp group external-peers peer-as 17
set protocols bgp group external-peers neighbor 10.10.10.9
set routing-options autonomous-system 22

Device E set interfaces ge-1/2/0 unit 0 description to-A
set interfaces ge-1/2/0 unit 0 family inet address 10.10.10.1/30
set interfaces ge-1/2/1 unit 5 description to-B
set interfaces ge-1/2/1 unit 5 family inet address 10.10.10.5/30
set interfaces ge-1/0/0 unit 9 description to-C
set interfaces ge-1/0/0 unit 9 family inet address 10.10.10.9/30
set interfaces lo0 unit 2 family inet filter input filter_bgp179
set interfaces lo0 unit 2 family inet address 192.168.0.1/32
set protocols bgp group external-peers type external
set protocols bgp group external-peers peer-as 22
set protocols bgp group external-peers neighbor 10.10.10.2
set protocols bgp group external-peers neighbor 10.10.10.6
set protocols bgp group external-peers neighbor 10.10.10.10
set routing-options autonomous-system 17
set firewall family inet filter filter_bgp179 term 1 from source-address 10.10.10.2/32
set firewall family inet filter filter_bgp179 term 1 from source-address 10.10.10.6/32
set firewall family inet filter filter_bgp179 term 1 from destination-port bgp
set firewall family inet filter filter_bgp179 term 1 then accept
set firewall family inet filter filter_bgp179 term 2 then reject
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Configuring Device E

Step-by-Step
Procedure

The following example requires that you navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5 in the CLI User Guide.

To configure Device E with a stateless firewall filter that blocks all TCP connection

attempts to port 179 from all requestors except specified BGP peers:

1. Configure the interfaces.

user@E# set interfaces ge-1/2/0 unit 0 description to-A
user@E# set interfaces ge-1/2/0 unit 0 family inet address 10.10.10.1/30

user@E# set interfaces ge-1/2/1 unit 5 description to-B
user@E# set interfaces ge-1/2/1 unit 5 family inet address 10.10.10.5/30

user@E# set interfaces ge-1/0/0 unit 9 description to-C
user@E# set interfaces ge-1/0/0 unit 9 family inet address 10.10.10.9/30

2. Configure BGP.

[edit protocols bgp group external-peers]
user@E# set type external
user@E# set peer-as 22
user@E# set neighbor 10.10.10.2
user@E# set neighbor 10.10.10.6
user@E# set neighbor 10.10.10.10

3. Configure the autonomous system number.

[edit routing-options]
user@E# set autonomous-system 17

4. Define the filter term that accepts TCP connection attempts to port 179 from the
specified BGP peers.

[edit firewall family inet filter filter_bgp179]
user@E# set term 1 from source-address 10.10.10.2/32
user@E# set term 1 from source-address 10.10.10.6/32
user@E# set term 1 from destination-port bgp
user@E# set term 1 then accept

5. Define the other filter term to reject packets from other sources.

[edit firewall family inet filter filter_bgp179]
user@E# set term 2 then reject

6. Apply the firewall filter to the loopback interface.

[edit interfaces lo0 unit 2 family inet]
user@E# set filter input filter_bgp179
user@E# set address 192.168.0.1/32

Results From configurationmode, confirm your configuration by entering the show firewall, show

interfaces, show protocols, and show routing-options commands. If the output does not

Copyright © 2016, Juniper Networks, Inc.142

Firewall Filters Feature Guide for EX9200 Switches



display the intended configuration, repeat the instructions in this example to correct the

configuration.

user@E# show firewall
family inet {
filter filter_bgp179 {
term 1 {
from {
source-address {
10.10.10.2/32;
10.10.10.6/32;

}
destination-port bgp;

}
then accept;

}
term 2 {
then {
reject;

}
}

}
}

user@E# show interfaces
lo0 {
unit 2 {
family inet {
filter {
input filter_bgp179;

}
address 192.168.0.1/32;

}
}

}
ge-1/2/0 {
unit 0 {
description to-A;
family inet {
address 10.10.10.1/30;

}
}

}
ge-1/2/1 {
unit 5 {
description to-B;
family inet {
address 10.10.10.5/30;

}
}

}
ge-1/0/0 {
unit 9 {
description to-C;
family inet {
address 10.10.10.9/30;
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}
}

}

user@E# show protocols
bgp {
group external-peers {
type external;
peer-as 22;
neighbor 10.10.10.2;
neighbor 10.10.10.6;
neighbor 10.10.10.10;

}
}

user@E# show routing-options
autonomous-system 17;

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

• Verifying That the Filter Is Configured on page 144

• Verifying the TCP Connections on page 144

• Monitoring Traffic on the Interfaces on page 145

Verifying That the Filter Is Configured

Purpose Make sure that the filter is listed in output of the show firewall filter command.

Action user@E> show firewall filter filter_bgp179
Filter: filter_bgp179

Verifying the TCP Connections

Purpose Verify the TCP connections.

Action Fromoperationalmode, run the showsystemconnectionsextensivecommandonDeviceC

and Device E.

The output on Device C shows the attempt to establish a TCP connection. The output

on Device E shows that connections are established with Device A and Device B only.

user@C> show system connections extensive | match 10.10.10

tcp4       0      0  10.10.10.9.51872     10.10.10.10.179       SYN_SENT

user@E> show system connections extensive | match 10.10.10

tcp4       0      0  10.10.10.5.179        10.10.10.6.62096     ESTABLISHED
tcp4       0      0  10.10.10.6.62096      10.10.10.5.179       ESTABLISHED
tcp4       0      0  10.10.10.1.179        10.10.10.2.61506     ESTABLISHED
tcp4       0      0  10.10.10.2.61506      10.10.10.1.179       ESTABLISHED
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Monitoring Traffic on the Interfaces

Purpose Use themonitor traffic command to compare the traffic on an interface that establishes

aTCPconnectionwith the trafficonan interface thatdoesnotestablishaTCPconnection.

Action From operational mode, run themonitor traffic command on the Device E interface to

Device B and on the Device E interface to Device C. The following sample output verifies

that in the first example, acknowledgment (ack) messages are received. In the second

example, ackmessages are not received.

user@E> monitor traffic size 1500 interface ge-1/2/1.5
19:02:49.700912 Out IP 10.10.10.5.bgp > 10.10.10.6.62096: P 
3330573561:3330573580(19) ack 915601686 win 16384 <nop,nop,timestamp 1869518816 
1869504850>: BGP, length: 19
19:02:49.801244  In IP 10.10.10.6.62096 > 10.10.10.5.bgp: . ack 19 win 16384 
<nop,nop,timestamp 1869518916 1869518816>
19:03:03.323018  In IP 10.10.10.6.62096 > 10.10.10.5.bgp: P 1:20(19) ack 19 win 
16384 <nop,nop,timestamp 1869532439 1869518816>: BGP, length: 19
19:03:03.422418 Out IP 10.10.10.5.bgp > 10.10.10.6.62096: . ack 20 win 16384 
<nop,nop,timestamp 1869532539 1869532439>
19:03:17.220162 Out IP 10.10.10.5.bgp > 10.10.10.6.62096: P 19:38(19) ack 20 win
 16384 <nop,nop,timestamp 1869546338 1869532439>: BGP, length: 19
19:03:17.320501  In IP 10.10.10.6.62096 > 10.10.10.5.bgp: . ack 38 win 16384 
<nop,nop,timestamp 1869546438 1869546338>

user@E> monitor traffic size 1500 interface ge-1/0/0.9

18:54:20.175471 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
 win 16384 <mss 1460,nop,wscale 0,nop,nop,timestamp 1869009240 0,sackOK,eol>
18:54:23.174422 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
 win 16384 <mss 1460,nop,wscale 0,nop,nop,timestamp 1869012240 0,sackOK,eol>
18:54:26.374118 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
 win 16384 <mss 1460,nop,wscale 0,nop,nop,timestamp 1869015440 0,sackOK,eol>
18:54:29.573799 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
 win 16384 <mss 1460,sackOK,eol>
18:54:32.773493 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
 win 16384 <mss 1460,sackOK,eol>
18:54:35.973185 Out IP 10.10.10.9.61335 > 10.10.10.10.bgp: S 573929123:573929123(0)
 win 16384 <mss 1460,sackOK,eol>

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Stateless Firewall Filter to Protect Against TCP and ICMP

Floods on page 146

• Example: Configuring a Filter to Accept Packets Based on IPv6 TCP Flags on page 131
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Example: Configuring a Stateless Firewall Filter to Protect Against TCP and ICMP
Floods

This example shows how to create a stateless firewall filter that protects against TCP

and ICMP denial-of-service attacks.

• Requirements on page 146

• Overview on page 146

• Configuration on page 147

• Verification on page 152

Requirements

Nospecial configurationbeyonddevice initialization is requiredbeforeconfiguringstateless

firewall filters.

Overview

In this example, you create a stateless firewall filter called protect-RE that polices TCP

and ICMP packets. This example includes the following policers:

• tcp-connection-policer—Limits the traffic rate of the TCP packets to 500,000 bps and

the burst size to 15,000 bytes. Packets that exceed the traffic rate are discarded.

• icmp-policer—Limits the traffic rate of the ICMP packets to 1,000,000 bps and the

burst size to 15,000 bytes. Packets that exceed the traffic rate are discarded.

When specifying limits, the bandwidth limit can be from32,000bps to 32,000,000,000

bps and the burst-size limit can be from 1,500 bytes through 100,000,000 bytes. Use

the following abbreviations when specifying limits: k (1,000), m (1,000,000), and g

(1,000,000,000).

Each policer is incorporated into the action of a filter term. This example includes the

following terms:

• tcp-connection-term—Polices certain TCP packets with a source address of

192.168.0.0/24 or 10.0.0.0/24. These addresses are defined in the trusted-addresses

prefix list.

Filtered packets include tcp-established packets The tcp-establishedmatch condition

is an alias for the bit-field match condition tcp-flags “(ack | rst)”, which indicates an

established TCP session, but not the first packet of a TCP connection.

• icmp-term—Polices ICMP packets. All ICMP packets are counted in the icmp-counter

counter.

NOTE: You canmove terms within the firewall filter by using the insert

command. See insert in the CLI User Guide.
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You can apply a stateless firewall to the input or output sides, or both, of an interface.

To filter packets transiting the device, apply the firewall filter to any non-Routing Engine

interface. To filter packets originating from, or destined for, the Routing Engine, apply the

firewall filter to the loopback (lo0) interface.

Figure 2 on page 147 shows the sample network.

Figure 2: Firewall Filter to Protect Against TCP and ICMP Floods
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Because this firewall filter limits Routing Engine traffic to TCP packets, routing protocols

that use other transport protocols for Layer 4 cannot successfully establish sessions

when this filter is active. To demonstrate, this example sets up OSPF between Device R1

and Device R2.

“CLI Quick Configuration” on page 147 shows the configuration for all of the devices in

Figure 2 on page 147.

The section “Step-by-Step Procedure” on page 148 describes the steps on Device R2.

Configuration

CLI Quick
Configuration

To quickly configure the stateless firewall filter, copy the following commands to a text

file, remove any line breaks, and then paste the commands into the CLI.

Device R1 set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.1/30
set interfaces lo0 unit 0 family inet address 192.168.0.1/32 primary
set interfaces lo0 unit 0 family inet address 172.16.0.1/32
set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext peer-as 200
set protocols bgp group ext neighbor 10.0.0.2
set protocols ospf area 0.0.0.0 interface fe-1/2/0.0
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options router-id 192.168.0.1
set routing-options autonomous-system 100

Device R2 set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.2/30
set interfaces lo0 unit 0 family inet filter input protect-RE
set interfaces lo0 unit 0 family inet address 192.168.0.2/32 primary
set interfaces lo0 unit 0 family inet address 172.16.0.2/32
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set protocols bgp group ext type external
set protocols bgp group ext export send-direct
set protocols bgp group ext neighbor 10.0.0.1 peer-as 100
set protocols ospf area 0.0.0.0 interface lo0.0 passive
set protocols ospf area 0.0.0.0 interface fe-1/2/0.0
set policy-options prefix-list trusted-addresses 10.0.0.0/24
set policy-options prefix-list trusted-addresses 192.168.0.0/24
set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept
set routing-options router-id 192.168.0.2
set routing-options autonomous-system 200
set firewall family inet filter protect-RE term tcp-connection-term fromsource-prefix-list
trusted-addresses

set firewall family inet filter protect-RE term tcp-connection-term from protocol tcp
set firewall family inet filter protect-RE term tcp-connection-term from tcp-established
set firewall family inet filter protect-RE term tcp-connection-term then policer
tcp-connection-policer

set firewall family inet filter protect-RE term tcp-connection-term then accept
set firewall family inet filter protect-RE term icmp-term from source-prefix-list
trusted-addresses

set firewall family inet filter protect-RE term icmp-term from protocol icmp
set firewall family inet filter protect-RE term icmp-term then policer icmp-policer
set firewall family inet filter protect-RE term icmp-term then count icmp-counter
set firewall family inet filter protect-RE term icmp-term then accept
set firewall policer tcp-connection-policer filter-specific
set firewall policer tcp-connection-policer if-exceeding bandwidth-limit 1m
set firewall policer tcp-connection-policer if-exceeding burst-size-limit 15k
set firewall policer tcp-connection-policer then discard
set firewall policer icmp-policer filter-specific
set firewall policer icmp-policer if-exceeding bandwidth-limit 1m
set firewall policer icmp-policer if-exceeding burst-size-limit 15k
set firewall policer icmp-policer then discard

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure stateless firewall filter policers:

1. Configure the device interfaces.

[edit interfaces fe-1/2/0 unit 0 family inet ]
user@R2# set address 10.0.0.2/30

[edit interfaces lo0 unit 0 family inet]
user@R2# set address 192.168.0.2/32 primary
user@R2# set address 172.16.0.2/32

2. Configure the BGP peering session.

[edit protocols bgp group ext]
user@R2# set type external
user@R2# set export send-direct
user@R2# set neighbor 10.0.0.1 peer-as 100

3. Configure the autonomous system (AS) number and router ID.
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[edit routing-options]
user@R2# set autonomous-system 200
user@R2# set router-id 192.168.0.2

4. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@R2# set interface lo0.0 passive
user@R2# set interface fe-1/2/0.0

5. Define the list of trusted addresses.

[edit policy-options prefix-list trusted-addresses]
user@R2# set 10.0.0.0/24
user@R2# set 192.168.0.0/24

6. Configure a policy to advertise direct routes.

[edit policy-options policy-statement send-direct term 1]
user@R2# set from protocol direct
user@R2# set then accept

7. Configure the TCP policer.

[edit firewall policer tcp-connection-policer]
user@R2# set filter-specific
user@R2# set if-exceeding bandwidth-limit 1m
user@R2# set if-exceeding burst-size-limit 15k
user@R2# set then discard

8. Create the ICMP policer.

[edit firewall policer icmp-policer]
user@R2# set filter-specific
user@R2# set if-exceeding bandwidth-limit 1m
user@R2# set if-exceeding burst-size-limit 15k
user@R2# set then discard

9. Configure the TCP filter rules.

[edit firewall family inet filter protect-RE term tcp-connection-term]
user@R2# set from source-prefix-list trusted-addresses
user@R2# set from protocol tcp
user@R2# set from tcp-established
user@R2# set then policer tcp-connection-policer
user@R2# set then accept

10. Configure the ICMP filter rules.

[edit firewall family inet filter protect-RE term icmp-term]
user@R2# set from source-prefix-list trusted-addresses
user@R2# set from protocol icmp
user@R2# set then policer icmp-policer
user@R2# set then count icmp-counter
user@R2# set then accept

11. Apply the filter to the loopback interface.

[edit interfaces lo0 unit 0]
user@R2# set family inet filter input protect-RE

149Copyright © 2016, Juniper Networks, Inc.

Chapter 3: Applying Firewall Filters to Routing Engine Traffic



Results Confirm your configuration by entering the show interfaces, show protocols, show

policy-options, show routing-options, and show firewall commands from configuration

mode. If the output does not display the intended configuration, repeat the instructions

in this example to correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit 0 {
family inet {
address 10.0.0.2/30;

}
}

}
lo0 {
unit 0 {
family inet {
filter {
input protect-RE;

}
address 192.168.0.2/32 {
primary;

}
address 172.16.0.2/32;

}
}

}

user@R2# show protocols
bgp {
group ext {
type external;
export send-direct;
neighbor 10.0.0.1 {
peer-as 100;

}
}

}
ospf {
area 0.0.0.0 {
interface lo0.0 {
passive;

}
interface fe-1/2/0.0;

}
}

user@R2# show policy-options
prefix-list trusted-addresses {
10.0.0.0/24;
192.168.0.0/24;

}
policy-statement send-direct {
term 1 {
from protocol direct;
then accept;

}
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}

user@R2# show routing-options
router-id 192.168.0.2;
autonomous-system 200;

user@R2# show firewall
family inet {
filter protect-RE {
term tcp-connection-term {
from {
source-prefix-list {
trusted-addresses;

}
protocol tcp;
tcp-established;

}
then {
policer tcp-connection-policer;
accept;

}
}
term icmp-term {
from {
source-prefix-list {
trusted-addresses;

}
protocol icmp;

}
then {
policer icmp-policer;
count icmp-counter;
accept;

}
}

}
}
policer tcp-connection-policer {
filter-specific;
if-exceeding {
bandwidth-limit 1m;
burst-size-limit 15k;

}
then discard;

}
policer icmp-policer {
filter-specific;
if-exceeding {
bandwidth-limit 1m;
burst-size-limit 15k;

}
then discard;

}
}

If you are done configuring the device, enter commit from configuration mode.
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Verification

Confirm that the configuration is working properly.

NOTE: To verify the TCP policer, you can use a packet generation tool. This
task is not shown here.

• Displaying Stateless Firewall Filter That Are in Effect on page 152

• Using telnet toVerify the tcp-establishedCondition in theTCPFirewall Filter onpage 152

• Using telnet toVerify theTrustedPrefixesCondition in theTCPFirewall Filter onpage 153

• Using OSPF to Verify the TCP Firewall Filter on page 154

• Verifying the ICMP Firewall Filter on page 155

Displaying Stateless Firewall Filter That Are in Effect

Purpose Verify the configuration of the firewall filter.

Action From operational mode, enter the show firewall command.

user@R2> show firewall
Filter: protect-RE                                        
Counters:
Name                                                Bytes              Packets
icmp-counter                                            0                    0
Policers:
Name                                                Bytes              Packets
icmp-policer                                                            0
tcp-connection-policer                                                  0

Meaning The output shows the filter, the counter, and the policers that are in effect on Device R2.

Using telnet to Verify the tcp-established Condition in the TCP Firewall Filter

Purpose Make sure that telnet traffic works as expected.

Action Verify that the device can establish only TCP sessions with hosts that meet the from

tcp-established condition..

1. From Device R2, make sure that the BGP session with Device R1 is established.

user@R2> show bgp summary | match down
Groups: 1 Peers: 1 Down peers: 0

2. From Device R2, telnet to Device R1.

user@R2> telnet 192.168.0.1
Trying 192.168.0.1...
Connected to R1.acme.net.
Escape character is '^]'.

R1 (ttyp4)
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login: 

3. From Device R1, telnet to Device R2.

user@R1> telnet 192.168.0.2
Trying 192.168.0.2...
telnet: connect to address 192.168.0.2: Operation timed out
telnet: Unable to connect to remote host

4. On Device R2, deactivate the from tcp-establishedmatch condition.

[edit firewall family inet filter protect-RE term tcp-connection-term]
user@R2# deactivate from tcp-established
user@R2# commit

5. From Device R1, try again to telnet to Device R2.

user@R1> telnet 192.168.0.1
Trying 192.168.0.2...
Connected to R2.acme.net.
Escape character is '^]'.

R2 (ttyp4)

login: 

Meaning Verify the following information:

• Asexpected , theBGPsession is established. The fromtcp-establishedmatchcondition

is not expected to block BGP session establishment.

• FromDevice R2, you can telnet to Device R1. Device R1 has no firewall filter configured,

so this is the expected behavior.

• From Device R1, you cannot telnet to Device R2. Telnet uses TCP as the transport

protocol, so this resultmight be surprising. The cause for the lack of telnet connectivity

is the from tcp-establishedmatch condition. This match condition limits the type of

TCP traffic that is accepted of Device R2. After this match condition is deactivated,

the telnet session is successful.

Using telnet to Verify the Trusted Prefixes Condition in the TCP Firewall Filter

Purpose Make sure that telnet traffic works as expected.

Action Verify that the device can establish only telnet sessions with a host at an IP address that

matches one of the trusted source addresses. For example, log in to the device with the

telnet command from another host with one of the trusted address prefixes. Also, verify

that telnet sessions with untrusted source addresses are blocked.

1. From Device R1, telnet to Device R2 from an untrusted source address.

user@R1> telnet 172.16.0.2 source 172.16.0.1
Trying 172.16.0.2...
^C

2. From Device R2, add 172.16/16 to the list of trusted prefixes.
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[edit policy-options prefix-list trusted-addresses]
user@R2# set 172.16.0.0/16
user@R2# commit

3. From Device R1, try again to telnet to Device R2.

user@R1> telnet 172.16.0.2 source 172.16.0.1
Trying 172.16.0.2...
Connected to R2.acme.net.
Escape character is '^]'.

R2 (ttyp4)

login: 

Meaning Verify the following information:

• From Device R1, you cannot telnet to Device R2 with an unstrusted source address.

After the 172.16/16 prefix is added to the list of trusted prefixes, the telnet request from

source address 172.16.0.1 is accepted.

• OSPF session establishment is blocked. OSPF does not use TCP as its transport

protocol. After the from protocol tcpmatch condition is deactivated, OSPF session

establishment is not blocked.

Using OSPF to Verify the TCP Firewall Filter

Purpose Make sure that OSPF traffic works as expected.

Action Verify that the device cannot establish OSPF connectivity.

1. From Device R1, check the OSPF sessions.

user@R1> show ospf neighbor
Address          Interface              State     ID               Pri  Dead
10.0.0.2         fe-1/2/0.0             Init      192.168.0.2      128    34

2. From Device R2, check the OSPF sessions.

user@R2> show ospf neighbor

3. From Device R2, remove the from protocol tcpmatch condition.

[edit firewall family inet filter protect-RE term tcp-connection-term]
user@R2# deactivate from protocol
user@R2# commit

4. From Device R1, recheck the OSPF sessions.

user@R1> show ospf neighbor
Address          Interface              State     ID               Pri  Dead
10.0.0.2         fe-1/2/0.0             Full      192.168.0.2      128    36

5. From Device R2, recheck the OSPF sessions.

user@R2> show ospf neighbor
Address          Interface              State     ID               Pri  Dead
10.0.0.1         fe-1/2/0.0             Full      192.168.0.1      128    39
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Meaning Verify the following information:

• OSPF session establishment is blocked. OSPF does not use TCP as its transport

protocol. After the from protocol tcpmatch condition is deactivated, OSPF session

establishment is successful.

Verifying the ICMP Firewall Filter

Purpose Verify that ICMPpacketsarebeingpolicedandcounted.Alsomakesure thatping requests

are discarded when the requests originate from an untrusted source address.

Action Undo the configuration changes made in previous verification steps.1.

Reactivate the TCP firewall settings, and delete the 172.16/16 trusted source address.

[edit firewall family inet filter protect-RE term tcp-connection-term]
user@R2# activate from protocol
user@R2# activate from tcp-established

[edit policy-options prefix-list trusted-addresses]
user@R2# delete 172.16.0.0/16

user@R2# commit

2. From Device R1, ping the loopback interface on Device R2.

user@R1> ping 192.168.0.2 rapid count 600 size 2000
PING 192.168.0.2 (192.168.0.2): 2000 data bytes
!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!!.!!!!!!!!.!!!!!!!!.!!!!!!!!
--- 192.168.0.2 ping statistics ---
600 packets transmitted, 536 packets received, 10% packet loss
pinground-trip min/avg/max/stddev = 2.976/3.405/42.380/2.293 ms

3. From Device R2, check the firewall statistics.

user@R2> show firewall

Filter: protect-RE                                        
Counters:
Name                                                Bytes              Packets
icmp-counter                                      1180804                 1135
Policers:
Name                                                Bytes              Packets
icmp-policer                                                           66
tcp-connection-policer                                                  0

4. From an untrusted source address on Device R1, send a ping request to Device R2’s

loopback interface.

user@R1> ping 172.16.0.2 source 172.16.0.1

PING 172.16.0.2 (172.16.0.2): 56 data bytes
^C
--- 172.16.0.2 ping statistics ---
14 packets transmitted, 0 packets received, 100% packet loss

Meaning Verify the following information:
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• The ping output shows that 10% packet loss is occurring.

• The ICMP packet counter is incrementing, and the icmp-policer is incrementing.

• Device R2 does not send ICMP responses to the ping 172.16.0.2 source 172.16.0.1

command.

Related
Documentation

• Example: Configuring a Stateless Firewall Filter to Accept Traffic fromTrusted Sources

on page 118

• Two-Color Policer Configuration Overview

• Junos OS Feature Support Reference for SRX Series and J Series Devices
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CHAPTER 4

Applying Firewall Filters to Transit Traffic

• Statement Hierarchy for Configuring Interface-Specific Firewall Filters on page 157

• Example: Configuring a Filter to Match on IPv6 Flags on page 158

• Example: Configuring a Filter to Match on Port and Protocol Fields on page 159

• Example: Configuring a Filter to Count Accepted and Rejected Packets on page 162

• Example: Configuring a Filter to Count and Discard IP Options Packets on page 166

• Example: Configuring a Filter to Count IP Options Packets on page 169

• Example: Configuring a Filter to Count and Sample Accepted Packets on page 174

• Example: Configuring a Filter to Set the DSCP Bit to Zero on page 178

• Example: Configuring a Filter to Match on Two Unrelated Criteria on page 181

• Example: Configuring a Filter to Accept DHCP Packets Based on Address on page 184

• Example: Configuring a Filter to Accept OSPF Packets from a Prefix on page 186

• Example: Configuring a Stateless Firewall Filter to Handle Fragments on page 189

• Example: Configuring a Rate-Limiting Filter Based on Destination Class on page 194

Statement Hierarchy for Configuring Interface-Specific Firewall Filters

To enable interface-specific instances for stateless firewall filters, include the
interface-specific statement in the filter filter-name or service-filter service-filter-name
stanza. Any counters specified as actions in an interface-specific filter are maintained
separately per filter instance. Any policers specified as actions in an interface-specific
filter are applied per filter instance.

firewall {
family family-name {
(filter filter-name | service-filter service-filter-name) {
...
interface-specific;
...
term term-name {
from {
match-conditions;

}
then {
count counter-name;
policer policer-name;
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}
}
...

}
}

]

You can include the firewall configuration at one of the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Related
Documentation

Interface-Specific Firewall Filter Instances Overview•

• Statement Hierarchy for Applying Interface-Specific Firewall Filters on page 245

• Example: Configuring Interface-Specific Firewall Filter Counters

Example: Configuring a Filter to Match on IPv6 Flags

This example shows how to configure a filter to match on IPv6 TCP flags.

• Requirements on page 158

• Overview on page 158

• Configuration on page 158

• Verification on page 159

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, youconfigurea filter tomatchon IPv6TCP flags. Youcanuse this example

to configure IPv6 TCP flags in M Series, MX Series, and T Series routing devices.

Configuration

Step-by-Step
Procedure

To configure a filter to match on IPv6 TCP flags:

Include the family statement at the firewall hierarchy level, specifying inet6 as the
protocol family.

[edit]

1.

user@host# edit firewall family inet6

2. Create the stateless firewall filter.

[edit firewall family inet6]
user@host# edit filter tcpfilt
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3. Define the first term for the filter.

[edit firewall family inet6 filter tcpfilt]
user@host# edit term 1

4. Define the source address match conditions for the term.

[edit firewall family inet6 filter tcpfilt term 1]
user@host# set from next-header tcp tcp-flags syn

5. Define the actions for the term.

[edit firewall family inet6 filter tcpfilt term 1]
user@host# set then count tcp_syn_pkt log accept

6. If you are done configuring the device, commit the configuration.

[edit firewall family inet6 filter tcpfilt term 1]
user@host top

[edit]
user@host# commit

Verification

To confirm that the configuration is working properly, enter the show firewall filter tcpfilt

command.

Example: Configuring a Filter to Match on Port and Protocol Fields

This example shows how to configure a standard stateless firewall filter to match on

destination port and protocol fields.

• Requirements on page 159

• Overview on page 159

• Configuration on page 160

• Verification on page 162

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you configure a stateless firewall filter that accepts all IPv4 packets

except for TCP and UDP packets. TCP and UDP packets are accepted if destined for the

SSH port or the Telnet port. All other packets are rejected.
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Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

• Configure the Stateless Firewall Filter on page 160

• Apply the Stateless Firewall Filter to a Logical Interface on page 161

• Confirm and Commit Your Candidate Configuration on page 161

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level:

set firewall family inet filter filter1 term term1 from protocol-except tcp
set firewall family inet filter filter1 term term1 from protocol-except udp
set firewall family inet filter filter1 term term1 then accept
set firewall family inet filter filter1 term term2 from address 192.168.0.0/16
set firewall family inet filter filter1 term term2 then reject
set firewall family inet filter filter1 term term3 from destination-port ssh
set firewall family inet filter filter1 term term3 from destination-port telnet
set firewall family inet filter filter1 term term3 then accept
set firewall family inet filter filter1 term term4 then reject
set interfaces ge-0/0/1 unit 0 family inet address 10.1.2.3/30
set interfaces ge-0/0/1 unit 0 family inet filter input filter1

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the stateless firewall filter filter1:

Create the IPv4 stateless firewall filter.

[edit]

1.

user@host# edit firewall family inet filter filter1

2. Configure a term to accept all traffic except for TCP and UDP packets.

[edit firewall family inet filter filter1]
user@host# set term term1 from protocol-except tcp
user@host# set term term1 from protocol-except udp
user@host# set term term1 then accept

3. Configure a term to reject packets to or from the 192.168/16 prefix.

[edit firewall family inet filter filter1]
user@host# set term term2 from address 192.168.0.0/16
user@host# set term term2 then reject

4. Configure a term to accept packets destined for either the SSH port or the Telnet
port.

[edit firewall family inet filter filter1]
user@host# set term term3 from destination-port ssh
user@host# set term term3 from destination-port telnet
user@host# set term term3 then accept
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5. Configure the last term to reject all packets.

[edit firewall family inet filter filter1]
user@host# set term term4 then reject

Apply the Stateless Firewall Filter to a Logical Interface

Step-by-Step
Procedure

To apply the stateless firewall filter to a logical interface:

Configure the logical interface to which you will apply the stateless firewall filter.

[edit]

1.

user@host# edit interfaces ge-0/0/1 unit 0 family inet

2. Configure the interface address for the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set address 10.1.2.3/30

3. Apply the stateless firewall filter to the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set filter input filter1

Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet {
filter filter1 {
term term1 {
from {
protocol-except [tcp udp];

}
then {
accept;

}
}
term term2 {
from {
address 192.168/16;

}
then {
reject;

}
}
term term3 {
from {
destination-port [ssh telnet];

}
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then {
accept;

}
}
term term4 {
then {
reject;

}
}

}
}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit 0 {
family inet {
filter {
input filter1;

}
address 10.1.2.3/30;

}
}

}

3. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

To confirm that the configuration is working properly, enter the show firewall filter filter1

operational mode command.

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Filter to Match on IPv6 Flags on page 158

• Example: Configuring a Filter to Match on Two Unrelated Criteria on page 181

Example: Configuring a Filter to Count Accepted and Rejected Packets

This example shows how to configure a firewall filter to count packets.

• Requirements on page 163

• Overview on page 163

• Configuration on page 163

• Verification on page 165
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Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you use a stateless firewall filter to reject all addresses except

192.168.5.0/24.

Topology

In the first term, the match condition address 192.168.5.0/24 except causes this address

to be considered amismatch, and this address is passed to the next term in the filter.

Thematchconditionaddress0.0.0.0/0matchesall other packets, and theseare counted,

logged, and rejected.

In the second term, all packets that passed though the first term (that is, packets whose

address matches 192.168.5.0/24) are counted, logged, and accepted.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configure the Stateless Firewall Filter on page 163

• Apply the Stateless Firewall Filter to a Logical Interface on page 164

• Confirm and Commit Your Candidate Configuration on page 164

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set firewall family inet filter fire1 term 1 from address 192.168.5.0/24 except
set firewall family inet filter fire1 term 1 from address 0.0.0.0/0
set firewall family inet filter fire1 term 1 then count reject_pref1_1
set firewall family inet filter fire1 term 1 then log
set firewall family inet filter fire1 term 1 then reject
set firewall family inet filter fire1 term 2 then count reject_pref1_2
set firewall family inet filter fire1 term 2 then log
set firewall family inet filter fire1 term 2 then accept
set interfaces ge-0/0/1 unit 0 family inet filter input fire1
set interfaces ge-0/0/1 unit 0 family inet address 10.1.2.3/30

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the stateless firewall filter fire1:

Create the stateless firewall filter fire1.

[edit]

1.
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user@host# edit firewall family inet filter fire1

2. Configure the first term to reject all addresses except those to or from the
192.168.5.0/24 prefix and then count, log, and reject all other packets.

[edit firewall family inet filter fire1]
user@host# set term 1 from address 192.168.5.0/24 except
user@host# set term 1 from address 0.0.0.0/0
user@host# set term 1 then count reject_pref1_1
user@host# set term 1 then log
user@host# set term 1 then reject

3. Configure the next term to count, log, and accept packets in the 192.168.5.0/24
prefix.

[edit firewall family inet filter fire1]
user@host# set term 2 then count reject_pref1_2
user@host# set term 2 then log
user@host# set term 2 then accept

Apply the Stateless Firewall Filter to a Logical Interface

Step-by-Step
Procedure

To apply the stateless firewall filter to a logical interface:

Configure the logical interface to which you will apply the stateless firewall filter.

[edit]

1.

user@host# edit interfaces ge-0/0/1 unit 0 family inet

2. Configure the interface address for the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set address 10.1.2.3/30

3. Apply the stateless firewall filter to the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set filter input fire1

Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet {
filter fire1 {
term 1 {
from {
address {
192.168.5.0/24 except;
0.0.0.0/0;

}
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}
then {
count reject_pref1_1;
log;
reject;

}
}
term 2 {
then {
count reject_pref1_2;
log;
accept;

}
}

}
}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit 0 {
family inet {
filter {
input fire1;

}
address 10.1.2.3/30;

}
}

}

3. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

To confirm that the configuration is working properly, enter the show firewall filter fire1

operational mode command. You can also display the log and individual counters

separately by using the following forms of the command:

• show firewall counter reject_pref1_1

• show firewall counter reject_pref1_2

• show firewall log

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Filter to Count IP Options Packets on page 169

• Example: Configuring a Filter to Count and Discard IP Options Packets on page 166
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Example: Configuring a Filter to Count and Discard IP Options Packets

This example shows how to configure a standard stateless firewall to count packets.

• Requirements on page 166

• Overview on page 166

• Configuration on page 166

• Verification on page 168

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Because the filter termmatches on any IP option value, the filter term can use the count

nonterminating action without the discard terminating action or (alternatively) without

requiring an interface on a 10-Gigabit Ethernet Modular Port Concentrator (MPC),

60-Gigabit Ethernet MPC, 60-Gigabit Queuing Ethernet MPC, or 60-Gigabit Ethernet

Enhanced Queuing MPC on an MX Series router.

Overview

In this example, you use a standard stateless firewall filter to count and discard packets

that include any IP option value but accept all other packets.

The IP option header field is an optional field in IPv4 headers only. The ip-options and

ip-options-exceptmatch conditions are supported for standard stateless firewall filters

and service filters only.

NOTE: OnM and T series routers, firewall filters cannot count ip-options

packets on a per option type and per interface basis. A limited work around
is touse the showpfestatistics ipoptionscommandtosee ip-options statistics

on a per Packet Forwarding Engine (PFE) basis. See show pfe statistics ip for
sample output.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configure the Stateless Firewall Filter on page 167

• Apply the Stateless Firewall Filter to a Logical Interface on page 167

• Confirm and Commit Your Candidate Configuration on page 168
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CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set firewall family inet filter block_ip_options term 10 from ip-options any
set firewall family inet filter block_ip_options term 10 then count option_any
set firewall family inet filter block_ip_options term 10 then discard
set firewall family inet filter block_ip_options term 999 then accept
set interfaces ge-0/0/1 unit 0 family inet filter input block_ip_options
set interfaces ge-0/0/1 unit 0 family inet address 10.1.2.3/30

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the stateless firewall filter:

Create the stateless firewall filter block_ip_options.

[edit]

1.

user@host# edit firewall family inet filter block_ip_options

2. Configure the first term to count and discard packets that include any IP options
header fields.

[edit firewall family inet filter block_ip_options]
user@host# set term 10 from ip-options any
user@host# set term 10 then count option_any
user@host# set term 10 then discard

3. Configure the other term to accept all other packets.

[edit firewall family inet filter block_ip_options]
user@host# set term 999 then accept

Apply the Stateless Firewall Filter to a Logical Interface

Step-by-Step
Procedure

To apply the stateless firewall filter to a logical interface:

Configure the logical interface to which you will apply the stateless firewall filter.

[edit]

1.

user@host# edit interfaces ge-0/0/1 unit 0 family inet

2. Configure the interface address for the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set address 10.1.2.3/30

3. Apply the stateless firewall filter to the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set filter input block_ip_options
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Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet {
filter block_ip_options {
term 10 {
from {
ip-options any;

}
then {
count option_any;
discard;

}
}
term 999 {
then accept;

}
}

}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit 0 {
family inet {
filter {
input block_ip_options;

}
address 10.1.2.3/30;

}
}

}

3. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

To confirm that the configuration is working properly, enter the show firewall filter

block_ip_options operationalmode command. To display the count of discarded packets

separately, enter the show firewall count option_any form of the command.
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Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Filter to Count Accepted and Rejected Packets on page 162

• Example: Configuring a Filter to Count IP Options Packets on page 169

Example: Configuring a Filter to Count IP Options Packets

This example shows how use a stateless firewall filter to count individual IP options

packets:

• Requirements on page 169

• Overview on page 169

• Configuration on page 169

• Verification on page 173

Requirements

This example uses an interface on a 10-Gigabit Ethernet Modular Port Concentrator

(MPC), 60-Gigabit Ethernet MPC, 60-Gigabit Queuing Ethernet MPC, or 60-Gigabit

Ethernet Enhanced Queuing MPC on an MX Series router. This interface enables you to

apply an IPv4 firewall filter (standard or service filter) that can use the count, log, and

syslog nonterminating actions on packets that match a specific ip-option value without

having to also use the discard terminating action.

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you use a stateless firewall filter to count IP options packets but not

block any traffic. Also, the filter logs packets that have loose or strict source routing.

The IP option header field is an optional field in IPv4 headers only. The ip-options and

ip-options-exceptmatch conditions are supported for standard stateless firewall filters

and service filters only.

NOTE: OnM and T series routers, firewall filters cannot count ip-options

packets on a per option type and per interface basis. A limited work around
is touse the showpfestatistics ipoptionscommandtosee ip-options statistics

on a per Packet Forwarding Engine (PFE) basis. See show pfe statistics ip for
sample output.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.
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To configure this example, perform the following tasks:

• Configure the Stateless Firewall Filter on page 170

• Apply the Stateless Firewall Filter to a Logical Interface on page 171

• Confirm and Commit Your Candidate Configuration on page 172

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set firewall family inet filter ip_options_filter termmatch_strict_source from ip-options
strict-source-route

set firewall family inet filter ip_options_filter termmatch_strict_source then count
strict_source_route

set firewall family inet filter ip_options_filter termmatch_strict_source then log
set firewall family inet filter ip_options_filter termmatch_strict_source then accept
set firewall family inet filter ip_options_filter termmatch_loose_source from ip-options
loose-source-route

set firewall family inet filter ip_options_filter termmatch_loose_source then count
loose_source_route

set firewall family inet filter ip_options_filter termmatch_loose_source then log
set firewall family inet filter ip_options_filter termmatch_loose_source then accept
set firewall family inet filter ip_options_filter termmatch_record from ip-options
record-route

set firewall family inet filter ip_options_filter termmatch_record then count record_route
set firewall family inet filter ip_options_filter termmatch_record then accept
set firewall family inet filter ip_options_filter termmatch_timestamp from ip-options
timestamp

set firewall family inet filter ip_options_filter termmatch_timestampthencounttimestamp
set firewall family inet filter ip_options_filter termmatch_timestamp then accept
set firewall family inet filter ip_options_filter termmatch_router_alert from ip-options
router-alert

set firewall family inet filter ip_options_filter termmatch_router_alert then count
router_alert

set firewall family inet filter ip_options_filter termmatch_router_alert then accept
set firewall family inet filter ip_options_filter termmatch_all then accept
set interfaces ge-0/0/1 unit 0 family inet address 10.1.2.3/30
set interfaces ge-0/0/1 unit 0 family inet filter input ip_options_filter

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the stateless firewall filter ip_option_filter:

Create the stateless firewall filter ip_option_filter.

[edit]

1.

user@host# edit firewall family inet filter ip_options_filter

2. Configure the first termtocount, log, andacceptpacketswith the strict_source_route
IP optional header field.

[edit firewall family inet filter ip_option_filter]
user@host# set termmatch_strict_source from ip-options strict_source_route
user@host# set termmatch_strict_source then count strict_source_route
user@host# set termmatch_strict_source then log
user@host# set termmatch_strict_source then accept
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3. Configure thenext termtocount, log, andacceptpacketswith the loose-source-route
IP optional header field.

[edit firewall family inet filter ip_option_filter]
user@host# set termmatch_loose_source from ip-options loose-source-route
user@host# set termmatch_loose_source then count loose_source_route
user@host# set termmatch_loose_source then log
user@host# set termmatch_loose_source then accept

4. Configure the next term to count and accept packets with the record-route IP
optional header field.

[edit firewall family inet filter ip_option_filter]
user@host# set termmatch_record from ip-options record-route
user@host# set termmatch_record then count record_route
user@host# set termmatch_record then accept

5. Configure thenext termtocountandacceptpacketswith the timestamp IPoptional
header field.

[edit firewall family inet filter ip_option_filter]
user@host# set termmatch_timestamp from ip-options timestamp
user@host# set termmatch_timestamp then count timestamp
user@host# set termmatch_timestamp then accept

6. Configure thenext termtocountandacceptpacketswith the router-alert IPoptional
header field.

[edit firewall family inet filter ip_option_filter]
user@host# set termmatch_router_alert from ip-options router-alert
user@host# set termmatch_router_alert then count router_alert
user@host# set termmatch_router_alert then accept

7. Create the last term to accept any packet without incrementing any counters.

[edit firewall family inet filter ip_option_filter]
user@host# set termmatch_all then accept

Apply the Stateless Firewall Filter to a Logical Interface

Step-by-Step
Procedure

To apply the stateless firewall filter to a logical interface:

Configure the logical interface to which you will apply the stateless firewall filter.

[edit]

1.

user@host# edit interfaces ge-0/0/1 unit 0 family inet

2. Configure the interface address for the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set address 10.1.2.3/30

3. Apply the stateless firewall filter to the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set filter input ip_options_filter
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Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet {
filter ip_options_filter {
termmatch_strict_source {
from {
ip-options strict-source-route;

}
then {
count strict_source_route;
log;
accept;

}
}
termmatch_loose_source {
from {
ip-options loose-source-route;

}
then {
count loose_source_route;
log;
accept;

}
}
termmatch_record {
from {
ip-options record-route;

}
then {
count record_route;
accept;

}
}
termmatch_timestamp {
from {
ip-options timestamp;

}
then {
count timestamp;
accept;

}
}
termmatch_router_alert {
from {
ip-options router-alert;

}
then {
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count router_alert;
accept;

}
}
termmatch_all {
then accept;

}
}

}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit 0 {
family inet {
filter {
input ip_option_filter;

}
address 10.1.2.3/30;

}
}

}

3. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

To confirm that the configuration is working properly, enter the show firewall filter

ip_option_filter operational mode command. You can also display the log and individual

counters separately by using the following forms of the command:

• show firewall counter strict_source_route

• show firewall counter loose_source_route

• show firewall counter record_route

• show firewall counter timestamp

• show firewall counter router_alert

• show firewall log

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Filter to Count Accepted and Rejected Packets on page 162

• Example: Configuring a Filter to Count and Discard IP Options Packets on page 166
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Example: Configuring a Filter to Count and Sample Accepted Packets

This example shows how to configure a standard stateless firewall filter to count and

sample accepted packets.

• Requirements on page 174

• Overview on page 174

• Configuration on page 174

• Verification on page 176

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Before you begin, configure traffic sampling by including the sampling statement at the

[edit forwarding-options] hierarchy level.

Overview

In this example, youuseastandard stateless firewall filter to countandsampleall packets

received on a logical interface.

NOTE: When you enable reverse path forwarding (RPF) on an interfacewith
an input filter for firewall log and count, the input firewall filter does not log
the packets rejected by RPF, although the rejected packets are counted. To
log the rejected packets, use an RPF check fail filter.

WARNING: OnMX Series routers with MPC3 or MPC4, if firewall filters are
configured to count Two-Way Active Measurement Protocol (TWAMP)
packets then the count is doubled for all TWAMP packets. Theremay also
beasmall increase in roundtrip time(RTT)whentheTWAMPserver ishosted
onMPC3 or MPC4. This warning does not apply for routers with MPC1 or
MPC2 cards.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configure the Stateless Firewall Filter on page 175

• Apply the Stateless Firewall Filter to a Logical Interface on page 175

• Confirm and Commit Your Candidate Configuration on page 176

Copyright © 2016, Juniper Networks, Inc.174

Firewall Filters Feature Guide for EX9200 Switches



CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set firewall family inet filter sam term all then count count_sam
set firewall family inet filter sam term all then sample
set interfaces at-2/0/0 unit 301 family inet address 10.1.2.3/30
set interfaces at-2/0/0 unit 301 family inet filter input sam

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the stateless firewall filter sam:

Create the stateless firewall filter sam.

[edit]

1.

user@host# edit firewall family inet filter sam

2. Configure the term to count and sample all packets.

[edit firewall family inet filter sam]
user@host# set term all then count count_sam
user@host# set term all then sample

Apply the Stateless Firewall Filter to a Logical Interface

Step-by-Step
Procedure

To apply the stateless firewall filter to a logical interface:

Configure the logical interface to which you will apply the stateless firewall filter.

[edit]

1.

user@host# edit interfaces ge-0/0/1 unit 0 family inet

2. Configure the interface address for the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set address 10.1.2.3/30

3. Apply the stateless firewall filter to the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set filter input sam

NOTE: The Junos OS does not sample packets originating from the
router or switch. If you configure a filter and apply it to the output side
ofan interface, thenonly the transit packetsgoing through that interface
aresampled.Packets thataresent fromtheRoutingEngine to thePacket
Forwarding Engine are not sampled.
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Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet {
filter sam {
term all {
then {
count count_sam;
sample; # default action is accept

}
}

}
}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
interfaces {
at-2/0/0 {
unit 301 {
family inet {
filter {
input sam;

}
address 10.1.2.3/30;

}
}

}
}

3. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

Confirm that the configuration is working properly.

• Displaying the Packet Counter on page 177

• Displaying the Firewall Filter Log Output on page 177

• Displaying the Sampling Output on page 178
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Displaying the Packet Counter

Purpose Verify that the firewall filter is evaluating packets.

Action user@host> show firewall filter sam
Filter:
Counters:
Name              Bytes                Packets
sam
sam-1             98                   8028

Displaying the Firewall Filter Log Output

Purpose Display the packet header information for all packets evaluated by the firewall filter.

Action user@host> show firewall log
Time     Filter     A Interface        Pro Source address  Destination address
23:09:09 -          A at-2/0/0.301     TCP 10.2.0.25       10.211.211.1:80
23:09:07 -          A at-2/0/0.301     TCP 10.2.0.25       10.211.211.1:56
23:09:07 -          A at-2/0/0.301     ICM 10.2.0.25       10.211.211.1:49552
23:02:27 -          A at-2/0/0.301     TCP 10.2.0.25       10.211.211.1:56
23:02:25 -          A at-2/0/0.301     TCP 10.2.0.25       10.211.211.1:80
23:01:22 -          A at-2/0/0.301     ICM 10.2.2.101      10.211.211.1:23251
23:01:21 -          A at-2/0/0.301     ICM 10.2.2.101      10.211.211.1:16557
23:01:20 -          A at-2/0/0.301     ICM 10.2.2.101      10.211.211.1:29471
23:01:19 -          A at-2/0/0.301     ICM 10.2.2.101      10.211.211.1:26873

Meaning This output file contains the following fields:

• Time—Time at which the packet was received (not shown in the default).

• Filter—Name of a filter that has been configured with the filter statement at the

[edit firewall] hierarchy level. A hyphen (-) or the abbreviation pfe indicates that the

packet was handled by the Packet Forwarding Engine. A space (no hyphen) indicates

that the packet was handled by the Routing Engine.

• A—Filter action:

• A—Accept (or next term)

• D—Discard

• R—Reject

• Interface—Interface on which the filter is configured.

NOTE: We strongly recommend that you always explicitly configure an
action in the then statement.

• Pro—Packet’s protocol name or number.
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• Source address—Source IP address in the packet.

• Destination address—Destination IP address in the packet.

Displaying the Sampling Output

Purpose Verify that the sampling output contains appropriate data.

Action   wtmp.0.gz            Size: 15017, Last changed: Dec 19 13:15:54 wtmp.1.gz     
       Size: 493, Last changed: Nov 19 13:47:29
  wtmp.2.gz            Size: 57, Last changed: Oct 20 15:24:34
  |                    Pipe through a command

user@host> show log /var/tmp/sam
# Apr  7 15:48:50
Time                    Dest           Src Dest Src Proto TOS Pkt Intf  IP   TCP
                        addr          addr port port          len num frag flags
Apr 7 15:48:54 192.168.9.194 192.168.9.195   0    0   1   0x0  84  8   0x0   0x0
Apr 7 15:48:55 192.168.9.194 192.168.9.195   0    0   1   0x0  84  8   0x0   0x0
Apr 7 15:48:56 192.168.9.194 192.168.9.195   0    0   1   0x0  84  8   0x0   0x0

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Filter to Set the DSCP Bit to Zero

Example: Configuring a Filter to Set the DSCP Bit to Zero

This example shows how to configure a standard stateless firewall filter based on the

Differentiated Services code point (DSCP).

• Requirements on page 178

• Overview on page 178

• Configuration on page 178

• Verification on page 181

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you use a stateless firewall filter tomatch packets on DSCP bit patterns.

If the DSCP is 2, the packet is classified to the best-effort forwarding class, and the DSCP

is set to 0. If the DSCP is 3, the packet is classified to the best-effort forwarding class.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.
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To configure this example, perform the following tasks:

• Configure the Stateless Firewall Filter on page 179

• Apply the Stateless Firewall Filter to a Logical Interface on page 179

• Confirm and Commit Your Candidate Configuration on page 180

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set firewall filter filter1 term 1 from dscp 2
set firewall filter filter1 term 1 then forwarding-class best-effort
set firewall filter filter1 term 1 then dscp 0
set firewall filter filter1 term 2 from dscp 3
set firewall filter filter1 term 2 then forwarding-class best-effort
set interfaces ge-0/1/0 unit 0 family inet filter input filter1

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the stateless firewall filter filter1:

Create the stateless firewall filter.

[edit]

1.

user@host# edit firewall filter filter1

2. Configure the first term tomatch a packet with a DSCP of 2, change the DSCP to
0, and classify the packet to the best-effort forwarding class.

[edit firewall filter filter1]
user@host# set term 1 from dscp 2
user@host# set term 1 then forwarding-class best-effort
user@host# set term 1 then dscp 0

3. Configure theother term tomatchapacketwith aDSCPof3andclassify thepacket
to the best-effort forwarding class.

[edit firewall filter filter1]
user@host# set term 2 from dscp 3
user@host# set term 2 then forwarding-class best-effort

Apply the Stateless Firewall Filter to a Logical Interface

Step-by-Step
Procedure

To apply the stateless firewall filter to the logical interface corresponding to the VPN

routing and forwarding (VRF) instance:

1. Configure the logical interface to which you will apply the stateless firewall filter.

[edit]
user@host# edit interfaces ge-0/1/0 unit 0 family inet

2. Apply the stateless firewall filter to the logical interface.

[ input filter1]
user@host# set filter input filter1
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Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
filter filter1 {
term term1 {
from {
dscp 2;

}
then {
forwarding-class best-effort;
dscp 0;

}
}
term term2 {
from {
dscp 3;

}
then {
forwarding-class best-effort;

}
}

}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-0/1/0 {
unit 0 {
family inet {
filter input filter1;

}
}

}

3. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit
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Verification

To confirm that the configuration is working properly, enter the following operational

mode commands:

• showclass-of-service—Displays theentireclass-of-service (CoS)configuration, including

system-chosen defaults.

• show class-of-service classifier type dscp—Displays only the classifiers of the DSCP for

IPv4 type.

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Filter to Count and Sample Accepted Packets on page 174

Example: Configuring a Filter to Match on TwoUnrelated Criteria

This example shows how to configure a standard stateless firewall filter to match on

two unrelated criteria.

• Requirements on page 181

• Overview on page 181

• Configuration on page 181

• Verification on page 183

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you use a standard stateless firewall filter to match IPv4 packets that

are either OSPF packets or packets that come from an address in the prefix 10.108/16,

and sendan administratively-prohibited ICMPmessage for all packets that donotmatch.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configuring the IPv4 Firewall Filter on page 182

• Applying the IPv4 Firewall Filter to a Logical Interface on page 183
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CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set firewall family inet filter ospf_or_131 term protocol_match from protocol ospf
set firewall family inet filter ospf_or_131 term address-match from source-address
10.108.0.0/16

set interfaces ge-0/0/1 unit 0 family inet address 10.1.2.3/30
set interfaces ge-0/0/1 unit 0 family inet filter input ospf_or_131

Configuring the IPv4 Firewall Filter

Step-by-Step
Procedure

To configure the IPv4 firewall filter:

Enable configuration of the IPv4 firewall filter.

[edit]

1.

user@host# edit firewall family inet filter ospf_or_131

2. Configure the first term to accept OSPF packets.

[edit firewall family inet filter ospf_or_131]
user@host# set term protocol_match from protocol ospf

Packets that match the condition are accepted by default. Because another term

follows this term, packets that do not match this condition are evaluated by the

next term.

3. Configure the second term to accept packets from any IPv4 address in a particular
prefix.

[edit firewall family inet filter ospf_or_131]
user@host# set term address_match from source-address 10.108.0.0/16

Packets that match this condition are accepted by default. Because this is the last

term in the filter, packets that do notmatch this condition are discarded by default.

Results Confirm the configuration of the stateless firewall filter by entering the show firewall
configuration mode command. If the command output does not display the intended
configuration, repeat the instructions in this procedure to correct the configuration.

[edit]
user@host# show firewall
family inet {
filter ospf_or_131 {
term protocol_match {
from {
protocol ospf;

}
}
term address_match {
from {
source-address {
10.108.0.0/16;

}
}

}
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}
}

Applying the IPv4 Firewall Filter to a Logical Interface

Step-by-Step
Procedure

To apply the stateless firewall filter to a logical interface:

Enable configuration of a logical interface.

[edit]

1.

user@host# edit interfaces ge-0/0/1 unit 0 family inet

2. Configure an IP address for the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set address 10.1.2.3/30

3. Apply the IPv4 firewall filter to the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set filter input ospf_or_131

Results Confirm the configuration of the interface by entering the show interfaces configuration
mode command. If the command output does not display the intended configuration,
repeat the instructions in this procedure to correct the configuration.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit 0 {
family inet {
filter {
input ospf_or_131;

}
address 10.1.2.3/30;

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, enter the show firewall filter

ospf_or_131 operational mode command.

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Filter to Match on IPv6 Flags on page 158

• Example: Configuring a Filter to Match on Port and Protocol Fields on page 159
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Example: Configuring a Filter to Accept DHCP Packets Based on Address

This example showshowtoconfigurea standard stateless firewall filter toacceptpackets

from a trusted source.

• Requirements on page 184

• Overview on page 184

• Configuration on page 184

• Verification on page 186

Requirements

This example is supported only on MX Series routers and EX Series switches.

Overview

In this example, you create a filter (rpf_dhcp) that accepts DHCP packets with a source

address of 0.0.0.0 and a destination address of 255.255.255.255.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

• Configure the Stateless Firewall Filter on page 184

• Apply the Firewall Filter to the Loopback Interface on page 185

• Confirm and Commit Your Candidate Configuration on page 185

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set firewall family inet filter rpf_dhcp term dhcp_term from source-address 0.0.0.0/32
set firewall family inet filter rpf_dhcp term dhcp_term from destination-address
255.255.255.255/32

set firewall family inet filter rpf_dhcp term dhcp_term then accept
set interfaces ge-0/0/1 unit 0 family inet address 10.1.2.3/30
set interfaces ge-0/0/1 unit 0 family inet filter input sam

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the stateless firewall filter:

Create the stateless firewall filter rpf_dhcp.

[edit]

1.

user@host# edit firewall family inet filter rpf_dhcp

2. Configure the term tomatch packets with a source address of 0.0.0.0 and a
destination address of 255.255.255.255.

[edit firewall family inet filter rpf_dhcp]
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user@host# set term dhcp_term from source-address 0.0.0.0/32
user@host# set term dhcp_term from destination-address 255.255.255.255/32

3. Configure the term to accept packets that match the specified conditions.

[edit firewall family inet filter rpf_dhcp]
set term dhcp_term then accept

Apply the Firewall Filter to the Loopback Interface

Step-by-Step
Procedure

To apply the filter to the input at the loopback interface:

Apply the rpf_dhcp filter if packets are not arriving on an expected path.

[edit]

1.

user@host# set interfaces lo0 unit 0 family inet rpf-check fail-filter rpf_dhcp

2. Configure an address for the loopback interface.

[edit]
user@host# set interfaces lo0 unit 0 family inet address 127.0.0.1/32

Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet {
filter rpf_dhcp {
term dhcp_term {
from {
source-address {
0.0.0.0/32;

}
destination-address {
255.255.255.255/32;

}
}
then accept;

}
}

}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
lo0 {
unit 0 {
family inet {
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filter {
rpf-check {
fail-filter rpf_dhcp;
mode loose;

}
}
address 127.0.0.1/32;

}
}

}

3. When you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

To confirm that the configuration is working properly, enter the show firewall operational

mode command.

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Stateless Firewall Filter to Accept Traffic fromTrusted Sources

on page 118

• Example: Configuring a Filter to Block Telnet and SSH Access on page 124

• Example: Configuring a Filter to Block TFTP Access on page 128

• Example: Configuring a Filter to Accept OSPF Packets from a Prefix on page 186

Example: Configuring a Filter to Accept OSPF Packets from a Prefix

This example showshowtoconfigurea standard stateless firewall filter toacceptpackets

from a trusted source.

• Requirements on page 186

• Overview on page 186

• Configuration on page 187

• Verification on page 189

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you create a filter that accepts only OSPF packets from an address in

theprefix 10.108.0.0/16, discardingall otherpacketswithanadministratively-prohibited
ICMPmessage
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Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configure the Stateless Firewall Filter on page 187

• Apply the Firewall Filter to the Loopback Interface on page 187

• Confirm and Commit Your Candidate Configuration on page 188

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set firewall family inet filter ospf_filter term term1 from source-address 10.108.0.0/16
set firewall family inet filter ospf_filter term term1 from protocol ospf
set firewall family inet filter ospf_filter term term1 then accept
set firewall family inet filter ospf_filter term default-term then reject
administratively-prohibited

set interfaces ge-0/0/1 unit 0 family inet address 10.1.2.3/30
set interfaces ge-0/0/1 unit 0 family inet filter input ospf_filter

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the stateless firewall filter ospf_filter:

Create the filter.

[edit]

1.

user@host# edit firewall family inet filter ospf_filter

2. Configure the term that accepts packets.

[edit firewall family inet filter ospf_filter]
user@host# set term term1 from source-address 10.108.0.0/16
user@host# set term term1 from protocol ospf
user@host# set term term1 then accept

3. Configure the term that rejects all other packets.

[edit firewall family inet filter ospf_filter]
user@host# set term default_term then reject administratively-prohibited

Apply the Firewall Filter to the Loopback Interface

Step-by-Step
Procedure

To apply the firewall filter to the loopback interface:

Configure the interface.

[edit]

1.

user@host# edit interfaces ge-0/0/1 unit 0 family inet
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2. Configure the logical interface IP address.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set address 10.1.2.3/30

3. Apply the filter to the input.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set filter input ospf_filter

Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet {
filter ospf_filter {
term term1 {
from {
source-address {
10.108.0.0/16;

}
protocol ospf;

}
then {
accept;

}
}
term default_term {
then {
reject administratively-prohibited; # default reject action

}
}

}
}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
lo0 {
unit 0 {
family inet {
filter {
input ospf_filter;

}
address 10.1.2.3/30;

}
}

}
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3. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

To confirm that the configuration is working properly, enter the show firewall filter

ospf_filter operational mode command.

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Stateless Firewall Filter to Accept Traffic fromTrusted Sources

on page 118

• Example: Configuring a Filter to Block Telnet and SSH Access on page 124

• Example: Configuring a Filter to Block TFTP Access on page 128

• Example: Configuring a Filter to Accept DHCP Packets Based on Address on page 184

Example: Configuring a Stateless Firewall Filter to Handle Fragments

This example shows how to create a stateless firewall filter that handles packet

fragments.

• Requirements on page 189

• Overview on page 189

• Configuration on page 190

• Verification on page 193

Requirements

Nospecial configurationbeyonddevice initialization is requiredbeforeconfiguringstateless

firewall filters.

Overview

In this example, you create a stateless firewall filter called fragment-RE that accepts

fragmented packets originating from 10.2.1.0/24 and destined for the BGP port. This

example includes the following firewall filter terms:

• not-from-prefix-term-–Discards packets that are not from 10.2.1.0/24 to ensure that

subsequent terms in the firewall filter are matched against packets from 10.2.1.0/24

only.

• small-offset-term—Discards small (1–5) offset packets to ensure that subsequent

terms in the firewall filter can bematched against all the headers in the packet. In

addition, the term adds a record to the system logging destinations for the firewall

facility.
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• not-fragmented-term—Accepts unfragmented TCP packets with a destination port

that specifies the BGP protocol. A packet is considered unfragmented if the MF flag is

not set and the fragment offset equals 0.

• first-fragment-term—Accepts the first fragment of a fragmented TCP packet with a

destination port that specifies the BGP protocol.

• fragment-term—Accepts all fragments that were not discarded by small-offset-term.

(packet fragments 6–8191). However, only those fragments that are part of a packet

containing a first fragment accepted by first-fragment-term are reassembled by the

destination device.

Packet fragments offset can be from 1 through 8191.

NOTE: You canmove terms within the firewall filter by using the insert

command. For more information, see “insert” in the CLI User Guide.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set firewall family inet filter fragment-REtermnot-from-prefix-termfromsource-address
0.0.0.0/0

set firewall family inet filter fragment-REtermnot-from-prefix-termfromsource-address
10.2.1.0/24 except

set firewall family inet filter fragment-RE term not-from-prefix-term then discard
set firewall family inet filter fragment-RE term small-offset-term from fragment-offset
1-5

set firewall family inet filter fragment-RE term small-offset-term then syslog
set firewall family inet filter fragment-RE term small-offset-term then discard
set firewall family inet filter fragment-REtermnot-fragmented-termfromfragment-offset
0

set firewall family inet filter fragment-REtermnot-fragmented-termfromfragment-flags
"!more-fragments"

set firewall family inet filter fragment-RE term not-fragmented-term from protocol tcp
set firewall family inet filter fragment-REtermnot-fragmented-termfromdestination-port
bgp

set firewall family inet filter fragment-RE term not-fragmented-term then accept
set firewall family inet filter fragment-RE term first-fragment-term from first-fragment
set firewall family inet filter fragment-RE term first-fragment-term from protocol tcp
set firewall family inet filter fragment-RE termfirst-fragment-termfromdestination-port
bgp

set firewall family inet filter fragment-RE term first-fragment-term then accept
set firewall family inet filter fragment-RE term fragment-term from fragment-offset
6-8191

set firewall family inet filter fragment-RE term fragment-term then accept
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Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For instructions on how to do that, see “Using the CLI Editor in Configuration

Mode” on page 5 in the CLI User Guide.

To configure the stateless firewall filter:

1. Define the stateless firewall filter.

[edit]
user@host# edit firewall family inet filter fragment-RE

2. Configure the first term for the filter.

[edit firewall family inet filter fragment-RE ]
user@host# set term not-from-prefix-term from source-address 0.0.0.0/0
user@host# set termnot-from-prefix-term fromsource-address 10.2.1.0/24 except
user@host# set term not-from-prefix-term then discard

3. Define the second term for the filter.

[edit firewall family inet filter fragment-RE]
user@host# edit term small-offset-term

4. Define the match conditions for the term.

[edit firewall family inet filter fragment-RE term small-offset-term]
user@host# set from fragment-offset 1-5

5. Define the action for the term.

[edit firewall family inet filter fragment-RE term small-offset-term]
user@host# set then syslog discard

6. Define the third term for the filter.

[edit]
user@host# edit firewall family inet filter fragment-RE term not-fragmented-term

7. Define the match conditions for the term.

[edit firewall family inet filter fragment-RE term not-fragmented-term]
user@host#set fromfragment-flags"!more-fragments" fragment-offset0protocol
tcp destination-port bgp

8. Define the action for the term.

[edit firewall family inet filter fragment-RE term not-fragmented-term]
user@host# set then accept

9. Define the fourth term for the filter.

[edit]
user@host# edit firewall family inet filter fragment-RE term first-fragment-term

10. Define the match conditions for the term.

[edit firewall family inet filter fragment-RE term first-fragment-term]
user@host# set from first-fragment protocol tcp destination-port bgp
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11. Define the action for the term.

[edit firewall family inet filter fragment-RE term first-fragment-term]
user@host# set then accept

12. Define the last term for the filter.

[edit]
user@host# edit firewall family inet filter fragment-RE term fragment-term

13. Define the match conditions for the term.

[edit firewall family inet filter fragment-RE term fragment-term]
user@host# set from fragment-offset 6–8191

14. Define the action for the term.

[edit firewall family inet filter fragment-RE term fragment-term]
user@host# set then accept

Results Confirm your configuration by entering the show firewall command from configuration

mode. If the output does not display the intended configuration, repeat the instructions

in this example to correct the configuration.

user@host# show firewall
family inet {
filter fragment-RE {
term not-from-prefix-term {
from {
source-address {
0.0.0.0/0;
10.2.1.0/24 except;

}
}
then discard;

}
term small-offset-term {
from {
fragment-offset 1-5;

}
then {
syslog;
discard;

}
}
term not-fragmented-term {
from {
fragment-offset 0;
fragment-flags "!more-fragments";
protocol tcp;
destination-port bgp;

}
then accept;

}
term first-fragment-term {
from {
first-fragment;

Copyright © 2016, Juniper Networks, Inc.192

Firewall Filters Feature Guide for EX9200 Switches



protocol tcp;
destination-port bgp;

}
then accept;

}
term fragment-term {
from {
fragment-offset 6-8191;

}
then accept;

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform these tasks:

• Displaying Stateless Firewall Filter Configurations on page 193

• Verifying a Firewall Filter that Handles Fragments on page 193

Displaying Stateless Firewall Filter Configurations

Purpose Verify the configuration of the firewall filter. You can analyze the flow of the filter terms

by displaying the entire configuration.

Action From configuration mode, enter the show firewall command.

Meaning Verify that the output shows the intended configuration of the firewall filter. In addition,

verify that the terms are listed in the order in which you want the packets to be tested.

You canmove terms within a firewall filter by using the insert CLI command.

Verifying a Firewall Filter that Handles Fragments

Purpose Verify that the actions of the firewall filter terms are taken.

Action Send packets to the device that match the terms.

Meaning Verify that packets from 10.2.1.0/24 with small fragment offsets are recorded in the

device’s system logging destinations for the firewall facility.

Related
Documentation

show route summary•
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Example: Configuring a Rate-Limiting Filter Based on Destination Class

This example shows how to configure a rate-limiting stateless firewall filter.

• Requirements on page 194

• Overview on page 194

• Configuration on page 194

• Verification on page 196

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Before you begin, configure the destination class class1.

Overview

In this example, you use a stateless firewall filter to set rate limits based on a destination

class.

To activate a policer fromwithin a stateless firewall filter configuration:

• Create a template for the policer by including the policer policer-name statement.

• Reference thepolicer in a filter termthat specifies thepolicer in thepolicerpolicer-name

nonterminating action.

You can also activate a policer by including the policer (input | output)

policer-template-name statement at a logical interface.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

• Configure the Stateless Firewall Filter on page 195

• Apply the Stateless Firewall Filter to a Logical Interface on page 195

• Confirm and Commit Your Candidate Configuration on page 195

CLI Quick
Configuration

To quickly configure this example, copy the following commands into a text file, remove
any line breaks, and then paste the commands into the CLI at the [edit] hierarchy level.

set firewall filter rl_dclass1 policer police_class1 if-exceeding bandwidth-limit 25
set firewall filter rl_dclass1 policer police_class1 if-exceeding burst-size-limit 1000
set firewall filter rl_dclass1 policer police_class1 then discard
set firewall filter rl_dclass1 term term1 from destination-class class1
set firewall filter rl_dclass1 term term1 then policer police_class1
set interfaces ge-0/0/1 unit 0 family inet address 10.1.2.3/30
set interfaces ge-0/0/1 unit 0 family inet filter input ospf_or_131
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Configure the Stateless Firewall Filter

Step-by-Step
Procedure

Toconfigure the stateless firewall filter rl_dclass1withpolicerpolice_class1 for destination

class class1:

1. Create the stateless firewall filter rl_dclass1.

[edit]
user@host# edit firewall filter rl_dclass1

2. Configure the policer template police_class1.

[edit firewall filter rl_dclass1]
user@host# set policer police_class1 if-exceeding bandwidth-limit 25
user@host# set policer police_class1 if-exceeding burst-size-limit 1000
user@host# set policer police_class1 then discard

3. Configure a filter term that uses policer police_class1 to rate-limit traffic for
destination class class1.

[edit firewall filter rl_dclass1]
user@host# set term term1 from destination-class class1
user@host# set term term1 then policer police_class1

Apply the Stateless Firewall Filter to a Logical Interface

Step-by-Step
Procedure

To apply the filter rl_dclass1 to a logical interface:

Configure the logical interface to which you will apply the stateless firewall filter.

[edit]

1.

user@host# edit interfaces ge-0/0/1 unit 0 family inet

2. Configure the interface address for the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set address 10.1.2.3/30

3. Apply the stateless firewall filter to the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set filter input rl_dclass1

Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
filter rl_dclass1 {
policer police_class1 {
if-exceeding {
bandwidth-limit 25;
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burst-size-limit 1000;
}
then {
discard;

}
}
term term1 {
from {
destination-class class1;

}
then {
policer police_class1;

}
}

}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit 0 {
family inet {
filter {
input rl_dclass1;

}
address 10.1.2.3/30;

}
}

}

3. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

To confirm that the configuration is working properly, enter the show class-of-service

ge-0/0/1 operational mode command.

Related
Documentation

• Understanding How to Use Standard Firewall Filters on page 4

• Filtering Packets Received on an Interface Set Overview on page 266

• Statement Hierarchy for Defining an Interface Set on page 267

• Statement Hierarchy for Configuring a Filter to Match on an Interface Set on page 267

• Example: Filtering Packets Received on an Interface Set on page 134
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CHAPTER 5

Configuring Firewall Filters in Logical
Systems

• Firewall Filters in Logical Systems Overview on page 197

• Guidelines for Configuring andApplying Firewall Filters in Logical Systems on page 198

• References fromaFirewall Filter inaLogicalSystemtoSubordinateObjectsonpage201

• References fromaFirewall Filter in aLogicalSystemtoNonfirewallObjectsonpage202

• References fromaNonfirewallObject inaLogicalSystemtoaFirewall Filter onpage204

• Unsupported Firewall Filter Statements for Logical Systems on page 209

• Unsupported Actions for Firewall Filters in Logical Systems on page 211

• Example: Configuring a Stateless Firewall Filter to Protect a Logical System Against

ICMP Floods on page 215

• Example: Configuring Filter-Based Forwarding on Logical Systems on page 218

Firewall Filters in Logical SystemsOverview

This topic covers the following information:

• Logical Systems on page 197

• Firewall Filters in Logical Systems on page 197

• Identifiers for Firewall Objects in Logical Systems on page 198

Logical Systems

With the JunosOS, youcanpartitiona singlephysical router or switch intomultiple logical

devices that perform independent routing tasks. Because logical systems perform a

subset of the tasks once handled by the physical router or switch, logical systems offer

an effective way to maximize the use of a single router or switch.

Firewall Filters in Logical Systems

You can configure a separate set of firewall filters for each logical system on a router or

switch. To configure a filter in a logical system, youmust define the filter in the firewall

stanza at the [edit logical-systems logical-system-name] hierarchy level, and youmust

apply the filter to a logical interface that is also configured at the [edit logical-systems

logical-system-name] hierarchy level.
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Identifiers for Firewall Objects in Logical Systems

To identify firewall objects configuredunder logical systems,operational showcommands

and firewall-related SNMPMIB objects include a __logical-system-name/ prefix in the

objectname. For example, firewall objects configuredunder the ls1 logical system include

__ls1/ as the prefix.

Related
Documentation

Stateless Firewall Filter Types on page 8•

• Guidelines for Configuring andApplying Firewall Filters in Logical Systems on page 198

• Unsupported Firewall Filter Statements for Logical Systems on page 209

• Unsupported Actions for Firewall Filters in Logical Systems on page 211

• Example: Configuring aStateless Firewall Filter to Protect a Logical SystemAgainst ICMP

Floods

• “Introduction to Logical Systems

• ”Logical Systems Operations and Restrictions

Guidelines for Configuring and Applying Firewall Filters in Logical Systems

This topic covers the following information:

• Statement Hierarchy for Configuring Firewall Filters in Logical Systems on page 198

• Filter Types in Logical Systems on page 199

• Firewall Filter Protocol Families in Logical Systems on page 199

• Firewall Filter Match Conditions in Logical Systems on page 200

• Firewall Filter Actions in Logical Systems on page 200

• Statement Hierarchy for Applying Firewall Filters in Logical Systems on page 200

Statement Hierarchy for Configuring Firewall Filters in Logical Systems

To configure a firewall filter in a logical system, include the filter, service-filter, or
simple-filter statement at the [edit logical-systems logical-system-name firewall family
family-name] hierarchy level.

[edit]
logical systems {
logical-system-name {
firewall {
family family-name {
filter filter-name {
interface-specific;
physical-interface-filter;
term term-name {
filter filter-name;
from {
match-conditions;

}
then {
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actions;
}

}
}
service-filter filter-name { # For ’family inet’ or ’family inet6’ only.
term term-name {
from {
match-conditions;

}
then {
actions;

}
}

}
simple-filter filter-name { # For ’family inet’ only.
term term-name {
from {
match-conditions;

}
then {
actions;

}
}

}
}

}
}

}

Filter Types in Logical Systems

There are no special restrictions on the types of stateless firewall filter types that you

can configure in logical systems.

In a logical system, you can use the same types of stateless firewall filters that are

available on a physical router or switch:

• Standard stateless firewall filters

• Service filters

• Simple filters

Firewall Filter Protocol Families in Logical Systems

Thereareno special restrictionson theprotocol families supportedwith stateless firewall

filters in logical systems.

In a logical system, you can filter the same protocol families as you can on a physical

router or switch.

• Standard stateless firewall filters—In logical systems, you can filter the following traffic

types: protocol-independent, IPv4, IPv6, MPLS, MPLS-tagged IPv4 or IPv6, VPLS,

Layer 2 circuit cross-connection, and Layer 2 bridging.

• Service filters—In logical systems, you can filter IPv4 and IPv6 traffic.
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• Simple filters—In logical systems, you can filter IPv4 traffic only.

Firewall Filter Match Conditions in Logical Systems

Therearenospecial restrictionson thematchconditions supportedwith stateless firewall

filters in logical systems.

Firewall Filter Actions in Logical Systems

There are no special restrictions on the actions supported with stateless firewall filters

in logical systems.

Statement Hierarchy for Applying Firewall Filters in Logical Systems

To apply a firewall filter in a logical system, include the filter filter-name, service-filter
service-filter-name, or simple-filter simple-filter-name statement to a logical interface in
the logical system.

The following configuration shows the hierarchy levels at which you can apply the
statements:

[edit]
logical-systems logical-system-name {
interfaces {
interface-name {
unit logical-unit-number {
family family-name {
filter {
group group-name;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ]

}
rpf-check { # For ’family inet’ or ’family inet6’ only.
fail-filter filter-name;
mode loose;

}
service { # For ’family inet’ or ’family inet6’ only.
input {
service-set service-set-name <service-filter service-filter-name>;
post-service-filter service-filter-name;

}
output {
service-set service-set-name <service-filter service-filter-name>;

}
}
simple-filter { # For ’family inet’ only.
input simple-filter-name;

}
}

}
}

}
}
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Related
Documentation

Firewall Filters in Logical Systems Overview on page 197•

• References fromaFirewall Filter inaLogicalSystemtoSubordinateObjectsonpage201

• References fromaFirewall Filter in aLogicalSystemtoNonfirewallObjectsonpage202

• References fromaNonfirewallObject inaLogicalSystemtoaFirewall Filter onpage204

• Example: Configuring aStateless Firewall Filter to Protect a Logical SystemAgainst ICMP

Floods

• Unsupported Firewall Filter Statements for Logical Systems on page 209

• Unsupported Actions for Firewall Filters in Logical Systems on page 211

References from a Firewall Filter in a Logical System to Subordinate Objects

This topic covers the following information:

• Resolution of References from a Firewall Filter to Subordinate Objects on page 201

• Valid Reference from a Firewall Filter to a Subordinate Object on page 201

Resolution of References from a Firewall Filter to Subordinate Objects

If a firewall filter defined in a logical system references a subordinate object (for example,

a policer or prefix list), that subordinate objectmust be definedwithin the firewall stanza

of the same logical system. For example, if a firewall filter configuration references a

policer, the firewall filter and the policer must be configured under the same [edit

logical-systems logical-system-name firewall] hierarchy level.

This rule applies even if the same policer is configured under the main firewall

configuration or if the same policer is configured as part of a firewall in another logical

system.

Valid Reference from a Firewall Filter to a Subordinate Object

In this example, the firewall filter filter1 references the policer pol1. Both filter1 and pol1
are defined under the same firewall object. This configuration is valid. If pol1 had been
defined under another firewall object, the configuration would not be valid.

[edit]
logical systems {
ls-A {
firewall {
policer pol1 {
if-exceeding {
bandwidth-limit 401k;
burst-size-limit 50k;

}
then discard;

}
filter filter1 {
term one {
from {
source-address 12.1.0.0/16;
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}
then {
reject host-unknown;

}
}
term two {
from {
source-address 12.2.0.0/16;

}
then policer pol1;

}
}

}
}

}

Related
Documentation

Firewall Filters in Logical Systems Overview on page 197•

• Guidelines for Configuring andApplying Firewall Filters in Logical Systems on page 198

• References fromaFirewall Filter in aLogicalSystemtoNonfirewallObjectsonpage202

• References fromaNonfirewallObject inaLogicalSystemtoaFirewall Filter onpage204

References from a Firewall Filter in a Logical System to Nonfirewall Objects

This topic covers the following information:

• Resolution of References from a Firewall Filter to Nonfirewall Objects on page 202

• Valid Reference to a Nonfirewall Object Outside of the Logical System on page 203

Resolution of References from a Firewall Filter to Nonfirewall Objects

In many cases, a firewall configuration references objects outside the firewall

configuration. As a general rule, the referenced object must be defined under the same

logical systemas the referencingobject.However, thereare caseswhen theconfiguration

of the referencedobject is not supportedat the [edit logical-systems logical-system-name]

hierarchy level.
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Valid Reference to a Nonfirewall Object Outside of the Logical System

This example configuration illustrates an exception to the general rule that the objects
referenced by a firewall filter in a logical systemmust be defined under the same logical
system as the referencing object.

In the following scenario, the service filter inetsf1 is applied to IPv4 traffic associatedwith
the service set fred at the logical interface fe-0/3/2.0, which is on an adaptive services
interface.

• Service filter inetsf1 is defined in ls-B and references prefix list prefix1.

• Service set fred is definedat themain serviceshierarchy level, and thepolicy framework
software searches the [edit services] hierarchy for the definition of the fred service set.

Because service rules cannotbeconfigured in logical systems. firewall filter configurations
in the [edit logical-systems logical-system logical-system-name] hierarchy are allowed
to reference service sets outside the logical system hierarchy.

[edit]
logical-systems {
ls-B {
interfaces {
fe-0/3/2 {
unit 0 {
family inet {
service {
input {
service-set fred service-filter inetsf1;

}
}

}
}

}
}
policy-options {
prefix-list prefix1 {
1.1.0.0/16;
1.2.0.0/16;
1.3.0.0/16;

}
}
firewall { # Under logical-system ’ls-B’.
family inet {
filter filter1 {
term one {
from {
source-address {
12.1.0.0/16;

}
}
then {
reject host-unknown;

}
}
term two {
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from {
source-address {
12.2.0.0/16;

}
}
then policer pol1;

}
}
service-filter inetsf1 {
term term1 {
from {
source-prefix-list {
prefix1;

}
}
then count prefix1;

}
}

}
policer pol1 {
if-exceeding {
bandwidth-limit 401k;
burst-size-limit 50k;

}
then discard;

}
}

}
} # End of logical systems configuration.
services { #Main services hierarchy level.
service-set fred {
max-flows 100;
interface-service {
service-interface sp-1/2/0.0;

}
}

}

Related
Documentation

Firewall Filters in Logical Systems Overview on page 197•

• Guidelines for Configuring andApplying Firewall Filters in Logical Systems on page 198

• References fromaFirewall Filter inaLogicalSystemtoSubordinateObjectsonpage201

• References fromaNonfirewallObject inaLogicalSystemtoaFirewall Filter onpage204

References from aNonfirewall Object in a Logical System to a Firewall Filter

This topic covers the following information:

• Resolution of References from a Nonfirewall Object to a Firewall Filter on page 205

• Invalid Reference to a Firewall Filter Outside of the Logical System on page 205

• Valid Reference to a Firewall Filter Within the Logical System on page 206

• Valid Reference to a Firewall Filter Outside of the Logical System on page 208
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Resolution of References from aNonfirewall Object to a Firewall Filter

If a nonfirewall filter object in a logical system references an object in a firewall filter

configured in a logical system, the reference is resolved using the following logic:

• If the nonfirewall filter object is configured in a logical system that includes firewall

filter configuration statements, the policy framework software searches the [edit

logical-systems logical-system-name firewall] hierarchy level. Firewall filter

configurations that belong to other logical systems or to the main [edit firewall]

hierarchy level are not searched.

• If the nonfirewall filter object is configured in a logical system that does not include

any firewall filter configuration statements, the policy framework software searches

the firewall configurations defined at the [edit firewall] hierarchy level.

Invalid Reference to a Firewall Filter Outside of the Logical System

This example configuration illustrates an unresolvable reference from a nonfirewall
object in a logical system to a firewall filter.

In the following scenario, the stateless firewall filters filter1 and fred are applied to the
logical interface fe-0/3/2.0 in the logical system ls-C.

• Filter filter1 is defined in ls-C.

• Filter fred is defined in the main firewall configuration.

Because ls-Ccontains firewall filter statements (for filter1), thepolicy framework software
resolves references to and from firewall filters by searching the [edit logical systems ls-C
firewall]hierarchy level. Consequently, the reference from fe-0/3/2.0 in the logical system
to fred in the main firewall configuration cannot be resolved.

[edit]
logical-systems {
ls-C {
interfaces {
fe-0/3/2 {
unit 0 {
family inet {
filter {
input-list [ filter1 fred ];

}
}

}
}

}
firewall { # Under logical system ’ls-C’.
family inet {
filter filter1 {
term one {
from {
source-address 12.1.0.0/16;

}
then {
reject host-unknown;
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}
}
term two {
from {
source-address 12.2.0.0/16;

}
then policer pol1;

}
}

}
policer pol1 {
if-exceeding {
bandwidth-limit 401k;
burst-size-limit 50k;

}
then discard;

}
}

}
} # End of logical systems
firewall { # Under themain firewall hierarchy level
family inet {
filter fred {
term one {
from {
source-address 11.1.0.0/16;

}
then {
log;
reject host-unknown;

}
}

}
}

} # End of main firewall configurations.

Valid Reference to a Firewall FilterWithin the Logical System

This example configuration illustrates resolvable references from a nonfirewall object
in a logical system to two firewall filter.

In the following scenario, the stateless firewall filters filter1 and fred are applied to the
logical interface fe-0/3/2.0 in the logical system ls-C.

• Filter filter1 is defined in ls-C.

• Filter fred is defined in ls-C and also in the main firewall configuration.

Because ls-C contains firewall filter statements, the policy framework software resolves
references to and from firewall filters by searching the [edit logical systems ls-C firewall]
hierarchy level. Consequently, the references from fe-0/3/2.0 in the logical system to
filter1 and fred use the stateless firewall filters configured in ls-C.

[edit]
logical-systems {
ls-C {
interfaces {
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fe-0/3/2 {
unit 0 {
family inet {
filter {
input-list [ filter1 fred ];

}
}

}
}

}
firewall { # Under logical system ’ls-C’.
family inet {
filter filter1 {
term one {
from {
source-address 12.1.0.0/16;

}
then {
reject host-unknown;

}
}
term two {
from {
source-address 12.2.0.0/16;

}
then policer pol1;

}
}
filter fred { # This ’fred’ is in ’ls-C’.
term one {
from {
source-address 10.1.0.0/16;

}
then {
log;
reject host-unknown;

}
}

}
}
policer pol1 {
if-exceeding {
bandwidth-limit 401k;
burst-size-limit 50k;

}
then discard;

}
}

}
} # End of logical systems configurations.
firewall { #Main firewall filter hierarchy level
family inet {
filter fred {
term one {
from {
source-address 11.1.0.0/16;
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}
then {
log;
reject host-unknown;

}
}

}
}

} # End of main firewall configurations.

Valid Reference to a Firewall Filter Outside of the Logical System

This example configuration illustrates resolvable references from a nonfirewall object
in a logical system to two firewall filter.

In the following scenario, the stateless firewall filters filter1 and fred are applied to the
logical interface fe-0/3/2.0 in the logical system ls-C.

• Filter filter1 is defined in the main firewall configuration.

• Filter fred is defined in the main firewall configuration.

Because ls-C does not contain any firewall filter statements, the policy framework
software resolves references to and from firewall filters by searching the [edit firewall]
hierarchy level. Consequently, the references from fe-0/3/2.0 in the logical system to
filter1and freduse thestateless firewall filters configured in themain firewall configuration.

[edit]
logical-systems {
ls-C {
interfaces {
fe-0/3/2 {
unit 0 {
family inet {
filter {
input-list [ filter1 fred ];

}
}

}
}

}
}

} # End of logical systems configurations.
firewall { #Main firewall hierarchy level.
family inet {
filter filter1 {
term one {
from {
source-address 12.1.0.0/16;

}
then {
reject host-unknown;

}
}
term two {
from {
source-address 12.2.0.0/16;
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}
then policer pol1;

}
}
filter fred {
term one {
from {
source-address 11.1.0.0/16;

}
then {
log;
reject host-unknown;

}
}

}
}
policer pol1 {
if-exceeding {
bandwidth-limit 701k;
burst-size-limit 70k;

}
then discard;

}
} # End of main firewall configurations.

Related
Documentation

Firewall Filters in Logical Systems Overview on page 197•

• Guidelines for Configuring andApplying Firewall Filters in Logical Systems on page 198

• References fromaFirewall Filter inaLogicalSystemtoSubordinateObjectsonpage201

• References fromaFirewall Filter in aLogicalSystemtoNonfirewallObjectsonpage202

Unsupported Firewall Filter Statements for Logical Systems

Table26onpage210showsstatements thatare supportedat the [edit firewall]hierarchy

level but not at the [edit logical-systems logical-system-name firewall] hierarchy level.
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Table 26: Unsupported Firewall Statements for Logical Systems

DescriptionExampleStatement

In this example, the accounting-profile
statement is not allowed because the
accountingprofile fw-profile is configured
under the [edit accounting-options]
hierarchy.

[edit]
logical-systems {
ls1 {
firewall {
family inet {
filter myfilter {
accounting-profile fw-profile;
...
term accept-all {
then {
count counter1;
accept;

}
}

}
}

}
}

}

accounting-profile

In this example, the hierarchical policer
statement requires a class-of-service
configuration, which is not supported
under logical systems.

[edit]
logical-systems {
lr1 {
firewall {
hierarchical-policer {
...

}
}

}
}

hierarchical-policer

This configuration is notallowedbecause
the next-hop-group nh-group statement
must be configured at the [edit
forwarding-options next-hop-group]
hierarchy level—outside the [edit
logical-systems logical-system-name
firewall] hierarchy.

Currently, the forwarding-options
dhcp-relay statement is the only
forwarding option supported for logical
systems.

[edit]
logical-systems {
ls1 {
firewall {
load-balance-group lb-group {
next-hop-group nh-group;

}
}

}
}

load-balance-group
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Table 26: Unsupported Firewall Statements for Logical Systems (continued)

DescriptionExampleStatement

This configuration is notallowedbecause
the virtual channel sammy refers to an
object defined at the [edit
class-of-service]hierarchy level, andclass
of service is not supported for logical
systems.

NOTE:

The virtual-channel statement is
supported for J Series devices only,
provided the firewall filter is configured
outside of a logical-system.

[edit]
logical-systems {
ls1 {
firewall {
family inet {
filter foo {
term one {
from {
source-address 10.1.0.0/16;

}
then {
virtual-channel sammy;

}
}

}
}

}
}

}

virtual-channel

Related
Documentation

Firewall Filters in Logical Systems Overview on page 197•

• Guidelines for Configuring andApplying Firewall Filters in Logical Systems on page 198

• Unsupported Actions for Firewall Filters in Logical Systems on page 211

• “Introduction to Logical Systems” in the Logical Systems Feature Guide for Routing

Devices

• “Logical Systems Operations and Restrictions” in the Logical Systems Feature Guide for

Routing Devices

Unsupported Actions for Firewall Filters in Logical Systems

Table 27 on page 211 describes the firewall filter actions that are supported at the [edit

firewall]hierarchy level, butnot supportedat the [edit logical-systems logical-system-name

firewall] hierarchy level.

Table 27: Unsupported Actions for Firewall Filters in Logical Systems

DescriptionExampleFirewall Filter Action

Terminating Actions Not Supported in a Logical System
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Table 27: Unsupported Actions for Firewall Filters in Logical Systems (continued)

DescriptionExampleFirewall Filter Action

Because the logical-system action
refers to fred—a logical systemdefined
outside the local logical system—, this
action is not supported.

[edit]
logical-systems {
ls1 {
firewall {
family inet {
filter foo {
term one {
from {
source-address 10.1.0.0/16;

}
then {
logical-system fred;

}
}

}
}

}
}

}

logical-system

Nonterminating Actions Not Supported in a Logical System

Because the ipsec-sa action modifier
references barney—a security
association defined outside the local
logical system—this action is not
supported.

[edit]
logical-systems {
ls1 {
firewall {
family inet {
filter foo {
term one {
from {
source-address 10.1.0.0/16;

}
then {
ipsec-sa barney;

}
}

}
}

}
}

}

ipsec-sa
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Table 27: Unsupported Actions for Firewall Filters in Logical Systems (continued)

DescriptionExampleFirewall Filter Action

Because the next-hop-group action
refers to fred—an object defined at the
[edit forwarding-options
next-hop-group] hierarchy level—this
action is not supported.

[edit]
logical-systems {
ls1 {
firewall {
family inet {
filter foo {
term one {
from {
source-address 10.1.0.0/16;

}
then {
next-hop-group fred;

}
}

}
}

}
}

}

next-hop-group

Because the port-mirror action relies
on a configuration defined at the [edit
forwarding-options port-mirroring]
hierarchy level, this action is not
supported.

[edit]
logical-systems {
ls1 {
firewall {
family inet {
filter foo {
term one {
from {
source-address 10.1.0.0/16;

}
then {
port-mirror;

}
}

}
}

}
}

}

port-mirror
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Table 27: Unsupported Actions for Firewall Filters in Logical Systems (continued)

DescriptionExampleFirewall Filter Action

In this example, the sample action
dependson thesamplingconfiguration
defined under the [edit
forwarding-options] hierarchy.
Therefore, the sample action is not
supported.

[edit]
logical-systems {
ls1 {
firewall {
family inet {
filter foo {
term one {
from {
source-address 10.1.0.0/16;

}
then {
sample;

}
}

}
}

}
}

}

sample

In this example, there must be at least
one system log (system syslog file
filename)with the firewall facility
enabled for the icmp-syslog filter's logs
to be stored.

Because this firewall configuration
relies on a configuration outside the
logical system, the syslog action
modifier is not supported.

[edit]
logical-systems {
ls1 {
firewall {
family inet {
filter icmp-syslog {
term icmp-match {
from {
address {
192.168.207.222/32;

}
protocol icmp;

}
then {
count packets;
syslog;
accept;

}
}
term default {
then accept;

}
}

}
}

}
}

syslog

Related
Documentation

Firewall Filters in Logical Systems Overview on page 197•

• Guidelines for Configuring andApplying Firewall Filters in Logical Systems on page 198

• Unsupported Firewall Filter Statements for Logical Systems on page 209

• Introduction to Logical Systems

Copyright © 2016, Juniper Networks, Inc.214

Firewall Filters Feature Guide for EX9200 Switches



• Logical Systems Operations and Restrictions

Example: Configuring a Stateless Firewall Filter to Protect a Logical SystemAgainst
ICMP Floods

This example shows how to configure a stateless firewall filter that protects against

ICMP denial-of-service attacks on a logical system.

• Requirements on page 215

• Overview on page 215

• Configuration on page 216

• Verification on page 217

Requirements

In this example, no special configuration beyond device initialization is required.

Overview

This example showsastateless firewall filter calledprotect-RE thatpolices ICMPpackets.

The icmp-policer limits the traffic rate of the ICMP packets to 1,000,000 bps and the

burst size to 15,000 bytes. Packets that exceed the traffic rate are discarded.

The policer is incorporated into the action of a filter term called icmp-term.

In this example, a ping is sent from a directly connected physical router to the interface

configured on the logical system. The logical system accepts the ICMP packets if they

are received at a rate of up to 1 Mbps (bandwidth-limit). The logical system drops all

ICMP packets when this rate is exceeded. The burst-size-limit statement accepts traffic

bursts up to 15 Kbps. If bursts exceed this limit, all packets are dropped. When the flow

rate subsides, ICMP packets are again accepted.

Figure 3 on page 215 shows the topology used in this example.

Figure 3: Logical Systemwith a Stateless Firewall
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Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set logical-systems LS1 interfaces ge-0/0/2 unit 0 family inet policer input icmp-policer
set logical-systems LS1 interfaces ge-0/0/2 unit 0 family inet address 10.0.45.2/30
set logical-systemsLS1 firewall family inet filterprotect-REterm icmp-termfromprotocol
icmp

set logical-systems LS1 firewall family inet filter protect-RE term icmp-term then policer
icmp-policer

set logical-systems LS1 firewall family inet filter protect-RE term icmp-term then accept
set logical-systems LS1 firewall policer icmp-policer if-exceeding bandwidth-limit 1m
set logical-systems LS1 firewall policer icmp-policer if-exceeding burst-size-limit 15k
set logical-systems LS1 firewall policer icmp-policer then discard

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5 in the CLI User Guide.

To configure an ICMP firewall filter on a logical system:

1. Configure the interface on the logical system.

[edit]
user@host# set logical-systems LS1 interfaces ge-0/0/2 unit 0 family inet address
10.0.45.2/30

2. Explicitly enable ICMP packets to be received on the interface.

[edit]
user@host# set logical-systems LS1 firewall family inet filter protect-RE term
icmp-term from protocol icmp

user@host# set logical-systems LS1 firewall family inet filter protect-RE term
icmp-term then accept

3. Create the policer.

[edit]
user@host# set logical-systems LS1 firewall policer icmp-policer if-exceeding
bandwidth-limit 1m

user@host# set logical-systems LS1 firewall policer icmp-policer if-exceeding
burst-size-limit 15k

user@host# set logical-systems LS1 firewall policer icmp-policer then discard

4. Apply the policer to a filter term.

[edit]
user@host# set logical-systems LS1 firewall family inet filter protect-RE term
icmp-term then policer icmp-policer

5. Apply the policer to the logical system interface.

[edit]
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user@host# set logical-systems LS1 interfaces ge-0/0/2 unit 0 family inet policer
input icmp-policer

6. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

Confirm your configuration by issuing the show logical-systems LS1 command.

user@host# show logical-systems LS1
interfaces {
ge-0/0/2 {
unit 0 {
family inet {
policer {
input icmp-policer;

}
address 10.0.45.2/30;

}
}

}
}
firewall {
family inet {
filter protect-RE {
term icmp-term {
from {
protocol icmp;

}
then {
policer icmp-policer;
accept;

}
}

}
}
policer icmp-policer {
if-exceeding {
bandwidth-limit 1m;
burst-size-limit 15k;

}
then discard;

}
}

Verification

Confirm that the configuration is working properly.

Verifying That PingWorks Unless the Limits Are Exceeded

Purpose Makesure that the logical system interface isprotectedagainst ICMP-basedDoSattacks.
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Action Log in to a system that has connectivity to the logical systemand run the ping command.

user@R2> ping 10.0.45.2
PING 10.0.45.2 (10.0.45.2): 56 data bytes
64 bytes from 10.0.45.2: icmp_seq=0 ttl=64 time=1.316 ms
64 bytes from 10.0.45.2: icmp_seq=1 ttl=64 time=1.277 ms
64 bytes from 10.0.45.2: icmp_seq=2 ttl=64 time=1.269 ms

user@R2> ping 10.0.45.2 size 20000
PING 10.0.45.2 (10.0.45.2): 20000 data bytes
^C
--- 10.0.45.2 ping statistics ---
4 packets transmitted, 0 packets received, 100% packet loss

Meaning When you send a normal ping, the packet is accepted.When you send a ping packet that

exceeds the filter limit, the packet is discarded.

Related
Documentation

Example: Creating an Interface on a Logical System•

Example: Configuring Filter-Based Forwarding on Logical Systems

This example shows how to configure filter-based forwarding within a logical system.

The filter classifies packets to determine their forwarding path within the ingress routing

device.

• Requirements on page 218

• Overview on page 218

• Configuration on page 221

• Verification on page 226

Requirements

In this example, no special configuration beyond device initialization is required.

Overview

Filter-based forwarding is supported for IP version 4 (IPv4) and IP version 6 (IPv6).

Use filter-based forwarding for service provider selection when customers have Internet

connectivity provided by different ISPs yet share a common access layer.When a shared

media (such as a cable modem) is used, a mechanism on the common access layer

looks at Layer 2 or Layer 3 addresses and distinguishes between customers. You can use

filter-based forwarding when the common access layer is implemented using a

combination of Layer 2 switches and a single router.

With filter-based forwarding, all packets received on an interface are considered. Each

packet passes through a filter that has match conditions. If the match conditions are

met for a filter and you have created a routing instance, filter-based forwarding is applied

to a packet. The packet is forwarded based on the next hop specified in the routing

instance. For static routes, the next hop can be a specific LSP.
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NOTE: Source-class usage filter matching and unicast reverse-path
forwarding checks are not supported on an interface configured with
filter-based forwarding (FBF).

To configure filter-based forwarding, perform the following tasks:

• Create amatch filter on an ingress router or switch. To specify a match filter, include

the filter filter-name statementat the [edit firewall]hierarchy level. Apacket thatpasses

through the filter is compared against a set of rules to classify it and to determine its

membership inaset.Onceclassified, thepacket is forwarded toa routing table specified

in the accept action in the filter description language. The routing table then forwards

the packet to the next hop that corresponds to the destination address entry in the

table.

• Create routing instances that specify the routing table(s) towhichapacket is forwarded,

and the destination to which the packet is forwarded at the [edit routing-instances] or

[edit logical-systems logical-system-name routing-instances] hierarchy level. For

example:

[edit]
routing-instances {
routing-table-name1 {
instance-type forwarding;
routing-options {
static {
route 0.0.0.0/0 nexthop 10.0.0.1;

}
}

}
routing-table-name2 {
instance-type forwarding;
routing-options {
static {
route 0.0.0.0/0 nexthop 10.0.0.2;

}
}

}
}

• Create a routing table group that adds interface routes to the forwarding routing

instances used in filter-based forwarding (FBF), as well as to the default routing

instance inet.0. This part of the configuration resolves the routes installed in the routing

instances to directly connected next hops on that interface. Create the routing table

group at the [edit routing-options] or [edit logical-systems logical-system-name

routing-options] hierarchy level.

NOTE: Specify inet.0asoneof the routing instances that the interface routes

are imported into. If the default instance inet.0 is not specified, interface

routes are not imported into the default routing instance.

219Copyright © 2016, Juniper Networks, Inc.

Chapter 5: Configuring Firewall Filters in Logical Systems



This example shows a packet filter that directs customer traffic to a next-hop router in

the domains, SP 1 or SP 2, based on the packet’s source address.

If the packet has a source address assigned to an SP 1 customer, destination-based

forwardingoccurs using the sp1-route-table.inet.0 routing table. If thepacket hasa source

address assigned to an SP 2 customer, destination-based forwarding occurs using the

sp2-route-table.inet.0 routing table. If apacketdoesnotmatcheither of theseconditions,

the filter accepts thepacket, anddestination-based forwardingoccursusing the standard

inet.0 routing table.

Oneway tomake filter-based forwardingwork within a logical system is to configure the

firewall filter on the logical system that receives the packets. Another way is to configure

the firewall filter on the main router and then reference the logical system in the firewall

filter. This example uses the second approach. The specific routing instances are

configured within the logical system. Because each routing instance has its own routing

table, you have to reference the routing instances in the firewall filter, as well. The syntax

looks as follows:

[edit firewall filter filter-name term term-name]
user@host# set then logical-system logical-system-name routing-instance
routing-instance-name

Figure 4 on page 220 shows the topology used in this example.

On Logical SystemP1, an input filter classifies packets received from Logical SystemPE3

and Logical SystemPE4. Thepackets are routedbasedon the source addresses. Packets

with source addresses in the 10.1.1.0/24 and 10.1.2.0/24 networks are routed to Logical

System PE1. Packets with source addresses in the 10.2.1.0/24 and 10.2.2.0/24 networks

are routed to Logical System PE2.

Figure 4: Logical Systemswith Filter-Based Forwarding
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To establish connectivity, OSPF is configured on all of the interfaces. For demonstration

purposes, loopback interfaceaddressesareconfiguredon the routingdevices to represent

networks in the clouds.

The “CLI Quick Configuration” on page 221 section shows the entire configuration for all

of the devices in the topology. The “Configuring the Routing Instances on the Logical

SystemP1”onpage223and“Configuring theFirewall Filteron theMainRouter”onpage222
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sections shows the step-by-step configuration of the ingress routing device, Logical

System P1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

set firewall filter classify-customers termsp1-customers fromsource-address 10.1.1.0/24
set firewall filterclassify-customers termsp1-customers fromsource-address 10.1.2.0/24
set firewall filter classify-customers term sp1-customers then log
set firewall filter classify-customers term sp1-customers then logical-systemP1
routing-instance sp1-route-table

set firewall filter classify-customers termsp2-customers fromsource-address 10.2.1.0/24
set firewall filterclassify-customers termsp2-customers fromsource-address 10.2.2.0/24
set firewall filter classify-customers term sp2-customers then log
set firewall filter classify-customers term sp2-customers then logical-systemP1
routing-instance sp2-route-table

set firewall filter classify-customers term default then accept
set logical-systems P1 interfaces lt-1/2/0 unit 10 encapsulation ethernet
set logical-systems P1 interfaces lt-1/2/0 unit 10 peer-unit 9
set logical-systemsP1 interfaces lt-1/2/0unit 10 family inet filter inputclassify-customers
set logical-systems P1 interfaces lt-1/2/0 unit 10 family inet address 172.16.0.10/30
set logical-systems P1 interfaces lt-1/2/0 unit 13 encapsulation ethernet
set logical-systems P1 interfaces lt-1/2/0 unit 13 peer-unit 14
set logical-systems P1 interfaces lt-1/2/0 unit 13 family inet address 172.16.0.13/30
set logical-systems P1 interfaces lt-1/2/0 unit 17 encapsulation ethernet
set logical-systems P1 interfaces lt-1/2/0 unit 17 peer-unit 18
set logical-systems P1 interfaces lt-1/2/0 unit 17 family inet address 172.16.0.17/30
set logical-systems P1 protocols ospf rib-group fbf-group
set logical-systems P1 protocols ospf area 0.0.0.0 interface all
set logical-systems P1 protocols ospf area 0.0.0.0 interface fxp0.0 disable
set logical-systems P1 routing-instances sp1-route-table instance-type forwarding
set logical-systems P1 routing-instances sp1-route-table routing-options static route
0.0.0.0/0 next-hop 172.16.0.13

set logical-systems P1 routing-instances sp2-route-table instance-type forwarding
set logical-systems P1 routing-instances sp2-route-table routing-options static route
0.0.0.0/0 next-hop 172.16.0.17

set logical-systems P1 routing-options rib-groups fbf-group import-rib inet.0
set logical-systems P1 routing-options rib-groups fbf-group import-rib
sp1-route-table.inet.0

set logical-systems P1 routing-options rib-groups fbf-group import-rib
sp2-route-table.inet.0

set logical-systems P2 interfaces lt-1/2/0 unit 2 encapsulation ethernet
set logical-systems P2 interfaces lt-1/2/0 unit 2 peer-unit 1
set logical-systems P2 interfaces lt-1/2/0 unit 2 family inet address 172.16.0.2/30
set logical-systems P2 interfaces lt-1/2/0 unit 6 encapsulation ethernet
set logical-systems P2 interfaces lt-1/2/0 unit 6 peer-unit 5
set logical-systems P2 interfaces lt-1/2/0 unit 6 family inet address 172.16.0.6/30
set logical-systems P2 interfaces lt-1/2/0 unit 9 encapsulation ethernet
set logical-systems P2 interfaces lt-1/2/0 unit 9 peer-unit 10
set logical-systems P2 interfaces lt-1/2/0 unit 9 family inet address 172.16.0.9/30
set logical-systems P2 protocols ospf area 0.0.0.0 interface all
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set logical-systems P2 protocols ospf area 0.0.0.0 interface fxp0.0 disable
set logical-systems PE1 interfaces lt-1/2/0 unit 14 encapsulation ethernet
set logical-systems PE1 interfaces lt-1/2/0 unit 14 peer-unit 13
set logical-systems PE1 interfaces lt-1/2/0 unit 14 family inet address 172.16.0.14/30
set logical-systems PE1 interfaces lo0 unit 3 family inet address 1.1.1.1/32
set logical-systems PE1 protocols ospf area 0.0.0.0 interface all
set logical-systems PE1 protocols ospf area 0.0.0.0 interface fxp0.0 disable
set logical-systems PE2 interfaces lt-1/2/0 unit 18 encapsulation ethernet
set logical-systems PE2 interfaces lt-1/2/0 unit 18 peer-unit 17
set logical-systems PE2 interfaces lt-1/2/0 unit 18 family inet address 172.16.0.18/30
set logical-systems PE2 interfaces lo0 unit 4 family inet address 2.2.2.2/32
set logical-systems PE2 protocols ospf area 0.0.0.0 interface all
set logical-systems PE2 protocols ospf area 0.0.0.0 interface fxp0.0 disable
set logical-systems PE3 interfaces lt-1/2/0 unit 1 encapsulation ethernet
set logical-systems PE3 interfaces lt-1/2/0 unit 1 peer-unit 2
set logical-systems PE3 interfaces lt-1/2/0 unit 1 family inet address 172.16.0.1/30
set logical-systems PE3 interfaces lo0 unit 1 family inet address 10.1.1.1/32
set logical-systems PE3 interfaces lo0 unit 1 family inet address 10.1.2.1/32
set logical-systems PE3 protocols ospf area 0.0.0.0 interface all
set logical-systems PE3 protocols ospf area 0.0.0.0 interface fxp0.0 disable
set logical-systems PE4 interfaces lt-1/2/0 unit 5 encapsulation ethernet
set logical-systems PE4 interfaces lt-1/2/0 unit 5 peer-unit 6
set logical-systems PE4 interfaces lt-1/2/0 unit 5 family inet address 172.16.0.5/30
set logical-systems PE4 interfaces lo0 unit 2 family inet address 10.2.1.1/32
set logical-systems PE4 interfaces lo0 unit 2 family inet address 10.2.2.1/32
set logical-systems PE4 protocols ospf area 0.0.0.0 interface all
set logical-systems PE4 protocols ospf area 0.0.0.0 interface fxp0.0 disable

Configuring the Firewall Filter on theMain Router

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5 in the CLI User Guide.

To configure the firewall filter on the main router:

1. Configure the source addresses for SP1 customers.

[edit firewall filter classify-customers term sp1-customers]
user@host# set from source-address 10.1.1.0/24
user@host# set from source-address 10.1.2.0/24

2. Configure the actions that are taken when packets are received with the specified

source addresses.

To track the action of the firewall filter, a log action is configured. The

sp1-route-table.inet.0 routing table on Logical System P1 routes the packets.

[edit firewall filter classify-customers term sp1-customers]
user@host# set then log
user@host# set then logical-systemP1 routing-instance sp1-route-table

3. Configure the source addresses for SP2 customers.

[edit firewall filter classify-customers term sp2-customers]
user@host# set from source-address 10.2.1.0/24
user@host# set from source-address 10.2.2.0/24
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4. Configure the actions that are taken when packets are received with the specified

source addresses.

To track the action of the firewall filter, a log action is configured. The

sp2-route-table.inet.0 routing table on Logical System P1 routes the packet.

[edit firewall filter classify-customers term sp2-customers]
user@host# set then log
user@host# set then logical-systemP1 routing-instance sp2-route-table

5. Configure the action to take when packets are received from any other source

address.

All of these packets are simply accepted and routed using the default IPv4 unicast

routing table, inet.0.

[edit firewall filter classify-customers term default]
user@host# set then accept

Configuring the Routing Instances on the Logical SystemP1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5 in the CLI User Guide.

To configure the routing instances on a logical system:

1. Configure the interfaces on the logical system.

[edit logical-systems P1 interfaces lt-1/2/0]
user@host# set unit 10 encapsulation ethernet
user@host# set unit 10 peer-unit 9
user@host# set unit 10 family inet address 172.16.0.10/30

user@host# set unit 13 encapsulation ethernet
user@host# set unit 13 peer-unit 14
user@host# set unit 13 family inet address 172.16.0.13/30

user@host# set unit 17 encapsulation ethernet
user@host# set unit 17 peer-unit 18
user@host# set unit 17 family inet address 172.16.0.17/30

2. Assign the classify-customers firewall filter to router interface lt-1/2/0.10asan input

packet filter.

[edit logical-systems P1 interfaces lt-1/2/0]
user@host# set unit 10 family inet filter input classify-customers

3. Configure connectivity, using either a routing protocol or static routing.

As a best practice, disable routing on themanagement interface.

[edit logical-systems P1 protocols ospf area 0.0.0.0]
user@host# set interface all
user@host# set interface fxp0.0 disable
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4. Create the routing instances.

These routing instances are referenced in the classify-customers firewall filter.

The forwarding instance type provides support for filter-based forwarding, where
interfaces are not associated with instances. All interfaces belong to the default
instance, in this case Logical System P1.

[edit logical-systems P1 routing-instances]
user@host# set sp1-route-table instance-type forwarding

user@host# set sp2-route-table instance-type forwarding

5. Resolve the routes installed in the routing instances todirectly connectednext hops.

[edit logical-systems P1 routing-instances]
user@host# set sp1-route-table routing-options static route 0.0.0.0/0 next-hop
172.16.0.13

user@host# set sp2-route-table routing-options static route 0.0.0.0/0 next-hop
172.16.0.17

6. Group together the routing tables to form a routing table group.

The first routing table, inet.0, is the primary routing table, and the additional routing
tables are the secondary routing tables.

The primary routing table determines the address family of the routing table group,
in this case IPv4.

[edit logical-systems P1 routing-options]
user@host# set rib-groups fbf-group import-rib inet.0
user@host# set rib-groups fbf-group import-rib sp1-route-table.inet.0
user@host# set rib-groups fbf-group import-rib sp2-route-table.inet.0

7. Apply the routing table group to OSPF.

This causes the OSPF routes to be installed into all the routing tables in the group.

[edit logical-systems P1 protocols ospf]
user@host# set rib-group fbf-group

8. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

Confirm your configuration by issuing the show firewall and show logical-systems P1

commands.

user@host# show firewall
filter classify-customers {
term sp1-customers {
from {
source-address {
10.1.1.0/24;
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10.1.2.0/24;
}

}
then {
log;
logical-system P1 routing-instance sp1-route-table;

}
}
term sp2-customers {
from {
source-address {
10.2.1.0/24;
10.2.2.0/24;

}
}
then {
log;
logical-system P1 routing-instance sp2-route-table;

}
}
term default {
then accept;

}
}

user@host# show logical-systems P1
interfaces {
lt-1/2/0 {
unit 10 {
encapsulation ethernet;
peer-unit 9;
family inet {
filter {
input classify-customers;

}
address 172.16.0.10/30;

}
}
unit 13 {
encapsulation ethernet;
peer-unit 14;
family inet {
address 172.16.0.13/30;

}
}
unit 17 {
encapsulation ethernet;
peer-unit 18;
family inet {
address 172.16.0.17/30;

}
}

}
}
protocols {
ospf {
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rib-group fbf-group;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
disable;

}
}

}
}
routing-instances {
sp1-route-table {
instance-type forwarding;
routing-options {
static {
route 0.0.0.0/0 next-hop 172.16.0.13;

}
}

}
sp2-route-table {
instance-type forwarding;
routing-options {
static {
route 0.0.0.0/0 next-hop 172.16.0.17;

}
}

}
}
routing-options {
rib-groups {
fbf-group {
import-rib [ inet.0 sp1-route-table.inet.0 sp2-route-table.inet.0 ];

}
}

}

Verification

Confirm that the configuration is working properly.

Pinging with Specified Source Addresses

Purpose Send some ICMP packets across the network to test the firewall filter.

Action Log in to Logical System PE3.1.

user@host> set cli logical-systemPE3
Logical system: PE3

2. Run the ping command, pinging the lo0.3 interface on Logical System PE1.

The address configured on this interface is 1.1.1.1.

Specify thesourceaddress 10.1.2.1,which is theaddressconfiguredon the lo0.1 interface

on Logical System PE3.

user@host:PE3> ping 1.1.1.1 source 10.1.2.1
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PING 1.1.1.1 (1.1.1.1): 56 data bytes
64 bytes from 1.1.1.1: icmp_seq=0 ttl=62 time=1.444 ms
64 bytes from 1.1.1.1: icmp_seq=1 ttl=62 time=2.094 ms
^C
--- 1.1.1.1 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.444/1.769/2.094/0.325 ms

3. Log in to Logical System PE4.

user@host:PE3> set cli logical-systemPE4
Logical system: PE4

4. Run the ping command, pinging the lo0.4 interface on Logical System PE2.

The address configured on this interface is 2.2.2.2.

Specify the source address 10.2.1.1, which is the address configured on the lo0.2

interface on Logical System PE4.

user@host:PE4> ping 2.2.2.2 source 10.2.1.1
PING 2.2.2.2 (2.2.2.2): 56 data bytes
64 bytes from 2.2.2.2: icmp_seq=0 ttl=62 time=1.473 ms
64 bytes from 2.2.2.2: icmp_seq=1 ttl=62 time=1.407 ms
^C
--- 2.2.2.2 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.407/1.440/1.473/0.033 ms

Meaning Sending these pings activates the firewall filter actions.

Verifying the Firewall Filter

Purpose Make sure the firewall filter actions take effect.

Action Log in to Logical System P1.1.

user@host> set cli logical-systemP1
Logical system: P1

2. Run the show firewall log command on Logical System P1.

user@host:P1> show firewall log
Log :
Time      Filter    Action Interface     Protocol        Src Addr            
Dest Addr
13:52:20  pfe       A      lt-1/2/0.10   ICMP            10.2.1.1            
2.2.2.2
13:52:19  pfe       A      lt-1/2/0.10   ICMP            10.2.1.1            
2.2.2.2
13:51:53  pfe       A      lt-1/2/0.10   ICMP            10.1.2.1            
1.1.1.1
13:51:52  pfe       A      lt-1/2/0.10   ICMP            10.1.2.1            
1.1.1.1

Related
Documentation

• Configuring Filter-Based Forwarding

• Copying and Redirecting Traffic with Port Mirroring and Filter-Based Forwarding

• Example: Configuring Filter-Based Forwarding on the Source Address on page 325
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• Using Filter-Based Forwarding to Export Monitored Traffic to Multiple Destinations

• Filter-Based Forwarding Overview on page 317
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CHAPTER 6

Configuring Firewall Filter Accounting and
Logging

• Statement Hierarchy for Configuring Firewall Filter Accounting Profiles on page 229

• Statement Hierarchy for Applying Firewall Filter Accounting Profiles on page 230

• Accounting for Firewall Filters Overview on page 231

• System Logging Overview on page 231

• System Logging of Events Generated for the Firewall Facility on page 232

• Logging of Packet Headers Evaluated by a Firewall Filter Term on page 234

• Example: Configuring Statistics Collection for a Firewall Filter on page 235

• Example: Configuring Logging for a Stateless Firewall Filter Term on page 240

Statement Hierarchy for Configuring Firewall Filter Accounting Profiles

To configure an accounting profile that you can apply to a firewall filter, include the
filter-profile filter-profile-name statement in the accounting-options stanza.

accounting-options {
filter-profile filter-profile-name {
file log-filename {
archive-sites {
site-urls;

}
files number;
size bytes;
start-time time;
transfer-intervalminutes;

}
intervalminutes;
counters {
counter-name-1;
counter-name-2;

}
}

}
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You can include the accounting options configuration at one of the following hierarchy

levels:

• [edit]

• [edit logical-systems logical-system-name]

To specify the name of the accounting data log file in the /var/log directory to be used

in conjunction with the accounting profile, include the file log-filename statement.

To specify howoften statistics are collected for theaccountingprofile, include the interval

minutes statement.

To specify the names of the firewall filter counters for which filter profile statistics are

collected, include the counters statement.

Related
Documentation

Accounting for Firewall Filters Overview on page 231•

• Statement Hierarchy for Applying Firewall Filter Accounting Profiles on page 230

• Example: Configuring Statistics Collection for a Firewall Filter on page 235

Statement Hierarchy for Applying Firewall Filter Accounting Profiles

Youcanapplyanaccountingprofile toastandard stateless firewall filter for any supported

protocol family except family any.

To apply a filter-accounting profile to a stateless firewall filter, include the
accounting-profile accounting-profile-name statement at the firewall filter stanza:

firewall {
family family-name {
filter filter-name {
accounting-profile accounting-profile-name;
interface-specific;
physical-interface-policer;
term {
filter filter-profile-name;

}
term term-name {
from {
match-conditions;

}
then {
actions;

}
}

}
}

}

You can include the firewall configuration at one of the following hierarchy levels:

• [edit]
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• [edit logical-systems logical-system-name]

Related
Documentation

Accounting for Firewall Filters Overview on page 231•

• Statement Hierarchy for Configuring Firewall Filter Accounting Profiles on page 229

• Example: Configuring Statistics Collection for a Firewall Filter on page 235

Accounting for Firewall Filters Overview

Juniper Networks devices can collect various kinds of data about traffic passing through

the device. You can set up one or more accounting profiles that specify some common

characteristics of this data, including the following:

• Fields used in the accounting records.

• Number of files that the routing platform retains before discarding, and the number of

bytes per file.

• Polling period that the system uses to record the data

There are several types of accounting profiles: interface, firewall filter, source class and

destination class usage, and Routing Engine. If you apply the same profile name to both

a firewall filter and an interface, it causes an error.

Related
Documentation

Statement Hierarchy for Configuring Firewall Filter Accounting Profiles on page 229•

• Statement Hierarchy for Applying Firewall Filter Accounting Profiles on page 230

• Example: Configuring Statistics Collection for a Firewall Filter on page 235

System Logging Overview

The Junos OS generates system logmessages (also called syslog messages) to record

system events that occur on the device. Events consist of routine operations, failure and

error conditions, and critical conditions thatmight require urgent resolution. This system

logging utility is similar to the UNIX syslogd utility.

Each Junos OS system logmessage belongs to amessage category, called a facility, that

reflects the hardware- or software-based source of the triggering event. A group of

messages belonging to the same facility are either generated by the same software

process or concern a similar hardware condition or user activity (such as authentication

attempts). Each system logmessage is also preassigned a severity, which indicates how

seriously the triggering event affects router (or switch) functions. Together, the facility

and severity of an event are known as themessage priority. The content of a syslog

message identifies the JunosOSprocess thatgenerates themessageandbrieflydescribes

the operation or error that occurred.

By default, syslog messages that have a severity of info or more serious are written to

the main system log filemessages in the /var/log directory of the local Routing Engine.
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To configure global settings and facility-specific settings that override these default

values, you can include statements at the [edit system syslog] hierarchy level.

For all syslog facilities or for a specified facility, you can configure the syslog message

utility to redirectmessages of a specified severity to a specified file instead of to themain

system log file. Youcanalsoconfigure thesyslogmessageutility towrite syslogmessages

of a specified severity, for all syslog facilities or for a specified facility, to additional

destinations. In addition to writing syslog messages to a log file, you can write syslog

messages to the terminal sessionsofany logged-inusers, to the router (or switch)console,

or to a remote host or the other Routing Engine.

At the global level—for all system logging messages, regardless of facility, severity, or

destination—you can override the default values for file-archiving properties and the

default timestamp format.

Related
Documentation

System Logging of Events Generated for the Firewall Facility on page 232•

• Logging of Packet Headers Evaluated by a Firewall Filter Term on page 234

• Example: Configuring Logging for a Firewall Filter Term

System Logging of Events Generated for the Firewall Facility

System logmessages generated for firewall filter actions belong to the firewall facility.

Just as you can for any other Junos OS system logging facility, you can direct firewall

facility syslog messages to one or more specific destinations: to a specified file, to the

terminal session of one or more logged in users (or to all users), to the router (or switch)

console, or to a remote host or the other Routing Engine on the router (or switch).

When you configure a syslog message destination for firewall facility syslog messages,

you include a statement at the [edit system syslog] hierarchy level, and you specify the

firewall facility name together with a severity level. Messages from the firewall that are

rated at the specified level or more severe are logged to the destination.

System logmessageswith theDFWD_prefix aregeneratedby the firewall process (dfwd),

which manages compilation and downloading of Junos OS firewall filters. System log

messages with the PFE_FW_ prefix are messages about firewall filters, generated by the

Packet Forwarding Engine controller, which manages packet forwarding functions. For

more information, see the System Log Explorer.

Table 28 on page 233 lists the system log destinations you can configure for the firewall

facility.
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Table 28: SyslogMessage Destinations for the Firewall Facility

Configuration Statements Under [edit system syslog]DescriptionDestination

file filename {
firewall severity;
allow-duplicates;
archive archive-optios;
explicit-priority;
structured-data;

}
allow-duplicates;
archive archive-options;
time-format (option);

Configuring this option keeps the firewall
syslogmessages out of themain system
log file.

To include priority and facility with
messages written to the file, include the
explicit-priority statement.

Tooverride thedefault standardmessage
format, which is based on aUNIX system
log format, include the structured-data
statement. When the structured-data
statement is included, other statements
that specify the format for messages
written to the file are ignored (the
explicit-priority statement at the [edit
systemsyslog file filename]hierarchy level
and the time-format statement at the
[edit system syslog] hierarchy level).

File

user (username | *) {
firewall severity;

}
time-format (option);

Configuring this option causes a copy of
the firewall syslogmessages tobewritten
to thespecified terminal sessions.Specify
one or more user names, or specify * for
all logged in users.

Terminal session

console {
firewall severity;

}
time-format (option);

Configuring this option causes a copy of
the firewall syslogmessages tobewritten
to the router (or switch) console.

Router (or
switch) console

host (hostname | other-routing-engine) {
firewall severity;
allow-duplicates;
archive archive-optios;
facility-override firewall;
explicit-priority;

}
allow-duplicates; # All destinations
archive archive-options;
time-format (option);

Configuring this option causes a copy of
the firewall syslogmessages tobewritten
to the specified remote host or to the
other Routing Engine.

To override the default alternative facility
for forwarding firewall syslog messages
toa remotemachine (local3), include the
facility-override firewall statement.

To include priority and facility with
messages written to the file, include the
explicit-priority statement.

Remote host or
the other
Routing Engine

By default, the timestamp recorded in a standard-format system logmessage specifies
the month, date, hour, minute, and second when themessage was logged, as in the
example:

Sep 07 08:00:10
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To include the year, the millisecond, or both in the timestamp for all system logging

messages, regardless of the facility, include one of the following statement at the

[edit system syslog] hierarchy level:

• time-format year;

• time-formatmillisecond;

• time-format yearmillisecond;

The following example illustrates the format for a timestamp that includes both the
millisecond (401) and the year (2010):

Sep 07 08:00:10.401.2010

Related
Documentation

System Logging Overview on page 231•

• Logging of Packet Headers Evaluated by a Firewall Filter Term on page 234

• Example: Configuring Logging for a Firewall Filter Term

• Junos OS System Logging Facilities and Message Severity Levels

• Junos OS System Log Configuration Hierarchy

• Junos OS Default System Log Settings

• Logging Messages in Structured-Data Format

• Including the Year or Millisecond in Timestamps

• Changing the Alternative Facility Name for System Log Messages Directed to a Remote

Destination

• Alternate Facilities for System Log Messages Directed to a Remote Destination

Logging of Packet Headers Evaluated by a Firewall Filter Term

Built in to the stateless firewall filtering software is the capability to log packet-header

information for the packets evaluated by a stateless firewall filter term. You can write

the packet header information to the system log file on the local Routing Engine or to a

firewall filter buffer in thePacket ForwardingEngine. Loggingofpacket headers evaluated

by firewall filters is supported for standard stateless firewall filters for IPv4 or IPv6 traffic

only. Service filters and simple filters do not support logging of packet headers.

Table 29 on page 235 lists the packet-header logs you can configure for a firewall filter

action.
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Table 29: Packet-Header Logs for Stateless Firewall Filter Terms

Configuration StatementsDescriptionLog

firewall {
family {
filter filter-name {
from {
match-conditions;

}
then {
...
syslog;
terminating-action;

}
}

}
}

Configure this option by using the syslog nonterminating action.

NOTE: Packet header information is interspersed with event
messages.

To list log files, enter the showlogoperationalmodecommandwithout
command options.

To display log file contents for a specific file in the /var/log directory
on the local Routing Engine, enter the show log filename operational
mode command or the file show /var/log/filename operational mode
command.

To clear log file contents, enter the clear log filename<all>operational
mode command. If you include the all option, the specified log file is
truncated, all archived versions of the log file are deleted.

Syslogmessage
destinations
configuredfor the
firewall facility

firewall {
family {
filter filter-name {
from {
match-conditions;

}
then {
...
log;
terminating-action;

}
}

}
}

Configure this option by using the log nonterminating action.

NOTE: Restarting the router (or switch) causes the contents of this
buffer to be cleared.

Todisplay the local logentries for firewall filters, enter the showfirewall
log operational mode command.

Buffer in the
Packet
Forwarding
Engine

Related
Documentation

System Logging Overview on page 231•

• System Logging of Events Generated for the Firewall Facility on page 232

• Example: Configuring Logging for a Firewall Filter Term

Example: Configuring Statistics Collection for a Firewall Filter

This example shows how to configure and apply a firewall filter that collects data

according to parameters specified in an associated accounting profile.

• Requirements on page 235

• Overview on page 236

• Configuration on page 236

• Verification on page 240

Requirements

Firewall filter accounting profiles are supported for all traffic types except family any.
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No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you create a firewall filter accounting profile and apply it to a firewall

filter. The accounting profile specifies how frequently to collect packet and byte count

statistics and the name of the file to which the statistics are written. The profile also

specifies that statistics are to be collected for three firewall filter counters.

Topology

The firewall filter accounting profile filter_acctg_profile specifies that statistics are

collected every 60minutes, and the statistics are written to the file

/var/log/ff_accounting_file. Statistics are collected for counters named counter1, counter2,

and counter3.

The IPv4 firewall filter namedmy_firewall_filter increments a counter for each of three

filter terms. The filter is applied to logical interface ge-0/0/1.0.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configure an Accounting Profile on page 237

• Configure a Firewall Filter That References the Accounting Profile on page 237

• Apply the Firewall Filter to an Interface on page 238

• Confirm Your Candidate Configuration on page 238

• Clear the Counters and Commit Your Candidate Configuration on page 239

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set accounting-options filter-profile filter_acctg_profile file ff_accounting_file
set accounting-options filter-profile filter_acctg_profile interval 60
set accounting-options filter-profile filter_acctg_profile counters counter1
set accounting-options filter-profile filter_acctg_profile counters counter2
set accounting-options filter-profile filter_acctg_profile counters counter3
set firewall family inet filter my_firewall_filter accounting-profile filter_acctg_profile
set firewall family inet filter my_firewall_filter term term1 from protocol ospf
set firewall family inet filter my_firewall_filter term term1 then count counter1
set firewall family inet filter my_firewall_filter term term1 then discard
set firewall family inet filter my_firewall_filter term term2 from source-address
10.108.0.0/16

set firewall family inet filter my_firewall_filter term term2 then count counter2
set firewall family inet filter my_firewall_filter term term2 then discard
set firewall family inet filter my_firewall_filter term accept-all then count counter3
set firewall family inet filter my_firewall_filter term accept-all then accept
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set interfaces ge-0/0/1 unit 0 family inet address 10.1.2.3/30
set interfaces ge-0/0/1 unit 0 family inet filter inputmy_firewall_filter

Configure an Accounting Profile

Step-by-Step
Procedure

To configure an accounting profile:

Create the accounting profile filter_acctg_profile.

[edit]

1.

user@host# edit accounting-options filter-profile filter_acctg_profile

2. Configure theaccountingprofile to filter andcollect packet andbyte count statistics
every 60minutes and write them to the /var/log/ff_accounting_file file.

[edit accounting-options filter-profile filter_acctg_profile]
user@host# set file ff_accounting_file
user@host# set interval 60

3. Configure the accounting profile to collect filter profile statistics (packet and byte
counts) for three counters.

[edit accounting-options filter-profile filter_acctg_profile]
user@host# set counters counter1
user@host# set counters counter2
user@host# set counters counter3

Configure a Firewall Filter That References the Accounting Profile

Step-by-Step
Procedure

To configure a firewall filter that references the accounting profile:

Create the firewall filtermy_firewall_filter.

[edit]

1.

user@host# edit firewall family inet filter my_firewall_filter

2. Apply the filter-accounting profile filter_acctg_profile to the firewall filter.

[edit firewall family inet filter my_firewall_filter]
user@host# set accounting-profile filter_acctg_profile

3. Configure the first filter term and counter.

[edit firewall family inet filter my_firewall_filter]
user@host# set term term1 from protocol ospf
user@host# set term term1 then count counter1
user@host# set term term1 then discard

4. Configure the second filter term and counter.

[edit firewall family inet filter my_firewall_filter]
user@host# set term term2 from source-address 10.108.0.0/16
user@host# set term term2 then count counter2
user@host# set term term2 then discard

5. Configure the third filter term and counter.

[edit firewall family inet filter my_firewall_filter]
user@host# set term accept-all then count counter3
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user@host# set term accept-all then accept

Apply the Firewall Filter to an Interface

Step-by-Step
Procedure

To apply the firewall filter to a logical interface:

Configure the logical interface to which you will apply the firewall filter.

[edit]

1.

user@host# edit interfaces ge-0/0/1 unit 0 family inet

2. Configure the interface address for the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set address 10.1.2.3/30

3. Apply the firewall filter to the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set filter inputmy_firewall_filter

Confirm Your Candidate Configuration

Step-by-Step
Procedure

To confirm your candidate configuration:

Confirm the configuration of the accounting profile by entering the show
accounting-options configuration mode command. If the command output does
not display the intended configuration, repeat the instructions in this example to
correct the configuration.

[edit]

1.

user@host# show accounting-options
filter-profile filter_acctg_profile {
file ff_accounting_file;
interval 60;
counters {
counter1;
counter2;
counter3;

}
}

2. Confirm the configuration of the firewall filter by entering the show firewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show firewall
family inet {
filter my_firewall_filter {
accounting-profile filter_acctg_profile;
term term1 {
from {
protocol ospf;

}
then {
count counter1;
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discard;
}

}
term term2 {
from {
source-address {
10.108.0.0/16;

}
}
then {
count counter2;
discard;

}
}
term accept-all {
then {
count counter3;
accept;

}
}

}
}

3. Confirm the configuration of the interfaces by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit 0 {
family inet {
filter {
inputmy_firewall_filter;

}
address 10.1.2.3/30;

}
}

}

Clear the Counters and Commit Your Candidate Configuration

Step-by-Step
Procedure

To clear the counters and commit your candidate configuration:

From operational commandmode, use the clear firewall all command to clear the

statistics for all firewall filters.

1.

To clear only the counters incremented in this example, include the name of the
firewall filter.

[edit]
user@host> clear firewall filter my_firewall_filter

2. Commit your candidate configuration.

[edit]
user@host# commit
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Verification

Toverify that the filter is applied to the logical interface, run the show interfaces command

with the detail or extensive output level.

To verify that the three counters are collected separately, run the show firewall filter

my_firewall_filter command.

user@host> show firewall filter my_firewall_filter

Filter: my_firewall_filter                                     
Counters:
Name                                                Bytes              Packets
counter1                                                0                    0
counter2                                                0                    0
counter3                                                0                    0

Related
Documentation

Accounting for Firewall Filters Overview on page 231•

• Statement Hierarchy for Configuring Firewall Filter Accounting Profiles on page 229

• Statement Hierarchy for Applying Firewall Filter Accounting Profiles on page 230

Example: Configuring Logging for a Stateless Firewall Filter Term

This example shows how to configure a standard stateless firewall filter to log packet

headers.

• Requirements on page 240

• Overview on page 240

• Configuration on page 240

• Verification on page 243

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you use a stateless firewall filter that logs and counts ICMP packets that

have 192.168.207.222 as either their source or destination.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.
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To configure this example, perform the following tasks:

• Configure the Syslog Messages File for the Firewall Facility on page 241

• Configure the Stateless Firewall Filter on page 241

• Apply the Stateless Firewall Filter to a Logical Interface on page 242

• Confirm and Commit Your Candidate Configuration on page 242

CLI Quick
Configuration

To quickly configure this example, copy the following configuration commands into a
text file, remove any line breaks, and then paste the commands into the CLI at the [edit]
hierarchy level.

set system syslog file messages_firewall_any firewall any
set system syslog file messages_firewall_any archive no-world-readable
set firewall family inet filter icmp_syslog term icmp_match from address
192.168.207.222/32

set firewall family inet filter icmp_syslog term icmp_match from protocol icmp
set firewall family inet filter icmp_syslog term icmp_match then count packets
set firewall family inet filter icmp_syslog term icmp_match then log
set firewall family inet filter icmp_syslog term icmp_match then accept
set firewall family inet filter icmp_syslog term default_term then accept
set interfaces ge-0/0/1 unit 0 family inet address 10.1.2.3/30
set interfaces ge-0/0/1 unit 0 family inet filter input icmp_syslog

Configure the SyslogMessages File for the Firewall Facility

Step-by-Step
Procedure

To configure a syslog messages file for the firewall facility:

Configure amessages file for all syslogmessages generated for the firewall facility.

user@host# set system syslog file messages_firewall_any firewall any

1.

2. Restrict permission to the archived firewall facility syslog files to the root user and
users who have the Junos OSmaintenance permission.

user@host#setsystemsyslogfilemessages_firewall_anyarchiveno-world-readable

Configure the Stateless Firewall Filter

Step-by-Step
Procedure

To configure the stateless firewall filter icmp_syslog that logs and counts ICMP packets

that have 192.168.207.222 as either their source or destination:

1. Create the stateless firewall filter icmp_syslog.

[edit]
user@host# edit firewall family inet filter icmp_syslog

2. Configure matching on the ICMP protocol and an address.

[edit firewall family inet filter icmp_syslog]
user@host# set term icmp_match from address 192.168.207.222/32
user@host# set term icmp_match from protocol icmp

3. Count, log,, and accept matching packets.

[edit firewall family inet filter icmp_syslog]
user@host# set term icmp_match then count packets
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user@host# set term icmp_match then log
user@host# set term icmp_match then accept

4. Accept all other packets.

[edit firewall family inet filter icmp_syslog]
user@host# set term default_term then accept

Apply the Stateless Firewall Filter to a Logical Interface

Step-by-Step
Procedure

To apply the stateless firewall filter to a logical interface:

Configure the logical interface to which you will apply the stateless firewall filter.

[edit]

1.

user@host# edit interfaces ge-0/0/1 unit 0 family inet

2. Configure the interface address for the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set address 10.1.2.3/30

3. Apply the stateless firewall filter to the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set filter input icmp_syslog

Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configuration of the syslog message file for the firewall facility by
entering the show system configuration mode command. If the command output
does not display the intended configuration, repeat the instructions in this example
to correct the configuration.

[edit]

1.

user@host# show system
syslog {
file messages_firewall_any {
firewall any;
archive no-world-readable;

}
}

2. Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show firewall
family inet {
filter icmp_syslog {
term icmp_match {
from {
address {
192.168.207.222/32;
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}
protocol icmp;

}
then {
count packets;
log;
accept;

}
}
term default_term {
then accept;

}
}

}

3. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit 0 {
family inet {
filter {
input icmp_syslog;

}
address 10.1.2.3/30;

}
}

}

4. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

To confirm that the configuration is working properly, enter the show log filter command:

user@host> show logmessages_firewall_any
Mar 20 08:03:11 hostname feb FW: ge-0/1/0.0   A icmp 192.168.207.222

192.168.207.223      0     0 (1 packets)

This output file contains the following fields:

• Date and Time—Date and time at which the packet was received (not shown in the

default).

• Filter action:

• A—Accept (or next term)

• D—Discard

• R—Reject
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• Protocol—Packet’s protocol name or number.

• Source address—Source IP address in the packet.

• Destination address—Destination IP address in the packet.

NOTE: If the protocol is ICMP, the ICMP type and code are displayed. For
all other protocols, the source and destination ports are displayed.

The last two fields (both zero)are thesourceanddestinationTCP/UDPports, respectively,

and are shown for TCP or UDP packets only. This log message indicates that only one

packet for this match has been detected in about a 1-second interval. If packets arrive

faster, the system log function compresses the information so that less output is

generated, and displays an output similar to the following:

user@host> show log filter
Mar 20 08:08:45 hostname feb FW: ge-0/1/0.0   A icmp 192.168.207.222 

192.168.207.223     0     0 (515 packets)

Related
Documentation

• System Logging Overview on page 231

• Logging of Packet Headers Evaluated by a Firewall Filter Term on page 234

• System logmessages with the DFWD_ prefix, described in the System Log Explorer

• System logmessages with the PFE_FW_* prefix, described in the System Log Explorer
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CHAPTER 7

Attaching Multiple Firewall Filters to a
Single Interface

• Statement Hierarchy for Applying Interface-Specific Firewall Filters on page 245

• Understanding Multiple Firewall Filters in a Nested Configuration on page 246

• Guidelines for Nesting References to Multiple Firewall Filters on page 247

• Understanding Multiple Firewall Filters Applied as a List on page 249

• Guidelines for Applying Multiple Firewall Filters as a List on page 253

• Example: Applying Lists of Multiple Firewall Filters on page 254

• Example: Nesting References to Multiple Firewall Filters on page 259

Statement Hierarchy for Applying Interface-Specific Firewall Filters

To apply an interface-specific stateless firewall filter to a logical interface, include the
input filter-name or output filter-name statement in the filter or service-filter stanza of the
interfaces configuration:

interfaces {
interface-name {
unit unit-number {
family family-name {
filter {
input filter-name-1;
output filter-name-2;

}
service-filter {
input service-filter-name-1;
output service-filter-name-2;

}
}

}
}

}

You can include the interface configuration at one of the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]
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Related
Documentation

Interface-Specific Firewall Filter Instances Overview•

• Statement Hierarchy for Configuring Interface-Specific Firewall Filters on page 157

• Example: Configuring Interface-Specific Firewall Filter Counters

UnderstandingMultiple Firewall Filters in a Nested Configuration

This topic covers the following information:

• The Challenge: Simplify Large-Scale Firewall Filter Administration on page 246

• A Solution: Configure Nested References to Firewall Filters on page 246

• Configuration of Nested Firewall Filters on page 247

• Application of Nested Firewall Filters to a Router or Switch Interface on page 247

The Challenge: Simplify Large-Scale Firewall Filter Administration

Typically, you apply a single firewall filter to an interface in the input or output direction

orboth. This approachmightnotbepractical, however,whenyouhavea router (or switch)

configured with many, even hundreds of interfaces. In an environment of this scale, you

want the flexibility of being able tomodify filtering terms common tomultiple interfaces

without having to reconfigure the filter of every affected interface.

In general, the solution is to apply an effectively “chained” structure ofmultiple stateless

firewall filters to a single interface. You partition your filtering terms intomultiple firewall

filters configured so that you can apply a unique filter to each router (or switch) interface

but also apply common filters to multiple router (or switch) interfaces as required. The

JunosOSpolicy frameworkprovides twooptions formanaging theapplicationofmultiple

separate firewall filters to individual router (or switch) interfaces. One option is to apply

multiple filters as a single input list or output list. The other option is to reference a

stateless firewall filter fromwithin the term of another stateless firewall filter.

A Solution: Configure Nested References to Firewall Filters

Themost structuredway toavoidconfiguringduplicate filtering termscommontomultiple

firewall filters is to configuremultiple firewall filters so that each filter includes the shared

filtering terms by referencing a separate filter that contains the common filtering terms.

The Junos OS uses the filter terms—in the order in which they appear in the filter

definition—to evaluate packets that transit the interface. If you need to modify filtering

terms shared across multiple interfaces, you only need to modify one firewall filter.

NOTE: Similar to the alternative approach (applying a list of firewall filters),
configuring a nested firewall filter combinesmultiple firewall filters into a
new firewall filter definition.
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Configuration of Nested Firewall Filters

Configuringanested firewall filter for each router (or switch) interface involves separating

shared packet-filtering rules from interface-specific packet-filtering rules as follows:

• For each set of packet-filtering rules common across multiple interfaces, configure a

separate firewall filter that contains the shared filtering terms.

• For each router (or switch) interface, configure a separate firewall filter that contains:

• All the filtering terms unique to that interface.

• An additional filtering term that includes a filter reference to the firewall filter that

contains the common filtering terms.

Application of Nested Firewall Filters to a Router or Switch Interface

Applying nested firewall filters is no different from applying an unnested firewall filter.

For each interface, you can include an input or output statement (or both) within the

filter stanza to specify the appropriate nested firewall filter.

Applying nested firewall filters to an interface, the shared filtering terms and the

interface-specific firewall filters are applied through a single nested firewall filter that

includes other filters through the filter statement within a separate filtering term.

Related
Documentation

Guidelines for Nesting References to Multiple Firewall Filters on page 247•

• Example: Nesting References to Multiple Firewall Filters on page 259

Guidelines for Nesting References toMultiple Firewall Filters

This topic covers the following information:

• Statement Hierarchy for Configuring Nested Firewall Filters on page 247

• Filter-Defining Terms and Filter-Referencing Terms on page 248

• Types of Filters Supported in Nested Configurations on page 248

• Number of Filter References in a Single Filter on page 248

• Depth of Filter Nesting on page 248

Statement Hierarchy for Configuring Nested Firewall Filters

To reference a filter fromwithin a filter, include the filter filter-name statement as a
separate filter term:

firewall firewall-name {
family family-name {
filter filter-name {
term term-name {
filter filter-name;

}
}
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}
}

You can include the firewall configuration at one of the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Filter-Defining Terms and Filter-Referencing Terms

You cannot configure a firewall filter term that both references another firewall filter and

defines amatch condition or action. If a firewall filter term includes the filter statement,

then it cannot also include the from or then statement.

For example, the firewall filter term term term1 in the configuration is not valid:

[edit]
firewall {
family inet {
filter filter_1 {
term term1 {
filter filter_2;
from {
source-address 1.1.1.1/32;

}
then {
accept;

}
}

}
}

}

In order for term term1 to be a valid filter term, youmust either remove the filter filter_2

statement or remove both the from and then stanzas.

Types of Filters Supported in Nested Configurations

Nestedconfigurationsof firewall filters support firewall filters only. Youcannot use service

filters or simple filters in a nested firewall filter configuration.

Number of Filter References in a Single Filter

The total number of filters referenced fromwithin a filter cannot exceed 256.

Depth of Filter Nesting

The Junos OS supports a single level of firewall filter nesting. If filter_1 references filter_2,

you cannot configure a filter that references a filter that references filter_1.

Related
Documentation

Understanding Multiple Firewall Filters in a Nested Configuration on page 246•

• Example: Nesting References to Multiple Firewall Filters on page 259
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UnderstandingMultiple Firewall Filters Applied as a List

This topic covers the following information:

• The Challenge: Simplify Large-Scale Firewall Filter Administration on page 249

• A Solution: Apply Lists of Firewall Filters on page 249

• Configuration of Multiple Filters for Filter Lists on page 250

• Application of Filter Lists to a Router Interface on page 250

• Interface-Specific Names for Filter Lists on page 251

• How Filter Lists Evaluate PacketsWhen the Matched Term Includes Terminating or

Next Term Actions on page 251

• How Filter Lists Evaluate PacketsWhen the List Includes Protocol-Independent and

IP Firewall Filters on page 252

The Challenge: Simplify Large-Scale Firewall Filter Administration

Typically, you apply a single firewall filter to an interface in the input or output direction

orboth.However, this approachmightnotbepracticalwhenyouhaveadevice configured

with many interfaces. In large environments, you want the flexibility of being able to

modify filtering terms common tomultiple interfaces without having to reconfigure the

filter of every affected interface.

In general, the solution is to apply an effectively “chained” structure of multiple firewall

filters to a single interface. You partition your filtering terms into multiple firewall filters

that each perform a filtering task. You can then choose which filtering tasks you want to

perform for a given interface and apply the filtering tasks to that interface. In this way,

you only manage the configuration for a filtering task in a single firewall filter.

The Junos OS policy framework provides two options for managing the application of

multiple separate firewall filters to individual router interfaces. One option is to apply

multiple filters asa single input list or output list. Theother option is to referencea firewall

filter fromwithin the term of another firewall filter.

A Solution: Apply Lists of Firewall Filters

Themost straightforward way to avoid configuring duplicate filtering terms common to

multiple firewall filters is to configuremultiple firewall filters and thenapply a customized

list of filters to each interface. The Junos OS uses the filters—in the order in which they

appear in the list—to evaluate packets that transit the interface. If you need to modify

filtering terms shared across multiple interfaces, you only need to modify one firewall

filter that contains those terms.

NOTE: In contrastwith the alternative approach (configuring nested firewall
filters) applying firewall filter lists combinesmultiple firewall filters at each
interface application point.
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Configuration of Multiple Filters for Filter Lists

Configuring firewall filters to be applied in unique lists for each router interface involves

separating shared packet-filtering rules from interface-specific packet-filtering rules as

follows:

• Unique filters—For each set of packet-filtering rules unique to a specific interface,
configurea separate firewall filter that containsonly the filtering terms for that interface.

• Shared filters—For each set of packet-filtering rules common across two or more
interfaces, consider configuring a separate firewall filter that contains the shared

filtering terms.

TIP: When planning for a large number firewall filters to be applied using
filter lists, administratorsoftenorganize theshared filtersby filteringcriteria,
by the services to which customers subscribe, or by the purposes of the
interfaces.

Application of Filter Lists to a Router Interface

Applying a list of firewall filters to an interface is a matter of selecting the filters that

meet the packet-filtering requirements of that interface. For each interface, you can

include an input-list or output-list statement (or both) within the filter stanza to specify

the relevant filters in the order in which they are to be used:

• Include any filters that contain common filtering terms relevant to the interface.

• Include the filter that contain only the filtering terms unique to the interface.
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Interface-Specific Names for Filter Lists

Because a filter list is configured under an interface, the resulting concatenated filter is

interface-specific.

NOTE: When a filter list is configured under an interface, the resulting
concatenated filter is interface-specific, regardlesswhether the firewall filters
in the filter list are configured as interface-specific or not. Furthermore, the
instantiation of interface-specfic firewall filters not only creates separate
instances of any firewall filter counters, but also separate instances of any
policeractions.Anypolicersapplied throughanactionspecified in the firewall
filter configuration are applied separately to each interface in the interface
group.

The system-generated name of an interface-specific filter consists of the full interface

name followed by either ’-i’ for an input filter list or ’-o’ for an output filter list.

• Input filter list name—For example, if you use the input-list statement to apply a chain
of filters to logical interface ge-1/3/0.0, the Junos OS uses the following name for the
filter:

ge-1/3/0.0-i

• Output filter list name—For example, if you use the output-list statement to apply a
chain of filters to logical interface fe-0/1/2.0, the Junos OS uses the following name
for the filter:

fe-0/1/2.0-o

You can use the interface-specific name of a filter list when you enter a Junos OS

operational mode command that specifies a firewall filter name.

How Filter Lists Evaluate PacketsWhen theMatched Term Includes Terminating or Next Term
Actions

The device evaluates a packet against the filters in a list sequentially, beginning with the

first filter in the list until either a terminating action occurs or the packet is implicitly

discarded.

Table 30 on page 252 describes how a firewall filter list evaluates a packet based on

whether the matched term specifies a terminating action and the next term action. The

next term action is neither a terminating action nor a nonterminating action but a

flow control action.
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Table 30: Firewall Filter List Behavior

Packet-Filtering BehaviorTerm Description

Firewall FilterActions Included
in the Matched Term

next termTerminating

The device executes the terminating action. No
subsequent terms in the filter andno subsequent filters
in the list are used to evaluate the packet.

Thematched term includes a
terminating action (such as
discard) but not the next term
action

—Yes

The device executes any nonterminating actions, then
the device evaluates the packet against the next term
in the filter or the next filter in the list.

Thematched term includes the
next term action, but it does not
include any terminating actions.

Yes—

The device executes any nonterminating actions, then
the device implicitly accepts the packet. Because the

Thematched term includes
neither the next term action nor
any terminating actions.

——

accept action is a terminating action, no subsequent
terms in the filter and no subsequent filters in the list
are used to evaluate the packet.

For information about terminating actions, see “Firewall Filter Terminating Actions” on

page 101.

NOTE: You cannot configure the next term action with a terminating action

in the same firewall filter term.

HowFilter Lists EvaluatePacketsWhen the List IncludesProtocol-Independent and IPFirewall
Filters

On a single interface associated with a protocol-independent (family any) firewall filter

and a protocol-specific (family inet or family inet6) firewall filter simultaneously, the

protocol-independent firewall filter executes first.

The terminating action of the first filter determines whether the second filter also

evaluates the packet:

• If the first filter terminates by executing the accept action, the second filter also

evaluates the packet.

• If the first filter terminates without any termsmatching the packet (an implicit discard

action), the second filter also evaluates the packet.

• If the first filter terminates by executing an explicitdiscardaction, the second filter does

not evaluate the packet.

Related
Documentation

How Standard Firewall Filters Evaluate Packets on page 18•

• Guidelines for Applying Multiple Firewall Filters as a List on page 253

• Example: Applying Lists of Multiple Firewall Filters on page 254
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Guidelines for ApplyingMultiple Firewall Filters as a List

This topic covers the following information:

• Statement Hierarchy for Applying Lists of Multiple Firewall Filters on page 253

• Filter Input Lists and Output Lists for Router or Switch Interfaces on page 253

• Types of Filters Supported in Lists on page 253

• Restrictions on Applying Filter Lists for MPLS or Layer 2 CCC Traffic on page 254

Statement Hierarchy for Applying Lists of Multiple Firewall Filters

To apply a single filter to the input or output direction of a router (or switch) logical

interface, you include the input filter-nameoroutput filter-name statementunder the filter

stanza for a protocol family.

To apply a list of multiple filters to the input or output direction of a router (or switch)
logical interface, include the input-list [ filter-names ] or output-list [ filter-names ]
statement under the filter stanza for a protocol family:

interfaces {
interface-name {
unit logical-unit-number {
family family-name {
filter {
...filter-options...
input-list [ filter-names ];
output-list [ filter-names ];

}
}

}
}

}

You can include the interface configuration at one of the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Filter Input Lists and Output Lists for Router or Switch Interfaces

When applying a list of firewall filters as a list, the following limitations apply:

• You can specify up to 16 firewall filters for a filter input list.

• You can specify up to 16 firewall filters for a filter output list.

Types of Filters Supported in Lists

Lists ofmultiple firewall filters applied to a router (or switch) interface support standard

stateless firewall filters only. You cannot apply lists containing service filters or simple

filters to a router (or switch) interface.
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Restrictions on Applying Filter Lists for MPLS or Layer 2 CCC Traffic

When applying firewall filters that evaluate MPLS traffic (family mpls) or Layer 2 circuit

cross-connection traffic (family ccc), you can use the input-list [ filter-names ] and

output-list [ filter-names ] statements for all interfaces except the following:

• Management and internal Ethernet (fxp) interfaces

• Loopback (lo0) interfaces

• USBmodem (umd) interfaces

Related
Documentation

Understanding Multiple Firewall Filters Applied as a List on page 249•

• Example: Applying Lists of Multiple Firewall Filters on page 254

Example: Applying Lists of Multiple Firewall Filters

This example shows how to apply lists of multiple firewall filters.

• Requirements on page 254

• Overview on page 255

• Configuration on page 255

• Verification on page 258

Requirements

Before you begin, be sure that you have:

• Installed your router or switch, and supported PIC, DPC, or MPC and performed the

initial router or switch configuration.

• Configured basic Ethernet in the topology.

• Configured a logical interface to run the IP version 4 (IPv4) protocol (family inet) and

configured the logical interface with an interface address. This example uses logical

interface ge-1/3/0.0 configured with the IP address 1.1.1.2/30.

NOTE: Forcompleteness, theconfigurationsectionof thisexample includes
setting an IP address for logical interface ge-1/3/0.0.

• Verified that traffic is flowing in the topology and that ingress and egress IPv4 traffic

is flowing through logical interface ge-1/3/0.0.

• Verified that you have access to the remote host that is connected to this router’s or

switch’s logical interface ge-1/3/0.0.
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Overview

In this example, you configure three IPv4 firewall filters and apply each filter directly to

the same logical interface by using a list.

Topology

This exampleapplies the following firewall filters as a list of input filtersat logical interface

ge-1/3/0.0. Each filter contains a single term that evaluates IPv4 packets and accepts

packets based on the value of the destination port field in the TCP header:

• Filter filter_FTPmatches on the FTP port number (21).

• Filter filter_SSHmatches on the SSH port number (22).

• Filter filter_Telnetmatches on the Telnet port number (23).

If an inbound packet does not match any of the filters in the input list, the packet is

discarded.

NOTE: The JunosOSuses filters in a list in the order inwhich the filter names
appear in the list. In this simple example, the order is irrelevant because all
of the filters specify the same action.

Anyof the filters canbeapplied toother interfaces, either alone (using the inputoroutput

statement) or in combination with other filters (using the input-list or output-list

statement). The objective is to configure multiple “minimalist” firewall filters that you

can reuse in interface-specific filter lists.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

• Configure Multiple IPv4 Firewall Filters on page 256

• Apply the Filters to a Logical Interface as an Input List and an Output List on page 256

• Confirm and Commit Your Candidate Configuration on page 257

CLI Quick
Configuration

To quickly configure this example, copy the following commands into a text file, remove
any line breaks, and then paste the commands into the CLI at the [edit] hierarchy level.

set firewall family inet filter filter_FTP term 0 from protocol tcp
set firewall family inet filter filter_FTP term 0 from destination-port 21
set firewall family inet filter filter_FTP term 0 then count pkts_FTP
set firewall family inet filter filter_FTP term 0 then accept
set firewall family inet filter filter_SSH term 0 from protocol tcp
set firewall family inet filter filter_SSH term 0 from destination-port 22
set firewall family inet filter filter_SSH term 0 then count pkts_SSH
set firewall family inet filter filter_SSH term 0 then accept
set firewall family inet filter filter_Telnet term 0 from protocol tcp
set firewall family inet filter filter_Telnet term 0 from destination-port 23
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set firewall family inet filter filter_Telnet term 0 then count pkts_Telnet
set firewall family inet filter filter_Telnet term 0 then accept
set firewall family inet filter filter_discard term 1 then count pkts_discarded
set firewall family inet filter filter_discard term 1 then discard
set interfaces ge-1/3/0 unit 0 family inet address 1.1.1.2/30
set interfaces ge-1/3/0 unit 0 family inet filter input-list filter_FTP
set interfaces ge-1/3/0 unit 0 family inet filter input-list filter_SSH
set interfaces ge-1/3/0 unit 0 family inet filter input-list filter_Telnet
set interfaces ge-1/3/0 unit 0 family inet filter input-list filter_discard

Configure Multiple IPv4 Firewall Filters

Step-by-Step
Procedure

To configure the IPv4 firewall filters:

Navigate the CLI to the hierarchy level at which you configure IPv4 firewall filters.

[edit]

1.

user@host# edit firewall family inet

2. Configure the first firewall filter to count and accept packets for port 21.

[edit firewall family inet]
user@host# set filter filter_FTP term 0 from protocol tcp
user@host# set filter filter_FTP term 0 from destination-port 21
user@host# set filter filter_FTP term 0 then count pkts_FTP
user@host# set filter filter_FTP term 0 then accept

3. Configure the second firewall filter to count and accept packets for port 22.

[edit firewall family inet]
user@host# set filter filter_SSH term 0 from protocol tcp
user@host# set filter filter_SSH term 0 from destination-port 22
user@host# set filter filter_SSH term 0 then count pkt_SSH
user@host# set filter filter_SSH term 0 then accept

4. Configure the third firewall filter to count and accept packets from port 23.

[edit firewall family inet]
user@host# set filter filter_Telnet term 0 from protocol tcp
user@host# set filter filter_Telnet term 0 from destination-port 23
user@host# set filter filter_Telnet term 0 then count pkts_Telnet
user@host# set filter filter_Telnet term 0 then accept

5. Configure the last firewall filter to count the discarded packets.

[edit firewall family inet]
user@host# set filter filter_discard term 1 then count pkts_discarded
user@host# set filter filter_discard term 1 then discard

Apply the Filters to a Logical Interface as an Input List and an Output List

Step-by-Step
Procedure

To apply the six IPv4 firewall filters as a list of input filters and a list of output filters:

Navigate the CLI to the hierarchy level at which you apply IPv4 firewall filters to
logical interface ge-1/3/0.0.

[edit]

1.

user@host# edit interfaces ge-1/3/0 unit 0 family inet

Copyright © 2016, Juniper Networks, Inc.256

Firewall Filters Feature Guide for EX9200 Switches



2. Configure the IPv4 protocol family for the logical interface.

[edit interfaces ge-1/3/0 unit 0 family inet]
user@host# set address 1.1.1.2/30

3. Apply the filters as a list of input filters.

[edit interfaces ge-1/3/0 unit 0 family inet]
user@host# set filter input-list [ filter_FTP filter_SSH filter_Telnet filter_discard ]

Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configuration of the firewall filters by entering the show firewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet {
filter filter_FTP {
term 0 {
from {
protocol tcp;
destination-port 21;

}
then {
count pkts_FTP;
accept;

}
}

}
filter filter_SSH {
term 0 {
from {
protocol tcp;
destination-port 22;

}
then {
count pkts_SSH;
accept;

}
}

}
filter filter_Telnet {
term 0 {
from {
protocol tcp;
destination-port 23;

}
then {
count pkts_Telnet;
accept;

}
}
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}
filter filter_discard {
term 1 {
then {
count pkts_discarded;
discard;

}
}

}
}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-1/3/0 {
unit 0 {
family inet {
filter {
input-list [ filter_FTP filter_SSH filter_Telnet filter_discard ];

}
address 1.1.1.2/30;

}
}

}

3. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

Confirm that the configuration is working properly.

• Verifying That Inbound Packets Are Accepted Only If Destined for the FTP, SSH or

Telnet Port on page 258

Verifying That Inbound Packets Are Accepted Only If Destined for the FTP, SSH
or Telnet Port

Purpose Verify that all three filters are active for the logical interface.

Action To verify that input packets are accepted according to the three filters:

1. From the remote host that is connected to this router’s (or switch’s) logical interface

ge-1/3/0.0, send a packet with destination port number 21 in the header. The packet

should be accepted.

2. From the remote host that is connected to this router’s (or switch’s) logical interface

ge-1/3/0.0, send a packet with destination port number 23 in the header. The packet

should be accepted.
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3. From the remote host that is connected to this router’s (or switch’s) logical interface

ge-1/3/0.0, send a packet with destination port number 22 in the header. The packet

should be accepted.

4. From the remote host that is connected to this router’s (or switch’s) logical interface

ge-1/3/0.0, send a packet with a destination port number other than 21, 22, or 23. The

packet should be discarded.

5. To display counter information for the list of filters applied to the input at ge-1/3/0.0-i

enter the show firewall filter ge-1/3/0.0-i operationalmode command. The command

output displays the number of bytes and packets that match filter terms associated

with the following counters:

• pkts_FTP-ge-1/3/0.0-i

• pkts_SSH-ge-1/3/0.0-i

• pkts_Telnet-ge-1/3/0.0-i

• pkts_discard-ge-1/3/0.0-i

Related
Documentation

Understanding Multiple Firewall Filters Applied as a List on page 249•

• Guidelines for Applying Multiple Firewall Filters as a List on page 253

Example: Nesting References toMultiple Firewall Filters

This example shows how to configure nested references to multiple firewall filters.

• Requirements on page 259

• Overview on page 259

• Configuration on page 260

• Verification on page 262

Requirements

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, youconfigurea firewall filter for amatchconditionandactioncombination

that can be shared amongmultiple firewall filters. You then configure two firewall filters

that reference the first firewall filter. Later, if the common filtering criteria needs to be

changed, you would modify only the one shared firewall filter configuration.

Topology

The common_filter firewall filter discards packets that have a UDP source or destination

port field number of 69. Both of the two additional firewall filters, filter1 and filter2,

reference the common_filter.
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Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

• Configure the Nested Firewall Filters on page 260

• Apply Both Nested Firewall Filters to Interfaces on page 261

• Confirm and Commit Your Candidate Configuration on page 261

CLI Quick
Configuration

To quickly configure this example, copy the following commands into a text file, remove
any line breaks, and then paste the commands into the CLI at the [edit] hierarchy level.

set firewall family inet filter common_filter term common_term from protocol udp
set firewall family inet filter common_filter term common_term from port tftp
set firewall family inet filter common_filter term common_term then discard
set firewall family inet filter filter1 term term1 filter common-filter
set firewall family inet filter filter1 term term2 from address 192.168.0.0/16
set firewall family inet filter filter1 term term2 then reject
set firewall family inet filter filter2 term term1 filter common-filter
set firewall family inet filter filter2 term term2 from protocol udp
set firewall family inet filter filter2 term term2 from port bootps
set firewall family inet filter filter2 term term2 then accept
set interfaces ge-0/0/0 unit 0 family inet address 10.1.0.1/24
set interfaces ge-0/0/0 unit 0 family inet filter input filter1
set interfaces ge-0/0/3 unit 0 family inet address 10.1.3.1/24
set interfaces ge-0/0/0 unit 0 family inet filter input filter2

Configure the Nested Firewall Filters

Step-by-Step
Procedure

To configure two nested firewall filters that share a common filter:

Navigate the CLI to the hierarchy level at which you configure IPv4 firewall filters.

[edit]

1.

user@host# edit firewall family inet

2. Configure the common filter that will be referenced bymultiple other filters.

[edit firewall family inet]
user@host# set filter common_filter term common_term from protocol udp
user@host# set filter common_filter term common_term from port tftp
user@host# set filter common_filter term common_term then discard

3. Configure a filter that references the common filter.

[edit firewall family inet]
user@host# set filter filter1 term term1 filter common-filter
user@host# set filter filter1 term term2 from address 192.168.0.0/16
user@host# set filter filter1 term term2 then reject

4. Configure a second filter that references the common filter.

[edit firewall family inet]
user@host# set filter filter2 term term1 filter common-filter
user@host# set filter filter2 term term2 from protocol udp
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user@host# set filter filter2 term term2 from port bootps
user@host# set filter filter2 term term2 then accept

Apply Both Nested Firewall Filters to Interfaces

Step-by-Step
Procedure

To apply both nested firewall filters to logical interfaces:

Apply the first nested filter to a logical interface input.

[edit]

1.

user@host# set interfaces ge-0/0/0 unit 0 family inet address 10.1.0.1/24
user@host# set interfaces ge-0/0/0 unit 0 family inet filter input filter1

2. Apply the second nested filter to a logical interface input.

[edit]
user@host# set interfaces ge-0/0/3 unit 0 family inet address 10.1.3.1/24
user@host# set interfaces ge-0/0/0 unit 0 family inet filter input filter2

Confirm and Commit Your Candidate Configuration

Step-by-Step
Procedure

To confirm and then commit your candidate configuration:

Confirm the configuration of the firewall filter by entering the show firewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet {
filter common_filter {
term common_term {
from {
protocol udp;
port tftp;

}
then {
discard;

}
}

}
filter filter1 {
term term1 {
filter common-filter;

}
term term2 {
from {
address 192.168/16;

}
then {
reject;

}
}

}
filter filter2 {
term term1 {
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filter common-filter;
}
term term2 {
from {
protocol udp;
port bootps;

}
then {
accept;

}
}

}
}

2. Confirm the configuration of the interface by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
filter {
input filter1;

}
address 10.1.0.1/24;

}
}

}
ge-0/0/3 {
unit 0 {
family inet {
filter {
input filter2;

}
address 10.1.3.1/24;

}
}

}

3. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Verification

To confirm that the configuration is working properly, enter the show firewall filter filter1

and show firewall filter filter2 operational mode commands.

Related
Documentation

• Understanding Multiple Firewall Filters in a Nested Configuration on page 246

• Guidelines for Nesting References to Multiple Firewall Filters on page 247
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CHAPTER 8

Attaching a Single Firewall Filter to
Multiple Interfaces

• Statement Hierarchy for Applying Interface-Specific Firewall Filters on page 263

• Interface-Specific Firewall Filter Instances Overview on page 264

• Filtering Packets Received on a Set of Interface Groups Overview on page 266

• Filtering Packets Received on an Interface Set Overview on page 266

• Statement Hierarchy for Defining an Interface Set on page 267

• Statement Hierarchy for Configuring a Filter to Match on an Interface Set on page 267

• Statement Hierarchy for Configuring a Filter to Match on a Set of Interface

Groups on page 268

• Statement Hierarchy for Assigning Interfaces to Interface Groups on page 269

• Statement Hierarchy for Applying Filters to an Interface Group on page 270

• Example: Configuring Interface-Specific Firewall Filter Counters on page 270

• Example: Configuring a Stateless Firewall Filter on an Interface Group on page 275

Statement Hierarchy for Applying Interface-Specific Firewall Filters

To apply an interface-specific stateless firewall filter to a logical interface, include the
input filter-name or output filter-name statement in the filter or service-filter stanza of the
interfaces configuration:

interfaces {
interface-name {
unit unit-number {
family family-name {
filter {
input filter-name-1;
output filter-name-2;

}
service-filter {
input service-filter-name-1;
output service-filter-name-2;

}
}

}
}
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}

You can include the interface configuration at one of the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Related
Documentation

Interface-Specific Firewall Filter Instances Overview•

• Statement Hierarchy for Configuring Interface-Specific Firewall Filters on page 157

• Example: Configuring Interface-Specific Firewall Filter Counters

Interface-Specific Firewall Filter Instances Overview

This topic covers the following information:

• Instantiation of Interface-Specific Firewall Filters on page 264

• Interface-Specific Names for Firewall Filter Instances on page 265

• Interface-Specific Firewall Filter Counters on page 265

• Interface-Specific Firewall Filter Policers on page 266

Instantiation of Interface-Specific Firewall Filters

On T Series, M120, M320, MX Series routers, and EX Series switches, you can enable the

Junos OS to automatically create an interface-specific instance of a firewall filter for

each interface to which you apply the filter. If you enable interface-specific instantiation

of a firewall filter and then apply that filter to multiple interfaces, any count actions or

policer actions configured in the filter terms act on the traffic stream entering or exiting

each individual interface, regardless of the sum of traffic on themultiple interfaces.

You can enable this option per firewall filter by including the interface-specific statement

in the filter configuration.

NOTE: On T Series, M120, M320, MX Series routers, and EX Series switches,
interfaces are distributed amongmultiple packet-forwarding components.

Interface-specific firewall filtering is not supported on M Series routers other than the

M120 andM320 routers. If you apply a firewall filter tomultiple interfaces on anM Series

router other than the M120 or M320 routers, the filter acts on the sum of traffic entering

or exiting those interfaces.

Interface-specific firewall filtering is supported for standard stateless firewall filters and

for service filters. Interface-specific instances are not supported for simple filters.
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Interface-Specific Names for Firewall Filter Instances

When the Junos OS creates a separate instance of a firewall filter for a logical interface,

the instance is associate with an interface-specific name. The system-generated name

of a firewall filter instance consists of the name of the configured filter followed by a

hyphen (’-’), the full interface name, and either ’-i’ for an input filter instance or ’-o’ for an

output filter instance.

• Input filter instance name—For example, if you apply the interface-specific firewall
filter filter_s_tcp to the input at logical interface at-1/1/1.0, the Junos OS instantiates
an interface-specific filter instance with the following system-generated name:

filter_s_tcp-at-1/1/1.0-i

• Output filter instance name—For example, if you apply the interface-specific firewall
filter filter_s_tcp to the output at logical interface ge-2/2/2.2, the JunosOS instantiates
an interface-specific filter instance with the following system-generated name:

count_s_tcp-ge-2/2/2.2-o

You can use the interface-specific name of a filter instance when you enter a Junos OS

operational mode command that specifies a stateless firewall filter name.

TIP: When you configure a firewall filter with interface-specific instances
enabled, we recommend you limit the filter name to 52 bytes in length. This
is because firewall filter names are restricted to 64 bytes in length. If a
system-generated filter instance name exceeds this maximum length, the
policy framework softwaremight reject the instance name.

Interface-Specific Firewall Filter Counters

Instantiation of interface-specific firewall filters causes the Packet Forwarding Engine

to maintain any counters for the firewall filter separately for each interface. You specify

interface-specific counters per firewall filter term by specifying the count counter-name

non-terminating action.

The system-generated name of an interface-specific firewall filter counter consists of

the name of the configured counter followed by a hyphen (’-’), the full interface name,

and either ’-i’ for an input filter instance or ’-o’ for an output filter instance.

• Interface-specific input filter counter name—For example, suppose you configure the
filter counter count_tcp for an interface-specific firewall filter. If the filter is applied to
the input at logical interface at-1/1/1.0, the Junos OS creates the following
system-generated counter name:

count_tcp-at-1/1/1.0-i
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• Interface-specific output filter counter name—For example, suppose you configure
the filter counter count_udp for an interface-specific firewall filter. If the filter is applied
to the output at logical interface ge-2/2/2.2, the Junos OS creates the following
system-generated counter name:

count_udp-ge-2/2/2.2-o

Interface-Specific Firewall Filter Policers

Instantiation of interface-specific firewall filters not only creates separate instances of

any firewall filter counters but also creates separate instances of any policer actions.

Any policers applied through an action specified in the firewall filter configuration are

applied separately to each interface in the interface group. You specify interface-specific

policers per firewall filter term by specifying the policer policer-name non-terminating

action.

Related
Documentation

Statement Hierarchy for Configuring Interface-Specific Firewall Filters on page 157•

• Statement Hierarchy for Applying Interface-Specific Firewall Filters on page 245

• Example: Configuring Interface-Specific Firewall Filter Counters

Filtering Packets Received on a Set of Interface Groups Overview

You can configure a firewall filter term that matches packets tagged for a specified

interface group or set of interface groups. An interface group consists of one or more

logical interfaces with the same group number. Packets received on an interface in an

interface group are tagged as being part of that group.

For standard stateless firewall filters, you can filter packets received on an interface

group for IPv4, IPv6, virtual private LAN service ( VPLS), Layer 2 circuit cross-connection

(CCC), and Layer 2 bridging traffic. For service filters, you can filter packets received on

an interface group for either IPv4 or IPv6 traffic.

NOTE: You can also configure a firewall filter term that matches on packets
tagged for a specified interface set. For more information, see “Filtering
Packets Received on an Interface Set Overview” on page 266.

Related
Documentation

Statement Hierarchy for Assigning Interfaces to Interface Groups on page 269•

• Statement Hierarchy for Configuring a Filter to Match on a Set of Interface Groups on

page 268

• Example: Configuring a Stateless Firewall Filter on an Interface Group on page 275

Filtering Packets Received on an Interface Set Overview

You can configure a standard stateless firewall filter term that matches packets tagged

for a specified interface set. An interface set groups two or more physical or logical
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interfaces into a single interface-set name. You can filter packets received on an

interface set for protocol-independent, IPv4, IPv6, MPLS, VPLS, or bridging traffic.

NOTE: You can also configure a standard stateless firewall filter term or a
service filter term that matches on packets tagged for a specified
interface group. For more information, see “Filtering Packets Received on a
Set of Interface Groups Overview” on page 266.

Related
Documentation

Statement Hierarchy for Defining an Interface Set on page 267•

• Statement Hierarchy for Configuring a Filter to Match on an Interface Set on page 267

• Example: Configuring a Rate-Limiting Filter Based on Destination Class on page 194

• Example: Filtering Packets Received on an Interface Set on page 134

Statement Hierarchy for Defining an Interface Set

To configure a named group of interfaces that can be referenced in a stateless firewall
filter match condition, use the interface-set statement to define the interface-set name
and two or more interfaces:

firewall {
interface-set interface-set-name {
interface-name;

}
}

You can include the statements at one of the following hierarchy levels:

• [edit firewall]

• [edit logical-systems logical-system-name firewall]

To specify that the interface set contains all interfaces of a particular type, you can use

the ’*’ (asterisk) wildcard character. For example, use fe-* to specify all Fast Ethernet

interfaces.

Related
Documentation

Filtering Packets Received on an Interface Set Overview on page 266•

• Statement Hierarchy for Configuring a Filter to Match on an Interface Set on page 267

• Example: Configuring a Rate-Limiting Filter Based on Destination Class on page 194

• Example: Filtering Packets Received on an Interface Set on page 134

Statement Hierarchy for Configuring a Filter to Match on an Interface Set

To configure a standard stateless firewall filter that matches packets tagged for a
specified interface group or set of interface groups, configure a filter term that uses the
interface-group interface-group-namematch condition:

firewall {
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family (any | inet | inet6 | mpls | vpls | bridge) {
filter filter-name {
term term-name {
from {
interface-set interface-set-name;

}
then {
filter-actions;

}
}

}
}

}

NOTE: The interface set, forwhich the interface-set-name variable is defined,

cannot contain dynamic interfaces because it supports only static interfaces
when it is used in the filter's match condition.

Related
Documentation

Filtering Packets Received on an Interface Set Overview on page 266•

• Statement Hierarchy for Defining an Interface Set on page 267

• Example: Configuring a Rate-Limiting Filter Based on Destination Class on page 194

• Example: Filtering Packets Received on an Interface Set on page 134

Statement Hierarchy for Configuring a Filter to Match on a Set of Interface Groups

You can configure a standard stateless firewall filter or a service filter term thatmatches

packets tagged for a specified interface group or set of interface groups.

To configure a standard stateless firewall filter that matches packets tagged for a
specified interface group or set of interface groups, configure a filter term that uses the
interface-group interface-group-numbermatch condition:

firewall {
family (inet | inet6 | vpls | ccc | bridge) {
filter filter-name {
term term-name {
from {
interface-group interface-group-number;

}
then {
filter-actions;

}
}

}
}

}
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To configure a service filter that matches packets tagged for a specified interface group
or set of interface groups, configure a filter term that uses the interface-group
interface-group-namematch condition:

firewall {
family (inet | inet6) {
service-filter filter-name {
term term-name {
from {
interface-group interface-group-number;

}
then {
service-filter-actions;

}
}

}
}

}

You can configure the firewall filter at one of the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Related
Documentation

Filtering Packets Received on a Set of Interface Groups Overview on page 266•

• Statement Hierarchy for Assigning Interfaces to Interface Groups on page 269

• Example: Configuring a Stateless Firewall Filter on an Interface Group on page 275

Statement Hierarchy for Assigning Interfaces to Interface Groups

To assign a logical interface to an interface group, specify the group number by including
the group interface-group-number statement in the filter stanza:

interfaces {
interface-name {
unit unit-number {
family ( inet | inet6 | vpls | ccc | bridge) {
filter {
group interface-group-number;

}
}

}
}

}

NOTE: The number 0 is not a valid number for an interface group.

You can configure the firewall filter at one of the following hierarchy levels:

• [edit]
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• [edit logical-systems logical-system-name]

Related
Documentation

Filtering Packets Received on a Set of Interface Groups Overview on page 266•

• Statement Hierarchy for Configuring a Filter to Match on a Set of Interface Groups on

page 268

• Example: Configuring a Stateless Firewall Filter on an Interface Group on page 275

Statement Hierarchy for Applying Filters to an Interface Group

To apply a standard stateless firewall filter to an interface group, include the
input filter-name or output filter-name in the filter stanza:

interfaces {
interface-name {
unit unit-number {
family family-name {
...
filter {
input filter-name;
output filter-name;

}
}

}
}

}

You can include the interface configuration at one of the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Related
Documentation

Interface-Specific Firewall Filter Instances Overview•

• Statement Hierarchy for Assigning Interfaces to Interface Groups on page 269

• Statement Hierarchy for Configuring a Filter to Match on a Set of Interface Groups on

page 268

• Example: Configuring a Stateless Firewall Filter on an Interface Group on page 275

Example: Configuring Interface-Specific Firewall Filter Counters

This example shows how to configure and apply an interface-specific standard stateless

firewall filter.

• Requirements on page 271

• Overview on page 271

• Configuration on page 271

• Verification on page 274
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Requirements

Interface-specific stateless firewall filters are supported on T Series, M Series, MX Series

and PTX Series routers, and on EX Series switches only.

No special configuration beyond device initialization is required before configuring this

example.

Overview

In this example, you create an interface-specific stateless firewall filter that counts and

accepts packets with source or destination addresses in a specified prefix and the

IP protocol type field set to a specific value.

Topology

You configure the interface-specific stateless firewall filter filter_s_tcp to count and

accept packets with IP source or destination addresses in the 10.0.0.0/12 prefix and the

IP protocol type field set to tcp (or the numeric value 6).

The name of the firewall filter counter is count_s_tcp.

You apply the firewall filter to multiple logical interfaces:

• at-1/1/1.0 input

• ge-2/2/2.2 output

Applying the filter to these two interfaces results in two instances of the filter:

filter_s_tcp-at-1/1/1.0-i and filter_s_tcp-ge-2/2/2.2-o, respectively.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configure the Interface-Specific Firewall Filter on page 272

• Apply the Interface-Specific Firewall Filter to Multiple Interfaces on page 272

• Confirm Your Candidate Configuration on page 272

• Clear the Counters and Commit Your Candidate Configuration on page 273

CLI Quick
Configuration

To quickly configure this example, copy the following commands into a text file, remove
any line breaks, and then paste the commands into the CLI at the [edit] hierarchy level.

set firewall family inet filter filter_s_tcp interface-specific
set firewall family inet filter filter_s_tcp term 1 from address 10.0.0.0/12
set firewall family inet filter filter_s_tcp term 1 from protocol tcp
set firewall family inet filter filter_s_tcp term 1 then count count_s_tcp
set firewall family inet filter filter_s_tcp term 1 then accept
set interfaces at-1/1/1 unit 0 family inet filter input filter_s_tcp
set interfaces ge-2/2/2 unit 2 family inet filter output filter_s_tcp
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Configure the Interface-Specific Firewall Filter

Step-by-Step
Procedure

To configure the interface-specific firewall filter:

Create the IPv4 firewall filter filter_s_tcp.

[edit]

1.

user@host# edit firewall family inet filter filter_s_tcp

2. Enable interface-specific instances of the filter.

[edit firewall family inet filter filter_s_tcp]
user@host# set interface-specific

3. Configure the match conditions for the term.

[edit firewall family inet filter filter_s_tcp]
user@host# set term 1 from address 10.0.0.0/12
user@host# set term 1 from protocol tcp

4. Configure the actions for the term.

[edit firewall family inet filter filter_s_tcp]
user@host# set term 1 then count count_s_tcp
user@host# set term 1 then accept

Apply the Interface-Specific Firewall Filter to Multiple Interfaces

Step-by-Step
Procedure

To apply the filter filter_s_tcp to logical interfaces at-1/1/1.0 and ge-2/2/2.2:

Apply the interface-specific filter to packets received on logical interface at-1/1/1.0.

[edit]

1.

user@host# set interfaces at-1/1/1 unit 0 family inet filter input filter_s_tcp

2. Apply the interface-specific filter to packets transmitted from logical interface
ge-2/2/2.2.

[edit]
user@host# set interfaces ge-2/2/2 unit 2 family inet filter output filter_s_tcp

Confirm Your Candidate Configuration

Step-by-Step
Procedure

To confirm your candidate configuration:

Confirm the configurationof the stateless firewall filter by entering the showfirewall
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]

1.

user@host# show firewall
family inet {
filter filter_s_tcp {
interface-specific;
term 1 {
from {
address {
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10.0.0.0/12;
}
protocol tcp;

}
then {
count count_s_tcp;
accept;

}
}

}
}

2. Confirm the configuration of the interfaces by entering the show interfaces
configurationmodecommand. If thecommandoutputdoesnotdisplay the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
at-1/1/1 {
unit 0
family inet {
filter {
input filter_s_tcp;

}
}

]
}
ge-2/2/2 {
unit 2
family inet {
filter {
output filter_s_tcp;

}
}

}
}

Clear the Counters and Commit Your Candidate Configuration

Step-by-Step
Procedure

To clear the counters and commit your candidate configuration:

From operational commandmode, use the clear firewall all command to clear the

statistics for all firewall filters.

1.

To clear only the counters used in this example, include the interface-specific filter
instance names:

[edit]
user@host> clear firewall filter filter_s_tcp-at-1/1/1.0-i
user@host> clear firewall filter filter_s_tcp-ge-2/2/2.2-o

2. Commit your candidate configuration.

[edit]
user@host# commit
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Verification

Confirm that the configuration is working properly.

• Verifying That the Filter Is Applied to Each of the Multiple Interfaces on page 274

• Verifying That the Counters Are Collected Separately by Interface on page 274

Verifying That the Filter Is Applied to Each of theMultiple Interfaces

Purpose Verify that the filter is applied to each of the multiple interfaces.

Action Run the show interfaces command with the detail or extensive output level.

1. Verify that the filter is applied to the input for at-1/1/1.0:

user@host> show interfaces at-1/1/1 detail
Physical interface: at-1/1/1, Enabled, Physical link is Up
  Interface index: 300, SNMP ifIndex: 194, Generation: 183

...
  Logical interface at-1/1/1.0 (Index 64) (SNMP ifIndex 204) (Generation 5)
    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: ATM-SNAP

...
    Protocol inet, MTU: 4470, Generation: 13, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Input Filters: filter_s_tcp-at-1/1/1.0-i,,,,,

2. Verify that the filter is applied to the output for ge-2/2/2.2:

user@host> show interfaces ge-2/2/2 detail
Physical interface: ge-2/2/2, Enabled, Physical link is Up
  Interface index: 129, SNMP ifIndex: 502, Generation: 132

...
  Logical interface ge-2/2/2.2 (Index 70) (SNMP ifIndex 536) (Generation 135)

    Flags: Point-To-Point SNMP-Traps 0x4000 Encapsulation: PPP

...
    Protocol inet, MTU: 4470, Generation: 146, Route table: 0
      Flags: Sendbcast-pkt-to-re
      Output Filters: filter_s_tcp-ge-2/2/2.2-o,,,,,

Verifying That the Counters Are Collected Separately by Interface

Purpose Make sure that the count_s_tcp counters are collected separately for the two logical

interfaces.

Action Run the show firewall command.

user@host> show firewall filter filter_s_tcp
Filter: filter_s_tcp                                           
Counters:
Name                            Bytes             Packets
count_s_tcp-at-1/1/1.0-i          420                   5
count_s_tcp-ge-2/2/2.2-o         8888                 101
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Related
Documentation

Interface-Specific Firewall Filter Instances Overview•

• Statement Hierarchy for Configuring Interface-Specific Firewall Filters on page 157

• Statement Hierarchy for Applying Interface-Specific Firewall Filters on page 245

Example: Configuring a Stateless Firewall Filter on an Interface Group

Firewall filtersareessential for securinganetworkandsimplifyingnetworkmanagement.

In Junos OS, you can configure a stateless firewall filters to control the transit of data

packets through the systemand tomanipulatepacketsasnecessary. Applyinga stateless

firewall filter to an interface grouphelps to filter packets transiting througheach interface

in the interface group. This example showshow to configure a standard stateless firewall

filter to match packets tagged for a particular interface group.

• Requirements on page 275

• Overview on page 275

• Configuration on page 276

• Verification on page 279

Requirements

This example uses the following hardware and software components:

• Any two JuniperNetworks routers or switches that are physically or logically connected

to each other through interfaces belonging to a routing instance

• Junos OS Release 7.4 or later

Overview

You can apply a stateless firewall filter to an interface group to apply it across all the

interfaces in the interface group. This helps you tomanage the packet filtering on various

interfaces simultaneously.

In this example, you configure two router or switch interfaces to belong to the interface

group. You also configure a stateless firewall filter with three terms. In term term1, the

filter matches packets that have been tagged as received on that interface group and

contain an ICMP protocol tag. The filter counts, logs, and rejects packets that match the

conditions. In term term2, the filter matches packets that contain the ICMP protocol tag.

The filter counts, logs, and accepts all packets that match the condition. In term term3,

the filter counts all the transit packets.

By applying the firewall filter to the routing instance, you can simultaneously apply the

filteringmechanismon all the interfaces in the interface group. For this to happen, all the

interfaces in the interface groupmust belong to a single routing instance.

NOTE: When you apply a firewall filter to a loopback interface, the interface
filters all the packets destined to the Routing Engine.
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Figure 5: Configuring a Stateless Firewall Filter on an Interface Group

CLI Quick Configuration shows the configuration for all of the devices in

Figure 5 on page 276. The section Step-by-StepProcedure describes the steps onDevice

R1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,

and then enter commit from configuration mode.

Device R0 set interfaces ge-0/0/0 unit 0 family inet address 17.1.1.1/30
set interfaces ge-0/0/1 unit 0 family inet address 19.1.1.1/30
set interfaces ge-0/0/2 unit 0 family inet address 20.1.1.1/30
set interfaces lo0 unit 0 family inet address 10.0.0.1/32

Device R1 set firewall family inet filter filter_if_group term term1 from interface-group 1
set firewall family inet filter filter_if_group term term1 from protocol icmp
set firewall family inet filter filter_if_group term term1 then count if_group_counter1
set firewall family inet filter filter_if_group term term1 then log
set firewall family inet filter filter_if_group term term1 then reject
set firewall family inet filter filter_if_group term term2 from protocol icmp
set firewall family inet filter filter_if_group term term2 then count if_group_counter2
set firewall family inet filter filter_if_group term term2 then log
set firewall family inet filter filter_if_group term term2 then accept
set firewall family inet filter filter_if_group term term3 then count default
set interfaces ge-0/0/0 unit 0 family inet filter group 1
set interfaces ge-0/0/0 unit 0 family inet address 17.1.1.2/30
set interfaces ge-0/0/1 unit 0 family inet address 19.1.1.2/30
set interfaces ge-0/0/2 unit 0 family inet filter group 1
set interfaces ge-0/0/2 unit 0 family inet address 20.1.1.2/30
set interfaces lo0 unit 0 family inet address 20.0.0.1/32
set forwarding-options family inet filter input filter_if_group
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Configure and Apply the Stateless Firewall Filter on an Interface Group

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5 in the CLI User Guide.

To configure the stateless firewall filter filter_if_group on an interface group:

1. Create the stateless firewall filter filter_if_group.

[edit firewall]
user@R1# edit family inet filter filter_if_group

2. Configure the interfaces and assign two interfaces to interface group 1.

[edit interfaces]
user@R1# set ge-0/0/0 unit 0 family inet filter group 1
user@R1# set ge-0/0/0 unit 0 family inet address 17.1.1.2/30

user@R1# set ge 0/0/1 unit 0 family inet address 19.1.1.2/30

user@R1# set ge-0/0/2 unit 0 family inet filter group 1
user@R1# set ge-0/0/2 unit 0 family inet address 20.1.1.2/30

user@R1# set lo0 unit 0 family inet address 20.0.0.1/32

3. Configure term term1 to match packets received on interface group 1 and with the
ICMP protocol.

[edit firewall]
user@R1# set family inet filter filter_if_group term term1 from interface-group 1
user@R1# set family inet filter filter_if_group term term1 from protocol icmp

4. Configure term term1 to count, log, and reject all the matching packets.

[edit firewall]
user@R1#set family inet filter filter_if_grouptermterm1 thencount if_group_counter1
user@R1# set family inet filter filter_if_group term term1 then log
user@R1# set family inet filter filter_if_group term term1 then reject

5. Configure term term2 to match packets with the ICMP protocol.

[edit firewall]
user@R1# set family inet filter filter_if_group term term2 from protocol icmp

6. Configure term term2 to count, log, and accept all the matching packets.

[edit firewall]
user@R1#set family inet filter filter_if_grouptermterm2thencount if_group_counter2
user@R1# set family inet filter filter_if_group term term2 then log
user@R1# set family inet filter filter_if_group term term2 then accept

7. Configure term term3 to count all the transit packets.

[edit firewall]
user@R1# set family inet filter filter_if_group term term3 then count default
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8. Apply the firewall filter to the router’s (or switch’s) interface group by applying it to
the routing instance.

[edit]
user@R1# set forwarding-options family inet filter input filter_if_group

9. If you are done configuring the device, commit your candidate configuration.

[edit]
user@host# commit

Results

Fromconfigurationmode, confirmyour configurationby issuing the showinterfaces, show

firewall, and show forwarding-options commands. If the output does not display the

intendedconfiguration, repeat the instructions in this example tocorrect theconfiguration.

[edit]
user@R1# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
filter {
group 1;

}
address 17.1.1.2/30;

}
}

}
ge-0/0/1 {
unit 0 {
family inet {
address 19.1.1.2/30;

}
}

}
ge-0/0/2 {
unit 0 {
family inet {
filter {
group 1;

}
address 20.1.1.2/30;

}
}

}
lo0 {
unit 0 {
family inet {
address 20.0.0.1/32;

}
}

}

[edit]
user@R1# show firewall
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family inet {
filter filter_if_group {
term term1 {
from {
interface-group 1;
protocol icmp;

}
then {
count if_group_counter1;
log;
reject;

}
}
term term2 {
from {
protocol icmp;

}
then {
count if_group_counter2;
log;
accept;

}
}
term term3 {
then count default;

}
}

}

[edit]
user@R1# show forwarding-options
family inet {
filter {
input filter_if_group;

}
}

Verification

Confirm that the configuration is working properly.

• Verifying the Configuration of the Interfaces on page 279

• Verifying Stateless Firewall Filter Configuration on page 280

Verifying the Configuration of the Interfaces

Purpose Verify that the interfaces are properly configured.

Action To display the state of the interfaces, use the show interfaces terse operational mode

command.

Device R0

user@R0> show interfaces terse
Interface               Admin Link Proto    Local                 Remote
ge-0/0/0                up    up

279Copyright © 2016, Juniper Networks, Inc.

Chapter 8: Attaching a Single Firewall Filter to Multiple Interfaces



ge-0/0/0.0              up    up   inet     17.1.1.1/30     
                                   multiservice
ge-0/0/1                up    up
ge-0/0/1.0              up    up   inet     19.1.1.1/30     
                                   multiservice
ge-0/0/2                up    up
ge-0/0/2.0              up    up   inet     20.1.1.1/30     
                                   multiservice
lo0                     up    up
lo0.0                   up    up   inet     10.0.0.1            --> 0/0

Device R1

user@R1> show interfaces terse
Interface               Admin Link Proto    Local                 Remote
ge-0/0/0                up    up
ge-0/0/0.0              up    up   inet     17.1.1.2/30     
                                   multiservice
...
ge-0/0/1                up    up
ge-0/0/1.0              up    up   inet     19.1.1.2/30     
                                   multiservice
ge-0/0/2                up    up
ge-0/0/2.0              up    up   inet     20.1.1.2/30     
                                   multiservice
...

Meaning All the interfaces on Devices R0 and R1 are physically connected and up. The interface

group 1 on Device R1 consists of two interfaces, namely ge-0/0/0.0 and ge-0/0/2.0.

Verifying Stateless Firewall Filter Configuration

Purpose Verify that the firewall filter match conditions are configured properly.

Action To display the firewall filter counters, enter the show firewall filter filter_if_group

operational mode command.

•

user@R1> show firewall filter filter_if_group

Filter: filter_if_group                                        
Counters:
Name                                                Bytes              Packets
default                                            192975                 3396
if_group_counter1                                    2520                   30
if_group_counter2                                    2604                   41

• To display the local log of packet headers for packets evaluated by the firewall filter,

enter the show firewall log operational mode command.

user@R1> show firewall log
Log :
Time      Filter    Action Interface     Protocol        Src Addr             
            Dest Addr
22:27:33  pfe       A      lo0.0         ICMP            20.1.1.2             
            20.1.1.1
22:27:33  pfe       R      ge-0/0/2.0    ICMP            20.1.1.1             
            20.1.1.2
22:27:32  pfe       A      lo0.0         ICMP            20.1.1.2             
            20.1.1.1
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22:27:32  pfe       R      ge-0/0/2.0    ICMP            20.1.1.1             
            20.1.1.2
22:27:31  pfe       A      lo0.0         ICMP            20.1.1.2             
            20.1.1.1
22:27:31  pfe       R      ge-0/0/2.0    ICMP            20.1.1.1             
            20.1.1.2
22:27:30  pfe       A      lo0.0         ICMP            20.1.1.2             
            20.1.1.1
22:27:30  pfe       R      ge-0/0/2.0    ICMP            20.1.1.1             
            20.1.1.2
22:27:29  pfe       A      lo0.0         ICMP            20.1.1.2             
            20.1.1.1
22:27:29  pfe       A      lo0.0         ICMP            20.1.1.2             
            20.1.1.1
22:27:29  pfe       R      ge-0/0/2.0    ICMP            20.1.1.1             
            20.1.1.2
22:27:21  pfe       A      ge-0/0/1.0    ICMP            19.1.1.1             
            19.1.1.2
22:27:20  pfe       A      ge-0/0/1.0    ICMP            19.1.1.1             
            19.1.1.2
22:27:19  pfe       A      ge-0/0/1.0    ICMP            19.1.1.1             
            19.1.1.2
22:27:18  pfe       A      ge-0/0/1.0    ICMP            19.1.1.1             
            19.1.1.2
22:27:04  pfe       A      lo0.0         ICMP            17.1.1.2             
            17.1.1.1
22:27:04  pfe       R      ge-0/0/0.0    ICMP            17.1.1.1             
            17.1.1.2
22:27:04  pfe       A      lo0.0         ICMP            17.1.1.2             
            17.1.1.1
22:27:04  pfe       R      ge-0/0/0.0    ICMP            17.1.1.1             
            17.1.1.2
22:27:02  pfe       A      lo0.0         ICMP            17.1.1.2             
            17.1.1.1
22:27:02  pfe       R      ge-0/0/0.0    ICMP            17.1.1.1             
            17.1.1.2
22:27:01  pfe       A      lo0.0         ICMP            17.1.1.2             
            17.1.1.1
22:27:01  pfe       R      ge-0/0/0.0    ICMP            17.1.1.1             
            17.1.1.2
22:27:00  pfe       A      lo0.0         ICMP            17.1.1.2             
            17.1.1.1
22:27:00  pfe       R      ge-0/0/0.0    ICMP            17.1.1.1             
            17.1.1.2
22:24:48  filter_if_group A fxp0.0       ICMP            10.92.16.2           
            10.92.26.176

• Tomake sure that the firewall filters are active on interface group 1 on Device R1, use

the ping <address> operational mode command on the CLI of Device R0.

user@R0> ping 17.1.1.2
PING 17.1.1.2 (17.1.1.2): 56 data bytes
36 bytes from 17.1.1.2: Communication prohibited by filter
Vr HL TOS  Len   ID Flg  off TTL Pro  cks      Src      Dst
 4  5  00 0054 f46b   0 0000  40  01 6239 17.1.1.1  17.1.1.2 

36 bytes from 17.1.1.2: Communication prohibited by filter
Vr HL TOS  Len   ID Flg  off TTL Pro  cks      Src      Dst
 4  5  00 0054 f479   0 0000  40  01 622b 17.1.1.1  17.1.1.2 

36 bytes from 17.1.1.2: Communication prohibited by filter
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Vr HL TOS  Len   ID Flg  off TTL Pro  cks      Src      Dst
 4  5  00 0054 f487   0 0000  40  01 621d 17.1.1.1  17.1.1.2 

user@R0> ping 20.1.1.2
PING 20.1.1.2 (20.1.1.2): 56 data bytes
36 bytes from 20.1.1.2: Communication prohibited by filter
Vr HL TOS  Len   ID Flg  off TTL Pro  cks      Src      Dst
 4  5  00 0054 f5bd   0 0000  40  01 5ae7 20.1.1.1  20.1.1.2 

36 bytes from 20.1.1.2: Communication prohibited by filter
Vr HL TOS  Len   ID Flg  off TTL Pro  cks      Src      Dst
 4  5  00 0054 f5cd   0 0000  40  01 5ad7 20.1.1.1  20.1.1.2 

36 bytes from 20.1.1.2: Communication prohibited by filter
Vr HL TOS  Len   ID Flg  off TTL Pro  cks      Src      Dst
 4  5  00 0054 f5d9   0 0000  40  01 5acb 20.1.1.1  20.1.1.2 

36 bytes from 20.1.1.2: Communication prohibited by filter
Vr HL TOS  Len   ID Flg  off TTL Pro  cks      Src      Dst
 4  5  00 0054 f5f6   0 0000  40  01 5aae 20.1.1.1  20.1.1.2

• Tomake sure that the firewall filter is not applied on an interface that is not in interface

group 1, use the ping <address> operational mode command on the CLI of Device R0.

user@R0> ping 19.1.1.2
PING 19.1.1.2 (19.1.1.2): 56 data bytes
64 bytes from 19.1.1.2: icmp_seq=0 ttl=64 time=8.689 ms
64 bytes from 19.1.1.2: icmp_seq=1 ttl=64 time=4.076 ms
64 bytes from 19.1.1.2: icmp_seq=2 ttl=64 time=8.501 ms
64 bytes from 19.1.1.2: icmp_seq=3 ttl=64 time=3.954 ms
...

Meaning The stateless firewall filter is applied to all interfaces in interface group 1. The term term1

match condition in the stateless firewall filter counts, logs, and rejects packets that are

received on or sent from the interfaces in interface group 1 and with a source ICMP

protocol.The term term2matchconditionmatchespackets taggedwith the ICMPprotocol

and counts, logs, and accepts those packets. The term term3match condition counts

all the transit packets.

Related
Documentation

• Filtering Packets Received on a Set of Interface Groups Overview on page 266

• Statement Hierarchy for Assigning Interfaces to Interface Groups on page 269

• Statement Hierarchy for Configuring a Filter to Match on a Set of Interface Groups on

page 268
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CHAPTER 9

Configuring Service Filters

• Service Filter Overview on page 283

• How Service Filters Evaluate Packets on page 284

• Guidelines for Configuring Service Filters on page 286

• Guidelines for Applying Service Filters on page 288

• Example: Configuring and Applying Service Filters on page 291

• Service Filter Match Conditions for IPv4 or IPv6 Traffic on page 296

• Service Filter Terminating Actions on page 303

• Service Filter Nonterminating Actions on page 303

Service Filter Overview

This topic covers the following information:

• Services on page 283

• Service Rules on page 283

• Service Rule Refinement on page 284

• Service Filter Counters on page 284

Services

The Adaptive Services Physical Interface Cards (PICs), Multiservices PICs, and

Multiservices Dense Port Concentrators (DPCs) provide adaptive services interfaces.

Adaptive services interfaces enable you to coordinate a special range of services on a

single PIC or DPC by configuring a set of services and applications.

NOTE: Service filters are not supported on T4000 routers.

Service Rules

A service set is an optional definition you can apply to the traffic at an adaptive services

interface. A service set enables you to configure combinations of directional rules and

default settings that control the behavior of each service in the service set.
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Service Rule Refinement

When you apply a service set to the traffic at an adaptive services interface, you can

optionally use service filters to refine the target of the set of services and also to process

traffic. Service filters enable you to manipulate traffic by performing packet filtering to

a defined set of services on an adaptive services interface before the traffic is delivered

to its destination. You can apply a service filter to traffic before packets are accepted for

input or output service processing or after packets return from input service processing.

Service Filter Counters

Like standard firewall filters, service filters support counting of matched packets. When

you display counters for a service filter, however, the syntax for specifying the filter name

includes the name of the service set to which the service filter is applied.

• To enable counting of the packets matched by a service filter term, specify the

count counter-name nonterminating action in that term.

• To display counters for service filters, use the show firewall filter filter-name <counter
counter-name> operational mode command, and specify the filter-name as follows:

__service-service-set-name:service-filter-name

For example, supposeyouconfigurea service filter namedout_filterwithacounter named
out_counter and apply that service filter to a logical interface to direct certain packets
for processing by the output services associated with the service set nat_set. In this
scenario, the syntax for using the show firewall operational mode command to display
the counter is as follows:

[edit]
user@host> show firewall filter __service-nat_set:out_filter counter out_counter

Related
Documentation

Stateless Firewall Filter Types on page 8•

• How Service Filters Evaluate Packets on page 284

• Guidelines for Configuring Service Filters on page 286

• Guidelines for Applying Service Filters on page 288

• Example: Configuring and Applying Service Filters on page 291

• Adaptive Services Overview

• Configuring Service Sets to be Applied to Services Interfaces

• Configuring Service Rules

HowService Filters Evaluate Packets

This topic covers the following information:

• Service Filters That Contain a Single Term on page 285

• Service Filters That Contain Multiple Terms on page 285
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• Service Filter Terms That Do Not Contain Any Match Conditions on page 285

• Service Filter Terms That Do Not Contain Any Actions on page 285

• Service Filter Default Action on page 285

Service Filters That Contain a Single Term

For a service filter that consists of a single term, the policy framework software evaluates

a packet as follows:

• If the packet matches all the conditions, the actions are taken.

• If the packet matches all the conditions and no actions are specified, the packet is

accepted.

• If the packet does not match all the conditions, it is discarded.

Service Filters That Contain Multiple Terms

Foraservice filter that consistsofmultiple terms, thepolicy framework softwareevaluates

a packet against the terms in the filter sequentially, beginning with the first term in the

filter, until either the packet matches all the conditions in one of the terms or there are

nomore terms in the filter.

• If thepacketmatchesall theconditions ina term, theactions in that termareperformed

and evaluation of the packet ends at that term. Any subsequent terms in the filter are

not used.

• If the packet does not match all the conditions in the term, evaluation of the packet

proceeds to the next term in the filter.

Service Filter Terms That Do Not Contain AnyMatch Conditions

For service filters with a single term and for filters with multiple terms, if a term does not

contain any match conditions, the actions are taken on any packet evaluated.

Service Filter Terms That Do Not Contain Any Actions

If a term does not contain any actions, and if the packet matches the conditions in the

term, the packet is accepted.

Service Filter Default Action

Each service filter has an implicit skip action at the end of the filter, which is equivalent
to including the following example term explicit_skip as the final term in the service filter:

term explicit_skip {
then skip;

}

By default, if a packet matches none of the terms in a service filter, the packet bypasses

service processing.

Related
Documentation

Service Filter Overview on page 283•
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• Guidelines for Configuring Service Filters on page 286

• Guidelines for Applying Service Filters on page 288

• Example: Configuring and Applying Service Filters on page 291

Guidelines for Configuring Service Filters

This topic covers the following information:

• Statement Hierarchy for Configuring Service Filters on page 286

• Service Filter Protocol Families on page 286

• Service Filter Names on page 286

• Service Filter Terms on page 287

• Service Filter Match Conditions on page 287

• Service Filter Terminating Actions on page 287

Statement Hierarchy for Configuring Service Filters

To configure a service filter, include the service-filter service-filter-name statement at the
[edit firewall family (inet | inet6)] hierarchy level:

[edit]
firewall {
family (inet | inet6) {
service-filter service-filter-name {
term term-name {
from {
match-conditions;

}
then {
actions;

}
}

}
}

}

Individual statements supported under the service-filter service-filter-name statement

are described separately in this topic and are illustrated in the example of configuring

and applying a service filter.

Service Filter Protocol Families

You can configure service filters to filter IPv4 traffic (family inet) and IPv6 traffic (family

inet6) only. No other protocol families are supported for service filters.

Service Filter Names

Under the family inet or family inet6 statement, you can include service-filter

service-filter-name statements to create and name service filters. The filter name can
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contain letters, numbers, and hyphens (-) and be up to 64 characters long. To include

spaces in the name, enclose the entire name in quotation marks (“ ”).

Service Filter Terms

Under the service-filter service-filter-name statement, you can include term term-name

statements to create and name filter terms.

• Youmust configure at least one term in a firewall filter.

• Youmust specify a unique name for each termwithin a firewall filter. The term name

can contain letters, numbers, and hyphens (-) and can be up to 64 characters long.

To include spaces in the name, enclose the entire name in quotation marks (“ ”).

• The order in which you specify terms within a firewall filter configuration is important.

Firewall filter terms are evaluated in the order in which they are configured. By default,

new terms are always added to the end of the existing filter. You can use the insert

configuration mode command to reorder the terms of a firewall filter.

Service Filter Match Conditions

Service filter terms support only a subset of the IPv4 and IPv6match conditions that are

supported for standard stateless firewall filters.

If you specify an IPv6 address in amatch condition (the address, destination-address, or

source-addressmatch conditions), use the syntax for text representations described in

RFC4291, IPVersion6AddressingArchitecture. Formore informationabout IPv6addresses,

see “IPv6 Overview” and “IPv6 Standards” in the Junos OS Routing Protocols Library for

Routing Devices.

Service Filter Terminating Actions

When configuring a service filter term, youmust specify one of the following

filter-terminating actions:

• service

• skip

NOTE: These actions are unique to service filters.

Service filter terms support only a subset of the IPv4 and IPv6 nonterminating actions

that are supported for standard stateless firewall filters:

• count counter-name

• log

• port-mirror

• sample

Service filters do not support the next action.
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Related
Documentation

Service Filter Overview on page 283•

• How Service Filters Evaluate Packets on page 284

• Guidelines for Applying Service Filters on page 288

• Service Filter Match Conditions for IPv4 or IPv6 Traffic on page 296

• Service Filter Terminating Actions on page 303

• Service Filter Nonterminating Actions on page 303

• Example: Configuring and Applying Service Filters on page 291

Guidelines for Applying Service Filters

This topic covers the following information:

• Restrictions for Adaptive Services Interfaces on page 288

• Statement Hierarchy for Applying Service Filters on page 288

• Associating Service Rules with Adaptive Services Interfaces on page 289

• Filtering Traffic Before Accepting Packets for Service Processing on page 289

• Postservice Filtering of Returning Service Traffic on page 290

Restrictions for Adaptive Services Interfaces

The following restrictions apply to adaptive services interfaces and service filters.

Adaptive Services Interfaces

You can apply a service filter to IPv4 or IPv6 traffic associated with a service set at an

adaptive services interface only. Adaptive services interfaces are supported for the

following hardware only:

• Adaptive Services (AS) PICs on M Series and T Series routers

• Multiservices (MS) PICs on M Series and T Series routers

• Multiservices (MS) DPCs on MX Series routers (and EX Series switches)

System Logging to a Remote Host fromMSeries Routers

Logging of adaptive services interfaces messages to an external server by means of the

fxp0 or em0 port is not supported onMSeries routers. The architecture does not support

system logging traffic out of a management interface. Instead, access to an external

server is supported on a Packet Forwarding Engine interface.

Statement Hierarchy for Applying Service Filters

You can enable packet filtering of IPv4 or IPv6 traffic before a packet is accepted for

input or output serviceprocessing. Todo this, apply a service filter to theadaptive services

interface input or output in conjunction with an interface service set.
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You can also enable packet filtering of IPv4 or IPv6 traffic that is returning to the Packet

Forwarding Engine after input service processing completes. To do this, apply a

post-service filter to the adaptive services interface input.

The following configuration shows the hierarchy levels atwhich you canapply the service
filters to adaptive services interfaces:

[edit]
interfaces {
interface-name {
unit unit-number {
family (inet | inet6) {
service {
input {
service-set service-set-name service-filter service-filter-name;
post-service-filter service-filter-name;

}
output {
service-set service-set-name service-filter service-filter-name;

}
}

}
}

}
}

Associating Service Rules with Adaptive Services Interfaces

To define and group the service rules be applied to an adaptive services interface, you

define an interface service set by including the service-set service-set-name statement at

the [edit services] hierarchy level.

To apply an interface service set to the input andoutput of anadaptive services interface,

you include the service-set service-set-name at the following hierarchy levels:

• [edit interfaces interface-name unit unit-number input]

• [edit interfaces interface-name unit unit-number output]

If you apply a service set to one direction of an adaptive services interface but do not

apply a service set to the other direction, an error occurs when you commit the

configuration.

The adaptive services PIC performs different actions depending on whether the packet

is sent to the PIC for input service or for output service. For example, you can configure

a single service set to perform Network Address Translation (NAT) in one direction and

destination NAT (dNAT) in the other direction.

Filtering Traffic Before Accepting Packets for Service Processing

To filter IPv4or IPv6 trafficbeforeacceptingpackets for inputor output serviceprocessing,

include the service-set service-set-name service-filter service-filter-name at one of the

following interfaces:

• [edit interfaces interface-name unit unit-number family (inet | inet6) service input]
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• [edit interfaces interface-name unit unit-number family (inet | inet6) service output]

For the service-set-name, specify a service set configured at the [edit services service-set]

hierarchy level.

The service set retains the input interface information even after services are applied, so

that functions such as filter-class forwarding and destination class usage (DCU) that

depend on input interface information continue to work.

The following requirementsapply to filtering inboundoroutbound traffic beforeaccepting

packets for service processing:

• You configure the same service set on the input and output sides of the interface.

• If you include the service-set statement without an optional service-filter definition,

the Junos OS assumes thematch condition is true and selects the service set for

processing automatically.

• The service filter is applied only if a service set is configured and selected.

You can includemore than one service set definition on each side of an interface. The

following guidelines apply:

• If you includemultiple service sets, the router (or switch) software evaluates them in

theorder inwhich theyappear in theconfiguration. Thesystemexecutes the first service

set forwhich it findsamatch in theservice filter and ignores thesubsequentdefinitions.

• Amaximum of six service sets can be applied to an interface.

• When you apply multiple service sets to an interface, youmust also configure and

apply a service filter to the interface.

Postservice Filtering of Returning Service Traffic

As an option to filtering of IPv4 or IPv6 input service traffic, you can apply a service filter

to IPv4 or IPv6 traffic that is returning to the services interface after the service set is

executed. To apply a service filter in this manner, include the post-service-filter

service-filter-name statementat the [edit interfaces interface-nameunitunit-number family

(inet | inet6) service input] hierarchy level.

Related
Documentation

Service Filter Overview on page 283•

• How Service Filters Evaluate Packets on page 284

• Guidelines for Configuring Service Filters on page 286

• Example: Configuring and Applying Service Filters on page 291

• Adaptive Services Overview

• Configuring Service Sets to be Applied to Services Interfaces

• Configuring Service Rules
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Example: Configuring and Applying Service Filters

This example shows how to configure and apply service filters.

• Requirements on page 291

• Overview on page 291

• Configuration on page 292

• Verification on page 295

Requirements

This example use the logical interface xe-0/1/0.0 on any of the following hardware

components:

• Adaptive Services (AS) PIC on an M Series or T Series router

• Multiservices (MS) PIC on an M Series or T Series router

• Multiservices (MS) DPC on an MX Series router

• EX Series switch

Before you begin, make sure that you have:

• Installed your supported router (or switch) and PICs or DPCs and performed the initial

router (or switch) configuration.

• Configured basic Ethernet in the topology, and verified that traffic is flowing in the

topology and that IPv4 traffic is flowing through logical interface xe-0/1/0.0.

• Configured the service set vrf_svcswith service input and output rules and default

settings for services at a service interface.

For guidelines for configuring service sets, see Configuring Service Sets to be Applied to

Services Interfaces.

Overview

In this example, you create three types of service filters for IPv4 traffic: one input service

filter, one postservice input filter, and one output service filter.

Topology

You apply the input service filter and postservice input filter to input traffic at logical

interface xe-0/1/0.0, and you apply the output service filter to the output traffic at the

same logical interface.

• Filtering IPv4 traffic before it is accepted for input service processing—At logical

interface xe-0/1/0.0, you use the service filter in_filter_presvc to filter IPv4 input traffic

before the traffic can be accepted for processing by services associated with service

set vrf_svcs. The in_filter_presvc service filter counts packets sent from ICMP port 179,

directs these packets to the input services associatedwith the service set vrf_svcs, and

discards all other packets.
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• Filtering IPv4 traffic after it has completed input serviceprocessing—At logical interface

xe-0/1/0.0, you use the service filter in_filter_postsvc to filter traffic that is returning to

the services interface after the input service set in_filter_presvc is executed. The

in_filter_postsvc service filter countspackets sent from ICMPport 179and thendiscards

them.

• Filtering IPv4 traffic before it is accepted for output service processing—At logical

interface xe-0/1/0.0, you use the service-filter out_filter_presvc to filter IPv4 output

traffic before the traffic can be accepted for processing by the services associatedwith

service set vrf_svcs. The out_filter_presvc service filter counts packets destined for TCP

port 179and thendirects thepackets to theoutput services associatedwith the service

set vrf_svcs.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configuring the Three Service Filters on page 292

• Applying the Three Service Filters on page 294

CLI Quick
Configuration

To quickly configure this example, copy the following commands into a text file, remove

any line breaks, and then paste the commands into the CLI at the [edit] hierarchy level.

set firewall family inet service-filter in_filter_presvc term t1 from protocol tcp
set firewall family inet service-filter in_filter_presvc term t1 from source-port bgp
set firewall family inet service-filter in_filter_presvc term t1 then count svc_in_pkts
set firewall family inet service-filter in_filter_presvc term t1 then service
set firewall family inet service-filter in_filter_postsvc term t2 from protocol tcp
set firewall family inet service-filter in_filter_postsvc term t2 from source-port bgp
set firewall family inet service-filter in_filter_postsvc term t2 then count svc_in_pkts_rtn
set firewall family inet service-filter in_filter_postsvc term t2 then skip
set firewall family inet service-filter out_filter_presvc term t3 from protocol icmp
set firewall family inet service-filter out_filter_presvc term t3 from destination-port bgp
set firewall family inet service-filter out_filter_presvc term t3 then count svc_out_pkts
set firewall family inet service-filter out_filter_presvc term t3 then service
set interfaces xe-0/1/0 unit 0 family inet service input service-set vrf_svcs service-filter
in_filter_presvc

set interfacesxe-0/1/0unit0 family inet service inputpost-service-filter in_filter_postsvc
set interfaces xe-0/1/0 unit 0 family inet service output service-set vrf_svcs service-filter
out_filter_presvc

Configuring the Three Service Filters

Step-by-Step
Procedure

To configure the three service filters:

Configure the input service filter.

[edit]

1.

user@host# edit firewall family inet service-filter in_filter_presvc
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[edit firewall family inet service-filter in_filter_presvc]
user@host# set term t1 from protocol tcp
user@host# set term t1 from source-port bgp
user@host# set term t1 then count svc_in_pkts
user@host# set term t1 then service

2. Configure the postservice input filter.

[edit]
user@host# edit firewall family inet service-filter in_filter_postsvc

[edit firewall family inet service-filter in_filter_postsvc]
user@host# set term t2 from protocol tcp
user@host# set term t2 from source-port bgp
user@host# set term t2 then count svc_in_pkts_rtn
user@host# set term t2 then skip

3. Configure the output service filter.

[edit]
user@host# edit firewall family inet service-filter out_filter_presvc

[edit firewall family inet service-filter out_filter_presvc]
user@host# set term t3 from protocol icmp
user@host# set term t3 from destination-port bgp
user@host# set term t3 then count svc_out_pkts
user@host# set term t3 then service

Results Confirm the configurationof the input andoutput service filters and thepostservice input
filter by entering the showfirewall configurationmodecommand. If the commandoutput
does not display the intended configuration, repeat the instructions in this procedure to
correct the configuration.

[edit]
user@host# show firewall
family inet {
service-filter in_filter_presvc {
term t1 {
from {
protocol tcp;
source-port bgp;

}
then {
count svc_in_pkts;
service;

}
}

}
service-filter in_filter_postsvc {
term t2 {
from {
protocol tcp;
source-port bgp;

}
then {
count svc_in_pkts_rtn;
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skip;
}

}
}
service-filter out_filter_presvc {
term t3 {
from {
protocol icmp;
destination-port bgp;

}
then {
count svc_out_pkts;
service;

}
}

}
}

Applying the Three Service Filters

Step-by-Step
Procedure

To apply the three service filters:

Access the IPv4 protocol on the input interface xe-0/1/0.0.

[edit]

1.

user@host# edit interfaces xe-0/1/0 unit 0 family inet

2. Apply the input service filter and the postservice input filter.

[edit interfaces xe-0/1/0 unit 0 family inet]
user@host# set service input service-set vrf_svcs service-filter in_filter_presvc
user@host# set service input post-service-filter in_filter_postsvc
user@host# set service output service-set vrf_svcs service-filter out_filter_presvc

Results Confirm the configuration of the interfaces by entering the show interfaces configuration
mode command. If the command output does not display the intended configuration,
repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
xe-0/1/0 {
unit 0 {
family inet {
service {
input {
service-set vrf_svcs service-filter in_filter_presvc;
post-service-filter in_filter_postsvc;

}
output {
service-set vrf_svcs service-filter out_filter_presvc;

}
}

}
}

}
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When you are done configuring the device, commit your candidate configuration.

Verification

Confirm that the configuration is working properly.

• Verifying That Inbound Traffic Is Filtered Before Input Service on page 295

• Verifying That Inbound Traffic Is Filtered After Input Service Processing on page 295

• VerifyingThatOutboundTraffic IsFilteredBeforeOutputServiceProcessingonpage295

Verifying That Inbound Traffic Is Filtered Before Input Service

Purpose Verify that inbound packets sent from TCP port 179 are sent for processing by the input

services associated with the service set vrf_svcs.

Action Display the count of packets sent for processing by the input services associated with
the service set vrf_svcs.

[edit]
user@host> show firewall filter in_filter_presvc-vrf_svcs counter svc_in_pkts

Verifying That Inbound Traffic Is Filtered After Input Service Processing

Purpose Verify that inbound packets sent from TCP port 179 are returned from processing by the

input services associated with the service set vrf_svcs.

Action Display the count of packets returned from processing by the input services associated
with the service set vrf_svcs.

[edit]
user@host> show firewall filter in_filter_postsvc-vrf_svcs counter svc_in_pkts_rtn

Verifying That Outbound Traffic Is Filtered Before Output Service Processing

Purpose Verify that outbound packets sent to ICMP port 179 are sent for processing by the output

services associated with the service set vrf_svcs.

Action Display the count of packets sent for processing by the output services associated with
the service set vrf_svcs.

[edit]
user@host> show firewall filter out_filter_presvc-vrf_svcs counter svc_out_pkts

Related
Documentation

Service Filter Overview on page 283•

• How Service Filters Evaluate Packets on page 284

• Guidelines for Configuring Service Filters on page 286

• Guidelines for Applying Service Filters on page 288
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Service Filter Match Conditions for IPv4 or IPv6 Traffic

Service filters support only a subset of the stateless firewall filter match conditions for

IPv4 and IPv6 traffic. Table 31 on page 296 describes the service filter match conditions.

Table 31: Service Filter Match Conditions for IPv4 or IPv6 Traffic

Protocol FamiliesDescriptionMatch Condition

• familyinet

• family
inet6

Match the IP source or destination address field.address address

• familyinet

• familyinet6

Do not match the IP source or destination address field.address address
except

• family
inet

(M Series routers, except M120 and M320) Match on the IPsec
authentication header (AH) security parameter index (SPI) value.

ah-spi spi-value

• family
inet

(M Series routers, except M120 andM320) Do notmatch on the IPsec AH
SPI value.

ah-spi-except
spi-value

• family
inet

• family
inet6

Match the IP destination address field.

You cannot specify both the address and destination-addressmatch
conditions in the same term.

destination-address
address

• family
inet

• family
inet6

Do not match the IP destination address field.

You cannot specify both the address and destination-addressmatch
conditions in the same term.

destination-address
address except
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Table 31: Service Filter Match Conditions for IPv4 or IPv6
Traffic (continued)

Protocol FamiliesDescriptionMatch Condition

• family
inet

• family
inet6

Match the UDP or TCP destination port field.

You cannot specify both the port and destination-portmatch conditions
in the same term.

If you configure this match condition for IPv4 traffic, we recommend that
you also configure the protocol udp or protocol tcpmatch statement in
the same term to specify which protocol is being used on the port.

If you configure this match condition for IPv6 traffic, we recommend that
youalsoconfigure thenext-headerudpornext-header tcpmatchcondition
in the same term to specify which protocol is being used on the port.

In place of the numeric value, you can specify one of the following text
synonyms (the port numbers are also listed): afs (1483), bgp (179),
biff (512), bootpc (68), bootps (67), cmd (514), cvspserver (2401),
dhcp (67), domain (53), eklogin (2105), ekshell (2106), exec (512),
finger (79), ftp (21), ftp-data (20), http (80), https (443), ident (113),
imap (143), kerberos-sec (88), klogin (543), kpasswd (761), krb-prop (754),
krbupdate (760), kshell (544), ldap (389), ldp (646), login (513),
mobileip-agent (434),mobilip-mn (435),msdp (639), netbios-dgm (138),
netbios-ns (137), netbios-ssn (139), nfsd (2049), nntp (119), ntalk (518),
ntp (123),pop3 (110),pptp (1723),printer (515), radacct (1813), radius (1812),
rip (520), rkinit (2108), smtp (25), snmp (161), snmptrap (162), snpp (444),
socks (1080), ssh (22), sunrpc (111), syslog (514), tacacs (49),
tacacs-ds (65), talk (517), telnet (23), tftp (69), timed (525),who (513),
or xdmcp (177).

destination-port
number

family inet6• family
inet

• family
inet6

Do not match the UDP or TCP destination port field. For details, see the
destination-portmatch description.

destination-port-except
number

• family
inet

• family
inet6

Match the list of destination prefixes. The prefix list is defined at the [edit
policy-options prefix-list prefix-list-name] hierarchy level.

destination-prefix-list
name

• family
inet

• family
inet6

Match the IPsec encapsulating security payload (ESP) SPI value. Specify
a single value or a range of values. You can specify a value in hexadecimal,
binary, or decimal form. To specify the value in hexadecimal form, include
0x as a prefix. To specify the value in binary form, include b as a prefix.

esp-spi value

• family
inet

• family
inet6

Do not match the IPsec ESP SPI value or range of values. For details, see
the esp-spimatch condition.

esp-spi-except value
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Table 31: Service Filter Match Conditions for IPv4 or IPv6
Traffic (continued)

Protocol FamiliesDescriptionMatch Condition

• family
inet

Match if the packet is the first fragment of a fragmented packet. Do not
match if the packet is a trailing fragment of a fragmented packet. The first
fragment of a fragmented packet has a fragment offset value of 0.

This match condition is an alias for the bit-field match condition
fragment-offset 0match condition.

Tomatch both first and trailing fragments, you can use two terms that
specify different match conditions: first-fragment and is-fragment.

first-fragment

• family
inet

(Ingress only) Match the three-bit IP fragmentation flags field in the IP
header.

In place of the numeric field value, you can specify one of the following
keywords (the field values are also listed): dont-fragment (0x4),
more-fragments (0x2), or reserved (0x8).

fragment-flagsnumber

• family
inet

Match the 13-bit fragment offset field in the IP header. The value is the
offset, in 8-byte units, in the overall datagrammessage to the data
fragment. Specify a numeric value, a range of values, or a set of values.
An offset value of 0 indicates the first fragment of a fragmented packet.

The first-fragmentmatch condition is an alias for the fragment-offset 0
match condition.

Tomatch both first and trailing fragments, you can use two terms that
specify different match conditions (first-fragment and is-fragment).

fragment-offset
number

• family
inet

Do not match the 13-bit fragment offset field.fragment-offset-except
number

• family
inet

• family
inet6

Match the interface group (set of one ormore logical interfaces) onwhich
thepacketwas received. For group-number, specify a value from0 through
255.

For information about configuring interface groups, see “Filtering Packets
Received on a Set of Interface Groups Overview” on page 266.

interface-group
group-number

• family
inet

• family
inet6

Do not match the interface group on which the packet was received. for
details, see the interface-groupmatch condition.

interface-group-except
group-number
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Table 31: Service Filter Match Conditions for IPv4 or IPv6
Traffic (continued)

Protocol FamiliesDescriptionMatch Condition

• family
inet

family inetMatch the 8-bit IP option field, if present, to the specified value or list of
values.

In place of a numeric value, you can specify one of the following text
synonyms (the option values are also listed): loose-source-route (131),
record-route (7), router-alert (148), security (130), stream-id (136),
strict-source-route (137), or timestamp (68).

Tomatch any value for the IP option, use the text synonym any. Tomatch
onmultiple values, specify the list of values within square brackets ('[’
and ']’). To match a range of values, use the value specification
[ value1-value2 ].

For example, the match condition ip-options [ 0-147 ]matches on an
IP options field that contains the loose-source-route, record-route, or
security values, or anyother value from0 through 147. However, thismatch
condition does not match on an IP options field that contains only the
router-alert value (148).

For most interfaces, a filter term that specifies an ip-optionmatch on one
or more specific IP option values (a value other than any) causes packets
to be sent to the Routing Engine so that the kernel can parse the IP option
field in the packet header.

• For a firewall filter term that specifies an ip-optionmatch on one or
more specific IP option values, you cannot specify the count, log, or
syslog nonterminating actions unless you also specify the discard
terminating action in the same term. This behavior prevents
double-counting of packets for a filter applied to a transit interface on
the router (or switch).

• Packets processed on the kernel might be dropped in case of a system
bottleneck. To ensure that matched packets are instead sent to the
Packet Forwarding Engine (where packet processing is implemented
in hardware), use the ip-options anymatch condition.

The 10-Gigabit Ethernet Modular Port Concentrator (MPC), 60-Gigabit
Ethernet MPC, 60-Gigabit Queuing Ethernet MPC, 60-Gigabit Ethernet
Enhanced Queuing MPC onMX Series routers and EX Series switches are
capable of parsing the IP option field of the IPv4 packet header. This
capability is supported on EX Series switches also. For interfaces
configured on those MPCs, all packets that are matched using the
ip-optionsmatch condition are sent to the Packet Forwarding Engine for
processing.

ip-options values

• family
inet

Do notmatch the IP option field to the specified value or list of values. For
details about specifying the values, see the ip-optionsmatch condition.

ip-options-except
values

• family
inet

Match if the packet is a trailing fragment of a fragmented packet. Do not
match the first fragment of a fragmented packet.

This match condition is an alias for the bit-field match condition
fragment-offset 0 except bits.

NOTE: Tomatch both first and trailing fragments, you can use two terms
that specify different match conditions (first-fragment and is-fragment).

is-fragment
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Table 31: Service Filter Match Conditions for IPv4 or IPv6
Traffic (continued)

Protocol FamiliesDescriptionMatch Condition

• family
inet

• family
inet6

Match the UDP or TCP source or destination port field.

If you configure this match condition, you cannot configure the
destination-portmatch condition or the source-portmatch condition in
the same term.

If you configure this match condition for IPv4 traffic, we recommend that
you also configure the protocol udp or protoco tcpmatch statement in the
same term to specify which protocol is being used on the port.

If you configure this match condition for IPv6 traffic, we recommend that
youalsoconfigure thenext-headerudpornext-header tcpmatchcondition
in the same term to specify which protocol is being used on the port.

In place of the numeric value, you can specify one of the text synonyms
listed under destination-port.

port number

• family
inet

• family
inet6

Do notmatch the UDP or TCP source or destination port field. For details,
see the portmatch condition.

port-except number

• family
inet

• family
inet6

Match the prefixes of the source or destination address fields to the
prefixes in the specified list. The prefix list is defined at the [edit
policy-options prefix-list prefix-list-name] hierarchy level.

prefix-list
prefix-list-name

—• family
inet

Match the IP protocol type field.

In place of the numeric value, you can specify one of the following text
synonyms (the field values are also listed): ah (51), dstopts (60), egp (8),
esp (50), fragment (44), gre (47), hop-by-hop (0), icmp (1), icmp6 (58),
icmpv6 (58), igmp (2), ipip (4), ipv6 (41), ospf (89), pim (103), rsvp (46),
sctp (132), tcp (6), udp (17), or vrrp (112).

protocol number

• family
inet

Donotmatch the IPprotocol type field. For details, see theprotocolmatch
condition.

protocol-except
number

• family
inet

• family
inet6

Match the IP source address.

Youcannot specify both theaddressand source-addressmatchconditions
in the same term.

source-address
address

• family
inet

• family
inet6

Do not match the IP source address.

Youcannot specify both theaddressand source-addressmatchconditions
in the same term.

source-address
address except
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Table 31: Service Filter Match Conditions for IPv4 or IPv6
Traffic (continued)

Protocol FamiliesDescriptionMatch Condition

• family
inet

• family
inet6

Match the UDP or TCP source port field.

You cannot specify theportand source-portmatch conditions in the same
term.

If you configure this match condition for IPv4 traffic, we recommend that
you also configure the protocol udp or protocol tcpmatch statement in
the same term to specify which protocol is being used on the port.

If you configure this match condition for IPv6 traffic, we recommend that
youalsoconfigure thenext-headerudpornext-header tcpmatchcondition
in the same term to specify which protocol is being used on the port.

In place of the numeric value, you can specify one of the text synonyms
listed with the destination-port numbermatch condition.

source-port number

• family
inet

• family
inet6

Do not match the UDP or TCP source port field. For details, see the
source-portmatch condition.

source-port-except
number

• family
inet

• family
inet6

Match source prefixes in the specified list. Specify the nameof a prefix list
defined at the [edit policy-options prefix-list prefix-list-name] hierarchy
level.

source-prefix-listname
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Table 31: Service Filter Match Conditions for IPv4 or IPv6
Traffic (continued)

Protocol FamiliesDescriptionMatch Condition

• family
inet

• family
inet6

Match one or more of the low-order 6 bits in the 8-bit TCP flags field in
the TCP header.

To specify individual bit fields, youcan specify the following text synonyms
or hexadecimal values:

• fin (0x01)

• syn (0x02)

• rst (0x04)

• push (0x08)

• ack (0x10)

• urgent (0x20)

In a TCP session, the SYN flag is set only in the initial packet sent, while
the ACK flag is set in all packets sent after the initial packet.

You can string togethermultiple flags using the bit-field logical operators.

For combined bit-field match conditions, see the tcp-established and
tcp-initialmatch conditions.

If you configure this match condition for IPv4 traffic, we recommend that
you also configure the protocol tcpmatch statement in the same term to
specify that the TCP protocol is being used on the port.

If you configure this match condition for IPv6 traffic, we recommend that
you also configure the next-header tcpmatch condition in the same term
to specify that the TCP protocol is being used on the port.

tcp-flags value

NOTE: If you specify an IPv6 address in amatch condition (the address,

destination-address, or source-addressmatch conditions), use the syntax for

text representations described in RFC 4291, IP Version 6 Addressing
Architecture. Formore informationabout IPv6addresses, see “IPv6Overview”
and “IPv6 Standards” in the Junos OS Routing Protocols Library for Routing
Devices.

Related
Documentation

Service Filter Overview on page 283•

• Guidelines for Configuring Service Filters on page 286

• Example: Configuring and Applying Service Filters on page 291

• Service Filter Terminating Actions on page 303

• Service Filter Nonterminating Actions on page 303
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Service Filter Terminating Actions

Service filters support different sets of terminating actions than standard stateless

firewall filters or simple filters.

NOTE: Service filters do not support the next term action.

Table32onpage303describes the terminatingactions youcanconfigure ina service filter

term.

Table 32: Terminating Actions for Service Filters

Protocol
FamiliesDescription

Terminating
Action

• inet

• inet6

Direct the packet to service processing.service

• inet

• inet6

Let the packet bypass service processing.skip

Related
Documentation

Service Filter Overview on page 283•

• Guidelines for Configuring Service Filters on page 286

• Example: Configuring and Applying Service Filters on page 291

• Service Filter Match Conditions for IPv4 or IPv6 Traffic on page 296

• Service Filter Nonterminating Actions on page 303

Service Filter Nonterminating Actions

Service filters support different sets of terminating actions for each protocol family.

NOTE: Service filters do not support the next term action.

Table 33onpage303describes thenonterminating actions you can configure in a service

filter term.

Table 33: Nonterminating Actions for Service Filters

Protocol
FamiliesDescription

Nonterminating
Action

• inet

• inet6

Count the packet in the named counter.countcounter-name
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Table 33: Nonterminating Actions for Service Filters (continued)

Protocol
FamiliesDescription

Nonterminating
Action

• inet

• inet6

Log the packet header information in a buffer within the Packet Forwarding Engine.
You can access this information by issuing the show firewall log command at the
command-line interface (CLI).

log

• inet

• inet6

Port-mirror the packet based on the specified family. Supported on M120 routers,
M320 routers configured with Enhanced III FPCs, MX Series routers, and EX Series
switches only.

port-mirror

• inet

• inet6

Sample the packet.sample

Related
Documentation

• Service Filter Overview on page 283

• Guidelines for Configuring Service Filters on page 286

• Example: Configuring and Applying Service Filters on page 291

• Service Filter Match Conditions for IPv4 or IPv6 Traffic on page 296

• Service Filter Terminating Actions on page 303
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CHAPTER 10

Configuring Simple Filters

• Simple Filter Overview on page 305

• How Simple Filters Evaluate Packets on page 305

• Guidelines for Configuring Simple Filters on page 307

• Guidelines for Applying Simple Filters on page 310

• Example: Configuring and Applying a Simple Filter on page 311

Simple Filter Overview

Simple filters are supportedonGigabit Ethernet intelligentqueuing2 (IQ2)andEnhanced

Queuing Dense Port Concentrator (DPC) interfaces only.

Simple filters are recommended for metropolitan Ethernet applications.

Related
Documentation

How Simple Filters Evaluate Packets on page 305•

• Guidelines for Configuring Simple Filters on page 307

• Guidelines for Applying Simple Filters on page 310

• Example: Configuring and Applying a Simple Filter on page 311

HowSimple Filters Evaluate Packets

This topic covers the following information:

• Simple Filters That Contain a Single Term on page 305

• Simple Filters That Contain Multiple Terms on page 306

• Simple Filter Terms That Do Not Contain Any Match Conditions on page 306

• Simple Filter Terms That Do Not Contain Any Actions on page 306

• Simple Filter Default Action on page 306

Simple Filters That Contain a Single Term

For a simple filter that consists of a single term, the policy framework software evaluates

a packet as follows:

• If the packet matches all the conditions, the actions are taken.
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• If the packet matches all the conditions and no actions are specified, the packet is

accepted.

• If the packet does not match all the conditions, it is discarded.

Simple Filters That Contain Multiple Terms

Fora simple filter that consistsofmultiple terms, thepolicy framework softwareevaluates

a packet against the terms in the filter sequentially, beginning with the first term in the

filter, until either the packet matches all the conditions in one of the terms or there are

nomore terms in the filter.

• If thepacketmatchesall theconditions ina term, theactions in that termareperformed

and evaluation of the packet ends at that term. Any subsequent terms in the filter are

not used.

• If the packet does not match all the conditions in the term, evaluation of the packet

proceeds to the next term in the filter.

Simple Filter Terms That Do Not Contain AnyMatch Conditions

For simple filters with a single term and for filters with multiple terms, if a term does not

contain any match conditions, the actions are taken on any packet evaluated.

Simple Filter Terms That Do Not Contain Any Actions

If a simple filter term does not contain any actions, and if the packet matches the

conditions in the term, the packet is accepted.

Simple Filter Default Action

Each simple filter has an implicit discard action at the end of the filter, which is equivalent
to including the following example term explicit_discard as the final term in the simple
filter:

term explicit_discard {
then discard;

}

Bydefault, if apacketmatchesnoneof the terms inasimple filter, thepacket isdiscarded.

Related
Documentation

Simple Filter Overview on page 305•

• Guidelines for Configuring Simple Filters on page 307

• Guidelines for Applying Simple Filters on page 310

• Example: Configuring and Applying a Simple Filter on page 311
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Guidelines for Configuring Simple Filters

This topic covers the following information:

• Statement Hierarchy for Configuring Simple Filters on page 307

• Simple Filter Protocol Families on page 307

• Simple Filter Names on page 307

• Simple Filter Terms on page 308

• Simple Filter Match Conditions on page 308

• Simple Filter Terminating Actions on page 309

• Simple Filter Nonterminating Actions on page 309

Statement Hierarchy for Configuring Simple Filters

To configure a simple filter, include the simple-filter simple-filter-name statement at the
[edit firewall family inet] hierarchy level.

[edit]
firewall {
family inet {
simple-filter simple-filter-name {
term term-name {
from {
match-conditions;

}
then {
actions;

}
}

}
}

}

Individual statements supported under the simple-filter simple-filter-name statement

are described separately in this topic and are illustrated in the example of configuring

and applying a simple filter.

Simple Filter Protocol Families

You can configure simple filters to filter IPv4 traffic (family inet) only. No other protocol

family is supported for simple filters.

Simple Filter Names

Under the family inet statement, you can include simple-filter simple-filter-name

statements tocreateandnamesimple filters. The filter namecancontain letters, numbers,

and hyphens (-) and be up to 64 characters long. To include spaces in the name, enclose

the entire name in quotation marks (“ ”).
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Simple Filter Terms

Under the simple-filter simple-filter-name statement, you can include term term-name

statements to create and name filter terms.

• Youmust configure at least one term in a firewall filter.

• Youmust specify a unique name for each termwithin a firewall filter. The term name

can contain letters, numbers, and hyphens (-) and can be up to 64 characters long.

To include spaces in the name, enclose the entire name in quotation marks (“ ”).

• The order in which you specify terms within a firewall filter configuration is important.

Firewall filter terms are evaluated in the order in which they are configured. By default,

new terms are always added to the end of the existing filter. You can use the insert

configuration mode command to reorder the terms of a firewall filter.

Simple filters do not support the next term action.

Simple Filter Match Conditions

Simple filter termssupport only a subset of the IPv4matchconditions that are supported

for standard stateless firewall filters.

Unlike standard stateless firewall filters, the following restrictions apply to simple filters:

• OnMX Series routers with the Enhanced Queuing DPC and on EX Series switches,

simple filters do not support the forwarding- classmatch condition.

• Simple filters support only one source-address and one destination-address prefix for

each filter term. If you configure multiple prefixes, only the last one is used.

• Simple filters do not support multiple source addresses and destination addresses in

a single term. If you configure multiple addresses, only the last one is used.

• Simple filters do not support negatedmatch conditions, such as the protocol-except

match condition or the exception keyword.

• Simple filters support a range of values for source-port and destination-portmatch

conditionsonly. For example, youcanconfigure source-port400-500ordestination-port

600-700.

• Simple filters do not support noncontiguous mask values.

Table 34 on page 308 lists the simple filter match conditions.

Table 34: Simple Filter Match Conditions

DescriptionMatch Condition

Match IP destination address.destination-addressdestination-address
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Table 34: Simple Filter Match Conditions (continued)

DescriptionMatch Condition

TCP or UDP destination port field.

If you configure this match condition, we recommend that you also configure the
protocolmatch statement to determine which protocol is being used on the port.

In place of the numeric value, you can specify one of the following text aliases (the
port numbersarealso listed):afs (1483),bgp (179),biff (512),bootpc (68),bootps (67),
cmd (514), cvspserver (2401), dhcp (67), domain (53), eklogin (2105), ekshell (2106),
exec (512), finger (79), ftp (21), ftp-data (20), http (80), https (443), ident (113),
imap (143), kerberos-sec (88), klogin (543), kpasswd (761), krb-prop (754),
krbupdate (760), kshell (544), ldap (389), login (513),mobileip-agent (434),
mobilip-mn (435),msdp (639),netbios-dgm (138),netbios-ns (137),netbios-ssn (139),
nfsd (2049), nntp (119), ntalk (518), ntp (123), pop3 (110), pptp (1723), printer (515),
radacct (1813), radius (1812), rip (520), rkinit (2108), smtp (25), snmp (161),
snmptrap (162), snpp (444), socks (1080), ssh (22), sunrpc (111), syslog (514),
tacacs-ds (65), talk (517), telnet (23), tftp (69), timed (525),who (513), or xdmcp (177).

destination-port number

Match the forwarding class of the packet.

Specify assured-forwarding, best-effort, expedited-forwarding, or network-control.

For information about forwarding classes and router-internal output queues, see
Forwarding Classes Overview.

forwarding-class class

IP protocol field. In place of the numeric value, you can specify one of the following
text aliases (the field values are also listed): ah (51), dstopts (60), egp (8), esp (50),
fragment (44), gre (47), hop-by-hop (0), icmp (1), icmp6 (58), icmpv6 (58), igmp (2),
ipip (4), ipv6 (41), ospf (89), pim (103), rsvp (46), sctp (132), tcp (6), udp (17), or
vrrp (112).

protocol number

Match the IP source address.source-address ip-source-address

Match the UDP or TCP source port field.

If you configure this match condition, we recommend that you also configure the
protocolmatch statement to determine which protocol is being used on the port.

In place of the numeric field, you can specify one of the text aliases listed for
destination-port.

source-port number

Simple Filter Terminating Actions

Simple filters do not support explicitly configurable terminating actions, such as accept,

reject, and discard. Terms configured in a simple filter always accept packets.

Simple filters do not support the next action.

Simple Filter Nonterminating Actions

Simple filters support only the following nonterminating actions:

• forwarding-class (forwarding-class | assured-forwarding |best-effort |

expedited-forwarding | network-control)
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NOTE: OntheMXSeries routersandEXSeriesswitcheswith theEnhanced
Queuing DPC, the forwarding class is not supported as a frommatch

condition.

• loss-priority (high | low |medium-high | medium-low)

Simple filters do not support actions that perform other functions on a packet (such as

incrementing a counter, logging information about the packet header, sampling the

packet data, or sending information to a remote host using the system log functionality).

Related
Documentation

Simple Filter Overview on page 305•

• How Simple Filters Evaluate Packets on page 305

• Guidelines for Applying Simple Filters on page 310

• Example: Configuring and Applying a Simple Filter on page 311

Guidelines for Applying Simple Filters

This topic covers the following information:

• Statement Hierarchy for Applying Simple Filters on page 310

• Restrictions for Applying Simple Filters on page 310

Statement Hierarchy for Applying Simple Filters

You can apply a simple filter to the IPv4 ingress traffic at a logical interface by including

the simple-filter input simple-filter-name statement at the [edit interfaces interface-name

unit unit-number family inet] hierarchy level.

[edit]
interfaces {
interface-name {
unit logical-unit-number {
family inet {
simple-filter {
input filter-name;

}
}

}
}

}

Restrictions for Applying Simple Filters

You can apply a simple filter to the ingress IPv4 traffic at a logical interface configured

on the following hardware only:

• Gigabit Ethernet intelligent queuing (IQ2) PICs installed on M120, M320, or T Series

routers.
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• EnhancedQueuingDensePortConcentrators (EQDPCs) installedonMXSeries routers

and EX Series switches.

The following additional restrictions pertain to applying simple filters:

• Simple filters are not supported on Modular Port Concentrator (MPC) interfaces,

including Enhanced Queuing MPC interfaces.

• Simple filters are not supported for interfaces in an aggregated-Ethernet bundle.

• You can apply simple filters to family inet traffic only. No other protocol family is

supported.

• You can apply simple filters to ingress traffic only. Egress traffic is not supported.

• You can apply only a single simple filter to a supported logical interface. Input lists are

not supported.

Related
Documentation

Simple Filter Overview on page 305•

• How Simple Filters Evaluate Packets on page 305

• Guidelines for Configuring Simple Filters on page 307

• Example: Configuring and Applying a Simple Filter on page 311

Example: Configuring and Applying a Simple Filter

This example shows how to configure a simple filter.

• Requirements on page 311

• Overview on page 312

• Configuration on page 312

• Verification on page 314

Requirements

This example uses one of the following hardware components:

• One Gigabit Ethernet intelligent queuing (IQ2) PIC installed on an M120, M320, or

T Series router

• One Enhanced Queuing Dense Port Concentrator (EQ DPC) installed on an MX Series

router or an EX Series switch

Before you begin, make sure that you have:

• Installed your supported router (or switch) and PIC or DPC and performed the initial

router (or switch) configuration.

• Configured basic Ethernet in the topology, and verified that traffic is flowing in the

topology and that ingress IPv4 traffic is flowing into logical interface ge-0/0/1.0.
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Overview

This simple filter sets the loss priority to low for TCP traffic with source address 1.1.1.1,

sets the losspriority tohigh forHTTP(Web) trafficwith sourceaddresses in the4.0.0.0/8

range, and sets the loss priority to low for all traffic with destination address 6.6.6.6.

Topology

The simple filter is applied as an input filter (arriving packets are checking for destination

address 6.6.6.6, not queued output packets) on interface ge-0/0/1.0.

Configuration

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5.

To configure this example, perform the following tasks:

• Configuring the Simple Firewall Filter on page 312

• Applying the Simple Filter to the Logical Interface Input on page 314

CLI Quick
Configuration

To quickly configure this example, copy the following commands into a text file, remove
any line breaks, and then paste the commands into the CLI at the [edit] hierarchy level.

set firewall family inet simple-filter sf_classify_1 term 1 from source-address 1.1.1.1/32
set firewall family inet simple-filter sf_classify_1 term 1 from protocol tcp
set firewall family inet simple-filter sf_classify_1 term 1 then loss-priority low
set firewall family inet simple-filter sf_classify_1 term 2 from source-address 4.0.0.0/8
set firewall family inet simple-filter sf_classify_1 term 2 from protocol tcp
set firewall family inet simple-filter sf_classify_1 term 2 from source-port http
set firewall family inet simple-filter sf_classify_1 term 2 then loss-priority high
set firewall family inet simple-filter sf_classify_1 term 3 from destination-address
6.6.6.6/32

set firewall family inet simple-filter sf_classify_1 term 3 then loss-priority low
set firewall family inet simple-filter sf_classify_1 term3 then forwarding-class best-effort
set interfaces ge-0/0/1 unit 0 family inet simple-filter input sf_classify_1
set interfaces ge-0/0/1 unit 0 family inet address 10.1.2.3/30

Configuring the Simple Firewall Filter

Step-by-Step
Procedure

To configure the simple filter:

Create the simple filter sf_classify_1.

[edit]

1.

user@host# edit firewall family inet simple-filter sf_classify_1

2. Configure classification of TCP traffic based on the source IP address.

[edit firewall family inet simple-filter sf_classify_1]
user@host# set term 1 from source-address 1.1.1.1/32
user@host# set term 1 from protocol tcp
user@host# set term 1 then loss-priority low
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3. Configure classification of HTTP traffic based on the source IP address.

[edit firewall family inet simple-filter sf_classify_1]
user@host# set term 2 from source-address 4.0.0.0/8
user@host# set term 2 from protocol tcp
user@host# set term 2 from source-port http
user@host# set term 2 then loss-priority high

4. Configure classification of other traffic based on the destination IP address.

[edit firewall family inet simple-filter sf_classify_1]
user@host# set term 3 from destination-address 6.6.6.6/32
user@host# set term 3 then loss-priority low
user@host# set term 3 then forwarding-class best-effort

Results Confirm the configuration of the simple filter by entering the show firewall configuration
mode command. If the command output does not display the intended configuration,
repeat the instructions in this example to correct the configuration.

[edit]
user@host# show firewall
family inet {
simple-filter sf_classify_1 {
term 1 {
from {
source-address {
1.1.1.1/32;

}
protocol {
tcp;

}
}
then loss-priority low;

}
term 2 {
from {
source-address {
4.0.0.0/8;

}
source-port {
http;

}
protocol {
tcp;

}
}
then loss-priority high;

}
term 3 {
from {
destination-address {
6.6.6.6/32;

}
}
then {
loss-priority low;
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forwarding-class best-effort;
}

}
}

}

Applying the Simple Filter to the Logical Interface Input

Step-by-Step
Procedure

To apply the simple filter to the logical interface input:

Configure the logical interface to which you will apply the simple filter.

[edit]

1.

user@host# edit interfaces ge-0/0/1 unit 0 family inet

2. Configure the interface address for the logical interface.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set address 10.1.2.3/30

3. Apply the simple filter to the logical interface input.

[edit interfaces ge-0/0/1 unit 0 family inet]
user@host# set simple-filter input sf_classify_1

Results Confirm the configuration of the interface by entering the show interfaces configuration
mode command. If the command output does not display the intended configuration,
repeat the instructions in this example to correct the configuration.

[edit]
user@host# show interfaces
ge-0/0/1 {
unit 0 {
family inet {
simple-filter {
input sf_classify_1;

}
address 10.1.2.3/30;

}
}

}

When you are done configuring the device, commit your candidate configuration.

Verification

Confirm that the configuration is working properly.

• Displaying the Mapping of Forwarding Class Maps and Names to Queue

Numbers on page 315

• Displaying CoS Queue Counters for the Interface on page 315

• Displaying CoS Queue Counter Details for the Physical Interface on page 315
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Displaying theMappingofForwardingClassMapsandNames toQueueNumbers

Purpose Display the mapping of forwarding class names to queue numbers.

Action Enter the show class-of-service forwarding-class operational mode command.

[edit]
user@host> show class-of-service forwarding-class

For informationabout thecommandoutput, see “showclass-of-service forwarding-class”

in the CLI Explorer.

Displaying CoSQueue Counters for the Interface

Purpose Verify that the class-of-service (CoS) queue counters for the interface reflect the simple

filter applied to the logical interface.

Action Enter the show interfaces command for the physical interface on which the simple filter
is applied, and specify detail or extensive output level.

[edit]
user@host> show interfaces ge-0/0/1 detail

In thePhysical interface section, under Ingressqueues, theQueuecounters sectiondisplays

ingress queue counters for each forwarding class.

Formore detailed information about the command output, see “show interfaces (Gigabit

Ethernet)” or “show interfaces (10-Gigabit Ethernet)” in the CLI Explorer.

Displaying CoSQueue Counter Details for the Physical Interface

Purpose Verify that the CoS queue counter details for the physical interface reflect the simple

filter applied to the logical interface.

Action Enter the show interfaces queue command for the physical interface onwhich the simple
filter is applied, and specify the ingress option.

[edit]
user@host> show interfaces queue ge-0/0/1 ingress

For information about the command output, see “show interfaces queue” in the CLI

Explorer.

Related
Documentation

• Simple Filter Overview on page 305

• How Simple Filters Evaluate Packets on page 305

• Guidelines for Configuring Simple Filters on page 307

• Guidelines for Applying Simple Filters on page 310
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PART 2

Configuring Firewall Filters for Forwarding,
Fragments, and Policing

• Filter-Based Forwarding Overview on page 317

• Firewall Filters That Handle Fragmented Packets Overview on page 319

• Stateless Firewall Filters That Reference Policers Overview on page 319

• Statement Hierarchy for Configuring FBF for IPv4 or IPv6 Traffic on page 320

• Statement Hierarchy for Configuring FBF for MPLS-Tagged IPv4 Traffic on page 321

• Statement Hierarchy for Configuring Routing Instances for FBF on page 323

• Statement Hierarchy for Applying FBF Filters to Interfaces on page 324

• Example: Configuring Filter-Based Forwarding on the Source Address on page 325

• Example: Configuring Filter-Based Forwarding to a Specific Outgoing Interface or

Destination IP Address on page 335

Filter-Based Forwarding Overview

Firewall filters can be used to block specific packets. They can also be used to affect

how specific packets are forwarded.

• Filters That Classify Packets or Direct Them to Routing Instances on page 317

• Input Filtering toClassify andForwardPacketsWithin theRouter or Switchonpage318

• Output Filtering to Forward Packets to Another Routing Table on page 318

• Restrictions for Applying Filter-Based Forwarding on page 319

Filters That Classify Packets or Direct Them to Routing Instances

For IPv4 or IPv6 traffic only, you can use stateless firewall filters in conjunction with

forwarding classes and routing instances to control howpackets travel in a network. This

is called filter-based forwarding (FBF).

You can define a filtering term that matches incoming packets based on source address

and then classifiesmatching packets to a specified forwarding class. This type of filtering

can be configured to grant certain types of traffic preferential treatment or to improve

load balancing. To configure a stateless firewall filter to classify packets to a forwarding

class, configure a termwith the nonterminating action forwarding-class class-name.
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You can also define a filtering term that directs matching packets to a specified routing

instance. This type of filtering can be configured to route specific types of traffic through

a firewall or other security device before the traffic continues on its path. To configure a

stateless firewall filter to direct traffic to a routing instance, configure a termwith the

terminating action routing-instance routing-instance-name <topology topology-name> to

specify the routing instance to which matching packets will be forwarded.

NOTE: Unicast Reverse Path Forwarding (uRPF) check is compatible with
FBF actions. uRPF check is processed for source address checking before
any FBF actions are enabled for static and dynamic interfaces. This applies
to both IPv4 and IPv6 families.

To forward traffic to the master routing instance, reference routing-instance default in

the firewall configuration, as shown here:

[edit firewall]
family inet {
filter test {
term 1 {
then {
routing-instance default;

}
}

}
}

NOTE: Do not reference routing-instancemaster. This does not work.

Input Filtering to Classify and Forward PacketsWithin the Router or Switch

You can configure filters to classify packets based on source address and specify the

forwarding path the packets takewithin the router or switch by configuring a filter on the

ingress interface.

For example, youcanuse this filter for applications todifferentiate traffic fromtwoclients

that have a common access layer (for example, a Layer 2 switch) but are connected to

different Internet service providers (ISPs). When the filter is applied, the router or switch

can differentiate the two traffic streams and direct each to the appropriate network.

Depending on themedia type the client is using, the filter can use the source IP address

to forward the traffic to the corresponding network through a tunnel. You can also

configure filters to classify packets based on IP protocol type or IP precedence bits.

Output Filtering to Forward Packets to Another Routing Table

You can also forward packets based on output filters by configuring a filter on the egress

interfaces. In the case of port mirroring, it is useful for port-mirrored packets to be

distributed to multiple monitoring PICs and collection PICs based on patterns in packet

headers. FBF on the port-mirroring egress interface must be configured.
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Packets forwarded to the output filter have been through at least one route lookupwhen

an FBF filter is configured on the egress interface. After the packet is classified at the

egress interface by the FBF filter, it is redirected to another routing table for further route

lookup.

Restrictions for Applying Filter-Based Forwarding

An interfaceconfiguredwith filter-based forwardingdoesnot support source-classusage

(SCU) filtermatchingorsource-classanddestination-classusage(SCU/DCU)accounting.

Related
Documentation

Example: Configuring Filter-Based Forwarding on the Source Address on page 325•

• Example: Configuring Filter-Based Forwarding on Logical Systems on page 218

Firewall Filters That Handle Fragmented Packets Overview

You can create stateless firewall filters that handle fragmented packets destined for the

Routing Engine. By applying these policies to the Routing Engine, you protect against the

use of IP fragmentation as ameans to disguise TCP packets from a firewall filter.

For example, consider an IP packet that is fragmented into the smallest allowable

fragment size of 8 bytes (a 20-byte IP header plus an 8-byte payload). If this IP packet

carries a TCP packet, the first fragment (fragment offset of 0) that arrives at the device

contains only the TCP source and destination ports (first 4 bytes), and the sequence

number (next 4 bytes). The TCP flags, which are contained in the next 8 bytes of the

TCP header, arrive in the second fragment (fragment offset of 1).

See RFC 1858, Security Considerations for IP Fragment Filtering.

Related
Documentation

Understanding How to Use Standard Firewall Filters on page 4•

• Example: Configuring a Stateless Firewall Filter to Handle Fragments on page 189

Stateless Firewall Filters That Reference Policers Overview

Policing, or rate limiting, is an important component of firewall filters that lets you limit

the amount of traffic that passes into or out of an interface.

A firewall filter that references a policer can provide protection from denial-of-service

(DOS) attacks. Traffic that exceeds the rate limits configured for the policer is either

discarded or marked as lower priority than traffic that conforms to the configured rate

limits. Packets can bemarked for a lower priority by being set to a specific output queue,

set to a specific packet loss priority (PLP) level, or both. When necessary, low-priority

traffic can be discarded to prevent congestion.

A policer specifies two types of rate limits on traffic:

• Bandwidth limit—The average traffic rate permitted, specified as a number of bits per

second.
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• Maximum burst size—The packet size permitted for bursts of data that exceed the

bandwidth limit.

Policing uses an algorithm to enforce a limit on average bandwidthwhile allowing bursts

up to a specifiedmaximumvalue. You canusepolicing to define specific classes of traffic

on an interface and apply a set of rate limits to each class. After you name and configure

a policer, it is stored as a template. You can then apply the policer in an interface

configuration or, to rate-limit packet-filtered traffic only, in a firewall filter configuration.

For an IPv4 firewall filter term only, you can also specify a prefix-specific action as a

nonterminating action that applies a policer to the matched packets. A prefix-specific

action applies additional matching criteria on the filter-matched packets based on

specified address prefix bits and then associates the matched packets with a counter

and policer instance for that filter term or for all terms in the firewall filter.

To apply a policer or a prefix action to packet-filtered traffic, you can use the following

firewall filter nonterminating actions:

• policer policer-name

• three-color-policer (single-rate | two-rate) policer-name

• prefix-action action-name

NOTE: The packet lengths that a policer considers depends on the address
family of the firewall filter. SeeUnderstanding the Frame Length for Policing
Packets.

Related
Documentation

Firewall Filter Nonterminating Actions on page 106•

• Controlling Network Access Using Traffic Policing Overview

• Prefix-Specific Counting and Policing Overview

Statement Hierarchy for Configuring FBF for IPv4 or IPv6 Traffic

You can configure stateless firewall filters for filter-based forwarding by configuring filter
terms that specify the forwarding-class class-name nonterminating action or the
routing-instance routing-instance-name terminating action:

firewall {
family (inet | inet6) {
filter filter-name {
term term-name {
from {
ipv4-or-ipv6-match-conditions;

}
then {
forwarding-class class-name; #optional
other-optional-nonterminating-actions;
routing-instance routing-instance-name <topology topology-name>;
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}
}

}
}

}

You can include the firewall configuration at one of the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Related
Documentation

Filter-Based Forwarding Overview on page 317•

• Firewall Filter Match Conditions for IPv4 Traffic on page 53

• Firewall Filter Match Conditions for IPv6 Traffic on page 63

• Statement Hierarchy for Configuring Routing Instances for FBF on page 323

• Example: Configuring Filter-Based Forwarding on the Source Address on page 325

Statement Hierarchy for Configuring FBF for MPLS-Tagged IPv4 Traffic

• Matching on IPv4 Address and TCP/UDP Port Fields on page 321

• Configuration Example on page 322

Matching on IPv4 Address and TCP/UDP Port Fields

To configure a firewall filter term that matches on IP source and destination address
fields, and TCP and UDP ports in the IPv4 header of packets in an MPLS flow, you can
specify supportedmatch conditions as shown here:

[edit]
interfaces {
interface-name {
unit logical-unit-number {
family family {
address ip-address;

}
family mpls {
filter {
input filter-name;

}
}

}
}

}
firewall {
family mpls {
filter filter-name {
term term-name {
from {
ip-version ipv4 {
destination-address {
ip-address;
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}
source-address {
ip-address;

}
protocol tcp {
destination-port tcp-port;
destination-port-except tcp-port;
source-port tcp-port;
source-port-except tcp-port;

}
protocol udp {
destination-port udp-port;
destination-port-except udp-port;
source-port udp-port;
source-port-except udp-port;

}
}

}
then {
...

}
}

}
}

}

Configuration Example

interfaces {
ge-6/0/0 {
unit 0 {
family inet {
address 20.20.20.1/30;

}
family mpls {
filter {
input mpls-ipv4-filter1;

}
}

}
}

}
firewall {
family mpls {
filter mpls-ipv4-filter1 {
term term1 {
from {
ip-version ipv4 {
source-address {
10.0.0.1/32;

}
protocol tcp {
destination-port ftp;

}
}

}
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then {
count counter1;
discard;

}
}

}
}

}

Related
Documentation

Filter-Based Forwarding Overview on page 317•

• Firewall Filter Match Conditions for MPLS-Tagged IPv4 or IPv6 Traffic on page 75

• Statement Hierarchy for Configuring Routing Instances for FBF on page 323

• Example: Configuring Filter-Based Forwarding on the Source Address on page 325

Statement Hierarchy for Configuring Routing Instances for FBF

A routing instance is a collection of routing tables, interfaces, and routing protocol

parameters. The set of interfaces belongs to the routing tables, and the routing protocol

parameters control the information in the routing tables.

To configure a routing instance for filter-based forwarding:

1. The instance-typemust be forwarding. The forwarding routing instance type supports

filter-based forwarding, where interfaces are not associated with instances. For this

instance type, there is no one-to-onemapping between an interface and a routing

instance. All interfaces belong to the default instance inet.0.

2. The name of the routing instance namemust be the one referenced in the firewall

filter action.

NOTE: In Junos OS Release 9.0 and later, you can no longer specify a
routing-instance name of default or include special characters within the

name of a routing instance.

Youmust also create a routing table group that adds interface routes to the following

routing instances:

• Routing instance named in the action

• Default routing table inet.0

You create a routing table group to resolve the routes installed in the routing instance to

directly connected next hops on that interface. For more information on routing table

groups and interface routes, see the Routing Databases Overview.

routing-instances {
routing-table-name {
instance-type forwarding;
routing-options {
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static {
route destination-prefix nexthop address;

}
}

}
}

You can include the forwarding routing instance at one of the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Related
Documentation

Filter-Based Forwarding Overview on page 317•

• Statement Hierarchy for Configuring FBF for IPv4 or IPv6 Traffic on page 320

• Statement Hierarchy for Configuring FBF for MPLS-Tagged IPv4 Traffic on page 321

• Example: Configuring Filter-Based Forwarding on the Source Address on page 325

Statement Hierarchy for Applying FBF Filters to Interfaces

To apply filter-based forwarding to a logical interface, include the input or output

statement in the filter stanza.

NOTE: An interfaceconfiguredwith filter-basedforwardingdoesnotsupport
source-class usage (SCU) filter matching check filters.

interfaces {
interface-name {
unit unit-number {
family (inet | inet6 | mpls) {
filter {
input filter-name;
output filter-name;

}
address address;

}
}

}
}

You can include the interfaces configuration at one of the following hierarchy levels:

• [edit]

• [edit logical-systems logical-system-name]

Related
Documentation

Filter-Based Forwarding Overview on page 317•

• Statement Hierarchy for Configuring FBF for IPv4 or IPv6 Traffic on page 320

• Statement Hierarchy for Configuring FBF for MPLS-Tagged IPv4 Traffic on page 321
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• Statement Hierarchy for Configuring Routing Instances for FBF on page 323

• Example: Configuring Filter-Based Forwarding on the Source Address on page 325

Example: Configuring Filter-Based Forwarding on the Source Address

This example showshowtoconfigure filter-based forwarding. The filter classifies packets

to determine their forwarding path within the ingress routing device.

• Requirements on page 325

• Overview on page 325

• Configuration on page 327

• Verification on page 332

Requirements

In this example, no special configuration beyond device initialization is required.

Overview

Filter-based forwarding is supported for IP version 4 (IPv4) and IP version 6 (IPv6).

Use filter-based forwarding for service provider selection when customers have Internet

connectivity provided by different ISPs yet share a common access layer.When a shared

media (such as a cable modem) is used, a mechanism on the common access layer

looks at Layer 2 or Layer 3 addresses and distinguishes between customers. You can use

filter-based forwarding when the common access layer is implemented using a

combination of Layer 2 switches and a single router.

With filter-based forwarding, all packets received on an interface are considered. Each

packet passes through a filter that has match conditions. If the match conditions are

met for a filter and you have created a routing instance, filter-based forwarding is applied

to a packet. The packet is forwarded based on the next hop specified in the routing

instance. For static routes, the next hop can be a specific LSP.

NOTE: Source-class usage filter matching and unicast reverse-path
forwarding checks are not supported on an interface configured with
filter-based forwarding (FBF).

To configure filter-based forwarding, perform the following tasks:

• Create amatch filter on an ingress router or switch. To specify a match filter, include

the filter filter-name statementat the [edit firewall]hierarchy level. Apacket thatpasses

through the filter is compared against a set of rules to classify it and to determine its

membership inaset.Onceclassified, thepacket is forwarded toa routing table specified

in the accept action in the filter description language. The routing table then forwards

the packet to the next hop that corresponds to the destination address entry in the

table.
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• Create routing instances that specify the routing table(s) towhichapacket is forwarded,

and the destination to which the packet is forwarded at the [edit routing-instances]

hierarchy level. For example:

[edit]
routing-instances {
routing-table-name1 {
instance-type forwarding;
routing-options {
static {
route 0.0.0.0/0 nexthop 10.0.0.1;

}
}

}
routing-table-name2 {
instance-type forwarding;
routing-options {
static {
route 0.0.0.0/0 nexthop 10.0.0.2;

}
}

}
}

• Create a routing table group that adds interface routes to the forwarding routing

instances used in filter-based forwarding (FBF), as well as to the default routing

instance inet.0. This part of the configuration resolves the routes installed in the routing

instances to directly connected next hops on that interface. Create the routing table

group at the [edit routing-options] hierarchy level.

NOTE: Specify inet.0asoneof the routing instances that the interface routes
are imported into. If the default instance inet.0 is not specified, interface
routes are not imported into the default routing instance.

This example shows a packet filter that directs customer traffic to a next-hop router in

the domains, SP 1 or SP 2, based on the packet’s source address.

If the packet has a source address assigned to an SP 1 customer, destination-based

forwardingoccurs using the sp1-route-table.inet.0 routing table. If thepacket hasa source

address assigned to an SP 2 customer, destination-based forwarding occurs using the

sp2-route-table.inet.0 routing table. If apacketdoesnotmatcheither of theseconditions,

the filter accepts thepacket, anddestination-based forwardingoccursusing the standard

inet.0 routing table.

Figure 6 on page 327 shows the topology used in this example.

On Device P1, an input filter classifies packets received fromDevice PE3 and Device PE4.

The packets are routed based on the source addresses. Packets with source addresses

in the 10.1.1.0/24 and 10.1.2.0/24 networks are routed to Device PE1. Packets with source

addresses in the 10.2.1.0/24 and 10.2.2.0/24 networks are routed to Device PE2.
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Figure 6: Filter-Based Forwarding
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To establish connectivity, OSPF is configured on all of the interfaces. For demonstration

purposes, loopback interfaceaddressesareconfiguredon the routingdevices to represent

networks in the clouds.

The “CLI Quick Configuration” on page 327 section shows the entire configuration for all

of the devices in the topology. The “Configuring the Routing Instances on the Device P1”

on page 329 section shows the step-by-step configuration of the ingress routing device,

Device P1.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device P1 set firewall filter classify-customers termsp1-customers fromsource-address 10.1.1.0/24
set firewall filterclassify-customers termsp1-customers fromsource-address 10.1.2.0/24
set firewall filter classify-customers term sp1-customers then log
set firewall filter classify-customers term sp1-customers then routing-instance
sp1-route-table

set firewall filter classify-customers termsp2-customers fromsource-address 10.2.1.0/24
set firewall filterclassify-customers termsp2-customers fromsource-address 10.2.2.0/24
set firewall filter classify-customers term sp2-customers then log
set firewall filter classify-customers term sp2-customers then routing-instance
sp2-route-table

set firewall filter classify-customers term default then accept
set interfaces fe-1/2/0 unit 0 family inet filter input classify-customers
set interfaces fe-1/2/0 unit 0 family inet address 172.16.0.10/30
set interfaces fe-1/2/1 unit 0 family inet address 172.16.0.13/30
set interfaces fe-1/2/2 unit 0 family inet address 172.16.0.17/30
set protocols ospf rib-group fbf-group
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable
set routing-instances sp1-route-table instance-type forwarding
set routing-instances sp1-route-table routing-options static route 0.0.0.0/0 next-hop
172.16.0.13

set routing-instances sp2-route-table instance-type forwarding
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set routing-instances sp2-route-table routing-options static route 0.0.0.0/0 next-hop
172.16.0.17

set routing-options rib-groups fbf-group import-rib inet.0
set routing-options rib-groups fbf-group import-rib sp1-route-table.inet.0
set routing-options rib-groups fbf-group import-rib sp2-route-table.inet.0

Device P2 set interfaces fe-1/2/0 unit 0 family inet address 172.16.0.2/30
set interfaces fe-1/2/1 unit 0 family inet address 172.16.0.6/30
set interfaces fe-1/2/2 unit 0 family inet address 172.16.0.9/30
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable

Device PE1 set interfaces fe-1/2/0 unit 0 family inet address 172.16.0.14/30
set interfaces lo0 unit 0 family inet address 1.1.1.1/32
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable

Device PE2 set interfaces fe-1/2/0 unit 0 family inet address 172.16.0.18/30
set interfaces lo0 unit 0 family inet address 2.2.2.2/32
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable

Device PE3 set interfaces fe-1/2/0 unit 0 family inet address 172.16.0.1/30
set interfaces lo0 unit 0 family inet address 10.1.1.1/32
set interfaces lo0 unit 0 family inet address 10.1.2.1/32
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable

Device PE4 set interfaces fe-1/2/0 unit 0 family inet address 172.16.0.5/30
set interfaces lo0 unit 0 family inet address 10.2.1.1/32
set interfaces lo0 unit 0 family inet address 10.2.2.1/32
set protocols ospf area 0.0.0.0 interface all
set protocols ospf area 0.0.0.0 interface fxp0.0 disable

Configuring the Firewall Filter

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5 in the CLI User Guide.

To configure the firewall filter on the main router or switch:

1. Configure the source addresses for SP1 customers.

[edit firewall filter classify-customers term sp1-customers]
user@host# set from source-address 10.1.1.0/24
user@host# set from source-address 10.1.2.0/24

2. Configure the actions that are taken when packets are received with the specified

source addresses.

To track the action of the firewall filter, a log action is configured. The

sp1-route-table.inet.0 routing table on Device P1 routes the packets.

[edit firewall filter classify-customers term sp1-customers]
user@host# set then log
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user@host# set then routing-instance sp1-route-table

3. Configure the source addresses for SP2 customers.

[edit firewall filter classify-customers term sp2-customers]
user@host# set from source-address 10.2.1.0/24
user@host# set from source-address 10.2.2.0/24

4. Configure the actions that are taken when packets are received with the specified

source addresses.

To track the action of the firewall filter, a log action is configured. The

sp2-route-table.inet.0 routing table on Device P1 routes the packet.

[edit firewall filter classify-customers term sp2-customers]
user@host# set then log
user@host# set then routing-instance sp2-route-table

5. Configure the action to take when packets are received from any other source

address.

All of these packets are simply accepted and routed using the default IPv4 unicast

routing table, inet.0.

[edit firewall filter classify-customers term default]
user@host# set then accept

Configuring the Routing Instances on the Device P1

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5 in the CLI User Guide.

To configure the routing instances:

1. Configure the interfaces.

[edit interfaces fe-1/2/0]
user@host# set unit 0 family inet address 172.16.0.10/30

[edit interfaces fe-1/2/1]
user@host# set unit 0 family inet address 172.16.0.13/30

[edit interfaces fe-1/2/2]
user@host# set unit 0 family inet address 172.16.0.17/30

2. Assign the classify-customers firewall filter to router interface fe-1/2/0.0 as an input

packet filter.

[edit interfaces fe-1/2/0]
user@host# set unit 0 family inet filter input classify-customers

3. Configure connectivity, using either a routing protocol or static routing.

As a best practice, disable routing on themanagement interface.

[edit protocols ospf area 0.0.0.0]
user@host# set interface all
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user@host# set interface fxp0.0 disable

4. Create the routing instances.

These routing instances are referenced in the classify-customers firewall filter.

The forwarding instance type provides support for filter-based forwarding, where
interfaces are not associated with instances. All interfaces belong to the default
instance, in this case Device P1.

[edit routing-instances]
user@host# set sp1-route-table instance-type forwarding

user@host# set sp2-route-table instance-type forwarding

5. Resolve the routes installed in the routing instances todirectly connectednext hops.

[edit routing-instances sp1-route-table routing-options]
user@host# set static route 0.0.0.0/0 next-hop 172.16.0.13

user@host# set static route 0.0.0.0/0 next-hop 172.16.0.17

6. Group together the routing tables to form a routing table group.

The first routing table, inet.0, is the primary routing table, and the additional routing
tables are the secondary routing tables.

The primary routing table determines the address family of the routing table group,
in this case IPv4.

[edit routing-options]
user@host# set rib-groups fbf-group import-rib inet.0
user@host# set rib-groups fbf-group import-rib sp1-route-table.inet.0
user@host# set rib-groups fbf-group import-rib sp2-route-table.inet.0

7. Apply the routing table group to OSPF.

This causes the OSPF routes to be installed into all the routing tables in the group.

[edit protocols ospf]
user@host# set rib-group fbf-group

8. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

Results

Confirm your configuration by issuing the show interfaces, show firewall, show protocols,

show routing-instances, and show routing-options commands.

user@host# show interfaces
fe-1/2/0 {
unit 0 {
family inet {
filter {
input classify-customers;
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}
address 172.16.0.10/30;

}
}

}
fe-1/2/1 {
unit 0 {
family inet {
address 172.16.0.13/30;

}
}

}
fe-1/2/2 {
unit 0 {
family inet {
address 172.16.0.17/30;

}
}

}

user@host# show firewall
filter classify-customers {
term sp1-customers {
from {
source-address {
10.1.1.0/24;
10.1.2.0/24;

}
}
then {
log;
routing-instance sp1-route-table;

}
}
term sp2-customers {
from {
source-address {
10.2.1.0/24;
10.2.2.0/24;

}
}
then {
log;
routing-instance sp2-route-table;

}
}
term default {
then accept;

}
}

user@host# show protocols
ospf {
rib-group fbf-group;
area 0.0.0.0 {
interface all;
interface fxp0.0 {
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disable;
}

}
}

user@host# show routing-instances
sp1-route-table {
instance-type forwarding;
routing-options {
static {
route 0.0.0.0/0 next-hop 172.16.0.13;

}
}

}
sp2-route-table {
instance-type forwarding;
routing-options {
static {
route 0.0.0.0/0 next-hop 172.16.0.17;

}
}

}

user@host# show routing-options
rib-groups {
fbf-group {
import-rib [ inet.0 sp1-route-table.inet.0 sp2-route-table.inet.0 ];

}
}

Verification

Confirm that the configuration is working properly.

Pinging with Specified Source Addresses

Purpose Send some ICMP packets across the network to test the firewall filter.

Action Run the ping command, pinging the lo0.0 interface on Device PE1.1.

The address configured on this interface is 1.1.1.1.

Specify the source address 10.1.2.1, which is the address configured on the lo0.0

interface on Device PE3.

user@PE3> ping 1.1.1.1 source 10.1.2.1
PING 1.1.1.1 (1.1.1.1): 56 data bytes
64 bytes from 1.1.1.1: icmp_seq=0 ttl=62 time=1.444 ms
64 bytes from 1.1.1.1: icmp_seq=1 ttl=62 time=2.094 ms
^C
--- 1.1.1.1 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.444/1.769/2.094/0.325 ms

2. Run the ping command, pinging the lo0.0 interface on Device PE2.

The address configured on this interface is 2.2.2.2.
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Specify the source address 10.2.1.1, which is the address configured on the lo0.0

interface on Device PE4.

user@PE4> ping 2.2.2.2 source 10.2.1.1
PING 2.2.2.2 (2.2.2.2): 56 data bytes
64 bytes from 2.2.2.2: icmp_seq=0 ttl=62 time=1.473 ms
64 bytes from 2.2.2.2: icmp_seq=1 ttl=62 time=1.407 ms
^C
--- 2.2.2.2 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.407/1.440/1.473/0.033 ms

Meaning Sending these pings activates the firewall filter actions.

Verifying the Firewall Filter

Purpose Make sure the firewall filter actions take effect.

Action Run the show firewall log command on Device P1.1.

user@P1> show firewall log
Log :
Time      Filter    Action Interface     Protocol        Src Addr            
Dest Addr
13:52:20  pfe       A      fe-1/2/0.0   ICMP            10.2.1.1            
2.2.2.2
13:52:19  pfe       A      fe-1/2/0.0   ICMP            10.2.1.1            
2.2.2.2
13:51:53  pfe       A      fe-1/2/0.0   ICMP            10.1.2.1            
1.1.1.1
13:51:52  pfe       A      fe-1/2/0.0   ICMP            10.1.2.1            
1.1.1.1

Related
Documentation

• Configuring Filter-Based Forwarding

• Copying and Redirecting Traffic with Port Mirroring and Filter-Based Forwarding

• Using Filter-Based Forwarding to Export Monitored Traffic to Multiple Destinations

• Filter-Based Forwarding Overview on page 317
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CHAPTER 11

Example: Configuring Filter-Based
Forwarding to a Specific Outgoing
Interface or Destination IP Address

• Understanding Filter-BasedForwarding to aSpecificOutgoing Interface orDestination

IP Address on page 335

• Example: Configuring Filter-Based Forwarding to a Specific Outgoing

Interface on page 337

• Example: Configuring Filter-Based Forwarding to a Specific Destination IP

Address on page 341

UnderstandingFilter-BasedForwardingtoaSpecificOutgoing InterfaceorDestination
IP Address

Policy-based routing (also known as filter-based forwarding) refers to the use of firewall

filters that are applied to an interface to match certain IP header characteristics and to

routeonly thosematchingpacketsdifferently than thepacketswouldnormallybe routed.

Starting in Junos OS Release 12.2, you can use then next-interface, then next-ip, or then

next-ip6 as an action in a firewall filter. From specific match conditions, IPv4 and IPv6

addresses or an interface name can be specified as the response action to amatch.

The set of match conditions can be as follows:

• Layer-3 properties (for example, the source or destination IP address or the TOS byte)

• Layer-4 properties (for example, the source or destination port)

The route for the given IPv4 or IPv6 address has to be present in the routing table for

policy-based routing to take effect. Similarly, the route through the given interface has

to be present in the forwarding table for next-interface action to take effect. This can be

achieved by configuring an interior gateway protocol (IGP), such as OSPF or IS-IS, to

advertise Layer 3 routes.

The firewall filtermatches theconditionsand forwards thepacket tooneof the following:

• An IPv4 address (using the next-ip firewall filter action)

• An IPv6 address (using the next-ip6 firewall filter action)
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• An interface (using the next-interface firewall filter action)

Suppose, for example, that youwant to offer services to your customers, and the services

reside on different servers. An example of a service might be hosted DNS or hosted FTP.

Ascustomer traffic arrivesat the JuniperNetworks routingdevice, youcanuse filter-based

forwarding to send traffic to the servers by applying amatch condition on aMACaddress

oran IPaddressor simplyan incoming interfaceandsend thepackets toacertainoutgoing

interface that is associatedwith the appropriate server. Some of your destinationsmight

be IPv4 or IPv6 addresses, in which case the next-ip or next-ip6 action is useful.

Optionally, you can associate the outgoing interfaces or IP addresses with routing

instances.

For example:

firewall {
filter filter1 {
term t1 {
from {
source-address {
10.1.1.3/32;

}
}
then {
next-interface {
xe-0/1/0.1;
routing-instance rins1;

}
}

}
term t2 {
from {
source-address {
10.1.1.4/32;

}
}
then {
next-interface {
xe-0/1/0.2;
routing-instance rins2;

}
}

}
}

}
routing-instances {
rins1 {
instance-type virtual-router;
interface xe-0/1/0.1;

}
rins2 {
instance-type virtual-router;
interface xe-0/1/0.2;

}
}
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Related
Documentation

Example: Configuring Filter-Based Forwarding to a Specific Outgoing Interface on

page 337

•

• Firewall Filter Nonterminating Actions on page 106

Example: Configuring Filter-Based Forwarding to a Specific Outgoing Interface

This example shows how to use then next-interface as an action in a firewall filter.

• Requirements on page 337

• Overview on page 337

• Configuration on page 338

• Verification on page 340

Requirements

This example has the following hardware and software requirements:

• MX Series 3D Universal Edge Router as the routing device with the firewall filter

configured.

• Junos OS Release 12.2 running on the routing device with the firewall filter configured.

• The filter with the next-interface (or next-ip) action can only be applied to an interface

that is hosted on a Trio MPC. If you apply the filter to an I-chip based DPC, the commit

operation fails.

• The outgoing interface referred to in the next-interface interface-name action can be

hosted on a Trio MPC or an I-chip based DPC.

Overview

In this example, Device R1 has two loopback interface addresses configured: 172.16.1.1

and 172.16.2.2.

On Device R2, a firewall filter has multiple terms configured. Each termmatches one of

the source addresses in incoming traffic, and routes the traffic to specified outgoing

interfaces. The outgoing interfaces are configured as VLAN-tagged interfaces between

Device R2 and Device R3.

IS-IS is used for connectivity among the devices.

Figure 7 on page 337 shows the topology used in this example.

Figure 7: Filter-Based Forwarding to Specified Outgoing Interfaces
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This example shows the configuration on Device R2.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R2 set interfaces ge-2/1/0 unit 0 family inet filter input filter1
set interfaces ge-2/1/0 unit 0 family inet address 10.0.0.10/30
set interfaces ge-2/1/0 unit 0 description to-R1
set interfaces ge-2/1/0 unit 0 family iso
set interfaces ge-2/1/1 vlan-tagging
set interfaces ge-2/1/1 description to-R3
set interfaces ge-2/1/1 unit 0 vlan-id 1001
set interfaces ge-2/1/1 unit 0 family inet address 10.0.0.13/30
set interfaces ge-2/1/1 unit 0 family iso
set interfaces ge-2/1/1 unit 1 vlan-id 1002
set interfaces ge-2/1/1 unit 1 family inet address 10.0.0.25/30
set interfaces ge-2/1/1 unit 1 family iso
set interfaces lo0 unit 0 family inet address 10.255.4.4/32
set interfaces lo0 unit 0 family iso address 49.0001.0010.0000.0404.00
set firewall family inet filter filter1 term t1 from source-address 172.16.1.1/32
set firewall family inet filter filter1 term t1 then next-interface ge-2/1/1.0
set firewall family inet filter filter1 term t2 from source-address 172.16.2.2/32
set firewall family inet filter filter1 term t2 then next-interface ge-2/1/1.1
set protocols isis interface all level 1 disable
set protocols isis interface fxp0.0 disable
set protocols isis interface lo0.0

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5 in the CLI User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces]
user@R2# set ge-2/1/0 unit 0 family inet filter input filter1
user@R2# set ge-2/1/0 unit 0 family inet address 10.0.0.10/30
user@R2# set ge-2/1/0 unit 0 description to-R1
user@R2# set ge-2/1/0 unit 0 family iso

user@R2# set ge-2/1/1 vlan-tagging
user@R2# set ge-2/1/1 description to-R3

user@R2# set ge-2/1/1 unit 0 vlan-id 1001
user@R2# set ge-2/1/1 unit 0 family inet address 10.0.0.13/30
user@R2# set ge-2/1/1 unit 0 family iso

user@R2# set ge-2/1/1 unit 1 vlan-id 1002
user@R2# set ge-2/1/1 unit 1 family inet address 10.0.0.25/30
user@R2# set ge-2/1/1 unit 1 family iso
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user@R2# set lo0 unit 0 family inet address 10.255.4.4/32
user@R2# set lo0 unit 0 family iso address 49.0001.0010.0000.0404.00

2. Configure the firewall filter.

[edit firewall family inet filter filter1]
user@R2# set term t1 from source-address 172.16.1.1/32
user@R2# set term t1 then next-interface ge-2/1/1.0

user@R2# set term t2 from source-address 172.16.2.2/32
user@R2# set term t2 then next-interface ge-2/1/1.1

3. Enable IS-IS on the interfaces.

[edit protocols is-is]
user@R2# set interface all level 1 disable
user@R2# set interface fxp0.0 disable
user@R2# set interface lo0.0

Results From configuration mode, confirm your configuration by entering the show interfaces,

showfirewall, and showprotocols commands. If theoutput doesnotdisplay the intended

configuration, repeat the configuration instructions in this example to correct it.

user@R2# show interfaces
ge-2/1/0 {
unit 0 {
description to-R1;
family inet {
filter {
input filter1;

}
address 10.0.0.10/30;

}
family iso;

}
}
ge-2/1/1 {
description to-R3;
vlan-tagging;
unit 0 {
vlan-id 1001;
family inet {
address 10.0.0.13/30;

}
family iso;

}
unit 1 {
vlan-id 1002;
family inet {
address 10.0.0.25/30;

}
family iso;

}
}
lo0 {
unit 0 {
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family inet {
address 10.255.4.4/32;

}
family iso {
address 49.0001.0010.0000.0404.00;

}
}

}

user@R2# show firewall
family inet {
filter filter1 {
term t1 {
from {
source-address {
172.16.1.1/32;

}
}
then {
next-interface {
ge-2/1/1.0;

}
}
term t2 {
from {
source-address {
172.16.2.2/32;

}
}
then {
next-interface {
ge-2/1/1.1;

}
}

}
}

}

user@R2# show protocols
isis {
interface all {
level 1 disable;

}
interface fxp0.0 {
disable;

}
interface lo0.0;

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.
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Checking the Paths Used

Purpose Makesure that theexpectedpathsareusedwhensending traffic fromDeviceR1 toDevice

R4.

Action On Device R1, enter the traceroute command.

user@R1> traceroute 10.255.6.6 source 172.16.1.1
traceroute to 10.255.6.6 (10.255.6.6) from 172.16.1.1, 30 hops max, 40 byte packets

 1  10.0.0.10 (10.0.0.10)  0.976 ms  0.895 ms  0.815 ms
2  10.0.0.14 (10.0.0.14)  0.868 ms  0.888 ms  0.813 ms
 3  10.255.6.6 (10.255.6.6)  1.715 ms  1.442 ms  1.382 ms

user@R1> traceroute 10.255.6.6 source 172.16.2.2
traceroute to 10.255.6.6 (10.255.6.6) from 172.16.2.2, 30 hops max, 40 byte packets

 1  10.0.0.10 (10.0.0.10)  0.973 ms  0.907 ms  0.782 ms
2  10.0.0.26 (10.0.0.26)  0.844 ms  0.890 ms  0.852 ms
 3  10.255.6.6 (10.255.6.6)  1.384 ms  1.516 ms  1.462 ms

Meaning The output shows that the second hop changes, depending on the source address used

in the traceroute command.

To verify this feature, a traceroute operation is performed on Device R1 to Device R4.

When the source IPaddress is 172.16.1.1, packetsare forwardedout thege-2/1/1.0 interface

on Device R2. When the source IP address is 172.16.2.2, packets are forwarded out the

ge-2/1/1.1 interface on Device R2.

Related
Documentation

Understanding Filter-BasedForwarding to aSpecificOutgoing Interface orDestination

IP Address on page 335

•

• Example: Configuring Filter-Based Forwarding to a Specific Destination IP Address on

page 341

• Firewall Filter Nonterminating Actions on page 106

Example: Configuring Filter-Based Forwarding to a Specific Destination IP Address

This example shows how to use then next-ip as an action in a firewall filter.

• Requirements on page 342

• Overview on page 342

• Configuration on page 343

• Verification on page 349
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Requirements

This example has the following hardware and software requirements:

• MX Series 3D Universal Edge Router as the routing device with the firewall filter

configured.

• Junos OS Release 12.2 running on the routing device with the firewall filter configured.

• The filter with the next-interface (or next-ip) action can only be applied to an interface

that is hosted on a Trio MPC. If you apply the filter to an I-chip based DPC, the commit

operation fails.

• The outgoing interface referred to in the next-interface interface-name action can be

hosted on a Trio MPC or an I-chip based DPC.

Overview

In this example,DeviceR2has two routing instances thatare interconnectedwithphysical

links. Traffic from certain sources is required to be directed across the upper link for

inspectionby a traffic optimizer,which acts transparently on the IP layer.When the traffic

optimizer fails, the traffic moves to the lower link. Flows in direction R1>R3 and R3>R1

follow identical paths.

Figure 8 on page 342 shows the topology used in this example.

Figure 8: Filter-Based Forwarding to Specified Outgoing Interfaces

On Device R2, a firewall filter is applied to interface ge-1/0/8 in the input direction. The

second termmatches the specific source addresses 10.0.0.0/24, and routes the traffic

to address 192.168.0.3. This address resolves to next-hop 192.168.20.2. If the link

connected to interface ge-1/1/0 goes down, the address 192.168.0.3 will resolve to

next-hop 192.168.30.2.

On Device R2, a firewall filter is applied to interface ge-1/0/0 in the input direction. The

second termmatches the specific destination addresses 10.0.0.0/24, and routes the

traffic to address 192.168.0.2. This address resolves to next-hop 192.168.20.1. If the link

connected to interface ge-1/3/8 goes down, the address 192.168.0.2 will resolve to

next-hop 192.168.30.1.

NOTE: The address configured using the next-ip action is not automatically

resolved. On Ethernet interfaces, it is assumed that the configured address
is resolved using a routing protocol or static routes.
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Internal BGP (IBGP) is used between Device R2-VR1 and Device R2-VR2. External BGP

(EBGP) is usedbetweenDeviceR1andDeviceR2-VR1, aswell asbetweenDeviceR2-VR2

and Device R3.

BGP operations proceed as follows:

• R2-VR1 learns 10/8 from R1, and 0/0 from R2-VR2.

• R2-VR2 learns 0/0 from R3, and 10/8 from R2-VR1.

• R1 advertises 10/8, and receives 0/0 from R2-VR1.

• R3 advertises 0/0, and receives 10/8 from R2-VR2.

The firewall filter applied toDevice R2 needs to allow control-plane traffic for the directly

connected interfaces, in this case the EBGP sessions.

This example shows the configuration on Device R2.

Configuration

CLI Quick
Configuration

To quickly configure this example, copy the following commands, paste them into a text

file, remove any line breaks, change any details necessary to match your network

configuration, and then copy andpaste the commands into theCLI at the [edit]hierarchy

level.

Device R1 set interfaces lo0 unit 0 family inet address 10.0.0.1/32
set interfaces lo0 unit 0 family inet address 10.1.0.1/32
set interfaces ge-1/0/8 unit 0 family inet address 192.168.10.1/24
set routing-options autonomous-system 65001
set protocols bgp group eBGP neighbor 192.168.10.2 peer-as 65002
set protocols bgp group eBGP export Announce10
setpolicy-optionspolicy-statementAnnounce10term1 fromroute-filter 10.0.0.0/8exact
set policy-options policy-statement Announce10 term 1 then accept
set policy-options policy-statement Announce10 term 2 then reject

Device R2 set interfaces ge-1/0/8 unit 0 family inet address 192.168.10.2/24
set interfaces ge-1/0/8 unit 0 family inet filter input SteerSrcTrafficOptimizer
set interfaces ge-1/1/0 unit 0 family inet address 192.168.20.1/24
set interfaces ge-1/1/1 unit 0 family inet address 192.168.30.1/24
set routing-instances VR1 instance-type virtual-router
set routing-instances VR1 interface ge-1/0/8.0
set routing-instances VR1 interface ge-1/1/0.0
set routing-instances VR1 interface ge-1/1/1.0
set routing-instances VR1 routing-options static route 192.168.0.3 next-hop 192.168.20.2
set routing-instances VR1 routing-options static route 192.168.0.3 qualified-next-hop
192.168.30.2metric 100

set routing-instances VR1 routing-options autonomous-system 65002
set routing-instancesVR1protocols bgpgroupeBGPneighbor 192.168.10.1 peer-as65001
set routing-instancesVR1protocolsbgpgroup iBGPneighbor 192.168.30.2peer-as65002
set routing-instances VR1 protocols bgp group iBGP neighbor 192.168.30.2 export
AcceptExternal

set firewall family inet filter SteerSrcTrafficOptimizer term 0 from source-address
192.168.10.0/24

set firewall family inet filter SteerSrcTrafficOptimizer term 0 then accept
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set firewall family inet filter SteerSrcTrafficOptimizer term 1 from source-address
10.0.0.0/24

set firewall family inet filter SteerSrcTrafficOptimizer term 1 then next-ip 192.168.0.3
routing-instance VR1

set firewall family inet filter SteerSrcTrafficOptimizer term 2 from source-address
10.0.0.0/8

set firewall family inet filter SteerSrcTrafficOptimizer term 2 then accept
set interfaces ge-1/0/0 unit 0 family inet address 192.168.40.1/24
set interfaces ge-1/0/0 unit 0 family inet filter input SteerDstTrafficOptimizer
set interfaces ge-1/3/8 unit 0 family inet address 192.168.20.2/24
set interfaces ge-1/3/9 unit 0 family inet address 192.168.30.2/24
set routing-instances VR2 instance-type virtual-router
set routing-instances VR2 interface ge-1/0/0.0
set routing-instances VR2 interface ge-1/3/8.0
set routing-instances VR2 interface ge-1/3/9.0
set routing-instancesVR2routing-optionsstatic route192.168.0.2/32next-hop192.168.20.1
set routing-instancesVR2 routing-optionsstatic route 192.168.0.2/32qualified-next-hop
192.168.30.1 metric 100

set routing-instances VR2 routing-options autonomous-system 65002
set routing-instancesVR2protocolsbgpgroupeBGPneighbor 192.168.40.2peer-as65003
set routing-instancesVR2protocolsbgpgroup iBGPneighbor 192.168.30.1peer-as65002
set routing-instances VR2 protocols bgp group iBGP neighbor 192.168.30.1 export
AcceptExternal

set firewall family inet filter SteerDstTrafficOptimizer term 0 from source-address
192.168.40.0/24

set firewall family inet filter SteerDstTrafficOptimizer term 0 then accept
set firewall family inet filter SteerDstTrafficOptimizer term 1 from destination-address
10.0.0.0/24

set firewall family inet filter SteerDstTrafficOptimizer term 1 then next-ip 192.168.0.2
routing-instance VR2

set firewall family inet filter SteerDstTrafficOptimizer term 2 from destination-address
10.0.0.0/8

set firewall family inet filter SteerDstTrafficOptimizer term 2 then accept
set policy-options policy-statement AcceptExternal term 1 from route-type external
set policy-options policy-statement AcceptExternal term 1 then accept

Device R3 set interfaces lo0 unit 0 family inet address 11.0.0.1/32
set interfaces ge-1/0/0 unit 0 family inet address 192.168.40.2/24
set routing-options autonomous-system 65003
set protocols bgp group eBGP neighbor 192.168.40.1 peer-as 65002
set protocols bgp group eBGP export Announce0
set policy-options policy-statement Announce0 term 1 from route-filter 0.0.0.0/0 exact
set policy-options policy-statement Announce0 term 1 then accept
set policy-options policy-statement Announce0 term 2 then reject

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration

hierarchy. For information about navigating the CLI, see “Using the CLI Editor in

Configuration Mode” on page 5 in the CLI User Guide.

To configure Device R2:

1. Configure the interfaces.

[edit interfaces]
user@R2# set ge-1/0/8 unit 0 family inet address 192.168.10.2/24
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user@R2# set ge-1/0/8 unit 0 family inet filter input SteerSrcTrafficOptimizer
user@R2# set ge-1/1/0 unit 0 family inet address 192.168.20.1/24
user@R2# set ge-1/1/1 unit 0 family inet address 192.168.30.1/24

user@R2# set ge-1/0/0 unit 0 family inet address 192.168.40.1/24
user@R2# set ge-1/0/0 unit 0 family inet filter input SteerDstTrafficOptimizer
user@R2# set ge-1/3/8 unit 0 family inet address 192.168.20.2/24
user@R2# set ge-1/3/9 unit 0 family inet address 192.168.30.2/24

2. Configure the routing instance.

[edit routing-instances]
user@R2# set VR1 instance-type virtual-router
user@R2# set VR1 interface ge-1/0/8.0
user@R2# set VR1 interface ge-1/1/0.0
user@R2# set VR1 interface ge-1/1/1.0

user@R2# set VR2 instance-type virtual-router
user@R2# set VR2 interface ge-1/0/0.0
user@R2# set VR2 interface ge-1/3/8.0
user@R2# set VR2 interface ge-1/3/9.0

3. Configure the static and BGP routing.

[edit routing-instances]
user@R2# set VR1 routing-options static route 192.168.0.3 next-hop 192.168.20.2
user@R2# set VR1 routing-options static route 192.168.0.3 qualified-next-hop
192.168.30.2metric 100

user@R2# set VR1 routing-options autonomous-system 65002
user@R2# set VR1 protocols bgp group eBGP neighbor 192.168.10.1 peer-as 65001
user@R2# set VR1 protocols bgp group iBGP neighbor 192.168.30.2 peer-as 65002
user@R2# set VR1 protocols bgp group iBGP neighbor 192.168.30.2 export
AcceptExternal

user@R2#setVR2routing-optionsstatic route 192.168.0.2/32next-hop192.168.20.1
user@R2# set VR2 routing-options static route 192.168.0.2/32 qualified-next-hop
192.168.30.1 metric 100

user@R2# set VR2 routing-options autonomous-system 65002
user@R2# setVR2protocolsbgpgroupeBGPneighbor 192.168.40.2peer-as65003
user@R2# set VR2 protocols bgp group iBGP neighbor 192.168.30.1 peer-as 65002
user@R2# set VR2 protocols bgp group iBGP neighbor 192.168.30.1 export
AcceptExternal

4. Configure the firewall filters.

[edit firewall family inet]
user@R2# set filter SteerSrcTrafficOptimizer term 0 from source-address
192.168.10.0/24

user@R2# set filter SteerSrcTrafficOptimizer term 0 then accept
user@R2#set filterSteerSrcTrafficOptimizer term1 fromsource-address 10.0.0.0/24
user@R2# set filter SteerSrcTrafficOptimizer term 1 then next-ip 192.168.0.3
routing-instance VR1

user@R2#set filterSteerSrcTrafficOptimizer term2fromsource-address 10.0.0.0/8
user@R2# set filter SteerSrcTrafficOptimizer term 2 then accept
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user@R2# set filter SteerDstTrafficOptimizer term 0 from source-address
192.168.40.0/24

user@R2# set filter SteerDstTrafficOptimizer term 0 then accept
user@R2# set filter SteerDstTrafficOptimizer term 1 from destination-address
10.0.0.0/24

user@R2# set filter SteerDstTrafficOptimizer term 1 then next-ip 192.168.0.2
routing-instance VR2

user@R2# set filter SteerDstTrafficOptimizer term 2 from destination-address
10.0.0.0/8

user@R2# set filter SteerDstTrafficOptimizer term 2 then accept

5. Configure the routing policy.

[edit policy-options policy-statement AcceptExternal term 1]
user@R2# set from route-type external
user@R2# set term 1 then accept

Results From configuration mode, confirm your configuration by entering the show interfaces,

showfirewall, and showprotocols commands. If theoutput doesnotdisplay the intended

configuration, repeat the configuration instructions in this example to correct it.

user@R2# show interfaces
ge-1/0/0 {
unit 0 {
family inet {
filter {
input SteerDstTrafficOptimizer;

}
address 192.168.40.1/24;

}
}

}
ge-1/0/8 {
unit 0 {
family inet {
filter {
input SteerSrcTrafficOptimizer;

}
address 192.168.10.2/24;

}
}

}
ge-1/1/0 {
unit 0 {
family inet {
address 192.168.20.1/24;

}
}

}
ge-1/1/1 {
unit 0 {
family inet {
address 192.168.30.1/24;

}
}

}
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ge-1/3/8 {
unit 0 {
family inet {
address 192.168.20.2/24;

}
}

}
ge-1/3/9 {
unit 0 {
family inet {
address 192.168.30.2/24;

}
}

}

user@R2# show firewall
family inet {
filter SteerSrcTrafficOptimizer {
term 0 {
from {
source-address {
192.168.10.0/24;

}
}
then accept;

}
term 1 {
from {
source-address {
10.0.0.0/24;

}
}
then {
next-ip 192.168.0.3/32 routing-instance VR1;

}
}
term 2 {
from {
source-address {
10.0.0.0/8;

}
}
then accept;

}
}
filter SteerDstTrafficOptimizer {
term 0 {
from {
source-address {
192.168.40.0/24;

}
}
then accept;

}
term 1 {
from {
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destination-address {
10.0.0.0/24;

}
}
then {
next-ip 192.168.0.2/32 routing-instance VR2;

}
}
term 2 {
from {
destination-address {
10.0.0.0/8;

}
}
then accept;

}
}

}

user@R2# show policy-options
policy-statement AcceptExternal {
term 1 {
from route-type external;
then accept;

}
}

user@R2# show routing-instances
VR1 {
instance-type virtual-router;
interface ge-1/0/8.0;
interface ge-1/1/0.0;
interface ge-1/1/1.0;
routing-options {
static {
route 192.168.0.3/32 {
next-hop 192.168.20.2;
qualified-next-hop 192.168.30.2 {
metric 100;

}
}

}
autonomous-system 65002;

}
protocols {
bgp {
group eBGP {
neighbor 192.168.10.1 {
peer-as 65001;

}
}
group iBGP {
neighbor 192.168.30.2 {
export NextHopSelf;
peer-as 65002;

}
}
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}
}

}
VR2 {
instance-type virtual-router;
interface ge-1/0/0.0;
interface ge-1/3/8.0;
interface ge-1/3/9.0;
routing-options {
static {
route 192.168.0.2/32 {
next-hop 192.168.20.1;
qualified-next-hop 192.168.30.1 {
metric 100;

}
}

}
autonomous-system 65002;

}
protocols {
bgp {
group eBGP {
neighbor 192.168.40.2 {
peer-as 65003;

}
}
group iBGP {
neighbor 192.168.30.1 {
export NextHopSelf;
peer-as 65002;

}
}

}
}

}

If you are done configuring the device, enter commit from configuration mode.

Verification

Confirm that the configuration is working properly.

Checking the Paths Used

Purpose Makesure that theexpectedpathsareusedwhensending traffic fromDeviceR1 toDevice

R3.

Action On Device R1, enter the traceroute command before and after the link failure

Before Failure of the Traffic Optimizer

user@R1> traceroute 11.0.0.1 source 10.0.0.1
traceroute to 11.0.0.1 (11.0.0.1) from 10.0.0.1, 30 hops max, 40 byte packets
 1  192.168.10.2 (192.168.10.2)  0.519 ms  0.403 ms  0.380 ms
 2  192.168.20.2 (192.168.20.2)  0.404 ms  0.933 ms  0.402 ms
 3  11.0.0.1 (11.0.0.1)  0.709 ms  0.656 ms  0.644 ms
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user@R1> traceroute 11.0.0.1 source 10.1.0.1
traceroute to 11.0.0.1 (11.0.0.1) from 10.1.0.1, 30 hops max, 40 byte packets
 1  192.168.10.2 (192.168.10.2)  0.524 ms  0.396 ms  0.380 ms
 2  192.168.30.2 (192.168.30.2)  0.412 ms  0.410 ms  0.911 ms
 3  11.0.0.1 (11.0.0.1)  0.721 ms  0.639 ms  0.659 ms

After Failure of the Traffic Optimizer

user@R1> traceroute 11.0.0.1 source 10.0.0.1
traceroute to 11.0.0.1 (11.0.0.1) from 10.0.0.1, 30 hops max, 40 byte packets
 1  192.168.10.2 (192.168.10.2)  0.506 ms  0.400 ms  0.378 ms
 2  192.168.30.2 (192.168.30.2)  0.433 ms  0.550 ms  0.415 ms
 3  11.0.0.1 (11.0.0.1)  0.723 ms  0.638 ms  0.638 ms

user@R1> traceroute 11.0.0.1 source 10.1.0.1
traceroute to 11.0.0.1 (11.0.0.1) from 10.1.0.1, 30 hops max, 40 byte packets
 1  192.168.10.2 (192.168.10.2)  0.539 ms  0.411 ms  0.769 ms
 2  192.168.30.2 (192.168.30.2)  0.426 ms  0.413 ms  2.429 ms
 3  11.0.0.1 (11.0.0.1)  10.868 ms  0.662 ms  0.647 ms

Meaning The output shows that the second hop changes, depending on the source address used

in the traceroute command.

To verify this feature, a traceroute operation is performed on Device R1 to Device R3.

When the source IPaddress is 10.0.0.1, packetsare forwardedout thege-1/1/0.0 interface

on Device R2. When the source IP address is 10.1.0.1, packets are forwarded out the

ge-1/1/1.0 interface on Device R2.

When the linkbetweenge-1/1/0andge-1/3/8 fails, packetswith source IPaddress 10.0.0.1

are forwarded out the ge-1/1/1.0 interface on Device R2.

Related
Documentation

Understanding Filter-BasedForwarding to aSpecificOutgoing Interface orDestination

IP Address on page 335

•

• Example: Configuring Filter-Based Forwarding to a Specific Outgoing Interface on

page 337

• Firewall Filter Nonterminating Actions on page 106

Related
Documentation

• Example: Configuring Filter-Based Forwarding on Logical Systems on page 218

• Example: Configuring Filter-Based Forwarding on the Source Address on page 325

• Firewall Filter Nonterminating Actions on page 106
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PART 3

Configuration Statements

• Configuration Statements on page 353
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CHAPTER 12

Configuration Statements

• [edit firewall] Hierarchy Level on page 353

• accounting-profile on page 365

• destination-address on page 366

• destination-port on page 367

• enhanced-mode on page 368

• family (Firewall) on page 370

• filter (Applying to a Logical Interface) on page 372

• filter (Configuring) on page 373

• firewall on page 374

• interface-set on page 375

• interface-specific (Firewall Filters) on page 375

• ip-version on page 376

• prefix-list on page 377

• protocol on page 378

• service-filter (Firewall) on page 379

• simple-filter on page 380

• source-address on page 381

• source-checking on page 382

• source-port on page 383

• term on page 384

[edit firewall] Hierarchy Level

Several statements in the [edit firewall] hierarchy are valid at numerous locations within

the hierarchy. .

• Common Firewall Actions on page 354

• Common IP Firewall Actions on page 354

• Common IPv4 and IPv6 Firewall Actions on page 355

• Common IP Firewall Match Conditions on page 355
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• Common IPv4 Firewall Match Conditions on page 356

• Common Layer 2 Firewall Match Conditions on page 356

• Complete [edit firewall] Hierarchy on page 358

Common Firewall Actions

This section lists statements that are valid at the following hierarchy levels, and is

referenced at those levels in “Complete [edit firewall] Hierarchy” on page 358 instead of

the statements being repeated.

• [edit firewall family (any | ethernet-switching | inet | inet6) filter filter-name

term term-name then]

• [edit firewall filter filter-name term term-name then]

The common firewall actions are as follows:

count counter-name;
forwarding-class class-name;
loss-priority (high | low | medium-high | medium-low);
next term;
policer policer-name;
three-color-policer policer-name {
(single-rate single-rate-policer-name | two-rate two-rate-policer-name);

}

Common IP Firewall Actions

This section lists statements that are valid at the following hierarchy levels, and is

referenced at those levels in “Complete [edit firewall] Hierarchy” on page 358 instead of

the statements being repeated.

• [edit firewall family inet filter filter-name term term-name then]

• [edit firewall family inet6 filter filter-name term term-name then]

• [edit firewall filter filter-name term term-name then]

The common IP firewall actions are as follows:

log;
logical-system logical-system-name <routing-instance routing-instance-name>
<topology topology-name>;

port-mirror;
port-mirror-instance instance-name;
routing-instance routing-instance-name> <topology topology-name>;
sample;
service-filter-hit;
syslog;
topology topology-name;
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Common IPv4 and IPv6 Firewall Actions

This section lists statements that are valid at the following hierarchy levels, and is

referenced at those levels in “Complete [edit firewall] Hierarchy” on page 358 instead of

the statements being repeated.

• [edit firewall family inet filter filter-name term term-name then]

• [edit firewall filter filter-name term term-name then]

The common IP version 4 (IPv4) and IP version 6 (IPv6) firewall actions are as follows:

(accept | discard <accounting collector-name> | reject <administratively-prohibited |
bad-host-tos | bad-network-tos | fragmentation-needed | host-prohibited |
host-unknown | host-unreachable | network-prohibited | network-unknown |
network-unreachable | port-unreachable | precedence-cutoff | precedence-violation |
protocol-unreachable | source-host-isolated | source-route-failed | tcp-reset>);

ipsec-sa sa-name;
load-balance sa-name;
next-hop-group group-name;
prefix-action action-name;

Common IP Firewall Match Conditions

This section lists statements that are valid at the following hierarchy levels, and is

referenced at those levels in “Complete [edit firewall] Hierarchy” on page 358 instead of

the statements being repeated.

• [edit firewall family inet dialer-filter filter-name term term-name from] (with the

exceptions noted at this level in “Complete [edit firewall] Hierarchy” on page 358)

• [edit firewall family inet filter filter-name term term-name from]

• [edit firewall family inet6 dialer-filter filter-name term term-name from] (with the

exceptions noted at this level in “Complete [edit firewall] Hierarchy” on page 358)

• [edit firewall family inet6 filter filter-name term term-name from]

• [edit firewall filter filter-name term term-name from]

The common IP firewall match conditions are as follows:

address {
ip-prefix</prefix-length> <except>;

}
destination-address {
ip-prefix</prefix-length> <except>;

}
destination-class [ class-names ] | destination-class-except [ class-names ]);
(destination-port [ port-names ] | destination-port-except [ port-names ]);
destination-prefix-list {
list-name <except>;

}
(forwarding-class [ class-names ] | forwarding-class-except [ class-names ]);
(icmp-code [ codes ] | icmp-code-except [ codes ]);
(icmp-type [ types ] | icmp-type-except [ types ]);
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interface interface-name;
(interface-group [ group-names ] | interface-group-except [ group-names ]);
interface-set set-name;
(loss-priority [ priorities ] | loss-priority-except [ priorities ]);
(packet-length [ values ] | packet-length-except [ values ]);
(port [ port-names ] | port-except [ port-names ]);
prefix-list {
list-name <except>;

}
service-filter-hit;
source-address {
ip-prefix</prefix-length> <except>;

}
(source-class [ class-names ] | source-class-except [ class-names ]);
(source-port [ port-names ] | source-port-except [ port-names ]);
source-prefix-list {
list-name <except>;

}
tcp-established;
tcp-flags flag;
tcp-initial;

Common IPv4 Firewall Match Conditions

This section lists statements that are valid at the following hierarchy levels, and is

referenced at those levels in “Complete [edit firewall] Hierarchy” on page 358 instead of

the statements being repeated.

• [edit firewall family inet dialer-filter filter-name term term-name from] (with the

exceptions noted at this level in “Complete [edit firewall] Hierarchy” on page 358)

• [edit firewall family inet filter filter-name term term-name from]

• [edit firewall filter filter-name term term-name from]

The common IPv4 firewall match conditions are as follows:

(ah-spi [ values ] | ah-spi-except [ values ]);
(dscp [ code-point-values ] | dscp-except [ code-point-values ]);
(esp-spi [ values ] | esp-spi-except [ values ]);
first-fragment;
fragment-flags flag;
(fragment-offset [ offsets ] | fragment-offset-except [ offsets ]);
(ip-options [ option-names ] | ip-options-except [ option-names ]);
is-fragment;
(precedence [ precedence-names ] | precedence-except [ precedence-names ]);
(protocol [ protocol-names ] | protocol-except [ protocol-names ]);
(ttl [ ttl-values ] | ttl-except [ ttl-values ]);

Common Layer 2 Firewall Match Conditions

This section lists statements that are valid at the following hierarchy levels, and is

referenced at those levels in “Complete [edit firewall] Hierarchy” on page 358 instead of

the statements being repeated.

• [edit firewall family ethernet-switching filter filter-name term term-name from]
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The common Layer 2 firewall match conditions are as follows:

destination-mac-address {
mac-address <except>;

}
(destination-port [ port-names ] | destination-port-except [ port-names ]);
(dscp [ code-point-values ] | dscp-except [ code-point-values ]);
(ether-type [ protocol-types ] | ether-type-except [ protocol-types ]);
(forwarding-class [ class-names ] | forwarding-class-except [ class-names ]);
(icmp-code [ codes ] | icmp-code-except [ codes ]);
(icmp-type [ types ] | icmp-type-except [ types ]);
(interface-group [ group-names ] | interface-group-except [ group-names ]);
ip-address {
ip-prefix</prefix-length> <except>;

}
ip-destination-address {
ip-prefix</prefix-length> <except>;

}
(ip-precedence [ precedence-names ] | ip-precedence-except [ precedence-names ]);
(ip-protocol [ protocol-names ] | ip-protocol-except [ protocol-names ]);
ip-source-address ip-prefix</prefix-length>;
(learn-vlan-1p-priority [ priorities ] | learn-vlan-1p-priority [ priorities ]);
(learn-vlan-id [ vlan-ids ] | learn-vlan-id-except [ vlan-ids ]);
(loss-priority [ priorities ] | loss-priority-except [ priorities ]);
(port [ port-names ] | port-except [ port-names ]);
source-mac-address {
mac-address <except>;

}
(source-port [ port-names ] | source-port-except [ port-names ]);
tcp-flags flag;
(traffic-type [ broadcast known-unicast multicast unknown-unicast ] |
traffic-type-except [ broadcast known-unicast multicast unknown-unicast ]);

(user-vlan-1p-priority [ priorities ] | user-vlan-1p-priority [ priorities ]);
(user-vlan-id [ vlan-ids ] | user-vlan-id-except [ vlan-ids ]);
(vlan-ether-type [ protocol-types ] | vlan-ether-type-except [ protocol-types ]);
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Complete [edit firewall] Hierarchy

firewall {
family (any | ethernet-switching | inet | inet6) {
... the family subhierarchies appear after the main [edit firewall] hierarchy ...

}
filter filter-name {
accounting-profile [ profile-names ];
enhanced-mode;
interface-shared-with;
interface-specific;
physical-interface-policer;
term term-name {
filter filter-name;
from {
... statements in Common IP Firewall Match Conditions on page 355 AND
statements in Common IPv4 Firewall Match Conditions on page 356 ...

}
then {
... statements in Common Firewall Actions on page 354 AND
statements in Common IP Firewall Actions on page 354 AND
statements in Common IPv4 and IPv6 Firewall Actions on page 355 ...

}
}

}
hierarchical-policer policer-name {
aggregate {
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
discard;
forwarding-class class-name;
loss-priority (high | low | medium-high | medium-low);

}
}
logical-interface-policer;
physical-interface-policer;
premium {
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;

}
then {
discard;

}
}

}
shared-bandwidth-policer;
interface-set interface-set-name {
interface-name;

}
load-balance-group group-name {
next-hop-group [ group-names ];
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}
policer policer-name {
filter-specific;
if-exceeding {
(bandwidth-limit bps | bandwidth-percent percentage);
burst-size-limit bytes;

}
logical-bandwidth-policer;
logical-interface-policer;
physical-interface-policer;
then {
discard;
forwarding-class class-name;
loss-priority (high | low | medium-high | medium-low);

}
}
three-color-policer policer-name {
action {
loss-priority high then discard;

}
filter-specific;
logical-interface-policer;
physical-interface-policer;
shared-bandwidth-policer;
single-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
excess-burst-size bytes;

}
two-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
peak-burst-size bytes;
peak-information-rate bps;

}
}

}

firewall {
family any {
filter filter-name {
interface-shared;
term term-name {
from {
(forwarding-class [ class-names ] | forwarding-class-except [ class-names ]);
interface interface-name;
interface-set set-name;
(loss-priority [ priorities ] | loss-priority-except [ priorities ]);
(packet-length [ values ] | packet-length-except [ values ]);

}
then {
... statements in Common Firewall Actions on page 354 PLUS ...
(accept | discard);

}
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}
}

}
}

firewall {
family ethernet-switching {
filter filter-name {
interface-specific;
term term-name {
from {
destination-address {
ip-prefix</prefix-length>;

}
destination-mac-address {
mac-address;

}
destination-port [ port-names ];
destination-prefix-list {
list-name;

}
dot1q-tag [ tag-values ];
dot1q-user-priority [ priority-values ];
dscp [ code-point-values ];
ether-type [ protocol-names ];
fragment-flags flag;
icmp-code [ codes ];
icmp-type [ types ];
interface interface-name;
is-fragment;
precedence [ precedence-names ];
protocol [ protocol-names ];
source-address {
ip-prefix</prefix-length>;

}
source-mac-address {
mac-address;

}
source-port [ port-names ];
source-prefix-list {
list-name;

}
tcp-established;
tcp-flags flag;
tcp-initial;
vlan [ vlan-names ];

}
then {
(accept | discard);
analyzer analyzer-name;
count counter-name;
forwarding-class class-name;
interface interface-name;
log;
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loss-priority (high | low);
policer policer-name;
syslog;
vlan vlan-name;

}
}

}
}

}

firewall {
family inet {
dialer-filter filter-name {
accounting-profile [ profile-names ];
term term-name {
from {
... statements in Common IP Firewall Match Conditions on page 355 AND
statements in Common IPv4 Firewall Match Conditions on page 356 EXCEPT
FOR ...
(ah-spi [ values ] | ah-spi-except [ values ]); #NOT valid at this level
(destination-class [ class-names ] |
destination-class-except [ class-names ]); #NOT valid at this level

interface interface-name; #NOT valid at this level
(loss-priority [ priorities ] | loss-priority-except [ priorities ]); #NOT valid at
this level

service-filter-hit; #NOT valid at this level
(source-class [ class-names ] | source-class-except [ class-names ]); #NOT
valid at this level

}
then {
(ignore | note);
log;
sample;
syslog;

}
}

}
filter filter-name {
accounting-profile [ profile-names ];
interface-specific;
term term-name {
filter filter-name;
from {
... statements in Common IP Firewall Match Conditions on page 355 AND
statements in Common IPv4 Firewall Match Conditions on page 356 ...

}
then {
... statements in Common Firewall Actions on page 354 AND
statements in Common IP Firewall Actions on page 354 AND
statements in Common IPv4 and IPv6 Firewall Actions on page 355 ...

}
}

}
prefix-action name {
count;
destination-prefix-length prefix-length;
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filter-specific;
policer policer-name;
source-prefix-length prefix-length;
subnet-prefix-length prefix-length;

}
service-filter filter-name {
term term-name {
from {
address {
ip-prefix</prefix-length>;

}
(ah-spi [ values ] | ah-spi-except [ values ]);
destination-address {
ip-prefix</prefix-length>;

}
(destination-port [ port-names ] | destination-port-except [ port-names ]);
destination-prefix-list {
list-name;

}
(esp-spi [ values ] | esp-spi-except [ values ]);
first-fragment;
fragment-flags flag;
(fragment-offset [ offsets ] | fragment-offset-except [ offsets ]);
(interface-group [ group-names ] | interface-group-except [ group-names ]);
(ip-options [ option-names ] | ip-options-except [ option-names ]);
is-fragment;
(loss-priority [ priorities ] | loss-priority-except [ priorities ]);
(port [ port-names ] | port-except [ port-names ]);
prefix-list {
list-name;

}
(protocol [ protocol-names ] | protocol-except [ protocol-names ]);
source-address {
ip-prefix</prefix-length>;

}
(source-port [ port-names ] | source-port-except [ port-names ]);
source-prefix-list {
list-name;

}
tcp-flags flag-name;

}
then {
count counter-name;
log;
port-mirror;
sample;
(service | skip);

}
}

}
simple-filter filter-name {
term term-name {
from {
destination-address ip-prefix</prefix-length>;
destination-port port-name;
forwarding-class [ class-names ];
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protocol protocol-name;
source-address ip-prefix</prefix-length>;
source-port port-name;

}
then {
forwarding-class class-name;
loss-priority (high | low | medium-high | medium-low);
policer policer-name;

}
}

}
}

}

firewall {
family inet6 {
dialer-filter filter-name {
accounting-profile [ profile-names ];
term term-name {
from {
... statements in Common IP Firewall Match Conditions on page 355 PLUS ...
(next-header [ protocol-types ] | next-header-except [ protocol-types ]);

... BUT NOT ...
(destination-class [ class-names ] |
destination-class-except [ class-names ]); #NOT valid at this level

(forwarding-class [ class-names ] |
forwarding-class-except [ class-names ]); #NOT valid at this level

interface interface-name; #NOT valid at this level
(interface-group[group-names ] | interface-group-except [group-names ]); #
NOT valid at this level

(loss-priority [ priorities ] | loss-priority-except [ priorities ]); #NOT valid at
this level

service-filter-hit; #NOT valid at this level
(source-class [ class-names ] | source-class-except [ class-names ]); #NOT
valid at this level

tcp-established; #NOT valid at this level
tcp-flags flag; #NOT valid at this level
tcp-initial; #NOT valid at this level

}
then {
(ignore | note);
log;
sample;
syslog;

}
}

}
filter filter-name {
accounting-profile [ profile-names ];
interface-specific;
term term-name {
filter filter-name;
from {
... statements in Common IP Firewall Match Conditions on page 355 PLUS ...
(next-header [ protocol-types ] | next-header-except [ protocol-types ]);
(traffic-class [ code-point-values ] | traffic-class-except [ code-point-values ]);
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}
then {
... statements in Common Firewall Actions on page 354 AND
statements in Common IP Firewall Actions on page 354 PLUS ...

(accept | discard | reject <address-unreachable | administratively-prohibited |
beyond-scope | fragmentation-needed | no-route | port-unreachable |
tcp-reset>);

}
}

}
service-filter filter-name {
term term-name {
from {
address {
ip-prefix</prefix-length>;

}
(ah-spi [ values ] | ah-spi-except [ values ]);
destination-address {
ip-prefix</prefix-length>;

}
(destination-port [ port-names ] | destination-port-except [ port-names ]);
destination-prefix-list {
list-name;

}
(esp-spi [ values ] | esp-spi-except [ values ]);
(interface-group [ group-names ] | interface-group-except [ group-names ]);
(next-header [ protocol-types ] | next-header-except [ protocol-types ]);
(port [ port-names ] | port-except [ port-names ]);
prefix-list {
list-name;

}
source-address {
ip-prefix</prefix-length>;

}
(source-port [ port-names ] | source-port-except [ port-names ]);
source-prefix-list {
list-name;

}
tcp-flags flag-name;

}
then {
count counter-name;
log;
port-mirror;
sample;
(service | skip);

}
}

}
}

}

Copyright © 2016, Juniper Networks, Inc.364

Firewall Filters Feature Guide for EX9200 Switches



Related
Documentation

Notational Conventions Used in Junos OS Configuration Hierarchies•

accounting-profile

Syntax accounting-profile name;

Hierarchy Level [edit firewall family family-name filter filter-name]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Enable collection of accounting data for the specified filter.

Options name—Name assigned to the accounting profile.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Accounting for Firewall Filters Overview on page 231
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destination-address

Syntax destination-address address;

Hierarchy Level [edit firewall family family-name filter filter-name term term-name from],
[edit firewall family family-name filter filter-name term term-name from ip-version ip-version]

Release Information Statement introduced in Junos OS Release 10.1R1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description IP destination address field, which is the address of the destination node for the packet.

You cannot specify the destination-address and addressmatch conditions in the same

term.

For IPv4, the destination-address field is 32 bits in length. The filter description syntax

supports either amask value that can be noncontiguous, such as 10.0.0.10/255.0.0.255,

or prefix notation such as 10.0.0.0/8. Simple filters do not support noncontiguous mask

values.

For IPv6, the destination-address field is 128 bits in length. The filter description syntax

supports the text representations for IPv6 addresses that are described in RFC 2373, IP

Version 6 Addressing Architecture.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• family on page 370

• family

• Firewall Filter Match Conditions Based on Address Fields on page 42

• Firewall Filter Match Conditions for IPv4 Traffic on page 53

• Firewall Filter Match Conditions for IPv6 Traffic on page 63

• Firewall Filter Match Conditions for MPLS-Tagged IPv4 or IPv6 Traffic on page 75

• Guidelines for Configuring Simple Filters on page 307
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destination-port

Syntax destination-port <destination-port>;

Hierarchy Level [edit firewall family family-name filter filter-name term term-name from ip-version ip-version
protocol (tcp|udp)]

Release Information Statement introduced in Junos OS Release 10.1R1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the destination port of the Layer 4 header.

Options destination-port—The destination port of the Layer 4 header.

Range: 0 through 65,535

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions for MPLS-Tagged IPv4 or IPv6 Traffic on page 75
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enhanced-mode

Syntax enhanced-mode;

Hierarchy Level [edit dynamic-profiles profile-name firewall family family-name filter filter-name],
[edit firewall filter filter-name],
[edit firewall family family-name filter filter-name],
[edit logical-systems logical-system-name firewall filter filter-name],
[edit logical-systems logical-system-name firewall family family-name filter filter-name]

Release Information Statement introduced in Junos OS Release 11.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Limit static service filters or API-client filters to term-based filter format only for inet or

inet6 families when enhanced network services mode is configured at the [edit chassis

network-services] hierarchy level. When used with one of the chassis enhanced network

services modes, firewall filters are generated in term-based format for use with MPC

modules.

If enhanced network services are not configured for the chassis, the enhanced-mode

statement is ignored and any enhancedmode firewall filters are generated in both

term-based and, the default, compiled format. Only term-based (enhanced) firewall

filters will be generated, regardless of the setting of the enhanced-mode statement at

the [edit chassis network-services] hierarchy level, if any of the following are true:

• Flexible filter match conditions are configured at the [edit firewall family family-name

filter filter-name term term-name from]or [edit firewall filter filter-name term term-name

from] hierarchy levels.

• A tunnel header push or pop action, such as GRE encapsulate or decapsulate is

configured at the [edit firewall family family-name filter filter-name term term-name

then] hierarchy level.

• Payload-protocol match conditions are configured at the [edit firewall family

family-name filter filter-name term term-name from] or [edit firewall filter filter-name

term term-name from] hierarchy levels.

• An extension-header match is configured at the [edit firewall family family-name filter

filter-name term term-name from] or [edit firewall filter filter-name term term-name

from] hierarchy levels.

• Amatch condition is configured that onlyworkswithMPCcards, suchas firewall bridge

filters for IPv6 traffic.

NOTE: You cannot attach enhancedmode filters to local loopback,
management, or MS-DPC interfaces. These interfaces are processed by the
RoutingEngineandDPCmodulesandcanacceptonlycompiled firewall filter
format. In cases where both filter formats are needed for dynamic service
filters, you can use the enhanced-mode-override statement on the specific
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filter definition tooverride thedefault filter term-basedonly formatof chassis
network-service enhanced IPmode.

NOTE: Do not use enhancedmode for firewall filters that are intended for
control plane traffic. Control plane filtering is handled by the Routing Engine
kernel,whichcannotuse the term-basedformatof theenhancedmodefilters.

For packets sourced from the Routing Engine, the Routing Engine processes
Layer 3 packets by applying output filters to the packets and forwards Layer
2 packets to the Packet Forwarding Engine for transmission. By configuring
the enhancedmode filter, you explicitly specify that only the term-based
filter format is used, which also implies that the Routing Engine cannot use
this filter.

NOTE: Theenhanced-modeandtheenhanced-mode-overridestatementsare

mutually exclusive; you can define the filter with either enhanced-mode or

enhanced-mode-override, but not both.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• enhanced-mode-override

• Network Services Mode Overview

• Firewall Filters and Enhanced Network Services Mode Overview

• Configuring a Filter for Use with Enhanced Network Services Mode
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family (Firewall)

Syntax family family-name {
filter filter-name {
accounting-profile name;
enhanced-mode;
interface-specific;
physical-interface-filter;

}
prefix-action name {
count;
destination-prefix-length prefix-length;
policer policer-name;
source-prefix-length prefix-length;
subnet-prefix-length prefix-length;

}
simple-filter filter-name {
term term-name {
from {
match-conditions;

}
then {
action;
action-modifiers;

}
}

}
}

Hierarchy Level [edit firewall],
[edit logical-systems logical-system-name firewall]

Release Information Statement introduced before Junos OS Release 7.4.

Logical systems support introduced in Junos OS Release 9.3.

simple-filter statement introduced in Junos OS Release 7.6.

any family type introduced in Junos OS Release 8.0.

bridge family type introduced in Junos OS Release 8.4 (MX Series routers only).

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure a firewall filter for IP version 4 (IPv4) or IP version 6 (IPv6) traffic. Only on MX

Series routers and EX Series switches, configure a firewall filter for Layer 2 traffic in a

bridging environment.

Options family-name—Version or type of addressing protocol:

• any—Protocol-independent match conditions.

• bridge—(MX Series routers only) Layer 2 packets that are part of bridging domain.

• ethernet-switching—(EX Series switches) Filter Layer 2 (Ethernet) packets and Layer

3 (IP) packets.

• ccc—Layer 2 switching cross-connects.
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• inet—IPv4 addressing protocol.

• inet6—IPv6 addressing protocol.

• mpls—MPLS.

• vpls—Virtual private LAN service (VPLS).

The remaining statements are explained separately.

NOTE: The packet lengths that a policer considers depends on the address
family of the firewall filter.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Firewall Filters on page 22

• Guidelines for Configuring Service Filters on page 286

• Guidelines for Configuring Simple Filters on page 307
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filter (Applying to a Logical Interface)

Syntax filter {
group filter-group-number;
input filter-name;
input-list [ filter-names ];
output filter-name;
output-list [ filter-names ];

}

Hierarchy Level Protocol-independent firewall filter on MX Series router logical interface:

[edit interfaces interface-name unit logical-unit-number],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number]

All other standard firewall filters on all other devices:

[edit interfaces interface-name unit logical-unit-number family family],
[edit logical-systems logical-system-name interfaces interface-nameunit logical-unit-number
family family]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Apply a stateless firewall filter to a logical interface at a specific protocol level.

Options group filter-group-number—Number of the group towhich the interface belongs. Range: 1

through 255

input filter-name—Name of one filter to evaluate when packets are received on the

interface.

input-list [ filter-names ]—Names of filters to evaluate when packets are received on the

interface. Up to 16 filters can be included in a filter input list.

output filter-name—Name of one filter to evaluate when packets are transmitted on the

interface.

output-list [ filter-names ]—Names of filters to evaluate when packets are transmitted

on the interface. Up to 16 filters can be included in a filter output list.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Firewall Filters on page 22

• Guidelines for Applying Standard Firewall Filters on page 27

• Guidelines for Applying Standard Firewall Filters on page 27
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filter (Configuring)

Syntax filter filter-name {
accounting-profile name;
enhanced-mode;
fast-lookup-filter;
filter-list-template;
interface-shared;
interface-specific;
physical-interface-filter;
promote gre-key;
term term-name {
... term configuration ...

}
}

Hierarchy Level [edit firewall family family-name],
[edit logical-systems logical-system-name firewall family family-name]

Release Information Statement introduced before Junos OS Release 7.4.

Logical systems support introduced in Junos OS Release 9.3.

physical-interface-filter statement introduced in Junos OS Release 9.6.

Support for the interface-shared statement introduced in Junos OS Release 12.2.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure firewall filters.

Options filter-name—Name that identifies the filter. This must be a non-reserved string of not

more than 64 characters. To include spaces in the name, enclose it in quotation

marks (“ ”). Firewall filter namesare restricted fromhaving the form __.*__ (beginning

and ending with underscores) or __.* (beginning with an underscore.

The remaining statements are explained separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Firewall Filters on page 22

• Guidelines for Applying Standard Firewall Filters on page 27

• Configuring Multifield Classifiers

• Using Multifield Classifiers to Set Packet Loss Priority

• simple-filter on page 380
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firewall

Syntax firewall {
atm-policer atm-policer-name {
... atm-policer-configuration ...

}
family protocol-family-name {
... protocol-family-configuration ...

}
filter ipv4-filter-name {
... ipv4-filter-configuration ...

}
hierarchical-policer hierarchical-policer-name {
... hierarchical-policer-configuration ...

}
interface-set interface-set-name {
... interface-set-configuration ...

}
policer two-color-policer-name {
... two-color-policer-configuration ...

}
three-color-policer three-color-policer-name {
... three-color-policer-configuration ...

}
}

Hierarchy Level [edit],
[edit dynamic-profilesprofile-name],
[edit logical-systems logical-system-name]

Release Information Statement introduced before Junos OS Release 7.4.

Logical systems support introduced in Junos OS Release 9.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure firewall filters.

The statements are explained separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Firewall Filters on page 22

• Guidelines for Configuring Service Filters on page 286

• Guidelines for Configuring Simple Filters on page 307

• Configuring Multifield Classifiers

• Using Multifield Classifiers to Set Packet Loss Priority
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interface-set

Syntax interface-set interface-set-name {
interface-name;

}

Hierarchy Level [edit firewall],
[edit logical-systems logical-system-name firewall]

Release Information Statement introduced before Junos OS Release 7.4.

Logical systems support introduced in Junos OS Release 9.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure an interface set.

Options interface-name—Namesof each interface to include in the interface set. Youmust specify

more than one name.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Filtering Packets Received on an Interface Set Overview on page 266

interface-specific (Firewall Filters)

Syntax interface-specific;

Hierarchy Level [edit dynamic-profiles profile-name firewall family family-name filter filter-name],
[edit firewall family family-name filter filter-name],
[edit logical-systems logical-system-name firewall family family-name filter filter-name]

Release Information Statement introduced before Junos OS Release 7.4.

Logical systems support introduced in Junos OS Release 9.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure interface-specific names for firewall counters.

NOTE: Afirewall filter cannotbeboth interface-specificand interface-shared.

Required Privilege
Level

interface—To view this statement in the configuration.

interface-control—To add this statement to the configuration.

Related
Documentation

• Configuring Firewall Filters and Policers for VPLS

• Interface-Specific Firewall Filter Instances Overview
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ip-version

Syntax ip-version ip-version {
match-conditions;
protocol (tcp | udp) {
match conditions;

}
}

Hierarchy Level [edit firewall family family-name filter filter-name term term-name from]

Release Information Statement introduced in Junos OS Release 10.1R1.

Option ipv6 introduced in Junos OS Release 12.2R1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the IP version for the firewall filter.

Options ip-version—Version of the IP addressing.

• ipv4—IP version 4

• ipv6—IP version 6

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions Based on Address Fields on page 42

• Firewall Filter Match Conditions for IPv4 Traffic on page 53

• Firewall Filter Match Conditions for IPv6 Traffic on page 63

• Firewall Filter Match Conditions for MPLS-Tagged IPv4 or IPv6 Traffic on page 75
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prefix-list

Syntax prefix-list name {
ip-addresses;
apply-path path;

}

Hierarchy Level [edit dynamic policy-options],
[edit logical-systems logical-system-name policy-options],
[edit policy-options]

Release Information Statement introduced before Junos OS Release 7.4.

Statement introduced in Junos OS Release 9.0 for EX Series switches.

Support for configuration in the dynamic database introduced in Junos OS Release 9.5.

Support for configuration in the dynamic database introduced in Junos OS Release 9.5

for EX Series switches.

Support for the vpls protocol family introduced in Junos OS Release 10.2.

Description Define a list of IPv4 or IPv6 address prefixes for use in a routing policy statement or

firewall filter statement.

You can configure up to 85,325 prefixes in each prefix list. To configuremore than 85,325

prefixes, configure multiple prefix lists and apply them tomultiple firewall filter terms.

Options name—Name that identifies the list of IPv4or IPv6 address prefixes.

ip-addresses—List of IPv4 or IPv6 address prefixes, one IP address per line in the

configuration.

The remaining statement is explained separately.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Understanding Prefix Lists for Use in Routing Policy Match Conditions

• Configuring Routing Policies and Policy Objects in the Dynamic Database

• dynamic-db

• ”Firewall Filter Match Conditions Based on Address Fields on page 42” in the Routing

Policies, Firewall Filters, and Traffic Policers Feature Guide for Routing Devices

• “Example: Configuring a Filter to Limit TCP Access to a Port Based On a Prefix List on

page 115” in the Routing Policies, Firewall Filters, and Traffic Policers Feature Guide for

Routing Devices
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protocol

Syntax protocol (tcp|udp);

Hierarchy Level [edit firewall family family-name filter filter-name term term-name from ip-version ip-version]

Release Information Statement introduced in Junos OS Release 10.1R1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the protocol field of IPv4 or the next-header field of the IPv6 address.

Options tcp—Transmission Control Protocol.

udp—User Datagram Protocol.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions for MPLS-Tagged IPv4 or IPv6 Traffic on page 75
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service-filter (Firewall)

Syntax service-filter filter-name {
term term-name {
from {
match-conditions;

}
then {
actions;

}
}

}

Hierarchy Level [edit firewall family (inet | inet6],
[edit logical-systems logical-system-name firewall family (inet | inet6)]

Release Information Statement introduced before Junos OS Release 7.4.

Logical systems support introduced in Junos OS Release 9.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure service filters.

Options filter-name—Namethat identifies theservice filter. Thenamecancontain letters, numbers,

and hyphens (-) and can be up to 255 characters long. To include spaces in the

name, enclose it in quotation marks (“ ”).

The remaining statements are explained separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Service Filters on page 286

• Guidelines for Applying Service Filters on page 288
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simple-filter

Syntax simple-filter filter-name {
term term-name {
from {
match-conditions;

}
then {
actions;

}
}

}

Hierarchy Level [edit firewall family inet],
[edit logical-systems logical-system-name firewall family inet]

Release Information Statement introduced in Junos OS Release 7.6.

Logical systems support introduced in Junos OS Release 9.3.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure simple filters.

Options filter-name—Name that identifies the simple filter. This must be a non-reserved string of

notmore than64characters.Nospecial charactersare restricted.However, to include

spaces in the name, enclose it in quotation marks (“ ”).

The remaining statements are explained separately.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• simple-filter (Applying to an Interface)

• Simple Filter Overview on page 305

• How Simple Filters Evaluate Packets on page 305

• Guidelines for Configuring Simple Filters on page 307

• Guidelines for Applying Simple Filters on page 310
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source-address

Syntax source-address ip-address;

Hierarchy Level [edit firewall family family-name filter filter-name term term-name from],
[edit firewall family family-name filter filter-name term term-name from ip-version ip-version]

Release Information Statement introduced in Junos OS Release 10.1R1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description IP source address field, which is the address of the source node sending the packet. You

cannot specify the source-address and addressmatch conditions in the same term.

For IPv4, the source-address field is 32bits in length. The filter description syntax supports

either a mask value that can be noncontiguous, such as 10.0.0.10/255.0.0.255, or prefix

notation such as 10.0.0.0/8. Simple filters do not support noncontiguous mask values.

For IPv6, thesource-address field is 128bits in length.The filterdescriptionsyntaxsupports

the text representations for IPv6 addresses that are described in RFC 2373, IP Version 6

Addressing Architecture.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• family on page 370

• family

• Firewall Filter Match Conditions Based on Address Fields on page 42

• Firewall Filter Match Conditions for IPv4 Traffic on page 53

• Firewall Filter Match Conditions for IPv6 Traffic on page 63

• Firewall Filter Match Conditions for MPLS-Tagged IPv4 or IPv6 Traffic on page 75

• Guidelines for Configuring Simple Filters on page 307
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source-checking

Syntax source-checking;

Hierarchy Level [edit forwarding-options family inet6]

Release Information Statement introduced in Junos OS Release 12.3.

Description (MX Series 3D Universal Edge Routers Only) Discard IPv6 packets when the source

address type is unspecified, loopback, multicast or link-local

RFC 4291, IP Version 6 Addressing Architecture, refers to four address types that require

special treatment when they are used as source addresses. The four address types are:

• Unspecified

• Loopack

• Multicast

• Link-Local Unicast

The loopback andmulticast addresses must never be used as a source address in IPv6

packets. The unspecified and link-local addresses can be used as source addresses but

routers must never forward packets that have these addresses as source addresses.

Typically, packets that contain unspecified or link-local addresses as source addresses

are delivered to the local host. If the destination is not the local host, then the packet

must not be forwarded. Configuring this statement filters or discards IPv6 packets of

these four address types.

Required Privilege
Level

routing—To view this statement in the configuration.

routing-control—To add this statement to the configuration.

Related
Documentation

• Applying Forwarding Table Filters
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source-port

Syntax source-port <source-port>;

Hierarchy Level [edit firewall family family-name filter filter-name term term-name from ip-version ip-version
protocol (tcp|udp)]

Release Information Statement introduced in Junos OS Release 10.1R1.

Statement introduced in Junos OS Release 12.3R2 for EX Series switches.

Description Configure the source port of the Layer 4 header.

Options source-port—The source port of the Layer 4 header.

Range: 0 through 65,535

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Firewall Filter Match Conditions for MPLS-Tagged IPv4 or IPv6 Traffic on page 75
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term

Syntax term term-name {
from {
match-conditions;
ip-version ipv4 {
match-conditions-mpls-ipv4-address;
protocol (tcp | udp) {
match conditions-mpls-ipv4-port;

}
}

}
then {
actions;

}
}

Hierarchy Level [edit firewall family family-name filter filter-name],
[edit firewall family family-name service-filter filter-name],
[edit firewall family family-name simple-filter filter-name],
[edit logical-systems logical-system-name firewall family family-name filter filter-name],
[edit logical-systems logical-system-name firewall family family-name service-filter
filter-name],

[edit logical-systems logical-system-name firewall family family-name simple-filter
filter-name]

Release Information Statement introduced before Junos OS Release 7.4.

filter option introduced in Junos OS Release 7.6.

Logical systems support introduced in Junos OS Release 9.3.

ip-version ipv4 support introduced in Junos OS Release 10.1.

Description Define a firewall filter term.

Options actions—(Optional)Actions toperformon thepacket if conditionsmatch. Youcanspecify

one terminating action supported for the specified filter type. If you do not specify a

terminating action, the packets thatmatch the conditions in the from statement are

acceptedbydefault. Asanoption, youcanspecifyoneormorenonterminatingactions

supported for the specified filter type.

filter-name—(Optional) For family family-name filter filter-name only, reference another

standard stateless firewall filter fromwithin this term.

from—(Optional)Matchpacket fields to values. If not included, all packetsare considered

to match and the actions and action modifiers in the then statement are taken.

match-conditions—One or more conditions to use to make amatch on a packet.

match-conditions-mpls-ipv4-address—(MPLS-tagged IPv4 traffic only) One or more IP

address match conditions to match on the IPv4 packet header. Supports

network-based service in a core network with IPv4 packets as an inner payload of

an MPLS packet with labels stacked up to five deep.
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match-conditions-mpls-ipv4-port—(MPLS-tagged IPv4 traffic only) One or more UDP or

TCP port match conditions to use to match a packet in an MPLS flow. Supports

network-based service in a core network with IPv4 packets as an inner payload of

an MPLS packet with labels stacked up to five deep.

term-name—Name that identifies the term. The name can contain letters, numbers, and

hyphens (-) and can be up to 64 characters long. To include spaces in the name,

enclose it in quotation marks (“ ”).

then—(Optional) Actions to take onmatching packets. If not included and a packet

matches all the conditions in the from statement, the packet is accepted.

Required Privilege
Level

firewall—To view this statement in the configuration.

firewall-control—To add this statement to the configuration.

Related
Documentation

• Guidelines for Configuring Firewall Filters on page 22

• Guidelines for Configuring Service Filters on page 286

• Guidelines for Configuring Simple Filters on page 307

• Guidelines for Configuring andApplying Firewall Filters in Logical Systems on page 198
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