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Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« VSRX

« SRX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.
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If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
}
1
interfaces {
fxpO {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;
}
1
1
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:
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[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see CLI Explorer.

Documentation Conventions

Table 1 on page xvii defines notice icons used in this guide.

Table 1: Notice Icons

Icon Meaning Description

o Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
g Laser warning Alerts you to the risk of personal injury from a laser.

Q Tip Indicates helpful information.

Q Best practice Alerts you to a recommended use or implementation.

Table 2 on page xvii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention Description Examples

Bold text like this Represents text that you type. To enter configuration mode, type the
configure command:

user@host> configure
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Table 2: Text and Syntax Conventions (continued)

Convention

Fixed-width text like this

Description

Represents output that appears on the
terminal screen.

Examples

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« l|dentifies guide names. actions.
+ Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
Italic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string]1 | string?2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({ })

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
1

GUI Conventions

Bold text like this

Represents graphical user interface (GUI)
items you click or select.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

Xviii
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page of the Juniper Networks TechLibrary site
at http://www.juniper.net/techpubs/index.ntml, simply click the stars to rate the content,
and use the pop-up form to provide us with information about your experience.
Alternately, you can use the online feedback form at
http://www.juniper.net/techpubs/feedback/.

« E-mail—Send your comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/
« Search for known bugs: http://www2.juniper.net/kb/
« Find product documentation: http:/www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/
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. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.

XX
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PART 1

Overview

« Introduction to IDP on page 3
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INntroduction to IDP

« Understanding Intrusion Detection and Prevention for SRX Series on page 3

Understanding Intrusion Detection and Prevention for SRX Series

Supported Platforms

SRX Series, VSRX

An Intrusion Detection and Prevention (IDP) policy lets you selectively enforce various
attack detection and prevention techniques on the network traffic passing through your
SRX Series. The SRX Series offer the same set of IDP signatures that are available on
Juniper Networks IDP Series Intrusion Detection and Prevention Appliances to secure
networks against attacks. The basic IDP configuration involves the following tasks:

. Download and install the IDP license.

« Download and install the signature database—You must download and install the IDP
signature database. The signature databases are available as a security package on
the Juniper Networks website. This database includes attack object and attack object
groups that you can use in IDP policies to match traffic against known attacks.

« Configure recommended policy as the IDP policy—Juniper Networks provides predefined
policy templates to use as a starting point for creating your own policies. Each template
is a set of rules of a specific rulebase type that you can copy and then update according
to your requirements.

To get started, we recommend you use the predefined policy named “Recommended”.

« Enable a security policy for IDP inspection—For transit traffic to pass through IDP
inspection, you configure a security policy and enable IDP application services on all
traffic that you want to inspect.

SRX Series Services Gateways can be deployed ininline tap mode and sniffer mode (only
high-end SRX Series devices). The sniffer mode is not supported on branch SRX Series
devices.

Sniffer mode is supported only on the high-end SRX Series devices. You can use the
sniffer mode of IDP deployment by configuring the interfaces in promiscuous mode and
manipulating the traffic and flow setup with routing.

On all high-end SRX Series devices, in sniffer mode, ingress and egress interfaces work
with flow showing both source and destination interface as egress interface.
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As a workaround, in sniffer mode, use the tagged interfaces. Hence, the same interface
names are displayed in the logs. For example, the ge-0/0/2.0 as ingress (sniff) and the
ge-0/0/2.100 as egress interfaces are displayed in the logs to show the source interface
as ge-0/0/2.100.

set interfaces ge-0/0/2 promiscuous-mode
set interfaces ge-0/0/2 vlan-tagging

set interfaces ge-0/0/2 unit O vlan-id O

set interfaces ge-0/0/2 unit 100 vlan-id 100

Related . Example: Configuring Intrusion Detection and Prevention for SRX Series
Documentation
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- Downloading and Updating the IDP Signature Database on page 7
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CHAPTER 2

Downloading and Updating the IDP

Signature

Database

Understanding the IDP Signature Database on page 7

Understanding Predefined IDP Attack Objects and Object Groups on page 8
Updating the IDP Signature Database Overview on page 10

Updating the IDP Signature Database Manually Overview on page 11
Example: Updating the Signature Database Automatically on page 12
Example: Updating the IDP Signature Database Manually on page 13

Example: Downloading and Installing the IDP Security Packages in Chassis Cluster
Mode on page 16

Understanding the IDP Signature Database Version on page 19
Verifying the IDP Signature Database Version on page 19

Understanding the IDP Signature Database

Supported Platforms SRX Series, vSRX

The signature database is one of the major components of Intrusion Detection and
Prevention (IDP). It contains definitions of different objects—such as attack objects,
application signatures objects, and service objects—that are used in defining IDP policy
rules. As a response to new vulnerabilities, Juniper Networks periodically provides a file
containing attack database updates on the Juniper website. You can download this file
to protect your network from new threats.

0 NOTE: IDP feature is enabled by default, no license is required. Custom

attacks and custom attack groups in IDP policies can also be configured and
installed even when a valid license and signature database are not installed
on the device.

The IDP signature database is stored on the IDP enabled device and contains definitions
of predefined attack objects and groups. These attack objects and groups are designed
to detect known attack patterns and protocol anomalies within the network traffic. You
can configure attack objects and groups as match conditions in IDP policy rules.
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Related
Documentation

0 NOTE: You must install the IDP signature-database-update license key on

your device for downloading and installing daily signature database updates
provided by Juniper Networks. The IDP signature license key does not provide
grace period support. For license details, see Junos OS Feature License Keys.

You can perform the following tasks to manage the IDP signature database:

1.

Update the signature database—Download the attack database updates available
on the Juniper Networks website. New attacks are discovered daily, so it is important
to keep your signature database up to date.

Verify the signature database version—Each signature database has a different version
number with the latest database having the highest number. You can use the CLI to
display the signature database version number.

Update the protocol detector engine—You can download the protocol detector engine
updates along with downloading the signature database. The IDP protocol detector
contains Application Layer protocol decoders. The detector is coupled with the IDP
policy and is updated together. It is always needed at policy update time, even if there
is no change in the detector.

Schedule signature database updates—You can configure the IDP-enabled device to
automatically update the signature database after a set interval.

IDP Policies Overview on page 23

Understanding IDP Policy Rule Bases on page 37
Understanding IDP Policy Rules on page 38

Understanding Predefined IDP Policy Templates on page 33

Understanding Predefined IDP Attack Objects and Object Groups

Supported Platforms

SRX Series, VSRX
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The security package for Intrusion Detection and Prevention (IDP) contains a database
of predefined IDP attack objects and IDP attack object groups that you can use in IDP
policies to match traffic against known and unknown attacks. Juniper Networks updates
the predefined attack objects and groups on a regular basis with newly discovered attack
patterns.

Updates to the attack object database can include:

- New descriptions or severities for existing attack objects
. New attack objects

. Deletion of obsolete attack objects
This topic includes the following sections:

« Predefined Attack Objects on page 9
« Predefined Attack Object Groups on page 9

Predefined Attack Objects

Predefined attack objects are listed in an alphabetical order. These attack objects have
unigue names that help you identify the attack. The first part of the name indicates the
group to which the attack object belongs. For example:

+ FTP:USER:ROOT—Belongs to the FTP:USER group. It detects attempts to log in to an
FTP server using the root account.

« HTTP:HOTMAIL:FILE-UPLOAD—Belongs to the HTTP:HOTMAIL group. It detects files
attached to e-mails sent via the Web-based e-mail service Hotmail.

Predefined Attack Object Groups

The predefined attack groups list displays the attack objects in the categories described
below. A set of recommended attack objects that Juniper Networks considers to be
serious threats are also available in this list. The recommended attack objects are
organized into the following categories:

Table 3: Predefined Attack Object Groups

Attack Object Group Description

Attack Type Groups attack objects by type (anomaly or signature). Within each
type, attack objects are grouped by severity.

Category Groups attack objects by predefined categories. Within each
category, attack objects are grouped by severity.

Operating System Groups attack objects by the operating system to which they apply:
BSD, Linux, Solaris, or Windows. Within each operating system,
attack objects are grouped by services and severity.
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Table 3: Predefined Attack Object Groups (continued)

Attack Object Group Description

Severity Groups attack objects by the severity assigned to the attack. IDP
has five severity levels: Critical, Major, Minor, Warning, Info. Within
each severity, attack objects are grouped by category.

Web Services Groups attack objects by common Web services. These services
are grouped by severity levels—Warning, Critical, Major, Minor, Info.

Miscellaneous Groups attack objects by performance level. Attack objects affecting
IDP performance over a certain level are grouped under this category.

Response Groups attack objects in traffic flowing in the server to client
direction.

. Understanding the IDP Signature Database on page 7
. Updating the IDP Signature Database Overview on page 10

« Updating the IDP Signature Database Manually Overview on page 11

Updating the IDP Signature Database Overview

Supported Platforms

SRX Series, VSRX

Juniper Networks regularly updates the predefined attack database and makes it available
on the Juniper Networks website. This database includes attack object groups that you
can use in Intrusion Detection and Prevention (IDP) policies to match traffic against
known attacks. Although you cannot create, edit, or delete predefined attack objects,
you can use the CLI to update the list of attack objects that you can use in IDP policies.

To update the signature database, you download a security package from the Juniper
Networks website. The security package consists of the following IDP components:

. Attack objects

. Attack object groups

. Application objects

« Updates to the IDP Detector Engine

. IDP Policy templates (Policy templates are downloaded independently. See
“Understanding Predefined IDP Policy Templates” on page 33.)

By default, when you download the security package, you download the following
componentsinto a Staging folder in your device: the latest version of the complete attack
object groups table, application objects table, and the updates to the IDP Detector Engine.
Because the attack objects table is typically of a large size, by default the system
downloads only updates to the attack objects table. However, you can download the
complete attack objects table by using the full-update configuration option.
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After downloading the security package, you must install the package to update the
security database with the newly downloaded updates from the Staging folder in your
device.

After installing a security package, when you commit the configuration, all policies are
checked for their syntax (not only the active policy). This checking is the same as a commit
check. If an attack configured in any of the existing policies is removed from the new
signature database that you download, the commit check fails.

When you update the IDP signature database, attacks configured in policies are not
updated automatically. For example, suppose you configure a policy to include an attack
FTP:USER:ROOT that is available in the signature database version 1200 on your system.
Then, you download signature database version 1201, which no longer includes the attack
FTP:USER:ROOT. Because an attack configured in your policy is missing from the newly
downloaded database, the commit check in the CLI fails. To successfully commit your
configuration, you must remove the attack (FTP:USER:ROOT) from your policy
configuration.

A CAUTION: IDP signature updates might fail if a new IDP policy load fails for
any reason. When a new IDP policy load fails, the last known good IDP policy
is loaded. Once the issue with the new policy load is resolved, and the new
valid policy is active, signature updates will work properly.

Related . Understanding the IDP Signature Database on page 7
Documentation . Understanding Predefined IDP Attack Objects and Object Groups on page 8
. Understanding the IDP Signature Database Version on page 19
. Updating the IDP Signature Database Manually Overview on page 11

« Example: Updating the Signature Database Automatically on page 12

Updating the IDP Signature Database Manually Overview

Supported Platforms SRX Series, vVSRX

Juniper Networks regularly updates the predefined attack database and makes it available
on the Juniper Networks website. This database includes attack object groups that you
can use in Intrusion Detection and Prevention (IDP) policies to match traffic against
known attacks. Although you cannot create, edit, or delete predefined attack objects,
you can use the CLI to update the list of attack objects that you can use in IDP policies.
After downloading the security package, you must install the package to update the
security database with the newly downloaded updates from the Staging folder in your
device.

Related . Understanding the IDP Signature Database on page 7

D tati
ocumentation « Example: Updating the IDP Signature Database Manually on page 13

. Example: Updating the Signature Database Automatically on page 12
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. Verifying the IDP Signature Database Version on page 19
. Understanding the IDP Signature Database Version on page 19

. Updating the IDP Signature Database Overview on page 10

Example: Updating the Signature Database Automatically

Supported Platforms

Requirements

Overview

Configuration

Step-by-Step
Procedure

SRX Series, VSRX
This example shows how to download signature database updates automatically.

« Requirements on page 12
« Overview on page 12
» Configuration on page 12

« Verification on page 13

Before you begin, configure network interfaces.

Juniper Networks regularly updates the predefined attack database and makes it available
as a security package on the Juniper Networks website. This database includes attack
objects and attack object groups that you can use in IDP policies to match traffic against
known attacks. You can configure your device to automatically download the signature
database updates at specified intervals.

In this example, you download the security package with the complete table of attack
objects and attack object groups every 48 hours, starting at 11:59 p.m. on December 10.
You also enable an automatic download and update of the security package.

To download and update the predefined attack objects:

1. Specify the URL for the security package.

[edit]
user@host# set security idp security-package url
https://services.netscreen.com/cgi-bin/index.cgi

0 NOTE: By default it will take URL as
https://services.netscreen.com/cgi-bin/index.cgi.

2. Enable the automatic download and update of the security package.

[edit]
user@host# set security idp security-package automatic enable
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Verification

Related
Documentation

3. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

To verify the configuration is working properly, enter the show security idp command.

. Updating the IDP Signature Database Manually Overview on page 11

. Understanding the IDP Signature Database on page 7

Example: Updating the IDP Signature Database Manually

Supported Platforms

Requirements

Overview

Configuration

CLI Quick
Configuration

SRX Series, VSRX
This example shows how to update the IDP signature database manually.

« Requirements on page 13
« Overview on page 13
» Configuration on page 13

« Verification on page 16

Before you begin, configure network interfaces.

Juniper Networks regularly updates the predefined attack database and makes it available
as a security package on the Juniper Networks website. This database includes attack
object and attack object groups that you can use in IDP policies to match traffic against
known attacks.

In this example, you download the security package with the complete table of attack
objects and attack object groups. Once the installation is completed, the attack objects
and attack object groups are available in the CLI under the predefined-attack-groups
and predefined-attacks configuration statements at the [edit security idp idp-policy]
hierarchy level. You create a policy and specify the new policy as the active policy. You
also download only the updates that Juniper Networks has recently uploaded and then
update the attack database, the running policy, and the detector with these new updates.

CLI quick configuration is not available for this example because manual intervention is
required during the configuration.
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Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For instructions on how to do that, see Using the CL/ Editor in Configuration
Mode in the CLI User Guide.

To manually download and update the signature database:

j—

Specify the URL for the security package.

[edit]
user@host#set security idp security-package url
https://services.netscreen.com/cgi-bin/index.cgi

0 NOTE: By default it will take URL as
https://services.netscreen.com/cgi-bin/index.cgi.

2. Commit the configuration.

[edit]
user@host# commit

3.  Switch to operational mode.

[edit]
user@host# exit

4, Download the security package.

user@host>request security idp security-package download full-update

0 NOTE: You can perform an offline signature package download on your
device. You can download the signature package and copy the package
toany common locationin the device and download the package offline
using the request security idp security-package offline-download
command.

The signature package installation remains the same and will be a
full-update always.

5. Check the security package download status.
user@host>request security idp security-package download status
6. Update the attack database using the install command.
user@host>request security idp security-package install

7. Check the attack database update status with the following command (the
command output displays information about the downloaded and installed versions
of the attack database versions):

user@host>request security idp security-package install status

8.  Switch to configuration mode.
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user@host>configure
Q. Create an IDP policy.

[edit ]
user@host#edit security idp idp-policy policyl

10. Associate attack objects or attack object groups with the policy.

[edit security idp idp-policy policyl]
user@host#set rulebase-ips rule rulel match attacks predefined-attack-groups
“Response_Critical”

1. Setaction.

[edit security idp idp-policy policyl]
user@host#set rulebase-ips rule rulel then action no-action

12.  Activate the policy.

[edit]
user@host#set security idp active-policy policyl

13.  Commit the configuration.

[edit]
user@host# commit

14.  After a week, download only the updates that Juniper Networks has recently
uploaded.

user@host>request security idp security-package download
15.  Check the security package download status.
user@host>request security idp security-package download status

16. Update the attack database, the active policy, and the detector with the new
changes.

user@host>request security idp security-package install
17 Check the attack database, the active policy and the detector using install status.

user@host>request security idp security-package install status

o NOTE: Itis possible that an attack might be removed from the new
version of an attack database. If this attack is used in an existing policy
on your device, the installation of the new database will fail. An
installation status message identifies the attack that is no longer valid.
To update the database successfully, remove all references to the
deleted attack from your existing policies and groups, and rerun the
install command.

Results From configuration mode, confirm your configuration by entering the show security idp
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.
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Verification

Purpose

Action

Related
Documentation

[edit]
user@host# show security idp
idp-policy policyl {
rulebase-ips {
rule rulel {
match {
attacks {
predefined-attack-groups Response_Critical;
1
1
then {
action {
no-action;

If you are done configuring the device, enter commit from configuration mode.

To confirm that the configuration is working properly, perform this task:

Verifying the IDP Signature Database Manually

Display the IDP signature database manually.

From operational mode, enter the show security idp command.

. Updating the IDP Signature Database Manually Overview on page 11
« Example: Updating the Signature Database Automatically on page 12
« Understanding the IDP Signature Database on page 7

. request security idp security-package offline-download on page 399

Example: Downloading and Installing the IDP Security Packages in Chassis Cluster

Mode

Supported Platforms

SRX Series, VSRX

This example shows how to download and install the IDP signature database to a device
operating in chassis cluster mode.

« Requirements on page 17

« Overview on page 17

« Downloading and Installing the IDP Signature Database on page 17
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Requirements

Overview

Before you begin, set the chassis cluster node ID and cluster ID. See Example: Setting the
Chassis Cluster Node ID and Cluster ID for Branch SRX Series Devices.

The security package for Intrusion Detection and Prevention (IDP) contains a database

of predefined IDP attack objects and IDP attack object groups that you can use in IDP

policies to match traffic against known and unknown attacks. Juniper Networks regularly
updates the predefined attack objects and groups with newly discovered attack patterns.

To update the signature database, you must download a security package from the

Juniper Networks website. After downloading the security package, you must install the
package to update the security database with the newly downloaded updates from the
Staging folder in your device.

NOTE: On all branch SRX Series devices,, if your device memory utilization
is high on the control plane, loading a large IDP policy might cause the device

torun out of memory. This can trigger a system reboot during the IDP security

package update.

For more details, see “Understanding the IDP Signature Database” on page 7.

When you download the IDP security package on a device operating in chassis cluster

mode, the security package is downloaded to the primary node and then synchronized

to the secondary node. This synchronization helps maintain the same version of the

security package on both the primary node and the secondary node.

Downloading and Installing the IDP Signature Database

Step-by-Step
Procedure

The following example requires you to navigate various levels in the configuration
hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration

Mode in the CL/ User Guide.

1.

Specify the URL for the security package.

[edit]
user@host# set security idp security-package url
https://services.netscreen.com/cgi-bin/index.cgi

Switch to operational mode.

[edit]
user@host# exit

Download the IDP security package to the primary node (downloads in the
var/db/idpd/sec-download folder.

{primary:nodeO}[edit]
user@host> request security idp security-package download

The following message is displayed.
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Will be processed in async mode. Check the status using the status checking
cL1

4. Check the security package download status.

{primary:nodeO}[edit]
user@host> request security idp security-package download status

On a successful download, the following message is displayed.

Done;Successfully downloaded from
(https://services._netscreen.com/cgi-bin/index.cgi)

and synchronized to backup.

Version info:1871(Mon Mar 7 09:05:30 2011, Detector=11.4.140110223)

5. Update the attack database using the install command.
user@host> request security idp security-package install

6. Checkthe attack database update status. The command output displays information
about the downloaded and installed versions of the attack database.

{primary:nodeO}[edit]
user@host> request security idp security-package install status

Done;Attack DB update : successful - [UpdateNumber=2011,ExportDate=Mon Oct
17 15:13:06 2011,Detector=11.6.140110920]

Updating control-plane with new detector : successful

Updating data-plane with new attack or detector : not performed

due to no existing running policy found.

Done;Attack DB update : successful - [UpdateNumber=2011,ExportDate=Mon Oct
17 15:13:06 2011,Detector=11.6.140110920]

Updating control-plane with new detector : successful

Updating data-plane with new attack or detector : not performed

due to no existing running policy found.

0 NOTE: You must download the IDP signature package into the primary
node. This way, the security package is synchronized on the secondary
node. Attempts to download the signature package to the secondary
node will fail.

If you have configured a scheduled download for the security packages,
the signature package files are automatically synchronized from the
primary node to the backup node.

Related . Understanding the IDP Signature Database on page 7

D .
ocumentation . Example: Updating the IDP Signature Database Manually on page 13
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« Example: Updating the Signature Database Automatically on page 12

Understanding the IDP Signature Database Version

Supported Platforms

Related
Documentation

SRX Series, VSRX

New attack objects are added to the signature database server frequently; downloading
these updates and installing them on your managed devices regularly ensures that your
network is effectively protected against the latest threats. As new attack objects are
added to the signature database server, the version number of the database is updated
with the latest database version number. Each signature database has a different version
number with the latest database having the highest number.

When updating the signature database, the signature database update client connects
to the Juniper Networks website and obtains the update using an HTTPS connection.
This update—difference between the existing signature database and latest signature
database—is calculated based on the version number that is assigned to each signature
database. After you download the updates, the updated information is merged with the
existing signature database and the version number is set to that of the latest signature
database.

« Understanding Predefined IDP Attack Objects and Object Groups on page 8
. Updating the IDP Signature Database Overview on page 10

. Updating the IDP Signature Database Manually Overview on page 11

Verifying the IDP Signature Database Version

Supported Platforms

Purpose

Action

Sample Output

Meaning

SRX Series, VSRX

Display the signature database version.

From the operational mode in the CLI, enter show security idp security-package-version.

user@host> show security idp security-package-version
Attack database version:31(Wed Apr 16 15:53:46 2008)
Detector version :9.1.140080400
Policy template version :N/A

The output displays the version numbers for the signature database, protocol detector,
and the policy template on the IDP-enabled device. Verify the following information:

« Attack database version—On April 16, 2008, the version of the signature database
active on the device is 31.

. Detector version—Displays the version number of the IDP protocol detector currently
running on the device.

Copyright © 2016, Juniper Networks, Inc. 19


http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html

Intrusion Detection and Prevention Feature Guide for Security Devices

. Policy template version—Displays the version of the policy template that is installed in
the /var/db/scripts/commit directory when you run the request security idp
security-package install policy-templates configuration statement in the CLI.

For a complete description of output, see the show security idp security-package-version
description.

Related . Verifying the IDP Policy Compilation and Load Status on page 28

D tati
ocumentation . Understanding the IDP Signature Database on page 7

. Updating the IDP Signature Database Manually Overview on page 11
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Configuring IDP Policies

« Overview on page 23

« Configuring Predefined IDP Policy Templates on page 33

« Configuring IDP Policy Rules and IDP Rule Bases on page 37
« Configuring Custom Attack Objects on page 61

« Configuring Applications and Application Sets on page 103
« Configuring IDP Inline Tap Mode on page 109

Copyright © 2016, Juniper Networks, Inc.

21



Intrusion Detection and Prevention Feature Guide for Security Devices

22

Copyright © 2016, Juniper Networks, Inc.



CHAPTER 3

Overview

« |DP Policies Overview on page 23
« Example: Enabling IDP in a Security Policy on page 25
« Verifying the IDP Policy Compilation and Load Status on page 28

IDP Policies Overview

Supported Platforms

SRX Series, VSRX

The Junos OS Intrusion Detection and Prevention (IDP) policy enables you to selectively
enforce various attack detection and prevention technigues on network traffic passing
through an IDP-enabled device. It allows you to define policy rules to match a section of
traffic based on a zone, network, and application, and then take active or passive
preventive actions on that traffic.

An IDP policy defines how your device handles the network traffic. It allows you to enforce
various attack detection and prevention technigues on traffic traversing your network.

A policy is made up of rule bases, and each rule base contains a set of rules. You define
rule parameters, such as traffic match conditions, action, and logging requirements, then
add the rules to rule bases. After you create an IDP Policy by adding rules in one or more
rule bases, you can select that policy to be the active policy on your device.

Junos OS allows you to configure multiple IDP policies, but a device can have only one
active IDP policy at a time. Starting with Junos OS Release 15.1X49-D20, validation of
configurations is done for the IDP policy that is configured as an active policy. You can
install the same IDP policy on multiple devices, or you can install a unique IDP policy on
each device in your network. A single policy can contain only one instance of any type of
rule base.

0 NOTE: The IDP feature is enabled by default. No license is required. Custom
attacks and custom attack groups in IDP policies can also be configured and
installed even when a valid license and signature database are not installed

on the device.
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The following IDP policies are supported:

« DMZ_Services
« DNS_Services
« File_Server

« Getting_Started
« |DP_Default

« Recommended

« Web_Server
You can perform the following tasks to manage IDP policies:

« Create new IDP policies starting from scratch. See “Example: Defining Rules for an IDP
IPS RuleBase” on page 48.

« Create an IDP policy starting with one of the predefined templates provided by Juniper
Networks (see “Understanding Predefined IDP Policy Templates” on page 33).

« Add or delete rules within a rule base. You can use any of the following IDP objects to
create rules:

. Zone

0 NOTE: You can configure source-address and source-except addresses
when from-zone is any, and similarly to have destination-address and
destination-except addresses when to-zone is any.

- Network objects available in the base system
- Predefined service objects provided by Juniper Networks
. Custom application objects

- Predefined attack objects provided by Juniper Networks

. Create custom attack objects (see “Example: Configuring IDP Signature-Based Attacks”
on page 95).

« Update the signature database provided by Juniper Networks. This database contains
all predefined objects.

. Maintain multiple IDP policies. Any one of the policies can be applied to the device.

The IDP policies for each user logical system are compiled together and stored on the
data plane memory. To estimate adequate data plane memory for a configuration,
consider these two factors:

- IDP policies applied to each user logical system are considered unigue instances
because the ID and zones for each user logical system are different. Estimates need
to consider the combined memory requirements for all user logical systems.

24
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Related
Documentation

« Asthe application database increases, compiled policies requires more memory.
Memory usage should be kept below the available data plane memory to allow for
database increases.

. Understanding IDP Policy Rules on page 38

. Understanding IDP Terminal Rules on page 54

« Understanding IDP Application Sets on page 103
. Understanding Custom Attack Objects on page 61

. Example: Enabling IDP in a Security Policy on page 25

Example: Enabling IDP in a Security Policy

Supported Platforms

Requirements

Overview

SRX Series, VSRX

This example shows how to configure two security policies to enable IDP services on all
HTTP and HTTPS traffic flowing in both directions on an SRX Series device. This type of
configuration can be used to monitor traffic to and from a secure area of an internal
network as an added security measure for confidential communications.

e NOTE: In this example, Zone2 is part of the internal network.

« Requirements on page 25
« Overview on page 25
« Configuration on page 26

« Verification on page 28

Before you begin:

« Configure network interfaces.
« Create security zones. See Example: Creating Security Zones.

« Configure applications. See “Example: Configuring IDP Applications and Services” on
page 106.

For transit traffic to pass through IDP inspection, you configure a security policy and
enable IDP application services on all traffic that you want to inspect. Security policies
contain rules defining the types of traffic permitted on the network and the way that the
traffic is treated inside the network. Enabling IDP in a security policy directs traffic that
matches the specified criteria to be checked against the IDP rulebases.

Copyright © 2016, Juniper Networks, Inc. 25


http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html

Intrusion Detection and Prevention Feature Guide for Security Devices

Configuration

CLI Quick
Configuration

0 NOTE: IDP is enabled by default. No license is required. Custom attacks and
custom attack groups in IDP policies can be configured and installed even
when a valid license and signature database are not installed on the device.

To allow transit traffic to pass through without IDP inspection, specify a permit action
for the rule without enabling the IDP application services. Traffic matching the conditions
in this rule passes through the device without IDP inspection.

This example shows how to configure two policies, idp-app-policy-1and idp-app-policy-2,
to enable IDP services on all HTTP and HTTPS traffic flowing in both directions on the
device. The idp-app-policy-1 policy directs all HT TP and HTTPS traffic flowing from
previously configured Zonel to Zone2 to be checked against IDP rulebases. The
idp-app-policy-2 policy directs all HTTP and HTTPS traffic flowing from Zone2 to Zonel
to be checked against IDP rulebases.

0 NOTE: Theactionsetinthe security policy action must be permit. You cannot
enable IDP for traffic that the device denies or rejects.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level,
and then enter commit from configuration mode.

set security policies from-zone Zonel to-zone Zone2 policy idp-app-policy-1 match
source-address any

set security policies from-zone Zonel to-zone Zone2 policy idp-app-policy-1 match
destination-address any

set security policies from-zone Zonel to-zone Zone2 policy idp-app-policy-1 match
application junos-http

set security policies from-zone Zonel to-zone Zone2 policy idp-app-policy-1 match
application junos-https

set security policies from-zone Zonel to-zone Zone2 policy idp-app-policy-1then permit
application-services idp

set security policies from-zone Zone2 to-zone Zonel policy idp-app-policy-2 match
source-address any

set security policies from-zone Zone2 to-zone Zonel policy idp-app-policy-2 match
destination-address any

set security policies from-zone Zone2 to-zone Zone1l policy idp-app-policy-2 match
application junos-http

set security policies from-zone Zone2 to-zone Zonel policy idp-app-policy-2 match
application junos-https

set security policies from-zone Zone2 to-zone Zonel policy idp-app-policy-2 then permit
application-services idp

26
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Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For instructions on how to do that, see Using the CL/ Editor in Configuration
Mode in the CL/ User Guide.

To enable IDP services on all HTTP and HTTPS traffic flowing in both directions on the
device:

1. Create a security policy for traffic flowing from Zonel to Zone2 that has been
identified as junos-http or junos-https application traffic.

user@host# set security policies from-zone Zonel to-zone Zone2 policy
idp-app-policy-1 match source-address any

user@host# set security policies from-zone Zonel to-zone Zone2 policy
idp-app-policy-1 match destination-address any

user@host# set security policies from-zone Zonel to-zone Zone2 policy
idp-app-policy-1 match application junos-http

user@host# set security policies from-zone Zonel to-zone Zone2 policy
idp-app-policy-1 match application junos-https

2. Specify the action to be taken on Zonel to Zone?2 traffic that matches conditions
specified in the policy.

user@host# set security policies from-zone Zonel to-zone Zone2 policy
idp-app-policy-1then permit application-services idp

3.  Create another security policy for traffic flowing in the opposite direction that has
been identified as junos-http or junos-https application traffic.

user@host# set security policies from-zone Zone2 to-zone Zonel policy
idp-app-policy-2 match source-address any

user@host# set security policies from-zone Zone2 to-zone Zonel policy
idp-app-policy-2 match destination-address any

user@host# set security policies from-zone Zone2 to-zone Zonel policy
idp-app-policy-2 match application junos-http

user@host# set security policies from-zone Zone2 to-zone Zonel policy
idp-app-policy-2 match application junos-https

4,  Specify the action to be taken on traffic that matches the conditions specified in
this policy.

user@host# set security policies from-zone Zone2 to-zone Zonel policy
idp-app-policy-2 then permit application-services idp

Results From configuration mode, confirm your configuration by entering the show security policies
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show security policies
from-zone Zonel to-zone Zone2 {
policy idp-app-policy-1 {
match {
source-address any;
destination-address any;
application [junos-http junos-https];
}
then {
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Verification

Purpose

Action

permit {
application-services {
idp;
1
}
}
1
1
from-zone Zone2 to-zone Zonel {
policy idp-app-policy-2 {
match {
source-address any;
destination-address any;
application [junos-http junos-https];
}
then {
permit {
application-services {
idp;

If you are done configuring the device, enter commit from configuration mode.

To confirm that the configuration is working properly, perform this task:
« Verifying the Configuration on page 28

Verifying the Configuration

Verify that the security policy configuration is correct.

From operational mode, enter the show security policies command.

Verifying the IDP Policy Compilation and Load Status

Supported Platforms

Purpose

Action

SRX Series, VSRX

Display the IDP log files to verify the IDP policy load and compilation status. When
activating an IDP policy, you can view the IDP logs and verify if the policy is loaded and
compiled successfully.

To track the load and compilation progress of an IDP policy, configure either one or both
of the following in the CLI:

« You can configure a log file, which will be located in /var/log/, and set trace option
flags to record these operations:

user@host# set security idp traceoptions file idpd

28
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user@host# set security idp traceoptions flag all

« You can configure your device to log system log messages to a file in the /var/log
directory:

user@host# set system syslog file messages any any
After committing the configuration in the CLI, enter either of the following commands
from the shell prompt in the UNIX-level shell:
Sample Output

user@host> start shell
user@host% tail -f /var/log/idpd
Aug 3 15:46:42 chiron clear-log[2655]: logfile cleared

Aug 3 15:47:12 idpd_config_read: called: check: 0O
Aug 3 15:47:12 idpd commit in progres ...

Aug 3 15:47:13 Entering enable processing.

Aug 3 15:47:13 Enable value (default)

Aug 3 15:47:13 IDP processing default.

Aug 3 15:47:13 idp config knob set to (2)

Aug 3 15:47:13 Warning: active policy configured but no application package
installed, attack may not be detected!

Aug 3 15:47:13 idpd_need_policy_compile:480 Active policy path
/var/db/idpd/sets/idpengine.set

Aug 3 15:47:13 Active Policy (idpengine) rule base configuration is changed so
need to recompile active policy

Aug 3 15:47:13 Compiling policy idpengine....

Aug 3 15:47:13 Apply policy configuration, policy ops bitmask = 41
Aug 3 15:47:13 Starting policy(idpengine) compile with compress dfa...
Aug 3 15:47:35 policy compilation memory estimate: 82040

Aug 3 15:47:35 ...Passed

Aug 3 15:47:35 Starting policy package...

Aug 3 15:47:36 ...Policy Packaging Passed

Aug 3 15:47:36 [get_secupdate_cb_status] state = 0x1

Aug 3 15:47:36 idpd_policy_apply_config idpd_policy_set_config(Q)
Aug 3 15:47:36 Reading sensor config...

Aug 3 15:47:36 sensor/idp node does not exist, apply defaults

Aug 3 15:47:36 sensor conf saved

Aug 3 15:47:36 idpd_dev_add_ipc_connection called...

Aug 3 15:47:36 idpd_dev_add_ipc_connection: done.

Aug 3 15:47:36 idpd_policy_apply_config: IDP state (2) being set
Aug 3 15:47:36 idpd_comm_server_get_event:545: evGetNext got event.
Aug 3 15:47:36 idpd_comm_server_get_event:553: evDispatch OK

Aug 3 15:47:36 Apply policy configuration, policy ops bitmask = 4
Aug 3 15:47:36 Starting policy load...

Aug 3 15:47:36 Loading policy(/var/db/idpd/bins/idpengine.bin.gz.v +
/var/db/idpd/sec-repository/installed-detector/libidp-detector.so.tgz.v +
/var/db/idpd/bins/compressed_ai .bin)...

Aug 3 15:47:36 idpd_dev_add_ipc_connection called...

Aug 3 15:47:36 idpd_dev_add_ipc_connection: done.

Aug 3 15:47:37 idpd_policy_load: creating temp tar directory
*/var/db/idpd//bins/52b58e5"

Aug 3 15:47:37 sc_policy_unpack_tgz: running addver cmd "/usr/bin/addver -r
/var/db/idpd/sec-repository/installed-detector/libidp-detector.so.tgz.v
/var/db/idpd//bins/52b58e5/__temp.tgz > /var/log/idpd.addver"”

Aug 3 15:47:38 sc_policy_unpack_tgz: running tar cmd "/usr/bin/tar -C
/var/db/idpd//bins/52b58e5 -xzf /var/db/idpd//bins/52b58e5/__temp.tgz*
Aug 3 15:47:40 idpd_policy_load: running cp cmd "cp
/var/db/idpd//bins/52b58e5/detector4.so /var/db/idpd//bins/detector.so”
Aug 3 15:47:43 idpd_policy_load: running chmod cmd "chmod 755
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/var/db/idpd//bins/detector.so”
Aug 3 15:47:44 idpd_policy_load: running rm cmd "rm -fr
/var/db/idpd//bins/52b58e5*

Aug 3 15:47:45

Aug 3 15:47:45 idpd_comm_server_get_event:545:
Aug 3 15:47:45 idpd_comm_server_get_event:553:

Aug 3 15:47:45

returned 0 (EOK)

Aug 3 15:47:45 idpd_policy_load: IDP_LOADER_POLICY_PRE_COMPILE returned EAGAIN,
retrying... after (5) secs

Aug 3 15:47:50 idpd_comm_server_get_event:545:

Aug 3 15:47:50 idpd_comm_server_get_event:553:

Aug 3 15:47:50

returned 0 (EOK)
Aug 3 15:47:50 idpd_policy_load: idp policy parser pre compile succeeded, after
(1) retries
Aug 3 15:47:50 idpd_policy_load: policy parser compile subs sO name
/var/db/idpd/bins/idpengine.bin.gz.v.1 buf 0x0 size 0zones Oxee34c7 z_size 136
detector /var/db/idpd//bins/detector.so ai_buf Ox0 ai_size 0 ai
/var/db/idpd/bins/compressed_ai .bin

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

3

WWWWWwwWwwwwwwowwowow

3

15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
:51 IDP policy[/var/db/idpd/bins/idpengine.bin.gz.v] and

15:47

50 idpd_comm_server_get_event:545:
50 idpd_comm_server_get_event:553:
50 idpd_comm_server_get_event:545:
50 idpd_comm_server_get_event:553:

idpd_policy_load: detector version: 10.3.160100209

evGetNext got event.
evDispatch OK

idp_policy_loader_command: sc_klibs_subs_policy_pre_compile()

evGetNext got event.
evDispatch OK

idp_policy_loader_command: sc_klibs_subs_policy_pre_compile()

evGetNext got event.
evDispatch OK
evGetNext got event.
evDispatch OK

50 idpd_policy_load: idp policy parser compile succeeded

50 idpd_comm_server_get_event:545:
50 idpd_comm_server_get_event:553:

evGetNext got event.
evDispatch OK

50 idpd_policy_load: idp policy pre-install succeeded

50 idpd_comm_server_get_event:545:
50 idpd_comm_server_get_event:553:
50 idpd_comm_server_get_event:545:
50 idpd_comm_server_get_event:553:

evGetNext got event.
evDispatch OK
evGetNext got event.
evDispatch OK

50 idpd_policy_load: idp policy install succeeded

50 idpd_comm_server_get_event:545:
50 idpd_comm_server_get_event:553:

evGetNext got event.
evDispatch OK

50 idpd_policy_load: idp policy post-install succeeded

detector[/var/db/idpd/sec-repository/installed-detector/libidp-detector.so.tgz.v]
loaded successfully.

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

3

WwWwwwww

3

15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:
15:47:

51 Applying sensor configuration

51 idpd_dev_add_ipc_connection called...
51 idpd_dev_add_ipc_connection: done.

51 idpd_comm_server_get_event:545:
51 idpd_comm_server_get_event:553:
51 idpd_comm_server_get_event:545:
51 idpd_comm_server_get_event:553:
51

...idpd commit end
Aug 3 15:47:51 Returning from commit mode, status = O.

Aug 3 15:47:51 [get_secupdate_cb_status] state

Aug 3 15:47:51 Got signal SIGCHLD....

evGetNext got event.
evDispatch OK
evGetNext got event.
evDispatch OK

= Ox1

Sample Output
user@host> start shell
user@host% tail -f /var/log/messages
Aug 3 15:46:56 chiron mgd[2444]: UI_COMMIT_PROGRESS: Commit operation in
progress: no commit script changes
Aug 3 15:46:56 chiron mgd[2444]: UI_COMMIT_PROGRESS: Commit operation in
progress: no transient commit script changes
Aug 3 15:46:56 chiron mgd[2444]: UI_COMMIT_PROGRESS: Commit operation in
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progress: finished loading commit script changes

Aug 3 15:46:56 chiron mgd[2444]: UI_COMMIT_PROGRESS: Commit operation in

progress: exporting juniper.conf

Aug 3 15:47:51 chiron idpd[2678]: IDP_POLICY_LOAD_SUCCEEDED: IDP

policy[/var/db/idpd/bins/idpengine._bin.gz.v] and

detector[/var/db/idpd/sec-repository/installed-detector/libidp-detector.so.tgz.v]
loaded successfully(Regular load).

Aug 3 15:47:51 chiron idpd[2678]: 1DP_COMMIT_COMPLETED: IDP policy commit is

complete.

Aug 3 15:47:51 chiron chiron sc_set_flow_max_sessions: max sessions set 16384

Meaning Displays log messages showing the procedures that run in the background after you
commit the set security idp active-policy command. This sample output shows that the
policy compilation, sensor configuration, and policy load are successful.

Related . Verifying the IDP Signature Database Version on page 19

Documentation
v ! . Understanding the IDP Signature Database on page 7

. Updating the IDP Signature Database Manually Overview on page 11
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CHAPTER 4

Configuring Predefined |IDP Policy
Templates

« Understanding Predefined IDP Policy Templates on page 33
- Downloading and Using Predefined IDP Policy Templates (CLI Procedure) on page 35

Understanding Predefined IDP Policy Templates

Supported Platforms  SRX Series, VSRX

Juniper Networks provides predefined policy templates that you can use as a starting
point for creating your own policies. Each template is set of rules of a specific rulebase
type that you can copy and then update according to your requirements. These templates
are available in the templates.xml file on a secured Juniper Networks website. To start
using a template, you run a command from the CLI to download and copy this file to a
/var/db/scripts/commit directory.

Each policy template contains rules that use the default actions associated with the
attack objects. You should customize these templates to work on your network by
selecting your own source and destination addresses and choosing IDP actions that
reflect your security needs.

The client/server templates are designed for ease of use and provide balanced
performance and coverage. The client/server templates include client protection, server
protection, and client/server protection.

Each of the client/server templates has two versions that are device specific, a 1-gigabyte
(GB) version and a 2-GB version.

0 NOTE: The 1-gigabyte versions labeled 1G should only be used for devices
that are limited to 1 GB of memory. If a 1-GB device loads anything other than
a 1-GB policy, the device might experience policy compilation errors due to
limited memory or limited coverage. If a 2-GB device loads anything other
than a 2-GB policy, the device might experience limited coverage.

Use these templates as a guideline for creating policies. We recommend that you make
acopy of these templates and use the copy (not the original) for the policy. This approach
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allows you to make changes to the policy and to avoid future issues due to changes in
the policy templates.

Table 4 on page 34 summarizes the predefined IDP policy templates provided by Juniper
Networks.

Table 4: Predefined IDP Policy Templates

Template Name Description

Client-And-Server-Protection

Designed to protect both clients and servers. To be used on high memory devices with 2 GB or
more of memory.

Client-And-Server-Protection-1G

Client-Protection

Designed to protect both clients and servers. To be used on all devices, including low-memory
branch devices.

Designed to protect clients. To be used on high memory devices with 2 GB or more of memory.

Client-Protection-1G

Designed to protect clients. To be used on all devices, including low-memory branch devices.

DMZ Services Protects a typical demilitarized zone (DMZ) environment.

DNS Server Protects Domain Name System (DNS) services.

File Server Protects file sharing services, such as Network File System (NFS), FTP, and others.

Getting Started Contains very open rules. Useful in controlled lab environments, but should not be deployed on
heavy traffic live networks.

IDP Default Contains a good blend of security and performance.

Recommended Contains only the attack objects tagged as recommended by Juniper Networks. All rules have

their Actions column set to take the recommmended action for each attack object.

Server-Protection

Server-Protection-1G

Designed to protect servers. To be used on high memory devices with 2 GB or more of memory.

Designed to protect servers. To be used on all devices, including low-memory branch devices.

Web Server

Protects HTTP servers from remote attacks.

To use predefined policy templates:

1. Download the policy templates from the Juniper Networks website.
2. Install the policy templates.

3. Enable the templates.xml script file. Commit scripts in the /var/db/scripts/commit
directory are ignored if they are not enabled.

4. Choose a policy template that is appropriate for you and customize it if you need to.

5. Activate the policy that you want to run on the system. Activating the policy might
take a few minutes. Even after a commit complete message is displayed in the CLI,
the system might continue to compile and push the policy to the data plane.

34
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6.

0 NOTE: Occasionally, the compilation process might fail for a policy. In
this case, the active policy showing in your configuration might not match
the actual policy running on your device. Run the show security idp status
command to verify the running policy. Additionally, you can view the IDP
log files to verify the policy load and compilation status.

Delete or deactivate the commit script file. By deleting the commit script file, you
avoid the risk of overwriting modifications to the template when you commit the
configuration. Deactivating the statement adds an inactive tag to the statement,
effectively commenting out the statement from the configuration. Statements marked
inactive do not take effect when you issue the commit command.

Related . Understanding the IDP Signature Database on page 7

Documentation

. Downloading and Using Predefined IDP Policy Templates (CLI Procedure) on page 35

Downloading and Using Predefined IDP Policy Templates (CLI Procedure)

Supported Platforms SRX Series

Before you begin, configure network interfaces. See the Junos OS Interfaces Configuration
Guide for Security Devices.

To download and use a predefined policy template:

1.

Download the script file templates.xml to
the/var/db/idpd/sec-download/sub-download directory. This script file contains
predefined IDP policy templates.

user@host> request security idp security-package download policy-templates

Copy the templates.xml file to the /var/db/scripts/commit directory and rename it
to templates.xsl.

user@host> request security idp security-package install policy-templates

Enable the templates.xsl scripts file. At commit time, the Junos OS management
process (mgd) looks in the /var/db/scripts/commit directory for scripts and runs the
script against the candidate configuration database to ensure the configuration
conforms to the rules dictated by the scripts.

user@host# set system scripts commit file templates.xsl

Commit the configuration. Committing the configuration saves the downloaded
templates to the Junos OS configuration database and makes them available in the
CLI at the [edit security idp idp-policy] hierarchy level.

Display the list of downloaded templates.

user@host#set security idp active-policy ?

Possible completions:
<active policy> Set active policy
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Related
Documentation

DMZ_Services
DNS_Service
File_Server
Getting_Started
IDP_Default
Recommended
Web_Server

Activate the predefined policy. The following statement specifies the Recommended
predefined IDP policy as the active policy:

user@host# set security idp active-policy Recommended

Delete or deactivate the commit script file. By deleting the commit script file, you
avoid the risk of overwriting modifications to the template when you commit the
configuration. Run one of the following commands:

user@host# delete system scripts commit file templates.xsl
user@host# deactivate system scripts commit file templates.xsl

. If you are finished configuring the device, commit the configuration.

You can verify the configuration by using the show security idp status command. For
more information, see the Junos OS CLI Reference.

Understanding Predefined IDP Policy Templates on page 33
Example: Defining Rules for an IDP IPS RuleBase on page 48

Example: Defining Rules for an IDP Exempt Rulebase on page 52

36
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CHAPTER S5

Configuring IDP Policy Rules and IDP Rule

Bases

« Understanding IDP Policy Rule Bases on page 37

« Understanding IDP Policy Rules on page 38

« Example: Inserting a Rule in the IDP Rulebase on page 45

« Example: Deactivating and Activating Rules in an IDP Rulebase on page 46
« Understanding IDP IPS Rulebases on page 47

. Example: Defining Rules for an IDP IPS RuleBase on page 48

« Understanding IDP Exempt Rulebases on page 51

« Example: Defining Rules for an IDP Exempt Rulebase on page 52
« Understanding IDP Terminal Rules on page 54

- Example: Setting Terminal Rules in Rulebases on page 55

« Understanding DSCP Rules in IDP Policies on page 57

« Example: Configuring DSCP Rules in an IDP Policy on page 58

Understanding IDP Policy Rule Bases

Supported Platforms

SRX Series, VSRX

Intrusion Detection and Prevention (IDP) policies are collections of rules and rulebases.
Arulebase is an ordered set of rules that use a specific detection method to identify and
prevent attacks.

Rules are instructions that provide context to detection mechanisms by specifying which
part of the network traffic the IDP system should look in to find attacks. When a rule is
matched, it means that an attack has been detected in the network traffic, triggering the
action for that rule. The IDP system performs the specified action and protects your
network from that attack.

Each rulebase can have multiple rules—you determine the sequence in which rules are
applied to network traffic by placing them in the desired order. Each rulebase in the IDP
system uses specific detection methods to identify and prevent attacks. Junos OS supports
two types of rulebases—intrusion prevention system (IPS) rulebase and exempt rulebase.
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Related
Documentation

. Understanding IDP IPS Rulebases on page 47
. Understanding IDP Exempt Rulebases on page 51
. Example: Inserting a Rule in the IDP Rulebase on page 45

. Example: Deactivating and Activating Rules in an IDP Rulebase on page 46

Understanding IDP Policy Rules

Supported Platforms

SRX Series, VSRX

Each instruction in an Intrusion Detection and Prevention (IDP) policy is called a rule.
Rules are created in rulebases.

Rulebases are a set of rules that combine to define an IDP policy. Rules provide context
to detection mechanisms by specifying which part of the network traffic the IDP system
should look in to find attacks. When a rule is matched, it means that an attack has been
detected in the network traffic, triggering the action for that rule. The IDP system performs
the specified action and protects your network from that attack.

IDP policy rules are made up of the following components:

« Understanding IDP Rule Match Conditions on page 38
« Understanding IDP Rule Objects on page 39

« Understanding IDP Rule Actions on page 41

« Understanding IDP Rule IP Actions on page 43

« Understanding IDP Rule Notifications on page 44

Understanding IDP Rule Match Conditions

Match conditions specify the type of network traffic you want IDP to monitor for attacks.

Match conditions use the following characteristics to specify the type of network traffic
to be monitored:

« From-zone and to-zone—All traffic flows from a source to a destination zone. You can
select any zone for the source or destination. You can also use zone exceptions to
specify unigue to and from zones for each device. Specify any to monitor network traffic
originating from and to any zone. The default value is any.

o NOTE: You can now specify source-address and source-except addresses
when from-zone is any. Similarly, when to-zone is any, you can specify
destination-address and destination-except addresses.

« Source IP address—Specify the source |IP address from which the network traffic
originates. You can specify any to monitor network traffic originating from any IP
address. You can also specify source-except to specify all sources except the specified
addresses. The default value is any.
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- Destination IP address—Specify the destination IP address to which the network traffic
is sent. You can set this to any to monitor network traffic sent to any IP address. You
can also specify destination-except to specify all destinations except the specified
addresses. The default value is any.

. Application—Specify the Application Layer protocols supported by the destination IP
address. You can specify any for all applications and default for the application
configured in the attack object for the rule.

Understanding IDP Rule Objects

Objects are reusable logical entities that you can apply to rules. Each object that you
create is added to a database for the object type.

You can configure the following types of objects for IDP rules.

Zone Objects

A zone or security zone is a collection of one or more network interfaces. IDP uses zone
objects configured in the base system.

Address or Network Objects

Address objects represent components of your network, such as host machines, servers,
and subnets. You use address objects in IDP policy rules to specify the network
components that you want to protect.

Application or Service Objects

Service objects represent network services that use Transport Layer protocols such as
TCP, UDP, RPC, and ICMP. You use service objects in rules to specify the service an attack
uses to access your network. Juniper Networks provides predefined service objects, a
database of service objects that are based on industry-standard services. If you need to
add service objects that are not included in the predefined service objects, you can create
custom service objects. IDP supports the following types of service objects:

. Any—Allows IDP to match all Transport Layer protocols.

« TCP—Specifies a TCP port or a port range to match network services for specified TCP
ports. You can specify junos-tcp-any to match services for all TCP ports.

. UDP—Specifies a UDP port or a port range to match network services for specified
UDP ports. You can specify junos-udp-any to match services for all UDP ports.

« RPC—Specifies aremote procedure call (RPC from Sun Microsystems) program number
or a program number range. IDP uses this information to identify RPC sessions.

. ICMP—Specifies a type and code that is a part of an ICMP packet. You can specify
junos-icmp-all to match all ICMP services.

. default—Allows IDP to match default and automatically detected protocols to the
applications implied in the attack objects.
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Attack Objects

IDP attack objects represent known and unknown attacks. IDP includes a predefined
attack object database that is periodically updated by Juniper Networks. Attack objects
are specified in rules to identify malicious activity. Each attack is defined as an attack
object, which represents a known pattern of attack. Whenever this known pattern of
attack is encountered in the monitored network traffic, the attack object is matched. The
three main types of attack objects are described in Table 5 on page 40:

Table 5: IDP Attack Objects Description

Attack Objects Description

Signature Attack Objects Signature attack objects detect known attacks using stateful
attack signatures. An attack signature is a pattern that always
exists within an attack; if the attack is present, so is the attack
signature. With stateful signatures, IDP can look for the specific
protocol or service used to perpetrate the attack, the direction
and flow of the attack, and the context in which the attack
occurs. Stateful signatures produce few false positives because
the context of the attack is defined, eliminating huge sections
of network traffic in which the attack would not occur.

Protocol Anomaly Attack Protocol anomaly attack objects identify unusual activity on the

Objects network. They detect abnormal or ambiguous messages within
a connection according to the set of rules for the particular
protocol being used. Protocol anomaly detection works by
finding deviations from protocol standards, most often defined
by RFCs and common RFC extensions. Most legitimate traffic
adheres to established protocols. Traffic that does not, produces
an anomaly, which may be created by attackers for specific
purposes, such as evading an intrusion prevention system (IPS).

Compound Attack Objects A compound attack object combines multiple signatures and/or
protocol anomalies into a single object. Traffic must match all
of the combined signatures and/or protocol anomalies to match
the compound attack object; you can specify the order in which
signatures or anomalies must match. Use compound attack
objects to refine your IDP policy rules, reduce false positives,
and increase detection accuracy. A compound attack object
enables you to be very specific about the events that need to
occur before IDP identifies traffic as an attack. You can use And,
Or, and Ordered and operations to define the relationship among
different attack objects within a compound attack and the order
in which events occur.

Attack Object Groups

IDP contains a large number of predefined attack objects. To help keep IDP policies
organized and manageable, attack objects can be grouped. An attack object group can
contain one or more attack objects of different types. Junos OS supports the following
three types of attack groups:

. Predefined attack object groups—Contain objects present in the signature database.
The predefined attack object groups are dynamic in nature. For example, FTP: Minor
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group selects all attacks of application- FTP and severity- Minor. If a new FTP attack
of minor severity is introduced in the security database, it is added to the FTP: Minor
group by default.

« Dynamic attack groups—Contain attack objects based on a certain matching criteria.
For example, a dynamic group can contain all attacks related to an application. During
signature update, the dynamic group membership is automatically updated based on
the matching criteria for that group.

On SRX Series devices, for a dynamic attack group using the direction filter, the
expression and should be used in the exclude values. As is the case with all filters, the
default expression is or. However, there is a choice of and in the case of the direction
filter.

For example, if you want to choose all attacks with the direction client-to-server,
configure the direction filter using set security idp dynamic-attack-group dyn1 filters
direction values client-to-server command

In the case of chain attacks, each of the multiple members has its own direction. If a
policy includes chain attacks, a client-to-server filter selects all chain attacks that have
any member with client-to-server as the direction. This means chain attacks that
include members with server-to-client or ANY as the direction are selected if the chain
has at least one member with client-to-server as the direction.

To prevent these chain attacks from being added to the policy, configure the dynamic
group as follows:

- set security idp dynamic-attack-group dyni filters direction expression and
- set security idp dynamic-attack-group dynl filters direction values client-to-server

- set security idp dynamic-attack-group dyn1 filters direction values
exclude-server-to-client

- set security idp dynamic-attack-group dyn1 filters direction values exclude-any

« Customattack groups—Contain customer-defined attack groups and can be configured
through the CLI. They can contain specific predefined attacks, custom attacks,
predefined attack groups, or dynamic attack groups. They are static in nature, because
the attacks are specified in the group. Therefore the attack groups do not change when
the security database is updated

Understanding IDP Rule Actions

Actions specify the actions you want IDP to take when the monitored traffic matches the
attack objects specified in the rules.

Table 6 on page 41 shows the actions you can specify for IDP rules:
Table 6: IDP Rule Actions

Term Definition

No Action No action is taken. Use this action when you only want to generate
logs for some traffic.
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Table 6: IDP Rule Actions (continued)

Term Definition

Ignore Connection

Stops scanning traffic for the rest of the connection if an attack
matchis found. IDP disables the rulebase for the specific connection.

NOTE: This action does not mean ignore an attack.

Diffserv Marking

Assigns the indicated Differentiated Services code point (DSCP)
value to the packet in an attack, then passes the packet on normally.

Note that DSCP value is not applied to the first packet that is
detected as an attack, but is applied to subsequent packets.

Drop Packet

Drop Connection

Drops a matching packet before it can reach its destination but does
not close the connection. Use this action to drop packets for attacks
in traffic that is prone to spoofing, such as UDP traffic. Dropping a
connection for such traffic could result in a denial of service that
prevents you from receiving traffic from a legitimate source-IP
address.

NOTE: When an IDP policy is configured using a non-packet context
defined in a custom signature for any application and has the action
drop packet, when IDP identifies an attack the decoder will promote
drop_packet to drop_connection. With a DNS protocol attack, this
is not the case. The DNS decoder will not promote drop_packet to
drop_connection when an attack is identified. This will ensure that
only DNS attack traffic will be dropped and valid DNS requests will
continue to be processed. This will also avoid TCP retransmission
for the valid TCP DNS requests.

Drops all packets associated with the connection, preventing traffic
for the connection from reaching its destination. Use this action to
drop connections for traffic that is not prone to spoofing.

Close Client

Closes the connection and sends an RST packet to the client but
not to the server.

Close Server

Closes the connection and sends an RST packet to the server but
not to the client.

Close Client and Server

Closes the connection and sends an RST packet to both the client
and the server.
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Table 6: IDP Rule Actions (continued)

Term Definition

Recommended All predefined attack objects have a default action associated with
them. This is the action that Juniper Networks recommmends when
that attack is detected.

NOTE: This action is supported only for IPS rulebases.

Recommended —A list of all attack objects that Juniper Networks
considers to be serious threats, organized into categories.

« Attack type groups attack objects by type (anomaly or signature).
Within each type, attack objects are grouped by severity.

« Category groups attack objects by predefined categories. Within
each category, attack objects are grouped by severity.

« Operating system groups attack objects by the operating system
to which they apply: BSD, Linux, Solaris, or Windows. Within each
operating system, attack objects are grouped by services and
severity.

« Severity groups attack objects by the severity assigned to the
attack. IDP has five severity levels: Critical, Major, Minor, Warning,
and Info. Within each severity, attack objects are grouped by
category.

Understanding IDP Rule IP Actions

|P actions are actions that apply on future connections that use the same IP action
attributes. For example, you can configure an IP action in the rule to block all future HTTP
sessions between two hosts if an attack is detected on a session between the hosts. Or
you can specify a timeout value that defines that the action should be applied only if
new sessions are initiated within that specified timeout value. The default timeout value
for IP actions is O, which means that IP actions are never timed out.

IP actions are similar to other actions; they direct IDP to drop or close the connection.
However, because you now also have the attacker’s IP address, you can choose to block
the attacker for a specified time. If attackers cannot immediately regain a connection to
your network, they might try to attack easier targets. Use IP actions in conjunction with
actions and logging to secure your network.

IP action attributes are a combination of the following fields:
« Source IP address

« Destination IP address

« Destination port

« From-zone

« Protocol

Table 7 on page 44 summarizes the types IP actions supported by IDP rules:
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Table 7: IDP Rule IP Actions

Term Definition

Notify Does not take any action against future traffic,
but logs the event. This is the default.

Drop/Block Session All packets of any session matching the IP action
rule are dropped silently.

Close Session Any new sessions matching this IP action rule

are closed by sending RST packets to the client
and server.

When traffic matches multiple rules, the most severe IP action of all matched rules is
applied. The most severe IP action is the Close Session action, the next in severity is the
Drop/Block Session action, and then the Notify action.

NOTE: Afterenhancements tothe central point, the system has the following
limitations:

. The maximum active mode ip-action number for each SPU is limited to
600000 entries. When this limit is reached, you cannot create a new active
mode ip-action entry on the SPU.

. Themaximum all modes (active mode and passive mode) ip-action number
for each SPU is limited to 1200000 entries. When this limit is reached, you
cannot create a new active mode ip-action entry on the SPU.

« Whenyourunthe clearip-action command, the ip-action entries are deleted
through ring messages. When the CPU usage is high, the deleted ring
messages are dropped and resent by the active mode ip-action. As the
deleting process takes time, you can see few ip-action entries when you
run the show ip-action command.

Ondevices where central point enhancements are not done, only active mode
ip-action exists and the maximum ip-action number is limited to 600000.
When this limit is reached, you cannot create a new active mode ip-action
entry.

Understanding IDP Rule Notifications

Notification defines how information is to be logged when an action is performed. When
attacks are detected, you can choose to log an attack and create log records with attack
information and send that information to the log server.

By using notifications, you can also configure the following options that instruct the log
server to perform specific actions on logs generated for each rule:

« SetAlerts—Specify an alert option for arule in the IDP policy. When the rule is matched,
the corresponding log record displays an alert in the alert column of the Log Viewer.
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Security administrators use alerts to become aware of and react to important security
events.

« Set Severity Level—Set severity levels in logging to support better organization and
presentation of log records on the log server. You can use the default severity settings
of the selected attack objects or choose a specific severity for your rule. The severity
you configure in the rules overrides the inherited attack severity. You can set the severity
level to the following levels:

- Info—2

- Warning—3
- Minor—4

- Major—5

- Critical—7

. Understanding IDP Policy Rule Bases on page 37
. Understanding Custom Attack Objects on page 61
« Example: Configuring Compound or Chain Attacks on page 78

« Example: Configuring Attack Groups with Dynamic Attack Groups and Custom Attack
Groups on page 83

Example: Inserting a Rule in the IDP Rulebase

Supported Platforms

Requirements

Overview

SRX Series, VSRX

This example shows how to insert a rule in the IDP rulebase.

Before you begin:

« Configure network interfaces.

. Definerulesin arulebase. See “Example: Defining Rules for an IDP IPS RuleBase” on
page 48.

The IDP rule-matching algorithm starts from the top of the rulebase and checks traffic
against all rules in the rulebase that match the specified match conditions. You determine
the sequence in which rules are applied to network traffic by placing them in the desired
order. When you add a rule to the rulebase, it is placed at the end of the existing list of
rules. To place a rule in any other location than at the end of the rulebase, you insert the
rule at the desired location in the rulebase. This example places rule R2 before rule R1in
the IDP IPS rulebase in a policy called base-policy.
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To insert a rule in the rulebase:

1. Define the position of the rule in the rulebase based on the order in which you want
the rule to be evaluated.

[edit]
user@host# insert security idp idp-policy base-policy rulebase-ips rule R2 before
rule R1

2. If you are done configuring the device, commit the configuration.

[edit]
user@host# commit

To verify the configuration is working properly, enter the show security idp status command.

« Understanding IDP Policy Rule Bases on page 37

Example: Deactivating and Activating Rules in an IDP Rulebase

Supported Platforms

Requirements

Overview

Configuration

Step-by-Step
Procedure

SRX Series, VSRX

This example shows how to deactivate and activate a rule in a rulebase.

Before you begin:

« Configure network interfaces.

« Definerulesin arulebase. See “Example: Defining Rules for an IDP IPS RuleBase” on
page 48.

In a rulebase, you can disable and enable rules by using the deactivate and activate
commands. The deactivate command comments out the specified statement from the
configuration. Rules that have been deactivated do not take effect when you issue the
commit command. The activate command adds the specified statement back to the
configuration. Rules that have been activated take effect when you next issue the commit
command. This example shows how to deactivate and reactivate rule R2 in an IDP IPS
rulebase that is associated with a policy called base-policy.

To deactivate and activate a rule in a rulebase:

1. Specify the rule that you want to deactivate.

[edit]
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user@host# deactivate security idp idp-policy base-policy rulebase-ips rule R2
2. Activate therule.

[edit]
user@host# activate security idp idp-policy base-policy rulebase-ips rule R2

3. Ifyou are done configuring the device, commit the configuration.

[edit]
user@host# commit

To verify the configuration is working properly, enter the show security idp status command.

« Understanding IDP Policy Rule Bases on page 37

Understanding IDP IPS Rulebases

Supported Platforms

SRX Series, VSRX

The intrusion prevention system (IPS) rulebase protects your network from attacks by
using attack objects to detect known and unknown attacks. It detects attacks based on
stateful signature and protocol anomalies. Table 8 on page 47 summarizes the options
that you can configure in the IPS-rulebase rules.

Table 8: IPS Rulebase Components

Term Definition

Match condition Specify the type of network traffic you want the device to monitor for attacks. For
more information about match conditions, see “Understanding IDP Policy Rules” on
page 38.

Attack objects/groups Specify the attacks you want the device to match in the monitored network traffic.

Each attackis defined as an attack object, which represents a known pattern of attack.
For more information about attack objects, see “Understanding IDP Policy Rules” on
page 38.

Terminal flag Specify a terminal rule. The device stops matching rules for a session when a terminal
rule is matched. For more information about terminal rules, see “Understanding IDP
Terminal Rules” on page 54.

Action Specify the action you want the system to take when the monitored traffic matches
the attack objects specified in the rules. If an attack triggers multiple rule actions, then
the most severe action among those rules is executed. For more information about
actions, see “Understanding IDP Policy Rules” on page 38.

IP Action Enables you to protect the network from future intrusions while permitting legitimate
traffic. You can configure one of the following IP action options in the IPS
rulebase—notify, drop, or close. For more information about IP actions, see
“Understanding IDP Policy Rules” on page 38.
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Table 8: IPS Rulebase Components (continued)

Term Definition

Notification Defines how information is to be logged when action is performed. You can choose
to log an attack, create log records with the attack information, and send information
to the log server. For more information, see “Understanding IDP Policy Rules” on
page 38.

Related . Example: Defining Rules for an IDP IPS RuleBase on page 48
Documentation

Example: Defining Rules for an IDP IPS RuleBase

Supported Platforms  SRX Series, vVSRX
This example shows how to define rules for an IDP IPS rulebase.

« Requirements on page 48
« Overview on page 48
« Configuration on page 49

« Verification on page 51

Requirements

Before you begin:

« Configure network interfaces.
« Create security zones. See Example: Creating Security Zones.

« Enable IDP in security policies. See “Example: Enabling IDP in a Security Policy” on
page 25.

Overview

Each rule is composed of match conditions, objects, actions, and notifications. When
you define an IDP rule, you must specify the type of network traffic you want IDP to
monitor for attacks by using the following characteristics—source zone, destination zone,
source IP address, destination IP address, and the Application Layer protocol supported
by the destination IP address. The rules are defined in rulebases, and rulebases are
associated with policies.

This example describes how to create a policy called base-policy, specify a rulebase for
this policy, and then add rule R1 to this rulebase. In this example, rule R1:
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« Specifies the match condition to include any traffic from a previously configured zone
called trust to another previously configured zone called untrust. The match condition
also includes a predefined attack group Critical - TELNET. The application setting in
the match condition is default and matches any application configured in the attack
object.

« Specifies an action to drop connection for any traffic that matches the criteria for rule
RI.

- Enables attack logging and specifies that an alert flag is added to the attack log.

. Specifies a severity level as critical.
After defining the rule, you specify base-policy as the active policy on the device.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level, and then enter commit from configuration mode.

set security idp idp-policy base-policy

set security idp idp-policy base-policy rulebase-ips rule R1 match from-zone trust to-zone
untrust source-address any destination-address any application default

set security idp idp-policy base-policy rulebase-ips rule R1 match attacks
predefined-attack-groups "TELNET-Critical"

set security idp idp-policy base-policy rulebase-ips rule R1then action drop-connection

set security idp idp-policy base-policy rulebase-ips rule R1then notification log-attacks
alert

set security idp idp-policy base-policy rulebase-ips rule R1 then severity critical

set security idp active-policy base-policy

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For instructions on how to do that, see Using the CLI Editor in Configuration
Mode in the CLI User Guide.

To define rules for an IDP IPS rulebase:

1. Create a policy by assigning a meaningful name to it.

[edit]
user@host# edit security idp idp-policy base-policy

2. Associate a rulebase with the policy.

[edit security idp idp-policy base-policy]
user@host# edit rulebase-ips

3. Add rules to the rulebase.

[edit security idp idp-policy base-policy rulebase-ips]
user@host# edit rule R1

4, Define the match criteria for the rule.

[edit security idp idp-policy base-policy rulebase-ips rule R1]
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user@host# set match from-zone trust to-zone untrust source-address any
destination-address any application default

5. Define an attack as match criteria.

[edit security idp idp-policy base-policy rulebase-ips rule R1]
user@host# set match attacks predefined-attack-groups "TELNET-Critical"

6.  Specify an action for the rule.

[edit security idp idp-policy base-policy rulebase-ips rule R1]
user@host# set then action drop-connection

7. Specify notification and logging options for the rule.

[edit security idp idp-policy base-policy rulebase-ips rule R1]
user@host# set then notification log-attacks alert

8. Set the severity level for the rule.

[edit security idp idp-policy base-policy rulebase-ips rule R1]
user@host# set then severity critical

9. Activate the policy.

[edit]
user@host# set security idp active-policy base-policy

From configuration mode, confirm your configuration by entering the show security idp

command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show security idp
idp-policy base-policy {
rulebase-ips {
rule R1{
match {
from-zone trust;
source-address any;
to-zone untrust;
destination-address any;
application default;
attacks {
predefined-attack-groups Critical-TELNET;
1
1
then {
action {
drop-connection;
1
notification {
log-attacks {
alert;
}
1
severity critical;
}
1
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}
}

active-policy base-policy;

If you are done configuring the device, enter commit from configuration mode.

To confirm that the configuration is working properly, perform this task:
« Verifying the Configuration on page 51

Verifying the Configuration

Verify that the rules for the IDP IPS rulebase configuration are correct.

From operational mode, enter the show security idp status command.

« Understanding IDP IPS Rulebases on page 47

Understanding IDP Exempt Rulebases

Supported Platforms

SRX Series, VSRX

The exempt rulebase works in conjunction with the intrusion prevention system (IPS)
rulebase to prevent unnecessary alarms from being generated. You configure rules in
this rulebase to exclude known false positives or to exclude a specific source, destination,
or source/destination pair from matching an IPS rule. If traffic matches a rule in the IPS
rulebase, the system attempts to match the traffic against the exempt rulebase before
performing the action specified. Carefully written rules in an exempt rulebase can
significantly reduce the number of false positives generated by an IPS rulebase.

Configure an exempt rulebase in the following conditions:

« Whenan IDP rule uses an attack object group that contains one or more attack objects
that produce false positives or irrelevant log records.

« When you want to exclude a specific source, destination, or source/destination pair
from matching an IDP rule. This prevents IDP from generating unnecessary alarms.

0 NOTE: Make sure to configure the IPS rulebase before configuring the exempt
rulebase.

Table 9 on page 52 summarizes the options that you can configure in the exempt-rulebase
rules.
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Table 9: Exempt Rulebase Options

Term Definition

Match condition Specify the type of network traffic you want the device to monitor for
attacks in the same way as in the IPS rulebase. However, in the exempt
rulebase, you cannot configure an application; it is always set to any.

Attack objects/groups Specify the attack objects that you do not want the device to match in
the monitored network traffic.

Related . Understanding IDP Policy Rule Bases on page 37
Documentation . Understanding IDP IPS Rulebases on page 47

« Example: Defining Rules for an IDP Exempt Rulebase on page 52

Example: Defining Rules for an IDP Exempt Rulebase

Supported Platforms SRX Series, vSRX
This example shows how to define rules for an exempt IDP rulebase.

« Requirements on page 52
« Overview on page 52
« Configuration on page 53

« Verification on page 54

Requirements

Before you begin, create rules in the IDP IPS rulebase. See “Example: Defining Rules for
an IDP IPS RuleBase” on page 48.

Overview

When you create an exempt rule, you must specify the following:

. Source and destination for traffic you want to exempt. You can set the source or
destination to Any to exempt network traffic originating from any source or sent to any
destination. You can also set source-except or destination-except to specify all the
sources or destinations except the specified source or destination addresses.

0 NOTE: You can now specify source-address and source-except addresses
when from-zone is any. Similarly, when to-zone is any, you can specify
destination-address and destination-except addresses.

« The attacks you want IDP to exempt for the specified source/destination addresses.
You must include at least one attack object in an exempt rule.
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This example shows that the IDP policy generates false positives for the attack
FTP:USER:ROQOT on aninternal network. You configure the rule to exempt attack detection
for this attack when the source IP is from your internal network.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level, and then enter commit from configuration mode.

set security idp idp-policy base-policy

set security idp idp-policy base-policy rulebase-exempt rule R1 match from-zone trust
to-zone any

set security idp idp-policy base-policy rulebase-exempt rule R1 match source-address
internal-devices destination-address any

set security idp idp-policy base-policy rulebase-exempt rule R1 match attacks
predefined-attacks "FTP:USER:ROOT"

set security idp active-policy base-policy

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For instructions on how to do that, see Using the CL/ Editor in Configuration
Mode in the CLI User Guide.

To define rules for an exempt IDP rulebase:

1. Specify the IDP IPS rulebase for which you want to define and exempt the rulebase.

[edit]
user@host# edit security idp idp-policy base-policy

2. Associate the exempt rulebase with the policy and zones, and add a rule to the
rulebase.

[edit security idp idp-policy base-policy]
user@host# set rulebase-exempt rule R1 match from-zone trust to-zone any

3. Specify the source and destination addresses for the rulebase.

[edit security idp idp-policy base-policy]
user@host# set rulebase-exempt rule R1 match source-address internal-devices
destination-address any

4, Specify the attacks that you want to exempt from attack detection.

[edit security idp idp-policy base-policy]
user@host# set rulebase-exempt rule R1 match attacks predefined-attacks
"FTP:USER:ROOT"

5.  Activate the policy.

[edit]
user@host# set security idp active-policy base-policy

Results From configuration mode, confirm your configuration by entering the show security idp
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.
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[edit]
user@host# show security idp
idp-policy base-policy {
rulebase-exempt {
rule R1{
match {
from-zone trust;
source-address internal-devices;
to-zone any;
destination-address any;
attacks {
predefined-attacks FTP:USER:ROOT;
1
1
}
1

active-policy base-policy;

If you are done configuring the device, enter commit from configuration mode.

To confirm that the configuration is working properly, perform this task:
« Verifying the Configuration on page 54

Verifying the Configuration

Verify that the defined rules were exempt from the IDP rulebase configuration.

From operational mode, enter the show security idp status command.

. Understanding IDP Exempt Rulebases on page 51

Understanding IDP Terminal Rules

Supported Platforms

SRX Series, VSRX

The Intrusion Detection and Prevention (IDP) rule-matching algorithm starts from the
top of the rulebase and checks traffic against all rules in the rulebase that match the
source, destination, and service. However, you can configure a rule to be terminal. A
terminal rule is an exception to this algorithm. When a match is discovered in a terminal
rule for the source, destination, zones, and application, IDP does not continue to check
subsequent rules for the same source, destination, and application. It does not matter
whether or not the traffic matches the attack objects in the matching rule.

You can use a terminal rule for the following purposes:

. To set different actions for different attacks for the same Source and Destination.

. Todisregard traffic that originates from a known trusted source. Typically, the action
is None for this type of terminal rule.
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. Todisregard traffic sent to a server that is vulnerable only to a specific set of attacks.
Typically, the action is Drop Connection for this type of terminal rule.

Use caution when defining terminal rules. An inappropriate terminal rule can leave your
network open to attacks. Remember that traffic matching the source, destination, and
application of a terminal rule is not compared to subsequent rules, even if the traffic does
not match an attack object in the terminal rule. Use a terminal rule only when you want
to examine a certain type of traffic for one specific set of attack objects. Be particularly
careful about terminal rules that use any for both the source and destination. Terminal
rules should appear near the top of the rulebase before other rules that would match
the same traffic.

« Understanding IDP Policy Rules on page 38

« Example: Setting Terminal Rules in Rulebases on page 55

Example: Setting Terminal Rules in Rulebases

Supported Platforms

Requirements

Overview

SRX Series, VSRX

This example shows how to configure terminal rules.

« Requirements on page 55
« Overview on page 55
« Configuration on page 56

« Verification on page 57

Before you begin:

« Configure network interfaces.

. Enable IDP application services in a security policy. See “Example: Enabling IDP in a
Security Policy” on page 25.

« Create security zones. See Example: Creating Security Zones.

« Definerules. See “Example: Inserting a Rule in the IDP Rulebase” on page 45.

By default, rules in the IDP rulebase are not terminal, which means IDP examines all rules
in the rulebase and executes all matches. You can specify that a rule is terminal; that is,
if IDP encounters a match for the source, destination, and service specified in a terminal
rule, it does not examine any subsequent rules for that connection.

This example shows how to configure terminal rules. You define rule R2 to terminate the
match algorithm if the source IP of the traffic originates from a known trusted network
in your company. If this rule is matched, IDP disregards traffic from the trusted network
and does not monitor the session for malicious data.
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Configuration

CLI Quick
Configuration

Step-by-Step
Procedure

Results

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level, and then enter commit from configuration mode.

set security idp idp-policy base-policy

setsecurity idp idp-policy base-policy rulebase-ips rule R2 match source-address internal
destination-address any

set security idp idp-policy base-policy rulebase-ips rule R2 terminal

set security idp idp-policy base-policy rulebase-ips rule R2 match attacks
predefined-attacks FTP:USER:ROOT

set security idp idp-policy base-policy rulebase-ips rule R2 then action recommended

The following example requires you to navigate various levels in the configuration
hierarchy. For instructions on how to do that, seeUsing the CLI Editor in Configuration Mode
in the CL/ User Guide.

To configure terminal rules:

1. Create an IDP policy.

[edit]
user@host# set security idp idp-policy base-policy

2. Define a rule and set its match criteria.

[edit security idp idp-policy base-policy]
user@host# set rulebase-ips rule R2 match source-address internal
destination-address any

3.  Set the terminal flag for the rule.

[edit security idp idp-policy base-policy]
user@host# set rulebase-ips rule R2 terminal

4. Specify the attacks that you want to exempt from attack detection.

[edit security idp idp-policy base-policy]
user@host# set rulebase-ips rule R2 match attacks predefined-attacks
FTP:USER:ROOT

5. Specify an action for the rule.

[edit security idp idp-policy base-policy]
user@host# rulebase-ips rule R2 then action recommended

From configuration mode, confirm your configuration by entering the show security idp
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show security idp
idp-policy base-policy {
rulebase-ips {
ruleR2 {
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match {
source-address internal;
destination-address any;
attacks {
predefined-attacks FTP:USER:ROOQT;
}
1
then {
action {
recommended;
}
1
terminal;
1
}
1

If you are done configuring the device, enter commit from configuration mode.

Verification
To confirm that the configuration is working properly, perform this task:
« Verifying the Configuration on page 57
Verifying the Configuration
Purpose Verify that the terminal rules were configured correctly.
Action From operational mode, enter the show security idp status command.
Related . Understanding IDP Terminal Rules on page 54

Documentation

Understanding DSCP Rules in IDP Policies

Supported Platforms  SRX Series, VSRX

Differentiated Services code point (DSCP) is an integer value encoded in the 6-bit field
defined in IP packet headers. It is used to enforce class-of-service (CoS) distinctions.
CoS allows you to override the default packet forwarding behavior and assign service

levels to specific traffic flows.

You can configure DSCP value as an actionin an IDP policy rule. You first define the traffic
by defining match conditions in the IDP policy and then associate a DiffServ marking

action with it. Based on the DSCP value, behavior aggregate classifiers set the forwarding
class and loss priority for the traffic deciding the forwarding treatment the traffic receives.

All packets that match the IDP policy rule have the CoS field in their IP header rewritten
with the DSCP value specified in the matching policy. If the traffic matches multiple rules
with differing DSCP values, the first IDP rule that matches takes effect and this IDP rule
then applies to all traffic for that session.
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Related . Example: Configuring DSCP Rules in an IDP Policy on page 58
Documentation

Example: Configuring DSCP Rules in an IDP Policy

Supported Platforms SRX Series, vVSRX
This example shows how to configure DSCP values in an IDP policy.

« Requirements on page 58
« Overview on page 58
« Configuration on page 58

- Verification on page 60

Requirements

Before you begin:

« Configure network interfaces.

. Enable IDP application services in a security policy. See “Example: Enabling IDP in a
Security Policy” on page 25.

« Create security zones. See Example: Creating Security Zones.

« Definerules. See “Example: Inserting a Rule in the IDP Rulebase” on page 45.

Overview

Configuring DSCP values in IDP policies provides a method of associating CoS values—thus
different levels of reliability—for different types of traffic on the network.

This example shows how to create a policy called policyl, specify a rulebase for this
policy, and then add rule R1 to this rulebase. In this example, rule R1:

« Specifies the match condition to include any traffic from a previously configured zone
called trust to another previously configured zone called untrust. The match condition
also includes a predefined attack group called HTTP - Critical. The application setting
in the match condition is specified as the default and matches any application
configured in the attack object.

« Specifies an action to rewrite the CoS field in the IP header with the DSCP value 50
for any traffic that matches the criteria for rule R1.

Configuration

CLIQuick To quickly configure this example, copy the following commands, paste them into a text
Configuration file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level, and then enter commit from configuration mode.

set security idp idp-policy base-policy
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Chapter 5: Configuring IDP Policy Rules and IDP Rule Bases

set security idp idp-policy base-policy rulebase-ips rule R1 match from-zone Zone-1to-zone
Zone-2 source-address any destination-address any application default

set security idp idp-policy base-policy rulebase-ips rule R1 match attacks
predefined-attack-groups "HTTP - Critical"

set security idp idp-policy base-policy rulebase-ips rule R1then action mark-diffserv 50

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For instructions on how to do that, see Using the CL/ Editor in Configuration
Mode in the CL/ User Guide.

To configure DSCP values in an IDP policy:

1. Create a policy by assigning a meaningful name to it.

[edit]
user@host# edit security idp idp-policy base-policy

2. Associate a rulebase with the policy.

[edit security idp idp-policy base-policy]
user@host# edit rulebase-ips

3. Add rules to the rulebase.

[edit security idp idp-policy base-policy rulebase-ips]
user@host# edit rule R1

4, Define the match criteria for the rule.

[edit security idp idp-policy base-policy rulebase-ips R1]
user@host# set match from-zone trust to-zone untrust source-address any
destination-address any application default

user@host# set match attacks predefined-attack-group “HTTP - Critical”
5. Specify an action for the rule.

[edit security idp idp-policy base-policy rulebase-ips R1]
user@host# set then action mark-diffserv 50

6. Continue to specify any notification or logging options for the rule, if required.
7. Activate the policy.

[edit]
user@host# set security idp active-policy base-policy

Results From configuration mode, confirm your configuration by entering the show security idp
command. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show security idp
idp-policy base-policy{
rulebase-ips {
rule R1{
match {
from-zone trust;
source-address any;
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to-zone untrust;
destination-address any;
application default;
attacks {
predefined-attack-groups HTTP-Critical;
1
1
then {
action {
mark-diffserv {
50;

}
}
}
}

active-policy base-policy;

If you are done configuring the device, enter commit from configuration mode.

Verification

To confirm that the configuration is working properly, perform this task:
« Verifying the Configuration on page 60

Verifying the Configuration

Purpose Verify that the DSCP values were configured in an IDP policy.

Action From operational mode, enter the show security idp status command.

Related . Understanding DSCP Rules in IDP Policies on page 57
Documentation
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CHAPTER 6

Configuring Custom Attack Objects

Understanding Custom Attack Objects on page 61
Example: Configuring Compound or Chain Attacks on page 78

Example: Configuring Attack Groups with Dynamic Attack Groups and Custom Attack
Groups on page 83

Listing IDP Test Conditions for a Specific Protocol on page 89
Understanding IDP Protocol Decoders on page 90

Example: Configuring IDP Protocol Decoders on page 91

Understanding Multiple IDP Detector Support on page 92
Understanding Content Decompression on page 92

Example: Configuring IDP Content Decompression on page 93
Understanding IDP Signature-Based Attacks on page 94

Example: Configuring IDP Signature-Based Attacks on page 95
Understanding IDP Protocol Anomaly-Based Attacks on page 98
Example: Configuring IDP Protocol Anomaly-Based Attacks on page 99

IDP Extended Package Configuration Overview on page 101

Understanding Custom Attack Objects

Supported Platforms  SRX Series, vVSRX

You can create custom attack objects to detect new attacks or customize predefined
attack objects to meet the unique needs of your network.

To configure a custom attack object, you specify a unique name for it and then specify
additional information, such as a general description and keywords, which can make it
easier for you to locate and maintain the attack object.

Certain properties in the attack object definitions are common to all types of attacks,
such as attack name, description, severity level, service or application binding, time
binding, recommended action, and protocol or port binding. Some fields are specific to
an attack type and are available only for that specific attack definition.
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Attack Name

Severity

0 NOTE: IDP feature is enabled by default, no license is required. Custom
attacks and custom attack groups in IDP policies can also be configured and
installed even when a valid license and signature database are not installed
on the device.

This topic includes the following sections:

« Attack Name on page 62

« Severity on page 62

« Service and Application Bindings on page 62

« Protocol and Port Bindings on page 66

. Time Bindings on page 68

« Attack Properties (Signature Attacks) on page 69

« Attack Properties (Protocol Anomaly Attacks) on page 74

« Attack Properties (Compound or Chain Attacks) on page 75

Specify an alphanumeric name for the object. You might want to include the protocol
the attack uses in the attack name.

Specifies the brutality of the attack on your network. Severity categories, in order of
increasing brutality, are info, warning, minor, maijor, critical. Critical attacks are the most
dangerous—typically these attacks attempt to crash your server or gain control of your
network. Informational attacks are the least dangerous, and typically are used by network
administrators to discover holes in their own security systems.

Service and Application Bindings

The service or application binding field specifies the service that the attack uses to enter
your network.

0 NOTE: Specify either the service or the protocol binding in a custom attack.
In case you specify both, the service binding takes precedence.

« any—Specify any if you are unsure of the correct service and want to match the signature
in all services. Because some attacks use multiple services to attack your network, you
might want to select the Any service binding to detect the attack regardless of which
service the attack chooses for a connection.

. service—Most attacks use a specific service to attack your network. You can select the
specific service used to perpetrate the attack as the service binding. Table 10 on page 63
displays supported services and default ports associated with the services.

62
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Table 10: Supported Services for Service Bindings

Service Description Default Port
aim AOL Instant Messenger. America Online Internet service  TCP/5190
provider (ISP) provides Internet, chat, and instant
messaging applications.
bgp Border Gateway Protocol TCP/179
chargen Character Generator Protocol is a UDP- or TCP-based TCP/19, UDP/19
debugging and measurement tool.
dhcp Dynamic Host Configuration Protocol allocates network  UDP/67, UDP/68
addresses and delivers configuration parameters from
server to hosts.
discard Discard protocol is an Application Layer protocol that TCP/9, UDP/9
describes a process for discarding TCP or UDP data sent
to port 9.
dns Domain Name System translates domain names into TCP/53, UDP/53
IP addresses.
echo Echo TCP/7, UDP/7
finger Finger is a UNIX program that provides information TCP/79, UDP/79
about users.
ftp File Transfer Protocol (FTP) allows the sending and TCP/21, UDP/21
receiving of files between machines.
gGnutella Gnutella is a public domain file sharing protocol that TCP/6346
operates over a distributed network.
gopher Gopher organizes and displays Internet servers' contents  TCP/70
as a hierarchically structured list of files.
h225ras H.225.0/RAS (Registration, Admission, and Status) UDP/1718, UDP/1719
http HyperText Transfer Protocol is the underlying protocol TCP/80, TCP/8]1,
used by the World Wide Web (WWW). TCP/88, TCP/3128,
TCP/7001 (Weblogic),
TCP/8000, TCP/8001,
TCP/8100 (JRun),
TCP/8200 (JRun),
TCP/8080, TCP/8888
(Oracle-9i), TCP/9080
(Websphere), UDP/80
icmp Internet Control Message Protocol
ident Identification protocol is a TCPF/IP Application Layer TCP/113

protocol used for TCP client authentication.
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Table 10: Supported Services for Service Bindings (continued)

Service Description Default Port

ike Internet Key Exchange protocol (IKE) is a protocol to UDP/500
obtain authenticated keying material for use with
ISAKMP.

imap Internet Message Access Protocol is used for retrieving  TCP/143, UDP/143
messages.

irc Internet Relay Chat (IRC) allows people connected to TCP/6667

the Internet to join live discussions.

Idap Lightweight Directory Access Protocol is a set of TCP/389
protocols used to access information directories.

lpr Line Printer Daemon protocol is a TCP-based protocol ~ TCP/515
used for printing applications.

msn Microsoft Network Messenger is a utility that allowsyou  TCP/1863
to send instant messages and talk online.

msrpc Microsoft Remote Procedure Call TCP/135, UDP/135

mssql Microsoft SQOL is a proprietary database server tool that TCP/1433, TCP/3306
allows for the creation, access, modification, and
protection of data.

mysql MySQL is a database management system available TCP/3306
for both Linux and Windows.

nbds NetBIOS Datagram Service application, published by UDP/137 (NBName),
IBM, provides connectionless (datagram) applications ~ UDP/138 (NBDS)
to PCs connected with a broadcast medium to locate
resources, initiate sessions, and terminate sessions. It
is unreliable and the packets are not sequenced.

nfs Network File System uses UDP to allow network users ~ TCP/2049, UDP/2049
to access shared files stored on computers of different
types. SUN RPC is a building block of NFS.

nntp Network News Transport Protocol is a protocolused to  TCP/119
post, distribute, and retrieve USENET messages.

ntp Network Time Protocol provides a way for computers UDP/123
to synchronize to a time reference.

pop3 Post Office Protocol is used for retrieving e-mail. UDP/110, TCP/110

prtmapper Service that runs on nodes on the Internet to map an TCP/111, UDP/111
ONC RPC program number to the network address of
the server that listens for the program number.
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Table 10: Supported Services for Service Bindings (continued)

Service Description Default Port

radius Remote Authentication Dial-In User Service application ~ UDP/1812, UDP/1813
is a server program used for authentication and
accounting purposes.

rexec Rexec TCP/512

rlogin RLOGIN starts a terminal session on a remote host. TCP/513

rsh RSH executes a shell command on a remote host. TCP/514

rtsp Real-Time Streaming Protocol (RTSP) is for streaming  TCP/554
media applications

sip Session Initiation Protocol (SIP) is an Application Layer TCP/5060, UDP/5060
control protocol for creating, modifying, and terminating
sessions.

smb Server Message Block (SMB) over IP is a protocol that TCP/139, TCP/445
allows you to read and write files to a server on a
network.

smtp Simple Mail Transfer Protocol is used to send messages TCP/25, UDP/25
between servers.

snmp Simple Network Management Protocol is a set of TCP/161, UDP/161
protocols for managing complex networks.

snmptrap SNMP trap TCP/162, UDP/162

sglmon SQL monitor (Microsoft) UDP/1434

ssh SSH is a program to log into another computer over a TCP/22, UDP/22
network through strong authentication and secure
communications on a channel that is not secure.

ssl Secure Sockets Layer TCP/443, TCP/80

syslog Syslog is a UNIX program that sends messages to the UDP/514
system logger.

tlnet Telnet is a UNIX program that provides a standard TCP/23, UDP/23

method of interfacing terminal routers and
terminal-oriented processes to each other.
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Table 10: Supported Services for Service Bindings (continued)

Service Description Default Port
tns Transparent Network Substrate TCP/1521, TCP/1522,
TCP/1523, TCP/1524,
TCP/1525, TCP/1526,
TCP/1527, TCP/1528,
TCP/1529, TCP/1530,
TCP/2481, TCP/1810,
TCP/7778
tftp Trivial File Transfer Protocol UDP/69
vnc Virtual Network Computing facilitates viewing and TCP/5800, TCP/5900
interacting with another computer or mobile router
connected to the Internet.
whois Network Directory Application Protocol is a way to look  TCP/43
up domain names.
ymsg Yahoo! Messenger is a utility that allows you to check TCP/5050

when others are online, send instant messages, and talk
online.

Protocol and Port Bindings

Protocol or port bindings allow you to specify the protocol that an attack uses to enter
your network. You can specify the name of the network protocol or the protocol number.

NOTE: Specify either the service or the protocol binding in a custom attack.
In case you specify both, the service binding takes precedence.

« |P—You can specify any of the supported network layer protocols using protocol
numbers. Table 11 on page 66 lists protocol numbers for different protocols.

Table 11: Supported Protocols and Protocol Numbers

Protocol Name Protocol Number

IGMP 2
IP-IP 4
EGP 8
PUP 12
TP 29
IPV6 41
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Table 11: Supported Protocols and Protocol Numbers (continued)

Protocol Name Protocol Number

ROUTING 43
FRAGMENT 44
RSVP 46
GRE 47
ESP 50
AH 51
ICMPV6 58
NONE 59
DSTOPTS 60
MTP 92
ENCAP 98
PIM 103
COMP 108
RAW 255

. ICMP, TCP, and UDP—Attacks that do not use a specific service might use specific
ports to attack your network. Some TCP and UDP attacks use standard ports to enter
your network and establish a connection.

. RPC—The remote procedure call (RPC) protocol is used by distributed processing
applications to handle interaction between processes remotely. When a client makes
a remote procedure call to an RPC server, the server replies with a remote program;
each remote program uses a different program number. To detect attacks that use
RPC, configure the service binding as RPC and specify the RPC program ID.

Table 12 on page 67 displays sample formats for key protocols.

Table 12: Sample Formats for Protocols

Protocol Name Protocol Number Description

ICMP <Port>ICMP</Port> Specify the protocol name.

P <Port>IP/protocol-number</Port>  Specify the Network Layer protocol
number.
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Time Bindings

Table 12: Sample Formats for Protocols (continued)

Protocol Name Protocol Number Description
RPC <Port>RPC/program-number</Port>  Specify the RPC program number.
TCP or UDP « <Port>TCP </Port> Specifying the port is optional for TCP
« <Port>TCP/port </Port> and UDP protocols. Forexample, you can

specify any of the following:
o <Port>TCP/minport-maxport

</Port> « <Port>UDP</Port>
+ <Port>UDP/10</Port>
« <Port>UDP/10-100</Port>

Use time bindings to configure the time attributes for the custom attack object. Time
attributes control how the attack object identifies attacks that repeat for a certain number
of times. By configuring the scope and count of an attack, you can detect a sequence of
the same attacks over a period of time (one minute) across sessions.

Scope

Specify the scope within which the count of an attack occurs:

« Source—Specify this option to detect attacks from the source address for the specified
number of times, regardless of the destination address. This means that for a given
attack, a threshold value is maintained for each attack from the source address. The
destination addressisignored. For example, anomalies are detected from two different
pairs (ip-a, ip-b) and (ip-a, ip-c) that have the same source address ip-a but different
destination addresses ip-b and ip-c. Then the number of matches for ip-a increments
to 2. Suppose the threshold value or count is also set to 2, then the signature triggers
the attack event.

« Destination—Specify this option to detect attacks sent to the destination address for
the specified number of times, regardless of the source address. This means that for
a given attack, a threshold value is maintained for each attack from the destination
address. The source address is ignored. For example, if anomalies are detected from
two different pairs (ip-a, ip-b) and (ip-c, ip-b) that have the same destination address
ip-b but different source addresses ip-a and ip-c. Then the number of matches for ip-b
increments to 2. Suppose the threshold value or count is also set to 2, then the signature
triggers the attack event.

. Peer—Specify this option to detect attacks between source and destination IP addresses
of the sessions for the specified number of times. This means that the threshold value
is applicable for a pair of source and destination addresses. Suppose anomalies are
detected from two different source and destination pairs (ip-a, ip-b) and (ip-a, ip-c).
Then the number of matches for each pair is set to 1, even though both pairs have a
common source address.
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Count

Count or threshold value specifies the number of times that the attack object must detect
an attack within the specified scope before the device considers the attack object to
match the attack. If you bind the attack object to multiple ports and the attack object
detects that attack on different ports, each attack on each port is counted as a separate
occurrence. For example, when the attack object detects an attack on TCP/80 and then
on TCP/8080, the count is two.

Once the count matchis reached, each attack that matches the criteria causes the attack
count to increase by one. This count cycle lasts for a duration of 60 seconds, after which
the cycle repeats.

Attack Properties (Signature Attacks)

Signature attack objects use a stateful attack signature (a pattern that always exists
within a specific section of the attack) to detect known attacks. They also include the
protocol or service used to perpetrate the attack and the context in which the attack
occurs. The following properties are specific to signature attacks, and you can configure
them when configuring signature attack:

0 NOTE: Attack context, flow type, and direction are mandatory fields for the
signature attack definition.

Attack Context

An attack context defines the location of the signature. If you know the service and the
specific service context, specify that service and then specify the appropriate service
contexts. If you know the service, but are unsure of the specific service context, specify
one of the following general contexts:

. first-data-packet—Specify this context to detect the attack in only the first data packet.

. first-packet—Specify this context to detect the attack in only the first packet of a
stream. When the flow direction for the attack object is set to any, the device checks
the first packet of both the server-to-client and the client-to-server flows. If you know
that the attack signature appears in the first packet of a session, choosing first packet
instead of packet reduces the amount of traffic the device needs to monitor, which
improves performance.

. packet—Specify this context to match the attack pattern within a packet. When you
select this option, you must also specify the service binding to define the service header
options . Although not required, specifying these additional parameters improves the
accuracy of the attack object and thereby improves performance.

« line—Specify this context to detect a pattern match within a specific line within your
network traffic.

- normalized-stream—Specify this context to detect the attack in an entire normalized
stream. The normalized stream is one of the multiple ways of sending information. In
this stream the information in the packet is normalized before a match is performed.
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Suppose www.yahoo.com/sports is the same as www.yahoo.com/s%70orts. The
normalized form to represent both of these URLs might be www.yahoo.com/sports.
Choose normalized stream instead of stream, unless you want to detect some pattern
in its exact form. For example, if you want to detect the exact pattern
www.yahoo.com/s%70orts, then select stream.

. normalized-stream256—Specify this context to detect the attack in only the first 256
bytes of a normalized stream.

« normalized-streamlk—Specify this context to detect the attack in only the first 1024
bytes of a normalized stream.

. normalized-stream-8k—Specify this context to detect the attack in only the first 8192
bytes of a normalized stream.

. stream—Specify this context to reassemble packets and extract the data to search for
a pattern match. However, the device cannot recognize packet boundaries for stream
contexts, so data for multiple packets is combined. Specify this option only when no
other context option contains the attack.

. stream256—Specify this context to reassemble packets and search for a pattern match
within the first 256 bytes of a traffic stream. When the flow direction is set to any, the
device checks the first 256 bytes of both the server-to-client and client-to-server flows.
If you know that the attack signature will appear in the first 256 bytes of a session,
choosing stream256 instead of stream reduces the amount of traffic that the device
must monitor and cache, thereby improving performance.

. streamlk—Specify this context to reassemble packets and search for a pattern match
within the first 1024 bytes of a traffic stream. When the flow direction is set to any, the
device checks the first 1024 bytes of both the server-to-client and client-to-server
flows. If you know that the attack signature will appear in the first 1024 bytes of a
session, choosing stream1024 instead of stream reduces the amount of traffic that the
device must monitor and cache, thereby improving performance.

. stream8k—Specify this context to reassemble packets and search for a pattern match
within the first 8192 bytes of a traffic stream. When the flow direction is set to any, the
device checks the first 8192 bytes of both the server-to-client and client-to-server
flows. If you know that the attack signature will appear in the first 8192 bytes of a
session, choosing stream8192 instead of stream reduces the amount of traffic that the
device must monitor and cache, thereby improving performance.

Attack Direction

You can specify the connection direction of the attack. Using a single direction (instead
of Any) improves performance, reduces false positives, and increases detection accuracy.

. Client to server (detects the attack only in client-to-server traffic)
. Server to client (detects the attack only in server-to-client traffic)

- Any (detects the attack in either direction)
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Attack Pattern

Attack patterns are signatures of the attacks you want to detect. A signature is a pattern
that always exists within an attack; if the attack is present, so is the signature. To create
the attack pattern, you must first analyze the attack to detect a pattern (such as a
segment of code, a URL, or a value in a packet header), then create a syntactical
expression that represents that pattern. You can also negate a pattern. Negating a pattern
means that the attack is considered matched if the pattern defined in the attack does
not match the specified pattern.

0 NOTE: Pattern negation is supported for packet, line, and application based
contexts only and not for stream and normalized stream contexts.

Protocol-Specific Parameters

Specifies certain values and options existing within packet headers. These parameters
are different for different protocols. In a custom attack definition, you can specify fields
for only one of the following protocols—TCP, UDP, or ICMP. Although, you can define IP
protocol fields with TCP or UDP in a custom attack definition.

o NOTE: Header parameters can be defined only for attack objects that use a
packet or first packet context. If you specified a line, stream, stream 256, or
a service context, you cannot specify header parameters.

If you are unsure of the options or flag settings for the malicious packet, leave all fields
blank and Intrusion Detection and Prevention (IDP) attempts to match the signature for
all header contents.

Table 13 on page 71 displays fields and flags that you can set for attacks that use the IP
protocol.

Table 13: IP Protocol Fields and Flags

Field Description

Type of Service Specify a value for the service type. Common service types are:

« 0000 Default

« 0001 Minimize Cost

« 0002 Maximize Reliability

« 0003 Maximize Throughput
« 0004 Minimize Delay

« 0005 Maximize Security

Total Length Specify a value for the number of bytes in the packet, including
all header fields and the data payload.
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Table 13: IP Protocol Fields and Flags (continued)

Field Description

D Specify a value for the unique value used by the destination
system to reassemble a fragmented packet.

Time to Live Specify aninteger value in the range of 0—255 for the time-to-live
(TTL) value of the packet. This value represents the number of
devices the packet can traverse. Each router that processes the
packet decrements the TTL by 1; when the TTL reaches O, the
packet is discarded.

Protocol Specify a value for the protocol used.

Source Enter the source address of the attacking device.

Destination Enter the destination address of the attack target.

Reserved Bit This bit is not used.

More Fragments When set (1), this option indicates that the packet contains more
fragments. When unset (0), it indicates that no more fragments
remain.

Don’t Fragment When set (1), this option indicates that the packet cannot be

fragmented for transmission.

Table 14 on page 72 displays packet header fields and flags that you can set for attacks
that use the TCP protocol.

Table 14: TCP Header Fields and Flags

Field Description

Source Port Specify a value for the port number on the attacking device.
Destination Port Specify a value for the port number of the attack target.
Sequence Number Specify a value for the sequence number of the packet. This

number identifies the location of the data in relation to the entire
data sequence.

ACK Number Specify a value for the ACK number of the packet. This number
identifies the next sequence number; the ACK flag must be set
to activate this field.

Header Length Specify a value for the number of bytes in the TCP header.

Data Length Specify a value for the number of bytes in the data payload. For
SYN, ACK, and FIN packets, this field should be empty.

Window Size Specify a value for the number of bytes in the TCP window size.
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Table 14: TCP Header Fields and Flags (continued)

Field Description

Urgent Pointer Specify a value for the urgent pointer. The value indicates that
the data in the packet is urgent; the URG flag must be set to
activate this field.

URG When set, the urgent flag indicates that the packet data is urgent.

ACK When set, the acknowledgment flag acknowledges receipt of a
packet.

PSH When set, the push flag indicates that the receiver should push

all data in the current sequence to the destination application
(identified by the port number) without waiting for the remaining
packets in the sequence.

RST When set, the reset flag resets the TCP connection, discarding
all packets in an existing sequence.

SYN When set, the SYN flag indicates a request for a new session.

FIN When set, the final flag indicates that the packet transfer is
complete and the connection can be closed.

R1 This reserved bit (1 of 2) is not used.

R2 This reserved bit (2 of 2) is not used.

Table 15 on page 73 displays packet header fields and flags that you can set for attacks
that use the UDP protocol.

Table 15: UDP Header Fields and Flags

Field Description

Source Port Specify a value for the port number on the attacking device.
Destination Port Specify a value for the port number of the attack target.
Data Length Specify a value for the number of bytes in the data payload.

Table 16 on page 73 displays packet header fields and flags that you can set for attacks
that use the ICMP protocol.

Table 16: ICMP Header Fields and Flags

Field Description

ICMP Type Specify a value for the primary code that identifies the function
of the request or reply packet.
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Table 16: ICMP Header Fields and Flags (continued)

Field Description

ICMP Code Specify a value for the secondary code that identifies the function

of the request or reply packet within a given type.

Sequence Number Specify a value for the sequence number of the packet. This

number identifies the location of the request or reply packet in
relation to the entire sequence.

ICMP ID Specify a value for the identification number. The identification

number is a unigue value used by the destination system to
associate request and reply packets.

Data Length Specify a value for the number of bytes in the data payload.

Sample Signature Attack Definition

The following is a sample signature attack definition:

<Entry>

<Name>sample-sig</Name>
<Severity>Major</Severity>
<Attacks><Attack>
<TimeBinding><Count>2</Count>
<Scope>dst</Scope></TimeBinding>
<Application>FTP</Application>
<Type>signature</Type>
<Context>packet</Context>
<Negate>true</Negate>
<Flow>Control</Flow>
<Direction>any</Direction>
<Headers><Protocol><Name>ip</Name>
<Field><Name>ttl</Name>
<Match>==</Match><Value>128</Value></Field>
</Protocol><Name>tcp</Name>
<Field><Name><Match>&lt;</Match>
<value>1500</Value>
</Field></Protocol></Headers>
</Attack></Attacks>

</Entry>

Attack Properties (Protocol Anomaly Attacks)

A protocol anomaly attack object detects unknown or sophisticated attacks that violate
protocol specifications (RFCs and common RFC extensions). You cannot create new
protocol anomalies, but you can configure a new attack object that controls how your
device handles a predefined protocol anomaly when detected.

0 NOTE: The service or application binding is a mandatory field for protocol

anomaly attacks.
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The following properties are specific to protocol anomaly attacks. Both attack direction
and test condition are mandatory fields for configuring anomaly attack definitions.

Attack Direction

Attack direction allows you to specify the connection direction of an attack. Using a single
direction (instead of Any) improves performance, reduces false positives, and increases
detection accuracy:

« Client to server (detects the attack only in client-to-server traffic)
« Server to client (detects the attack only in server-to-client traffic)

« Any (detects the attack in either direction)

Test Condition

Test condition is a condition to be matched for an anomaly attack. Juniper Networks
supports certain predefined test conditions. In the following example, the conditionis a
message thatis too long. If the size of the message is longer than the preconfigured value
for this test condition, the attack is matched.

<Attacks>

<Attack>

<Type>anomaly</Type>

<Test>MESSAGE_TOO_LONG</Test>
<Value>yes</Value>

</Attack>
</Attacks>

Sample Protocol Anomaly Attack Definition

The following is a sample protocol anomaly attack definition:

<Entry>
<Name>sample-anomaly</Name>
<Severity>Info</Severity>
<Attacks><Attack>
<TimeBinding><Count>2</Count>
<Scope>peer</Scope></TimeBinding>
<Application>TCP</Application>
<Type>anomaly</Type>
<Test>OPTIONS_UNSUPPORTED</Test>
<Direction>any</Direction>
</Attack></Attacks>

</Entry>

Attack Properties (Compound or Chain Attacks)

A compound or chain attack object detects attacks that use multiple methods to exploit
a vulnerability. This object combines multiple signatures and/or protocol anomalies into
a single attack object, forcing traffic to match a pattern of combined signatures and

anomalies within the compound attack object before traffic is identified as an attack. By
combining and even specifying the order in which signatures or anomalies must match,
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you can be very specific about the events that need to take place before the device
identifies traffic as an attack.

You must specify a minimum of 2 members (attacks) in a compound attack. You can
specify up to 32 members in compound attack. Members can be either signature or
anomaly attacks.

The following properties are specific to compound attacks:

Scope

Scope allows you to specify if the attack is matched within a session or across transactions
inasession. If the specified service supports multiple transactions within a single session,
you can also specify whether the match should occur over a single session or can be
made across multiple transactions within a session:

. Specify session to allow multiple matches for the object within the same session.

« Specify transaction to match the object across multiple transactions that occur within
the same session.

Order

Use ordered match to create a compound attack object that must match each member
signature or protocol anomaly in the order you specify. If you do not specify an ordered
match, the compound attack object still must match all members, but the attack pattern
or protocol anomalies can appear in the attack in random order.

Reset

Specifies that a new log is generated each time an attack is detected within the same
session. If this field is set to no then the attack is logged only once for a session.

Expression (Boolean expression)

Using the Boolean expression field disables the ordered match function. The Boolean
expression field makes use of the member name or member index properties. The
following three Boolean operators are supported along with parenthesis, which helps
determine precedence:

. or—If either of the member name patterns match, the expression matches.

. and—If both of the member name patterns match, the expression matches. It does
not matter which order the members appear in.

« oand (ordered and)—If both of the member name patterns match, and if they appear
in the same order as specified in the Boolean expression, the expression matches.

Suppose you have created five signature members, labelled s1-s5. Suppose you know
that the attack always contains the pattern si, followed by either s2 or s3. You also know
that the attack always contains s4 and s5, but their positions in the attack can vary. In
this case, you might create the following Boolean expression:

((sloand s2) or (sl oand s3)) and (s4 and s5)
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0 NOTE: You can either define an ordered match or an expression (not both)
in a custom attack definition.

Member Index

Member Index is specified in chain attacks to identify a member (attack) uniquely. In the
following example, member index is used to identify the members m01 and m02 in the
defined expression:

<Expression>m02 AND mOl</Expression>
<Order>no</0Order>

<Reset>no</Reset>

<ScopeOption/>

<Members>

<Attack>

<Member>m01l</Member>
<Type>Signature</Type>
<Pattern><ICDATA[.*/getlatestversion]]></Pattern>
<Regex/>

</Attack>

<Attack><Member>m02</Member>
<Type>Signature</Type>
<Pattern><ICDATA[\[Skype\".*]]></Pattern>
<Regex/>

</Attack>

<Attack>

0 NOTE: When defining the expression, you must specify the member index
for all members.

Sample Compound Attack Definition

The following is a sample compound attack definition:

<Entry>

<Name>sample-chain</Name>
<Severity>Critical</Severity>
<Attacks><Attack>
<Application>HTTP</Application>
<Type>Chain</Type>
<Order>yes</0Order>
<Reset>yes</Reset>
<Members><Attack>
<Type>Signature</Type>
<Context>packet</Context>
<Pattern><![CDATA[Unknown[]></Pattern>
<Flow>Control</Flow>
<Direction>cts</Direction>
</Attack><Attack>
<Type>anomaly</Type>
<Test>CHUNK_LENGTH_OVERFLOW</Test>
<Direction>any</Direction>
</Attack></Members>
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Related
Documentation

</Attack></Attacks>
</Entry>

. Understanding Predefined IDP Attack Objects and Object Groups on page 8
« Understanding IDP Protocol Decoders on page 90

. Understanding IDP Signature-Based Attacks on page 94

. Understanding IDP Protocol Anomaly-Based Attacks on page 98

Example: Configuring Compound or Chain Attacks

Supported Platforms

Requirements

Overview

Configuration

CLI Quick
Configuration

SRX Series, VSRX

This example shows how to configure compound or chain attacks for specific match
criteria. A compound or chain attack object can be configured to detect attacks that use
multiple methods to exploit a vulnerability.

« Requirements on page 78

« Overview on page 78

« Configuration on page 78

« Verification on page 83

Before you begin, IDP must be supported and enabled on the device.

A compound or a chain attack object can combine the signatures and anomalies to form
a single attack object. A single attack object can contain:

« Two or more signatures
« Two or more anomalies

« A combination of signatures and anomalies

Compound or chain attack objects combine multiple signatures and/or protocol anomalies
into a single attack object, forcing traffic to match a pattern of combined signatures and
anomalies within the compound attack object before traffic is identified as an attack.
These objects are also used to reduce false positives and to increase detection accuracy.
It enables you to be specific about the events that need to occur before IDP identifies
traffic as an attack.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level, and then enter commit from configuration mode.

set security idp idp-policy idpengine rulebase-ips rule 1 match from-zone any
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set security idp idp-policy idpengine rulebase-ips rule 1 match source-address any

set security idp idp-policy idpengine rulebase-ips rule 1 match to-zone any

set security idp idp-policy idpengine rulebase-ips rule 1 match destination-address any

set security idp idp-policy idpengine rulebase-ips rule 1 match application default

set security idp idp-policy idpengine rulebase-ips rule 1 match attacks custom-attacks
ftpchain

set security idp idp-policy idpengine rulebase-ips rule 1 then action no-action

set security idp idp-policy idpengine rulebase-ips rule 1then notification log-attacks

set security idp active-policy idpengine

set security idp custom-attack ftpchain severity info

set security idp custom-attack ftpchain attack-type chain protocol-binding application
ftp

set security idp custom-attack ftpchain attack-type chain scope session

set security idp custom-attack ftpchain attack-type chain order

set security idp custom-attack ftpchain attack-type chain member m1 attack-type
signature context ftp-banner

set security idp custom-attack ftpchain attack-type chain member m1 attack-type
signature pattern .*vsFTPd.*

set security idp custom-attack ftpchain attack-type chain member m1 attack-type
signature direction server-to-client

set security idp custom-attack ftpchain attack-type chain member m2 attack-type
signature context ftp-username

set security idp custom-attack ftpchain attack-type chain member m2 attack-type
signature pattern .*root.*

set security idp custom-attack ftpchain attack-type chain member m2 attack-type
signature direction client-to-server

set security idp custom-attack ftpchain attack-type chain member m3 attack-type
anomaly test LOGIN_FAILED

set security idp custom-attack ftpchain attack-type chain member m3 attack-type
anomaly direction any

set security idp traceoptions file idpd

set security idp traceoptions flag all

Step-by-Step  The following example requires you to navigate various levels in the configuration
Procedure hierarchy. For instructions on how to do that, see Using the CL/ Editor in Configuration
Mode in the CLI User Guide.

To configure compound or chain attacks for specific match criteria:

1.

Create an IDP policy.

[edit]
user@host# set security idp idp-policy idpengine

Associate a rulebase with the policy.

[edit security idp idp-policy idpengine]
user@host# edit rulebase-ips

Add rules to the rulebase.

[edit security idp idp-policy idpengine rulebase-ips]
user@host# edit rule 1

Define the match criteria for the rule.

[edit security idp idp-policy idpengine rulebase-ips rule 1]
user@host# set match from-zone any
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user@host# set match source-address any
user@host# set match to-zone any
user@host# set match destination-address any

5. Specify an application set name to match the rule criteria.

[edit security idp idp-policy idpengine rulebase-ips rule 1]
user@host# set match application default

6. Specify the match attack object and name for the attack object.

[edit security idp idp-policy idpengine rulebase-ips rule 1]
user@host# set match attacks custom-attacks ftpchain

7. Specify an action for the rule.

[edit security idp idp-policy idpengine rulebase-ips rule 1]
user@host# set then action no-action

8.  Specify notification or logging options for the rule.

[edit security idp idp-policy idpengine rulebase-ips rule 1]
user@host# set then notification log-attacks

0. Activate the IDP policy.

[edit]
user@host# set security idp active-policy idpengine

10. Specify a name for the custom attack.

[edit security idp]
user@host# set custom-attack ftpchain

1.  Set 