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About the Documentation

« Documentation and Release Notes on page xi
« Supported Platforms on page xi

« Using the Examples in This Manual on page xi
« Documentation Conventions on page xiii

« Documentation Feedback on page xv

« Requesting Technical Support on page xv

Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« M Series
« T Series

« MX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.
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If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
1
}

interfaces {
fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;
}
1
}
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }
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2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CL/ User Guide.

Documentation Conventions

Table 1 on page xiii defines notice icons used in this guide.

Table 1: Notice Icons

[ofe]y} Meaning Description

e Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
% Laser warning Alerts you to the risk of personal injury from a laser.

Q Tip Indicates helpful information.

Q Best practice Alerts you to a recommended use or implementation.

Table 2 on page xiv defines the text and syntax conventions used in this guide.
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Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« |dentifies guide names. actions.
« Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
[talic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string1 | string2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1(square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({ })

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
1

GUI Conventions

Xiv
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
Bold text like this Represents graphical userinterface (GUI) « Inthe Logical Interfaces box, select
items you click or select. All Interfaces.
« To cancel the configuration, click
Cancel.
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/. If you are using e-mail, be sure to include
the following information with your comments:

« Document or topic name
« URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/
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« Find product documentation: http://www.juniper.net/techpubs/
. Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

« Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.

XVi
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« Tunnel Services on page 3
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CHAPTERI1

Tunnel Services

« Tunnel Services Overview on page 3
« GRE Keepalive Time Overview on page 6

« Redundant Logical Tunnels Overview on page 7

Tunnel Services Overview

By encapsulating arbitrary packets inside a transport protocol, tunneling provides a
private, secure path through an otherwise public network. Tunnels connect discontinuous
subnetworks and enable encryption interfaces, virtual private networks (VPNs), and
MPLS. If you have a Tunnel Physical Interface Card (PIC) installed in your M Seriesor T
Series router, you can configure unicast, multicast, and logical tunnels.

You can configure two types of tunnels for VPNSs: one to facilitate routing table lookups
and another to facilitate VPN routing and forwarding instance (VRF) table lookups.

For information about encryption interfaces, see Configuring Encryption Interfaces and
the Junos OS Administration Library for Routing Devices. For information about VPNSs, see
the Junos OS VPNSs Library for Routing Devices. For information about MPLS, see the Junos
OS MPLS Applications Library for Routing Devices.

On SRX Series and J Series devices, Generic Routing Encapsulation (GRE) and IP-IP
tunnels use internal interfaces, gr-0/0/0 and ip-0/0/0, respectively. The Junos OS creates
these interfaces at system bootup; they are not associated with physical interfaces.

The Juniper Networks Junos OS supports the tunnel types shown in Table 3 on page 3.

Table 3: Tunnel Interface Types

Interface Description

gr-0/0/0 Configurable generic routing encapsulation (GRE) interface. GRE allows the
encapsulation of one routing protocol over another routing protocol.

Within a router, packets are routed to this internal interface, where they are first
encapsulated with a GRE packet and then re-encapsulated with another protocol
packet to complete the GRE. The GRE interface is an internal interface only and
is not associated with a physical interface. You must configure the interface for
it to perform GRE.

Copyright © 2014, Juniper Networks, Inc. 3
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Table 3: Tunnel Interface Types (continued)

Interface Description

gre Internally generated GRE interface. This interface is generated by the Junos OS
to handle GRE.

NOTE: You can configure GRE interfaces (gre-x/y/z) only for GMPLS control
channels. GRE interfaces are not supported or configurable for other applications.
This type of interface does not require a Tunnel PIC. For more information about
GMPLS, see the Junos OS MPLS Applications Library for Routing Devices and the
Junos OS, Release 14.1.

ip-0/0/0 Configurable IP-over-IP encapsulation (also called IP tunneling) interface. IP
tunneling allows the encapsulation of one IP packet over another IP packet.

Packets are routed to an internal interface where they are encapsulated with
an IP packet and then forwarded to the encapsulating packet's destination
address. The IP-IP interface is an internal interface only and is not associated
with a physical interface. You must configure the interface for it to perform IP
tunneling.

ipip Internally generated IP-over-IP interface. This interface is generated by the Junos
OS to handle IP-over-IP encapsulation. It is not a configurable interface.

1t-0/0/0 The ltinterface on M Seriesand T Series routers supports configuration of logical
systems—the capability to partition a single physical router into multiple logical
devices that perform independent routing tasks.

On SRX Series devices, the lt interface is a configurable logical tunnel interface
that interconnects logical systems. See the Junos OS Logical Systems
Configuration Guide for Security Devices.

On J Series devices, the lt interface is used to provide class-of-service (CoS)
support for real-time performance monitoring (RPM) probe packets. Packets
are routed to this internal interface for services. The lt interface is an internal
interface only; it is not associated with a physical interface. You must configure
the interface for it to perform CoS for RPM services. See the Junos OS Class of
Service Configuration Guide for Security Devices.

mt-0/0/0 Internally generated multicast tunnel interface. Multicast tunnels filter all unicast
packets; if an incoming packet is not destined for a 224/8-or-greater prefix, the
packet is dropped and a counter is incremented.

Within a router, packets are routed to this internal interface for multicast filtering.
The multicast tunnel interface is an internal interface only and is not associated
with a physical interface. If your router has a Tunnel Services PIC, the Junos OS
automatically configures one multicast tunnel interface (mt-) for each virtual
private network (VPN) you configure. You do not need to configure multicast
tunnel interfaces. However, you can configure properties on mt- interfaces, such
as the multicast-only statement.

mtun Internally generated multicast tunnel interface. This interface is generated by
the Junos OS to handle multicast tunnel services. It is not a configurable interface.

4 Copyright © 2014, Juniper Networks, Inc.
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Table 3: Tunnel Interface Types (continued)

Interface Description

pd-0/0/0

Configurable Protocol Independent Multicast (PIM) de-encapsulation interface.
In PIM sparse mode, the first-hop router encapsulates packets destined for the
rendezvous point router. The packets are encapsulated with a unicast header
and are forwarded through a unicast tunnel to the rendezvous point. The
rendezvous point then de-encapsulates the packets and transmits them through
its multicast tree.

Within a router, packets are routed to this internal interface for de-encapsulation.
The PIM de-encapsulation interface is an internal interface only and is not
associated with a physical interface. You must configure the interface for it to
perform PIM de-encapsulation.

NOTE: On SRX Series devices, this interface type is ppdO.

pe-0/0/0

Configurable PIM encapsulation interface. In PIM sparse mode, the first-hop
router encapsulates packets destined for the rendezvous point router. The
packets are encapsulated with a unicast header and are forwarded through a
unicast tunnel to the rendezvous point. The rendezvous point then
de-encapsulates the packets and transmits them through its multicast tree.

Within a router, packets are routed to this internal interface for encapsulation.
The PIM encapsulationinterfaceis aninternal interface only andis not associated
with a physical interface. You must configure the interface for it to perform PIM
encapsulation.

NOTE: On SRX Series devices, this interface type is ppe0.

pimd

Internally generated PIM de-encapsulation interface. This interface is generated
by the Junos OS to handle PIM de-encapsulation. It is not a configurable interface.

pime

Internally generated PIM encapsulation interface. This interface is generated by
the Junos OS to handle PIM encapsulation. It is not a configurable interface.

vt-0/0/0

Configurable virtual loopback tunnel interface. Facilitates VRF table lookup
based on MPLS labels. This interface type is supported on M Series and T Series
routers, but not on SRX Series or J Series devices.

To configure a virtual loopback tunnel to facilitate VRF table lookup based on
MPLS labels, you specify a virtual loopback tunnel interface name and associate
it with a routing instance that belongs to a particular routing table. The packet
loops back through the virtual loopback tunnel for route lookup.

Related . GRE Keepalive Time Overview on page 6

Documentation

« Configuring Unicast Tunnels on page 11

« Restricting Tunnels to Multicast Traffic on page 19

« Configuring Tunnel Interfaces on MX Series Routers on page 25

« Configuring Tunnel Interfaces on T4000 Routers on page 26
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GRE Keepalive Time Overview

Generic routing encapsulation (GRE) tunnel interfaces do not have a built-in mechanism
for detecting when a tunnel is down. You can enable keepalive messages to serve as the
detection mechanism.

Keepalives can be configured on the physical or on the logical interface. If configured on
the physical interface, keepalives are sent on all logical interfaces that are part of the
physical interface. If configured on a individual logical interface, keepalives are only sent
to that logical interface. In addition to configuring a keepalive, you must configure the
hold time.

Related . Configuring GRE Keepalive Time on page 16

Documentation . .
. keepalive-time on page 52

« hold-time (OAM) on page 51
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Redundant Logical Tunnels Overview

You can connect two devices, such as an access-facing device and a core-facing device,
through logical tunnels. To provide redundancy for the tunnels, you can create and
configure multiple physical logical tunnels and add them to a virtual redundant logical
tunnel.

o NOTE: Redundant logical tunnels are supported only on MX Series routers
with MPCs.

Forexample, inan MPLS access network, you can configure multiple pseudowires between
an access node and an MX Series router with MPCs and add them to a redundant logical
tunnel. You can then add multiple logical tunnels to the redundant logical tunnel.

Figure 1 on page 7 shows a redundant logical tunnel between the access node and the
MX Series router.

Figure 1: Redundant Logical Tunnels

ACCESS
NETWORK

CORE
NETWORK

MX Series router interface MX Series router interface
facing the access node mfacing the core network

MX Series
3D router

Redundant logical tunnels
with peer logical interfaces

Interface Interface
facing MPLS 1t-0/0/10.0 pumgl [t-0/0/10.1 Layer3 facing
> i <+—> lookup <> <+<—>» VRF <> th <+
Saaccess table lt-170/10.0 PN (t-1/0/10.1 table &S
network / \ network

Loopback stream

8041628

The redundant logical tunnel has peer logical interfaces at each end, rlt0.0 and rltO.1.
You can configure router features on these interfaces for the redundant logical tunnel
and its members.

Each member logical tunnel has peer logical interfaces. In Figure 1 on page 7, [t-0/0/10.0
and [t-0/0/10.1 are peers.

The MX Series router performs IP lookup in the Layer 3 VPN routing and forwarding (VRF)
table on the router where the pseudowires that are grouped in logical tunnels terminate.

Redundant Logical Tunnel Configuration

You can create up to 16 redundant logical tunnels, depending on the number of Packet
Forwarding Engines and the number of loopback interfaces on each Packet Forwarding

Copyright © 2014, Juniper Networks, Inc. 7
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Engine on your device.
You can add up to 32 logical tunnels as members of a redundant logical tunnel.

When you add more than two members to the redundant logical tunnel, they are in active
mode. The traffic is load-balanced over all the tunnel members.

When you add only two members to the redundant logical tunnel, you can configure the
members in one of these ways:

. Both members in active mode

« One member in active mode and the other in backup mode

Redundant Logical Tunnel Failure Detection and Failover

Related
Documentation

A logical tunnel fails and is removed from the redundant logical tunnel group, and the
backup logical tunnel becomes active due to one of these events:

« A hardware failure on the MPC module occurs.
- An MPC failure occurs due to a microkernel crash.

« The MPC module is administratively shut down and removed from the redundant
logical tunnel.

« A power failure on the MPC module occurs.

0 NOTE: You can decrease the time it takes for failure detection and failover
to occur. Configure the enhanced-ip statement at the [edit chassis
network-services] hierarchy level to enable Packet Forwarding Engine liveliness
detection.

« Example: Configuring Redundant Logical Tunnels on page 35
« Pseudowire Subscriber Logical Interfaces Overview

« Configuring Logical Tunnel Interfaces on page 19

« Configuring Redundant Logical Tunnels on page 27

. Configuring a Pseudowire Subscriber Logical Interface Device
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Configuration

« Configuration Tasks on page 11
« Examples on page 31

« Configuration Statements on page 45
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Configuration Tasks

« Configuring Unicast Tunnels on page 11

« Configuring GRE Keepalive Time on page 16

« Restricting Tunnels to Multicast Traffic on page 19

« Configuring Logical Tunnel Interfaces on page 19

« Configuring Tunnel Interfaces for Routing Table Lookup on page 21
« Configuring Virtual Loopback Tunnels for VRF Table Lookup on page 21
« Configuring PIM Tunnels on page 23

« Configuring IPvb-over-IPv4 Tunnels on page 24

« Configuring Dynamic Tunnels on page 24

« Configuring Tunnel Interfaces on MX Series Routers on page 25

« Configuring Tunnel Interfaces on T4000 Routers on page 26

« Configuring Redundant Logical Tunnels on page 27

Configuring Unicast Tunnels

To configure a unicast tunnel, you configure a gr- interface (to use GRE encapsulation)
or an ip- interface (to use IP-IP encapsulation) and include the tunnel and family
statements:

gr-fpc/pic/port or ip-fpc/pic/port {
unit logical-unit-number {
copy-tos-to-outer-ip-header;
reassemble-packets;
tunnel {
allow-fragmentation;
backup-destination address;
destination destination-address;
do-not-fragment;
key number;
routing-instance {
destination routing-instance-name;
1
source address;
ttl number;
}
family family {

Copyright © 2014, Juniper Networks, Inc.



Tunnel Properties

address address {

}
}
}
}

destination address;

You can configure these statements at the following hierarchy levels:

« [editinterfaces]

« [edit logical-systems logical-system-name interfaces]

You can configure multiple logical units for each GRE or IP-IP interface, and you can
configure only one tunnel per unit.

NOTE: On M Series and T Series routers, you can configure the interface on
a service PIC or a tunnel PIC. On MX Series routers, configure the interface
on a Multiservices DPC.

Each tunnel interface must be a point-to-point interface. Point to point is the default
interface connection type, so you do not need to include the point-to-point statement in
the logical interface configuration.

You must specify the tunnel’s destination and source addresses. The remaining
statements are optional.

i

NOTE: For transit packets exiting the tunnel, forwarding path features, such
as reverse path forwarding (RPF), forwarding table filtering, source class
usage, destination class usage, and stateless firewall filtering, are not
supported on the interfaces you configure as tunnel sources, but are supported
on tunnel-pic interfaces.

However, class-of-service (CoS) information obtained from the GRE or IP-IP
header is carried over the tunnel and is used by the re-entering packets. For
more information, see the Junos OS Class of Service Library for Routing Devices.

To prevent aninvalid configuration, the Junos OS disallows setting the address
specified by the source or destination statement at the [edit interfaces
gr-fpc/pic/port unit logical-unit-number tunnel] hierarchy level to be the same
as the interface’s own subnet address, specified by the address statement
at the [edit interfaces gr-fpc/pic/port unit logical-unit-number family
family-name] hierarchy level.

To set the time-to-live (TTL) field that is included in the encapsulating header, include
the ttl statement. If you explicitly configure a TTL value for the tunnel, you must configure
it to be one larger than the number of hops in the tunnel. For example, if the tunnel has
seven hops, you must configure a TTL value of 8.
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You must configure at least one family on the logical interface. To enable MPLS over
GRE tunnel interfaces, you must include the family mpls statement in the GRE interface
configuration. In addition, you must include the appropriate statements at the [edit
protocols] hierarchy level to enable Resource Reservation Protocol (RSVP), MPLS, and
label-switched paths (LSPs) over GRE tunnels. Unicast tunnels are bidirectional.

A configured tunnel cannot go through Network Address Translation (NAT) at any point
along the way to the destination. For more information, see “Examples: Configuring
Unicast Tunnels” on page 31 and the Junos OS MPLS Applications Library for Routing
Devices.

For a GRE tunnel, the default is to set the ToS bits in the outer IP header to all zeros. To
have the Routing Engine copy the ToS bits from the inner IP header to the outer, include
the copy-tos-bits-to-outer-ip-header statement. (This inner-to-outer ToS bits copying is
already the default behavior for IP-IP tunnels.)

For GRE tunnel interfaces on Adaptive Services or Multiservices interfaces, you can
configure additional tunnel attributes, as described in the following sections:

« Configuring a Key Number on GRE Tunnels on page 13

- Enabling Fragmentation on GRE Tunnels on page 14

« Specifying an MTU Setting for the Tunnel on page 15

« Configuring a GRE Tunnel to Copy ToS Bits to the Outer IP Header on page 15

» Configuring Packet Reassembly on page 15

Configuring a Key Number on GRE Tunnels

For Adaptive Services and Multiservices interfaces on M Series and T Series routers, you
can assign a key value to identify an individual traffic flow within a GRE tunnel, as defined
in RFC 2890, Key and Sequence Number Extensions to GRE. However, only one key is
allowed for each tunnel source and destination pair.

Each IP version 4 (IPv4) packet entering the tunnel is encapsulated with the GRE tunnel
key value. Each IPv4 packet exiting the tunnel is verified by the GRE tunnel key value and
de-encapsulated. The Adaptive Services or Multiservices PIC drops packets that do not
match the configured key value.

To assign a key value to a GRE tunnel interface, include the key statement:

key number;

You can include this statement at the following hierarchy levels:

« [edit interfaces interface-name unit logical-unit-number tunnel]

« [edit logical-systems logical-system-name interfaces interface-name unit
logical-unit-number tunnel]

The key number can be O through 4,294,967,295. You must configure the same GRE
tunnel key value on tunnel endpoints.
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The following example illustrates the use of the key statement in a GRE tunnel
configuration:

interfaces {
gr-1/2/0 {
unit 0 {
tunnel {
source 10.58.255.193;
destination 10.58.255.195;
key 1234;
}

family inet {
mtu 1500;
address 10.200.0.1/30;

}
}
}
}

Enabling Fragmentation on GRE Tunnels

For GRE tunnel interfaces on Adaptive Services and Multiservices interfaces only, you
can enable fragmentation of IPv4 packets in GRE tunnels.

By default, IPv4 traffic transmitted over GRE tunnels is not fragmented. To enable
fragmentation of IPv4 packets in GRE tunnels, include the clear-dont-fragment-bit
statement:

clear-dont-fragment-bit;

You can include this statement at the following hierarchy levels:

« [edit interfaces interface-name unit logical-unit-number]

« [edit logical-systems logical-system-name interfaces interface-name unit
logical-unit-number]

When you include the clear-dont-fragment-bit statement in the configuration, the
don’'t-fragment (DF) bit is cleared on all packets, even packets that do not exceed the
tunnel maximum transmission unit (MTU). If the packet’s size exceeds the tunnel's MTU
value, the packet is fragmented before encapsulation. If the packet’s size does not exceed
the tunnel’'s MTU value, the packet is not fragmented.

0 NOTE: The Packet Forwarding Engine updates the IP identification field in
the outer IP header of GRE-encapsulated packets, so that reassembly of the
packets is possible after fragmentation. The previous CLI constraint check
that required you to configure either the clear-dont-fragment-bit statement
or a tunnel key with the allow-fragmentation statement is no longer enforced.

You can also clear the DF bit in packets transmitted over IP Security (IPsec) tunnels. For
more information, see Enabling IPsec Packet Fragmentation.
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Specifying an MTU Setting for the Tunnel

To enable key numbers and fragmentation on GRE tunnels (as described in “Configuring
aKey Number on GRE Tunnels” on page 13 and “Enabling Fragmentation on GRE Tunnels”
on page 14), you must also specify an MTU setting for the tunnel.

To specify an MTU setting for the tunnel, include the mtu statement:

mtu bytes;

You can include this statement at the following hierarchy levels:

« [edit interfaces gr-fpc/pic/port unit logical-unit-number family inet]

« [edit logical-system logical-system-name interfaces gr-fpc/pic/port unit
logical-unit-number family inet]

For more information about MTU settings, see the Junos OS Network Interfaces Library
for Routing Devices.

Configuring a GRE Tunnel to Copy ToS Bits to the Outer IP Header

Unlike IP-IP tunnels, GRE tunnels do not copy the ToS bits to the outer IP header by
default. To have the Routing Engine copy the inner ToS bits to the outer IP header (which
is required for some tunneled routing protocols) on packets sent by the Routing Engine,
include the copy-tos-to-outer-ip-header statement at the logical unit hierarchy level of
a GRE interface. This example copies the inner ToS bits to the outer IP header on a GRE
tunnel:

[edit interfaces]
gr-0/0/0 {
unit O {
copy-tos-to-outer-ip-header;
family inet;
}
1

Configuring Packet Reassembly

On GRE tunnelinterfaces only, you can enable reassembly of fragmented tunnel packets.
To activate this capability, include the reassemble-packets statement:

reassemble-packets;
You can configure this statement at the following hierarchy levels:
« [edit interfaces interface-name unit logical-unit-number]

« [edit logical-systems logical-system-name interfaces interface-name unit
logical-unit-number]

For each tunnel you configure on the interface, you can enable or disable fragmentation
of GRE packets by including the allow-fragmentation or do-not-fragment statement:

allow-fragmentation;
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do-not-fragment;

You can configure these statements at the following hierarchy levels:

- [edit interfaces interface-name unit logical-unit-number tunnel]

« [edit logical-systems logical-system-name interfaces interface-name unit
logical-unit-number tunnel]

If you configure allow-fragmentation on a tunnel, it clears the DF bit in the outer IP header,
enabling post fragmentation of GRE-encapsulated packets if the packet size exceeds

the maximum transmission unit (MTU) value for the egress interface. By default, packets
that exceed the MTU size are dropped and post fragmentation of GRE packets is disabled.

0 NOTE: Whenever you configure allow-fragmentation on a tunnel, you must
also include either the tunnel key or the clear-dont-fragment-bit statement.
This configuration enables the router to send affected packets to the PIC so
that the correct IP header can be placed in the fragments. Otherwise, on the
reassembly side some packets might be lost when fragments arrive in the
PIC out of sequence at high speeds.

« Tunnel Services Overview on page 3

« Examples: Configuring Unicast Tunnels on page 31

Configuring GRE Keepalive Time

« Configuring Keepalive Time and Hold time for a GRE Tunnel Interface on page 16
« Display GRE Keepalive Time Configuration on page 17

« Display Keepalive Time Information on a GRE Tunnel Interface on page 17

Configuring Keepalive Time and Hold time for a GRE Tunnel Interface

You can configure the keepalives on a generic routing encapsulation (GRE) tunnelinterface
by including both the keepalive-time statement and the hold-time statement at the [edit
protocols oam gre-tunnel interface interface-name] hierarchy level.

o NOTE: For proper operation of keepalives on a GRE interface, you must also
include the family inet statement at the [edit interfaces interface-name unit
unit] hierarchy level. If you do not include this statement, the interface is
marked as down.

To configure a GRE tunnel interface:

1. Configure the GRE tunnel interface at [edit interfaces interface-name unit unit-number]
hierarchy level, where the interface name is gr-x/y/z, and the family is set as inet.

user@host# set interfaces interface-name unit unit-number family family-name
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2. Configure the rest of the GRE tunnel interface options as explained in Configuring a
GRE Tunnel Interface Between a PE and CE Router or Configuring a GRE Tunnel Interface
Between PE Routers based on requirement.

To configure keepalive time for a GRE tunnel interface:

1.
2. Configure the Operation, Administration, and Maintenance (OAM) protocol at the
[edit protocols] hierarchy level for the GRE tunnel interface.

[edit]
user@host# edit protocols oam

3. Configure the GRE tunnel interface option for OAM protocol.

[edit protocols oam]
user@host# edit gre-tunnel interface interface-name

4, Configure the keepalive time from 1 through 50 seconds for the GRE tunnel interface.

[edit protocols oam gre-tunnel interface interface-name]
user@host# set keepalive-time seconds

5. Configure the hold time from 5 through 250 seconds. Note that the hold time must
be at least twice the keepalive time.

[edit protocols oam gre-tunnel interface interface-name]
user@host# set hold-time (OAM) seconds

Display GRE Keepalive Time Configuration

Purpose Display the configured keepalive time value as 10 and hold time value as 30 on a GRE
tunnel interface (for example, gr-1/1/10.1):

Action Todisplay the configured values on the GRE tunnelinterface, run the show oam gre-tunnel
command at the [edit protocols] hierarchy level:

[edit protocols]
user@host# show oam gre-tunnel
interface gr-1/1/10.1 {
keepalive-time 10;
hold-time 30;
1

Display Keepalive Time Information on a GRE Tunnel Interface

Purpose Display the current status information of a GRE tunnel interface when keepalive time
and hold time parameters are configured on it and when the hold time expires.

Action To verify the current status information on a GRE tunnel interface (for example,
gr-3/3/0.3), run the show interfaces gr-3/3/0.3 terse and show interfaces gr-3/3/0.3
extensive operational commands.

show interfaces gr-3/3/0.3 terse

user@host> show interfaces gr-3/3/0.3 terse
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Interface Admin Link Proto Local Remote
gr-3/3/0.3 up up inet 200.1.3.1/24
mpls

show interfaces gr-3/3/0.3 extensive

Meaning

Related
Documentation

user@host> show interfaces gr-3/3/0.3 extensive

Logical interface gr-3/3/0.3 (Index 73) (SNMP ifIndex 594) (Generation 900)
Flags: Point-To-Point SNMP-Traps 0x4000 IP-Header

10.1.19.11:10.1.19.12:47:d¥:64:0000000000000000 Encapsulation: GRE-NULL
Gre keepalives configured: On, Gre keepalives adjacency state: down

NANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

Traffic statistics:

Input bytes : 15629992

Output bytes : 15912273

Input packets: 243813

Output packets: 179476
Local statistics:

Input bytes : 15322586

Output bytes : 15621359

Input packets: 238890

Output packets: 174767
Transit statistics:

Input bytes : 307406 0 bps
Output bytes : 290914 0 bps
Input packets: 4923 0 pps
Output packets: 4709 0 pps

Protocol inet, MTU: 1476, Generation: 1564, Route table: 0O
Flags: Sendbcast-pkt-to-re
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
Destination: 200.1.3/24, Local: 200.1.3.1, Broadcast: 200.1.3.255,
Generation: 1366
Protocol mpls, MTU: 1464, Maximum labels: 3, Generation: 1565, Route table:
0

0