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About the Documentation

« Documentation and Release Notes on page xiii
« Supported Platforms on page xiii

« Using the Examples in This Manual on page xiii
« Documentation Conventions on page xv

« Documentation Feedback on page xvii

« Requesting Technical Support on page xvii

Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« MX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.
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If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
}
1
interfaces {
fxpO {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;
}
1
1
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

Xiv Copyright © 2014, Juniper Networks, Inc.
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[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CL/ User Guide.

Documentation Conventions

Table 1 on page xv defines notice icons used in this guide.

Table 1: Notice Icons

Icon Meaning Description

o Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
g Laser warning Alerts you to the risk of personal injury from a laser.

Q Tip Indicates helpful information.

Q Best practice Alerts you to a recommended use or implementation.

Table 2 on page xv defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention Description Examples

Bold text like this Represents text that you type. To enter configuration mode, type the
configure command:

user@host> configure

Copyright © 2014, Juniper Networks, Inc. XV
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Table 2: Text and Syntax Conventions (continued)

Convention

Fixed-width text like this

Description

Represents output that appears on the
terminal screen.

Examples

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« l|dentifies guide names. actions.
+ Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
Italic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string]1 | string?2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({ })

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
1

GUI Conventions

Bold text like this

Represents graphical user interface (GUI)
items you click or select.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

XVi
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/. If you are using e-mail, be sure to include
the following information with your comments:

« Document or topic name
« URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

- Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/
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« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.
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PART 1

Overview

« CoSin Subscriber Access Networks on page 3
« CoS and Specific Interface Types on page 11
« CoS and RADIUS on page 21

« CoS Hierarchical Scheduling on MPLS Ethernet Pseudowire Subscriber
Interfaces on page 31

Copyright © 2014, Juniper Networks, Inc.



CoS Scheduling Feature Guide for Subscriber Services

2 Copyright © 2014, Juniper Networks, Inc.



CHAPTERI1

CoS in Subscriber Access Networks

« CoS for Subscriber Access Overview on page 3

« Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

CoS for Subscriber Access Overview

This topic describes class-of-service (CoS) functionality for dynamic subscriber access.

Junos CoS enables you to divide traffic into classes and offer various levels of throughput
and packet loss when congestion occurs. This functionality allows packet loss to happen
according to rules that you configure. The Junos CoS features provide a set of mechanisms
that you can use to provide differentiated services when best-effort traffic delivery is
insufficient.

In a subscriber access environment, service providers want to provide video, voice, and

data services over the same network for subscribers. Subscriber traffic is delivered from
the access network, through a router, through a switched Ethernet network, to an Ethernet
digital subscriber line access multiplexer (DSLAM). The DSLAM forwards the subscriber’s
traffic to the residential gateway over a digital subscriber line (DSL). An MX Series router
that is installed in a subscriber access network as an edge router can perform subscriber
management functions that include subscriber identification and per-subscriber CoS.

In a subscriber access network, a subscriber is an authenticated user—a user that has
logged in to the access network at a subscriber interface and then been verified by the
configured authentication server and subsequently granted initial CoS services.
Subscribers can be identified statically or dynamically. In this network, subscribers are
mapped to VLANSs, demux, or PPPOE interfaces.

You can configure the router to provide hierarchical scheduling or per-unit scheduling for
subscribers:

. Hierarchical CoS enables you to apply traffic scheduling and queuing parameters
(which caninclude a delay-buffer bandwidth) and packet transmission scheduling
parameters (which can include buffer management parameters) to an individual
subscriber interface rather than to all interfaces configured on the port. Hierarchical
CoS enables you to dynamically modify queues when subscribers require services.

Copyright © 2014, Juniper Networks, Inc. 3



CoS Scheduling Feature Guide for Subscriber Services

Related
Documentation

« Per-unit scheduling enables one set of output queues for each logical interface
configured under the physical interface. In per-unit scheduling configurations, each
Layer 3 scheduler node is allocated a dedicated set of queues.

Because the interface sets corresponding to VLANS using agent-circuit-identifier
information are created dynamically, you can apply CoS attributes, such as shaping, at
the household level. You must set and define the CoS policy for the agent-circuit-identifier
virtual VLAN interface set using the dynamic profile for the agent-circuit-identifier interface
set (not the subscriber profile). CoS on dynamic VLANSs includes support for level 3 or
level 2 scheduler nodes for a dynamic interface set. You can also configure a traffic-control
profile and a remaining traffic-control profile for a dynamic interface set. CoS on dynamic
VLANSs enables you to configure a dynamic scheduler map for a traffic-control profile
that is used by a dynamic interface set. In this case, the dynamic scheduler map must
use the unique ID format.

« Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41

« Configuring Static Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 49

« Configuring Dynamic Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 51

« Configuring Per-Unit Scheduling in a Dynamic Profile for Subscriber Access on page 53

Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers

This topic describes hierarchical CoS on MX Series routers running Modular Port
Concentrator/Modular Interface Card (MPC/MIC) or Enhanced Queuing Dense Port
Concentrator (EQ DPC) interfaces.

Hierarchical CoS enables you to apply traffic scheduling and queuing parameters and
packet transmission scheduling parameters to an individual subscriber interface rather
than to all interfaces configured on the port. Hierarchical CoS is supported on MX Series
routers with either EQ DPCs or MPC/MICs installed.

On Juniper Networks MX Series routers, MPC/MIC and EQ DPC interfaces support a
four-level CoS scheduling hierarchy that, when fully configured, consists of the physical
interface (level 1), an interface set or underlying interface (level 2), one or more logical
interfaces (level 3), and one or more queues (level 4). Although all CoS scheduling
hierarchies are four-level, level 1is always the physical interface and level 4 is always the
queue. Hierarchical scheduling configurations consist of the type of interfaces you
configure; for example, a logical interface or an interface set and where those interfaces
reside in the scheduling hierarchy, either level 2 or level 3. Because many hierarchical
scheduling configurations are possible, we use the terms two-level hierarchical scheduling
and three-level hierarchical scheduling in this discussion.
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Two-Level Hierarchical Scheduling

Two-level hierarchical scheduling limits the number of hierarchical levels in the scheduling
hierarchy to two (level 2 and level 3) as shown in Figure 1 on page 5. In this configuration,
interface sets are not configured and only the logical interfaces have traffic-control
profiles. Two-level hierarchical scheduling is supported on MX Series routers running
either MPC/MIC or EQ DPC interfaces.

Figure 1: Two-Level Hierarchical Scheduling

Logical interface (unit) Interface set Physical interface
Level 3 — Level 2 node
Level 3 _ Level 2 node _ Level 1 node
Level 3 1 Level 2 node

9017446

In a two-level scheduling hierarchy, all logical interfaces and interface sets share a single
level 2 node; no hierarchical relationship is formed.

You control two-level hierarchical scheduling by including the maximum-hierarchy-levels
option under the [edit interfaces interface-name hierarchical-scheduler] statement:

« When the maximum-hierarchy-levels option is not set, interface sets can be at either
level 2 or level 3, depending on whether the member logical interfaces within the
interface set have a traffic-control profile.

- If any member logical interface has a traffic-control profile, then the interface set is
always a level 2 CoS scheduler node.

. If no member logical interface has a traffic-control profile, the interface set is always
a level 3 CoS scheduler node.

- |f the maximum-hierarchy-levels optionis set, then the interface set can only be at level
3;itcannot be at level 2. In this case, if you configure a level 2 interface set, you generate
Packet Forwarding Engine errors.

Table 3 on page 5 summatrizes the interface hierarchy and the CoS scheduler node
levels for two-level hierarchical scheduling.

Table 3: Two-Level Hierarchical Scheduling-Interface Hierarchy Versus
Scheduling Nodes

Level 1 Level 2 Level 3 Level 4

Physical interface - Logical interfaces One or more queues
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Table 3: Two-Level Hierarchical Scheduling-Interface Hierarchy Versus
Scheduling Nodes (continued)

Level 1 Level 2 Level 3 Level 4
Physical interface — Interface set One or more queues
Physical interface - Logical interfaces One or more queues

To configure two-level hierarchical scheduling, include the hierarchical-scheduler
statement at the [edit interfaces interface-name] hierarchy level. You can optionally
include the maximum-hierarchy-levels option. If you choose to set this option, the only
supported value is 2.

[edit interfaces]
xe-2/0/0 {
hierarchical-scheduler {
maximum-hierarchy-levels 2;
1
1

Three-Level Hierarchical Scheduling

Three-level hierarchical scheduling is supported only on MX Series routers running
MPC/MIC interfaces. Three-level hierarchical scheduling has up to eight class of service
gueues. You can configure many different three-level scheduling hierarchies, depending
on the location of the interface set and the use of underlying interfaces. In all variations,
the physical interface is a level 1 CoS scheduler node and the queues reside at level 4.

o NOTE: Three-level hierarchical scheduling is supported only on subscriber
interfaces and interface sets running over aggregated Ethernet interfaces on
MPC/MIC interfaces in MX Series routers.

When you use three-level hierarchical scheduling, interface sets can reside at either level
2 or level 3. You can also configure an underlying logic interface at level 2 and a logical
interface at level 3. Table 4 on page 6 summarizes the most common cases of the
interface hierarchy and the CoS scheduler node levels for three-level hierarchical
scheduling.

Table 4: Three-Level Hierarchical Scheduling-Interface Hierarchy Versus
CoS Scheduling Node Levels

Level 1 Level 2 Level 3 Level 4

Physical interface Interface set Logical interfaces One or more queues

Physical interface Logical interface Interface set One or more queues

Physical interface Underlying logical Logical interfaces One or more queues
interface
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In three-level hierarchical scheduling, the CoS scheduler nodes at level 1, level 2, and
level 3 form a hierarchical relationship; this differs from two-level hierarchical scheduling
where no hierarchical relationship is formed.

With a three-level hierarchical scheduling, logical interfaces can reside at level 2, or they
can reside at level 3, if the logical interface at level 2 is an underlying logical interface.
This is shown in Figure 2 on page 7.

Figure 2: Three-Level Hierarchical Scheduling: Logical Interfaces at Level
3 with Underlying Logical Interfaces at Level 2

Logical interface Underlying logical interface Physical interface
(unit) (unit)
Level 3 — Level 2 node
Level 3 _ Level 2 node _— Level 1 node

Level 3 —,

Another possible configuration for three-level hierarchical scheduling is shown in
Figure 3 on page 7. In this configuration, the logical interfaces are located at level 2 and
the interface sets are located at level 3.

9041450

Figure 3: Three-Level Hierarchical Scheduling: Logical Interfaces at Level
2 with Interface Sets at Level 3

Interface set (unit) Logical interface (unit) Physical interface
Level 3 —— Level 2 node
Level 3 _ Level 2 node — Level 1 node

—

To configure three-level hierarchical scheduling, include the implicit-hierarchy option at
the [edit interfaces interface-name hierarchical-scheduler] hierarchy level.

Level 3

9041449

[edit interfaces]
xe-2/0/0 {
hierarchical-scheduler {
implicit-hierarchy;
1
}
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Interface Hierarchy Versus CoS Hierarchy

An interface hierarchy and a CoS scheduling hierarchy are distinctly different. Interface
hierarchy refers to the relationship between the various interfaces; for example, the
relationship between logical interfaces and an interface set, the relationship between a
logical interface and an underlying logical interface, or the relationship between the
physical interface and logical interface. CoS scheduling hierarchy refers to the hierarchical
relationship between the CoS scheduler nodes. In two-level hierarchical scheduling, no
hierarchy is formed between the CoS scheduler nodes; all logical interfaces and interface
sets share a single level 2 scheduler node. However, when you use the implicit-hierarchy
option for three-level hierarchical scheduling, the CoS scheduler nodes form a scheduling
hierarchy.

Figure 4 on page 8 and Figure 5 on page 9 provide two scenarios for this discussion.
Figure 4 on page 8 shows an interface hierarchy where a Gigabit Ethernet interface
(GE-1/0/0) is the physical interface. Two logical interfaces (GE-1/0/0.100 and
GE-1/0/0.101) are configured on the physical interface:

« Logical interface GE-1/0/0.100 is a member of a PPPoE interface set and a Demux
interface set.

« Logical interface GE-1/0/0.101is a member of a demux interface set.

Figure 4: Logical Interfaces at Level 2 and Interface Sets at Level 3

PPPoE PPPoE DHCP
subscriber queues subscriber queues subscriber queues

) Pppoe- Demux- Ppp-Demux-
|3 LogicalInterface Logical Interface Logical Interface Set Logical Interface Set
Sets Set (home) (demux-and pppoe)
L2 Logical Interfaces GE-1/0/0.100 GE-1/0/0.101 TCP
L1 Physical Interface GE-1/0/0

of Logical Tunnel

9041435

Each interface set has a dedicated queue. The CoS scheduler nodes at level 1 (physical
interface), level 2 (underlying logical interfaces), and level 3 (interface sets) form a
scheduling hierarchy.

To configure this scenario, you must include the implicit-hierarchy option under the
hierarchical-scheduler statement on physicalinterface GE-1/0/0 and configure and apply
traffic-control profiles on each interface set and underlying logical interface.

Figure 5 on page 9 shows an interface hierarchy where Gigabit Ethernet interface
GE-1/0/0 is the physical interface. Three logical interfaces are configured:
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. Two logical interfaces (Pp0.100 and Demux0.100) reside on the underlying logical
interface GE-1/0/0.100.

« Athird logical interface (Pp0.101) resides on the underlying logical interface
GE-1/70/0.101.

Figure 5: Logical Interfaces at Level 3 and Underlying Logical Interfaces
at Level 2

PPPoE Demux DHCP
subscriber queues subscriber queues subscriber queues

Demux0

L3 Logical Interfaces Pp0.100 TCP 100 TCP Pp0.101
Underlying logical
L2 i terfaces GE-1/0/0.100 GE-1/0/0.101 TCP
Physical Interface _ 3
L1 of Logical Tunnel Gl 3
(=]

Each logical interface has a dedicated queue. The CoS scheduler nodes at level 1 (physical
interface), level 2 (underlying logical interfaces), and level 3 (logical interfaces) form a
scheduling hierarchy.

To configure this scenario, you must include the implicit-hierarchy option under the
hierarchical-scheduler statement on physical interface GE-1/0/0 and configure and apply
traffic-control profiles on each logical interface and underlying logical interface.

You can configure many different three-level scheduling hierarchies; Figure 4 on page 8
and Figure 5 on page 9 present just two possible scenarios. Table 4 on page 6
summarizes the possible interface locations and CoS scheduler nodes.

« Configuring Hierarchical Schedulers for CoS

. Configuring Hierarchical CoS for a Subscriber Interface of Aggregated Ethernet Links
on page 86

. Configuring Hierarchical CoS on a Static PPPoE Subscriber Interface on page 87

« CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces
on page 34

« hierarchical-scheduler (Subscriber Interfaces on MX Series Routers) on page 168
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CoS and Specific Interface Types

. CoS for Aggregated Ethernet Subscriber Interfaces Overview on page 11
« CoS for PPPoE Subscriber Interfaces Overview on page 12

« CoS for L2TP LAC Subscriber Interfaces Overview on page 13

« CoS for L2TP LNS Inline Services Overview on page 15

« CoS for Interface Sets of Subscribers Overview on page 17

CoS for Aggregated Ethernet Subscriber Interfaces Overview

You can apply static or dynamic hierarchical CoS to a scheduler node at the aggregated
Ethernet logical interface, its underlying physical interface, or an interface set.

« Guidelines for Configuring CoS for Aggregated Ethernet Subscribers on page 11

Guidelines for Configuring CoS for Aggregated Ethernet Subscribers

When you configure CoS for aggregated Ethernet interfaces, consider the following
guidelines:

« Configure the aggregated Ethernet logical interface over two physical interfaces capable
of performing hierarchical scheduling.

« For VLAN subscriber interfaces over aggregated Ethernet, you must enable link
protection on the aggregated Ethernet interface for hierarchical CoS to operate.

. Link protection is not required for IP or demux subscriber interfaces over aggregated
Ethernet. We recommend that you enable targeted distribution on the demux interface
to provide accurate hierarchical scheduling for these links.

« Keep the following guidelines in mind when configuring interface sets of aggregated
Ethernet interfaces:

- Sets of aggregated Ethernet interfaces are supported on MPC/MIC interfaces on MX
Series routers only.

- The supported logical interfaces for aggregated Ethernet in an interface set include
VLAN demux interfaces, IP demux interfaces, and PPPoE logical interfaces over
VLAN demux interfaces.
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- The link membership list and scheduler mode of the interface set are inherited from
the underlying aggregated Ethernet interface over which the interface set is
configured.

- When an aggregated Ethernet interface operates in link protection mode, or if the
scheduler mode is configured to replicate member links, the scheduling parameters
of the interface set are copied to each of the member links.

- If the scheduler mode of the aggregated Ethernet interface is set to scale member
links, the scheduling parameters are scaled based on the number of active member
links and applied to each of the aggregated interface member links.

. Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

. Forhardware requirements, see Guidelines for Configuring Dynamic CoS for Subscriber
Access on page 41

. For configurationinstructions, see Configuring Hierarchical CoS for a Subscriber Interface
of Aggregated Ethernet Links on page 86 and Configuring an Interface Set of Subscribers
in a Dynamic Profile on page 85

. For additional information about subscribers over aggregated Ethernet, see Static or
Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview, Distribution
of Demux Subscribers in an Aggregated Ethernet Interface, and Static and Dynamic VLAN
Subscriber Interfaces over Aggregated Ethernet Overview.

CoS for PPPoOE Subscriber Interfaces Overview

You can configure CoS functionality for static and dynamic PPPoE subscriber interfaces
configured on Gigabit Ethernet Intelligent Queuing 2 (IQ2) and Ethernet Enhanced 1Q2
(IQ2E) PICs on the M120 and M320 routers, and on MPCs on the MX Series 3D Universal
Edge Router.

For all supported hardware platforms, you can attach an output traffic-control profile
that contains basic shaping and scheduling properties directly to a PPPOE interface. In
this type of scenario, you can use each PPPoE interface to represent a household and
shape all of the household traffic to an aggregate rate. Each forwarding class is mapped
to a queue, and represents one type of services provided to a household customer.

Both the IQ2E PIC and MPC support hierarchical scheduling functionality that is not
available on the 1Q2 PIC. To shape customer or DSLAM traffic at different levels of the
PPPoE interface hierarchy, you can attach traffic-control profiles to interface sets that
contain PPPoE members.

MPCs support subscriber interfaces with PPPoE encapsulation over aggregated Ethernet
interfaces. These PPPOE subscriberinterfaces are configured over VLAN demux interfaces,
which are also configured over Aggregated Ethernet interfaces.

You can configure 802.3ad link aggregation group (LAG) stateful port and dense port
concentrator (DPC) redundancy. This provides targeted distribution of non-replicated
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(stacked) PPPoE or IP dlemux links over VLAN demux links, which in turn are over an
aggregated Ethernet (AE) logical interface. Service providers with PPPoE or IP demux
interfaces for CoS configurations can provide DPC and port redundancy to subscribers.

0 NOTE: For static PPPoE underlying logical interfaces, use PPPoE interface
sets.

Related . Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
Documentation on MX Series Routers on page 4

« Configuring Static Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 49

« Configuring Dynamic Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 51

« Configuring Hierarchical CoS on a Static PPPoE Subscriber Interface on page 87

« CoS on Enhanced IQ2 PICs Overview

CoS for L2TP LAC Subscriber Interfaces Overview

You can apply CoS to the Layer 2 Tunnel Protocol (L2TP) access concentrator (LAC)
component.

In Layer 2 Tunnel Protocol (L2TP) configurations, IP and L2TP headers are added to
packets arriving at a PPP subscriber interface on the L2TP access concentrator (LAC)
before being tunneled to the L2TP network server (LNS). You can manage the IP header
by configuring classifiers and rewrite-rules that transfer the ToS (Type of Service) value
or the 802.1p value from the inner IP header to the outer IP header of the L2TP packet.

Figure 6 on page 13 shows the classifier and rewrite rules that you can configure from
the LAC to the LNS, and from the LNS to the LAC.

Figure 6: CoS Configuration for L2TP LAC Topology
>

RADIUS
server

CLEC network
ISP network

PPP connection

Classify (Layer 2 and Layer 3) and Rewrite (Layer 2)

9017488

Classify and Rewrite (Layer 2 and Layer 3)

« Traffic from LAC to LNS on page 14
« LAC Tunnels: Traffic from LNS to LAC on page 14
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Traffic from LAC to LNS

To set the ToS value or the 802.1p value on the inner IP header, you can configure both
fixed and behavior aggregate (BA) classifiers for subscribers at Layer 2 or Layer 3 of the
network.

Table 5 on page 14 lists the configuration options for applying classifiers to a subscriber
interface on aningress LAC tunnel.

Table 5: Ingress LAC Tunnel Classifier Options

Classifier Subscriber Interface

Fixed Either of the following:

« PPPinterface
« Underlying VLAN interface

Layer 2 Either of the following:

« PPPinterface
« Underlying VLAN interface

Layer 3 Family of PPP interfaces

You cannot configure a Layer 2 and fixed classifier together.

The behavior of the Layer 2 and Layer 3 classifiers depends on the configuration. For
example, a Layer 3 classifier for a family of PPP interfaces overrides a Layer 2 classifier
configured at the PPP interface, except for the unknown packets and control packets.

If you do not configure a classifier for Layer 2, the system applies the default Layer 3
classifier so that tunneled and terminated subscribers have the same behavior. To prevent
unknown packets and control packets from being discarded, the system assigns them
to the best-effort forwarding class.

For egress tunnels, you configure rewrite rules at the PPP interface to set the ToS or
802.1p value of the outer IP header. Rewrite rules are applied accordingly to the forwarding
class, packet loss priority (PLP), and code point.

LAC Tunnels: Traffic from LNS to LAC

OnalLAC, mapping theinner IP header to the outer IP header of the L2TP packet depends
on the classifier and rewrite-rule configurations. For example, Table 6 on page 15 lists
the values for the classifier and rewrite rules for a VLAN interface. For assured forwarding,
the inner 802.1p value (ob001) is classified with the assured-forwarding class and low
loss priority at the ingress interface. Based on the assured-forwarding class and low loss
priority in the rewrite rule, the ToS value in the outer IP header is set to ob0O1.
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Table 6: Sample Result

Inner .1p Value Forwarding Class Loss Priority Code Point Outer ToS Value
ob000 best-effort low 000 ob000

ob001 assured-forwarding low 001 ob0O01

ob101 expedited-forwarding low 101 ob101

obln network-control low 1l ob1M

Related . Configuring Dynamic CoS for an L2TP LAC Tunnel on page 88
Documentation

CoS for L2TP LNS Inline Services Overview

You can apply hierarchical scheduling and per-session shaping to Layer 2 Tunnel Protocol
(L2TP) network server (LNS) inline services using a static or dynamic CoS configuration.

This feature is supported on MIC and MPC interfaces on MX240, MX480, and MX960
routers.

« Guidelines for Applying CoS to the LNS on page 15

« Hardware Requirements for Inline Services on the LNS on page 16

Guidelines for Applying CoS to the LNS

In L2TP configurations, IP, UDP, and L2TP headers are added to packets arriving at a PPP
subscriber interface on the L2TP access concentrator (LAC) before being tunneled to
the LNS.

When a service interface is configured for an L2TP LNS session, it has an inner IP header
and an outer IP header. You can configure CoS for an LNS session that corresponds to
the inner IP header only. The outer IP header is used for L2TP tunnel processing only.

However, we recommend that you configure classifiers and rewrite-rules to transfer the
ToS (type of service) value from the inner IP header to the outer IP header of the L2TP
packet.

Figure 7 on page 16 shows the classifier and rewrite rules that you can configure on an
LNS inline service.
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Figure 7: Processing of CoS Parameters in an L2TP LNS Inline Service
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By default, the shaping calculation on the service interface includes the L2TP
encapsulation. If necessary, you can configure additional adjustments for downstream
ATM traffic from the LAC or differences in Layer 2 protocols.

Hardware Requirements for Inline Services on the LNS

Hierarchical scheduling for L2TP LNS inline services is supported on MIC and MPC
interfaces only. The services that you can configure depend on the hardware combination.
Table 7 on page 16 lists the supported inline services and peer interfaces for each MIC
and MPC combination.

Table 7: Hardware Requirements for L2TP LNS Inline Services

Inline Service Support—With Inline Service Support—Without
MPC Module Per-Session Shaping Per-Session Shaping
MX-MPC1-3D No Yes
MX-MPC2-3D
MX-MPC1-3D-Q Yes Yes

MX-MPC2-3D-Q
MX-MPC2-3D-EQ

MX80

MPC-3D-16XGE-SFPP No No

Related . Configuring Static CoS foran L2TP LNS Inline Service

Documentation . Configuring Dynamic CoS for an L2TP LNS Inline Service on page 89
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CoS for Interface Sets of Subscribers Overview

Interface sets enable service providers to group logical interfaces so they can apply CoS
parameters to all of the traffic in the group.

Interface sets are beneficial for various scenarios in a subscriber access network. For
example, you can use an interface set to configure a local loop with a small number of
subscribers. Interface sets are also useful for grouping a large number of subscribers into
a particular service class or for defining traffic engineering aggregates for DSLAMs.

« Guidelines for Configuring Dynamic Interface Sets in a Subscriber Access
Network on page 17

Guidelines for Configuring Dynamic Interface Sets in a Subscriber Access Network

Interface sets enable service providers to group logical interfaces so they can apply CoS
parameters to all of the traffic in the group.

Interface sets are beneficial for various scenarios in a subscriber access network. For
example, you can use an interface set to configure a local loop with a small number of
subscribers. Interface sets are also useful for grouping a large number of subscribers into
a particular service class or for defining traffic engineering aggregates for DSLAMs.

When configuring interface sets for subscriber access, keep the following guidelines in
mind:

« You can configure interface sets of VLAN demux, PPPoE, or demux interfaces over
aggregated Ethernet interfaces.

« Aninterface can only belong to one interface set. If you try to add the same interface
to different interface sets, the commit operation fails.

« You configure the interface set and the traffic scheduling and shaping parameters in
a dynamic profile. However, you must apply the traffic-control profile to the interface
set in the static [edit class-of-service] hierarchy.

0 NOTE: This rule applies to all interface sets except ACl sets.

« The $Sjunos-interface-set-name predefined variable is available only for RADIUS Accept
messages; change of authorization (CoA) requests are not supported.

« The $junos-svlan-interface-set-name predefined variable locally generates an interface
set name for use by dual-tagged VLAN interfaces based on the outer tag of the
dual-tagged VLAN. The format of the generated variable is physical_interface_name -
outer_VLAN_tag. For example, an aggregated Ethernet interface “ae0,” with a
dual-tagged VLAN interface that has an outer tag of “111,” results in a
Sjunos-svlan-interface-set-name dynamic variable of “ae0-111". Similarly, a
non-aggregated Ethernet interface of ge-1/1/0, with the same dual-tagged VLAN
interface that has an outer tag of “111,” results in a $Sjunos-svlan-interface-set-name
dynamic variable of “ge-1/1/0-11".
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« The Sjunos-tagged-vlan-interface-set-name predefined variable locally generates an
interface set name used for grouping logical interfaces stacked over logical stacked
VLAN demux interfaces for either a 1:1 (dual-tagged; individual client) VLAN or N:1
(single tagged; service) VLAN. The format of the generated variable differs with VLAN
type as follows:

- Dual-tagged (client) VLAN—physical_interface_name - outer_VLAN_tag -
inner_VLAN_tag. For example, an aggregated Ethernet interface “ae0,” with a
dual-tagged VLAN interface that has an outer tag of “111” and an inner tag of “200,”
results in a $Sjunos-tagged-vlan-interface-set-name dynamic variable of “ae0-200-111".
Similarly, a non-aggregated Ethernet interface of ge-1/1/0, with the same dual-tagged
VLAN interface that has an outer tag of “111” and an inner tag of “200,” results in a
Sjunos-tagged-vlan-interface-set-name dynamic variable of “ge-1/1/0-200-117".

- Single tagged (service) VLAN—physical_interface_name - VLAN_tag. For example, an
aggregated Ethernet interface “ae0,” with an N:1 VLAN using the single tag of “200,”
results in a $junos-tagged-vlan-interface-set-name dynamic variable of “ae0-200".
Similarly, a non-aggregated Ethernet interface of ge-1/1/0, with the same N:1 VLAN
using the single tag of “200,” results in a $Sjunos-tagged-vlan-interface-set-name
dynamic variable of “ge-1/1/0-200".

« All dynamic demux, dual-tagged VLAN logical interfaces with the same outer VLAN
tag and physical interface are assigned to the same interface set and all CoS values
provisioned with the dynamic profile are applied to the interfaces that are part of the
set.

« Theinterface set name must be explicitly referenced in the CoS configuration as part
of the static configuration outside of the dynamic profile. The CoS configuration is
static and the interface set name must be statically referenced.

0 NOTE: This rule applies to all interface sets except ACl sets.

« RADIUS can return an access-accept message under certain conditions. A configured
RADIUS VSA for the interface set name takes precedence over the locally generated
variable on the router. This means that if the interface-set-name VSA is configured on
RADIUS, the router continues to use this variable instead of the locally generated value
from the dynamic variable.

. Sets of aggregated Ethernet interfaces are supported on MPC/MIC interfaces on MX
Series routers only.

« The supported interface stacks for aggregated Ethernet in an interface set include
VLAN demux interfaces, IP demux interfaces, and PPPoE logical interfaces over VLAN
demux interfaces.

« The link membership list and scheduler mode of the interface set are inherited from
the underlying aggregated Ethernet interface over which the interface set is configured.
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Related .
Documentation

When an aggregated Ethernet interface operates in link protection mode, or if the
scheduler mode is configured to replicate member links, the scheduling parameters
of the interface set are copied to each of the member links.

If the scheduler mode of the aggregated Ethernet interface is set to scale member
links, the scheduling parameters are scaled based on the number of active member
links and applied to each of the aggregated interface member links.

Configuring an Interface Set of Subscribers in a Dynamic Profile on page 85

Example: Configuring a Dynamic Service VLAN Interface Set of Subscribersin a Dynamic
Profile on page 143
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CoS and RADIUS

« Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from
RADIUS on page 21

« Changing CoS Services Overview on page 25

« CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber
Sessions Overview on page 28

« Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets
and Member Subscriber Sessions on page 30

Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from
RADIUS

You can configure interface-specific CoS parameters that the router obtains when
subscribers log in at appropriately configured static or dynamic subscriber interfaces.
This feature is supported only for interfaces on Enhanced Queuing Dense Port
Concentrators (EQ DPCs) in MX Series 3D Universal Edge Routers.

To configure a dynamic profile to provide initial CoS Services, make sure you understand
the following concepts:

« Dynamic Configuration of Initial CoS in Access Profiles on page 21
« Predefined Variables for Dynamic Configuration of Initial Traffic Shaping on page 22

« Predefined Variables for Dynamic Configuration of Initial Scheduling and
Queuing on page 23

Dynamic Configuration of Initial CoS in Access Profiles

When a router interface receives a join message from a DHCP subscriber, the Junos OS
applies the values configured in the dynamic profile associated with that router interface.
A dynamic profile that is activated through its association with a subscriber interface is
known as anaccess dynamic profile. You can associate a dynamic profile with a subscriber
interface on the router by including statements at the [edit dynamic-profiles profile-name
class-of-service interfaces] hierarchy level.

The Junos OS supports predefined variables for obtaining a scheduler-map name and
traffic-shaping parameters from the RADIUS authentication server and predefined
variables for obtaining a scheduler name and scheduler parameters from the RADIUS
authentication server. When a client authenticates over a router interface associated
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with the access dynamic profile, the router replaces the predefined variables with
interface-specific values obtained from the RADIUS server.

o NOTE: To associate dynamically configured initial CoS features with a
subscriber interface, reference Junos OS predefined variables—and not
user-defined variables—in an access dynamic profile for that interface.

Predefined Variables for Dynamic Configuration of Initial Traffic Shaping

You can configure an access dynamic profile that provides initial traffic-shaping
parameters when a subscriber logs in. The Junos OS obtains this information from the
RADIUS server when a subscriber authenticates over the static or dynamic subscriber
interface to which the access dynamic profile is attached.

If you define the Juniper Networks authentication and authorization VSA for CoS
traffic-shaping parameter values (attribute number 26-108) on the RADIUS
authentication server, the RADIUS server includes the values in RADIUS Access-Accept
messages it sends to the router when a subscriber successfully authenticates over the
interface.

To provide an initial scheduler map name and traffic shaping parameters obtained from
the RADIUS authentication server when a subscriber logs in, reference the Junos OS
predefined variables for CoS listed in Table 8 on page 22 in an access dynamic profile
associated with the subscriber interface.

Table 8: CoS Predefined Variables for Scheduler Map and Traffic Shaping

Variable Description

$junos-cos-scheduler-map Scheduler-map name to be dynamically configured in a traffic-control profile in the access
dynamic profile when a subscriber logs in.

NOTE: The scheduler map referenced by the scheduler-map statement can be defined
dynamically (at the [edit dynamic-profiles profile-name class-of-service scheduler-maps]
hierarchy level) or statically (at the [edit class-of-service scheduler-maps] hierarchy level).

$junos-cos-shaping-rate Shaping rate to be dynamically configured in a traffic-control profile in the access dynamic
profile when a subscriber logs in. You can configure a RADIUS authentication server to include
this information in the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface to which the access dynamic profile is attached.

$junos-cos-guaranteed-rate Guaranteed rate to be dynamically configured in a traffic-control profile in the access dynamic
profile when a subscriber logs in. You can configure a RADIUS authentication server to include
this information in the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface to which the access dynamic profile is attached.

$junos-cos-delay-buffer-rate  Delay-buffer rate to be dynamically configured in a traffic-control profile in the access dynamic
profile when a subscriber logs in. You can configure a RADIUS authentication server to include
this information in the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface to which the access dynamic profile is attached.
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Predefined Variables for Dynamic Configuration of Initial Scheduling and Queuing

You can configure an access dynamic profile that provides initial traffic-shaping
parameters when a subscriber logs in. The Junos OS obtains this information from the
RADIUS server when a subscriber authenticates over the static or dynamic subscriber
interface to which the access dynamic profile is attached.

If you define the Juniper Networks authentication and authorization VSA for CoS
scheduling and queuing parameter values (attribute number 26-146) on the RADIUS
authentication server, the RADIUS server includes the values in RADIUS Access-Accept
messages it sends to the router when a subscriber successfully authenticates over the
interface.

To provide an initial scheduler name and scheduler and queuing parameters obtained
from the RADIUS authentication server when a subscriber logs in, reference the Junos
OS predefined variables listed in Table 9 on page 23 in an access dynamic profile
associated with the subscriber interface.

Table 9: CoS Predefined Variables for Scheduling and Queuing

Variable Description

$junos-cos-scheduler Name of a scheduler to be dynamically configured in the access dynamic
profile. You can configure a RADIUS authentication server to include this
information in the Accept-Accept message when a subscriber successfully
authenticates over the static or dynamic subscriber interface to which the
access dynamic profile is attached.

$junos-cos-scheduler-transmit-rate Transmit rate to be dynamically configured for the scheduler in the access
dynamic profile. You can configure a RADIUS authentication server to include
this information in the Accept-Accept message when a subscriber successfully
authenticates over the static or dynamic subscriber interface to which the
access dynamic profile is attached.

$junos-cos-scheduler-bs Buffer size, as a percentage of total buffer, to be dynamically configured for
the scheduler in the access dynamic profile. You can configure a RADIUS
authentication server to include this information in the Accept-Accept message
when a subscriber successfully authenticates over the static or dynamic
subscriber interface to which the access dynamic profile is attached.

$junos-cos-scheduler-pri Packet-scheduling priority value to be dynamically configured for the scheduler
in the access dynamic profile. You can configure a RADIUS authentication
server to include this information in the Accept-Accept message when a
subscriber successfully authenticates over the static or dynamic subscriber
interface to which the access dynamic profile is attached.

$junos-cos-scheduler-dropfile-low Name of the drop profile for RED for loss-priority level low to be dynamically
configured for the scheduler in the access dynamic profile. You can configure
a RADIUS authentication server to include this information in the Accept-Accept
message when a subscriber successfully authenticates over the static or
dynamic subscriber interface to which the access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level) for
loss-priority low.
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Table 9: CoS Predefined Variables for Scheduling and Queuing (continued)

Variable Description

$junos-cos-scheduler-dropfile-medium-low Name of the drop profile for RED for loss-priority level medium-low to be
dynamically configured for the scheduler in the access dynamic profile. The
Junos OS obtains this information from the RADIUS server when a subscriber
authenticates over the static or dynamic subscriber interface to which the
access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).

$junos-cos-scheduler-dropfile-medium-high  Name of the drop profile for RED for loss-priority level medium-high to be
dynamically configured for the scheduler in the access dynamic profile. You
can configure a RADIUS authentication server to include this information in
the Accept-Accept message when a subscriber successfully authenticates
over the static or dynamic subscriber interface to which the access dynamic
profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).

$junos-cos-scheduler-dropfile-high Name of the drop profile for RED for loss-priority level high to be dynamically
configured for the scheduler in the access dynamic profile. You can configure
a RADIUS authentication server to include this information in the Accept-Accept
message when a subscriber successfully authenticates over the static or
dynamic subscriber interface to which the access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).

$junos-cos-scheduler-dropfile-any Name of the drop profile for RED for loss-priority level any to be dynamically
configured for the scheduler in the access dynamic profile. You can configure
a RADIUS authentication server to include this information in the Accept-Accept
message when a subscriber successfully authenticates over the static or
dynamic subscriber interface to which the access dynamic profile is attached.

NOTE: The drop profile must be configured statically (at the [edit
class-of-service schedulers scheduler-name drop-profiles] hierarchy level).

Related . Subscriber Activation and Service Management in an Access Network
Documentation « Dynamic Profiles Overview
« Dynamic Variables Overview
« Junos OS Predefined Variables
« Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on page 67

« Example: Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on
page 119
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Changing CoS Services Overview

This topic describes how to provide CoS when subscribers dynamically upgrade or
downgrade services in an access environment.

You can configure your network with an access profile that provides all subscribers with
default CoS parameters when they log in. For example, all subscribers can receive a basic
data service. By configuring the access profile with Junos OS predefined variables for
RADIUS-provided CoS parameters, you also enable the service to be activated for those
subscribers at login.

To enable subscribers to activate a service or upgrade to different services through
RADIUS change-of-authorization (CoA) messages after login, configure a service profile
that includes user-defined variables.

Types of CoS Variables Used in a Service Profile

You can configure variables for the following CoS parameters in a service profile:

« Shaping rate
. Delay buffer rate
« Guaranteedrate

« Scheduler map

For each CoS parameter, you must associate a RADIUS vendor ID. For each vendor ID,
you must assign an attribute number and a tag. The tag is used to differentiate between
values for different CoS variables when you specify the same attribute number for those
variables. These values are matched with the values supplied by RADIUS during subscriber
authentication. All of the values in the dynamic profile must be defined in RADIUS or
none of the values are passed.

Optionally, you can configure default values for each parameter. Configuring default
values is beneficial if you do not configure RADIUS to enable service changes. During
service changes, RADIUS takes precedence over the default value that is configured.

Static and Dynamic CoS Configurations

Depending on how you configure CoS parameters in the access and service profiles,
certain CoS parameters are replaced or merged when subscribers change or activate
new services.

Static configuration is when you configure the scheduler map and schedulers in the static
[edit class-of-service] hierarchy and reference the scheduler map in the dynamic profile.
Dynamic configuration is when you configure the scheduler map and schedulers within
the dynamic profile.

The CoS configuration also depends on whether you have enabled multiple subscribers
on the same logical interface using the aggregate-clients statements in the dynamic
profile referenced by DHCP. When you specify the aggregate-clients replace statement,
the scheduler map names are replaced. In both cases, if the length of the scheduler map
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name exceeds 128 characters, subscribers cannot log in. When you specify the
aggregate-clients merge statement, the scheduler map names specified in the dynamic
profile are appended.

O

rather than the aggregate-clients merge statement.

BEST PRACTICE: Toimprove CoS performance in IPv4, IPv6, and dual-stack
networks, we recommend that you use the aggregate-clientsreplace statement

Scenarios for Static and Dynamic Configuration of CoS Parameters

Table 10: CoS Services and Variables

Scenario

Subscriber login

Table 10 on page 26 lists the scenarios for static and dynamic configuration of CoS

parameters in access profiles and service profiles at subscriber login. The table also lists
the behavior for each configuration for service activation and service modification using
RADIUS CoA messages.

Static CoS
Configuration (Single
Subscriber)

« Configure RADIUS
values or default
values for all
parametersin
access profile

« Configure scheduler
map in edit
class-of-service
hierarchy and
reference in access
profile

Dynamic CoS
Configuration (Single
Subscriber)

« Configure RADIUS
values or default
values for all
parametersin
access profile

« Configure scheduler
map and schedulers
in access profile

Dynamic CoS
Configuration
(Multiple Subscribers
Enabled on a Logical

Interface with the
aggregate-clients
merge Statement)

« Configure RADIUS
values or default
values for all
parametersin
access profile

« Configure scheduler
map and schedulers
in access profile

Dynamic CoS
Configuration
(Multiple Subscribers
Enabled on a Logical
Interface with the
aggregate-clients
replace Statement)

« Configure RADIUS
values or default
values for all
parametersin
access profile

« Configure scheduler
map and schedulers
in access profile

RADIUS CoA for service
or variable change

Replaces the following
parameters:

« Delay buffer rate
« Guaranteed rate
« Scheduler map
« Shapingrate

Replaces the following
parameters:

« Delay buffer rate
« Guaranteed rate
« Shaping rate

« Scheduler map

Combines the values of
the following
parameters to their
maximum scalar value:

« Delay buffer rate
« Guaranteed rate
« Shaping rate

Appends the scheduler
map parameter

Replaces the following
parameters:

« Delay buffer rate
« Guaranteed rate
« Shaping rate

« Scheduler map

26
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Table 10: CoS Services and Variables (continued)

Scenario

RADIUS CoA for service
activation

Static CoS
Configuration (Single
Subscriber)

Does not merge
queues

NOTE:In this case, use
a similar configuration
to the access profile,
including the same
name for the
traffic-control-profile.
During service
activation, this
configuration replaces
the original
configuration in the
access profile.

Dynamic CoS
Configuration (Single
Subscriber)

Merge queues if the
queue specified in the
service profile is not
already in use for the
subscriber

NOTE: Do not
instantiate a CoA
request using a service
dynamic profile that is
already in use on the
same logical interface.

Dynamic CoS
Configuration
(Multiple Subscribers
Enabled on a Logical

Interface with the
aggregate-clients
merge Statement)

Merge queues if the
queue specified in the
service profile is not
already in use for the
subscriber

NOTE: Do not
instantiate a CoA
request using a service
dynamic profile that is
already in use on the
same logical interface.

Dynamic CoS
Configuration
(Multiple Subscribers
Enabled on a Logical
Interface with the
aggregate-clients
replace Statement)

Merge queues if the
queue specified in the
service profile is not
already in use for the
subscriber

NOTE: Do not
instantiate a CoA
request using a service
dynamic profile that is
already in use on the
same logical interface.

Related
Documentation

. Configuring Static Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 49

« Configuring Dynamic Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 51

« Dynamic Profile Attachment to DHCP Subscriber Interfaces Overview

« RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service Framework

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
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CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber
Sessions Overview

To control bandwidth at a household level in a subscriber access network, you can apply
RADIUS dynamic class of service (CoS) traffic-shaping attributes to a dynamic interface
set and its member subscriber sessions when the subscriber sessions are authenticated.
(The dynamic interface set itself does not go through the authentication process.)

A household is represented by either a dynamic interface set or a dynamic
agent-circuit-identifier (ACI) interface set from which the subscriber sessions originate.
For this feature, dynamic interface sets and dynamic ACl interface sets are mapped to
Level 2 of the Junos OS CoS scheduler hierarchy, which enables you to use CoS
traffic-shaping to shape the bandwidth at the household (interface set) level.

The subscriber sessions, also referred to as subscriber interfaces or client sessions, can be
dynamic VLAN, PPPoE, or IP demultiplexing (IP demux) subscriber interfaces. The
subscriber interfaces are mapped to Level 3 of the Junos OS CoS scheduler hierarchy.

« Supported Network Configurations on page 28

« Traffic-Control Profiles in Subscriber Interface Dynamic Profiles on page 28

« CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets and Member
Subscriber Sessions on page 29

Supported Network Configurations

Applying RADIUS dynamic CoS traffic-shaping attributes to a dynamic interface set and
its member subscriber sessions is supported for the following network configurations:

« Dynamic IP demux subscriber interfaces (for DHCP subscribers) over either a dynamic
interface set or a dynamic ACl interface set

« Dynamic PPPoE subscriber interfaces over either a dynamic interface set or a dynamic
AClinterface set

Traffic-Control Profiles in Subscriber Interface Dynamic Profiles

To apply dynamic CoS traffic-shaping attributes to a dynamic interface set and its
member subscriber sessions, you must define and attach the traffic-control profiles for
both the dynamic interface set and the dynamic subscriber sessions within the dynamic
profile for the subscriber interface.

At the [edit dynamic-profiles profile-name class-of-service traffic-control-profiles] hierarchy
level in the dynamic profile, configure both of the following:

. Traffic-control profile for the dynamic VLAN, PPPoE, or IP demux subscriber interfaces

« Traffic-control profile for the dynamic interface set or dynamic ACl interface set to
which the subscriber interfaces belong
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RADIUS tag values for the Junos OS CoS traffic shaping predefined variables used in
both traffic-control profiles must be in the 100s range, as described in “CoS Traffic Shaping
Predefined Variables for Dynamic Interface Sets” on page 73.

At the [edit dynamic-profiles profile-name interfaces] hierarchy level in the dynamic profile,
use the output-traffic-control-profile statement to apply the traffic-control profiles to
the dynamic subscriber interface and the dynamic interface set or dynamic ACl interface
set.

CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets and Member Subscriber

Sessions

Related
Documentation

The set of $junos-cos-parameter predefined dynamic variables has been duplicated and
assigned a RADIUS tag value in the 100s range for use with this feature. The RADIUS tag
value is the only difference between the existing CoS traffic-shaping predefined dynamic
variables and the predefined dynamic variables that you must use with this feature.

Both RADIUS instances of the $junos-cos-parameter predefined dynamic variables are
available, but you must use the dynamic variables with tag values in the 100s range to
apply CoS traffic-shaping attributes to both the dynamic interface set and member
subscriber sessions in a subscriber interface dynamic profile.

Forexample, the existing $junos-cos-shaping-rate predefined variable is assigned RADIUS
vendor ID 4874, attribute number 108, and tag value 2. To apply CoS traffic-shaping
attributes to the dynamic interface set and its member subscriber sessions, you must
instead use the S$junos-cos-shaping-rate predefined variable that is assigsned RADIUS
vendor ID 4874, attribute number 108, and tag value 102.

0 NOTE: Do not configure a combination of $junos-cos-parameter predefined
dynamic variables with RADIUS tag values in the 100s range and
Sjunos-cos-parameter predefined dynamic variables with tag values not in
the 100s range in the same traffic-control profile. If you do so, the subscriber
authentication process fails.

« Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets
and Member Subscriber Sessions on page 30

. Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member
Subscriber Sessions on page 71

. CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 73
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Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets
and Member Subscriber Sessions

Observe the following guidelines when you apply dynamic CoS traffic-shaping attributes
to a dynamic interface set or a dynamic ACl interface set and its member subscriber
sessions. For complete information about the Junos OS CoS traffic-shaping predefined
dynamic variables and RADIUS tag values used with this feature, see “CoS Traffic Shaping
Predefined Variables for Dynamic Interface Sets” on page 73.

« This feature is supported only for dynamically configured and instantiated subscriber
interfaces.

. Do not configure a combination of $Sjunos-cos-parameter predefined dynamic variables
with RADIUS tag values in the 100s range and S$junos-cos-parameter predefined dynamic
variables with tag values not in the 100s range in the same traffic-control profile. If you
do so, the subscriber authentication process fails.

« Use the Sjunos-cos-adjust-minimum predefined variable (tag 109) only in traffic-control
profiles for dynamic subscriber interfaces. Using this variable in a traffic-control profile
for a dynamic interface set or dynamic ACl interface set has no effect.

« Do not configure the $junos-cos-excess-rate-high predefined variable (tag 110) when
the $junos-cos-excess-rate predefined variable (tag 105) is configured, and vice-versa.

« Do not configure the Sjunos-cos-excess-rate-low predefined variable (tag 111) when
the Sjunos-cos-excess-rate predefined variable (tag 105) is configured, and vice-versa.

« Do not configure the $junos-cos-byte-adjust-frame predefined variable (tag 114) when
the $junos-cos-byte-adjust predefined variable (tag 108) is configured, and vice-versa.

« Do not configure the Sjunos-cos-byte-adjust-cell predefined variable (tag 115) when
the Sjunos-cos-byte-adjust predefined variable (tag 108) is configured, and vice-versa.

. Use the per-priority $junos-cos-shaping-rate-parameter predefined variables (tags 116
through 125) only in traffic-control profiles for dynamic interface sets or dynamic ACI
interface sets. Using these variables in traffic-control profiles for a dynamic logical
subscriber interface causes the subscriber session to fail.

Related . Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member
Documentation Subscriber Sessions on page 71

. CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 73

. CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber
Sessions Overview on page 28
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CoS Hierarchical Scheduling on MPLS
Ethernet Pseudowire Subscriber Interfaces

« Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 31

« CoS Two-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber
Interfaces on page 32

« CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber
Interfaces on page 34

« CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 37

Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview

Junos OS supports two aspects of CoS for MPLS pseudowire subscriber interfaces. You
can apply CoS rewrite rules and behavior aggregate (BA) classifiers to MPLS pseudowire
subscriber interfaces. In addition, CoS performs egress hierarchical shaping towards the
subscriber on MPLS pseudowire subscriber interfaces.

Hierarchical CoS enables you to apply traffic scheduling and queuing parameters and
packet transmission scheduling parameters to an individual subscriber interface rather
than to all interfaces configured on the port. Hierarchical CoS is supported on MX Series
routers with either EQ DPCs or MPC/MICs installed.

On Juniper Networks MX Series routers, MPC/MIC and EQ DPC interfaces support a
four-level CoS scheduling hierarchy that, when fully configured, consists of the physical
interface (level 1), the interface set or the underlying interface (level 2), one or more
logical interfaces (level 3), and one or more queues (level 4). Although all CoS scheduling
hierarchies are four-level, level 1is always the physical interface and level 4 is always the
queue. Hierarchical scheduling configurations consist of the type of interfaces you
configure; for example, a logical interface or an interface set and where those interfaces
reside in the scheduling hierarchy, either level 2 or level 3. Because many hierarchical
scheduling configurations are possible, we use the terms two-level hierarchical scheduling
and three-level hierarchical scheduling in this discussion.

Related . Pseudowire Subscriber Logical Interfaces Overview

Documentation L . . .
. Configuring a Pseudowire Subscriber Logical Interface
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. Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

. CoS Two-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces
on page 32

« CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces
on page 34

« CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 37

« hierarchical-scheduler (Subscriber Interfaces on MX Series Routers) on page 168

CoS Two-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces

Two-level hierarchical scheduling limits the number of hierarchical levels in the scheduling
hierarchy to two. In a two-level scheduling hierarchy, all logical interfaces and interface
sets share a single level 2 node.Table 11 on page 32 summarizes the interface hierarchy
and the CoS scheduler node levels for two-level hierarchical scheduling.

Table 11: Two-Level Hierarchical Scheduling-Interface Hierarchy Versus
Scheduling Nodes

Level 1 Level 2 Level 3 Level 4

Physical interface — Pseudowire transport logical One or more queues
interface

Physical interface — Interface set One or more queues

Physical interface - Pseudowire service logical One or more queues
interface

You use the two-level hierarchical scheduling when you have many pseudowires but you
do not require shaping specific to the subscriber logical interface. For example, when
your configuration is one subscriber per pseudowire interface.

Figure 8 on page 33 shows a two-level hierarchical scheduling configuration for the MPLS
pseudowires. In this configuration, level 1is the physical interface used for the logical
tunnelanchor node. All of the pseudowire transport interfaces share a single level 2 node.
The level 3 nodes are the pseudowire transport logical interfaces (ps0.0, psl1.0, and
ps2.0). In this configuration, interface sets are not configured and only the logical
interfaces have traffic control profiles.
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Related
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Figure 8: MPLS Pseudowire Subscriber Interface Two-Level Scheduler
Configuration
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Two-level hierarchical scheduling has up to eight class of service queues. For this
configuration, include the maximum-hierarchy-levels 2 option under the [edit interfaces
interface-name hierarchical-scheduler] statement at the physical interface for the anchor
logical tunnel.

0 NOTE: You cannot configure shaping policies on both the pseudowire logical
interfaces and the subscriber logical interfaces over the same pseudowire.
If a traffic-control profile is configured on a pseudowire logical interface, and
CoS policies are configured on the subscriber logical interface over another
pseudowire, all of the logical interfaces are at level 3 and act as peers.

« Pseudowire Subscriber Logical Interfaces Overview
. Configuring a Pseudowire Subscriber Logical Interface

« Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

. Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 31

« CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces
on page 34

« CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 37

« Configuring CoS Two-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces on page 95

« hierarchical-scheduler (Subscriber Interfaces on MX Series Routers) on page 168
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CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces

In three-level hierarchical scheduling, the CoS scheduler nodes at level 1, level 2, and
level 3 form a scheduling hierarchy. You can configure many different three-level
scheduling hierarchies, depending on the location of the interface set and the use of
underlying interfaces. In all variations, the physical interface on which the logical tunnel
resides is a level 1 CoS scheduler node and the queues reside at level 4. Three-level
scheduling hierarchies can have up to eight class of service queues.

Table 12 on page 34summarizes the most common three-level hierarchical scheduling
configurations and shows the interface hierarchy and CoS scheduler nodes.

Table 12: Three-Level Hierarchical Scheduling-Interface Hierarchy Versus
CoS Scheduling Node Levels

Level 1 Level 2 Level 3 Level 4

Physical interface  Pseudowire interface set  Pseudowire service One or more
logical interfaces queues

Physical interface  Pseudowire transport Pseudowire interface set  One or more
logical interface queues

Physical interface  Pseudowire transport Pseudowire service One or more
logical interface logical interfaces queues

Three-Level Scheduling Hierarchy: Pseudowire Logical Interfaces over a Transport Logical
Interface

Figure 9 on page 35 shows an MPLS pseudowire three-level scheduling hierarchy that
includes two pseudowire service logical interfaces over a pseudowire transport logical
interface. This variation uses the following scheduler nodes:

. Level 4—Forwarding class-based queues
. Level 3—Pseudowire service logical interfaces (ps0.1and ps0.2) for subscriber sessions
. Level 2—Pseudowire transport logical interface (ps0.0)

. Level I—Common/shared physical interface of the logical tunnel anchor point

You apply the traffic-control profiles at the pseudowire transport logical interfaces (level
2) and the pseudowire service logical interfaces (level 3).
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Figure 9: Three-Level Scheduling Hierarchy Case 1: Pseudowire Service
Logical Interfaces over a Transport Logical Interface
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Three-Level Scheduling Hierarchy : Pseudowire Service Logical Interfaces over a Pseudowire
Service Interface Set

Figure 10 on page 36 shows another variation of MPLS pseudowire three-level hierarchical
scheduling that includes two pseudowire service logical interfaces over a pseudowire
service interface set. This variation uses the following CoS scheduler nodes:

« Level 4—Forwarding class-based queues
. Level 3—Pseudowire service logical interfaces (ps0.1 and ps0.2)
« Level 2—Pseudowire service interface set

. Level I—Common/shared physical interface of the logical tunnel anchor point

You apply the traffic-control profile at the pseudowire service interfaces (level 3) and
at the interface set (level 2). This variation is most useful for subscriber edge deployments.
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Figure 10: Three-Level Scheduling Hierarchy Case 2: Pseudowire Service
Logical Interfaces over a Pseudowire Service Interface Set
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Three-Level Scheduling Hierarchy Combined Deployment Scenario

Figure 11 on page 36 shows a deployment scenario that combines the three-level
hierarchical scheduling scenarios in Figure 9 on page 35 and Figure 10 on page 36.

Figure 11: Three-Level Hierarchical Scheduling for MPLS Pseudowire
Subscriber Interfaces-Deployment Scenario
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This variation uses the following CoS scheduler nodes:

« Level 4—Forwarding class-based queues

« Level 3—Pseudowire service logical interfaces (ps0.1, ps0.2, psl.1, and psl.2)

36 Copyright © 2014, Juniper Networks, Inc.



Chapter 4: CoS Hierarchical Scheduling on MPLS Ethernet Pseudowire Subscriber Interfaces

. Level 2—Service interface set for pseudowire service interfaces (ps0.1 and ps0.2) and
transport logical interface (ps1.0) for the pseudowire service logical interfaces (psl.1
and psl.2)

. Level I—Common/shared physical interface of the logical tunnel anchor point

You apply the traffic-control profiles to the interfaces at both level 2 and level 3, as well
as the interface set at level 2.

Related . Pseudowire Subscriber Logical Interfaces Overview
Documentation « Configuring a Pseudowire Subscriber Logical Interface

. Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

. Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 31
« CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 37

« Configuring CoS Three-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces (Logical Interfaces over a Transport Logical Interface) on page 97

« Configuring CoS Three-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces (Logical Interfaces over a Pseudowire Interface Set) on page 99

« hierarchical-scheduler (Subscriber Interfaces on MX Series Routers) on page 168

CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces

CoS supports two-level and three-level hierarchies for MPLS pseudowire subscriber
interfaces.

To configure two-level scheduling, include the maximum-hierarchy-levels 2 option under
the [edit interfaces interface-name hierarchical-scheduler] statement on the physical
interface of the logical tunnel anchor point.

To configure three-level hierarchical scheduling, include the implicit-hierarchy option
under the [editinterfacesinterface-name hierarchical-scheduler] statement on the physical
interface of the logical tunnel anchor point. Use the following guidelines for configuring
the implicit-hierarchy option:

« If an output traffic-control profile is configured on the pseudowire transport interface
and on a pseudowire service interface, the two interfaces form a scheduling hierarchy.
The pseudowire transport interface resides in a level 2 scheduler node and the
pseudowire service interface resides in a level 3 scheduler node.

« If an output traffic-control profile is configured on the pseudowire services interface
but not on a pseudowire transport interface, the pseudowire services interface resides
in a level 3 scheduler node.

« If an output traffic-control profile is only configured on the pseudowire transport
interface and not on the pseudowire services interface, the pseudowire transport
interface resides in a level 3 scheduler node and all pseudowire traffic uses this node.
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Related
Documentation

If the implicit-hierarchy option is not set on the logical tunnel anchor point, logical
interfaces behave normally with the hierarchical-scheduler mode configured with or
without the hierarchical-scheduler maximum-hierarchy-levels option under the [edit
interfaces interface-name hierarchical-scheduler] statement. In this case, when you apply
a traffic-control profile to the pseudowire and service logical interfaces, they both reside
in level 3 scheduler nodes and do not form a scheduling hierarchy, which might not be
the desirable behavior. In business edge, where only the pseudowire logical interfaces
need to be shaped, applying the traffic-control profile at just the transport logical interface
may be sufficient.

When configuring the logical tunnel physical interface for the maximum hierarchy level,
all pseudowire logical interfaces operating on the physical interface use the same hierarchy
model. If you want to mix two-level and three-level scheduling hierarchies, you can group
the pseudowires together by hierarchy levels and share the same logical tunnel anchor
point or you can use three-level scheduling for all pseudowires over the anchor point.

To specify rewrite rules and classifiers on pseudowire interfaces, reference the pseudowire
device under the [edit class-of-service interfaces] hierarchy level and specify the rewrite
rules and classifiers for the pseudowire interfaces.

To control all pseudowire traffic using the same logical tunnel interface, apply CoS policies
at the physical interface for the anchor logical tunnel.

« Pseudowire Subscriber Logical Interfaces Overview
. Configuring a Pseudowire Subscriber Logical Interface

« Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

« Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 31

« Configuring CoS Two-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces on page 95

« Configuring CoS Three-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces (Logical Interfaces over a Transport Logical Interface) on page 97

« Configuring CoS Three-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces (Logical Interfaces over a Pseudowire Interface Set) on page 99

« hierarchical-scheduler (Subscriber Interfaces on MX Series Routers) on page 168
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Configuration

« Best Practices on page 41

« Configuration Overview on page 49

« Configuration Tasks for Scheduling and Queuing on page 57

« Configuration Tasks for Applying CoS Using RADIUS on page 67
« Configuration Tasks for Applying CoS to Interfaces on page 81

« Configuration Tasks for Applying Hierarchical CoS to Ethernet MPLS Subscriber
Interfaces on page 95

« Examples on page 101

« Configuration Statements on page 149
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Best Practices

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41

Guidelines for Configuring Dynamic CoS for Subscriber Access

This topic describes the hardware requirements and guidelines for configuring dynamic
CoS in a subscriber access environment.

Hardware Requirements for Dynamic CoS

Table 13 on page 42 lists the hardware requirements based on subscriber interface type
for the hierarchical scheduling and per-unit scheduling dynamic CoS configurations.
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Table 13: Hardware Required for Dynamic CoS Configurations

MPC/MIC IQ2PICsonM120 | IQ2E PICs on
Dynamic CoS Subscriber EQ DPCs on MX Modules on MX and M320 M120 and M320

Configuration Interface Type Series Routers Series Routers Routers Routers

Hierarchical CoS Static and Yes Yes No No
dynamic VLANs

Static and Yes Yes No No
dynamic VLANs

over aggregated

Ethernet

Static ordynamic  Yes Yes No No
IP demux
interfaces

Static ordynamic  Yes Yes No No
IP demux

interfaces over

aggregated

Ethernet

Static or dynamic No Yes No No
VLAN demux
interfaces

Static or dynamic No Yes No No
VLAN demux

interfaces over

aggregated

Ethernet

Static PPPoE No Yes Yes Yes
interfaces

Dynamic PPPoE No Yes No Yes
interfaces

Static or dynamic No Yes No No
PPPOE interfaces

over aggregated

Ethernet

L2TP LAC tunnel No Yes No No
over PPP

L2TP LNS inline No Yes No No
service over PPP
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Table 13: Hardware Required for Dynamic CoS Configurations (continued)

MPC/MIC IQ2PICsonM120 | IQ2E PICs on
Dynamic CoS Subscriber EQ DPCs on MX Modules on MX and M320 M120 and M320

Configuration Interface Type Series Routers Series Routers Routers Routers

Per-unit Static and Yes Yes No No
scheduling dynamic VLANs

Static and No No No No
dynamic VLANs

over aggregated

Ethernet

Static ordynamic  Yes No No No
IP demux
interfaces

Static ordynamic  No No No No
IP demux

interfaces over

aggregated

Ethernet

Static or dynamic No No No No
VLAN demux
interfaces

Static ordynamic  No No No No
VLAN demux

interfaces over

aggregated

Ethernet

Static PPPoE No Yes Yes Yes
interfaces

Dynamic PPPoE No No Yes Yes
interfaces

Static or dynamic No No No No
PPPOE interfaces

over aggregated

Ethernet

L2TP LAC tunnel No No No No
over PPP

L2TP LNS inline No No No No
service over PPP
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Configuration Guidelines for Dynamic Scheduling and Queuing

When configuring scheduling and queuing for subscriber access, consider the following
guidelines:

. To improve CoS performance in IPv4, IPv6, and dual-stack networks that use a DHCP
access model, we recommend that you use the aggregate-clients replace statement
rather than the aggregate-clients merge statement.

« You can configure dynamic CoS with one of the following scheduling configurations:

- For hierarchical scheduling configurations, you must enable hierarchical scheduling
in the static CLI for the interface referenced in the dynamic profile. If not, the dynamic
profile fails.

- For per-unit scheduling configurations, you must enable per-unit scheduling in the
static CLI for the interface referenced in the dynamic profile. If not, the dynamic
profile fails and schedulers are not attached to the interface.

« You configure the traffic scheduling and shaping parameters in a traffic-control profile
within the dynamic profile. You can configure the scheduler map and schedulersin a
dynamic profile or in the [edit class-of-service] hierarchy. You must statically configure
the remaining CoS parameters, such as hierarchical scheduling, classifiers, drop profiles,
and forwarding classes, in the [edit class-of-service] hierarchy.

« You can configure only one traffic-control-profile under a dynamic profile.

« You must define the output-traffic-control-profile that binds the traffic-control profile
to the interface within the same dynamic profile as the interface.

- Werecommend that you provide different names for the schedulers defined in dynamic
profiles that are used for access and services. For example, if there are two dynamic
profiles, voice-profile and video-profile, provide unique names for the schedulers
defined under those profiles.

« You must use a service dynamic profile with a different profile name for each RADIUS
CoA request over the same logical interface.

« When you configure scheduler and scheduler map sharing in client profiles, schedulers
and scheduler maps must use the unique ID format. If the client profile uses the unique
ID format and you want to have either scheduler or scheduler map sharing for service
activation, you must configure the service profile in unigue ID format.

Configuration Guidelines for Dynamic Classifiers and Rewrite Rules

When you configure classifiers and rewrite rules for subscriber access, consider the
following guidelines:

. To apply classifiers and rewrite rules to a subscriber interface in a dynamic profile, you
must configure the rewrite rule and classifier definitions in the static [edit
class-of-service] hierarchy and reference them in the dynamic profile.
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- If a static classifier or a rewrite rule definition that is referenced by a dynamic
subscriber interface does not exist, the configuration is invalid and the subscriber
cannot log in.

- If a network administrator changes the static classifiers and rewrite rules definitions
that are referenced in a dynamic profile with an active subscriber interface logged
in, the changes are applied to the active subscriber interface immediately.

- If a network administrator deletes a classifier or a rewrite rule definition that is
referenced by an active dynamic subscriber interface, the system removes the
classifier or rewrite rule binding from the interface. The classifier is replaced by the
default classifier. If the network administrator adds the removed classifier or rewrite
rule to the configuration while the dynamic interface is active, the addition does not
take effect until the subscriber logs out and then logs in again.

. IPdemuxinterfaces can only instantiate Layer 3 rules (both rewrite rules and classifiers).

- An|P demux subscriberinterface canimplicitly inherit a classifier from the underlying
interface. If an IP demux interface is created without a classifier and a Layer 2 classifier
is attached to the underlying interface, the IP demux interface also inherits the Layer
2 classifier. The show class-of-service interface interface-name command does not
display this attachment.

Table 14 on page 45 lists the classification rule configuration for an IP demux
subscriber interface with a VLAN underlying interface.

Table 14: IP Demux Classification Rules

VLAN Underlying Interface IP Demux Interface Resulting Classifier
Classifier Configuration Classifier Configuration Configuration

Layer 2 — VLAN Layer 2

Layer 2 Layer 3 Demux Layer 3
Layer 3 - Default

Layer 3 Layer 3 Demux Layer 3

- An IP demux subscriber interface explicitly inherits Layer 2 rewrite rules from the
underlying interface if a Layer 2 rewrite rule is present. The show class-of-service
interface interface-name command displays the attachment.

Table 15 on page 45 lists the rewrite rule configuration for an IP demux subscriber
interface with a VLAN underlying interface.

Table 15: IP Demux Rewrite Rules

IP Demux Interface
VLAN Underlying Interface Rewrite Rule Resulting Rewrite Rule

Rewrite Rule Configuration | Configuration Configuration

Layer 2 — VLAN Layer 2
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Table 15: IP Demux Rewrite Rules (continued)

IP Demux Interface

VLAN Underlying Interface Rewrite Rule Resulting Rewrite Rule
Rewrite Rule Configuration | Configuration Configuration

Layer 2 Layer 3 VLAN Layer 2 and demux Layer 3
Layer 3 — Default

Layer 3 Layer 3 Demux Layer 3

- An L2TP subscriber interface can implicitly inherit a classifier from the underlying
interface.

Table 16 on page 46 lists the classification rule configuration for an L2TP LAC
subscriber interface with a VLAN underlying interface.

Table 16: L2TP Classification Rules

VLAN Underlying Interface L2TP LAC Classifier Resulting Classifier
Classifier Configuration Configuration Configuration

Layer 2 or Fixed Layer 2 or Fixed VLAN Layer 2 or Fixed
Layer 2 or Fixed Layer 3 Demux/PPPoE Layer 3
Layer 3 Layer 2 or Fixed VLAN Layer 2 or Fixed
Layer 3 Layer 3 Demux/PPPoE Layer 3

- An L2TP LAC subscriber interface explicitly inherits Layer 2 rewrite rules from the
underlying interface if a Layer 2 rewrite rule is present. Table 17 on page 46 lists the
rewrite rule configuration foran L2TP LAC subscriber interface with a VLAN underlying
interface.

Table 17: L2TP LAC Rewrite Rules

VLAN Underlying

Interface Rewrite Rule L2TP Interface Rewrite | Resulting Rewrite Rule

Configuration Rule Configuration Configuration

Layer 2 Layer 2 VLAN Layer 2

Layer 2 Layer 3 VLAN Layer 2 and demux/PPPoE
Layer 3

Layer 3 Layer 2 VLAN Layer 2 and demux/PPPoE
Layer 3

Layer 3 Layer 3 Demux/PPPoE Layer 3
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Configuration Guidelines for Dynamic CoS on Specific Interface Types
To obtain configuration guidelines for CoS on specific interface types, see:

« CoS for Aggregated Ethernet Subscriber Interfaces Overview on page 11
« CoS for L2TP LAC Subscriber Interfaces Overview on page 13

« CoS for L2TP LNS Inline Services Overview on page 15

+ CoS for PPPoE Subscriber Interfaces Overview on page 12

« CoS for Interface Sets of Subscribers Overview on page 17

Related . CoS for Subscriber Access Overview on page 3

Documentation . Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

. Configuring Static Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 49

« Configuring Dynamic Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 51

« Configuring Per-Unit Scheduling in a Dynamic Profile for Subscriber Access on page 53

« Configuring Static CoS foran L2TP LNS Inline Service
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Configuration Overview

« Configuring Static Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 49

« Configuring Dynamic Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 51

« Configuring Per-Unit Scheduling in a Dynamic Profile for Subscriber Access on page 53

Configuring Static Hierarchical Scheduling and Queuing in a Dynamic Profile for

Subscriber Access

You configure static scheduling and queuing in a dynamic profile for subscriber access.

To configure CoS in a dynamic profile for subscriber access using static scheduling and
gueuing parameters:

1. Configure the static CoS parameters in the [edit class-of-service] hierarchy.

a.

Enable the hierarchical scheduler for the interface.

See “Understanding Two-Level and Three-level Hierarchical CoS for Subscriber
Interfaces on MX Series Routers” on page 4.

Configure the scheduler map and schedulers.

When you configure static scheduling and queuing in a dynamic profile, you
reference the scheduler map in the dynamic profile.

See Configuring Schedulers.

Configure the drop profiles.
See Configuring RED Drop Profiles.

. Configure the forwarding classes.

See Configuring Forwarding Classes.

Configure the rewrite-rules and classifier definitions.

See Configuring Rewrite Rules and Defining Classifiers.
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Related
Documentation

See Junos CoS Components for information about configuring the remaining CoS
parameters.

Configure a static or dynamic subscriber interface that can be referenced in the
dynamic profile.

. For static VLAN interfaces, see Configuring Static Subscriber Interfaces in Dynamic
Profiles.

. For dynamic VLAN interfaces, see Configuring a Static or Dynamic VLAN Subscriber
Interface over Aggregated Ethernet.

« For dynamic IP demux interfaces, see Configuring Dynamic Subscriber Interfaces
Using IP Demux Interfaces in Dynamic Profiles and Configuring a Static or Dynamic
IP Demux Subscriber Interface over Aggregated Ethernet.

. Fordynamic VLAN demux interfaces, see Configuring Dynamic Subscriber Interfaces
Using VLAN Demux Interfaces in Dynamic Profiles.

. Fordynamic PPPoE interfaces, see Configuring Dynamic PPPoE Subscriber Interfaces
Using Dynamic Profiles.

Configure CoS parameters in a dynamic profile.
a. Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

b. Configure traffic shaping and scheduling parameters in the dynamic profile using
a traffic-control profile.

Reference the scheduler map you configured in the static [edit class-of-service]
hierarchy.

See “Configuring Static Traffic Shaping and Scheduling Parameters in a Dynamic
Profile” on page 57.

c. Apply CoS parameters to a subscriber interface by referencing an interface in the
dynamic profile.

See “Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic
Profile” on page 81.

4. To configure default values for subscribers on login, and enable subscribers to replace

other CoS parameters when replacing services, configure variables in the dynamic
profile.

See “Configuring User-Defined CoS Variables in a Dynamic Service Profile” on page 68.

For hardware requirements and configuration guidelines, see Guidelines for Configuring
Dynamic CoS for Subscriber Access on page 41

CoS for Subscriber Access Overview on page 3

Example: Configuring Static Hierarchical Scheduling and Queuing for Subscriber Access
on page 101
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Configuring Dynamic Hierarchical Scheduling and Queuing in a Dynamic Profile for

Subscriber Access

You can configure dynamic scheduling and queuing in dynamic profile for subscriber
access.

To configure dynamic scheduling and queuing for subscriber access using dynamic
scheduling and queuing parameters:

1. Configure the static CoS parameters in the [edit class-of-service] hierarchy.

a. Enable the hierarchical scheduler for the interface.

See “Understanding Two-Level and Three-level Hierarchical CoS for Subscriber
Interfaces on MX Series Routers” on page 4 and hierarchical-scheduler.

Configure the drop profiles.
See Configuring RED Drop Profiles.
Configure the forwarding classes.

See Configuring Forwarding Classes.

Configure the rewrite-rules and classifier definitions.

See Configuring Rewrite Rules and Defining Classifiers.

See Junos CoS Components for information about configuring the remaining CoS
parameters.

2. Configure a static or dynamic subscriber interface that can be referenced in the
dynamic profile.

For static VLAN interfaces, see Configuring Static Subscriber Interfaces in Dynamic
Profiles.

For dynamic VLAN interfaces, see Configuring a Static or Dynamic VLAN Subscriber
Interface over Aggregated Ethernet.

For dynamic IP demux interfaces, see Configuring Dynamic Subscriber Interfaces
Using IP Demux Interfaces in Dynamic Profiles and Configuring a Static or Dynamic
IP Demux Subscriber Interface over Aggregated Ethernet.

For dynamic VLAN demux interfaces, see Configuring Dynamic Subscriber Interfaces
Using VLAN Demux Interfaces in Dynamic Profiles.

For dynamic PPPoE interfaces, see Configuring Dynamic PPPoE Subscriber Interfaces
Using Dynamic Profiles.
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3. Configure CoS parameters in a dynamic profile.

a. Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

. Configure traffic shaping and scheduling parameters in the dynamic profile using

a traffic-control profile.

See “Configuring Traffic Scheduling and Shaping for Subscriber Access” on page 57.

. Configure the schedulers and scheduler map in the dynamic profile.

You can configure the schedulers using dynamic variables or a combination of both
static values and dynamic variables.

See “Configuring Schedulers in a Dynamic Profile for Subscriber Access” on page 59.

. Apply CoS parameters to a subscriber interface by referencing an interface in the

dynamic profile.

« Fortraffic shaping and scheduling, see “Applying Traffic Shaping and Scheduling
to a Subscriber Interface in a Dynamic Profile” on page 8.

« Forrewrite-rules, see “Applying a Rewrite Rule Definition to a Subscriber Interface
in a Dynamic Profile” on page 83.

« For classifiers, see “Applying a Classifier to a Subscriber Interface in a Dynamic
Profile” on page 84.

4. (Optional) Configure variables in access and service profiles to enable RADIUS to
activate subscriber and upgrade services through CoA.

e NOTE: Do not instantiate a CoA request using a service dynamic profile

that is already in use on the same logical interface.

a. Configure user-defined CoS variables in a dynamic profile.

See “Configuring User-Defined CoS Variables in a Dynamic Service Profile” on
page 68

. (Optional) Enable multiple clients for the same subscriber (logical interface) to

aggregate attributes by configuring the aggregate-clients option for the dynamic
profile attached to a DHCP subscriber interface.

See Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client
Interfaces.

Because you have configured the scheduler map in the dynamic profile, queues
are merged when subscribers change services. Other CoS parameters are replaced.

When multiple subscribers are enabled on a DHCP subscriber interface, and the
dynamic profile referenced by DHCP does not have the replace keyword configured,
the system does not replace the parameters. Instead, it combines the values of
the parameters to their maximum scalar value.
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Related . hierarchical-scheduler on page 168
D .
ocumentation . Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Dynamic CoS for Subscriber Access on page 41
« CoS for Subscriber Access Overview on page 3

« Example: Configuring Dynamic Hierarchical Scheduling and Queuing for Subscriber
Access on page 103

Configuring Per-Unit Scheduling in a Dynamic Profile for Subscriber Access

Per-unit scheduling enables one set of output queues for each logical interface configured
under the physical interface. In per-unit scheduling configurations, each Layer 3 scheduler
node is allocated a dedicated set of queues.

If you do not explicitly configure CoS parameters, a default traffic profile with queues is
attached to the logical interface.

To configure per-unit scheduling and queuing for subscriber access:

1. Configure the static CoS parameters in the [edit class-of-service] hierarchy.
a. Enable the per-unit scheduler for the physical interface.

[edit interfaces interface-name]
user@host# set per-unit-scheduler

b. Configure the drop profiles.

See Configuring RED Drop Profiles.

c. Configure the forwarding classes.

See Configuring Forwarding Classes.

d. Configure the rewrite-rules and classifier definitions.

See Configuring Rewrite Rules and Defining Classifiers.

See Junos CoS Components for information about configuring the remaining CoS
parameters.

2. Configure a static or dynamic subscriber interface that can be referenced in the
dynamic profile.

. For static VLAN interfaces, see Configuring Static Subscriber Interfaces in Dynamic
Profiles.

« For dynamic IP demux interfaces, see Configuring Dynamic Subscriber Interfaces
Using IP Demux Interfaces in Dynamic Profiles.

- Fordynamic PPPoE interfaces, see Configuring Dynamic PPPoE Subscriber Interfaces
Using Dynamic Profiles.
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3. Configure CoS parameters in a dynamic profile.
a. Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

b. Configure traffic shaping and scheduling parameters in the dynamic profile using
a traffic-control profile.

See “Configuring Traffic Scheduling and Shaping for Subscriber Access” on page 57.

c. Configure the schedulers and scheduler map in the dynamic profile.

You can configure the schedulers using dynamic variables or a combination of both
static values and dynamic variables.

See “Configuring Schedulers in a Dynamic Profile for Subscriber Access” on page 59.

d. Apply CoS parameters to a subscriber interface by referencing an interface in the
dynamic profile.

« Fortraffic shaping and scheduling, see “Applying Traffic Shaping and Scheduling
to a Subscriber Interface in a Dynamic Profile” on page 8.

« Forrewriterules, see “Applying a Rewrite Rule Definition to a Subscriber Interface
in a Dynamic Profile” on page 83.

« For classifiers, see “Applying a Classifier to a Subscriber Interface in a Dynamic
Profile” on page 84.

4. (Optional) Configure variables in access and service profiles to enable RADIUS to
activate subscriber and upgrade services through CoA.

e NOTE: Do not instantiate a CoA request using a service dynamic profile
that is already in use on the same logical interface.

Because you have configured the scheduler map in the dynamic profile, queues are
merged when subscribers change services. Other CoS parameters are replaced.

When multiple subscribers are enabled on a DHCP subscriber interface, and the
dynamic profile referenced by DHCP does not have the replace keyword configured,
the system does not replace the parameters. Instead, it combines the values of the
parameters to their maximum scalar value.

a. Configure CoS variables in a dynamic profile.
See “Configuring User-Defined CoS Variables in a Dynamic Service Profile” on

page 68

b. (Optional) Enable multiple clients for the same subscriber (logical interface) to
aggregate attributes by configuring the aggregate-clients option for the dynamic
profile attached to a DHCP subscriber interface.

See Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client
Interfaces.
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Related . CoS for Subscriber Access Overview on page 3

Documentation « Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41

. Example: Configuring Per-Unit Scheduling for Subscriber Access on page 110
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Configuration Tasks for Scheduling and
Queuing

« Configuring Traffic Scheduling and Shaping for Subscriber Access on page 57
« Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 59

« Configuring Scheduler and Scheduler Map Sharing on page 65

Configuring Traffic Scheduling and Shaping for Subscriber Access

You use traffic-control profiles to configure traffic shaping and scheduling properties.
When you reference a traffic-control profile in a dynamic profile, you can provide
hierarchical shaping and scheduling for a subscriber interface.

You can choose to configure static values or dynamic variables for the shaping parameters.
The values for the dynamic variables are obtained from RADIUS when a subscriber logs
in or when a subscriber changes services.

You cannot configure a traffic-control profile that contains a combination of static and
dynamic parameters.

This topic includes the following tasks:

« Configuring Static Traffic Shaping and Scheduling Parameters in a Dynamic
Profile on page 57

« Configuring Dynamic Traffic Shaping and Scheduling Parameters in a Dynamic
Profile on page 58

Configuring Static Traffic Shaping and Scheduling Parameters in a Dynamic Profile
To configure static traffic shaping and scheduling parameters in a traffic-control profile:

1. Create the traffic-control profile and assign a name.

[edit dynamic-profiles business-profile class-of-service]
user@host# edit traffic-control-profiles profile-name

2. Do one of the following:

. Reference a static scheduler map in the dynamic profile. The scheduler map is
statically configured in the [edit class-of-service] hierarchy.
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[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set scheduler-map map-name

. Reference a dynamic scheduler map in the dynamic profile. The scheduler map is
dynamically configured in the [edit dynamic-profiles profile-name class-of-service
scheduler-maps] hierarchy.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set scheduler-map map-name

3. Configure the shaping rate to be used in the dynamic profile.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set shaping-rate (rate <burst-size bytes>

4. Configure the guaranteed rate to be used in the dynamic profile.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set guaranteed-rate (rate <burst-size bytes>

5. Configure the delay-buffer rate.

If you do not include this statement, the delay-buffer rate is based on the guaranteed

rate if one is configured, or on the shaping rate if no guaranteed rate is configured.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set delay-buffer-rate (percent percentage | rate)

Configuring Dynamic Traffic Shaping and Scheduling Parameters in a Dynamic Profile

You can configure variables for the traffic shaping and scheduling parameters. The values

for the parameters are dynamically obtained by RADIUS when a subscriber logs in or
changes a service.

To configure dynamic traffic-control profiles in a dynamic profile:

1. Create the traffic-control profile.

[edit dynamic-profiles business-profile class-of-service]
user@host# edit traffic-control-profiles profile-name

2. Configure the scheduler map variable.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set scheduler-map S$Sjunos-cos-scheduler-map

3. Configure the shaping rate variable.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set shaping-rate $junos-cos-shaping-rate <burst-size bytes>

4. Configure the guaranteed rate variable.
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[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]

user@host# set guaranteed-rate $junos-cos-guaranteed-rate <burst-size [ bytes |
$junos-cos-guaranteed-rate-burst] >

5. Configure a variable for the delay-buffer rate.

If you do not include this statement, the delay-buffer rate is based on the guaranteed
rate if one is configured, or the shaping rate if no guaranteed rate is configured.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles
profile-name]
user@host# set delay-buffer-rate Sjunos-cos-delay-buffer-rate

Related . Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Documentation Dynamic CoS for Subscriber Access on page 41

« CoS for Subscriber Access Overview on page 3

. Configuring Static Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 49

« Configuring Dynamic Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 51

« Example: Configuring Static Hierarchical Scheduling and Queuing for Subscriber Access
on page 101

« Example: Configuring Dynamic Hierarchical Scheduling and Queuing for Subscriber
Access on page 103

. Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 195

Configuring Schedulers in a Dynamic Profile for Subscriber Access

You use schedulers to define the parameters of output queues. These properties include
the amount of interface bandwidth assigned to the queue, the size of the memory buffer
allocated for storing packets, the priority of the queue, and the tail drop profiles associated
with the queue.

You can configure up to four schedulers in a dynamic profile.

Within a dynamic profile, you can choose to define schedulers with static values, dynamic
variables, ora combination of static values and dynamic variables. The dynamic variables
enable RADIUS to provide the value for the scheduler parameter when the subscriber
logs in.

« Configuring Static Schedulers in a Dynamic Profile on page 60

» Configuring Dynamic Schedulers with Variables in a Dynamic Profile on page 61

« Configuring a Combination of Static and Dynamic Scheduler Parameters in a Scheduler
Definition on page 62
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Configuring Static Schedulers in a Dynamic Profile

This topic describes how to configure schedulers with static values in a dynamic profile
for subscriber access.

To configure static scheduling and queuing in a dynamic profile:

1. Configure the scheduler and queuing parameters.
a. Specify the scheduler for which you want to configure parameters.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit schedulers scheduler-name

b. Configure the buffer size.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set buffer-size remainder

c. Configure the drop-profile map and drop profile.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set drop-profile-map loss-priority any protocol any drop-profile d3

d. Configure the priority.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set priority low

e. Configure the transmit rate.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set transmit-rate percent 40

f.  Configure the excess rate.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-rate percent 90

g. (Optional) Configure the priority value for the excess-rate.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority high

2. Associate the scheduler with a scheduler map.
a. Configure the scheduler map name.

[edit dynamic-profiles profile-name class-of-service]
user@host# set scheduler-maps data-smap

b. Configure the forwarding class.

[edit dynamic-profiles profile-name class-of-service scheduler-maps map-name]
user@host# set forwarding-class be

c. Configure the scheduler.

[edit dynamic-profiles profile-name class-of-service scheduler-maps map-name
forwarding-class forwarding-class-name]
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user@host# set scheduler be_sch

Configuring Dynamic Schedulers with Variables in a Dynamic Profile

You can configure variables for the dynamic scheduler parameters. These values are
dynamically obtained by RADIUS when a subscriber logs in or changes a service using a
RADIUS change of authorization (CoA) message.

To configure dynamic scheduling and queuing in a dynamic profile:

1. Configure the scheduler and queuing parameters.
a. Specify the scheduler name using a variable.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit schedulers $junos-cos-scheduler

b. Configure the variable for the buffer size.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set buffer-size (percent $junos-cos-scheduler-bs | temporal
$junos-cos-scheduler-bs)

c. Configure the variables for the drop-profile maps and the drop profile.

[edit dynamic-profiles profile-name class-of-service schedulers]

user@host# set drop-profile-map loss-priority low protocol any drop-profile
Sjunos-cos-scheduler-low

user@host# set drop-profile-map loss-priority medium-low protocol any
drop-profile $junos-cos-scheduler-medium-low

user@host# set drop-profile-map loss-priority medium-high protocol any
drop-profile Sjunos-cos-scheduler-medium-high

user@host# set drop-profile-map loss-priority high protocol any drop-profile
$junos-cos-scheduler-high

user@host# set drop-profile-map loss-priority any protocol any drop-profile
Sjunos-cos-scheduler-any

d. Configure the variable for the priority.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set priority $junos-cos-scheduler-pri

e. Configure the variable for the transmit rate.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set transmit-rate $junos-cos-scheduler-tx

f. Configure the variable for the excess rate.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set excess-rate percent $junos-cos-scheduler-excess-rate

g. Configure the variable for the priority of the excess-rate.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set excess-priority Sjunos-cos-scheduler-excess-priority
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2. Associate the scheduler with a scheduler map.
a. Configure the scheduler map name.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit scheduler-maps scheduler-map-name

b. Configure the forwarding class.

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]
user@host# set forwarding-class be

c. Configure the scheduler.

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]
user@host# set scheduler $junos-cos-scheduler

Configuring a Combination of Static and Dynamic Scheduler Parameters in a Scheduler Definition

Within a dynamic profile, you can choose to configure one dynamic scheduler definition,
or combine static and dynamic scheduler parameters in many static scheduler definitions.

Combining static and dynamic scheduler parameters enables you to provide subscribers
with unique rate configurations that the RADIUS definitions for predefined variables do
not allow.

To configure a scheduler definition that contains static and dynamic scheduling and
gueuing parameters:

1. Configure the scheduler definition.

a. Specify the scheduler name.

0 NOTE: To configure a static scheduler that contains both static and
dynamic parameters, you must specify a unique scheduler name, not
the $junos-cos-scheduler variable.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit schedulers scheduler-name

b. Configure the buffer size.

Do either of the following:

. Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set buffer-size (percent percentage | remainder | temporal
(microseconds)

« Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

62 Copyright © 2014, Juniper Networks, Inc.



Chapter 7: Configuration Tasks for Scheduling and Queuing

user@host# set buffer-size (percent Sjunos-cos-scheduler-bs | temporal
S$junos-cos-scheduler-bs)

c. Configure the drop-profile maps, the drop profile, and the priority.

Do either of the following:

. Configure static values.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set drop-profile-map loss-priority any protocol any drop-profile d3

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set priority low

« Configure variables.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

user@host# set drop-profile-map loss-priority low protocol any drop-profile
Sjunos-cos-scheduler-low

user@host# set drop-profile-map loss-priority medium-low protocol any
drop-profile $junos-cos-scheduler-medium-low

user@host# set drop-profile-map loss-priority medium-high protocol any
drop-profile Sjunos-cos-scheduler-medium-high

user@host# set drop-profile-map loss-priority high protocol any drop-profile
Sjunos-cos-scheduler-high

user@host# set drop-profile-map loss-priority any protocol any drop-profile
Sjunos-cos-scheduler-any

d. Configure the priority.

Do either of the following:

« Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority high

. Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority $Sjunos-cos-scheduler-excess-priority

e. Configure the transmit rate.

Do either of the following:

. Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set transmit-rate

. Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set transmit-rate $junos-cos-scheduler-tx

f. Configure the excess rate.
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Do either of the following:

« Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-rate percent 250

. Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-rate percent $Sjunos-cos-scheduler-excess-rate

g. Configure the priority for the excess-rate.

Do either of the following:

. Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority high

« Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set excess-priority percent Sjunos-cos-scheduler-excess-priority

2. Associate the scheduler with a scheduler map.
a. Configure the scheduler map name.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit scheduler-maps scheduler-map-name

b. Configure the forwarding class.

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]
user@host# set forwarding-class be

c. Configure the scheduler.

[edit dynamic-profiles profile-name class-of-service scheduler-maps
scheduler-map-name]
user@host# set scheduler Sjunos-cos-scheduler

Related . Forhardware requirementsand configuration guidelines, see Guidelines for Configuring
Documentation Dynamic CoS for Subscriber Access on page 41

« Configuring Dynamic Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 51

« Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 195

« Changing CoS Services Overview on page 25
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Configuring Scheduler and Scheduler Map Sharing

The system generates unique identifiers (IDs) in dynamic profiles created for services.
The generated unique IDs enable you to identify and configure separate parameter values
with the same variable name. When applied to CoS, you can now configure scheduler
and scheduler map sharing. In client-access profiles, schedulers and scheduler maps
must use the unigue ID format. If the client-access profile uses the unigue ID format and
you want to have either scheduler or scheduler map sharing for service activation, you
must configure the service profile in unique ID format. Generating unigue IDs based on
schedulers and scheduler maps eliminates duplication and improves router performance
and scalability. You can configure scheduler and scheduler map sharing by including the
variables for CoS in the client access or service dynamic profile. All scheduler maps and
schedulers must be in the unigue ID format.

Before you configure variables for the client access or service dynamic profile:

« Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.
To configure variables for the client access or service dynamic profile:

1. Configure the variables for the dynamic client access profile.

[edit dynamic-profiles client-profile variables]
user@host# set smap_data uid
user@host# set data_sched uid

2. Configure the CoS parameters for the variables in the scheduler profile.

[edit dynamic-profilesclient-profile class-of-service]
user@host# edit schedulers “Sdata_sched”
user@host# set transmit-rate percent 10
user@host# set buffer-size remainder

user@host# set priority low

3. Configure the CoS parameters for the variables in the scheduler maps profile.

[edit dynamic-profiles client-profile class-of-service]
user@host# edit scheduler-maps “Ssmap_data”
user@host# edit forwarding-class be scheduler “$Sdata_sched”

Forexample, you can configure scheduler maps and schedulers for a client access profile:

dynamic-profiles {
cos-para {
variables {

data_smap uid;
data_video_smap uid;
voice_smap uid;
data_sched uid;
video_sched uid;
voice_sched uid;
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class-of-service {
traffic-control-profiles {
tcpl {
scheduler-map "$junos-cos-scheduler-map";
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate 10m;
delay-buffer-rate "$junos-cos-delay-buffer-rate";
1
}
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile tcpl,;
}
1
}
scheduler-maps {
"$data_smap" {
forwarding-class be scheduler "$data_sched";
1
"$data_video_smap" {
forwarding-class be scheduler "$data_sched";
forwarding-class af scheduler "$video_sched";
1
“$voice_smap” {
forwarding-class ef scheduler “$voice_sched”;
1
}
schedulers {
"$data_sched" {
transmit-rate "$junos-cos-scheduler-tx";
inactive: buffer-size percent "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";
1
"$video_sched" {
transmit-rate "$junos-cos-scheduler-tx";
inactive: buffer-size percent "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";
1
“$voice_sched” {
transmit-rate percent 10;
buffer-size remainder;;
priority low;

Related . Access Profiles and Service Profiles Overview

D .
ocumentation « Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
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Configuration Tasks for Applying CoS
Using RADIUS

« Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on page 67
« Configuring User-Defined CoS Variables in a Dynamic Service Profile on page 68

« Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member
Subscriber Sessions on page 71

« CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 73

Configuring Initial CoS Parameters Dynamically Obtained from RADIUS

You can configure a subscriber interface so that subscribers receive initial CoS parameters
that the router obtains from the RADIUS authentication server when subscribers log in
using that logical interface on the router.

1. Configure external RADIUS server VSAs with values that you expect subscribers to
log in with.

- To configure a RADIUS authentication server to include CoS traffic-shaping
parameters in authentication grants on certain subscriber interfaces, configure
Juniper Networks VSA 26-108.

- Toconfigurea RADIUS authentication server toinclude CoS scheduling and queuing
parameters in authentication grants a certain subscriber interfaces, configure Juniper
Networks VSA 28-146.

See Configuring Router or Switch Interaction with RADIUS Servers and Configuring
RADIUS Server Parameters for Subscriber Access.

2. Configure a subscriber interface that supports hierarchical CoS.

. For static VLAN interfaces, see Configuring Static Subscriber Interfaces in Dynamic
Profiles.

. For static VLAN interfaces over aggregated Ethernet, see Configuring a Static or
Dynamic VLAN Subscriber Interface over Aggregated Ethernet.
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Related
Documentation

. For static IP demux interface sets, see Configuring Dynamic Subscriber Interfaces
Using IP Demux Interfaces in Dynamic Profiles.

. For dynamic IP demux interface sets, see Configuring a Subscriber Interface Using a
Set of Static IP Demux Interfaces

Associate a traffic-control profile with the interface.

See “Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic
Profile” on page 81.

Configuring initial traffic-shaping parameters to be obtained from RADIUS.

See “Configuring Dynamic Traffic Shaping and Scheduling Parameters in a Dynamic
Profile” on page 58.

Configure forwarding classes and scheduler maps statically.
See Configuring Forwarding Classes and Configuring Scheduler Maps.

Configure a scheduler to specify initial scheduling and queuing parameters to be
dynamically obtained from RADIUS when a subscriber logs in.

See “Configuring Dynamic Schedulers with Variables in a Dynamic Profile” on page 61.

Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from
RADIUS on page 21

Example: Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on
page 119

Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
Subscriber Activation and Service Management in an Access Network
Juniper Networks VSAs Supported by the AAA Service Framework

Dynamic Profiles Overview

Dynamic Variables Overview

Junos OS Predefined Variables

Configuring User-Defined CoS Variables in a Dynamic Service Profile

You can configure user-defined variables in the dynamic service profile for traffic
scheduling and shaping parameters.

You can use variables in a dynamic service profile in two ways:

To enable subscribers to upgrade or downgrade services after login using a RADIUS
change of authorization (CoA), configure user-defined variables for CoS parameters
as RADIUS attributes.

To provide subscribers with default values for CoS parameters, configure user-defined
variables for CoS parameters with static default values. If you have configured values

68

Copyright © 2014, Juniper Networks, Inc.



Chapter 8: Configuration Tasks for Applying CoS Using RADIUS

to be supplied by a RADIUS CoA, subscribers can receive the previously configured
default value when deactivating a service.

You activate the variables by referencing them in the traffic-control profile configured in
the dynamic service profile.

To configure user-defined variables for CoS in a dynamic profile:

1. Specify that you want to configure variables in the dynamic profile.
[edit dynamic-profiles residential-silver variables]
2. Do one of the following to configure variables for the shaping rate:
. Enable RADIUS to modify the shaping rate based on service changes.
a. Configure the attribute:

[edit dynamic-profiles residential-silver variables]
user@host# set srate radius vendor-id 4874 attribute 108

b. Configure the tag:

[edit dynamic-profiles residential-silver variables]
user@host# set srate radius vendor-id 4874 tag 2

0 NOTE: You can configure user-defined values for RADIUS tags that are
different than the values that are required in access profiles with
predefined variables. For example, in a dynamic service profile, you can
assign the shaping rate with a tag of 1 rather than 2, which is required
for the $junos-shaping-rate variable. When you configure user-defined
values, the VSA that is sent from RADIUS must share the same definition.

. Configure a default value for the shaping rate.

[edit dynamic-profiles residential-silver variables]
user@host# set srate default-value 10m

3. Do one of the following to configure variables for the guaranteed rate:
. Enable RADIUS to modify the guaranteed rate based on service changes.
a. Configure the attribute.

[edit dynamic-profiles residential-silver variables]
user@host# set grate radius vendor-id 4874 attribute 108

b. Configure the tag.

[edit dynamic-profiles residential-silver variables]
user@host# set grate radius vendor-id 4874 tag 3

« Configure a default value for the guaranteed rate.

[edit dynamic-profiles residential-silver variables]
user@host# set grate default-value 5m

4. Do one of the following to configure variables for the delay buffer rate:
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- Enable RADIUS to modify the delay buffer rate based on service changes.
a. Configure the attribute.

[edit dynamic-profiles residential-silver variables]
user@host# set dbrate radius vendor-id 4874 attribute 108

b. Configure the tag.

[edit dynamic-profiles residential-silver variables]
user@host# set dbrate radius vendor-id 4874 tag 4

« Configure a default value for the delay buffer rate.

[edit dynamic-profiles residential-silver variables]
user@host# set dbrate default-value 10m

5. Do one of the following to configure variables for the scheduler map:
. Enable RADIUS to modify the scheduler map based on service changes.
a. Configure the attribute.

[edit dynamic-profiles residential-silver variables]
user@host# set smap radius vendor-id 4874 attribute 108

b. Configure the tag.

[edit dynamic-profiles residential-silver variables]
user@host# set smap radius vendor-id 4874 tag 1

- Configure a default value for the scheduler map.

[edit dynamic-profiles residential-silver variables]
user@host# set smap default-value triple-play

6. Configure the variables for the CoS parameters in the traffic-control profile.
Either the shaping rate or the guaranteed rate is required in the traffic-control profile.
a. Specify that you want to configure CoS parameters in the dynamic profile.

user@host# edit dynamic-profiles residential-silver class-of-service
traffic-control-profiles tcpl

b. Configure the scheduler map variable.

[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcpl]
user@host# set scheduler-map "$Ssmap"

c. Configure the shaping rate variable.

[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcpl]
user@host# set shaping-rate "Ssrate"

d. Configure the guaranteed rate variable.

[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcpl]
user@host# set guaranteed-rate "Sgrate"
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e. Configure the delay buffer rate variable.

[edit dynamic-profiles residential-silver class-of-service traffic-control-profiles
tcpl]
user@host# set delay-buffer-rate "$Sdbrate"

Related . Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41

Documentation « Changing CoS Services Overview on page 25

Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member
Subscriber Sessions

To control bandwidth at a household level in a subscriber access network, you can apply
RADIUS dynamic class of service (CoS) traffic-shaping attributes to a dynamic interface
set or agent-circuit-identifer (ACI) interface set and its member subscriber sessions when
the member sessions are authenticated. The dynamic interface set or ACl interface set
represents the household from which the subscriber sessions originate. The subscriber
sessions, also referred to as client sessions or subscriber interfaces, can be dynamic VLAN,
PPPoE, or IP demultiplexing (IP demux, for DHCP) subscriber interfaces.

To apply RADIUS dynamic CoS traffic-shaping attributes to both the dynamic interface
set and its member subscriber sessions, you must configure two traffic-control profiles
in the dynamic profile for the subscriber interface: one traffic-control profile for the
“parent” dynamic interface set, and a second traffic-control profile for the dynamic
subscriber interfaces. RADIUS tag values for the Junos OS CoS traffic shaping predefined
variables used in both traffic-control profiles must be in the 100s range.

Before you begin:

« Create a dynamic profile that defines the VLAN, PPPoE, or IP demux logical subscriber
interface.

See the following topics:

- Configuring a Basic Dynamic Profile

- Configuring VLAN Dynamic Profiles

- Configuring Dynamic PPPoE Subscriber Interfaces Using Dynamic Profiles

- Configuring Dynamic Subscriber Interfaces Using IP Demux Interfaces in Dynamic

Profiles

To apply dynamic CoS traffic-shaping attributes to a dynamic ACI or non-ACl interface
set and its member subscriber sessions in a dynamic profile for the subscriber interface:

1. Configure two traffic-control profiles at the [edit dynamic-profiles profile-name
class-of-service traffic-control profiles] hierarchy level:

- Traffic-control profile for the VLAN, PPPoE, or IP demux dynamic subscriber
interfaces
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Example: Dynamic
PPPoE Subscriber

Interface over Dynamic

ACI Interface Set

- Traffic-control profile for the dynamic interface set or dynamic ACl interface set to
which the subscriber interfaces belong

2. Inthe traffic-control profiles configured for the dynamic interface set and the subscriber
interfaces, reference Junos OS CoS traffic-shaping predefined variables with RADIUS
tag values in the 100s range.

See “CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets” on page 73
for a complete list of the Junos OS predefined variables and RADIUS tag values that
you must use in the traffic-control profiles for the dynamic subscriber interfaces and
the dynamic interface set.

3. At the [edit dynamic-profiles profile-name interfaces] hierarchy level, use the
output-traffic-control-profile statement to apply the traffic-control profiles to the
dynamic subscriber interface and the dynamic interface set or dynamic ACl interface
set.

The following example shows a dynamic profile named pppoe-subscriber that configures
a dynamic PPPOE (pp0) subscriber interface over a dynamic ACl interface set.

The traffic-control-profiles stanza defines two traffic-control profiles: tcp-pppoe-session
for the dynamic PPPoE subscriber interface, and tcp-parent-aci-set for the dynamic
“parent” ACl interface set. The $junos-cos-shaping-rate predefined variable included in
each of these traffic-control profiles is assigned RADIUS vendor ID 4874, attribute number
108, and tag value 102. The $junos-cos-shaping-mode variable is assigned RADIUS vendor
ID 4874, attribute number 108, and tag value 107.

The interfaces stanza applies output traffic-control profile tcp-pppoe-session to the
dynamic PPPoE (pp0) subscriber interface, and output traffic-control profile
tcp-parent-aci-set to the dynamic ACl interface set.

[edit dynamic-profiles]
pppoe-subscriber {
interfaces {
interface-set "$junos-interface-set-name" {
interface ppO {
unit "$junos-interface-unit";
1
}
ppO {
unit "$junos-interface-unit" {
ppp-options {
pap;
1
pppoe-options {
underlying-interface "$junos-underlying-interface";
server;
1

no-keepalives;

72

Copyright © 2014, Juniper Networks, Inc.



Chapter 8: Configuration Tasks for Applying CoS Using RADIUS

family inet {
unnumbered-address l00.0;
1
}
}
1
class-of-service {
traffic-control-profiles {
tcp-pppoe-session {
scheduler-map smap-1;
shaping-rate $junos-cos-shaping-rate;
overhead-accounting $junos-cos-shaping-mode frame-mode-bytes -4
cell-mode-bytes 12;
1
tcp-parent-aci-set {
shaping-rate $junos-cos-shaping-rate;
overhead-accounting $junos-cos-shaping-mode frame-mode-bytes -4
cell-mode-bytes 12;
1
}
interfaces {
ppO {
unit "$junos-interface-unit" {
output-traffic-control-profile tcp-pppoe-session;
1
1
interface-set $junos-interface-set-name {
output-traffic-control-profile tcp-parent-aci-set;

Related . CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets on page 73

D tati
ocumentation . CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber

Sessions Overview on page 28

« Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets
and Member Subscriber Sessions on page 30

CoS Traffic Shaping Predefined Variables for Dynamic Interface Sets

To control bandwidth at a household level in a subscriber access network, you can apply
RADIUS CoS traffic-shaping attributes to a dynamic interface set and its member
subscriber sessions when the member sessions are authenticated. The dynamic interface
set, which represents the household level in a subscriber access network, can be either
a dynamic agent-circuit-identifier (ACl) interface set or a non-ACl—-based dynamic
interface set. The subscriber sessions belonging to the interface set can be dynamic
VLAN, DHCP, or PPPoE subscriber interfaces.

To apply RADIUS CoS traffic-shaping attributes to both the dynamic interface set and
its member subscriber sessions, you must configure two traffic-control profiles in the
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dynamic profile for the subscriber interface: one traffic-control profile for the “parent”
dynamic interface set, and a second traffic-control profile for the dynamic subscriber
interfaces. RADIUS tag values for the Junos OS CoS traffic-shaping predefined variables
used in these traffic-control-profiles must be in the 100s range, as described in

Table 18 on page 74.

To accommodate this feature, the set of existing Sjunos-cos-parameter predefined
dynamic variables for traffic shaping have been duplicated and assigned a tag value in
the 100s range, as listed in Table 18 on page 74. The tag value is the only difference
between the existing predefined dynamic variables and the predefined dynamic variables
that you must use with this feature.

For example, the existing $junos-cos-shaping-rate predefined variable is assigned RADIUS
vendor ID 4874, attribute number 108, and tag value 2. To apply RADIUS CoS
traffic-shaping attributes to the dynamic interface set and its member subscriber sessions,
you must instead use the $junos-cos-shaping-rate predefined variable that is assigned
RADIUS vendor ID 4874, attribute number 108, and tag value 102.

Table 18 on page 74 describes the Junos OS predefined dynamic variables and RADIUS
tag values that you can use in a dynamic profile to apply RADIUS CoS traffic-shaping
attributes to the dynamic interface set and its member subscriber sessions. The table
lists the predefined dynamic variables in ascending order by tag value.

0 NOTE: All of the predefined variableslistedin Table 18 on page 74 use RADIUS
vendor ID 4874 and RADIUS attribute value 108.

Table 18: Junos OS CoS Traffic Shaping Predefined Variables for Dynamic
Interface Sets

RADIUS Tag
Predefined Variable Value Description
$junos-cos-scheduler-map 101 Scheduler-map name configuredin
a traffic-control profile in a dynamic
profile.
$junos-cos-shaping-rate 102 Shaping rate configured in a

traffic-control profile in a dynamic
profile. Represents the maximum
bandwidth of a CoS scheduler node.

$junos-cos-guaranteed-rate 103 Guaranteed rate configured in a
traffic-control profile in a dynamic
profile. Represents the minimum
bandwidth of a CoS scheduler node.

$junos-cos-delay-buffer-rate 104 Delay-buffer rate configured in a
traffic-control profile in a dynamic
profile.
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Table 18: Junos OS CoS Traffic Shaping Predefined Variables for Dynamic
Interface Sets (continued)

RADIUS Tag

Predefined Variable Value Description

$junos-cos-excess-rate 105 Excess rate configured in a
traffic-control profile in a dynamic
profile; scheduler weighting when
operating in the excess region
between the guranteed rate and the
shaping rate.

NOTE: Do not configure the
$junos-cos-excess-rate variable
when either the
$junos-cos-excess-rate-high
variable or the
$junos-cos-excess-rate-low
variable is configured.

$junos-cos-traffic-control-profile 106 Traffic-control profile configured in
a dynamic profile for subscriber
access.

$junos-cos-shaping-mode 107 Overhead-accounting mode

configured in a traffic-control profile
in a dynamic profile to shape
downstream ATM traffic based on
either frames (frame-mode) or cells
(cell-mode).

$junos-cos-byte-adjust 108 Byte adjustment value for the cell
or frame shaping mode configured
in a traffic-control profile in a
dynamic profile.

NOTE: Do not configure the
$junos-cos-byte-adjust variable
when either the
$junos-cos-byte-adjust-frame
variable or the
$junos-cos-byte-adjust-cell
variable is configured.

$junos-cos-adjust-minimum 109 Minimum adjusted shaping rate
configured in a traffic-control profile
for a dynamic subscriber interface.
Specifying this variable in a
traffic-control profile for a dynamic
interface set has no effect.
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Table 18: Junos OS CoS Traffic Shaping Predefined Variables for Dynamic
Interface Sets (continued)

RADIUS Tag

Predefined Variable Value Description

$junos-cos-excess-rate-high 110 Shaping rate configured for excess
high-priority traffic in a
traffic-control profile in a dynamic
profile.

NOTE: Do not configure the
$junos-cos-excess-rate-high
variable when the
$junos-cos-excess-rate variable is
configured.

$junos-cos-excess-rate-low m Shaping rate configured for excess
low-priority trafficin a
traffic-control profile in a dynamic
profile.

NOTE: Do not configure the
$junos-cos-excess-rate-low
variable when the
$junos-cos-excess-rate variable is
configured.

$junos-cos-shaping-rate-burst 12 Burst size for the shaping rate
configured in a traffic-control profile
in a dynamic profile.

$junos-cos-guaranteed-rate-burst N3 Burst size for the guaranteed rate
configured in a traffic-control profile
in a dynamic profile.

$junos-cos-byte-adjust-frame N4 Overhead bytes when downstream
ATM traffic is in frame-mode.

NOTE: Do not configure the
$junos-cos-byte-adjust-frame
variable when the
$junos-cos-byte-adjust variable is
configured.

$junos-cos-byte-adjust-cell 15 Overhead bytes when downstream
ATM traffic is in cell-mode.

NOTE: Do not configure the
$junos-cos-byte-adjust-cell
variable when the
$junos-cos-byte-adjust variable is
configured.
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Table 18: Junos OS CoS Traffic Shaping Predefined Variables for Dynamic
Interface Sets (continued)

RADIUS Tag

Predefined Variable Value Description

$junos-cos-shaping-rate-priority-high e Shaping rate configured for
high-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-priority-high-burst 117 Shaping rate burst size configured
for high-priority trafficina
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-priority-medium 118 Shaping rate configured for
medium-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-priority-medium-burst 119 Shaping rate burst size configured
for medium-priority trafficin a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-priority-low 120 Shaping rate configured for
low-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.
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Table 18: Junos OS CoS Traffic Shaping Predefined Variables for Dynamic
Interface Sets (continued)

RADIUS Tag

Predefined Variable Value Description

$junos-cos-shaping-rate-priority-low-burst 121 Shaping rate burst size configured
for low-priority trafficin a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-excess-high 122 Shaping rate configured for excess
high-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-excess-high-burst 123 Shaping rate burst size configured
for excess high-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-excess-low 124 Shaping rate configured for excess
low-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

$junos-cos-shaping-rate-excess-low-burst 125 Shaping rate burst size configured
for excess low-priority traffic in a
traffic-control profile for a dynamic
interface set or dynamic ACI
interface set at a household level.
Specifying this variable in a
traffic-control profile for a dynamic
subscriber interface is prohibited.

Related . Applying CoS Traffic-Shaping Attributes to Dynamic Interface Sets and Member
Documentation Subscriber Sessions on page 71

« CoS Traffic Shaping Attributes for Dynamic Interface Sets and Member Subscriber
Sessions Overview on page 28
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« Guidelines for Configuring CoS Traffic Shaping Attributes for Dynamic Interface Sets
and Member Subscriber Sessions on page 30

« Junos OS Predefined Variables
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Configuration Tasks for Applying CoS to

INnterfaces

Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic
Profile on page 81

Applying Minimal Shaping and Scheduling to Remaining Subscriber Traffic on page 82

Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic
Profile on page 83

Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 84
Configuring an Interface Set of Subscribers in a Dynamic Profile on page 85

Configuring Hierarchical CoS for a Subscriber Interface of Aggregated Ethernet
Links on page 86

Configuring Hierarchical CoS on a Static PPPoE Subscriber Interface on page 87
Configuring Dynamic CoS for an L2TP LAC Tunnel on page 88

Configuring Dynamic CoS for an L2TP LNS Inline Service on page 89

Applying CoS Attributes to VLANs Using Agent-Circuit-ldentifiers on page 91

Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile

After you configure the traffic shaping and scheduling CoS parameters in a dynamic
profile, you apply them to an interface. The output traffic-control profile enables you to
provide traffic scheduling to the interface.

To apply CoS attributes to an interface in a dynamic profile:

1.

Specify that you want to apply CoS attributes to an interface in the dynamic profile.

user@host# edit dynamic-profiles profile-name class-of-service

2. Configure the interface name and logical interface using a variable, and apply the

output traffic-control profile to the interface.

[edit dynamic-profiles profile-name class-of-service interfaces]
user@host# set interfaces Sjunos-interface-ifd-name unit
S$junos-underlying-interface-unit output-traffic-control-profile profile-name
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You can use one of the following methods to specify the output traffic-control profile
you want to use:

. Reference the Sjunos-cos-traffic-control-profile predefined variable. At subscriber
login, subscriber management takes one of the following actions, in the order listed:

a. IfRADIUS is being used and it returns a value for the traffic-control profile,
subscriber management uses the RADIUS value.

b. If RADIUS is not being used, subscriber management uses the default
traffic-control profile (which is specified by the predefined-variables-default
statement at the [edit dynamic-profiles] hierarchy).

For example:

user@host# set interfaces Sjunos-interface-ifd-name unit
Sjunos-underlying-interface-unit output-traffic-control-profile
Sjunos-cos-traffic-control-profile

- Explicitly reference the name of the traffic-control profile.
For example:

user@host# set interfaces $Sjunos-interface-ifd-name unit
Sjunos-underlying-interface-unit output-traffic-control-profile tcp-sales-2

For hardware requirements and configuration guidelines, see Guidelines for Configuring
Dynamic CoS for Subscriber Access on page 41

Configuring Static Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 49

Configuring Dynamic Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 51

Example: Configuring Static Hierarchical Scheduling and Queuing for Subscriber Access
on page 101

Example: Configuring Dynamic Hierarchical Scheduling and Queuing for Subscriber
Access on page 103

Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 195

CoS for Subscriber Access Overview on page 3

Applying Minimal Shaping and Scheduling to Remaining Subscriber Traffic

It is beneficial to apply a remaining traffic-control profile to a logical interface to provide
minimal CoS scheduling when you have not configured or over-provisioned Layer 3
schedulers. In the event that schedulers are not available, the remaining subscriber traffic
receives the essential level of service.

To configure scheduling for remaining subscriber traffic:

1.

Enable hierarchical scheduling for the interface.
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[edit interfaces interface-name]
user@host# set hierarchical-scheduler

2. Apply the remaining traffic-control profile to the port on which you enabled hierarchical
scheduling.

[edit class-of-service interfaces interface-name]
user@host# set output-traffic-control-profile-remaining profile-name

Related . Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile
Documentation on page 81

Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic Profile

Rewrite rules define the marking for various CoS values, including DSCP, DSCP IPv6, IP
precedence, and IEEE 802.1 CoS values. Rewrite rules have an associated forwarding
class and code-point alias or bit set.

0 NOTE: Bydefault, subscriber lawful intercept does not intercept DHCP control
packets that are generated by the routing engine. To ensure that a DHCP
control packet generated by the routing engine is intercepted, you need to
configure the ieee-802.1 rewrite-rule for VLAN demux.

For dynamic CoS, you define the rewrite rules mapping for the CoS values statically, then
reference the rewrite rule configuration in the dynamic profile for the subscriber interface.

To configure a rewrite rule in a dynamic profile:

1. Define the rewrite-rules mapping for the traffic that passes through all queues on the
interface. The available rewrite-rules types for dynamic CoS are dscp, dscpv6,
ieee-802.1 and inet-precedence.

See Configuring Rewrite Rules.
2. Apply the rewrite-rules definition to the subscriber interface in the dynamic profile.

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]
user@host# edit rewrite-rules

3. Configure the applicable rewrite rule markers in the dynamic profile.
« For DSCP:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]
user@host# set dscp (rewrite-name | default)

« For DSCPve:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]
user@host# set dscp-ipv6 (rewrite-name | default)
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» For |[EEE 802.1:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]
user@host# setieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner)

. Forinet-precedence:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number rewrite-rules]
user@host# set inet-precedence (rewrite-name | default)

. Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Dynamic CoS for Subscriber Access on page 41

. Example: Configuring Dynamic Hierarchical Scheduling and Queuing for Subscriber
Access on page 103

« Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 195
. Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 84
« Applying IEEE 802.1p Rewrite Rules to Dual VLAN Tags

« Rewriting Packet Header Information Overview

Applying a Classifier to a Subscriber Interface in a Dynamic Profile

You can apply the classification map to a subscriber interface in a dynamic profile.

For dynamic CoS, you define the classification map for the CoS values statically, then
reference the classifier configuration in the dynamic profile for the subscriber interface.

To apply a classifier to an interface in a dynamic profile:

1. Define the classifier.

The available classifier types for dynamic CoS are dscp, dscp-ipv6, ieee-802.1, and
inet-precedence.

See Defining Classifiers.
2. Apply the classifier definition to the subscriber interface in the dynamic profile.

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]
user@host# edit classifiers

3. Configure the applicable classifiers in the dynamic profile.
« For DSCP:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]
user@host# set dscp (classifier-name | default)

« For DSCPv6:
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[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]
user@host# set dscp-ipv6 (classifier-name | default)

» For |[EEE 802.1:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]
user@host# set ieee-802.1 (classifier-name | default) vlan-tag (inner | outer)

. Forinet-precedence:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]
user@host# set inet-precedence (classifier-name | default)

Related . Forhardwarerequirementsand configuration guidelines, see Guidelines for Configuring
Documentation Dynamic CoS for Subscriber Access on page 41

« Example: Configuring Dynamic Hierarchical Scheduling and Queuing for Subscriber
Access on page 103

« Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 195

. Applying a Rewrite Rule Definition to a Subscriber Interface in a Dynamic Profile on
page 83

« Overview of BA Classifier Types

« Default Behavior Aggregate Classification Overview

Configuring an Interface Set of Subscribers in a Dynamic Profile

Interface sets enable you to provide hierarchical scheduling to a group of subscriber
interfaces.

Before you begin, configure the subscriber interfaces that you intend to include in the
interface set.

« For static VLAN interfaces, see Configuring Static Subscriber Interfaces in Dynamic
Profiles.

. For dynamic VLAN interfaces, see Configuring a Static or Dynamic VLAN Subscriber
Interface over Aggregated Ethernet.

« For dynamic IP demux interfaces, see Configuring Dynamic Subscriber Interfaces Using
IP Demux Interfaces in Dynamic Profiles and Configuring a Static or Dynamic IP Demux
Subscriber Interface over Aggregated Ethernet.

« For dynamic VLAN demux interfaces, see Configuring Dynamic Subscriber Interfaces
Using VLAN Demux Interfaces in Dynamic Profiles.

« For dynamic PPPoE interfaces, see Configuring Dynamic PPPoE Subscriber Interfaces
Using Dynamic Profiles.

. For aggregated Ethernet interfaces, see “Configuring Hierarchical CoS for a Subscriber
Interface of Aggregated Ethernet Links” on page 86
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To configure an interface set of subscriber interfaces:

1. Configure the interface set in the dynamic profile.

[edit dynamic-profiles profile-name interfaces]
user@host#edit interface-set interface-set-name

Replacing the interface-set-name variable with the Sjunos-interface-set-name,
Sjunos-svlan-interface-set-name, or $Sjunos-tagged-vlan-interface-set-name predefined
variable. The interface set is created dynamically when the subscriber logs in.

2. Include the interfaces within the dynamic interface-set.

[edit dynamic-profiles profile-name interfaces interface-set $junos-interface-set-name]
user@host# set interface interface-name unit logical-unit-number

3. Apply traffic shaping and queuing parameters to the interface set.

Q TIP: You must configure the interface set in the static [edit class-of-service]
hierarchy, not in the [edit dynamic-profiles] hierarchy.

[edit class-of-service interfaces]
user@host# edit interface-set interface-set-name
[edit class-of-service interfaces interface-set interface-set-name]
user@host# set output-traffic-control-profile profile-name
« CoS for Interface Sets of Subscribers Overview on page 17
« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
« CoS for Interface Sets of Subscribers Overview on page 17

. Example: Configuring a Dynamic Interface Set of VLAN Subscribers on page 130

. CoS for Aggregated Ethernet Subscriber Interfaces Overview on page 11

Configuring Hierarchical CoS for a Subscriber Interface of Aggregated Ethernet Links

You can enable hierarchical CoS on a subscriber interface with an underlying aggregated
Ethernet interface.

Before you begin, configure the subscriber interface with aggregated Ethernet.

. To configure a VLAN interface over aggregated Ethernet with link protection, see
Configuring a Static or Dynamic VLAN Subscriber Interface over Aggregated Ethernet
and Configuring Link Protection for Aggregated Ethernet Interfaces.

. To configure a demux subscriber interface:

For static and dynamic IP demux interfaces, see Configuring a Static or Dynamic IP
Demux Subscriber Interface over Aggregated Ethernet.

For static and dynamic VLAN demux interfaces, see Configuring a Static or Dynamic
VLAN Demux Subscriber Interface over Aggregated Ethernet.
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O BEST PRACTICE: Link protectionis not required for IP or demux subscriber
interfaces. We recommend that you enable targeted distribution on the
demuxinterface to provide accurate hierarchical scheduling for these links.
See Providing Accurate Scheduling for a Demux Subscriber Interface of
Aggregated Ethernet Links.

To configure hierarchical CoS on the link aggregation (LAG) bundle:

1. Specify that you want to access the LAG bundle.
user@host# edit interfaces aex
2. Configure the link aggregation (LAG) bundle with hierarchical scheduler mode.

[edit interfaces aex]
user@host# set hierarchical-scheduler

You can then attach static or dynamic traffic shaping and scheduling parameters at the
aggregated Ethernet logical interface or its underlying physical interface. See:

« Configuring Traffic Scheduling and Shaping for Subscriber Access on page 57
« Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 59

« Applying Traffic Shaping and Scheduling to a Subscriber Interface in a Dynamic Profile
on page 81

Related . Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
Documentation « Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 195
« CoS for Subscriber Access Overview on page 3

. Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

Configuring Hierarchical CoS on a Static PPPoE Subscriber Interface

You can configure hierarchical CoS on a static PPPoE subscriber interface.
Before you begin:

« Configure the static PPPoE subscriber interface.

See Configuring PPPoE.
To configure hierarchical CoS on a static PPPoE subscriber interface:

1. Specify the PPPoE interface that you want to configure.
user@host# edit interfaces pppoe-interface-name
2. Configure the hierarchical scheduler for the interface.

[edit interfaces interface-name]
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user@host# set hierarchical-scheduler
3. (Optional) Group the PPPoE interfaces in an interface set.

[edit]
user@host# edit interfaces interface-set interface-set-name

You can now configure static traffic and scheduling parameters for each traffic-control
profile, and attach each traffic-control profile to the PPPoE interface or the PPPoE
interface set. For more information, see Using the CLI to Modify Traffic-Control Profiles
That Are Currently Applied to Subscribers.

. Forhardware requirements and configuration guidelines, see Guidelines for Configuring
Dynamic CoS for Subscriber Access on page 41

« CoS for PPPoE Subscriber Interfaces Overview on page 12

« Example: Configuring Hierarchical Scheduling and Queuing for a Static PPPoE
Subscriber Interface on page 123

. Example: Configuring Hierarchical Scheduling and Queuing for an Underlying Static
PPPoE Subscriber Interface on page 126

. Example: Configuring Hierarchical Scheduling and Queuing for an Interface Set of
Static PPPoE Subscriber Interfaces on page 128

« Verifying the Scheduling and Shaping Configuration for Subscriber Access on page 195

« Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

Configuring Dynamic CoS for an L2TP LAC Tunnel

In L2TP configurations, IP and L2TP headers are added to packets arriving at a PPP
subscriber interface on the LAC before being tunneled to the L2TP network server (LNS).

Classifiers and rewrite rules enable you to properly transfer the ToS (Type of Service)
value or the 802.1p value from the inner IP header to the outer IP header of the L2TP
packet.

Before you begin, configure the L2TP LAC. See Configuring an L2TP LAC.
To manage the IP header values for a LAC tunnel:

1. Configure the classifier for the inner tunnel.
a. Define the fixed or behavior aggregate (BA) classifier.
« To configure a fixed classifier:

[edit class-of-service interfaces interface-name unit logical-unit-number]
user@host# set forwarding-class class-name

« To configure a BA classifier:

[edit class-of-service]
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user@host#set classifiers (ieee-802.1 | inet-precedence) classifier-name
forwarding-class class-name loss-priority level code-points [ aliases ] [
bit-patterns]

b. Apply the classifier to the Layer 2 interface or Layer 3 interface. For Layer 2, you
can apply the classifier at the PPP interface or an underlying VLAN interface. For
Layer 3, you can apply classifiers to a family of PPP interfaces.

. To apply the classifier for the IEEE 802.1p value:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name
unit logical-unit-number classifiers]
user@host# set ieee-802.1 (classifier-name | default) vlan-tag (inner | outer)

. To apply the classifier for the ToS value:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name
unit logical-unit-number classifiers]
user@host# set inet-precedence (classifier-name | default)

2. Configure the rewrite rule for the egress tunnel.
a. Configure the rewrite rule with the forwarding class and the loss priority value.

[edit class-of-service]
user@host# set rewrite-rules (ieee-802.1 | inet-precedence) rewrite-name
forwarding-class class-name loss-priority level code-point (alias | bits)

b. Apply the rewrite rule to the PPP interface for which the L2TP tunnel is configured.
. To apply the rewrite-rule for the IEEE 802.1p value:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name
unit logical-unit-number rewrite-rules]

user@host# set ieee-802.1 (rewrite-name | default) vlan-tag (outer |
outer-and-inner)

. To apply the rewrite rule for the ToS value:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name
unit logical-unit-number rewrite-rules]
user@host# set inet-precedence (rewrite-name | default)

Related . Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41

Documentation
v ! « CoS for L2TP LAC Subscriber Interfaces Overview on page 13

Configuring Dynamic CoS for an L2TP LNS Inline Service

You can configure hierarchical scheduling for an L2TP LNS inline service and manage
the IP header values using rewrite rules and classifiers.

Before you begin, configure the L2TP LNS inline service interface. See Configuring an L2TP
LNS with Inline Service Interfaces.
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To configure CoS for an L2TP LNS inline service in a dynamic profile:

1. Configure the hierarchical scheduler for the service interface (si) interface.

[edit interfaces si-fpc/port/pic ]
user@host# set hierarchical-scheduler maximum-hierarchy-levels 2

Q BEST PRACTICE: To enable Level 3 nodes in the LNS scheduler hierarchy
and to provide better scaling, we recommend that you also specify a
maximum of two hierarchy levels.

2. Configure the LNS to reflect the IP ToS value in the inner IP header to the outer IP
header.

[edit services [2tp tunnel-group name]
user@host# set tos-reflect

3. Configure the classifier for egress traffic from the LAC.
a. Define the fixed or behavior aggregate (BA) classifier.
« To configure a fixed classifier:

[edit class-of-service interfaces interface-name unit logical-unit-number]
user@host# set forwarding-class class-name

. To configure a BA classifier:

[edit class-of-service]

user@host# set classifiers (dscp | dscp-ipv6 | inet-precedence) classifier-name
forwarding-class class-name loss-priority level code-points [ aliases ] [
bit-patterns]

b. Apply the classifier to the service interface.
. To apply the classifier for the DSCP or DSCP IPv6 value:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name
unit logical-unit-number classifiers]

user@host# set dscp (classifier-name | default)

user@host# set dscp-ipv6 (classifier-name | default)

. To apply the classifier for the ToS value:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name
unit logical-unit-number classifiers]
user@host# set inet-precedence (classifier-name | default)

4. Configure and apply a rewrite-rule to ingress traffic to the LAC:
a. Configure the rewrite rule with the forwarding class and the loss priority value.

[edit class-of-service]
user@host# set rewrite-rules (dscp | dscp-ipv6 | inet-precedence) rewrite-name
forwarding-class class-name loss-priority level code-point (alias | bits)

b. Apply the rewrite rule to the service interface.

. To apply the rewrite rule for the DSCP or DSCP IPv6 value:
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[edit dynamic-profiles profile-name class-of-service interfaces interface-name
unit logical-unit-number rewrite-rules]

user@host# setdscp (rewrite-name | default)

user@host# set dscp-ipv6 (rewrite-name | default)

. To apply the rewrite rule for the ToS value:

[edit dynamic-profiles profile-name class-of-service interfaces interface-name
unit logical-unit-number rewrite-rules]
user@host# set inet-precedence (rewrite-name | default)

5. (Optional) Configure additional adjustments for downstream ATM traffic.

By default, the shaping calculation on the service interface includes the L2TP
encapsulation. If necessary, you can configure additional adjustments for downstream
ATM traffic from the LAC or differences in Layer 2 protocols.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name]
user@host# set overhead-accounting (frame-mode | cell-mode |
Sjunos-cos-shaping-mode) <bytes (byte-value | Sjunos-cos-byte-adjust)

6. Apply the traffic-control profile.

[edit dynamic-profiles profile-name class-of-service interfaces
$junos-interface-ifd-name unit $junos-interface-unit]
user@host# set output-traffic-control-profile profile-name

Related . Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
Documentation « CoSfor L2TP LNS Inline Services Overview on page 15
« Example: Configuring an L2TP LNS

. Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream Traffic
Rates

Applying CoS Attributes to VLANs Using Agent-Circuit-ldentifiers

To apply CoS attributes, such as shaping, at the household level, you must set and define
the CoS policy for the agent-circuit-identifier VLAN interface set using the dynamic profile
for the agent-circuit-identifier interface set (not the subscriber profile). You can also
configure a traffic-control profile and a remaining traffic-control profile for a dynamic
interface set.

The following example is a CoS profile for an ACl set using a unique-ID based dynamic
scheduler map:
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Before you apply CoS attributes to VLANS:

. Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.

Configure a CoS dynamic profile with a simple traffic-control profile that is applied to
the dynamic interface set that represents the ACI VLAN.

1. Configure CoS to support a dynamic interface set in the CoS profile:

[edit dynamic-profiles profile-name]
user@host# edit interface "$junos-interface-name"

2. Configure the interfaces.

[edit dynamic-profiles profile-name interfaces]
user@host# edit interface-set "S$junos-interface-set-name"
user@host# edit interface "Sjunos-interface-ifd-name"

3. Configure the CoS traffic-control profile.

[edit class-of-service]

user@host# edit traffic-control-profiles traffic-control-profile-name
user@host# set shaping-rate rate

user@host# set guaranteed-rate rate

4. Specify the interfaces.

[edit class-of-service interfaces]
user@host# edit interface-set "S$junos-interface-set-name"
user@host# edit output-traffic-control-profile profile-name

The following example is a CoS profile for an ACl set using a unique ID-based dynamic
scheduler map:

aci-set-profile {
variables {
ds1g0qg2DP uid;
ds1qlg2DP uid;
bel_dp uid;
efl_dp uid;
afl_dp uid;
ncl_dp uid;
1
interfaces {
interface-set "$junos-interface-set-name" {
interface "$junos-interface-ifd-name";
}
1
class-of-service {
traffic-control-profiles {
tcp2 {
inactive: scheduler-map ss1q0q1DP;
shaping-rate 50m;
guaranteed-rate 30m;
overhead-accounting bytes -20;

}
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tcp3{
scheduler-map "$ds1qlg2DP";
shaping-rate 30m;
guaranteed-rate 10m;
overhead-accounting bytes -20;
1
}
interfaces {
interface-set "$junos-interface-set-name" {
output-traffic-control-profile tcp2;
output-traffic-control-profile-remaining tcp3;
1
}
scheduler-maps {
"$ds1qg0g2DP" {
forwarding-class be scheduler "$bel_dp";
forwarding-class af scheduler "$afl_dp";
forwarding-class nc scheduler "$ncl_dp";
1
"$ds1qlg2DP" {
forwarding-class ef scheduler "$efl_dp";
forwarding-class af scheduler "$afl_dp";
forwarding-class nc scheduler "$ncl_dp";
1
}
schedulers {
"$bel_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile dT;
drop-profile-map loss-priority high protocol any drop-profile dO;
}
"$efl_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile dT;
drop-profile-map loss-priority high protocol any drop-profile dO;
1
"$afl_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile d;
drop-profile-map loss-priority high protocol any drop-profile dO;
1
"$ncl_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile dT;

Copyright © 2014, Juniper Networks, Inc. 93



CoS Scheduling Feature Guide for Subscriber Services

drop-profile-map loss-priority high protocol any drop-profile dO;
1
}
1
}

Related . Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41

Documentation « Changing CoS Services Overview on page 25
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Configuration Tasks for Applying
Hierarchical CoS to Ethernet MPLS
Subscriber Interfaces

Configuring CoS Two-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces on page 95

Configuring CoS Three-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces (Logical Interfaces over a Transport Logical Interface) on page 97

« Configuring CoS Three-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber

Interfaces (Logical Interfaces over a Pseudowire Interface Set) on page 99

Configuring CoS Two-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber

Interfaces

Before configuring CoS parameters for MPLS pseudowire subscriber interfaces, you must
first complete these tasks:

1.

Configure the pseudowire logical interfaces. See Configuring a Pseudowire Subscriber
Logical Interface.

Configure the pseudowire device count. See Configuring the Maximum Number of
Pseudowire Logical Interface Devices Supported on the Router.

Configure the pseudowire device including the logical tunnel anchor point. See
Configuring a Pseudowire Subscriber Logical Interface Device.

Configure the pseudowire transport logical interface. See Configuring the Transport
Logical Interface for a Pseudowire Subscriber Logical Interface.

Configure the pseudowire signaling (either Layer 2 circuit signaling or Layer 2 VPN
signaling). See Configuring Layer 2 Circuit Signaling for Pseudowire Subscriber Logical
Interfaces or Configuring Layer 2 VPN Signaling for Pseudowire Subscriber Logical
Interfaces.

Configure the pseudowire logical interfaces. See Configuring the Service Logical Interface
for a Pseudowire Subscriber Logical Interface.
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To configure CoS policies on MPLS pseudowire subscriber interfaces using two-level
scheduling:

1.

Configure the hierarchical scheduler for the physical interface used for the logical
tunnel (anchor point). For two-level scheduling the hierarchical scheduler must be
set to maximum-scheduler levels 2.

[edit]
user@host#edit interfaces ps ps-anchor-device-name
user@host#set hierarchical-scheduler maximum-hierarchy-levels 2

Specify the traffic-control profile to use on the pseudowire logical interface.

[edit class-of-service]

user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number

user@host#set output-traffic-control-profile profile-name

Configure the rewrite rule.
The available rewrite rule types for pseudowire interfaces are dscp and inet-precedence.

[edit class-of-service]

user@host#edit interfaces ps ps-device-name

user@host#edit unit logical-unit-number

user@host#edit rewrite-rules (dscp | inet-precedence) rewrite-name
user@host#edit forwarding-class class-name

user@host#set loss-priority class-name code-point (alias | bits)

Configure the classifier.
The available classifier types for pseudowire interfaces are dscp and inet-precedence.

[edit class-of-service]

user@host#edit interfaces ps ps-device-name

user@host#edit unit logical-unit-number

user@host#edit classifiers (dscp | inet-precedence) classifier-name
user@host#edit forwarding-class class-name

user@host#set loss-priority class-name code-points [aliases] [bit-patterns]

Apply the rewrite rule and classifier to the pseudowire interface.
For the interface_name parameter, specify the pseudowire device name.

[edit class-of-service interfaces interface_name unit logical-unit-number]

user@host#set rewrite-rule (dscp | inet-precedence) (rewrite-name | default) protocol
protocol-types

user@host#set classifiers (dscp | inet-precedence) (classifier-name | default)

CoS on Ethernet Pseudowires in Universal Edge Networks Overview
CoS Inputs and Outputs Examples

Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 31

CoS Two-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces
on page 32
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CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces
on page 34

CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 37

hierarchical-scheduler (Subscriber Interfaces on MX Series Routers) on page 168

Configuring CoS Three-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces (Logical Interfaces over a Transport Logical Interface)

Before configuring CoS three-level scheduling on pseudowire logical interfaces over a
transport logical interface, you must first complete these tasks:

1.

Configure the pseudowire logical interfaces. See Configuring a Pseudowire Subscriber
Logical Interface.

Configure the pseudowire device count. See Configuring the Maximum Number of
Pseudowire Logical Interface Devices Supported on the Router.

Configure the pseudowire device including the logical tunnel anchor point. See
Configuring a Pseudowire Subscriber Logical Interface Device.

Configure the pseudowire transport logical interface. See Configuring the Transport
Logical Interface for a Pseudowire Subscriber Logical Interface.

Configure the pseudowire signaling (either Layer 2 circuit signaling or Layer 2 VPN
signaling). See Configuring Layer 2 Circuit Signaling for Pseudowire Subscriber Logical
Interfaces or Configuring Layer 2 VPN Signaling for Pseudowire Subscriber Logical
Interfaces.

Configure the pseudowire logical interfaces. See Configuring the Service Logical Interface
for a Pseudowire Subscriber Logical Interface.

Three-level scheduling on pseudowire logical interfaces over a transport logical interface
requires you to apply the traffic-control profiles at both the pseudowire logical interface
and the pseudowire transport logical interface. To configure CoS policies on three-level
scheduling on pseudowire logical interfaces over a transport logical interface:

1.

Configure the hierarchical scheduler for the physical interface used for the logical
tunnel (anchor point). For three-level scheduling the hierarchical scheduler must be
set to implicit-hierarchy.

[edit]

user@host#edit interfaces ps-anchor-device-name

user@host#set hierarchical-scheduler implicit-hierarchy

Specify the traffic-control profile to use on the pseudowire logical interface.

[edit class-of-service]

user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number

user@host#set output-traffic-control-profile profile-name

Specify the traffic-control profile to use on the pseudowire transport logical interface.

[edit class-of-service]
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user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number
user@host#set output-traffic-control-profile profile-name

4. Configure the rewrite rule.
The available rewrite rule types for pseudowire interfaces are dscp and inet-precedence.

[edit class-of-service]

user@host#edit interfaces ps ps-device-name

user@host#edit unit logical-unit-number

user@host#edit rewrite-rules (dscp | inet-precedence) rewrite-name
user@host#edit forwarding-class class-name

user@host#set loss-priority class-name code-point (alias | bits)

5. Configure the classifier.
The available classifier types for pseudowire interfaces are dscp and inet-precedence.

[edit class-of-service]

user@host#edit interfaces ps ps-device-name

user@host#edit unit logical-unit-number

user@host#edit classifiers (dscp | inet-precedence) classifier-name
user@host#edit forwarding-class class-name

user@host#set loss-priority class-name code-points [aliases] [bit-patterns]

6. Apply the rewrite rule and classifier to the pseudowire interfaces.
For the interface_name parameter, specify the pseudowire device name.

[edit class-of-service interfaces interface_name unit logical-unit-number]

user@host#set rewrite-rule (dscp | inet-precedence) (rewrite-name | default) protocol
protocol-types

user@host#set classifiers (dscp | inet-precedence) (classifier-name | default)

. CoS on Ethernet Pseudowires in Universal Edge Networks Overview
« CoS Inputs and Outputs Examples

« Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

« Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 31

« CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces
on page 34

« CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 37

« Configuring CoS Three-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces (Logical Interfaces over a Pseudowire Interface Set) on page 99

« hierarchical-scheduler (Subscriber Interfaces on MX Series Routers) on page 168
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Configuring CoS Three-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces (Logical Interfaces over a Pseudowire Interface Set)

Before configuring three-level scheduling on pseudowire logical interfaces over a
pseudowire logical interface set, you must first complete the following tasks:

1.

Configure the pseudowire logical interfaces. See Configuring a Pseudowire Subscriber
Logical Interface.

Configure the pseudowire device count. See Configuring the Maximum Number of
Pseudowire Logical Interface Devices Supported on the Router.

Configure the pseudowire device including the logical tunnel anchor point. See
Configuring a Pseudowire Subscriber Logical Interface Device.

Configure the pseudowire transport logical interface. See Configuring the Transport
Logical Interface for a Pseudowire Subscriber Logical Interface.

Configure the pseudowire signaling (either Layer 2 circuit signaling or Layer 2 VPN
signaling). See Configuring Layer 2 Circuit Signaling for Pseudowire Subscriber Logical
Interfaces or Configuring Layer 2 VPN Signaling for Pseudowire Subscriber Logical
Interfaces.

Configure the pseudowire logical interfaces. See Configuring the Service Logical Interface
for a Pseudowire Subscriber Logical Interface.

Three-level scheduling on pseudowire logical interfaces over a pseudowire logical interface
set requires you to apply the traffic-control profiles at both the pseudowire logical
interface and the pseudowire logical interface-set. To configure CoS policies on MPLS
pseudowire subscriber interfaces using three-level implicit hierarchical scheduling:

1.

Configure the hierarchical scheduler for the physical interface used for the logical
tunnel (anchor point). For three-level scheduling the hierarchical scheduler must be
set to implicit-hierarchy.

[edit]
user@host#edit interfaces ps-anchor-device-name
user@host#set hierarchical-scheduler implicit-hierarchy

Specify the traffic-control profile to use on the pseudowire logical interfaces.

[edit class-of-service]

user@host#edit interfaces ps ps-device-name
user@host#edit unit logical-unit-number

user@host#set output-traffic-control-profile profile-name

Define a pseudowire logical interface set and configure the traffic-control profile used
for the interface set.

[edit class-of-service]

user@host#edit interfaces

user@host#edit interface-set interface-set-name
user@host#edit output-traffic-control-profile profile-name

Group the pseudowire logical interfaces in the pseudowire logical interface set.
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[edit ]

user@host#edit interfaces

user@host#edit interface-set interface-set-name
user@host#edit interface ps ps-device-name
user@host#edit unit logical-unit-number

5. Configure the rewrite rule.
The available rewrite rule types for pseudowire interfaces are dscp and inet-precedence.

[edit class-of-service]

user@host#edit interfaces ps ps-device-name

user@host#edit unit logical-unit-number

user@host#edit rewrite-rules (dscp | inet-precedence) rewrite-name
user@host#edit forwarding-class class-name

user@host#set loss-priority class-name code-point (alias | bits)

6. Configure the classifier.
The available classifier types for pseudowire interfaces are dscp and inet-precedence.

[edit class-of-service]

user@host#edit interfaces ps ps-device-name

user@host#edit unit logical-unit-number

user@host#edit classifiers (dscp | inet-precedence) classifier-name
user@host#edit forwarding-class class-name

user@host#set loss-priority class-name code-points [aliases] [bit-patterns]

7. Apply the rewrite rule and classifier to the pseudowire interfaces.
For the interface_name parameter, specify the ps device name.

[edit class-of-service interfaces interface_name unit logical-unit-number]

user@host#set rewrite-rule (dscp | inet-precedence) (rewrite-name | default) protocol
protocol-types

user@host#set classifiers (dscp | inet-precedence) (classifier-name | default)

« CoS on Ethernet Pseudowires in Universal Edge Networks Overview
« CoS Inputs and Outputs Examples

« Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

. Hierarchical CoS on MPLS Pseudowire Subscriber Interfaces Overview on page 31

« CoS Three-Level Hierarchical Scheduling on MPLS Pseudowire Subscriber Interfaces
on page 34

« CoS Configuration Overview for MPLS Pseudowire Subscriber Interfaces on page 37

« Configuring CoS Three-Level Hierarchical Scheduling for MPLS Pseudowire Subscriber
Interfaces (Logical Interfaces over a Transport Logical Interface) on page 97

. hierarchical-scheduler (Subscriber Interfaces on MX Series Routers) on page 168
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. Example: Configuring Static Hierarchical Scheduling and Queuing for Subscriber
Access on page 101

« Example: Configuring Dynamic Hierarchical Scheduling and Queuing for Subscriber
Access on page 103

« Example: Configuring Per-Unit Scheduling for Subscriber Access on page 110

« Example: Providing Unique Rate Configurations for Schedulers in a Dynamic
Profile on page 118

« Example: Configuring Initial CoS Parameters Dynamically Obtained from
RADIUS on page 119

« Example: Configuring Aggregate Scheduling of Queues for Residential Subscribers on
Static IP Demux Interfaces on page 121

« Example: Configuring Hierarchical Scheduling and Queuing for a Static PPPoE
Subscriber Interface on page 123

« Example: Configuring Hierarchical Scheduling and Queuing for an Underlying Static
PPPoE Subscriber Interface on page 126

« Example: Configuring Hierarchical Scheduling and Queuing for an Interface Set of
Static PPPoE Subscriber Interfaces on page 128

« Example: Configuring a Dynamic Interface Set of VLAN Subscribers on page 130

« Example: Configuring a Dynamic Service VLAN Interface Set of Subscribers in a Dynamic
Profile on page 143

Example: Configuring Static Hierarchical Scheduling and Queuing for Subscriber Access

This example shows you how to configure CoS for a subscriber in a dynamic profile. The
CoS parameters configure a best-effort, data service for subscribers.

1. Configure the static CoS parameters in the [edit class-of-service] hierarchy.

You must configure the scheduler maps in this hierarchy; it will get referenced in the
dynamic profile.

class-of-service {
forwarding-classes {
queue 0 best-effort;
gueue 1 expedited-forwarding;
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gueue 3 network-control;
queue 2 assured-forwarding;
}
scheduler-maps {
data_smap {
forwarding-class best-effort scheduler be_sch;
}
}
schedulers {
be_sch {
transmit-rate percent 10;
buffer-size remainder;
priority low;
1
}
1

2. Configure the subscriberinterface in the [editinterfaces] hierarchy. Enable hierarchical
scheduling for the interface.

interfaces {
ge-2/2/0{
hierarchical-scheduler;
vlan-tagging;
unit 100 {
vlan-id 100;
family inet {
unnumbered-address l00.0 preferred-source-address 100.0.0.1;
1
1
}
1

3. Configure CoS in the dynamic profile.

dynamic-profiles {
data-service {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet;
}
1
1
class-of-service {
traffic-control-profiles {
tcpl {
scheduler-map data_smap;
shaping-rate 50k;
guaranteed-rate 10k;
}
1
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile tcpl;

}
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Related . Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
Documentation on MX Series Routers on page 4

« Changing CoS Services Overview on page 25

. Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41

Example: Configuring Dynamic Hierarchical Scheduling and Queuing for Subscriber
Access

In this example, subscribers are provided with a data and voice service defined in an
access profile when they initially log in. The RADIUS administrator supplies the initial
values on the RADIUS server, and the service activation is performed at subscriber login.

After theinitial login, the subscriber adds an assured forwarding service that is not defined
in the original access profile. A service profile is used to configure the schedulers and a
RADIUS CoA activates the service. The queues defined for the schedulers in the initial
scheduler map and the new scheduler map are merged.

In addition, the values for the initial data and voice service are upgraded by the RADIUS
administrator through a separate RADIUS CoA message.

To configure the initial service and enable the activation through a RADIUS CoA:

1. Configure the access profile for the service activation.
a. Configure the VLAN interface for the access profile.

[edit]
dynamic-profiles access-profile {
interfaces {
$junos-interface-ifd-name {
unit $junos-underlying-interface-unit {
family inet;
1
}
1
}

b. Configure the class of service parameters in the access profile. In this example,
you configure Junos OS predefined variables that provide the initial scheduler name
and scheduler parameters obtained from the RADIUS authentication server when
the subscriber logs in.

Include the configurations for the interfaces, schedulers, and the scheduler maps.

[edit]
dynamic-profiles access-profile {
class-of-service {
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traffic-control-profiles {
tcpl {
scheduler-map $junos-cos-scheduler-map;
shaping-rate $junos-cos-shaping-rate;
guaranteed-rate $junos-cos-guaranteed-rate;
delay-buffer-rate $junos-cos-delay-buffer-rate;
1
}
interfaces {
$junos-interface-ifd-name {
unit "$junos-underlying-interface-unit" {
classifiers {
ieee-802.1 12_classifier;
}
rewrite-rules {
ieee-802.112_rewrite;
}
output-traffic-control-profile tcpl;
1
1
}
schedulers {
$junos-cos-scheduler {
buffer-size percent $junos-cos-scheduler-bs;
priority $junos-cos-scheduler-pri;
transmit-rate percent $junos-cos-scheduler-tx;
drop-profile-map loss-priority low protocol any $junos-cos-scheduler-low;
drop-profile-map loss-priority medium-low protocol any
$junos-cos-scheduler-medium-low;
drop-profile-map loss-priority medium-high protocol any
$junos-cos-scheduler-medium-high;
drop-profile-map loss-priority high protocol any $junos-cos-scheduler-high;
}
}
scheduler-maps {
data_voice_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
}
}
1
1

Table 19 on page 104 lists the initial values defined by the RADIUS administrator for
the scheduler map and shaping rates.

Table 19: Initial Scheduler Map and Shaping Values at Subscriber Login

Predefined Variable RADIUS Tag Value
$junos-cos-scheduler-map TO1 data_voice_smap
$junos-cos-shaping-rate TO2 6m
$junos-cos-guaranteed-rate TO3 4m
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Table 19: Initial Scheduler Map and Shaping Values at Subscriber
Login (continued)

Predefined Variable RADIUS Tag Value

$junos-cos-delay-buffer-rate TO4 4m

Table 20 on page 105 lists the initial values defined by the RADIUS administrator
for the voice (expedited forwarding) scheduler.

Table 20: Initial CoS Values for the Voice Scheduler at Subscriber Login

Predefined Variable Tag Value
$junos-cos-scheduler — ef_sch
$junos-cos-scheduler-tx TO1 10
$junos-cos-scheduler-bs TO2 10
$junos-cos-scheduler-pri TO3 medium-high
$junos-cos-scheduler-dropfile-low TO4 d3
$junos-cos-scheduler-dropfile-medium-low TO5 d2
$junos-cos-scheduler-dropfile-medium-high TO6 di
$junos-cos-scheduler-dropfile-high TO7 do

Table 21 on page 105 lists the initial values defined by the RADIUS administrator for
the data (best effort) scheduler.

Table 21: Initial CoS Values for the Data Scheduler at Subscriber Login

Predefined Variable Tag Value
$junos-cos-scheduler — be_sch
$junos-cos-scheduler-tx TO1 10
$junos-cos-scheduler-bs TO2 10
$junos-cos-scheduler-pri TO3 low
$junos-cos-scheduler-dropfile-low TO4 do
$junos-cos-scheduler-dropfile-medium-low TO5 dl
$junos-cos-scheduler-dropfile-medium-high TO6 d2
$junos-cos-scheduler-dropfile-high TO7 d3
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2. Configure the classifiers, drop profiles, forwarding classes, and rewrite rules in the
static [edit class-of-service] hierarchy.

[edit]
class-of-service {
classifiers {
dscp dscp_classifier {
forwarding-class be {
loss-priority low code-points 000000;
1
forwarding-class af {
loss-priority medium-low code-points 00000T;
1
1
ieee-802.112_classifier {
forwarding-class be {
loss-priority medium-low code-points 000;
1
forwarding-class ef {
loss-priority medium-low code-points 100;
}
forwarding-class af {
loss-priority medium-low code-points 010;

1
}
1
drop-profiles {
do {
fill-level 25 drop-probability 100;
fill-level O drop-probability O;
}
di{
fill-level 50 drop-probability 100;
fill-level O drop-probability O;
1
d2{
fill-level 75 drop-probability 100;
fill-level O drop-probability O;
}
d3{
fill-level O drop-probability O;
fill-level 100 drop-probability 100;
}
1
forwarding-classes {
gueue O be;
queue 1 ef;
queue 2 af;
queue 3 nc;
1
interfaces {
ge-1/2/9 {
shaping-rate 100m;
}
}

rewrite-rules {
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ieee-802.112_rewrite {
forwarding-class be {
loss-priority medium-low code-point 00O0;
1
forwarding-class ef {
loss-priority medium-low code-point 00T;
}
forwarding-class af {
loss-priority medium-low code-point 100;
1
dscp |2_rewrite {
forwarding-class be {
loss-priority medium-low code-points 000;
1
forwarding-class ef {
loss-priority medium-low code-points 00T;
1
forwarding-class af {
loss-priority medium-low code-points 00T1;
1
}
1

3. Configure the service profile enable RADIUS to activate the video service after login.
The video service corresponds to assured forwarding PHB.

In this example, you configure Junos OS predefined variables that provide the initial
scheduler name and scheduler parameters obtained from the RADIUS authentication
server when the subscriber logs in.

[edit]
dynamic-profiles service-af {
variables {
af_fc default-value video;
af_sch default-value af_sch;
sch-drop-any default-value all;
sch-pri-2 default-value strict-high;
sch-bs-2 default-value 40;
sch-tx-2 default-value 3m;
smap default-value any
1
class-of-service {
scheduler-maps {
"$smap" {
forwarding-class “$af_fc” scheduler “$af_sch”;
}
1

schedulers {
"$af_sch" {
transmit-rate percent "$sch-tx-2";
buffer-size percent "$sch-bs-2";
priority "$sch-pri-2";
drop-profile-map loss-priority any protocol any drop-profile “$sch-drop-any”;
}
1
1
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}

After the three services are activated, subscribers receive upgraded values for the data
and voice service when RADIUS sends a change of authorization (CoA). In this case, the
CoS parameters are replaced, because multiple subscribers were not enabled on the
logical interface.

Table 22 on page 108 lists the upgraded values defined by the RADIUS administrator.

Table 22: Upgraded CoS Values for the Video Service

Variable RADIUS Tag Value
junos-cos-scheduler-map TO1 data_voice_smap
junos-cos-shaping-rate TO2 14m
junos-cos-guaranteed-rate TO3 13m
junos-cos-delay-buffer-rate TO4 12m

Table 23 on page 108 lists the values defined by the RADIUS administrator for the video
(assured forwarding) scheduler.

Table 23: Upgraded CoS Values for the Video Scheduler

Predefined Variable Tag Value
$junos-cos-scheduler — af_sch
$junos-cos-scheduler-tx TO1 10
$junos-cos-scheduler-bs TO2 10
$junos-cos-scheduler-pri TO3 medium
$junos-cos-scheduler-dropfile-low TO4 d3
$junos-cos-scheduler-dropfile-medium-low TOS d2
$junos-cos-scheduler-dropfile-medium-high TO6 dl
$junos-cos-scheduler-dropfile-high TO7 do

Table 24 on page 100 lists the values defined by the RADIUS administrator for the expedited
forwarding scheduler in the CoA message. The values are the same as the initial service.
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Table 24: Initial CoS Values for the Expedited Forwarding Scheduler at

Subscriber Login
Predefined Variable Tag Value
$junos-cos-scheduler — ef_sch
$junos-cos-scheduler-tx TO1 10
$junos-cos-scheduler-bs TO2 10
$junos-cos-scheduler-pri TO3 medium-high
$junos-cos-scheduler-dropfile-low TO4 d3
$junos-cos-scheduler-dropfile-medium-low TO5 d2
$junos-cos-scheduler-dropfile-medium-high TO6 dl
$junos-cos-scheduler-dropfile-high TO7 do

Table 25 on page 1009 lists the values defined by the RADIUS administrator for the best
effort scheduler in the CoA message. The values are the same as the initial service.

Table 25: Initial CoS Values for the Best Effort Scheduler at Subscriber

Login

Predefined Variable Tag Value
$junos-cos-scheduler — be_sch
$junos-cos-scheduler-tx TO1 10
$junos-cos-scheduler-bs TO2 10
$junos-cos-scheduler-pri TO3 low
$junos-cos-scheduler-dropfile-low TO4 do
$junos-cos-scheduler-dropfile-medium-low TO5 di
$junos-cos-scheduler-dropfile-medium-high TO6 d2
$junos-cos-scheduler-dropfile-high TO7 a3

Related . Changing CoS Services Overview on page 25
Documentation « Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
. Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4
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Example: Configuring Per-Unit Scheduling for Subscriber Access

In this example, a network administrator sets up a subscriber access configuration with
per-unit scheduling.

1. The administrator configures the static VLAN interfaces and enables per-unit
scheduling for the interfaces.

[edit]
interfaces {
ge-1/1/0 {
per-unit-scheduler;
vlan-tagging;
unit 100 {
vlan-id 100;
family inet {
unnumbered-address l00.0 preferred-source-address 192.100.1.1;
1
}
unit 200 {
vlan-id 200;
family inet {
unnumbered-address l00.0 preferred-source-address 192.100.1.1;
1
}
1
ge-1/1/14
per-unit-scheduler;
vlan-tagging;
unit 100 {
vlan-id 100;
family inet {
unnumbered-address l00.0 preferred-source-address 192.100.1.1;
1
1
unit 200 {
vlan-id 200;
family inet {
unnumbered-address l00.0 preferred-source-address 192.100.1.1;
1
1
}
ge-1/0/1{
unit 0 {
family inet {
address 3.1.1.1/24;
1
}
}
ge-1/1/2 {
description "wfcel4 ethl soso ge-1/1/2";
vlan-tagging;
gigether-options {
no-auto-negotiation;
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}

}

}
unit 100 {
vlan-id 100;
family inet {
address 121.0.0.1/24;
1
}

2. The administrator configures static CoS parameters, including forwarding classes

and classifiers, to be referenced in the dynamic profiles.

[edit]
class-of-service {
classifiers {

inet-precedence 8g-inet {
forwarding-class be {
loss-priority low code-points 000;
1
forwarding-class ef {
loss-priority low code-points 007,
1
forwarding-class af {
loss-priority low code-points 010;
1
forwarding-class nc {
loss-priority low code-points O11;
1
forwarding-class voice {
loss-priority low code-points 100;
1
forwarding-class video {
loss-priority low code-points 101;
1
forwarding-class game {
loss-priority low code-points 110;
1
forwarding-class data {
loss-priority low code-points 117;
1
}
inet-precedence 4g-inet {
forwarding-class be {

loss-priority low code-points [ 000 001 J;

1
forwarding-class ef {
loss-priority low code-points [ 010 011 ];
1
forwarding-class af {
loss-priority low code-points [ 100101 ];
1
forwarding-class nc {
loss-priority low code-points [ 110 111 ];
1
1
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inet-precedence 8g-drop-inet {
forwarding-class be {
loss-priority low code-points 000;
1
forwarding-class ef {
loss-priority medium-low code-points 00T;
}
forwarding-class af {
loss-priority medium-high code-points 010;
1
forwarding-class nc {
loss-priority high code-points 011;
}
forwarding-class voice {
loss-priority low code-points 100;
1
forwarding-class video {
loss-priority medium-low code-points 107;
}
forwarding-class game {
loss-priority medium-high code-points 110;
1
forwarding-class data {
loss-priority high code-points 111;
}
1
inet-precedence 4g-drop-inet {
forwarding-class be {
loss-priority low code-points [ 000 001 J;
1
forwarding-class ef {
loss-priority medium-low code-points [ 010 011 ];
1
forwarding-class af {
loss-priority medium-high code-points [ 100101 J;
1
forwarding-class nc {
loss-priority high code-points [ 110 111 ];
1
}
}
drop-profiles {
do {
fill-level 25 drop-probability 100;
fill-level O drop-probability O;
}
di{
fill-level 50 drop-probability 100;
fill-level O drop-probability O;
1
d2{
fill-level 75 drop-probability 100;
fill-level O drop-probability O;
1
d3{
fill-level 100 drop-probability 100;

12 Copyright © 2014, Juniper Networks, Inc.



Chapter 11: Examples

fill-level O drop-probability O;
1
all {
fill-level O drop-probability O;
fill-level 100 drop-probability 100;
1
}
forwarding-classes {
gueue O be;
queue 1ef;
queue 2 af;
queue 3 nc;
gueue 4 voice;
gueue 5 video;
queue 6 game;
queue 7 data;
}
interfaces {
ge-1/0/1{
unit O {
classifiers {
inet-precedence 8g-drop-low-high-inet;
}
1
}
}
traceoptions {
flag all;
flag asynch;
flag route-socket;
}
1

3. The administrator configures the access and service dynamic profiles to receive CoS
parameters for the subscriber interfaces through RADIUS.

[edit]
dynamic-profiles {
subscriber {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet;
}
1
1
class-of-service {
traffic-control-profiles {
zero {
scheduler-map "$junos-cos-scheduler-map";
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate "$junos-cos-guaranteed-rate";
delay-buffer-rate "$junos-cos-delay-buffer-rate";
}
1

interfaces {
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"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile zero;
}
}
1
scheduler-maps {
be_smap {
forwarding-class be scheduler be_sch;
}
all_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
forwarding-class af scheduler af_sch;
forwarding-class nc scheduler nc_sch;
forwarding-class video scheduler video_sch;
forwarding-class data scheduler data_sch;
}
be_ef_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
}
af_smap {
forwarding-class af scheduler af_sch;
}
be_ef_af_nc_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
forwarding-class af scheduler af_sch;
forwarding-class nc scheduler nc_sch;
}
voice_video_game_data_smap {
forwarding-class voice scheduler voice_sch;
forwarding-class video scheduler video_sch;
forwarding-class game scheduler game_sch;
forwarding-class data scheduler data_sch;
}
1
schedulers {
"$junos-cos-scheduler" {
transmit-rate percent "$junos-cos-scheduler-tx";
buffer-size percent "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";
drop-profile-map loss-priority low protocol any drop-profile
"$junos-cos-scheduler-dropfile-low";
drop-profile-map loss-priority medium-low protocol any drop-profile
"$junos-cos-scheduler-dropfile-medium-low";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$junos-cos-scheduler-dropfile-medium-high";
drop-profile-map loss-priority high protocol any drop-profile
"$junos-cos-scheduler-dropfile-high";
}
1
1
}

service {
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variables {
fc_1 default-value be;
sch_1 default-value be_sch;
sch-tx_1 default-value 20000000;
sch-bs_1 default-value 10;
sch-pri_1 default-value high;
sch-drop-low_1 default-value d3;
sch-drop-med-low_1 default-value d2;
sch-drop-med-high_1 default-value di;
sch-drop-high_1 default-value dO;
sch-drop-any_1 default-value d3;
fc_2 default-value af;
sch_2 default-value af_sch;
sch-tx_2 default-value 10;
sch-bs_2 default-value 10;
sch-pri_2 default-value high;
sch-drop-low_2 default-value d3;
sch-drop-med-low_2 default-value d2;
sch-drop-med-high_2 default-value di;
sch-drop-high_2 default-value dO;
sch-drop-any_2 default-value d3;
fc_3 default-value voice;
sch_3 default-value voice_sch;
sch-tx_3 default-value 20000000;
sch-bs_3 default-value 10;
sch-pri_3 default-value high;
sch-drop-low_3 default-value d3;
sch-drop-med-low_3 default-value d2;
sch-drop-med-high_3 default-value di;
sch-drop-high_3 default-value dO;
sch-drop-any_3 default-value d3;
fc_4 default-value game;
sch_4 default-value game_sch;
sch-tx_4 default-value 10;
sch-bs_4 default-value 10;
sch-pri_4 default-value high;
sch-drop-low_4 default-value d3;
sch-drop-med-low_4 default-value d2;
sch-drop-med-high_4 default-value di;
sch-drop-high_4 default-value dO;
sch-drop-any_4 default-value d3;
scheduler-map default-value all_smap;
}
class-of-service {
scheduler-maps {
"$scheduler-map" {
forwarding-class "$fc_1" scheduler "$sch_1";
forwarding-class "$fc_2" scheduler "$sch_2";
forwarding-class "$fc_3" scheduler "$sch_3";
forwarding-class "$fc_4" scheduler "$sch_4";
}
1
schedulers {
"$sch_ 1" {
transmit-rate "$sch-tx_1";
buffer-size percent "$sch-bs_1";
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priority "$sch-pri_1";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_1";
drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_1";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_1";
drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_1";
}
"$sch_2" {
transmit-rate percent "$sch-tx_2";
buffer-size percent "$sch-bs_2";
priority "$sch-pri_2";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_2";
drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_2";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_2";
drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_2";
}
"$sch_3" {
transmit-rate "$sch-tx_3";
buffer-size percent "$sch-bs_3";
priority "$sch-pri_3";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_3";
drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_3";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_3";
drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_3";
}
"$sch_4" {
transmit-rate percent "$sch-tx_4";
buffer-size percent "$sch-bs_4";
priority "$sch-pri_4";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_4";
drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_4";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_4";
drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_4";
}
1
1
}
service_2 {
variables {
fc_1 default-value be;
sch_1 default-value be_sch;
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sch-tx_1 default-value 10;
sch-bs_1 default-value 10;
sch-pri_1 default-value high;
sch-drop-low_1 default-value d3;
sch-drop-med-low_1 default-value d2;
sch-drop-med-high_1 default-value di;
sch-drop-high_1 default-value dO;
sch-drop-any_1 default-value d3;
scheduler-map default-value all_smap;
}
class-of-service {
scheduler-maps {
"$scheduler-map" {
forwarding-class "$fc_1" scheduler "$sch_1";
}
1
schedulers {
"$sch_ 1" {
transmit-rate percent "$sch-tx_1";
buffer-size percent "$sch-bs_1";
priority "$sch-pri_1";
drop-profile-map loss-priority low protocol any drop-profile
"$sch-drop-low_1";
drop-profile-map loss-priority medium-low protocol any drop-profile
"$sch-drop-med-low_1";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_1";
drop-profile-map loss-priority high protocol any drop-profile
"$sch-drop-high_1";

4. The network administrator configures DHCP and RADIUS to grant access and services
to the interfaces referenced by the subscriber dynamic profile.

[edit]
forwarding-options {
dhcp-relay {
traceoptions {
file size 1g;
flag all;
1
dynamic-profile subscriber aggregate-clients replace;
server-group {
subscriber-server {
3.1.1.2;
1
1
active-server-group subscriber-server;
group relay-0 {
authentication {
password pwdO;
username-include {
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user-prefix userO;
mac-address;
}

1

interface ge-1/1/0.100;

interface ge-1/17/0.200;

}
}
1

radius-server {
121.0.0.11 secret "$9$mPF/uOlcrvIRvVL7V4o0ik.Pz3/CtOIE"; ## SECRET-DATA
1
profile subscriber-profile {
authentication-order radius;
radius {
authentication-server 121.0.0.11;
accounting-server 121.0.0.17;
1
radius-server {
121.0.0.11 secret "$9%$.mz6pulhyKBIK8xdg4jHgmQF69A0IR"; ## SECRET-DATA
1
accounting {
order radius;
statistics time;
}
}

Related . Configuring Per-Unit Scheduling in a Dynamic Profile for Subscriber Access on page 53
Documentation

Example: Providing Unique Rate Configurations for Schedulers in a Dynamic Profile

Combining static and dynamic schedulers in a dynamic profile enables you to provide
subscribers with services that have unigue scheduler definitions.

In this example, the network administrator configures the data service with a transmit-rate
that is rate controlled using the Sjunos-cos-scheduler-tx predefined variable. RADIUS
dynamically supplies the percentage value for the transmission rate that is specified in
the RADIUS VSA to the data scheduler when the subscriber logs in.

For the best-effort service, the network administrator assigns the remaining transmission
rate that is available.

schedulers {
data-scheduler {

transmit-rate percent rate-limit $junos-cos-scheduler-tx;
buffer-size percent $junos-cos-scheduler-bs;
priority $junos-cos-scheduler-pri;
drop-profile-map loss-priority low protocol any drop-profile dO;
drop-profile-map loss-priority medium-low protocol any drop-profile di;
drop-profile-map loss-priority medium-high protocol any drop-profile d2;
drop-profile-map loss-priority high protocol any drop-profile d3;
drop-profile-map loss-priority any protocol any drop-profile all;
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best-effort-scheduler {

transmit-rate remainder;

buffer-size percent $junos-cos-scheduler-bs;

priority medium-high;

drop-profile-map loss-priority low protocol any drop-profile
$junos-cos-scheduler-dropfile-low;

drop-profile-map loss-priority medium-low protocol any drop-profile di;

drop-profile-map loss-priority medium-high protocol any drop-profile
$junos-cos-scheduler-dropfile-medium-high;

drop-profile-map loss-priority high protocol any drop-profile d3;

drop-profile-map loss-priority any protocol any drop-profile
$junos-cos-scheduler-dropfile-any;

}

Related . Configuringa Combination of Static and Dynamic Scheduler Parametersin a Scheduler
Documentation Definition on page 62

Example: Configuring Initial CoS Parameters Dynamically Obtained from RADIUS

The following configuration is an example of a client dynamic profile in which initial CoS
parameters are dynamically obtained from the RADIUS server when a subscriber
authenticates over the interface to which the dynamic profile is applied.

For this example, assume that the RADIUS authentication server has been configured
with traffic-shaping parameters (at Juniper Networks VSA 26-108) and CoS scheduling
and queuing parameters (at Juniper Networks VSA 26-146).

The subscriber interface is a single-unit static gigabit Ethernet VLAN interface on an EQ
DPC port:

[edit]
interfaces {
ge-9/0/3 {
hierarchical-scheduler;
vlan-tagging;
unit 100 {
vlan-id 100;
family inet {
address 192.168.32.2/24;
1
}
1
1

The client dynamic profile residential_silver attaches the traffic-control profile tep_1 to
the subscriber interface that is defined in the dynamic profile using the
Sjunos-interface-ifd-name predefined variable.

[edit]
dynamic-profiles {
residential_silver {
interfaces {
“$junos-interface-ifd-name” {
unit “$junos-underlying-interface-unit” {
family inet;

Copyright © 2014, Juniper Networks, Inc. 19



CoS Scheduling Feature Guide for Subscriber Services

1
1
}
class-of-service {
interfaces {
“$junos-interface-ifd-name” {
unit “$junos-underlying-interface-unit” {
output-traffic-control-profile tcp_];

The traffic-control profile tep_1, references Junos OS predefined variables to obtain a
scheduler-map name and traffic-shaping parameter values from RADIUS when a
subscriber logs in. For this example, assume that the RADIUS server replaces the Junos
OS predefined variable $junos-cos-scheduler-map scheduler-map name business_smap_1.
The scheduler map business_smap_1 is configured in the client dynamic profile:

[edit]
dynamic-profiles {
residential_silver {
class-of-service {
traffic-control-profiles {
tcp_1{
scheduler-map “$junos-cos-scheduler-map”; # 'business_smap_1’
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate "$junos-cos-guaranteed-rate";
delay-buffer-rate "$junos-cos-delay-buffer-rate";
1
}
scheduler-maps {
business_smap_1 {
forwarding-class best-effort scheduler be_sched;
forwarding-class ef scheduler home_sched

A scheduler definition references Junos OS predefined variables to obtain scheduler

configurations from RADIUS when a subscriber logs in. For this example, assume that
the RADIUS server provides scheduler configurations for schedulers named be_sched
and home_sched, which are included in the scheduler map business_smap_1:

[edit]
dynamic-profiles {
residential_silver {
class-of-service {
schedulers {
“$junos-cos-scheduler” { # 'be_sched’ and 'home_sched’

transmit-rate "$junos-cos-scheduler-tx";
buffer-size "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";
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drop-profile-map loss-priority low protocol any drop-profile
“$junos-cos-scheduler-dropfile-low*;

drop-profile-map loss-priority medium-low protocol any drop-profile
“$junos-cos-scheduler-dropfile-medium-low*;

drop-profile-map loss-priority medium-high protocol any drop-profile
“$junos-cos-scheduler-dropfile-medium-high*;

drop-profile-map loss-priority high protocol any drop-profile
“$junos-cos-scheduler-dropfile-high*;

Static configurations for CoS consist of configurations for the forwarding classes used
in the scheduler map business_smap_1and configurations for drop-profile names provided
by RADIUS for as part of the scheduler configurations provided (for be_sched and
home_sched) when a subscriber logs in:

[edit]
class-of-service {
forwarding-classes {
queue O best-effort;
queue 1 ef;
}
drop-profiles {
... configurations_for_drop_profile_names_provided_by_RADIUS ...
}
}
1

Related . Subscriber Activation and Service Management in an Access Network
Documentation « Dynamic Profiles Overview
« Dynamic Variables Overview
« Junos OS Predefined Variables

« Subscriber Interfaces That Provide Initial CoS Parameters Dynamically Obtained from
RADIUS on page 21

« Configuring Initial CoS Parameters Dynamically Obtained from RADIUS on page 67

Example: Configuring Aggregate Scheduling of Queues for Residential Subscribers on
Static IP Demux Interfaces

In this example, scheduling is configured for a residential subscriber. Each forwarding
classrepresents a multiplay service (voice, video, and data), and is equivalent to a queue.

An interface set of IP demux interfaces represents a DSLAM, and provides shaping of
subscribers services to a DSLAM aggregate rate.

[edit]
interfaces {
interface-set demux-set {
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interface demuxO {
unit O;
unit1;
}
1
ge-2/0/11
vlan-tagging;
unit1{
per-session-scheduler;
vlan-id 1;
demux-source inet;
family inet {
address 4.4.4.4/24;
1
}
1
demuxO {
unit 0 {
demux-options {
underlying-interface ge-2/0/1.1;
}
family inet {
address 1.1.1.1/24;
demux-source {
1.1.1.0/24;
1
}
}
unit1{
demux-options {
underlying-interface ge-2/0/1.1;
1
family inet {
address 1.1.2.1/24;
demux-source {
1.1.2.0/24;
1
1
}
1
}
class-of-service {
traffic-control-profiles {
T1{
scheduler-map mi;
shaping-rate 5m;
}
T2{
shaping-rate 60m;
}
1
interfaces {
interface-set demux-set {
output-traffic-control-profile T2;
}

demuxO {
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}

unit 0 {
output-traffic-control-profile T7;
}
unit1{
output-traffic-control-profile TT;
1
}
1
scheduler-maps {
mi{
forwarding-class best-effort scheduler sO;
forwarding-class expedited-forwarding scheduler sT;
forwarding-class assured-forwarding scheduler s2;
forwarding-class network-control scheduler s3;
}
1
schedulers {
sO {
transmit-rate percent 10;
buffer-size percent 10;
}
s1{
transmit-rate percent 20;
buffer-size percent 20;
}
s2{
transmit-rate percent 30;
buffer-size percent 30;
}
s34
transmit-rate percent 40;
buffer-size percent 40;
}
1

Related . CoS and Static IP Demux Interface Set Overview

Documentation

« Configuring Static Subscriber Interfaces Using IP Demux Interfaces

Example: Configuring Hierarchical Scheduling and Queuing for a Static PPPoE

Subscriber Interface

In this example, the network administrator defines hierarchical queuing and scheduler
parameters by configuring traffic-control profile and binding it directly to a PPPoE
subscriber interface.

This configuration is supported on the IQ2E PIC.

To use this configuration in a broadband access network, each forwarding class can
represent one type of services provided to a household customer and is mapped to a
queue. Each PPPoE interface represents a household and provides shaping of all
household traffic to an aggregate rate. All of the PPPoE interfaces on the physical

interfaces are shaped to the underlying physical interface rate.
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Table 26 on page 124 lists the scheduler and queue mapping for this configuration.

Table 26: Scheduler Per Logical Interface Mapping

Level Type Mapping

4 Queue PPPoE interface

3 Scheduler PPPoE interface

2 Scheduler —

1 Scheduler Underlying physical interface

interfaces {
ge-3/0/3 {
hierarchical-scheduler;
vlan-tagging;
unit 0 {
encapsulation ppp-over-ether;
vlan-id 100;
}
}
ppO {
unit 0 {
pppoe-options {
underlying-interface ge-3/0/3.0;
server;
1
family inet {
address 120.20.20.20/32 {
destination 120.20.20.21;
1
}
1
unit1{
pppoe-options {
underlying-interface ge-3/0/3.0;
server,;
}
family inet {
address 130.30.30.30/32 {
destination 130.30.30.37;
}
1
}
unit2 {
pppoe-options {
underlying-interface ge-3/0/3.0;
server,
1
family inet {
address 140.40.40.40/32 {
destination 140.40.40.47;
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}
}
}

class-of-service {
traffic-control-profiles {
tcp {
scheduler-map data_smap;
shaping-rate 50k;
guaranteed-rate 10k;
1
}
interfaces {
ppO {
unit0 {
output-traffic-control-profile tcp;
1
unit1{
output-traffic-control-profile tcp;
unit2 {
output-traffic-control-profile tcp;
1
1
1
forwarding-classes {
queue 0 be;
queue 1 ef;
queue 3 nc;
gueue 2 af;
1
scheduler-maps {
data_smap {
forwarding-class be scheduler be_sch;
1
voice_data_smap {
forwarding-class be scheduler be_sch;
1
vid_data_smap {
forwarding-class ef scheduler ef_sch;
1
1
schedulers {
be_sch {
transmit-rate percent 10;
buffer-size remainder;
priority low;
1
ef sch{
transmit-rate percent 10;
buffer-size remainder;
priority low;
1
af sch {
transmit-rate percent 10;
buffer-size remainder;
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priority low;

1

nc_sch{
transmit-rate percent 10;
buffer-size remainder;
priority low;

1

1

Related . CoS for PPPoE Subscriber Interfaces Overview on page 12

D tati
ocumentation « Configuring Hierarchical CoS on a Static PPPoE Subscriber Interface on page 87

Example: Configuring Hierarchical Scheduling and Queuing for an Underlying Static
PPPoOE Subscriber Interface

In this example, the network administrator defines hierarchical queues and scheduler
parameters by configuring a traffic-control profile and binding it directly to a PPPoE
subscriber interface. The network administrator then configures the traffic-control profile
on the underlying interface where a group of PPPOE interfaces reside.

This configuration is supported on the IQ2E PIC.

To use this configurationin a broadband access network, each forwarding class represents
one type of services provided to a household customer and is mapped to a queue. Each
PPPoE interface represents a household and provides shaping of all household traffic
to an aggregate rate. The underlying logical interface where a group of PPPOE interfaces
resides represents a DSLAM and provides shaping to the DSLAM rate.

Table 27 on page 126 lists the scheduler and queue mapping for this configuration.

Table 27: Scheduler per Underlying Interface Mapping

Level Type Mapping

4 Queue PPPOoE interface

3 Scheduler PPPOE interface

2 Scheduler Underlying logical interface
1 Scheduler Underlying interface

interfaces {
ge-3/0/3{

hierarchical-scheduler;

vlan-tagging;

unit O {
encapsulation ppp-over-ether;
vlan-id 100;

}

unit1{
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vlan-id 101;
}
1
ppO {
hierarchical-scheduler;
unit 0 {
pppoe-options {
underlying-interface ge-3/0/3.0;
server;
1
family inet {
address 120.20.20.20/32 {
destination 120.20.20.21;
1
}
1
unit1{
pppoe-options {
underlying-interface ge-3/0/3.0;
server,;
}
family inet {
address 130.30.30.30/32 {
destination 130.30.30.37;
1
1
}
unit2 {
pppoe-options {
underlying-interface ge-3/0/3.0;
server,
1
family inet {
address 140.40.40.40/32 {
destination 140.40.40.47;

1
}
1
}
class-of-service {
traffic-control-profiles {
tcpl {
scheduler-map data_smap;
shaping-rate 50k;
guaranteed-rate 10k;
}
tcp2 {
scheduler-map data_smap;
shaping-rate 50m;
guaranteed-rate 10m;
}
}
interfaces {
ppO {
unit O {
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output-traffic-control-profile tcpl;
1
unit1{
output-traffic-control-profile tcp];
1
unit 2 {
output-traffic-control-profile tcpl;
1
1
ge-3/0/3{
unit 0 {
output-traffic-control-profile tcp2;
}
1
1

,

Related . CoS for PPPoE Subscriber Interfaces Overview on page 12
Documentation . Configuring Hierarchical CoS on a Static PPPoE Subscriber Interface on page 87
. Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

Example: Configuring Hierarchical Scheduling and Queuing for an Interface Set of
Static PPPoE Subscriber Interfaces

In this example, the network administrator defines hierarchical queues and scheduler
parameters by configuring traffic-control profile and binding it directly to a PPPoE
subscriber interface. The network administrator then configures the traffic-control profile
on a set of PPPoE interfaces.

This configuration is supported on the IQ2E PIC.

To use this configuration in a broadband access network, each forwarding class represents
one type of services provided to a household customer and is mapped to a queue. Each
PPPoE interface represents a household and provides shaping of all household traffic
to an aggregate rate. In addition, the PPPoE interface-set configuration provides shaping
of traffic for a group of PPPoE interface on a DSLAM to a DSLAM aggregate rate.

Table 28 on page 128 lists the scheduler and queue mapping for this configuration.

Table 28: Scheduler per Logical Interface with Interface Set Mapping

Level Type Mapping

4 Queue PPPOE interface

3 Scheduler PPPoE interface

2 Scheduler Set of PPPOE interfaces
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Table 28: Scheduler per Logical Interface with Interface Set

Mapping (continued)

Level Type

1 Scheduler

Mapping

Underlying physical interface

interfaces {
interface-set iflsetl1 {
interface ppO {
unit O;
unit1;
unit 2;
1
}
ppO {
unit O {
pppoe-options {
underlying-interface ge-3/0/3.0;
server;
1
family inet {
address 120.20.20.20/32 {
destination 120.20.20.21;
}
1
}
unit1{
pppoe-options {
underlying-interface ge-3/0/3.0;
server;
1
family inet {
address 130.30.30.30/32 {
destination 130.30.30.37;
1
1
1
unit 2 {
pppoe-options {
underlying-interface ge-3/0/3.0;
server;
1
family inet {
address 140.40.40.40/32 {
destination 140.40.40.47;
}
1
1
}
ge-3/0/3{
hierarchical-scheduler;
vlan-tagging;
unit 0 {
encapsulation ppp-over-ether;
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vlan-id 100;
1
unit1{
vlan-id 101;
}
unit2 {
vlan-id 102;
1
}
1
class-of-service {
traffic-control-profiles {
tcpl {
scheduler-map data_smap;
shaping-rate 50k;
guaranteed-rate 10k;
}
tcp2 {
scheduler-map data_smap;
shaping-rate 50m;
guaranteed-rate 10m;
}
}
interfaces {
pPO {
unit 0 {
output-traffic-control-profile tcpl;
1
unit1{
output-traffic-control-profile tcpl;
1
unit 2 {
output-traffic-control-profile tcpl;
1
interface-set iflset1 {
output-traffic-control-profile tcp2;

}
}

Related . CoS for PPPoE Subscriber Interfaces Overview on page 12

Documentation « Configuring Hierarchical CoS on a Static PPPoE Subscriber Interface on page 87

. Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
on MX Series Routers on page 4

Example: Configuring a Dynamic Interface Set of VLAN Subscribers

« Requirements on page 131

« Overview on page 131

« Configuring the Dynamic VLANs on page 131

« Configuring Dynamic Traffic Scheduling and Shaping on page 133
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Requirements

Overview

« Configuring the Interface Set in the Dynamic Profile on page 136
« Configuring DHCP Access on page 137
« Configuring RADIUS Authentication on page 138

« Verification on page 143

This example uses the following software and hardware components:
« Junos OS Release 10.4

« MX Series Router with MPCs

In this example, the network administrator groups dynamic VLAN interfaces in aninterface
set. The interface set is configured in a dynamic profile, and enables hierarchical scheduling
for the VLAN interfaces for a multiplay service.

DHCP is used as the access method, and RADIUS is used as the authentication method
for the interfaces associated with the interface set.

Configuring the Dynamic VLANs

CLI Quick
Configuration

Step-by-Step
Procedure

To quickly configure the dynamic VLANS, copy the following commands and paste them
into the router terminal window:

[edit]

edit dynamic-profiles vlan-prof

edit interfaces $junos-interface-ifd-name unit Sjunos-interface-unit
set vlan-id Sjunos-vlan-id

set demux-source inet

set family inet unnumbered-address l00.0 preferred-source-address 100.20.32.2
top

edit interfaces ge-170/0

set hierarchical-scheduler

set vlan-tagging

edit auto-configure vlan-ranges dynamic-profile vlan-prof

set ranges any

set accept inet

top

set interfaces loO unit O family inet address 100.20.32.2/32

Configuring the Dynamic Profile for the Autoconfigured VLANs

Inthis section, you create a dynamic profile for the VLAN IDs to be automatically assigned
when subscribers log in.

To configure the dynamic profile for the VLANS:

1. Configure the dynamic profile.

[edit]
user@host#edit dynamic-profile vlan-prof
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2. Configure the interfaces.

[edit dynamic-profiles vlan-prof]
user@host#edit interfaces Sjunos-interface-ifd-name unit $junos-interface-unit

3. Add the VLAN ID variable.

[edit dynamic-profiles vlan-prof interfaces $junos-interface-ifd-name unit
$junos-interface-unit]
user@host#set vlan-id Sjunos-vlan-id

4. Configure the demux source as IPv4.

[edit dynamic-profiles vlan-prof interfaces $junos-interface-ifd-name unit
$junos-interface-unit]
user@host#set demux-source inet

5.  Configure the family.

[edit dynamic-profiles vlan-prof interfaces $junos-interface-ifd-name unit
$junos-interface-unit]

user@host#set family inet unnumbered-address l00.0 preferred-source-address
100.20.32.2

Configuring the VLAN Interfaces

Step-by-Step  To configure the VLAN interfaces:

Procedure
1. Create the VLAN interface.

[edit]
user@host# edit interfaces ge-1/0/0

2. Enable hierarchical scheduling.

[edit interfaces ge-1/0/0]
user@host# set hierarchical-scheduler

3.  Configure VLAN tagging.

[edit interfaces ge-1/0/0]
user@host# set vlan-tagging

4. Configure auto-configuration for the dynamic profile.

[edit interfaces ge-1/0/0]
user@host# edit auto-configure vlan-ranges dynamic-profile vlan-prof

5.  Configure any VLAN ID range.

[edit interfaces ge-1/0/0 auto-configure vlan-ranges dynamic-profile vlan-prof]
user@host# set ranges any

6. Specify IPv4 traffic for the VLAN.

[edit interfaces ge-1/0/0 auto-configure vlan-ranges dynamic-profile vlian-prof]
user@host# set accept inet
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Configuring the Loopback Interface

Step-by-Step  To configure the loopback interface:

Procedure
1. Create the loopback interface.

[edit]
user@host# edit interfaces loO

2. Configure the unit and the family.

[edit intefaces lo0]
user@host# set unit O family inet address 100.20.32.2/32

Configuring Dynamic Traffic Scheduling and Shaping

CLIQuick To quickly configure the traffic scheduling and shaping parameters, copy the following
Configuration commands and paste them into the router terminal window:

[edit]

edit dynamic-profiles multiplay class-of-service schedulers be_sch
set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit ef_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit af_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit nc_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit voice_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit video_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit game_sch

set transmit-rate percent 12
set buffer-size percent 12
set priority low

up

edit data_sch
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Step-by-Step
Procedure

set transmit-rate percent 12

set buffer-size percent 12

set priority low

up 2

edit scheduler-maps all_smap

set forwarding-class be scheduler be_sch

set forwarding-class ef scheduler ef_sch

set forwarding-class af scheduler af_sch

set forwarding-class nc scheduler nc_sch

set forwarding-class voice scheduler voice_sch
set forwarding-class video scheduler video_sch
set forwarding-class game scheduler game_sch
set forwarding-class data scheduler data_sch
up 2

edit traffic-control-profiles multiplay

set scheduler-map all_smap

set shaping-rate 100m

set guaranteed-rate 20m

Configuring the Schedulers in the Dynamic Profile

In this section, you create a dynamic profile for the multiplay service and configure
scheduling and shaping.

To configure the schedulers:

1. Create the multiplay dynamic profile.

[edit]
user@host# edit dynamic-profiles multiplay class-of-service schedulers

2. Configure the best effort scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit be_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

3. Configure the expedited forwarding scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit ef_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

4. Configure the assured forwarding scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit af_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

5.  Configure the network control scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit nc_sch
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user@host# set transmit-rate percent 12
user@host# set buffer-size percent 12
user@host# set priority low

6.  Configure the voice scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit voice_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

7. Configure the video scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit video_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

8. Configure the gaming scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit game_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

9. Configure the data scheduler.

[edit dynamic-profiles multiplay class-of-service schedulers]
user@host# edit data_sch

user@host# set transmit-rate percent 12

user@host# set buffer-size percent 12

user@host# set priority low

Configuring the Scheduler Map in the Dynamic Profile

Step-by-Step  To configure the scheduler map:

Procedure
1. Configure the scheduler map for all of the services.

[edit dynamic-profiles multiplay class-of-service]
user@host# edit scheduler-maps all_smap

2. Configure the forwarding classes for each service in the scheduler map.

[edit dynamic-profiles multiplay class-of-service scheduler-maps all_smap]
user@host# set forwarding-class be scheduler be_sch

user@host# set forwarding-class ef scheduler ef_sch

user@host# set forwarding-class af scheduler af_sch

user@host# set forwarding-class nc scheduler nc_sch

user@host# set forwarding-class voice scheduler voice_sch

user@host# set forwarding-class video scheduler video_sch

user@host# set forwarding-class game scheduler game_sch

user@host# set forwarding-class data scheduler data_sch
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Configuring the Traffic-Control Profile in the Dynamic Profile

Step-by-Step  To configure the traffic-control profile the interface set:

Procedure
1. Configure the traffic-control profile.

[edit dynamic-profiles multiplay class-of-service]
user@host# edit traffic control-profiles multiplay

2. Configure the scheduler map.

[edit dynamic-profiles multiplay class-of-service traffic control-profiles multiplay]
user@host# set scheduler-map all_smap

3.  Configure the shaping rate.

[edit dynamic-profiles multiplay class-of-service traffic control-profiles multiplay]
user@host# set shaping-rate 100m

4. Configure the guaranteed rate.

[edit dynamic-profiles multiplay class-of-service traffic control-profiles multiplay]
user@host# set guaranteed-rate 20m

Configuring the Interface Set in the Dynamic Profile

CLIQuick To quickly configure the interface set, copy the following commands and paste them
Configuration into the router terminal window:

[edit]

edit dynamic-profiles multiplay

edit interfaces interface-set Sjunos-interface-set-name

set interface $junos-interface-ifd-name unit Sjunos-underlying-interface-unit
top

edit class-of-service interfaces interface-set

set output-traffic-control-profile multiplay

Configuring the Interfaces for the Interface Set

Step-by-Step  To configure the interface variable for the interface set:
Procedure
1. Configure the dynamic profile for the interface set.

[edit]
user@host#edit dynamic-profiles multiplay

2. Configure the interface using the Junos OS predefined variable.

[edit dynamic-profiles multiplay]
user@host#edit interfaces Sjunos-interface-ifd-name unit
$junos-underlying-interface-unit

3. Configure the family.

[edit dynamic-profiles multiplay interfaces $junos-interface-set-name unit
$junos-underlying-interface-unit]

user@host#set family inet unnumbered-address l00.0 preferred-source-address
100.20.32.2
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Configuring the Interface Set

Step-by-Step  To configure the interface set:

Procedure
1. Configure the interface set using the Junos OS predefined variable.

[edit dynamic-profiles multiplay]
user@host#edit interfaces interface-set Sjunos-interface-set-name

2. Addthe dynamic VLAN interfaces to the interface set.

[edit dynamic-profiles multiplay interfaces $junos-interface-set-name]
user@host#set interface Sjunos-interface-ifd-name unit
$junos-underlying-interface-unit

Applying the Traffic-Control Profile to the Interface Set

Step-by-Step  You apply the traffic-control profile outside of the dynamic profile in the [edit
Procedure class-of-service] hierarchy.

To apply the traffic-control profile:

1. Specify the interface set to which you want to apply the traffic-control profile.

[edit class-of-service]
user@host#edit interfaces interface-set dynamic-set

2. Attachthe output traffic-control profile defined in the dynamic profile to the interface
set.

[edit class-of-service interfaces]
user@host#set output-traffic-control-profile multiplay

Configuring DHCP Access

CLIQuick To quickly configure DHCP access, copy the following commands and paste them into
Configuration the router terminal window:

[edit]

edit system services dhcp-local-server authentication
set password multiplay

set username-include user-prefix multiplay

upl

set dynamic-profile dhcp-vlan-prof aggregate-clients replace
set group vlans interface ge-1/0/0

top

edit access address-assignment pool v4 family inet
set network 100.20.0.0/16

set range limited low 100.20.0.10

set range limited high 100.20.128.250

set dhcp-attributes maximum-lease-time 84600
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Configuring the DHCP Local Server

Step-by-Step  To configure DHCP access:

Procedure
1. Configure the DHCP local server.

[edit system]
user@host# edit services dhcp-local-server authentication

2. Set the password.

[edit system services dhcp-local-server authentication]
user@host# set password multiplay

3. Specify that you want to include optional information in the username.

[edit system services dhcp-local-server authentication]
user@host# set username-include user-prefix multiplay

4, Attach the dynamic profile with the interface set.

[edit system services dhcp-local-server]
user@host# set dynamic-profile dhcp-vlan-prof aggregate-clients replace

5.  Configure a group for the VLAN interface.

[edit system services dhcp-local-server]
user@host# set group vlans interface ge-1/0/0

Configuring Address Assignment Pools

Step-by-Step To configure address assignment pools:

Procedure
1. Configure the pool of IPv4 addresses.

[edit access]
user@host#edit address-assignment pool v4 family inet

2. Configure the family of interfaces in the pool.

[edit access address-assignment pool v4]
user@host#set network 100.20.0.0/16

3. Configure the upper and lower bounds of the address range.

[edit access address-assignment pool v4]
user@host#set range limited low 100.20.0.10
user@host#set range limited high 100.20.128.250

4. Configure the maximum length of time in seconds for which a subscriber can request
and hold a lease.

[edit access address-assignment pool v4]
user@host#set dhcp-attributes maximum-lease-time 84600

Configuring RADIUS Authentication

CLIQuick To quickly configure RADIUS authentication, copy the following commands and paste
Configuration them into the router terminal window:
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[edit]

edit access radius-server 172.28.30.108

set secret S9STUSErvW87bwgSr4Zji5T

set timeout 5

setretry 5

up 2

edit profile acc-prof

set authentication-order radius

set radius authentication-server 172.28.30.108

Configuring RADIUS Access

Step-by-Step  To configure RADIUS access:

Procedure
1. Configure the RADIUS server.

[edit access]
user@host#edit radius-server 172.28.30.108

2. Configure the required secret (password) that the local router or switch passes to
the RADIUS client.

[edit access radius-server 172.28.30.108]
user@host# set secret $9S1USErvW87bwgSr4ZjisT

3. Configure the length of time that the local router or switch waits to receive a
response from a RADIUS server.

[edit access radius-server 172.28.30.108]
user@host# set timeout 5

4. Configure the number of times that the router or switch attempts to contact a
RADIUS accounting server.

[edit access radius-server 172.28.30.108]
user@host# set retry 5

5.  Configure the access profile.

[edit access]
user@host#edit profile acc-prof

6. Configure the authentication order.

[edit access profile acc-prof ]
user@host# set authentication-order radius

7. Configure the authentication server.

[edit access profile acc-prof]
user@host#set radius authentication-server 172.28.30.108

Results

dynamic-profiles {
vlan-prof {
interfaces {
“$junos-interface-ifd-name” {
unit "$junos-interface-unit" {
vlan-id "$junos-vlan-id";
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demux-source inet;
family inet {
unnumbered-address l00.0 preferred-source-address 100.20.32.2;
}
1
1
}
1
multiplay {
class-of-service {
traffic-control-profiles {
multiplay {
scheduler-map all_smap;
shaping-rate 100m;
guaranteed-rate 20m;
1
}
interfaces {
interface-set “$junos-interface-set-name” {
interface “$junos-interface-ifd-name” {
unit “$junos-underlying-interface-unit”;
}
}
“$junos-interface-ifd-name” {
unit "$junos-interface-unit" {
output-traffic-control-profile multiplay;
}
1
}
scheduler-maps {
allLsmap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
forwarding-class af scheduler af_sch;
forwarding-class nc scheduler nc_sch;
forwarding-class voice scheduler voice_sch;
forwarding-class video scheduler video_sch;
forwarding-class game scheduler game_sch;
forwarding-class data scheduler data_sch;
1
}
schedulers {
be_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
1
ef sch{
transmit-rate percent 12;
buffer-size percent 12;
priority low;
1
af_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
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1
nc_sch{
transmit-rate percent 12;
buffer-size percent 12;
priority low;
1
voice_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
1
video_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
1
game_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
1
data_sch {
transmit-rate percent 12;
buffer-size percent 12;
priority low;
1
}
}
}
access {
radius-server {
172.28.30.108 {
secret "$9$TUSErvW87bwgSr4ZjisT"; ## SECRET-DATA
timeout 5;
retry 5;
1
1
profile acc-prof {
authentication-order radius;
radius {
authentication-server 172.28.30.108;
1
1
address-assignment {
pool v4 {
family inet {
network 100.20.0.0/16;
range limited {
low 100.20.0.10;
high 100.20.128.250;
}
dhcp-attributes {
maximum-lease-time 84600;
1
}
1
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1
}
class-of-service {
interfaces {
interface-set dynamic-set {
output-traffic-control-profile multiplay;
1
1
}
interfaces {
interface-set “$junos-interface-set-name” {
interface "$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit";
1
}
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
family inet {
unnumbered-address l00.0 preferred-source-address 100.20.32.2;

interfaces {
ge-1/0/0 {
hierarchical-scheduler;
vlan-tagging;
auto-configure {
vlan-ranges {
dynamic-profile vlan-prof {
acceptinet;
ranges {
any,
1
}
1
}
}
lo0 {
unitO {
family inet {
address 100.20.32.2/32;
1
}
}
1
system {
services {
dhcp-local-server {
authentication {
password multiplay;
username-include {
user-prefix multiplay;

}
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}

dynamic-profile multiplay aggregate-clients replace;
group vlans {
interface ge-170/0.0;
}
1
}
1

Verification

To confirm that the configuration is correct, perform these tasks:

« Verifying the Interfaces that are Included in the Interface Set on page 143

« Verifying the Traffic Scheduling and Shaping Parameters for the Interface
Set on page 143

Verifying the Interfaces that are Included in the Interface Set

Purpose \Verify the interfaces included in the interface set.

Action user@host> show interfaces interface-set dynamic-set terse

Verifying the Traffic Scheduling and Shaping Parameters for the Interface Set

Purpose \Verify that the traffic scheduling and shaping parameters are applied properly to an
interface included in the interface set.

Action user@host> show class-of-service interface

Related . Understanding Two-Level and Three-level Hierarchical CoS for Subscriber Interfaces
Documentation on MX Series Routers on page 4

« Configuring an Interface Set of Subscribers in a Dynamic Profile on page 85

Example: Configuring a Dynamic Service VLAN Interface Set of Subscribersina Dynamic
Profile

Interface sets enable you to provide hierarchical scheduling to a group of subscriber
interfaces. In this example, by using the $junos-svlan-interface-set-name internal dynamic
variable when specifying the interface set name, you can locally generate an interface
set name for use by SVLAN interfaces based on the outer tag of the dual-tagged VLAN.
The format of the generated variable is physical_interface_name - outer_VLAN_tag.

« Requirements on page 144

« Overview on page 144

« Configuration on page 144

« Verification on page 146
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Requirements

Overview

Configuration

CLI Quick
Configuration

Dynamic SVLAN traffic shaping is supported only on Juniper Networks MX Series 3D
Universal Edge Routers running Junos OS Release 11.4R2 or later.

Before you begin, configure the subscriber interfaces that you intend to include in the
interface set. You can find general configuration instructions for the supported dynamic
interface configuration in Subscriber Interface Overviewand in the following:

« For dynamic VLAN interfaces, see Configuring a Static or Dynamic VLAN Subscriber
Interface over Aggregated Ethernet.

« For dynamic IP demux interfaces, see Configuring Dynamic Subscriber Interfaces Using
IP Demux Interfaces in Dynamic Profiles and Configuring a Static or Dynamic IP Demux
Subscriber Interface over Aggregated Ethernet.

« For dynamic VLAN demux interfaces, see Configuring Dynamic Subscriber Interfaces
Using VLAN Demux Interfaces in Dynamic Profiles.

Interface sets enable you to provide hierarchical scheduling to a group of subscriber
interfaces. By using the $junos-svlan-interface-set-name internal dynamic variable when
specifying the interface set name, you can locally generate an interface set name for use
by SVLAN interfaces based on the outer tag of the dual-tagged VLAN. The format of the
generated variable is physical_interface_name - outer_VLAN_tag.

This example includes the following statements:

« interface-set—Configures the name of the scheduler for dynamic CoS. In this example,
you use the Sjunos-svlan-interface-set-name variable to obtain the locally generated
interface set name for use by SVLAN interfaces based on the outer tag of the
dual-tagged VLAN.

« output-traffic-control-profile—Applies an output traffic scheduling and shaping profile
to the interface set.

« output-traffic-control-profile-remaining—Applies an output traffic scheduling and
shaping profile for remaining traffic to the interface set.

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

[edit]

set dynamic-profiles profile-dhcp-ipdemux interfaces interface-set
Sjunos-svlan-interface-set-name interface $junos-interface-ifd-name unit
Sjunos-underlying-interface-unit

set dynamic-profiles profile-dhcp-ipdemux interfaces Sjunos-interface-ifd-name unit
Sjunos-underlying-interface-unit

144
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set class-of-service traffic-control-profiles tcp1 scheduler-map schedMap

set class-of-service traffic-control-profiles tcpl shaping-rate 50m

set class-of-service traffic-control-profiles tcpl guaranteed-rate 200k

set class-of-service traffic-control-profiles tcp3 scheduler-map ss1q0q1

set class-of-service traffic-control-profiles tcp3 shaping-rate 20m

set class-of-service traffic-control-profiles tcp3 guaranteed-rate 5m

set class-of-service interfaces interface-set ae0-111 output-traffic-control-profile tcpl
set class-of-service interfaces interface-set ae0-111

output-traffic-control-profile-remaining tcp3

Step-by-Step  To configure an SVLAN interface set of subscriber interfaces:

Procedure
1.

Access the dynamic profile you want to modify for interface sets.

[edit]
user@host# edit dynamic-profiles profile-dhcp-ipdemux

Access the dynamic profile interface configuration.

[edit dynamic-profiles profile-dhcp-ipdemux]
user@host# edit interfaces

Configure the SVLAN interface set in the dynamic profile.
The interface set is created dynamically when the subscriber logs in.

[edit dynamic-profiles profile-dhcp-ipdemux interfaces]
user@host# edit interface-set Sjunos—svlan-interface-set-name

Include dynamic IP demux interface creation within the dynamic interface set.

[edit dynamic-profiles profile-dhcp-ipdemux interfaces interface-set
$junos-svlan-interface-set-name]

user@host# set interface $Sjunos-interface-ifd-name unit
$junos-underlying-interface-unit

Access the SVLAN interface set name that you expect
Sjunos-svlan-interface-set-name to generate. For example, to specify the expected
interface set name for aggregated Ethernet interface aeO and outer VLAN tag 111,
include ae0-111 for the interface-set-name variable.

[edit class-of-service interfaces]
user@host# edit interface-set ae0-111

Apply traffic shaping and queuing parameters to the SVLAN interface set.

g TIP: You must configure the interface set in the static [edit
class-of-service] hierarchy, not in the [edit dynamic-profiles] hierarchy.

[edit class-of-service interfaces interface-set ae0-111]
user@host# set output-traffic-control-profile tcpl

Apply traffic shaping and queuing parameters to any remaining traffic on the SVLAN
interface set.

[edit class-of-service interfaces interface-set ae0-111]
user@host# set output-traffic-control-profile-remaining tcp3
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Results

From configuration mode, confirm your configuration by entering the show
dynamic-profiles command and the show class-of-service command. If the output does
not display the intended configuration, repeat the instructions in this example to correct
the configuration.

user@host# show dynamic-profiles
dynamic-profiles {
profile-dhcp-ipdemux {
interfaces {
interface-set "$junos-svlan-interface-set-name" {
interface "$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit";
1
}
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit";
1
}
1
}

user@host# show class-of-service
class-of-service {
traffic-control-profiles {
tcpl {
scheduler-map schedMap;
shaping-rate 50m;
guaranteed-rate 200k;
}
tcp3{
inactive: scheduler-map ss1q0qT;
shaping-rate 20m;
guaranteed-rate 5m;
}
1
interfaces {
interface-set ae0-111 {
output-traffic-control-profile tcpl;
output-traffic-control-profile-remaining tcp3;
}
1
1

Verification

To confirm that the configuration is correct, perform these tasks:

Verifying the Interfaces that are Included in the Interface Set

Purpose Verify the interfaces that are included in the interface set.

Action user@host> show class-of-service interface-set
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Displaying Information for Active Subscribers

Purpose Display information for active subscribers.

Action user@host> show subscribers detail

Related . Dynamic Profiles Overview
Documentation o . . '
. Configuring a Basic Dynamic Profile
. Configuring Hierarchical Schedulers for CoS

« Configuring Remaining Common Queues on MIC and MPC Interfaces
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Configuration Statements

« [edit dynamic-profiles] Hierarchy Level on page 150

« buffer-size (Dynamic Scheduling) on page 158

« class-of-service (Dynamic Profiles) on page 159

« classifiers (Dynamic CoS Application) on page 159

- delay-buffer-rate (Dynamic Traffic Shaping) on page 160
« drop-profile (Dynamic Schedulers) on page 161

« drop-profile-map (Dynamic Schedulers) on page 162

« dscp (Dynamic Classifiers) on page 163

« dscp (Dynamic Rewrite Rules) on page 164

« dscp-ipv6 (Dynamic Classifiers) on page 165

« dscp-ipv6 (Dynamic Rewrite Rules) on page 165

« forwarding-class (Dynamic Scheduler Maps) on page 166
. guaranteed-rate (Dynamic Traffic Shaping) on page 167

« hierarchical-scheduler (Subscriber Interfaces on MX Series Routers) on page 168
« ieee-802.1 (Dynamic Classifiers) on page 169

« ieee-802.1 (Dynamic Rewrite Rules) on page 170

- inet-precedence (Dynamic Classifiers) on page 171

« inet-precedence (Dynamic Rewrite Rules) on page 171

« interface (Dynamic Interface Sets) on page 172

« interface (Dynamic Routing Options) on page 173

. interface-set (Dynamic CoS) on page 174

« interfaces (Dynamic CoS Definition) on page 175

« loss-priority (Dynamic Schedulers) on page 176

« output-traffic-control-profile (Dynamic CoS Definition) on page 177
« priority (Dynamic Schedulers) on page 178

« protocol (Dynamic Schedulers) on page 179

« rewrite-rules (Dynamic CoS Interfaces) on page 180

« routing-options (Dynamic Profiles) on page 181
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« scheduler (Dynamic Scheduler Maps) on page 182

« scheduler-map (Dynamic Traffic Shaping) on page 183

« scheduler-maps (Dynamic CoS Definition) on page 184

« schedulers (Dynamic CoS Definition) on page 185

« shaping-rate (Dynamic Traffic Shaping and Scheduling) on page 186
« traffic-control-profiles (Dynamic CoS Definition) on page 187

« transmit-rate (Dynamic Schedulers) on page 188

« unit (Dynamic Traffic Shaping) on page 189

« vlan-tag (Dynamic Classifiers) on page 190

« vlan-tag (Dynamic Rewrite Rules) on page 191

[edit dynamic-profiles] Hierarchy Level

dynamic-profiles {
profile-name {
class-of-service {
interfaces {
interface-name {
unit logical-unit-number {
classifiers {
type (classifier-name | default);
}
output-traffic-control-profile (profile-name |
$junos-cos-traffic-control-profile);
rewrite-rules {
dscp (rewrite-name | default);
dscp-ipv6 (rewrite-name | default);
ieee-802.1 (rewrite-name | default) vlan-tag (outer | outer-and-inner);
inet-precedence (rewrite-name | default);
1
1
1
1
}
scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;
1
1
schedulers {
(scheduler-name) {
buffer-size (percent percentage | remainder | temporal microseconds |
$junos-cos-scheduler-bs);
drop-profile-map loss-priority (any | low | medium-low | medium-high | high)
protocol (any | non-tcp | tcp) drop-profile (profile-name | predefined-variable);
excess-priority (low | high | $junos-cos-scheduler-excess-priority);
excess-rate (percent percentage | percent $junos-cos-scheduler-excess-rate);
overhead-accounting (shaping-mode) <bytes (byte-value>;
priority (priority-level | $junos-cos-scheduler-priority);
shaping-rate (rate | predefined-variable);
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}

transmit-rate (rate | percent percentage | remainder | percent percentage

$junos-cos-scheduler-tx) <exact | rate-limit>;

}

traffic-control-profiles profile-name {

}
}

delay-buffer-rate (percent percentage | rate);

excess-rate (percent percentage | proportion value | percent
$junos-cos-excess-rate);

guaranteed-rate (percent percentage | rate);

overhead-accounting (shaping-mode) <bytes (byte-value>;

scheduler-map map-name;

shaping-rate (percent percentage | rate | predefined-variable);

firewall {
family family {

fast-update-filter filter-name {
interface-specific;
match-order [match-order];
term term-name {
from {
match-conditions;
}
then {
action;
action-modifiers;
}
only-at-create;
filter filter-name {
interface-specific;
term term-name {
from {
match-conditions;
}
then {
action;
action-modifiers;
1
}

policer policer-name {

}

filter-specific;

if-exceeding {
(bandwidth-limit bps | bandwidth-percent percentage);
burst-size-limit bytes;

1

logical-bandwidth-policer;

logical-interface-policer;

physical-interface-policer;

then {
policer-action;

}

hierarchical-policer policer-name {

aggregate {
if-exceeding {
bandwidth-limit-limit bps;
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burst-size-limit bytes;
}
then {
policer-action;
}
1
premium {
if-exceeding {
bandwidth-limit bps;
burst-size-limit bytes;
}
then {
policer-action;
}
1
}
three-color-policer policer-name {
action {
loss-priority high then discard;
1
logical-interface-policer;
single-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
excess-burst-size bytes;
1
two-rate {
(color-aware | color-blind);
committed-burst-size bytes;
committed-information-rate bps;
peak-burst-size bytes;
peak-information-rate bps;
}
1
1
}
policy-options {
prefix-listname {
ip-addresses;
}
}
interfaces {
interface-name {
unit logical-unit-number {
family family {
access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
adf {
counter;
input-precedence precedence;
not-mandatory;
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}

output-precedence precedence;
rule rule-value;
1
input filter-name {
precedence precedence;
shared-name filter-shared-name;
1
output filter-name {
precedence precedence;
shared-name filter-shared-name;
1
1

max-sessions number;
max-sessions-vsa-ignore;
rpf-check {
fail-filter filter-name;
mode loose;
1
service {
input {
service-set service-set-name {
service-filter filter-name;
}
post-service-filter filter-name;
1
output {
service-set service-set-name {
service-filter filter-name;
}
1
1

service-name-table table-name;

short-cycle-protection <lockout-time-min minimum-seconds lockout-time-max

maximum-seconds>;

unnumbered-address interface-name <preferred-source-address address >;

ppp-options {

}

chap;
pap;

vlan-id number;

}

vlan-tagging;

}

interface-set interface-set-name {
interface interface-name {
unit logical-unit-number;

}
}

demuxO {
unit logical-unit-number {
demux-options {

}

underlying-interface interface-name

demux-source {

source-prefix;
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}
family family {
access-concentrator name;
address address;
direct-connect;
duplicate-protection;
dynamic-profile profile-name;
filter {
input filter-name;
output filter-name;
}
mac-validate (loose | strict):
max-sessions number;
max-sessions-vsa-ignore;
service-name-table table-name;
short-cycle-protection <lockout-time-min minimum-seconds lockout-time-max
maximum-seconds>;
unnumbered-address interface-name <preferred-source-address address>;
}
1
}
ppO {
unit logical-unit-number {
keepalives interval seconds;
no-keepalives;
pppoe-options {
underlying-interface interface-name;
server;
}
ppp-options {
authentication [ authentication-protocols J;
chap {
challenge-length minimum minimum-length maximum maximum-length;
}
pap;
}
family inet {
unnumbered-address interface-name address;
address address;
service {
input {
service-set service-set-name {
service-filter filter-name;
}
post-service-filter filter-name;
1
output {
service-set service-set-name {
service-filter filter-name;
}
1
}
filter {
input filter-name {
precedence precedence;

}
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output filter-name {
precedence precedence;

protocols {

igmp {
interface interface-name {

accounting;
disable;
group-policy;
immediate-leave
no-accounting;
promiscuous-mode;
ssm-map ssm-map-name;
static {

group group {

source source;

}

}

version version;

mld {

interface interface-name {

disable;

(accounting | no-accounting);

group-policy;

immediate-leave;

oif-map;

passive;

ssm-map ssm-map-name;

static {

group multicast-group-address {
exclude;
group-count number;
group-increment increment;
source ip-address {
source-count number;
source-increment increment;
}
1
}
version version;

}

router-advertisement {

interface interface-name {
current-hop-limit number;
default-lifetime seconds;

(managed-configuration | no-managed-configuration);

max-advertisement-interval seconds;
min-advertisement-interval seconds;

(other-stateful-configuration | no-other-stateful-configuration);
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prefix prefix {
(autonomous | no-autonomous);
(on-link | no-on-link);
preferred-lifetime seconds;
valid-lifetime seconds;

1

reachable-time milliseconds;

retransmit-timer milliseconds;

1
}
}
1
routing-instances routing-instance-name {
interface interface-name;
routing-options {
access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;
1
1
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;
}
1
1
multicast {
interface interface-name {
no-gos-adjust;
1
1
}
rib routing-table-name {
access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;
1
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;

}
}
}
}

routing-options {
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access {
route prefix {
next-hop next-hop;
metric route-cost;
preference route-distance;
tag route-tag;
1
}
access-internal {
route subscriber-ip-address {
qualified-next-hop underlying-interface {
mac-address address;
1
1
}
multicast {
interface interface-name {
no-qgos-adjust;
1
}
1
variables {
variable-name {
default-value default-value;
equals expression;
mandatory;
uid;
vid-reference;
}
1
1

Related . Dynamic Profiles Overview
D tati
ocumentation « CoS for Subscriber Access Overview on page 3
. Configuring a Basic Dynamic Profile

. Configuring Static Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 49

« Two-Color Policer Configuration Overview
« Three-Color Policer Configuration Overview
« Hierarchical Policer Configuration Overview

« Guidelines for Applying Traffic Policers
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buffer-size (Dynamic Scheduling)

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

buffer-size (percent (percentage | $junos-cos-scheduler-bs) | remainder | temporal
(microseconds | $junos-cos-scheduler-bs));

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

Statement introduced in Junos OS Release 9.3.
The S$Sjunos-cos-scheduler-bs predefined variable introduced in Junos OS Release 9.4.

Specify buffer size.

If you do not include this statement, the default scheduler transmission rate and buffer
size percentages for queues O through 7are 95,0, 0, 5, 0, O, O, and O percent.

percent percentage—Buffer size as a percentage of total buffer.
remainder—Remaining buffer available.

temporal microseconds—Buffer size as a temporal value. The queuing algorithm starts
dropping packets when it queues more than a computed number of bytes. This
maximum is computed by multiplying the logical interface speed by the configured
temporal value.

Range: Theranges vary by platform as follows:

« For IQ PICs on M320 routers: 1 through 50,000 microseconds.
. ForIQ PICs on other M Series routers: 1 through 100,000 microseconds.

. For other M Series routers: 1 through 200,000 microseconds.

Sjunos-scheduler-bs—Junos predefined variable that is replaced with the buffer size
obtained from the RADIUS server when a subscriber authenticates over the interface
to which the dynamic profile is attached.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
« Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 59

« scheduler (Dynamic Scheduler Maps) on page 182
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class-of-service (Dynamic Profiles)

Syntax
Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

class-of-service { ... }
[edit dynamic-profiles profile-name]

Statement introduced in Junos OS Release 9.2.

Configure Junos OS CoS features in a dynamic profile.

If you do not configure any CoS features, all packets are transmitted from output
transmission queue 0.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41

« Configuring Static Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 49

« Configuring Dynamic Hierarchical Scheduling and Queuing in a Dynamic Profile for
Subscriber Access on page 51

classifiers (Dynamic CoS Application)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

classifiers {
dscp (classifier-name | default);
dscp-ipv6 (classifier-name | default);
ieee-802.1 (classifier-name | default) vlan-tag (inner | outer)
inet-precedence (classifier-name | default);

}

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number]

Statement introduced in Junos OS Release 10.1.

Apply a CoS behavior aggregate classifier to a dynamic interface. You can apply a default

classifier or one that is previously defined.

The remaining statements are explained separately.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
. Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 84

« classifiers (Definition)
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delay-buffer-rate (Dynamic Traffic Shaping)

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

delay-buffer-rate (percent percentage | rate | $junos-cos-delay-buffer-rate);
[edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name]

Statement introduced in Junos OS Release 9.2.
The $junos-cos-delay-buffer-rate variable introduced in Junos OS Release 9.4.

Base the delay-buffer calculation on a delay-buffer rate.

If you do not include this statement, the delay-buffer calculation is based on the
guaranteedrate if oneis configured, or the shaping rate if no guaranteed rate is configured.

rate—Delay-buffer rate, in bits per second (bps). You can specify a value in bits per second
either as a complete decimal number or as a decimal number followed by the
abbreviation k (1000), m (1,000,000), or g (1,000,000,000).

Range: 1000 through 160,000,000,000 bps

Sjunos-cos-delay-buffer-rate—Junos predefined variable that is replaced with the
delay-buffer rate obtained from the RADIUS server when a subscriber authenticates
over the interface to which the dynamic profile is attached.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
« Configuring Traffic Scheduling and Shaping for Subscriber Access on page 57

. output-traffic-control-profile on page 177
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drop-profile (Dynamic Schedulers)

Syntax

Hierarchy Level

Release Information

Description

Options

drop-profile (profile-name | predefined-variable);

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name
drop-profile-map loss-priority (any | low | medium-low | medium-high | high) protocol
(any | non-tcp | tcp)]

Statement introduced in Junos OS Release 9.3.

The $junos-cos-scheduler-dropfile-low, $Sjunos-cos-scheduler-dropfile-medium-low,
Sjunos-cos-scheduler-dropfile-medium-high, Sjunos-cos-scheduler-dropfile-high, and
Sjunos-cos-scheduler-dropfile-any predefined variable introduced in Junos OS Release
9.4,

Within the drop-profile map, specify the name of the drop profile to use for random early
detection (RED) for a specific packet-loss priority (PLP) level and protocol type. A drop
profile maps a fill level (fullness of a queue) to a drop probability (probability that a
packet will be dropped). When a packet arrives, RED checks the queue fill level. If the fill
level corresponds to a nonzero drop probability, the RED algorithm determines whether
to drop the arriving packet.

You enable RED by applying a drop profile to a scheduler.

You configure drop profiles statically (at the [edit class-of-service drop-profiles] hierarchy
level).

profile-name—Name of the drop profile.

predefined-variable—One of the following Junos predefined variable that is replaced with
a value obtained from the RADIUS server when a subscriber authenticates over the
interface to which the dynamic profile is attached:

« Sjunos-cos-scheduler-dropfile-low—Name of the drop profile for PLP level low and
protocol any, specified for a scheduler configured in a dynamic profile for subscriber
access.

« Sjunos-cos-scheduler-dropfile-medium-low—Name of the drop profile for PLP level
medium-low and protocol any, specified for a scheduler configured in a dynamic profile
for subscriber access.

« Sjunos-cos-scheduler-dropfile-medium-high—Name of the drop profile for PLP level
medium-high and protocol any, specified for a scheduler configured in a dynamic profile
for subscriber access.

« Sjunos-cos-scheduler-dropfile-high—Name of the drop profile for PLP level high and
protocol any, specified for a scheduler configured in a dynamic profile for subscriber
access.

« Sjunos-cos-scheduler-dropfile-lny—Name of the drop profile for PLP level any and
protocol any, specified for a scheduler configured in a dynamic profile for subscriber
access.
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Required Privilege
Level

Related
Documentation

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
« Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 59
. scheduler (Dynamic Scheduler Maps) on page 182

« Configuring Drop Profile Maps for Schedulers

drop-profile-map (Dynamic Schedulers)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

drop-profile-map loss-priority (any | low | medium-low | medium-high | high) protocol (any
| non-tcp | tcp) drop-profile (profile-name | predefined-variable);

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

Statement introduced in Junos OS Release 9.3.

Define loss priority value for drop profile.

The statements are explained separately.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
« Configuring Schedulers in a Dynamic Profile for Subscriber Access on page 59

« scheduler (Dynamic Scheduler Maps) on page 182
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dscp (Dynamic Classifiers)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

dscp (classifier-name | default);

[edit dynamic-profiles profile-name class-of-service interfaces interface-name unit
logical-unit-number classifiers]

Statement introduced in Junos OS Release 10.1.

For IPv4 traffic, apply a Differentiated Services (DiffServ) code point (DSCP) classifier
to a subscriber interface in a dynamic profile.

classifier-name—Name of a classifier mapping configured at the [edit class-of-service
classifier dscp] hierarchy level.

default—The default mapping.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Guidelines for Configuring Dynamic CoS for Subscriber Access on page 41
. Applying a Classifier to a Subscriber Interface in a Dynamic Profile on page 84

« classifiers (Definition)
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