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Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« EX Series

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.
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If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
}
1
interfaces {
fxpO {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;
}
1
1
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:
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[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CL/ User Guide.

Documentation Conventions

Table 1 on page xv defines notice icons used in this guide.

Table 1: Notice Icons

Icon Meaning Description

o Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
g Laser warning Alerts you to the risk of personal injury from a laser.

Q Tip Indicates helpful information.

Q Best practice Alerts you to a recommended use or implementation.

Table 2 on page xv defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention Description Examples

Bold text like this Represents text that you type. To enter configuration mode, type the
configure command:

user@host> configure

Copyright © 2014, Juniper Networks, Inc. XV
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Table 2: Text and Syntax Conventions (continued)

Convention

Fixed-width text like this

Description

Represents output that appears on the
terminal screen.

Examples

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« l|dentifies guide names. actions.
+ Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
Italic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string]1 | string?2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Encloses a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({ })

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
1

GUI Conventions

Bold text like this

Represents graphical user interface (GUI)
items you click or select.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

XVi
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page at the Juniper Networks Technical
Documentation site at http://www.juniper.net/techpubs/index.html, simply click the
stars torate the content, and use the pop-up form to provide us with information about
your experience. Alternately, you can use the online feedback form at
https://www.juniper.net/cgi-bin/docbugreport/.

« E-mail—Send your comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/
« Search for known bugs: http://www2.juniper.net/kb/
« Find product documentation: http:/www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/
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. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.

Xviii
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PART 1

Overview

« MPLS Overview on page 3
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CHAPTERI1

MPLS Overview

« Junos OS MPLS for EX Series Switches Overview on page 3

« Understanding Junos OS MPLS Components for EX Series Switches on page 5

« Understanding MPLS and Path Protection on EX Series Switches on page 11

« Understanding Using CoS with MPLS Networks on EX Series Switches on page 12
« Understanding MPLS Label Operations on EX Series Switches on page 17

« Understanding Using MPLS-Based Layer 2 and Layer 3 VPNs on EX Series
Switches on page 20

Junos OS MPLS for EX Series Switches Overview

You can configure Junos OS MPLS on Juniper Networks EX Series Ethernet Switches to
increase transport efficiency in the network. MPLS services can be used to connect various
sites to a backbone network and to ensure better performance for low-latency
applications such as voice over IP (VolP) and other business-critical functions.

O NOTE: MPLS configurations on EX Series switches are compatible with
configurations on other Juniper Networks devices that support MPLS and
MPLS-based circuit cross-connect (CCC). MPLS features available on the
switches depend upon which switch you are using. See EX Series Switch
Software Features Overview for a complete list of the Junos OS MPLS features
that are supported on specific switches.

o NOTE: MPLS configurations on the switches do not support:

« Q-in-Q tunneling

This topic describes:

« Benefits of MPLS on page 4
« Additional Benefits of MPLS and Traffic Engineering on page 4
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Benefits of MPLS

MPLS has the following advantages over conventional packet forwarding:

« Packets arriving on different ports can be assigned different labels.

« Apacket arriving at a particular provider edge (PE) switch can be assigned a label that
is different from that of the same packet entering the network at a different PE switch.
As a result, forwarding decisions that depend on the ingress PE switch can be easily
made.

. Sometimes it is desirable to force a packet to follow a particular route that is explicitly
chosen at or before the time the packet enters the network, rather than letting it follow
the route chosen by the normal dynamic routing algorithm as the packet travels through
the network. In MPLS, a label can be used to represent the route so that the packet
need not carry the identity of the explicit route.

Additional Benefits of MPLS and Traffic Engineering

MPLS is the packet-forwarding component of the Junos OS traffic engineering
architecture. Traffic engineering provides the capabilities to do the following:

« Route primary paths around known bottlenecks or points of congestion in the network.

« Provide precise control over how traffic is rerouted when the primary path is faced with
single or multiple failures.

« Provide efficient use of available aggregate bandwidth and long-haul fiber by ensuring
that certain subsets of the network are not overutilized while other subsets of the
network along potential alternate paths are underutilized.

. Maximize operational efficiency.

« Enhance the traffic-oriented performance characteristics of the network by minimizing
packet loss, minimizing prolonged periods of congestion, and maximizing throughput.

« Enhance statistically bound performance characteristics of the network (such as loss
ratio, delay variation, and transfer delay) required to support a multiservice Internet.

Related . Understanding MPLS Label Operations on EX Series Switches on page 17
Documentation « Understanding Junos OS MPLS Components for EX Series Switches on page 5
« Understanding Using CoS with MPLS Networks on EX Series Switches on page 12
. Example: Configuring MPLS on EX Series Switches on page 27
« Configuringan MPLS-Based VLAN CCC Using a Layer 2 VPN (CLI Procedure) on page 101

« Configuring an MPLS-Based VLAN CCC Using a Layer 2 Circuit (CLI Procedure) on
page 104
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Understanding Junos OS MPLS Components for EX Series Switches

Juniper Networks Junos operating system (Junos OS) MPLS for Juniper Networks EX
Series Ethernet Switches includes a number of components. While some components
are required for all MPLS applications, others might not be, depending on the specific
application or the specific switch. See EX Series Switch Software Features Overview for
a complete list of the Junos OS MPLS features that are supported on specific EX Series
switches.

This topic includes:

« Provider Edge Switches on page 5
« Provider Switch on page 7
« Components Required for All Switches in the MPLS Network on page 8

« Planning Considerations While Using EX8200 Standalone Switches and EX8200
Virtual Chassis on page 10

« MPLS Support on EX4500 and EX4550 Standalone Switches and Virtual
Chassis on page 10

Provider Edge Switches

To implement MPLS on a network, you must configure two provider edge (PE)
switches—that is, an ingress PE switch and an egress PE switch. In addition, you must
configure one or more provider switches as transit switches within the network to support
the forwarding of MPLS packets.

The ingress PE switch (the entry point to the MPLS tunnel) receives a packet, analyzes
it, and pushes an MPLS label onto it. This label places the packet in a forwarding
equivalence class (FEC) and determines its handling and destination through the MPLS
tunnel. The egress PE switch (the exit point from the MPLS tunnel) pops the MPLS label
off the outgoing packet.

Within an MPLS tunnel, the network traffic is bidirectional. Therefore, each PE switch
can be configured to be both an ingress switch and an egress switch, depending on the
direction of the traffic.

The following MPLS components are configured on the PE switches but not on the
provider switches:

« MPLS Protocol and Label-Switched Paths on page 6

« Circuit Cross-Connect for Customer Edge Interfaces on page 6

« |IP Over MPLS for Customer Edge Interfaces on page 7

« BGP for Layer 2 VPN and Layer 3 VPN Configurations (EX8200 and EX4500 Switches
Only) on page 7

« Routing Instances for Layer 2 VPN and Layer 3 VPN (EX8200 and EX4500 Switches
Only) on page 7
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« Ethernet Encapsulation for Layer 2 VPN (EX8200 and EX4500 Switches
Only) on page 7

« LDP for Layer 2 Circuits (EX8200 and EX4500 Switches Only) on page 7

MPLS Protocol and Label-Switched Paths

Each PE switch must be configured to support the MPLS protocol. The configuration of
a label-switched path (LSP) depends upon which signaling protocol is used:

. If the RSVP signaling protocol is used, the LSPs must be explicitly configured at the
[edit protocols mpls] hierarchy level.

« If the LDP signaling protocol is used, LSP configuration is not required. (LDP signaling
is used with Layer 2 circuit configurations.)

Circuit Cross-Connect for Customer Edge Interfaces

You can configure the customer edge interface of the PE switches as a circuit
cross-connect (CCC) to create a transparent connection between two circuits. When
you configure an interface as a CCC, the interface is removed from the default VLAN if it
was a member of that VLAN. The interface becomes an MPLS tunnel—used exclusively
for MPLS packets. You can create different CCCs for different customers or for segregating
different traffic streams over different MPLS tunnels.

Using a CCC configuration, you can connect the following types of interfaces:

« Alocal interface with a remote interface or VLAN

. Alocal VLAN with a remote interface or VLAN

0 NOTE: To configure a VLAN circuit as a CCC, you must enable VLAN tagging
and specify a VLAN ID. You must specify the same VLAN ID on both ends of
the CCC.

The VLAN CCC configuration must use the same type of switch for both PE
switches. For example, you cannot use an EX8200 switch for one PE switch
and an EX3200, EX4200, or EX4500 switch for the other PE switch.

MPLS on EX Series switches does not support the following types of CCC configurations:
« Routed VLAN interfaces (RVIs) on switches other than EX8200 switches

« O-in-Q tunneling

On EX8200 switches only, the following types of CCC configurations are supported:

« Local switching—Connecting interfaces on the same switch

« MPLS tunneling—Using LSPs as the conduit to connect two distant interface circuits
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« LSPstitching—Connecting LSPs that fall into two different traffic engineering database
areas

« RVIs on customer edge interfaces

IP Over MPLS for Customer Edge Interfaces

You can configure the customer edge interfaces of the PE switches for IP over MPLS
using a Layer 3 interface and a static route from the ingress PE switch to the egress PE
switch. See “Configuring MPLS on Provider Edge Switches Using IP Over MPLS (CLI
Procedure)” on page 83.

BGP for Layer 2 VPN and Layer 3 VPN Configurations (EX8200 and EX4500
Switches Only)

If you are implementing a Layer 2 virtual private network (VPN) or a Layer 3 VPN, you
must configure the BGP routing protocol on the PE switches.

Routing Instances for Layer 2 VPN and Layer 3 VPN (EX8200 and EX4500
Switches Only)

If you are implementing a Layer 2 VPN or a Layer 3 VPN, you must configure a routing
instance. A routing instance is a collection of routing tables, interfaces, and routing
protocol parameters. The set of interfaces belongs to the routing tables, and the routing
protocol parameters control the information in the routing tables.

EX Series switches support the following types of routing instances:
« Layer 2 VPN—To support a Layer 2 VPN

- VPN routing and forwarding (VRF)—To support a Layer 3 VPN

Each routing instance has a unigue name and a corresponding IP unicast table. For
example, if you configure a routing instance with the name my-instance, its corresponding
|IP unicast table will be my-instance.inet.O. All routes for my-instance are installed in
my-instance.inet.O.

Ethernet Encapsulation for Layer 2 VPN (EX8200 and EX4500 Switches Only)

If you are implementing a Layer 2 VPN, you must also configure the physical layer
encapsulation type on the customer edge interface and within the routing instance.

LDP for Layer 2 Circuits (EX8200 and EX4500 Switches Only)

If you are implementing a Layer 2 circuit configuration, you must configure LDP as the
signaling protocol on the PE switches.

Provider Switch

You must configure one or more provider switches as transit switches within the network
to support the forwarding of MPLS packets. You can add provider switches without
changing the configuration of the PE switches.
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A provider switch does not analyze the packets. It refers to an MPLS label forwarding
table and swaps one label for another. The new label determines the next hop along the
MPLS tunnel. A provider switch cannot perform push or pop operations.

Components Required for All Switches in the MPLS Network

The following MPLS components are configured on both the PE switches and the provider
switches:

« Routing Protocol on page 8

- Traffic Engineering on page 8

« MPLS Protocol on page 8

« RSVP onpage 9

« LDPonpage9

« Family mpls on page 9

Routing Protocol

MPLS works in coordination with the interior gateway protocol (IGP). Therefore, you
must configure OSPF or IS-IS as the routing protocol on the loopback interface and core
interfaces of both the PE switches and the provider switches.

The core interfaces can be either Gigabit Ethernet or 10-Gigabit Ethernet interfaces, and
they can be configured as either individual interfaces or as aggregated Ethernet interfaces.

0 NOTE: The core interfaces cannot be configured with VLAN tagging or a
VLAN ID. When you configure them to belong to family mpls, they are removed
from the default VLAN if they were members of that VLAN. They operate as
an exclusive tunnel for MPLS traffic.

Traffic Engineering

Traffic engineering maps traffic flows onto an existing physical topology and provides
the ability to move traffic flow away from the shortest path selected by the IGP and to
a potentially less congested physical path across a network.

Traffic engineering enables the selection of specific end-to-end paths to send given types
of traffic through your network. The configuration of traffic engineering depends upon
which routing protocol is being used:

« With OSPF—Traffic engineering needs to be enabled.
« With IS-IS—Traffic engineering is enabled by default.

MPLS Protocol

You must enable the MPLS protocol on all switches that participate in the MPLS network
and apply it to the core interfaces of both the PE and provider switches. You do not need
to apply it to the loopback interface, because the MPLS protocol uses the framework
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established by the signaling protocol to create LSPs. On the PE switches, the configuration
of the MPLS protocol must also include the definition of an LSP.

RSVP

RSVP is a signaling protocol that allocates and distributes labels throughout an MPLS
network. RSVP sets up unidirectional paths between the ingress PE switch and the egress
PE switch. RSVP makes the LSPs dynamic; it can detect topology changes and outages
and establish new LSPs to allow traffic to move around a failure.

You must enable RSVP and apply it to the loopback interface and the core interface of
both the PE and provider switches. The path message contains the configured information
about the resources required for the LSP to be established.

When the egress switch receives the path message, it sends a reservation message back
to the ingress switch. This reservation message is passed along from switch to switch
along the same path as the original path message. Once the ingress switch receives this
reservation message, an RSVP path is established.

The established LSP stays active as long as the RSVP session remains active. RSVP
continues activity through the transmissions and responses to RSVP path and reservation
messages. If the messages stop for three minutes, the RSVP session terminates and the
LSP is lost.

RSVP runs as a separate software process in the Junos OS and is not in the
packet-forwarding path.

LDP

LDP is a signaling protocol available on EX8200 switches and EX4500 switches. LDP is
a simple, fast-acting signaling protocol that automatically establishes LSP adjacencies
within an MPLS network. Switches then share LSP updates such as hello packets and
LSP advertisements across the adjacencies.

Because LDP runs on top of an IGP such as IS-IS or OSPF, you must configure LDP and
the IGP on the same set of interfaces. After both are configured, LDP begins transmitting
and receiving LDP messages through all LDP-enabled interfaces. Because of LDP's
simplicity, it cannot perform true traffic engineering like RSVP. LDP does not support
bandwidth reservation or traffic constraints.

0 NOTE: LDP can be used with basic MPLS or with MPLS and a Layer 2 circuit
configuration.

Family mpls

You must configure the core interfaces used for MPLS traffic to belong to family mpls.
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0 NOTE: You can enable family mpls on either individual interfaces or on
aggregated Ethernet interfaces. You cannot enable it on tagged VLAN
interfaces.

Planning Considerations While Using EX8200 Standalone Switches and EX8200 Virtual Chassis

EX8200 standalone switches and EX8200 Virtual Chassis support up to 4000 MPLS
tunnel start entries. MPLS tunnel start entries define tunnels to be used to transmit
packets across the MPLS network. MPLS tunnel start entries are required for label
manipulation (push and swap) beyond two labels. In scenarios requiring
make-before-break, forexample Layer 3 VPN packets onaningress PE switch transmitted
from one LSP to another, the system creates new tunnel start entries even before the
old tunnel start entries are deleted. In such cases, consider a maximum of 2000 MPLS
tunnel start entries while planning your MPLS implementation.

MPLS Support on EX4500 and EX4550 Standalone Switches and Virtual Chassis

EX4500 standalone switches and EX4500 Virtual Chassis now support all MPLS features
that are supported on EX8200 switches with the following exceptions:

« MPLS is not supported in a mixed EX4200 and EX4500 Virtual Chassis.

« IP over MPLS is not supported when an EX4500 switch is positioned as a
non-penultimate hop popping (PHP) MPLS switch; that is, when the label operation
is swap. However, EX4500 switches support CCC, Layer2 VPNs, Layer2 circuits, and
Layer3 VPNs the same way these are supported on EX8200 switches.

« MPLS over RVIs, LSP statistics, unicast reverse-path forwarding (RPF) statistics, MPLS
class of service (CoS), traffic policing, Diffserv-aware LSPs, graceful Routing Engine
switchover (GRES), and equal-cost multipath (ECMP) are not supported.

« LSP ping and traceroute for CCCs, Layer 2 circuits, and Layer 2 VPNs are not supported.

- An MPLS configuration that consists of a mix of EX8200 and EX4500 switches does
not support VLAN-CCCs.

« VLAN-CCCs require that the VLAN ID is the same at both ends of the connection. The
VLAN ID translation feature is not supported.

« EX4500 standalone switches and EX4500 Virtual Chassis support a maximum of 125
instances of Layer 2 VPN, Layer 3 VPN, or CCC connections; or a combination of these.

0 NOTE: EX4500 switches do not support non-stop routing (NSR) for MPLS.
With NSR support for MPLS, EX4500 switches can support up to 225
simultaneousinstances of Layer 2 VPN or Layer 3 VPN or CCC connections.

. Time to live (TTL) of MPLS packets is not decremented in the ingress MPLS switch.

« The pipe model of TTL handling is not supported ona Layer 3 VPN if an EX4500 switch
is configured as the ingress provider edge (PE) switch.
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Related . Understanding MPLS and Path Protection on EX Series Switches on page 11
Documentation
v ! . Understanding Using MPLS-Based Layer 2 and Layer 3 VPNs on EX Series Switches
on page 20
. Example: Configuring MPLS on EX Series Switches on page 27

« Configuring MPLS on Provider Edge Switches Using Circuit Cross-Connect (CLI
Procedure) on page 87

« Configuring MPLS on Provider Edge Switches Using IP Over MPLS (CLI Procedure) on
page 83

« Configuringan MPLS-Based VLAN CCC Using a Layer 2 VPN (CLI Procedure) on page 101

« Configuring an MPLS-Based VLAN CCC Using a Layer 2 Circuit (CLI Procedure) on
page 104

. Configuring MPLS on Provider Switches (CLI Procedure) on page 78
« Junos OS VPNs Library for Routing Devices
« Junos OS MPLS Applications Library for Routing Devices

Understanding MPLS and Path Protection on EX Series Switches

Junos OS MPLS for Juniper Networks EX Series Ethernet Switches provides path protection
to protect your MPLS network from label switched path (LSP) failures.

By default, an LSP routesitself hop-by-hop from the ingress provider edge switch through
the provider switches toward the egress provider edge switch. The LSP generally follows
the shortest path as dictated by the local routing table, usually taking the same path as
destination-based, best-effort traffic. These paths are “soft” in nature because they
automatically reroute themselves whenever a change occurs in a routing table or in the
status of a node or link.

Typically, when an LSP fails, the switch immediately upstream from the failure signals
the outage to the ingress provider edge switch. The ingress provider edge switch calculates
a new path to the egress provider edge switch, establishes the new LSP, and then directs
traffic from the failed path to the new path. This rerouting process can be time-consuming
and prone to failure. For example, the outage signals to the ingress switch might get lost
or the new path might take too long to come up, resulting in significant packet drops.

You can configure path protection by configuring primary and secondary paths on the
ingress switch. If the primary path fails, the ingress switch immediately reroutes traffic
from the failed path to the standby path, eliminating the need for the ingress switch to
calculate a new route and signal a new path. For information about configuring standby
LSPs, see “Configuring Path Protection in an MPLS Network (CLI Procedure)” on page 79.

Related . Junos OS MPLS for EX Series Switches Overview on page 3

D tati
ocumentation « Understanding Junos OS MPLS Components for EX Series Switches on page 5

« Example: Configuring MPLS on EX Series Switches on page 27
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« Configuring CoS onan MPLS Provider Edge Switch Using IP Over MPLS (CLI Procedure)
on page 90

« Configuring CoS on an MPLS Provider Edge Switch Using Circuit Cross-Connect (CLI
Procedure) on page 91

« Junos OS MPLS Applications Library for Routing Devices

Understanding Using CoS with MPLS Networks on EX Series Switches

You can use class of service (CoS) within MPLS networks to prioritize certain types of
traffic during periods of congestion. See EX Series Switch Software Features Overview for
a complete list of the Junos OS MPLS features that are supported on specific EX Series
switches.

Juniper Networks EX Series Ethernet Switches support Differentiated Service Code Point
(DSCP) or IP precedence and IEEE 802.1p CoS classifiers on the customer-edge interfaces
of the ingress provider edge (PE) switch. DSCP or IP precedence classifiers are used for
Layer 3 packets. IEEE 802.1p is used for Layer 2 packets.

When a packet enters a customer-edge interface of the ingress PE switch, the switch
associates the packet with a particular CoS servicing level before putting the packet onto
the label-switched path (LSP). The switches within the LSP utilize the CoS value set at
the ingress PE switch. The CoS value that was embedded in the classifier is translated
and encoded in the MPLS header by means of the EXP or experimental bits. EX Series
switches enable a default EXP classifier and a default EXP rewrite rule. For more
information about EXP classifiers and EXP rewrite rules, see EXP Classifiers and EXP
rewrite Rules.

This topic includes:

« EXP Classifiers and EXP rewrite Rules on page 12

« Guidelines for Using CoS Classifiers on CCCs on page 13
« Using CoS Classifiers with IP over MPLS on page 13

« Setting CoS Bits in an MPLS Header on page 14

« EXP Rewrite Rules on page 15

« Policer on page 15

« Schedulers on page 16

EXP Classifiers and EXP rewrite Rules

EX Series switches enable a default EXP classifier and a default EXP rewrite rule. You
can configure a custom EXP classifier and a custom EXP rewrite rule if you prefer. However,
the switch supports only one type of EXP classifier (default or custom) and only one EXP
rewrite rule (default or custom).

You do not bind the EXP classifier or the EXP rewrite rule to individual interfaces. The
switch automatically and implicitly applies the default or the custom EXP classifier and
the default or the custom EXP rewrite rule to the appropriate MPLS-enabled interfaces.

12 Copyright © 2014, Juniper Networks, Inc.



Chapter 1: MPLS Overview

Because rewrite rules affect only egress interfaces, the switch applies the EXP rewrite
rule only to those MPLS interfaces that are transmitting MPLS packets (not to the MPLS
interfaces that are receiving the packets).

After traversing the MPLS tunnel, the traffic flows out from the egress provider edge (PE)
switch. Before the traffic leaves the egress interface, the egress PE switch copies the
EXP bits from the MPLS header to the most significant bits in the original IP packet---
that is, to the IP precedence bits. Note that this is the default behavior only on Juniper
Networks EX8200 Ethernet Switches (standalone or Virtual Chassis) that are configured
for MPLS.

Guidelines for Using CoS Classifiers on CCCs

When you are configuring CoS for MPLS over circuit cross-connect (CCC), there are some
additional guidelines, as follows:

« You must explicitly bind a CoS classifier to the CCC interface on the ingress PE switch.

« Youmust use the same DSCP, IP precedence, or IEEE 802.1p classifier on CCCinterfaces.
However, if the CCC interfaces are on the same switch, you cannot configure both a
DSCP and an IP precedence classifier on these interfaces. Thus, if you configure one
CCC interface to use a DSCP classifier DSCPT1, you cannot configure another CCC
interface to use another DSCP classifier DSCP2. All the CCC interfaces on the switch
must use the same DSCP (or IP precedence) classifier and the same IEEE 802.1p
classifier.

« You cannot configure one CCC interface to use a DSCP classifier and another CCC
interface to use an IP precedence classifier, because these classifier types overlap.

« Youcan configure one CCCinterface to use a DSCP classifierand another CCCinterface
to use IEEE 802.1p classifier.

« You can configure one CCC interface to use both a DSCP and an IEEE 802.1p classifier.
If you configure a CCC interface to use both these classifiers, the DSCP classifier is
used for routing Layer 3 packets and the IEEE 802.1p classifier is used for routing Layer
2 packets.

« You can configure one CCC interface to use both an IP precedence and an IEEE 802.1p
classifier. If you configure a CCC interface to use both these classifiers, the IP precedence
classifier is used for routing Layer 3 packets and the IEEE 802.1p classifier is used for
routing Layer 2 packets.

0 NOTE: These guidelines are not applicable to Juniper Networks EX8200
Ethernet Switches (standalone or Virtual Chassis).

You can define multiple DSCP, IP precedence, and IEEE 802.1p classifiers for the non-CCC
interfaces on a switch.

Using CoS Classifiers with IP over MPLS

When you are configuring CoS for IP over MPLS, the customer-edge interface uses the
CoS configuration for the switch as the default. You do not have to bind a classifier to
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the customer-edge interface in this case. There are no restrictions on using multiple
DSCP, IP precedence, and IEEE 802.1p classifiers on the same switch.

« You can modify the CoS classifier for a particular interface, but it is not required.

« You can configure a DSCP classifier, DSCP1 on the first interface, another DSCP
classifier, DSCP2 on the second interface, and an IP precedence classifier on a third
interface, and so forth.

Setting CoS Bits in an MPLS Header

When traffic enters an LSP tunnel, the CoS bits in the MPLS header are set in one of two
ways:

. The number of the output queue into which the packet was buffered and the packet
loss priority (PLP) bit are written into the MPLS header and are used as the packet’s
CoS value. This behavior is the default, and no configuration is required. The Class of
Service Feature Guide for Routing Devices explains the IP CoS values, and summarizes
how the CoS bits are treated.

« You set a fixed CoS value on all packets entering the LSP tunnel. A fixed CoS value
means that all packets entering the LSP receive the same class of service.

The CoS value can be a decimal number from O through 7. This number corresponds to
a 3-bit binary number. The high-order 2 bits of the CoS value select which transmit queue
to use on the outbound interface card.

The low-order bit of the CoS value is treated as the PLP bit and is used to select the RED
drop profile to use on the output queue. If the low-order bit is O, the non-PLP drop profile
is used, and if the low-order bit is 1, the PLP drop profile is used. It is generally expected
that random early detection (RED) will more aggressively drop packets that have the
PLP bit set. For more information about RED and drop profiles, see the Class of Service
Feature Guide for Routing Devices.

0 NOTE: Configuring the PLP drop profile to drop packets more aggressively
(for example, setting the CoS value from 6 to 7) decreases the likelihood of
traffic getting through.

Table 3 on page 14 summarizes how MPLS CoS values correspond to the transmit queue
and PLP bit. Note that in MPLS, the mapping between the CoS bit value and the output
queue is hard-coded. You cannot configure the mapping for MPLS; you can configure it
only for IPv4 traffic flows, as described in the Class of Service Feature Guide for Routing
Devices.

Table 3: MPLS CoS Values

MPLS CoS Value Bits Transmit Queue PLP Bit
0 000 0 Not set
1 001 0 Set
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Table 3: MPLS CoS Values (continued)

MPLS CoS Value Bits Transmit Queue PLP Bit
2 010 1 Not set
3 on 1 Set
4 100 2 Not set
5 101 2 Set
6 110 3 Not set
7 i 3 Set

Because the CoS value is part of the MPLS header, the value is associated with the
packets only while they travel through the LSP tunnel. The value is not copied back to
the IP header when the packets exit from the LSP tunnel.

o NOTE: On EX8200 switches that run MPLS-based Layer 2 virtual private
networks (VPNSs):

« If you configure an LSP CoS, the EXP bits of the MPLS packet continue to
use the same CoS values that are configured at the interface level.

« For Virtual Chassis, if the input and output interfaces are on different line
cards, then the loss priority value that you configured on the first line card
is not carried to the subsequent line cards. The loss priority for the outgoing
traffic from the subsequent line cards is always set to low.

EXP Rewrite Rules

When traffic passes from the customer-edge interface to an MPLS interface, the DSCP,
IP precedence, or IEEE 802.1p CoS classifier is translated into the EXP bits within the
MPLS header. You cannot disable the default EXP rewrite rule, but you can configure
your own custom EXP classifier and a custom EXP rewrite rule. You cannot bind the EXP
classifier to individual MPLS interfaces; the switch applies it globally to all the
MPLS-enabled interfaces on the switch.

Only one EXP rewrite rule (either default or custom) is supported on a switch. The switch
appliesit to all the egress interfaces on which MPLS is enabled.. This is, however, not the
case with EX8200 switches. With EX8200 switches, you must explicitly apply the rewrite
rule on each of the egress interfaces.

Policer

Policing helps to ensure that the amount of traffic forwarded through an LSP never
exceeds the requested bandwidth allocation. During periods of congestion (when the
total rate of queuing packets exceeds the rate of transmission), any new packets being
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sent to an interface can be dropped because there is no place to store them. You can
configure a policer on the ingress PE switch to prevent this:

« If you are using MPLS over CCC, you bind the policer to the LSP. You cannot bind a
policer to a CCC interface.

« If you are using IP over MPLS, you bind the policer to the inet-family customer-edge
interface. You cannot bind a policer to the LSP when you are using IP over MPLS.

0 NOTE: You cannot configure LSP policers on EX8200 switches.

Schedulers

The schedulers for using CoS with MPLS are the same as for the other CoS configurations
on EX Series switches. Default schedulers are provided for best-effort and network-control
forwarding classes. If you are using assured-forwarding, expedited-forwarding, or any
custom forwarding class, we recommend that you configure a scheduler to support that
forwarding class. See Understanding CoS Schedulers.

Related . Understanding CoS Classifiers
Documentation « Example: Configuring CoS on EX Series Switches

« Configuring CoS on an MPLS Provider Edge Switch Using Circuit Cross-Connect (CLI
Procedure) on page 91

« Configuring CoS onanMPLS Provider Edge Switch Using IP Over MPLS (CLI Procedure)
on page 90

. Configuring Rewrite Rules for EXP Classifiers on MPLS Networks (CLI Procedure)
« Configuring CoS on Provider Switches of an MPLS Network (CLI Procedure) on page 94

Configuring CoS Bits for an MPLS Network (CLI Procedure) on page 95
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Understanding MPLS Label Operations on EX Series Switches

In the traditional packet-forwarding paradigm, as a packet travels from one switch to
the next, anindependent forwarding decisionis made at each hop. The IP network header
is analyzed and the next hop is chosen based on this analysis and on the information in
the routing table. In an MPLS environment, the analysis of the packet header is made
only once, when a packet enters the MPLS tunnel (that is, the path used for MPLS traffic).

When an IP packet enters a label-switched path (LSP), the ingress provider edge (PE)
switch examines the packet and assigns it a label based on its destination, placing the
label in the packet’s header. The label transforms the packet from one that is forwarded
based on its IP routing information to one that is forwarded based on information
associated with the label. The packet is then forwarded to the next provider switch in
the LSP. This switch and all subsequent switches in the LSP do not examine any of the
IP routing information in the labeled packet. Rather, they use the label to look up
information in their label forwarding table. They then replace the old label with a new
label and forward the packet to the next switch in the path. When the packet reaches
the egress PE switch, the label is removed, and the packet again becomes a native IP
packet and is again forwarded based on its IP routing information.

This topic describes:

« MPLS Label-Switched Paths and MPLS Labels on the Switches on page 17
» Reserved Labels on page 18

« MPLS Label Operations on the Switches on page 18

« Penultimate-Hop Popping and Ultimate-Hop Popping on page 19

MPLS Label-Switched Paths and MPLS Labels on the Switches

When a packet enters the MPLS network, it is assigned to an LSP. Each LSP is identified
by a label, which is a short (20-bit), fixed-length value at the front of the MPLS label (32
bits). Labels are used as lookup indexes for the label forwarding table. For each label,
this table stores forwarding information. Because no additional parsing or lookup is done
on the encapsulated packet, MPLS supports the transmission of any other protocols
within the packet payload.

0 NOTE: The implementation of MPLS on Juniper Networks EX3200 and
EX4200 Ethernet Switches supports only single-label packets. However,
MPLS on Juniper Networks EX8200 Ethernet Switches supports packets with
as many as three labels.

Figure 1 on page 18 shows the encoding of a single label. The encoding appears after
data link layer headers, but before any network layer header.
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Figure 1: Label Encoding

MPLS label
Ethernet header (32 bits) IP packets

0 1 2 3

Label: Label value, 20 bits

EXP: Class of service, 3 bits (also known as experimental bits) @
S: Bottomn of stack, 1 bit i
TTL: Time to live, 8 bits =3

Reserved Labels
Labels range from O through 1,048,575. Labels O through 999,999 are for internal use.

Some of the reserved labels (in the range O through 15) have well-defined meanings.
The following reserved labels are used by the switches:

« 0, IPv4 Explicit Null label—This value is valid only when it is the sole label entry (no
label stacking). It indicates that the label must be popped on receipt. Forwarding
continues based on the IP version 4 (IPv4) packet.

« 1,Router Alert label—When a packet is received with a top label value of 1, it is delivered
to the local software module for processing.

« 2,1Pv6 Explicit Null label—This value is legal only when it is the sole label entry (no
label stacking). It indicates that the label must be popped on receipt.

« 3, Implicit Null label—This label is used in the signaling protocol (RSVP) only to request
label popping by the downstream switch. It never actually appears in the encapsulation.
Labels with a value of 3 must not be used in the data packet as real labels. No payload
type (IPv4 or IPv6) is implied with this label.

MPLS Label Operations on the Switches
EX Series switches support the following label operations:
« Push
. Pop
« Swap

The push operation affixes a new label to the top of the IP packet. For IPv4 packets, the
new labelisthefirst label. Thetimetolive (TTL) field value in the packet header is derived
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from the IP packet header. The push operation cannot be applied to a packet that already
has an MPLS label.

The pop operation removes a label from the beginning of the packet. Once the label is
removed, the TTL is copied from the label into the IP packet header, and the underlying
IP packet is forwarded as a native IP packet

The swap operation removes an existing MPLS label from an IP packet and replaces it
with a new MPLS label, based on the following:

« Incoming interface
. Label

« Label forwarding table

Figure 2 on page 19 shows an IP packet without a label arriving on the customer edge
interface (ge-0/0/1) of the ingress PE switch. The ingress PE switch examines the packet
and identifies that packet’s destination as the egress PE switch. The ingress PE switch
applies label 100 to the packet and sends the MPLS packet to its outgoing MPLS core
interface (ge-0/0/5). The MPLS packet is transmitted on the MPLS tunnel through the
provider switch, where it arrives at interface ge-0/0/5 with label 100. The provider switch
swaps label 100 to label 200 and forwards the MPLS packet through its core interface
(ge-0/0/7) to the next hop on the tunnel, which is the egress PE switch. The egress PE
switch receives the MPLS packet through its core interface (ge-0/0/7), removes the
MPLS label, and sends the IP packet out of its customer edge interface (ge-0/0/1) to a
destination that is beyond the tunnel.

Figure 2: MPLS Label Swapping
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Figure 2 on page 19 shows the path of a packet as it passes in one direction from the
ingress PE switch to the egress PE switch. However, the MPLS configuration also allows
traffic to travel in the reverse direction. Thus, each PE switch operates as both an ingress
switch and an egress switch.

Penultimate-Hop Popping and Ultimate-Hop Popping

The switches enable penultimate-hop popping (PHP) by default with IP over MPLS
configurations. With PHP, the penultimate provider switch is responsible for popping the
MPLS label and forwarding the traffic to the egress PE switch. The egress PE switch then
performs an IP route lookup and forwards the traffic. This reduces the processing load
on the egress PE switch, because it is not responsible for popping the MPLS label.

On EX8200 switches, you can choose to use either the default, PHP, or to configure
ultimate-hop popping.
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« The default advertised label is label 3 (Implicit Null label). If label 3 is advertised, the
penultimate-hop switch removes the label and sends the packet to the egress PE
switch.

« If ultimate-hop popping is enabled, label O (IPv4 Explicit Null label) is advertised and
the egress PE switch of the LSP removes the label.

Related . Understanding Junos OS MPLS Components for EX Series Switches on page 5
Documentation « Example: Configuring MPLS on EX Series Switches on page 27

« Configuring MPLS on Provider Edge Switches Using Circuit Cross-Connect (CLI
Procedure) on page 87

« Configuring MPLS on Provider Edge Switches Using IP Over MPLS (CLI Procedure) on
page 83

. Configuring MPLS on Provider Switches (CLI Procedure) on page 78
« Junos OS VPNs Library for Routing Devices
« Junos OS MPLS Applications Library for Routing Devices

Understanding Using MPLS-Based Layer 2 and Layer 3 VPNs on EX Series Switches

On EX8200 and EX4500 switches, you can use MPLS-based Layer 2 and Layer 3 virtual
private networks (VPNs) or MPLS Layer 2 circuits, allowing you to securely connect
geographically diverse sites across an MPLS network. MPLS services can be used to
connect various sites to a backbone network and to ensure better performance for
low-latency applications such as voice over IP (VolP) and other business-critical functions.

A VPN uses a public telecommunications infrastructure, such as the Internet, to provide
remote offices or individual users with secure access to their organization’s network.
VPNs are designed to provide the same level of performance and security as privately
owned or leased networks but without the attendant costs.

This topic describes:

« MPLS-Based Layer 2 VPNs on page 20

« Layer 2 Circuits on page 21

- MPLS-Based Layer 3 VPNs on page 22

« Comparing an MPLS-Based Layer 2 VPN and an MPLS-Based Layer 3 VPN on page 22

MPLS-Based Layer 2 VPNs

In an MPLS-based Layer 2 VPN, traffic is forwarded by the customer’s customer edge
(CE) switch (or router) to the service provider’s provider edge (PE) switch in a Layer 2
format. Itis carried by MPLS over the service provider’s network and then converted back
to Layer 2 format at the receiving site.

On a Layer 2 VPN, routing occurs on the customer’s switches, typically on the CE switch.
The CE switch connected to a service provider on a Layer 2 VPN must select the
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appropriate circuit on which to send traffic. The PE switch receiving the traffic sends it
across the service provider’s network to the PE switch connected to the receiving site.
The PE switches do not store or process the customer’s routes; the switches must be

configured to send data to the appropriate tunnel.

ForaLayer 2 VPN, customers must configure their own switches to carry all Layer 3 traffic.
The service provider must detect only how much traffic the Layer 2 VPN will need to
carry. The service provider’s switches carry traffic between the customer’s sites using
Layer 2 VPN interfaces. The VPN topology is determined by policies configured on the
PE switches.

Customers must know only which VPN interfaces connect to which of their own sites.
Figure 3 on page 21 illustrates a full-mesh Layer 2 VPN in which each site has a VPN
interface linked to each of the other customer sites. In a full-mesh topology between all
three sites, each site requires two logical interfaces (one for each of the other CE routers
or switches), although only one physical link is needed to connect each PE switch to each
CE router or switch.

Figure 3: Layer 2 VPN Connecting CE Switches
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Layer 2 Circuits

A Layer 2 circuit is a point-to-point Layer 2 connection that uses MPLS or another tunneling
technology on the service provider’s network. A Layer 2 circuit is similar to a circuit
cross-connect (CCC), except that multiple Layer 2 circuits can be transported over a
single label-switched path (LSP) tunnel between two provider edge (PE) switches. In
contrast, each CCC requires a dedicated LSP.

The Junos OS implementation of Layer 2 circuits supports only the remote form of a
Layer 2 circuit; that is, a connection from a local customer edge (CE) switch to a remote
CE switch.

Packets are sent to the remote CE switch by means of an egress virtual private network
(VPN) label advertised by the remote PE switch. The VPN label transits over either an
RSVP or an LDP LSP (or other type) tunnel to the remote PE switch connected to the
remote CE switch. LDP is the signaling protocol used for advertising VPN labels.
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Return traffic sent from the remote CE switch to the local CE switch uses an ingress VPN
label advertised by the local PE switch.

MPLS-Based Layer 3 VPNs

In a Layer 3 VPN, the routing occurs on the service provider’s routers. Therefore, Layer 3
VPNs require more configuration on the part of the service provider, because the service
provider’s PE routers must store and process the customer’s routes.

In the Junos OS, Layer 3 VPNs are based on RFC 4364, BGP/MPLS IP Virtual Private
Networks. This RFC defines a mechanism by which service providers can use their IP
backbones to provide Layer 3 VPN services to their customers. The sites that make up a
Layer 3 VPN are connected over a provider’s existing public Internet backbone.

VPNs based on RFC 4364 are also known as BGP/MPLS VPNs because BGP is used to
distribute VPN routing information across the provider’s backbone, and MPLS is used to
forward VPN traffic across the backbone to remote VPN sites.

Customer networks, because they are private, can use either public addresses or private
addresses, as defined in RFC 1918, Address Allocation for Private Internets. When customer
networks that use private addresses connect to the public Internet infrastructure, the
private addresses might overlap with the private addresses used by other network users.
BGP/MPLS VPNs solve this problem by prefixing a VPN identifier to each address from
a particular VPN site, thereby creating an address that is unique both within the VPN and
within the public Internet.

In addition, each VPN has its own VPN-specific routing table that contains the routing
information for that VPN only. Two different VPNs can use overlapping addresses. Each
route within a VPN is assigned an MPLS label (for example, MPLS-ARCH, MPLS-BGP,
or MPLS-ENCAPS). When BGP distributes a VPN route, it also distributes an MPLS label
for that route. Before a customer data packet travels across the service provider’s
backbone, it is encapsulated along with the MPLS label that corresponds to the route
within the customer’s VPN that is the best match based on the packet’s destination
address. This MPLS packet is further encapsulated with another MPLS label or with an
IP, so that it gets tunneled across the backbone to the egress provider edge (PE) switch.
Thus, the backbone core switches do not need to know the VPN routes.

Comparing an MPLS-Based Layer 2 VPN and an MPLS-Based Layer 3 VPN

The differences between Layer 2 VPNs and Laer 3 VPNS are summarized in
Table 4 on page 22

Table 4: Comparing an MPLS-Based Layer 2 VPN and an MPLS-Based Layer 3 VPN

Layer 2 VPN Layer 3 VPN

Customer sites appear to be on the same LAN even if Service provider’s technical expertise ensures efficient site-to-site
geographically dispersed. routing.

Service providers can provide additional value-added services through
network convergence that encompasses voice, video, and data.
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Table 4: Comparing an MPLS-Based Layer 2 VPN and an MPLS-Based Layer 3 VPN (continued)

the customer’s network topology, policies, routing
information, etc.

The customer has complete control over policies and
routing.

The service provider determines the policies and routing.

The CE switch forwards traffic to the service provider’s
PE switch in Layer 2 format.

The customer’s CE switch must be configured to use BGP or OSPF
to communicate with the service provider’s PE switch to carry IP
prefixes across the network. Other protocol packets are not supported.

Related . Understanding MPLS Label Operations on EX Series Switches on page 17

Documentation

« Understanding Junos OS MPLS Components for EX Series Switches on page 5

« Example: Configuring MPLS-Based Layer 2 VPNs on page 63

« Example: Configuring MPLS-Based Layer 3 VPNs on EX Series Switches on page 54

Copyright © 2014, Juniper Networks, Inc.

23



MPLS for EX Series Switches

24

Copyright © 2014, Juniper Networks, Inc.



PART 2
Configuration

« Configuration Examples on page 27
« Configuration Tasks on page 77

« Configuration Statements on page 117
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Configuration Examples

« Example: Configuring MPLS on EX Series Switches on page 27

« Example: Combining CoS with MPLS on EX Series Switches on page 42

« Example: Configuring MPLS-Based Layer 3 VPNs on EX Series Switches on page 54
« Example: Configuring MPLS-Based Layer 2 VPNs on page 63

Example: Configuring MPLS on EX Series Switches

You can configure MPLS on EX Series switches to increase transport efficiency in your
network. MPLS services can be used to connect various sites to a backbone network and
to ensure better performance for low-latency applications such as voice over IP (VoIP)
and other business-critical functions.

To implement MPLS on the switches, you must configure two provider edge (PE)
switches—an ingress PE switch and an egress PE switch— and at least one provider
(transit) switch. You can configure the customer edge (CE) interfaces on the PE switches
of the MPLS network as either circuit cross-connect (CCC) or IP (family inet) interfaces.

This example shows how to configure an MPLS tunnel using a simple interface as a CCC:

0 NOTE: This example shows how to configure MPLS using a simple interface
as a CCC. For information on configuring a tagged VLAN interface as a CCC,
see “Configuring an MPLS-Based VLAN CCC Using a Layer 2 VPN (CLI
Procedure)” on page 101 or “Configuring an MPLS-Based VLAN CCC Using a
Layer 2 Circuit (CLI Procedure)” on page 104.

« Requirements on page 28

« Overview and Topology on page 28

« Configuring the Local PE Switch on page 32

« Configuring the Remote PE Switch on page 35
« Configuring the Provider Switch on page 37

« Verification on page 39
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Requirements

This example uses the following hardware and software components:

« Junos OS Release 10.1 or later for EX Series switches

« Three EX Series switches

Before you begin configuring MPLS, ensure that you have configured the routing protocol
(OSPF or IS-IS) on the core interface and the loopback interface on all the switches. This
example includes the configuration of OSPF on all the switches. For information on
configuring IS-IS as the routing protocol, see the Junos OS Routing Protocols Configuration
Guide.

Overview and Topology

This example includes an ingress or local PE switch, an egress or remote PE switch, and
one provider switch. It includes CCCs that tie the customer edge interface of the local
PE switch (PE-1) to the customer edge interface of the remote PE switch (PE-2). It also
describes how to configure the core interfaces of the PE switches and the provider switch
to support the transmission of the MPLS packets. In this example, the core interfaces
that connect the local PE switch and the provider switch are individual interfaces, while
the core interfaces that connect the remote PE switch and the provider switch are
aggregated Ethernet interfaces.

o NOTE:

. Coreinterfaces cannot be tagged VLAN interfaces.

. Coreinterfaces can be aggregated Ethernet interfaces. This example
includes a LAG between the provider switch and the remote PE switch
because this type of configuration is another option you can implement.
For information on configuring LAGs, see Configuring Aggregated Ethernet
Links (CLI Procedure).

Figure 4 on page 29 shows the topology used in this example.

28
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Figure 4: Configuring MPLS on EX Series Switches
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Table 5 on page 29 shows the MPLS configuration components used for the ingress PE
switch in this example.

Table 5: Components of the Ingress PE Switch in the Topology for MPLS with Interface-Based

Ccc

Property

Local PE switch hardware

Settings

EX Series switch

Description

PE-1

Loopback address

Routing protocol

l00127.1.1.1/32

ospf traffic-engineering

Identifies PE-1 for interswitch
communications.

Indicates that this switch is using OSPF
as the routing protocol and that traffic
engineering is enabled.

MPLS protocol and definition of
label-switched path

mpls

label-switched-path Isp_to_pe2_gel

t0127.1.13

Indicates that this PE switch is using the
MPLS protocol with the specified LSP
to reach the other PE switch (specified
by the loopback address).

The statement must also specify the
core interfaces to be used for MPLS
traffic.

RSVP

rsvp

Indicates that this switch is using RSVP.
The statement must specify the
loopback address and the core
interfaces that will be used for the RSVP
session.

Interface family

family inet

family mpls

family ccc

The logical units of the core interfaces
are configured to belong to both family
inet and family mpls.

The logical unit of the customer edge
interface is configured to belong to
family ccc.
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Table 5: Components of the Ingress PE Switch in the Topology for MPLS with Interface-Based
CCC (continued)

Property Settings Description

Customer edge interface ge-0/0/1 Interface that connects this network to
devices outside the network.

Core interfaces ge-0/0/5.0 and ge-0/0/6.0 with IP Interfaces that connect to other
addresses 10.1.5.1/24 and 10.1.6.1/24 switches within the MPLS network.
CCC definition connections Associates the circuit cross-connect
remote-interface-switch ge-1-to-pe2 (CCC), ge-0/0/1, with the LSPs that have
been defined on the local and remote
interface ge-0/0/1.0 PE switches.

transmit-Isp Isp_to_pe2_gel
receive-Isp Isp_to_pel_gel

Table 6 on page 30 shows the MPLS configuration components used for the egress PE
switch in this example.

Table 6: Components of the Egress PE Switch in the Topology for MPLS with Interface-Based
CCcC

Property Settings Description
Remote PE switch hardware EX Series switch PE-2
Loopback address 100 127.1.1.3/32 Identifies PE-2 for interswitch

communications.

Routing protocol ospf traffic-engineering Indicates that this switch is using OSPF
as the routing protocol and that traffic
engineering is enabled.

MPLS protocol and definition of mpls Indicates that this PE switch is using the
label-switched path MPLS protocol with the specified
label-switched-path Isp_to_pel_gel label-switched path (LSP) to reach the
other PE switch.
to127.1.1.1

The statement must also specify the
core interfaces to be used for MPLS
traffic.

RSVP rsvp Indicates that this switch is using RSVP.
The statement must specify the
loopback address and the core
interfaces that will be used for the RSVP
session.
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Table 6: Components of the Egress PE Switch in the Topology for MPLS with Interface-Based

CCC (continued)
Property Settings Description
Interface family family inet The logical unit of the core interface is
configured to belong to both family inet
family mpls and family mpls.
family ccc The logical unit of the customer edge
interface is configured to belong to
family ccc.
Customer edge interface ge-0/0/1 Interface that connects this network to

devices outside the network.

Core interface

ae0 with IP address 10.1.9.2/24

Aggregated Ethernet interface on PE-2
that connects to aggregated Ethernet
interface ae0 of the provider switch and
belongs to family mpls.

CCC definition

connections remote-interface-switch
ge-1-to-pel

interface ge-0/0/1.0

transmit-Isp Isp_to_pel_gel;
receive-lsp lsp_to_pe2_gel;

Associates the CCC, ge-0/0/1, with the
LSPs that have been defined on the local
and remote PE switches.

Table 7 on page 31 shows the MPLS configuration components used for the provider
switch in this example.

Table 7: Components of the Provider Switch in the Topology for MPLS with Interface-Based

Ccc

Property

Provider switch hardware

Settings

EX Series switch

Description

Transit switch within the MPLS network
configuration.

Loopback address

l00127.1.1.2/32

Identifies provider switch for interswitch
communications.

Routing protocol

ospf traffic-engineering

Indicates that this switch is using OSPF
as the routing protocol and that traffic
engineering is enabled.

MPLS protocol

mpls

Indicates that this switch is using the
MPLS protocol.

The statement must specify the core
interfaces that will be used for MPLS
traffic.
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Table 7: Components of the Provider Switch in the Topology for MPLS with Interface-Based
CCC (continued)

Property Settings Description

RSVP rsvp Indicates that this switch is using RSVP.
The statement must specify the
loopback and the core interfaces that
will be used for the RSVP session.

Interface family family inet The logical units for the loopback
interface and the core interfaces belong
family mpls to family inet.

The logical units of the core interfaces
are also configured to belong to family

mpls.
Core interfaces ge-0/0/5.0 and ge-0/0/6.0 with IP Interfaces that connect the provider
addresses 10.1.5.1/24 and 10.1.6.1/24 switch (P) to PE-1.

and aeO with IP address 10.1.9.1/24
Aggregated Ethernet interface on P that

connects to aggregated Ethernet
interface ae0 of PE-2.

Configuring the Local PE Switch

CLIQuick Toquickly configure the local ingress PE switch, copy the following commands and paste
Configuration them into the switch terminal window of PE-1:

[edit]
set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface l00.0

set protocols ospf area 0.0.0.0 interface ge-0/0/5.0

set protocols ospf area 0.0.0.0 interface ge-0/0/6.0

set protocols mpls label-switched-path lsp_to_pe2_gel to 127.1.1.3

set protocols mpls interface ge-0/0/5.0

set protocols mpls interface ge-0/0/6.0

set protocols rsvp interface l00.0

set protocols rsvp interface ge-0/0/5.0

set protocols rsvp interface ge-0/0/6.0

set interfaces loO unit O family inet address 127.1.1.1/32

set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24

set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24

set interfaces ge-0/0/5 unit O family mpls

set interfaces ge-0/0/6 unit O family mpls

set interfaces ge-0/0/1 unit O family ccc

set protocols connections remote-interface-switch ge-1-to-pe2 interface ge-0/0/1.0

set protocols connections remote-interface-switch ge-1-to-pe2 transmit-lsp lsp_to_pe2_gel
set protocols connections remote-interface-switch ge-1-to-pe2 receive-lsp lsp_to_pel_gel

Step-by-Step  To configure the local ingress PE switch:

Procedure
1. Configure OSPF with traffic engineering enabled:

[edit protocols]
user@switchPE-1# set ospf traffic-engineering

2. Configure OSPF on the loopback address and the core interfaces:
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[edit protocols]
user@switchPE-1# set ospf area 0.0.0.0 interface l00.0
user@switchPE-1# set ospf area 0.0.0.0 interface ge-0/0/5.0
user@switchPE-1# set ospf area 0.0.0.0 interface ge-0/0/6.0
3.  Configure MPLS on this PE switch (PE-1) with a label-switched path (LSP) to the

other PE switch (PE-2):

[edit protocols]
user@switchPE-1# set mpls label-switched-path lsp_to_pe2_gel to 127.1.1.3
4. Configure MPLS on the core interfaces:

[edit protocols]
user@switchPE-1# set mpls interface ge-0/0/5.0
user@switchPE-1# set mpls interface ge-0/0/6.0

5.  Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]
user@switchPE-1# set rsvp interface l00.0
user@switchPE-1# set rsvp interface ge-0/0/5.0
user@switchPE-1# set rsvp interface ge-0/0/6.0
6. Configure IP addresses for the loopback interface and the core interfaces:

[edit]

user@switchPE-1# set interfaces loO unit O family inet address 127.1.1.1/32
user@switchPE-1# set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
user@switchPE-1# set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24

7. Configure family mpls on the logical unit of the core interface addresses:

[edit]
user@switchPE-1# set interfaces ge-0/0/5 unit O family mpls
user@switchPE-1# set interfaces ge-0/0/6 unit O family mpls

8. Configure the logical unit of the customer edge interface as a CCC:

[edit interfaces ge-0/0/1 unit 0]
-user@PE-1# set family ccc
9.  Configure the interface-based CCC from PE-1to PE-2:

0 NOTE: You can also configure a tagged VLAN interface as a CCC. See
“Configuring an MPLS-Based VLAN CCC Using a Layer 2 VPN (CLI
Procedure)” on page 101 or “Configuring an MPLS-Based VLAN CCC
Using a Layer 2 Circuit (CLI Procedure)” on page 104.

[edit protocols]

user@PE-1# set connections remote-interface-switch ge-1-to-pe2 interface ge-0/0/1.0
user@PE-1# set connections remote-interface-switch ge-1-to-pe2 transmit-lsp Isp_to_pe2_gel
user@PE-1#set connections remote-interface-switch ge-1-to-pe2 receive-lsp lsp_to_pel_gel

Results Display the results of the configuration:
user@switchPE-1> show configuration

interfaces {
ge-0/0/1{
unit 0 {
family ccc;
}
1

Copyright © 2014, Juniper Networks, Inc. 33



MPLS for EX Series Switches

ge-0/0/51
unit O {
family inet {
address 10.1.5.1/24;
}
family mpls;
}
1
ge-0/0/6 {
unit0 {
family inet {
address 10.1.6.1/24;
1
family mpls;
}
1
lo0 {
unit 0 {
family inet {
address 127.1.1.1/32;
}
}
1
protocols {
rsvp {
interface l00.0;
interface ge-0/0/5.0;
interface ge-0/0/6.0;
1
mpls {
label-switched-path Isp_to_pe2_gel {
t0127.1.1.3;
}
interface ge-0/0/5.0;
interface ge-0/0/6.0;
1
ospf {
traffic-engineering;
area 0.0.0.0{
interface 100.0;
interface ge-0/0/5.0;
interface ge-0/0/6.0;
}
1
connections {
remote-interface-switch ge-1-to-pe2 {
interface ge-0/0/1.0;
transmit-lsp lsp_to_pe2_gel;
receive-lsp lsp_to_pel_gel;
}
1
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Configuring the Remote PE Switch

CLIQuick To quickly configure the remote PE switch, copy the following commands and paste
Configuration them into the switch terminal window of PE-2:

[edit]

set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface l00.0

set protocols ospf area 0.0.0.0 interface ae0

set protocols mpls label-switched-path lsp_to_pel_gel to 127.1.1.1

set protocols mpls interface ae0

set protocols rsvp interface 100.0

set protocols rsvp interface ae0

set interfaces loO unit O family inet address 127.1.1.3/32

set interfaces aeO unit O family inet address 10.1.9.2/24

set interfaces aeO unit O family mpls

set interfaces ge-0/0/1 unit O family ccc

set protocols connections remote-interface-switch ge-1-to-pel interface ge-0/0/1.0

set protocols connections remote-interface-switch ge-1-to-pel transmit-lsp Isp_to_pel_gel
set protocols connections remote-interface-switch ge-1-to-pel receive-lsp lsp_to_pe2_gel

Step-by-Step  To configure the remote PE switch (PE-2):

Procedure
1. Configure OSPF with traffic engineering enabled:

[edit protocols]
user@switchPE-2# set ospf traffic-engineering
2. Configure OSPF on the loopback interface and the core interface:

[edit protocols]
user@switchPE-2# set ospf area 0.0.0.0 interface 100.0
user@switchPE-2# set ospf area 0.0.0.0 interface ae0
3.  Configure MPLS on this switch (PE-2) with a label-switched path (LSP) to the other

PE switch (PE-1):

[edit protocols]
user@switchPE-2# set mpls label-switched-path lsp_to_pel_gel to 127.1.1.1
4. Configure MPLS on the core interface:

[edit protocols]
user@switchPE-2# set mpls interface ae0

5.  Configure RSVP on the loopback interface and the core interface:

[edit protocols]
ser@switchPE-2# set rsvp interface l00.0
user@switchPE-2# set rsvp interface ae0

6. Configure IP addresses for the loopback interface and the core interface:

[edit]
user@switchPE-2# set interfaces loO unit O family inet address 127.1.1.3/32
user@switchPE-2# set interfaces aeO unit O family inet address 10.1.9.2/24

7. Configure family mpls on the logical unit of the core interface:

[edit]
user@switchPE-2# set interfaces aeO unit O family mpls
8. Configure the logical unit of the customer edge interface as a CCC:

[edit interfaces ge-0/0/1 unit 0]
user@PE-2# set family ccc

9. Configure the interface-based CCC from PE-2 to PE-1:
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[edit protocols]

user@PE-2# set connections remote-interface-switch ge-1-to-pel interface ge-0/0/1.0
user@PE-2# set connections remote-interface-switch ge-1-to-pel transmit-lsp lsp_to_pel_gel
user@PE-2# set connections remote-interface-switch ge-1-to-pelreceive-lsp lsp_to_pe2_gel

Results Display the results of the configuration:
user@switchPE-2> show configuration

interfaces {
ge-0/0/1{
unit 0 {
family ccc;
}
1
ae0 {
unit0 {
family inet {
address 10.1.9.2/24;
1
family mpls;
}
1
lo0 {
unit 0 {
family inet {
address 127.1.1.3/32;
1
}
1
1
protocols {
rsvp {
interface l00.0;
interface ae0.0;
1
mpls {
label-switched-path lsp_to_pel_gel {
to127.1.1.7;
}
interface ae0.0;
1
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ae0.0;
}
1
connections {
remote-interface-switch ge-1-to-pel {
interface ge-0/0/1.0;
transmit-lsp lsp_to_pel_geT;
receive-lsp lsp_to_pe2_gel;
}
1
1

36 Copyright © 2014, Juniper Networks, Inc.



Chapter 2: Configuration Examples

Configuring the Provider Switch

CLIQuick To quickly configure the provider switch, copy the following commands and paste them
Configuration into the switch terminal window:

[edit]
set protocols ospf traffic-engineering

set protocols ospf area 0.0.0.0 interface l00.0

set protocols ospf area 0.0.0.0 interface ge-0/0/5.0

set protocols ospf area 0.0.0.0 interface ge-0/0/6.0

set protocols ospf area 0.0.0.0 interface aeO

set protocols mpls interface ge-0/0/5.0

set protocols mpls interface ge-0/0/6.0

set protocols mpls interface ae0O

set protocols rsvp interface l00.0

set protocols rsvp interface ge-0/0/5.0

set protocols rsvp interface ge-0/0/6.0

set protocols rsvp interface aeO

set interfaces loO unit O family inet address 127.1.1.2/32

set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24
set interfaces ae0 unit O family inet address 10.1.9.1/24

set interfaces ge-0/0/5 unit O family mpls

set interfaces ge-0/0/6 unit O family mpls

set interfaces aeO unit O family mpls

Step-by-Step  To configure the provider switch:

Procedure
1.

Configure OSPF with traffic engineering enabled:

[edit protocols]
user@switchP# set ospf traffic-engineering
Configure OSPF on the loopback interface and the core interfaces:

[edit protocols]

user@switchP# set ospf area 0.0.0.0 interface l00.0
user@switchP# set ospf area 0.0.0.0 interface ge-0/0/5
user@switchP# set ospf area 0.0.0.0 interface ge-0/0/6
user@switchP# set ospf area 0.0.0.0 interface ae0
Configure MPLS on the core interfaces on the switch:

[edit protocols]

user@switchP# set mpls interface ge-0/0/5

user@switchP# set mpls interface ge-0/0/6

user@switchP# set mpls interface ae0

Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]

user@switchP# set rsvp interface 100.0

user@switchP# set rsvp interface ge-0/0/5

user@switchP# set rsvp interface ge-0/0/6

user@switchP# set rsvp interface ae0

Configure IP addresses for the loopback interface and the core interfaces:

[edit]

user@switchP# set interfaces loO unit O family inet address 127.1.1.2/32
user@switchP# set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
user@switchP# set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24
user@switchP# set interfaces aeO unit O family inet address 10.1.9.1/24
Configure family mpls on the logical unit of the core interface addresses:
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[edit]

user@switchP# set interfaces ge-0/0/5 unit O family mpls
user@switchP# set interfaces ge-0/0/6 unit O family mpls

user@switchP# set interfaces aeO unit O family mpls

Results Display the results of the configuration:

user@switchP> show configuration

interfaces {
ge-0/0/51{
unit 0 {
family inet {
address 10.1.5.1/24;
1
family mpls;
}
}
ge-0/0/6 {
unit O {
family inet {
address 10.1.6.1/24;
}
family mpls;
1
}
1
ae0 {
unit0 {
family inet {
address 10.1.9.1/24;
1
family mpls;
}
1
lo0 {
unit 0 {
family inet {
address 127.1.1.2/32;
1
}
1
protocols {
rsvp {
interface l00.0;
interface ge-0/0/5.0;
interface ge-0/0/6.0;
interface ae0.0;
1
mpls {
interface ge-0/0/5.0;
interface ge-0/0/6.0;
interface ae0.0;
1
ospf {
traffic-engineering;
area 0.0.0.0{
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interface l00.0;
interface ge-0/0/5.0;
interface ge-0/0/6.0;
interface ae0.0;

Verification
To confirm that the configuration is working properly, perform these tasks:

- Verifying the Physical Layer on the Switches on page 39

« Verifying the Routing Protocol on page 40

« Verifying the Core Interfaces Being Used for MPLS Traffic on page 40

« Verifying the Status of the RSVP Sessions on page 40

- Verifying the Assignment of Interfaces for MPLS Label Operations on page 41
« Verifying the Status of the CCC on page 41

Verifying the Physical Layer on the Switches

Purpose \Verify that the interfaces are up. Perform this verification task on each of the switches.

Action user@switchPE-1> show interfaces terse

Interface Admin Link Proto Local Remote

ge-0/0/0 up up

ge-0/0/0.0 up up eth-switch

ge-0/0/1 up up

ge-0/0/1.0 up up ccc

ge-0/0/2 up up

ge-0/0/2.0 up up eth-switch

ge-0/0/3 up up

ge-0/0/3.0 up up eth-switch

ge-0/0/4 up up

ge-0/0/4.0 up up eth-switch

ge-0/0/5 up up

ge-0/0/5.0 up up inet 10.1.5.1/24
mpls

ge-0/0/6 up up

ge-0/0/6.0 up up inet 10.1.6.1/24
mpls

Meaning The show interfaces terse command displays status information about the Gigabit Ethernet
interfaces on the switch. This output verifies that the interfaces are up. The output for
the protocol family (Proto column) shows that interface ge-0/0/1.0 is configured as a
circuit cross-connect. The output for the protocol family of the core interfaces (ge-0/0/5.0
and ge-0/0/6.0) shows that these interfaces are configured as both inet and mpls. The
Local column for the core interfaces shows the IP address configured for these interfaces.
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Verifying the Routing Protocol

Purpose Verify the state of the configured routing protocol. Perform this verification task on each
of the switches. The state must be Full.

Action user@switchPE-1> show ospf neighbor

Address Interface State 1D Pri Dead
127.1.1.2 ge—0/0/5 Full 10.10.10.10 128 39

Meaning The show ospf neighbor command displays the status of the routing protocol. This output
shows that the state is Full, meaning that the routing protocol is operating correctly—that
is, hello packets are being exchanged between directly connected neighbors.

Verifying the Core Interfaces Being Used for MPLS Traffic

Purpose \Verify that the state of the MPLS interface is Up. Perform this verification task on each
of the switches.

Action user@switchPE-1> show mplsinterface

Interface State Administrative groups
ge—0/0/5 Up <none>
ge—0/0/6 Up <none>

Meaning The show mpls interface command displays the status of the core interfaces that have
been configured to belong to family mpls. This output shows that the interface configured
to belong to family mpls is Up.

Verifying the Status of the RSVP Sessions

Purpose \Verify the status of the RSVP sessions. Perform this verification task on each of the
switches.

Action user@switchPE-1> show rsvp session

Ingress RSVP: 1 sessions

To From State Rt Style Labelin Labelout LSPname
127.1.13 127.1.1.1 Up 0 1FF - 300064 Isp_to_pe2_gel
Total 1 displayed, Up 1, Down O

Egress RSVP: 1 sessions

To From State Rt Style Labelin Labelout LSPname
127.1.1.1 127.1.1.3 Up 0 1FF 299968 Isp_to_pel_gel
Total 1 displayed, Up 1, Down O

Transit RSVP: O sessions
Total O displayed, Up 0, Down O

Meaning This output confirms that the RSVP sessions are Up.
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Verifying the Assignment of Interfaces for MPLS Label Operations

Purpose Verify which interface is being used as the beginning of the CCC and which interface is
being used to push the MPLS packet to the next hop. Perform this task only on the PE
switches.

Action user@switchPE-1> show route forwarding-table family mpls

MPLS:

Destination Type RtRef Next hop Type Index NhRef Netif

default perm 0 dscd 50 1

0 user 0 recv 49 3

1 user 0 recv 49 3

2 user 0 recv 49 3

299776 user 0 Pop 541 2 ge-0/0/1.0
ge-0/0/1.0 (CCC) user 0 2.0.0.1 Push 299792 540 2 ge-0/0/5.0

Meaning This output shows that the CCC has been set up on interface ge-0/0/1.0. The switch
receives ingress traffic on ge-0/0/1.0 and pushes label 299792 onto the packet, which
goes out through interface ge-0/0/5.0. The output also shows when the switch receives
an MPLS packet with label 29976, it pops the label and sends the packet out through
interface ge-0/0/1.0

After you have checked the local PE switch, run the same command on the remote PE
switch.

Verifying the Status of the CCC

Purpose Verify the status of the CCC. Perform this task only on the PE switches.

Action user@switchPE-1> show connections
CCC and TCC connections [Link Monitoring On]

Legend for status (St) Legend for connection types
UN -- uninitialized if-sw: interface switching
NP -- not present rmt-if: remote interface switching
WE -- wrong encapsulation Isp-sw: LSP switching
DS -- disabled tx-p2mp-sw: transmit P2MP switching
Dn -- down rx-p2mp-sw: receive P2MP switching
-> —-- only outbound conn is up
<- -- only inbound conn is up Legend for circuit types
Up -- operational intf -- interface
RmtDn -- remote CCC down tlsp -- transmit LSP
Restart -- restarting risp -- receive LSP
Connection/Circuit Type St Time last up # Up trans
gel-to-pe2 rmt-if Up Feb 17 05:00:09 1
ge-0/0/1.0 intf Up
Isp_to_pel _gel tlsp Up
Isp_to_pe2_gel risp Up

Meaning The show connections command displays the status of the CCC connections. This output
verifies that the CCC interface and its associated transmit and receive LSPs are Up. After
you have checked the local PE switch, run the same command on the remote PE switch.

Copyright © 2014, Juniper Networks, Inc. 41



MPLS for EX Series Switches

Related
Documentation

« Configuring MPLS on Provider Edge Switches Using Circuit Cross-Connect (CLI
Procedure) on page 87

« Configuring MPLS on Provider Edge Switches Using IP Over MPLS (CLI Procedure) on
page 83

« Configuring MPLS on Provider Switches (CLI Procedure) on page 78

« Junos OS MPLS for EX Series Switches Overview on page 3

Example: Combining CoS with MPLS on EX Series Switches

Requirements

You can use class of service (CoS) within MPLS networks to prioritize certain types of
traffic during periods of congestion. The CoS value is included within the MPLS label,
which is passed through the network, enabling end-to-end CoS across the network.

MPLS services are often used to ensure better performance for low-latency applications
such as VolP and other business-critical functions. These applications place specific
demands on a network for successful transmission. CoS gives you the ability to control
the mix of bandwidth, delay, jitter, and packet loss while taking advantage of the MPLS
labeling mechanism.

This example shows how to configure CoS on an MPLS network that is using a
unidirectional circuit cross-connect (CCC) from the ingress provider edge (PE) switch to
the egress PE switch. for the customer-edge interface of the ingress provider edge (PE)
switch. It describes adding the configuration of CoS components to the ingress PE switch,
the egress PE switch, and the core provider switches of the existing MPLS network.
Because of the unidirectional configuration, the DSCP classifier needs to be configured
only on the ingress PE switch.

« Requirements on page 42

« Overview and Topology on page 43

« Configuring the Local PE Switch on page 45

« Configuring the Remote PE Switch on page 47

« Configuring the Provider Switch on page 47

« Verification on page 48

This example uses the following hardware and software components:

« Junos OS Release 10.1 or later for EX Series switches

« Three EX Series switches

Before you configure CoS with MPLS, be sure you have:

Configured an MPLS network with two PE switches and one provider switch. See
“Example: Configuring MPLS on EX Series Switches” on page 27. This example assumes
that an MPLS network has been configured using a cross circuit-connect (CCC).

42
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Overview and Topology

This example describes adding custom classifiers and custom rewrite rules to switches
in an MPLS network that is using MPLS over CCC.

It is a unidirectional configuration. Therefore, you need to configure custom classifiers
and custom rewrite rules as follows:

« On the ingress PE switch: custom DSCP classifier and custom EXP rewrite rule
« On the egress PE switch: custom EXP classifier

. On the provider switch: customer EXP classifier and custom EXP rewrite rule

o NOTE: You can also configure schedulers and shapers as needed. If you are
using assured-forwarding, expedited-forwarding, or other custom forwarding
classes, we recommend that you configure a scheduler to support that
forwarding class. See Defining CoS Schedulers and Scheduler Maps (CLI
Procedure).

The example creates a custom DSCP classifier (dscpl) on the ingress PE switch and
binds this classifier to the CCC interface. It includes configuration of a policer on the
ingress PE switch. The policer is applied as a filter on the label-switched path (LSP)
Isp_to_pe2_gel(createdin “Example: Configuring MPLS on EX Series Switches” on page 27)
to ensure that the amount of traffic forwarded through the LSP never exceeds the
requested bandwidth allocation.

This example creates a custom EXP rewrite rule (expl) on the ingress PE switch, specifying
aloss-priority and code point to be used for the expedited-forwarding class as the packet
travels through the LSP. The switch applies this custom rewrite rule on the core interfaces
ge-0/0/5.0 and ge-0/0/6.0, which are the egress interfaces for this switch.

Table 8 on page 43 shows the CoS configuration components added to the ingress PE
switch.

Table 8: CoS Configuration Components on the Ingress PE Switch

Property Settings Description

Local PE switch hardware EX Series switch PE-1

Policing filter configured and applied to  policing filter mypolicer Name of the rate-limiting policer.

the LSP.

filter myfilter Name of the filter, which refers to the

policer

Custom DSCP classifier dscpl Specifies the name of the custom DSCP
classifier

Custom EXP rewrite rule el Name of the custom EXP rewrite rule.

Copyright © 2014, Juniper Networks, Inc. 43



MPLS for EX Series Switches

Table 8: CoS Configuration Components on the Ingress PE Switch (continued)

Property Settings Description

Customer-edge interface ge-0/0/1.0 Interface that receives packets from
devices outside the network.

The custom DSCP classifier must be
specified on this CCC interface.

Core interfaces ge-0/0/5.0 and ge-0/0/6.0 Interfaces that transmit MPLS packets
to other switches within the MPLS
network.

The EXP rewrite rule is applied implicitly
to these interfaces.

Table 9 on page 44 shows the CoS configuration components added to the egress PE
switch in this example.

Table 9: CoS Configuration Components of the Egress PE Switch

Property Settings Description

Remote provider edge switch hardware  EX Series switch PE-2

Custom EXP classifier expl Name of custom EXP classifier
Customer-edge interface ge-0/0/1.0 Interface that transmits packets from

this network to devices outside the
network. No CoS classifier is specified
for this interface. A scheduler can be
specified.

Core interfaces ge-0/0/7.0 and ge-0/0/8.0 Core interfaces on PE-2 that receive
MPLS packets from the provider switch.
The EXP classifier is enabled by default
on the switch and applied implicitly to
these interfaces.

Table 10 on page 44 shows the MPLS configuration components used for the provider
switch in this example.

Table 10: CoS Configuration Components of the Provider Switch

Property Settings Description

Provider switch hardware EX Series switch Transit switch within the MPLS network
configuration.

Custom EXP classifier expl Name of the custom EXP classifier.

Custom EXP rewrite rule el Name of the custom EXP rewrite rule.
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Table 10: CoS Configuration Components of the Provider Switch (continued)

Property Settings Description

Core interfaces receiving packets from ge-0/0/5.0 and ge-0/0/6.0 Interfaces that connect the provider

other MPLS switches. switch to the ingress PE switch (PE-1).
The EXP classifier is enabled by default
on the switch and applied implicitly to
these interfaces.

Core interfaces transmitting packets to ge-0/0/7.0 and ge-0/0/8.0 Interfaces that transmit packets to the

other switches within the MPLS network. egress PE (PE-2). The EXP rewrite rule

is applied implicitly on these interfaces.
Schedulers can also be specified and
will be applied to these interfaces.

Configuring the Local PE Switch

CLI Quick
Configuration

Step-by-Step
Procedure

To quickly configure a custom DSCP classifier, custom EXP rewrite rule, and a policer on
the local PE switch, copy the following commands and paste them into the switch terminal
window of PE-1:

[edit]

set class-of-service classifiers dscp dscpl import default

set class-of-service classifiers dscp dscpl forwarding-class expedited-forwarding loss-priority
low code-points 000111

set class-of-service rewrite-rules exp el forwarding-class expedited-forwarding loss-priority low
code-point 111

set class-of-service interfaces ge-0/0/1 unit O classifier dscpl

set firewall policer mypolicer if-exceeding bandwidth-limit 500m

set firewall policer mypolicer if-exceeding burst-size-limit 33553920

set firewall policer mypolicer then discard

set firewall family any filter myfilter term t1 then policer mypolicer

set protocols mpls label-switched-path lsp_to_pe2_gel to 127.1.1.3 policing filter myfilter

To configure a custom DSCP classifier, custom EXP rewrite rule, and a policer on the
ingress PE switch:

1.

Import the default DSCP classifier classes to the custom DSCP classifier that you
are creating:

[edit class-of-service]
user@switch# set classifiers dscp dscpl import default
Add the expedited-forwarding class to this custom DSCP classifier, specifying a

loss priority and code point:

[edit class-of-service]
user@swi tch# set classifiers dscp dscpl forwarding-class expedited-forwarding loss-priority
low code-points 000111

Specify the values for the custom EXP rewrite rule, efl:

[edit class-of-service]

user@switch# setrewrite-rules exp el forwarding-class expedited-forwarding loss-priority
low code-point 111

Bind the DSCP classifier to the CCC interface:

[edit ]
user@switch# set class-of-service interfaces ge-0/0/1 unit O classifier dscpl
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Results

5.  Specify the number of bits per second permitted, on average, for the firewall policer,
which will later be applied to the LSP:

[edit Firewall]
set policer mypolicer if-exceeding bandwidth-limit 500m
6. Specify the maximum size permitted for bursts of data that exceed the given

bandwidth limit for this policer:

[edit Firewall policer]
set mypolicer if-exceeding burst-size-limit 33553920
7. Discard traffic that exceeds the rate limits for this policer:

[edit firewall policer]
set mypolicer then discard

8. Toreference the policer, configure a filter term that includes the policer action:

[edit Firewall]
user@switch# set family any filter myfilter term t1 then policer mypolicer

9.  Apply the filter to the LSP:

[edit protocols mpls]
set label-switched-path lsp_to_pe2_gel policing filter myfilter

Display the results of the configuration:

[edit]
user@switch# show
class-of-service {
classifiers {
dscp dscpl {
import default;
forwarding-class expedited-forwarding {
loss-priority low code-points 000117,
1
}
1
interfaces {
ge-0/0/11
unit 0 {
classifiers {
dscp dscpl;
1
}
1
1
rewrite-rules {
expel{
forwarding-class expedited-forwarding {
loss-priority low code-point 111;
1
1
1
1
firewall {
family any {
filter myfilter {
termtl {
then policer mypolicer;
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1
}
1
policer mypolicer {
if-exceeding {
bandwidth-limit 500m;
burst-size-limit 33553920;
}
then discard;
1
}

Configuring the Remote PE Switch

CLIQuick To quickly configure a custom EXP classifier on the remote PE switch, copy the following
Configuration commands and paste them into the switch terminal window of PE-2:

[edit]

set class-of-service classifiers exp explimport default

set class-of-service classifiers exp exp1 forwarding-class expedited-forwarding loss-priority low
code-points 010

Step-by-Step  To configure a custom EXP classifier on the egress PE switch:

Procedure
1. Import the default EXP classifier classes to the custom EXP classifier that you are

creating:

[edit class-of-service]
user@switch# set classifiers exp explimport default

2. Add the expedited-forwarding class to this custom EXP classifier, specifying a loss
priority and code point:

[edit class-of-service]
user@switch# set classifiers exp expl forwarding-class expedited-forwarding loss-priority
low code-points 010

Results Display the results of the configuration:

[edit]
user@switch# show
class-of-service {
classifiers {
exp expl {
import default;
forwarding-class expedited-forwarding {
loss-priority low code-points 010;
1
}

Configuring the Provider Switch

CLIQuick Toquickly configure a custom EXP classifier and a custom EXP rewrite rule on the provider
Configuration switch, copy the following commands and paste them into the switch terminal window
of the provider switch:

[edit]
set class-of-service classifiers exp explimport default
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Step-by-Step
Procedure

Results

Verification

set class-of-service classifiers exp exp1 forwarding-class expedited-forwarding loss-priority low
code-points 010

set class-of-service rewrite-rules exp el forwarding-class expedited-forwarding loss-priority low
code-point 111

To configure a custom EXP classifier and a custom EXP rewrite rule on the provider
switch:

Import the default EXP classifier classes to the custom EXP classifier that you are
creating:

[edit class-of-service]

user@switch# set classifiers exp explimport default

Add the expedited-forwarding class to this custom EXP classifier, specifying a loss
priority and code point:

[edit class-of-service]
user@switch# set classifiers exp expl forwarding-class expedited-forwarding loss-priority
low code-points 010

Specify the values for the custom EXP rewrite rule, el:

[edit class-of-service]
user@switch# setrewrite-rulesexp el forwarding-class expedited-forwarding loss-priority
low code-point 111

Display the results of the configuration:

[edit]
user@switch# show

class-of-service {

classifiers {
exp expl {
import default;
forwarding-class expedited-forwarding {
loss-priority low code-points 010;
1
}
1
rewrite-rules {
expel{
forwarding-class expedited-forwarding {
loss-priority low code-point 111;
1
}
1

To confirm that the configuration is working properly, perform these tasks:

- Verifying That the Policer Firewall Filter Is Operational on page 49

« Verifying That the CoS Classifiers Are Going to the Right Queue on page 49
« Verifying the CoS Forwarding Table Mapping on page 52

« Verifying the Rewrite Rules on page 53

48
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Verifying That the Policer Firewall Filter Is Operational

Purpose \Verify the operational state of the policer that is configured on the ingress PE switch.

Action user@switch> show firewall
Filter: myfilter

Policers:
Name Packets
mypolicer-tl 0

Meaning This output shows that the firewall filter mypolicer has been created.

Verifying That the CoS Classifiers Are Going to the Right Queue

Purpose \Verify that the CoS classifiers are going to the right queue.
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Action

user@switch> show class-of-service forwarding-table classifier

Classifier table index: 7, # entries: 64, Table type: DSCP

Entry #
0

©oO~NOOUAWNEPR

Qo a0 ua bbb DMAMAEDNMDIMDIAEDNOMWWWWWWWWWNNNNNNMNMNNNNNRPEPREPRPERPEPRERLPR
OB WNRPOOO~NOODUDRAMAWNRPOOONODUORWNRPOOONOOUORAWNRPRPOOONOOOUMAWNLEO

Code point
000000
000001
000010
000011
000100
000101
000110
000111
001000
001001
001010
001011
001100
001101
001110
001111
010000
010001
010010
010011
010100
010101
010110
010111
011000
011001
011010
011011
011100
011101
011110
011111
100000
100001
100010
100011
100100
100101
100110
100111
101000
101001
101010
101011
101100
101101
101110
101111
110000
110001
110010
110011
110100
110101
110110
110111

Forwarding-class #

0

[(PEGEGEGEGRGEM M eNeNeolNeolNeolNeolNeoNeolNeNeoNoNeoNeoNeoNeNeolNeoNolNoNolNeolNeoNeolNeNolNoNeolNeolNoNeNelNeolNeoNoNolNolNeoNeNeoNolNoNolNoNolNeoNe o)

0

[eleNeNeolNeNeNolNelNeolNolNeolNoNolNeoNoNolNelNeoNolNeNeoNeolNeolNeolNolNeolNoNolNelNoNolNelNeoNolNelNeoNolNeolNeoNolNeolNeoNoleolNeoNolNeolNoNolNolNoNolNolNo o

PLP
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56 111000 3 0
57 111001 3 0
58 111010 3 0
59 111011 3 0
60 111100 3 0
61 111101 3 0
62 111110 3 0
63 111111 3 0

Classifier table index: 11, # entries: 8, Table type: IEEE 802.1
Entry # Code point Forwarding-class # PLP

0 000 0 0
1 001 0 0
2 010 0 0
3 011 0 0
4 100 0 0
5 101 0 0
6 110 3 0
7 111 3 0

Classifier table index: 12, # entries: 8, Table type: I1Pv4 precedence
Entry # Code point Forwarding-class # PLP

0 000 0 0
1 001 0 0
2 010 0 0
3 011 0 0
4 100 0 0
5 101 0 0
6 110 3 0
7 111 3 0

Classifier table index: 16, # entries: 8, Table type: Untrust
Entry # Code point Forwarding-class # PLP

0 000 0 0
1 001 0 0
2 010 0 0
3 011 0 0
4 100 0 0
5 101 0 0
6 110 0 0
7 111 0 0

Classifier table index: 9346, # entries: 64, Table type: DSCP
Entry # Code point Forwarding-class # PLP

0 000000 0 0
1 000001 0 0
2 000010 0 0
3 000011 0 0
4 000100 0 0
5 000101 0 0
6 000110 0 0
7 000111 1 0
8 001000 0 0
9 001001 0 0
10 001010 0 0
11 001011 0 0
12 001100 0 0
13 001101 0 0
14 001110 0 0
15 001111 0 0
16 010000 0 0
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17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

010001
010010
010011
010100
010101
010110
010111
011000
011001
011010
011011
011100
011101
011110
011111
100000
100001
100010
100011
100100
100101
100110
100111
101000
101001
101010
101011
101100
101101
101110
101111
110000
110001
110010
110011
110100
110101
110110
110111
111000
111001
111010
111011
111100
111101
111110
111111

WWWWWWwWwWwwWwwWwwwwwwwoooooO0OO0OO0OO0OO0OO0OOO0OO0OO0OOOOOOOOOOODODOOOOOoOOo

[eNelNeNeolNeolNeNoNeolNeNolNolNeoNolNeolNeNolNeolNoNeolNeoNeoNeoleolNeNolNeolNoNolNeolNeoNeolNeolNoNolNeolNoNeolNeolNoNolNolNoNololNoNolNol

Meaning Thisoutput shows that a new DSCP classifier has been created, index 9346, on the ingress
PE switch (PE-1).

Verifying the CoS Forwarding Table Mapping

Purpose For each logical interface, display either the table index of the classifier for a given code
point type or the queue number (if it is a fixed classification) in the forwarding table.

52
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Action user@switch>show class-of-service forwarding-table classifier mapping
Table Index/

Interface Index Q num Table type
ge-0/0/1.0 92 9346 DSCP

Meaning The results show that the new DSCP classifier, index number 9346, is bound to interface
ge-0/0/1.0.

Verifying the Rewrite Rules

Purpose Display mapping of the queue number and loss priority to code point value for each
rewrite rule as it exists in the forwarding table.

Action user@switch>show class-of-service forwarding-table rewrite-rule

Rewrite table index: 31, # entries: 4, Table type: DSCP

FC# Low bits State High bits State
0 000000 Enabled 000000 Enabled
1 101110 Enabled 101110 Enabled
2 001010 Enabled 001100 Enabled
3 110000 Enabled 111000 Enabled

Rewrite table index: 34, # entries: 4, Table type: IEEE 802.1

FC# Low bits State High bits State
0 000 Enabled 001 Enabled
1 010 Enabled 011 Enabled
2 100 Enabled 101 Enabled
3 110 Enabled 111 Enabled

Rewrite table index: 35, # entries: 4, Table type: IPv4 precedence

FC# Low bits State High bits State
0 000 Enabled 000 Enabled
1 101 Enabled 101 Enabled
2 001 Enabled 001 Enabled
3 110 Enabled 111 Enabled

Rewrite table index: 9281, # entries: 1, Table type: EXP
FC# Low bits State High bits State
1 111 Enabled 000 Disabled

Meaning Thisoutput shows that a new EXP classifier with the index number 9281 has been created.

Related . Configuring MPLS on Provider Edge Switches Using Circuit Cross-Connect (CLI
Documentation Procedure) on page 87

« Configuring MPLS on Provider Edge Switches Using IP Over MPLS (CLI Procedure) on
page 83

. Understanding Using CoS with MPLS Networks on EX Series Switches on page 12

« Monitoring CoS Forwarding Classes
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Example: Configuring MPLS-Based Layer 3 VPNs on EX Series Switches

You can implement an MPLS-based Layer 3 virtual private network (VPN) on EX8200
and EX4500 switches to interconnect sites for customers who want the service provider
to handle all the Layer 3 routing functions. To support an MPLS-based Layer 3 VPN, you
need to add components of the Layer 3 VPN to the configuration of the two provider
edge (PE) switches. You do not need to change the configuration of the provider switches.

0 NOTE: The core interfaces and the loopback interfaces are configured in the
same way for Layer 2 VPNs and Layer 3 VPNs.

This example shows how to configure an MPLS-based Layer 3 VPN spanning two
corporate sites:

« Requirements on page 54

« Overview and Topology on page 54

« Configuring the Local PE Switch on page 57

» Configuring the Remote PE Switch on page 60

« Verification on page 62

Requirements
This example uses the following software and hardware components:

- Junos OS Release 11.1 or later for EX Series switches

- Three EX8200 switches

Before you configure the Layer 3 VPN components, you must configure the basic
components for an MPLS network:

- Configure two PE switches. See “Configuring MPLS on Provider Edge Switches Using
IP Over MPLS (CLI Procedure)” on page 83.

- Configure one or more provider switches. See “Configuring MPLS on Provider Switches
(CLI Procedure)” on page 78.

0 NOTE: A Layer 3 VPN requires that the PE switches be configured using IP
over MPLS.

Overview and Topology

Layer 3 VPNs allow customers to leverage the service provider’s technical expertise to
ensure efficient site-to-site routing. The customer’s customer edge (CE) switch uses a
routing protocol such as BGP or OSPF to communicate with the service provider’s provider
edge (PE) switch to carry IP prefixes across the network. MPLS-based Layer 3 VPNs use
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only IP over MPLS; other protocol packets are not supported. This example includes two
PE switches, PET and PE2.

In the basic MPLS configuration of the PE switches using IP over MPLS, the PE switches
were configured to use OSPF as the routing protocol between the MPLS switches and
RSVP as the signaling protocol. Traffic engineering was enabled. A label-switched path
(LSP) was configured.

O NOTE: A static path is not configured in this example.

The following components must be added to the PE switches for an MPLS-based Layer
3 VPN:

« BGP group with family inet-vpn unicast
- Routing instance with instance type vrf
Figure 5 on page 55 illustrates the topology of this MPLS-based Layer 3 VPN.

Figure 5: MPLS-Based Layer 3 VPN

Provider Network
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Table 11 on page 55 shows the settings of the customer edge interface on the local CE
switch.

Table 11: Local CE Switch in the MPLS-Based Layer 3 VPN Topology

Property Settings Description

Local CE switch hardware EX8200 switch CEl

Customer edge interface ge-0/0/14 unit O Interface that connects CE1 to PEI.
family inet

address 51.51.0.14/16

Table 12 on page 55 shows the settings of the customer edge interface on the remote
CE switch.

Table 12: Remote CE Switch in the MPLS-Based Layer 3 VPN Topology

Property Settings Description

Remote CE switch hardware EX8200 switch CE2
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Table 12: Remote CE Switch in the MPLS-Based Layer 3 VPN Topology (continued)

Property

Customer edge interface

Settings

ge-0/0/14 unit O
family inet
address 11.22.26.1/16

Description

Interface that connects CE2 to PE2.

Table 13: Layer 3 VPN Components of the Local PE Switch

Table 13 on page 56 shows the Layer 3 VPN components of the local PE switch.

Property Settings Description
Local PE switch hardware EX8200 switch PE1
Customer edge interface ge-5/0/24 unit O Connects PE1 to CE1.

family inet
address 51.51.0.1/16

NOTE: The family inet configuration
should already have been completed as
part of the basic MPLS configuration of
the PE switch for IP over MPLS. It is
included here to show what was
specified for that portion of the
configuration.

Core interface

xe-6/0/0 unit O

family inet address 60.0.0.60/16
family iso;

family mpls

Connects PE1to P.

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to show what was
specified for that portion of the
configuration.

Loopback interface

loO unit O

family inet address 21.21.21.21/32
family iso address
49.0001.2102.1021.0210.00

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to show what was
specified for that portion of the
configuration.

BGP

bgp

Added for the Layer 3 VPN configuration.

Routing instance

L3VPN-1

Added for the Layer 3 VPN configuration.
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Table 14 on page 57 shows the Layer 3 VPN components of the remote PE switch.

Table 14: Layer 3 VPN Components of the Remote PE Switch

Property Settings Description

Remote PE switch hardware EX8200 switch PE2

Customer edge interface ge-11/0/14 unit 0 Connects PE2 to CE2.
family inet
address 11.22.26.14/16 For the Layer 3 VPN configuration, added
family mpls family mpls.

NOTE: The family inet configuration
should already have been completed as
part of the basic MPLS configuration of
the PE switch for IP over MPLS. It is
included here to show what was
specified for that portion of the
configuration.

Core interface

xe-6/0/0/ unit O Connects PE1to P.

family inet address 60.2.0.60/16

family iso NOTE: This portion of the configuration
family mpls should already have been completed as

part of the basic MPLS configuration. It
is included here to show what was
specified for that portion of the
configuration.

Loopback interface

loO unit 0 NOTE: This portion of the configuration
family inet address 22.22.22.22/32 should already have been completed as
family iso address part of the basic MPLS configuration. It
49.0001.2202.1022.0220.00 is included here to show what was

specified for that portion of the
configuration.

BGP

bgp Added for the Layer 3 VPN configuration.

Routing instances

L3VPN-1 Added for the Layer 3 VPN configuration.

Configuring the Local PE Switch

CLI Quick
Configuration

To quickly configure the Layer 3 VPN components on the local PE switch, copy the
following commands and paste them into the switch terminal window of PET:

[edit]
set protocols bgp group ibgp local-address 21.21.21.21 family inet-vpn unicast
set protocols bgp group ibgp type internal

set protocols bgp group ibgp neighbor 22.22.22.22

set routing-instances L3VPN-1instance-type vrf

set routing-instances L3VPN-1 description "BETWEEN PE1 AND PE2"

set routing-instances L3VPN-1 interface ge-5/0/24.0

set routing-instances L3VPN-1 route-distinguisher 21:21

set routing-instances L3VPN-1 vrf-target target:21:21

set routing-instances L3VPN-1 vrf-table-label;

set routing-options router-id 21.21.21.21

set routing-options autonomous-system 10;
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Step-by-Step  To configure the Layer 3 VPN components on the local PE switch:

Procedure
1. Configure BGP, specifying the loopback address as the local address and specifying

family inet-vpn unicast:

[edit protocols bgp]
user@switchPE1# set group ibgp local-address 21.21.21.21 family inet-vpn unicast

2. Configure the BGP group, specifying the group name and type:

[edit protocols bgp]
user@switchPE1# set group ibgp type internal

3.  Configure the BGP neighbor, specifying the loopback address of the remote PE
switch as the neighbor’s address:

[edit protocols bgp]
user@switchPEl1# set group ibgp neighbor 22.22.22.22

4. Configure the routing instance, specifying the routing-instance name and using vrf
as the instance type:

[edit routing-instances]
user@switchPE1# set L3VPN-1instance-type vrf

5.  Configure a description for this routing instance:

[edit routing-instances]
user@switchPE1# set L3VPN-1description "BETWEEN PE1 AND PE2"
6.  Configure the routing instance to use a route distinguisher:

[edit routing-instances]
user@switchPE1# set L3VPN-1route-distinguisher 21:21

o NOTE: Each routing instance that you configure on a PE switch must
have a unique route distinguisher associated with it. VPN routing
instances require a route distinguisher to allow BGP to distinguish
between potentially identical network layer reachability information
(NLRI) messages received from different VPNs. If you configure different
VPN routing instances with the same route distinguisher, the commit
fails.

7. Configure the VPN routing and forwarding (VRF) target of the routing instance:

[edit routing-instances]
user@switchPEl1# set L3VPN-1vrf-target target:21:21

O NOTE: You can create more complex policies by explicitly configuring
VRFimport and export policies using the import and export options. See
the Junos OS VPNs Configuration Guide.

8.  Configure this routing instance with vrf-table-label, which maps the inner label of
a packet to a specific VPN routing and forwarding (VRF) table and allows the
examination of the encapsulated IP header:

[edit routing-instances]
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user@switchPE1# set L3VPN-1vrf-table-label
9.  Configure the router ID and autonomous system (AS):

0 NOTE: We recommend that you explicitly configure the router identifier
under the [edit routing-options] hierarchy level to avoid unpredictable
behavior if the interface address on a loopback interface changes.

[edit routing-options]
user@switchPE1# setrouter-id 21.21.21.21 autonomous-system 10

Results Display the results of the configuration:
user@switchPE1> vrf-table-label

interfaces {
ge-5/0/24 {
unit 0 {
family inet {
address 51.51.0.1/16;
}
}
1
loO {
unit O {
family inet {
address 21.21.21.21/32;
}
}
1
xe-6/0/0 {
unit O {
family inet {
address 60.0.0.60/16;
1
family iso;
family mpls;
}
1
protocols {
mpls {
label-switched-path 21-22 {
from 21.21.21.27;
t022.22.22.22;
no-cspf;
}
interface xe-6/0/0.0;
interface l00.0;
bgp {
group ibgp
type internal
local-address 21.21.21.21
family inet-vpn
unicast
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ospf {
traffic-engineering;
area 0.0.0.0{
interface ge-5/0/24.0;
interface l00.0;
interface xe-6/0/0.0;
1
}
1
routing-instances {
L3VPN-1 {
instance-type vrf;
description "BETWEEN PE1 AND PE2";
route-distinguisher 21:21;
vrf-target target:21:27;
vrf-table-label;
}
routing-options {
router-id 21.21.21.21;
autonomous-system 10;

Configuring the Remote PE Switch

CLI Quick
Configuration

Step-by-Step
Procedure

To quickly configure the Layer 3 VPN components on the remote PE switch, copy the
following commands and paste them into the switch terminal window of PE2:

[edit]

set protocols bgp group ibgp local-address 22.22.22.22 family inet-vpn unicast
set protocols bgp group ibgp type internal

set protocols bgp group ibgp neighbor 21.21.21.21

set routing-instances L3VPN-1 instance-type vrf

set routing-instances L3VPN-1description "BETWEEN PE1 AND PE2"
set routing-instances L3VPN-1interface ge-11/0/14.0

set routing-instances L3VPN-1 route-distinguisher 21:21

set routing-instances L3VPN-1 vrf-target target:21:21

set routing-instances L3VPN-1 vrf-table-label;

set routing-options router-id 22.22.22.22;

set routing-options autonomous-system 10;

To configure Layer 3 VPN components on the remote PE switch:

1. Configure BGP, specifying the loopback address as the local address and specifying
family inet-vpn unicast:
[edit protocols bgp]

user@switchPE2# set group ibgp local-address 22.22.22.22 family inet-vpn unicast
2. Configure the BGP group, specifying the group name and type:

[edit protocols bgp]
user@switchPE2# set group ibgp type internal
3.  Configure the BGP neighbor, specifying the loopback address of the remote PE

switch as the neighbor’s address:
[edit protocols bgp]
user@switchPE2# set group ibgp neighbor 21.21.21.21
4, Configure the routing instance, specifying the routing-instance name and using vrf
as the instance type:

60
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[edit routing-instances]
user@switchPE2# set L3VPN-1instance-type vrf

5. Configure a description for this routing instance:

[edit routing-instances]
user@switchPE1l# setL3VPN-1description "BETWEEN PE1 AND PE2"

6. Configure the routing instance to apply to the customer edge interface:

[edit routing-instances]
user@switchPE2# set L3VPN-I1interface ge-11/0/14.0
7. Configure the routing instance to use a route distinguisher, using the format

ip-address:number:

[edit routing-instances]
user@switchPE2# set L3VPN-1route-distinguisher 21:21

8. Configure the VPN routing and forwarding (VRF) target of the routing instance:

[edit routing-instances]
user@switchPE2# set L3VPN-1vrf-target target:21:21

9.  Configure this routing instance with vrf-table-label, which maps the inner label of
a packet to a specific VPN routing and forwarding (VRF) table and allows the
examination of the encapsulated IP header.

[edit routing-instances]
user@switchPE2# set L3VPN-1vrf-tabel-label

10. Configure the router ID and autonomous system (AS):

[edit routing-options]
user@switchPE2# set router-id 22.22.22.22 autonomous-system 10

Results Display the results of the configuration:
user@switchPE2> show configuration

interfaces {
ge-11/0/14 {
unit O {
family inet {
address 11.22.26.14/16;
}
1
1
loO {
unit 0 {
family inet {
address 22.22.22.22/32;
1
}
1
xe-6/0/0 {
unit 0 {
family inet {
address 60.2.0.60/16;
1
family iso;
family mpls;
}
1

protocols {
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mpls {
label-switched-path 22-21 {
from 22.22.22.22;
to 21.21.21.21;
no-cspf;
1
interface xe-6/0/0.0;
interface l00.0;
bgp {
group ibgp
type internal
local-address 21.21.21.21
family inet-vpn
unicast
}
ospf {
traffic-engineering;
area 0.0.0.0 {
interface ge-11/0/14.0;
interface l00.0;
interface xe-6/0/0.0;
}
}
1

routing-instances {

L3VPN-1{
instance-type vrf;
description"BETWEEN PE1 AND PE2";
route-distinguisher 21:21;
vrf-target target:21:21;
vrf-table-label;

}

routing-options {
router-id 22.22.22.22;
autonomous-system 10;

Verification

To confirm that the MPLS-based Layer 3 VPN is working properly, perform these tasks:

» Verifying Peering and Adjacency on page 62
« Verifying That the Local CE Switch Can Ping the Local PE Switch on page 63
« Verifying That the Local PE Switch Can Ping the Local CE Switch on page 63

Verifying Peering and Adjacency

Purpose \Verify the peering and adjacency along the route from CE1 (the local CE switch or router)
to CE2 (the remote CE switch or router), starting with checking the routing protocol
adjacency on the local PE switch:

0 NOTE: Be sure to specify the name of the routing instance.
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Action

Meaning

Purpose

Action

Meaning

Purpose

Action

Meaning

Related
Documentation

user@switchPE1> show ospf neighbor instance L3VPN-1

Address Interface State 1D Pri Dead
51.51.0.14 ge-5/0/24.0 Full 21.21.21.21 128 38

The Address field shows the |IP address of the customer edge interface that connects
CE1to PE1. The Interface field shows the interface name of the customer edge interface
that connects PE1to CE1. For our purposes, the State field is the most important. It shows
a status of Full, indicating that neighboring routing devices are fully adjacent. These
adjacencies appear in router-link and network-link advertisements. (The field Priindicates
the priority of the neighbor to become the designated router. The field Dead indicates
the number of seconds until the neighbor becomes unreachable.)

Verifying That the Local CE Switch Can Ping the Local PE Switch

Verify that the local CE switch can ping the local PE switch:

user@switchCE1> ping 51.51.0.1

PING 51.51.0.1 (51.51.0.1): 56 data bytes

64 bytes from 51.51.0.1: icmp_seq=0 ttl=64 time=3.461 ms
64 bytes from 51.51.0.1: icmp_seq=1 ttl=64 time=3.543 ms

This command specified the IP address of the customer edge interface on PE1. The results
indicate that CE]1 is receiving packets from PEI.

Verifying That the Local PE Switch Can Ping the Local CE Switch

Verify that the local PE switch can ping the local CE switch:

user@switchPE1> ping 51.51.0.14 routing-instance L3VPN-1

PING 51.51.0.14 (51.51.0.14): 56 data bytes

64 bytes from 51.51.0.14: icmp_seq=0 ttl=64 time=3.842 ms
64 bytes from 51.51.0.14: icmp_seq=1 ttl=64 time=3.736 ms

The results indicate a successful connection.

« Configuring MPLS on Provider Edge Switches Using IP Over MPLS (CLI Procedure) on
page 83

. Configuring MPLS on Provider Switches (CLI Procedure) on page 78

Example: Configuring MPLS-Based Layer 2 VPNs

You can implement an MPLS-based Layer 2 virtual private network (VPN) using Junos
OS routing devices to interconnect customer sites with Layer 2 technology. Layer 2 VPNs
give customers complete control of their own routing. To support an MPLS-based Layer
2 VPN, you need to add components to the configuration of the two provider edge (PE)
routing devices. You do not need to change the configuration of the provider devices.
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Requirements

This example shows how to configure an MPLS-based Layer 2 VPN.

0 NOTE: You can configure both an MPLS-based Layer 2 VPN and an
MPLS-based Layer 3 VPN on the same device. However, you cannot configure
the same customer edge interface to support both a Layer 2 VPN and a Layer
3 VPN. The core interfaces and the loopback interfaces are configured in the
same way for Layer 2 VPNs and Layer 3 VPNs.

« Requirements on page 64

« Overview and Topology on page 64

« Configuring the Local PE Routing Device on page 67

» Configuring the Remote PE Routing Device on page 70

« Verification on page 73

This example uses the following hardware and software components:

- Junos OS Release 11.1 or later if you are using EX Series switches

- Two PE routing devices

Before you configure the Layer 2 VPN components, configure the basic components for
an MPLS network:

- Configure two PE routing devices. See “Configuring MPLS on Provider Edge Switches
Using Circuit Cross-Connect (CLI Procedure)” on page 87.

- Configure one or more provider devices. See “Configuring MPLS on Provider Switches
(CLI Procedure)” on page 78.

0 NOTE: A Layer 2 VPN requires that the PE routing devices be configured
using circuit cross-connect (CCC). The provider routing devices are configured
in the same way for MPLS using CCC and for IP over MPLS.

Overview and Topology

A Layer 2 VPN provides complete separation between the provider’s network and the
customer’s network—that is, the PE devices and the CE devices do not exchange routing
information. Some benefits of a Layer 2 VPN are that it is private, secure, and flexible.

This example shows how to configure Layer 2 VPN components on the local and remote
PE devices. This example does not include configuring a provider device, because there
are no specific Layer 2 VPN components on the provider devices.

In the basic MPLS configuration of the PE devices using a circuit cross-connect (CCC),
the PE devices are configured to use an interior gateway protocol (IGP), such as OSPF
or IS-1S, as the routing protocol between the MPLS devices and LDP or RSVP as the
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signaling protocol. Traffic engineering is enabled. A label-switched path (LSP) is
configured within the [edit protocols] hierarchy. However, unlike the basic MPLS
configuration using a CCC, you do not need to associate the LSP with the customer edge
interface. When you are configuring a Layer 2 VPN, you must use BGP signaling. The BGP
signaling automates the connections, so manual configuration of the association between
the LSP and the customer edge interface is not required.

The following components must be added to the PE routing devices for an MPLS-based
Layer 2 VPN:

. BGP group with family [2vpn signaling
- Routing instance using instance type [2vpn

. The physical layer encapsulation type (ethernet) must be specified on the customer
edge interface and the encapsulation type must also be specified in the configuration
of the routing instance.

Figure 6 on page 65 illustrates the topology of this MPLS-based Layer 2 VPN.

Figure 6: MPLS-Based Layer 2 VPN
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Table 15 on page 65 shows the settings of the customer edge interface on the local CE
device.

Table 15: Local CE Routing Device in the MPLS-Based Layer 2 VPN Topology

Property Settings Description

Local CE routing device hardware Routing device CEl

Customer edge interface ge-0/0/0 unit O Interface that connects CE1 to PEI.
family inet

address 11.0.0.2/16

Table 16 on page 65 shows the settings of the customer edge interface on the remote
CE routing device.

Table 16: Remote CE Routing Device in the MPLS-Based Layer 2 VPN Topology

Property Settings Description

Remote CE routing device hardware Routing device CE2
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Table 16: Remote CE Routing Device in the MPLS-Based Layer 2 VPN Topology (continued)

Property

Customer edge interface

Settings

ge-0/0/0 unit O
family inet
address 11.0.0.1/16

Description

Interface that connects CE2 to PE2.

Table 17 on page 66 shows the Layer 2 VPN components of the local PE routing device.

Table 17: Layer 2 VPN Components of the Local PE Routing Device

Property Settings Description
Local PE routing device hardware Routing device PE1
Customer edge interface ge-5/0/0 Connects PE1 to CE1.

encapsulation ethernet-ccc
unit 0
family ccc

For the Layer 2 VPN, add ethernet-ccc
as the physical layer encapsulation type.

NOTE: The family ccc should already
have been completed as part of the
basic MPLS configuration of a PE routing
device for circuit cross-connect. It is
included here to show what was
specified for that portion of the
configuration.

Core interface

xe-6/0/0 unit O

family inet address 60.0.0.60/16
family iso

family mpls

Connects PETto P.

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to show what was
specified for that portion of the
configuration.

Loopback interface

loO unit 0

family inet address 21.21.21.21/32
family iso address
49.0001.2102.2021.0210.00

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to show what was
specified for that portion of the
configuration.

BGP

bgp

Added for the Layer 2 VPN configuration.

Routing instance

vpnl

Added for the Layer 2 VPN configuration

Table 18 on page 66 shows the Layer 2 VPN components of the remote PE routing device.

Table 18: Layer 2 VPN Components of the Remote PE Routing Device

Property

PE routing device hardware

Settings

Routing device

Description

PE2
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Table 18: Layer 2 VPN Components of the Remote PE Routing Device (continued)

Property

Customer edge interface

Settings

ge-11/0/0
encapsulation ethernet-ccc unit O
family ccc

Description

Connects PE2 to CE2.

For the Layer 2 VPN, add ethernet-ccc
as the physical layer encapsulation type.

NOTE: The family ccc should already
have been completed as part of the
basic MPLS configuration of a PE routing
device for circuit cross-connect. It is
included here to show what was
specified for that portion of the
configuration.

Core interface

xe-6/0/0

unit 0

family inet

address 60.2.0.61/16 family iso
family mpls

Connects PE2 to P.

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to show what was
specified for that portion of the
configuration.

Loopback interface

loO unit 0

family inet address 22.22.22.22/32
family iso address
49.0001.2202.2022.0220.00

NOTE: This portion of the configuration
should already have been completed as
part of the basic MPLS configuration. It
is included here to show what was
specified for that portion of the
configuration.

BGP

bgp

Added for the Layer 2 VPN configuration.

Routing instance

vpnl

Added for the Layer 2 VPN configuration.

Configuring the Local PE Routing Device

CLI Quick
Configuration

To quickly configure the Layer 2 VPN components on the local PE routing device, copy
the following commands and paste them into the routing device terminal window:

[edit]

set interfaces ge-5/0/0 encapsulation ethernet-ccc

set protocols bgp group ibgp local-address 21.21.21.21 family [2vpn signaling

set protocols bgp group ibgp type internal

set protocols bgp group ibgp neighbor 22.22.22.22

set routing-instances vpnl instance-type [2vpn

set routing-instances vpnl interface ge-5/0/0

set routing-instances vpn1 route-distinguisher 21.21.21.21:21

set routing-instances vpnl vrf-target target:21:21

set routing-instances vpnl protocols [2vpn encapsulation-type ethernet

set routing-instances vpnl protocols [2vpn interface ge-5/0/0.0 description "BETWEEN PE1AND
CE1"

set routing-instances vpn1 protocols [2vpn site JE-V21 site-identifier 21 remote-site-id 26
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Step-by-Step  To configure the Layer 2 VPN components on the local PE routing device:

Procedure
1. Configure the customer edge interface to use the physical encapsulation type

ethernet-ccc:

[edit]
user@PE1# setinterfaces ge-5/0/0 encapsulation ethernet-ccc
2. Configure BGP, specifying the loopback address as the local address and enabling

family l2vpn signaling:

[edit protocols bgp]
user@PE1# set group ibgp local-address 21.21.21.21 family l2vpn signaling

3.  Configure the BGP group, specifying the group name and type:

[edit protocols bgp]
user@PE1# set group ibgp type internal

4. Configure the BGP neighbor, specifying the loopback address of the remote PE
routing device as the neighbor’s address:

[edit protocols bgp]
user@PE1# set group ibgp neighbor 22.22.22.22
5.  Configure the routing instance, specifying the routing-instance name and using

l2vpn as the instance type:

[edit routing-instances]
user@PE1# setvpnlinstance-type l2vpn

6.  Configure the routing instance to apply to the customer edge interface:

[edit routing-instances]
user@PE1# setvpnlinterface ge-5/0/0

7. Configure the routing instance to use a route distinguisher:

[edit routing-instances]
user@PE1# setvpnlroute-distinguisher 21.21.21.21:21

8.  Configure the VPN routing and forwarding (VRF) target of the routing instance:

[edit routing-instances]
user@PE1# setvpnlvrf-target target:21:21

0 NOTE: You can create more complex policies by explicitly configuring
VRFimport and export policies using the import and export options. See
the Junos OS VPNs Configuration Guide.

Q. Configure the protocols and encapsulation type used by the routing instance:

[edit routing-instances]
user@PE1# set vpnlprotocols [2vpn encapsulation-type ethernet

10. Apply the routing instance to a customer edge interface and specify a description
for it:

[edit routing-instances]
user@PE1# set vpnl protocols interface ge-5/0/0.0 description "BETWEEN PE1 AND CE1"

1.  Configure the routing-instance protocols site:

[edit routing-instances]
user@PE1# set vpnlprotocols [2vpn site JE-V21 site-identifier 21remote-site-id 26
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0 NOTE: The remote site ID (configured with the remote-site-id statement)
corresponds to the site ID (configured with the site-identifier statement)
configured on the other PE routing device.

Results Display the results of the configuration:
user@PE1# show

interfaces {
ge-5/0/0 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;
}
1
xe-6/0/0 {
unit 0 {
family inet {
address 60.0.0.60/16;
1
family mpls;
}
1
lo0 {
unit 0 {
family inet {
address 21.21.21.21/32;
}
family iso {
address 49.0001.2102.2021.0210.00;
1
}
1
protocols {
rsvp {
interface l00.0;
interface xe-0/0/6.0;
1
mpls {
label-switched-path lsp_to_pe2 {
t022.22.22.22;
1
interface xe-0/0/6.0;
1
bgp {
group ibgp {
type internal;
local-address 21.21.21.27;
family inet-vpn {
signaling;
1
neighbor 22.22.22.22;
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1
1
routing-instances {
vpnl {
instance-type [2vpn;
interface ge-5/0/0.0;
route-distinguisher 21.21.21.21:21;
vrf-target target:21:21;
protocols {
[2vpn {
encapsulation-type ethernet;
interface ge-5/0/0.0 {
description "BETWEEN PE1 AND CE1";
1
site JE-V21{
site-identifier 21;
interface ge-5/0/0.0 {
remote-site-id 26;

Configuring the Remote PE Routing Device

CLI Quick
Configuration

Step-by-Step
Procedure

To quickly configure the Layer 2 VPN components on the remote PE routing device, copy
the following commands and paste them into the routing device terminal window:

[edit]

set interfaces ge-11/0/0 encapsulation ethernet-ccc

set protocols bgp group ibgp local-address 22.22.22.22 family [2vpn signaling

set protocols bgp group ibgp type internal

set protocols bgp group ibgp neighbor 21.21.21.21

set routing-instances vpnl instance-type l2vpn

set routing-instances vpnl interface ge-11/0/0

set routing-instances vpnl route-distinguisher 21.21.21.21:21

set routing-instances vpnl vrf-target target:21:21

set routing-instances vpn1l protocols [2vpn encapsulation-type ethernet

set routing-instances vpnl protocols [2vpninterface ge-11/0/0.0 description "BETWEEN PE1 AND
CE"

set routing-instances vpn1 protocols [2vpn site T26-VPNI site-identifier 26 remote-site-id 21

To configure the Layer 2 VPN components on the remote PE routing device:

1. Configure the customer edge interface to use the physical encapsulation type
ethernet-ccc:
[edit]
user@PE1# setinterfaces ge-11/0/0 encapsulation ethernet-ccc

2. Configure BGP, specifying the loopback address as the local-address and specifying
family l2vpn signaling:
[edit protocols bgp]
user@PE2# set group ibgp local-address 22.22.22.22 family [2vpn signaling

3.  Configure the BGP group, specifying the group name and type:

[edit protocols bgp]
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user@PE2# set group ibgp type internal
4, Configure the BGP neighbor, specifying the loopback address of the remote PE
routing device as the neighbor’s address:

[edit protocols bgp]
user@PE2# set group ibgp neighbor 21.21.21.21

5. Configure the routing instance, specifying the routing-instance name and using
l2vpn as the instance-type:

[edit routing-instances]
user@PE2# set vpnlinstance-type l2vpn
6.  Configure the routing instance to apply to the customer edge interface:

[edit routing-instances]
user@PE2# set vpnl interface ge-11/0/0.0

7. Configure the routing instance to use a route distinguisher, using the format
ip-address:number:

[edit routing-instances]
user@PE2# set vpnlroute-distinguisher 21.21.21.21:21
8. Configure the VPN routing and forwarding (VRF) target of the routing instance:

[edit routing-instances]
user@PE2# set vpnl vrf-target target:21:21

9. Configure the protocols and encapsulation type used by the routing instance:

[edit routing-instances]
user@PE2# set vpnl protocols [2vpn encapsulation-type ethernet

10.  Apply the routing instance to a customer edge interface and specify a description
forit:

[edit routing-instances]
user@PE1# set vpnl protocols interface ge-11/0/0.0 description "BETWEEN PE1 AND CE1"
1.  Configure the routing-instance protocols site:

[edit routing-instances]
user@PE2# set vpnl protocols [2vpn site T26-VPNI site-identifier 26 remote-site-id 21

O NOTE: The remote site ID (configured with the remote-site-id statement)
corresponds to the site ID (configured with the site-identifier statement)
configured on the other PE routing device.

Results Display the results of the configuration:
user@PE2# show

interfaces {
ge-11/0/0 {
encapsulation ethernet-ccc;
unit 0 {
family ccc;
1
1
xe-6/0/0 {
unit 0 {
family inet {
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address 60.2.0.61/16;
1
family mpls;
}
1
lo0 {
unit O {
family inet {
address 22.22.22.22/32;
}
family iso {
address 49.0001.2202.2022.0220.00;
1
}
1
protocols {
rsvp {
interface l00.0;
interface xe-0/0/6.0;
mpls {
label-switched-path Isp_to_pel {
to 21.21.21.21;
}
interface xe-0/0/6.0;
bgp {
group ibgp
type internal
local-address 21.21.21.21
family inet-vpn
unicast
}
routing-instances {
vpnl {
instance-type 12vpn;
interface ge-11/0/0.0;
route-distinguisher 21.21.21.21:21;
vrf-target target:21:21;
protocols {
12vpn {
encapsulation-type ethernet;
interface ge-11/0/0.0 {
description "BETWEEN PE1 AND CE1";
1
site T26-VPNI {
site-identifier 26;
interface ge-1170/0.0 {
remote-site-id 21;
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Verification

To confirm that the MPLS-based Layer 2 VPN is working properly, perform these tasks:

Verifying the Layer 2 VPN Connection on page 73

Verifying the Status of MPLS Label-Switched Paths on page 74

Verifying BGP Status on page 74

Verifying the Status of the RSVP Sessions on page 74

Verifying the Routes in the Routing Table on page 75

Pinging the Layer 2 VPN Connections on page 76

Verifying the Layer 2 VPN Connection

Purpose \Verify that the Layer 2 VPN connection is up.

Action us
La

Le
El
EM
VC
CM
CN
OR
oL
LD
RD
LN
RN
XX
MM
BK
PF
RS

Le
Up
Dn

In

er@PE1> show l2vpn connections

yer-2 VPN connections:

gend for connection status (St)
-- encapsulation invalid NC
-- encapsulation mismatch WE
-Dn -- Virtual circuit down NP
-- control-word mismatch ->
-- circuit not provisioned <-
-- out of range Up
-- no outgoing label Dn

-- local site signaled down CF
-- remote site signaled down SC
-- local site not designated LM
-- remote site not designated RM

-- unknown connection status IL
-- MTU mismatch M1
-- Backup connection ST
-- Profile parse failure PB
-- remote site standby SN
gend for interface status

-- operational

-- down

stance: vpnl

Local site: JE-V21 (21)
connection-site Type
26 rmt

St
Up

interface encapsulation not CCC/TCC/VPLS
interface and instance encaps not same
interface hardware not present

only outbound connection is up

only inbound connection is up
operational

down

call admission control failure

local and remote site ID collision
local site ID not minimum designated
remote site ID not minimum designated
no incoming label

Mesh-Group ID not availble

Standby connection

Profile busy

Static Neighbor

Time last up # Up trans
Apr 16 05:53:21 2010 1

Remote PE: 22.22.22.22, Negotiated control-word: Yes (Null)
Incoming label: 800000, Outgoing label: 800001
Local interface: ge-5/0/0.0, Status: Up, Encapsulation: ETHERNET

Meaning The St field in the output shows that the Layer 2 VPN connection to Remote PE

(2

2.22.22.22) is up.
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Purpose

Action

Meaning

Purpose

Action

Meaning

Purpose

Verifying the Status of MPLS Label-Switched Paths

Verify that the MPLS label-switched paths (ingress and egress) are up.

user@PE1> show mpls lsp
Ingress LSP: 1 sessions

To From State Rt P ActivePath LSPname
22.22.22.22 21.21.21.21 Up 0> Isp_to_pe2

Total 1 displayed, Up 1, Down O

Egress LSP: 1 sessions

To From State Rt Style Labelin Labelout LSPname
21.21.21.21 22.22.22.22 Up 0 1FF 3 - Isp_to_pel
Total 1 displayed, Up 1, Down O

Transit LSP: O sessions
Total O displayed, Up O, Down O

The State field in the output shows that the Ingress LSP to Remote PE (22.22.22.22) is
up, and the Egress LSP from the remote PE routing device to this PE routing device
(21.21.21.21) is also up.

Verifying BGP Status

Verify that BGP is up.

user@PE1> show bgp summary
Groups: 1 Peers: 1 Down peers: O

Table Tot Paths Act Paths Suppressed History Damp State Pending
bgp.12vpn.0 1 1 0 0 0 0
Peer AS InPkt OutPkt OoutQ Flaps Last Up/Dwn
State|#Active/Received/Accepted/Damped. . .

22.22.22.22 10 33 34 0 1 13:24
Establ

bgp-12vpn.0: 1/1/1/0
vpn2.12vpn.0: 1/1/1/0

The output shows that the remote PE routing device (22.22.22.22) is listed as the BGP
peer and that a protocol session has been established. It also shows the number of
packets received from the remote PE routing device (33) and the number of packets sent
(34) to the remote PE routing device.

Verifying the Status of the RSVP Sessions

Verify that the RSVP sessions (ingress and egress) are up.
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Action user@PE1> show rsvp session
Ingress RSVP: 1 sessions
To From State Rt Style Labelin Labelout LSPname
22.22.22.22 21.21.21.21 Up 0 1FF - 462880 Isp_to_pe2
Total 1 displayed, Up 1, Down O

Egress RSVP: 1 sessions

To From State Rt Style Labelin Labelout LSPname
21.21.21.21 22.22.22.22 Up 0 1FF 3 - Isp_to_pel
Total 1 displayed, Up 1, Down O

Transit RSVP: 0 sessions
Total O displayed, Up 0, Down O

Meaning The output shows that both the ingress RSVP session and the egress RSVP session are
up.

Verifying the Routes in the Routing Table

Purpose Onrouting device PE 1, use the show route table commmand to verify that the routing table
is populated with the Layer 2 VPN routes used to forward the traffic.

Action user@PE1> show route table bgp.l2vpn.O

bgp.l12vpn.0: 1 destinations, 1 routes (1 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

2:2:27:27/96
*[BGP/170] 00:13:55, localpref 100, from 22.22.22.22
AS path: 1
> t0 60.2.0.24 via ge-6/0/46.0, label-switched-path Isp_to_pe2

user@PE1> show route table vpnl.l2vpn.O

vpnl.l2vpn.0: 2 destinations, 2 routes (2 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

2:2:27:27/96

*[BGP/170] 00:14:00, localpref 100, from 22.22.22.22
AS path: 1

> to0 60.2.0.24 via ge-6/0/46.0, label-switched-path Isp_to_pe2
2:2:28:27/96

*[L2VPN/170/-101] 00:15:55, metric2 1
Indirect

Meaning The command show route table bgp.l2vpn.0 displays all Layer 2 VPN routes that have
been created on this routing device. The command show route table vpnl.l2vpn.0 shows
the Layer 2 VPN routes that have been created for the routing instance vpnl.
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Pinging the Layer 2 VPN Connections

Purpose Verify connectivity.

Action user@PE1> ping mpls [2vpn interface xe-6/0/0.0 reply-mode ip-udp
--- Isping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

user@PE1> ping mpls [2vpn instance vpnl remote-site-id 26 local-site-id 21 detail
Request for seq 1, to interface 68, labels <800001, 100176>
Reply for seq 1, return code: Egress-ok

Request for seq 2, to interface 68, labels <800001, 100176>
Reply for seq 2, return code: Egress-ok

Request for seq 3, to interface 68, labels <800001, 100176>
Reply for seq 3, return code: Egress-ok

Request for seq 4, to interface 68, labels <800001, 100176>
Reply for seq 4, return code: Egress-ok

Request for seq 5, to interface 68, labels <800001, 100176>
Reply for seq 5, return code: Egress-ok

--- Isping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss

Meaning The output shows that connectivity is established.

Related . Example: Configuring MPLS on EX Series Switches on page 27

D tati
ocumentation « Example: Configuring MPLS-Based Layer 3 VPNs on EX Series Switches on page 54

« Configuring an MPLS-Based Layer 2 VPN (CLI Procedure) on page 96
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Configuration Tasks

Configuring MPLS on Provider Switches (CLI Procedure) on page 78
Configuring Path Protection in an MPLS Network (CLI Procedure) on page 79

Configuring MPLS on Provider Edge Switches Using IP Over MPLS (CLI
Procedure) on page 83

Configuring MPLS on Provider Edge Switches Using Circuit Cross-Connect (CLI
Procedure) on page 87

Configuring CoS on an MPLS Provider Edge Switch Using IP Over MPLS (CLI
Procedure) on page 90

Configuring CoS on an MPLS Provider Edge Switch Using Circuit Cross-Connect (CLI
Procedure) on page 91

Configuring CoS on Provider Switches of an MPLS Network (CLI Procedure) on page 94
Configuring CoS Bits for an MPLS Network (CLI Procedure) on page 95

Configuring an MPLS-Based Layer 2 VPN (CLI Procedure) on page 96

Configuring an MPLS-Based Layer 3 VPN (CLI Procedure) on page 99

Configuring an MPLS-Based VLAN CCC Using a Layer 2 VPN (CLI Procedure) on page 101

Configuring an MPLS-Based VLAN CCC Using a Layer 2 Circuit (CLI
Procedure) on page 104

Configuring an MPLS-Based VLAN CCC Using the Connection Method (CLI
Procedure) on page 107

Configuring IPv6 Tunneling for MPLS (CLI Procedure) on page 108
Configuring Static Label Switched Paths for MPLS (CLI Procedure) on page 110
Configuring Bidirectional Forwarding Detection for MPLS (CLI Procedure) on page 112
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Configuring MPLS on Provider Switches (CLI Procedure)

You can configure MPLS on EX Series switches to increase transport efficiency in your
network. MPLS services can be used to connect various sites to a backbone network and
to ensure better performance for low-latency applications such as VolP and other
business-critical functions.

To implement MPLS on EX Series switches, you must configure at least one provider
switch as a transit switch for the MPLS packets. The configuration of all the provider
switches remains the same regardless of whether the provider edge (PE) switches are
using circuit cross-connect (CCC) or using MPLS over IP for the customer edge interfaces.
Likewise, you do not need to change the configuration of the provider switches if you
implement an MPLS-based Layer 2 VPN, Layer 3 VPN, or a Layer 2 circuit configuration.

MPLS requires the configuration of a routing protocol (OSPF or IS-IS) on the core
interfaces and the loopback interface of all the switches. This procedure includes the
configuration of OSPF on the provider switch. For information on configuring IS-I1S as the
routing protocol, see Junos OS Routing Protocols Configuration Guide.

To configure the provider switch, complete the following tasks:

1. Enable the routing protocol (OSPF or IS-IS) on the loopback interface and on the core
interfaces:

0 NOTE: You can use the switch address as an alternative to the loopback
interface.

[edit protocols]
user@switch# set ospf area 0.0.0.0 interface 00.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/5.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/6.0
user@switch# set ospf area 0.0.0.0 interface ae0
2. Enable traffic engineering for the routing protocol (traffic engineering must be explicitly

enabled for OSPF):

[edit protocols]
user@switch# set ospf traffic-engineering

3. Enable MPLS within the protocols stanza and apply it to the core interfaces:

[edit protocols]
user@switch# set mpls interface ge-0/0/5.0
user@switch# set mpls interface ge-0/0/6.0
user@switch# set mpls interface aeO
4. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]

user@switch# set rsvp interface 100.0
user@switch# set rsvp interface ge-0/0/5.0
user@switch# set rsvp interface ge-0/0/6.0
user@switch# set rsvp interface ae0

5. Configure an IP address for the loopback interface and for the core interfaces:

[edit]
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user@switch# set interfaces loO unit O family inet address 127.1.1.1/32
user@switch# set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
user@switch# set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24
user@switch# set interfaces aeO unit O family inet address 10.1.9.2/24

6. Configure family mpls on the logical units of the core interfaces:

Related .
Documentation

[edit]

user@switch# set interfaces ge-0/0/5 unit O family mpls
user@switch# set interfaces ge-0/0/6 unit O family mpls
user@switch# set interfaces aeO unit O family mpls

e NOTE: You can enable family mpls on either individual interfaces or
aggregated Ethernet interfaces. You cannot enable it on tagged VLAN
interfaces.

Example: Configuring MPLS on EX Series Switches on page 27

Configuring MPLS on Provider Edge Switches Using Circuit Cross-Connect (CLI
Procedure) on page 87

Configuring MPLS on Provider Edge Switches Using IP Over MPLS (CLI Procedure)
page 83

Configuring an MPLS-Based Layer 2 VPN (CLI Procedure) on page 96
Configuring an MPLS-Based Layer 3 VPN (CLI Procedure) on page 99

Configuring Path Protection in an MPLS Network (CLI Procedure)

on

The Junos OS implementation of MPLS on EX Series switches provides path protection
as a mechanism for protecting against label switched path (LSP) failures. Path protection
reduces the time required to recalculate a route in case of a failure within the MPLS
tunnel. You configure path protection on the ingress provider edge switch in your MPLS
network. You do not configure the egress provider edge switch or the provider switches
for path protection. You can explicitly specify which provider switches are used for the

primary and secondary paths, or you can let the software calculate the paths
automatically.

Before you configure path protection, be sure you have:

. Configured an ingress provider edge switch and an egress provider edge switch. See
“Configuring MPLS on Provider Edge Switches Using IP Over MPLS (CLI Procedure)”
on page 83 or “Configuring MPLS on Provider Edge Switches Using Circuit Cross-Connect

(CLI Procedure)” on page 87.

Configured at least one provider (transit) switch. See “Configuring MPLS on Provider

Switches (CLI Procedure)” on page 78.
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« Verified the configuration of your MPLS network. See “Verifying That MPLS |s Working
Correctly” on page 179.

To configure path protection, complete the following tasks on the ingress provider edge
switch:

1. Configuring the Primary Path on page 81

2. Configuring the Secondary Path on page 81

3. Configuring the Revert Timer on page 82
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Configuring the Primary Path

The primary statement creates the primary path, which is the LSP’s preferred path. The
secondary statement creates an alternative path if the primary path can no longer reach
the egress provider edge switch.

In the tasks described in this topic, the [sp-name has already been configured on the
ingress provider edge switch as lsp_to_240 and the loopback interface address on the
remote provider edge switch has already been configured as 127.0.0.8.

When the software switches from the primary to the secondary path, it continuously
attempts to revert to the primary path, switching back to it when it is again reachable
but no sooner than the retry time specified in the revert-timer statement.

You can configure zero primary paths or one primary path. If you do not configure a primary
path, the first secondary path (if a secondary path has been configured) is selected as
the path. If you do not specify any named paths, or if the path that you specify is empty,
the software makes all routing decisions necessary for the packets to reach the egress
provider edge switch.

To configure a primary path:

1. Create the primary path for the LSP:

[edit protocols mpls label-switched-path Isp_to_240 to 127.0.0.8]
user@switch# set primary primary_path_lsp_to_240

2. Configure an explicit route for the primary path by specifying the IP address of the
loopback interface or the switch IP address or hostname of each switch used in the
MPLS tunnel. You can specify the link types as either strict or loose in each path
statement. If the link type is strict, the LSP must go to the next address specified in
the path statement without traversing other switches. If the link type is loose, the LSP
can traverse through other switches before reaching this switch. This configuration
uses the default strict designation for the paths.

0 NOTE: You can enable path protection without specifying which provider
switches are used. If you do not list the specific provider switches to be
used for the MPLS tunnel, the switch calculates the route.

g TIP: Do notinclude the ingress provider edge switch in these statements.
List the IP address of the loopback interface or switch address or hostname
of all other switch hops in sequence, ending with the egress provider edge

switch.

[edit protocols mpls label-switched-path Isp_to_240 to 127.0.0.8]
user@switch# set path primary_path_lsp_to_240127.0.0.2
user@switch# set path primary_path_lsp_to_240127.0.0.3
user@switch# set path primary_path_lsp_to_240127.0.0.8

Configuring the Secondary Path
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You can configure zero or more secondary paths. All secondary paths are equal, and the
software tries them in the order that they are listed in the configuration. The software
does not attempt to switch among secondary paths. If the first secondary path in the
configuration is not available, the next one is tried, as so on. To create a set of equal
paths, specify secondary paths without specifying a primary path. If you do not specify
any named paths, or if the path that you specify is empty, the software makes all routing
decisions necessary to reach the egress provider edge switch.

To configure the secondary path:

1. Create a secondary path for the LSP:

[edit protocols mpls label-switched-path Isp_to 240 to 127.0.0.8]
user@switch# set secondary secondary_path_lsp_to_240 standby

2. Configure an explicit route for the secondary path by specifying the IP address of the
loopback interface or the switch IP address or hostname of each switch used in the
MPLS tunnel. You can specify the link types as either strict or loose in each path
statement. This configuration uses the default strict designation for the paths.

g TIP: Do notinclude the ingress provider edge switch in these statements.
List the IP address of the loopback interface or switch address or hostname
of all other switch hops in sequence, ending with the egress provider edge
switch.

[edit protocols mpls label-switched-path Isp_to_240 to 127.0.0.8]
user@switch# set path secondary_path_lsp_to_240127.0.0.4
user@switch# set path primary_path_lsp_to_240127.0.0.8

Configuring the Revert Timer

For LSPs configured with both primary and secondary paths, you can optionally configure
a revert timer. If the primary path goes down and traffic is switched to the secondary
path, the revert timer specifies the amount of time (in seconds) that the LSP must wait
before it can revert traffic back to the primary path. If the primary path experiences any
connectivity problems or stability problems during this time, the timer is restarted.

TIP: If you do not explicitly configure the revert timer, it is set by default to
60 seconds.

To configure the revert timer for LSPs configured with primary and secondary paths:

« Forall LSPs on the switch:

[edit protocols mpls]
user@switch# setrevert-timer120

« For a specific LSP on the switch:

[edit protocols mpls label-switched-path]
user@switch# setlsp_to_240 revert-timer 120
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Configuring MPLS on Provider Edge Switches Using IP Over MPLS (CLI Procedure)

You can configure MPLS on EX Series switches to increase transport efficiency in your
network. MPLS services can be used to connect various sites to a backbone network or
to ensure better performance for low-latency applications such as VolP and other
business-critical functions.

Toimplement MPLS on switches, you must configure two provider edge (PE) switches—an
ingress PE switch and an egress PE switch—and at least one provider switch. You can
configure customer edge (CE) interfaces on the PE switches of the MPLS network by
using either IP over MPLS or MPLS over circuit cross-connect (CCC).

The main differences between configuring IP over MPLS and configuring MPLS over CCC
are that for IP over MLPS you configure the customer edge interfaces to belong to family
inet (rather than family ccc) and you configure a static route for the label-switched path
(LSP). The configuration of the provider switch is the same regardless of whether you
have used IP over MPLS or MPLS over CCC. See “Configuring MPLS on Provider Switches
(CLI Procedure)” on page 78.

This topic describes how to configure an ingress PE switch and an egress PE switch using
IP over MPLS:

1. Configuring the Ingress PE Switch on page 83
2. Configuring the Egress PE Switch on page 85

Configuring the Ingress PE Switch

To configure the ingress PE switch:

1. Configure an IP address for the loopback interface and for the core interfaces:

[edit]

user@switch# set interfaces loO unit O family inet address 100.100.100.100/32
user@switch# set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
user@switch# set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24

2. Configure OSPF on the loopback and core interfaces:

[edit protocols]

user@switch# set ospf area 0.0.0.0 interface l0o0.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/5.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/6.0

Copyright © 2014, Juniper Networks, Inc. 83



MPLS for EX Series Switches

e NOTE: If you want to use routed VLAN interfaces (RVIs) or Layer 3
subinterfaces as the core interfaces, replace ge-0/0/5.0 and ge-0/0/6
each with an RVI name (for example, vlan.logical-interface-number) or a
subinterface name (for example, interface-name.logical-unit-number).

RVIs function as logical routers, eliminating the need to have both a switch
and a router. Layer 3 subinterfaces allow you to route traffic among
multiple VLANs along a single trunk line that connects an EX Series switch
to a Layer 2 switch.

Enable traffic engineering for the routing protocol:

[edit protocols]
user@switch# set ospf traffic-engineering

Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]

user@switch# set rsvp interface 100.0
user@switch# set rsvp interface ge-0/0/5.0
user@switch# set rsvp interface ge-0/0/6.0
Configure MPLS traffic engineering:

[edit protocols]
user@switch# set protocols mpls traffic-engineering bgp-igp

Configure MPLS on the core interfaces:

[edit protocols]
user@switch# set mpls interface ge-0/0/5.0
user@switch# set mpls interface ge-0/0/6.0

Configure family mpls on the logical units of the core interfaces, thereby identifying
the interfaces that will be used for forwarding MPLS packets:

[edit]
user@switch# set interfaces ge-0/0/5 unit O family mpls
user@switch# set interfaces ge-0/0/6 unit O family mpls

Configure a customer edge interface as a Layer 3 routed interface, specifying an IP
address:

[edit]

user@switch# set interfaces ge-2/0/3 unit O family inet 121.121.121.1/16

Configure this Layer 3 customer edge interface for the routing protocol:

[edit]
user@switch# set protocols ospf area 0.0.0 interface ge-2/0/3.0

. Configure an LSP on the ingress PE switch (100.100.100.100) to send IP packets over

MPLS to the egress PE switch (208.208.208.208):

[edit protocols mpls]
user@switch# set label-switched-path ip_lspjavae_29 from 100.100.100.100
user@switch# set label-switched-path ip_lspjavae_29 t0 208.208.208.208

. Disable constrained-path LSP computation for this LSP:

[edit protocols mpls]
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user@switch# set label-switched-path ip_lspjavae_29 no-cspf

12. Configure a static route from the ingress PE switch to the egress PE switch, thereby
indicating to the routing protocol that the packets will be forwarded over the MPLS
LSP that has been set up to that destination:

0 NOTE: Do not configure a static route if you are using this procedure to
configure an MPLS-based Layer 3 VPN.

[edit]
user@switch# set routing-options static route 2.2.2.0/24 next-hop 100.100.100.100
user@switch# set routing-options static route 2.2.2.0/24 resolve

Configuring the Egress PE Switch

To configure the egress PE switch:

1. Configure an IP address for the loopback interface and for the core interfaces:

[edit]

user@switch# set interfaces loO unit O family inet address 208.208.208.208/32
user@switch# set interfaces ge-0/0/5 unit O family inet address 10.1.20.1/24
user@switch# set interfaces ge-0/0/6 unit O family inet address 10.1.21.1/24

2. Configure OSPF on the loopback interface (or switch address) and core interfaces:

[edit protocols]

user@switch# set ospf area 0.0.0.0 interface l00.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/5.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/6.0

6 NOTE: If you want to use routed VLAN interfaces (RVIs) or Layer 3
subinterfaces as the core interfaces, replace ge-0/0/5.0 and ge-0/0/6
each with an RVI name (for example, vlan.logical-interface-number) or a
subinterface name (for example, interface-name.logical-unit-number).

RVIs function as logical routers, eliminating the need to have both a switch
and a router. Layer 3 subinterfaces allow you to route traffic among
multiple VLANs along a single trunk line that connects an EX Series switch
to a Layer 2 switch.

3. Enable traffic engineering for the routing protocol:

[edit protocols]
user@switch# set ospf traffic-engineering

4. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]
user@switch# set rsvp interface 100.0
user@switch# set rsvp interface ge-0/0/5.0
user@switch# set rsvp interface ge-0/0/6.0
5. Configure MPLS traffic engineering on both BGP and IGP destinations:

[edit protocols]
user@switch# set protocols mpls traffic-engineering bgp-igp
6. Configure MPLS on the core interfaces:
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[edit protocols]

user@switch# set mpls interface ge-0/0/5.0

user@switch# set mpls interface ge-0/0/6.0

Configure family mpls on the logical units of the core interfaces, thereby identifying

the interfaces that will be used for forwarding MPLS packets:

[edit]
user@switch# set interfaces ge-0/0/5 unit O family mpls
user@switch# set interfaces ge-0/0/6 unit O family mpls
Configure a customer edge interface as a Layer 3 routed interface, specifying an IP

address:

[edit]
user@switch# set interfaces ge-2/0/3 unit O family inet address 2.2.2.1/16
Configure this Layer 3 customer edge interface for the routing protocol:

[edit]
user@switch# set protocols ospf area 0.0.0 interface ge-2/0/3

. Configure an LSP on the egress PE switch (208.208.208.208) to send IP packets over

MPLS to the ingress PE switch (100.100.100.100):

[edit protocols mpls]
user@switch# set label-switched-path ip_lsp29_javae from 208.208.208.208
user@switch# set label-switched-path ip_lsp29_javae to 100.100.100.100

. Disable constrained-path LSP computation for this LSP:

[edit protocols mpls]
user@switch# set label-switched-path ip_lsp29_javae no-cspf

. Configure a static route from the ingress PE switch to the egress PE switch, thereby

indicating to the routing protocol that the packets will be forwarded over the MPLS
LSP that has been set up to that destination:

0 NOTE: Do not configure a static route if you are using this procedure to
configure an MPLS-based Layer 3 VPN.

[edit]
user@switch# setrouting-options static route 121.121.121.0/24 next-hop 208.208.208.208
user@switch# set routing-options static route 121.121.121.0/24 resolve

Example: Configuring MPLS on EX Series Switches on page 27
Configuring MPLS on Provider Switches (CLI Procedure) on page 78
Configuring an OSPF Network (J-Web Procedure)

Verifying That MPLS Is Working Correctly on page 179

Understanding Junos OS MPLS Components for EX Series Switches on page 5
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Configuring MPLS on Provider Edge Switches Using Circuit Cross-Connect (CLI
Procedure)

Junos OS MPLS for EX Series switches supports Layer 2 protocols and Layer 2 virtual
private networks (VPNSs). You can configure MPLS on EX Series switches to increase
transport efficiency in your network. MPLS services can be used to connect various sites
to a backbone network and to ensure better performance for low-latency applications
such as VolP and other business-critical functions.

This topic describes configuring provider edge (PE) switches in an MPLS network using
a circuit cross-connect (CCC). The customer edge interface can be either a simple
interface or a tagged VLAN interface.

0 NOTE: If you are configuring a CCC on a tagged VLAN interface, you do not
specify family ccc. See Configuring an MPLS-Based VLAN CCC Using a Layer
2 VPN and Configuring an MPLS-Based VLAN CCC Using a Layer 2 Circuit.

NOTE: If you are going through this procedure in preparation for configuring
an MPLS-based Layer 2 VPN, you do not need to configure the association
of the label-switched path (LSP) with the customer edge interface. The BGP
signaling automates the connections, so manual configuration of the
connections is not required.

The following guidelines apply to CCC configurations:

« When an interface is configured to belong to family ccc, it cannot belong to any other
family.

« You can send any kind of traffic over a CCC, including nonstandard bridge protocol
data units (BPDUs) generated by other vendors’ equipment.

« If you are configuring a CCC on a tagged VLAN interface, you must explicitly enable
VLAN tagging and specify a VLAN ID. The VLAN ID cannot be configured on logical
interface unit 0. The logical unit number must be 1 or higher. See Configuring an
MPLS-Based VLAN CCC Using a Layer 2 VPN and Configuring an MPLS-Based VLAN
CCC Using a Layer 2 Circuit.

This procedure shows how to set up two CCCs:

. Ifyouare configuring a CCC on a simple interface (ge-0/0/1), you do not need to enable
VLAN tagging or specify a VLAN ID, so you skip those steps.

« If you are configuring a CCC on a tagged VLAN interface (ge-0/0/2), include all the
steps in this procedure.

To configure a PE switch with a CCC:
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1. Configure OSPF (or IS-1S) on the loopback (or switch address) and core interfaces:

[edit protocols]

user@switch# set ospf area 0.0.0.0 interface l0o0.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/5.0
user@switch# set ospf area 0.0.0.0 interface ge-0/0/6.0
user@switch# set ospf area 0.0.0.0 interface ae0

2. Enable traffic engineering for the routing protocol:

[edit protocols]
user@switch# set ospf traffic-engineering

3. Configure an IP address for the loopback interface and for the core interfaces:

[edit]
user@switch# set interfaces loO unit O family inet address 127.1.1.1/32
user@switch# set interfaces ge-0/0/5 unit O family inet address 10.1.5.1/24
user@switch# set interfaces ge-0/0/6 unit O family inet address 10.1.6.1/24
user@switch# set interfaces aeO unit O family inet address 10.1.9.1/24

4. Enable MPLS and define the LSP:

[edit protocols]
user@switch# set mpls label-switched-path lsp_to_pe2_gel to 127.1.1.3

g TIP: Isp_to_pe2_gel is the LSP name. You will need to use the specified
name again when configuring the CCC.

5. Configure MPLS on the core interfaces:

[edit protocols]
user@switch# set mpls interface ge-0/0/5.0
user@switch# set mpls interface ge-0/0/6.0
user@switch# set mpls interface aeO
6. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]
user@switch# set rsvp interface l00.0
user@switch# set rsvp interface ge-0/0/5.0
user@switch# set rsvp interface ge-0/0/6.0
user@switch# set rsvp interface aeO
7. Configure family mpls on the logical units of the core interfaces:

[edit]

user@switch# set interfaces ge-0/0/5 unit O family mpls
user@switch# set interfaces ge-0/0/6 unit O family mpls
user@switch# set interfaces ae0O unit O family mpls

0 NOTE: You can enable family mpls on either individual interfaces or
aggregated Ethernet interfaces. You cannot enable it on tagged VLAN
interfaces.

8. If you are configuring a CCC on a tagged VLAN interface, enable VLAN tagging on the
customer edge interface ge-0/0/2 of the local PE switch:
[edit interfaces ge-0/0/2]
user@switch# set vlan-tagging
If you are configuring a CCC on a simple interface (ge-0/0/1), omit this step.
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9. If you are configuring a CCC on a tagged VLAN interface, configure the logical unit of
the customer edge interface with a VLAN ID:

[edit interfaces ge-0/0/2 unit 1]
user@switch# set vlan-id 100

If you are configuring a CCC on a simple interface (ge-0/0/1), omit this step.
10. Configure the logical unit of the customer edge interface to belong to family ccc:

. Onasimpleinterface:
[edit interfaces ge-0/0/1 unit 0]
user@switch# set family ccc

. Onatagged VLAN interface:
[edit interfaces ge-0/0/2 unit 1]
user@switch# set family ccc

1. Associate the CCC interface with two LSPs, one for transmitting MPLS packets and
the other for receiving MPLS packets:

0 NOTE: If you are configuring a Layer 2 VPN, omit this step. The BGP
signaling automates the connections, so manual configuration of the
connections is not required.

. Onasimple interface:

[edit protocols]

user@switch# set connections remote-interface-switch ge-1-to-pe2 interface ge-0/0/1.0
user@switch# set connections remote-interface-switch ge-1-to-pe2 transmit-lsp
lsp_to_pe2_gel

user@switch# set connections remote-interface-switch ge-1-to-pe2 receive-lsp
lsp_to_pel_gel

. Onatagged VLAN interface:

[edit protocols]

user@switch# set connections remote-interface-switch ge-1-to-pe2 interface ge-0/0/2.1
user@switch# set connections remote-interface-switch ge-1-to-pe2 transmit-lsp
lsp_to_pe2_gel

user@switch# set connections remote-interface-switch ge-1-to-pe2 receive-lsp
lsp_to_pel_gel

Q TIP: The transmit-lsp option specifies the LSP name that was configured
on PE-1 (the local PE switch) by the label-switched-path statement within
the [edit protocols mpls] hierarchy.
The receive-lsp option specifies the LSP name that was configured on
PE-2 (the remote PE switch) by the label-switched-path statement within
the [edit protocols mpls] hierarchy.

When you have completed configuring one PE switch, follow the same procedures to
configure the other PE switch.
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. Example: Configuring MPLS on EX Series Switches on page 27
. Example: Configuring MPLS-Based Layer 2 VPNs on page 63
« Verifying That MPLS Is Working Correctly on page 179

« Understanding Junos OS MPLS Components for EX Series Switches on page 5

Configuring CoS onan MPLS Provider Edge Switch Using IP Over MPLS (CLI Procedure)

Configuring CoS

You can use class of service (CoS) within MPLS networks to prioritize certain types of
traffic during periods of congestion. This topic describes configuring CoS components
on a provider edge (PE) switch that is using IP Over MPLS.

This task describes how to create a custom DSCP classifier and a custom EXP rewrite
rule on the ingress PE switch. It includes configuring a policer firewall filter and applying
it to the customer-edge interface of the ingress PE switch. The policer firewall filter
ensures that the amount of traffic forwarded through the MPLS tunnel never exceeds
the requested bandwidth allocation.

Before you begin, configure the basic components for an MPLS network:

« Configure two PE switches. See “Configuring MPLS on Provider Edge Switches Using
Circuit Cross-Connect (CLI Procedure)” on page 87.

« Configure one or more provider switches. See “Configuring MPLS on Provider Switches
(CLI Procedure)” on page 78.

This topic includes:

1. Configuring CoS on page 90
2. Configuring an LSP Policer on page 91

To configure CoS on a provider edge switch:

1. Import the default DSCP classifier classes to the custom DSCP classifier that you are
creating:

[edit class-of-service]
user@switch# set classifiers dscp classifier-name import default
2. Add a forwarding class to this custom DSCP classifier and specify a loss priority and

code point:

[edit class-of-service]
user@switch# set classifiers dscp classifier-name forwarding-class forwarding-class
loss-priority loss-priority code-points code-point

3. Specify the values for the custom EXP rewrite rule, el:

[edit class-of-service]
user@switch# setrewrite-rules exp el forwarding-class forwarding-class loss-priority
loss-priority code-points code-point

4. On EX8200 switches only, bind the custom EXP rewrite rule to the interface:
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Copyright © 2014, Juniper Networks, Inc.



Chapter 3: Configuration Tasks

[edit class-of-service]
user@switch# set class-of-service interfaces interface unit unit rewrite-rules exp el

Configuring an LSP Policer

To configure an LSP policer:

o NOTE: You cannot configure LSP policers on EX8200 switches. EX8200

switches do not support LSP policers.

Specify the number of bits per second permitted, on average, for the firewall policer,
which will later be applied to the customer-edge-interface:

[edit firewall]
user@switch# set policer mypolicer if-exceeding bandwidth-limit 500m

Specify the maximum size permitted for bursts of data that exceed the given
bandwidth limit for this policer:

[edit firewall policer]
user@switch# set mypolicer if-exceeding burst-size-limit 33553920
Discard traffic that exceeds the rate limits for this policer:

[edit firewall policer]
user@switch# set mypolicer then discard

To reference the policer, configure a filter term that includes the policer action:

[edit firewall]
user@switch# setfamily inet filter myfilter term t1then policer mypolicer
Apply the filter to the customer-edge interface:

[edit interfaces]
user@switch# setge-2/0/3 unit O family inet address 121.121.121.1/16 policing filter myfilter

0 NOTE: You can also configure schedulers and shapers as needed. See Defining

Related .
Documentation

CoS Schedulers and Scheduler Maps (CLI Procedure).

Configuring MPLS on Provider Edge Switches Using Circuit Cross-Connect (CLI
Procedure) on page 87

Assigning CoS Components to Interfaces (CLI Procedure)
Configuring Policers to Control Traffic Rates (CLI Procedure)

Understanding the Use of Policers in Firewall Filters

Configuring CoS on an MPLS Provider Edge Switch Using Circuit Cross-Connect (CLI

Procedure)

You can use class of service (CoS) within MPLS networks to prioritize certain types of
traffic during periods of congestion. This topic describes configuring CoS components
on a provider edge (PE) switch that is using MPLS over circuit-cross connect (CCC).
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Configuring CoS

0 NOTE: On EX Series switches other than EX8200 switches, if you are using
MPLS over CCC, you can use only one DSCP or IP precedence classifier and
only one IEEE 802.1p classifier on the CCC interfaces.

This procedure is for creating a custom DSCP classifier and a custom EXP rewrite rule
on the ingress PE. It also includes enabling a policer on the label-switched path (LSP)
of the ingress PE to ensure that the amount of traffic forwarded through the LSP never
exceeds the requested bandwidth allocation.

This topic includes:

1. Configuring CoS on page 92
2. Configuring an LSP Policer on page 93

To configure CoS on a provider edge switch:

1. Import the default DSCP classifier classes to the custom DSCP classifier that you are
creating:

[edit class-of-service]
user@switch# set classifiers dscp classifier-nameimport default

2. Add the expedited-forwarding class to this custom DSCP classifier, specifying a loss
priority and code point:

[edit class-of-service]
user@switch# set classifiers dscp classifier-name forwarding-class forwarding-class
loss-priority loss-priority code-points code-point

3. Specify the values for the custom EXP rewrite rule, ef:

[edit class-of-service]
user@switch# setrewrite-rules exp el forwarding-class forwarding-class loss-priority
loss-priority code-point code-point

4. Bind the DSCP classifier to the CCC interface:

[edit ]
user@switch# set class-of-service interfaces interface unit unit classifier classifier-name
5. On EX8200 switches only, bind the custom EXP rewrite rule to the interface:

[edit class-of-service]
user@switch# set class-of-service interfaces interface unit unit rewrite-rules exp el
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Configuring an LSP Policer

To configure an LSP policer:

0 NOTE: You cannot configure LSP policers on EX8200 switches. EX8200

switches do not support LSP policers.

Specify the number of bits per second permitted, on average, for the policer, which
will later be applied to the LSP:

[edit firewall]
set policer mypolicer if-exceeding bandwidth-limit 500m

Specify the maximum size permitted for bursts of data that exceed the given
bandwidth limit for this policer:

[edit firewall policer]
set mypolicer if-exceeding burst-size-limit 33553920

Discard traffic that exceeds the rate limits for this policer:

[edit firewall policer]
set mypolicer then discard

To reference the policer, configure a filter term that includes the policer action:

[edit firewall]
user@switch# set family any filter myfilter term t1 then policer mypolicer
Apply the filter to the LSP:

[edit protocols mpls]
set label-switched-path lsp_to_pe2_gel policing filter myfilter

0 NOTE: You can also configure schedulers and shapers as needed. See Defining

Related .
Documentation

CoS Schedulers and Scheduler Maps (CLI Procedure).

Configuring MPLS on Provider Edge Switches Using Circuit Cross-Connect (CLI
Procedure) on page 87

Assigning CoS Components to Interfaces (CLI Procedure)
Configuring Policers to Control Traffic Rates (CLI Procedure)

Understanding the Use of Policers in Firewall Filters
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Configuring CoS on Provider Switches of an MPLS Network (CLI Procedure)

You can add class-of-service (CoS) components to your MPLS networks on EX Series
switches to achieve end-to-end Differentiated Services to match your specific business
requirements. The configuration of CoS components on the provider switchesis the same
regardless of whether the provider edge (PE) switches are using MPLS over CCC or IP
over MPLS.

This task shows how to configure a custom EXP classifier and custom EXP rewrite rule
on the provider switch.

1. Import the default EXP classifier classes to the custom EXP classifier that you are
creating:

[edit class-of-service]
user@switch# set classifiers exp explimport default

2. Add the expedited-forwarding class to this custom EXP classifier, specifying a loss
priority and code point:

[edit class-of-service]
user@switch# set classifiers exp expl forwarding-class expedited-forwarding loss-priority
low code-points 010

3. Specify the values for the custom EXP rewrite rule, el:

[edit class-of-service]
user@switch# setrewrite-rules exp el forwarding-class expedited-forwarding loss-priority
low code-point 111

4. On EX8200 switches only, bind the custom EXP rewrite rule to the interface:

[edit class-of-service]
user@switch# set class-of-service interfaces ge-0/0/2 unit O rewrite-rules exp el

o NOTE: You can also configure schedulers and shapers as needed. See Defining
CoS Schedulers and Scheduler Maps (CLI Procedure).

Related . Example: Configuring CoS on EX Series Switches
Documentation
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Configuring CoS Bits for an MPLS Network (CLI Procedure)

Related
Documentation

When traffic enters a labeled-switch path (LSP) tunnel, the CoS bits in the MPLS header
are set in one of two ways:

. The number of the output queue into which the packet was buffered and the packet
loss priority (PLP) bit are written into the MPLS header and are used as the packet’s
CoS value. This behavior is the default, and no configuration is required. The Junos OS
Class of Service Configuration Guide explains the IP CoS values, and summarizes how
the CoS bits are treated.

« You set a fixed CoS value on all packets entering the LSP tunnel. A fixed CoS value
means that all packets entering the LSP receive the same class of service.

To set a fixed CoS value on all packets entering the LSP:

1. Specify a class of service value for the LSP:

0 NOTE: The CoS value set using the class-of-service statement at the [edit

protocols mpls] hierarchy level supersedes the CoS value set at the [edit

class-of-service] hierarchy level for an interface. Effectively, the CoS value
configured for an LSP overrides the CoS value set for an interface.

[edit protocols mpls]
user@switch# set class-of-service cos-value

« Understanding CoS Classifiers
« Example: Configuring CoS on EX Series Switches

« Configuring CoS on an MPLS Provider Edge Switch Using Circuit Cross-Connect (CLI
Procedure) on page 91

« Configuring CoS onanMPLS Provider Edge Switch Using IP Over MPLS (CLI Procedure)
on page 90

« Configuring CoS on Provider Switches of an MPLS Network (CLI Procedure) on page 94
« Defining CoS Rewrite Rules (CLI Procedure)
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Configuring an MPLS-Based Layer 2 VPN (CLI Procedure)

You can configure MPLS-based Layer 2 virtual private networks (VPNs) on EX8200 and
EX4500 switches. Some benefits of a Layer 2 VPN are that it is private, secure and flexible.
To configure Layer 2 VPN functionality in your MPLS network, you must configure Layer
2 VPN components on the local and remote provider edge (PE) switches.

0 NOTE: This topic shows how to add Layer 2 VPN components toa CCC
configured on a simple interface. For information on combining Layer 2 VPN
components with a tagged VLAN CCC, see “Configuring an MPLS-Based
VLAN CCC Using a Layer 2 VPN (CLI Procedure)” on page 101.

Before you configure the Layer 2 VPN components, you must configure the basic
components for an MPLS network:

« Configure two PE switches. See “Configuring MPLS on Provider Edge Switches Using
Circuit Cross-Connect (CLI Procedure)” on page 87.

« Configure one or more provider switches. See “Configuring MPLS on Provider Switches
(CLI Procedure)” on page 78.

0 NOTE: A Layer 2 VPN requires that the PE switches be configured using a
circuit cross-connect (CCC).

Configure the Layer 2 VPN components on both PE switches. This procedure describes
how to configure one PE switch. Repeat the procedure to configure the remote PE switch.

To configure Layer 2 VPN components on the PE switch:

1. Configure the customer edge interface to use the physical encapsulation type
ethernet-ccc:

0 NOTE: The customer edge interface is a simple interface.

[edit]
user@switch# set interfaces interface-name encapsulation ethernet-ccc
2. Configure BGP, specifying the loopback address of this PE switch as the local address

and specifying family l2vpn signaling:

[edit protocols bgp]
user@switch# set local-address address family [2vpn signaling

3. Configure the BGP group, specifying the group name and type internal:

[edit protocols bgp]
user@switch# set group group-name type internal
4. Configure the BGP neighbor, specifying the loopback address of the remote PE switch

as the neighbor’s address:
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[edit protocols bgp]
user@switch# set neighbor address

5. Configure the routing instance, specifying the routing-instance name and using [2vpn
as the instance type:

[edit routing-instances]
user@switch# set routing-instance-name instance-type [2vpn

6. Configure the routing instance to apply to the customer edge interface:

user@switch# setrouting-instances routing-instance-name interface interface-name
7. Configure the routing instance to use a route distinguisher:

e NOTE: Eachrouting instance that you configure on a PE switch must have
a unique route distinguisher associated with it. VPN routing instances
musthave a route distinguisher to allow BGP to distinguish between
potentially identical network layer reachability information (NLRI)
messages received from different VPNs. If you configure different VPN
routing instances with the same route distinguisher, the commit fails.

user@switch# setrouting-instances routing-instance-name route-distinguisher
ip-address:number
8. Configure the VPN routing and forwarding (VRF) target of the routing instance:

[edit routing-instances]
user@switch# set routing-instance-name vrf-target community

6 NOTE: If you configure the community option only, default VRFimport and
export policies are generated that accept and tag routes with the specified
target community. You can create more complex policies by explicitly
configuring VRF import and export policies using the import and export
options. See the Junos OS VPNs Configuration Guide.

9. Configure the protocols and encapsulation type used by the routing instance:

[edit routing-instances]
user@switch# set routing-instance-name protocols [2vpn encapsulation-type ethernet

10. Apply the routing instance to a customer edge interface and specify a description for
it:
[edit routing-instances]
user@switch# set routing-instance-name protocols interface interface-name description text
11. Configure the routing instance protocols site:

[edit routing-instances]
user@switch# set routing-instance-name protocols l2vpn site site-name site-identifier
identifierremote-site-id identifier

0 NOTE: The remote site ID (configured with the remote-site-id statement)
corresponds to the site ID (configured with the site-identifier statement)
configured on the other PE switch.
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Related . Example: Configuring MPLS-Based Layer 2 VPNs on page 63

Documentation « Configuring an MPLS-Based Layer 3 VPN (CLI Procedure) on page 99

. Understanding Using MPLS-Based Layer 2 and Layer 3 VPNs on EX Series Switches
on page 20
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Configuring an MPLS-Based Layer 3 VPN (CLI Procedure)

You can configure MPLS-based Layer 3 virtual private networks (VPNs) on EX8200 and
EX4500 switches. Layer 3 VPNs leverage the service provider’s technical expertise for
site-to-site routing.

To configure Layer 3 VPN functionality in your MPLS network, you must enable Layer 3
VPN support on the local and remote provider edge (PE) switches as described in this
task.

Before you configure the Layer 3 VPN components, you must configure the basic
components for an MPLS network:

« Configure two PE switches. See “Configuring MPLS on Provider Edge Switches Using
IP Over MPLS (CLI Procedure)” on page 83.

« Configure one or more provider switches. See “Configuring MPLS on Provider Switches
(CLI Procedure)” on page 78.

0 NOTE: A Layer 3 VPN requires that the PE switches be configured using IP
over MPLS.

Configure the Layer 3 VPN components on both PE switches. This procedure describes
how to configure one PE switch. Repeat the procedure to configure the remote PE switch.

0 NOTE: When you configure the remote PE switch, the information specified
for the routing instance must be configured the same as the information
specified for the routing instance on the local PE switch. You must also specify
the same BGP group name. The following statements will have different
values on the remote PE switch from those on the local PE switch:

« local-address

« neighbor

To configure an MPLS-based Layer 3 VPN on the PE switch:

1. Configure BGP, specifying the loopback address as the local address and specifying
family inet-vpn unicast:
[edit protocols bgp]

user@switch# set local-address address family inet-vpn unicast
2. Configure the BGP group, specifying the group name and type internal:

[edit protocols bgp]
user@switch# set group group-name type internal

3. Configure the BGP neighbor, specifying the loopback address of the remote PE switch
as the neighbor’s address:

[edit protocols bgp]
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user@swi tch# set neighbor address
4. Configure the routing instance, specifying the routing-instance name and using vrf as
the instance type:

[edit]

user@switch# set routing-instances routing-instance-name instance-type vrf
5. Configure a description for this routing instance:

[edit]

user@switch# set routing-instances routing-instance-name description text
6. Configure the routing instance to use a route distinguisher:

@

NOTE: Eachrouting instance that you configure on a PE switch must have
a unique route distinguisher associated with it. VPN routing instances
must have a route distinguisher to allow BGP to distinguish between
potentially identical network layer reachability information (NLRI)
messages received from different VPNs. If you configure different VPN
routing instances with the same route distinguisher, the commit fails.

user@switch# setrouting-instances routing-instance-name route-distinguisher
ip-address:number
7. Configure the VPN routing and forwarding (VRF) target of the routing instance:

[edit routing-instances]
user@switch# set routing-instance-name vrf-target community

@

NOTE: If you configure the community option only, default VRFimport and
export policies are generated that accept and tag routes with the specified
target community. You can create more complex policies by explicitly
configuring VRF import and export policies using the import and export
options. See the Junos OS VPNs Configuration Guide.

8. Configure this routing instance with vrf-table-label, which maps the inner label of a
packet to a specific VPN routing and forwarding (VRF) table and allows the
examination of the encapsulated IP header.

[edit routing-instances]
user@switch# set routing-instance-name vrf-table-label

9. (Optional) Configure the routing options:

i

NOTE: We recommend that you configure the router identifier under the
[edit routing-options] hierarchy level to avoid unpredictable behavior if
the interface address on a loopback interface changes.

[edit routing-options]
user@switch# set router-id ip-address autonomous-system as-number

Related . Example: Configuring MPLS-Based Layer 2 VPNs on page 63

Documentation

« Configuring an MPLS-Based Layer 2 VPN (CLI Procedure) on page 96
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« Understanding Using MPLS-Based Layer 2 and Layer 3 VPNs on EX Series Switches
on page 20

Configuring an MPLS-Based VLAN CCC Using a Layer 2 VPN (CLI Procedure)

You can use configure an 802.1Q0 VLAN as an MPLS-based Layer 2 virtual private network
(VPN) using EX8200 and EX4500 switches to interconnect multiple customer sites with
Layer 2 technology.

This topic describes configuring provider edge (PE) switches in an MPLS network using
a circuit cross-connect (CCC) on a tagged VLAN interface (802.1Q VLAN) rather than a
simple interface.

O NOTE: You do not need to make any changes to existing provider switches
in your MPLS network to support this type of configuration. For information
on configuring provider switches, see “Configuring MPLS on Provider Switches
(CLI Procedure)” on page 78.

0 NOTE: You can send any kind of traffic over a CCC, including nonstandard
bridge protocol data units (BPDUs) generated by other vendors’ equipment.

To configure a PE switch with a VLAN CCC and an MPLS-based Layer 2 VPN:

1. Configure OSPF (or IS-1S) on the loopback (or switch address) and core interfaces:

[edit protocols]

user@switch# set ospf area 0.0.0.0 interface l0o0.0
user@switch# set ospf area 0.0.0.0 interface interface-name
user@switch# set ospf area 0.0.0.0 interface interface-name
user@switch# set ospf area 0.0.0.0 interface interface-name

2. Enable traffic engineering for the routing protocol:

[edit protocols]
user@switch# set ospf traffic-engineering

3. Configure an IP address for the loopback interface and for the core interfaces:

[edit]

user@switch# set interfaces loO unit logical-unit-number family inet address address
user@switch# set interfaces interface-name unit logical-unit-number family inet address
address

user@switch# set interfaces interface-name unit logical-unit-number family inet address
address

user@switch# set interfaces interface-name unit logical-unit-number family inet address
address

4. Enable the MPLS protocol with ecspf disabled:
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0 NOTE: CSPF is a shortest-path-first algorithm that has been modified to
take into account specific restrictions when the shortest path across the
network is calculated. You need to disable CSPF for link protection to
function properly on interarea paths.

[edit protocols]
user@switch# set mpls no-cspf
5. Define the label switched path (LSP):

[edit protocols]
user@switch# set mpls label-switched-path Isp_name to address

Q TIP: You will need to use the specified LSP name again when configuring
the CCC.

6. Configure MPLS on the core interfaces:

[edit protocols]

user@switch# set mpls interface interface-name
user@switch# set mpls interface interface-name
user@switch# set mpls interface interface-name

7. Configure RSVP on the loopback interface and the core interfaces:

[edit protocols]
user@switch# set rsvp interface l00.0
user@switch# set rsvp interface interface-name
user@switch# set rsvp interface interface-name
user@switch# set rsvp interface interface-name
8. Configure family mpls on the logical units of the core interfaces:

[edit]
user@switch# set interfaces interface-name unit logical-unit-number family mpls
user@switch# set interfaces interface-name unit logical-unit-number family mpls
user@switch# set interfaces interface-name unit logical-unit-number family mpls

0 NOTE: You can enable family mpls on either individual interfaces or
aggregated Ethernet interfaces. You cannot enable it on tagged VLAN
interfaces.

9. Enable VLAN tagging on the customer edge interface of the local PE switch:

[edit]
user@switch# set interfaces interface-name vlan-tagging
10. Configure the customer edge interface to use encapsulation vlan-ccc:

[edit]
user@switch# set interfaces interface-name encapsulation vlan-ccc
1. Configure the logical unit of the customer edge interface with a VLAN ID:
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0 NOTE: The VLAN ID cannot be configured on logical interface unit 0. The
logical unit number must be 1 or higher.

The same VLAN ID must be used when configuring the customer edge
interface on the other PE switch.

[edit ]
user@switch# set interfaces interface-name logical-unit-numbervlan-id vlan-id
12. Configure BGP, specifying the loopback address as the local address and enabling

family l2vpn signaling:

[edit protocols bgpl
user@switchPE1# set local-address address family [2vpn signaling

13. Configure the BGP group, specifying the group name and type:

[edit protocols bgp]
user@switchPE1# set group ibgp type internal
14. Configure the BGP neighbor, specifying the loopback address of the remote PE switch

as the neighbor’s address:

[edit protocols bgp]
user@switchPE1# set neighbor address

15. Configure the routing instance, specifying the routing-instance name and using l2vpn
as the instance type:

[edit routing-instances]
user@switchPE1# set routing-instance-name instance-type [2vpn
16. Configure the routing instance to apply to the customer edge interface:

[edit routing-instances]
user@switchPE1# set routing-instance-name interface interface-name

17. Configure the routing instance to use a route distinguisher:

[edit routing-instances]
user@switchPE1# set routing-instance-name route-distinguisher address

18. Configure the VPN routing and forwarding (VRF) target of the routing instance:

[edit routing-instances]
user@switchPE1# set routing-instance-name vrf-target community

0 NOTE: You can create more complex policies by explicitly configuring VRF
import and export policies using the import and export options. See the
Junos OS VPNs Configuration Guide.

19. Configure the protocols and encapsulation type used by the routing instance:

[edit routing-instances]
user@switchPE1# set routing-instance-name protocols [2vpn encapsulation-type ethernet-vlan
20. Apply the routing instance to a customer edge interface and specify a description for
it:
[edit routing-instances]
user@switchPE1# set routing-instance-name protocols interface interface-name description
description
21. Configure the routing-instance protocols site:
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[edit routing-instances]
user@switchPE1# set routing-instance-name protocols l2vpn site site-name site-identifier
identifier remote-site-id identifier

0 NOTE: The remote site ID (configured with the remote-site-id statement)
corresponds to the site ID (configured with the site-identifier statement)
configured on the other PE switch.

When you have completed configuring one PE switch, follow the same procedures to
configure the other PE switch.

0 NOTE: You must use the same type of switch for the other PE switch. You
cannot use an EX8200 as one PE switch and use an EX3200 or EX4200 as
the other PE switch.

Related . Example: Configuring MPLS on EX Series Switches on page 27
Documentation . Example: Configuring MPLS-Based Layer 2 VPNs on page 63
« Verifying That MPLS Is Working Correctly on page 179

« Understanding Junos OS MPLS Components for EX Series Switches on page 5

Configuring an MPLS-Based VLAN CCC Using a Layer 2 Circuit (CLI Procedure)

You can use configure an 802.10 VLAN as an MPLS-based Layer 2 circuit using EX8200
and EX4500 switches to interconnect multiple customer sites with Layer 2 technology.

This topic describes configuring provider edge (PE) switches in an MPLS network using
a circuit cross-connect (CCC) on a tagged VLAN interface (802.1Q VLAN) rather than a
simple interface.

0 NOTE: You do not need to make any changes to existing provider switches
in your MPLS network to support this type of configuration. For information
on configuring provider switches, see “Configuring MPLS on Provider Switches
(CLI Procedure)” on page 78.

O NOTE: You can send any kind of traffic over a CCC, including nonstandard
bridge protocol data units (BPDUs) generated by other vendors’ equipment.

To configure a PE switch with a VLAN CCC and an MPLS-based Layer 2 circuit:
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1. Configure OSPF (or IS-1S) on the loopback (or switch address) and core interfaces:

[edit protocols]

user@switch# set ospfarea 0.0.0.0 interface l0o0.0
user@switch# set ospfarea 0.0.0.0 interface interface-name
user@switch# set ospfarea 0.0.0.0 interface interface-name
user@switch# setospfarea 0.0.0.0 interface interface-name

2. Enable traffic engineering for the routing protocol:

[edit protocols]
user@switch# set ospf traffic-engineering

3. Configure an IP address for the loopback interface and for the core interfaces:

[edit]

user@switch# setinterfaces loO unit logical-unit-number family inet address address
user@switch# setinterfaces interface-name unit logical-unit-number family inet address
address

user@switch# setinterfaces interface-name unit logical-unit-number family inet address
address

user@switch# setinterfaces interface-name unit logical-unit-number family inet address
address

4. Enable the MPLS protocol with CSPF disabled:

e NOTE: CSPF is a shortest-path-first algorithm that has been modified to
take into account specific restrictions when the shortest path across the
network is calculated. You need to disable CSPF for link protection to
function properly on interarea paths.

[edit protocols]
user@switch# set mpls no-cspf

5. Configure the customer edge interface as a Layer 2 circuit from the local PE switch
to the other PE switch:

[edit protocols]
user@switch# setl2circuit neighboraddress interface interface-name virtual-circuit-id identifier

Q TIP: Use the switch address of the other switch as the neighbor address.

6. Configure MPLS on the core interfaces:

[edit protocols]
user@switch# set mplsinterface interface-name
user@switch# set mpls interface interface-name
user@switch# set mpls interface interface-name
7. Configure LDP on the loopback interface and the core interfaces:

[edit protocols]
user@switch# set ldp interface l0o0.0
user@switch# set ldp interface interface-name
user@switch# set ldp interface interface-name
user@switch# set ldp interface interface-name
8. Configure family mpls on the logical units of the core interfaces:

[edit]
user@switch# setinterfaces interface-name unit logical-unit-number family mpls
user@switch# setinterfaces interface-name unit logical-unit-number family mpls
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user@switch# setinterfaces interface-name unit logical-unit-number family mpls

e NOTE: You can enable family mpls on either individual interfaces or
aggregated Ethernet interfaces. You cannot enable it on tagged VLAN
interfaces.

9. Enable VLAN tagging on the customer edge interface of the local PE switch:

[edit]
user@switch# setinterfaces interface-name vlan-tagging
10. Configure the customer edge interface to use VLAN CCC encapsulation:

[edit]
user@switch# setinterfaces interface-name encapsulation vlan-ccc
1. Configure the logical unit of the customer edge interface with a VLAN ID:

0 NOTE: The VLAN ID cannot be configured on logical interface unit 0. The
logical unit number must be 1 or higher.

The same VLAN ID must be used when configuring the customer edge
interface on the other PE switch.

[edit ]
user@switch# setinterfaces interface-name logical-unit-number vlan-id vlian-id

When you have completed configuring one PE switch, follow the same procedures to

configure the other PE switch.

0 NOTE: You must use the same type of switch for the other PE switch. You
cannot use an EX8200 as one PE switch and use an EX3200 or EX4200 as
the other PE switch.

Related . Example: Configuring MPLS on EX Series Switches on page 27
Documentation
v : . Example: Configuring MPLS-Based Layer 2 VPNs on page 63
. Verifying That MPLS Is Working Correctly on page 179

« Understanding Junos OS MPLS Components for EX Series Switches on page 5
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Configuring an MPLS-Based VLAN CCC Using the Connection Method (CLI Procedure)

You can configure an 802.1Q VLAN as an MPLS-based connection using EX8200 and
EX4500 switches to interconnect multiple customer sites with Layer 2 technology.

This topic describes configuring provider edge (PE) switches in an MPLS network using
a circuit cross-connect (CCC) on a tagged VLAN interface (802.1Q VLAN) rather than a
simple interface.

0 NOTE: You do not need to make any changes to existing provider switches

in your MPLS network to support this type of configuration. For information
on configuring provider switches, see “Configuring MPLS on Provider Switches
(CLI Procedure)” on page 78.

O NOTE: You can send any kind of traffic over a CCC, including nonstandard

bridge protocol data units (BPDUs) generated by other vendors’ equipment.

To configure a PE switch with a VLAN CCC and an MPLS-based connections:

1.

Configure OSPF (or I1S-1S) on the loopback (or switch address) and core interfaces:

[edit protocols]

user@switch# set ospf area 0.0.0.0 interface l0o0.0
user@switch# set ospf area 0.0.0.0 interface interface-name
user@switch# set ospf area 0.0.0.0 interface interface-name
user@switch# set ospf area 0.0.0.0 interface interface-name
Enable traffic engineering for the routing protocol:

[edit protocols]
user@switch# set ospf traffic-engineering

Configure an IP address for the loopback interface and for the core interfaces:

[edit]

user@switch# set interfaces loO unit logical-unit-number family inet address address
user@switch# set interfaces interface-name unit logical-unit-number family inet address
address

user@switch# set interfaces interface-name unit logical-unit-number family inet address
address

user@switch# set interfaces interface-name unit logical-unit-number family inet address
address

Enable the MPLS protocol with cspf disabled:

o NOTE: CSPF is a shortest-path-first algorithm that has been modified to
take into account specific restrictions when the shortest path across the
network is calculated. You need to disable CSPF for link protection to
function properly on interarea paths.

[edit protocols]
user@switch# set mpls no-cspf
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5. Enable VLAN tagging on the customer edge interface of the local PE switch:

[edit]
user@switch# set interfaces interface-name vlan-tagging
6. Configure the customer edge interface to use encapsulation vlan-ccc:

[edit]
user@switch# set interfaces interface-name encapsulation vlan-ccc
7. Configure the logical unit of the customer edge interface with a VLAN ID:

o NOTE: The VLAN ID cannot be configured on logical interface unit O.

The same VLAN ID must be used when configuring the customer edge
interface on the other PE switch.

[edit ]
user@switch# set interfaces interface-name logical-unit-numbervlan-id vlan-id
8. Define the label switched path (LSP):

[edit protocols]
user@switch# set mpls label-switched-path Isp-name from address
user@switch# set mpls label-switched-path Isp-name to address

Q TIP: You will need to use the specified LSP name again when configuring
the CCC.

9. Configure the connection between the two circuits in the CCC connection

[edit protocols]

user@switch# set connections remote-interface-switch interface-switch interface
local-interface

user@swi tch# set connections remote-interface-switch interface-switch transmit-lsp
destination-lsp

user@switch# set connections remote-interface-switchinterface-switch receive-lsp source-lsp

Related . Example: Configuring MPLS on EX Series Switches on page 27
D tati
ocumentation . Example: Configuring MPLS-Based Layer 2 VPNs on page 63
« Verifying That MPLS Is Working Correctly on page 179

« Understanding Junos OS MPLS Components for EX Series Switches on page 5

Configuring IPv6 Tunneling for MPLS (CLI Procedure)

You can configure the IPv6 tunneling for MPLS to tunnel IPv6 traffic over an MPLS-based
IPv4 network. This configuration allows you to interconnect a number of smaller IPv6
networks over an IPv4-based network core, giving you the ability to provide IPv6 service
without having to upgrade the switches in your core network. BGP is configured to
exchange routes between the IPv6 networks, and data is tunneled between these IPv6
networks by means of IPv4-based MPLS.
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To configure IPv6 tunneling for MPLS on your EX Series switch:

1.

Configure IPv4 and IPv6 IP addresses for all the core interfaces:

[edit]
user@switch# setinterfaces interface-name unit logical-unit-number family inet address
address

Configure the number assigned to you by the Network Information Center (NIC) as

the autonomous system (AS) number

[edit routing-options]
user@switch# setautonomous-system number
Advertise label O to the egress router of the LSP:

[edit protocols]

user@switch# set mpls explicit-null

Configure the LSP to allow IPv6 routes to be resolved over an MPLS network by
converting all routes stored in the inet3 routing table to IPv4-mapped IPv6 addresses
and then copying them into the inet6.3 routing table:

[edit protocols]
user@switch# set mplsipv6-tunneling
Set the local AS number:

[edit protocols bgp]
user@switch# set local-as local-autonomous-system-number

Configure the default import and export policies:

[edit protocols bgpl

user@switch# setlocal-address address

user@switch# setimport default-import

user@switch# set family inet6 labeled-unicast explicit-null

user@switch# set export default-export

Configure a BGP group that recognizes only the specified BGP systems as peers. Define
a group name, group type, local end of a BGP session, and a neighbor (peer). To

configure multiple BGP peers, include multiple neighbor statements:

[edit protocols bgpl

user@switch# set group group-name type internal

user@switch# setgroupgroup-name local-address address-of-the-local-end-of-a-bgp-session
user@switch# set group group-name family inet6 labeled-unicast explicit-null
user@switch# set group group-name peer-as peer-autonomous-system-number
user@switch# setgroupgroup-name neighboraddress family inet6 labeled-unicast explicit-null
Configure routing options to accept the default import and export policies:

[edit policy-options]
user@switch# set policy-statement default-import then accept
user@switch# set policy-statement default-export then accept

Related . Example: Configuring MPLS on EX Series Switches on page 27

Documentation

« Verifying That MPLS Is Working Correctly on page 179

« Understanding Junos OS MPLS Components for EX Series Switches on page 5
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Configuring Static Label Switched Paths for MPLS (CLI Procedure)

Configuring static label-switched paths (LSPs) for MPLS is similar to configuring static
routes on individual switches. As with static routes, there is no error reporting, liveliness
detection, or statistics reporting.

To configure static LSPs, configure the ingress switch and each provider switch along
the path up to and including the egress switch.

For the ingress switch, configure which packets to tag (based on the packet’s destination
IP address), configure the next switch in the LSP, and the tag to apply to the packet.
Manually assigned labels can have values from O through 1,048,575. Optionally, you can
apply preference, class-of-service (CoS) values, node protection, and link protection to
the packets.

For the transit switches in the path, configure the next switch in the path and the tag to
apply to the packet. Manually assigned labels can have values from 1,000,000 through
1,048,575. Optionally, you can apply node protection and link protection to the packets.

For the egress switch, you generally just remove the label and continue forwarding the
packet to the IP destination. However, if the previous switch removed the label, the egress
switch examines the packet’s IP header and forwards the packet toward its IP destination.

Before you configure an LSP, you must configure the basic components for an MPLS
network:

« Configure two PE switches. See “Configuring MPLS on Provider Edge Switches Using
Circuit Cross-Connect (CLI Procedure)” on page 87.

« Configure one or more provider switches. See “Configuring MPLS on Provider Switches
(CLI Procedure)” on page 78.

This topic describes how to configure aningress PE switch, one or more provider switches,
and an egress PE switch for static LSP:

1. Configuring the Ingress PE Switch on page 110
2. Configuring the Provider and the Egress PE Switch on page 111

Configuring the Ingress PE Switch

To configure the ingress PE switch:

1. Configure an IP address for the core interfaces:

[edit]

user@switch# setinterfaces interface-name unit logical-unit-number family inet address
address

user@switch# setinterfaces interface-name unit logical-unit-number family inet address
address

2. Configure the name and the traffic rate associated with the LSP:

[edit]
user@switch# set protocols mpls static-label-switched-path [sp-name ingress bandwidth
rate
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Configure the next hop switch for the LSP:

[edit]
user@switch# set protocols mpls static-label-switched-path [sp-name ingress next-hop
address-of-next-hop

Enable link protection on the specified static LSP:

[edit]

user@switch# setprotocols mpls static-label-switched-path Isp-name ingress link-protection
bypass-name name

Specify the address of the egress switch for the LSP:

[edit]
user@switch# set protocols mpls static-label-switched-path pathl ingress to
address-of-egress-switch

Configure the new label that you want to add to the top of the label stack:

[edit]
user@switch# set protocols mpls static-label-switched-path pathT ingress push out-label
Optionally, configure the next hop address and the egress router address that you

want to bypass, for the static LSP:

[edit]
user@switch# set protocols mpls static-label-switched-path [sp-name by bypass next-hop
address-of-next-hop

user@switch# set protocols mpls static-label-switched-path [sp-name by bypass to
address-of-the-egress-switch

user@switch# setprotocols mpls static-label-switched-path I[sp-name bypass push out-label

Configuring the Provider and the Egress PE Switch

To configure a static LSP for MPLS on the provider and egress provider edge switch:

1.

Configure a transit static LSP:

[edit]
user@switch# set protocols mpls static-label-switched-path pathT transit incoming-label
Configure the next hop switch for the LSP:

[edit]
user@switch# setprotocols mpls static-label-switched-path [sp-name transitincoming-label
next-hop address-of-next-hop

Only for provider switches, remove the label at the top of the label stack and replace

it with the specified label:

[edit]
user@switch# setprotocols mpls static-label-switched-path [sp-name transitincoming-label
swap out-label

Only for the egress provider edge switch, remove the label at the top of the label stack:

0 NOTE: If there is another label in the stack, that label becomes the label
at thetop of the label stack. Otherwise, the packet is forwarded as a native
protocol packet (typically, as an IP packet).

[edit]
user@switch# setprotocols mpls static-label-switched-path [sp-name transitincoming-label
pop
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Related . Example: Configuring MPLS on EX Series Switches on page 27
D .
ocumentation . Verifying That MPLS Is Working Correctly on page 179

. Understanding Junos OS MPLS Components for EX Series Switches on page 5

Configuring Bidirectional Forwarding Detection for MPLS (CLI Procedure)

You can configure the Bidirectional Forwarding Detection (BFD) protocol on EX8200
standalone switches and EX8200 Virtual Chassis to detect failures in the MPLS
label-switch path (LSP). The BFD protocol is a simple hello mechanism that detects
failures in a network. Hello packets are sent at a specified, regular interval. A neighbor
failure is detected when the routing device stops receiving a reply from the neighbor after
a specified interval. BFD works with a wide variety of network environments and
topologies. The failure detection timers for BFD have shorter time limits than those of
the failure detection mechanisms for static routes, and thus provide faster detection.
These timers are also adaptive. For example, a timer can adapt to a higher value if an
adjacency fails, or a neighbor can negotiate a higher value than the one configured.

This topic describes configuring the provider edge (PE) switches and the provider switches
to support for LDP-based LSPs and RSVP-based LSPs.

This topic includes:
« Configuring BFD on Provider Edge and Provider Switches for an LDP-Based

LSP on page 112

« Configuring BFD on Provider Edge and Provider Switches for an RSVP-Based
LSP on page 114

Configuring BFD on Provider Edge and Provider Switches for an LDP-Based LSP

You can enable BFD for the LDP-based LSPs or RSVP-based LSPs associated with a
specific forwarding equivalence class (FEC). Alternatively, you can configure an Operation
Administration and Maintenance (OAM) ingress policy to enable BFD on a range of FEC
addresses.

Before you configure BFD for an LDP-based based LSP, you must configure the basic
components for an MPLS network:

« Configure two PE switches. See “Configuring MPLS on Provider Edge Switches Using
IP Over MPLS (CLI Procedure)” on page 83.

« Configure one or more provider switches. See “Configuring MPLS on Provider Switches

(CLI Procedure)” on page 78.

To configure BFD on PE and provider switches:

1. Define an OAM policy:

[edit]
user@switch# set protocols ldp oam ingress-policy policy-name
2. Specify the FEC on which you want to enable OAM:
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[edit]
user@switch# set protocols ldp oam fec address
3. Specify the minimum transmit and receive interval for the BFD configuration:

0 NOTE: If you configure the minimum-interval statement, you do not need
to configure the minimum-receive-interval statement or the
minimum-transmit-interval statement.

[edit]
user@switch# set protocols ldp oam bfd-liveness-detection minimum-interval time

or

[edit]

user@switch# set protocols ldp oam bfd-liveness-detection minimum-receive-interval time

user@switch# setprotocols ldp oam bfd-liveness-detection minimum-transmit-interval time
4. Specify the detection time multiplier. The negotiated transmit interval multiplied by

this value gives the detection time for the receiving system in Asynchronous mode:

[edit]
user@switch# set protocols ldp oam bfd-liveness-detection multiplier multiplier
5. Specify the minimum transmit interval (or the minimum receive interval).

[edit]
user@switch# set protocols ldp oam bfd-liveness-detection transmit-interval
minimum-interval time

6. Specify a threshold for detecting the adaptation of the detection time:

[edit]
user@switch# set protocols ldp oam bfd-liveness-detection detection-time threshold time

7. Configure route and next-hop action in the event of a BFD session failure event on the

LDP-based LSP:

[edit]
user@switch# set protocols ldp oam bfd-liveness-detection failure-action action

0 NOTE: When a BFD session goes down, you can configure the Junos OS
to resignal the LSP path or to simply disable the LSP path. You can
configure a standby LSP path to handle traffic while the primary LSP path
is unavailable. The switch can automatically recover from LSP failures
that can be detected by BFD. By default, if a BFD session fails, the event
is simply logged.

8. Specify how long the BFD session must be up before adding the route or next hop.
Specifying a time of O seconds causes the route or next hop to be added as soon as
the BFD session comes back up.

[edit]
user@switch# set protocols ldp oam bfd-liveness-detection holddown-interval time

9. Enable tracing of FECs for LDP-based LSPs and specify a source address for sending
probes. Then, specify a wait interval, after which to send the probe packet.
[edit]
user@switch# set protocols ldp oam periodic-traceroute source address
user@switch# set protocols ldp oam periodic-traceroute wait time
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10. Specify the duration of the LSP ping interval in seconds:
[edit]
user@switch# set protocols ldp oam Ilsp-ping-interval time
1. Specify the action to be taken for the OAM policy:
[edit]
user@switch# set policy-options policy-statement policy-name then accept
12. Apply the BFD configurations at the MPLS hierarchy level for the configuration to
inherit the statements in the configuration group:

[edit]
user@switch# setapply-groups MPLS

Configuring BFD on Provider Edge and Provider Switches for an RSVP-Based LSP

When BFD is configured for an RSVP-based LSP on the ingress switch, it is enabled on
the primary path and on all standby secondary paths for that LSP. You can enable BFD
for all LSPs on a switch or for specific LSPs. If you configure BFD for a specific LSP,
whatever values configured globally for BFD are overridden on that LSP. The BFD sessions
originate only at the ingress switch and terminate at the egress switch.

Before you configure BFD for an RSVP-based LSP, you must configure the basic
components for an MPLS network:

« Configure two PE switches. See “Configuring MPLS on Provider Edge Switches Using
IP Over MPLS (CLI Procedure)” on page 83.

« Configure one or more provider switches. See “Configuring MPLS on Provider Switches
(CLI Procedure)” on page 78.

To configure BFD on PE and provider switches:

1. Specify the minimum transmit and receive interval for the BFD configuration:

o NOTE: If you configure the minimum-interval statement, you do not need
to configure the minimum-receive-interval statement or the
minimum-transmit-interval statement.

[edit]
user@switch# setprotocols mplslabel-switched-path(sp-name oam bfd-liveness-detection
minimum-interval time

or

[edit]
user@switch# setprotocols mplslabel-switched-path(sp-name oam bfd-liveness-detection
minimum-receive-interval time
user@switch# setprotocols mplslabel-switched-path Isp-name oam bfd-liveness-detection
minimum-transmit-interval time

2. Specify the detection time multiplier. The negotiated transmit interval multiplied by

this value gives the detection time for the receiving system in Asynchronous mode:

[edit]
user@switch# setprotocols mplslabel-switched-path(sp-name oam bfd-liveness-detection
multiplier multiplier

N4
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3. Specify the minimum transmit interval (or the minimum receive interval):

[edit]
user@switch# setprotocols mplslabel-switched-path[sp-name oam bfd-liveness-detection
transmit-interval minimume-interval time

4. Configure route and next-hop actions in the event of a BFD session failure event on

the RSVP-based LSP:

[edit]

user@switch# setprotocols mplslabel-switched-path(sp-name oam bfd-liveness-detection
failure-action action

6 NOTE: When a BFD session goes down, you can configure the Junos OS
to resignal the LSP path or to simply disable the LSP path. You can
configure a standby LSP path to handle traffic while the primary LSP path
is unavailable. The switch can automatically recover from LSP failures
that can be detected by BFD. By default, if a BFD session fails, the event
is simply logged if you do not specifically configure a failure action.

Related . Example: Configuring MPLS on EX Series Switches on page 27

D tati
ocumentation « Verifying That MPLS Is Working Correctly on page 179

« Understanding Junos OS MPLS Components for EX Series Switches on page 5
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Configuration Statements

« [editinterfaces] Configuration Statement Hierarchy on EX Series Switches on page 118
« [edit protocols] Configuration Statement Hierarchy on EX Series Switches on page 119

« [edit protocols mpls] Configuration Statement Hierarchy on EX Series
Switches on page 120

« bfd-liveness-detection (Protocols MPLS) on page 132
. connections (MPLS) on page 133

« description (Protocols Layer 2 VPN) on page 133
. encapsulation (Physical Interface) on page 134
« encapsulation-type (Layer 2 VPNs) on page 139
« expon page 141

. feconpage 142

« instance-type on page 144

« interface (MPLS) on page 146

« |2circuit on page 147

« |2vpnon page 149

« label-switched-path on page 151

« |ldp on page 152

« mpls on page 155

« neighbor (Protocols Layer 2 Circuit) on page 158
« path on page 1