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Junos OS Release Notes for EX Series Switches

These release notes accompany Junos OS Release 14.1X53-D40 for the EX Series. They

describe new and changed features, limitations, and known and resolved problems in

the hardware and software.

The followingEXSeriesswitchesaresupported in JunosOSRelease 14.1X53-D40:EX2200,

EX3300, EX4200, EX4300, EX4500, EX4550, EX4600, EX6200, and EX8200.

NOTE: These release notes include information on all Junos OS Release
14.1X53 releases. Therefore, information about EX Series switches that are
not supported in Junos OS Release 14.1X53-D40 but are supported in other
Junos OS Release 14.1X53 releases are included in these release notes.

• New and Changed Features on page 4

• Changes in Behavior and Syntax on page 21

• Known Behavior on page 24

• Known Issues on page 29

• Resolved Issues on page 30

• Documentation Updates on page 37

• Migration, Upgrade, and Downgrade Instructions on page 38

• Product Compatibility on page 39

New and Changed Features

This section describes the new features and enhancements to existing features in

Junos OS Release 14.1X53 for the EX Series.

• New Features in Release 14.1X53-D40 on page 5

• New Features in Release 14.1X53-D35 on page 6

• New Features in Release 14.1X53-D30 on page 8

• New Features in Release 14.1X53-D27 on page 8

• New Features in Release 14.1X53-D26 on page 8

• New Features in Release 14.1X53-D25 on page 9

• New Features in Release 14.1X53-D15 on page 9

• New Features in Release 14.1X53-D10 on page 11

Copyright © 2017, Juniper Networks, Inc.4

Release Notes: Junos OS Release 14.1X53-D40 for the EX Series and QFX Series



New Features in Release 14.1X53-D40

Authentication and Access Control

• Voice VLAN fallback (EXSeries)—Starting in Junos OSRelease 14.1X53-D40, you can
configure authentication fallback options to specify how VoIP clients sending voice

traffic are supported if the RADIUS authentication server becomes unavailable. When

you configure the server fail fallback feature youmust specify an action that the switch

applies to end devices when the authentication servers are unavailable. The switch

can accept or deny access to supplicants or maintain the access already granted to

supplicants before the RADIUS timeout occurred. You can also configure the switch

to move the supplicants to a specific VLAN.

[See Configuring RADIUS Server Fail Fallback (CLI Procedure).]

Interfaces and Chassis

• Half-duplex link support (EX4300 switches)—Starting with Junos OS 14.1X53-D40,
half-duplexcommunication is supportedonallbuilt-innetworkcopperportsonEX4300

switches. Half-duplex is bidirectional communication, but signals can flow in only one

direction at a time. Full-duplex communication means that both ends of the

communicationcansendand receivesignalsat thesametime.Half-duplex is configured

by default on EX4300 switches. If the link partner is set to autonegotiate the link, then

the link is autonegotiated to full duplex or half duplex. If the link is not set to

autonegotiation, then the EX4300 link defaults to half-duplex unless the interface is

explicitly configured for full duplex.

To explicitly configure full duplex:

[edit]
user@switch# set interfaces interface-name speed 10m-or-100m
[edit]
user@switch# set interfaces interface-name ether-options no-auto-negotiate

To verify a half-duplex setting:

user@switch> show interfaces interface-name extensive

[See Configuring Gigabit Ethernet Interfaces (CLI Procedure).]
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Multicast Protocols

• Support for static multicast route leaking for VRF and virtual-router instances
(QFX5100andEX4300switches)—Startingwith JunosOSRelease 14.1X53-D40, you
canconfigure your switch toshare IPv4multicast routesamongdifferent virtual routing

and forwarding (VRF) instances or different virtual-router instances. Only multicast

static routes with a destination-prefix length of /32 are supported for multicast route

leaking.Only InternetGroupManagementProtocol version 3 is supported. To configure

multicast route leaking for VRF or virtual-router instances , include the next-table

routing-instance-name.inet.0 statement at the [edit routing-instances

routing-instance-name routing-optionsstatic routedestination-prefix/32] hierarchy level.

For routing–instance-name, include the name of a VRF or virtual-router instance.

On the EX4300 switch, multicast route leaking is supported only when the switch

functions as a line card in a Virtual Chassis.

[See Understanding Multicast Route Leaking for VRF and Virtual-Router Instances.]

New Features in Release 14.1X53-D35

Hardware

• Revert EX2200 and EX2200-C switches to the factory-default configuration using
the Factory reset/Mode button on the switch—Starting with Junos OS Release 14.1
X53-D35, you can transition EX2200 and EX2200-C switches to the factory-default

configurationbypressing theFactory reset/Modebutton locatedbelowtheLED labeled

POE on the far right side of the front panel of the switches for 10 seconds. You can

transition the switches to the initial setupmode by pressing the button for 10 seconds

more.

Interfaces

• GRE tunneling (EX4300 switches)—Starting with Junos OS Release 14.1 X53-D35,
generic routing encapsulation (GRE) tunneling is supported on EX4300 switches.

Tunnelingprovidesaprivate, securepath for transportingpackets throughanotherwise

public network by encapsulating packets inside a transport protocol known as an IP

encapsulation protocol. GRE is an IP encapsulation protocol that is used to transport

packets over a network. Information is sent from one network to the other through a

GRE tunnel. GRE tunneling is accomplished through routable tunnel endpoints that

operate on top of existing physical and other logical endpoints. GRE tunnels connect

one endpoint to another and provide a clear data path between the endpoints.

Configure tunnels to use GRE:

[edit interfaces]
user@switch# set gr-0/0/0 unit number family inet address
user@switch# set gr-0/0/0 unit number tunnel source source-address
user@switch# set gr-0/0/0 unit number tunnel destination destination-address

NOTE: The switch supports IPv4 as the tunneling (delivery) protocol. It
supports IPv4 and IPv6 as the payload protocol.
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J-Web Interface

• J-Web (EX4600 switches)—Starting with Junos OS Release 14.1X53-D35, you can
configure andmonitor software features on EX4600 switches by using the J-Web

interface.

The following limitations apply to using J-Web on EX4600 switches:

• 802.1X authentication configuration is not supported.

• Power over Ethernet (PoE) configuration andmonitoring is not supported.

• Class-of-service (CoS) configuration is not supported.

NOTE: On EX4600 switches, themaximum number of LAG devices that
you can configure is 1000.

For more information, see J-Web for EX Series Ethernet Switches.

Platform and Infrastructure

• Workaround for suddenshutdownswhile crossingnegative temperature thresholds
(EX2200 switches)—Starting with Junos OS Release 14.1X53-D35, you can configure
a time interval in seconds for the switch to remain powered on after crossing the

temperature-shutdown limit.

Configure the time interval:

[edit]
user@switch# set chassis shutdown-delay-period seconds

You can configure an operating-temperature range and a time interval in seconds for

raising an alarm once the temperature crosses either end of the operating range. The

alarmwill be raised periodically at each time interval that passes while the switch

remains out of operating-temperature range.

Configure the operating-temperature range and time interval:

[edit]
user@switch# set chassis operating-temperate temperature-range low-value
high-value alarm-interval seconds
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Port Security

• DHCP snooping table update for changedMAC address (EX4300 and EX4600
switches)—Starting with Junos OS Release 14.1X53-D35, the DHCP snooping table is
updated in the event of a change to a client's MAC address. If a client requests for an

IP address that matches an IP address in the DHCP snooping table, but has a MAC

address that does not match the one bound to that IP address in the DHCP snooping

table, then a placeholder binding is created using the client IP address and the new

MAC address. When the switch receives a DHCPACKmessage from the DHCP server,

this binding is added to the DHCP snooping table, replacing the original binding. This

new feature requires no configuration changes to bemade by the user.

Routing Policy and Firewall Filters

• Firewall filterwithpoliceractionasforwarding-classand losspriority (PLP)(EX4300
switches)—Startingwith JunosOSRelease 14.1X53-D35, onEX4300switches you can
configure the firewall with policer action as forwarding-class and loss priority (PLP).

When the traffic hits the policer, PLP changes as per the action rule. The supported

PLP designations are low, high, andmedium-high. You configure policer actions at the

[edit firewall] hierarchy level.

New Features in Release 14.1X53-D30

There are no new features for EX Series switches in Junos OS Release 14.1X53-D30.

New Features in Release 14.1X53-D27

There are no new features for EX Series switches in Junos OS Release 14.1X53-D27.

New Features in Release 14.1X53-D26

Hardware

• New optical transceivers support on EX4300 switches—Starting with Junos OS
Release 14.1X53-D26, EX4300 switches support the following optical transceivers:

• EX-SFP-GE10KT13R14 (1000BASE-BX-U, 10 km)

• EX-SFP-GE10KT14R13 (1000BASE-BX-D, 10 km)
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• EX-SFP-GE10KT13R15 (1000BASE-BX-U, 10 km)

• EX-SFP-GE10KT15R13 (1000BASE-BX-D, 10 km)

New Features in Release 14.1X53-D25

Authentication and Access Control

• Access control (mixed EX4300 and EX4600 Virtual Chassis)—Starting with Junos
OS Release 14.1X53-D25, EX4600 switches operating in a mixed Virtual Chassis with

EX4300 switches support controlling access to your network by using several different

authenticationmethods:802.1Xauthentication,MACRADIUSauthentication, orcaptive

portal. Youenable theauthentication-whitelist statementat the [editswitching-options]

hierarchy level instead of at the [edit ethernet-switching-options] hierarchy level.

Access control features in amixed EX4300andEX4600Virtual Chassis are supported

only on EX4300 switch interfaces.

[See Access Control on aMixed EX4300-EX4600 Virtual Chassis.]

MPLS

• MPLS stitching for virtual machine connections (EX4600)—By using MPLS, the
stitching feature of Junos OS provides connectivity between virtual machines on

opposite sides of data center routers. An external controller, programmed in the

data-plane, assigns MPLS labels to both virtual machines and servers. Then, the

signaled MPLS labels are used between the data center routers, generating static link

switched paths (LSPs), resolved over RSVP or LDP, to provide the routes dictated by

the labels. The new CLI command stitch, located under the LSP transit command,

provides this capability. [SeeMPLS Stitching For Virtual Machine Connection.]

New Features in Release 14.1X53-D15

Interfaces and Chassis

• Default logging for Ethernet ring protection switching (ERPS) (EX2200, EX3200,
EX3300,EX4200,EX4500,EX4550,EX8200standaloneswitches;EX2200,EX3300,
EX4200,EX4500,EX4550,EX8200VirtualChassis)—Startingwith JunosOSRelease
14.1X53-D15, the listed EX Series switches automatically log basic state transitions for

the ERPS protocol. No configuration is required to initiate this logging. Basic state

transitions include ERPS interface transitions from up to down, and down to up; and

ERPS state transitions from idle to protection, and protection to idle.

The basic state transitions are logged in a single file named erp-default, which resides

in the /var/log directory of the switch. Themaximum size of this file is 15 MB.

Default logging for ERPScancapture initial ERPS interfaceand state transitions,which

canhelp you troubleshoot issues that occur early in theERPSprotocol startupprocess.

However, if more robust logging is needed, you can enable traceoptions for ERPS by

entering the traceoptions statement in the [edit protocols protection-group] hierarchy

level.

Be aware that for ERPS, only default logging or traceoptions can be active at a time

on the switch. That is, default logging for ERPS is automatically enabled and if you
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enable traceoptions for ERPS, the switch automatically disables default logging.

Conversely, if you disable traceoptions for ERPS, the switch automatically enables

default logging.

• PoweroverEthernet(EX4600switches)—Startingwith JunosOSRelease 14.1X53-D15,
EX4600switches supportPoweroverEthernet (PoE)whenoperating inamixed-mode

Virtual Chassis with an EX4300 switch. You can enable PoE configuration statements

and run PoE operational commands on an EX4600 switch only when the switch is

operating in a mixed-mode Virtual Chassis.

You can configure PoE at the [edit poe] hierarchy level.

[See Understanding PoE on EX Series Switches.]

MPLS

• MPLS enhancements (EX4600 switches)—Starting with Junos OS Release
14.1X53-D15, a set of procedures is provided for augmenting network layer packetswith

label stacks, thereby turning them into labeled packets. MPLS has emerged as an

elegant solution to meet the bandwidth-management and service requirements for

next-generation IP-based backbone networks.

The following MPLS features have been added to EX4600:

• BGP L3 VPN Carrier-over-Carrier and Interprovider

BGP is an exterior gateway protocol (EGP) that is used to exchange routing

information among routing devices in different autonomous systems (ASs). Instead

ofusing the labeldistributionprotocols LDPorRSVP,MPLScanpiggybackon routing

protocols such as BGP and OSPF.

• Ethernet over MPLS pseudowire based on LDP (draft Martini / L2 Circuit)

Ethernet-over-MPLS supports sending Layer 2 Ethernet frames transparently over

MPLS using a tunneling mechanism for Ethernet traffic through an MPLS-enabled

Layer 3 core. Pseudowire is a softwaremechanism for emulating various networking

or telecommunicationsservicesacrosspacket-switchednetworks thatuseEthernet,

IP, or MPLS. An Ethernet pseudowire is used to carry Ethernet or 802.3 PDUs over

an MPLS network enabling service providers to offer emulated Ethernet services

over existing MPLS networks. There are several label distribution protocols used

suchasLabelDistributionProtocol (LDP)orRSVP;another technique ispiggybacking

on routing protocols such as BGP and OSPF.

• Static and dynamic Ethernet pseudowire over LDP and RSVP tunnels

Pseudowire is a software mechanism for emulating various networking or

telecommunications services across packet-switched networks that use Ethernet,

IP, or MPLS. Label Distribution Protocol (LDP) and RSVP are label distribution

protocols used by MPLS.

• Pseudowire over aggregated Ethernet on core-facing interfaces
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Pseudowire is a software mechanism for emulating various networking or

telecommunications services across packet-switched networks that use Ethernet,

IP, or MPLS.

• RSVP fast-reroute including link-protection and node-link-protection

One label distribution protocol used for MLPS data transmission is RSVP.

[SeeMPLS Feature Support on the QFX Series and the EX4600 Switch.]

Security

• Media Access Control Security (MACsec) support (EX4600 switches)—Starting
with JunosOSRelease 14.1X53-D15,MACsec is supportedonall built-inSFP+ interfaces

on an EX4600 switch. MACsec is also supported on all eight SFP+ interfaces on the

EX4600-EM-8F expansion module when it is installed in an EX4600 switch. MACsec

is an industry-standard security technology that provides secure communication for

all traffic on point-to-point Ethernet links. MACsec is capable of identifying and

preventing most security threats, and can be used in combination with other security

protocols to provide end-to-end network security. MACsec is standardized in IEEE

802.1AE. See also Documentation Updates.

[See Understanding Media Access Control Security (MACsec).]

New Features in Release 14.1X53-D10

Authentication and Access Control

• IPv6 for RADIUS AAA (EX3300, EX4200, EX4300, EX4500, and EX8200 switches
and EX4300Virtual Chassis)—Starting with Junos OS Release 14.1X53-D10, EX3300,
EX4200,EX4300,EX4500,andEX8200switchesandEX4300VirtualChassis support

IPv6, along with the existing IPv4 support, for user authentication, authorization, and

accounting (AAA) using RADIUS servers.

RADIUS authentication is a method of authenticating users who attempt to access

the router or switch. TouseRADIUSauthenticationon the switch, configure information

about one or more RADIUS servers on the network by including one radius-server

statement at the [edit system] hierarchy level for each RADIUS server.

When youconfigure a sourceaddress for each configuredRADIUSserver, eachRADIUS

request sent to a RADIUS server uses the specified source address.

• Authentication—Specify which source address Junos OS uses when accessing your

network to contact an external RADIUS server for authentication. You configure the

IPv6 source address for RADIUS authentication at the [edit system radius-server

server-address source-address] hierarchy level.

• Accounting—Specifywhichsourceaddress JunosOSuseswhencontactingaRADIUS

server for sending accounting information. You configure the IPv6 source address

for RADIUS authentication at the [edit system accounting destination radius server

server-address source-address] hierarchy level.
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[See source-address.]

Bridging and Learning

• RVI support for private VLANs (EX8200 switches and EX8200 Virtual
Chassis)—Starting with Junos OS Release 14.1X53-D10, you can configure a routed
VLAN interface (RVI) on an EX8200 switch or EX8200 Virtual Chassis to handle the

Layer 3 traffic of intersecondary VLANs (community VLANs and isolated VLANs) in a

private VLAN (PVLAN). By using an RVI to handle the routing within the PVLAN, you

eliminate theneed foranexternal routerwithapromiscuousport connection toperform

this function.

One RVI serves the entire PVLAN domain regardless of whether the domain consists

of one or more switches. After you configure the RVI, Layer 3 packets received by the

secondary VLAN interfaces are mapped to and routed by the RVI.

[See Configuring a Routed VLAN Interface in a Private VLAN (CLI Procedure).]

• Support for private VLANs (EX4300)—Starting with Junos OS Release 14.1X53-D10,
EX4300 switches support private VLANs (PVLANs). PVLANs are useful for restricting

the flow of broadcast and unknown unicast traffic and for limiting the known

communicationbetweenknownhosts.PVLANscanbeused tohelpensure thesecurity

of serviceproviders sharinga server farm, or toprovide security to subscribers of various

service providers sharing a commonmetropolitan area network.

NOTE: An interface can belong to only one PVLAN domain.

[See Understanding Private VLANs on EX Series Switches.]

• Support for Layer 2 protocol tunneling (EX4300)—Starting with Junos OS Release
14.1X53-D10,EX4300switchessupportLayer2protocol tunneling (L2PT). L2PTenables

serviceproviders to sendLayer 2protocoldataunits (PDUs)across theprovider’s cloud

and deliver them to Juniper Networks EX Series Ethernet Switches that are not part of

the local broadcast domain. This feature is useful when you want to run Layer 2

protocols on a network that includes switches located at remote sites that are

connected across a service provider network. For example, it can help you provide

transparent LAN services over a metropolitan Ethernet infrastructure. L2PT operates

under theQ-in-Q tunneling configuration; therefore, youmust enableQ-in-Q tunneling

before you can configure L2PT.

The Layer 2 protocol to be tunneled can be one of the following: 802.3AH, CDP, LACP,

LLDP, MVRP, STP, VTP, GVRP, or VSTP.

NOTE: L2PT does not support the following on EX4300 switches:

• drop-threshold or shutdown-threshold statements

• The all option for setting the Layer 2 protocol

• 802.1X authentication
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[See Understanding Layer 2 Protocol Tunneling on EX Series Switches.]

• MACnotification(EX4300andEX4600)—Startingwith JunosOSRelease 14.1X53-D10,
MAC notification is supported on EX4300 and EX4600 switches. The switches track

clients on a network by storing MAC addresses in the Ethernet switching table on the

switch. When switches learn or unlearn a MAC address, SNMP notifications can be

sent to the network management system at regular intervals to record the addition or

removal of the MAC address. This process is known as MAC notification.

The MAC Notification MIB controls MAC notification for the network management

system.

The MAC notification interval defines how often these SNMP notifications are sent to

the network management system. The MAC notification interval works by tracking all

MACaddressadditionsor removalson theswitchoveraperiodof timeand thensending

all tracked MAC address additions or removals to the network management server at

the end of the interval.

Enabling MAC notification allows you to monitor the addition and removal of MAC

addresses from the Ethernet switching table remotely using a network management

system. The advantage of setting a high MAC notification interval is that the amount

of network traffic is reduced because updates are sent less frequently. The advantage

of setting a lowMAC notification interval is that the network management system is

better synchronized with the switch.

Two newMIBs related to MAC notification are provided at Junos OS Release

14.1X53-D10. See “Documentation Updates” on page 102.

[See Configuring MAC Notification (CLI Procedure).]

• Default VLAN andmultiple VLAN range support (EX4300)—Starting with Junos OS
Release 14.1X53-D10, the default VLAN andmultiple VLAN range are supported on

EX4300 switches. They provide the ability for the switch to operate as a plug and play

device and connect to various Ethernet-enabled devices in a small, scaled enterprise

network. When the switch boots, a VLAN named default is created. The default VLAN

is automatically created for the default routing instance named default-switch. All

interfaces on the switch are automatically configured as access interfaces and are

part of the default VLAN.

The default VLAN accepts and forwards untagged packets only and is preconfigured

with a VLAN ID (vlan-id) of 1. The default VLAN does not support a VLAN ID list

(vlan-id-list), vlan-id set to all, or vlan-id set to none. You can configure the VLAN ID

to be another value, but the value must be between 1 and 4093.

Access interfaces that are enabled for VoIP or 802.1X are internally converted to trunk

interfaces, so that the interfaces can belong tomultiple VLANs. If the interfaces do not

belong to a valid VLAN, the interfaces automatically becomepart of the default VLAN.

You can configure more than one VLAN range, and each range can contain unique

VLAN properties.

NOTE: Virtual Chassis interfaces cannot be preconfigured to belong to the
default VLAN or any other VLAN.
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NOTE: For interfaces to be part of the default VLAN, youmust configure
the interfaces tobepartof theEthernet switching family.Youcanconfigure
Ethernet switching at the [edit interfaces interface-name unit family]

hierarchy level.

Class of Service

• Explicit congestion notification (ECN) support (EX4300)—Starting with Junos OS
Release 14.1X53-D10, ECNmarking is supported on EX4300 switches—you enable it

for packets in scheduler queues. Explicit congestion notification (ECN) enables

end-to-endcongestionnotificationbetween twoendpointsonTCP/IPbasednetworks.

The two endpoints are an ECN-enabled sender and an ECN-enabled receiver. ECN

must be enabled on both endpoints and on all intermediate devices between the

endpoints for ECN to work properly. Any device in the transmission path that does not

support ECN breaks the end-to-end ECN functionality.

ECN notifies networks about congestion with the goal of reducing packet loss and

delaybymaking thesendingdevicedecrease the transmission rateuntil thecongestion

clears, without dropping packets.

To enable ECN, issue the set class-of-service schedulers name

explicit-congestion-notification command.

Infrastructure

• Licensing enhancements (EX Series)—Starting with Junos OS Release 14.1X53-D10,
licensing enhancements on EX Series switches enable you to configure and delete

license keys in a Junos OS CLI configuration file. The license keys are validated and

installed after a successful commit of the configuration file. If a license key is invalid,

the commit fails and issues an errormessage. You can configure individual license keys

or multiple license keys by issuing Junos OS CLI commands or by loading the license

key configuration contained in a file. All installed license keys are stored in the

/config/license/ directory.

To install an individual license key in the JunosOSCLI, issue the set system license keys

key name command, and then issue the commit command.

For example:

[edit]
root@switch# set system license keys key "JUNOS_TEST_LIC_FEAT testabc123"
root@switch# commit
commit complete

To verify that the license key was installed, issue the show system license command.

For example:

root@switch> show system license
License usage: 
                                 Licenses     Licenses    Licenses    Expiry

  Feature name                       used    installed      needed 
  sdk-test-feat1                        0            1           0    
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permanent

Licenses installed: 
  License identifier: JUNOS_TEST_LIC_FEAT
  License version: 2
  Features:
    sdk-test-feat1   - JUNOS SDK Test Feature 1
      permanent

To install multiple license keys in the Junos OS CLI, issue the set system license keys

key name command, and then issue the commit command.

For example:

[edit]
root@switch# set system license keys key "key_1"
set system license keys key "key_2"
set system license keys key "key_2"
set system license keys key "key_4"
root@switch# commit
commit complete

To verify that the license key was installed, issue the show system license command.

To install an individual license key configuration in a file, issue the cat command:

For example:

[edit]
root@switch%cat license.conf
system {
    license {
        keys {
           key "JUNOS_TEST_LIC_FEAT testabc123";
        }
    }
}

Load andmerge the license configuration file.

For example:

[edit]
root@switch# loadmerge license.conf
load complete 

Issue the show|comparecommand to see theconfiguration, and then issue the commit

command.

For example:

[edit]
root@switch# show | compare
[edit system]
+   license {
+       keys {
+           key "JUNOS_TEST_LIC_FEAT testabc123";
+       }
+   }

[edit]
root@switch# commit
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To verify that the license key was installed, issue the show system license command.

For example:

root@switch> show system license
License usage: 
                                 Licenses     Licenses    Licenses    Expiry

  Feature name                       used    installed      needed 
  sdk-test-feat1                        0            1           0    
permanent

Licenses installed: 
  License identifier: JUNOS_TEST_LIC_FEAT
  License version: 2
  Features:
    sdk-test-feat1   - JUNOS SDK Test Feature 1
      permanent

To install multiple license keys in a file, issue the cat command:

For example:

[edit]
root@switch%cat license.conf
system
{
license
{
  keys
  {
   key "key_1"
   key "key_2"
   key "key_3"
   ...
   key "key_n"
  }
}

Load andmerge the license configuration file, and then issue the commit command.

For example:

[edit]
root@switch# loadmerge license.conf
load complete 

[edit]
root@switch# commit

To verify that the license key was installed, issue the show system license command.

You can also delete or deactivate individual andmultiple license keys in the Junos OS

CLI by issuing the delete system license keys or deactivate system license keys

commands.Donotuse the requestsystemlicensedeletecommandtodelete the license

keys.

For example, to issue the delete system license keys command:

[edit]
root@switch# delete system license keys
root@switch# commit
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Interfaces and Chassis

• Support foraggregatedEthernet linkprotectionenhancements(EX4500)—Starting
with Junos OS Release 14.1X53-D10, aggregated Ethernet link protection is enhanced

on EX4500 switches to support a collection of Ethernet linkswithin a LAGbundle. Link

protection could earlier be used to protect a single link within a LAG bundle only. The

ability to provide link protection for a collection of links in a LAG bundle is provided

using link protection subgroups, which are introduced as part of this feature.

[SeeConfiguringLACPLinkProtectionofAggregatedEthernet Interfaces (CLIProcedure).]

J-Web

• J-Web interface available in two packages (EX2200, EX3200, EX3300, EX4200,
EX4300, EX4500, EX4550, EX6200)—Prior to this release, the J-Web interface was
available as a single package as part of Junos OS. Starting with Junos OS Release

14.1X53-D10, the J-Web interface is available in two packages:

• The Platform package is installed as part of Junos OS, which provides basic

functionalities of J-Web. You can use the Platform package to create a basic

configuration andmaintain your EX Series switch.

• The Application package is an optionally installable package, which provides

complete functionalities of J-Web that enable you to configure, monitor, maintain,

and troubleshoot your switch. Youmust download the Application package and

install it over the Platform package on your switch.

For detailed information about the J-Web packages, see Release Notes: J-Web

ApplicationPackageRelease 14.1X53-A1 for JuniperNetworksEXSeriesEthernetSwitches.

• Browsersupportenhancements for the J-Web interface(EX2200,EX3200,EX3300,
EX4200, EX4300, EX4500, EX4550, EX6200)—Starting with Junos OS Release
14.1X53-D10, the J-Web interface supports the following browsers:

• Microsoft Internet Explorer versions 9 and 10

• Mozilla Firefox versions 24 through 30

• Google Chrome versions 27 through 36

TIP: For best viewing of the J-Web application, set the screen resolution
to 1440 X 900.
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Layer 3 Protocols

• IS-IS protocol (EX3300)—EX3300 switches now support the Intermediate

System-to-Intermediate System (IS-IS) protocol. On EX3300 switches, the IS-IS

configuration is available at the [edit protocols] hierarchy level.

[See Layer 3 Protocols Supported on EX Series Switches.]

MPLS

• Ethernet-over-MPLS (L2 circuit) (EX4600)—Starting with Junos OS Release
14.1X53-D10, Ethernet-over-MPLS is supported on EX4600 switches.

Ethernet-over-MPLS enables you to send Layer 2 Ethernet frames transparently over

an MPLS cloud. Ethernet-over-MPLS uses a tunneling mechanism for Ethernet traffic

through an MPLS-enabled Layer 3 core. It encapsulates Ethernet protocol data units

(PDUs) inside MPLS packets and forwards the packets, using label stacking, across

the MPLS network.

This technology has applications in service provider, enterprise, and data center

environments. For disaster recovery purposes, data centers are hosted inmultiple sites

that are geographically distant and interconnected using aWAN network. These data

centers require Layer 2 connectivity between them for the following reasons:

• To replicate the storage over Fibre Channel over IP (FCIP). FCIP works only on the

same broadcast domain.

• To run a dynamic routing protocol between the sites.

• Tosupport highavailability clusters that interconnect thenodeshosted in thevarious

data centers.

• MPLS-based Layer 3 VPNs (EX4600)—Starting with Junos OS Release 14.1X53-D10,
MPLS-based Layer 3 VPNs are supported on EX4600 switches.

Customernetworksareprivateandcanuseeitherpublicaddressesorprivateaddresses.

When customer networks that use private addresses connect to the public Internet

infrastructure, the private addresses might overlap with private addresses being used

by other network users. MPLS BGP VPNs solve this problem by adding the route

distinguisher prefix to the route.

You can configure the switch as a CE or PE device using Layer 3 MPLS/BGP VPN for

interprovider and carrier-of-carrier VPNs. The key difference between interprovider

and carrier-of-carriers VPNs is whether the customer sites belong to the same

autonomous system (AS) or to a separate AS:

• InterproviderVPNs—Thecustomersitesbelong todifferentASs.Youneed toconfigure

EBGP to exchange the customer’s external routes.

• Carrier-of-carriers VPNs—The customer sites belong to the same AS. You need to

configure IBGP to exchange the customer’s external routes.

• MPLS LSP protection (EX4600)—Starting with Junos OS Release 14.1X53-D10, the
following types of MPLS LSP protection are supported on EX4600 switches:

• Fast reroute (FRR)
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• Link protection

• Node link protection

[ SeeMPLSOverview.]

Network Management andMonitoring

• Chef for Junos OS (EX4300)—Starting with Junos OS Release 14.1X53-D10, Chef for
Junos OS is supported on EX4300 switches.

• Puppet for JunosOS(EX4300)—Startingwith JunosOSRelease 14.1X53-D10, Puppet
for Junos OS is supported on EX4300 switches.

• Network analytics (EX4300)—Starting with Junos OS Release 14.1X53-D10, EX4300
switches support thenetworkanalytics feature. Thenetworkanalytics featureprovides

visibility into the performance and behavior of the data center infrastructure. This

feature collects data from the switch, analyzes the data by using sophisticated

algorithms, and captures the results in reports. Network administrators can use the

reports tohelp troubleshootproblems,makedecisions, andadjust resourcesasneeded.

The analytics manager (analyticsm) in the Packet Forwarding Engine collects traffic

and queue statistics, and the analytics daemon (analyticsd) in the Routing Engine

analyzes the data and generates reports. You can enable network analytics by

configuring microburst monitoring and high-frequency traffic statistics monitoring.

[See Network Analytics Overview.]

• Ethernet frame delaymeasurement (EX2200)—Starting with Junos OS Release
14.1X53-D10, you can obtain Ethernet frame delay measurements (ETH-DM) on an

EX2200switch. YoucanconfigureOperation, Administration, andMaintenance (OAM)

statements for connectivity fault management (IEEE 802.1ag) to provide on-demand

measurements of frame delay and frame delay variation (jitter). You configure the

featureunder the [editprotocolsoamethernetconnectivity-fault-management]hierarchy

level.

• Support for native analyzers and remote port-mirroring capabilities
(EX4300)—Starting with Junos OS Release 14.1X53-D10, native analyzers and remote
port mirroring are supported on EX4300 switches. A native analyzer configuration

contains both an input stanza and an output stanza in the analyzer hierarchy for

mirroring packets. In remote portmirroring, themirrored traffic is flooded into a remote

mirroring VLAN that can be specifically created for the purpose of receiving mirrored

traffic. On EX4300 switches, the analyzer configuration is available under the [edit

forwarding-options] hierarchy level.
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Port Security

• IPv6 access security (EX2200 and EX3300)—Starting with Junos OS Release
14.1X53-D10, the following IPv6 access security features are supported on EX2200and

EX3300 switches: DHCPv6 snooping, IPv6NeighborDiscovery Inspection, IPv6 source

guard, andRAguard.DHCPv6snoopingenablesaswitch toprocessDHCPv6messages

between a client and a server and build a database of the IPv6 addresses assigned to

theDHCPv6clients. The switch canuse this database, also knownas thebinding table,

to stopmalicious traffic. DHCPv6 includes the relay agent Remote-ID option, also

knownasOption 37, to optionally append additional information to themessages sent

by the client towards the server. This information can be used by the server to assign

addresses and configuration parameters to the client. IPv6 Neighbor Discovery

inspection analyzes neighbor discovery messages sent between IPv6 nodes on the

same link and verifies them against the DHCPv6 binding table. IPv6 source guard

inspects all IPv6 traffic from the client and verifies the source IPv6 address and source

MACaddress against the entries in the DHCPv6 binding table. If nomatch is found, the

traffic is dropped. RA guard examines incoming Router Advertisement (RA)messages

anddecideswhether to forwardorblock thembasedonstatically configured IPv6/MAC

address bindings. If the content of the RAmessage does not match the bindings, the

message is dropped.

Startingwith this release, Remote-ID (Option-37) is not added by default onwhen you

enable dhcpv6-snooping.

You configure DHCPv6 snooping, IPv6Neighbor Discovery Inspection, and IPv6 source

guard at the [edit ethernet-switching-options secure-access-port vlan vlan-name]

hierarchy level. You configure RA guard at the [edit ethernet-switching-options

secure-access-port interface interface-name] hierarchy level.

[See Port Security Overview.]

• IPv6accesssecurity (EX4300)—Startingwith JunosOSRelease 14.1X53-D10,DHCPv6
snooping supports a configuration to optionally append the relay agent Remote ID

(Option-37), Interface-ID (Option-18), and Vendor-Class (Option-16) to the DHCPv6

packets sentbyaclient. Youcanconfigure theseoptionsunder the [editvlansvlan-name

forwarding-options dhcp-security dhcpv6-options] hierarchy level.

• Media Access Control Security (MACsec) support for switch to host connections
(EX4200, EX4300, and EX4550)—Starting with Junos OS Release 14.1X53-D10,
MACsec is supported on links connecting EX4200, EX4300, and EX4550 switches to

host devices, such as phones, servers, personal computers, or other endpoint devices.

This feature also introducesMACsec dynamicmode and the ability to retrieveMACsec

KeyAgreement (MKA)keys fromaRADIUSserver,whichare required toenableMACsec

on a switch to host link.

[See Understanding Media Access Control Security (MACsec).]
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Virtual Chassis and Virtual Chassis Fabric

• Alias support for Virtual Chassis and Virtual Chassis Fabric (VCF) nodes—Starting
with Junos OS Release 14.1X53-D10, an alias can be used to label nodes in a Virtual

Chassis andVCF. An alias enables you tomore clearly identify amember switch in your

Virtual Chassis or VCF by assigning a text label to it. The text label appears alongside

the switch's serial number whenever operational commands, such as show

virtual-chassis, are used to monitor Virtual Chassis status.

[See aliases.]

Related
Documentation

Changes in Behavior and Syntax on page 21•

• Known Behavior on page 24

• Known Issues on page 29

• Resolved Issues on page 30

• Documentation Updates on page 37

• Migration, Upgrade, and Downgrade Instructions on page 38

• Product Compatibility on page 39

Changes in Behavior and Syntax

This section lists the changes in behavior of JunosOS features and changes in the syntax

of JunosOSstatementsandcommands fromJunosOSRelease 14.1X53 for theEXSeries.

• Authentication and Access Control

• Dynamic Host Configuration Protocol

• Interfaces and Chassis

• Routing Policy and Firewall Filters

• Virtual Chassis and Virtual Chassis Fabric

Authentication and Access Control

• LLDPneighborport infodisplay (EX4300switches)—Startingwith JunosOSRelease
14.1X53-D40 for EX Series switches, the neighbor-port-info-display CLI statement is

supported at the [edit protocols lldp] hierarchy level. You can use this statement to

configure the type of LLDP neighbor port information that the switch displays in the

Port info field in the output of the show lldp neighbors CLI command. By default, the

Port info field in the output of the show lldp neighbors CLI command displays the port

description TLV.

[See neighbor-port-info-display.]

• Increase in TACACSmessage length (EX Series)—Starting with Junos OS Release
14.1X53-D40, the length of TACACSmessages allowed on Junos devices has been

increased from 8150 to 65535 bytes.
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• Support for the accounting-port statement (EX Series)—Starting with Junos OS
Release 14.1X53-D25, the accounting-port CLI statement is now supported at the [edit

access radius-server server-address] hierarchy level on all EX Series switches. This

command was supported only on EX4300, EX4600, and EX9200 switches in earlier

Junos OS releases. The accounting-port statement enables you to specify the port on

which to contact the RADIUS accounting server. The default port number is 1813, as

specified in RFC 2866.

Dynamic Host Configuration Protocol

• Format change for VLAN ID in DHCPOption 18—On EX4300 and EX4600 switches
with DHCP snooping configured, when the VLAN ID is appended to the prefix of DHCP

option 18, it will appear in decimal format instead of hexadecimal format.
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Interfaces and Chassis

• OnEX4300 switches, when you configure theDHCP relay-option-82 option, the circuit

ID is added by default. In the case of an IRB interface, the DHCP relay option 82 will

contain a description or name of the physical layer interface instead of the name of

the IRB interface. To include the name of the IRB interface, you can use the

include-irb-and-l2 statement. To display only the IRB interface without the names of

the Layer 2 interface and VLAN, use the no-vlan-interface-name statement.

ge-1/2/3:10VLAN-tagged interfacedefault

ge-1/2/3:10-20Dual-tagged interface

ge-1/2/3.0Pure Layer 3 interface

ge-1/2/3.0:v10IRB interface

ge-1/2/3.0:10use-vlan-id

ge-1/2/3.0:v10+irb.10include-irb-and-l2

ge-1/2/3:0:10+irb.10include-irb-and-l2 and use-vlan-id

irb.10no-vlan-interface-name

Mutually exclusiveno-vlan-interface-name and use-vlan-id

ge-1/2/3.0+irb.10no-vlan-interface-name and
include-irb-and-l2

l2_descr:v10use-interface-description

ge-1/2/3.0:v10If no description found

Mutually exclusiveuse-interface-descriptionanduse-vlan-id

l2_descr:v10+irb.10use-interface-description and
include-irb-and-l2

ge-1/2/3.0:v10+irb.10If no description found

irb_descruse-interface-description and
no-vlan-interface-name

irb.10If no description found

l2_descr+irb.10use-interface-description,
no-vlan-interface-name, and
include-irb-and-l2

ge-1/2/3.0+irb.10If no description found
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Routing Policy and Firewall Filters

• Support for enhancedmask length on IPv6 destination-addressmatch conditions
for loopback filters (EXSeriesswitches)—Startingwith JunosOSRelease 14.1X53-D15,
themaximummask length of IPv6 destination-addressmatch conditions in loopback

(lo0) filters on EX Series switches is /128.

Virtual Chassis and Virtual Chassis Fabric

• NewVCFmulticast distribution tree configuration option—Starting with Junos OS
Release 14.1X53-D35, a new Virtual Chassis Fabric (VCF) configuration option,

fabric-tree-root, is available on EXSeries andQFXSeries devices in an autoprovisioned

orpreprovisionedVCF.ThisoptionchangeshowtheVCFbuilds themulticastdistribution

trees (MDTs) used for forwarding and load-balancing broadcast, unknown unicast,

andmulticast (BUM) traffic within the VCF. By default, a VCF builds MDTs with each

VCFmember as the root of a tree, creating as many MDTs as members in the VCF.

Setting the fabric-tree-root option for one or more members preempts this behavior.

Instead, for eachmember configured with this option, the VCF only builds MDTs with

thosemembers as root nodes (referred to as the fabric tree roots). The recommended

usage of this option is to set all spine devices in the VCF, and only spine devices, as

fabric tree roots.

Using this option avoids traffic interruption in a VCF when a leaf device becomes

unavailable and the VCF needs to redistribute traffic within the VCF over the available

MDTs. Using only spine-rooted MDTs provides a redistribution path to any destination

leaf member directly through a spine member, and prevents traffic from flowing

redundantly over paths to and from leaf members (which happens with leaf-rooted

MDTs, creating excess traffic load in large VCFs).

Related
Documentation

New and Changed Features on page 4•

• Known Behavior on page 24

• Known Issues on page 29

• Resolved Issues on page 30

• Documentation Updates on page 37

• Migration, Upgrade, and Downgrade Instructions on page 38

• Product Compatibility on page 39

Known Behavior

The following are changes in known behavior in Junos OS Releases 14.1X53 for the EX

Series.

For the most complete and latest information about known Junos OS defects, use the

Juniper Networks online Junos Problem Report Search application.

• Class of Service

• High Availability
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• Interfaces and Chassis

• J-Web

• Layer 3 Protocols

• MPLS

• Multicast Protocols

• NetworkManagement

• Virtual Chassis and Virtual Chassis Fabric

Class of Service

• On EX4550 switches, 128-byte packets are dropped if the CPU is at 97 percent load

orgreater. Packetsofdifferent sizesarenotdroppedunder theseconditions.PR1057408

High Availability

• OnanEX4300VirtualChassis thathasperformedanonstopsoftwareupgrade(NSSU),

multicast traffic is dropped for approximately tenminutes immediately after theNSSU

becausemulticast groups do not immediately refresh. PR1033594

• During a nonstop software upgrade (NSSU) on an EX4300 Virtual Chassis, a traffic

loop or loss might occur if the Junos OS software version that you are upgrading and

the JunosOSsoftware version that youare upgrading tousedifferent internalmessage

formats. PR1123764

• On an EX4300 or aQFX5100Virtual Chassis, when you perform anNSSU, theremight

bemore than five seconds of traffic loss for multicast traffic. PR1125155

Interfaces and Chassis

• On an EX4300 switch, if you disable autonegotiation on an interface, auto-MDIX is

disabled at the same time.

• On EX4200 and EX4500 switches, if you configure an IPv4 GRE interface on an IPv6

interface, the GRE tunnelmight not work properly. Traffic is not forwarded through the

tunnel. PR1008157

• If a transceiver is removed from a port on a QFX5100, QFX3600, or EX4300 switch

within 30 seconds of converting the port into a Virtual Chassis port (VCP), the port

might not get initialized as a VCP. PR1029829

• When an EX4600 or QFX5100 switch is downgraded from Junos OS Release

14.1X53-D15 or later to Junos OS Release 14.1X53-D10 or earlier, the 40-Gbps Ethernet

interfaces on QSFP+ transceivers might not return to the up state. As a workaround,

power cycle the switch after the Junos OS upgrade. PR1061213

On 40-gigabit links between EX4300 and QFX5100 switches, youmust disable

auto-negotiation on both ends of the link for the interfaces to remain up. On each

switch, issue the set interface et-x/y/z ether-options no-auto-negotiation command.

Also, because auto-negotiation is disabled, youmust also explicitly configure the

link-mode and speed options on those interfaces. PR1118318
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J-Web

• On an EX4300 Virtual Chassis, if you use the J-Web user interface to request support

information for all members at the same time, the switchmight not be able to retrieve

the information. As a workaround, request support information for eachmember one

at a time.

• In the J-Web interface, you cannot commit some configuration changes in the Ports

Configurationpageor theVLANConfigurationpagebecauseof the following limitations

for port-mirroring ports and port-mirroring VLANs:

• A port configured as the output port for an analyzer cannot be amember of any

VLAN other than the default VLAN.

• A VLAN configured to receive analyzer output can be associated with only one

interface.

PR400814

• In the J-Web interface for EX4500 switches, the Ports Configuration page (Configure

> Interfaces >Ports), the Port Security Configuration page (Configure >Security >Port

Security), and the Filters Configuration page (Configure > Security > Filters) display

features that are not supported on EX4500 switches. PR525671

• The J-Web interface does not support role-basedaccess control; it supports only users

in the super-user authorization class. Therefore, a user who is not in the super-user

class, such as a user with view-only permission, is able to launch the J-Web interface

and can configure everything, but the configuration fails on the switch, and the switch

displays access permission error messages. PR604595

• On an EX3300 Virtual Chassis, if you use the J-Web interface to request support

information for all members at the same time, the switchmight not be able to retrieve

the information. As a workaround, request support information for eachmember one

at a time. PR911551

• In the Maintain > Update J-Web page, Select Application package > Update J-Web>

local file does not work in Microsoft IE9 and later releases, due to default security

options set on IE9 and later releases. As a workaround, increase the security level by

using one of the following methods:

Method 1:

1. Navigate to Internet Options > Security.

2. Select the zone Local intranet.

3. Click the custom level button.

4. Disable the option Include local directory Path when uploading file to the server in

the Settings >miscellaneous section.

5. Repeat Steps 3 and 4 for the zone Internet.

Copyright © 2017, Juniper Networks, Inc.26

Release Notes: Junos OS Release 14.1X53-D40 for the EX Series and QFX Series

http://prsearch.juniper.net/PR400814
http://prsearch.juniper.net/PR525671
http://prsearch.juniper.net/PR604595
http://prsearch.juniper.net/PR911551


Method 2:

• Navigate to InternetOptions>Security>Customlevel...andsetResetcustomsettings

toMedium-HighorHigh. Thisautomaticallydisables theoption Include localdirectory

Path when uploading file to the server under the Settings >miscellaneous section.

PR1029736

• When you try to commit your changes to the switch from your laptop by using the

EZsetup procedure, the status of the commit operation is displayed as Success, even

if the laptop is disconnected from the switch. As a workaround, reconnect your laptop

to the switch and commit the changes again.PR866976

• In theMonitor> Interfacepage, thebackgroundcolor of thegraphchangesafter refresh.

No workaround is required because this issue does not affect functionality. PR994915

• J-Web software does not compare for appropriateness of the Application package or

restrict you from installing an inappropriate Application package on top of a Platform

or Application package. As a workaround, install the appropriate J-Web package.

PR1006208

• The J-Web interfacedoesnotdisplayCLI generatedcertificates in theCertificate section

in the Management Access Configuration page (Configure > System Properties >

Management Access). Using J-Web interface you cannot create or edit certificates. As

a workaround, use the CLI interface for accessing certificate related configurations.

PR915069

• If you uninstall the J-Web Platform package by using CLI, reinstalling the Application

package will not restore J-Web. As a workaround, reinstall Junos OS software.

PR1026308

• On EX4300 switches, the structured data format for system logmessages is not

supported in the J-Web interface. If system logmessages are configured to be written

in structured data, the event logs in J-Web will not be populated, and you will not be

able to view themusingMonitor > Events and Alarms >View Events. As aworkaround,

use the show logoperationalmode command for viewing structured-data format files.

PR959505

• In the J-Web interface, the Ethernet Switching Monitor page (Monitor > Switching >

Ethernet Switching) might not display monitoring details if the switch has more than

13,000MAC entries. PR425693

• In mixed EX4200 and EX4500 Virtual Chassis, the J-Web interface does not list the

features supportedby thebackupor linecardmembers. Instead, it lists only the features

supported by the master. PR707671

• If a Virtual Chassis contains more than six members, the Support Information page

(Maintain > Customer Support > Support information) might not load. PR777372

27Copyright © 2017, Juniper Networks, Inc.

Known Behavior

http://prsearch.juniper.net/PR1029736
http://prsearch.juniper.net/PR866976
http://prsearch.juniper.net/PR994915
http://prsearch.juniper.net/PR1006208
http://prsearch.juniper.net/PR915069
http://prsearch.juniper.net/PR1026308
http://prsearch.juniper.net/PR959505
http://prsearch.juniper.net/PR425693
http://prsearch.juniper.net/PR707671
http://prsearch.juniper.net/PR777372


Layer 3 Protocols

• OnEX3300 switches, when there aremultiple openTelnet or SSH sessions, the switch

might become unresponsive. PR1029340

MPLS

• FRR convergence times over pseudo interfaces (aggregate) might be larger than over

physical interfaces. PR976737

• In a scaled configuration for MPLS FRR and L2 circuit, the convergence time for FRR

might increase. For L2 circuit, there might be packet drops. PR1016146

• When link-protection, node-link-protection, or fast reroute is configuredonhigh-traffic

MPLS label-switched paths (LSPs), a traffic convergence delay of 680ms to 1.5 s

might occur. (Link protection provides protection against a link failure along an RSVP

label-switched path. Node-link protection establishes a bypass label-switched paths

(LSP) through a different device. Fast reroute provides redundancy for an LSP path.)

PR1039717

• Up to 100 pseudowires are supported in active/backup configuration (cold standby).

Whenmore than 100 pseudowires are configured, traffic might not be forwarded

correctly under certain scenarios. PR1048500

Multicast Protocols

• On EX4300 switches, executing the show igmp snoopingmembership CLI command

continuously while IGMP groups are being processed results in some groups not being

displayed in theoutput. CPUutilizationalso increases significantlywhen this command

is executed when there are more than 1000 groups. As a workaround, issue the show

igmp snoopingmembership command with filters such as group or interface. This is a

known software limitation. PR914908

• OnanEX4550switch, if youconfigure IGMPonall interfacesandcreatea largenumber

ofmulticast groups, themaximumscale for IGMP can be achieved on some interfaces,

but not on all interfaces. PR1025169

NetworkManagement

• OnEX2200switches, remoteMEP flapsmight occur every 30 to 200secondsbecause

of processing delays and lead to iterator delay measurement statistic resets. All delay

systemmeasurements remain valid when this issue occurs. As a workaround, use an

iterator count of less than 30. PR1005819

Virtual Chassis and Virtual Chassis Fabric

• When an EX4300 switch is removed from a Virtual Chassis by deleting the Virtual

Chassis port (VCP) connecting the switch to the Virtual Chassis, the EX4300 switch

splits from theVirtual Chassis. Toadd theEX4300switchback into theVirtual Chassis,

enter the request virtual-chassis reactivate command to take the switch out of linecard
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mode and then enter the request virtual-chassis vc-port set pic-slot slot-number port

port-number command to create the VCP. PR1013386

• On a Virtual Chassis with three EX2200 switch members, if you configure more than

eight link aggregation groups (LAGs) and eight interfaces per LAG bundle, the LACP

links might transition down and up continuously. As a workaround, configure eight or

fewer LAGs and eight interfaces per LAG bundle instead. PR1030809

Related
Documentation

New and Changed Features on page 4•

• Changes in Behavior and Syntax on page 21

• Known Issues on page 29

• Resolved Issues on page 30

• Documentation Updates on page 37

• Migration, Upgrade, and Downgrade Instructions on page 38

• Product Compatibility on page 39

Known Issues

This section lists the known issues in hardware and software in JunosOSRelease 14.1X53

for the EX Series.

For the most complete and latest information about known Junos OS defects, use the

Juniper Networks online Junos Problem Report Search application.

• Interfaces and Chassis

• J-Web

• Layer 2 Protocols

• Virtual Chassis

• Routing Policy and Firewall Filter

Interfaces and Chassis

• An EX4300 switch might drop packets received on a Layer 2 interface (for example,

set interfacesge-1/0/24unit0familyethernet-switching)under the followingconditions:

1) the interface is divided into one or more Layer 3 subinterfaces (for example, set

interfaces ge-1/0/24 unit 30 family inet address 10.0.0.254/24), 2) the destinationMAC

address in the packet matches the MAC address of the Layer 3 subinterface in the

routing table and in MY STATION TCAM. PR1157058

• On an EX4300 switch, packets received on a Layer 2 interface might be dropped if

their destination MAC address matches the MAC address of the destination Layer 3

interface. PR1162277
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J-Web

• On an EX Series switch using the J-Web interface, the J-Web interface might pause

indefinitely after STP, RSTP, or MSTP is selected from the Configure > Switching >

Spanning treemenu. PR1046051

Layer 2 Protocols

• On an EX4300 switch, a MAC address that is specified as part of a MAC-based VLAN

is authenticated on an interface, for example, xe-1/1/1, onwhich 802.1X authentication

inmultiple supplicant mode is configured. However, the sameMAC addressmight not

beauthenticatedonanother interface, for example, xe-2/1/1, if theMACaddressmoves

to interface xe-2/1/1 from interface xe-1/1/1. PR1007589

Virtual Chassis

• On EX4300 Virtual Chassis, when a switchover with GRES enabled is performed, this

warning might appear: All Packet Forwarding Engines are not ready for RE switchover

andmay be reset. PR1158881

Routing Policy and Firewall Filter

Related
Documentation

New and Changed Features on page 4•

• Changes in Behavior and Syntax on page 21

• Known Behavior on page 24

• Resolved Issues on page 30

• Documentation Updates on page 37

• Migration, Upgrade, and Downgrade Instructions on page 38

• Product Compatibility on page 39

Resolved Issues

This section lists the issues fixed in the Junos OSmain release and themaintenance

releases.

For the most complete and latest information about known Junos OS defects, use the

Juniper online Junos Problem Report Search application.

• Resolved Issues: Release 14.1X53-D42 on page 31

• Resolved Issues: Release 14.1X53-D40 on page 34

• Resolved Issues: Release 14.1X53-D35 on page 34

• Resolved Issues: Release 14.1X53-D30 on page 35

• Resolved Issues: Release 14.1X53-D27 on page 35

• Resolved Issues: Release 14.1X53-D26 on page 35
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• Resolved Issues: Release 14.1X53-D25 on page 36

• Resolved Issues: Release 14.1X53-D16 on page 36

• Resolved Issues: Release 14.1X53-D10 on page 36

Resolved Issues: Release 14.1X53-D42

Authentication and Access Control

• OnEXSeries switches, in single-supplicantmodewithMACagingconfigured, supplicant

MAC entries might not age out sometimes, even after the 802.1X client is

unauthenticated. This is due to stale MBV (MAC-based VLAN) entries that are not

deleted due to a race condition when the 802.1X client is unauthenticated. As a

workaround, attempting to reauthenticate the802.1X client on the interfaceandhaving

the client fail authentication again should clear the MBV entry and resolve the issue.

PR1205258

Dynamic Host Configuration Protocol (DHCP)

• OnEXSeries switches, Ethernet switching process (eswd) scheduler slipsmight occur

when the switch cannot reach the TFTP server to store the DHCP snooping database

file. The eswd scheduler slips might affect Layer 2 switching features, such as MAC

address learning and spanning-tree protocols, resulting in service impacts. PR1201060

• On EX4300 switches with DHCP relay configured, DHCP return packets—for example,

DHCPREPLY and DHCPOFFER—that are received across a GRE tunnel might not be

forwarded to clients, which can impact DHCP services. PR1226868

Firewall Filters

• On EX Series switches, the dfwc (daemon that performs as a firewall compiler) might

fail toget filter information fromthekernel inCOMMIT_CHECK(configurationvalidation)

mode. As a result, the filter index is regenerated starting from index 1. This will create

themismatch of filter index as compared to the existing filters in the system.PR1107139

• OnanEX4300, if you install a firewall filterwith filter-based forwarding rules tomultiple

bind points, it might exhaust the available TCAM. In this case, the filter is deleted from

all the bind points. You can work around this issue by applying the filter to the bind

pointswith a series of commits, applying the filter to someof the bind pointswith each

commit. PR1214151

High Availability (HA) and Resiliency

• In an EX4300 Virtual Chassis, youmight repeatedly see amessage such as /kernel:

%KERN-5: tcp_timer_keep:Droppingsocketconnectionduetokeepalive timerexpiration.

There is no service impact from the condition that causes the message (a Packet

ForwardingEngine timeout trying toconnect toadaemonthat is notactive).PR1209847

• OnQFX5100 and EX4600 switches, during a nonstop software upgrade (NSSU), if an

aggregated Ethernet (AE) interface is configured with multiple subinterfaces across

multipleFlexiblePortConcentrators (FPCs), theAE interfacemightgodown.PR1227522
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Infrastructure

• OnanEXSeriesorQFXSeriesVirtualChassis, duringanupgrade, failover, or switchover

operation on the backup Routing Engine member, youmight see vmcore and ksyncd

core files created and see the log message /kernel: Nexthop index allocation failed:

regular index space exhausted. PR1212075

• In an EX4600 Virtual Chassis or an QFX5100 Virtual Chassis or Virtual Chassis Fabric

(VCF), when using scp on themanagement interfaces to copy files greater than about

150MB, youmight seeprotocol flappingandRoutingEngineTCPconnectionsdropping.

PR1213286

• When you load and commit a configuration on an EX2200 or EX3300 switch running

Junos OS Release 14.1X53-D40, the systemmight automatically go into dbmode. As

a result, you might not be able to access the switch via SSH, and a vmcore file is

generated. PR1237559

Interfaces and Chassis

• In an EX3300 Virtual Chassis, when themaster Routing Engine member is rebooted,

PoE devices connected to themaster might not come back online after the reboot. As

a workaround to avoid this issue, when configuring PoE interfaces, use the set poe

interface all configuration command instead of configuring specific interfaces

individually. To recover connections after seeing this issue, disable and reenable the

ports with the issue. PR1203880

• OnanEX4600switch,when you remove the40GBASE-ER4QSFP+module, the show

chassis hardware command still shows that the module is inserted. PR1208805

• On EX4300 switches, problems with connectivity might arise on 100M interfaces set

to full duplex and half duplex or on 10M interfaces set to full duplex or half duplex. The

linksappear, but connectivity toenddevicesmight notwork. Theport doesnot transmit

packets even though port statistics show packets as transmitted. As a workaround:

1. Move the device to a different port.

2. Set the port to negotiate and connect a device that will autonegotiate to 1G, full

duplex; then reset the port to 10/100 full duplex or half duplex and reconnect the

device.

3. Restart the pfex process.

PR1249170
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MPLS

• On EX Series and QFX Series switches, if you change a Layer 2 circuit configuration

from Ethernet CCC encapsulation to VLAN CCC encapsulation, traffic losses might

occur at the pseudowire tunnel initiation point. As a workaround, restart the Packet

Forwarding Engine on which the problem occurs. PR1222888

Multicast Protocols

• On EX4300, EX4600, and QFX5100 switches in a Virtual Chassis configuration, IPv6

multicast packetsmight not be flooded in a VLAN if IGMP snooping is enabled and the

ingress interface is on a different FPC than the egress interface. PR1205416

• OnEX4300switches or EX4300Virtual Chassis, HSRP (HotStandbyRouter Protocol)

packets are dropped in the VLAN if IGMP snooping is configured. PR1211440

Network Management andMonitoring

• OnEX4600switches,when theFPCs’ temperaturesarepolled, the temperaturesmight

not be polled for all SNMPmembers. PR1232911

Routing Protocols

• On EX4500 switches, if you initiate a BGP session with a peer that is not configured

and the peer autonomous system is a member of a confederation group, the routing

protocol process (rpd) generates a core file. As a workaround, configure a peer for

each peer in the confederation autonomous systems. PR963565

• OnEX4300switches,with redundant trunkgroups (RTGs)configured, Layer3protocol

packets such as OSPF or RIP packets might not be sent. PR1226976
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Resolved Issues: Release 14.1X53-D40

Power over Ethernet (PoE)

• If you upgrade the Power over Ethernet (PoE) firmware on amember of an EX4300

Virtual Chassis, the PoE firmware upgrade processmight fail or get interrupted on that

member switch. You can see that this problem has occurred if the member switch is

not listed in the command output when you issue the show poe controller command.

The problem is also indicated if you issue the show chassis firmware detail command

and the PoE firmware version field is not shown in the output or has a value of 0.0.0.0.

As a workaround, upgrade the Junos software to a release marked as fixed in this PR,

and then upgrade the PoE firmware on the affectedmember switch.

To confirm PoE firmware has been successfully upgraded and to check the version,

issue the command show chassis firmware detail. PR1178780

Resolved Issues: Release 14.1X53-D35

Interfaces and Chassis

• AnEX4600-EM-8Fexpansionmodule installed inaQFX5100-24QswitchoranEX4600

switchdoesnot support 100Mbpsspeedon 10-Gigabit Ethernet interfaces.PR1032257

Virtual Chassis and Virtual Chassis Fabric

• In amixedQFX3500and EX4300Virtual Chassiswith aQFX3500 switch acting in the

master role, the Virtual Chassis mastership might change when the Virtual Chassis

receives multicast traffic. A mixed QFX3500 and EX4300 Virtual Chassis with a

QFX3500 switch acting in the master role is not a supported configuration in this

release of Junos OS because of this issue. PR1126216

• On a QFX Series Virtual Chassis Fabric (VCF), rebooting a leaf nodemight change the

size of the VCF, resulting in a flood loop of the unicast or multicast traffic. To fix the

issue, use the newconfiguration statement fabric-tree-root. See details about this new

statement in “Changes in Behavior and Syntax” on page 21. PR1093988
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Resolved Issues: Release 14.1X53-D30

Interfaces and Chassis

• In a mixed QFX3500 and EX4300 Virtual Chassis configured for persistent MAC and

MAC limiting, traffic is not received on aggregated Ethernet interfaces on EX4300

switches when the EX4300 switches are operating in the linecard role. PR1033618

SystemManagement

• On EXSeries andQFX Series switches that are configuredwith the include-option-82
nak option so that DHCP servers include option 82 information in NAKmessages, two
copies of option-82might be appended to DHCP ACK packets. PR1064969

Resolved Issues: Release 14.1X53-D27

No issues that were previously reported in any version of the Junos OS Release 14.1X53

release notes have been resolved in Junos OS Release 14.1X53-D27.for the EX Series

switches.

Resolved Issues: Release 14.1X53-D26

Interfaces and Chassis

• On amixed EX4300 and EX4600 Virtual Chassis, MAC learning sometimes stops

happening on an interface after 802.1x is disabled. As a workaround, disable and

re-enable the interface. PR1070885

• On EX4600 and QFX5100 switches, the 100Mbps LED functionality is not working.

The LED does not glowwhen 100Mbps traffic is sent or received on the switch, and no

output is displayed when the show chassis led command is entered to gather

information on the 100Mbps interface. PR1025359
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Resolved Issues: Release 14.1X53-D25

MPLS

• Layer 2 tagged traffic sent over anMPLS L2 circuit fromone local customer edge (CE1)

switch to another (CE2)might be dropped after an in-service software upgrade occurs

in the provider edge (PE1) switch . However, traffic from CE2 to CE1 is not affected. In

addition to the traffic loss, OSPF neighbors might be lost. OSPF is an interior gateway

protocol (IGP) that routespacketswithinasingleautonomoussystem(AS).PR1044999

Resolved Issues: Release 14.1X53-D16

Authentication and Access Control

• OnEX4300 switcheswith 802.1X authentication configured, when an 802.1X-enabled

interface flaps, the dot1x daemon (dot1xd) might generate frequent core files due to

amemory leak. PR1049635

Interfaces and Chassis

• On EX4600 switches, disabling amember link of an AE interfacemight cause packets

tobesent toaport that is down,which results in traffic loss. Asaworkaround, to restore

service, bring the port that is down back up again. PR1050260

MPLS

• On EX Series switches, issuing a ping command does not work after disabling and

re-enabling the interface. PR1039743

Port Security

• In amixed-mode Virtual Chassis Fabric with storm control enabled, if autonegotiation

is enabled on a 1-gigabit interface (the default setting), the storm-control value for

allowed bandwidth might be set to 0, which would cause traffic to be dropped. As a

workaround, manually configure the link speed instead of using autonegotiation.

PR1051756

Spanning-Tree Protocols

• OnEX4300switcheswithVLANSpanningTreeProtocol (VSTP) runningonaggregated

Ethernet interfaces, the root port might receive VSTP BPDUs that are intended for

other interfaces (port IDs). This issue can cause the root bridge to flap. The issue can

also cause the root bridge to dispute the BPDUs and not converge. PR1066137

Virtual Chassis and Virtual Chassis Fabric

• On the EX4600andEX4300Virtual Chassis, disabling and re-enabling LAG interfaces

causes traffic failure. Youmust reboot for the interface to recover. PR1044580

VLAN Infrastructure

• OnEX4300switches, namingaVLAN"vlan-rewrite" causesanerrorwhen youcommit

the configuration. PR1054996
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Resolved Issues: Release 14.1X53-D10

MPLS

• In certain scenarios, the pseudowire redundancy feature might not work as expected.

PR1013686

• ForMPLSFRRandL2circuit, certain scenariosafteran ISSUmightnotworkasexpected.

As a workaround, restart the Packet Forwarding Engine. PR1016513

Port Security

• On an EX2200 or EX3300 Virtual Chassis, when DHCP snooping is enabled and 1000

ormore IPv4 and 500ormore IPv6DHCPbindings occur simultaneously, the software

forwarding daemon (sfid) might create a core file. There might be a traffic impact

because of the core file creation. PR1019136

Related
Documentation

New and Changed Features on page 4•

• Changes in Behavior and Syntax on page 21

• Known Behavior on page 24

• Known Issues on page 29

• Documentation Updates on page 37

• Migration, Upgrade, and Downgrade Instructions on page 38

• Product Compatibility on page 39

Documentation Updates

This section lists changes and errata in Junos OS Release 14.1X53 for the EX Series

switches documentation.

• Bridging and Learning on page 37

• Interfaces and Chassis on page 38

• Security on page 38

Bridging and Learning

• Two newMIBs related to MAC notification are provided at Junos OS Release

14.1X53-D10:

• jnxL2aldMacHistoryEntry

• jnxL2aldMacNotificationMIBGlobalObjects
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These MIBs are not yet described in the documentation.

Interfaces and Chassis

• On an EX4300 switch, if you disable autonegotiation on an interface, auto-MDIX is

disabled at the same time. This information does not currently appear in the

documentation.

Security

• Media Access Control Security (MACsec) support (EX4600 switches) was added in

Junos OS Release 14.1X53-D15, but that feature was not listed in the first versions of

the Junos OS Release 14.1X53-D15 release notes. We have added the feature listing in

revision 3 of the release notes. See New and Changed Features.

Related
Documentation

New and Changed Features on page 4•

• Changes in Behavior and Syntax on page 21

• Known Behavior on page 24

• Known Issues on page 29

• Resolved Issues on page 30

• Migration, Upgrade, and Downgrade Instructions on page 38

• Product Compatibility on page 39

Migration, Upgrade, and Downgrade Instructions

This section contains upgrade and downgrade policies for Junos OS for the EX Series.

Upgrading or downgrading Junos OS can take several hours, depending on the size and

configuration of the network.

For informationabout software installationandupgrade, see the InstallationandUpgrade

Guide.

• Upgrade and Downgrade Support Policy for Junos OS Releases on page 38

Upgrade and Downgrade Support Policy for Junos OS Releases

Support for upgrades and downgrades that spanmore than three Junos OS releases at

a time is not provided, except for releases that are designated as Extended End-of-Life

(EEOL) releases. EEOL releases provide direct upgrade and downgrade paths—you can

upgrade directly from one EEOL release to the next EEOL release, even though EEOL

releases generally occur in increments beyond three releases.

You can upgrade or downgrade to the EEOL release that occurs directly before or after

the currently installed EEOL release, or to twoEEOL releases before or after. For example,

JunosOSReleases 10.0, 10.4, and 11.4 are EEOL releases. You can upgrade from JunosOS

Release 10.0 toRelease 10.4 or even from JunosOSRelease 10.0 toRelease 11.4. However,

you cannot upgrade directly from a non-EEOL release that is more than three releases

ahead or behind. For example, you cannot directly upgrade from Junos OS Release 10.3
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(a non-EEOL release) to Junos OS Release 11.4 or directly downgrade from Junos OS

Release 11.4 to Junos OS Release 10.3.

To upgrade or downgrade fromanon-EEOL release to a releasemore than three releases

before or after, first upgrade to the next EEOL release and then upgrade or downgrade

from that EEOL release to your target release.

For more information about EEOL releases and to review a list of EEOL releases, see

http://www.juniper.net/support/eol/junos.html.

For information on software installation and upgrade, see the Installation and Upgrade

Guide.

Related
Documentation

New and Changed Features on page 4•

• Changes in Behavior and Syntax on page 21

• Known Behavior on page 24

• Known Issues on page 29

• Resolved Issues on page 30

• Documentation Updates on page 37

• Product Compatibility on page 39

Product Compatibility

• Hardware Compatibility on page 39

Hardware Compatibility

To obtain information about the components that are supported on the devices, and

special compatibility guidelineswith the release, see theHardwareGuide for theproduct.

Todetermine the features supportedonEXSeries switches in this release, use the Juniper

Networks Feature Explorer, a Web-based application that helps you to explore and

compare Junos OS feature information to find the right software release and hardware

platform for your network. Find Feature Explorer at:

http://pathfinder.juniper.net/feature-explorer/

Related
Documentation

New and Changed Features on page 4•

• Changes in Behavior and Syntax on page 21

• Known Behavior on page 24

• Known Issues on page 29

• Resolved Issues on page 30

• Documentation Updates on page 37

• Migration, Upgrade, and Downgrade Instructions on page 38

39Copyright © 2017, Juniper Networks, Inc.

Product Compatibility

http://www.juniper.net/support/eol/junos.html
http://www.juniper.net/techpubs/en_US/junos13.2/information-products/pathway-pages/software-installation-and-upgrade/software-installation-and-upgrade.html
http://www.juniper.net/techpubs/en_US/junos13.2/information-products/pathway-pages/software-installation-and-upgrade/software-installation-and-upgrade.html
http://pathfinder.juniper.net/feature-explorer/


Junos OS Release Notes for the QFX Series

These release notes accompany JunosOSRelease 14.1X53-D40 for theQFXSeries. They

describe new and changed features, limitations, and known and resolved problems in

the hardware and software.

The following QFX Series platforms are supported in Junos OS Release 14.1X53-D40:

QFX3500, QFX3600, QFX5100, and QFabric systems.

• New and Changed Features on page 40

• Changes in Behavior and Syntax on page 71

• Known Behavior on page 74

• Known Issues on page 88

• Resolved Issues on page 90

• Documentation Updates on page 102

• Migration, Upgrade, and Downgrade Instructions on page 103

• Product Compatibility on page 108

New and Changed Features

This section describes the new features and enhancements to existing features in Junos

OS Release 14.1X53 for the QFX Series.

• New Features in Release 14.1X53-D40 on page 41

• New Features in Release 14.1X53-D35 on page 48

• New Features in Release 14.1X53-D30 on page 48

• New Features in Release 14.1X53-D27 on page 52

• New Features in Release 14.1X53-D26 on page 53

• New Features in Release 14.1X53-D25 on page 54

• New Features in Release 14.1X53-D15 on page 55

• New Features in Release 14.1X53-D10 on page 60
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New Features in Release 14.1X53-D40

Class of Service

• Support for policy drop counters in CLI and SNMP (QFX Series switches)—Starting
in Junos OS Release 14.1X53-D40, the show interfaces interface-name statistics detail

commanddisplays thenumber of packets droppedonan interfacebecauseof policers

configured for that interface. The number of packet drops is displayed in the command

output in the Bucket drops field under Input errors andOutput errors. These statistics

are also available through SNMP.

See show interfaces xe.

High Availability (HA) and Resiliency

• NSSU improvements to optimize total upgrade time and recover from software
image copy or reboot failures (QFX5100 Virtual Chassis or Virtual Chassis Fabric
[VCF])—Starting in JunosOSRelease 14.1X53-D40,nonstopsoftwareupgrade (NSSU)
on a Virtual Chassis or VCF supports the following optimizations and error recovery

measures:

• To optimize the time needed to complete NSSU, the master member copies the

new software in parallel to multiple members at a time rather than waiting for the

copy operation to complete to eachmember before copying the software image to

the next member. By default, the number of parallel copy sessions is based on the

VirtualChassis orVCFsize, or youcanconfigurea specific numberusing the rcp-count

number configuration statement.

• As before, the master aborts the NSSU process if copying the new software to any

member fails. As a new error recovery measure, the master also removes the new

software image from all members to which it was already transferred.

• During NSSU, when eachmember is rebooted in turn with the new software, if any

member fails to reboot, the master aborts the NSSU process. As a new recovery

measure, themasterautomaticallybringsdownand reboots theentireVirtualChassis

or VCF. This recovery action causes downtime for the Virtual Chassis or VCF, but

brings it up inastable state, cleanly running thenewsoftwareonallmemberswithout

requiring you to manually recover members individually.
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[See Understanding Nonstop Software Upgrade on a Virtual Chassis andMixed Virtual

Chassis or Understanding Nonstop Software Upgrade on a Virtual Chassis Fabric.]

Interfaces and Chassis

• LAG local minimum links per Virtual Chassis or VCFmember (QFX5100
switches)—Introduced in Junos OS Release 14.1X53-D40, the local minimum links

feature helps avoid traffic loss due toasymmetric bandwidthon link aggregation group

(LAG) forwarding paths through a Virtual Chassis or Virtual Chassis Fabric (VCF)

member switch when one or more LAGmember links local to that chassis have failed.

When this feature is enabled, if a user-configured percentage of local LAGmember

links has failed on a chassis, all remaining local LAGmember links on the chassis are

forced down, and LAG traffic is redistributed only through LAGmember links on other

chassis. To enable local minimum links for an aggregated Ethernet interface (aex), set

the local-minimum-links-thresholdconfigurationstatementwitha thresholdvalue that

represents the percentage of local member links that must be up on a chassis for any

local LAGmember links on that chassis to continue to be active in the aggregated

Ethernet bundle. Otherwise all remaining LAGmember links on that chassis are also

forced down. The feature responds dynamically to bring local LAGmember links up

or down if you change the configured threshold, or when the status or configuration of

LAGmember links changes. Note that forced-down links also influence theminimum

linkscount for theLAGasawhole,whichcanbringdowntheLAG, soenable this feature

only in configurations where LAG traffic is carefully monitored and controlled.

[See Understanding Local Minimum Links.]

Layer 2 Features

• Support for IRB interfaces on Q-in-Q VLANs (QFX5100 switches and QFX5100
Virtual Chassis)—Startingwith JunosOSRelease 14.1X53-D40, integrated routing and
bridging (IRB) interfaces are supported on Q-in-Q VLANs—you can configure the IRB

interface on the same interface as one used by an S-VLAN, and you can use the same

VLAN ID for both the VLAN used by the IRB interface and for the VLAN used as an

S-VLAN.

Packetsarrivingonan IRB interface that is usingQ-in-QVLANswill get routed regardless

of whether the packet is single tagged or double tagged. The outgoing routed packets

containanS-VLANtagonlywhenexitinga trunk interface; thepackets exit the interface

untagged when exiting an access interface.

NOTE: Youcanconfigure the IRB interfaceonlyonS-VLAN(NNI) interfaces,
not on C-VLAN (UNI) interfaces.

[See Understanding Q-in-Q Tunneling.]

• Dual VLAN tag translation (QFX5100 switches and QFX5100 Virtual
Chassis)—Starting with Junos OS Release 14.1X53-D40, you can use the dual VLAN
tag translation (also known as dual VLAN tag rewrite) feature to deploy switches in

service-provider domains, allowing dual-tagged, single-tagged, and untagged VLAN
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packets to come into or exit from the switch. Operations added for dual VLAN tag

translation are swap-push, swap-swap, and pop-push.

Dual VLAN tag translation supports:

• Configuration of S-VLANs (NNI) and C-VLANs (UNI) on the same physical interface

• Control protocols such as VSTP, OSPF, and LACP

• IGMP snooping

• Configuration of a private VLAN (PVLAN) and VLAN on a single-tagged interface

• Use of TPID 0x8100 on both inner and outer VLAN tags

[See Understanding Q-in-Q Tunneling.]
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Layer 2 VPNs

• Support toexcludeRVIs fromstate calculations (QFX5100switches)—Startingwith
Junos OS Release 14.1X53-D40, you can exclude a trunk or access interface from the

state calculation for a routedVLAN interface (RVI) formemberVLANs. AnRVI typically

has multiple ports in a single VLAN. Excluding trunk and access interfaces from state

calculations means that as that soon as the port specifically assigned to the VLAN

goes down, the RVI for the VLAN is marked as down. Include the autostate-exclude

statement at the [edit interfaces ether-options] hierarchy level.

[See Excluding a Routed VLAN Interface from State Calculations.]

MPLS

• Support for IRB interfacesoveranMPLScorenetwork(QFX5100switches)—Starting
in Junos OS Release 14.1X53-D40, you can configure integrated routing and bridging

(IRB) interfaces over anMPLS network on QFX5100 switches. An IRB is a logical Layer

3 VLAN interface used to route traffic between VLANs.

By definition, VLANs divide a LAN’s broadcast environment into isolated virtual

broadcast domains, thereby limiting the amount of traffic flowing across the entire

LANand reducing the possible number of collisions and packet retransmissionswithin

the LAN. To forward packets between different VLANs, you normally need a router

that connects the VLANs. Now you can accomplish this forwarding without using a

router by simply configuring an IRB interface on the switch. The IRB interface functions

asa logical switchonwhich youcanconfigure a Layer 3 logical interface for eachVLAN.

The switch relies on its Layer 3 capabilities toprovide this basic routingbetweenVLANs.

With IRB, you can configure label-switched paths (LSPs) to enable the switch to

recognize which packets are being sent to local addresses, so that they are bridged

(switched)whenever possible andare routedonlywhennecessary.Whenever packets

can be switched instead of routed, several layers of processing are eliminated.

[See Example: Configuring IRB Interfaces on QFX5100 Switches over an MPLS Core

Network and Understanding Integrated Routing and Bridging .]

Multicast Protocols

• Support for static multicast route leaking for VRF and virtual-router instances
(QFX5100andEX4300switches)—Startingwith JunosOSRelease 14.1X53-D40, you
canconfigure your switch toshare IPv4multicast routesamongdifferent virtual routing

and forwarding (VRF) instances or different virtual-router instances. Only multicast

static routes with a destination-prefix length of /32 are supported for multicast route

leaking.Only InternetGroupManagementProtocol version 3 is supported. To configure

multicast route leaking for VRF or virtual-router instances , include the next-table

routing-instance-name.inet.0 statement at the [edit routing-instances

routing-instance-name routing-optionsstatic routedestination-prefix/32] hierarchy level.

For routing–instance-name, include the name of a VRF or virtual-router instance.

On the EX4300 switch, multicast route leaking is supported only when the switch

functions as a line card in a Virtual Chassis.

[See Understanding Multicast Route Leaking for VRF and Virtual-Router Instances.]
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QFabric Systems

• Support for displaying the Junos OS software version stored in a USB installer key
(QFabric systems)—Startingwith Junos OSRelease 14.1X53-D40, you can display the
version of JunosOS software stored on a standardUSB installer keywhen it is inserted

on a Director group device by issuing the show system software usb-software-version

command.

• Support for EX4300 switches in a QFabric System control plane—Starting in Junos
OS Release 14.1X53-D40, EX4300 switches can be used as the control plane switches

in a QFabric System instead of EX4200 switches.

• The control plane of aQFX3000-GQFabric Systemcan be comprised of twoVirtual

Chassis with four EX4300-48T switches each for a copper-based control plane, or

four EX4300-48P switches for a fiber-based control plane. Four 10-Gigabit Ethernet

uplink ports on each Virtual Chassis connect the two Virtual Chassis configurations

together.

• The control plane of a QFX3000-MQFabric System can be comprised of two

EX4300-48T switches with an SFP+ uplink module installed for a copper-based

control plane, or two EX4300-48P switches with an SFP+ uplink module installed

for a fiber-based control plane.

You cannot mix EX4300 switches and EX4200 switches in the same QFabric system;

the control planemust be comprised of the same type of switch.

NOTE: Junos OS Release 15.1R3 is the recommended software version for
the EX4300 switches.

[SeeUnderstandingQFX3000-GQFabricSystemHardwareConfigurations,Understanding

QFX3000-MQFabric SystemHardware Configurations, and Understanding the QFabric

System Control Plane.]

• Support for SNMPv3 (QFabric systems)—Starting in JunosOSRelease 14.1X53-D40,
QFabric systems support SNMP version 3 (SNMPv3). In contrast to SNMP version 1

(SNMPv1) and SNMP version 2 (SNMPv2), SNMPv3 supports authentication and

encryption.WithSNMPv3, youcanqueryQFabric systemsbyusing theSNMPv3 request,

receiveSNMPv3 trapsand informs, andqueryQFabricSNMPv3MIBs for authentication

andencryption.SNMPv3offers strongauthentication todeterminewhetheramessage

is arriving from a valid source and provides message encryption to prevent the data

from being snooped by an unauthorized source.

[See SNMP v3 Overview]
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Security

• Distributed denial-of-service (DDOS) protection (QFX5100 switches and Virtual
Chassis)—A denial-of-service (DoS) attack is any attempt to deny valid users access
to network or server resources by using up all the resources of the network element or

server. Distributed denial-of-service attacks (DDoS) involve an attack frommultiple

sources, enabling amuch greater amount of traffic to attack the network. The attacks

typically use network protocol control packets to trigger a large number of exceptions

to the switch control plane. This results in an excessive processing load that disrupts

normal network operations. Starting in Junos OS 14.1X53-D40, Junos OS DDoS

protection enables QFX5100 switches and Virtual Chassis to continue functioning

whileunderattack. It identifiesandsuppressesmaliciouscontrolpacketswhileenabling

legitimate control traffic to be processed. A single point of DDoS protection

management enables network administrators to customize profiles for their network

control traffic.

[See Understanding Distributed Denial-of-Service Protection on QFX Series Switches].

Software-Defined Networking (SDN)

• OVSDB-VXLANsupportwithVMwareNSXforvSphere(QFX5100switches)—Starting
with JunosOSRelease 14.1X53-D40, the JunosOS implementationof theOpenvSwitch

Database (OVSDB)management protocol provides ameans through which NSX

controllers andQFX5100standalone switches that functionas virtual tunnel endpoints

(VTEPs) can communicate. In an NSX for vSphere (NSX-v) version 6.2.4 environment,

NSXcontrollersandQFX5100switchescanexchangecontrolandstatistical information

via the OVSDB schema for physical devices, thereby enabling virtual machine (VM)

traffic from entities in a virtual network to be forwarded to bare-metal servers in a

physical network and vice versa. You can set up a connection between the QFX5100

management interface (em0 or em1) and an NSX controller.

[See Understanding the OVSDB Protocol Running on Juniper Networks Devices.]

• BFD in aVMwareNSX for vSphere environmentwithOVSDBandVXLAN (QFX5100
switches)—Within a Virtual Extensible LAN (VXLAN)managed by the Open vSwitch

Database (OVSDB) protocol, by default, Layer 2 broadcast, unknown unicast, and

multicast (BUM) traffic is replicated and forwarded by one or more software virtual

tunnel endpoints (VTEPs) or service nodes in the same VXLAN. (The software VTEPs

and service nodes are collectively referred to as replicators.)

Startingwith JunosOSRelease 14.1X53-D40, a Juniper Networks switch that functions

as a hardware VTEP in a VMware NSX for vSphere (NSX-v) environment uses the

Bidirectional Forwarding Detection (BFD) protocol to prevent the forwarding of BUM

packets to a nonfunctional replicator.

ByexchangingBFDcontrolmessageswith replicatorsat regular intervals, thehardware

VTEPcanmonitor the replicators to ensure that theyare functioningandare, therefore,

reachable. Upon receipt of a BUM packet on an OVSDB-managed interface, the

hardware VTEP can choose one of the functioning replicators to handle the packet.

[See Understanding BFD in a VMware NSX Environment with OVSDB and VXLAN.]
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• EVPN-VXLAN support of Virtual Chassis and Virtual Chassis Fabric (QFX5100,
QFX5100 Virtual Chassis, Virtual Chassis Fabric)—Ethernet VPN (EVPN) supports
multihoming active-active mode, which enables a host to be connected to two leaf

devices through a Layer 2 link aggregation group (LAG) interface. In previous Junos OS

releases, the two leaf devices had to be QFX5100 standalone switches. Starting with

Release 14.1X53-D40, the two leaf devices can be QFX5100 standalone switches,

QFX5100 switches configured as a Virtual Chassis, QFX5100 switches configured as

a Virtual Chassis Fabric (VCF), or a mix of these options.

On each leaf device, the LAG interface is configured with the same Ethernet segment

identifier (ESI) for the host. The two leaf devices on which the same ESI is configured

are peers to each other.

If a host, for example, host 1, is connected to two leaf devices through LAG interfaces,

Layer 2 broadcast, unknownunicast, andmulticast (BUM) traffic is handled as follows:

• Sending BUMpackets—Through the control of the LAG interface, only one copy of
a BUM packet is forwarded from host 1 to one of the leaf devices to which host 1 is

connected.

• ReceivingBUMpackets fromanother host in theLayer 2overlay—Permultihoming
active-active mode, one of the leaf devices to which host 1 is connected is elected

as a designated forwarder (DF). If another host in the Layer 2 overlay—for example,

host 2—sends a BUM packet, both leaf devices to which host 1 is connected receive

the packet, but only the DF forwards it to host 1. The other leaf device drops the

packet.

• Receiving BUMpackets from the host that originated the packets—If host 1 sends
a BUM packet, the packet is received by all other leaf devices in the Layer 2 overlay,

including the peer leaf device towhich host 1 is also connected. In this case, the peer

leaf device drops the packet because the packet must not be forwarded to host 1,

which originated the packet.

• Receiving BUM packets from another host connected to the same leaf device—If
another host—for example, host 3—that is connected to the same leaf device as

host 1 sends a BUM packet, the packet is forwarded to both leaf devices to which

host 1 is connected. Per a local bias, the same leaf device to which both host 3 and

host 1 are connected forwards the packet to host 1. The other remote leaf device to

which only host 1 is connected drops the packet.

[See EVPN-VXLAN Support of Virtual Chassis and Virtual Chassis Fabric.]

47Copyright © 2017, Juniper Networks, Inc.

New and Changed Features

http://www.juniper.net/techpubs/en_US/junos14.1/topics/concept/evpn-vxlan-vc-vcf.html


New Features in Release 14.1X53-D35

Interfaces and Chassis

• PVLANandQ-in-Qon the same interface (QFX5100switches)—Startingwith Junos
OS Release 14.1X53-D35, you can configure a private VLAN and Q-in-Q tunneling on

the same Ethernet port. To configure both PVLAN and Q-in-Q on the same physical

interface, youmust configure flexible Ethernet services to support dual methods of

configuring logical interfaces. Q-in-Q requires a service provider configurationmethod,

and PVLAN requires an enterprise configuration method.

To configure a physical interface to support both PVLAN and Q-in-Q:

1. Configure flexible VLAN tagging to enable the interface to transmit packets with

two 802.1Q VLAN tags.

[edit groups  group-name ]
user@switch# set interfaces interface-name flexible-vlan-tagging

2. Configure flexible Ethernet services to enable the interface to support PVLAN and

Q-in-Q on the same interface.

[edit groups  group-name ]
user@switch# set interface interface-name flexible-ethernet-services

3. Enable VLAN bridge encapsulation on the logical interface.

[edit groups group-name]
user@switch# set interfaces interface-name unit unit-number encapsulation vlan-bridge

4. Assign the VLAN ID for the logical interface.

[edit groups group-name]
user@switch# set interfaces interface-name unit unit-number vlan-id vlan-id

MPLS

• Support for equal-costmultipath (ECMP) operation onMPLS using firewall filters
(QFX5100switches)—Startingwith JunosOS14.1X53-D35,QFX5100switchessupport
ECMPoperation onMPLS using firewall filters. Use the following commands to enable

the feature:

[edit]
user@switch# set policy-options policy-statement load-balancing-policy then
load-balance per-packet

user@switch# set routing-options forwarding-table export load-balancing-policy

New Features in Release 14.1X53-D30

Authentication and Access Control

• Access control and authentication (QFX5100 switches)—Starting with Junos OS
Release 14.1X53-D30, QFX5100 switches support controlling access to your network

using 802.1X authentication and MAC RADIUS authentication.

• 802.1Xauthenticationprovidesport-basednetworkaccesscontrol (PNAC)asdefined

in the IEEE 802.1X standard. QFX5100 switches support 802.1X features including

guest VLAN, private VLAN (PVLAN), server fail fallback, dynamic changes to a user

session, RADIUS accounting, and configuration of port-filtering attributes on the
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RADIUSserverusingVSAs.Youconfigure802.1Xauthenticationat the [editprotocols

dot1x] hierarchy level.

• MAC RADIUS authentication is used to authenticate end devices, whether or not

they are enabled for 802.1X authentication. You can permit end devices that are not

802.1X-enabled to access the LAN by configuring MAC RADIUS authentication on

the switch interfaces to which the end devices are connected. You configure MAC

RADIUS authentication at the [edit protocols dot1x authenticator interface

interface-namemac-radius] hierarchy level.

[See Understanding Authentication on Switches.]

Cloud Analytics Engine

• Data Learning Engine (DLE) component APIs to access Network Traffic Analysis
(NTA) statistics (QFX5100 switches)—Starting with Junos OS Release 14.1X53-D30
andNetwork Director 2.5, you can enable devices to generate NTA flow statistics using

Network Director, and configure DLE to collect, process, and store the data. DLE NTA

APIs are provided to allow access to the NTA data that DLEmaintains.

[See Data Learning Engine API Overview.]

• Data Learning Engine (DLE) streaming flow data subscription service and RESTful
APIs(QFX5100switches)—Startingwith JunosOSRelease 14.1X53-D30,DLEsupports
a UDP-based network analytics data subscription service that streams analytics data

in bulk to subscribed clients as it is collected. The service supports streaming of

application flowpathanalytics data fromactive flowsonnetwork devices that support

Cloud Analytics Engine. DLE clients can subscribe to receive this data using DLE data

subscription RESTful APIs, avoiding the overhead of having to periodically request this

data from DLE and enabling custom real-time client telemetry.

[See Data Learning Engine API Overview.]
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Ethernet Switching

• IRB in PVLAN (QFX5100 switches)—Starting with Junos OS Release 14.1X53-D30,
you can configure an integrated routing and bridging (IRB) interface in a private VLAN

(PVLAN) so that devices in the community and isolatedVLANs can communicatewith

each other and with devices outside the PVLAN at Layer 3 without requiring you to

install a router.

[See Example: Configuring a Private VLAN Spanning Multiple Switches with an IRB

Interface.]

Interfaces and Chassis

• Short-reachmode (QFX5100-48T switch)—Allows you to use short cable lengths
(less than 10meters) for copper-based 10-Gigabit Ethernet interfaces. Enabling

short-reachmode reduces power consumption on these interfaces. You can configure

short-reachmode for individual interfaces and for a range of interfaces. Enable

short-reachmode for individual interfaces by including the enable statement at the

[edit chassis fpc slot-numberpic slot-number] hierarchy level. Enable short-reachmode

for a range of interfaces by including the enable statement at the [edit chassis fpc

slot-number pic port-range port-range-low port-range-high] hierarchy level.

MPLS

• IPv6Layer 3VPNs(QFX5100switches)—QFX5100 switch interfaces in a Layer 3VPN
can now be configured to carry IP version 6 (IPv6) traffic. This feature, commonly

referred to as 6VPE, allows for the transport of IPv6 traffic across an MPLS-enabled

IPv4 backbone to provide VPN service for IPv6 customers.

• MPLS over Layer 3 subinterfaces (QFX5100 switches)—Starting with Junos OS
Release 14.1X53-D30, MPLS over Layer 3 subinterfaces is supported on a QFX5100

switch when the switch is used as a label switch router (LSR). MPLS over Layer 3

subinterfaces has already been supported when a QFX5100 switch is used as a label

edge router (LER).

[SeeMPLS Limitations on QFX Series and EX4600 Switches.]

• MPLS features (QFX5100 Virtual Chassis, Virtual Chassis Fabric)—The following
MPLS features are now supported for QFX5100 Virtual Chassis and Virtual Chassis

Fabric (VCF):

• BGP L3 VPN

• Carrier-over-Carrier and Interprovider

• Ethernet over MPLS pseudowires based on LDP

• Static/Dynamic Ethernet pseudowires over LDP/RSVP tunnels

• Pseudowire over aggregated Ethernet interfaces (core-facing interface)

• RSVP FRR including link-protection/node-link-protection

• Junos fast-reroute

• Ethernet pseudowires over QFX5100 Virtual Chassis and VCF deployments
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Software-Defined Networking (SDN)

• Class-of-service support for OVSDB-managed VXLAN interfaces (QFX5100
switches)—Class-of-service (CoS) features can now be configured on

OVSDB-managed VXLAN interfaces on QFX5100 switches. An OVSDB-managed

VXLAN interfaceusesanOVSDBcontroller tocreateandmanagetheVXLAN interfaces

and tunnels.

• Firewall filters on OVSDB-managed interfaces (QFX5100 switches)—Enables you
to configure firewall filters on interfaces managed by a Contrail controller through the

Open vSwitch Database (OVSDB)management protocol.

[See Understanding Firewall Filters on OVSDB-Managed Interfaces.]

• Policers on OVSDB-managed interfaces (QFX5100 switches)—Enables you to
configure two-rate three-colormarkers (policers) on interfacesmanaged by a Contrail

controller through the Open vSwitch Database (OVSDB)management protocol.

[See Understanding Policers on OVSDB-Managed Interfaces.]

• MAC limiting on OVSDB-managed interfaces (QFX5100 switches)—Enables you to
configure MAC limiting on interfaces managed by a Contrail controller through the

Open vSwitch Database (OVSDB)management protocol.

• NNI and UNI on the same interface (QFX5100 switches)—Enables you to configure
the same interface as a network-to-network interface (NNI) and a user-network

interface (UNI) when you use Q-in-Q tunneling.

• OVSDB in Junos OS software package, ISSU and NSSU support (QFX5100,
QFX5100VC)—Starting with 14.1X53-D30, OVSDB software is included in the Junos
OS software package (jinstall). The introduction of this new feature results in the

following changes:

• To upgrade the OVSDB software on your Juniper Networks switch or Virtual Chassis

toa later version, youcannowuse the in-servicesoftwareupgrade(ISSU)ornonstop

software upgrade (NSSU) process.When upgrading theOVSDB software, be aware

that this upgrade requires graceful Routing Engine switchover (GRES) only.

• To install OVSDB on your QFX5100 switch or Virtual Chassis, you no longer need to

download and install the jsdn-i386-release software package.

[See Understanding In-Service Software Upgrade (ISSU) and Understanding Nonstop

Software Upgrade on a Virtual Chassis Fabric.]

• OVSDB support with Contrail (QFX5100, QFX5100 Virtual Chassis, Virtual Chassis
Fabric)—Starting with Junos OS Release 14.1X53-D30, the Open vSwitch Database
(OVSDB)management protocol provides ameans throughwhich a Contrail controller

andaQFX5100switch,QFX5100VirtualChassis, oraVirtualChassisFabric that includes

QFX5100switchesonly cancommunicate. In anenvironment inwhichContrail Release

2.20 or later is deployed, a Contrail controller and a QFX5100 switch, QFX5100 Virtual

Chassis, or Virtual Chassis Fabric can exchange control and statistical information,

thereby enabling virtual machine (VM) traffic from entities in a virtualized network to

be forwarded to entities in a physical network and the reverse.
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[SeeUnderstanding theOpenvSwitchDatabaseManagementProtocolRunningonJuniper

Networks Devices.]

• Support for ping and traceroutewith VXLANs (QFX5100 switches)—Enables you to
use ping and traceroute to debug the underlay that supports a VXLAN overlay.

[See ping overlay and traceroute overlay.]

VPNs

• EVPN control plane for VXLAN supported interfaces (QFX5100
switches)—Traditionally, datacentershaveusedLayer 2 technologies suchasSpanning
Tree Protocol (STP), multichassis link aggregation group (MC-LAG), or TRILL for

compute and storage connectivity. As the design of data centers shifts frommore

traditional to scale-out, service-orientedmultitenant networks, a new data center

architecture has been provided that allows decoupling of an underlay network from

the tenant overlay network with VXLAN. By using a Layer 3 IP-based underlay coupled

with a VXLAN-EVPN overlay, you can deploy larger networks than those possible with

traditional Layer 2 Ethernet-based architectures. With overlays, endpoints (servers or

virtual machines) can be placed anywhere in the network and remain connected to

the same logical Layer 2 network. The benefit is that virtual topology, using both MX

Series routers and QFX5100 switches, can be decoupled from the physical topology.

New Features in Release 14.1X53-D27

Hardware

• QFX5100-24Q-AA switch—This low-latency, high-performance, top-of-rack switch
provides 2.56 Tbps throughput. Each QSFP+ port supports 40-Gigabit Ethernet but

canbeconfiguredas four independent 10-Gigabit Ethernetportsusingbreakout cables

(channelization mode). The switch can also be configured to support 96 10-Gigabit

Ethernet ports using breakout cables (channelization mode) with 1280-Gbps total

throughput.

The switch can be ordered with either ports-to-FRUs or FRUs-to-ports airflow and

with AC or DC power supplies.

TheQFX5100-24Q-AAmodulebaycanaccommodateasingledouble-wideexpansion

module (QFX-PFA-4Q) and two single-wide optional expansionmodules (two or one

each of QFX-EM-4Q and EX4600-EM-8F).

• QFX-PFA-4Q expansionmodule (QFX5100-24Q-AA switch)—Starting with Junos
OS Release 14.1X53-D27, the QFX5100-24Q-AA switch supports the QFX-PFA-4Q

expansion module. This double-wide expansion module provides four additional

40-Gigabit Ethernet QSFP+ ports, a dedicated FPGA, and support for the Precision

Time Protocol (PTP).
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New Features in Release 14.1X53-D26

Network Management andMonitoring

• DHCP smart relay (QFX5100)—Starting with Junos OS Release 14.1X53-D26, you can
configure alternative IP addresses for the gateway interface so that if the server fails

to reply to the requests sent from the primary gateway address, the switch can resend

the requests using alternative gateway addresses. To use this feature, youmust

configure an IRB interface or Layer 3 subinterface with multiple IP addresses and

configure that interface as a relay agent.

Open vSwitch Database (OVSDB)

• NewOVSDB command summaries (QFX5100, QFX5100 Virtual Chassis)—Starting
with Junos OS Release 14.1X53-D26, the show ovsdb commit failures and clear ovsdb

commit failures commands are introduced.

If you suspect a problem has occurred with the configuration of an OVSDB-managed

Virtual Extensible LAN (VXLAN) and associated logical interface(s), you can enter the

showovsdbcommitfailurescommand.Thiscommanddescribes theOVSDB-managed

VXLANs and associated logical interface(s) that the Juniper Networks switch

automatically configured but was unable to commit.

After you resolve the problem, you can remove the configuration from the queue and

retry committing the configuration by using the showovsdb commit failures command.

• Storm control on OVSDB-managed interfaces (QFX5100)—Starting with Junos OS
Release 14.1X53-D26, you can configure storm control on VXLAN interfaces that are

managed by an OVSDB controller. By default, Layer 2 BUM traffic that originates in an

OVSDB-managed VXLAN is replicated and forwarded by a service node in the same

VXLAN. Because service nodes can be overloaded if toomuch BUM traffic is received,

youcanmanually configure stormcontrol on server-facingVXLAN interfaces to control

howmuch of this traffic is allowed into a VXLAN.
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New Features in Release 14.1X53-D25

MPLS

• MPLS stitching for virtual machine connections (QFX5100, QFX3500)—By using
MPLS, thestitching featureprovidesconnectivitybetweenvirtualmachinesonopposite

sides of data center routers. An external controller, programmed in the data plane,

assigns MPLS labels to both virtual machines and servers. Then, the signaled MPLS

labels are used between the data center routers, generating static label-switched

paths (LSPs), resolved over RSVP or LDP, to provide the routes dictated by the labels.

The new CLI command stitch, located under the LSP transit command, provides this

capability.

[SeeMPLS Stitching For Virtual Machine Connection.]

Open vSwitch Database (OVSDB)

• OVSDBschemaupdates(QFX5100switch,QFX5100VirtualChassis)—Startingwith
Junos OS Release 14.1X53-D25, the Open vSwitch Database (OVSDB) schema for

physical devices version that is implemented on QFX5100 switches is version 1.3.0. In

addition, this schema now supports the multicast MACs local table.

[SeeOpen vSwitch Database Schema for Physical Devices.]

Software Installation and Upgrade

• Preboot eXecution Environment (PXE) software for Junos Fusion satellite devices
(QFX5100 switches)—Enables you to convert a Junos Fusion satellite device back
into a standalone QFX5100 switch. For more information on this feature, please see

the Junos OS 14.2R3 Release Notes and the Junos Fusion documentation.

SystemManagement

• DHCP relay with DHCP server and DHCP client in separate routing instances—You
can use a stateless DHCP relay agent between a client and server in different virtual

routing instances. This feature uses cross-message exchange between the virtual

routing instances and supports both DHCPv4 and DHCPv6 packets. This method

ensures that:

• DHCP server network is isolated from the DHCP clients, because there is no direct

routing between the client’s and server’s routing instances.

• Only DHCP packets, not routine traffic, are relayed across the two routing instances.

[SeeDHCPMessageExchangeBetweenDHCPClientsandDHCPServer inDifferentVirtual

Routing Instances.]

• Precision Time Protocol (PTP) transparent clock (QFX5100 switch)—PTP
synchronizes clocks throughout a packet-switched network.With a transparent clock,

the PTP packets are updated with residence time as the packets pass through the

switch. There is nomaster/slave designation. With an end-to-end transparent clock,

only the residence time is included. The residence time can be sent in a one-step

process, which means that timestamps are sent in one packet. In a two-step process,

estimated timestampsare sent in onepacket, andadditional packets contain updated
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timestamps. In addition, user UDP over IPv4 and IPv6, and unicast andmulticast

transparent clocks, are supported. You can configure the transparent clock at the [edit

protocols ptp] hierarchy level.

[See Understanding Transparent Clocks in Precision Time Protocol.]

VXLAN

• Configurable VXLANUDPport (QFX5100)—Startingwith JunosOS 14.1X53-D25, you
canconfigure theUDPport usedas thedestinationport forVXLANtraffic onaQFX5100

switch.Toconfigure theVXLANdestinationport tobesomethingother than thedefault

UDP port of 4789, enter set protocols l2-learning destination-udp-port port-number.

The port you configure will be used for all VXLANs configured on the switch.

NOTE: If youmake this change on one switch in a VXLAN, youmust make
the same change on all the devices that terminate the VXLANs configured
on your switch. If you do not do so, traffic will be disrupted for all the
VXLANs configured on your switch. When you change the UDP port, the
previously learned remote VTEPs and remote MACs are lost and VXLAN
traffic is disrupted until the switch relearns the remote VTEPs and remote
MACs.

[See Understanding VXLANs.]

New Features in Release 14.1X53-D15

Hardware

• Extended node support (QFX5100-24QandQFX5100-48T switches)—Enables you
to include a QFX5100-24Q switch and a QFX5100-48T switch as a Node device in a

QFabricSystem.Toadd thedevice, first install theQFabric “5” family softwarepackage

(jinstall-qfabric-5-release.tgz) on the switch, and attach twomanagement ports to

the QFabric system control plane. For copper-based control plane systems, use the

RJ-45 fixedmanagement port and one SFPmanagement port on the QFX5100 Node

device with a copper module. For fiber-based control plane systems, use two SFP

management ports on the QFX5100 Node device with fiber modules.

[See Understanding the QFabric SystemHardware Architecture.]

• Improved online insertion and replacement procedures (QFabric systems)—Allows
for nondisruptive insertionor replacementof serverNodegroups, networkNodegroups,

redundant server Node groups, Interconnect devices, and front and rear cards of the

Interconnect devices.

[See Powering Off an Existing QFabric Node Device.]

• QFX5100 Interconnect device (QFabric systems)—Allows a QFX5100-24Q switch

tooperateasaQFX3000-M Interconnectdevice.The interconnectacts likeabackplane

for data-plane traffic traversing the QFX3000-MQFabric system between Node

devices. The QFX5100 Interconnect device has 24 40-Gigabit QSFP+ ports, but only

16 are available as fte ports. The QFX5100 Interconnect device features two RJ-45
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management ports and twoSFPmanagement ports, which allow connection to either

copper-based or fiber-based control-plane networks.

[See Understanding Interconnect Devices.]

Class of Service

• Mitigating fate sharing on Interconnect devices by remapping forwarding classes
(QFabric systems)—Enables you to remap traffic assigned to a forwarding class into
different, separate forwarding classes to mitigate fate sharing as the traffic crosses

the Interconnectdevice. Separating the traffic intomultiple forwardingclasses spreads

the flows across multiple output queues instead of using one output queue for all of

the traffic. (Each forwarding class uses a different output queue, and each output

queue has its own dedicated bandwidth resources.) Fate sharing occurs when flows

in thesame forwardingclass (flows thathave thesame IEEE802.1ppriority codepoint)

use the same output queue on an interface, because the flows share the same path

and resources. When one flow becomes congested, the congestion can affect the

other flows thatuse thesameoutputqueueeven if theyarenotexperiencingcongestion,

because when the congested flow is paused, the other flows that use the same code

point are also paused. Because flows frommany Node devices cross the Interconnect

device, the flows are aggregated at egress interfaces, which increases the chance of

fate sharing. Forwarding class remapping mitigates fate sharing on the Interconnect

device by separating the traffic into different forwarding classes that use different

output queues, so pausing one congested flow does not affect uncongested flows

that have beenmapped to different forwarding classes and therefore to different

output queues.

[See Understanding How toMitigate Fate Sharing on a QFabric System Interconnect

Device byRemapping Traffic Flows (ForwardingClasses) andUnderstandingDefault CoS

Scheduling on QFabric System Interconnect Devices (Junos OS Release 13.1 and Later

Releases).]

• Scheduler configuration on Interconnect device fabric ports (QFabric
systems)—Enables you to configure scheduling on the fabric (fte and bfte) ports of
the QFabric system Interconnect devices. (This complements the Junos OS Release

13.1 feature that provides scheduler configuration on Node device fabric ports. The

combination of access port, Node device fabric port, and Interconnect device fabric

port scheduling gives you complete control of scheduling across a QFabric system.)

In earlier Junos OS releases, Interconnect device fabric port scheduling was done by

default, with no user configuration. In JunosOSRelease 14.1X53-D15, the default fabric

port scheduler on Interconnect devices is the same as it was in earlier releases.

Understanding CoS Scheduling Across the QFabric System and Understanding Default

CoSScheduling onQFabric System Interconnect Devices (JunosOSRelease 13.1 and Later

Releases).]
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Multicast Features

• IGMP querier (QFabric systems)—Enablesmulticast traffic to be forwarded between
connected switches in pure Layer 2 networks. If you enable IGMP snooping in a Layer

2 network without a multicast router, the IGMP snooping reports are not forwarded

betweenconnected switches. Thismeans that if hosts connected todifferent switches

in the network join the samemulticast group and traffic for that group arrives on one

of the switches, the traffic is not forwarded to the other switches that have hosts that

should receive the traffic. If you enable IGMP querying for a VLAN, multicast traffic is

forwarded between switches that participate in the VLAN if they are connected to

hosts that are members of the relevant multicast group.

[See Using a Switch as an IGMPQuerier.]

• IGMPv3 (QFabric systems)—Introduces support for Internet Group Management
Protocol version 3 (IGMPv3). IGMPv3manages the membership of hosts and routers

inmulticast groups. IP hosts use IGMP to report their multicast groupmemberships to

any immediately neighboring multicast routing devices. Multicast routing devices use

IGMPto learnwhichgroupshavemembers for eachof their attachedphysical networks.

[See Understanding IGMP.]

• IGMPv3 snooping (QFabric systems)—With IGMP snooping enabled (the default

setting), a switch monitors the IGMP traffic between hosts andmulticast routers and

uses what it learns to forwardmulticast traffic to only the downstream interfaces that

areconnected to interested receivers. This conservesbandwidthbyallowing theswitch

to sendmulticast traffic to only those interfaces that are connected to devices that

want to receive the traffic (instead of flooding the traffic to all the downstream VLAN

interfaces).

[See IGMP Snooping Overview.]

• Multicast flow groups (QFabric systems)—Node devices usually forward multicast
traffic on all available Interconnect devices to distribute the load balancing replication

load. As a result, redundant multicast streams can flow through one Interconnect

device, making that Interconnect device a potential single point of failure for the

redundant flows. Some applications require that the redundant multicast streams

flow through different Interconnect devices to prevent a single Interconnect device

from potentially dropping both streams of multicast traffic during a failure. You can

enforce this use of dual Interconnect devices by using the QFabric flow segregation

feature.

[See Understanding QFabric Multicast Flow Groups.]

• PIM-SSM (QFabric systems)—Protocol Independent Multicast source-specific
multicast (PIM-SSM) uses a subset of PIM sparsemode and IGMP version 3 (IGMPv3)

to enable a client to receive multicast traffic directly from the source. PIM SSM uses

the PIM sparse-mode functionality to create a shortest-path tree (SPT) between the

client and the source, but builds the SPT without the help of a rendezvous point.

[See PIM SSM.]
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Network Management andMonitoring

• CloudAnalyticsEngine (QFX5100switches)—Usesnetwork dataanalysis to improve
application performance and availability. Cloud Analytics Engine includes data

collection, analysis, correlation, and visualization, helping you better understand the

behavior of workloads and applications across the physical and virtual infrastructure.

Cloud Analytics Engine provides an aggregated and detailed level of visibility, tying

applications and the network together, and an application-centric view of network

status, improving your ability to quickly roll out new applications and troubleshoot

problems.

[See Cloud Analytics Engine.]

Open vSwitch Database (OVSDB)

• Automatic configuration of OVSDB-managed VXLANswith trunk interfaces
(QFX5100switches)—InaVMwareNSXforMulti-Hypervisor environment for thedata
center, the QFX5100 switch can automatically configure an OVSDB-managed VXLAN

and one or more interfaces associated with the VXLAN, thereby eliminating the need

for you to perform these tasks, using the Junos OS CLI. The automatic configuration

of theVXLANandassociated interfaces is basedon theconfigurationof a logical switch

inNSXManager or in theNSXAPI. Starting in JunosOSRelease14.1X53-D15, the switch

supports the automatic configuration of trunk interfaces and their association with an

OVSDB-managed VXLAN. In this situation, trunk interfaces enable the support of

multiple softwareapplications runningdirectly onaphysical server that generate traffic

that must be isolated by OVSDB-managed VXLANs.

[SeeUnderstanding How to Set Up Virtual Extensible LANs in anOpen vSwitch Database

Environment.]

• OVSDBsupportwithNSX(QFX5100VirtualChassis,VirtualChassisFabric)—Starting
with JunosOSRelease 14.1X53-D15, the JunosOS implementationof theOpenvSwitch

Database (OVSDB)management protocol provides ameans through which VMware

NSXcontrollers andaQFX5100VirtualChassis or aVirtualChassis Fabric that includes

QFX5100 switches only can communicate. In an NSXmulti-hypervisor environment,

NSXversion4.0.3and later controllers andaQFX5100VirtualChassis orVirtualChassis

Fabric can exchange control and statistical information via the OVSDB schema for

physical devices, thereby enabling virtualmachine (VM) traffic fromentities in a virtual

network to be forwarded to entities in a physical network and vice versa.

You can set up a connection between the QFX5100management interface (em0 or

em1) and an NSX controller.

[See Setting Up Open vSwitch Database Connections Between Junos OS Devices and

Controllers.]

QFabric Systems

• QFabric system software downgrade support (QFabric systems)—Starting with
Junos OS 14.1X53-D15, downgrading software provides a quick recovery mechanism

toaprevious software versionandconfiguration file in caseswherea softwareupgrade

or configuration changes havemade the QFabric system unstable or inoperable. The

recoverymechanism consists of a “restore-point,” which is a snapshot of the software

Copyright © 2017, Juniper Networks, Inc.58

Release Notes: Junos OS Release 14.1X53-D40 for the EX Series and QFX Series

http://www.juniper.net/techpubs/en_US/junos14.1/information-products/pathway-pages/qfx-series/cloud-analytics-engine.html
http://www.juniper.net/techpubs/en_US/junos14.1/topics/concept/sdn-ovsdb-bridge-domains-vlans-d15.html
http://www.juniper.net/techpubs/en_US/junos14.1/topics/concept/sdn-ovsdb-bridge-domains-vlans-d15.html
http://www.juniper.net/techpubs/en_US/junos14.1/topics/task/configuration/sdn-ovsdb-connections-setting-up.html
http://www.juniper.net/techpubs/en_US/junos14.1/topics/task/configuration/sdn-ovsdb-connections-setting-up.html


on the QFabric system as well as the configuration that can be rolled back to.

Downgrade support does not replace the existing backup and restore functionality.

• To enable software downgrade:

• Create a restore-point.

NOTE: You can only create one restore-point at a time. Creating a new
restore-point deletes the existing restore-point if there is one. Also, all
CLI commands are blocked while creating a restore-point.

To create a restore-point, issue the request systemsoftware restore-point command.

• To roll back to the restore-point, issue the request system software

recover-from-restore-point command.

• To display the status of the Director group after creating a restore-point for the

QFabric system, issue the show system software restore-point status command.

Security

• ErrormessagedisplayedwhenTCAM is full (QFX5100 switches)—Firewall filters are
stored in ternary contentaddressablememory (TCAM).Withprevious versionsof Junos

OS, if you configure a firewall filter that cannot fit into the available TCAM space, the

filter defaults to "permit any," and no error message is displayed in the CLI. With Junos

OS Release 14.1X53-D15, an error message is displayed in the CLI if this occurs.

[See Planning the Number of Firewall Filters to Create.]

• MediaAccessControlSecurity(MACsec)support(QFX5100-24Qswitches)—Starting
with Junos OS Release 14.1X53-D15, MACsec is supported on all eight SFP+ interfaces

on theEX4600-EM-8Fexpansionmodulewhen it is installed inaQFX5100-24Qswitch.

MACsec is an industry-standard security technology that provides secure

communication for all traffic on point-to-point Ethernet links. MACsec is capable of

identifying and preventingmost security threats, and can be used in combination with

other securityprotocols toprovideend-to-endnetworksecurity.MACsec is standardized

in IEEE 802.1AE.

[See Understanding Media Access Control Security (MACsec).]
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Virtual Chassis and Virtual Chassis Fabric

• Increase vmember limit to 512k support (Virtual Chassis Fabric)—Increases the
number of vmembers to 512k. For example, to calculate howmany interfaces are

required tosupport4000VLANs,divide themaximumnumberof vmembers (512,000)

by the number of configured VLANS (4000). In this case, 128 interfaces are required.

[See Understanding Bridging and VLANs.]

VLAN Infrastructure

• Support forprivateVLANs(QFX5100switches)—VLANs limitbroadcasts tospecified
users. Private VLANs (PVLANs) take this concept a step further by splitting the

broadcastdomain intomultiple isolatedbroadcast subdomainsandessentially putting

secondary VLANs inside a primary VLAN. PVLANs restrict traffic flows through their

member switch ports (called “private ports”) so that these ports communicate only

with a specified uplink trunk port or with specified ports within the same VLAN. The

uplink trunk port is usually connected to a router, firewall, server, or provider network.

EachPVLANtypically containsmanyprivateports that communicateonlywitha single

uplink, thereby preventing the ports from communicating with each other.

Just like regular VLANs, PVLANs are isolated on Layer 2 and require that a Layer 3

device be used to route traffic among them. PVLANs are useful for restricting the flow

of broadcast and unknownunicast traffic and for limiting the communication between

known hosts. Service providers use PVLANs to keep their customers isolated fromone

another.

[See Understanding Private VLANs.]

New Features in Release 14.1X53-D10

Authentication and Access Control

• IPv6 for RADIUS AAA (QFX5100 switch and Virtual Chassis)—Starting with Junos
OS Release 14.1X53-D10, QFX5100 switches and QFX5100 Virtual Chassis support

IPv6, along with the existing IPv4 support, for user authentication, authorization, and

accounting (AAA) using RADIUS servers.

RADIUS authentication is a method of authenticating users who attempt to access

the router or switch. TouseRADIUSauthenticationon the switch, configure information

about one or more RADIUS servers on the network by including one radius-server

statement at the [edit system] hierarchy level for each RADIUS server.

When youconfigure a sourceaddress for each configuredRADIUSserver, eachRADIUS

request sent to a RADIUS server uses the specified source address.

• Authentication—Specify which source address Junos OS uses when accessing your

network to contact an external RADIUS server for authentication. You configure the

IPv6 source address for RADIUS authentication at the [edit system radius-server

server-address source-address] hierarchy level.

• Accounting—Specifywhichsourceaddress JunosOSuseswhencontactingaRADIUS

server for sending accounting information. You configure the IPv6 source address
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for RADIUS authentication at the [edit system accounting destination radius server

server-address source-address] hierarchy level.

[See source-address.]

Bridging and Learning

• MAC notification (QFX5100)—Starting with Junos OS Release 14.1X53-D10, MAC
notification is supportedonQFX5100switches. The switches track clientsonanetwork

by storingMACaddresses in theEthernet switching tableon theswitch.Whenswitches

learn or unlearn a MAC address, SNMP notifications can be sent to the network

management system at regular intervals to record the addition or removal of the MAC

address. This process is known as MAC notification.

The MAC Notification MIB controls MAC notification for the network management

system.

The MAC notification interval defines how often these SNMP notifications are sent to

the network management system. The MAC notification interval works by tracking all

MACaddressadditionsor removalson theswitchoveraperiodof timeand thensending

all tracked MAC address additions or removals to the network management server at

the end of the interval.

Enabling MAC notification allows you to monitor the addition and removal of MAC

addresses from the Ethernet switching table remotely using a network management

system. The advantage of setting a high MAC notification interval is that the amount

of network traffic is reduced because updates are sent less frequently. The advantage

of setting a lowMAC notification interval is that the network management system is

better synchronized with the switch.

Two newMIBs related to MAC notification are provided at Junos OS Release

14.1X53-D10. See “Documentation Updates” on page 102.

[See Configuring MAC Notification (CLI Procedure).]

• DefaultVLANandmultipleVLAN range support (QFX5100)—Startingwith JunosOS
Release 14.1X53-D10, the default VLAN andmultiple VLAN range are supported on

QFX5100 switches. They provide the ability for the switch to operate as a plug and play

device and connect to various Ethernet-enabled devices in a small, scaled enterprise

network. When the switch boots, a VLAN named default is created. The default VLAN

is automatically created for every routing instance that belongs to a type of

virtual-switch and for the default routing instance named default-switch. All interfaces

on the switch are automatically configured as access interfaces and are part of the

default VLAN.

The default VLAN accepts and forwards untagged packets only and is preconfigured

with a VLAN ID (vlan-id) of 1. The default VLAN does not support a VLAN ID list

(vlan-id-list), vlan-id set to all, or vlan-id set to none. You can configure the VLAN ID

to be another value, but the value must be between 1 and 4093.

Access interfaces that are VoIP-enabled or 802.1X-enabled are internally converted

to trunk interfaces, so that the interfacescanbelong tomultipleVLANs. If the interfaces

do not belong to a valid VLAN, the interfaces automatically becomepart of the default

VLAN.
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You can configure more than one VLAN range, and each range can contain unique

VLAN properties.

NOTE: Virtual Chassis interfaces cannot be preconfigured to belong to the
default VLAN or any other VLAN.

NOTE: For interfaces to be part of the default VLAN, youmust configure
the interfaces tobepartof theEthernet switching family.Youcanconfigure
Ethernet switching at the [edit interfaces interface-name unit family] CLI

hierarchy level.

• Ethernet ring protection switching (QFX5100)—Starting with Junos OS Release
14.1X53-D10, Ethernet ring protection switching (ERPS) is supported on QFX5100

switches. ERPS helps achieve high reliability and network stability. Links in the ring

never form loops that fatally affect the network operation and services availability.

[See Understanding Ethernet Ring Protection Switching Functionality.]
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High Availability

• Resilient hashing support for link aggregation groups and equal costmultipath
routes (QFX5100)—Starting with Junos OS Release 14.1X53-D10, resilient hashing is
now supported by link aggregation groups (LAGs) and equal cost multipath (ECMP)

sets.

A LAG combines Ethernet interfaces (members) to form a logical point-to-point link

that increases bandwidth, provides reliability, and allows load balancing. Resilient

hashing enhances LAGs byminimizing destination remapping when a newmember is

added to or deleted from the LAG.

Resilient hashing works in conjunction with the default static hashing algorithm. It

distributes traffic across all members of a LAG by tracking the flow’s LAGmember

utilization. When a flow is affected by a LAGmember change, the packet forwarding

engine (PFE) rebalances the flow by reprogramming the flow set table. Destination

paths are remappedwhen a newmember is added to or existingmembers are deleted

from a LAG.

Resilient hashingapplies only tounicast traffic and supports amaximumof 1024LAGs,

with each group having amaximum of 256members.

An ECMP group for a route contains multiple next-hop equal cost addresses for the

same destination in the routing table. (Routes of equal cost have the same preference

andmetric values.)

JunosOS uses a hash algorithm to choose one of the next-hop addresses in the ECMP

group to install in the forwarding table. Flows to the destination are rebalanced using

resilient hashing.

Resilient hashing enhances ECMPs byminimizing destination remapping when a new

member is added to or deleted from the ECMP group.

[See Understanding the Use of Resilient Hashing to Minimize Flow Remapping in Trunk

Groups.]

Infrastructure

• Licensing enhancements (QFXSeries)—Startingwith JunosOSRelease 14.1X53-D10,
licensing enhancements on QFX Series switches enable you to configure and delete

license keys in a Junos OS CLI configuration file. The license keys are validated and

installed after a successful commit of the configuration file. If a license key is invalid,

the commit fails and issues an errormessage. You can configure individual license keys

or multiple license keys by issuing Junos OS CLI commands or by loading the license

key configuration contained in a file. All installed license keys are stored in the

/config/license/ directory.

To install an individual license key in the JunosOSCLI, issue the set system license keys

key name command, and then issue the commit command.

For example:

[edit]
root@switch# set system license keys key "JUNOS_TEST_LIC_FEAT testabc123"
root@switch# commit
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commit complete

To verify that the license key was installed, issue the show system license command.

For example:

root@switch> show system license
License usage: 
                                 Licenses     Licenses    Licenses    Expiry

  Feature name                       used    installed      needed 
  sdk-test-feat1                        0            1           0    
permanent

Licenses installed: 
  License identifier: JUNOS_TEST_LIC_FEAT
  License version: 2
  Features:
    sdk-test-feat1   - JUNOS SDK Test Feature 1
      permanent

To install multiple license keys in the Junos OS CLI, issue the set system license keys

key name command, and then issue the commit command.

For example:

[edit]
root@switch# set system license keys key "key_1"
set system license keys key "key_2"
set system license keys key "key_2"
set system license keys key "key_4"
root@switch# commit
commit complete

To verify that the license key was installed, issue the show system license command.

To install an individual license key configuration in a file, issue the cat command:

For example:

[edit]
root@switch%cat license.conf
system {
    license {
        keys {
           key "JUNOS_TEST_LIC_FEAT testabc123";
        }
    }
}

Load andmerge the license configuration file.

For example:

[edit]
root@switch# loadmerge license.conf
load complete 

Issue the show|comparecommand to see theconfiguration, and then issue the commit

command.

For example:
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[edit]
root@switch# show | compare
[edit system]
+   license {
+       keys {
+           key "JUNOS_TEST_LIC_FEAT testabc123";
+       }
+   }

[edit]
root@switch# commit

To verify that the license key was installed, issue the show system license command.

For example:

root@switch> show system license
License usage: 
                                 Licenses     Licenses    Licenses    Expiry

  Feature name                       used    installed      needed 
  sdk-test-feat1                        0            1           0    
permanent

Licenses installed: 
  License identifier: JUNOS_TEST_LIC_FEAT
  License version: 2
  Features:
    sdk-test-feat1   - JUNOS SDK Test Feature 1
      permanent

To install multiple license keys in a file, issue the cat command:

For example:

[edit]
root@switch%cat license.conf
system
{
license
{
  keys
  {
   key "key_1"
   key "key_2"
   key "key_3"
   ...
   key "key_n"
  }
}

Load andmerge the license configuration file, and then issue the commit command.

For example:

[edit]
root@switch# loadmerge license.conf
load complete 

[edit]
root@switch# commit

To verify that the license key was installed, issue the show system license command.
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You can also delete or deactivate individual andmultiple license keys in the Junos OS

CLI by issuing the delete system license keys or deactivate system license keys

commands.Donotuse the requestsystemlicensedeletecommandtodelete the license

keys.

For example, to issue the delete system license keys command:

[edit]
root@switch# delete system license keys
root@switch# commit

Interfaces and Chassis

• Fast reboot option (QFX5100)—Startingwith JunosOSRelease 14.1X53-D10, you can
enhance the reboot time on a QFX5100 by issuing the new fast-boot option with the

requestsystemrebootcommand(requestsystemreboot fast-boot). Theswitch reboots

in such a way as to minimize downtime of network ports by not bringing the network

ports down immediately as in the normal reboot option. There is minimal traffic loss

while the forwarding device is reprogrammed.

[See request system reboot.]

• Keepa link uponamultichassis link aggregation group (MC-LAG)whenLACP is not
configured on one of theMC-LAG peers (QFX5100 switch)—Junos OS Release
14.1X53-D10providesconnectivity fromprovider edgedevices tocustomeredgedevices

when LACP is not configured on a customer edge device. The customer edge device

must have one link connected to the provider edge device, though, andmultichassis

link aggregationmustbe configuredbetween theprovider edgedevices in theMC-LAG.

You can configure the force-up feature in Link Aggregation Control Protocol (LACP)

on the provider edge device for which you need connectivity. Additionally, only one

member interface in the aggregated Ethernet interface can be active, otherwise the

provider edge device will receive duplicate packets.

[See Forcing MC-LAG Links or Interfaces with Limited LACP Capability to Be Up.]

Layer 3 Features

• Loop-free alternates (QFX5100)—Starting with Junos OS Release 14.1X53-D10,
QFX5100 switches support loop-free alternates (LFA) to compute backup next hops

for IS-IS routes, providing IP fast-reroute capability for IS-IS routes. These routes, with

precomputed backup next hops, are preinstalled in the Packet Forwarding Engine,

which performs a local repair and switches to the backup next hop when the link for

the primary next hop for a particular route is no longer available. With local repair, the

Packet Forwarding Engine can correct a path failure before it receives recomputed

paths from the Routing Engine. Local repair reduces the amount of time needed to

reroute traffic to less than 50milliseconds. You can configure loop-free alternates

(LFA) for IS-IS at the [edit protocols isis] hierarchy level.

• IS-IS support (QFX5100)—Starting with Junos OS Release 14.1X53-D10, on QFX5100
switches, the IS-IS protocol has extensions to differentiate between different sets of

routing information sent between routers and switches for unicast andmulticast. IS-IS

routes can be added to theRPF tablewhen special features such as traffic engineering
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and shortcuts are turned on. You configure the feature under the [edit protocols isis]

hierarchy level.

MPLS

• MPLS-basedLayer 3VPNs (QFX5100)—Startingwith JunosOSRelease 14.1X53-D10,
MPLS-based Layer 3 VPNs are supported on QFX5100 switches.

Customernetworksareprivateandcanuseeitherpublicaddressesorprivateaddresses.

When customer networks that use private addresses connect to the public Internet

infrastructure, the private addresses might overlap with private addresses being used

by other network users. MPLS BGP VPNs solve this problem by adding the route

distinguisher prefix to the route.

You can configure the switch as a CE or PE using Layer 3 MPLS/BGP VPN for

interprovider and carrier-of-carrier VPNs. The key difference between interprovider

and carrier-of-carriers VPNs is whether the customer sites belong to the same

autonomous system (AS) or to a separate AS:

• InterproviderVPNs—Thecustomersitesbelong todifferentASs.Youneed toconfigure

EBGP to exchange the customer’s external routes.

• Carrier-of-carriers VPNs—The customer sites belong to the same AS. You need to

configure IBGP to exchange the customer’s external routes.

• Ethernet-over-MPLS (L2 circuit) (QFX5100)—Starting with Junos OS Release
14.1X53-D10, Ethernet-over-MPLS is supported on QFX5100 switches.

Ethernet-over-MPLS enables you to send Layer 2 Ethernet frames transparently over

an MPLS cloud. Ethernet-over-MPLS uses a tunneling mechanism for Ethernet traffic

through an MPLS-enabled Layer 3 core. It encapsulates Ethernet protocol data units

(PDUs) inside MPLS packets and forwards the packets, using label stacking, across

the MPLS network.

This technology has applications in service provider, enterprise, and data center

environments. For disaster recovery purposes, data centers are hosted inmultiple sites

that are geographically distant and interconnected using aWAN network. These data

centers require Layer 2 connectivity between them for the following reasons:

• To replicate the storage over Fibre Channel over IP (FCIP). FCIP works only on the

same broadcast domain.

• To run a dynamic routing protocol between the sites.

• Tosupport highavailability clusters that interconnect thenodeshosted in thevarious

data centers.

• MPLS LSP protection (QFX5100)—Starting with Junos OS Release 14.1X53-D10, the
following types of MPLS LSP protection are supported on QFX5100 switches:

• Fast reroute (FRR)

• Link protection

• Node link protection

[ SeeMPLSOverview.]
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Network Management andMonitoring

• Chef for Junos OS (QFX5100)—Starting with Junos OS Release 14.1X53-D10, Chef for
Junos OS is supported on all QFX5100 switches, not just QFX5100 switches that are

running Junos OSwith automated enhancements for QFX5100 switches.

• Puppet for JunosOS(QFX5100)—Startingwith JunosOSRelease 14.1X53-D10,Puppet
for Junos OS is supported on QFX5100 switches that are not running Junos OSwith

automated enhancements for QFX5100 switches.

• IEEE 802.3ah (QFX5100)—Starting with Junos OS Release 14.1X53-D10, QFX5100
switches support the IEEE 802.3ah standard for the Operation, Administration, and

Maintenance (OAM) of Ethernet in networks. The standard defines OAM link fault

management (LFM). You can configure IEEE 802.3ah OAM LFM on point-to-point

Ethernet links that are connectedeither directly or throughEthernet repeaters. Ethernet

OAM provides the tools that network management software and network managers

can use to determine how a network of Ethernet links is functioning. You configure the

feature under the [edit protocols oam ethernet] hierarchy level.
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OpenFlow

• Support for OpenFlow v1.0 and v1.3.1 (QFX5100)—Starting with Junos OS Release
14.1X53-D10, QFX5100 switches support OpenFlow v1.0 and v1.3.1. OpenFlow v1.0

enables you to control traffic in an existing network by adding, deleting, andmodifying

flows in the switch. You can configure one OpenFlow virtual switch and one active

OpenFlow controller under the [edit protocols openflow] hierarchy on each QFX5100

switch in the network.

In addition to the OpenFlow v1.0 functionality, OpenFlow v1.3.1 allows the action

specified in one or more flow entries to direct packets to a base action called a group.

The purpose of the group action is to further process these packets and assign amore

specific forwarding action to them. You can view groups that were added, modified,

or deleted from the group table by way of the OpenFlow controller using the show

openflow groups command. You can view group statistics using the show openflow

statistics groups command.

OpenFlow v1.0 and v1.3.1 are not supported on MX Series routers or EX9200 switches

in Junos OS Release 14.1X53-D10. OpenFlow v1.0 is supported in Junos OS Release 14.1

on these platforms.

[See Understanding OpenFlowOperation and Forwarding Actions on Devices Running

Junos OS.]

Open vSwitch Database (OVSDB)

• OVSDB support with NSX (QFX5100)—Starting with Junos OS Release 14.1X53-D10,
the Junos OS implementation of the Open vSwitch Database (OVSDB)management

protocol provides ameans through which VMware NSX controllers and QFX5100

switches that support OVSDB can communicate. In an NSXmulti-hypervisor

environment, NSX version 4.0.3 controllers and QFX5100 switches can exchange

control and statistical information via theOVSDBschema for physical devices, thereby

enabling virtualmachine (VM) traffic fromentities in a virtual network to be forwarded

to entities in a physical network and vice versa.

You can set up a connection between the QFX5100management interface (em0 or

em1) and an NSX controller.

[See Setting Up Open vSwitch Database Connections Between Junos OS Devices and

Controllers.]

Security

• Portmirroring to IPaddress(QFX5100)—Startingwith JunosOSRelease 14.1X53-D10,
you can sendmirrored packets to an IP address over a Layer 3 network (for example,

if there is no Layer 2 connectivity to the analyzer device). This feature also enables you

to apply an IEEE-1588 timestamp to themirrored packets.

Software Installation

• Open Source Pythonmodules supported in automation enhancement
(QFX5100)—Starting with Junos OS Release 14.1X53-D10, these Open Source Python
modules are pre-installed in the jinstall-qfx-5-flex-x.tgz software bundle:
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• ncclient—Facilitates client scripting and application development through the

NETCONF protocol.

• lxml—Combines the speed and XML feature completeness of the C libraries libxml2

and libxslt with the simplicity of a native Python API.

• jinja2—Serves as a fast, secure, designer-friendly templating language.

[SeeOverview of Python with QFX5100 Switch Automation Enhancements.]

Virtual Chassis and Virtual Chassis Fabric

• Alias support for Virtual Chassis and Virtual Chassis Fabric (VCF) nodes—Starting
with Junos OS Release 14.1X53-D10, an alias can be used to label nodes in a Virtual

Chassis and VCF. An alias allows you to more clearly identify a member switch in your

Virtual Chassis or VCF by assigning a text label to it. The text label appears alongside

the switch's serial number whenever operational commands, such as show

virtual-chassis, are used to monitor Virtual Chassis status.

[See aliases.]

• Local linkbiassupport forVirtualChassiswithQFXSeriesmemberswitches—Starting
with Junos OS Release 14.1X53-D10, Virtual Chassis Local Link Bias is available on Link

Aggregation Group (LAG) bundles on QFX3500 Virtual Chassis, QFX3600 Virtual

Chassis, andmixed QFX3500 and QFX3600 Virtual Chassis. Virtual Chassis local link

biasconservesbandwidthonVirtualChassisports (VCPs)byusing local links to forward

unicast traffic exiting a Virtual Chassis that has a LAG bundle composed of member

linksondifferentmember switches in the sameVirtualChassis. A local link is amember

link in the LAG bundle that is on themember switch that received the traffic. Because

traffic is received and forwarded on the samemember switch when local link bias is

enabled, no VCP bandwidth is consumed by traffic traversing the VCPs to exit the

Virtual Chassis using a different member link in the LAG bundle.

[See Understanding Local Link Bias.]

• Adaptive load balancing support (Virtual Chassis Fabric)—Starting with Junos OS
Release 14.1X53-D10, adaptive load balancing (ALB) is supported in Virtual Chassis

Fabric (VCF). ALB improves traffic management within a VCF by using dynamic load

information to make traffic forwarding decisions. ALB introduces amethod to better

manage extremely large traffic flows—elephant flows—by splicing them into smaller

flows—flowlets—and individually forwarding the flowlets across the VCF to the same

destination device over different paths.

[See Understanding Traffic Flow Through a Virtual Chassis Fabric.]
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VXLAN

• Layer 2 VXLAN gateway (QFX5100)—Starting with Junos OS Release 14.1X53-D10,
VXLAN is an overlay technology that enables you to stretch Layer 2 connections over

an intervening Layer 3 network by encapsulating (tunneling) Ethernet frames in a

VXLAN packet that includes IP addresses. You can use VXLAN tunnels to enable

migration of virtual machines between servers that exist in separate Layer 2 domains

by tunneling the traffic through Layer 3 networks. This functionality enables you to

dynamically allocate resources within or between data centers without being

constrained by Layer 2 boundaries or being forced to create large or geographically

stretched Layer 2 domains. Using VXLANs to connect Layer 2 domains over a Layer 3

networkmeans that you do not need to use STP to converge the topology (so no links

are blocked) but can usemore robust routing protocols in the Layer 3 network instead.

[See Understanding VXLANs.]
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Changes in Behavior and Syntax

This section lists the changes in behavior of JunosOS features and changes in the syntax

of Junos OS statements and commands from Junos OS Release 14.1X53 for QFX Series.

• Authentication and Access Control

• Interfaces and Chassis

• Open vSwitch Database (OVSDB)

• SNMP

• Software Upgrade

• Virtual Chassis and Virtual Chassis Fabric

Authentication and Access Control

• Increase in TACACSmessage length (QFX Series)—Starting with Junos OS Release
14.1X53-D40, the length of TACACSmessages allowed on Junos devices has been

increased from 8150 to 65535 bytes.

Interfaces and Chassis

• ARP andMAC table synchronization duringMC-LAG troubleshooting (QFX Series
switches and EX4300 switches)—Starting in Junos OS Release 14.1X53-D40, the
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arp-l2-validate CLI statement is supported at the [edit interfaces irb] hierarchy level

for QFX Series switches and EX4300 switches. This command can be used to help

maintain ARP and MAC table synchronization in an MC-LAG to prevent traffic loss

while troubleshooting network problems that cause inconsistencies between the two

tables.

[See TroubleshootingMultichassis Link Aggregation and arp-l2-validate.]

• Configuring unified forwarding table profiles (EX4600 Virtual Chassis, QFX5100
VirtualChassis, andQFXSeriesVirtualChassisFabric)—Starting in JunosOSRelease
14.1X53-D40, Packet Forwarding Engines on switches in a Virtual Chassis or Virtual

Chassis Fabric (VCF) do not automatically restart upon configuring and committing a

unified forwarding table profile change using the set chassis forwarding-options

statement. Instead, amessage isdisplayedat theCLI promptand logged to the switch’s

system log, prompting you to reboot the Virtual Chassis or VCF for the change to take

effect. This changeavoidsVirtualChassis orVCF instability thatmight occurwith these

switches if the profile update propagates to member switches and otherwise causes

multiple Packet Forwarding Engines to automatically restart at the same time. This

behavior change does not apply to other switch types or to EX4600 and QFX5100

switches not in a Virtual Chassis or VCF; in those cases, the switch continues to restart

automatically when a unified forwarding table profile change is committed.

We recommend that you plan to make profile changes in a Virtual Chassis or VCF

comprised of these switches only when you can perform a Virtual Chassis or VCF

system reboot shortly after committing the configuration update, to avoid instability

if oneormoremember switches restart unexpectedlywith thenewconfiguration (while

the remaining members are still running the old configuration).

[See Configuring the Unified Routing Table and forwarding-options (chassis).]

• New vc-path command display for Virtual Chassis Fabric (VCF)—Starting in Junos
OS Release 14.1X53-D40, the output from the show virtual-chassis vc-path command

displays additional fields when showing the forwarding path from a source interface

to a destination interface in aVirtual Chassis Fabric (VCF), including details ofmultiple

possible next hops. The vc-path command display for a forwarding path in a Virtual

Chassis remains unchanged.

[See show virtual-chassis vc-path.]
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Open vSwitch Database (OVSDB)

• Automatic configuration of trunk interfaces that handle untagged packets in
OVSDB-managed VXLANs (QFX5100, QFX5100VC)—In previous Junos OS releases,
if you specified a VLAN ID of 0 for a logical switch port in VMware NSXManager or in

the NSX API, the QFX5100 switch automatically configured an access interface to

handle untagged packets in the associated Open vSwitch Database (OVSDB)

–managed Virtual Extensible LAN (VXLAN). Starting with 14.1X53-D26, specifying a

VLAN ID of 0 in a logical switch port configuration causes the QFX5100 switch to

automatically configure a trunk port. To enable the trunk port to handle untagged

packets, the QFX5100 switch also configures a native VLANwith an ID of 4094. Upon

receipt of an untagged packet, the trunk interface adds a VLAN tag of 4094 to the

packet and removes the tag as the packet exits the interface, thereby rendering the

packet as untagged again.

This change supports the division of an OVSDB-managed physical interface into

multiple logical interfaces, some of which are associated with VXLANs that have

untagged packets and some of which are associated with VXLANs that have tagged

packets.

SNMP

• Change in value for a QFabric SNMP object—The jnxFabricDeviceEntryName object
now displays the alias of the device and the jnxFabricDeviceEntryDescription object

contains the serial number only.

Software Upgrade

• A controlled version of Junos OS is introduced for the QFX Series in Junos OS Release

14.1X53-D15. The controlled version of Junos OS is required to enable Media Access

Control security (MACsec) on a switch. The controlled version of a Junos OS release

contains all features and functionality available in the standard version of the Junos

OS release while also supporting MACsec. The controlled version of Junos OS is not,

by default, shippedonanyQFXSeries switch. You candownload the controlled version

of Junos OS from the Software Download Center, provided that you are located in a

geography where you are allowed to download the controlled version of Junos OS. If

you are unsure of which version of Junos OS is running on your switch, enter the show

version command. If the “JUNOS Crypto Software Suite” description appears in the

output, you are running the controlled version of Junos OS.

The controlled version of Junos OS contains encryption and is, therefore, not available

to customers in all geographies. The export and re-export of the controlled version of

Junos OS is strictly controlled under United States export laws. The export, import,

and use of the controlled version of JunosOS is also subject to controls imposed under

the laws of other countries.

If youhavequestionsaboutacquiring thecontrolled versionof JunosOS in your country,

contact the Juniper Networks Trade Compliance group at

compliance_helpdesk@juniper.net.
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Virtual Chassis and Virtual Chassis Fabric

• NewVCFmulticast distribution tree configuration option—Starting with Junos OS
Release 14.1X53-D35, a new Virtual Chassis Fabric (VCF) configuration option,

fabric-tree-root, is available on EXSeries andQFXSeries devices in an autoprovisioned

orpreprovisionedVCF.ThisoptionchangeshowtheVCFbuilds themulticastdistribution

trees (MDTs) used for forwarding and load-balancing broadcast, unknown unicast,

andmulticast (BUM) traffic within the VCF. By default, a VCF builds MDTs with each

VCFmember as the root of a tree, creating as many MDTs as members in the VCF.

Setting the fabric-tree-root option for one or more members preempts this behavior.

Instead, for eachmember configured with this option, the VCF only builds MDTs with

thosemembers as root nodes (referred to as the fabric tree roots). The recommended

usage of this option is to set all spine devices in the VCF, and only spine devices, as

fabric tree roots.

Using this option avoids traffic interruption in a VCF when a leaf device becomes

unavailable and the VCF needs to redistribute traffic within the VCF over the available

MDTs. Using only spine-rooted MDTs provides a redistribution path to any destination

leaf member directly through a spine member, and prevents traffic from flowing

redundantly over paths to and from leaf members (which happens with leaf-rooted

MDTs, creating excess traffic load in large VCFs).

[See fabric-tree-root.]
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• Known Issues on page 88
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• Documentation Updates on page 102
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• Product Compatibility on page 108

Known Behavior

This section lists the limitations in Junos OS Release 14.1X53 for the QFX Series.

High Availability

• On a Virtual Chassis Fabric that has more than two Routing Engines configured, a

nonstop software upgrade (NSSU)might not succeed. PR1081786

• On a QFX5100 switch, when you perform an in-service software upgrade (ISSU),

interfaces configured with the Link Aggregation Control Protocol (LACP) and with the

speed set to fast will come up and go down, causing all protocols on the interface to

come up and go down. As a workaround, before you perform an ISSU, configure the

LACP speed setting to slow on the switch and its peers. PR1106510

• On an EX4300 or aQFX5100Virtual Chassis, when you perform anNSSU, theremight

bemore than five seconds of traffic loss for multicast traffic. PR1125155
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• On a QFX Virtual Chassis or Virtual Chassis Fabric, an NSSU to Release 14.1X53-D35

might cause a traffic loss of a few seconds for BUM traffic. PR1128208

• OnaQFX5100VirtualChassis,when youperformanonstop softwareupgrade (NSSU)

from Junos OS Release14.1X53-D30.6 to Junos OS Release 14.1X53-D32, there might

be traffic loss for up to one second. PR1154635

• During a QFabric NSSU from Junos OS Release 12.2X50 to Release 14.1X53, multicast

traffic might be impacted (loss or duplication) for up to 60 seconds while upgrading

ICs. The variation in loss duration depends on the number of front/back cards on the

IC, number of distribution trees passing through those ICs, and so on, because all

forwarding paths need to be set up afresh after an upgrade. PR1225870

• On QFabric systems, when the RSNG backup has a lower MAC/SYSID at reboot, you

might observe an abrupt mastership switchover.

As a workaround for the RSNG backup reboot:

1. ssh login to the RSNGmaster.

2. Execute this command to get access to the RSNG backup: request sessionmember

fpc-number backup.

3. Go to CLI mode on the RSNG backup, go to edit mode, and execute the following

commands: set interfacesme5 disable; set interfacesme6 disable.

4. On commit it will ask for confirmation ?confirm ?yes? and press enter. This will

automatically reboot the RSNG backup.

PR1240951

Infrastructure

• On QFX5100 switches, Ethernet VPN (EVPN) routes from compute nodes can be

withdrawnwhennochangehas takenplaceoneither thecomputenodeor theQFX5100

switch. PR1106510

• On a QFX5100 switch that has performed a pseudowire switchover, traffic might drop

for 10 seconds immediately after the switchover. PR1049606

Interfaces and Chassis

• On a QFX5100 switch, high ICMP delays are experienced when pinging directly

connected integrated routing and bridging (IRB) interfaces. PR966905

• On a QFX5100 switch, if you configure MC-LAG, IRBmac sync, and LACP force up, the

numberofpackets received(rx)mightbe twice theamount sent (tx) fromthecustomer

edge to the core. PR1015655

• If a transceiver is removed from a port on a QFX5100, QFX3600, or EX4300 switch

within 30 seconds of converting the port into a Virtual Chassis port (VCP), the port

might not get initialized as a VCP. PR1029829

• QFX5100-48T 10gbase-T copper ports support 100m speed in both autonegotiation

and force speedmode. To configure 100m speed in autonegotiation mode, youmust
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configure 100m speed on the peer. To configure 100m speed in force speedmode, you

must delete the interface by using the delete interface ether-options auto-negotiation

configuration command. Deleting the interface sets the port into force speedmode, in

which 10gbase-T copper ports support only 100m speed. Therefore, the port speed

mode is automatically set to 100m. That is, you do not need to explicitly configure the

speed as 100m in force speedmode. PR1044860

NOTE: In Junos OS Release 14.1X53-D15, the ether-options statement is

not available in the [edit interfaces interface-name] hierarchy.

• When an EX4600 or a QFX5100 switch is downgraded from Junos OS Release

14.1X53-D15 or later to Junos OS Release 14.1X53-D10 or earlier, the 40-Gbps Ethernet

interfaces on QSFP+ transceivers might not return to the UP state. As a workaround,

power cycle the switch after the Junos OS upgrade. PR1061213

• On 40-gigabit links between EX4300 and QFX5100 switches, youmust disable

auto-negotiation on both ends of the link for the interfaces to remain up. On each

switch, issue the set interface et-x/y/z ether-options no-auto-negotiation command.

Also, because auto-negotiation is disabled, youmust also explicitly configure the

link-mode and speed options on those interfaces. PR1118318

• In a Q-in-Q tunneling configuration on a QFX5100 switch, if you configure a VLAN ID

list on an ingress customer-VLAN (C-VLAN) interface but only configure a VLAN ID

without vlan-id-liston the egress C-VLAN interface, packets that are sent to the egress

C-VLAN interface might be dropped. As a workaround, configure the same VLAN ID

list on both the ingress and the egress C-VLAN interfaces. PR1216732

• In a Q-in-Q tunneling configuration on a QFX5100 switch that is running under Junos

OS Release 14.1X53-D40, if you configure a VLAN ID on the egress UNI interface that

is the same as the SVLAN ID, and if the vlan-id-list statement is not configured on the

logical interface on that UNI interface, Q-in-Q packets might be forwarded out with

dual tagsafter theyexit fromtheUNI interface.We recommendthat youalways include

vlan-id-list in the Q-in-Q configuration.

• On QFX5100 switches, if the loopback interface does not have an accept term for the

management IP address out of the box, all traffic on themanagement port will be

dropped. Youmust configure an explicit accept term on the loopback filter to "allow

all traffic" to pass through themanagement interface. PR1215384
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Layer 2 Features

• On a QFabric system, system logmessages might be flooded during the mapping of

interfaces to VLANs. You can ignore these system logmessages. PR1200853

Layer 3 Protocols

• On QFX5100 switches, if you use the next-table statement in the configuration of a

static route that is part of a virtual routing instance, the switch does not forward ICMP

packets destined to a route that is present in the inet.0 routing table. PR970895

Layer 3 VPNs

• In a Layer 3 VPN, if IRB is used between the penultimate hop and the PE node, you

cannot checkVRFconnectivity usingPE toPEping. Pinging to thePE loopbackaddress

or interface IP address from the remote PE does not work. As a workaround, use CE to

CE ping to verify VRF connectivity. PR1211462

MPLS

• If a link failure occurswhenmultiple LSPs are using a link-protected, fast-rerouted link,

the convergence time is proportional to the number of LSPs sharing the protected link.

PR1015806

• In a scaled configuration for MPLS FRR and L2 circuit, the convergence time for FRR

might increase. For L2 circuit, there might be packet drops. PR1016146

• A pseudowire is a port-based Layer 2 circuit that emulates a service over a packet

switched network (PSN). You can emulate any circuit end to end using a pseudowire.

In the event of a link failure on a transit router that hosts a Layer 2 circuit over an RSVP

tunnel, the traffic convergence time is approximately 350milliseconds for a single

pseudowire. PR1016992

• On a QFX5100 switch, if an MPLS link is in hot standbymode and a pseudowire

switchover is triggered by the event remote site local interface signaled down, traffic

flowing through the pseudowire is dropped. PR1027755

• On a QFX5100 switch that is using the Ethernet taggedmode of operation on a

pseudowire, L2 control protocols can fail to come up between customer edge devices

(CEs) across the pseudowire. This issue is not seen when the pseudowire mode of

operation is Ethernet rawmode. PR1028537

• For an L2 circuit on QFX5100 switches, when IS-IS is used as an IGP between CEs

connected to an L2 circuit, the CEs fail to forman IS-IS adjacency over the pseudowire.

As aworkaround, consider using analternative IGPprotocol, such asOSPF.PR1032007

• On a QFX5100 switch, the enhanced hash key does not work for MPLS-IP packets.

PR1095136

• On QFX5100 switches, MPLS ECMPwith penultimate hop popping (PHP) does not

work with single labels. PR1212113
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Multicast Protocols

• Whenan IGMP leave is sent fromahost to aQFX5100 switch, onepacket permulticast

group is dropped during route programming. PR995331

• OnaQFabric system,when you use the set interfaces vlandisable command to disable

VLAN interfaces that are running multicast at Layer 3, wait up to 4minutes to enable

the VLAN interfaces. Waiting to reenable the interfaces provides the time necessary

to clear Layer 3 multicast groups, preventing the loss of multicast traffic. PR1194388

• OnaQFabric system, rate-limiting is enabledbydefault formulticast traffic.PR1198892

NetworkManagement andMonitoring

• This issue applies to the Cloud Analytics Engine feature. The Compute AgentWeb API

does not provide the option to configure the VXLAN destination port. PR1036372

• This issueapplies to theCloudAnalyticsEngine feature. ComputeAgentCPUutilization

goes up when 50 flows are sent. As a workaround, use staggered probe initiation or

lower the number of probes per second.PR1041190

• This issue applies to the Cloud Analytics Engine feature. The Cloud Analytics Engine

Compute Agent process (cagent) does not start after the server is rebooted. As a

workaround, restart the cagent process manually or with customer automation

framework scripts. PR1041931

• OnaQFX5100switch, theDHCPrelaybindingsofclientsboundviasecondaryaddresses

may get cleared when the primary address on the gateway interface configured as

DHCP Smart Relay is modified or deactivated. PR1084911

• On a QFabric system, an SNMP query might not complete because it is querying a

nonexistent node-group. This node-group is present in the QFabric configuration but

the corresponding node-device has been removed or powered off.

1. 1. From the shell, issuemysql -uroot -ppassword sfcdb -hdb -e "Call

GetSNMPFabricChassisINEs();" to list devices in the database.

2. Determine if there are devices listed that are not supposed to be there.

3. Delete these devices’ configurations from the CLI.

4. From the shell, confirm removal of the devices using the command in Step 1.

PR1235326

• After upgrading from Junos OS Release 12.2 to Junos OS Release 14.1X53-D40 in a

QFabric system, queries for jnxFabricOperatingTable entries in the enterprise-specific

SNMPFabric ChassisMIBmight not return results for the twoDirector groupsDG0and

DG1. You can follow these steps to work around this issue:

1. Remove the file /opt/dcf/config/.add_director from Director groups DG0 and DG1.

2. Run thescript /opt/dcf/scripts/move_cores.shonDirector groupDG0andonDirector

groupDG1. This script is available bydefault on switches running JunosOSandused

at QFabric system setup time to add devices in the system to the MIB database;
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running it after a Junos OS upgrade adds DG0 and DG1 if they were not already

present.

3. Confirm the Director group entries are present using the show snmpmibwalk ...

mib-object CLI command or other SNMPMIB query tools to retrieve

jnxFabricOperatingTable entries.

PR1214737

OVSDB

• On QFX5100 switches, the amount of time that it takes for other Juniper Networks

devices that function as hardware virtual tunnel endpoints (VTEPs) to learn a new

MAC address after the first packet is sent from this MAC address is a maximum of 4.5

seconds. (Theamountof timedependsupon theserver configurationonwhichVMware

NSX is running.) During this time, traffic destined for this MAC address is flooded into

the VXLAN. PR962945

• After the connections with NSX controllers are disabled on a Juniper Networks device,

interfaces that were configured to bemanaged by OVSDB continue passing traffic.

PR980577

• QFX5100 switches do not support multiple service nodes for the handling of Layer 2

broadcast, unknown unicast, andmulticast (BUM) traffic within an OVSDB-managed

VXLAN. PR985872

• If an entity with a particular MAC address is moved so that its traffic is handled by a

different Juniper Networks device that functions as a hardware virtual tunnel endpoint

(VTEP), this MAC address is not learned by entities served by the new hardware VTEP

until the hardware VTEP that previously handled its traffic ages out the MAC address.

During this transitional period, traffic destined for this MAC address is dropped.

PR988270

• OnQFX5100 switches, an NSX controller occasionally overrides an existing local MAC

with a remoteMAC of the same address. If the Junos OS hardware VTEP detects such

a condition (that is, it receives a remote MAC from the NSX controller that conflicts

(matches) with an existing local MAC), the hardware VTEP in a Junos OS network

accepts the remote MAC and stops publishing the local MAC to the NSX controller.

PR991553

• On QFX5100 switches, an active path in the OVSDB overlay, which you can view by

using the show ovsdbmac operational command, does not always match the active

path in the Layer 3 network underlay, which you can view by using the show route

operational command. PR1015998

• On QFX5100 switches, in NSXManager, when a logical switch is deleted, the

corresponding VXLAN on a QFX5100 switch might not be automatically deleted and

might still appear in the output of the show vlans command. PR1024169

• On a QFX5100 switch on which OVSDB-managed interfaces are automatically

configured, if you delete the configuration of one or more of the interfaces from the

switch using the delete vlans interfaces command, the interfaceswill be automatically

reconfigured per the logical switch, gateway service, and logical switch port
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configurations that still reside in NSX. Despite the automatic reconfiguration of the

OVSDB-managed interfaces, an 8- to 12-second loss of traffic might occur. This loss

is because local MAC addresses learned by the interfaces and port-to-logical switch

bindings were cleared when the interfaces were deleted andmust be re-learned after

the interfaces are up and running again. PR1069889

• If an NSX or Contrail controller pushes a large logical-system configuration to a

QFX5100 switch, the existing Bidirectional Forwarding Detection (BFD) sessions with

aggressive timers might flap. As a workaround, configure the BFD timer to be at least

1 second. PR1084780

Platform and Infrastructure

• On a QFX5100 switch, Bidirectional Forwarding Detection (BFD) sessions might

continuously switch from on to off for several minutes after an in-service software

upgrade (ISSU). PR980476

QFabric Systems

• OnaQFabric system, if the fabric control Routing Engines are not load balanced,when

you request a "component all" style software upgrade, the upgrade fails. PR892310

• OnaQFabric system, if the fabric control Routing Engines are not load balanced,when

you requesta componentall style softwareupgrade, theupgrade fails. Asaworkaround,

“service ccif restart frommaster DG will rebalance the VMs properly”; you can then

request a component all style software upgrade. PR932149

• OnaQFabric system,when you configure an alias for aNode device or an Interconnect

device, use that alias when you configure a flow group. PR1032693

• In aQFabric system, traffic loss is expected if themaster of an RSNG is rebooted. Issue

a switchover to make the device the backup of the RSNG before rebooting the device.

PR1229949

Routing Policy and Firewall Filters

• On QFX Series Virtual Chassis, packets that are generated in the CPU and exit from a

non-master FPCportmight be subjected to an egress port-based firewall filter (PACL)

and be egress filtered, while packets that exit from amaster FPC port might not be

egress filtered. PR923659

Security

• The following control packets share the same policer (burst and bandwidth) in

hardware, sochangingone in theDDoSprotectionCLIalsochanges theDDoSparameter

for other protocols:

• STP, PVSTP, and LLDP share DDoS parameters

• l3mtu-fail, TTL, and ip-opt share DDoS parameters

• RSVP, LDP, and BGP share DDoS parameters

• unknown-l2mc, RIP, and OSPF share DDoS parameters
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PR1211911

Software Installation and Upgrade

• On a QFX5100 switch, system logs might not be retained after a unified in-service

software upgrade (ISSU), due to the data disk being reformatted during the ISSU.

PR964950

• OnQFX5100 switches, if a port mirroring analyzer is configuredwith a VLAN input and

you perform an (ISSU, the analyzer state is restored after the upgrade. If you later

delete the analyzer configuration, mirroring stops but there might be harmless stale

entries in the hardware. PR970011

• On a QFabric system, during an NSSU upgrade from Junos OS Release 13.2X52 to

14.1X53-D40, traffic loss may be observed during RSNG upgrade. PR1207804

• OnQFX5100, ISSUfromJunosOSRelease 14.1X53-D30to 14.1X53-D40 isnotsupported.

Asaworkaround,performa regular softwareupgradebydownloading thenewsoftware

version and rebooting the switch during amaintenance window. PR12209272

SystemManagement

• OntheQFXSeries, using the set licensekeyskeyand requestsystemlicenseaddterminal

commands together does not work for installing and deleting licenses. For example,

if you install the license using the set license keys key, use the delete license keys

command to delete the license. This is true for the request system license commands.

PR1023672

Storage and Fibre Channel

• Each Fibre Channel fabric on an FCoE-FC gateway supports a maximum of four Fibre

Channel over Ethernet (FCoE) VLAN interfaces.

• Themaximum number of logins for each FCoE node (ENode) is in the range of 32

through2500. (EachENodecan log in toaparticular fabric up to themaximumnumber

of configured times. Themaximumnumber of logins is per fabric, so an ENode can log

in tomore than one fabric and have its configuredmaximumnumber of logins on each

fabric.)

• Themaximumnumber of FCoE sessions for the switch, which equals the total number

of fabric login (FLOGI) sessions plus the total number of fabric discovery (FDISC)

sessions, is 2500.

• Themaximum number of FIP snooping sessions per QFX3500 switch is 2500.

• When you configure FIP snooping filters, if the filters consumemore space than is

available in the ternarycontent-addressablememory(TCAM), theconfigurationcommit

operation succeeds even though the filters are not actually implemented in the

configuration. Because the commit operation checks syntax but does not check

available resources, it appears as if the FIP snooping filters are configured, but they

are not. The only indication of this issue is that the switch generates a system log

message that the TCAM is full. Youmust check the system log to find out if a TCAM

fullmessagehasbeen logged if yoususpect that the filters havenotbeen implemented.
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• You cannot use a fixed classifier tomapFCoE traffic to an Ethernet interface. The FCoE

application type, length, and value (TLV) carries the FCoE priority-based flow control

(PFC) information when you use an explicit IEEE 802.1p classifier to map FCoE traffic

to an Ethernet interface. You cannot use a fixed classifier to map FCoE traffic to an

Ethernet interface because untagged traffic is classified in the FCoE forwarding class,

but FCoE traffic must have a priority tag (FCoE traffic cannot be untagged).

For example, the following behavior aggregate classifier configuration is supported:

[edit class-of-service]

user@switch#setcongestionnotificationprofile fcoe-cnp input ieee-802.1code-point
011 pfc
user@switch# set interfaces xe-0/0/24 unit 0 classifiers ieee-802.1 fcoe

For example, the following fixed classifier configuration is not supported:

[edit class-of-service]

user@switch# set interfaces xe-0/0/24 unit 0 forwarding-class fcoe

• On a QFX Series device, a DCBX interoperability issue between 10-Gigabit Ethernet

interfacesonQFXSeriesdevicesand 10-Gigabit Ethernet interfacesonanother vendor’s

devices canprevent the two interfaces fromperformingDCBXnegotiation successfully

in the following scenario:

1. OnaQFXSeries 10-Gigabit Ethernet interface, LLDP is running, butDCBX isdisabled.

2. Onanother vendor’s device 10-Gigabit Ethernet interface, both LLDP andDCBXare

running, but the interface is administratively down.

3. When you bring another vendor’s 10-Gigabit Ethernet interface up by issuing the no

shutdown command, the device sends DCBX 1.01 (CEE) TLVs, but receives no

acknowledge (ACK)message from the QFX Series device, because DCBX is not

enabled on the QFX Series device. After a few tries, another vendor’s device sends

DCBX 1.00 (CIN) TLVs, and again receive no ACKmessages from the QFX Series

device.

4. Enable DCBX on the QFX Series 10-Gigabit Ethernet interface. The interface sends

DCBX 1.01 (CEE) TLVs, but the other vendor’s device ignores them and replies with

DCBX 1.00 (CIN) TLVs. The other vendor’s device does not attempt to send or

acknowledge DCBX 1.01 TLVs, only DCBX 1.00 TLVs.

In this case, the QFX Series device ignores the DCBX 1.00 (CIN) TLVs because the QFX

Seriesdoesnot supportDCBX1.00(theQFXSeries supportsDCBX1.01and IEEEDCBX).

The result is that the DCBX capabilities negotiation between the two interfaces fails.

Traffic Management

• On aQFX5100 switch, running tcpdump on the consolemight cause system instability

or cause protocols such as STP or LACP to fail. PR932592

• CoS on Virtual Chassis access interfaces is the same as CoS on QFX Series access

interfaces with the exception of shared buffer settings. All of the documentation for

QFX Series CoS on access interfaces applies to Virtual Chassis access interfaces.
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Virtual Chassis access interfaces support the following CoS features:

• Forwarding classes—The default forwarding classes, queuemapping, and packet

drop attributes are the same as on QFX Series access interfaces:

Default Packet Drop AttributeDefault QueueMappingDefault Forwarding Class

drop0best-effort (be)

no-loss3fcoe

no-loss4no-loss

drop7network-control (nc)

drop8mcast

• Packet classification—Classifier default settings and configuration are the same as

on QFX Series access interfaces. Support for behavior aggregate, multifield,

multidestination, and fixedclassifiers is the sameasonQFXSeriesaccess interfaces.

• Enhanced transmission selection (ETS)—This data center bridging (DCB) feature

that supports hierarchical scheduling has the same defaults and user configuration

as on QFX Series access interfaces, including forwarding class set (priority group)

and traffic control profile configuration.

• Priority-based flowcontrol (PFC)—ThisDCB feature that supports lossless transport

has the same defaults and user configuration as on QFX Series access interfaces,

including support for six lossless priorities (forwarding classes).

• Ethernet PAUSE—Same defaults and configuration as on QFX Series access

interfaces.

• Queuescheduling—Samedefaults, configuration, andscheduler-to-forwarding-class

mapping as on QFX Series access interfaces. Queue scheduling is a subset of

hierarchical scheduling.

• Priority group (forwarding class set) scheduling—Same defaults and configuration

asonQFXSeriesaccess interfaces.Priority groupscheduling isa subsetofhierarchical

scheduling.

• Tail-drop profiles—Same defaults and configuration as on QFX Series access

interfaces.

• Code-point aliases—Same defaults and configuration as on QFX Series access

interfaces.

• Rewrite rules—As on the QFX Series access interfaces, there are no default rewrite

rules applied to egress traffic.

• Host outbound traffic—Same defaults and configuration as on QFX Series access

interfaces.
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The default shared buffer settings and shared buffer configuration are also the same

as on QFX Series access interfaces, except that the shared buffer configuration is

global andapplies toall accessportsonallmembersof theVirtualChassis. Youcannot

configure different shared buffer settings for different Virtual Chassis members.

• Similarities inCoSsupportonVCPinterfacesandQFabricsystemNodedevicefabric
interfaces—VCP interfaces support full hierarchical scheduling (ETS). ETS includes:

• Creating forwarding class sets (priority groups) andmapping forwarding classes to

forwarding class sets.

• Scheduling for individual output queues. The scheduler defaults and configuration

are the same as the scheduler on access interfaces.

• Scheduling for priority groups (forwarding class sets) using a traffic control profile.

The defaults and configuration are the same as on access interfaces.

• No other CoS features are supported on VCP interfaces.

NOTE: You cannot attach classifiers, congestion notification profiles, or
rewrite rules to VCP interfaces. Also, you cannot configure buffer settings
onVCP interfaces.Similar toQFabric systemNodedevice fabric interfaces,
you can only attach forwarding class sets and traffic control profiles to
VCP interfaces.

The behavior of lossless traffic across 40-Gigabit VCP interfaces is the same as the

behavior of lossless traffic acrossQFabric systemNodedevice fabricports. Flowcontrol

for lossless forwarding classes (priorities) is enabled automatically. The system

dynamically calculates buffer headroom that is allocated from the global lossless

headroombuffer for the lossless forwarding classes on each40-Gigabit VCP interface.

If there is not enough global headroombuffer space to support the number of lossless

flows on a 40-Gigabit VCP interface, the system generates a syslog message.

NOTE: After you configure lossless transport on a Virtual Chassis, check
the syslogmessages to ensure that there is sufficient buffer space to
support the configuration.

NOTE: If you break out a 40-Gigabit VCP interface into 10-Gigabit VCP
interfaces, lossless transport is not supported on the 10-Gigabit VCP
interfaces. Lossless transport is supported only on 40-Gigabit VCP
interfaces.
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• Differences inCoSsupportonVCP interfacesandQFabricsystemNodedevice fabric
interfaces—Althoughmost of the CoS behavior on VCP interfaces is similar to CoS
behavior on QFabric system Node device fabric ports, there are some important

differences:

• Hierarchical scheduling (queue and priority group scheduling)—On QFabric system

Nodedevice fabric interfaces, youcanapplyadifferenthierarchical scheduler (traffic

control profile) to different priority groups (forwarding class sets) on different

interfaces. However, on VCP interfaces, the schedulers you apply to priority groups

are global to all VCP interfaces. One hierarchical scheduler controls scheduling for

a priority group on all VCP interfaces.

You attach a scheduler to VCP interfaces using the global identifier (vcp-*) for VCP

interfaces. For example, if you want to apply a traffic control profile (which contains

both queue and priority group scheduling configuration) named vcp-fcoe-tcp to a

forwarding class set named vcp-fcoe-fcset, you include the following statement in

the configuration:

[edit]
user@switch# setclass-of-service interfacesvcp-*forwarding-class-setvcp-fcoe-fcset
output-traffic-control-profile vcp-fcoe-tcp

The system applies the hierarchical scheduler vcp-fcoe-tcp to the traffic mapped

to the priority group vcp-fcoe-fcset on all VCP interfaces.

• You cannot attach classifiers, congestion notification profiles, or rewrite rules to VCP

interfaces. Also, you cannot configure buffer settings on VCP interfaces. Similar to

QFabric system Node device fabric interfaces, you can only attach forwarding class

sets and traffic control profiles to VCP interfaces.

• Lossless transport is supported only on 40-Gigabit VCP interfaces. If you break out

a 40-Gigabit VCP interface into 10–Gigabit VCP interfaces, lossless transport is not

supported on the 10-Gigabit VCP interfaces.

• On a QFX5100 switch, CPU-generated host outbound traffic is forwarded on the

network-control forwarding class, which is mapped to queue 7. If you use the default

scheduler, the network-control queue receives a guaranteedminimum bandwidth

(transmit rate) of 5 percent of port bandwidth. The guaranteedminimum bandwidth

is more than sufficient to ensure lossless transport of host outbound traffic.

However, if you configure a scheduler, you must ensure that the network-control

forwardingclass (orwhatever forwardingclass youconfigure for hostoutbound traffic)

receives sufficient guaranteed bandwidth to prevent packet loss.

If you configure a scheduler, we recommend that you configure the network-control

queue (or the queue you configure for host outbound traffic if it is not the

network-control queue) as a strict-high priority queue. Strict-high priority queues

receive the bandwidth required to transmit their entire queues before other queues are

served.
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NOTE: As with all strict-high priority traffic, if you configure the
network-control queue (or anyother queue) as a strict-highpriority queue,
youmust also create a separate forwarding class set (priority group) that
contains only strict-high priority traffic, and apply the strict-high priority
forwarding class set and its traffic control profile (hierarchical scheduler)
to the relevant interfaces.

• You cannot apply classifiers and rewrite rules to IRB interfaces because themembers

of an IRB interface are VLANs, not interfaces. You can apply classifiers and rewrite

rules to Layer 2 logical interfaces and Layer 3 physical interfaces that are members of

VLANs that belong to IRB interfaces.

Virtual Chassis and Virtual Chassis Fabric

• On amixed-mode Virtual Chassis Fabric, during a Routing Engine switchover, the

systemmight experience a 200-300millisecond loss of traffic. PR964987

• On amixed Virtual Chassis Fabric (VCF), control plane packets, including control

packets for OSPF or PIM, are notmirrored by the native analyzer when the output port

belongs to another member switch. PR969542

• If a VCF is connected to a Juniper Networks router with a flexible PIC concentrator

(FPC) and an xSTP bridge protocol data unit is distributed to the FPC, there might be

traffic loss when the FPC is rebooted. PR990247

• When a Virtual Chassis port (VCP) is added between twoQFX5100member switches

that are already interconnected using a VCP, a VCP link aggregation group (LAG) is

formed and somemulticast packets between the twomember switches might be

duplicated. PR1007204

• Onamixed-modeVCF, if you performanonstop software upgrade (NSSU) and aMAC

address is present on the ingress or egress Packet Forwarding Engine, in some cases

known Layer 2 unicast traffic might still be flooded over the VLAN. PR1013416

• OnQFX5100mixed-modeVirtual Chassis or Virtual Chassis Fabric (VCF) systems that

includeQFX3500orQFX3600switches, aMACsecconfigurationcannotbecommitted

because MACsec is not supported on QFX3500 and QFX3600. PR1024921

• OnamixedVirtual Chassis Fabric (VCF), a VCP link between twomembers disappears

after you perform a nonstop software upgrade. The show virtual-chassis protocol

adjacencymember command output shows the state of the VCP link as Initializing.

PR1031296

• In amixed-modeVirtual ChassiswithQFX3500 switches, ifmulticast packets are sent

to theRoutingEngineataveryhigh rate, theVirtualChassismightbecomeunresponsive.

PR1117133

• In a large-scaleVirtualChassis Fabric (VCF), youmight see timeout errorswhen running

the command request system reboot all-members at now to immediately reboot all

members of the VCF. As a workaround, omit the at now option, and run the command

simply as request system reboot all-members. PR1215130
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VXLAN

• On a QFX5100 switch with a VXLAN configured, (S,G) interface entries downstream

from a VXLAN interface might bemissing from themulticast routing table but be

present in the kernel and packet forwarding engine. In this circumstance, traffic is

forwarded as expected. PR1027119

• VXLANs with the VLAN IDs of 1 and 2 are configured on a QFX5100 switch. The

replicatedpackets for theseVXLANsshould include theVLANtagsof 1 or 2, respectively.

Instead, the replicated packets for these VXLANs are untagged, which might result in

the packets being dropped by a Juniper Networks device that receives the packets. To

avoid this situation, when configuring a VXLAN on a QFX5100 switch, we recommend

using a VLAN ID of 3 or higher. PR1072090

• QFX5100 switches do not support ingress VLAN firewall flood filters. If you configure

such a filter by issuing the set vlans forwarding-options flood input command on a

QFX5100 switch, the filter is implementedon egress traffic insteadof on ingress traffic,

which causes unexpected results. The unexpected results especially impact packets

in which a VLAN header is added or removed in egress traffic, for example, IRB traffic

andVXLAN traffic. As aworkaround for these types of traffic, we recommend applying

a filter policy on the ingress VLAN traffic and not using the flood keyword in the

command that you issue. PR1166200

• QFX5100 switches do not support ingress VLAN firewall flood filters. If you configure

such as a filter by issuing the set vlans forwarding-options flood input command on a

QFX5100 switch, the filter is implementedon egress traffic insteadof on ingress traffic,

which causes unexpected results. Further, if the filter includes policer as the action,

the rate at which traffic is flooded to egress interfaces is reduced by a factor of the

number of egress interfaces with respect to the committed information rate (CIR). For

example, if the CIR is 4g and the number of egress interfaces in the VLAN is 2, the

amount of traffic flooded to each interface is reduced to approximately half of the CIR

traffic (4g/2 = 2g). Similarly, if the CIR is 4g and the number of egress interfaces in the

VLAN is 4, the amount of traffic flooded to each interface is reduced to approximately

a quarter of the CIR traffic (4g/4 = 1g). PR1166439

• QFX5100 switches do not support ingress VLAN firewall flood filters. If you configure

such as a filter by issuing the set vlans forwarding-options flood input command and

specify policer as the action on a QFX5100 switch, the filter is implemented on egress

traffic instead of on ingress traffic, which causes unexpected results, especially for

integrated routing and bridging (IRB) traffic or VXLAN traffic. For example, in the case

of Layer 2 traffic intended for VLAN 101 and temporarily encapsulated with a VLAN

header (VLAN 100), such a filter applied to VLAN 100might result in the ingress

interfaces in VLAN 101 being flooded by traffic intended for VLAN 100. Further, in the

case of routing traffic between VLANs, traffic intended for VLAN 101 might be routed

to the IRB interface associated with VLAN 100, or in the case of VXLAN traffic, to a

virtual tunnel endpoint (VTEP) on which VLAN 100 is configured. PR1168777

• While setting upmultihoming active-active mode on a link aggregation group (LAG)

interface on a QFX5100 standalone switch or QFX5100 Virtual Chassis in an

EVPN-VXLAN topology, check to see if the LAG interface on which you are configuring

an Ethernet segment identifier (ESI) is already configured for flexible VLAN tagging. If
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so, all logical subinterfaces associated with this interface must be activated. If one

logical subinterface is deactivated, unexpected behavior related to the ESI and

designated forwarder (DF) election might occur. PR1189830

Related
Documentation

New and Changed Features on page 40•

• Changes in Behavior and Syntax on page 71

• Known Issues on page 88

• Resolved Issues on page 90

• Documentation Updates on page 102

• Migration, Upgrade, and Downgrade Instructions on page 103

• Product Compatibility on page 108

Known Issues

The following issues are outstanding in JunosOSRelease 14.1X53 for theQFXSeries. The

identifier following the description is the tracking number in our bug database.

For the latest, most complete information about outstanding and resolved issues with

the JunosOSsoftware, see the JuniperNetworksonlinesoftwaredefect searchapplication

at http://www.juniper.net/prsearch.

• High Availability

• Interfaces and Chassis

• MPLS

• Multicast Protocols

• OVSDB

• VXLAN

High Availability

• On a Virtual Chassis Fabric, NSSUmight fail in the following situations: there is routed

traffic with no end hosts, or hosts are missing because of an NSSU node reboot.

PR1199744

• OnaQFX5100switch, youcannotperformaunified in-service softwareupgrade (ISSU)

fromJunosOSRelease 14.1X53-D30to JunosOSRelease 14.1X53-D40.Asaworkaround,

during amaintenance window, download the new software version, perform a regular

software upgrade, and reboot the switch. PR1229272
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Interfaces and Chassis

• On a QFX5100 switch, with a fully meshed MC-LAG topology configured, sometimes

there ismore traffic losswhen the ICL interfacegoesdownand thenbackupcompared

to when you have Junos OS Release 14.1X53-D35 software installed. The root cause

has been identified, and this issue does not affect MC-LAG functionality. PR1209322

MPLS

• On QFX5100 switches, the traceroutempls ldp command output shows incorrect

informationwhenusingan IRB interfacebetween the ingressprovideredge(PE)switch

and the provider (P) switch. This occurs when running LDP over RSVP over an MPLS

core network. PR1217132

Multicast Protocols

• When a static multicast route with a next-table nexthop is changed from a table that

cannot forward the traffic to one that can and then reverted back to the original table,

the trafficmight continue to flow out the downstream interface even though the static

route is no longer pointing to the table that allowed for the traffic increase. PR1217958

OVSDB

• OnQFX5100 switches, in general, Layer 3 routes use per-prefix load balancingwithout

a routing policy that specifies that per-packet load balancing should be used. Note

that the default behavior is different for Layer 3 routes for remote VTEP reachability.

Layer 3 routes for remote VTEP reachability use per-packet load balancing, which

means that load balancing is implemented if there are ECMP paths to the remote

VTEP. PR1018814

• WhenanOVSDB-managed interfacewith trafficenabled isdisabledandthen reenabled

using the Junos OS CLI, the Vgd process might consume approximately 80 percent of

the CPU. As a workaround, manage the interface with a controller such as Contrail

instead of using the Junos OS CLI to manage the interface. PR1147878

VXLAN

• On QFX5100 switches, the Layer 3 routes that form virtual extensible LAN (VXLAN)

tunnels use per-packet load balancing by default, which means that load balancing

is implemented if there are ECMPpaths to the remote tunnel endpoint. This is different

fromnormal routingbehavior inwhichper-packet loadbalancing is not usedbydefault.

(Normal routing uses per-prefix load balancing by default.) PR1018814

• OnQFX5100 switches when VXLAN is configured, a VXLAN table is created to resolve

routes to remoteVTEPs. If theunderlay isOSPF IS-ISor EBGP, the routes candistribute

the traffic over multiple paths if load balancing is configured. However, if the underlay

is IBGP, the routewill select oneof theavailablepaths rather thanusingall theavailable

paths. PR1154961
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Related
Documentation

New and Changed Features on page 40•

• Changes in Behavior and Syntax on page 71

• Known Behavior on page 74

• Resolved Issues on page 90

• Documentation Updates on page 102

• Migration, Upgrade, and Downgrade Instructions on page 103

• Product Compatibility on page 108

Resolved Issues

This section lists the issues fixed in the Junos OS Release 14.1X53 for the QFX Series.

For the most complete and latest information about known Junos OS defects, use the

Juniper Networks online Junos Problem Report Search application.

• Resolved Issues: Release 14.1X53-D42 on page 90

• Resolved Issues: Release 14.1X53-D40 on page 93

• Resolved Issues: Release 14.1X53-D35 on page 95

• Resolved Issues: Release 14.1X53-D30 on page 97

• Resolved Issues: Release 14.1X53-D27 on page 97

• Resolved Issues: Release 14.1X53-D26 on page 98

• Resolved Issues: Release 14.1X53-D25 on page 98

• Resolved Issues: Release 14.1X53-D16 on page 99

• Resolved Issues: Resolved Before Release 14.1X53-D16 on page 101

Resolved Issues: Release 14.1X53-D42

Authentication and Access Control

• On QFX Series switches, LLDP does not work onmanagement and internal Ethernet

(em) interfaces. PR1224832

Firewall Filters

• On QFX5100 switches running 14.1X53-D30.3, when you apply an IPv6 firewall filter,

the systemmight crash with a PFE panic. PR1234729

High Availability (HA) and Resiliency

• In a QFX5100 Virtual Chassis or Virtual Chassis Fabric (VCF), if the master Routing

Engine crasheswhen nonstop active routing (NSR) is configured and the [edit system]

switchover-on-routing-crashstatement is set, theVirtualChassis orVCF fails toperform

the switchover to the backup Routing Engine. The switchover-on-routing-crash

statement helps to prevent loss of traffic during a Routing Engine switchover when

NSR isenabledbyswitchingover immediately to thebackupRoutingEngine.PR1220811
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• OnQFX5100 and EX4600 switches, during a nonstop software upgrade (NSSU), if an

aggregated Ethernet (AE) interface is configured with multiple subinterfaces across

multipleFlexiblePortConcentrators (FPCs), theAE interfacemightgodown.PR1227522

• If you are performing a topology-independent in-service software upgrade (TISSU)

from one version of Junos OS Release 14.1X53 to another on a QFX5100 switch and

the network analytics feature [edit service analytics] is configured, the upgrademight

not succeed. In addition, the fxpc process might stop working, and youmight notice

that a core file is generated. As aworkaround, before performing the TISSU, delete the

network analytics configuration and commit the configuration. After the TISSU is

completed, reconfigure the network analytics feature and commit the configuration.

PR1234945

Infrastructure

• On EX4300 switches, amessage such as /kernel:%KERN-5: tcp_timer_keep: Dropping

socket connection due to keepalive timer expirationmight be seen repeatedly. There is

no service impact from the condition that causes the message (a Packet Forwarding

Engine timeout trying to connect to a daemon that is not active). PR1209847

• OnanEXSeriesorQFXSeriesVirtualChassis, duringanupgrade, failover, or switchover

operation on the backup Routing Engine member, youmight see vmcore and ksyncd

core files created and see the log message /kernel: Nexthop index allocation failed:

regular index space exhausted. PR1212075

• In an EX4600 Virtual Chassis or an QFX5100 Virtual Chassis or Virtual Chassis Fabric

(VCF), when using scp on themanagement interfaces to copy files greater than about

150MB, youmight seeprotocol flappingandRoutingEngineTCPconnectionsdropping.

PR1213286

• On QFX Series switches, the BIOS event log is monitored every 10minutes, which

causes unnecessary overhead andmight result in a scheduler slip, which can cause a

delay of approximately 4 to 6 seconds, leading to issues such as LACPor BGP flapping.

As a workaround, contact JTAC to disable the scripts manually. PR1221420

• On QFX5100 switches, an fxpc process might generate a core file. PR1231071

• In aQFabric system, after aNodedevice is replaced in aNodegroup, youmight observe

issueswhen running the file copy and request routing-engine loginother-routing-engine

commands between redundant server Node groupmembers. As a restoration-only

workaround:

• If the Node with the bad TNP entry is the backup, reboot the backup Node.

• If the Node with the bad TNP entry is the master, do a switchover, then reboot the

new backupmember that has the bad TNP entry.

PR1236898

• On a QFX5100 switch, Gratuitous Address Resolution Protocol (GARP) reply packets

are not updating the Address Resolution Protocol (ARP) table. GARP request packets,

however, are updating the ARP table as expected. PR1246988

91Copyright © 2017, Juniper Networks, Inc.

Resolved Issues

http://prsearch.juniper.net/PR1227522
http://prsearch.juniper.net/PR1234945
http://prsearch.juniper.net/PR1209847
http://prsearch.juniper.net/PR1212075
http://prsearch.juniper.net/PR1213286
http://prsearch.juniper.net/PR1221420
http://prsearch.juniper.net/PR1231071
http://prsearch.juniper.net/PR1236898
http://prsearch.juniper.net/PR1246988


Interfaces and Chassis

• On QFX5100, when resilient hashing is enabled on ECMP paths, flows on other paths

should not be rehashed when one path goes down. But for host routes (/32 routes),

rehashing might happen in some cases. PR1137998

• On a QFX3600 Node device in a QFabric system, configuring ports Q0 through Q7 as

40-Gbps data plane uplink (fte) ports in a network Node groupmight result in

misconfiguration of some 10 Gbps (xe) and 40 Gpbs (xle) network ports on the Node

device, causing those network ports to go down. PR1208137

MPLS

• On theQFX5100 switch, single label taggedMPLS traffic received from theMPLS core

at the PHP node will not get forwarded to the egress ECMP IPv4 next hop. PR1212519

• On EX Series and QFX Series switches, if you change a Layer 2 circuit configuration

from Ethernet CCC encapsulation to VLAN CCC encapsulation, traffic losses might

occur at the pseudowire tunnel initiation point. As a workaround, restart the Packet

Forwarding Engine on which the problem occurs. PR1222888

Multicast Protocols

• OnQFX5100switches,multicast statisticsarenot supportedonchannelized interfaces

and aggregated Ethernet interfaces. PR1197915

• On EX4300, EX4600, and QFX5100 switches in a Virtual Chassis configuration, IPv6

multicast packetsmight not be flooded in a VLAN if IGMP snooping is enabled and the

ingress interface is on a different FPC than the egress interface. PR1205416

• On QFabric systems, when you disable and then reenable PIM and graceful restart is

configured in a routing instance, the following message occurs: GR restart pending 1.

After this message is triggered, a PIM neighbor reset or the start of a newmulticast

groupmight result in a PIM join problem state. As a workaround, clear the PIM join.

PR1242218

• On QFX5100 switches, multicast route leaking does not support a Layer 3 interface

(IPv4) as an upstream port. As a workaround, use an integrated routing and bridging

(IRB) interface. PR1250430

Network Management andMonitoring

• On a QFabric system, log messages from all components are stored in Director Group

devices, which increases the usage of cluster disk space. System logging (syslog)

messages are generated by themonitoring cluster area (pbData), but the systemdoes

not generate SNMP notification alerts and traps when the pbData area reaches a

critical level. PR1221104

• On QFX5100 switches, an SNMP script that requests a high number of OIDs, for

example, 374 or more, might time out. As a workaround, set the timeout value higher

than 1 second. PR1223775
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Virtual Chassis and Virtual Chassis Fabric

• If you change the VNIs of all the VXLANs in a QFX5100 Virtual Chassis Fabric, VXLAN

traffic does not converge for some of the VXLANs. PR1028588

• Onanon-mixedVirtualChassisFabric (VCF), LACPflapswhentheswitch in themaster

Routing Engine role is rebooted using the CLI or because of a power cycle. This issue

is not experienced after a Routing Engine switchover. As a workaround, configure a

slow LACP timeout. PR1034377

• When a nonstop software upgrade (NSSU) is performed on 20members of a Virtual

Chassis Fabric (VCF)with amultidimensional scale configuration,membersmight fail

to upgrade, and themessagewatchdog: scheduling fairness gone for <nnnn> seconds

nowmightappear continuouslyon theconsoleof themasterRoutingEngine.PR1142361

• On a Virtual Chassis Fabric (VCF), if three or more members are rebooted

simultaneously, there could be traffic loss on the VCF for up to 5minutes. PR1146687

• Reconfiguring the longest prefix match (LPM) profile through a CLI command in a

scaled Virtual Chassis Fabric (VCF) with a lot of host-bound traffic might cause the

VCF to split. To avoid this situation, configure the desired LPM profile at the beginning

or restart the VCFmanually after the configuration. PR1152102

VXLAN

• If you configure a QFX5100 switch to be a VXLAN virtual tunnel endpoint and also

configure it to be a PIM RP, the multicast tree does not successfully converge and

multicast traffic is dropped. PR1027159

• If you change the VNIs of all the VXLANs in a QFX5100 Virtual Chassis Fabric, VXLAN

traffic does not converge for some of the VXLANs. PR1028588

• In a large-scale VXLAN configuration, if an aggregated Ethernet Layer 2 interface

configured on a QFX5100 switch goes down and then comes back up repeatedly, the

VTEP interfacesassociatedwith theMACaddresses learnedontheaggregatedEthernet

interface could lose traffic for up to 18 seconds. PR1151456

Resolved Issues: Release 14.1X53-D40

High Availability (HA) and Resiliency

• On a QFX Virtual Chassis, an NSSU from a release between 14.1X53-D30 and

14.1X53-D34 to 14.1X53-D35might hang and not complete for a Virtual Chassis with

five or more devices. PR1142275

Infrastructure

• On QFX5100 switches in a Virtual Chassis Fabric (VCF), the clear arp command does

not clear ARP entries for interfaces defined in a routing instance. As a workaround,

explicitly specify the interface name for which to clear ARP entries, as follows: clear

arp interface interface-name. PR1159447

• On a QFabric system, system logging (syslog) messages from all components are

stored in the MySQL database on the Director. When syslog messages are generated
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at a high rate, a continuous deadlock might occur from the MySQL server side.

Eventually, all incoming syslog insert transactions are kept waiting in the database

queue to acquire a lock and expire after 50 seconds, so the syslog messages are not

inserted in the database. New syslogmessagesmight not be displayedwhen you issue

the show logmessages command on the Director. After some time has passed, when

the lock is released, the new logs might be seen, even logs that were missing. As a

restorationworkaround, restart themysql serviceon themasterDGandwait 15minutes.

Then restart the sfc service on both DGs. PR1174011

Interfaces and Chassis

• In Junos OS Release 14.1X53-D35 on QFX5100-48T-6Q devices using 10-Gigabit

Ethernet Copper interfaces, autonegotiation is disabledbydefault on the copper ports,

and the interfaces operate at a speed of 100M. You can, however, enable

auto-negotiation by issuing the set interface name ether-options auto-negotiation

command on the interface for which you want to change the interface speed. With

autonegotiation enabled, the interface auto-detects the speed in which to

operate.PR1170909

• On a QFabric system, traffic might drop if there is a mismatch in the ordering of the

fabric (fte) interface numbers between the Network Node Group (NNG) and the

Interconnect (IC) device or if there is a new node addition or an interface ID change

caused by any configuration change on the fte interface. As a workaround, correct the

ordering of the FTE links between the node and the IC (lower to higher on the node

and corresponding lower to higher on the IC). PR1188574
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Network Management andMonitoring

• On a QFX3000-G or QFX3000-MQFabric system, in rare cases, the MySQL DBmight

be locked, with the result that MySQL and the sfcsnmpd service do not run on Director

and any request directed to themdoes not get a response. SNMP traps andMIBwalks

might not work as expected. In this problematic situation, the QFabric stops sending

SNMP traps to anetworkmanagement system(NMS), and theNMScannot getSNMP

information from the QFabric. As a restoration workaround, restart the sfcsnmpd

process from the Director. PR1165565

SystemManagement

• OnaQFX3500switch,whenyouupgrade fromJunosOSRelease 14.1X53-D35 to Junos

OS Release 14.1X53-D40, the ZTP configuration fails. PR1228814

VXLAN

• OnaQFX5100 switch configuredwith aVXLANandPIM, the (S,G) route for theVXLAN

multicast group can get stuck pointing to the pime interface even though the RP has

joined themulticast group. This does not affect traffic forwarding for multicast traffic

as the forwarding state for the (S,G) route points correctly to the uplink interface to

the RP. PR1023447

Resolved Issues: Release 14.1X53-D35

High Availability

• OnaQFXSeries switchorVirtualChassis that isperforminganonstopsoftwareupgrade

(NSSU) and that has aggregated Ethernet link bundles withmember links onmultiple

switches or line cards, traffic traversing the aggregated Ethernet interface might be

lost when the backup Routing Engine reboots as part of the NSSU.

As a workaround, enter the clear ethernet-switching table interface
aggregated-ethernet-interface-name command to clear the learned MAC addresses
from the Ethernet switching table for the aggregated Ethernet interface. PR1126855

• OnaVirtualChassis Fabric (VCF), an in-service softwareupgrade (ISSU) froma release

between 14.1X53-D30 and 14.1X53-D34 to 14.1X53-D35might show traffic loss on

ECMP links. As a workaround, follow these two steps:

1. Do an ISSU to a 14.1X53-D32 image.

2. From the 14.1X53-D32 image, do an ISSU to 14.1X53-D35.

PR1129004
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Interfaces and Chassis

• AnEX4600-EM-8Fexpansionmodule installed inaQFX5100-24QswitchoranEX4600

switch does not support the 100Mbps speed on the 10-Gigabit Ethernet interfaces.

PR1032257

Virtual Chassis and Virtual Chassis Fabric

• In amixedQFX3500and EX4300Virtual Chassiswith aQFX3500 switch acting in the

master role, the Virtual Chassis mastership might change when the Virtual Chassis

receives multicast traffic. A mixed QFX3500 and EX4300 Virtual Chassis with a

QFX3500 switch acting in the master role is not a supported configuration in this

release of Junos OS because of this issue. PR1126216

• On a QFX Series Virtual Chassis Fabric (VCF), rebooting a leaf nodemight change the

size of the VCF, resulting in a flood loop of the unicast or multicast traffic. To fix the

issue, use thenewCLI statement fabric-tree-root. See “Changes inBehavior andSyntax”

on page 71 for details. PR1093988

VPNs

• On a QFX5100 switch using EVPNwith VXLAN, the Ethernet segment identifier (ESI)

value of the most significant octet (type byte) must be 00when you are manually

configuring an ESI even though the switch accepts other configuration values.

PR1085837

• OnaQFX5100 switch using EVPNwithVXLAN, theQFX5100 switch encodes the route

target extended community value from the second byte of the type 4 ESI value. The

IETF standard (draft-ietf-l2vpn-evpn-11) states that the route target extended

community value be encoded from the high-order 6-byte portion of the type 4 ESI

value. This behavior is also seen on MX Series routers, and does not cause

incompatibility problems between QFX Series switches and MX Series routers using

EVPNwith VXLAN. PR1085872

VXLAN

• OnaQFX5100 switch configuredwith aVXLANandPIM, the (S,G) route for theVXLAN

multicastgroupcanget stuckpointing to thepime interfaceeven though the rendezvous

point (RP) has joined themulticast group. This does not affect traffic forwarding for

multicast traffic as the forwarding state for the (S,G) route points correctly to the

uplink interface to the RP. PR1023447

• If you perform a graceful Routing Engine switchover in a Virtual Chassis Fabric acting

as a VXLAN virtual tunnel endpoint, known unicast traffic might be dropped from the

VXLAN. PR1026408

• When a Layer 2 interface on a QFX5100 switch is deactivated and reactivated again,

an encapsulated VXLAN packet received on a Layer 3 interface on another networking

device is sent to the Routing Engine kernel instead of being de-encapsulated and

forwarded to the Layer 2 interface. PR1049752
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• On a QFX5100 switch using BGPwith VXLAN that has recently deactivated a VRF

import policy, all entries in theBGPVXLAN routing tablemight disappearwhen routing

is reenabled. PR1084108

• OnanaggregatedEthernetOVSDB interfacewithmember links connecting tomultiple

member switchesonaQFX5100VirtualChassis, a rebootof onemember switchmight

impact VXLAN traffic encapsulation traversing the member links on other FPCs. As a

workaround, disable and reenable the aggregated Ethernet interface to restore the

working state. PR1126915

Resolved Issues: Release 14.1X53-D30

Interfaces and Chassis

• In a mixed QFX3500 and EX4300 Virtual Chassis configured for persistent MAC and

MAC limiting, traffic is not received on aggregated Ethernet interfaces on EX4300

switches when the EX4300 switches are operating in the linecard role. PR1033618

• OnaQFX5100 switch, if you configureMC-LAGwith the force-upoption, the FXPmight

create a core file and generate the following error message: 0x0806b7b8 in panic

(format_string=0x9c72614 "Memory corruption in block%p\n" at

../../../src/pfe/platform/fxpc/fxpc_panic.c:93. PR1024354

• On a QFX5100 switch, the C0 SFPmanagement port (em0) sometimes fails to come

online. PR1075001

OVSDB

• In an IP fabric using EBGP and VTEP, convergence issues might cause traffic to be

dropped for several minutes after BGP is deactivated on a spine device. PR1091007

• WhenQFX5100switchesarepartofanOVSDB-managedVXLAN, traffic loadbalancing

on a link aggregation group (LAG) does not work over ECMP for Layer 3 VXLAN

interfaces. PR1090791

• On a QFX5100 switch, deleting a VLAN and an interface configuration on an

OVSDB-managed interface might cause the switch to reboot. A "Core was generated

by`fxpc'"messageappearson theconsole, andacoredump file is created.PR1091446

SystemManagement

• On EXSeries andQFX Series switches that are configuredwith the include-option-82
nak option so that DHCP servers include option 82 information in NAKmessages, two
copies of option-82 are sometimes appended to DHCP ACK packets. PR1064969

Resolved Issues: Release 14.1X53-D27

No issues that were previously reported in any version of the Junos OS Release 14.1X53

release notes have been resolved in Junos OS Release 14.1X53-D27.for the QFX Series.
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Resolved Issues: Release 14.1X53-D26

Interfaces and Chassis

• On EX4600 and QFX5100 switches, the 100Mbps LED functionality is not working.

The LED does not glowwhen 100Mbps traffic is sent or received on the switch, and no

output is displayed when the show chassis led command is entered to gather

information on the 100Mbps interface. PR1025359

VXLAN

• On a QFX5100 Virtual Chassis, when approximately 3000 Virtual Extensible LANs

(VXLANs) are configured and associated with logical interfaces for the same

OVSDB-managed interface, ahigh levelofmemoryusagemightoccur.Asaworkaround,

disable the 802.1X andmulticast snooping processes using the set system processes

dot1x-protocoldisableand setsystemprocessesmulticast-snoopingdisable statements.

PR1073677

Resolved Issues: Release 14.1X53-D25

Class of Service

• On the QFX Series, applying a class-of-service (CoS) configuration globally (using the

*wildcard) toall interfacesonadevicecancause inconsistency in thepacket forwarding

state if thedevicehas interfaces that aremembersof a link aggregation (LAG) interface

bundle and also interfaces that are not members. PR1001605

MPLS

• Pseudowire emulates a service over packet-switched network (PSN) using only virtual

wire. You can emulate any circuit end to end using pseudowire. In the event of a failure,

the switchover from the active pseudowire to the standby/backup pseudowire takes

longer than expected. PR1025899

• Pseudowire emulates a service over packet-switched network (PSN)using only virtual

wire. You can emulate any circuit end to end using pseudowire. However, the

switchover-delay timer for an Active/Standby pseudowire topology might not work

as expected. PR1026336

Network Management andMonitoring

• This issueapplies to theCloudAnalyticsEngine feature.OnQFX5100-48T-6Qswitches,

when error counters have been incremented in ERROR_CNTR TLV, a probe does not

recognize those errors. ERROR_CNTR TLV is not populated in Cloud Analytics Engine

probe responses. PR1034928

• This issue applies to the Cloud Analytics Engine feature. The default aging timer value

is 60 seconds for a flow to get aged out. The flowwill bemarked for aging in the range

of60to 120seconds for thedefault aging timer value fromthe latestprobe timestamp.

It will be deleted in next 60 seconds (because the default aging time is 60 seconds).

Total time to delete the flowwill be amaximumof 3minutes from the latest flow time

stamp for default aging timer value. PR1037738

Copyright © 2017, Juniper Networks, Inc.98

Release Notes: Junos OS Release 14.1X53-D40 for the EX Series and QFX Series

http://prsearch.juniper.net/PR1025359
http://prsearch.juniper.net/PR1073677
http://prsearch.juniper.net/PR1001605
http://prsearch.juniper.net/PR1025899
http://prsearch.juniper.net/PR1026336
http://prsearch.juniper.net/PR1034928
http://prsearch.juniper.net/PR1037738


• This issue applies to the Cloud Analytics Engine feature. If an invalid Compute Agent

IP address is specified in the CA-Discovery file uploaded to the Data Learning Engine,

the Data Learning Engine will fail. PR1041925

• This issue applies to theCloudAnalytics Engine feature. Someapplication flowsmight

not get registered in the signature database when high rate flow is on. PR1048083

• This issue applies to the Cloud Analytics Engine feature. Depending on how CentOS

installation and configuration is performed, the loopback address might not be

configured. Thiswill causeData Learning Engine components to be inaccessible. There

must be at least one entry in the /etc/hosts file for a default loopback IP address

mapping to local host. PR1048890

Software Installation and Upgrade

• OnQFX5100 switches with a large number of firewall terms configured, firewall filters

might stopworkingafter youperforman in-service softwareupgrade(ISSU).PR966445

QFabric System

• OnaQFabric system, if you include aQFX5100 switch as aNode device in a redundant

server Node group, theMaster LED lightmight not turn on or be displayed in the output

of the show chassis led command. PR1048853

Resolved Issues: Release 14.1X53-D16

Interfaces and Chassis

• On QFX5100 switches with a VXLAN configured, if you add an interface to the VLAN

that the VXLAN is associated with or delete an interface from that VLAN, the switch

might drop traffic for devices connected to other interfaces in the same VLAN.

PR1019378

• On a QFX Series switch, when you reboot the switch with an enabled 40-Gigabit

Ethernet interface, the interface might be disabled after the reboot. As a workaround,

remove and then reinsert the attached cable. PR1014139

• OnQFX5100switches, disabling amember link of anAE interfacemight causepackets

tobesent toaport that is down,which results in traffic loss. Asaworkaround, to restore

service, bring the port that is down back up again. PR1050260

• On a QFX5100 switch, issuing the request system reboot commandmight not shut

down SFP-T interfaces. PR1050650

• On a QFX5100-48T switch that uses QSFP+ transceivers (QSFP-40G-SR4), if you

upgrade the switch software to JunosOSRelease 14.1X53-D15, theQSFP+ transceivers

might not be detected after the upgrade. PR1051903

• On a QFX5100 switch, DHCP offer packets with double tags on trunk interfacesmight

be dropped. PR1059557

• On a QFX5100-48T-6Q switch, when you configure a Gigabit Ethernet interface on a

fiber SFP transceiver with the speed set to 1g and the settings full duplex and no

autonegotiation, the interface goes down. PR1063118
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Network Management andMonitoring

• This issue applies to the Cloud Analytics Engine feature. The CPU utilization value is

incorrect in the Cloud Analytics Engine probe response statistics. PR1024840

• This issueapplies to theCloudAnalytics Engine feature. Packets are notmirroredwhen

amirror IP address is configured on a remote device. PR1052028

Port Security

• In amixed-mode Virtual Chassis Fabric with storm control enabled, if autonegotiation

is enabled on a 1-gigabit interface (the default setting), the storm-control value for

allowed bandwidth might be set to 0, which would cause traffic to be dropped. As a

workaround, manually configure the link speed instead of using autonegotiation.

PR1051756

Routing Policy and Firewall Filters

• If you configure aQFX5100switchwith a firewall filter that redirects traffic to adifferent

interface (by using the interface actionmodifier, rebooting the switchmight cause the

Packet Forwarding Engine daemon (fxpc) to crash and and generate core files.

PR1037563

Routing Protocols

• On a QFX5100 switch, the routing protocol daemon (rpd) might crash and create a

core file if there is interior BGP (IBGP) route churn while IBGPmultipath is configured

and there are multiple levels of IBGP next-hop recursion. PR1060133

Software Installation and Upgrade

• On a QFX5100 switch, if a port mirroring analyzer is configured with a VLAN input and

you performan in-service software upgrade (ISSU), the analyzer state is restored after

the upgrade. If you later delete the analyzer configuration, mirroring stops but there

might be residual harmless stale entries in the hardware. PR970011

• OnaQFX5100 switch, if you performan ISSU, theremight be approximately 2 seconds

of IPv4 or IPv6 traffic loss during the em0 handoff. PR985462
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Virtual Chassis and Virtual Chassis Fabric

• On a QFX5100 Virtual Chassis Fabric (VCF), routing protocols (for example, OSPF or

ISIS) might flap after a master Routing Engine (RE) role switch powers off, causing

traffic loss. This issue is not seen on leaf switches. PR1029066

VLAN Infrastructure

• OnQFXSeriesplatforms, namingaVLAN vlan-rewritecausesanerrorwhenyoucommit

the configuration. PR1054996

Resolved Issues: Resolved Before Release 14.1X53-D16

Interfaces and Chassis

• OnQFX5100 switches, trafficmight be dropped on a 40G channelized port. PR1015221

• On a QFX5100 switch, after performing an in-service software upgrade (ISSU), Layer

3 traffic might be interrupted on a configured VLAN or IRB interface. PR1014130

Layer 3 Protocols

• On a QFX5100 switch, if you perform an in-service software upgrade on a QFX5100

switch with the virtual routing redundancy protocol (VRRP) configured and there are

a large number of VRRP groups or there are many VRRP transitions, youmight see

duplicate VRRPmy_station_tcam entries. PR1028607

OVSDB

• If youentera showconfigurationcommandafter installing theOVSDBsoftwarepackage

(jsdn-i386-release) on a QFX5100 Virtual Chassis or VCF, you see the warning

ddl_sequence_number_match: sequence numbers don't match. PR1019087

Software Installation and Upgrade

• ISSU does not work with VXLANs on QFX5100 switches. PR1024457

VXLAN

• On a QFX5100 switch with a VXLAN configured, (S,G) interface entries downstream

from a VXLAN interface might bemissing from themulticast routing table but be

present in the kernel and Packet Forwarding Engine. In this circumstance, traffic is

forwarded as expected. PR1027119

• If a 32-member VCF loads the MDconfig without any routes and traffic and receives

the nh_comp_msg_parsemessage, the FXPCmight create a core file. PR1029884

• The interface-mac-limit statement is not supported with VXLANs. If you configure this

statement with a VXLAN, MAC learning might not occur and traffic might not be

forwarded. In this circumstance, delete the interface-mac-limit statement and the

VXLAN configuration, then reconfigure the VXLAN. PR1032552

Related
Documentation

New and Changed Features on page 40•

101Copyright © 2017, Juniper Networks, Inc.

Resolved Issues

http://prsearch.juniper.net/PR1029066
http://prsearch.juniper.net/PR1054996
http://prsearch.juniper.net/PR1015221
http://prsearch.juniper.net/PR1014130
http://prsearch.juniper.net/PR1028607
http://prsearch.juniper.net/PR1019087
http://prsearch.juniper.net/PR1024457
http://prsearch.juniper.net/PR1027119
http://prsearch.juniper.net/PR1029884
http://prsearch.juniper.net/PR1032552


• Changes in Behavior and Syntax on page 71

• Known Behavior on page 74

• Known Issues on page 88

• Documentation Updates on page 102

• Migration, Upgrade, and Downgrade Instructions on page 103

• Product Compatibility on page 108

Documentation Updates

This section lists the errata or changes in Junos OS Release 14.1X53 documentation for

QFX Series.

Bridging and Learning

• Two newMIBs related to MAC notification are provided with Junos OS Release

14.1X53-D10:

• jnxL2aldMacHistoryEntry

• jnxL2aldMacNotificationMIBGlobalObjects

These MIBs are not yet described in the documentation.

NetworkManagement andMonitoring

• The Network Management and Monitoring on the QFX Series feature guide at Junos

OSRelease 14.1X53-D10 erroneously contained topics that applied toQFabric systems

but not to QFX Series standalone switches. Those QFabric systems topics have been

removed from the guide.

Virtual Chassis and Virtual Chassis Fabric (VCF)

• The support plan for the maximum number of member devices in a Virtual Chassis

Fabric (VCF)hasbeen revised to support for amaximumof 20devices for all platforms

that support VCF. The announcement for 32-device support has been removed from

New Features in Junos OS Release 14.1X53-D15 in these release notes.

Related
Documentation

New and Changed Features on page 40•

• Changes in Behavior and Syntax on page 71

• Known Behavior on page 74

• Known Issues on page 88

• Resolved Issues on page 90

• Migration, Upgrade, and Downgrade Instructions on page 103

• Product Compatibility on page 108
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Migration, Upgrade, and Downgrade Instructions

This sectioncontains theprocedure toupgrade JunosOS,and theupgradeanddowngrade

policies for Junos OS. Upgrading or downgrading Junos OS can take several hours,

depending on the size and configuration of the network.

• Upgrading to a Controlled Version of Junos OS on page 103

• Upgrading Software on QFX5100 Standalone Switches on page 103

• Performing an In-Service Software Upgrade (ISSU) on page 106

• Preparing the Switch for Software Installation on page 106

• Upgrading the Software Using ISSU on page 106

Upgrading to a Controlled Version of Junos OS

Starting in Junos OS Release 14.1X53-D15, you can install a controlled version of Junos

OS software on a QFX Series switch. The controlled version of Junos OS software is

required to enable Media Access Control security (MACsec).

If youareupgradingyour switchbetweenadomestic versionof JunosOSandacontrolled

version of Junos OS, keep the following issues in mind:

• You cannot use NSSU to upgrade or downgrade from a controlled version of Junos OS

to a domestic version of Junos OS.

• In a Virtual Chassis, all member switches must be running the same release of Junos

OS. A Virtual Chassis with member switches that are running domestic and export

versions of the same Junos OS release does form.

• In a Virtual Chassis, all member switches must be running the same release of Junos

OS.

To support MACsec, however, all member switches in the Virtual Chassis must be

running the controlled version of Junos OS.

Theupgradeordowngradeprocedure fromadomestic versionof JunosOStoacontrolled

version of JunosOS is, otherwise, identical to any other JunosOSupgrade. SeeUpgrading

Software for more information.

Upgrading Software on QFX5100 Standalone Switches

When upgrading or downgrading Junos OS, always use the jinstall package. Use other

packages (such as the jbundle package) only when so instructed by a Juniper Networks

support representative. For information about the contents of the jinstall package and

details of the installation process, see the Junos OS Installation and Upgrade Guide and

Junos OS Basics in the QFX Series documentation.

NOTE: OnJunosRelease14.1X53-D35.3,autonegotation isdisabledbydefault.
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NOTE: OnQFX5100 and EX4600 switches, the Host OS is not upgraded
automatically, so youmust use the force-host option if you want the Junos

OS and Host OS versions to be the same.

However, pay attention to these notes regarding Junos OS and Host OS
versions:

• The Junos OS and Host OS versions do not need to be the same.

• During an ISSU, the Host OS cannot be upgraded.

• Upgrading theHostOS isnot required for every softwareupgrade, asnoted
above.

NOTE: OnQFX5100 and EX4600 switches, youmust use the force-host

option if you are downgrading from Junos OS Release 14.1X53-D40 to any
release earlier than 14.1X53-D40 otherwise the switchwill issue core dumps.

The download and installation process for Junos OS Release 14.1X53-D10 is the same

as for previous Junos OS releases.

If you are not familiar with the download and installation process, follow these steps:

1. In a browser, go to http://www.juniper.net/support/downloads/junos.html.

The Junos Platforms Download Software page appears.

2. In the QFX Series section of the Junos Platforms Download Software page, select the

QFX Series platform for which you want to download the software.

3. Select 14.1 in the Release pull-down list to the right of the Software tab on the

Download Software page.

4. In the Install Packagesectionof theSoftware tab, select theQFXSeries Install Package

for the 14.1 release.

An Alert box appears.

5. In the Alert box, click the link to the PSN document for details about the software,

and click the link to download it.

A login screen appears.

6. Log in to the Juniper Networks authentication system using the username (generally

your e-mail address) and password supplied by Juniper Networks representatives.

7. Download the software to a local host.

8. Copy the software to the device or to your internal software distribution site.

9. Install the new jinstall package on the device.
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NOTE: We recommend that you upgrade all software packages out of
band using the console, because in-band connections are lost during the
upgrade process.

Customers in the United States and Canada use the following command:

user@host> request system software add
source/jinstall-qfx-5-14.1X53-D25-domestic-signed.tgz reboot

Replace sourcewith one of the following values:

• /pathname—For a software package that is installed from a local directory on the

switch.

• For software packages that are downloaded and installed from a remote location:

• ftp://hostname/pathname

• http://hostname/pathname

• scp://hostname/pathname (available only for Canada and U.S. version)

Adding the reboot command reboots the switch after the upgrade is installed. When

the reboot is complete, the switch displays the login prompt. The loading process can

take 5 to 10minutes.

Rebooting occurs only if the upgrade is successful.

NOTE: After you install a JunosOSRelease 14.1 jinstallpackage, youcan issue

the request system software rollback command to return to the previously

installed software.
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Performing an In-Service Software Upgrade (ISSU)

You can use an in-service software upgrade to upgrade the software running on the

switch with minimal traffic disruption during the upgrade.

NOTE: ISSU is supported in Junos OS Release 13.2X51-D15 and later.

Perform the following tasks:

• Preparing the Switch for Software Installation on page 106

• Upgrading the Software Using ISSU on page 106

Preparing the Switch for Software Installation

Before you begin software installation using ISSU:

• Ensure thatnonstopactive routing (NSR), nonstopbridging (NSB), andgracefulRouting

Engine switchover (GRES) are enabled. NSB and GRES enable NSB-supported Layer

2 protocols to synchronize protocol information between themaster and backup

Routing Engines.

To verify that nonstop active routing is enabled:

NOTE: If nonstop active routing is enabled, then graceful Routing Engine
switchover is enabled.

user@switch> show task replication
        Stateful Replication: Enabled
        RE mode: Master

If nonstopactive routing isnotenabled (StatefulReplication isDisabled), seeConfiguring

Nonstop Active Routing on Switches for information about how to enable it.

• Enable nonstop bridging (NSB). See Configuring Nonstop Bridging on Switches (CLI

Procedure) for information on how to enable it.

• (Optional) Back up the system software—Junos OS, the active configuration, and log

files—on the switch to an external storage device with the request system snapshot

command.

Upgrading the Software Using ISSU

This procedure describes how to upgrade the software running on a standalone switch.
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To upgrade the switch using ISSU:

1. Download the software package by following the procedure in the Downloading

Software Files with a Browser section in Upgrading Software.

2. Copy the software package or packages to the switch. We recommend that you copy

the file to the /var/tmp directory.

3. Log in to the console connection. Using a console connection allows you to monitor

the progress of the upgrade.

4. Start the ISSU:

• On the switch, enter:

user@switch> request system software in-service-upgrade
/var/tmp/package-name.tgz

where package-name.tgz is, for example, jinstall-132_x51_vjunos.domestic.tgz.

NOTE: During the upgrade, you will not be able to access the Junos OS
CLI.

Theswitchdisplays statusmessages similar to the followingmessagesas theupgrade

executes:

warning: Do NOT use /user during ISSU. Changes to /user during ISSU may get 
lost!
ISSU: Validating Image
ISSU: Preparing Backup RE
Prepare for ISSU
ISSU: Backup RE Prepare Done
Extracting jinstall-qfx-5-13.2X51-D15.4-domestic ...
Install jinstall-qfx-5-13.2X51-D15.4-domestic completed
Spawning the backup RE
Spawn backup RE, index 0 successful
GRES in progress
GRES done in 0 seconds
Waiting for backup RE switchover ready
GRES operational
Copying home directories
Copying home directories successful
Initiating Chassis In-Service-Upgrade
Chassis ISSU Started
ISSU: Preparing Daemons
ISSU: Daemons Ready for ISSU
ISSU: Starting Upgrade for FRUs
ISSU: FPC Warm Booting
ISSU: FPC Warm Booted
ISSU: Preparing for Switchover
ISSU: Ready for Switchover
Checking In-Service-Upgrade status
  Item           Status                  Reason
  FPC 0          Online (ISSU)        
Send ISSU done to chassisd on backup RE
Chassis ISSU Completed
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ISSU: IDLE
Initiate em0 device handoff

NOTE: An ISSUmight stop instead of abort if the FPC is at thewarmboot
stage. Also, any links that go down and upwill not be detected during a
warm boot of the Packet Forwarding Engine (PFE).

NOTE: If the ISSU process stops, you can look at the log files to diagnose
the problem. The log files are located at /var/log/vjunos-log.tgz.

5. Log in after the reboot of the switch completes. To verify that the software has been

upgraded, enter the following command:

user@switch> show version

6. To ensure that the resilient dual-root partitions feature operates correctly, copy the

new Junos OS image into the alternate root partitions of all of the switch:

user@switch> request system snapshot slice alternate

Resilient dual-rootpartitionsallow the switch toboot transparently fromthealternate

root partition if the system fails to boot from the primary root partition.

Related
Documentation

New and Changed Features on page 40•

• Changes in Behavior and Syntax on page 71

• Known Behavior on page 74

• Known Issues on page 88

• Resolved Issues on page 90

• Documentation Updates on page 102

• Product Compatibility on page 108

Product Compatibility

• Hardware Compatibility on page 108

Hardware Compatibility

To obtain information about the components that are supported on the devices, and

special compatibility guidelineswith the release, see theHardwareGuide for theproduct.

To determine the features supported on QFX Series switches in this release, use the

Juniper Networks Feature Explorer, a Web-based application that helps you to explore

andcompare JunosOSfeature information to find the right software releaseandhardware

platform for your network. Find Feature Explorer at:

http://pathfinder.juniper.net/feature-explorer/
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Related
Documentation

New and Changed Features on page 40•

• Changes in Behavior and Syntax on page 71

• Known Behavior on page 74

• Known Issues on page 88

• Resolved Issues on page 90

• Documentation Updates on page 102

• Migration, Upgrade, and Downgrade Instructions on page 103

Third-Party Components

This product includes third-party components. To obtain a complete list of third-party

components, seeOverview for Routing Devices.

For a list of open source attributes for this Junos OS release, seeOpen Source: Source

Files and Attributions.

FindingMore Information

For the latest,mostcomplete informationaboutknownand resolved issueswith JunosOS,

see the Juniper Networks Problem Report Search application at:

http://prsearch.juniper.net .

Juniper Networks Feature Explorer is aWeb-based application that helps you to explore

and compare Junos OS feature information to find the correct software release and

hardware platform for your network. Find Feature Explorer at:

http://pathfinder.juniper.net/feature-explorer/.

Juniper Networks Content Explorer is aWeb-based application that helps you explore

Juniper Networks technical documentation by product, task, and software release, and

download documentation in PDF format. Find Content Explorer at:

http://www.juniper.net/techpubs/content-applications/content-explorer/.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can provide feedback by using either of the following

methods:

• Online feedback rating system—On any page at the Juniper Networks Technical

Documentation site at http://www.juniper.net/techpubs/index.html, simply click the

stars to rate the content, anduse thepop-up form toprovideuswith informationabout

your experience. Alternately, you can use the online feedback form at

http://www.juniper.net/techpubs/feedback/.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).
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Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

or are covered under warranty, and need postsales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC Hours of Operation —The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

http://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) tool located at https://tools.juniper.net/SerialNumberEntitlementSearch/.

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, visit us at

http://www.juniper.net/support/requesting-support.html.
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If you are reporting a hardware or software problem, issue the following command from

the CLI before contacting support:

user@host> request support information | save filename

To provide a core file to Juniper Networks for analysis, compress the file with the gzip

utility, rename the file to include your company name, and copy it to

ftp.juniper.net/pub/incoming. Then send the filename, along with software version

information (the output of the show version command) and the configuration, to

support@juniper.net. For documentation issues, fill out the bug report form located at

https://www.juniper.net/cgi-bin/docbugreport/.
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