
Learn About  Securing Cloud-Enabled Enterprises

The cloud is central to transforming enterprise networks because it offers a 
springboard to flexibility and agility hitherto unavailable to administrators 
managing smaller networks. When smaller networks adopt cloud technologies as 
a primary operating model, administrators need a secure on-ramp to cloud-based 
applications deployed in their private clouds or their on-premise data centers, or 
hosted in their remote locations. Up until now, this situation has created uncer-
tainty surrounding cloud security and inhibited businesses ready to adopt cloud-
enabled networking. That is why securing the cloud-enabled enterprise has been 
one of the top priorities at Juniper Networks. This Learn About explains Juniper’s 
solutions to help you secure cloud-based enterprise networking.

What Is a Cloud-Enabled Enterprise?

A cloud-enabled enterprise network has a common, unified infrastructure that 
supports a diverse set of devices, applications, and people. It provides reliable, 
scalable, secure, and readily available access to resources. So it does not matter 
where these data points reside – in the cloud, the data center, or the WAN.  They 
are all unified in one infrastructure. 

Back in 2012, cloud technology was identified as one of the fastest moving 
technologies by Gartner Inc.’s Hype Cycle for Emerging Technologies (http://
www.gartner.com/newsroom/id/2124315). Today, Verizon notes that nearly 90% 
of enterprise networks already use the cloud for mission-critical workloads, and 
that half of that number will use cloud models for at least three-quarters of their 
workloads by 2018 (Source: Verizon Enterprise Solutions’ State of the Market: 
Enterprise Cloud 2016 report – http://www.verizonenterprise.com/resources/
reports/rp_state-of-the-market-enterprise-cloud-2016_en_xg.pdf). 

Cloud architectures help enterprises increase productivity and competitiveness 
through virtualization and automation technologies that simplify network 
life-cycle management while delivering operational efficiencies. They provide a 
chance for an enterprise network to:

 § Reduce CapEx and OpEx

 § Simplify centralized management

 § Scale at will

 § Create business agility

 § Support new business models

 § Collaborate more effectively

http://www.gartner.com/newsroom/id/2124315
http://www.gartner.com/newsroom/id/2124315
http://www.verizonenterprise.com/resources/reports/rp_state-of-the-market-enterprise-cloud-2016_en_xg.pdf
http://www.verizonenterprise.com/resources/reports/rp_state-of-the-market-enterprise-cloud-2016_en_xg.pdf
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The good news is that administrators are excited by opportunities to reduce capital 
costs and the chance to divest themselves of infrastructure management. The bad 
news is that numerous challenges must be addressed before an enterprise network 
can become cloud-based. Some of the many challenges businesses face when incorpo-
rating cloud architecture are: 

 § Static and inflexible multilayer architectures 

 § Operational complexity

 § Lack of regulatory compliance and standards

 § Lack of control over data and performance

 § Security, which is the most immediate challenge

Let’s examine the security challenges in a cloud-enabled enterprise.

Security Challenges in Cloud-Enabled Enterprises

Enterprises are migrating toward cloud-enabled networks much faster than expected 
and this trend has created an immediate need to extend the level of security found in 
their traditional networks to the new cloud landscape. 

One of the biggest security concerns administrators face when moving information 
over to the cloud is the perception that they will lose control of their data. Other 
concerns include identity and access management, Web application security, browser 
security, securing data in transit (to the cloud and back), data leaks, compliance 
issues, remote access for users, securing endpoints, malware, mobile BYOD, network 
viruses, and more.

The risks of cloud networking are real, and they include:

 § Data breaches that can result from a flaw in a cloud application design or other 
application vulnerability.

 § Data loss as a result of a malicious attack, an accidental deletion, or a physical 
problem in the data center.

 § Account hijacking, including the use of phishing, fraud, or social engineering to 
obtain a user’s private login information.

 § Insecure interfaces, such as the application programming interfaces (APIs) used by 
cloud services to provide authentication, access control, encryption, and other key 
functions. Vulnerabilities in these interfaces can increase the risk of a security 
breach.

 § Denial-of-service (DoS) attacks, in which a malicious actor prevents users from 
accessing a targeted application or database.

 § Malicious insiders, such as employees or contractors, who use their position to gain 
access to private information stored in the cloud.

 § Abuse of services, which involves hackers who use the limitless resources of the 
cloud to crack an encryption key, stage a distributed denial-of-service (DDoS) 
attack, or perform other activities that would not be possible with limited hard-
ware.

 § Shared vulnerabilities, including platforms or applications accessed by different 
users in a multitenant environment.
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Thus, while cloud-enabled networking offers many benefits to a business enterprise, 
failing to properly anticipate the security risks of working in the cloud, or even rushing 
the migration process, can expose organizations to considerable risk. 

Remember that much of enterprise networking has traditionally relied on the perimeter 
safety net, and now that the perimeter has shifted to the cloud, your network security 
posture must change. For example, in a cloud-enabled enterprise, you need to adopt 
security models suitable to cloud environments and consider end-to-end embedded 
security models, as opposed to traditional perimeter-based models. Here are some of the 
critical security challenges enterprises need to address while shifting to a cloud-enabled 
environment:

 § Protecting against threats – You need to monitor and inspect packets for the presence 
of malware or malicious traffic and send appropriate alerts to cloud service managers, 
as well as to subscribing customers. You need to use intrusion detection and preven-
tion (IDP) systems. Also, you must have virtualization-specific antivirus protections in 
place that can deliver on-demand and on-access scanning of virtual machine (VM) 
disks and files (with the capability to quarantine infected entities that have been 
identified).

 § Protecting data in storage and data in transit – To protect confidential business, 
government, or regulatory data, you must ensure that the data remains secure both at 
rest – data residing on storage media – as well as when in transit. In addition, you need 
to address confidentiality, integrity, and authentication concerns to ensure that data is 
secure, accessible by the correct recipients, and not modified in transit.

 § End-to-end visibility – To secure your network, you need to have end-to-end visibility 
so that you can first understand it, and then be able to program it, in order to defend 
against threats. And as your network becomes more virtualized, having visibility and 
control across both your physical and virtual infrastructures becomes critical.

 § Elasticity – You need to be able to scale your resources up and down in real time, 
readily, and cost-effectively. The challenge here is to provide detailed access and 
predefined security controls without compromising on your network’s performance, 
security, or stability.

 § Authentication of users, applications, and processes – You need hardened access 
control procedures to keep unauthorized access at bay while allowing authorized users 
in with a minimum of fuss. In any cloud environment, authentication and access 
control are critical because the cloud, with all of its data, is potentially accessible to 
anyone on the Internet.

 § Incident response – You need a dynamic anti-malware solution that can perform 
incident response activities such as detecting and blocking malware by monitoring 
ingress and egress network traffic; looking for malware and other indicators of 
compromise; reporting incidents; performing dynamic attack analysis, data collection, 
and data preservation; and ensuring problem remediation and service restoration. 

 § APIs and orchestration – Security tasks in the cloud typically require a number of APIs 
to accomplish tasks. For example, when a new VM instance is created, a security 
policy is needed to allow traffic flow to that instance.

 § Security intelligence – You need to increase your focus on detecting attacks and 
attackers early, instead of at the point of breach, and you need to share security 
intelligence across all your security architectures (in contrast to perimeter products 
that function without information sharing). Better security intelligence enables you to 
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better leverage the live data feed that is, in turn, used for policy enforcement. Time is 
of the essence when protecting your critical data from being compromised.

 § Multitenancy management and isolation enforcement – Your cloud provider (or  
your cloud team) must enforce the isolation of customer-specific traffic, data, and 
resources because one tenant cannot impose risks on others in terms of data loss, 
misuse, or privacy violations. Also, by isolating areas of the virtualized network  
into security zones, you limit the scope of exploits and facilitate consistent policy 
enforcement throughout the cloud. Ask for VMs and hypervisors in the cloud as they 
can provide stronger network separation and security.

 § Cloud legal and regulatory issues – You must have strong policies and practices as 
part of your business objectives to address any legal and regulatory issues that might 
arise. Your cloud or network administrators must be able to see their aggregate 
compliance posture at a glance. And if a noncompliance alert is triggered, they must 
be able to drill down within servers or VMs to identify the exact condition that 
caused the alert.

Cloud-enabled enterprise networks bring a whole new level of virtualization, agility, 
management, and security issues; but if implemented correctly, they also provide a new 
simplicity to enterprise campus and branch networking. 

Juniper Networks Unite

Juniper Networks has introduced an innovative reference networking architecture 
called Juniper Unite, which comprises enterprise switching, security, routing, and 
software technologies. Juniper Unite also contains third-party WLAN, unified com-
munications and collaboration (UCC), and network access solutions supported 
through the Open Convergence Framework (OCF) as shown in Figure 1.

Figure 1  Juniper Unite
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The Juniper Networks Unite enterprise architecture provides a simplified, automat-
ed, and secure design to build and manage cloud-enabled enterprises. Based on 
Juniper’s switching and security solutions, it provides unified threat management 
(UTM), next-generation firewalls, and malware detection and eradication tools. 
Let’s focus on Juniper’s security solutions for the remainder of this Learn About and 
in Table 1.

Table 1 Juniper’s Cloud-Enabled Enterprise Security Solution

Cloud-Enabled 
Requirement

Juniper 
Solution

Description

Firewall SRX Series • Protects against application-borne security threats and manages bandwidth usage.

• Offers a range of user role-based firewall control solutions that support dynamic 
security policies.

• Secures against network-based exploit attacks aimed at application vulnerabilities.

• Protects against malware, viruses, phishing attacks, intrusions, spam, and other threats 
through antivirus and antispam, as well as by means of Web filtering and content filtering.

• Offers multiple deployment options – appliance, chassis-based, and virtual – all offering 
the same full-feature capability. 

• Provides a foundational platform for open policy enforcement.

Virtual  
Firewall

vSRX • Provides full visibility and granular access control over all traffic flowing through VMs. 

• Acts as a barrier to secure perimeter access to a network. 

• Provides dedicated security services and assured traffic isolation within the cloud, 
offering customizable firewall controls as an additional managed service.

• Enforces a granular virtualized security policy consistent with and integrated into 
physical server security, including Juniper Networks SRX Series Services Gateways and 
Juniper Networks Secure Analytics.

Threat  
Prevention

Sky ATP • Delivers protection against sophisticated zero-day threats.

• Inspects ingress/egress traffic for malware and indicators of compromise.

• Delivers deep inspection, actionable reporting, and inline malware blocking.

• Integrates with SRX Series and enables detection and prevention of threats.

• Defends against sophisticated malware leveraging deception techniques.

• Outputs actionable (compromised host quarantine) rich reporting.

• Augments sandboxing (with additional analysis to detect evasive malware).

Threat  
Intelligence

Spotlight  
Secure

• Uses threat detection and advanced malware prevention in an open-platform 
environment.

• Connects multiple intelligence sources to the enforcement points.

• Provides a single point of administrative control.

• Supports policy engine controls for prioritization and categorization of threats.

Management Junos Space 
Security  
Director

• Delivers scalable security management. 

• Provides security policy management through an intuitive, centralized, Web-based 
interface that offers enforcement across emerging and traditional risk vectors. 

• Enables easy management of all phases of the security policy life cycle through a single 
Web interface. 

• Offers extensive security scale, granular policy control, and policy breadth across the 
network.

Analytics Secure  
Analytics

• Combines network performance and security management into a single enterprise and 
service provider solution that integrates log, threat, and compliance management for both 
Juniper and non-Juniper products. 

• Delivers a complete picture of network visibility and access, making troubleshooting 
and cloud security optimization easier and faster.
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To better understand how Juniper’s cloud-enabled enterprise security is relevant, let’s 
walk through a use case for enterprise expansion and workload distribution that 
shows how Juniper’s Unite security solution can address both of these common 
concerns for an enterprise. 

Use Case: Securing and Simplifying an Enterprise Network 

The use case is an example of a hybrid cloud enterprise network that combines 
aspects of both private (internal) and public (external) cloud computing environ-
ments. In this use case, administrators typically outsource noncritical information 
and processing to the public cloud, while keeping business-critical services and data 
within their control. 

The issue with a hybrid cloud is that some processes remain on premise and some 
move to the cloud. It is an architectural choice involving new and extended security 
processes that typically require multiple hybrid-cloud administrators to collaborate 
in order to achieve comprehensive data protection.

However, with the Juniper Unite architecture, the solution is based on high- 
performance threat detection and prevention technologies as shown in Figure 2.  
It is a design for the most effective security detection and remediation for existing  
and future hybrid cloud applications. 

Figure 2 Juniper Hybrid Cloud

In Figure 2, the SRX Series and vSRX firewalls secure the network with a suite of 
cloud-based threat defense services and feeds that centrally defend all locations. By 
leveraging security feeds from cloud-based advance threat intelligence platforms, 
such as Sky Advanced Threat Prevention (Sky ATP), the SRX Series can detect known 
and zero-day threats while enforcing application security, intrusion prevention, and 
unified threat management (UTM).
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For large-scale deployments, the Juniper Unite design enables APIs for cloud manage-
ment automation, which in turn enables rapid provisioning and elastic scalability. 
With a wide range of programmatic APIs supported on Junos OS, in-house or for-hire 
DevOps resources can easily automate deployment and management activities through 
simple scripts, streamlining the entire workflow.

Figure 2 shows that Junos Space Security Director centrally manages all security 
policies across the infrastructure. The vSRX virtual firewalls deployed in the remote 
data centers register with Security Director, whether installed at headquarters or in the 
cloud. New security policies are then centrally added or updated from Security 
Director and deployed across all data centers as the vSRX provides data isolation of 
cloud tenant resources by shrink-wrapping each customer VM, or group of VMs, in 
distinct security policies. (A mobile Security Director app is accessible to security 
administrators or CIOs who want to monitor security updates in their network 
remotely.) 

The vSRX virtual firewalls in the remote data center branches connect to the SRX 
Series firewalls in the head office through IPsec VPN for secure data transportation. 
Additionally, the introduction of Juniper Secure Analytics into the environment 
provides a comprehensive suite of tools for monitoring all security, networking, and 
server infrastructure.

Finally, the ability to extend familiar and well-known security policies once used in the 
physical data center to both private and public clouds is a critical benefit that enables 
IT managers to leverage existing enterprise personnel to manage their cloud and 
hybrid-cloud infrastructures.  

Resources and References

Links to relevant resources for the cloud-enabled enterprise:
 § http://www.juniper.net/assets/us/en/local/pdf/solutionbriefs/3510567-en.pdf

 § http://www.juniper.net/assets/us/en/local/pdf/solutionbriefs/3510558-en.pdf

 § https://www.juniper.net/us/en/local/pdf/whitepapers/2000465-en.pdf

 § http://newsroom.juniper.net/press-release/juniper-networks-unveils-latest-security-
innovations

 § http://newsroom.juniper.net/press-release/juniper-networks-introduces-juniper-
unite-for-the-cloud-enabled-enterprise

Trusted Computing Group’s White Paper, 2010: 
http://www.trustedcomputinggroup.org/cloud-computing-security-natural-match/.

Security and Privacy Issues in Cloud Computing by Jaydip Sen (Innovation Labs,  
Tata Consultancy Services Ltd., Kolkata, INDIA): 
https://www.safaribooksonline.com/library/view/architectures-and-proto-
cols/9781466645141/978-1-4666-4514-1.ch001.xhtml.

http://www.juniper.net/assets/us/en/local/pdf/solutionbriefs/3510567-en.pdf
http://www.juniper.net/assets/us/en/local/pdf/solutionbriefs/3510558-en.pdf
https://www.juniper.net/us/en/local/pdf/whitepapers/2000465-en.pdf
http://newsroom.juniper.net/press-release/juniper-networks-unveils-latest-security-innovations
http://newsroom.juniper.net/press-release/juniper-networks-unveils-latest-security-innovations
http://newsroom.juniper.net/press-release/juniper-networks-introduces-juniper-unite-for-the-cloud-enabled-enterprise
http://newsroom.juniper.net/press-release/juniper-networks-introduces-juniper-unite-for-the-cloud-enabled-enterprise
http://www.trustedcomputinggroup.org/cloud-computing-security-natural-match/
https://www.safaribooksonline.com/library/view/architectures-and-protocols/9781466645141/978-1-4666-4514-1.ch001.xhtml
https://www.safaribooksonline.com/library/view/architectures-and-protocols/9781466645141/978-1-4666-4514-1.ch001.xhtml


Learn About  Securing Cloud-Enabled Enterprises 

by Madhavi Katti 

 
© 2016 by Juniper Networks, Inc. All rights reserved.   
Juniper Networks, Junos, are registered trademarks of Juniper Networks, Inc. in the United States 
and other countries. The Juniper Networks Logo, and the Junos logo are trademarks of Juniper 
Networks, Inc. All other trademarks, service marks, registered trademarks, or registered service 
marks are the property of their respective owners. Juniper Networks assumes no responsibility for 
any inaccuracies in this document. Juniper Networks reserves the right to change, modify, transfer, or 
otherwise revise this publication without notice. 

Version History: First Edition, September 2016      2 3 4 5 6 7 8 9

For more information go to  
the TechLibrary at: 

www.juniper.net/documentation

When smaller networks adopt cloud technologies as a primary operating 

model, administrators need a secure on-ramp. To deliver the most 

efficient, scalable, cost-effective, and secure cloud computing environment 

possible, Juniper Networks leverages a combination of products, 

technologies, services, and design expertise. Learn about Juniper’s Unite 

reference networking architecture.
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