Terminating Subscriber Secure Policy Mirroring Sessions

Related Topics

This topic describes how active subscriber secure policy mirroring operations might
be terminated. The RADIUS-initiated mirroring sessions can be explicitly terminated
upon receipt of a RADIUS dynamic request or passively terminated as a result of a
timeout or disconnection.

A RADIUS-initiated traffic mirroring session is terminated by the following actions:

RADIUS CoA message receipt—Mirroring is terminated upon receipt of a CoA
message with a VSA 26-58 (LI-Action) value of 0. The RADIUS administrator
configures the LI-Action of 0 in the mirrored subscriber’s RADIUS record.

Subscriber logout—Mirroring is terminated when the mirrored subscriber logs
out.

Session timeout—Mirroring is terminated when the current subscriber session
times out.

Session disconnect—Mirroring is terminated when the current subscriber session
is disconnected.
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