
RADIUS-Initiated Disconnect Overview

This section describes the AAA Service Framework’s support for RADIUS-initiated
disconnect dynamic requests. The AAA Service Framework uses disconnect messages
to dynamically terminate active subscriber sessions.

Disconnect Messages

To centrally control the disconnection of remote access subscribers, the RADIUS
dynamic request feature on the router receives and processes unsolicited messages
from RADIUS servers.

The dynamic request feature uses the existing format of RADIUS disconnect request
and response messages. RADIUS-initiated disconnect uses the following codes in its
RADIUS request and response messages:

■ Disconnect-Request (40)

■ Disconnect-ACK (41)

■ Disconnect-NAK (42)

Qualifications for Disconnect

For the AAA Service Framework to disconnect a user, the Disconnect-Request message
must contain an attribute with an accounting session ID. The Disconnect-Request
message can contain an Acct-Session-Id (44) attribute or an Acct-Multi-Session-Id
(50) attribute for the session ID or both. If both the Acct-Session-Id and
Acct-Multi-Session-Id attributes are present in the request, the router uses both
attributes. If the User-Name (1) attribute is also present in the request, the username
and accounting session ID are used to perform the disconnection. The AAA Service
Framework handles the actual request.

Message Exchange

The RADIUS server and the AAA Service Framework exchange messages using UDP.
The Disconnect-Request message sent by the RADIUS server has the same format
as the CoA-Request packet that is sent for a change of authorization operation.

The disconnect response is either a Disconnect-ACK or a Disconnect-NAK message:

■ If the AAA Service Framework successfully disconnects the user, the response
is a RADIUS-formatted packet with a Disconnect-ACK message.

■ If the AAA Service Framework cannot disconnect the user, the request is
malformed, or attributes are missing from the request, the response is a
RADIUS-formatted packet with a Disconnect-NAK message.
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NOTE: The AAA Service Framework processes one dynamic request at a time per
subscriber. If the framework receives a second dynamic request while processing a
previous request (either a CoA or another Disconnect-Request) for the same subscriber,
the framework responds with a Disconnect-NAK message.

Related Topics Using RADIUS Dynamic Requests for Subscriber Access Management■

■ Dynamic Service Activation During Login Overview

■ Configuring RADIUS-Initiated Dynamic Request Support
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