
exclude

Syntax exclude {
accounting-authentic [ accounting-on | accounting-off ];
accounting-delay-time [ accounting-on | accounting-off ];
accounting-session-id [ access-request | accounting-on | accounting-off | accounting-stop

];
accounting-terminate-cause [ accounting-off ];
called-station-id [ access-request | accounting-start | accounting-stop ];
calling-station-id [ access-request | accounting-start | accounting-stop ];
class [ accounting-start | accounting-stop ];
dhcp-gi-address [ access-request | accounting-start | accounting-stop ];
dhcp-mac-address [ access-request | accounting-start | accounting-stop ];
output-filter [ accounting-start | accounting-stop ];
event-timestamp [ accounting-on | accounting-off | accounting-start | accounting-stop

];
framed-ip-address [ accounting-start | accounting-stop ];
framed-ip-netmask [ accounting-start | accounting-stop ];
input-filter [ accounting-start | accounting-stop ];
input-gigapackets [ accounting-stop ];
input-gigawords [ accounting-stop ];
interface-description [ access-request | accounting-start | accounting-stop ];
nas-identifier [ access-request | accounting-on | accounting-off | accounting-start |

accounting-stop ];
nas-port [ access-request | accounting-start | accounting-stop ];
nas-port-id [ access-request | accounting-start | accounting-stop ];
nas-port-type [ access-request | accounting-start | accounting-stop ];
output-gigapackets [ accounting-stop ];
output-gigawords [ accounting-stop ];

}

Hierarchy Level [edit access profile profile-name radius attributes]

Release Information Statement introduced in JUNOS Release 9.1.

Description Configure the router to exclude the specified attributes from the specified type of
RADIUS message.

Not all attributes are available in all types of RADIUS messages. By default, the router
includes the specified attributes in RADIUS Access-Request, Acct-On, Acct-Off,
Acct-Start, and Acct-Stop messages.

Options RADIUS attribute type—RADIUS attribute or Juniper Networks VSA number and
name.

■ accounting-authentic—RADIUS attribute 45, Acct-Authentic.

■ accounting-delay-time—RADIUS attribute 41, Acct-Delay-Time.

■ accounting-session-id—RADIUS attribute 44, Acct-Session-Id.

■ accounting-terminate-cause—RADIUS attribute 49, Acct-Terminate-Cause.

■ called-station-id—RADIUS attribute 30, Called-Station-Id.
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■ calling-station-id—RADIUS attribute 31, Calling-Station-Id.

■ class—RADIUS attribute 25, Class.

■ dhcp-gi-address—Juniper VSA 26-57, DHCP-GI-Address.

■ dhcp-mac-address—Juniper VSA 26-56, DHCP-MAC-Address.

■ event-timestamp—RADIUS attribute 55, Event-Timestamp.

■ framed-ip-address—RADIUS attribute 8, Framed-IP-Address.

■ framed-ip-netmask—RADIUS attribute 9, Framed-IP-Netmask.

■ input-filter—Juniper VSA 26-10, Ingress-Policy-Name.

■ input-gigapackets—Juniper VSA 26-42, Acct-Input-Gigapackets.

■ input-gigawords—RADIUS attribute 52, Acct-Input-Gigawords.

■ interface-description—Juniper VSA 26-53, Interface-Desc.

■ nas-identifier—RADIUS attribute 32, NAS-Identifier.

■ nas-port—RADIUS attribute 5, NAS-Port.

■ nas-port-id—RADIUS attribute 87, NAS-Port-Id.

■ nas-port-type—RADIUS attribute 61, NAS-Port-Type.

■ output-filter—Juniper VSA 26-11, Egress-Policy-Name.

■ output-gigapackets—Juniper VSA 25-43, Acct-Output-Gigapackets.

■ output-gigawords—RADIUS attribute 53, Acct-Output-Gigawords.

RADIUS message type

■ access-request—RADIUS Access-Accept messages.

■ accounting-off—RADIUS Accounting-Off messages.

■ accounting-on—RADIUS Accounting-On messages.

■ accounting-start—RADIUS Accounting-Start messages.

■ accounting-stop—RADIUS Accounting-Stop messages.

Required Privilege Level admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

Related Topics ■ Configuring RADIUS Server Parameters for Subscriber Access
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