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Executive Summary
This white paper describes the following security information relating to Juniper Networks’ mobile cloud architecture:
•
•
•
•
•

Challenges and trends
Use cases and solutions
Products and services
Proof points from outside sources in the industry
Juniper’s mobile cloud architecture
The content in this white paper is also available in PPT (blueprint) and video formats at
Network Design and Architecture Center: Mobile Cloud.

Customer Challenges and Trends
There is a massive challenge in the rapid growth in security threat and exposure, including these three emerging trends:

Figure 1: Security Everywhere - Challenges and Trends
First Trend: Threat Sophistication

Threats are becoming more sophisticated and harder to find. There are increasingly more zero day attacks where people
hold organizations ransom before they agree to release the organization’s networks. Hackers are developing complex
and sophisticated threats. They could potentially create and participate in profit sharing models where they would
contact nation states and other hackers who are interested in mounting directed attacks towards other nation states
and organizations. Hackers could become wealthy by just renting out very sophisticated threats within a profit sharing
model.
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In addition to the growing sophistication and complexity of threats, within this new business model using ransomware,
individuals or groups who are most interested in carrying out the attacks, do not necessarily need to know anything
about how to build the attacks.
Second Trend: Cloud

Before the cloud, organizations deployed applications in their networks, were aware of their physical resources within
the networks, and planned how to protect those resources. It was straightforward; you had plenty of time to plan, could
test the configuration in your sandbox, and then roll it out to your customers and the rest of the world.
That all changes with the cloud. We now have the ability to create software-defined networks (SDN) and applications
that happen on demand. On demand not only means instantaneously, but it also means that applications can scale
immediately. Planning security for these dynamically involved resources is a challenge. With the introduction of the
cloud, it is difficult to create a security strategy similar to what you had previously implemented in the physical world.
One drawback to the cloud is that it provides attackers with many more resources that they can use and combine to
mount an attack.
Third Trend: Infrastructure

There is an explosion in the variety of infrastructure used today, and a massive expansion in the threat surface of that
infrastructure. For instance, hybrid cloud deployments where there is a marriage of both private clouds and public
clouds is growing. Trying to understand how to protect that type of hybrid environment is a challenging task. Devices are
entering the infrastructure from everywhere. As a result, the old mantra of “let’s protect the perimeter” becomes very
difficult because now a breach can occur in your network perimeter simply by someone adding a smartphone, or any
device into the network.
Additionally with the Internet of Things (IoT), there is more data stored everywhere, about everything that is happening,
while several orders of magnitude of new devices are introduced into the network.
Why should we worry about the Internet of Things? With IoT, one particular vertical group is connected vehicles, where
connected vehicles are self-driving cars. However, what about the self-driving infrastructure? For example, what if a
truck that Uber recently commandeered self-drove the beer from the beer distillery to a place where beer was sold,
such as a restaurant or a grocery store. Following the logic, this example shows that our entire food supply chain can be
driven automatically without any human intervention. If we extrapolate this idea, someone could potentially hold an
entire metro area hostage, and drive the food supply chain, for instance, straight off a cliff.
When we think about challenges and trends, we must consider how to prevent an attacker from holding an entire metro
area hostage by taking over connected vehicles.
What do we do about that? One answer is a software-defined secure network (SDSN).

Software-Defined Secure Network
A software-defined secure network (SDSN) consists of three pillars: policy, detection, and enforcement (see Figure 2).
How do these pillars work together?
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Figure 2: SDSN Pillars - Policy, Detection, and Enforcement
First, we need the ability to detect accurately the types of threats that are happening. With the cloud, accuracy of
detection is very important because you must be able to automate enforcement. In the past physical firewall world, you
could take time to review attacks, however, now as soon as you detect an attack, you must have a high confidence level
that you can actually automate the enforcement.
Dynamic and Adaptive Policy Engine

With automation, you need to decide what part of your business to automate, and think about a dynamic and adaptive
policy engine. That policy engine needs to allow system administrators the ability to describe the resources in the
network. If you generate a report on a particular type of threat, you want to be able to enforce a policy that says, for
example, to quarantine that threat along with all of the resources available in the network, and with all of the security
devices.
Open Framework

In the software define secure network (SDSN), you must also consider how to work in an open ecosystem. For example,
you can use a Juniper Networks’ and a third-party cloud-based threat defense, whereas you can use both Juniper and a
third-party detection and enforcement. Juniper Networks must have a way to communicate what is occurring within our
policy engine to a third party. This constitutes an open framework. If you consider the thousands and thousands of
security startups that venture capitalists fund, all of the startups focused on very specific problems. However, the
primary area of concern is threat detection. Enforcement is not a top priority because the investors view it as “someone
else’s problem”. The ability to apply this very innovative and much focused thinking about specific security problems is
key. As a result, software defined secure networks (SDSNs) must be by definition, an open framework, and not a closed
one.

SDSN - Enforcement
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Perimeter Security

The enforcement of SDSN includes a granularity of control (see Figure 3). This was previously defined as perimeter
security where the outside world (defined by the Internet) was untrusted. If you originate traffic through the trusted
internal part of your network, traffic flows without incident. As long as you originated traffic from inside of your
network, which then flowed to the outside world, and no issues occurred with any returning traffic, your network was
protected. This method of perimeter security led to a certain way of thinking.

Figure 3: Granularity of Control
Secure Network

However, that way of thinking is very outmoded because you do not really know what is inside of your network. You
cannot really trust it anymore. You have devices that are entering the network from owners that may not even know
what is connected. Device owners may have Wi-Fi connected devices, or Bluetooth connected devices that could
potentially introduce threats to the network. Additionally, IT departments do not have the resources and capacity to
research all of these different threats to the network. In fact, threats can come in as software builds into application
servers. So inherently, the internal part of the network cannot be trusted. You must consider that everything in the
network, both the outside and the inside, is untrusted. There must be a way to secure the network. By including the
entire network, you can block threats such as lateral threat propagation. Whereas in the perimeter security model,
many problems can occur inside the network. Having plenty of visibility into the network is part of what is necessary to
make the network secure.

SDSN - User Intent Policy Model
Network Configuration

4
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In the past, network configuration and security were related based on network architecture. The network architecture
included a firewall, and access control lists, or SDSN service chains. All of those items were related to the specific
physical or virtual infrastructure in the network. Additionally, the network included IP addresses, MAC addresses,
protocols, and port numbers, and applications and business assets had to be organized to match how the network was
actually constructed. That was hard to do especially in very dynamic moving environments, as we move to public and
private clouds. It becomes very difficult to understand all of these factors in the overlay and underlay, and to describe
how to configure security. In summary, it is difficult to describe, difficult to maintain compliance, and difficult to update.

Figure 4: User Intent Policy Model
User Intent Policy

As a result, the correct way to think about overcoming these difficulties is to change the model entirely, and consider
user intent policy (see Figure 4). User intent policy describes the interactions you expect users, devices, applications,
sites, and metadata to have with each other. It is the ability to describe the resources you have, how traffic flows, and
what happens after detecting that these resources are under attack. This provides a much better way for you to describe
how to react to security. It allows you to have automation based on your reaction, and allows compliance because you
actually understand what is happening inside of your network.

SDSN - Threat Management
Manual Threat Workflows

Previously, workflow was manual with threat management. For example, when IT administrators use a third-party
incident detection system or service that alerts them of a possible incident, they first must call the people responsible
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for the detection system. Then, those people must determine and assess the problem, and then once the threat is
known, they may need to speak to someone else who knows how to mitigate the threat. This process may take a lot of
time to resolve. For example, a recent public attack that caused an Internet outage on the US East coast was the result
of an attack against a DNS provider. It took the DNS provider almost an entire day to assess and resolve the attack while
dealing with very unhappy customers. It is an imperfect process because if you cannot detect any incidents, then you
cannot quickly respond to any incidents. Threat management needs to be completely automated.

Figure 5: Threat Management
Threat Management Automation

There must be a method to receive third-party feeds, information about command and control, and GeoIP feeds to
create your own feeds from which to receive information. For example, IBM (one of Juniper’s partners) has Watson,
which is an artificial intelligence model or engine. Watson uses information that is in a SIEM, and informs the Juniper
policy controller and engine about threats. Being able to process all of that information and to auto-mitigate potential
threats is the key towards effective threat management.
The benefits of threat management automation are:
•
•
•

Provides a quicker reaction time
Prevents lateral propagation,
Allows an organization to continue in the face of a security threat, as opposed to being completely paralyzed
while struggling through the manual process

Solution: Secure IoT Service Fabric
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An example of how SDSN contributes to a solution is within a secure Internet of Things (IoT) service fabric. You can apply
SDSN in many places.

Figure 6: Virtualization, Orchestration, Analytics, and Security
Starting on the left of Figure 6, detection, policy description, and enforcement are conducted in an IoT gateway. Some of
this same capability may contain the mobile edge computing part of the network (which you could possibly configure
deeper into the network). You can integrate SDSN with the evolving distributed user and control plane model of the
packet core. You can also consider placing cloud CPE capability, and the same unified detection policy and enforcement
further out towards the core of the network. You can also use SDSN as a way to defend IoT applications and services
deeper in the network.
An IoT service can exist as a variety of network functions, physical and logical, which occur from the very edge of the
network on the left, to the very core of the network on the right. SDSN can protect all of this network functionality.

Use Cases: Secure Mobile Network
Figure 7 shows use cases for securing mobile network infrastructure.
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Figure 7: Secure Mobile Network
Juniper fits into three particular insertion points:
LTE Security Gateway

The LTE Security Gateway is a product, which allows authentication of base stations to the evolved packet core and viceversa. Once authentication is established, secure backhaul can occur between the eNode B base station and the security
gateway, and then brought safely into the evolved packet core.
Gi/SGi Firewall

The Gi/SGi interface (firewall) is north of the evolved packet core. Typically, these Gi firewalls and service delivery
gateways perform these functions:
•

Provide protection of the service provider infrastructure, i.e. the EPC, from outside attacks from the Internet.
They also perform CGNAT, either for IPv4 or IPv6, to prevent address exhaustion.

•

Additionally, they are used to deliver value added services, such as UTM, Application ID, and quality of service
capability (perhaps enterprise firewalling and security services, as well).

Gp/S8 Firewall

The Gp/S8 firewall is a roaming firewall that describes the demarcation of the end of a service provider’s network where
it connects to another service provider’s network. For roaming traffic, protocol controls prevent one service provider
from having to worry about the state of traffic coming in from another service provider. It also allows service providers
forgo agreement on how to format roaming traffic. Roaming traffic is expanding and beyond just data roaming. It also
includes voice over LTE, which comes across as data traffic. The roaming firewall provides controls on both 3GPP and the
SCTP transport protocol (which transports some of the control traffic on roaming, such as LAN).
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Products: Security Gateways and Gi Firewalls
Figure 8 shows Juniper’s security gateway and Gi firewall offerings. A wide variety of offerings share a common set of
routing and security capabilities, and perform at unprecedented scale.

Figure 8: Security Gateways and Gi Firewalls
On the left side of Figure 8, the vSRX Services Gateway is a virtual offering and can scale out and up with Contrail. This is
similar to a single, larger, logical security gateway, or Gi firewall.
Moving to the right of Figure 8, you can use the MX104 Series router as a security gateway. This is typically used in a
distributed security gateway application to secure the X2 interface between the eNodeB base stations. Continuing to the
right of Figure 8 are the newly released SRX4100 Services Gateway and SRX4200 Services Gateway products. In addition,
there are also the SRX5400, SRX5600, and SRX5800 set of firewalls which all share common hardware and are available
in different sizes. The SRX Series Services Gateways have their MX Series router counterparts: MX240, MX480, and
MX960. The actual hardware between these platforms is the same.
During the 2017-2018 timeframe, Juniper Networks is migrating the MX Series and SRX Series platforms so that they
have the exact same security capabilities. Therefore, when you operate an MX Series or an SRX Series platform as a
security gateway or Gi firewall, you will have the same set of functionality available for both the IPsec VPN, as well as, Gi
firewall capability between two platforms. This is part of the “Unified Services Framework” effort. As shown on the right
side of Figure 8, Juniper is expecting, within the next year or so, to have the SRX5800 Services Gateway and the MX960
Series platforms support more than 1TB (per second) of firewall, and close to 400G per second of IPsec, both with IMIX
traffic profiles. This support is necessary for both security gateway IPsec tunnel establishment and Gi firewall session
establishment rates that you would associate with a Gi firewall or a security gateway with that type of throughput.

Service Provider: Mobile Edge Computing
Figure 9 shows how Juniper’s security offerings instantiate in a mobile edge computing (MEC) environment.
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Figure 9: Mobile Edge Computing
Within the mobile hub site (which is where mobile edge computing typically occurs), there are two potential offerings:
•

One offering is a MX104 Series routers functioning as a hardened security gateway running SRX Services
Gateway security software because it is using USF.

•

The other offering is the NFX250 offering which allows Juniper to combine third-party applications together with
other Juniper security offerings.

For example in the NFX250 offering, the NFX250 could support an MX Series server that would allow filtering of the S1-U
traffic. To remove the GTP, there could be a network performance application and an IoT application that would have
IoT middleware, such as IoT analytics. Additionally, it could have a vSRX acting as an IoT firewall.
Moreover, within the Telco Cloud, there would be coordinating and matching parts to this set up. The application
servers would be part of the network performance application and the IoT application, and the vSRX could be used to
perform security for those application servers. The Contrail Service Orchestrator would organize all of this functionality
and the SDSN Policy Enforcer would be used to perform automatic detection and mitigation of threats. Detection
information could be coming in from both SKY ATP (Juniper’s Cloud-based threat detection system) and JSA (Juniper’s
secure analytics). There could also be third-party feeds coming in on command and control, and GeoIP information, into
SKY ATP, which would then be filtered down to the SDSN Policy Enforcer.
In summary, policy enforcer, detection, and enforcement can occur, both at the mobile hub site, as well as, at the Telco
Cloud.

Use Case: Distributed Security Gateway
Juniper Networks has a use case for a distributed security gateway with drivers that are LTE-Advanced (LTE-A) as shown
in Figure 10.

10
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Figure 10: Distributed Security Gateway
The following LTE-A new features and technologies are available as software upgrades (as of 2016-onwards):
•

Coordinated Multipoint (CoMP)

•

Enhanced Inter-cell Conference Coordination (eICIC), which requires that inter-cell communications occur with a
very short latency of less than 5 milliseconds. To do this, 3GGP describes the X2 interface between the base
stations. The first instantiation of the distributed security gateway is to the MX104 Series device, which provides
IPsec security tunnels between the base stations (which is occurring more frequently at the edge of the
network).

In the near future, Juniper expects to be able to deploy the vSRX in a hardened platform, which will be able to operate as
a distributed security gateway. However, this does not decrease the need for a core security gateway (as shown on the
right side of Figure 10). The SRX5800 Services Gateway still performs IPsec termination for the main S1-U traffic.
For security gateways:
•

The core security gateway terminates S1 IPsec tunnels and protects EPC

•

The distributed LTE-A security gateway for the X2 at the hub site is deployed at the fiber edge

The following are the drive inter-cell site coordination and backhaul network requirements:
•

Frequency, and phase: frequency of 16 ppB, and phase +/- 0.5 µSecs

•

Distributed security: X2 handover interface requires a latency of less than 3 to 5 milliseconds

Accurate timing for the current and installed backhaul is a major change because accuracy depends on the hardware.

Services
The complexity of deploying solutions in a virtualized world is greater than ever before. With the separation between
hardware, which could be provided by multiple vendors, and software, which is a new way to deploy network
functionalities, makes using Juniper Networks’ service offerings more relevant than ever.
As shown in Figure 13, Juniper can provide support for the full network lifecycle, from planning through the build and
into operation.
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Figure 11: Services
Juniper Professional Services can assist with VNF onboarding, lifecycle services, and design and deployment services for
all virtualized elements in the network, as well as security assessments and testing.
Education and training is a key step in a successful deployment, as the new world of virtualized networking requires
knowledge and skills that go beyond the current experience of most network engineers. Training is available through
Juniper’s Education Services.

Proof Points
Juniper Networks has multiple proof points for our security offering (see Figure 12).
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Figure 12: Proof Points

Security Everywhere Within the Juniper Networks Mobile Cloud Architecture
Security Everywhere is a fundamental component of Juniper’s Mobile Cloud Architecture as it encompasses the entire
network. As shown in Figure 13, Juniper provides a complete SDSN solution through its SRX and vSRX platforms, as well
as Sky ATP and Junos Space Security Director.

Figure 13: Security Everywhere Solution within Juniper’s Mobile Cloud Architecture
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For More Information
Security Everywhere is one of five solution areas within the Juniper Networks mobile cloud architecture, as shown in
Figure 14.

Figure 14: Juniper Networks Mobile Cloud Architecture–Solution Areas
For further detail on the other solution areas, see Network Design and Architecture Center: Mobile Cloud.
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