NNNNNNNN

THIS WEEK: HARDENING JUNOS
DEVICES, 2ND EDITION

The best-selling book now updated and revised!

By John Weidley



THIS WEEK:

Juniper Networks takes the security of its products very seriously and has created proven pro-
cesses and procedures following industry best practices. This Week: Hardening Junos Devices,
2nd Edition divides Juniper’s hardening procedures into four topic areas — Non-Technical, Physi-
cal Security, Operating System Security, and Configuration Hardening — and delves into sample
strategies, example configurations, and dozens of suggestions and useful tips for implementing
each hardening process. All features discussed in this book are available and tested in Junos
12.3 (current recommended code) and for some features the book discusses options available
in later code releases.

Encyclopedic in its coverage, This Week: Hardening Junos Devices, 2nd Edition is a book you can-
not afford not to read. The author’s 15 years of experience supporting U.S. Government agen-
cies makes it applicable to high security environments such as service providers, financial in-
stitutions, government, and enterprise networks. But it's also pertinent to the devices in your
wiring closet and branch office. Once you take care of the physical security, you can harden your
Junos device to resist attacks and diversions, as well as the careless mishaps that haunt even
the most experienced network engineer. This book also includes a handy checklist you can print
or copy for each device you control.

“The best network design will not help you if you forget to thoroughly secure and harden your
network devices. This book is particularly welcomed by those taking their first steps into the Junos
world - it helps map concepts from Cisco IOS into various Junos dialects as well as covering all the
bits and pieces you might never even consider, like securing the LCD menu.”

Ivan Pepelnjak, Network architect, ipSpace.net AG, www.ipSpace.net

LEARN HOW TO HARDEN YOUR SECURITY POSTURE THIS WEEK:

m Review the non-technical aspects of device management that are so critical to the overall
security posture of your organization.

m Understand how physical security is an important aspect of device deployment.
m Understand and deploy the Junos operating system'’s inherent security features.

m |dentify important management, access services, and user account restrictions to provide
least privileged access.

m Configure route authentication for popular routing and signaling protocols.

m Create and apply a firewall filter to protect the routing engine.
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What You Need to Know Before Reading This Book

Before reading this book, you should be familiar with the basic administrative
functions of the Junos operating system, including the ability to work with opera-
tional commands and to read, understand, and change the Junos configuration.

If you do not possess these basic competencies, the book may be harder to digest and
the configuration samples more difficult to implement on your device or test bed.

If you need help polishing your Junos CLI skills, see the Day One suite of books at
http://www.juniper.net/dayone. Day One: Exploring the Junos CLI and Day One:
Configuring Junos Basics are highly recommended.

The author made a few assumptions about your networking knowledge when
writing This Week: Hardening Junos Devices, 2nd Edition:

B You have a practical working knowledge of the TCP/IP.

B You have an intermediate-level understanding of, and configuration experi-
ence with, the Junos OS. This book expands on basic configuration concepts
to enable enhanced security.

B You have a general understanding of network attacks and basic security
principles.

B Although not mandatory to complete the reading of this book, it would be
beneficial to have access to a Junos device on which to practice configuring the
examples covered.

After Reading This Book, You’ll be Able To

B Understand the non-technical aspects of device management that are critical to
the overall security posture of your organization.

B Understand physical security is an important aspect of device deployment and
that software features can help strengthen your devices.

B Understand the benefits of a common operating system or “One Junos,” and
how it streamlines device hardening.

B Understand that Junos software’s inherent security features and minimalistic
default configuration are the foundation for a solid security baseline.

B Identify necessary device services and harden them appropriately, while
understanding the rationale for, and possible impact of, doing so.

B Identify important management, access services, and user account restrictions
to provide least privileged access.

B Successfully configure route authentication for popular routing and signaling
protocols.

m Correctly create and apply a firewall filter to protect the routing engine.
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Before Getting Started...

Security Policy

Let’s clarify a few topics that are frequently referenced throughout This Week:
Hardening Junos Devices, 2nd Edition.

According to CERT.org, a security policy provides a framework for making specific
decisions, such as which defense mechanisms to use and how to configure services. It
is the basis for developing secure programming guidelines and procedures for users
and system administrators alike. With a security policy in place you can create
security checklists that contain lists of security practices that are specific to your
organization.

Needless to say, it’s a lot easier to harden your network devices if you already have a
security policy, especially one that defines the minimal criteria necessary for manag-
ing and securing your devices.If you don’t already have a security policy you should
consider the following policy concerns prior to proceeding with this book:

B Password complexity policy: What are the minimum and maximum password
lengths acceptable for your organization to consider a password as secure? A
combination of numbers, upper and lower case characters, as well as special
characters should also be required to meet best practices. Don’t skimp on this
most basic level.

B Authentication policy: Will you use local or centralized authentication?
RADIUS or TACACS+?

B Access policy: What access services will be used to manage your devices (for
example, SSH, J-Web?). Should encryption be required for all access services?

B Management policy: What management services do your network devices have
to support (for example, NTP, SNMPv1/2/3, Syslog, SSH, etc.)?

Redundancy and Resiliency

MORE?

Confidentiality, integrity, and availability are core principles of information security,
with stability and predictability being the main objectives to availability. Redundant
systems and a resilient design can go a long way to meet these basic concerns.

So when going through this book and hardening your devices, remember you can
greatly increase reliability by always configuring things in pairs: two Syslog servers,
two authentication servers, two NTP servers, etc. You can also maximize availability
by ensuring the primary and backup servers are located on different network sub-
nets, in different buildings, or in different geographical locations.

When designing a network you should design for maximum availability. There are
many High Availability technologies that should be carefully considered, such as,
device clustering, VRRP, Link Aggregation Groups (LAG), and JSRP, among others.
For a detailed reference on High Availability, see the book, Junos High Availability,
by James Sonderegger, Orin Blomberg, Kieran Milne & Senad Palislamovic, from
O’Reilly Media, 2009, at http://www.juniper.net/books.
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Juniper Knowledge Base (KB) Articles

Throughout this book there are many references to Juniper Knowledge Base (KB)

articles and many KBs require an account on the Juniper Customer Support Center
(CSC).

Chapter 1 discusses some of the other benefits of having an account on Juniper’s
Customer Support Center.

While you don’t need a CSC account to read and benefit from this book, this book
cannot possibly cover all the pertinent aspects of security and hardening, and so it
provides these and other cross-references throughout for you to follow up with at
another time.

About This Week: Hardening Junos Devices, 2nd Edition

Juniper takes the security of its products very seriously and has proven processes
and procedures that follow industry best practices. This Week: Hardening Junos
Devices covers these process and procedures and divides them into the following
topics areas, which comprise its four main chapters:

B Non-Technical: Not all aspects of security are technical. Chapter 1 covers
important security-related details about Juniper’s Security Incident Response
Team (SIRT) and its Customer Support Center (CSC), software downloads,
vulnerability disclosure, and supply chain integrity.

B Physical Security: A malicious user with physical access to your network
devices can cause damage that software features simply can’t help secure.
Chapter 2 covers physical access protection for your devices.

B Operating System Security: A secure base operating system and reasonable
default behaviors are the foundations of the overall device security posture.
Chapter 3 discusses Junos default management and kernel and network
behaviors related to security.

B Configuration Hardening: Chapter 4 demonstrates the configuration of
certain Junos OS features to harden the necessary aspects of the device as well
as ways to preserve the hardened configuration.

In addition to these four chapters, the Appendices contain useful items that can help
your security posture:

B Appendix A: A list of certifications Juniper Networks engages in to meet the
U.S. Government’s Approved Products List (APL).

B Appendix B: A medium-level security sample configuration is provided for
Junos devices.

B Appendix C: This appendix distills the main points of the book into a handy
checklist that you can use to mark off to-do items.
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Welcome to This Week

This Week books are an outgrowth of the extremely popular Day One book series
published by Juniper Networks Books. Day One books focus on providing just the
right amount of information that you can execute, or absorb, in a day. This Week
books, on the other hand, explore networking technologies and practices that in a
classroom setting might take several days to absorb or complete. Both libraries are
available to readers in multiple formats:

B Download a free PDF edition at http://www.juniper.net/dayone.

B Get the ebook edition for iPhones and iPads at the iTunes Store>iBooks. Search
for Juniper Networks Books.

B Get the ebook edition for any device that runs the Kindle app (Android, Kindle,
iPad, PC, or Mac) by opening your device’s Kindle app and going to the Kindle
Store. Search for Juniper Networks Books.

B Purchase the paper edition at either Vervante Corporation (www.vervante.com)
or Amazon (www.amazon.com) for prices between $12-$28 U.S., depending on
page length. Ship anywhere around the world.

B Note that Nook, iPad, and various Android apps can also view PDF files.

About this Second Edition

Security is always evolving and new features must be developed to keep pace with
emerging threats. This Second Edition covers the new security features that Juniper
has incorporated into Junos and clarifies some common questions asked from the first
edition. All features discussed in this book are available and tested in Junos 12.3
(current recommended code), and it also discusses options for some features that are
available in later code releases.

B Chapter 1 was revised to to reflect the changes in Juniper’s security advisory
process, subscribing to product notifications, and touches on Juniper’s supply
chain assurance and brand integrity programs.

B Chapter 2 was updated with additional physical security information regarding
securing USB ports and encrypted configuration files.

B Chapter 3 now includes more information regarding password storage and
protection.

B Chapter 4 includes sample firewall filter terms that allow you to custom build a
filter that meets your organization’s operational needs. Chapter 4 also includes
a section with methods to keep your system hardened during normal opera-
tions.

About the Companion Checklist

This book includes a companion checklist that can assist you in hardening your
organization’s security stance as the last pages of this book. It is also available as a
standalone PDF file on this book’s landing page at:
http://www.juniper.net/dayone or on http://www.juniper.net/posters.
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One Junos

NOTE

Routers, switches, and firewalls are considered critical infrastructure devices because
they are the primary means of providing connectivity and security functions for your
network. Just like the workstations and servers, these devices should be hardened
from probes, scans, and attacks. Hardening is a systematic process of securing a
device to reduce its attack surface through design, deployment, and configuration to
form layers of protection. These layers of protection include the physical layer,
operating system layer, protocol layer, and the user layer. When you harden a device
you have to look at all aspects of that device including its physical location, network-
ing purpose, what externally reachable services are enabled, how engineers access the
device, and what privileges they should have when doing so.

Hardening a Junos device is more than just configuring firewall filters to only permit
authorized connections, rate-limiting some protocols, and dropping all other traffic.
This approach would be the equivalent of putting a fence around your business and
not implementing any other security precautions. The fence (firewall filters) is an
important component of the security, but additional steps need to be taken in case the
fence is breached. A defense-in-depth approach should be taken to provide compre-
hensive security, and without taking this analogy too far, you might consider locks on
doors and windows, security lighting, security guards, and in some environments
fingerprint or even retina scanners.

This book doesn’t tell you what security features must be implemented in your
network, because different organizations will have different security requirements.
Instead, it explores the various security features built into Junos and how to imple-
ment the configuration, and it then provides caveats to and the consequences of such
deployment.

Ultimately, it’s up to you to implement the security features that will make Junos
comply with your company’s security policy. Let’s begin.

The Junos Operating System provides a common language across Juniper’s routing,
switching, and security devices. The truly unique nature of Junos OS begins with its
most fundamental virtue: a single source code base. This means that Juniper Net-
works developers can create new features once and then share the code, as applicable,
across the many platforms running Junos OS, as shown in Figure 1.1. A single,
cohesive operating system that provides a consistent user experience makes planning
easier, day-to-day operations more intuitive, device security consistent, and imple-
menting changes faster. Administrators can configure and manage functionality from
the basic chassis to complex routing using the same tools across devices to monitor,
manage, and update the entire network.

The majority of default behaviors are the same across Juniper’s many platforms (J, M,
MX, EX, SRX) and most of the features demonstrated in this book are part of the
Junos core codebase — they should apply to all Junos-based platforms. Some of the
commands demonstrated are specific to certain platforms and even specific to
hardware modules. When the behavior is different for a specific platform it will be
documented.

You’ll notice that throughout this book the platform type in the configuration
examples varies. It’s a testament to the One Junos concept. All devices in the configu-
ration examples were tested and verified using Junos 12.3, which at the time of this
writing is still the recommended code for most Junos platforms.
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Juniper Security Incident Response Team (SIRT)

The Juniper Security Incident Response Team (SIRT) is the focal point for all security
vulnerabilities with, or related to, Juniper products or services. The team’s role is to
respond to and manage vulnerability reports from start to finish. In addition, SIRT
plays a support role for customer Distributed Denial of Service (DDoS) attacks to
full network penetrations.

SIRT works with the Operational Security Community, other Computer Security
Incident Response Teams (CSIRT), the Juniper customer community, and other
media to maintain situational awareness of the threats to Juniper products, services,
or customers.

This information is processed and communicated to the larger SIRT Team, peers in
the company, and ultimately to Juniper’s customers. Additionally, SIRT fosters new
Best Current Practices (BCPs) and drives industry operational security communities
that safeguard its customers’ networks.
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Security Bulletin Overview

TIP

Entitled Disclosure

Juniper SIRT routinely publishes a couple of different types of Security Bulletins for
its customers to keep them updated on the latest security related findings. The Juniper
SIRT considers numerous criteria for determining if an issue warrants SIRT attention
and, if so, how and to what range of products and software releases a fix will be
applied and also how and when the issue will be published. Starting in 2009, SIRT
Security Bulletins were divided into two groups:

B Security Advisories that describe vulnerabilities in Juniper products or services,
whether specific to Junos or external sources, such as protocol flaws.

B Security Notices that discuss issues not related to a direct vulnerability in
Juniper products or services, but that still deserve attention from its customers,
partners, and the public (as warranted).

Both types of Security Bulletins may contain technical workarounds to assist in
vulnerability mitigation.

To report a suspected or confirmed vulnerability, go to: http://www.juniper.net/us/en/
security/report-vulnerability/.

Juniper Networks used to practice Entitled Disclosure of security advisories. This
meant that advisories were only available to customers and partners and not publicly
announced. The intent of the entitled disclosure approach was to inform the people
who needed the information while still protecting customers from people that may
use the information for malicious purposes.

In 2014 Juniper Networks initiated a Public Disclosure policy, making all security
policies publicly available. This change in policy reduces the chances of confusion
and miscommunication of critical information by keeping Juniper Networks as the
authoritative source of publicly verifiable information.

All past, present, and future Juniper Security Advisories (JSA) are now publicly
accessible at http://advisory.juniper.net and JSAs are also posted to twitter at http://
twitter.com/JuniperSIRT.

Advisory Release Schedule

Juniper has two types of disclosures: Scheduled and Out of Cycle. Scheduled disclo-
sures are publicly announced quarterly on the second Wednesday of the month
(January, April, July, and October) and will include advisories for all affected prod-
ucts.

Out of Cycle disclosures only occur if there is an active exploit of a vulnerability, an
industry-wide security incident, or a third-party coordination of a multivendor issue.

This predictable release schedule helps engineers choose a secure version of Junos for
their upcoming deployments — it’s always easier to deploy devices with the correct
code rather than having to go back and upgrade after an advisory is posted.


http://www.juniper.net/us/en/security/report-vulnerability/
http://www.juniper.net/us/en/security/report-vulnerability/
http://twitter.com/JuniperSIRT
http://twitter.com/JuniperSIRT
http://advisory.juniper.net
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Vulnerability Criticality

MORE?

First.org defines the Common Vulnerability Scoring System (CVSS) as: a vendor
agnostic, industry open standard designed to convey vulnerability severity and help
determine urgency and priority of response. It solves the problem of multiple,
incompatible vulnerability scoring systems and is intended to be usable and under-
standable by anyone.

CVSS is currently used by many networking equipment vendors. It’s part of the U.S.
National Vulnerability Database initiative and is currently under consideration as
an International Telecommunication Union standard in Study Group 17. CVSS is
best thought of as a tool through which two different types of organizations can
communicate vulnerability severity — reaching a common understanding of the
severity so as to take appropriate action.

Juniper Networks uses CVSS version 2 to rank all our reported vulnerabilities. The
CVSS Base Score is used to gauge the severity and set priorities for the fix and
remediation. Starting in January 2010, SIRT began providing the CVSS Base Score
in all Security Advisories, allowing customers to then use that Base Score to perform
a full CVSS assessment. The total CVSS Base Score should provide Juniper’s custom-
ers and users with a more precise understanding of the severity of the vulnerability
as it relates to their specific network.

See Juniper’s Knowledge Base Article KB16446, Common Vulnerabilities Scoring
System (CVSS) and Juniper’s Security Advisories, for more detailed information
about CVSS at kb.juniper.net.

Juniper Customer Support Center (CSC)

MORE?

The CSC is an award-winning customer information portal for Juniper customers
and partners. The CSC provides users access to the “Problem Report” search
engine, License management, Knowledge base articles, and Application notes This
section of the book focuses specifically on the security-related CSC features that play
an important role in the larger security picture.

You’ll need to log in with your CSC account at http://www.juniper.net/customers/
support/ in order to access most services.

Software Downloads

The software download section of the CSC is where engineers obtain the most
recent versions of the Junos OS to install on their devices. A common concern with
centralized software distribution sites is the potential risk of compromised code
being uploaded and then distributed on a large scale. The CSC software download
pages provide easy access to the cryptographic checksums for all Junos software so
engineers can easily verify the integrity and authenticity of the download.

A cryptographic checksum is a fixed-size bit string that is calculated from a block of
digital data, in this case the Junos OS install package. The checksums should then
be used to validate the integrity of the download and detect accidental or
intentional changes.


http://kb.juniper.net
http://www.juniper.net/customers/support/
http://www.juniper.net/customers/support/
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The two most common checksum algorithms are MDS5 and SHA1. Juniper includes
both MDS$ and SHA1 checksums for every version of Junos OS on the CSC as shown
in Figure 1.2.
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Figure1.2 Software SHA1Checksum

After the installation package is copied to the device, use the built-in Junos checksum
utility to verify the integrity of the package prior to installation (matching checksum
confirms that a genuine Juniper provided installation package was downloaded and
transferred to the device unmodified):

=jweidley@srx3400> file checksum shal junos-srx1k3k-12.1X44-D40.2-domestic.tgz

SHA1 (/var/tmp/junos-srx1k3k-12.1X44-D40.2-domestic.tgz) =
ffcl40leld9a7da0fac664b75f2b02892f138ecd

There are many free utilities available on the Internet for Windows, Mac, and Linux
to verify the cryptographic checksums of Junos software. Freeware utilities should be
carefully considered to ensure that software is obtained from a trusted source.

TIP  If the checksum of the Junos install package on the device is different than the
published checksum on the CSC, do not proceed. Verify the platform type and code
version and download the installation package again. If the checksums are still
different, open a JTAC case to resolve the problem.

MORE?  See Day One: Junos Tips, Techniques, and Templates 2011 for additional informa-
tion and tips on matching checksums: http://www.juniper.net/dayone.
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Technical Bulletins

CAUTION

MORE?
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Running supported Junos software on supported hardware maintains a stable
network that can be easily upgraded in the event of a security vulnerability.

Juniper routinely publishes technical bulletins regarding its products to keep its
customers updated with the latest information for operational and planning pur-
poses. Technical Bulletins include End of Life (EOL) announcements for hardware
and software as well as the SIRT Security Bulletins previously discussed.

It is not a standard practice of Juniper Networks to apply security fixes to releases,
which are beyond End of Engineering (EOE) or EOL. See Juniper Networks Knowl-
edge Base Article KB16765 for more information about which releases have had
vulnerabilities fixed: kb.juniper.net.

Visit http://www.juniper.net/support/eol/ to view the EOE, EOS, and EOL dates for
all hardware and software versions.

It is highly recommended that you at least sign up for the EOL and SIRT bulletins.

How to Sign Up for EOL and SIRT Bulletins

Figurel.3

1. First go to: https://www.juniper.net/customers/support/.
2. Log in with your CSC username and password.

3. Click the By Task tab on the left.

4. Cick Troubleshoot and Research.

5. Click Manage Technical Bulletin Subscriptions.
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6. Either create a new Security Advisories subscription from the drop-down list or
edit an existing subscription.

Create a new Subscription: Selecta source | m
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Figurel.4 Modified View of Source Subscriptions

7. From the matrix list of products, select the products that you are interested in
receiving notifications for, being sure to select EOL at the bottom of the page.
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8. Click on Save Subscriptions.

9. Optionally, you can repeat steps 6-8 to create a subscription for Technical
Bulletins. Again, be sure you select the EOL option at the bottom of the page.

MORE?  Review the JTAC User Guide, located on the CSC main page at http://www.juniper.

net/customers/support/, for more information about other services offered via the
CSC.

Supply Chain Integrity

Serious concerns have emerged in the past several years about the integrity and
trustworthiness of IT products and the ability of an adversary to compromise or
insert vulnerabilities into IT products through infiltration of the supply chain.

In 2001, years before supply chain integrity became a serious concern, Juniper
Networks established a formal supply chain assurance and brand integrity program
for securing our products and our supply chain. The Juniper brand integrity pro-
gram is one component of a comprehensive corporate security plan. At Juniper, we
believe brand protection programs are inherently reactive to problems discovered in
the channels. Juniper’s philosophy has been to implement security and integrity best
practices throughout our product lifecycle process to prevent instances of counter-
feit products or components, and to ensure that our customers receive the highest
quality products available in the marketplace.

Juniper incorporates numerous international standards in the operation of its
supply chain and brand integrity programs, including:

B ISO 27001 for information security
B ISO 9001 /TL9000 Quality management system (Certified)

B C-TPAT and AEO supply chain security criteria (Certified Tier 3 C-TPAT and
AEQO- Security)

B Common Criteria product certifications

Juniper also employs best practices for supply chain security from organizations
such as The Open Group Trusted Technology Forum (O-TTF); the Alliance for Gray
Market and Counterfeit Abatement; and the Software Assurance Forum for Excel-
lence in Code (SAFECode). Some of these best practices include: component
integrity assurance; traceability of products and components; anti-counterfeit
features within our products; supplier selection (including an evaluation of foreign
interests, relationships, and potential for foreign control); physical security; infor-
mation and IP security; and channel monitoring and incident response. Finally,
Juniper works with our industry partners and various governments to identify new
and emerging risks and collaborate on best practices to mitigate those risks.

Contact your Juniper account team if you are interested in more details on Juniper’s
supply chain assurance and brand integrity programs.


http://www.juniper.net/customers/support/
http://www.juniper.net/customers/support/
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MORE?

For more information read Brad Minnis’s Blog post to the Juniper Forums, http://
forums.juniper.net/t5/Security-Now/Securing-the-Information-Systems-Supply-
Chain/ba-p/260465 and Robert B. Dix Jr.’s statement to the Subcommittee on
Communications and Technology, http:/democrats.energycommerce.house.gov/sites/
default/files/documents/Testimony-Dix-CAT-Cybersecurity-Supply-
Chain-2013-5-21.pdf.


http://forums.juniper.net/t5/Security-Now/Securing-the-Information-Systems-Supply-Chain/ba-p/260465
http://forums.juniper.net/t5/Security-Now/Securing-the-Information-Systems-Supply-Chain/ba-p/260465
http://forums.juniper.net/t5/Security-Now/Securing-the-Information-Systems-Supply-Chain/ba-p/260465
http://democrats.energycommerce.house.gov/sites/default/files/documents/Testimony-Dix-CAT-Cybersecurity-Supply-Chain-2013-5-21.pdf
http://democrats.energycommerce.house.gov/sites/default/files/documents/Testimony-Dix-CAT-Cybersecurity-Supply-Chain-2013-5-21.pdf
http://democrats.energycommerce.house.gov/sites/default/files/documents/Testimony-Dix-CAT-Cybersecurity-Supply-Chain-2013-5-21.pdf
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There’s no substitute for physical security! There hasn’t been a software feature
created yet that can protect a device from a determined person with a screwdriver or
a hammer. So obviously it’s highly recommended that critical network devices be
deployed in secure locations with adequate physical security measures. Seems simple,
but it’s not always possible to deploy network devices in a locked rack in a secure
data center or a secure wiring closet. This chapter shows you Junos features that you
can implement to provide basic protection against common problems caused by
someone with physical access to your Junos device.

Console and Auxiliary Ports

If not properly secured, the console and auxiliary ports can permit unauthorized
access to the device. Let’s begin this chapter with that premise.

The console port is used for the initial configuration of the device and for emergency
access, while the auxiliary port is primarily used for remote access via a modem.

Securing the Console Port

The console port is the only access method that is enabled by default on most Junos
devices, and there are two main security concerns with console port access: unat-
tended sessions and password recovery.

This section shows you how to enable features to address these security concerns, as
well as covering features to meet some of the more stringent security requirements.

CAUTION Do not consider implementing console security until you have local user accounts
configured and a solid strategy of backing up your configurations to a secure remote
system.

Unattended Sessions: How to Configure Basic Console Security

Here’s how to implement basic console port security to address the security concerns
mentioned above.

One type of unattended session occurs when an authorized engineer is physically
connected to the console port and inadvertently disconnects the cable without
properly logging out. The next time someone connects to the console port, they could
have access to the CLI without authenticating.

The log-out-on-disconnect option does exactly what it says. When the console cable
is physically disconnected from the device’s console port that user session will be
terminated. Set the option like this:

[edit system ports]
jweidley@ex3200# set console log-out-on-disconnect

The other type of unattended session occurs more commonly when terminal servers
are used for remote console port access. With terminal servers the console port is
always connected and engineers remotely access the terminal server and initiate
access to device console ports. Some terminal servers use unique key sequences to
terminate the console session and there are times when that termination doesn’t
always happen cleanly, leaving the user’s console session still active. In this situation,
another user can reattach to that console session and be logged in as the first user.

The best way to address this is to configure custom login classes with idle session
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timers. This is discussed in more detail in the section on User Authentication in
Chapter 4, but a short introduction is helpful at this point. Idle timers are set in login
classes and every user account must have a login class defined. Junos has a few default
login classes, one being super-user, which has the idle-timeout function disabled. Any
user account with a login class of super-user won’t be automatically logged out for
inactivity whether they are on the console or accessing the device remotely.

Every Junos device has a user account named root. The root user is assigned to the
super-user login class by default and that cannot be changed. To prevent the root user
from logging in on the console port, set the console port as insecure. This forces users
to authenticate to the console port using a regular user account (local or RADIUS/
TACACS+), ideally configured with a custom login class with the idle-timeout option
set.

Here’s how you set the console port as insecure to prevent root user login:

jweidley@ex3200# set console insecure

Password Recovery

Juniper’s public documentation regarding password recovery of Junos-based devices
shows the reader how boot into single user mode to reset the root password without
supplying authentication credentials. It makes sense if you’ve lost the root password,
but it also allows someone with physical access to your device to recover the pass-
word and lock you out.

Configuring the console port with the insecure option protects from unauthorized
password recovery by requiring the root password be entered prior to beginning the
recovery process. As you can see below, when booting into single user mode, you are
prompted for the root password prior to being given the recovery or shell option:

Enter root password, or AD to go multi-user

Password:

Enter full pathname of shell or 'recovery' for root password recovery or RETURN for /bin/sh:

[edit system ports]

jweidley@ex3200# show

Now, let’s review the configuration:

console {
log-out-on-disconnect;
insecure;
3
CAUTION

NOTE

If you configure the console port to insecure and then forget the root account
password, the only way to recover the device is to perform a low level installation of
the device where all configuration and log data is lost!

When the console port is configured as insecure and someone attempts to login as the
root user, Junos will notify you of the unauthorized activity by generating a Syslog
message similar to this:

Sep 17 05:08:11.550 2011 ex3200 login: LOGIN_REFUSED: Login of user root from host [unknown] on
device ttyu0 was refused: NOROOT

TIP  Ensure that you configure at least one local account with maximum privileges on the

system so that in emergency conditions you can still gain access to the device! See
Houw to Create Local User Accounts in Chapter 4.
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How to Disable Password Recovery

Sometimes any type of password recovery can be considered an unnecessary risk,
such as when the Junos device is in an unsecured location, or in very high security
environments.

From the previous section, you see that password recovery is still possible if you
know the root password. So in order to completely disable password recovery you
have to disable root user authentication to the device. This is done by using the
encrypted-password option with a plain-text value like “#**DISABLED****” when set-
ting the root user’s password:

[edit system]
jweidley@ex3200# set root-authentication encrypted-password “***DISABLED***”

[edit]
jweidley@ex3200# show system
host-name ex3200;
authentication-order radius;
root-authentication {
encrypted-password “***DISABLED***”; ## SECRET-DATA
}

The root account is the most powerful user account on the system and is required for
most system-level debugging. Note that the configuration above will also disable the
ability to perform most advanced debugging from the shell. Do not disable password
recovery unless you’re absolutely sure you need to.

TIP The encrypted-password can be set to any plain-text value but setting it to
“x%*DISABLED***” makes your configuration self-documenting and obvious even
to non-Junos experts.

CAUTION  If the console port is configured as insecure and the root account is disabled, the only
way to recover the device is to do a low level installation of the device where all
configuration and log data is lost!

Details: Plain-text-password versus encrypted-password

Throughout this book you will see references to the plain-text-password and encrypted-password options to
various commands. It is important to understand how each of these command options function to be assured
your device passwords are properly secured.

When the plain-text-password option is used, Junos goes through a detailed process to generate a new
password hash based on the supplied password and some random data, called a salt. Written as an equation
the process would look like this: (supplied password + salt = hash). See the example below of creating a new
user account:

{primary:node0}[edit system Togin]

weidleyj@srx650# set user EMERGENCY authentication plain-text-password
New password:

Retype new password:

{primary:node0}[edit system Togin]
weidleyj@srx650# show
user EMERGENCY {
authentication {
encrypted-password “$1$.xbpsxry$Ch2sh16aFDT/UjX6InR8v.”; ## SECRET-DATA
}
}
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Junos uses the encrypted-password option to store the hashed representation of the user’s password and NOT
the user’s actual password. If someone attempted to log in using the EMERGENCY account on this device
Junos would use the same (supplied password + salt =hash) process and if the result matched the encrypted-
password value in the configuration the user would be granted access.

The encrypted-password option tells Junos not to go through the process to generate a new password hash
and to accept the proceeding value as the actual password hash. In the How to Disable Password Recovery
section above we discussed configuring the encrypted-password option with the plain-text value of “#**DIS-
ABLED***”_In that scenario, when someone attempts to log in the supplied password + salt would not result in
a hash that matches “*#*DISABLED**+#” effectively making the account inaccessible.

Another benefit of using the encrypted-password option is that it allows a Tier 3 engineer to give a Tier 1
engineer the following commands to change the password on the emergency account without disclosing the
actual password:

set system Togin user EMERGENCY authentication encrypted-password “$1$zEj/6q97$r8GfPUOfRqGhNaSa7f
Jg//"

For further explanation of these configuration options, check out the Plain-text Password Versus Encrypted
Password Juniper Learning byte at https://www.youtube.com/watch?v=WdFDX13Y2Q8.

How to Disable the Console Port

It’s quite possible in some extreme environments that any console access could be
considered an unacceptable risk. In these cases, the console port can be completely

disabled:

[edit system ports]
jweidley@ex3200# set console disable

[edit system ports]
jweidley@ex3200# show
console disable;

ALERT!  Disabling the console port is not recommended. Disabling the console port will
negatively impact emergency access and any recovery of the device. The console port
should only be disabled when it is absolutely necessary to comply with strict physical
security requirements.

TIP An alternative to disabling the console port in software is to use a physical port
locking device. Several manufacturers make these devices; they are cost effective, and
they provide reasonable physical security without compromising functionality.

Securing the Auxiliary Port

The auxiliary port is intended to be used with a modem to provide dial-in access to
devices in remote locations. It’s worth mentioning that the auxiliary port can also be
used as a secondary console port, in which case it inherits some console port security
concerns.

But not all Junos devices have an auxiliary port. Although the auxiliary port is
disabled by default, you wouldn’t know it from looking at the configuration. In this
case it’s a good practice to clearly document the default behavior by adding the
commands to the configuration:


https://www.youtube.com/watch?v=WdFDX13Y2Q8
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[edit system ports]
jweidley@VMX240# set auxiliary disable

[edit system ports]
jweidley@X240# show
auxiliary disable;
If you have a valid purpose for auxiliary port usage, the CLI also has the same

insecure option as the console port to restrict direct root access:

[edit system ports]
jweidley@VX240# set auxiliary insecure

[edit system ports]
jweidley@X240# show
auxiliary insecure;

Before moving on, the level of caution that must be taken when limiting access and
functionality of the console and auxiliary ports cannot be stressed enough. Take the
time to investigate and test every scenario, for example, day-to-day usage, mainte-
nance procedures, emergency scenarios, and more, prior to implementing these
features.

Diagnostics Ports

Some hardware modules, such as the System Control Board (SCB), System and
Switch Board (SSB), Switching and Forwarding Module (SFM), and Forwarding
Engine Board (FEB), have a special port that can be used for advanced diagnostics. By
default, diagnostic ports are not secured by a password, which makes it possible for
an unauthorized user with physical access to the device to gain access to the system
and possibly obtain sensitive network specific information.

Use the commands below to password protect the two different types of diagnostics
ports:

[edit system]

jweidley@srx650# set diag-port-authentication plain-text-password

New password: <password>
Retype new password: <password>

[edit system]

jweidley@srx650# set pic-console-authentication plain-text-password
New password: <password>

Retype new password: <password>

[edit system]
jweidley@srx650#

Most organizations require that static passwords be changed periodically and that
would also apply to passwords on diagnostic ports. Advanced diagnostics using these
ports should be an infrequent task and disabling these ports reduces administrative
overhead of periodically changing the password. Junos doesn’t have a configuration
option to disable diagnostic ports, like it does for the console and auxiliary ports, but
you can set the password to an impossible hash value like we did above in the How to
Disable Password Recovery section. This is done using the encrypted-password
option:
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[edit system]

jweidley@srx650# set pic-console-authentication ?

Possible completions:

+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don’t inherit configuration data from these groups
encrypted-password Encrypted password string
plain-text-password Prompt for plain text password (autoencrypted)

[edit system]
jweidley@srx650#

[edit system]
jweidley@srx650# set diag-port-authentication encrypted-password ***DISABLED***

[edit system]
jweidley@srx650# set pic-console-authentication encrypted-password ***DISABLED***

[edit system]
jweidley@srx650# show

diag-port-authentication {
encrypted-password ***DISABLED***; ## SECRET-DATA
}

pic-console-authentication {
encrypted-password ***DISABLED***; ## SECRET-DATA

}

MORE? See the preceding sidebar, Plain-text Password versus Encrypted Password for more
information on the usage of the encrypted-password option.

NOTE  These commands are specific to the hardware platform. The Junos CLI will clearly
show whether the command is supported on your particular device.

Try It Yourself: Setting Diagnostic Port Password On an Unsupported Device

Log in to the device. For this example we will use an EX3200 because it doesn’t have an SCB, SSB, SFM, or
FEB.

Type edit system and press the Enter key.
Type set ? and look for the diag-port-authentication option.

Notice the command isn’t present. So type the entire command set diag-port-authentication plain-text-
password and press Enter.

Follow the password prompts to set and confirm the password.

Type show to view the configuration and notice the ignored configuration warning.

[edit system]
jweidley@ex3200# show
host-name ex3200;
##
## Warning: configuration block ignored: unsupported platform (ex3200-24t)
##
diag-port-authentication {
encrypted-password "$1$2PbSMm6p$/0YXC//1EE7ttux0Y8LaR."; ## SECRET-DATA
}
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TIP

USB Ports

[edit chassis]

The Junos OS accepts and commits unsupported platform commands, even though
they don’t affect how the device operates. However, they are not desirable because
they make your configuration slightly more difficult to read and could mislead other
engineers. Consider creating a hardening template with only the required configura-
tion options for each Junos platform type deployed in your network.

Most Junos devices have a USB port that can be used for auto installation, a second-
ary boot device, transferring files, or even a modem for remote access. But if the
device is deployed in an unsecure environment, it might be wise to disable the USB
port to eliminate the possibility of unexpected events.

TThe SRX Series Services Gateway and J Series Services Router each have a feature
that allows the administrator to disable the USB ports in order to block users from
connecting a USB mass storage device. After disabling the USB port, if a USB device
was already mounted and connected, this feature unmounts and disables the device.
Also any transactions in progress on the USB device are aborted.

Use the command below to disable the USB port:

jweidley@srx210-voodoo# show

usbh {
storage {
disable;
}
}

[edit chassis]

jweidley@srx210-voodoo#

NOTE

Some Junos platforms, typically branch SRX, allow the USB system process to be
disabled by using the set system processes usb-control disable command. Check
the platform-specific Junos documentation to verify that this is a supported com-
mand.

Craft Interface and LCD Menu

Most Junos device platforms have either a craft interface or an LCD that can be used
for viewing system status and alarms. There are also physical buttons or menu
options to perform system control and maintenance functions, like bringing an FPC
offline or online, restoring the factory default configuration, etc.

This section defines some of the features provided by the craft interfaces and LCD
menus, and the options that are available to harden the device from someone with
physical access.

Securing the Craft Interface

All high-end Junos platforms, except EX series, have always had a craft interface.
There may be a scenario, such as a shared rack with a partner organization, that may
make you consider further securing the craft interface. Disabling the craft interface
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will disable the ability for someone to online/offline and FPC or PIC, acknowledge
alarms, etc.

[edit]
jweidley@X240# set chassis craft-Tockout

CAUTION  Consider your maintenance and support model prior to implementing this feature
— it may impact an engineer’s ability to perform routine maintenance on the system.

How to Secure the Reset Config Button

Smaller form factor devices, like the J Series or branch SRX, don’t have a craft
interface or an LCD menu, per se, but do have a Reset Config button that has a
couple of useful options related to physical security.

The Reset Config button is located near the power button, as show in Figure 2.1, and
is recessed to prevent it from being accidently pressed. In order to activate the Reset
Config button it is best to use a small object, such as a straightened paper clip.

POWER ON LED CONFIG Auxilyar
LED pot -

J2350

uuuuuuuuuuuu

HALED Power CONFIG Console LAN
buttorbutton pot pots

Figure 2.1 Reset Config Button Location

The default behavior of the Reset Config button is:

B Pressing and quickly releasing the button loads and commits the rescue con-
figuration, provided that the rescue configuration has previously been saved.

B Pressing and holding the button until the STATUS LED blinks red (~ 15
seconds), deletes all configurations on the device, including the backup and
rescue configurations, and loads and commits the factory default configuration.

If you want to prevent the Reset Config button from setting the router to the factory
default configuration, but still want it to be able to restore the rescue configuration,
use the following command:

[edit chassis]
jweidley@j6350# set config-button no-clear

If you want to prevent the Reset Config button from setting the router to the rescue
configuration but still want to allow the router to be reset to factory default, use the
following command:

[edit chassis]
jweidley@j6350# set config-button no-rescue
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If neither of these options fits your environment and you wish to completely disable
the Reset Config button, use the following command:

[edit chassis]
jweidley@j6350# set config-button no-clear no-rescue

MORE?  For more information, see http://www.juniper.net/techpubs/en_US/junos14.1/topics/
reference/configuration-statement/config-button-edit-chassis.html.

Securing the LCD Menu

Some devices have an LCD and menu buttons that provide convenient access to
status and maintenance functions. This section will explore the available options so
you are able to properly secure the LCD for your environment.

Junos OS version 10.2 introduced a new command syntax, as well as a certain
granularity, to what is displayed and which options are available.

To see which menu options are available by default, use the following:

jweidley@ex3200> show chassis Tcd menu
status-menu

status-menu power-status

status-menu environ-menu

status-menu show-version
maintenance-menu

maintenance-menu halt-menu
maintenance-menu system-reboot
maintenance-menu rescue-config
maintenance-menu factory-default

To show how to disable certain menu options, let’s explore the scenario where this
switch is located at a remote office where there are Tier 1 technicians who can assist
you with simple tasks. In this example we will disable their ability to see which
version of Junos is installed and the ability to overwrite the active configuration with
the factory default configuration:

[edit]
jweidley@ex3200# edit chassis Tcd-menu

[edit chassis Tcd-menu]
jweidley@ex3200# set fpc 0 menu-item "status-menu show-version" disable

[edit chassis Tcd-menu]
jweidley@ex3200# set fpc 0 menu-item "maintenance-menu factory-default" disable

[edit chassis Tcd-menu]

jweidley@ex3200# commit and-quit comment "disabled LCD ver & load default"
commit complete

Exiting configuration mode

jweidley@ex3200> show chassis lcd menu
status-menu

status-menu power-status

status-menu environ-menu
maintenance-menu

maintenance-menu halt-menu
maintenance-menu system-reboot
maintenance-menu rescue-config


http://www.juniper.net/techpubs/en_US/junos14.1/topics/reference/configuration-statement/config-button-edit-chassis.html
http://www.juniper.net/techpubs/en_US/junos14.1/topics/reference/configuration-statement/config-button-edit-chassis.html
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If the device is in an unsecure location and none of these menu options are suitable,
use the following commands to completely disable the LCD menus and verify the
changes:

[edit]
jweidley@ex3200# edit chassis Tcd-menu

[edit chassis Tcd-menu]
jweidley@ex3200# set fpc 0 menu-item maintenance-menu disable

[edit chassis Tcd-menu]
jweidley@ex3200# set fpc 0 menu-item status-menu disable

[edit chassis Tcd-menu]

jweidley@ex3200# commit and-quit comment "disabled LCD menus"
commit complete

Exiting configuration mode

jweidley@ex3200> show chassis Tcd menu

jweidley@ex3200>

NOTE  The command syntax varies slightly on the EX platforms mostly due to its virtual
chassis capabilities. Notice in the above examples that the commands are specific to
the FPC. This means that there will be additional configuration required for each
switch in a virtual chassis.

MORE?  For a detailed listing of menu items and specific platform support visit http://www.
juniper.net/techpubs/en_US/junos14.1/topics/reference/configuration-statement/
menu-item-edit-chassis.html.

Unused Network Ports

A recommended security practice is disabling unused network ports, or at least
configuring them to be in an unusable or harmless state. This practice reduces the
chances of someone getting network access to other devices or other information,
while having physical access to the device.

An interface can be disabled by using the disable option, and adding an interface
description is very helpful:

[edit interfaces]
jweidley@vX80# set ge-1/0/1 description "---unused---" disable

[edit interfaces]

jweidley@vMX80# commit and-quit comment "disabled ge-1/0/1"
commit complete

Exiting configuration mode

jweidley@vX80> show interfaces descriptions

Interface Admin Link Description

ge-1/0/0 up up ex4500-201;ge-0/0/0;192.168.46.2
ge-1/0/1 down down ---unused---

ge-1/0/2 up up srx5600;ge-0/0/0;192.168.46.54
fxp0 up up Out-of-band mgt net


http://www.juniper.net/techpubs/en_US/junos14.1/topics/reference/configuration-statement/menu-item-edit-chassis.html
http://www.juniper.net/techpubs/en_US/junos14.1/topics/reference/configuration-statement/menu-item-edit-chassis.html
http://www.juniper.net/techpubs/en_US/junos14.1/topics/reference/configuration-statement/menu-item-edit-chassis.html

30 Chapter2: Physical Security

Note that EX switches have a secure default behavior related to unused ports:

B By default all ports are defined as access ports and placed in an untagged VLAN
named default.

B Ports default to access mode and will not automatically try to negotiate trunk
behavior if connected to another switch.

B Also the default trunking behavior is to not include the default VLAN. Notice
from the output below that the default VLAN does not have an 802.1q tag

assigned:
jweidley@ex3200> show vlans default
Name Tag Interfaces
default

ge-0/0/5.0, ge-0/0/6.0, ge-0/0/9.0,
ge-0/0/18.0, ge-0/0/19.0

dmz 200
ge-0/0/7.0*, ge-0/0/8.0%

MORE?  For a detailed discussion regarding Junos switching default and native VLANs
behavior, see the book, Junos Enterprise Switching (by Reynolds & Marschke,
O’Reilly Media, 2009) at http://www.juniper.net/books.

Protecting Configuration Data

Device configurations contain sensitive information such as IP addresses, account
names, passwords and protocol authentication keys, and traffic filtering security
policies. You should take steps to ensure your site’s proprietary data is protected
when devices are deployed in unsecured locations, stored in the warehouse, and sent
back to Juniper for product replacement (RMA).

Encrypting Configuration Files

By default, Junos devices store configuration files in unencrypted format on both
internal and external media. This storage method could be considered a security risk
because the storage media card can be removed from the device. To prevent unau-
thorized users from viewing sensitive information in configuration files, you can
encrypt them.

If your device runs the Canadian and U.S. version of Junos software, the configura-
tion files can be encrypted with the Advanced Encryption Standard (AES) or Data
Encryption Standard (DES) encryption algorithms. If your device runs the interna-
tional version of JUNOS Software, the files can be encrypted only with DES.

The encryption key used to encrypt the configuration files is stored in the device’s
EEPROM and not in the configuration file. If all of the devices in your environment
share the same encryption key, you can copy the encrypted configuration files from
one device and decrypt them on a different device. To prevent encrypted configura-
tion files from being copied to another device and decrypted, you can use the unique
option which incorporates the device’s chassis serial number as part of the encryp-
tion key.

In this example we’ll configure our Junos device to use encrypted configurations with
AES encryption:


http://www.juniper.net/books
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1. Set the encryption key that is used to encrypt your configuration files. Ensure you
choose a complex password that complies with your organization’s password
policy:

jweidley@srx210> request system set-encryption-key algorithm aes
Enter EEPROM encryption key:

Verify EEPROM encryption key:

**% Warning: Configuration files not encrypted because
/config/juniper.conf was not encrypted

*%% Warning: Use ‘set system encrypt-configuration-files’ and ‘commit’
o to encrypt JUNOS configuration files in /config

2. Enter the configuration mode, using the configure command and follow the
instructions from the command output and configure the device to encrypt
configuration files:

jweidley@srx210> configure
Entering configuration mode
The configuration has been changed but not committed

[edit]
jweidley@srx210# set system encrypt-configuration-files

3. Commit the configuration change with a helpful comment:

[edit]

jweidley@srx210# commit and-quit comment “enabled encrypted configuration files”
commit complete

Exiting configuration mode

The encryption process encrypts only the configuration files in the /config and
/var/db/config directories. Files in subdirectories under these directories are not
encrypted. The filenames of encrypted configuration files have the extension .gz.jc.
Let’s take a look at the /config directory after encrypted configuration files have
been implemented:

jweidley@srx210> file 1ist detail /config/

/config/:

total blocks: 60

drwxrwxr-x 2 root wheel 512 Sep 3 2010 .snap/

-rw-r----- 1 root wheel 1409 Feb 23 22:32 juniper.conf.l.gz
-rw-r----- 1 root wheel 1405 Feb 23 21:52 juniper.conf.2.g9z
-rw-r----- 1 root wheel 1425 Feb 24 20:27 juniper.conf.gz.jc
---X--Xx--- 1 root wheel 32 Feb 23 22:51 juniper.conf.md5*
drwxr-xr-x 2 root wheel 512 Feb 23 21:58 license/
-rw-r--r-- 1 root wheel 0 Mar 22 2013 license-status.db
-rw-r----- 1 root wheel 1369 Feb 23 01:58 rescue.conf.gz
-rw-r--r-- 1 root wheel 1512 Feb 18 00:42 usage.db

There are a few important things to point out from the output above:

B The active configuration (juniper.conf.gz.jc) has been encrypted but the
rollback files have not. To keep all of the rollback configurations protected,
implementing encrypted configurations should be one of the first things that
you do when configuring a new device or the unencrypted rollback configura-
tion files should be deleted prior to deployment.

B The rescue configuration (rescue.conf.gz) is still unencrypted. The rescue
configuration can be protected by running the request system configuration
rescue save command.
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MORE? For more information see the modifying encryption keys and encrypting and decrypt-

NOTE

ing configuration files sections of the Junos OS Library for Security Devices, https://
www.juniper.net/techpubs/en_US/junos12.1x46/information-products/pathway-
pages/security/security-swconfig-initial-device-config.html#administration.

This functionality is not available or supported on all Junos platforms. Be sure you
research your specific platforms, prior to implementation, to ensure supportability
and proper operation.

Wiping Configuration Data

NOTE

When it is necessary to remove all customer-specific data from a Junos device, there
are a couple of options to choose from:

B Manually deleting important data: this is the most error prone and time-con-
suming solution because Junos software stores data in various places and it’s
hard to make sure all sensitive information is identified and deleted.

B Reformatting the Routing Engine media: this option reuses the well-defined
recovery installation process as a security feature — mainly the storage media is
reformatted and repartitioned, and there’s a complete reinstallation of the Junos
OS, with all information being lost.

B Physically remove all storage media: this is the most expensive option and
requires prior coordination with your Juniper account team to ensure the
security uplift package is utilized. The account team can also provide a letter of
volatility that identifies all volatile and non-volatile media for all products.

Notice that the load factory-default configuration command is not listed above,
that’s because it is not intended to be a method to securely remove sensitive customer
data. It merely provides a way to quickly return the configuration of the device to a
clean default configuration.

This section focuses on the second option: reformatting the Routing Engine media.
Note that the procedures for performing a media install are different for various
Junos platforms, so this section provides general information on the process and
reference links on how to actually perform the procedure.

First, it’s important to understand the types of Junos OS packages that are available:

B Installation Bundle: The installation bundle can be used to downgrade or
upgrade the Junos OS between minor revisions (from Release 9.1 to Release
9.2, for example). When used, the installation bundle modifies only the files
required for the upgrade or downgrade between versions.

B Installation Package: The installation package is used to upgrade and down-
grade from one major release to another (from Release 9.2 to Release 10.1).
When installed, the installation package completely reinstalls the software,
rebuilds the Junos file system, and may erase system logs and other auxiliary
information from the previous installation. The installation package does,
however, retain the configuration files from the previous installation.


https://www.juniper.net/techpubs/en_US/junos12.1x46/information-products/pathway-pages/security/security-swconfig-initial-device-config.html#administration
https://www.juniper.net/techpubs/en_US/junos12.1x46/information-products/pathway-pages/security/security-swconfig-initial-device-config.html#administration
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B Installation Media: The installation media is used to recover a router from a
software failure. The installation media repartitions the media and completely
reinstalls the Junos OS. No information from previous installations is retained
during this installation.

Installation media is the software distribution required to create a Junos disk image
on a PCMCIA, Compact Flash, or USB drive that can then be used to reformat the
Routing Engine and perform a media installation.

TIP  Although performing a media install provides reasonable assurance that your
company’s proprietary data will be wiped from the Routing Engine, you should be
aware that a comprehensive forensic analysis might still be able to recover your
data. For high security environments physical removal of media may be the only
acceptable option.

Obtaining the Installation Media

Installation media can be obtained from the Juniper software download site in the
same section where Junos installation packages are located as shown in Figure 2.2.

JUnIPer ROV —

SOLUTIONS PRODUCTS & SERVICES COMPANY PARTNERS SUPPORT EDUCATION

MX80 - Download Software

Downloads Cases v Confracts & Licenses v Documentation & Tools »
Home » Suppen » Downloads > MXB0
Documentation  Software Version
12.3 (Recommended)
install Media Checksum  Release  Format Size File Date R —"
P S JTAC Recommended release for
XS, MX10, MX40, MX30, ACX1000, ACXA100, ACX2000 and MDS SHAI | 123R8 | diskimage  161,368064 | 75 Sep 2014 this product Is: 12.3R6.6 More..
ACK2100
MX Mid Range and ACX Series Type | OS
For MXS, MX10, MX$0, M0, ACX1000, ACX1100. ACX2000 and MDS SHAL | 12377 | dek mage 161206144 17 Jun 2014
A1 Junes US/Canada (Recomd) ¥
IX10, MX40, MXE0, ACX1000, ACX1100, ACX2000 and MDS SHAL | 123R6 | dek mage 161026048 15 Mar 2014
Alerts
MX Mid Renge and ACX Seres High Junos Release 131 has been
For NG, MX10, MX0, M0, ACX1000, ACX1100. ACX2000 and MOS SHAL | 123R% | dekimege 160831480 23Dec 2013 9ealliedfor T-seres platforms only
ACK2100
High: Please refer fo Junipes TAC
MX Mid Range: and ACX Serie Recommendatcn ol Junds, Sewale
For MIXS, MX10, MX40, MX3D, ACX1000, ACX1100. ACX2000 and MDS SHAL | 12304 | dekmage 160636928 | 155ep2013 |  smlsmses for particular products.
ACK100
MX Mt Range and ACX Seres
For NG, MX10, MX80, M0, ACX1000, ACX1100. ACX2000 and MD5 SHAL | 12073 | dskimage 160442360 | 18Jen2013 |  elated Topics
ACK2100

Encryption Agreement (required)
MX Mid Range and ACX

10, Mxéil MXE0, ACX1000, ACXI100, ACX2000 and MD5 SHAL | 12382

End Usar License Agresmant

irs 59,860,736 | 27 Mar 2013
KA Imagm | 9w o 20 J-Net Junos Certification

Figure 2.2 CSC: Install Media Download

There are different installation media for different Junos device platforms (i.e. 32bit,
64bit, etc.), so pay careful attention to downloading the correct package for your
device(s).
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MORE?

TIP

For more information regarding the different Junos OS media, or creating an emer-
gency recovery disk and performing a recovery installation, see the Junos OS Soft-
ware Installation and Upgrade Guide at http://www.juniper.net/techpubs/en_US/
junos14.1/information-products/pathway-pages/software-installation-and-upgrade/
software-installation-and-upgrade.pdf.

There is a request system zeroize media Junos CLI command that securely erases all
data on the Routing Engine and resets all key values — but its functionality and
support varies on different Junos device platforms. Ensure that you research the
expected behavior and support status on your platforms prior to using it.


http://www.juniper.net/techpubs/en_US/junos14.1/information-products/pathway-pages/software-installation-and-upgrade/software-installation-and-upgrade.pdf
http://www.juniper.net/techpubs/en_US/junos14.1/information-products/pathway-pages/software-installation-and-upgrade/software-installation-and-upgrade.pdf
http://www.juniper.net/techpubs/en_US/junos14.1/information-products/pathway-pages/software-installation-and-upgrade/software-installation-and-upgrade.pdf
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The Junos OS was first introduced in Service Provider environments where stability
and security are critical and outages can impact hundreds of thousands of users.
Service Provider environments need rational and predictable behavior in every feature.
For instance, consider the directed broadcast and IP Source routing behaviors. These
are sometimes useful features but it is not necessary, rational, or secure to have them
enabled by default. They should only be implemented as needed and only on the
specific interfaces that require those features.

The inherent security of the operating system is the foundation of the overall security
and stability of the device. If the operating system isn’t secure the device can sometimes
be compromised regardless of the configuration.

Juniper has many inherent security features built into the Junos OS codebase that
provide increased security and stability — namely, secure default values, rational
network feature behavior, and kernel protection. This chapter covers those inherent
security features in Junos and the default configuration that contributes to the overall
security of the device.

Factory Default Configuration

Unfortunately, every listening service and enabled feaure on a network device exposes
it to some level of risk. Juniper doesn’t attempt to predict which services you might
want enabled on your Junos device because every network is unique.

Instead, Juniper provides a very minimalistic default configuration and requires
engineers to configure the features they need. This may result in more configurations
prior to the initial deployment, but the security benefits far outweigh the minor
inconvenience.

The factory default configuration varies a bit from platform to platform, but remem-
ber it includes only the essential configuration required for the device to function in its
network role.

Tryit Yourself: Viewing the Factory Default Configuration

The factory default configuration will be different depending on which Junos device you’re looking at, but the
key things to look for are the default accounts, access services, and enabled features:

1. Log in to your Junos device and enter into configuration mode.

2. Enter the Toad factory-default command:

[edit]
jweidley@vX80# load factory-default
warning: activating factory configuration

[edit]
jweidley@vX80#

3. Enter the show command to view the factory default configuration:

[edit]
jweidley@X80# show
## Last changed: 2011-03-14 08:25:13 UTC
system {
syslog {
user * {
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any emergency;

3
file messages {
any notice;
authorization info;
}

file interactive-commands {
interactive-commands any;
}
}

## Warning: missing mandatory statement(s): 'root-authentication'

}

[edit]
jweidley@IX80#

Notice that there aren’t any access services (for example telnet, SSH) or accounts as part of the factory default
configuration. Also, take note of the warning that the root user does not have a password — this will be
discussed in the next section.

4. Enter the rollback command to synchronize the active and candidate configurations, in case you don’t
want to commit these changes:
[edit]

jweidley@X80# rollback
load complete

[edit]
jweidley@MX80#

5. Verify that no configuration changes will be made:

[edit]
jweidley@X80# show | compare

[edit]
jweidley@X80#

6. Exit the device.

No Hidden Support Accounts

Some vendors of UNIX-based operating systems include one or more support
accounts with root level privileges to assist customers with troubleshooting. It’s
commonly done by creating an account and setting the user ID (UID) or group ID
(GID) to 0 in /etc/passwd. This should raise major security concerns because no one
outside your organization should have login names and passwords for your devices.
The Junos OS does not include any hidden or backdoor support accounts. You can
verify that there is only one root level account by running the command below from

the shell:

jweidley@ex3200> start shell

% cat /etc/passwd | egrep ':0:'

root:*:0:0:Charlie &:/root:/bin/csh

%
You can see in the outp