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In a world of evolving security threats and increasingly strict compliance, all organiza-
tions must ensure that data over a wide area network or the public Internet is secure and
encrypted. But because there are so many options available for IPsec VPNs, it has always
been difficult for architects and administrators to understand what functions to choose.

Day One: IPsec VPN Cookbook 2018 has a simple approach — pick one of the use case
examples from each chapter, from basic to complex, and start implementing an IPsec VPN
solution. That’s why this cookbook has been one of the most popular internal Juniper
documents for years, used by field sales and system engineers, and why it is now intended to
have annual updates.

“Johan Andersson, one of the encryption wizards at Juniper Networks, does an amazing job
of explaining the many IPsec VPN design choices and technologies by showing the reader exactly how
to configure each one with the Junos OS. Highly recommended.”

Bhupen Mistry, Security Architect & Consultant, Operativity Ltd.

IT°S DAY ONE AND YOU HAVE A JOB TO DO, SO LEARN HOW TO:

B Define the different types of IPsec VPN architectures and topologies.

Choose the best IPsec VPN technology to for your use.

Know the issues surrounding the integration of encryption technology.
Understand Juniper’s IPsec VPN solutions.

Learn how to incorporate the IPsec VPN features into a design.

Explore the steps required to implement and tune IPsec VPN in your network.
Use architectural blueprint designs as a base template for your specific scenario.
Understand the differences between the various types of IPsec VPNs.
Understand and configure IPsec VPN features including security best practices.
Verify your configuration using basic troubleshooting commands.

Monitor the status of IPsec VPN across your network in real time.
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How to Use This Cookbook

This book is organized into five chapters with many recipes inside each chapter:
Chapter 1: Choose a IPsec VPN Design

Chapter 2: Configure Authentication: PKI, Radius, and EAP-TLS

Chapter 3: Pick a Site-to-Site Configuration

Chapter 4: Configure ADVPN or GroupVPNv2

m Chapter 5: Deploy Remote Access VPN

Choose what you need in each recipe and then move on to the next recipe. You
don’t have to read each recipe in full, unless you want to know the differences
between the included use cases.

Given the nature of IPsec VPNs and its many iterations, there are most certainly
things missing in this collection of tutorials and IPsec VPN cookbook recipes.
Not every possibility or scenario could be included, but given the 2018 time
stamp on the title , this cookbook is intended to be updated with more material
and new technology changes in forthcoming editions.

This Cookbook’s Landing Page

Depending on when you are reading this cookbook, there may be updated ver-
sions or errata that has been corrected. Check this cookbook’s landing page for
updates, posts by other readers, and new versions. Also, you can leave posts for
the author and editors here, on what’s missing, what you would like to see, com-
ments and critiques: https://forums.juniper.net/t5/Day-One-Books/Day-One-
IPsec-VPNs-Cookbook-2018/ba-p/326916.

MORE? For setting up your SRX Series try using Day One: SRX Series Up
and Running with Advanced Security Services: https://www.juniper.net/us/en/
training/jnbooks/day-one/srx-up-running/index.page.

MORE? The Juniper TechLibrary’s documentation on IPsec VPN deployment
is thorough and starts here: https://www.juniper.net/documentation/en_US/junos-
spacel7.2/topics/concept/junos-space-ipsec-vpn-overview.html.
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viii  Welcome to Day One

Welcome to Day One

This cookbook is part of the Day One library, produced and published by Juniper
Networks Books.

Day One books were conceived to help you get just the information that you need
on day one. The series covers Junos OS and Juniper Networks networking essen-
tials with straightforward explanations, step-by-step instructions, and practical
examples that are easy to follow.

You can obtain publications from either series in multiple formats:
m Download a free PDF edition at http://www.juniper.net/dayone.

m  Get the ebook edition for iPhones and iPads from the iBooks Store. Search for
Juniper Networks Books or the title of this book.

B Get the ebook edition for any device that runs the Kindle app (Android, Kindle,
iPad, PC, or Mac) by opening your device’s Kindle app and going to the Ama-
zon Kindle Store. Search for Juniper Networks Books or the title of this book.

B Purchase the paper edition at Vervante Corporation (www.vervante.com) for
between $15-$40, depending on page length.

m Note that most mobile devices can also view PDF files.

What You Need to Know Before Reading This Cookbook

Before reading this cookbook, you should have a basic understanding of the Junos
OS. Specifically, you should be able to change configurations and to navigate
through the command line or graphical user interface hierarchy. You can reference
other Day One books and online training to help you acquire this background.
The Day One library can be found at: https://www.juniper.net/us/en/training/jn-
books/. Juniper Networks documentation can be found at: https://www.juniper.
net/documentation.

After Reading This Cookbook, You’'ll Be Able To:

m Define the different types of IPsec VPN architectures and topologies.

m Choose the best IPsec VPN technology to for your use.

m Know the issues surrounding the integration of encryption technology.
m Understand Juniper’s IPsec VPN solutions.

B Learn how to incorporate the IPsec VPN features into a design.
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ix Statements and Definitions

B Explore the detailed steps required to implement and tune IPsec VPN in
your network.

m  Use architectural blueprint designs as a base template for your specific
scenario.

® Understand the differences between the different types of IPsec VPNs.
® Understand and configure IPsec VPN features including security best practices.
B Verify your configuration using basic troubleshooting commands.

B Monitor the status of IPsec VPN across your network in real time.

Statements and Definitions

Static External IP: This means that the IP address of the external interface config-
ured as IKE peer is not changing.

Dynamic External IP: This means that the IP address of the external interface con-
figured as IKE peers is dynamicly assigned through a protocol, like DHCP or
PPPoE.

IKE version 1: IKEv1 is the legacy version of IKE, and is still the most commonly
used version within Enterprises.

IKE version 2: Internet Key Exchange Version 2 is the next generation standard
for secure key exchange between peer devices, defined in RFC 4306. IKEv2 is
available in this release for securing IPsec traffic.

The advantages of using version 2 over version 1 are as follows:

m Simplifies existing IKEv1

m Single RFC, including NAT-T, EAP, and remote address acquisition

®m Replaces the eight initial exchanges with a single four message exchange

B Reduces the latency for the IPsec SA setup and increases connection establish-
ment speed

m Increases robustness against DOS attack

m Improves reliability through the use of sequence numbers, acknowledgments,
and error correction

m Forward Compatibility
m Simple cryptographic mechanisms
Traffic selector negotiation:

m IKEv1: Responder can just say yes/no
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m IKEv2: Negotiation ability added

Reliability

B All messages are request/response.

m Initiator is responsible for retransmission if it doesn’t receive a response.
IKEv2 includes support for:

B Route-based VPN

m Site-to-site VPN

B Dead peer detection (liveness check)

m Chassis cluster

m Certificate-based authentication

B Hardware offloading of the ModExp operations in a Diffie Hellman (DH) ex-
change

Traffic selectors: An IKEv2 traffic selector is essentially the same as an IKEv1
proxy-ID. Traffic selectors and proxy-IDs are used the same way. IKEv2 specifies
single traffic selector in each direction.

An IKEv2 child security association (SA) is known as a Phase 2 SA in IKEv1. The
child SA differs in behavior from the Phase 2 SA in the following ways:

B IKE and child SA rekeying—In IKEv2, a child SA cannot exist without the un-
derlying IKE SA. If a child SA is required, it will be rekeyed; however, if the
child SAs are currently active, the corresponding IKE SA will be rekeyed.

m Version 1 and version 2

IKE external interface in VR: This means you can place the external IKE peer in-
terface in a non-default virtual router.

Dead peer detection: Dead peer detection (DPD) is a method that network devices
use to verify the current existence and availability of other peer devices. You can
use DPD instead of VPN monitoring. However, you cannot use both features si-
multaneously. VPN monitoring applies to an individual IPsec VPN, while DPD is
configured only in an individual IKE gateway context. A device performs DPD ver-
ification by sending encrypted IKE Phase 1 notification payloads (R-U-THERE
messages) to a peer and waiting for DPD acknowledgements (R-U-THERE-ACK
messages) from the peer. The device sends an R-U-THERE message only if it has
not received any traffic from the peer during a specified DPD interval. If the device
receives an R-U-THERE-ACK message from the peer during this interval, it con-
siders the peer alive. If the device receives traffic on the tunnel from the peer, it



Xi

Statements and Definitions

resets its R-U-THERE message counter for that tunnel, thus starting a new inter-
val. If the device does not receive an R-U-THERE-ACK message during the inter-
val, it considers the peer dead. When the device changes the status of a peer device
to be dead, the device removes the Phase 1 security SA and all Phase 2 SAs for that
peer.

The following DPD modes are supported on SRX Series devices:

B Optimized: R-U-THERE messages are triggered if there is no incoming IKE or
IPsec traffic within a configured interval after the device sends outgoing pack-
ets to the peer. This is the default mode.

B Probe idle tunnel: R-U-THERE messages are triggered if there is no incoming
or outgoing IKE or IPsec traffic within a configured interval. R-U-THERE mes-
sages are sent periodically to the peer until there is traffic activity. This mode
helps in early detection of a downed peer and makes the tunnel available for
data traffic.

B Always send: R-U-THERE messages are sent at configured intervals regardless
of traffic activity between the peers.

NOTE It is recommended that the probe idle tunnel mode be used instead of the
always-send mode.

VPN monitor: VPN monitoring is a Junos OS mechanism that monitors only
Phase 2 SAs. VPN monitoring is enabled on a per-VPN basis with the VPN-moni-
tor statement at the [edit security ipsec vpn vpn-name] hierarchy level. The desti-
nation IP and source interface must be specified. The optimized option enables the
device to use traffic patterns as evidence of peer liveliness; ICMP requests are sup-
pressed. VPN monitoring options are configured with the VPN-monitor-options
statement at the [edit security ipsec] hierarchy level. These options apply to all
VPN for which VPN monitoring is enabled. Options you can configure include
the interval at which ICMP requests are sent to the peer (the default is 10 seconds)
and the number of consecutive ICMP requests sent without receiving a response
before the peer is considered unreachable (the default is 10 consecutive requests)

Authentication PSK (Preshared Keys): Preshared keys are used to authenticate the
IKE peer, the preshared key is a shared secret between two parties. If someone can
figure out the key, then they also can access the information, as they can open the
lock. Today it’s very common for organizations to use preshared keys because
they’re simple and quick to implement. The problem is that most of these organi-
zations also use the same key for all of their IPsec VPNs, which means you have to
change all the preshared keys if you get compromised keys.
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Authentication Cert: Certificate-based authentication for IKE peers uses an X.509
certificate which can be seen as a passport that can either be verified to be authen-
tic or revoked. The owner of the certificate should, as soon as they are aware of a
compromised certificate, report it to the administrator of the PKI system, this will
then be revoked and should no longer be granted access when trying to establish a
new tunnel. For this tunnel to come back online, the owner has to enroll a new cer-
tificate for this peer, and then the remote peer can verify that the access request is
trusted and valid.

NAT inside tunnel: This is used when you have overlapping subnets on both ends
of the tunnel, otherwise the client can’t reach the other network.

NAT-T for IKE peer: NAT-T is used when there is a network device between the
two tunnel end-points that enforce NAT.

ST interface in VR: In some cases you may want to add the ST interface in a cus-
tomer defined routing instance instead of using the default routing instance.

Dynamic routing RIP: Instead of using static routing that points to a tunnel, you
can use RIP as a dynamic routing protocol to find networks on the other side of the
tunnel.

Dynamic routing OSPF: Instead of using static routing that points to a tunnel, you
can use OSPF as a dynamic routing protocol to find networks on the other side of
the tunnel.

Dynamic routing BGP: Instead of using static routing that point to a tunnel, you
can use BGP as a dynamic routing protocol to find networks on the other side of
the tunnel.
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This first chapter provides an overview of several IPsec VPN topologies of-
fered by Juniper Networks, and when they can be used for site-to-site com-
munication. Choose the design you need for your organization from the
Topology Matrix.

Site-to-site IPsec VPN means that you can communicate securely between
two or more areas by encrypting and authenticating the data transfer across
a network. It can be used in any IP-based network as long as all devices that
constitute the network allow IP protocol 50 Encapsulating Security Payload
(ESP) and User Datagram Protocol (UDP) or UDP-encapsulated ESP
packets.
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NOTE  Not all IPsec implementations support IPv4 or IPv6 and/or UDP-encap-
sulated ESP traffic.

Juniper has traditional IPsec VPN that allow traffic to flow between two tunnel
endpoints (site-to-site), IPsec VPNs that can also reroute traffic into another tunnel
allowing multiple sites to communicate (hub-and-spoke), and IPsec VPN that al-
low multiple sites to communicate with each other by setting up tunnels between
all possible sites (full mesh). Both hub-and-spoke and full mesh topologies have
drawbacks. Hub-and-spoke topologies can saturate the hub bandwidth when all
traffic has to traverse the hub. This can introduce latency and jitter into communi-
cations as normal traffic patterns will vary over time. For full mesh topologies, the
main drawback is the complication of managing tunnels, as you need to reconfig-
ure every device as soon there is a new device, or a device that should be removed.
To solve the full mesh challenges, a semi mesh topology was introduced, which
allows a site to dynamically set up a tunnel to another site on-demand after an no-
tification from the hub.

Because these topologies normally demand configuration of each endpoint when
you need to install or remove another endpoint, Juniper has other solutions. Auto
Discovery VPN (ADVPN) provides zero touch configuration on the central end-
point and minimal configuration on the other endpoints, but also allows you to set
up dynamic tunnels between spokes without saturating the hub site.

There is also a topology called Group of Domain Interpretation (GDOI) that of-
fers a so called full mesh deployment because of its one major limitation: GDOI
requires a routable IP address as this topology does not encapsulate the source and
destination IP address. While in practice it is only used internally or over MPLS
networks, it’s good to remember that the internal IP network scheme is exposed
with GDOL

The most important questions to answer regarding choosing an IPsec topology
are:

B What kind of network will be used for the transport?
B Do you need a dynamic routing topology between sites?

B How much third-party connectivity do you need? (not all topologies work
smoothly with all vendors)
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Design Considerations

Once you have determined that you need to protect the data path when traffic flows
between different sites, you need to understand the advantages and the disadvan-
tages that each of the different IPsec VPN technologies provide, because there may
be multiple ways to accomplish the same goal. For example, you could be running
dynamic routing in your network, you could have a dynamically-assigned IP ad-
dress on the external interface, or there might be a Network Address Translation
(NAT) device between the sites. These are just a few scenarios you need to consider
when planning your IPsec VPN topology.

The following design considerations cover challenges that you need to consider be-
fore deciding on your topology.

Public or Private Transport Environment (Internet or MPLS)

First decide if you have a public or private transport need. Depending on the need,
you can choose either Internet or MPLS, or both, as the standard transport service.
Remember that MPLS is not more secure than the Internet — it’s just more isolated,
which means it’s more difficult to gain access to its transport network.

Every network is unique and each has different transport needs for its IP environ-
ment. Some networks may want the cheapest bandwidth possible, as they do not
have any latency-critical applications; others may have latency-critical applications.
Some have a need for communication with every other site or have other demands
that make them choose a private MPLS transport over a public Internet transport,
or vice versa. The most important thing here is that you know the IPsec topology
that best fulfills your demands. (The Architectures and Topologies section later in
this chapter describes each topology and which topology best fits each environ-
ment, followed by the cookbook’s step-by-step integration guide.)

Static or Dynamic External IPs

Deciding on an IPsec VPN topology depends on your external interface IP address
assignment. The main challenge with a dynamic IP is that the remote peer may not
know how to find its tunnel endpoint. Some vendors do not support a FQDN ad-
dress for the tunnel target.

As long as the responding peer has a fixed IP, it’s normally not a problem. But if the
responding peer has a dynamic IP address, you need a way to find that peer. The
best way is to have a dynamic DNS service.

It’s recommended that at least the responding peer (normally the central site) of the
tunnel be static. Even if it’s possible to establish a tunnel when all external inter-
faces have dynamic assignments, it’s likely that you will later face challenges, espe-
cially with third-party tunnels, or a DNS service that is not working as it should.
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Network Address Translation (NAT)
NAT can be used for two scenarios:

B The most common scenario is that there is a device between both IPsec end-
points that translates IP addresses. Some of these devices can’t handle IPsec
very well, and some can’t handle it at all. So you may find some problems with
your tunnels, but in most cases there is a workaround. With IKEv1, there are
some challenges on how to configure this. IKEv2 solves this in the background.
Of course, if one endpoint is hidden by a NAT device, you need to understand
what IP address will be used to translate to the real IP of the endpoint. If the
NAT device is not managed by your organization, you need to contact the ad-
ministrator to find out what IP should be used to find your device behind the
NAT device.

m The second challenge is when you have two sites with the same IP network,
meaning a client on one site will only send broadcasts when trying to commu-
nicate with a device in the remote network. For packets to reach the gateway,
you need to build a design that can solve this problem. The only way to do that
is to set up a fake network that each client can connect to; the fake IP address
will NAT your traffic to the other side. This can be done on either end of the
tunnel. This option might not be supported by other vendors, which is why you
should do this on the Junos side.

Dynamic or Static Routing Environments

No doubt you have different routing environments: static routing, dynamic proto-
cols, or a mix of static and dynamic routing.

As different IPsec VPN technologies support different routing protocols, you need
to keep this in mind when choosing your IPsec topology. Juniper Networks SRX
Series devices support both dynamic and static routing when running route-based
IPsec VPN. For AutoVPN, Juniper supports Auto Route Insertion and dynamic
routing, and for ADVPN, it currently only supports the OSPF dynamic protocol.

Communication with Third Parties

When setting up IPsec VPNs with non-Juniper parties, you should always consider
what those vendors are capable of, as there are many options that may not be sup-
ported or will not work. A list of the most common options includes: NAT, IKEv2,
VPN monitor, DPD, perfect forward-secrecy, certain timeout values and authenti-

cation or encryption algorithms, certificate parameters, and how the vendors han-

dle traffic selectors or proxy IDs.
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Monitoring

You have a wide number of ways to accomplish monotoring of the topology, but it
all depends on what infrastructures you have to start with or are willing to imple-
ment. SNMP is the optimal choice as you can monitor multiple parameters, not
just the IPsec tunnel, to figure out if there are any faults or unusual problems. It
also enables you to be more proactive.

Monitoring the IPsec tunnel itself is necessary because you can lose connectivity
between the gateways and still have an IKE and IPsec SA active, which means that
you still keep forwarding packets on that link. This results in a black hole for that
traffic, which is why you need a function that can decide when you cannot reach
the other gateway (peer). For IKE, you have a function called DPD (dead peer de-
tection) that monitors if the remote end-point is responding and for IPsec you have
VPN monitor. If you build route-based IPsec VPN, you could also use BFD (Bidi-
rectional Forwarding Detection) to monitor the active routing path.

DPD helps you to monitor if the remote end-point is responding. If the remote
end-point does not respond to a DPD message, it will tear down IKE and try to
re-establish IKE with one of its configured peers. You can configure up to four
peers per tunnel for redundancy. If you use IKEv2 you will also tear down the cor-
responding IPsec SAs.

VPN monitor can monitor if the remote end-point responds to an ICMP request,
which could be on the remote network, but it won’t verify that the remote IKE
peer is working properly. This means it will try to re-establish that SA until the IKE
SA times out. Then a full re-establishment of both IKE and IPsec will take place
trying to establish a new tunnel.

NOTE There might be interoperability issues with vendors when using VPN
monitor.

When using route-based IPsec VPN tunnels, you can also use BFD to monitor the
remote neighbor to define if you should converge your routing path.

These three options have different choices on how to optimize the traffic and con-
vergence. Please refer to the software documentation when implementing.

It’s highly recommend to monitor functions per path using SNMP, meaning that if
you lose the gateway to a remote location, you only have to generate an alarm for
that device. You should configure the system to notify the operator that everything
behind this point is considered to be “out of operation,” if it could not sustain lo-
cal connectivity for a certain application, or to perform route convergence, mean-
ing that you will get connectivity over another path.
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The SNMP server monitors all infrastructure devices on its way to the end target,
which means that only the closest device to the SNMP server will trigger and state
that the connectivity is down (instead of doing it per function as that will flag mul-
tiple alarms). See Figure 1.1. If the tunnel is down, there is no need for the SNMP
system to report that all devices behind FW-1 are not accessible. This should be
stated clearly in the SNMP instructions. If the router is instead marked as unacces-
sible, it should only highlight that everything behind that device is lost.

IPsec Tunnel Illll m —
B e e A

FW-1 FW-2 Router Switch

Figure 1.1 SNMP

Security Considerations

Always try to use certificate-based authentication, as preshared keys for authenti-
cation are normally weak and not often changed. It’s also a management night-
mare to manage hundreds or thousands of different keys. Use these general
guidelines:

m  When choosing a topology, try to avoid IKEv1 using aggressive mode with pre-
shared keys, as that is vulnerable to security injections and can be cracked. If
you need to run IKEv1 in aggressive mode, we highly recommend that you use
certificate-based authentication.

m  When choosing authentication algorithms, try to avoid MDS5 and SHAT1.
m  When choosing encryption algorithms, try to avoid DES and 3DES.
m  When choosing Deffie Helman groups, try to avoid groups below 14.

There are three parameters that define when you should change the crypto key. For
IKE, you have a lifetime that should be considered. With a strong authentication
algorithm together with a strong preshared key or certificate, you can use the regu-
lar lifetimes. For the IPsec part, you should consider the amount of data that is
passed over the link when defining your lifetimes; it can be either in seconds or
kilobytes.
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Authentication

How you authenticate your device is one of the more important aspects to consider
when it comes to security concerns. There are two options available: either a pre-
shared key (shared secret), or certificate-based authentication. What is the
difference?

Preshared Keys: Preshared keys (PSK) are generated by a person or a password
generator, which means that anyone else can come up with the same key. With the
right knowledge, it’s more secure to have this key generated by a person who un-
derstands how to construct a secure password versus using a password generator
that in most cases uses some kind of dictionary. Keep in mind that most customers
that use PSK use the same key on the majority of their gateways; it’s very common
that this key is not changed or updated for several years. (So what happens if
someone else can get their hands on that key or brute force that key? - What run
rate of staff and consultants does your organization have?) IKEv1 aggressive mode
is weak when matched with PSKs.

Certificates: A certificate is like a passport and should only be issued by a trusted
certificate authority (CA). Before you can request a certificate, you first need to
generate a unique key-pair to be used and a few parameters unique to the request.
This means you can only load this certificate on a specific device and not any other
device, which means that this certificate will be unique and can be trusted. When
the CA receives the request, the system and/or operator needs to verify that the re-
quest is coming from a trusted party that can authenticate itself. When that is
done, the system will sign and publish this certificate as trusted. This certificate
should then be loaded on the system for authentication to other parties. When this
certificate is revoked, any remote peer can reject access with this certificate by veri-
fying that the certificate is revoked and not authentic anymore. This simplifies
management of authentication as the CA keeps control over any issued certificate.

Architectures and Topologies

Figure 1.2

Let’s review the different IPsec topologies that offer connectivity between sites and
end with a matrix where you can see what functions each topology supports, for
example, support for dynamic IPs and different dynamic routing protocols.

—=e

Site-to-Site Topology
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Site-to-Site Topology

A site-to-site IPsec topology (see Figure 1.2) allows two or more locations to se-
curely communicate through the encrypted IPsec tunnel to reach resources on the
other side. Finding its way to either end of the tunnel is achieved by IP routing; this
can either be static or dynamic depending on implementation. There are a lot of
other considerations that you must take into consideration to understand whether
this topology works or not. Normally you only use route-based VPN for this con-
cept, as both end-points can establish the tunnel. You can use both AutoVPN and
Auto Discovery VPN too, but then you must be aware that it’s always up to the
spoke to establish the tunnel.

Hub-and-Spoke Topology

Figure 1.3

Hub-and-spoke topologies utilize a so-called site-to-site topology. This topology is
used when a remote site also needs to reach resources behind other remote loca-
tions, not just resources behind the central site. When each remote site communi-
cates with another remote site, the traffic path will be via the central site. With
traffic flowing through that central hub, you will consume more bandwidth at the
hub site as well as require data behind the central site (hub). As you consume more
bandwidth, you also introduce higher latency for other remote locations that only
need access to the central resources. In the long run, this also impacts the commu-
nication between remote sites, as they most likely will be exchanging Voice over
Internet Protocol (VoIP) or other latency-critical applications. This then forces the
organization to order more bandwidth, impacting the operational expense. Hub-
and-spoke VPN can be achieved with route-based and AutoVPN topologies; if
you use AutoVPN, you have to remember that it’s up to each spoke to establish the
tunnel to the hub.

D

Hub-and-Spoke Topologies
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Semi-Mesh Topologies

Figure 1.4

A semi-mesh topology allows traffic to flow between two or more remote loca-
tions without utilizing the bandwidth on the central hub. This can be done in two
ways. One way is that you build static tunnels between the remote locations that
need to communicate. Unfortunately, this requires a lot of man hours to configure
and keep up-to-date. What happens, for example, when a new remote location
needs to communicate with another one, or one location must be removed? An-
other issue you’ll face with this scenario is that each remote site has a limited num-
ber of tunnels. What happens when one remote site runs out of tunnels while
tunnels at other sites are not used very heavily? When should the administrator
make the decision to remove tunnels from a remote site? Or, should you let the
traffic flow through the hub? This introduces a lot of challenges for the organiza-
tion and a nightmare for the administrator from a daily operation perspective.

The other option is to establish dynamic tunnels between the remote sites at the
time when the remote sites need to exchange information. With that functionality,
you can remove the problem of a saturated hub and also remove the challenges on
how to manage and prioritize which site should not be allowed to saturate the
hub. Of course, even in this case, you can run out of tunnel capacity, but that
should be part of the planning and sizing of the topology. A semi-mesh topology
uses a mix of Auto Discovery VPN and route-based VPNs. When Auto Discovery
VPN (ADVPN) is used, it’s the spoke that is responsible for establishing the
tunnel.

Semi-Mesh Topology
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Full-Mesh Topologies

The full-mesh topology also has two options because it is more detailed than the
other mesh-type topologies. The first topology is described as public and the sec-
ond as private.

Public Full-Mesh IPsec VPN Topology

This topology uses the same setup as the site-to-site topology, but instead of just
configuring a tunnel from one remote site to the central site, you have to build a
tunnel between every remote site. This is an enormous job and also introduces an
administrative nightmare, which is why it’s more common to use a hub-and-spoke
or semi-mesh topology. Of course, the full-mesh topology offers the best possible
performance and quality of experience for the users or systems that are using this
connection. The most important thing you should consider is that each remote site
needs to have the ability to set up all possible tunnels; this normally requires a
large box, which is more expensive than a smaller one. The other part that really
drives up cost is the management of this complex network, because as soon as you
need to do a change in the topology, you must touch every device to make configu-
ration changes. The benefit of a public full-mesh that utilizes a traditional site-to-
site setup is that it can be used on any IP network versus the private full-mesh
setup described next.

Private Full-Mesh IPsec Group VPN Topology (GDOI):

A private full-mesh topology can only run when you either have a private cloud
like MPLS, or use all public routable IP addresses where no network address trans-
lation will occur. The benefit with GroupVPN is that you use a central key-server
that is responsible for the SA that will steer and encrypt traffic. In the site-to-site
topology a pair of SAs was used between every connection, whereas in
GroupVPN, you only have a single SA that steers all tunnels between the remote
sites that is configured in an entity called a group. With groups, you can build and
define multiple groups that allow traffic to flow only between selected locations.
All configuration is done on the key-server and then distributed to remote loca-
tions that have an active connection with the key-server. From an administrative
point of view this drastically reduces the workload, as well as operational cost.
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Figure 1.5 Full-Mesh Topology
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Topology Matrix

Now let’s map these topologies to specific SRX Series VPN features, so the rest of
the cookbook can focus in on IPsec VPN concepts and examples. Table 1.1 lists
the most common functions customers need to consider when planning their IPsec

VPN topologies.

Table 1.1 Topologies Mapped to SRX Series VPN Features
SRX Series Features sgﬁe'base‘j Auto VPN ADVPN (GGr"D‘g’I;/ PN
Static External IP Yes Yes Yes Yes
Dynamic External IP Yes Yes Yes —
IKE Version1 Yes Yes — Yes
IKE Version 2 Yes Yes Yes —
IKE External Interface in VR Yes Yes Yes —
Dead Peer Detection (DPD) Yes Yes Yes —
VPN Monitor Yes Yes Yes* —
Authentication PSK Yes — — Yes
Authentication Cert Yes Yes Yes —
NAT Inside Tunnel Yes — — —
NAT-T for IKE Peer Yes Yes Yes —
ST Interface in VR Yes Yes Yes —
Static Routing Yes Yes — Yes
Dynamic Routing RIP Yes — — Yes
Dynamic Routing OSPF Yes Yes** Yes Yes
Dynamic Routing BGP Yes Yes** — Yes
Auto-Route Insertion (ARI) — Yes*** — —
Hub-and-Spoke Yes Yes Yes —
Dynamic Spoke-to-Spoke — Yes —
Full-Mesh with a Single SA — — — Yes
IPv6 Tunnels 4over6 Yes — — —
IPv6 Tunnels 6over4 Yes — — —
IPv6 Tunnels 6over6 Yes — — —
Works with Third-Party Yes — — Cisco Only

* VPN monitor is not supported if there is a NAT device between the IKE peers.
** Only for P2MP interface.
***Ony for P2P interface.
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Each local site should have a client you send traffic from if you want to verify that
traffic is floating through the system, or else you need to configure local policies to
allow the Junos host to send traffic between certain zones.

You can decide if the IP address belonging to the interface should respond to ping
and SSH in each security zone. If you don’t want this, these statements can be re-
moved. Remember that you need at least one SSH-enabled port to access and man-
age the box:

set security zone security-zone <zone_name> host-inbound-traffic system-services <function/service>
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Install Windows Server 2012 R2 Std with Certificate Services for IPsec-
based VPNs

Here’s the cookbook’s first tutorial to help you install a certificate authority (CA)
so you can use certificate-based authentication for IPsec.

DISCLAIMER  This Day One book only shows you how to set up the Microsoft
Windows Server 2012 R2 with CA services for a lab environment. It’s ot a best
practice guide and this system installation is 7ot hardened. For a real, live scenario
please consult your Microsoft security expert.

To install Windows Server 2012 R2 Std for Certificate Services follow these steps:

Enter your product license key and click Next.

Choose “Windows Server 2012 R2 Standard (Server with a GUI)” and click Next.
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Check “Taccept the license terms” and then click Next.

Click on “Custom: Install Windows only (advanced).”

If you have multiple disks, choose the one you want to use. Then click Next.
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This is just a progress window... or a coffee break.

Choose a password for this administrator. Note that it needs to be a STRONG
password in order for later services to be installed.

Type the newly-chosen password to log in to Windows.
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Click “Local Server” on the left-hand side, and then click on the computer name in
the properties box.

In the “Computer Name” tab, click “Change.”

Enter a new name for the server in the “Computer name” box (for example, “ca”)
then click OK. By changing the name of the server, you are forced to reboot the
server.
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Click OK.

Click Close.

Click Restart Now. When the server comes back up, log in again.
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Click “Local Server” and click on the “Disabled” statement next to “Remote
Desktop.”

Click on the “Remote” tab then choose “Allow remote connections to this com-
puter.” Click OK.

DO NOT click OK! Instead, click on the link “Windows Firewall with Advanced
Security.”
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Right-click “Windows Firewall with Advanced Security on Local Computer,” then
select “Properties.”

Under the tabs “Domain Profile,” “Private Profile,” and “Public Profile,” set
“Firewall state:” to “Off,” then click OK.

You can now close the Windows Firewall windows by clicking OK on each one
until you have closed them all.
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Click OK.

Click OK.

Your view should have a Remote Desktop enabled. If it’s not updated, click
“Dashboard > Local Server,” again, to verify.

Last of all, you should change the IP-address to be static. Click on the value for
EthernetO: “IPv4 address assigned by DHCP, IPv6 enabled.”
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Right-click “Ethernet0” to choose its properties.

Double-click “Internet Protocol Version 4 (TCP/IPv4)” at the bottom of the list.
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In the “General” tab, enter the IP and DNS information received from your net-
work administrator and then click OK.

To have complete functionality, you either have to join this server to an Active Di-
rectory forest or build a new one. For our purposes, let’s build a new one for our
lab. Before you do this, however, you should verify that your server has the correct
timing/clock and decide if you want to enable Windows Update or not (which is
recommended to enable).

From the Dashhoard...
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First highlight “Dashboard” then click item 2, “Add roles and features” in the
right-hand Server Manager welcome screen.

This window informs you that you might have missing dependencies, which
should be corrected before you begin. It’s a default window, so if the former in-
struction has been accomplished, you can just click Next.
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Select the “Installation Type” option for “Role-based or feature-based installa-
tion” and click Next.

In the “Server Selection” options, highlight “Select a server from the server pool,”
and then select the server you just installed from the list and click Next.
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Check the option to install “Active Directory Domain Services” and click Next.

A new wizard begins. Click “Add Features” and then click Next on the following
window.
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Click Next.

Click Next
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Now click “Install” at the Confirm installation selections window.

When the installation is done, the progress bar is all blue and “Configuration re-
quired. Installation succeeded on xxx” is displayed. Then you can click Close.
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Back to the Dashboard. A yellow triangle in the upper menu bar notifies us to pro-
mote this “server as a domain controller.” Click on the triangle and then on “Pro-
mote this server to a domain controller.”

The Domain Services Configuration Wizard launches.

In the first step of the wizard, highlight “Add a new forest” and add your domain
name. When finished, click Next.
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Add a password for “Directory Services Restore Mode (DSRM)” and click Next.

Click Next.
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Click Next.

Click Next.
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Click Next. It’s a fast wizard.

Click Install. When installation is complete, the server will reboot.

When the server is up again, log in to the server.
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It’s now time to add and configure the CA services. Click number 2, “Add roles
and features” in the list of options.

The Add Roles and Features Wizard launches. Click Next.
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Highlight “Role-based or feature-based installation” and click Next.

Highlight “Select a server from the server pool” and highlight your server, then
click Next.
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Select “Active Directory Certificate Services” and click Next.

Click Add Features.
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Click Next.

Click Next.



49  [nstall Windows Server 2012 R2 Std with Certificate Services for IPsec-based VPNs

In the Role Services options, check the boxes as shown. For each selection, click
“Add Features” in the new window. After each option is checked, click Next.

Click Next.
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Click Next.

Click Install.
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After installation is complete, click Close.

Now that the “Active Directory Certificate Services” is installed you can configure
the Certificate Services. Click the “Tools” menu in the right corner of the menu
bar, and choose the “Active Directory Users and Computers” option.
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Choose “mydomain.com > Builtin” in the left sidebar and then right-click the
“IIS_IUSRS” and choose “Properties” in the pop-up menu, because you need to
add a user to this account for the services to work.

Select the “Members” tab and then click “Add.”
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Enter the name of a user with administrative permission (here, “Administrator”),
then click the “Check Names” button. When you see that the username is under-
lined, you have successfully added the user. Click OK.

Click OK, and close all the rest of the windows until you return to the Server Man-
ager window. Click the yellow triangle in the menu bar, and click “Configure Ac-
tive Directory Certificate Services.” The Active Directory Certificate Services
(ADCS) configuration wizard launches.
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Click Next.

Highlight the service shown and click Next.
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Check “Enterprise CA” and click Next.

Check “Root CA” and click Next.
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Choose “Create a new private key” and click Next.

Choose the algorithm shown (here SHA256) and click Next.
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Choose a common name for your host. We chose Mydomain Certificate Authority.
When entered, click Next.

Choose the validity period for issued certificates. We chose 10 years for this lab.
When finished, click Next.
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Click Next

Check your settings and click Configure.
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When the three services are installed you’ll get a green checkmark. Click Close.

You’ll get an opportunity to add more services. Click “Yes” to install the following
services.

Click Next.
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Add the three services shown and click Next.

Click “Select” and select the account you added to the IIS_IUSRS account ear-
lier. Then click Next.
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Fill in the form with the information that is correct for your organization and click
Next.

Highlight the fields as shown here, then click Next.
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Verify your input and then click Configure.

Your Active Directory Certificate Services are installed and ready to use. Click
Close.

Now you need to configure OCSP for your devices to verify the revocation status
of issued certificates from this Certificate Authority. You should also configure
SCEP to have a single password (ticket) for each device enrollment.

CAUTION Keep in mind that anyone who has this key and access to the
SCEP’s URL can later enroll a certificate without any administrative approval.

Okay, let’s enter the administrative mode of ADCS.
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Click on “Tools > Certificate Authority.”

Now, change the OCSP path in the certificate by right-clicking on “Mydomain
Certificate Authority” and then clicking on “Properties” in the pop-up menu.
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There’s a lot here. Under the Extensions tab, remove the three statements for
LDAP, HTTP, and FILE, and then click “Add.”

In the Location field, type in a URL that is accessible from all of your machines, as
this is the URL each firewall will use to verify if the certificate is still valid. Then
click OK.
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Now you should change the “Select extension” field to “Authority Information
Access (AIA)” and also remove the three fields for LDAP, HTTP, and FILE, and
then click “Add.”

Once more add a URL that is accessible from your devices. Then click OK.
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Now check off the two options as shown, and then click OK.

Click Yes. When the service has restarted, go to the next page.

Right-click on “Certificate Templates” then choose “Manage.”
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Right-click on “OCSP Response Signing” and choose “Duplicate Template.”

\

Change the name under the “General” tab. This book uses the name “Mydomain_OC-
SPResponseSigning.” Then click on the “Security” tab.
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Change the security permissions under the “Security” tab. Click “Add.”

Then click “Object Types.”
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Select “Computers” and click OK.

Now you can search for a computer instead of just users. Type the name of your
server where “AD CS” is installed (“CA” in our case) and click “Check Names.”
When you see your computer name with an underline, click OK.
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Check the security permissions options for this machine to “Read,” “Enroll,” and
“Autoenroll,” then click OK.

Add this new template to active templates by right-clicking “Certificate Tem-
plates” under “AD CS” management.
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Choose your newly-created template and click OK. And then exit the Template
window.

Navigate back to the Certification Authority console and right-click on “Certifi-
cate Templates” and select “Manage” in the pop-up menu.

Right-click on the template “IPsec” and select “Duplicate Template.”
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Change the name of this new template under the “General” tab to something that
works for you (here Mydomain_IPsec). Then click on the “Subject Name” tab.

Check “Supply in the request” and click OK on the window that opens up. Then
click on the “Security” tab.
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Here you need to change the security permissions under the “Security” tab.
Change the “Domain Admins” options to those shown, and then click OK.

Add this new template to active templates by right-clicking “Certificate Tem-
plates” under “AD CS” management. Choose your newly-created template and
click OK. And then exit the Template window.

Back to the Dashboard.
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Now let’s configure the Online Responder Management module. Click on the
“Tools” menu and then the “Online Responder Management” option.

Right-click “Revocation Configuration,” and select “Add Revocation Configura-
tion.” A configuration assistant appears.

Click Next.



75 Install Windows Server 2012 R2 Std with Certificate Services for IPsec-based VPNs

Enter a name and click Next.

Select “Select a certificate for an Existing enterprise CA” and then click Next.



76 Chapter 2: Configure PKI, RADIUS, and EAP-TLS

Click “Browse” to find your CA.

Select the CA Server you just created and click OK.

You should now see the name of the CA in blue text. Click Next.
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Normally the Certificate Authority and Certificate Template should come up auto-
matically. If not, choose the “Browse” button to manually choose the Certificate
Template, and then click Next.

In some cases, you get an error message. If this happens then manually add the
provider list by clicking on the “Provider” check box.

If you need to manually add the provider, you’ll need to fill in this window as
shown. If not, click Cancel and then click Finish.
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Click Finish.

Now we need to change the revocation configuration properties.

Click on “Revocation Configuration” in the sidebar.

Click on the “Revocation Configuration,” right-click “OCSP,” and choose “Edit
Properties.”
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Click on the “Signing” tab and checkmark “Enable NONCE extension support,”
then click on OK. Now you are done with the OCSP configuration.

You should now enable SCEP with a permanent ticket or password. This is a secu-
rity issue, but it’s the only way to have a smooth, working solution that does not
demand any hands-on attention when a certification is about to expire. Remember,
it is not mandatory.

Now open the Registry Editor by typing “regedit” in the search function. Navigate
to this path: HKEY_LOCAL_MACHINE > SOFTWARE > Microsoft > Cryptog-
raphy > MSCEP.
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You should now change the three data values from “IPSECIntermediateOffline” to
the new name of the template you just created (we used “Mydomain_IPsec”).

Navigate one step further to:HKEY_LOCAL_MACHINE\SOFTWARE\Micro-
soft\Cryptography\MSCEP\UseSinglePassword.

And here change the data value from 0 to 1. Then you can close the Registry
Editor.
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Launch Internet Explorer or another browser.

Navigate to: http://localhost/CertSrv/mscep_admin. You’ll need to have the cre-
dentials ready to manually log in, but that is not needed for your devices. Here you
get the password (ticket) for device SCEP enrollments. The key for usage is shown
here marked in blue.

Okay, that’s it! Now you’re ready to enroll your devices through SCEP and verify
the revocation status using OCSP.

Set up Microsoft Network Policy Server (NPS) on Windows Server 2012

R2 Std

This is a step-by-step tutorial to help you set up Microsoft NPS and allow Remote
Access Users to authenticate themselves using their Active Directory credentials or
user certificate.

DISCLAIMER  This section is only to show you how to set up Microsoft NPS on
Windows Server 2012 R2 for a lab environment. It’s not a best practice guide, and
this system installation is not hardened. For a real, live scenario, please consult
your Microsoft security expert.

Go to the Dashboard.

Click on number 2 “Add roles and features.”
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Click Next.

Click Next.

Click Next.
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Click Next.

Check “Network Policy and Access Service” and this will pop-up a new window,
Click “Add features” to close the pop-up window and then click Next.

Click Next.
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Click Next.

Click Next.

Check “Restart the destination server automatically if required.”
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When you check “Restart the destination server automatically if required,” it will
y y q
pop up this window. Click “Yes” and then click “Next” on the previous screen.

The system might restart, if so, click “Close” when it comes up and the blue prog-
ress bar shows that the installation is complete, or else wait and click “Close”
when the installation is complete.

Generic RADIUS Configuration for Remote Access External
Authentication

This section is a pre-requirement to enable external authentications. First, you
should create a user group that is allowed to authenticate for remote access, and
that will be used later in the set up process.

Open “Active Directory Users and Computers.”
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Right-click the appropriate domain and choose “New” then choose “Group” as
shown here.

Give the group a name. The Group scope and Group type options are dependent
on your environment. We checked Global and Security for our lab. When done
click OK.
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Now double-click on RemoteAccess to open it, so you can add “users” to this
group.

Click on the “Members” tab and click “Add.”

In the white box, type a username that should gain remote access, click “Check
names.” Our user is bob. Below is how it should look when the system finds bob.
Add more users, or click OK.



88  Chapter2: Configure PKIl, RADIUS, and EAP-TLS

Click OK.

Before bob and other users get admission, you need to change the access rights per
user. Navigate to the “Users” in the sidebar and right-click on each user and
choose “Properties.”
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Now click on the “Dial-in” tab and check “Allow access” under the Network Ac-
cess Permission section. Click OK.

Now open the Network Policy Server console. This is done by going to “Adminis-
trative tools” and choosing “Network Policy Server.”

Then right-click on “RADIUS Client” and click “New.”
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Give this RADIUS client a “Friendly name” that references your SRX. Here we use
“Remote Access SRX.”

You also have to define the IP address that NPS will see from the SRX. As you only
have one IP address on the internal interface on the SRX, let’s enter this IP address
as192.168.5.100.

Finally, you must enter the same “Shared secret” that is used in the “Access Pro-
file” on the SRX. It is recommended to have 22 characters with four classes where
the shared secret starts and ends with a number or alpha character. Windows
seems to have some challenges with certain passwords. This has been tested and
worked for us: “1q2w3e4r5t6y7u8i900p!Q.”

This how the RADIUS client config should look when you are done.
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Now enable the users that should be allowed access.

Right-click “Connection Request Policies” and click “New.”

Enter a name in the Policy name section: we’re using “RemoteAccess” for this ex-
ample. Click Apply.
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Click “Add.”

Navigate down until you find “Client IPv4 Address,” select it and then click
« Add. kb

Below, enter the IP address of the SRX; this should be the same one you used when
you defined the above RADIUS Client. We used 192.168.5.100. Click OK when
finished.
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Click Next.

Click Next.
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Click Next.

Click Next.
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Click Finish.

Highlight the newly created “Connection Request Policies” and double-click on
the policy name to open up this configuration again.

In this window, click on the “Settings” menu. Then check the “Override network
policy authentication settings” option and click Apply. DO NOT click OK.
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Uncheck the check box “Override network policy authentication settings.”
Now you can click OK.

Click OK.

To verify, highlight the policy “RemoteAccess” and scroll to the bottom. You
should see the following two settings: “Authentication Provider” and “Over-
ride Authentication.”
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Remote Access IKEvV] External Authentication (IKEv1)

Now we’re coming to the final steps for the RADIUS Authentication.

IMPORTANT  Before attempting this tutorial step, you need to complete the
previous sections of this chapter first: NPS Installation, and, Generic RADIUS
Configuration for Remote Access External Authentication.

Navigate to the Network Policy Server.

Right-click on “Network Policies” in the sidebar and choose “New.”

Give this policy a name, the same name as in “Connection Request Policies.” We
used “RemoteAccess IKEv1.” When complete, click Next.
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Click “Add.”

Highight “Windows Groups” and click “Add Groups.”

Click “Add Groups.”
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In our lab’s case, we want to use the group “Remote Access.” So we key in “re-
mote” as the object name, and then click “Check Names” for the search.

Depending on what you search for, you will get a list of objects. Click the appro-
priate one for your environment, and we will use “Remote Access” for our lab.
Then highlight this group and click OK.

NOTE Depending on the group, it might resolve it directly; then go to the next
step.

Click OK.
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Click OK.

Click OK.

Select the “Access Granted” option and then click Next.
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Check only the “Unencrypted authentication (PAP, SPAP)” option and then click
Next.

Click No.

Click Next.
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Click Next.

Click Finish.
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And finally, right-click to disable “Connection to Microsoft Routing and Remote
Access server” as well as “Connections to other access servers” network policies.

NOTE  Keep in mind that this might be used in your system. So the reason why
you might not be able to disable this is because it might impact other functions. In
this case, please consult your Microsoft administrator before doing this.

Now your RADIUS server is configured to authenticate your users in the group
“Remote Access” for IKEv1.

Let’s proceed to Remote Access IKEv2.

Remote Access External Authentication (IKEv2) with EAP-TLS

To use IKEv2 with EAP-TLS you need a certificate on the NPS (EAP-TLS) server as
well as on the SRX Series, and one certificate for each user. In this section, you will
learn how to request a certificate for the NPS (EAP-TLS) server on Microsoft. In
Chapter 5 you will learn how to do this for both the SRX Series and the client.

These steps should be performed on the Microsoft server that hosts the NPS
service.

IMPORTANT  Before attempting this tutorial, you need to complete the previous
sections of this chapter: NPS Installation, and Generic RADIUS Configuration for
Remote Access External Authentication.

Start by opening an MMC console or navigating through the Adminstrative tools
section to come into the Certificate server section on the NPS server.

Open a clean MMC console using the magnifier and search for MMC.
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Click the menu “File” and choose “Add/Remove Snap-in.”

Highlight “Certificates” and click “Add.”

Check the “Computer account” option and click Next.
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In this case, we’ll use the same server, so just click Finish.

Click OK.

Follow the path Console root > Certificates > Personal > Certificates and right-click
choosing “All Tasks” and click “Request New Certificate.”
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Click Next.

Highlight “Active Directory Enrollment Policy” and click Next.

Check the “Domain Controller Authentication” option and click “Properties.”
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Give this certificate a “Friendly name” and “Description.” Click on OK.

Click the “Subject” tab. For the “Subject name” add the FQDN of the host using
the type “Common name.” For the “Alternative name” add an email address that
you want as a reference for the certificate using the type “User principal name,”
then click “OK.”

In this lab’s case: Subject name = ‘Common name’ “tme-win-ad2.myjuniperdemo.
net”; and, Alternative name = ‘User principal name’ “eap-tls@myjuniperdemo.
net.”
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Click Enroll.

You should now find the following certificate in your certificate store.

Now we’re coming to the final steps for the RADIUS Authentication, but first back
to the Network Policy Server.

Right-click “Network Policies” in the sidebar and choose “New.”
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Give this Policy Name the same name as the “Connection Request Policies.” Our
lab uses “RemoteAccess IKEv2.” When finished click OK.

Click “Add.”
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Highlight “Windows User Groups” and click “Add.”

Click “Add Groups.”

In our case, we would like to use the group “Remote Access” so we key in “re-
mote” for the search and click “Check Names.”
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Depending on what you search for, you will get a list of objects; click the appropri-
ate ones for your environment. Then highlight this group and click OK.

Depending on the group, it might resolve directly; then go to the next step.

Click OK.

Click OK.
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Click OK.

Check the “Access Granted”option and then click Next.

Uncheck all options under “Less secure authentication methods.” Click “Add.”
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Highlight “Microsoft: Smart Card or other certificate” then click OK.

Now highlight the newly-added EAP Type and click Edit.

Verify that it uses the previously created certificate and click OK, or else change to
the correct certificate, before clicking OK.
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Click Next.

Click Next.
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Click Next.

Click Finish.
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And finally, right-click to disable “Connection to Microsoft Routing and Remote
Access server” as well as “Connections to other access servers” network policies.

NOTE Keep in mind that this might be used in your system. So the reason why
you might ot be able to disable this is because it might impact other functions. In
this case, please consult your Microsoft administrator before doing this.

Now your RADIUS server is configured to authenticate your users in the group
“Remote Access” for IKEv2.
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Pick a Site-to-Site Configuration

IPSec chapters
Site-to-Site UsSIiNg StatiC PEErS . . . ...ttt 118
Site-to-Site with Source NAT Inside Tunnel .............................. 132
Site-to-Site with Source NAT Using PublicIP ................. ..., 147
Site-to-Site with Overlapping SUbNEtS . ..., 163
Site-to-Site with Overlapping Subnets on More Than OneSite ........... 179
Site-to-Site With OSPF . .. .. e 195
Site-to-Site With BGP . .. ... e 210

There is no need for a lengthly introduction here. Find your site-to-site configura-
tion needs in the many examples that follow.

One note to the reader: whenever the Junos requirements say “<Junos version> is
used” this means that it might work in releases below that version, if the state is
“<Junos version> and above” this mean it is supported beginning with that
release.
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Site-to-Site Using Static Peers

Figure 3.1

Using static peers means you have two locations that should establish an IPsec tun-
nel using Certificate-based authentication. See Figure 3.1.

Site-to-Site Using Static Peers

Requirements

Hardware: Juniper SRX Service Gateways
Software: Junos 12.3X48D10 is used
Routing: Static

Certificate authority: ~ SCEP (Simple Certificate Enrollment Protocol) and
OCSP (Online Certificate Status Protocol) are used for signing and revocation ver-
ification. It is also possible to use manual signing and certificate revocation lists,
but those are not described in this book. Keep in mind that this book has the CA
accessible through the 11.10.0.0/24 network. If you have your CA behind any
other router or firewall, make sure that it is accessible.

CAUTION  These step-by-step instructions will erase all current configurations!
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Configure the Hub Site

First erase all configurations so you can start with a clean configuration:

root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:

root@host# set system host-name CENTRAL

Set system clock:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs correct
time to work:

root@host# edit system ntp

root@host# set boot-server x.x.x.x

root@host# set server x.x.x.x
root@host# set server x.x.x.x

Because you erased all configurations, you must now set a new root administrator
password:
root@host# set system root-authentication plain-text-password

New password:
Retype new password:

Configure all network interfaces:

root@host# set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.1/24
root@host# set interfaces ge-0/0/3 unit @ description data family inet address 11.10.0.1/24
root@host# set interfaces st@ unit @ description Site-to-Site-VPN family inet

root@host# set interface st@ unit @ family inet mtu 1400

Configure a default route:

root@host# set routing-options static route 0.0.0.0/0 next—hop 1.1.1.254

Configure a route for the remote side:

root@host# set routing-options static route 11.10.101.0/24 next-hop st0.0

Configure the security zone UNTRUST, assigning the interface to the zone plus
allowed incoming administrative services:

root@host# edit security zones security-zone UNTRUST

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike
root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh
root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
root@host# top
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Configure the security zone SERVERS, assigning the interface to the zone plus al-
lowed incoming administrative services:

root@host# edit security zones security-zone SERVERS

root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh

root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
root@host# top

Configure the security zone VPN, assigning the interface to the zone plus allowed
incoming administrative services:
root@host# edit security zones security-zone VPN

root@host# set interfaces st0.0
root@host# top

Now it’s time to configure and request the certificates that you need to establish
the tunnel. First, define how to find the CA:

root@host# edit security pki ca-profile Our-CA_Server
root@host# set ca-identity MydomainCertificateAuthority

Specify the CA SCEP URL:
root@host# set enrollment url http://11.10.0.10/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):
root@host# set revocation-check use-ocsp ocsp url http://11.10.0.10/0csp

root@host# set revocation-check use-ocsp ocsp nonce-payload enable
root@host# top

root@host# edit security pki auto-re-enrollment certificate-id CENTRAL
root@host# set ca—profile-name Our—-CA_Server

root@host# set re—-generate-keypair

root@host# set re-enroll-trigger-time-percentage 10

root@host# set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
root@host# set scep-encryption-algorithm des3

root@host# top

It’s time to activate this configuration to verify our IP connectivity before
continuing:

root@host# commit
Verify the gateway using an ICMP ping;:

root@CENTRAL# run ping 1.1.1.254

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.
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As the remote spokes need to access the CA for certificate enrollment, you also
need to configure a firewall and NAT policy allowing external traffic to reach the

CA.

First you need to configure the external interface to respond to ARP so the ma-
chine responds to the Destination NAT request:

set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.2/24

Now configure the Destination NAT rule configuration:

edit security nat destination

set pool CertificateAuthority address 11.10.0.10/32

edit rule-set CertificateAuthority

set from interface ge-0/0/1.0

set rule 1 match source-address 0.0.0.0/0

set rule 1 match destination-address 1.1.1.2/32

set rule 1 then destination-nat pool CertificateAuthority
top

In this step you configure the different address book objects that you will use later
on to build your security policies:

edit security address—book global

set address DATA-Networks 11.10.0.0/16

set address CertificateAuthority 11.10.0.10/32
top

Here you start building the security policy that will define what traffic should be
allowed in different directions.

NOTE  To reduce log size in a production environment, you can remove the
session—initstatenlentforlogging.

First, build the policy that allows incoming traffic to the CA server from the re-
mote spokes:

edit security policies from—zone UNTRUST to-zone SERVERS policy 1
set match source-address any

set match destination-address CertificateAuthority

set match application junos-http

set then permit

set then log session-init session-close

top

Now define a policy for each direction between SERVERS and VPN:

edit security policies from-zone SERVERS to-zone VPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top
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edit security policies from-zone VPN to-zone SERVERS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

Somehow you need to be able to trace traffic that does not hit a firewall rule, so
add a global config with a deny policy. There is no need to add the policy default-
policy as long as you don’t make any other changes to the global policy, but for
security precautions, you should add this policy:

set security policies default-policy deny-all

edit security policies global

set policy 1 match source-address any

set policy 1 match destination-address any

set policy 1 match application any

set policy 1 then deny

set policy 1 then log session-init session-close
top

The next step is to enroll the root certificate from our trusted CA, if the fingerprint
is okay, type Yes:

run request security pki ca-certificate enroll ca-profile Our-CA_Server

Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)
a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)

Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Now verify that you trust the downloaded certificate. Run the following com-
mand, and you can see the current numbers of valid OSCP verifications:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X
ocsp_rev_status_revoked: X

ocsp_rev_status_unknown:

X

Now let’s verify that we trust the downloaded certificate:

root@CENTRAL# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate OQur-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

Wiait to see that you have a successful verification, and if the number is not updat-
ed then you have a problem with the certificate or the OSCP response service:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X
ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X
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It’s time to generate a key-pair for the local-certificate, like this:

root@CENTRAL# run request security pki generate-key-pair certificate-id CENTRAL size 2048 type rsa

When you enroll your local-certificate, you need to give some unique input per
device. This is explained under the syntax:

root@CENTRAL# run request security pki local-certificate enroll ca-profile Our-CA_Server certificate-id
CENTRAL domain-name central.mydomain.net ip-address 1.1.1.1 subject DC=mydomain.net,L=Stockholm,0=Myd
omain, OU=LAB,CN=Central challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

Certificate-id = The name used for the above generated key-pair.
Domain-name = FQDN of the box, corresponding to the IP-Address of the box.
IP-Address = IP-Address of the box corresponding to the FQDN.

Subject = DC=<Domain component>,CN=<Common-
Name>,0U=<Organizational-Unit-name>,0O=<Organization-name>,SN=<Serial-
Number>,L=<Locality>,ST=<state>,C=<Country>

Challenge-password = Your challenge password to authenticate to the CA server
for your SCEP request. Received by going to the URL: http://11.10.0.10/CertSrv/
mscep_admin. Optionally, you can add encryption and hash for your SCEP
request.

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X
ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

root@CENTRAL# run request security pki local-certificate verify certificate-id CENTRAL

CA certificate Our-CA_Server: Revocation check is in progress. Please check the PKId debug logs for
completion status:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800 seconds:



124  Chapter 3: Pick a Site-to-Site Configuration

root@CENTRAL# edit security ike proposal CERT-DH14-SHA256-AES256-L28800
root@CENTRAL# set authentication-method rsa-signatures

root@CENTRAL# set dh—-group groupl4d

root@CENTRAL# set authentication-algorithm sha-256

root@CENTRAL# set encryption-algorithm aes-256-cbc

root@CENTRAL# set lifetime-seconds 28800

root@CENTRAL# top

IKE Policy

The name tells you at a glance that it’s used for Site-to-Site VPNs. Let’s bind our
local-certificate to this policy:

root@CENTRAL# edit security ike policy Site-to-Site
root@CENTRAL# set mode main

root@CENTRAL# set proposals

root@CENTRAL# set certificate local-certificate CENTRAL
root@CENTRAL# set certificate peer—certificate-type x509-signature
root@CENTRAL# top

IKE Gateway

Now configure how to authenticate the spokes that want to establish a Site-to-Site
tunnel. Here it’s Branch1 because that is our lab’s remote peer. This will then be
bound together in the IPsec VPN configuration:

root@CENTRAL# edit security ike gateway Branchl
root@CENTRAL# set ike-policy Site-to-Site

root@CENTRAL# set dead-peer—detection probe-idle-tunnel
root@CENTRAL# set remote-identity distinguished-name
root@CENTRAL# set local-identity distinguished-name
root@CENTRAL# set external-interface ge-0/0/1.0
root@CENTRAL# set address 2.2.1.1

root@CENTRAL# set version v2-only

root@CENTRAL# top

IPsec Proposal

Here is the proposal parameter used in IPsec policies:

root@CENTRAL# edit security ipsec proposal ESP-SHA256-AES256-L3600
root@CENTRAL# set protocol esp

root@CENTRAL# set authentication-algorithm hmac-sha-256-128
root@CENTRAL# set encryption-algorithm aes-256-cbc

root@CENTRAL# set lifetime-seconds 3600

root@CENTRAL# top

IPsec Policy

The IPsec Policy binds the IPsec Proposals to be used in the IPsec VPN
configuration:



125  Site-to-Site Using Static Peers

root@CENTRAL# edit security ipsec policy Site-to-Site
root@CENTRAL# set perfect-forward-secrecy keys groupl4
root@CENTRAL# set proposals ESP-SHA256-AES256-L3600
root@CENTRAL# top
IPsec VPN
Bind together the IKE Gateway and IPsec policy and the Secure Tunnel Interface:
root@CENTRAL# edit security ipsec vpn Branchl
root@CENTRAL# set bind-interface st0.0
root@CENTRAL# set ike gateway Branchl
root@CENTRAL# set ike ipsec—policy Site-to-Site
root@CENTRAL# set ike proxy-identity local 0.0.0.0/0
root@CENTRAL# set ike proxy-identity remote 0.0.0.0/0
root@CENTRAL# set establish—tunnels immediately
root@CENTRAL# top
And add syslog for troubleshooting;:
root@CENTRAL# set system syslog user * any emergency
root@CENTRAL# edit system syslog
root@CENTRAL# set file messages any any
root@CENTRAL# set file messages authorization info
root@CENTRAL# set file messages change-log none
root@CENTRAL# set file messages interactive-commands none
root@CENTRAL# set file messages structured-data
root@CENTRAL# set file interactive—-commands interactive-commands any
root@CENTRAL# top
Okay! It’s time to commit and wait for the other spoke to be configured so you can
verify the topology:
root@CENTRAL# commit
Configure the Spoke

First erase all configurations so you can start with a clean configuration:

root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:

root@host# set system host-name BRANCH1

Set system clock:

root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs the cor-
rect time to work:
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root@host# edit system ntp
root@host# set boot-server x.x.x.x
root@host# set server x.x.x.x
root@host# set server x.x.x.x

We erased all configurations, so now you must set a new root administrator
password:

root@host# set system root-authentication plain-text-password

New password:
Retype new password:

Configure all network interfaces:

root@host# set interfaces ge-0/0/1 unit @ description untrust family inet address 2.2.1.1/24
root@host# set interfaces ge-0/0/3 unit @ description data family inet address 11.10.101.1/24
root@host# set interfaces st@ unit @ description Site-to-Site-VPN family inet

root@host# set interface st@ unit @ family inet mtu 1400

Configure a default route:

root@host# set routing-options static route 0.0.0.0/0 next—hop 2.2.1.254

Configure a route to the remote side:

root@host# set routing-options static route 11.10.0.0/24 next-hop st0.0

Configure the security zone UNTRUST, assigning the interface to the zone, plus
allowing incoming administrative services:

root@host# edit security zones security-zone UNTRUST

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
root@host# top

Configure the security zone CLIENTS, assigning the interface to the zone, and al-
lowing incoming administrative services:

root@host# edit security zones security-zone CLIENTS

root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh

root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
root@host# top

Configure the security zone VPN, assigning the interface to the zone plus allowing
incoming administrative services:
root@host# edit security zones security-zone VPN

root@host# set interfaces st0.0
root@host# top

Now configure and request the certificates that you need to establish our tunnel.
First define how to find the CA:

root@host# edit security pki ca-profile Our-CA_Server
root@host# set ca-identity MydomainCertificateAuthority
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Now specify the CA SCEP URL:
enrollment url http://1.1.1.2/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

revocation-check use-ocsp ocsp url http://1.1.1.2/0csp
revocation-check use-ocsp ocsp nonce-payload enable

Keep in mind that the challenge-password below is unique to your CA server:

t security pki auto-re-enrollment certificate-id BRANCH1
ca-profile-name Our-CA_Server

re-generate-keypair

re-enroll-trigger-time-percentage 10
challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
scep—encryption-algorithm des3

It’s time to activate this configuration and then verify IP connectivity before
continuing:

mit

Verify that you can reach your gateway and also the remote gateway using an
ICMP ping:

run ping 2.2.1.254
run ping 1.1.1.1

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

Let’s define our address book objects that are used in the security policies:

set security address—-book global address DATA-Networks 11.10.0.0/16

Define a policy for each direction between CLIENTS and VPN:

edit security policies from-zone CLIENTS to-zone VPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

edit security policies from-zone VPN to-zone CLIENTS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top



128  Chapter 3: Pick a Site-to-Site Configuration

Because you somehow need to be able to trace traffic that does not hit a firewall
rule let’s add a global config with a deny policy. There is no need to add the policy
default-policy as long as you don’t make any other changes to the global policy.
For security precautions, you should also add this policy:

root@BRANCH1# set security policies default-policy deny-all

root@BRANCH1# edit security policies global

root@BRANCH1# set policy 1 match source-address any
root@BRANCH1# set policy 1 match destination-address any
root@BRANCH1# set policy 1 match application any

root@BRANCH1# set policy 1 then deny

root@BRANCH1# set policy 1 then log session-init session-close
root@BRANCH1# top

The next step is to enroll the root certificate from the trusted CA — if the fingerprint

is okay, type Yes:
root@BRANCH1# run request security pki ca-certificate enroll ca-profile Our-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)
a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)
Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Run the next command to see the current numbers of valid OCSP verifications:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

You should verify that you trust the downloaded certificate:

root@BRANCH1# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

By running this command, you can see whether you have a successful verification
or not. If the number is not updated then you have a problem with the certificate
or the OCSP response service:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now generate a key-pair to be used for the local certificate:

root@BRANCH1# run request security pki generate-key-pair certificate-id BRANCH1 size 2048 type rsa

When you enroll your local-certificate you need to add some input (this was ex-
plained earlier at this same stage with the the hub site):
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root@RANCH1# run request security pki local-certificate enroll ca-profile Our—-CA_Server certificate-id
BRANCH1 domain—-name branchl.mydomain.com ip-address 2.2.1.1 subject DC=mydomain.com,L=0s1lo,0=Mydomain
,0U=LAB, CN=Branchl challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X
ocsp_rev_status_revoked: X

ocsp_rev_status_unknown:

root@BRANCH1#

X

run request security pki local-certificate verify certificate-id BRANCH1

CA certificate Our—-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status:
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ocsp_rev_status_revoked:
ocsp_rev_status_unknown:
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run show security pki statistics | match ocsp_rev_status
X
X

X

IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

edit security ike proposal CERT-DH14-SHA256-AES256-L28800
set authentication-method rsa-signatures

set dh—-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-cbc

set lifetime-seconds 28800

top

IKE Policy

This example uses Site-to-Site as the name:

edit security ike policy Site-to-Site

set mode main

set proposals CERT-DH14-SHA256-AES256-L28800

set certificate local-certificate BRANCH1

set certificate peer-certificate-type x509-signature
top
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IKE Gateway

root@BRANCH1# edit security ike gateway CENTRAL
root@BRANCH1# set ike-policy Site-to-Site

root@BRANCH1# set address 1.1.1.1

root@BRANCH1# set dead-peer—detection probe-idle-tunnel
root@BRANCH1# set local-identity distinguished-name
root@BRANCH1# set remote-identity distinguished-name
root@BRANCH1# set external-interface ge-0/0/1.0
root@BRANCH1# set version v2-only

root@BRANCH1# top

IPsec Proposal

root@BRANCH1# edit security ipsec proposal ESP-SHA256-AES256-L3600
root@BRANCH1# set protocol esp

root@BRANCH1# set authentication-algorithm hmac-sha-256-128
root@BRANCH1# set encryption-algorithm aes-256-cbc

root@BRANCH1# set lifetime-seconds 3600

root@BRANCH1# top

IPsec Policy

root@BRANCH1# edit security ipsec policy Site-to-Site
root@BRANCH1# set perfect-forward-secrecy keys groupl4d
root@BRANCH1# set proposals ESP-SHA256-AES256-L3600
root@BRANCH1# top

IPsec VPN

root@BRANCH1# edit security ipsec vpn CENTRAL
root@BRANCH1# set bind-interface st0.0

root@BRANCH1# set ike gateway CENTRAL

root@BRANCH1# set ike ipsec—policy Site-to-Site
root@BRANCH1# set ike proxy-identity local 0.0.0.0/0
root@BRANCH1# set ike proxy-identity remote 0.0.0.0/0
root@BRANCH1# set establish-tunnels immediately
root@BRANCH1# top

Let’s also add syslog for troubleshooting:

root@BRANCH1# set system syslog user * any emergency

root@BRANCH1# edit system syslog

root@BRANCH1# set file messages any any

root@BRANCH1# set file messages authorization info

root@BRANCH1# set file messages change-log none

root@BRANCH1# set file messages interactive-commands none
root@BRANCH1# set file messages structured-data

root@BRANCH1# set file interactive—-commands interactive—-commands any
root@BRANCH1# top

Commit the config:
root@BRANCH1# commit
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Verification

Let’s verify that your configuration is working. If something is not working, go to
the troubleshooting section in this chapter. Each local site should have a client
from which you send traffic if you want to verify that traffic is floating through the

system, otherwise you need to configure local policies to allow the Junos host to
send traffic between certain zones.

On Central

The following show command confirms that your configured IPsec tunnels are up
and active:

root@CENTRAL# run show security ipsec security-associations

Total active tunnels: 2

ID Algorithm SPI Life:sec/kb Mon 1lsysPortGateway

<131073  ESP:aes-cbc-256/sha256 1b294297 1623/ unlim - root500 2.2.1.1
>131073 ESP:aes—cbc-256/sha256 d5205ec5 1623/ unlim - root500 2.2.1.1

On Spoke

This shows that your configured IPsec tunnels are up and active:

root@RANCH1# run show security ipsec security-associations

Total active tunnels: 1

D Algorithm SPI Life:sec/kb Mon 1lsysPortGateway
<131073 ESP:aes-cbc-256/sha256 7204390a 3303/ unlim - root500 1.

1.1.1
>131073  ESP:aes-cbc-256/sha256 53a506ec 3303/ unlim - root500 1.1.1.1
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Site-to-Site with Source NAT Inside Tunnel

In this case, you have a remote location that needs to hide its internal IPs using a
public IP of 5.5.5.20. This could be, for example, when you don’t want to expose
the branch side’s internal addressing or the central site does not allow a remote
location coming in with a black IP (RFC1918) address (this can of course be done
for the opposite direction). Keep your routing and firewall policies in mind when
executing changes. When testing this case, do it from a host on the trusted side of
the network, or else you will need more policies and changes to the NAT configu-
ration that maps to the Junos-host zone.

Figure 3.2 Site-to-Site with Source NAT Inside Tunnel

Requirements

Hardware: Juniper SRX Service Gateways
Software: Junos 12.3X48D10 is used
Routing: Static

Certificate Authority: ~ SCEP (Simple Certificate Enrollment Protocol) and
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OCSP (Online Certificate Status Protocol) are used for signing and revocation ver-
ification. It is also possible to use manual signing and certificate revocation lists,
but those are not described in this book. Keep in mind that this book has the CA
accessible through the 11.10.0.0/24 network. If you have your CA behind any
other router or firewall, make sure that it is accessible.

NOTE  Only hardware versions that support the above-referenced software are
supported for this solution.

CAUTION  These step-by-step instructions will erase all current configurations!

Configure the Hub Site

First erase all configurations so you can start with a clean configuration:
root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:
root@host# set system host—-name CENTRAL

Set the system clock:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an N'TP server, as Certificate authentication needs the cor-
rect time to work properly:

root@host# edit system ntp

root@host# set boot-server x.x.x.x

root@host# set server X.x.X.Xx
root@host# set server X.Xx.x.x

Because you erased all configuration, you must now set a new root administrator
password:

root@host# set system root-authentication plain-text-password
New password:
Retype new password:

Configure all network interfaces:

root@host# set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.1/24

root@host# set interfaces ge-0/0/3 unit @ description data family inet address 11.10.0.1/24

root@host# set interfaces st@® unit @ description Site-to-Site-VPN family inet mtu 1400
Configure a default route:

root@host# set routing-options static route 0.0.0.0/0 next—hop 1.1.1.254
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As the remote side will NAT traffic, and coming from IP 5.5.5.20, you need a route
back to that network:

root@host# set routing-options static route 5.5.5.20/32 next-hop st@.0

Configure the security zone UNTRUST, assigning the interface to the zone plus
any allowed incoming administrative services:

root@host# edit security zones security-zone UNTRUST

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
root@host# top

Configure the security zone SERVERS, assigning the interface to the zone plus any
allowed incoming administrative services:

root@host# edit security zones security-zone SERVERS

root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh

root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
root@host# top

Configure the security zone VPN, assigning the interface to the zone plus any al-
lowed incoming administrative services:
root@host# edit security zones security-zone VPN

root@host# set interfaces st0.0
root@host# top

It’s now time to configure and request the certificates that you need to establish the
tunnel. First you need to define how to find the Certificate Authority:

root@host# edit security pki ca-profile Our-CA_Server
root@host# set ca-identity MydomainCertificateAuthority

Specify the Certificate Authority SCEP URL:

root@host# set enrollment url http://11.10.0.10/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

root@host# set revocation-check use-ocsp ocsp url http://11.10.0.10/0csp
root@host# set revocation-check use-ocsp ocsp nonce-payload enable
root@host# top

root@host# edit security pki auto-re-enrollment certificate-id CENTRAL
root@host# set ca-profile-name Our-CA_Server

root@host# set re—-generate-keypair

root@host# set re-enroll-trigger-time—percentage 10

root@host# set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
root@host# set scep-encryption-algorithm des3

root@host# top

It’s time to activate this configuration to verify our IP connectivity before
continuing:

root@host# commit
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Verify the gateway using an ICMP ping:
run ping 1.1.1.254

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

As the remote spokes need to access the CA for Certificate enrollment, you also
need to configure a firewall and NAT policy allowing external traffic to reach the

CA.

First you need to configure the external interface to respond to ARP so the ma-
chine responds to the Destination NAT request:

set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.2/24

Now configure the Destination NAT rule configuration:

edit security nat destination
set pool CertificateAuthority address 11.10.0.10/32
edit rule-set CertificateAuthority

set from interface ge-0/0/1.0

set rule 1 match source-address 0.0.0.0/0

set rule 1 match destination-address 1.1.1.2/32

set rule 1 then destination-nat pool CertificateAuthority
top

In this step you configure the different address book objects that you will use later
on to build your security policies:

edit security address-book global

set address DATA-Networks 11.10.0.0/16

set address 5.5.5.20/32 5.5.5.20/32

set address CertificateAuthority 11.10.0.10/32
top

Here you start building the security policy that will define what traffic should be
allowed in different direction.

NOTE In a production environment, you can remove the session-init statement
for logging to reduce log size.

First is to build the policy that allows incoming traffic to the CA server from the
remote spokes:

edit security policies from-zone UNTRUST to-zone SERVERS policy 1
set match source-address any

set match destination-address CertificateAuthority

set match application junos-http

set then permit

set then log session-init session-close

top
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Now define a policy for each direction between SERVERS and VPN:

root@CENTRAL# edit security policies from-zone SERVERS to-zone VPN policy 1
root@CENTRAL# set match source-address DATA-Networks

root@CENTRAL# set match destination-address DATA-Networks

root@CENTRAL# set match application any

root@CENTRAL# set then permit

root@CENTRAL# set then log session-init session-close

root@CENTRAL# top

root@CENTRAL# edit security policies from-zone VPN to-zone SERVERS policy 1
root@CENTRAL# set match source-address 5.5.5.20/32

root@CENTRAL# set match destination-address DATA-Networks

root@CENTRAL# set match application any

root@CENTRAL# set then permit

root@CENTRAL# set then log session-init session-close

root@CENTRAL# top

Somehow you need to be able to trace traffic that does not hit a firewall rule, so
add a global config with a deny policy. There is no need to add the policy defautt-
policy as long as you don’t make any other changes to the global policy, but for
security precautions, you should add this policy:

root@CENTRAL# set security policies default-policy deny-all

root@CENTRAL# edit security policies global

root@CENTRAL# set policy 1 match source-address any
root@CENTRAL# set policy 1 match destination-address any
root@CENTRAL# set policy 1 match application any

root@CENTRAL# set policy 1 then deny

root@CENTRAL# set policy 1 then log session-init session-close
root@CENTRAL# top

The next step is to enroll the root certificate from our trusted CA, if the fingerprint
is okay, type Yes:
root@CENTRAL# run request security pki ca-certificate enroll ca-profile Our-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)

a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)
Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

By running the below command, you can see the current numbers of valid OCSP
verifications:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now let’s verify that we trust the downloaded certificate:
root@CENTRAL# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status
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Wait to see that you have a successful verification, and if the number is not updat-
ed then you have a problem with the certificate or the OSCP response service:
root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

It’s time to generate a key-pair for the local-certificate, like this:

root@CENTRAL# run request security pki generate-key-pair certificate-id CENTRAL size 2048 type rsa

When you enroll your local-certificate, you need to give some unique input per
device. This is explained under the syntax:
root@CENTRAL# run request security pki local-certificate enroll ca-profile Our—-CA_Server certificate-id

CENTRAL domain-name central.mydomain.net ip-address 1.1.1.1 subject DC=mydomain.net,L=Stockholm,0=Myd
omain,0U=LAB,CN=Central challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

Certificate-id = The name used for the above generated key-pair.
Domain-name = FQDN of the box, corresponding to the IP-Address of the box.
IP-Address = IP-Address of the box corresponding to the FQDN.

Subject = DC=<Domain component>,CN=<Common-
Name>,0U=<Organizational-Unit-name>,0=<Organization-name>,SN=<Serial-
Number>,L=<Locality>,ST=<state>,C=<Country>

Challenge-password = Your challenge password to authenticate to the CA server
for your SCEP request. Received by going to URL http://11.10.0.10/CertSrv/
mscep_admin. Optionally, you can add encryption and hash for your SCEP
request.

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

root@CENTRAL# run request security pki local-certificate verify certificate-id CENTRAL

CA certificate Our-CA_Server: Revocation check is in progress. Please check the PKId debug logs for
completion status:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
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tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

edit security ike proposal CERT-DH14-SHA256-AES256-L28800
set authentication-method rsa-signatures

set dh—-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-cbc

set lifetime-seconds 28800

top

IKE Policy

The name tells me at a glance that it’s used for Site-to-Site VPNs. Let’s bind our
local-certificate to this pOliCy:

edit security ike policy Site-to-Site

set mode main

set proposals CERT-DH14-SHA256-AES256-1.28800

set certificate local-certificate CENTRAL

set certificate peer-certificate-type x509-signature
top

IKE Gateway

Now configure how to authenticate the spokes that want to establish an Site-to-
Site tunnel. Here it’s Branch1 because that is the lab’s remote peer. This will then be
bound together in the IPsec VPN configuration:

edit security ike gateway Branchl

set ike-policy Site-to-Site

set dead-peer—detection probe-idle-tunnel
set remote-identity distinguished-name
set local-identity distinguished-name

set external-interface ge-0/0/1.0

set address 2.2.1.1

set version v2-only

top

IPsec Proposal

Here is the proposal parameter used in IPsec policies:

edit security ipsec proposal ESP-SHA256-AES256-L3600
set protocol esp

set authentication-algorithm hmac-sha-256-128

set encryption-algorithm aes-256-cbc

set lifetime-seconds 3600

top
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root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
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IPsec Policy

The IPsec Policy binds the IPsec Proposals to be used in the IPsec VPN
configuration:

edit security ipsec policy Site-to-Site
set perfect-forward-secrecy keys groupl4d
set proposals ESP-SHA256-AES256-L3600
top

IPsec VPN

Bind together the IKE Gateway and IPsec policy and the Secure Tunnel Interface:

edit security ipsec vpn Branchl

set bind-interface st0.0

set ike gateway Branchl

set ike ipsec—policy Site-to-Site

set ike proxy-identity local 0.0.0.0/0
set ike proxy-identity remote 0.0.0.0/0
set establish-tunnels immediately

top

And add syslog for troubleshooting:

set system syslog user % any emergency

edit system syslog

set file messages any any

set file messages authorization info

set file messages change-log none

set file messages interactive-commands none

set file messages structured-data

set file interactive-commands interactive—commands any
top

It’s time to commit and wait for the other spoke to be configured before you can
verify our topology:

commit

Configure the Spoke

First erase all configurations so you can start with a clean configuration:

root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:

root@host# set system host—-name BRANCH1

Set system clock:

root@host# run set date (YYYYMMDDhhmm.ss)
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root@host#
root@host#
root@host#
root@host#

root@host#

If reachable, configure an NTP server, as Certificate authentication needs the cor-
rect time to work:

edit system ntp

set boot-server x.x.x.x

set server X.X.X.X
set server X.X.X.X

We erased all configurations, so now you must set a new root administrator
password:

set system root-authentication plain-text-password

New password:
Retype new password:

root@host#
root@host#
root@host#

root@host#

root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#

root@host#
root@host#

Configure all network interfaces

set interfaces ge-0/0/1 unit @ description untrust family inet address 2.2.1.1/24
set interfaces ge-0/0/3 unit @ description data family inet address 11.10.101.1/24
set interfaces st@ unit @ description Site-to-Site-VPN family inet mtu 1400

Configure a default route:

set routing-options static route 0.0.0.0/0 next-hop 2.2.1.254

Configure a route pointing to the central site:

set routing-options static route 11.10.0.0/24 next-hop st0.0

Configure the security zone UNTRUST, assigning the interface to the zone, plus
allowing any incoming administrative services:

edit security zones security-zone UNTRUST

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike
set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
top

Configure the security zone CLIENTS, assigning the interface to the zone plus any
allowed incoming administrative services:
edit security zones security-zone CLIENTS

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping

top
Configure the security zone VPN, assigning the interface to the zone plus any al-
lowed incoming administrative services:

edit security zones security-zone VPN

set interfaces st0.0

top
Now configure and request the certificates that you need to establish our tunnel.
First define how to find the CA:

edit security pki ca-profile Our-CA_Server

set ca-identity MydomainCertificateAuthority
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root@host# set

root@host#
root@host#
root@host#

set
set
top

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

edi
set
set
set
set
set
top

root@host#

com

root@host#
root@host#

run
run

root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
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Here we specify the CA SCEP URL:

enrollment url http://1.1.1.2/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

revocation-check use-ocsp ocsp url http://1.1.1.2/0csp
revocation-check use-ocsp ocsp nonce-payload enable

t security pki auto-re-enrollment certificate-id BRANCH1
ca-profile-name Our-CA_Server

re-generate—keypair

re-enroll-trigger-time-percentage 10
challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
scep—encryption-algorithm des3

It’s time to activate this configuration and then verify IP connectivity before
continuing:

mit

Verify that you can reach your gateway and also the remote gateway using an
ICMP ping:

ping 2.2.1.254
ping 1.1.1.1

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

First we define our address book objects that should be used in our security
policys:

set security address—book global address DATA-Networks 11.10.0.0/16

Let’s define a policy for each direction between CLIENTS and VPN:

edit security policies from-zone CLIENTS to-zone VPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

edit security policies from-zone VPN to-zone CLIENTS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top
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Because you somehow need to be able to trace traffic that does not hit a firewall
rule let’s add a global config with a deny policy. There is no need to add the policy
default-policy as long as you don’t make any other changes to the global policy.
For security precautions, you should also add this policy:

root@RANCH1# set security policies default-policy deny-all

root@BRANCH1# edit security policies global

root@RANCH1# set policy 1 match source-address any
root@BRANCH1# set policy 1 match destination-address any
root@RANCH1# set policy 1 match application any

root@RANCH1# set policy 1 then deny

root@RANCH1# set policy 1 then log session-init session-close
root@BRANCH1# top

The next step is to enroll the root certificate from the trusted CA — if the finger-
print is okay, type Yes:
root@BRANCH1# run request security pki ca-certificate enroll ca-profile Our-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)

a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)
Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Run the next command to see the current numbers of valid OCSP verifications:

root@RANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now verify that you trust the downloaded certificate:

root@RANCH1# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

By running this command, you can see whether you have a successful verification
or not. If the number is not updated then you have a problem with the certificate
or the OCSP response service.

root@RANCH1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now generate a key-pair to be used for the local certificate:

root@RANCH1# run request security pki generate-key-pair certificate-id BRANCH1 size 2048 type rsa

When you enroll your local-certificate you need to add some input (this was ex-
plained earlier at this same stage with the the hub site):
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root@BRANCH1# run request security pki local-certificate enroll ca-profile Our-CA_Server certificate-id
BRANCH1 domain-name branchl.mydomain.com ip-address 2.2.1.1 subject DC=mydomain.com,L=0slo,0=Mydomain
,0U=LAB, CN=Branchl challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

After you enroll for the tocal-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

root@BRANCH1# run request security pki local-certificate verify certificate-id BRANCH1

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

root@BRANCH1# edit security ike proposal CERT-DH14-SHA256-AES256-L28800
root@BRANCH1# set authentication-method rsa-signatures

root@BRANCH1# set dh—-group groupl4

root@BRANCH1# set authentication-algorithm sha-256

root@BRANCH1# set encryption-algorithm aes-256-cbc

root@BRANCH1# set lifetime-seconds 28800

root@BRANCH1# top

IKE Policy

In this example we use Site-to-Site as the name:

root@BRANCH1# edit security ike policy Site-to-Site
root@BRANCH1# set mode main

root@BRANCH1# set proposals CERT-DH14-SHA256-AES256-L28800
root@BRANCH1# set certificate local-certificate BRANCH1
root@BRANCH1# set certificate peer-certificate-type x509-signature
root@BRANCH1# top
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IKE Gateway

root@BRANCH1# edit security ike gateway CENTRAL
root@RANCH1# set ike-policy Site-to-Site

root@BRANCH1# set address 1.1.1.1

root@RANCH1# set dead-peer—detection probe-idle-tunnel
root@BRANCH1# set local-identity distinguished-name
root@RANCH1# set remote-identity distinguished-name
root@BRANCH1# set external-interface ge-0/0/1.0
root@BRANCH1# set version v2-only

root@BRANCH1# top

|Psec Proposal

root@BRANCH1# edit security ipsec proposal ESP-SHA256-AES256-L3600
root@BRANCH1# set protocol esp

root@RANCH1# set authentication-algorithm hmac-sha-256-128
root@BRANCH1# set encryption-algorithm aes-256-cbc

root@BRANCH1# set lifetime-seconds 3600

root@BRANCH1# top

IPsec Policy

root@RANCH1# edit security ipsec policy Site-to-Site
root@RANCH1# set perfect-forward-secrecy keys groupl4
root@BRANCH1# set proposals ESP-SHA256-AES256-L3600
root@BRANCH1# top

IPsec VPN

root@BRANCH1# edit security ipsec vpn CENTRAL
root@BRANCH1# set bind-interface st0.0

root@BRANCH1# set ike gateway CENTRAL

root@RANCH1# set ike ipsec—-policy Site-to-Site
root@BRANCH1# set ike proxy-identity local 0.0.0.0/0
root@RANCH1# set ike proxy-identity remote 0.0.0.0/0
root@BRANCH1# set establish—tunnels immediately
root@BRANCH1# top

Source NAT

As the central side does not want to handle multiple clients that might have the
same subnets, we need to hide our internal networks behind a different IP than the
original:

root@BRANCH1# edit security nat source

root@BRANCH1# set pool IPSEC address 5.5.5.20/32

root@BRANCH1# set rule-set IPSEC from zone CLIENTS

root@BRANCH1# set rule-set IPSEC to zone VPN

root@BRANCH1# set rule-set IPSEC rule 1 match source-address 0.0.0.0/0
root@BRANCH1# set rule-set IPSEC rule 1 then source-nat pool IPSEC
root@BRANCH1# top
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And add syslog for troubleshooting:

root@BRANCH1# set system syslog user x any emergency

root@BRANCH1# edit system syslog

root@BRANCH1# set file messages any any

root@BRANCH1# set file messages authorization info

root@RANCH1# set file messages change-log none

root@BRANCH1# set file messages interactive-commands none
root@BRANCH1# set file messages structured-data

root@BRANCH1# set file interactive-commands interactive-commands any
root@BRANCH1# top

Commit the config:

root@BRANCH1# commit

Verification

Let’s verify that your configuration is working. If something is not working, go to
the Troubleshooting section of the book. Each local site should have a client from
which you send traffic if you want to verify that traffic floating through the system,
otherwise you need to configure local policies to allow junos-host to send traffic
between certain zones.

On Central

This shows that your configured IPsec tunnels are up and active:

root@CENTRAL# run show security ipsec security-associations

Total active tunnels: 1

ID Algorithm SPI Life:sec/kb Mon 1lsysPortGateway

<131073  ESP:aes—chbc-256/sha256 c7ad4208 3242/ unlim - root500 2.2.1.1
>131073  ESP:aes—cbc-256/sha256 9e9e@b6 3242/ unlim - root500 2.2.1.1

On Spoke

This shows that your configured IPsec tunnels are up and active:

root@BRANCH1# run show security ipsec security-associations

Total active tunnels: 1

ID Algorithm SPI Life:sec/kb Mon 1lsysPortGateway

<131073 ESP:aes-cbc-256/sha256 9e9e0b6 3297/ unlim - root500 1.1.1.1
>131073 ESP:aes-cbc-256/sha256 c¢7ad4208 3297/ unlim - root500 1.1.1.1

As you NAT the traffic from this side, you can verify that you actually hit the NAT
rule base:

root@BRANCH1# run show security nat source rule all
Total rules: 1

Total referenced IPv4/IPv6 ip-prefixes: 1/0

source NAT rule: 1 Rule-set: IPSEC

Rule-Id: 2

Rule position: 1
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From zone: CLIENTS

To zone: VPN

Match

Source addresses: 0.0.0.0 — 255.255.255.255
Action: IPSEC

Persistent NAT type: N/A

Persistent NAT mapping type: address—port-mapping

Inactivity timeout: 0
Max session number: @
Translation hits: 1
Successful sessions: 1

Failed sessions: 0@
Number of sessions: 1



147  Site-to-Site with Source NAT Using Public IP

Site-to-Site with Source NAT Using Public IP

In this case with Source NAT using Public IP, there is a remote location that needs
to hide its internal IPs using their public IP address 2.2.1.1. Because they only have
one public IP to use and their ISP doesn’t offer anymore IPs, this could be an ex-
ample for when the central side does not allow remote location to log in with a
black IP (RFC1918) address. This can, of course, be done for the opposite direc-
tion. Keep in mind routing and firewall policies when doing these changes. When
testing this, do it from a host on the Trusted side of the network, or else you need
more policies and changes to the NAT configuration that maps to the Junos-host
zone.

Lab Overview:
Site-to-Site with source-nat using external IP

CENTRAL

; i
1)

| Zone: SERVERS |
| Interface ge-0/0/3.0 1
i IP 11.10.0.1/24 '
! i
\ I
]

) 1
\ ]

Zone: UNTRUST
Interface ge-0/0/1.0
i IP1.1.1.1/24

Zone: VPN
Interface: st0.0

1.1.1.254
L4 *

2.2.1.254

Zone: UNTRUST Zone: VPN
Interface ge-0/0/1.0 VR: Internal

1 \
I 1
1 1
| 1IP22.1.1/24 Interface: st0.0 :
1 [}
! Zone: CLIENT :
1 VR: Internal !
! Interface ge-0/0/3.0 \
1 IP 11.10.101.1/24 :
I\ BRANCH1 ’

Figure 3.3 Site-to-Site with Source NAT Using Public IP
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Requirements

root@host#

root@host#

root@host#

root@host#

root@host#
root@host#
root@host#
root@host#

root@host#

Hardware: Juniper SRX Service Gateways
Software: Junos 12.3X48D10 is used
Routing: Static

Certificate Authority: SCEP (Simple Certificate Enrollment Protocol) and OCSP
(Online Certificate Status Protocol) are used for signing and revocation verifica-
tion. It is also possible to use manual signing and certificate revocation lists, but
those are not described in this cookbook. Keep in mind that this cookbook has the
CA accessible through the 11.10.0.0/24 network. If you have your CA behind any
other router or firewall, make sure that it is accessible.

NOTE  Only hardware or their virtual versions that support the above referenced
software are supported for this solution.

CAUTION  These step-by-step instructions will erase all current configurations!

First erase all configurations so you can start with a clean configuration:

delete
Allow incoming ssh access for management of the device:

set system services ssh

Configure a hostname for this machine:

set system host—-name CENTRAL

Set the system clock:
run set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs correct
time to work:

edit system ntp

set boot-server x.x.x.x

set server X.X.X.X
set server X.X.X.X

Because you erased all configuration, you must now set a new root administrator
password:

set system root-authentication plain-text-password

New password:
Retype new password:

Configure all network interfaces:
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root@host#
root@host#
root@host#

root@host#

set
set
set

set

interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.1/24
interfaces ge-0/0/3 unit @ description data family inet address 11.10.0.1/24
interfaces st@ unit @ description Site-to-Site-VPN family inet mtu 1400

Configure a default route:

routing-options static route 0.0.0.0/0 next—hop 1.1.1.254
To be able to reply from source NAT with the external IP of the remote IKE peer,

you need to place the internal and ST interface into a Virtual Router (VR). You
also have to build RIB groups so traffic can reach this routing instance:

root@host# edit routing-instances INTERNAL

root@host# set instance-type virtual-router

root@host# set interface ge-0/0/3.0

root@host# set interface st0.0

root@host# set routing-options static route 2.2.1.1/32 next-hop st0.0
root@host# set routing-options interface-routes rib-group inet INTERNAL_TO_INET
root@host# set routing-options static rib-group INTERNAL_TO_INET

root@host# top

root@host# edit routing-options rib-groups

root@host# set INET_TO_INTERNAL import-rib inet.@

root@host# set INET_TO_INTERNAL import-rib INTERNAL.inet.@
root@host# set INET_TO_INTERNAL import-policy INET_TO_INTERNAL
root@host# set INTERNAL_TO_INET import-rib INTERNAL.inet.@
root@host# set INTERNAL_TO_INET import-rib inet.©

root@host# set INTERNAL_TO_INET import-policy INTERNAL_TO_INET
root@host# set INTERNAL_TO_INET import-rib INTERNAL.inet.@
root@host# set INTERNAL_TO_INET import-rib inet.®

root@host# set INTERNAL_TO_INET import-policy INTERNAL_TO_INET
root@host# up

root@host# set interface-routes rib—group inet INET_TO_INTERNAL
root@host# set static rib-group INET_TO_INTERNAL

root@host# top

root@host# set policy-options prefix-list INTERNAL_TO_INET_REJECT 2.2.1.1/32
root@host# edit policy-options policy-statement INET_TO_INTERNAL
root@host# set term DIRECT from protocol direct

root@host# set term DIRECT then accept

root@host# set term STATIC from protocol static

root@host# set term STATIC then accept

root@host# set term DENY then reject

root@host# top

root@host# edit policy-options policy-statement INTERNAL_TO_INET
root@host# set term REJECT from protocol static

root@host# set term REJECT from prefix-1ist INTERNAL_TO_INET_REJECT
root@host# set term REJECT then reject

root@host# set term DIRECT from protocol direct

root@host# set term DIRECT then accept

root@host# set term STATIC from protocol static

root@host# set term STATIC then accept

root@host# set term DENY then reject

root@host# top
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root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#

root@host#
root@host#

root@host#

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#

Configure the security zone UNTRUST, assigning the interface to the zone plus
any allowed incoming administrative services:

edit security zones security-zone UNTRUST

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike
set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping

top
Configure the security zone SERVERS, assigning the interface to the zone plus any
allowed incoming administrative services:

edit security zones security-zone SERVERS

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
top

Configure the security zone VPN, assigning the interface to the zone plus any al-
lowed incoming administrative services:

edit security zones security-zone VPN
set interfaces st0.0

top
Time to configure and request the certificates that you need to establish the tunnel.
First, define how to find the CA:

edit security pki ca-profile Qur-CA_Server

set ca—-identity MydomainCertificateAuthority

Here specify the CA SCEP URL:
set enrollment url http://11.10.0.10/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

set revocation-check use-ocsp ocsp url http://11.10.0.10/0csp
set revocation-check use-ocsp ocsp nonce-payload enable
top

edit security pki auto-re-enrollment certificate-id CENTRAL
set ca-profile-name Our-CA_Server

set re-generate-keypair

set re-enroll-trigger—-time-percentage 10

set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
set scep—encryption-algorithm des3

top

It’s time to activate this configuration to verify our IP connectivity before
continuing:

commit

Verify the gateway using an ICMP ping;:

root@CENTRAL# run ping 1.1.1.254
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root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

As the remote spokes need to access the CA for Certificate enrollment, you also
need to configure a firewall and NAT policy allowing external traffic to reach the

CA.

First you need to configure the external interface to respond to ARP so the ma-
chine responds to the destination NAT request:

set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.2/24

Now configure the Destination NAT rule configuration:

edit security nat destination
set pool CertificateAuthority address 11.10.0.10/32
edit rule-set CertificateAuthority

set from interface ge-0/0/1.0

set rule 1 match source-address 0.0.0.0/0

set rule 1 match destination-address 1.1.1.2/32

set rule 1 then destination-nat pool CertificateAuthority
top

In this step you configure the different address book objects that you will use later
on to build your security policies:

edit security address—-book global

set address IPSEC-2.2.1.1 2.2.1.1/32

set address DATA-Networks 11.10.0.0/16

set address CertificateAuthority 11.10.0.10/32
top

Here you start building the security policy that will define what traffic that should
be allowed in different directions.

NOTE Ina production environment, you can remove the session-init statement
for logging to reduce log size.

First is to build the policy that allows incoming traffic to the CA server from our
remote spokes:

edit security policies from-zone UNTRUST to-zone SERVERS policy 1
set match source-address any

set match destination-address CertificateAuthority

set match application junos-http

set then permit

set then log session-init session-close

top

Now define a policy for each direction between SERVERS and VPN:

edit security policies from-zone SERVERS to-zone VPN policy 1
set match source-address DATA-Networks
set match destination-address DATA-Networks
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root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
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set match application any

set then permit

set then log session-init session-close
top

edit security policies from-zone VPN to-zone SERVERS policy 1
set match source-address IPSEC-2.2.1.1

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

Somehow you need to be able to trace traffic that does not hit a firewall rule, so
add a global config with a deny policy. There is no need to add the policy defautt-
policy as long as you don’t make any other changes to the global policy, but for
security precautions, you should add this policy:

set security policies default-policy deny-all

edit security policies global

set policy 1 match source-address any

set policy 1 match destination-address any

set policy 1 match application any

set policy 1 then deny

set policy 1 then log session-init session-close
top

The next step is to enroll the root certificate from our trusted CA, if the fingerprint
is okay, type Yes:

run request security pki ca-certificate enroll ca-profile Our-CA_Server

Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)
a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)

Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate

root@CENTRAL#

ocsp_rev_status_success:
ocsp_rev_status_revoked:
ocsp_rev_status_unknown:

for profile Qur-CA_Server loaded successfully

Now let’s verify that we trust the downloaded certificate. When running the show
command, you can see the current numbers of valid OCSP verifications:
run show security pki statistics | match ocsp_rev_status
X

X
X

Now verify that you trust the downloaded certificate:

root@CENTRAL# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate

Our—CA_Server: Revocation check is in progress.Please check the PKId debug logs for

completion status
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Wait to see that you have a successful verification, and if the number is not updat-
ed then you have a problem with the certificate or the OSCP response service:
root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

It’s time to generate a key-pair for the local-certificate:

root@CENTRAL# run request security pki generate-key-pair certificate-id CENTRAL size 2048 type rsa

When you enroll your local-certificate, you need to give it a unique input per de-
vice. This is explained under the syntax:
root@CENTRAL# run request security pki local-certificate enroll ca-profile Our-CA_Server certificate-id

CENTRAL domain-name central.mydomain.net ip-address 1.1.1.1 subject DC=mydomain.net,L=Stockholm,0=Myd
omain,OU=LAB,CN=Central challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

Where:

Certificate-id = The name used for the above generated key-pair.

Domain-name = FQDN of the box, corresponding to the IP-Address of the box.
IP-Address = IP-Address of the box corresponding to the FQDN.

Subject = DC=<Domain component>,CN=<Common-
Name>,0U=<Organizational-Unit-name>,0O=<Organization-name>,SN=<Serial-
Number>,L=<Locality>,ST=<state>,C=<Country>

Challenge-password = Your challenge password to authenticate to the CA server
for your SCEP request. Received by going to the URL http://11.10.0.10/CertSrv/
mscep_admin. Optionally, you can add encryption and hash for your SCEP
request.

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

root@CENTRAL# run request security pki local-certificate verify certificate-id CENTRAL

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@CENTRAL# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X
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root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
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root@CENTRAL#
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root@CENTRAL#

root@CENTRAL#
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root@CENTRAL#
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root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#

IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

edit security ike proposal CERT-DH14-SHA256-AES256-L28800
set authentication-method rsa-signatures

set dh—-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-cbc

set lifetime-seconds 28800

top

IKE Policy

The name tells us at a glance that it’s used for Site-to-Site VPNs. Let’s bind our 1o-
cal-certificate to this policy:

edit security ike policy Site-to-Site

set mode main

set proposals CERT-DH14-SHA256-AES256-L28800

set certificate local-certificate CENTRAL

set certificate peer-certificate-type x509-signature

top

IKE Gateway

Now configure how to authenticate the spokes that want to establish a Site-to-Site
tunnel. Here it’s Branch1 because that is the lab’s remote peer. This will then be
bound together in the IPsec VPN configuration:

edit security ike gateway Branchl
set ike-policy Site-to-Site

set dead-peer-detection probe-idle-tunnel
set remote-identity distinguished-name
set local-identity distinguished-name
set external-interface ge-0/0/1.0
set address 2.2.1.1
set version v2-only
top
IPsec Proposal
Here is the proposal parameter used in IPsec policies:
edit security ipsec proposal ESP-SHA256-AES256-L3600

set protocol esp
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root@CENTRAL# set authentication-algorithm hmac-sha-256-128
root@CENTRAL# set encryption-algorithm aes-256-cbc
root@CENTRAL# set lifetime-seconds 3600

root@CENTRAL# top

IPsec Policy

The IPsec Policy binds the IPsec Proposals to be used in the IPsec VPN
configuration:

root@CENTRAL# edit security ipsec policy Site-to-Site
root@CENTRAL# set perfect-forward-secrecy keys groupl4d
root@CENTRAL# set proposals ESP-SHA256-AES256-L3600
root@CENTRAL# top

IPsec VPN

Bind together the IKE Gateway and IPsec policy and the Secure Tunnel Interface:

root@CENTRAL# edit security ipsec vpn Branchl
root@CENTRAL# set bind-interface st0.0

root@CENTRAL# set ike gateway Branchl

root@CENTRAL# set ike ipsec—policy Site-to-Site
root@CENTRAL# set ike proxy-identity local 0.0.0.0/0
root@CENTRAL# set ike proxy-identity remote 0.0.0.0/0
root@CENTRAL# set establish-tunnels immediately
root@CENTRAL# top

And add syslog for troubleshooting:

root@CENTRAL# set system syslog user * any emergency

root@CENTRAL# edit system syslog

root@CENTRAL# set file messages any any

root@CENTRAL# set file messages authorization info

root@CENTRAL# set file messages change-log none

root@CENTRAL# set file messages interactive-commands none
root@CENTRAL# set file messages structured-data

root@CENTRAL# set file interactive—-commands interactive—commands any
root@CENTRAL# top

It’s time to commit and wait for the other spoke to be configured so you can verify
the topology:

root@CENTRAL# commit

Configure the Spoke
First erase all configurations so you can start with a clean configuration:

root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh
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root@host#

root@host#

root@host#
root@host#
root@host#
root@host#

set

run

Configure a hostname for this machine:

system host-name BRANCH1

Set the system clock:
set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs the cor-
rect time to work:

edit system ntp

set
set
set

boot-server x.x.x.x
SErver X.X.X.X
SErver X.X.X.X

We erased all configurations, so now you must set a new root administrator
password:

root@host# set system root-authentication plain-text-password
New password:
Retype new password:

root@host#
root@host#
root@host#

root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

set
set
set

set

Configure all network interfaces:

interfaces ge-0/0/1 unit @ description untrust family inet address 2.2.1.1/24
interfaces ge-0/0/3 unit @ description data family inet address 11.10.101.1/24
interfaces st@ unit @ description Site-to-Site-VPN family inet mtu 1400

Configure a default route:

routing-options static route 0.0.0.0/0 next-hop 2.2.1.254
To be able to reply from source NAT with the external IP of the remote IKE peer,

you need to place the internal and ST interface into a virtual-router. You also have
to build RIB groups so traffic can reach this routing instance:

edit routing-instances INTERNAL

set
set
set
set
set
set
top

instance-type virtual-router

interface ge-0/0/3.0

interface st0.0

routing-options static route 11.10.0.0/24 next—hop st0.0
routing-options interface-routes rib—group inet INTERNAL_TO_INET
routing-options static rib-group INTERNAL_TO_INET

edit routing-options rib-groups

set
set
set
set
set
set
up

set
set
top

INET_TO_INTERNAL import-rib inet.®@
INET_TO_INTERNAL import-rib INTERNAL.inet.@
INET_TO_INTERNAL import-policy INET_TO_INTERNAL
INTERNAL_TO_INET import-rib INTERNAL.inet.@
INTERNAL_TO_INET import-rib inet.®@
INTERNAL_TO_INET import-policy INTERNAL_TO_INET

interface-routes rib—group inet INET_TO_INTERNAL
static rib—group INET_TO_INTERNAL
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root@host# edit policy-options policy-statement INET_TO_INTERNAL
root@host# set term DIRECT from protocol direct

root@host# set term DIRECT then accept

root@host# set term STATIC from protocol static

root@host# set term STATIC then accept

root@host# set term DENY then reject

root@host# top

root@host# set policy-options prefix-list INTERNAL_TO_INET_REJECT

root@host# edit policy-options policy-statement INTERNAL_TO_INET
root@host# set term REJECT from protocol static

root@host# set term REJECT from prefix-1ist INTERNAL_TO_INET_REJECT
root@host# set term REJECT then reject

root@host# set term DIRECT from protocol direct

root@host# set term DIRECT then accept

root@host# set term STATIC from protocol static

root@host# set term STATIC then accept

root@host# set term DENY then reject

root@host# top

Configure the security zone UNTRUST, assigning the interface to the zone, plus
allowing any incoming administrative services:

root@host# edit security zones security-zone UNTRUST

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
root@host# top

Configure the security zone CLIENTS, assigning the interface to the zone, and al-
lowing any incoming administrative services:

root@host# edit security zones security-zone CLIENTS

root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh

root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
root@host# top

Configure the security zone VPN, assigning the interface to the zone plus allowing
any incoming administrative services:

root@host# edit security zones security-zone VPN
root@host# set interfaces st0.0
root@host# top

Now configure and request the certificates that you need to establish our tunnel.
First define how to find the CA:

root@host# edit security pki ca-profile Our-CA_Server
root@host# set ca-identity MydomainCertificateAuthority

Now specify the CA SCEP URL:

root@host# set enrollment url http://1.1.1.2/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):
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set
set
top

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

set
set
set
set
set
top

root@host#

root@BRANCH1#
root@BRANCH1#

root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
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root@BRANCH1#
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root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
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revocation-check use-ocsp ocsp url http://1.1.1.2/0csp
revocation-check use-ocsp ocsp nonce-payload enable

edit security pki auto-re-enrollment certificate-id BRANCH1

ca—profile-name Our-CA_Server

re-generate-keypair
re-enroll-trigger-time-percentage 10
challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
scep—encryption-algorithm des3

It’s time to commit this config to verify our IP connectivity before continuing:

commit

Verify that you can reach the gateway and also that the remote gateway is using
ICMP ping:

run ping 2.2.1.254
run ping 1.1.1.1

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

Let’s define our address book objects that are used in the security policies:

set security address—book global address DATA-Networks 11.10.0.0/16

Define a policy for each direction between CLIENTS and VPN:

edit security policies from-zone CLIENTS to-zone VPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

edit security policies from-zone VPN to-zone CLIENTS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

Because you somehow need to be able to trace traffic that does not hit a firewall
rule let’s add a global config with a deny policy. There is no need to add the policy
default-policy as long as you don’t make any other changes to the global policy.
For security precautions, you should also add this policy:

set security policies default-policy deny-all

edit security policies global
set policy 1 match source-address any
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root@BRANCH1# set policy 1 match destination-address any
root@BRANCH1# set policy 1 match application any

root@BRANCH1# set policy 1 then deny

root@BRANCH1# set policy 1 then log session-init session-close
root@BRANCH1# top

The next step is to enroll the root certificate from the trusted CA — if the fingerprint
is okay, type Yes:
root@RANCH1# run request security pki ca-certificate enroll ca-profile Our-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:ed4:e0:dd:22:3e:81:51:44:b4 (shal)

aB8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)
Do you want to load the above CA certificate ? [yes,nol (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Now verify that you trust the certificate.

Run the next command to see the current numbers of valid OCSP verifications:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now verify that you trust the downloaded certificate:

root@BRANCH1# run request security pki ca-certificate verify ca-profile Our-CA_Server
CA certificate Our-CA_Server: Revocation check is in progress. Please check the PKId debug logs for
completion status

By running is command, you can see that if you have a successful verification or
not. If the number is not updated then you have a problem with the certificate or
the OCSP response service:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now generate a key-pair to be used for the local certificate:

root@BRANCH1# run request security pki generate-key-pair certificate-id BRANCH1 size 2048 type rsa

When you enroll your local-certificate you need to add some input (this was ex-
plained earlier at this same stage with the the hub site):

root@RANCH1# run request security pki local-certificate enroll ca-profile Our-CA_Server certificate-id
BRANCH1 domain-name branchl.mydomain.com ip-address 2.2.1.1 subject DC=mydomain.com,L=0s1lo,0=Mydomain
,0U=LAB, CN=Branchl challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

After you enroll for the 1ocal-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status
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ocsp_rev_status_success:
ocsp_rev_status_revoked:
ocsp_rev_status_unknown:

root@BRANCH1#
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X
X
X

run request security pki local-certificate verify certificate-id BRANCH1
CA certificate OQur—-CA_Server: Revocation check is in progress.Please check the PKId debug logs for

completion status

root@BRANCH1#

ocsp_rev_status_success:
ocsp_rev_status_revoked:
ocsp_rev_status_unknown:

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#

run show security pki statistics | match ocsp_rev_status

X
X
X

IKE Proposal

At this stage, we should configure our IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this chap-
ter. This proposal name tells you at a glance that it is authenticated with a Certifi-
cate and using a strong authentication and encryption algorithm with a rekey time

of 28800sec:

edit security ike proposal CERT-DH14-SHA256-AES256-L28800

set authentication-method rsa-signatures
set dh—-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-cbc

set lifetime-seconds 28800

top

IKE Policy

In this example we use Site-to-Site as the name:

edit security ike policy Site-to-Site

set mode main

set proposals CERT-DH14-SHA256-AES256-L.28800

set certificate local-certificate BRANCH1

set certificate peer—certificate-type x509-signature
top

IKE Gateway

edit security ike gateway CENTRAL

set ike-policy Site-to-Site

set address 1.1.1.1

set dead-peer-detection probe-idle-tunnel
set local-identity distinguished-name

set remote-identity distinguished-name
set external-interface ge-0/0/1.0

set version v2-only

top

IPsec Proposal

edit security ipsec proposal ESP-SHA256-AES256-L3600
set protocol esp
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root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#

set authentication-algorithm hmac-sha-256-128
set encryption-algorithm aes-256-cbc
set lifetime-seconds 3600

top

IPsec Policy

edit security ipsec policy Site-to-Site
set perfect-forward-secrecy keys groupl4
set proposals ESP-SHA256-AES256-L3600

top

IPsec VPN

edit security ipsec vpn CENTRAL
set bind-interface st0.0

set ike
set ike
set ike
set ike

gateway CENTRAL

ipsec-policy Site-to-Site
proxy—-identity local 0.0.0.0/0
proxy—-identity remote 0.0.0.0/0

set establish-tunnels immediately

top

Source NAT

As the central side does not want to handle multiple clients that might have the
same subnets, you need to hide your internal networks behind the external IP as
you only have one IP assigned to you:

edit security nat source

set pool IPSEC address 2.2.1.1/32

set rule-set IPSEC from zone CLIENTS

set rule-set IPSEC to zone VPN

set rule-set IPSEC rule 1 match source-address 0.0.0.0/0
set rule-set IPSEC rule 1 then source-nat pool IPSEC

top

Add syslog for troubleshooting:

set system syslog user x any emergency
edit system syslog

set file
set file
set file
set file
set file
set file
top

messages any any
messages authorization info

messages change-log none

messages interactive-commands none

messages structured-data

interactive-commands interactive-commands any

Commit the config:

commit
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Verification

Let’s verify that your configuration is working. If something is not working, go to
the troubleshooting section under site-to-site. Each local site should have a client
from which you send traffic if you want to verify that traffic floating through the
system, otherwise you need to configure local policies to allow junos-host to send
traffic between certain zones.

On Central

This shows that your configured IPsec tunnels are up and active:

root@CENTRAL# run show security ipsec security-associations

Total active tunnels: 1

ID Algorithm SPI Life:sec/kb Mon 1lsysPortGateway
<131073 ESP:aes-cbc-256/sha256 c7ad4208 3242/ unlim - root500 2.

2.1.1
>131073 ESP:aes-cbc-256/sha256 9e9e@b6 3242/ unlim - root500 2.2.1.1

On Spoke

This shows that your configured IPsec tunnels are up and active:

root@BRANCH1# run show security ipsec security-associations

Total active tunnels: 1

ID Algorithm SPI Life:sec/kb Mon 1lsysPortGateway

<131073 ESP:aes—cbc-256/sha256 9e9e@b6 3297/ unlim - root500 1.1.1.1
>131073  ESP:aes-cbc-256/sha256 ¢7ad4208 3297/ unlim - root500 1.1.1.1

As you should NAT your traffic from this side, you can verify that you actually hit
the NAT rule base:

root@BRANCH1# run show security nat source rule all
Total rules: 1

Total referenced IPv4/IPv6 ip-prefixes: 1/0

source NAT rule: 1 Rule-set: IPSEC

Rule-Id: 2

Rule position: 1

From zone: CLIENTS

To zone: VPN

Match

Source addresses: 0.0.0.0 — 255.255.255.255
Action: IPSEC

Persistent NAT type: N/A
Persistent NAT mapping type: address—port-mapping

Inactivity timeout: /]
Max session number: @
Translation hits: 0
Successful sessions: 0

Failed sessions: @
Number of sessions: 0
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Site-to-Site with Overlapping Subnets

In this case, you have two locations that have overlapping subnets of 11.10.0.0/24
on both sides. To solve that, a host can communicate with a host on the other side.
You need to use NAT and target a specific subnet of 11.0.10x.0/24 that translates
this request to the remote end. In this case, use un-numbered ST interfaces, while
you also need to use the proxy-arp statement which you’ll want if you have a num-
bered ST interface instead.

Lab Overview:

O e e e 0 e e N O N T O G g

Zone: SEAVERS
Indorface go-013.0
P 1100001724

Zong; UNTRUST Zorw: VPN
Infterface ge-0/0/1.0  Inleriace: st0.0
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Figure 3.4 Site-to-Site with Overlapping Subnets
Requirements
Hardware: Juniper SRX Service Gateways
Software: Junos 12.3X48D10 is used.
Routing;: Static

CA: SCEP (Simple Certificate Enrollment Protocol) and OCSP (Online Certificate
Status Protocol) are used for signing and revocation verification. It is also possible
to use manual signing and certificate revocation lists, but those are not described in
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this book. Keep in mind that this book has the CA accessible through the
11.10.0.0/24 network. If you have your CA behind any other router or firewall,
make sure that it is accessible.

NOTE Only hardware or their virtual versions that support the above referenced
software are supported for this solution.

CAUTION  These step-by-step instructions will erase all current configurations!

Configure the Hub Site:

root@host#

root@host#

root@host#

root@host#

root@host#
root@host#
root@host#
root@host#

First erase all configurations so you can start with a clean configuration:
delete

Allow incoming ssh access for management of the device:

set system services ssh

Configure a hostname for this machine:
set system host-name CENTRAL

Set the system clock:
run set date (YYYYMMDDhhmm.ss)

If reachable, configure an N'TP server, as Certificate authentication needs correct
time to work:

edit system ntp

set boot-server x.x.x.x

set server X.X.X.X
set server X.Xx.X.X

Because you erased all configuration, you must now set a new root administrator
password:

root@host# set system root-authentication plain-text-password

New password:
Retype new password:

root@host#
root@host#
root@host#
root@host#

root@host#

Configure all network interfaces:

set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.1/24
set interfaces ge-0/0/3 unit @ description data family inet address 11.10.0.1/24
set interfaces st@ unit @ description Site-to-Site-VPN family inet

set interface st@ unit @ family inet mtu 1400

Configure a default route:

set routing-options static route 0.0.0.0/0 next-hop 1.1.1.254



165 Site-to-Site with Overlapping Subnets

root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#

root@host#
root@host#

root@host#

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#

Configure a route to reach the remote side:

set routing-options static route 11.10.101.0/24 next-hop st0.0

Configure the security zone UNTRUST, assigning the interface to the zone plus
any allowed incoming administrative services:

edit security zones security-zone UNTRUST

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
top

Configure the security zone SERVERS, assigning the interface to the zone plus any
allowed incoming administrative services:

edit security zones security-zone SERVERS

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
top

Configure the security zone VPN, assigning the interface to the zone plus any al-
lowed incoming administrative services:
edit security zones security-zone VPN

set interfaces st0.0
top

Time to configure and request the certificates that you need to establish the tunnel.
First, define how to find the CA:

edit security pki ca-profile Our-CA_Server
set ca-identity MydomainCertificateAuthority

Specify the CA SCEP URL:

set enrollment url http://11.10.0.10/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

set revocation-check use-ocsp ocsp url http://11.10.0.10/0csp
set revocation-check use-ocsp ocsp nonce-payload enable
top

edit security pki auto-re-enrollment certificate-id CENTRAL
set ca-profile-name Our-CA_Server

set re-generate-keypair

set re-enroll-trigger-time-percentage 10

set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
set scep-encryption-algorithm des3

top

Commit the configuration to verify your IP connectivity before continuing:

commit
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root@CENTRAL#

root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
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Verify the gateway using an ICMP ping:
run ping 1.1.1.254

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

As the remote spokes need to access the CA for Certificate enrollment, you also
need to configure a firewall and NAT policy allowing external traffic to reach the
CA.

First you need to configure the external interface to respond to ARP so the ma-
chine responds to the destination NAT request:

set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.2/24

Now configure the Destination NAT rule configuration:

edit security nat destination
set pool CertificateAuthority address 11.10.0.10/32
edit rule-set CertificateAuthority

set from interface ge-0/0/1.0

set rule 1 match source-address 0.0.0.0/0

set rule 1 match destination-address 1.1.1.2/32

set rule 1 then destination-nat pool CertificateAuthority
top

In this step you configure the different address book objects that you will use later
on to build your security policies:

edit security address—book global

set address DATA-Networks 11.10.0.0/16

set address CertificateAuthority 11.10.0.10/32
top

Here you start building the security policy that will define what traffic should be
allowed in different directions.

NOTE In a production environment, you can remove the session-init statement
for logging to reduce log size.

First build the policy that allows incoming traffic to the CA server from your re-
mote spokes:

edit security policies from-zone UNTRUST to-zone SERVERS policy 1
set match source-address any

set match destination-address CertificateAuthority

set match application junos-http

set then permit

set then log session-init session-close

top
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root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
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Now define a policy for each direction between SERVERS and VPN:

edit security policies from-zone SERVERS to-zone VPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

edit security policies from-zone VPN to-zone SERVERS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

Somehow you need to be able to trace traffic that does not hit a firewall rule, so
add a global config with a deny policy. There is no need to add the policy defautt-
policy as long as you don’t make any other changes to the global policy, but for
security precautions, you should add this policy:

set security policies default-policy deny-all

edit security policies global

set policy 1 match source-address any

set policy 1 match destination-address any

set policy 1 match application any

set policy 1 then deny

set policy 1 then log session-init session-close
top

The next step is to enroll the root certificate from our trusted CA, if the fingerprint
is okay, type Yes:

run request security pki ca-certificate enroll ca-profile Our-CA_Server

Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)
a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)

Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate

for profile Our-CA_Server loaded successfully

Now verify that you trust the downloaded certificate. Run the following com-
mand, and you can see the current numbers of valid OSCP verifications:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X
ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now verify that you trust the downloaded certificate:

root@CENTRAL# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status
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Wait to see that you have a successful verification, and if the number is not updat-
ed then you have a problem with the certificate or the OSCP response service:
root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

It’s time to generate a key-pair for the local-certificate:

root@CENTRAL# run request security pki generate-key-pair certificate-id CENTRAL size 2048 type rsa

When you enroll your local-certificate, you need to give some it a unique input per
device. This is explained under the syntax:
root@CENTRAL# run request security pki local-certificate enroll ca-profile Our—-CA_Server certificate-id

CENTRAL domain-name central.mydomain.net ip-address 1.1.1.1 subject DC=mydomain.net,L=Stockholm,0=Myd
omain,0U=LAB,CN=Central challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

Certificate-id = The name used for the above generated key-pair.
Domain-name = FQDN of the box, corresponding to the IP-Address of the box.
IP-Address = IP-Address of the box corresponding to the FQDN.

Subject = DC=<Domain component>,CN=<Common-
Name>,0U=<Organizational-Unit-name>,0=<Organization-name>,SN=<Serial-
Number>,L=<Locality>,ST=<state>,C=<Country>

Challenge-password = Your challenge password to authenticate to the CA server
for your SCEP request. Received by going: http://11.10.0.10/CertSrv/mscep_ad-
min. Optionally, you can add encryption and hash for your SCEP request.

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

root@CENTRAL# run request security pki local-certificate verify certificate-id CENTRAL

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X
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IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

root@CENTRAL# edit security ike proposal CERT-DH14-SHA256-AES256-L28800

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

set
set
set
set
set
top

authentication-method rsa-signatures
dh—-group groupl4
authentication-algorithm sha-256
encryption-algorithm aes-256-cbc
lifetime-seconds 28800

IKE Policy

The name tells us at a glance that it’s used for Site-to-Site VPNs. Let’s bind our 1o~
cal-certificate to this policy:

edit security ike policy Site-to-Site

set
set
set
set
top

mode main

proposals CERT-DH14-SHA256-AES256-1L28800
certificate local-certificate CENTRAL

certificate peer-certificate-type x509-signature

IKE Gateway

Now configure how to authenticate the spokes that want to establish a Site-to-Site
tunnel. Here it’s Branch1 because that is the lab’s remote peer. This will then be
bound together in the IPsec VPN configuration:

edit security ike gateway Branchl

set
set
set
set
set
set
set
top

ike-policy Site-to-Site
dead-peer-detection probe-idle-tunnel
remote-identity distinguished-name
local-identity distinguished-name
external-interface ge-0/0/1.0

address 2.2.1.1

version v2-only

IPsec Proposal

Here is the proposal parameter used in IPsec policies:

root@CENTRAL# edit security ipsec proposal ESP-SHA256-AES256-L3600
root@CENTRAL# set protocol esp
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root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
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set authentication-algorithm hmac-sha-256-128
set encryption-algorithm aes-256-cbc

set lifetime-seconds 3600

top

IPsec Policy

The IPsec Policy binds the IPsec Proposals to be used in the IPsec VPN
configuration:

edit security ipsec policy Site-to-Site
set perfect-forward-secrecy keys groupl4
set proposals ESP-SHA256-AES256-L3600
top

|Psec VPN

Bind together the IKE Gateway and IPsec policy and the Secure Tunnel Interface:

edit security ipsec vpn Branchl

set bind-interface st0.0

set ike gateway Branchl

set ike ipsec—policy Site-to-Site

set ike proxy-identity local 0.0.0.0/0
set ike proxy-identity remote 0.0.0.0/0
set establish—tunnels immediately

top

Now configure a NAT translation of the IPs to reach the other side. If you have a
numbered-st-interface, you could skip the proxy-arp statement below. Let’s use the
pool below to hide our internal IPs so the remote end can respond back, without
seeing the source IP request as a local broadcast IP:

edit security nat

set source pool Branchl address 11.10.100.0/24

set proxy-arp interface st0.0 address 11.10.100.0/24
edit source rule-set to-branchl

set from zone SERVERS

set to interface st0.0

set rule 1 match source-address 11.10.0.0/24

set rule 1 then source-nat pool Branchl

top

Configure a NAT translation, so when the remote site sends traffic to
11.10.100.0/24, it will translate that to 11.10.0.0/24:

top edit security nat static rule-set IPSEC

set from zone VPN

set rule 1 match destination-address 11.10.100.0/24
set rule 1 then static-nat prefix 11.10.0.0/24

top

And add syslog for troubleshooting:
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root@CENTRAL# set system syslog user * any emergency

root@CENTRAL# edit system syslog

root@CENTRAL# set file messages any any

root@CENTRAL# set file messages authorization info

root@CENTRAL# set file messages change-log none

root@CENTRAL# set file messages interactive-commands none
root@CENTRAL# set file messages structured-data

root@CENTRAL# set file interactive—-commands interactive—commands any
root@CENTRAL# top

It’s time to commit and wait for the other spoke to be configured before we can
verify our topology:

root@CENTRAL# commit

Configure the Spoke

First erase all configurations so you can start with a clean configuration:

root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:

root@host# set system host-name BRANCH1

Set system clock:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an N'TP server, as Certificate authentication needs the cor-
rect time to work:

root@host# edit system ntp
root@host# set boot-server x.x.x.x
root@host# set server x.x.X.x
root@host# set server x.x.x.x

We erased all configurations, so now you must set a new root administrator
password:

root@host# set system root-authentication plain-text-password
New password:
Retype new password:

Configure all network interfaces:

root@host# set interfaces ge-0/0/1 unit @ description untrust family inet address 2.2.1.1/24
root@host# set interfaces ge-0/0/3 unit @ description data family inet address 11.10.0.1/24
root@host# set interfaces st@ unit @ description Site-to-Site-VPN family inet

root@host# set interface st@ unit @ family inet mtu 1400
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root@host#

root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#

root@host#
root@host#

root@host#

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

Configure a default route:

set routing-options static route 0.0.0.0/0 next-hop 2.2.1.254

Configure a route to reach the remote side:

set routing-options static route 11.10.100.0/24 next-hop st@.0

Configure the security zone UNTRUST, assigning the interface to the zone, plus
allowing any incoming administrative services:

edit security zones security-zone UNTRUST

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping

top
Configure the security zone CLIENTS, assigning the interface to the zone, and al-
lowing any incoming administrative services:

edit security zones security-zone CLIENTS

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping

top
Configure the security zone VPN, assigning the interface to the zone plus allowing
any incoming administrative services:

edit security zones security-zone VPN

set interfaces st0.0

top
Now configure and request the certificates that you need to establish our tunnel.
First define how to find the CA:

edit security pki ca-profile Qur-CA_Server

set ca-identity MydomainCertificateAuthority

Now specify the CA SCEP URL:
set enrollment url http://1.1.1.2/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

set revocation-check use-ocsp ocsp url http://1.1.1.2/0csp
set revocation-check use-ocsp ocsp nonce-payload enable
top

edit security pki auto-re-enrollment certificate-id BRANCH1
set ca-profile-name Our-CA_Server

set re-generate-keypair

set re-enroll-trigger-time-percentage 10

set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
set scep—encryption-algorithm des3

top
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It’s time to activate this configuration and then verify IP connectivity before
continuing:

root@host# commit

root@BRANCH1#
root@BRANCH1#

root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

Verify that you can reach your gateway and also the remote gateway using an
ICMP ping:

run ping 2.2.1.254
run ping 1.1.1.1

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

Let’s define our address book objects that are used in the security policies:

set security address—book global address DATA-Networks 11.10.0.0/16

Define a policy for each direction between CLIENTS and VPN:

edit security policies from-zone CLIENTS to-zone VPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

edit security policies from-zone VPN to-zone CLIENTS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

Because you need to be able to trace traffic that does not hit a firewall rule let’s add
a global config with a deny policy. There is no need to add the policy default-policy
as long as you don’t make any other changes to the global policy. For security pre-
cautions, you should also add this policy:

set security policies default-policy deny-all

edit security policies global

set policy 1 match source-address any

set policy 1 match destination-address any

set policy 1 match application any

set policy 1 then deny

set policy 1 then log session-init session-close
top

The next step is to enroll the root certificate from the trusted CA — if the fingerprint
is okay, type Yes:
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root@RANCH1# run request security pki ca-certificate enroll ca-profile Our—-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)
a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)

Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Verify that you trust the certificate by running the this show command. You can see
the current numbers of valid OCSP verifications:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now verify that you trust the downloaded certificate:

root@BRANCH1# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate OQur—-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

By running this command, you can see if you have a successful verification or not.
If the number is not updated then you have a problem with the certificate or the
OCSP response service:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now generate a key-pair to be used for the local certificate:

root@RANCH1# run request security pki generate-key-pair certificate-id BRANCH1 size 2048 type rsa

When you enroll your local-certificate you need to add some input (this was ex-
plained earlier at this same stage with the the hub site):
root@BRANCH1# run request security pki local-certificate enroll ca-profile Our—-CA_Server certificate-id

BRANCH1 domain-name branchl.mydomain.com ip-address 2.2.1.1 subject DC=mydomain.com,L=0s1lo,0=Mydomain
, 0U=LAB, CN=Branchl challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@RANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

root@RANCH1# run request security pki local-certificate verify certificate-id BRANCH1

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@RANCH1# run show security pki statistics | match ocsp_rev_status
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ocsp_rev_status_success:
ocsp_rev_status_revoked:
ocsp_rev_status_unknown:
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root@BRANCH1#
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X
X
X

IKE Proposal

At this stage, we should configure our IKE proposal. This can be used for multiple
tunnels and by giving it a useful name it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

edit security ike proposal CERT-DH14-SHA256-AES256-L28800
set authentication-method rsa-signatures

set dh—-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-cbc

set lifetime-seconds 28800

top

IKE Policy

In this example we use Site-to-Site as the name:

edit security ike policy Site-to-Site

set mode main

set proposals CERT-DH14-SHA256-AES256-L28800

set certificate local-certificate BRANCH1

set certificate peer-certificate-type x509-signature
top

IKE Gateway

edit security ike gateway CENTRAL

set ike-policy Site-to-Site

set address 1.1.1.1

set dead-peer-detection probe-idle-tunnel
set local-identity distinguished-name

set remote-identity distinguished-name
set external-interface ge-0/0/1.0

set version v2-only

top

IPsec Proposal

edit security ipsec proposal ESP-SHA256-AES256-L3600
set protocol esp

set authentication-algorithm hmac-sha-256-128

set encryption-algorithm aes-256-cbc

set lifetime-seconds 3600

top
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IPsec Policy

edit security ipsec policy Site-to-Site
set perfect-forward-secrecy keys groupl4
set proposals ESP-SHA256-AES256-L3600
top

IPsec VPN
edit security ipsec vpn CENTRAL

set bind-interface st0.0

set ike gateway CENTRAL

set ike ipsec—policy Site-to-Site

set ike proxy-identity local 0.0.0.0/0
set ike proxy-identity remote 0.0.0.0/0

set
top

establish-tunnels immediately

Now configure a NAT translation of the IPs to reach the other side. If you have a
numbered-st interface, you could skip the proxy-arp statement below. Let’s use the
pool below to hide our internal IPs so the remote end can respond back, without
seeing the source IP request as a local broadcast IP:

edit security nat

set source pool Branchl address 11.10.101.0/24

set proxy-arp interface st0.0 address 11.10.101.0/24
edit source rule-set to-branchl

set from zone CLIENTS

set to interface st0.0

set rule 1 match source-address 11.10.0.0/24

set rule 1 then source-nat pool Branchl

top

Configure a NAT translation, so when the remote site sends traffic to
11.10.101.0/24 it will translate to 11.10.0.0/24:

edit security nat static rule-set IPSEC

set from zone VPN

set rule 1 match destination-address 11.10.101.0/24
set rule 1 then static-nat prefix 11.10.0.0/24

top

And add syslog for troubleshooting:

set system syslog user x any emergency

edit system syslog

set file messages any any

set file messages authorization info

set file messages change-log none

set file messages interactive-commands none

set file messages structured-data

set file interactive—-commands interactive-commands any
top

Commit the config!

commit
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Verification

Let’s verify that your configuration is working. If something is not working, go to
the Troubleshooting section later in this chapter. Each local site should have a cli-
ent from which you send traffic if you want to verify that traffic floating through
the system, otherwise you need to configure local policies to allow junos-host to
send traffic between certain zones.

On Central

This shows that your configured IPsec tunnels are up and active:

root@CENTRAL# run show security ipsec security-associations

Total active tunnels: 2

ID Algorithm SPI Life:sec/kb Mon 1lsysPortGateway
<131073 ESP:aes—cbc-256/sha256 1b294297 1623/ unlim - root500 2.2.1.1
>131073  ESP:aes—cbc-256/sha256 d5205ec5 1623/ unlim - root500 2.2.1.1

This should show that your traffic matches the needed NAT policies. Keep in mind
that your target is the 11.10.10x.0 address on the remote side:

root@CENTRAL# run show security nat static rule all
Total static—nat rules: 1

Total referenced IPv4/IPv6 ip-prefixes: 2/0

Static NAT rule: 1 Rule-set: IPSEC

Rule-Id: 1

Rule position: 1

From zone: VPN

Destination addresses: 11.10.100.0

Host addresses: 11.10.0.0

Netmask: 24

Host routing-instance: N/A

Translation hits: 1

Successful sessions: 1

Failed sessions: @

Number of sessions: 1
On Spoke

This shows that your configured IPsec tunnels are up and active:

root@BRANCH1# run show security ipsec security-associations

Total active tunnels: 1

ID Algorithm SPI Life:sec/kb Mon 1lsysPortGateway

<131073 ESP:aes—-chbc-256/sha256 7204390a 3303/ unlim - root500 1.1.1.1
>131073  ESP:aes—cbc-256/sha256 53a5@06ec 3303/ unlim - root500 1.1.1.1

This should show that your traffic matches the needed NAT policies. Keep in mind
that your target is the 11.10.10x.0 address on the remote side:

root@BRANCH1# run show security nat static rule all
Total static-nat rules: 1

Total referenced IPv4/IPv6 ip-prefixes: 2/0

Static NAT rule: 1 Rule-set: IPSEC
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Rule-Id: 1

Rule position: 1

From zone: VPN

Destination addresses: 11.10.101.0

Host addresses: 11.10.0.0
Netmask: 24

Host routing-instance: N/A
Translation hits: 1
Successful sessions: 1

Failed sessions: @
Number of sessions: 1
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Site-to-Site with Overlapping Subnets on More Than One Site

In this site-to-site use case, there are two remote locations that have the same sub-
net of 11.10.101.0/24 and we need to reach both of those locations from the cen-
tral side (typical from a mananged service). To do this you need to use two fake
networks whom hosts from the central side can use as destination networks, in
this case 192.168.10.0/24 for Branch1 and 192.168.20.0/24 for Branch2.

Now when a host in the central network targets a destination of 192.168.10.100,
it will be mapped to 11.10.101.100 on the Branch1 site. And the opposite if the
targetis 192.168.20.100.

To do this, you need virtual routers on the central side as the default route table
can separate the traffic between two tunnels without load balancing the traffic,
which would result in unstable network behavior at some time when you reach
one branch, and in some cases the other branch. In this case, we only have traffic
from the central side and not any initiated traffic from the spokes — that would re-
quire more configuration.

Lab Overview:
Site-to-Site with overlapping subnets on more then one site
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]
| Zone: SERVERS VR: Branch1 1
:Inlarface ge-0/0/3.0 Interface: st0.1 :
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Figure 3.5 Site-to-Site with Overlapping Subnets on More Than One Site
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Requirements

Hardware: Juniper SRX Service Gateways
Software: Junos 12.3X48D10 is used
Routing: Static

Certificate Authority: SCEP (Simple Certificate Enrollment Protocol) and OCSP
(Online Certificate Status Protocol) are used for signing and revocation verifica-
tion. It is also possible to use manual signing and certificate revocation lists, but
those are not described in this book. Keep in mind that this book has the CA acces-
sible through the 11.10.0.0/24 network. If you have your CA behind any other
router or firewall, make sure that it is accessible.

NOTE  Only hardware or their virtual versions that support the above referenced
software are supported for this solution.

CAUTION  These step-by-step instructions will erase all current configurations!

Configure the Hub Site

root@host#

root@host#

root@host#

root@host#

root@host#
root@host#
root@host#
root@host#

First erase all configurations so you can start with a clean configuration:

delete

Allow incoming ssh access for management of the device:

set system services ssh

Configure a hostname for this machine:

set system host-name CENTRAL

Set the system clock:
run set date (YYYYMMDDhhmm.ss)

If reachable, configure an N'TP server, as Certificate authentication needs correct
time to work:

edit system ntp

set boot-server X.Xx.Xx.x

set server X.X.X.X
set server X.X.X.X

Because you erased all configurations, you must now set a new root administrator
password:

root@host# set system root-authentication plain-text-password

New password:
Retype new password:
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Configure all network interfaces:

root@host# set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.1/24
root@host# set interfaces ge-0/0/3 unit @ description server family inet address 11.10.0.1/24
root@host# set interfaces st@ unit 1 description Site-to-Site-Branchl family inet mtu 1400
root@host# set interfaces st@ unit 2 description Site-to-Site-Branch2 family inet mtu 1400
root@host# top

Configure the security zone UNTRUST, assigning the interface to the zone plus
any allowed incoming administrative services:

root@host# edit security zones security-zone UNTRUST

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike
root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh
root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
root@host# top

Configure the security zone SERVERS, assigning the interface to the zone plus any
allowed incoming administrative services:

root@host# edit security zones security-zone SERVERS

root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh
root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
root@host# top

Configure a security zone for each remote location, assigning the ST interface to
the zone. You can have both ST interfaces in one zone, but if you must separate
them because most likely it’s two different organizations, in that case you want
logical separation:

root@host# edit security zones security-zone Branchl
root@host# set interfaces st0.1
root@host# top

root@host# edit security zones security-zone Branch2
root@host# set interfaces st0.2
root@host# top

Configure a default route:

root@host# set routing-options static route 0.0.0.0/0 next—hop 1.1.1.254

Now define a routing instance for each branch so you can steer traffic to each
branch because they have overlapping subnets:

root@host# edit routing-instances Branchl

root@host# set instance-type virtual-router

root@host# set interface st0.1

root@host# set routing-options static route 11.10.101.0/24 next-hop st0.1
root@host# top

root@host# edit routing-instances Branch2

root@host# set instance-type virtual-router

root@host# set interface st0.2

root@host# set routing-options static route 11.10.101.0/24 next-hop st0.2
root@host# top
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You need to route a fake network for each remote location that the server net-
work’s hosts can access to reach the branch networks. This is needed because both
branch networks have the same subnet. As you can see, the next-hop used is the
previously configured routing instance for each branch. (Later, we will configure
static NAT, which will translate the fake network to the original network of the
branch site):

root@host# set routing-options static route 192.168.10.0/24 next-table Branchl.inet.@
root@host# set routing-options static route 192.168.20.0/24 next-table Branch2.inet.®@

Time to configure and request the certificates that you need to establish the tunnel.
First, define how to find the CA:

root@host# edit security pki ca-profile Our-CA_Server
root@host# set ca-identity MydomainCertificateAuthority

root@host#

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

Here specify the CA SCEP URL:

set enrollment url http://11.10.0.10/certsrv/mscep/mscep.dll

set
set
top

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

revocation-check use-ocsp ocsp url http://11.10.0.10/0csp
revocation-check use-ocsp ocsp nonce-payload enable

edit security pki auto-re-enrollment certificate-id CENTRAL

set
set
set
set
set
top

ca—profile-name Our-CA_Server

re-generate-keypair
re-enroll-trigger—time-percentage 10
challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
scep—encryption-algorithm des3

Commit the configuration to verify your IP connectivity before continuing:

root@host# commit

Verify that we reach our gateway and also one of the spokes gateway using icmp
ping.

root@CENTRAL# run ping 1.1.1.254

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

As the remote spokes need to access the CA for Certificate enrollment, you also
need to configure a firewall and NAT policy allowing external traffic to reach the
CA.

First you need to configure the external interface to respond to ARP so the ma-
chine responds to the destination NAT request:

root@CENTRAL# set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.2/24
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Now configure the Destination NAT rule configuration:

edit security nat destination

set pool CertificateAuthority address 11.10.0.10/32

edit rule-set CertificateAuthority

set from interface ge-0/0/1.0

set rule 1 match source-address 0.0.0.0/0

set rule 1 match destination-address 1.1.1.2/32

set rule 1 then destination-nat pool CertificateAuthority
top

In this step you configure the different address book objects that you will use later
on to build your security policies:

edit security address—book global

set address CENTRAL-Network 11.10.0.0/24

set address Branchl-Network 11.10.101.0/24

set address Branch2-Network 11.10.101.0/24

set address CertificateAuthority 11.10.0.10/32
top

Here you start building the security policy that will define what traffic should be
allowed in different directions.

NOTE Ina production environment, you can remove the session-init statement
for logging to reduce log size.

First out is to configure the policy to allow incoming traffic to the CA server from
the remote spokes:

edit security policies from-zone UNTRUST to-zone SERVERS policy 1

set match source-address any

set match destination-address CertificateAuthority

set match application junos-http

set then permit

set then log session-init session-close

top

Now define a policy for allowing the server network to reach each branch site. It
needs to be applied in the global policy and not between the server zone and
branch1 or branch2 zones:

edit security policies global

set policy 1 match source-address CENTRAL-Network

set policy 1 match destination-address Branchl-Network
set policy 1 match application any

set policy 1 then permit

set policy 1 then log session-init session-close

set policy 2 match source-address CENTRAL-Network

set policy 2 match destination-address Branch2-Network
set policy 2 match application any

set policy 2 then permit

set policy 2 then log session-init session-close

top
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As it’s good to have a clean-up policy, add another global policy that will deny any
other traffic and log this. There is no need to add the policy default-potlicy as long
as you don’t make any other changes to the global policy. But for security precau-
tions, add this:

root@CENTRAL# set security policies default-policy deny-all

root@CENTRAL# edit security policies global

root@CENTRAL# set policy 254 match source-address any
root@CENTRAL# set policy 254 match destination-address any
root@CENTRAL# set policy 254 match application any

root@CENTRAL# set policy 254 then deny

root@CENTRAL# set policy 254 then log session-init session-close
root@CENTRAL# top

The next step is to enroll the root certificate from our trusted CA, if the fingerprint
is okay, type Yes:
root@CENTRAL# run request security pki ca-certificate enroll ca-profile Our-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)

aB8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)
Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Now verify that you trust the downloaded certificate. Run the following com-
mand, and you can see the current numbers of valid OSCP verifications:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now verify that you trust the downloaded certificate:

root@CENTRAL# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our—-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

Wait to see that you have a successful verification, and if the number is not updat-
ed then you have a problem with the certificate or the OSCP response service:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

It’s time to generate a key-pair for the local-certificate, like this:

root@CENTRAL# run request security pki generate-key-pair certificate-id CENTRAL size 2048 type rsa

When you enroll your local-certificate, you need to give some it a unique input per
device. This is explained under the syntax:
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root@CENTRAL# run request security pki local-certificate enroll ca-profile Our-CA_Server certificate-id
CENTRAL domain-name central.mydomain.net ip-address 1.1.1.1 subject DC=mydomain.net,L=Stockholm,0=Myd
omain,OU=LAB,CN=Central challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

Certificate-id = The name used for the above generated key-pair.
Domain-name = FQDN of the box, corresponding to the IP-Address of the box.
IP-Address = IP-Address of the box corresponding to the FQDN.

Subject = DC=<Domain component>,CN=<Common-
Name>,0U=<Organizational-Unit-name>,0O=<Organization-name>,SN=<Serial-
Number>,L=<Locality>,ST=<state>,C=<Country>

Challenge-password = Your challenge password to authenticate to the CA server
for your SCEP request. Received by going to URL: http://11.10.0.10/CertSrv/
mscep_admin. Optionally, you can add encryption and hash for your SCEP
request.

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

root@CENTRAL# run request security pki local-certificate verify certificate-id CENTRAL
CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

root@CENTRAL# edit security ike proposal CERT-DH14-SHA256-AES256-L28800
root@CENTRAL# set authentication-method rsa-signatures

root@CENTRAL# set dh—-group groupl4

root@CENTRAL# set authentication-algorithm sha-256

root@CENTRAL# set encryption-algorithm aes-256-cbc

root@CENTRAL# set lifetime-seconds 28800

root@CENTRAL# top
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IKE Policy

The name tells us at a glance that it’s used for Site-to-Site VPNs. Let’s bind our 1o-
cal-certificate to this policy:

root@CENTRAL# edit security ike policy Site-to-Site
root@CENTRAL# set mode main

root@CENTRAL# set proposals CERT-DH14-SHA256-AES256-L28800
root@CENTRAL# set certificate local-certificate CENTRAL
root@CENTRAL# set certificate peer—certificate-type x509-signature
root@CENTRAL# top

IKE Gateway

Now configure how to authenticate the spokes that want to establish a Site-to-Site
tunnel. Here it’s Branch1 because that is the lab’s remote peer. This will then be
bound together in the IPsec VPN configuration:

root@CENTRAL# edit security ike gateway Branchl
root@CENTRAL# set ike-policy Site-to-Site

root@CENTRAL# set dead-peer—detection probe-idle-tunnel
root@CENTRAL# set remote-—identity distinguished-name
root@CENTRAL# set local-identity distinguished-name
root@CENTRAL# set external-interface ge-0/0/1.0
root@CENTRAL# set address 2.2.1.1

root@CENTRAL# set version v2-only

root@CENTRAL# top

root@CENTRAL# edit security ike gateway Branch2
root@CENTRAL# set ike-policy Site-to-Site

root@CENTRAL# set dead-peer—detection probe-idle-tunnel
root@CENTRAL# set remote-identity distinguished-name
root@CENTRAL# set local-identity distinguished-name
root@CENTRAL# set external-interface ge-0/0/1.0
root@CENTRAL# set address 2.2.2.1

root@CENTRAL# set version v2-only

root@CENTRAL# top

IPsec Proposal

Here is the proposal parameter used in IPsec policies:

root@CENTRAL# edit security ipsec proposal ESP-SHA256-AES256-L3600
root@CENTRAL# set protocol esp

root@CENTRAL# set authentication-algorithm hmac-sha-256-128
root@CENTRAL# set encryption-algorithm aes-256-cbc

root@CENTRAL# set lifetime-seconds 3600

root@CENTRAL# top

IPsec Policy

The IPsec Policy binds the IPsec Proposals to be used in the IPsec VPN
configuration:
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root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
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edit security ipsec policy Site-to-Site
set perfect-forward-secrecy keys groupl4
set proposals ESP-SHA256-AES256-L3600
top

IPsec VPN

Bind together the IKE Gateway and IPsec policy and the Secure Tunnel Interface:

edit security ipsec vpn Branchl

set bind-interface st0.1

set ike gateway Branchl

set ike ipsec—policy Site-to-Site

set ike proxy-identity local 0.0.0.0/0
set ike proxy-identity remote 0.0.0.0/0
set establish-tunnels immediately

top

edit security ipsec vpn Branch2

set bind-interface st0.2

set ike gateway Branch2

set ike ipsec—policy Site-to-Site

set ike proxy-identity local 0.0.0.0/0
set ike proxy-identity remote 0.0.0.0/0
set establish-tunnels immediately

top

Define the static NATing that can help us direct traffic to each customer because

they have the same networks:

edit security nat static rule-set DUPLICATE-IP-NET

set from zone SERVERS

set rule Branchl match source-address 0.0.0.0/0

set rule Branchl match destination-address 192.168.10.0/24

set rule Branchl then static-nat prefix 11.10.101.0/24

set rule Branchl then static-nat prefix routing-instance Branchl
set rule Branch2 match source-address 0.0.0.0/0

set rule Branch2 match destination-address 192.168.20.0/24

set rule Branch2 then static-nat prefix 11.10.101.0/24

set rule Branch2 then static-nat prefix routing-instance Branch2
top

Add syslog for troubleshooting:

set system syslog user * any emergency

edit system syslog

set file messages any any

set file messages authorization info

set file messages change-log none

set file messages interactive-commands none

set file messages structured-data

set file interactive-commands interactive-commands any
top

It’s time to commit and wait for the other spoke to be configured so you can verify

the topology:

commit
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Configure the Spoke

root@host#

root@host#

root@host#

root@host#

root@host#
root@host#
root@host#
root@host#

root@host#

Before you begin, note that configuration pieces displayed in boldface should be
changed for the second branch: Branch2.
First erase all configurations so you can start with a clean configuration:

delete

Allow incoming ssh access for management of the device:

set system services ssh

Configure a hostname for this machine:
set system host-name BRANCH1

Set system clock:
run set date (YYYYMMDDhhmm.ss):

If reachable, configure an NTP server, as Certificate authentication needs the cor-
rect time to work:

edit system ntp

set boot-server x.x.x.x

set server X.X.X.X
set server X.X.X.X

We erased all configurations, so now you must set a new root administrator
password:

set system root-authentication plain-text-password

New password:
Retype new password:

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#

Configure all network interfaces:

set interfaces ge-0/0/1 unit @ description untrust family inet address 2.2.1.1/24
set interfaces ge-0/0/3 unit @ description data family inet address 11.10.101.1/24
set interfaces st@ unit 1 description Site-to-Site-VPN family inet mtu 1400

Configure the security zone UNTRUST, assigning the interface to the zone, plus
allowing any incoming administrative services:

edit security zones security-zone UNTRUST

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping

top
Configure the security zone CLIENTS, assigning the interface to the zone, and al-
lowing any incoming administrative services:

edit security zones security-zone CLIENTS

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh
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root@host#
root@host#

root@host#
root@host#
root@host#

root@host#

root@host#

root@host#
root@host#

root@host#

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
top

Configure the security zone VPN, assigning the interface to the zone plus allowing
any incoming administrative services:
edit security zones security-zone VPN

set interfaces st@.1
top

Configure a default route:

set routing-options static route 0.0.0.0/0 next-hop 2.2.1.254

Configure a route to find the central side:

set routing-options static route 11.10.0.0/24 next—hop st@.1

Now configure and request the certificates that you need to establish our tunnel.
First define how to find the CA:

edit security pki ca-profile Our-CA_Server
set ca-identity MydomainCertificateAuthority

Now specify the CA SCEP URL:
set enrollment url http://1.1.1.2/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):
set revocation-check use-ocsp ocsp url http://1.1.1.2/0csp

set revocation-check use-ocsp ocsp nonce-payload enable
top

edit security pki auto-re-enrollment certificate-id BRANCH1
set ca-profile-name Our-CA_Server

set re-generate-keypair

set re-enroll-trigger-time—percentage 10

set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
set scep-encryption-algorithm des3

top

It’s time to activate this configuration and then verify IP connectivity before
continuing:

commit

NOTE From now on, the host will not have the same name in your syntax on the
second machine. Keep in mind it will have the hostname you used at the top of this
section.

Verify that you can reach your gateway and also the remote gateway using an
ICMP ping:
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root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
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run ping 2.2.
run ping 1.1.

1.254

1.1

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

Let’s define our address book objects that are used in the security policies:

set security address—book global address CENTRAL-Network 11.10.0.0/24
set security address—-book global address BRANCH-Network 11.10.101.0/24

Now define a policy between the VPN zone and the CLIENT zone, on the branch
side, but do not specify the polices under the global zone:

edit security policies from-zone VPN to-zone CLIENTS policy 1
set match source-address CENTRAL-Network

set match destination-address BRANCH-Network

set match application any

set then permit

set then log session-init session-close

top

Because you need to be able to trace traffic that does not hit a firewall rule let’s add
a global config with a deny policy. There is no need to add the policy default-policy
as long as you don’t make any other changes to the global policy. For security pre-
cautions, you should also add this policy:

set security policies default-policy deny-all

edit security policies global

set policy 1 match source-address any

set policy 1 match destination-address any

set policy 1 match application any

set policy 1 then deny

set policy 1 then log session-init session-close
top

The next step is to enroll the root certificate from the trusted CA - if the finger-
print is okay, type Yes:

run request security pki ca-certificate enroll ca-profile Our-CA_Server

Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:€0:dd:22:3e:81:51:44:b4 (shal)
a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)

Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate

for profile Qur-CA_Server loaded successfully

By running is command, you can see that if you have a successful verification or
not. If the number is not updated then you have a problem with the certificate or
the OCSP response service.
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root@BRANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now verify that you trust the downloaded certificate.

root@BRANCH1# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

By running is command, you can see that if you have a successful verification or
not. Again, if the number is not updated then you have a problem with the certifi-
cate or the OCSP response service.

root@RANCH1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now generate a key-pair to be used for the local certificate:

root@BRANCH1# run request security pki generate-key-pair certificate-id BRANCH1 size 2048 type rsa

When you enroll your local-certificate you need to add some input (this was ex-
plained earlier at this same stage with the the hub site):
root@BRANCH1# run request security pki local-certificate enroll ca—profile Qur-CA_Server certificate-id

BRANCH1 domain-name branchl.mydomain.com ip-address 2.2.1.1 subject DC=mydomain.com,L=Stockholm,0=Myd
omain, OU=LAB, CN=Branchl challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

root@BRANCH1# run request security pki local-certificate verify certificate-id BRANCH1

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@BRANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

Configure the IKE proposal. This can be used for multiple tunnels and by giving it
a useful name, it’s easier to troubleshoot if there is a need later on, which will be
explained in the Troubleshooting section later in this chapter.
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This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:
root@BRANCH1# edit security ike proposal CERT-DH14-SHA256-AES256-1L28800
root@RANCH1# set authentication-method rsa-signatures
root@BRANCH1# set dh—-group groupl4
root@RANCH1# set authentication-algorithm sha-256
root@RANCH1# set encryption-algorithm aes-256-cbc
root@BRANCH1# set lifetime-seconds 28800
root@BRANCH1# top
IKE Policy
In this example we use Site-to-Site as the name.
root@BRANCH1# edit security ike policy Site-to-Site
root@BRANCH1# set mode main
root@BRANCH1# set proposals CERT-DH14-SHA256-AES256-L28800
root@BRANCH1# set certificate local-certificate BRANCH1
root@BRANCH1# set certificate peer—certificate-type x509-signature
root@BRANCH1# top
IKE Gateway
root@BRANCH1# edit security ike gateway CENTRAL
root@BRANCH1# set ike—policy Site-to-Site
root@BRANCH1# set address 1.1.1.1
root@BRANCH1# set dead-peer—detection probe-idle-tunnel
root@RANCH1# set local-identity distinguished-name
root@BRANCH1# set remote-identity distinguished-name
root@BRANCH1# set external-interface ge-0/0/1.0
root@BRANCH1# set version v2-only
root@BRANCH1# top
IPsec Proposal
root@BRANCH1# edit security ipsec proposal ESP-SHA256-AES256-L3600
root@RANCH1# set protocol esp
root@BRANCH1# set authentication-algorithm hmac-sha-256-128
root@RANCH1# set encryption-algorithm aes-256-cbc
root@BRANCH1# set lifetime-seconds 3600
root@BRANCH1# top
IPsec Policy
root@RANCH1# edit security ipsec policy Site-to-Site
root@BRANCH1# set perfect-forward-secrecy keys groupl4
root@RANCH1# set proposals ESP-SHA256-AES256-L3600
root@BRANCH1# top
IPsec VPN
root@BRANCH1# edit security ipsec vpn CENTRAL
root@BRANCH1# set bind-interface st0.1
root@BRANCH1# set ike gateway CENTRAL
root@RANCH1# set ike ipsec—-policy Site-to-Site
root@BRANCH1# set ike proxy-identity local 0.0.0.0/0
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root@BRANCH1# set ike proxy-identity remote 0.0.0.0/0
root@BRANCH1# set establish-tunnels immediately
root@BRANCH1# top

Add syslog for troubleshooting:

root@BRANCH1# set system syslog user * any emergency

root@BRANCH1# edit system syslog

root@BRANCH1# set file messages any any

root@BRANCH1# set file messages authorization info

root@BRANCH1# set file messages change-log none

root@BRANCH1# set file messages interactive-commands none
root@BRANCH1# set file messages structured-data

root@BRANCH1# set file interactive-commands interactive—commands any
root@BRANCH1# top

And commit the configuration.
root@BRANCH1# commit

Verification

Time to verify that your configuration is working. If something is not working, go
to the Troubleshooting section later in this chapter under site-to-site. Each local
site should have a client from which you send traffic if you want to verify that traf-
fic is floating through the system, otherwise you need to configure local policies to
allow the Junos host to send traffic between certain zones.

On Central

This shows that your configured IPsec tunnels are up and active:

root@CENTRAL# run show security ipsec security-associations
Total active tunnels: 2
ID Algorithm SPI Life:sec/kb Mon 1lsysPortGateway

<131073  ESP:aes—chbc-256/sha256 1b294297 1623/ unlim - root500 2.2.1.1
>131073  ESP:aes—cbc-256/sha256 d5205ec5 1623/ unlim - root500 2.2.1.1
<131074  ESP:aes—chbc-256/sha256 c¢4f79c35 3244/ unlim - root500 2.2.2.1
>131074 ESP:aes-cbc-256/sha256 7f7fa508 3244/ unlim - root500 2.2.2.1

This will show you what active routes you have installed; you should see all of the
routes displayed for this solution to work:

root@CENTRAL# run show route | match st

inet.@: 8 destinations, 9 routes (8 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, x = Both

0.0.0.0/0 x[Static/5] 1d 17:38:52

192.168.10.0/24 x[Static/5] 20:59:27

192.168.20.0/24 x[Static/5] 20:59:27

Branchl.inet.@: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, x = Both

11.10.101.0/24 x[Static/5] 20:30:06

> via st0.1

Branch2.inet.0: 1 destinations, 1 routes (1 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both
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11.10.101.0/24 x[Static/5] 20:04:37
> via st0.2

Now let’s verify that the traffic hits the NAT policies:

root@CENTRAL# run show security nat static rule all
Total static-nat rules: 2
Total referenced IPv4/IPv6 ip-prefixes: 4/0

Static NAT rule: BranchlRule-set: DUPLICATE-IP-NET
Rule-Id: 1

Rule position: 1

From zone: SERVERS

Source addresses: 0.0.0.0 — 255.255.255.255
Destination addresses: 192.168.10.0

Host addresses: 11.10.101.0
Netmask: 24

Host routing-instance: Branchl
Translation hits: 1
Successful sessions: 1
Failed sessions: @

Number of sessions: 1

Static NAT rule: Branch2Rule-set: DUPLICATE-IP-NET
Rule-Id: 2

Rule position: 2

From zone: SERVERS

Source addresses: 0.0.0.0 — 255.255.255.255
Destination addresses: 192.168.20.0

Host addresses: 11.10.101.0
Netmask: 24
Host routing-instance: Branch2
Translation hits: (/]
Successful sessions: 0
Failed sessions: 0
Number of sessions: 0

On Spoke

This shows that your configured IPsec tunnels are up and active:

root@BRANCH1# run show security ipsec security-associations

Total active tunnels: 1

D Algorithm SPI Life:sec/kb Mon 1lsysPortGateway

<131073  ESP:aes-cbc-256/sha256 c97a@cfl 1509/ unlim - root500 1.1.1.1
>131073 ESP:aes-cbc-256/sha256 35d641d5 1509/ unlim - root500 1.1.1.1

And that you have a route to the target destination:
root@RANCH1# run show route | match st

inet.0: 6 destinations, 6 routes (6 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 x[Static/5] 1d 20:12:32

11.10.0.0/24 x[Static/5] 23:45:26

> via st0.1

Because there isn’t any NAT on this side, only requesting the remote side, it’s less
information to verify.
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Site-to-Site with OSPF

In this use case, there are two locations that want to use OSPF as the routing pro-
tocol between the networks over IPsec. Keep in mind that SRX configures the ST
interface as a P2P interface by default, which is why this should be changed to
P2MP, if you plan to use a hub-and-spoke topology.

Lab QOverview:
Site-to-Site with OSPF

—

CENTRAL

]
1
Zone: SERVERS  Router-id: \
Interface ge-0/0/3.0 192.168.101.254 !
IP11.10.0.1/24 i
1
1
1
1
1
I

Zone: UNTRUST Zone: VPN
Interface ge-0/0/1.0 Interface: st0.0
. IP1.1.1.1/24 IP: 192.168.100.254/24_
___________ ¥ -
!
1.1.1.254 ‘

Zone: UNTRUST Zone: VPN
Interface ge-0/0/1.0 Interface: st0.0
IP2.21.1/24 IP: 192.168.100.1/24

Zone: CLIENT Router-id:
Interface ge-0/0/3.0 182.168.101.1
IP 11.10.101.1/24

e ————————

No BRANCH1 .
Figure 3.6 Site-to-Site with OSPF
Requirements
Hardware: Juniper SRX Service Gateways
Software: Junos 12.3X48D10 is used
Routing: Static

Certificate Authority: SCEP (Simple Certificate Enrollment Protocol) and OCSP
(Online Certificate Status Protocol) are used for signing and revocation verifica-
tion. It is also possible to use manual signing and certificate revocation lists, but
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those are not described in this cookbook. Keep in mind that this cookbook has the
CA accessible through the 11.10.0.0/24 network. If you have your CA behind any
other router or firewall, make sure that it is accessible.

NOTE Only hardware or their virtual versions that support the above referenced
software are supported for this solution.

CAUTION  These step-by-step instructions will erase all current configurations!

Configure the Hub Site
First erase all configurations so you can start with a clean configuration:

root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:

root@host# set system host—-name CENTRAL

Set the system clock:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs correct
time to work:

root@host# edit system ntp

root@host# set boot-server x.x.x.x

root@host# set server X.X.X.Xx
root@host# set server X.X.Xx.x

Because you erased all configurations, you must now set a new root administrator
password:
root@host# set system root-authentication plain-text-password

New password:
Retype new password:

Configure all network interfaces:

root@host# set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.1/24
root@host# set interfaces ge-0/0/3 unit @ description data family inet address 11.10.0.1/24
root@host# set interfaces st@ unit @ description Site-to-Site-VPN family inet address
192.168.100.254/24

root@host# set interface st@ unit @ family inet mtu 1400

Configure a default route:

root@host# set routing-options static route 0.0.0.0/0 next-hop 1.1.1.254
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root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#

root@host#

root@host#
root@host#
root@host#
root@host#

Configure OSPF and a router ID:

set routing-options router-id 192.168.101.254
set protocols ospf area 0.0.0.0 interface ge-0/0/3.0 passive
set protocols ospf area 0.0.0.0 interface st0.0 metric 1000

Configure the security zone UNTRUST, assigning the interface to the zone plus
any allowed incoming administrative services:

edit security zones security-zone UNTRUST

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
top

Configure the security zone SERVERS, assigning the interface to the zone plus any
allowed incoming administrative services:

edit security zones security-zone SERVERS

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
top

Configure the security zone VPN, assigning the interface to the zone plus any al-
lowed incoming administrative services:

edit security zones security-zone VPN

set interfaces st@.0 host-inbound-traffic system-services ping

set interfaces st@.0 host-inbound-traffic protocol ospf
top

Time to configure and request the certificates that you need to establish the tunnel.
First, define how to find the CA:

edit security pki ca-profile Our-CA_Server
set ca-identity MydomainCertificateAuthority

Here specify the CA SCEP URL:
set enrollment url http://11.10.0.10/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

set revocation-check use-ocsp ocsp url http://11.10.0.10/0csp

set revocation-check use-ocsp ocsp nonce-payload enable

set revocation-check use-ocsp
top

Keep in mind that the challenge-password needs to match your CA servers. Here is
an example:

root@host# edit security pki auto-re—-enrollment certificate—-id CENTRAL

root@host#
root@host#
root@host#

set ca-profile-name Our-CA_Server
set re-generate-keypair
set re-enroll-trigger—-time-percentage 10
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root@host# set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
root@host# set scep-encryption-algorithm des3

root@host# top

It’s time to commit and verify your IP connectivity before continuing:

root@host# commit

root@CENTRAL#

root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

root@CENTRAL#
root@CENTRAL#
root@CENTRAL#
root@CENTRAL#

Verify the gateway using an ICMP ping;:
run ping 1.1.1.254

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

As the remote spokes need to access the CA for Certificate enrollment, you also
need to configure a firewall and NAT policy allowing external traffic to reach the

CA.

First you need to configure the external interface to respond to ARP so the ma-
chine responds to the Destination NAT request:

set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.2/24

Now configure the Destination NAT rule configuration:

edit security nat destination
set pool CertificateAuthority address 11.10.0.10/32
edit rule-set CertificateAuthority

set from interface ge-0/0/1.0

set rule 1 match source-address 0.0.0.0/0

set rule 1 match destination-address 1.1.1.2/32

set rule 1 then destination-nat pool CertificateAuthority
top

In this step you configure the different address book objects that you will use later
on to build your security policies:

edit security address-book global

set address DATA-Networks 11.10.0.0/16
set address CertificateAuthority 11.10.0.10/32
top

Here you start building the security policy that will define what traffic should be
allowed in different directions.

NOTE In a production environment, you can remove the session-init statement
for logging to reduce log size.

First create the policy that allows incoming traffic to the CA server from the re-
mote spokes:
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root@CENTRAL#
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root@CENTRAL#

edit security policies from-zone UNTRUST to-zone SERVERS policy 1
set match source-address any

set match destination-address CertificateAuthority

set match application junos-http

set then permit

set then log session-init session-close

top

Now define a policy for each direction between SERVERS and VPN:

edit security policies from-zone SERVERS to-zone VPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

edit security policies from-zone VPN to-zone SERVERS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

You need to be able to trace traffic that does not hit a firewall rule, so add a global
config with a deny policy. There is no need to add the policy default-policy as long
as you don’t make any other changes to the global policy, but for security precau-
tions, you should add this policy:

set security policies default-policy deny-all

edit security policies global

set policy 1 match source-address any
set policy 1 match destination-address any

set policy 1 match application any

set policy 1 then deny

set policy 1 then log session-init session-close
top

The next step is to enroll the root certificate from our trusted CA, if the fingerprint
is okay, type Yes:

run request security pki ca-certificate enroll ca-profile Our-CA_Server

Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)
a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)

Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Now verify that you trust the downloaded certificate. Run the following com-
mand, and you can see the current numbers of valid OSCP verifications:
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root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now let’s verify that we trust the downloaded certificate:

root@CENTRAL# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our—-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

Wait to see that you have a successful verification, and if the number is not updat-
ed then you have a problem with the certificate or the OSCP response service:
root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

It’s time to generate a key-pair for the local-certificate, like this:

root@CENTRAL# run request security pki generate-key-pair size 2048 type rsa certificate-id CENTRAL

When you enroll your local-certificate, you need to give some it a unique input per
device. This is explained under the syntax:
root@CENTRAL# run request security pki local-certificate enroll ca-profile Our—-CA_Server certificate-id

CENTRAL domain-name central.mydomain.net ip-address 1.1.1.1 subject DC=mydomain.net,L=Stockholm,0=Myd
omain,0U=LAB,CN=Central challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

Certificate-id = The name used for the above generated key-pair.
Domain-name = FQDN of the box, corresponding to the IP-Address of the box.
IP-Address = IP-Address of the box corresponding to the FQDN.

Subject = DC=<Domain component>,CN=<Common-
Name>,0U=<Organizational-Unit-name>,0=<Organization-name>,SN=<Serial-
Number>,L=<Locality>,ST=<state>,C=<Country>

Challenge-password = Your challenge password to authenticate to the CA server
for your SCEP request. Received by going to: http://11.10.0.10/CertSrv/mscep_ad-
min. Optionally, you can add encryption and hash for your SCEP request.

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

root@CENTRAL# run request security pki local-certificate verify certificate-id CENTRAL

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status
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root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X
ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X
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IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

edit security ike proposal CERT-DH14-SHA256-AES256-L28800
set authentication-method rsa-signatures

set dh-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-chc

set lifetime-seconds 28800

top

IKE Policy

The name tells us at a glance that it’s used for Site-to-Site VPN, Let’s bind our 1o-
cal-certificate to this policy:

edit security ike policy Site-to-Site

set mode main

set proposals CERT-DH14-SHA256-AES256-1.28800

set certificate local-certificate CENTRAL

set certificate peer-certificate-type x509-signature
top

IKE Gateway

Now configure how to authenticate the spokes that want to establish a Site-to-Site
tunnel. Here it’s Branch1 because that is the lab’s remote peer. This will then be
bound together in the IPsec VPN configuration:

edit security ike gateway Branchl

set ike-policy Site-to-Site

set dead-peer-detection probe-idle-tunnel
set remote-identity distinguished-name
set local-identity distinguished-name

set external-interface ge-0/0/1.0

set address 2.2.1.1

set version v2-only

top
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root@CENTRAL#

Chapter 3: Pick a Site-to-Site Configuration

IPsec Proposal

Here is the proposal parameter used in IPsec policies:

edit security ipsec proposal ESP-SHA256-AES256-L3600
set protocol esp

set authentication-algorithm hmac-sha-256-128

set encryption-algorithm aes-256-chc

set lifetime-seconds 3600

top

IPsec Policy
The IPsec Policy binds the IPsec Proposals to be used in the IPsec VPN
configuration:

edit security ipsec policy Site-to-Site
set perfect-forward-secrecy keys groupl4
set proposals ESP-SHA256-AES256-L3600
top

|Psec VPN

Bind together the IKE Gateway and IPsec policy and the Secure Tunnel Interface:

edit security ipsec vpn Branchl

set bind-interface st0.0

set ike gateway Branchl

set ike ipsec—policy Site-to-Site

set ike proxy-identity local 0.0.0.0/0
set ike proxy-identity remote 0.0.0.0/0
set establish—-tunnels immediately

top

And add syslog for troubleshooting:

set system syslog user *x any emergency

edit system syslog

set file messages any any

set file messages authorization info

set file messages change-log none

set file messages interactive—-commands none

set file messages structured-data

set file interactive—-commands interactive-commands any
top

It’s time to commit and wait for the other spoke to be configured so you can verify

the topology:

commit
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Configure the Spoke

First erase all configurations so you can start with a clean configuration:

root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:

root@host# set system host-name BRANCH1

Set the system clock:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs the cor-
rect time to work:

root@host# edit system ntp

root@host# set boot-server x.x.x.x

root@host# set server x.x.x.x
root@host# set server x.x.x.x

We erased all configurations, so now you must set a new root administrator
password:
root@host# set system root-authentication plain-text-password

New password:
Retype new password:

Configure all network interfaces:

root@host# set interfaces ge-0/0/1 unit @ description untrust family inet address 2.2.1.1/24
root@host# set interfaces ge-0/0/3 unit @ description data family inet address 11.10.101.1/24
root@host# set interfaces st@ unit @ description Site-to-Site-VPN family inet address 192.168.100.1/24
root@host# set interfaces st@ unit @ family inet mtu 1400

Configure a default route:

root@host# set routing-options static route 0.0.0.0/0 next—hop 2.2.1.254

Configure OSPF and a router ID:

root@host# set routing-options router-id 192.168.101.1
root@host# set protocols ospf area 0.0.0.0 interface ge-0/0/3.0 passive
root@host# set protocols ospf area 0.0.0.0 interface st0.0 metric 1000

Configure the security zone UNTRUST, assigning the interface to the zone, plus
allowing any incoming administrative services:

root@host# edit security zones security-zone UNTRUST

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike
root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh
root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
root@host# top
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root@host#
root@host#
root@host#
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root@host#
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root@host#

root@host#
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root@host#

Configure the security zone CLIENTS, assigning the interface to the zone, and al-
lowing any incoming administrative services:

edit security zones security-zone CLIENTS

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
top

Configure the security zone VPN, assigning the interface to the zone plus allowing
any incoming administrative services:

edit security zones security-zone VPN

set interfaces st@.0 host-inbound-traffic system-services ping

set interfaces st0.0 host-inbound-traffic protocol ospf
top

Now configure and request the certificates that you need to establish our tunnel.
First define how to find the CA:

edit security pki ca-profile Our-CA_Server
set ca-identity MydomainCertificateAuthority

Now specify the CA SCEP URL:
set enrollment url http://1.1.1.2/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

set revocation-check use-ocsp ocsp url http://1.1.1.2/0csp
set revocation-check use-ocsp ocsp nonce-payload enable
top

edit security pki auto-re-enrollment certificate-id BRANCH1
set ca-profile-name Our-CA_Server

set re-generate-keypair

set re-enroll-trigger-time-percentage 10

set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
set scep—encryption-algorithm des3

top

It’s time to activate this configuration and then verify IP connectivity before
continuing;:

commit

Verify that you can reach your gateway and also the remote gateway using an
ICMP ping:

root@BRANCH1# run ping 2.2.1.254
root@RANCH1# run ping 1.1.1.1

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.
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Let’s define our address book objects that are used in the security policies:

set security address—book global address DATA-Networks 11.10.0.0/16

Define a policy for each direction between CLIENTS and VPN:

edit security policies from-zone CLIENTS to-zone VPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

edit security policies from-zone VPN to-zone CLIENTS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

Because you need to be able to trace traffic that does not hit a firewall rule let’s add
a global config with a deny policy. There is no need to add the policy default-policy
as long as you don’t make any other changes to the global policy. For security pre-
cautions, you should also add this policy:

set security policies default-policy deny-all

edit security policies global

set policy 1 match source-address any

set policy 1 match destination-address any

set policy 1 match application any

set policy 1 then deny

set policy 1 then log session-init session-close
top

The next step is to enroll the root certificate from the trusted CA — if the finger-
print is okay, type Yes:

run request security pki ca-certificate enroll ca-profile Our-CA_Server

Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)
a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)

Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate

root@BRANCH1#

ocsp_rev_status_success:
ocsp_rev_status_revoked:
ocsp_rev_status_unknown:

for profile Our-CA_Server loaded successfully

Run the next command to see the current numbers of valid OCSP verifications:

run show security pki statistics | match ocsp_rev_status
X
X

X

Run the next command to see the current numbers of valid OCSP verifications:
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root@RANCH1# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our—-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

By running this command, you can see whether you have a successful verification
or not. If the number is not updated then you have a problem with the certificate
or the OCSP response service.

root@RANCH1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now generate a key-pair to be used for the local certificate:

root@RANCH1# run request security pki generate-key-pair size 2048 type rsa certificate-id BRANCH1

When you enroll your local-certificate you need to add some input (this was ex-
plained earlier at this same stage with the the hub site):
root@RANCH1# run request security pki local-certificate enroll ca-profile Our—-CA_Server certificate-id

BRANCH1 domain—name branchl.mydomain.com ip-address 2.2.1.1 subject DC=mydomain.com,L=0s1lo,0=Mydomain
,0U=LAB, CN=branch1 challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

root@BRANCH1L# run request security pki local-certificate verify certificate-id BRANCH1

CA certificate Our—-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@BRANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

At this stage, we should configure our IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:
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root@BRANCH1# edit security ike proposal CERT-DH14-SHA256-AES256-L28800
root@BRANCH1# set authentication-method rsa-signatures

root@BRANCH1# set dh-group groupl4

root@BRANCH1# set authentication-algorithm sha-256

root@BRANCH1# set encryption-algorithm aes-256-cbc

root@BRANCH1# set lifetime-seconds 28800

root@BRANCH1# top

IKE Policy

In this example we use Site-to-Site as the name:

root@BRANCH1# edit security ike policy Site-to-Site
root@BRANCH1# set mode main

root@BRANCH1# set proposals CERT-DH14-SHA256-AES256-L28800
root@BRANCH1# set certificate local-certificate BRANCH1
root@BRANCH1# set certificate peer-certificate-type x509-signature
root@BRANCH1# top

IKE Gateway

root@BRANCH1# edit security ike gateway CENTRAL
root@BRANCH1# set ike—policy Site-to-Site

root@BRANCH1# set address 1.1.1.1

root@BRANCH1# set dead-peer-detection probe-idle—tunnel
root@BRANCH1# set local-identity distinguished-name
root@BRANCH1# set remote-identity distinguished-name
root@BRANCH1# set external-interface ge-0/0/1.0
root@BRANCH1# set version v2-only

root@BRANCH1# top

IPsec Proposal

root@BRANCH1# edit security ipsec proposal ESP-SHA256-AES256-L3600
root@BRANCH1# set protocol esp

root@BRANCH1# set authentication-algorithm hmac-sha-256-128
root@BRANCH1# set encryption-algorithm aes-256-cbc

root@BRANCH1# set lifetime-seconds 3600

root@BRANCH1# top

IPsec Policy

root@BRANCH1# edit security ipsec policy Site-to-Site
root@BRANCH1# set perfect-forward-secrecy keys groupl4d
root@BRANCH1# set proposals ESP-SHA256-AES256-L3600
root@BRANCH1# top

IPsec VPN

root@BRANCH1# edit security ipsec vpn CENTRAL
root@BRANCH1# set bind-interface st0.0
root@BRANCH1# set ike gateway CENTRAL
root@BRANCH1# set ike ipsec—policy Site-to-Site
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set ike proxy-identity local 0.0.0.0/0
set ike proxy-identity remote 0.0.0.0/0
set establish—tunnels immediately

top

Add syslog for troubleshooting:

set system syslog user *x any emergency

edit system syslog

set file messages any any

set file messages authorization info

set file messages change-log none

set file messages interactive-commands none

set file messages structured-data

set file interactive—-commands interactive-commands any
top

Commit the configuration:

commit

Verification

root@CENTRAL#

Verify that your configuration is working. If something is not working, go to the
troubleshooting section under site-to-site. Each local site should have a client from
which you send traffic if you want to verify that traffic floating through the system,
otherwise you need to configure local policies to allow junos-host to send traffic
between certain zones.

On Central

This shows that your configured IPsec tunnels are up and active:

run show security ipsec security-associations

Total active tunnels: 1

ID Algorithm SPI Life:sec/kb Mon 1sysPortGateway
<131073 ESP:aes-cbc-256/sha256 c7ad4208 3242/ unlim - root500 2.2.1.1
>131073  ESP:aes-cbc-256/sha256 9e9e@b6 3242/ unlim - root500 2.2.1.1
This shows that your OSPF peering is working and what prefixes are exchanged:
root@CENTRAL# run show route protocol ospf

inet.@: 10 destinations, 12 routes (10 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both
11.10.101.0/24 *[0SPF/10] 00:04:23, metric 1001

> via st0.0

192.168.100.0/24 [0SPF/10] 00:04:23, metric 1000

> via st0.0

224.0.0.5/32 *[0SPF/10] 00:04:38, metric 1

MultiRecv

NOTE If you don’t see your routes, you most likely have a OSPF misconfigura-
tion.
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On Spoke
This shows that your configured IPsec tunnels are up and active:

root@BRANCH1# run show security ipsec security-associations

Total active tunnels: 1
ID Algorithm SPI Life:sec/kb Mon 1lsysPortGateway

<131073 ESP:aes—cbc-256/sha256 9e9e@b6 3297/ unlim - root500 1.1.1.1
>131073 ESP:aes-cbc-256/sha256 ¢7ad4208 3297/ unlim - root500 1.1.1.1

This shows that your OSPF peering is working and what prefixes are exchanged:

root@BRANCH1# run show route protocol ospf
inet.@: 9 destinations, 10 routes (9 active, @ holddown, @ hidden)

+ = Active Route, — = Last Active, * = Both
11.10.0.0/24 *[0SPF/10] 00:08:20, metric 1001

> via st0.0
192.168.100.0/24 [0SPF/10] 00:08:20, metric 1000

> via st0.0
224.0.0.5/32 *[0SPF/10] 00:09:04, metric 1

MultiRecv
NOTE If you don’t see your routes, you most likely have an OSPF misconfigura-

tion.
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Site-to-Site with BGP

In this case, there are two locations that want to use BGP as the routing protocol
between the networks over IPsec. Keep in mind that SRX configures the ST inter-
face as a P2P interface by default, which is why this should be changed to P2MP if
you plan to use a hub-and-spoke topology.

Lab Overview:
Site-to-Site with BGP

CENTRAL

1 ]
' '
| Zone: SERVERS Router-id: i
1 Interface ge-0/0/3.0  192.168.101,.254 !
: IP 11.10.0.1/24 AS: 65000 I
i
[
' i
1 ]
' i

Zone: UNTRUST Zone: VPN
Interface ge-00/M1.0  Interface:; s10.0

F1.1,1.1/24 IP: 192.168.100.254/24
——————————— -'————————————r'

1.1.1.254 ‘

221254 |

Zona: UNTRUST Zone: VPN
Interface ge-00M1.0  Interface: s10.0
IP2.2.1.1/24 IP: 192.168.10:0.1/24

Zona: CLIENT Router-id:
Interface ge-0AV3.0 192.168.101.1
IF11.10.101.1/24 A5 65000

3 BRANCH1

e

Figure 3.7 Site-to-Site with BGP

Requirements
Hardware: Juniper SRX Service Gateways
Software: Junos 12.3X48D10 is used
Routing: Static

Certificate Authority: SCEP (Simple Certificate Enrollment Protocol) and OCSP
(Online Certificate Status Protocol) are used for signing and revocation verifica-
tion. It is also possible to use manual signing and certificate revocation lists, but
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those are not described in this book. Keep in mind that this book has the CA acces-
sible through the 11.10.0.0/24 network. If you have your CA behind any other
router or firewall, make sure that it is accessible.

NOTE Only hardware or their virtual versions that support the above referenced
software are supported for this solution.

CAUTION  These step-by-step instructions will erase all current configurations!

Configure the Hub Site

First erase all configurations so you can start with a clean configuration:
root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:
root@host# set system host-name CENTRAL

Set the system clock:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an N'TP server, as certificate authentication needs correct
time to work:

root@host# edit system ntp
root@host# set boot-server x.x.x.x
root@host# set server x.x.x.x
root@host# set server x.x.x.x

Because you erased all configurations, you must now set a new root administrator
password:

root@host# set system root-authentication plain-text-password
New password:
Retype new password:

Configure all network interfaces:

root@host# edit interface

root@host# set ge-0/0/1 unit @ description untrust family inet address 1.1.1.1/24

root@host# set ge-0/0/3 unit @ description data family inet address 11.10.0.1/24

root@host# set st@ unit @ description Site-to-Site-VPN family inet address 192.168.100.254/24
root@host# set st@ unit @ family inet mtu 1400

root@host# top

Configure a default route:

root@host# set routing-options static route 0.0.0.0/0 next-—hop 1.1.1.254
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Configure BGP and a router ID:

set routing-options router-id 192.168.101.254
set routing-options autonomous-system 6500
edit protocols bgp group IBGP

set type internal

set import FROM_BGP

set export INTO_BGP

set neighbor 192.168.100.1

top

You now have to define and control what routes that should be imported and ex-
ported from BGP. The next active configuration will allow all static and direct
routes that are active to be advertised into BGP, and all routes from BGP to be re-
distributed. This can be controlled by activating the prefix-lists statements and
adding the routes that you want to export/import into the added prefix-lists below:

edit policy-options policy-statement FROM_BGP
set term FROM_BGP from protocol bgp

set term FROM_BGP from prefix-1ist FROM_BGP
deactivate term FROM_BGP from prefix-1ist FROM_BGP
set term FROM_BGP then accept

set term DENY then reject

top

edit policy-options policy-statement INTO_BGP
set term DIRECT from protocol direct

set term DIRECT from prefix-l1ist DIRECT_INTO_BGP
set term DIRECT from state active

set term DIRECT then next-hop self

set term DIRECT then accept

set term STATIC from protocol static

set term STATIC from prefix-1ist STATIC_INTO_BGP
deactivate term STATIC from prefix-1ist STATIC_INTO_BGP
set term STATIC from state active

set term STATIC then next-hop self

set term STATIC then accept

set term DENY then reject

top

As our external interface would match protocol direct, you need to define which
connected interfaces should be advertised with BGP (this can also be done in other
ways). Here we use a prefix list to control this behavior:

set policy-options prefix-1ist DIRECT_INTO_BGP 11.10.0.0/24

set policy-options prefix-list STATIC_INTO_BGP
set policy-options prefix-1ist FROM_BGP

Configure the security zone UNTRUST, assigning the interface to the zone plus
any allowed incoming administrative services:

edit security zones security-zone UNTRUST

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
top
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Configure the security zone SERVERS, assigning the interface to the zone plus any
allowed incoming administrative services:

edit security zones security-zone SERVERS

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
top

Configure the security zone VPN, assigning the interface to the zone plus any al-
lowed incoming administrative services:

edit security zones security-zone VPN

set interfaces st@.0 host-inbound-traffic system-services ping

set interfaces st@.0 host-inbound-traffic protocols bgp
top

Now it's time to configure and request the certificates that you need to establish
the tunnel. First, define how to find the CA:

edit security pki ca-profile Our-CA_Server
set ca-identity MydomainCertificateAuthority

Here specify the CA SCEP URL:
set enrollment url http://11.10.0.10/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

set revocation-check use-ocsp ocsp url http://11.10.0.10/0csp
set revocation-check use-ocsp ocsp nonce-payload enable
top

The challenge password needs to match your CA server. This is just an example:

edit security pki auto-re-enrollment certificate-id CENTRAL
set ca-profile-name Our-CA_Server

set re-generate-keypair

set re-enroll-trigger-time—percentage 10

set challenge-password 6C3CC94AE7BDA240F110122F0612BDB2
set scep-encryption-algorithm des3

top

Commit the configuration to verify your IP connectivity before continuing:

commit

Verify the gateway using an ICMP ping;:

root@CENTRAL# run ping 1.1.1.254

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.
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As the remote spokes need to access the CA for certificate enrollment, you also
need to configure a firewall and NAT policy allowing external traffic to reach the

CA.

First you need to configure the external interface to respond to ARP so the ma-
chine responds to the Destination NAT request:

set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.2/24

Now configure the Destination NAT rule configuration:

edit security nat destination

set pool CertificateAuthority address 11.10.0.10/32

edit rule-set CertificateAuthority

set from interface ge-0/0/1.0

set rule 1 match source-address 0.0.0.0/0

set rule 1 match destination-address 1.1.1.2/32

set rule 1 then destination-nat pool CertificateAuthority
top

In this step you configure the different address book objects that you will use later
on to build your security policies:

edit security address—book global

set address DATA-Networks 11.10.0.0/16

set address CertificateAuthority 11.10.0.10/32
top

Here you start building the security policy that will define what traffic that should
be allowed in different directions.

NOTE In a production environment, you can remove the session-init statement
for logging to reduce log size).

First build the policy that allows incoming traffic to the CA server from the remote
spokes:

edit security policies from—zone UNTRUST to-zone SERVERS policy 1
set match source-address any

set match destination-address CertificateAuthority

set match application junos-http

set then permit

set then log session-init session-close

top

Now define a policy for each direction between SERVERS and VPN:

edit security policies from-zone SERVERS to-zone VPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top
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root@CENTRAL# edit security policies from-zone VPN to-zone SERVERS policy 1
root@CENTRAL# set match source-address DATA-Networks

root@CENTRAL# set match destination-address DATA-Networks

root@CENTRAL# set match application any

root@CENTRAL# set then permit

root@CENTRAL# set then log session-init session-close

root@CENTRAL# top

You need to be able to trace traffic that does not hit a firewall rule, so add a global
config with a deny policy. There is no need to add the policy default-policy as long

as you don’t make any other changes to the global policy, but for security precau-

tions, you should add this policy:

root@CENTRAL# set security policies default-policy deny-all

root@CENTRAL# edit security policies global

root@CENTRAL# set policy 1 match source-address any
root@CENTRAL# set policy 1 match destination-address any
root@CENTRAL# set policy 1 match application any

root@CENTRAL# set policy 1 then deny

root@CENTRAL# set policy 1 then log session-init session-close
root@CENTRAL# top

The next step is to enroll the root certificate from our trusted CA, if the fingerprint
is okay, type Yes:
root@CENTRAL# run request security pki ca-certificate enroll ca-profile Our-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:ed4:e0:dd:22:3e:81:51:44:b4 (shal)

aB8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)
Do you want to load the above CA certificate ? [yes,nol (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Run the following command, and you can see the current numbers of valid OSCP
verifications:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now verify that you trust the downloaded certificate:

root@CENTRAL# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

Now verify that you trust the downloaded certificate. Run the following com-
mand, and you can see the current numbers of valid OSCP verifications:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X
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It’s time to generate a key-pair for the local-certificate, like this:

root@CENTRAL# run request security pki generate-key-pair certificate-id CENTRAL size 2048 type rsa

When you enroll your local-certificate, you need to give some it a unique input per
device. This is explained under the syntax:
root@CENTRAL# run request security pki local-certificate enroll ca-profile Our—-CA_Server certificate-id

CENTRAL domain-name central.mydomain.net ip-address 1.1.1.1 subject DC=mydomain.net,L=Stockholm,0=Myd
omain, OU=LAB,CN=Central challenge-password 6C3CC94AE7BDA240F110122F@612BDB2

Certificate-id = The name used for the above generated key-pair.
Domain-name = FQDN of the box, corresponding to the IP-Address of the box.
IP-Address = IP-Address of the box corresponding to the FQDN.

Subject = DC=<Domain component>,CN=<Common-
Name>,0U=<Organizational-Unit-name>,0=<Organization-name>,SN=<Serial-
Numbers>,L=<Locality>,ST=<state>,C=<Country>

Challenge-password = Your challenge password to authenticate to the CA server
for your SCEP request. Received by going to: http://11.10.0.10/CertSrv/mscep_ad-
min. Optionally, you can add encryption and hash for your SCEP request.

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@CENTRAL# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

root@CENTRAL# run request security pki local-certificate verify certificate-id CENTRAL

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@CENTRAL# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:
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edit security ike proposal CERT-DH14-SHA256-AES256-L28800
set authentication-method rsa-signatures

set dh-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-chc

set lifetime-seconds 28800

top

IKE Policy

The name tells us at a glance that it’s used for Site-to-Site VPNs. Let’s bind our to-
cal-certificate to this policy:

edit security ike policy Site-to-Site

set mode main

set proposals CERT-DH14-SHA256-AES256-L28800

set certificate local-certificate CENTRAL

set certificate peer-certificate-type x509-signature
top

IKE Gateway

Now configure how to authenticate the spokes that you want to establish a Site-to-
Site tunnel. Here it’s Branch1 because that is the lab’s remote peer. This will then be
bound together in the IPsec VPN configuration:

edit security ike gateway Branchl

set ike-policy Site-to-Site

set dead-peer-detection probe-idle—tunnel
set remote-identity distinguished-name
set local-identity distinguished-name

set external-interface ge-0/0/1.0

set address 2.2.1.1

set version v2-only

top

IPsec Proposal

Here is the proposal parameter used in IPsec policies:

edit security ipsec proposal ESP-SHA256-AES256-L3600
set protocol esp

set authentication-algorithm hmac-sha-256-128

set encryption-algorithm aes-256-chc

set lifetime-seconds 3600

top

IPsec Policy

The IPsec Policy binds the IPsec Proposals to be used in the IPsec VPN
configuration:
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root@CENTRAL# edit security ipsec policy Site-to-Site
root@CENTRAL# set perfect-forward-secrecy keys groupl4
root@CENTRAL# set proposals ESP-SHA256-AES256-L3600
root@CENTRAL# top

IPsec VPN

Bind together the IKE Gateway and IPsec policy and the Secure Tunnel Interface:

root@CENTRAL# edit security ipsec vpn Branchl
root@CENTRAL# set bind-interface st0.0

root@CENTRAL# set ike gateway Branchl

root@CENTRAL# set ike ipsec—policy Site-to-Site
root@CENTRAL# set ike proxy-identity local 0.0.0.0/0
root@CENTRAL# set ike proxy-identity remote 0.0.0.0/0
root@CENTRAL# set establish—tunnels immediately
root@CENTRAL# top

And add syslog for troubleshooting:

root@CENTRAL# set system syslog user x any emergency

root@CENTRAL# edit system syslog

root@CENTRAL# set file messages any any

root@CENTRAL# set file messages authorization info

root@CENTRAL# set file messages change-log none

root@CENTRAL# set file messages interactive—commands none
root@CENTRAL# set file messages structured-data

root@CENTRAL# set file interactive—commands interactive-commands any
root@CENTRAL# top

It’s time to commit and wait for the other spoke to be configured so you can verify
the topology:

root@CENTRAL# commit

Configure the Spoke

First erase all configurations so you can start with a clean configuration:
root@host# delete
root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:
root@host# set system host—name BRANCH1

Set the system clock:
root@host# run set date (YYYYMMDDhhmm.ss)
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If reachable, configure an N'TP server, as Certificate authentication needs the cor-
rect time to work:

root@host# edit system ntp
root@host# set boot-server x.x.x.x
root@host# set server x.x.x.x
root@host# set server x.x.x.x

We erased all configurations, so now you must set a new root administrator
password:

root@host# set system root-authentication plain-text-password
New password:
Retype new password:

Configure all network interfaces:

root@host# edit interface

root@host# set ge-0/0/1 unit @ description untrust family inet address 2.2.1.1/24
root@host# set ge-0/0/3 unit @ description data family inet address 11.10.101.1/24
root@host# set st@ unit @ description Site-to-Site-VPN family inet address 192.168.100.1/24
root@host# set st@ unit @ family inet mtu 1400

root@host# top

Configure a default route:

root@host# set routing-options static route 0.0.0.0/0 next—hop 2.2.1.254

Configure BGP and a router ID together with an autonomous system ID and
neighbor:

root@host# set routing-options autonomous—system 6500
root@host# set routing-options router-id 192.168.101.1
root@host# edit protocols bgp group IBGP

root@host# set type internal

root@host# set import FROM_BGP

root@host# set export INTO_BGP

root@host# set neighbor 192.168.100.254

root@host# top

Now define and control what routes should be imported and exported to and from
BGP.

The next active config will allow all static and direct routes that are active to be
advertised into BGP, and all routes from BGP to be re-distributed. This can be con-
trolled by activating the prefix-lists statements below and adding the routes that
you want to export or import into the added prefix-lists:

root@host# edit policy-options policy-statement FROM_BGP
root@host# set term FROM_BGP from protocol bgp

root@host# set term FROM_BGP from prefix-1ist FROM_BGP
root@host# deactivate term FROM_BGP from prefix-1ist FROM_BGP
root@host# set term FROM_BGP then accept

root@host# set term DENY then reject

root@host# top



220 Chapter 3: Pick a Site-to-Site Configuration

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#

root@host#

edit policy-options policy-statement INTO_BGP
set term DIRECT from protocol direct

set term DIRECT from prefix-1ist DIRECT_INTO_BGP
set term DIRECT from state active

set term DIRECT then next-hop self

set term DIRECT then accept

set term STATIC from protocol static

set term STATIC from prefix-1ist STATIC_INTO_BGP
deactivate term STATIC from prefix-1ist STATIC_INTO_BGP
set term STATIC from state active

set term STATIC then next-hop self

set term STATIC then accept

set term DENY then reject

top
As our external interface would match protocol direct, you need to define which
connected interfaces should be advertised with BGP (this can also be done in other
ways). Here, we used a prefix list to control this behavior:

set policy-options prefix-1ist DIRECT_INTO_BGP 11.10.101.0/24

set policy-options prefix-list STATIC_INTO_BGP
set policy-options prefix-1ist FROM_BGP

Configure the security zone UNTRUST, assigning the interface to the zone, plus
allowing any incoming administrative services:

edit security zones security-zone UNTRUST

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike
set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping

top
Configure the security zone CLIENTS, assigning the interface to the zone, and al-
lowing any incoming administrative services:

edit security zones security-zone CLIENTS

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping
top

Configure the security zone VPN, assigning the interface to the zone plus allowing
any incoming administrative services:
edit security zones security-zone VPN

set interfaces st0.0 host-inbound-traffic system-services ping
set interfaces st0.0 host-inbound-traffic protocols bgp

top
Now configure and request the certificates that you need to establish our tunnel.
First define how to find the CA:

edit security pki ca-profile Our-CA_Server

set ca-identity MydomainCertificateAuthority

Now specify the CA SCEP URL:
set enrollment url http://1.1.1.2/certsrv/mscep/mscep.dll
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root@host# set
root@host# set
root@host# top

Site-to-Site with BGP

Here we configure how to verify the validity of the certificate, we have disabled the
verification in this step:

revocation-check use-ocsp ocsp url http://1.1.1.2/0csp
revocation-check use-ocsp ocsp nonce-payload enable

root@host# edit security pki auto-re-enrollment certificate-id BRANCH1

root@host# set
root@host# set
root@host# set
root@host# set
root@host# set
root@host# top

root@host# com
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ca-profile-name Our-CA_Server
re-generate-keypair
re-enroll-trigger-time—percentage 10
challenge-password “$9$Vxw4aGDi”
scep—encryption-algorithm des3

It’s time to activate this configuration and then verify IP connectivity before
continuing:

mit

Verify that you can reach your gateway and also the remote gateway using an
ICMP ping:

run ping 2.2.1.254
run ping 1.1.1.1

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

Let’s define our address book objects that are used in the security policies:

set security address—book global address DATA-Networks 11.10.0.0/16

Define a policy for each direction between CLIENTS and VPN:

edit security policies from—zone CLIENTS to-zone VPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

edit security policies from-zone VPN to-zone CLIENTS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

top

Because you need to be able to trace traffic that does not hit a firewall rule let’s add
a global config with a deny policy. There is no need to add the policy default-policy
as long as you don’t make any other changes to the global policy. For security pre-
cautions, you should also add this policy:
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root@RANCH1# set security policies default-policy deny-all

root@RANCH1# edit security policies global

root@BRANCH1# set policy 1 match source-address any
root@RANCH1# set policy 1 match destination-address any
root@BRANCH1# set policy 1 match application any

root@RANCH1# set policy 1 then deny

root@BRANCH1# set policy 1 then log session-init session-close
root@BRANCH1# top

The next step is to enroll the root certificate from the trusted CA — if the finger-
print is okay, type Yes:

root@RANCH1# run request security pki ca-certificate enroll ca-profile Our-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)
a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)

Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Run the next command to see the current numbers of valid OCSP verifications:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Verify that you trust the certificate:

root@RANCH1# run request security pki ca-certificate verify ca-profile Our-CA_Server
CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@RANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now generate a key-pair to be used for the local certificate:

root@RANCH1# run request security pki generate-key-pair certificate-id BRANCH1 size 2048 type rsa

When you enroll your local-certificate you need to add some input (this was ex-
plained earlier at this same stage with the the hub site):
root@RANCH1# run request security pki local-certificate enroll ca-profile Our—-CA_Server certificate-id

BRANCH1 domain—name branchl.mydomain.com ip-address 2.2.1.1 subject DC=mydomain.com,L=0s1lo,0=Mydomain
,0U=LAB, CN=Branchl challenge-password 6C3CC94AE7BDA240F110122F0612BDB2

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@BRANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X
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root@BRANCH1#

run request security pki local-certificate verify certificate-id BRANCH1

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@BRANCH1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X
ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#
root@BRANCH1#

IKE Proposal

At this stage, we should configure our IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

edit security ike proposal CERT-DH14-SHA256-AES256-L28800
set authentication-method rsa-signatures

set dh—-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-chc

set lifetime-seconds 28800

top

IKE Policy

In this example we use Site-to-Site as the name:

edit security ike policy Site-to-Site

set mode main

set proposals CERT-DH14-SHA256-AES256-1.28800

set certificate local-certificate BRANCH1

set certificate peer—certificate-type x509-signature
top

IKE Gateway

edit security ike gateway CENTRAL

set ike—policy Site-to-Site

set address 1.1.1.1

set dead-peer-detection probe-idle-tunnel
set local-identity distinguished-name

set remote-identity distinguished-name
set external-interface ge-0/0/1.0

set version v2-only

top
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IPsec Proposal

root@BRANCH1# edit security ipsec proposal ESP-SHA256-AES256-L3600
root@RANCH1# set protocol esp

root@BRANCH1# set authentication-algorithm hmac-sha-256-128
root@RANCH1# set encryption-algorithm aes-256-cbc

root@BRANCH1# set lifetime-seconds 3600

root@BRANCH1# top

IPsec Policy

root@BRANCH1# edit security ipsec policy Site-to-Site
root@BRANCH1# set perfect-forward-secrecy keys groupl4
root@BRANCH1# set proposals ESP-SHA256-AES256-L3600

root@BRANCH1# top

IPsec VPN

root@RANCH1# edit security ipsec vpn CENTRAL

root@BRANCH1# set
root@BRANCH1# set
root@BRANCH1# set
root@BRANCH1# set
root@BRANCH1# set
root@BRANCH1# set
root@BRANCH1# top

bind-interface st0.0

ike gateway CENTRAL

ike ipsec-policy Site-to-Site

ike proxy-identity local 0.0.0.0/0
ike proxy-identity remote 0.0.0.0/0
establish—tunnels immediately

Add syslog for troubleshooting;:

root@BRANCH1# set system syslog user x any emergency

root@RANCH1# edit system syslog

root@RANCH1# set file messages any any

root@RANCH1# set file messages authorization info

root@RANCH1# set file messages change-log none

root@RANCH1# set file messages interactive—-commands none
root@BRANCH1# set file messages structured-data

root@RANCH1# set file interactive—commands interactive-commands any

root@BRANCH1# top

Commit the configuration:

root@BRANCH1# commit

Verification

Let’s verify that your configuration is working. If something is not working, go to
the troubleshooting section under site-to-site. Each local site should have a client
from which you send traffic if you want to verify that traffic is floating through the
system, otherwise you need to configure local policies to allow the Junos host to
send traffic between certain zones.
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OnCentral
This shows that your configured IPsec tunnels are up and active:

root@CENTRAL# run show security ipsec security-associations
Total active tunnels: 1

ID Algorithm SPI Life:sec/kb
<131073  ESP:aes-chbc-256/sha256 c7ad4208 3242/ unlim
>131073  ESP:aes-cbc-256/sha256 9e9e@b6 3242/ unlim

Mon 1lsysPortGateway
- root500 2.2.1.1
- root500 2.2.1.1

This will show that your BGP peering is working and what prefixes are exchanged:

root@CENTRAL# run show route protocol bgp
inet.@: 9 destinations, 10 routes (9 active, @ holddown, @ hidden)

+ = Active Route, — = Last Active, * = Both
11.10.101.0/24 *[BGP/170] 00:04:59, localpref 100
AS path: I, validation-state: unverified

> to 192.168.100.1 via st0.0

NOTE If you don’t see your routes, you most likely have a BGP misconfiguration.

On Spoke
This shows that your configured IPsec tunnels are up and active:

root@RANCH1# run show security ipsec security-associations
Total active tunnels: 1

ID Algorithm SPI Life:sec/kb
<131073  ESP:aes-cbc-256/sha256 9e9e@b6 3297/ unlim
>131073  ESP:aes-cbc-256/sha256 c7ad4208 3297/ unlim

Mon 1lsysPortGateway
- root500 1.1.1.1
- root500 1.1.1.1

This will show that your BGP peering is working and what prefixes it is

exchanging:

root@RANCH1# run show route protocol bgp

inet.@: 8 destinations, 8 routes (8 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

11.10.0.0/24 *[BGP/170] 00:04:41, localpref 100

AS path: I, validation-state: unverified

> to 192.168.100.254 via st0.0

NOTE If you don’t see your routes, you most likely have a BGP misconfiguration.
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The challenge with site-to-site IPsec solutions configured for hub-and-spoke traffic
is that all of them will saturate the bandwidth on the hub site when traffic is estab-
lished between different remote locations. That’s because all that data will flow
through the hub. With a saturated link, you will also experience latency and jitter
impacting collaboration services and other latency and jitter sensitive services. Ser-
vices that require more bandwidth can be impacted as well.
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The solution to these challenges is Auto Discovery VPN (ADVPN) and it is de-
ployed in conjunction with AutoVPN.

ADVPN always has a central hub and two or more spokes; the hub is referred to
as the “suggester” and each spoke as a “partner.” On the suggester side, you can
see that each partner has established an IPsec tunnel. This means that you now
have a partner established in the topology. When you verify Security Associations
(SAs) you define this tunnel as static and that the hub device is in suggester mode;
if you check the partner device it is in partner mode.

For the suggester to be able to notify the partners to set up dynamic tunnels, you
need to use OSPF between the suggester and each partner. You will have an OSPF
neighbor between the suggester and the partner so the suggester can send ex-
change updates to its partners that are starting to exchange data; as a result, one of
the partners will try to establish a dynamic tunnel between the two partners.

NOTE Currently Juniper does not support SRX HE as a partner but it is planned
soon after this cookbook is published.

NOTE If spokel already has a shortcut with spoke2 and loses its communication
with the hub site, what happens when spoke4 wants to exchange data with
spoke1? The hub site knows that the shortest path is via spoke2 through the OSPF
database; the hub site sends a shortcut exchange to spoke2 and spoke4 that they
should establish a shortcut tunnel, as the shortest routing path is via spoke2. Take
this into consideration when building your topology. Why? In most cases, either
end of the tunnel (spokel or hub site) losing its connectivity shouldn’t be a big
problem. Don’t forget to configure the partner connection-limit option as this
could easily consume all of your tunnels or make the OSPF database unnecessary
large.

In each security zone, you can configure if the IP address belonging to the interface
should respond to ping and SSH. If you don’t want this, these statements can be
removed.

IMPORTANT Do remember that you need at least one SSH-enabled port to
access and manage the box:

“set security zone security-zone <zone_name> host-inbound-traffic system-services <function/service>"
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ADVPN with No Redundant Internet Connection

In this ADVPN use case, there are two remote offices that have IPsec tunnels to the
headquarters but also shortcut tunnels between the remote offices to offload head-
quarters bandwidth and improve quality of experience for the users exchanging
data. Each site has two segments. None of the sites have redundant Internet
connections.

In Figure 4.1 you can only see two spokes but you can add more in the same way
as described for the two spokes. Keep in mind that you might need to change the
connection-limit under each partner if you increase the network to a large extent.

NOTE The configuration is displayed in snippets below. The configuration files
are available on this book’s landing page at http://www.juniper.net/dayone. Keep
in mind that you need to change variable data such as interface, IP addresses, and
other information related to your own network.

Figure 4.1 ADVPN with No Redundant Internet Connection


http://www.juniper.net/dayone
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Requirements

Hardware: Juniper SRX Series Service Gateway SRX1xx — 650 for Spoke and Sug-
gester deployment, SRX1K to SRX5K can only act as Suggester.

Software: Junos 12.3X48D10 and above
Routing: OSPF in the VPN topology

Certificate authority: SCEP (Simple Certificate Enrollment Protocol) and OCSP
(Online Certificate Status Protocol) are used for signing and revocation verifica-
tion. It is also possible to use manual signing and certificate revocation lists, but
those are not described in this book. Keep in mind that this book has the CA acces-
sible through the 11.10.0.0/24 network. If you have your CA behind any other
router or firewall, make sure that it is accessible.

NOTE Only hardware or their virtual versions that support the above referenced
software are supported for this solution.

CAUTION  These step-by-step instructions will erase all current configurations!

Configure the Hub Site

root@host#

root@host#

root@host#

root@host#

root@host#
root@host#
root@host#
root@host#

First erase all configurations so you can start with a clean configuration:
delete

Allow incoming ssh access for management of the device:

set system services ssh

Configure a hostname for this machine:

set system host-name ADVPN-HUB

Set the system clock:
run set date (YYYYMMDDhhmm.ss)

If reachable, configure an N'TP server, as Certificate authentication needs correct
time to work:

edit system ntp

set boot-server X.Xx.X.x

set server X.X.X.X
set server X.X.X.X

Because you erased all configurations, you must now set a new root administrator
password:



230 Chapter 4: Configure ADVPN or GroupVPNvZ2

root@host# set system root-authentication plain-text-password
New password:
Retype new password:

Configure all network interfaces, and set the MTU on the ST interface to 1400 be-
cause we want to get fragmentation issues on the VPN:

root@host# edit interface

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

set
set
set
set
set
top

set

ge-0/0/1 unit @ description untrust family inet address 1.1.1.1/24

ge-0/0/3 unit @ description data family inet address 11.10.0.1/24

ge-0/0/4 unit @ description voip family inet address 21.10.0.1/24

st@ unit @ description advpn multipoint family inet address 192.168.100.254/24
st@ unit @ family inet mtu 1400

Configure a default route:

routing-options static route 0.0.0.0/0 next-hop 1.1.1.254

Configure the security zone UNTRUST, assigning the interface to the zone plus
any allowed incoming administrative services:

edit security zones security-zone UNTRUST

set
set
set

top
set
set

top
set
set

top
set
set
top

interfaces ge-0/0/1.0 host-inbound-traffic system-services ike
interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh
interfaces ge-0/0/1.0 host-inbound-traffic system-services ping

Configure the security zone SERVERS, assigning the interface to the zone plus any
allowed incoming administrative services:
edit security zones security-zone SERVERS

interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh
interfaces ge-0/0/3.0 host-inbound-traffic system-services ping

Configure the security zone VOIP, assigning the interface to the zone plus any al-
lowed incoming administrative services:
edit security zones security-zone VOIP

interfaces ge-0/0/4.0 host-inbound-traffic system-services ssh
interfaces ge-0/0/4.0 host-inbound-traffic system-services ping

Configure the security zone ADVPN, assigning the interface to the zone plus any
allowed incoming administrative services:
edit security zones security-zone ADVPN

interfaces st0.0 host-inbound-traffic protocols ospf
interfaces st0.0 host-inbound-traffic system-services ping

Configure SPI. Peers in a security association (SA) can become unsynchronized
when one of the peers fails. For example, if one of the peers reboots, it might send
an incorrect security parameter index (SPI). You can enable the device to detect
such an event and resynchronize the peers by configuring the bad-spi response
feature:
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root@host# set security ike respond-bad-spi 5

Commit the configuration:

root@host# commit

root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

Configure the router-id used for OSPF:
set routing-options router-id 192.168.100.254

Configure OSPF:

top edit protocols ospf area 0.0.0.0

set interface st@.0 interface-type p2mp
set interface st0.0 metric 10

set interface st0.0 demand-circuit

set interface st0.0 flood-reduction

set interface st0.0 dynamic-neighbors

set interface st0.0 retransmit-interval 1
set interface st0.0 dead-interval 40

set interface ge-0/0/3.0 passive

set interface ge-0/0/4.0 passive

Configure and request the certificates that you need to establish the tunnel. First
you need to define how to find the CA:

top edit security pki ca-profile Our-CA_Server
set ca-identity MydomainCertificateAuthority

Specify the CA SCEP URL:
set enrollment url http://11.10.0.10/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

set revocation-check use-ocsp ocsp url http://11.10.0.10/0csp
set revocation-check use-ocsp ocsp nonce-payload enable

Keep in mind that the challenge-password is unique to your CA :

top edit security pki auto-re-enrollment certificate-id ADVPN-HUB
set ca-profile-name Our-CA_Server

set re-generate-keypair

set re-enroll-trigger-time-percentage 10

set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

set scep-encryption-algorithm des3

top

Commit the configuration to verify your IP connectivity before continuing:

commit

Verify the gateway using an ICMP ping:

run ping 1.1.1.254
run ping 2.2.1.254
run ping 2.2.2.254
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NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

As the remote spokes need to access the CA for Certificate enrollment, you also
need to configure a firewall and NAT policy allowing external traffic to reach the

CA.

First you need to configure the external interface to respond to ARP so the ma-
chine responds to the Destination NAT request:

root@ADVPN-HUB# set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.2/24

Configure the Destination NAT rule configuration:

root@ADVPN-HUB# edit security nat destination

root@ADVPN-HUB# set pool CertificateAuthority address 11.10.0.10/32
root@ADVPN-HUB# edit rule-set CertificateAuthority

root@ADVPN-HUB# set from interface ge-0/0/1.0

root@ADVPN-HUB# set rule 1 match source-address 0.0.0.0/0
root@ADVPN-HUB# set rule 1 match destination-address 1.1.1.2/32
root@ADVPN-HUB# set rule 1 then destination-nat pool CertificateAuthority

Configure the different address book objects that you will use later on to build
your security policies:

root@ADVPN-HUB# top edit security address-book global
root@ADVPN-HUB# set address VOIP-Networks 21.20.0.0/16
root@ADVPN-HUB# set address DATA-Networks 11.10.0.0/16
root@ADVPN-HUB# set address CertificateAuthority 11.10.0.10/32

Here you start building the security policy that will define what traffic should be
allowed in different directions.

NOTE In a production environment, you can remove the session-init statement
for logging to reduce log size.

First, build the policy that allows incoming traffic to the CA server from the re-
mote spokes:

root@ADVPN-HUB# top edit security policies from-zone UNTRUST to-zone SERVERS policy 1
root@ADVPN-HUB# set match source-address any

root@ADVPN-HUB# set match destination-address CertificateAuthority

root@ADVPN-HUB# set match application junos—http

root@ADVPN-HUB# set then permit

root@ADVPN-HUB# set then log session-init session-close

Define a policy for each direction between CLIENTS and ADVPN:

root@ADVPN-HUB# top edit security policies from-zone VOIP to-zone ADVPN policy 1
root@ADVPN-HUB# set match source-address VOIP-Networks

root@ADVPN-HUB# set match destination-address VOIP-Networks

root@ADVPN-HUB# set match application any

root@ADVPN-HUB# set then permit

root@ADVPN-HUB# set then log session-init session-close
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root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
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top
set
set
set
set
set

edit security policies from-zone ADVPN to-zone VOIP policy 1
match source-address VOIP-Networks

match destination-address VOIP-Networks

match application any

then permit

then log session-init session-close

Now define a policy for each direction between SERVERS and VPN:

top
set
set
set
set
set

edit security policies from-zone SERVERS to-zone ADVPN policy 1
match source-address DATA-Networks

match destination-address DATA-Networks

match application any

then permit

then log session-init session-close

top
set
set
set
set
set

edit security policies from-zone ADVPN to-zone SERVERS policy 1
match source-address DATA-Networks

match destination-address DATA-Networks

match application any

then permit

then log session-init session-close

top
set
set
set
set
set

edit security policies from-zone ADVPN to-zone ADVPN policy 1
match source-address any

match destination-address any

match application any

then permit

then log session-init session-close

You need to be able to trace traffic that does not hit a firewall rule, so add a global
config with a deny policy. There is no need to add the policy default-policy as long

as you don’t make any other changes to the global policy, but for security precau-

tions, you should add this policy:

set security policies default—policy deny-all

edit security policies global

set policy 1 match source-address any

set policy 1 match destination-address any

set policy 1 match application any

set policy 1 then deny

set policy 1 then log session-init session-close
top

The next step is to enroll the root certificate from our trusted CA, if the fingerprint
is okay, type Yes:

run request security pki ca-certificate enroll ca-profile Our-CA_Server

Fingerprint: (Your fingerprint will be unique)

df:68:8d:7a:dd:
a8:5e:be:0d: f2:

5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)
f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)

Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully
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Now verify that you trust the downloaded certificate. Run the following com-
mand, and you can see the current numbers of valid OSCP verifications:

root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now let’s verify that we trust the downloaded certificate:

root@ADVPN-HUB# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

Wait to see that you have a successful verification, and if the number is not updat-
ed then you have a problem with the certificate or the OSCP response service:

root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

It’s time to generate a key-pair for the local-certificate, like this:

root@ADVPN-HUB# run request security pki generate-key-pair certificate-id ADVPN-HUB size 2048 type rsa

When you enroll your local-certificate, you need to give some it a unique input per
device. Keep in mind that the challenge-password is unique to your CA:

root@ADVPN-HUB# run request security pki local-certificate enroll ca-profile Our-CA_Server certificate-id
ADVPN-HUB domain-name advpn-hub.mydomain.net ip—address 1.1.1.1 subject DC=mydomain.net,L=Stockholm,0
=Mydomain, 0U=LAB, CN=advpn-hub challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

Certificate-id = The name used for the above generated key-pair.
Domain-name = FQDN of the box, corresponding to the IP-Address of the box.
IP-Address = IP-Address of the box corresponding to the FQDN.

Subject = DC=<Domain component>,CN=<Common-
Name>,0U=<Organizational-Unit-name>,0O=<Organization-name>,SN=<Serial-
Number>,L=<Locality>,ST=<state>,C=<Country>

Challenge-password = Your challenge password to authenticate to the CA server
for your SCEP request. Received by going to the URL: http://11.10.0.10/CertSrv/
mscep_admin. Optionally, you can add encryption and hash for your SCEP
request.

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X


http://11.10.0.10/CertSrv/mscep_admin
http://11.10.0.10/CertSrv/mscep_admin
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ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

root@ADVPN-HUB#

run request security pki local-certificate verify certificate-id ADVPN-HUB

CA certificate Our-CA_Server: Revocation check is in progress. Please check the PKId debug logs for
completion status

root@ADVPN-HUB#

run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X
ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

edit security ike proposal CERT-DH14-SHA256-AES256-L28800

set authentication-method rsa-signatures

set dh—-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-cbc
set lifetime-seconds 28800

IKE Policy

The name indicates that it’s used for ADVPN topologies, and this device should
only serve as a Suggester (hub). Lets bind the local-certificate to this policy:

top edit security ike policy ADVPN

set mode main

set proposals CERT-DH14-SHA256-AES256-L28800

set certificate local-certificate ADVPN-HUB
set certificate peer—certificate-type x509-signature

IKE Gateway

Configure how to authenticate the spokes that you want to establish an ADVPN
tunnel to. Here, named ADVPN-SPOKES for the remote peers. The wildcard 0U name, is
what to search for in the remote peer’s certificate to authenticate the peer. The IKE
gateway will be bound together in the IPsec VPN configuration:

top edit security ike gateway ADVPN-SPOKES

set ike—policy ADVPN
set dynamic distinguished-name wildcard OU=LAB
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root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#

set dynamic ike-user-type group-ike-id
set local-identity distinguished-name
set external-interface ge-0/0/1.0

set advpn partner disable

set version v2-only

IPsec Proposal

Here are the parameters used in the IPsec policies:

top edit security ipsec proposal ESP-SHA256-AES256-L3600
set protocol esp

set authentication-algorithm hmac-sha-256-128

set encryption-algorithm aes-256-chc

set lifetime-seconds 3600

IPsec Policy

The IPsec policy binds IPsec proposals to be used in the IPsec VPN configuration:

top edit security ipsec policy ADVPN
set perfect-forward-secrecy keys groupl4
set proposals ESP-SHA256-AES256-L3600

IPsec VPN

Now bind together the IKE Gateway and the IPsec Policy with the secure tunnel
interface:

top edit security ipsec vpn ADVPN-SPOKES
set bind-interface st0.0

set ike gateway ADVPN-SPOKES

set ike ipsec—policy ADVPN

top

Add syslog for troubleshooting:

set system syslog user x any emergency

edit system syslog

set file messages any any

set file messages authorization info

set file messages change-log none

set file messages interactive-commands none

set file messages structured-data

set file interactive-commands interactive—commands any
top

Commit and wait for the other spoke to be configured before you can verify the
topology:

commit
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Configure the Spokes
Configure all spokes, one at a time, using the same procedure for each device. The
text in boldface is unique per your device. Refer to the lab topology in Figure 4.1.
First erase all configurations so you can start with a clean configuration:

root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:
root@host# set system host—-name ADVPN-SPOKE-1

Set the system clock:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs the cor-
rect time to work:

root@host# edit system ntp

root@host# set boot-server x.x.x.x

root@host# set server X.X.X.Xx
root@host# set server X.X.Xx.x

We erased all configurations, so now you must set a new root administrator
password:
root@host# set system root-authentication plain-text-password

New password:
Retype new password:

Configure all network interfaces, here we set the MTU on the ST interface to 1400
to get fragmentation issues on the VPN:
root@host# set interfaces ge-0/0/1 unit @ description untrust family inet address 2.2.1.1/24
root@host# set interfaces ge-0/0/3 unit @ description data family inet address 11.10.101.1/24
root@host# set interfaces ge-0/0/4 unit @ description voip family inet address 21.10.101.1/24
root@host# set interfaces st@® unit @ description advpn multipoint family inet address

192.168.100.101/24
root@host# set interfaces st@ unit @ family inet mtu 1400

Configure a default route:

root@host# set routing-options static route 0.0.0.0/0 next-hop 2.2.1.254

Configure the security zone UNTRUST, assigning the interface to the zone plus
allowing incoming administrative services:
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root@host# edit security zones security-zone UNTRUST

root@host# set
root@host# set
root@host# set

root@host# top
root@host# set
root@host# set

root@host# top
root@host# set
root@host# set

root@host# top
root@host# set
root@host# set
root@host# top

root@host# set

interfaces ge-0/0/1.0 host-inbound-traffic system-services ike
interfaces ge-0/0/1.0 host—inbound-traffic system-services ssh
interfaces ge-0/0/1.0 host-inbound-traffic system-services ping

Configure the security zone CLIENTS, assigning the interface to the zone plus al-
lowing incoming administrative services:
edit security zones security-zone CLIENTS

interfaces ge-0/0/3.0 host—inbound-traffic system-services ssh
interfaces ge-0/0/3.0 host-inbound-traffic system-services ping

Configure the security zone VOIP, assigning the interface to the zone plus allowing
incoming administrative services:
edit security zones security-zone VOIP

interfaces ge-0/0/4.0 host—inbound-traffic system-services ssh
interfaces ge-0/0/4.0 host-inbound-traffic system-services ping

Configure the security zone ADVPN, assigning the interface to the zone plus al-
lowing incoming administrative services:
edit security zones security-zone ADVPN

interfaces st0.0 host-inbound-traffic protocols ospf
interfaces st0.0 host-inbound-traffic system-services ping

Configure SPI. Peers in a security association (SA) can become unsynchronized
when one of the peers fails. For example, if one of the peers reboots, it might send
an incorrect security parameter index (SPI). You can enable the device to detect
such an event and resynchronize the peers by configuring the bad-spi response
feature:

security ike respond-bad-spi 5

Commit the changes:

root@host# commit

Configure the router-id used for OSPF:

root@ADVPN-SPOKE-1# set routing-options router-id 192.168.100.101

Configure the OSPF instance:

root@ADVPN-SPOKE-1# edit protocols ospf area 0.0.0.0
root@ADVPN-SPOKE-1# set interface st0.0 interface-type p2mp
root@ADVPN-SPOKE-1# set interface st0.0 metric 10
root@ADVPN-SPOKE-1# set interface st@0.0 demand-circuit
root@ADVPN-SPOKE-1# set interface st0.0 flood-reduction
root@ADVPN-SPOKE-1# set interface st@.0 dynamic-neighbors
root@ADVPN-SPOKE-1# set interface st0.0 retransmit-interval 1
root@ADVPN-SPOKE-1# set interface st0.0 dead-interval 40
root@ADVPN-SPOKE-1# set interface ge-0/0/3.0 passive
root@ADVPN-SPOKE-1# set interface ge-0/0/4.0 passive
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Now configure and request the certificates that you need to establish our tunnel.
First define how to find the CA:

root@ADVPN-SPOKE-1# top edit security pki ca-profile Our-CA_Server
root@ADVPN-SPOKE-1# set ca-identity MydomainCertificateAuthority

Now specify the CA SCEP URL:
root@ADVPN-SPOKE-1# set enrollment url http://1.1.1.2/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

root@ADVPN-SPOKE-1# set revocation-check use-ocsp ocsp url http://1.1.1.2/0csp
root@ADVPN-SPOKE-1# set revocation-check use-ocsp ocsp nonce-payload enable

Keep in mind that the challenge-password is unique to your CA:

root@ADVPN- SPOKE-1# top edit security pki auto-re-enrollment certificate-id ADVPN-PEER
root@ADVPN- SPOKE-1# set ca-profile-name Our—CA_Server

root@ADVPN- SPOKE-1# set re—-generate-keypair

root@ADVPN- SPOKE-1# set re-enroll-trigger-time-percentage 10

root@ADVPN- SPOKE-1# set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
root@ADVPN- SPOKE-1# set scep-encryption-algorithm des3

root@ADVPN- SPOKE-1# top

Activate this configuration and then verify IP connectivity before continuing:

root@ADVPN-SPOKE-1# commit

Verify that you can reach your gateway and also the remote gateway using an
ICMP ping:
root@ADVPN-SPOKE-1# run ping

2.2.1.2
root@ADVPN-SPOKE-1# run ping 2.2.2.2
root@ADVPN-SPOKE-1# run ping 1.1.1.1

5
5

S b

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

Let’s define our address book objects that are used in the security policies:

root@ADVPN-SPOKE-1# set security address—book global address VOIP-Networks 21.20.0.0/16
root@ADVPN-SPOKE-1# set security address—book global address DATA-Networks 11.10.0.0/16

Now define a policy for each direction between VOIP and ADVPN:

root@ADVPN-SPOKE-1# edit security policies from-zone VOIP to-zone ADVPN policy 1
root@ADVPN-SPOKE-1# set match source-address VOIP-Networks

root@ADVPN-SPOKE-1# set match destination-address VOIP-Networks
root@ADVPN-SPOKE-1# set match application any

root@ADVPN-SPOKE-1# set then permit

root@ADVPN-SPOKE-1# set then log session-init session-close

root@ADVPN-SPOKE-1# top edit security policies from-zone ADVPN to-zone VOIP policy 1
root@ADVPN-SPOKE-1# set match source-address VOIP-Networks
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root@ADVPN-SPOKE-1# set match destination-address VOIP-Networks
root@ADVPN-SPOKE-1# set match application any
root@ADVPN-SPOKE-1# set then permit

root@ADVPN-SPOKE-1# set then log session-init session-close

Define a policy for each direction between CLIENTS and ADVPN:

root@ADVPN-SPOKE-1# top edit security policies from-zone CLIENTS to-zone ADVPN policy 1
root@ADVPN-SPOKE-1# set match source-address DATA-Networks

root@ADVPN-SPOKE-1# set match destination-address DATA-Networks

root@ADVPN-SPOKE-1# set match application any

root@ADVPN-SPOKE-1# set then permit

root@ADVPN-SPOKE-1# set then log session-init session-close

root@ADVPN-SPOKE-1# top edit security policies from-zone ADVPN to-zone CLIENTS policy 1
root@ADVPN-SPOKE-1# set match source-address DATA-Networks

root@ADVPN-SPOKE-1# set match destination-address DATA-Networks

root@ADVPN-SPOKE-1# set match application any

root@ADVPN-SPOKE-1# set then permit

root@ADVPN-SPOKE-1# set then log session-init session-close

root@ADVPN-SPOKE-1# top edit security policies from-zone ADVPN to-zone ADVPN policy 1
root@ADVPN-SPOKE-1# set match source-address any

root@ADVPN-SPOKE-1# set match destination-address any

root@ADVPN-SPOKE-1# set match application any

root@ADVPN-SPOKE-1# set then permit

root@ADVPN-SPOKE-1# set then log session-init session-close

Because you need to be able to trace traffic that does not hit a firewall rule let’s add
a global config with a deny policy. There is no need to add the policy default-poticy
as long as you don’t make any other changes to the global policy. For security pre-
cautions, you should also add this policy:

root@ADVPN-SPOKE-1# set security policies default-policy deny-all

root@ADVPN-SPOKE-1# edit security policies global
root@ADVPN-SPOKE-1# set policy 1 match source-address any
root@ADVPN-SPOKE-1# set policy 1 match destination-address any
root@ADVPN-SPOKE-1# set policy 1 match application any
root@ADVPN-SPOKE-1# set policy 1 then deny

root@ADVPN-SPOKE-1# set policy 1 then log session-init session-close
root@ADVPN-SPOKE-1# top

The next step is to enroll the root certificate from the trusted CA — if the finger-
print is okay, type Yes:
root@ADVPN-SPOKE-1# run request security pki ca-certificate enroll ca-profile Our-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)

a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)
Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Run the next command to see the current numbers of valid OCSP verifications:
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root@ADVPN-SPOKE-1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now verify that you trust the downloaded certificate.

root@ADVPN-SPOKE-1# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our-CA_Server: Revocation check is in progress. Please check the PKId debug logs for
completion status

By running this command, you can see whether you have a successful verification or
not. If the number is not updated then you have a problem with the certificate or the
OCSP response service:

root@ADVPN-SPOKE-1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now generate a key-pair to be used for the local certificate:

root@ADVPN-SPOKE-1# run request security pki generate-key-pair certificate-id ADVPN-PEER size 2048 type
rsa

When you enroll your local-certificate you need to add some input (this was ex-
plained earlier at this same stage with the the hub site):
root@ADVPN-SPOKE-1# run request security pki local-certificate enroll ca—profile Our-CA_Server
certificate-id ADVPN-PEER domain-name advpn-spoke-1.mydomain.com ip-address 2.2.1.1 subject DC=mydomain.

com, L=Stockholm, 0=Mydomain, OU=LAB, CN=advpn-spokes-1 challenge-password
8CDB49EEEC84401A85D5F58800DB2F96

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@ADVPN-SPOKE-1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

root@ADVPN-SPOKE-1# run request security pki local-certificate verify certificate-id ADVPN-PEER
CA certificate Our-CA_Server: Revocation check is in progress. Please check the PKId debug logs for
completion status

root@ADVPN-SPOKE-1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

At this stage, we should configure our IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, that will be explained in the Troubleshooting section later in this chapter.
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The proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of

28800sec:

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

edit security ike proposal CERT-DH14-SHA256-AES256-L28800
set authentication-method rsa-signatures

set dh—-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-chc

set lifetime-seconds 28800

IKE Policy

In this example we use ADVPN as the name. If you had or were planning more AD-
VPNs, then plan the name accordingly, for example, ADvPN-Prim and ADVPN-Sec:

root@ADVPN-SPOKE-1# top edit security ike policy ADVPN
root@ADVPN-SPOKE-1# set mode main

root@ADVPN-SPOKE-1# set proposals CERT-DH14-SHA256-AES256-L28800
root@ADVPN-SPOKE-1# set certificate local-certificate ADVPN-SPOKE-1
root@ADVPN-SPOKE-1# set certificate peer-certificate-type x509-signature

IKE Gateway

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

top
set
set
set
set
set
set
set
set
set
set
set

edit security ike gateway ADVPN-HUB
ike—-policy ADVPN

address 1.1.1.1

dead-peer—-detection probe-idle-tunnel
local-identity distinguished-name

external-interface ge-0/0/1.0
advpn suggester disable

advpn partner connection-limit 10
advpn partner idle-time 60

advpn partner idle-threshold 5
version v2-only

IPsec Proposal

root@ADVPN-SPOKE-1# top
root@ADVPN-SPOKE-1# set
root@ADVPN-SPOKE-1# set
root@ADVPN-SPOKE-1# set
root@ADVPN-SPOKE-1# set

edit security ipsec proposal ESP-SHA256-AES256-L3600
protocol esp

authentication-algorithm hmac-sha-256-128
encryption-algorithm aes-256-cbc

lifetime-seconds 3600

IPsec Policy

root@ADVPN-SPOKE-1# top edit security ipsec policy ADVPN
root@ADVPN-SPOKE-1# set perfect-forward-secrecy keys groupl4
root@ADVPN-SPOKE-1# set proposals ESP-SHA256-AES256-L3600

remote-identity distinguished—-name container CN=advpn-hub
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IPsec VPN

root@ADVPN-SPOKE-1# top edit security ipsec vpn ADVPN-HUB
root@ADVPN-SPOKE-1# set bind-interface st0.0
root@ADVPN-SPOKE-1# set ike gateway ADVPN-HUB
root@ADVPN-SPOKE-1# set ike ipsec-policy ADVPN
root@ADVPN-SPOKE-1# set establish-tunnels immediately
root@ADVPN-SPOKE-1# top

And add syslog for troubleshooting:

root@ADVPN-SPOKE-1# set system syslog user * any emergency
root@ADVPN-SPOKE-1# edit system syslog

root@ADVPN-SPOKE-1# set file messages any any

root@ADVPN-SPOKE-1# set file messages authorization info
root@ADVPN-SPOKE-1# set file messages change-1log none

root@ADVPN-SPOKE-1# set file messages interactive—-commands none
root@ADVPN-SPOKE-1# set file messages structured-data

root@ADVPN-SPOKE-1# set file interactive-commands interactive—-commands any
root@ADVPN-SPOKE-1# top

Commit the configuration:

root@ADVPN-SPOKE-1# commit

Verification

Verify that your configuration is working. If something is not working, go to the
troubleshooting section under ADVPN. Each local site should have a client from
which you send traffic if you want to verify that traffic is floating through the sys-
tem, otherwise you need to configure local policies to allow the Junos host to send
traffic between certain zones.

OnHUB:
This should give you SAs for all the spokes. Index and cookies will change:

root@ADVPN-HUB# run show security ike security-associations
Index State Initiator cookie Responder cookie Mode Remote Address

6139898 up
6139899 up

187fa00207366fa3 cf455c90efc250da IKEv2 2.2.2.1
b760f86fb8b5blac ¢927570d355€6945 IKEv2 2.2.1.1

Verify that you see all your OSPF neighbors and have full state on all of them:

root@ADVPN-HUB# run show ospf neighbor
Address Interface State ID Pri Dead

192.168.100.101
192.168.100.102

st0.0 Full 192.168.100.101 128 -
st0.0 Full 192.168.100.102 128 -

When you see that you have neighborships with all peers, you should verify that
you received all routes:
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root@ADVPN-HUB# run show route protocol ospf
inet.0: 17 destinations, 18 routes (17 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both
11.10.101.0/24 *[0SPF/10] 00:25:13, metric 11

> to 192.168.100.101 via st0.0
11.10.102.0/24 x[0SPF/10] 00:46:44, metric 11

> to 192.168.100.102 via st0.0
21.10.101.0/24 x[0SPF/10] 00:25:13, metric 11

> to 192.168.100.101 via st0.0
21.10.102.0/24 x[0SPF/10] 00:46:44, metric 11

> t0 192.168.100.102 via st0.0
192.168.100.101/32 *[0SPF/10] 00:25:13, metric 10

> t0 192.168.100.101 via st0.0
192.168.100.102/32 *[0SPF/10] 00:46:44, metric 10

> to 192.168.100.102 via st0.0
224.0.0.5/32  *x[0SPF/10] 01:12:09, metric 1

MultiRecv

On Spokes
This should give you the HUB SAs. Index and cookies will change:

root@ADVPN-SPOKE-1# run show security ike security-associations
Index State Initiator cookie Responder cookie ModeRemote Address
3275808 UP Db760f86fb8b5blac c927570d355e6945 IKEv2 1.1.1.1

When you see that you have neighborship with the HUB, you should verify that you
received all routes and that they are pointing to the HUB:

root@ADVPN-SPOKE-1# run show route protocol ospf
inet.0: 16 destinations, 16 routes (16 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, x = Both
11.10.0.0/24 *[0SPF/10] 00:42:24, metric 11

> t0 192.168.100.254 via st0.0
11.10.102.0/24  x[0SPF/10] 00:03:23, metric 21

> t0 192.168.100.254 via st0.0
21.10.0.0/24 *[0SPF/10] 00:42:24, metric 11

> t0 192.168.100.254 via st0.0
21.10.102.0/24  x[0SPF/10] 00:03:23, metric 21

> t0 192.168.100.254 via st0.0
192.168.100.102/32 *[0SPF/10] 00:03:23, metric 20

> t0 192.168.100.254 via st0.0
192.168.100.254/32 *[0SPF/10] 00:42:24, metric 10

> t0 192.168.100.254 via st0.0
224.0.0.5/32 *[0SPF/10] 00:54:35, metric 1

MultiRecv

When you have traffic between the spokes it will give you the shortcut SAs. Index
and cookies will change. You will see the remote spoke’s address under Remote
Address:

root@ADVPN-SPOKE-1# run show security ike security-associations sa-type shortcut

Index State Initiator cookie Responder cookie ModeRemote Address
3275809 UP 360778f922e91e82 50f18f3d9163d410 IKEv2 2.2.2.1



245  ADVPN with No Redundant Internet Connection

When you have an active shortcut tunnel, you can see that you now have another
path to the destination as compared to before the shortcut tunnel. And that’s the
path to the other spoke:

root@ADVPN-SPOKE-1# run show route protocol ospf
inet.@: 16 destinations, 16 routes (16 active, @ holddown, @ hidden)
+ = Active Route, — = Last Active, * = Both
11.10.0.0/24 *[0SPF/10] 00:49:23, metric 11

> to 192.168.100.254 via st0.0
11.10.102.0/24 *[0SPF/10] 00:00:05, metric 11

> to0 192.168.100.102 via st0.0
21.10.0.0/24 *[0SPF/10] 00:49:23, metric 11

> to 192.168.100.254 via st0.0
21.10.102.0/24 x[0SPF/10] 00:00:05, metric 11

> to0 192.168.100.102 via st0.0
192.168.100.102/32 *[0SPF/10] 00:00:05, metric 10

> to0 192.168.100.102 via st0.0
192.168.100.254/32 *[0SPF/10] 00:49:23, metric 10

> to 192.168.100.254 via st0.0
224.0.0.5/32 *[0SPF/10] 01:01:34, metric 1

MultiRecv
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ADVPN with Redundant Internet Connection at Hub

The ADVPN use case has two remote offices with IPsec tunnels to headquarters
but also has shortcut tunnels between the remote offices. Each site has two seg-
ments. At the headquarters there is a redundant Internet connection, but no BGP
peering between the ISPs. We’ll use a basic failover only if the primary connection
loses its connection.

In Figure 4.2 you can only see two spokes, but you can add more in the same way
as the two shown here. Keep in mind that you might need to change the connection-
limit under each partner if you increase the network to a large scale.

Figure 4.2 Auto Discovery VPN with Redundant Internet Connection at Hub

Requirements

Hardware: Juniper SRX Service Gateway SRX1xx — 650 for Spoke and Suggester
deployment, SRX1K to SRX5K can only act as Suggester.

Software: Junos 12.3X48D10 and above
Routing: OSPF in the VPN topology
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Certificate Authority: We will use SCEP (Simple Certificate Enrollment Protocol)
and OCSP (Online Certificate Status Protocol) for signing and revocation verifica-
tion. It is also possible to use manual signing and certificate revocation lists, but
those are not described in this book. Keep in mind that this book has the CA acces-
sible through the 11.10.0.0/24 network. If you have your CA behind any other
router or firewall, be sure that it is accessible.

NOTE Only hardware or their virtual versions that support the above referenced
software are supported for this solution.

CAUTION  These step-by-step instructions will erase all current configurations!

Configure the Hub Site

First erase all configurations so you can start with a clean configuration:
root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:
root@host# set system host-name ADVPN-HUB

Set the system clock:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an N'TP server, as Certificate authentication needs correct
time to work:

root@host# edit system ntp

root@host# set boot-server x.x.x.x

root@host# set server x.x.x.x
root@host# set server x.x.x.x

Because you erased all configurations, you must now set a new root administrator
password:
root@host# set system root-authentication plain-text-password

New password:
Retype new password:

Configure all network interfaces, and set the MTU on the ST interface to 1400 be-
cause we want to get fragmentation issues on the VPN:

root@host# edit interfaces
root@host# set ge-0/0/1 unit @ description untrust family inet address 1.1.1.1/24
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root@host# set ge-0/0/2 unit @ description untrust family inet address 1.1.2.1/24

root@host# set ge-0/0/3 unit @ description data family inet address 11.10.0.1/24

root@host# set ge-0/0/4 unit @ description voip family inet address 21.10.0.1/24

root@host# set st@ unit @ description advpn multipoint family inet address 192.168.100.254/24
root@host# set st@ unit 1 description advpn multipoint family inet address 192.168.100.253/24
root@host# set st@ unit @ family inet mtu 1400

root@host# set st@ unit 1 family inet mtu 1400

root@host# top

Configure a default route:

root@host# edit routing-options static
root@host# set route 0.0.0.0/0 qualified-next—hop 1.1.1
root@host# set route 0.0.0.0/0 qualified—next-hop 1.1.2

.254 metric 10
.254 metric 11

Because there are two ISPs and we can’t have two active default gateways, you
need a way to monitor the primary connection. If the primary connection fails,
you need to failover the default gateway to the secondary IPS. This is done with
IP-route monitoring. Be sure that the target address is a host that is normally al-
ways up and responds to pings. Use the ping server located on the 1.1.1.0/24
network:

root@host# edit services rpm probe ISP1 test IP-ROUTE

root@hosy# set target address 1.1.1.253

root@host# set probe-count 5

root@host# set probe-interval 2

root@host# set test-interval 30

root@host# set thresholds successive-1loss 5

root@host# set thresholds total-loss 5

root@host# set destination-interface ge-0/0/1.0

root@host# edit services ip-monitoring policy IP-ROUTE

root@host# set match rpm-probe ISP1

root@host# set then preferred-route route 0.0.0.0/0 next-hop 1.1.2.254
root@host# set then preferred-route route 0.0.0.0/0 preferred-metric 5

Configure the security zone UNTRUST, assigning the interface to the zone plus
any allowed incoming administrative services:

root@host# edit security zones security-zone UNTRUST

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike
root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh
root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping
root@host# set interfaces ge-0/0/2.0 host-inbound-traffic system-services ike
root@host# set interfaces ge-0/0/2.0 host-inbound-traffic system-services ssh
root@host# set interfaces ge-0/0/2.0 host-inbound-traffic system-services ping

Configure the security zone SERVERS, assigning the interface to the zone plus any
allowed incoming administrative services:
root@host# edit security zones security-zone SERVERS

root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh
root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping

Configure the security zone VOIP, assigning the interface to the zone plus any al-
lowed incoming administrative services:
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root@host# edit security zones security-zone VOIP
root@host# set interfaces ge-0/0/4.0 host-inbound-traffic system-services ssh
root@host# set interfaces ge-0/0/4.0 host-inbound-traffic system-services ping

Configure the security zone ADVPN, assigning the interface to the zone plus any
allowed incoming administrative services:

root@host# edit security zones security-zone ADVPN

root@host# set interfaces st0.0 host-inbound-traffic protocols ospf
root@host# set interfaces st@.0 host-inbound-traffic system-services ping
root@host# set interfaces st@.1 host-inbound-traffic protocols ospf
root@host# set interfaces st@.1 host-inbound-traffic system-services ping

Configure SPI. Peers in a security association (SA) can become unsynchronized
when one of the peers fails. For example, if one of the peers reboots, it might send
an incorrect security parameter index (SPI). You can enable the device to detect
such an event and resynchronize the peers by configuring the bad-spi response
feature:

root@host# set security ike respond-bad-spi 5

Commit the configuration:

root@host# commit

Configure the router-id used for OSPF:
root@ADVPN-HUB# set routing-options router-id 192.168.100.254

Configure OSPF:

root@ADVPN-HUB# edit protocols ospf area 0.0.0.0
root@ADVPN-HUB# set interface st0.0 interface-type p2mp
root@ADVPN-HUB# set interface st0.0 metric 10
root@ADVPN-HUB# set interface st0.0 demand-circuit
root@ADVPN-HUB# set interface st0.0 flood-reduction
root@ADVPN-HUB# set interface st@.0 dynamic-neighbors
root@ADVPN-HUB# set interface st0.0 retransmit-interval 1
root@ADVPN-HUB# set interface st0.0 dead-interval 40
root@ADVPN-HUB# set interface st@.1 interface-type p2mp
root@ADVPN-HUB# set interface st@.1 metric 10
root@ADVPN-HUB# set interface st@.1 demand-circuit
root@ADVPN-HUB# set interface st@.1 flood-reduction
root@ADVPN-HUB# set interface st@.1 dynamic-neighbors
root@ADVPN-HUB# set interface st@.1 retransmit-interval 1
root@ADVPN-HUB# set interface st@.1 dead-interval 40
root@ADVPN-HUB# set interface ge-0/0/3.0 passive
root@ADVPN-HUB# set interface ge-0/0/4.0 passive

Configure and request the certificates that you need to establish the tunnel. First
you need to define how to find the CA:

root@ADVPN-HUB# edit security pki ca-profile Our-CA_Server
root@ADVPN-HUB# set ca-identity MydomainCertificateAuthority
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Specify the CA SCEP URL:

set enrollment url http://11.10.0.10/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

set revocation-check use-ocsp ocsp nonce-payload enable
set revocation-check ocsp url http://11.10.0.10/ocsp

Keep in mind that the challenge-password is unique to your CA:

edit security pki auto-re-enrollment certificate-id ADVPN-HUB
set ca-profile-name Our-CA_Server

set re-generate-keypair

set re-enroll-trigger-time-percentage 10

set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

set scep—-encryption-algorithm des3

Commit the configuration to verify your IP connectivity before continuing:

commit

Verify the gateway using an ICMP ping:

run ping 1.1.1.254
run ping 2.2.1.254
run ping 2.2.2.254

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

As the remote spokes need to access the CA for certificate enrollment, you also

need to configure a firewall and NAT policy allowing external traffic to reach the
CA.

First you need to configure the external interface to respond to ARP so the ma-
chine responds to the Destination NAT request:

set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.2/24

Configure the Destination NAT rule configuration:

edit security nat destination
set pool CertificateAuthority address 11.10.0.10/32
edit rule-set CertificateAuthority

set from interface ge-0/0/1.0

set rule 1 match source-address 0.0.0.0/0

set rule 1 match destination-address 1.1.1.2/32

set rule 1 then destination-nat pool CertificateAuthority

Configure the different address book objects that you will use later on to build
your security policies:
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root@ADVPN-HUB# edit security address—book global
root@ADVPN-HUB# set address VOIP-Networks 21.20.0.0/16
root@ADVPN-HUB# set address DATA-Networks 11.10.0.0/16
root@ADVPN-HUB# set address CertificateAuthority 11.10.0.10/32

Here you start building the security policy that will define what traffic should be
allowed in different directions.

NOTE Ina production environment, you can remove the session-init statement
for logging to reduce log size.

First, build the policy that allows incoming traffic to the CA server from the re-
mote spokes:

root@ADVPN-HUB# edit security policies from-zone UNTRUST to-zone SERVERS policy 1
root@ADVPN-HUB# set match source-address any

root@ADVPN-HUB# set match destination-address CertificateAuthority
root@ADVPN-HUB# set match application junos—-http

root@ADVPN-HUB# set then permit

root@ADVPN-HUB# set then log session-init session-close

Define a policy for each direction between CLIENTS and ADVPN:

root@ADVPN-HUB# edit security policies from-zone VOIP to-zone ADVPN policy 1
root@ADVPN-HUB# set match source-address VOIP-Networks

root@ADVPN-HUB# set match destination-address VOIP-Networks

root@ADVPN-HUB# set match application any

root@ADVPN-HUB# set then permit

root@ADVPN-HUB# set then log session-init session-close

root@ADVPN-HUB# edit security policies from-zone ADVPN to-zone VOIP policy 1
root@ADVPN-HUB# set match source-address VOIP-Networks

root@ADVPN-HUB# set match destination-address VOIP-Networks

root@ADVPN-HUB# set match application any

root@ADVPN-HUB# set then permit

root@ADVPN-HUB# set then log session-init session-close

Now define a policy for each direction between SERVERS and VPN:

root@ADVPN-HUB# edit security policies from-zone SERVERS to-zone ADVPN policy 1
root@ADVPN-HUB# set match source-address DATA-Networks

root@ADVPN-HUB# set match destination-address DATA-Networks

root@ADVPN-HUB# set match application any

root@ADVPN-HUB# set then permit

root@ADVPN-HUB# set then log session-init session-close

root@ADVPN-HUB# edit security policies from-zone ADVPN to-zone SERVERS policy 1
root@ADVPN-HUB# set match source-address DATA-Networks

root@ADVPN-HUB# set match destination-address DATA-Networks

root@ADVPN-HUB# set match application any

root@ADVPN-HUB# set then permit

root@ADVPN-HUB# set then log session-init session-close

root@ADVPN-HUB# edit security policies from-zone ADVPN to-zone ADVPN policy 1
root@ADVPN-HUB# set match source-address any
root@ADVPN-HUB# set match destination-address any
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root@ADVPN-HUB# set match application any
root@ADVPN-HUB# set then permit
root@ADVPN-HUB# set then log session-init session-close

You need to be able to trace traffic that does not hit a firewall rule, so add a global
config with a deny policy. There is no need to add the policy default-poticy as long

as you don’t make any other changes to the global policy, but for security precau-

tions, you should add this policy:

root@ADVPN-HUB# set security policies default-policy deny-all

root@ADVPN-HUB# edit security policies global

root@ADVPN-HUB# set policy 1 match source-address any
root@ADVPN-HUB# set policy 1 match destination-address any
root@ADVPN-HUB# set policy 1 match application any
root@ADVPN-HUB# set policy 1 then deny

root@ADVPN-HUB# set policy 1 then log session-init session-close

The next step is to enroll the root certificate from our trusted CA, if the fingerprint
is okay, type Yes:
root@ADVPN-HUB# run request security pki ca-certificate enroll ca—profile Qur-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)

a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)
Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Now verify that you trust the downloaded certificate. Run the following com-
mand, and you can see the current numbers of valid OSCP verifications:

root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now let’s verify that we trust the downloaded certificate:

root@ADVPN-HUB# run request security pki ca-certificate verify ca—-profile Our-CA_Server

CA certificate Our—-CA_Server: Revocation check is in progress. Please check the PKId debug logs for
completion status

Wait to see that you have a successful verification, and if the number is not updat-
ed then you have a problem with the certificate or the OSCP response service:

root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

It’s time to generate a key-pair for the local-certificate:

root@ADVPN-HUB# run request security pki generate-key-pair certificate-id ADVPN-HUB size 2048 type rsa
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When you enroll your local-certificate, you need to give some it a unique input per
device. Keep in mind that the challenge-password is unique to your CA:
root@ADVPN-HUB# run request security pki local-certificate enroll ca—profile Our-CA_Server certificate-id

ADVPN-HUB domain-name advpn-hub.mydomain.net ip-address 1.1.1.1 subject DC=mydomain.net,L=Stockholm,0
=Mydomain, QU=LAB, CN=advpn-hub challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

Certificate-id = The name used for the above generated key-pair.
Domain-name = FQDN of the box, corresponding to the IP-Address of the box.
IP-Address = IP-Address of the box corresponding to the FQDN.

Subject = DC=<Domain component>,CN=<Common-
Name>,0U=<Organizational-Unit-name>,0=<Organization name>,SN=<Serial-
Number>,L=<Locality>,ST=<state>,C=<Country>

Challenge-password = Your challenge password to authenticate to the CA server
for your SCEP request. Received by going to: http://11.10.0.10/CertSrv/mscep_ad-
min. Optionally, you can add encryption and hash for your SCEP request.

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

root@ADVPN-HUB# run request security pki local-certificate verify certificate-id ADVPN-HUB

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

root@ADVPN-HUB# edit security ike proposal CERT-DH14-SHA256-AES256-L28800

root@ADVPN-HUB# set authentication-method rsa-signatures
root@ADVPN-HUB# set dh—-group groupl4
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set authentication-algorithm sha-256
set encryption-algorithm aes-256-cbc
set lifetime-seconds 28800

IKE Policy

The name indicates that it’s used for ADVPN topologies, and this device should
only serve as a Suggester (hub). Lets bind the local-certificate to this policy:

edit security ike policy ADVPN

set mode main

set proposals CERT-DH14-SHA256-AES256-L28800

set certificate local-certificate ADVPN-HUB

set certificate peer—certificate-type x509-signature

IKE Gateway

Configure how to authenticate the spokes that you want to establish an ADVPN
tunnel to. Here, named ADVPN-SPOKES for the remote peers. The wildcard 0U name, is
what to search for in the remote peer’s certificate to authenticate the peer. The IKE
gateway will be bound together in the IPsec VPN configuration:

edit security ike gateway ADVPN-SPOKES-PRI

set ike—-policy ADVPN

set dynamic distinguished-name wildcard OU=LAB
set dynamic ike-user—-type group-ike-id

set local-identity distinguished-name

set external-interface ge-0/0/1.0

set advpn partner disable

set version v2-only

edit security ike gateway ADVPN-SPOKES-SEC

set ike-policy ADVPN

set dynamic distinguished-name wildcard OU=LAB
set dynamic ike-user-type group-ike-id

set local-identity distinguished-name

set external-interface ge-0/0/2.0

set advpn partner disable

set version v2-only

IPsec Proposal

Here are the parameters used in the IPsec policies:

edit security ipsec proposal ESP-SHA256-AES256-L3600
set protocol esp

set authentication-algorithm hmac-sha-256-128

set encryption-algorithm aes-256-cbc

set lifetime-seconds 3600
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IPsec Policy

The IPsec policy binds IPsec proposals to be used in the IPsec VPN configuration:

edit security ipsec policy ADVPN
set perfect-forward-secrecy keys groupl4d
set proposals ESP-SHA256-AES256-L3600

IPsec VPN

Now bind together the IKE Gateway and the IPsec Policy with the secure tunnel
interface. They are called ADVPN-SPOKES-PRT and ADVPN-SPOKES-SEC to match the IKE
gateway names:

edit security ipsec vpn ADVPN-SPOKES-PRI
set bind-interface st0.0

set ike gateway ADVPN-SPOKES-PRI

set ike ipsec—policy ADVPN

edit security ipsec vpn ADVPN-SPOKES-SEC
set bind-interface st0.1

set ike gateway ADVPN-SPOKES-SEC

set ike ipsec—policy ADVPN

Add syslog for troubleshooting:

set system syslog user % any emergency

edit system syslog

set file messages any any

set file messages authorization info

set file messages change-log none

set file messages interactive-commands none

set file messages structured-data

set file interactive-commands interactive—-commands any

Commit and wait for the other spoke to be configured before you can verify the
topology:

commit

Configure the Spokes

Configure all spokes, one at a time, using the same procedure for each device. Text
in boldface is unique per device. Refer to the lab topology in Figure 4.1.

First erase all configurations so you can start with a clean configuration:

root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh
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Configure a hostname for this machine:

root@host# set system host—-name ADVPN-SPOKE-1

Set the system clock:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs the cor-
rect time to work:

root@host# edit system ntp

root@host# set boot-server x.x.x.x

root@host# set server X.x.x.x
root@host# set server X.X.X.X

We erased all configurations, so now you must set a new root administrator
password:

root@host# set system root-authentication plain-text-password

New password:
Retype new password:

Configure all network interfaces, here we set the MTU on the ST interface to 1400
to get fragmentation issues on the VPN:

root@host# edit interfaces

root@host# set ge-0/0/1 unit @ description untrust family inet address 2.2.1.1/24

root@host# set ge-0/0/3 unit @ description data family inet address 11.10.101.1/24

root@host# set ge-0/0/4 unit @ description voip family inet address 21.10.101.1/24

root@host# set st@ unit @ description advpn multipoint family inet address 192.168.100.101/24

root@host# set st@ unit @ family inet mtu 1400
root@host# top

Configure a default route:

root@host# set routing-options static route 0.0.0.0/0 next—hop 2.2.1.254

Configure the security zone UNTRUST, assigning the interface to the zone plus
allowing incoming administrative services:

root@host# edit security zones security-zone UNTRUST

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike

root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh
root@host# set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping

Configure the security zone CLIENTS, assigning the interface to the zone plus al-
lowing incoming administrative services:
root@host# edit security zones security-zone CLIENTS

root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh
root@host# set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping

Configure the security zone VOIP, assigning the interface to the zone plus allowing
incoming administrative services:
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root@host# edit security zones security-zone VOIP
root@host# set interfaces ge-0/0/4.0 host-inbound-traffic system-services ssh
root@host# set interfaces ge-0/0/4.0 host-inbound-traffic system-services ping

Configure the security zone ADVPN, assigning the interface to the zone plus al-
lowing incoming administrative services:
root@host# edit security zones security-zone ADVPN

root@host# set interfaces st0.0 host-inbound-traffic protocols ospf
root@host# set interfaces st@.0 host-inbound-traffic system-services ping

Configure SPI. Peers in a security association (SA) can become unsynchronized
when one of the peers fails. For example, if one of the peers reboots, it might send
an incorrect security parameter index (SPI). You can enable the device to detect
such an event and resynchronize the peers by configuring the bad-spi response
feature:

root@host# set security ike respond-bad-spi 5

Commit the changes:

root@host# commit

Configure the router-id used for OSPF:
root@ADVPN-SPOKE-1# set routing-options router-id 192.168.100.101

Configure the OSPF instance:

root@ADVPN-SPOKE-1# edit protocols ospf area 0.0.0.0
root@ADVPN-SPOKE-1# set interface st0.0 interface-type p2mp
root@ADVPN-SPOKE-1# set interface st0.0 metric 10
root@ADVPN-SPOKE-1# set interface st0.0 demand-circuit
root@ADVPN-SPOKE-1# set interface st0.0 flood-reduction
root@ADVPN-SPOKE-1# set interface st@.0 dynamic-neighbors
root@ADVPN-SPOKE-1# set interface st@.0 retransmit-interval 1
root@ADVPN-SPOKE-1# set interface st0.0 dead-interval 40
root@ADVPN-SPOKE-1# set interface ge-0/0/3.0 passive
root@ADVPN-SPOKE-1# set interface ge-0/0/4.0 passive

Now configure and request the certificates that you need to establish our tunnel.
First define how to find the CA:

root@ADVPN-SPOKE-1# edit security pki ca-profile Our-CA_Server
root@ADVPN-SPOKE-1# set ca-identity MydomainCertificateAuthority

Now specify the CA SCEP URL:
root@ADVPN-SPOKE-1# set enrollment url http://1.1.1.2/certsrv/mscep/mscep.dll

Keep in mind that the challenge-password is unique to your CA:

root@ADVPN-SPOKE-1# set revocation-check ocsp url http://1.1.1.2/0csp
root@ADVPN-SPOKE-1# set revocation-check use-ocsp ocsp nonce-payload enable
root@ADVPN-SPOKE-1# edit security pki auto-re-enrollment certificate-id ADVPN-HUB
root@ADVPN-SPOKE-1# set ca-profile-name Qur—CA_Server
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root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

set
set
set
set
top

re-generate-keypair
re—enroll-trigger-time-percentage 10
challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
scep—encryption-algorithm des3

Activate this configuration and then verify IP connectivity before continuing;:

root@ADVPN-SPOKE-1#

commit

Verify that you can reach your gateway and also the remote gateway using an

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

ICMP ping:
run ping 2.2.1.254
run ping 2.2.2.254
run ping 1.1.1.1

root@ADVPN-SPOKE-1#

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

Let’s define our address book objects that are used in the security policies:

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

set security address—book global address VOIP-Networks 21.20.0.0/16
set security address—book global address DATA-Networks 11.10.0.0/16

Now define a policy for each direction between VOIP and ADVPN:

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

edit security policies from-zone VOIP to-zone ADVPN policy 1
set match source-address VOIP-Networks

set match destination-address VOIP-Networks

set match application any

set then permit

set then log session-init session-close

edit security policies from-zone ADVPN to-zone VOIP policy 1
set match source-address VOIP-Networks

set match destination-address VOIP-Networks

set match application any

set then permit

set then log session-init session-close

Define a policy for each direction between CLIENTS and ADVPN:

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

edit security policies from-zone CLIENTS to-zone ADVPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

edit security policies from—zone ADVPN to-zone CLIENTS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close
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root@ADVPN-SPOKE-1# edit security policies from-zone ADVPN to-zone ADVPN policy 1
root@ADVPN-SPOKE-1# set match source-address any

root@ADVPN-SPOKE-1# set match destination-address any

root@ADVPN-SPOKE-1# set match application any

root@ADVPN-SPOKE-1# set then permit

root@ADVPN-SPOKE-1# set then log session-init session-close

Because you need to be able to trace traffic that does not hit a firewall rule let’s add
a global config with a deny policy. There is no need to add the policy default-policy
as long as you don’t make any other changes to the global policy. For security pre-
cautions, you should also add this policy:

root@ADVPN-SPOKE-1# set security policies default-policy deny-all

root@ADVPN-SPOKE-1# edit security policies global
root@ADVPN-SPOKE-1# set policy 1 match source-address any
root@ADVPN-SPOKE-1# set policy 1 match destination-address any
root@ADVPN-SPOKE-1# set policy 1 match application any
root@ADVPN-SPOKE-1# set policy 1 then deny

root@ADVPN-SPOKE-1# set policy 1 then log session-init session-close

The next step is to enroll the root certificate from the trusted CA - if the finger-
print is okay, type Yes:
root@ADVPN-SPOKE-1# run request security pki ca-certificate enroll ca-profile Our-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)

aB8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)
Do you want to load the above CA certificate ? [yes,nol (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Run the next command to see the current numbers of valid OCSP verifications:

root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now verify that you trust the downloaded certificate:

root@ADVPN-HUB# run request security pki ca-certificate verify ca—-profile Our-CA_Server

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

By running this command, you can see whether you have a successful verification
or not. If the number is not updated then you have a problem with the certificate
or the OCSP response service:

root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now generate a key-pair to be used for the local certificate:

root@ADVPN-SPOKE-1# run request security pki generate-key-pair certificate-id ADVPN-PEER size 2048 type
rsa
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When you enroll your local-certificate you need to add some input:

root@ADVPN-SPOKE-1# run request security pki local-certificate enroll ca-profile Our-CA_Server
certificate-id ADVPN-PEER domain-name advpn-spoke-1.mydomain.com ip-address 2.2.1.1 subject
DC=mydomain.com,L=Stockholm, 0=Mydomain, OU=LAB, CN=advpn-spokes-1 challenge—password
8CDB49EEEC84401A85D5F58800DB2F96

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@ADVPN-SPOKE-1# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success:

X
ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

root@ADVPN-SPOKE-1# run request security pki local-certificate verify certificate-id ADVPN-PEER

CA certificate OQur—-CA_Server: Revocation check is in progress. Please check the PKId debug logs for
completion status

root@ADVPN-SPOKE-1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

At this stage, we should configure our IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

root@ADVPN-SPOKE-1# edit security ike proposal CERT-DH14-SHA256-AES256-L28800
root@ADVPN-SPOKE-1# set authentication-method rsa-signatures
root@ADVPN-SPOKE-1# set dh-group groupl4d

root@ADVPN-SPOKE-1# set authentication-algorithm sha-256

root@ADVPN-SPOKE-1# set encryption-algorithm aes-256-cbc

root@ADVPN-SPOKE-1# set lifetime-seconds 28800

IKE Policy

In this example we use ADVPN as the name. If you had or were planning more AD-
VPNs, then plan the name accordingly, for example, ADvPN-Prim and ADVPN-Sec:

root@ADVPN-SPOKE-1# edit security ike policy ADVPN

root@ADVPN-SPOKE-1# set mode main

root@ADVPN-SPOKE-1# set proposals CERT-DH14-SHA256-AES256-L28800
root@ADVPN-SPOKE-1# set certificate local-certificate ADVPN-SPOKE-1
root@ADVPN-SPOKE-1# set certificate peer—certificate-type x509-signature
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IKE Gateway

root@ADVPN-SPOKE-1# edit security ike gateway ADVPN-HUB
root@ADVPN-SPOKE-1# set ike—policy ADVPN

root@ADVPN-SPOKE-1# set address 1.1.1.1

root@ADVPN-SPOKE-1# set address 1.1.2.1

root@ADVPN-SPOKE-1# set dead-peer-detection probe-idle-tunnel
root@ADVPN-SPOKE-1# set local-identity distinguished-name
root@ADVPN-SPOKE-1# set remote-identity distinguished-name container CN=advpn-hub
root@ADVPN-SPOKE-1# set external-interface ge-0/0/1.0
root@ADVPN-SPOKE-1# set advpn suggester disable
root@ADVPN-SPOKE-1# set advpn partner connection-limit 10
root@ADVPN-SPOKE-1# set advpn partner idle-time 60
root@ADVPN-SPOKE-1# set advpn partner idle-threshold 5
root@ADVPN-SPOKE-1# set version v2-only

IPsec Proposal

root@ADVPN-SPOKE-1# edit security ipsec proposal ESP-SHA256-AES256-L3600
root@ADVPN-SPOKE-1# set protocol esp

root@ADVPN-SPOKE-1# set authentication-algorithm hmac-sha-256-128
root@ADVPN-SPOKE-1# set encryption-algorithm aes-256-cbc
root@ADVPN-SPOKE-1# set lifetime-seconds 3600

IPsec Policy

root@ADVPN-SPOKE-1# edit security ipsec policy ADVPN
root@ADVPN-SPOKE-1# set perfect-forward-secrecy keys groupl4
root@ADVPN-SPOKE-1# set proposals ESP-SHA256-AES256-L3600

IPsec VPN

root@ADVPN-SPOKE-1# edit security ipsec vpn ADVPN-HUB
root@ADVPN-SPOKE-1# set bind-interface st0.0
root@ADVPN-SPOKE-1# set ike gateway ADVPN-HUB
root@ADVPN-SPOKE-1# set ike ipsec-policy ADVPN
root@ADVPN-SPOKE-1# set establish-tunnels immediately

And add syslog for troubleshooting:

root@ADVPN-SPOKE-1# set system syslog user * any emergency
root@ADVPN-SPOKE-1# edit system syslog

root@ADVPN-SPOKE-1# set file messages any any

root@ADVPN-SPOKE-1# set file messages authorization info
root@ADVPN-SPOKE-1# set file messages change-1log none

root@ADVPN-SPOKE-1# set file messages interactive—-commands none
root@ADVPN-SPOKE-1# set file messages structured-data

root@ADVPN-SPOKE-1# set file interactive-commands interactive-commands any

Commit the configuration:
root@ADVPN-SPOKE-1# commit
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Verification

Let’s verify that the configuration is working. If something is not working, go to
the troubleshooting section for ADVPN.

OntheHUB
This should give you SAs for all the spokes. Index and cookies will change:

the root@ADVPN-HUB# run show security ike security-associations

Index State Initiator cookie Responder cookie ModeRemote Address
6139907 UP1647492a9f9f6d00a 4d5f206101f4088c IKEv2 2.2.1.1

6139908 UP28c5fc6d4dcaldab @ced28bdfde37add IKEv2 2.2.2.1

Verify that we see all our OSPF neighbors and have full state on all of them. The
address shows the next-hop and the ID shows the router ID from the routing-op-
tions Stanza:

root@ADVPN-HUB# run show ospf neighbor

Address Interface State ID Pri Dead
192.168.100.102 st0.0 Full192.168.100.102 128 -
192.168.100.101 st0.0 Full192.168.100.101 128 -

When we see that you have OSPF neighborship with all peers, you should verify
that you received all routes, and that each spoke has a different next-hop.

root@ADVPN-HUB# run show route protocol ospf
inet.0: 20 destinations, 23 routes (20 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, x = Both

11.10.101.0/24  x[0SPF/10] 16:53:36, metric 11

> to0 192.168.100.101 via st0.0

11.10.102.0/24  x[0SPF/10] 16:25:42, metric 11

> to0 192.168.100.102 via st0.0

21.10.101.0/24  x[0SPF/10] 16:53:36, metric 11

> to0 192.168.100.101 via st0.0

21.10.102.0/24  x[0SPF/10] 16:25:42, metric 11

> to0 192.168.100.102 via st0.0

192.168.100.101/32 *[0SPF/10] 16:53:36, metric 10
> t0 192.168.100.101 via st0.0

192.168.100.102/32 *[0SPF/10] 16:25:42, metric 10
> to0 192.168.100.102 via st0.0

224.0.0.5/32  *[0SPF/1@0] 20:35:43, metric 1
MultiRecv

Verify active default route (the active route marked in bold due to lower metric). If
you do not have your primary default gateway up, go to the troubleshooting
section.

root@ADVPN-HUB# run show route 0.0.0.0
inet.@: 20 destinations, 23 routes (20 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 x[Static/5] 17:24:19, metric 10
> to 1.1.1.254 via ge-0/0/1.0

[Static/5] 18:42:51, metric 11
> to 1.1.2.254 via ge-0/0/2.0
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On Spokes
This should give you the HUB SAs. Index and cookies will change:

root@ADVPN-SPOKE-1# run show security ike security-associations
Index State Initiator cookie Responder cookie ModeRemote Address
3275816 UP164749a9f9f6d00a 4d5f206101f4088c IKEv2 1.1.1.1

Verify that we have full OSPF neighborship with the Hub.

root@ADVPN-SPOKE-1# run show ospf neighbor
Address Interface State ID Pri Dead
192.168.100.254 st0.0 Full192.168.100.254 128 -

When you see that you have OSPF neighborship with the Hub you should verify
that you received all routes and that they point to the Hub:

root@ADVPN-SPOKE-1# run show route protocol ospf
inet.@: 17 destinations, 17 routes (17 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both
11.10.0.0/24  x[0SPF/10] 16:55:00, metric 11

> to 192.168.100.254 via st0.0

11.10.102.0/24  x[0SPF/10] 16:27:06, metric 21

> to 192.168.100.254 via st0.0

21.10.0.0/24  x[0SPF/10] 16:55:00, metric 11

> to 192.168.100.254 via st0.0

21.10.102.0/24  *[0SPF/10] 16:27:06, metric 21

> to 192.168.100.254 via st0.0

192.168.100.102/32 *[0SPF/10] 16:27:06, metric 20
> to 192.168.100.254 via st0.0

192.168.100.253/32 *[0SPF/10] 16:55:00, metric 10
> to 192.168.100.254 via st0.0

192.168.100.254/32 *[0SPF/10] 16:55:00, metric 10
> to 192.168.100.254 via st0.0

224.0.0.5/32  x[0SPF/10] 19:56:12, metric 1
MultiRecv

When you have traffic between the spokes it will give you the shortcut SAs. Index
and cookies will change. You will see the remote spoke’s address under Remote
Address:

root@ADVPN-SPOKE-1# run show security ike security-associations sa-type shortcut
Index State Initiator cookie Responder cookie ModeRemote Address
3275817 UPc47ecb3ac420b588 e0df48944fb66b456 IKEv2 2.2.2.1

When you have an active shortcut tunnel, you can see that you now have another
path to the destination as compared to before the shortcut tunnel. You see that the
next-hop has changed:

root@ADVPN-SPOKE-1# run show route protocol ospf

inet.@: 17 destinations, 17 routes (17 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

11.10.0.0/24  x[0SPF/10] 16:55:48, metric 11

> to 192.168.100.254 via st0.0

11.10.102.0/24  x[0SPF/10] 00:00:05, metric 11

> t0 192.168.100.102 via st0.0
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21.10.0.0/24  x[0SPF/10] 16:55:48, metric 11

> to 192.168.100.254 via st0.0

21.10.102.0/24  x[0SPF/10] 00:00:05, metric 11

> t0 192.168.100.102 via st0.0

192.168.100.102/32 *[0SPF/10] 00:00:05, metric 10
> t0 192.168.100.102 via st0.0

192.168.100.253/32 *[0SPF/10] 16:55:48, metric 10
> to 192.168.100.254 via st0.0

192.168.100.254/32 *[0SPF/10] 16:55:48, metric 10
> to 192.168.100.254 via st0.0

224.0.0.5/32  *[0SPF/10] 19:57:00, metric 1
MultiRecv
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ADVPN with Redundant Internet Connections at Hub-and-Spokes

This use case has two remote offices that need to build an IPsec tunnel to head-
quarters, but also allow shortcut tunnels between the remote offices. Each site has
two segments. There are redundant Internet connections on both the headquarters
and in the remote office, but none of them have BGP peering between the ISPs.
We’ll use a basic failover only if the primary connection loses its connection.

In Figure 4.3 you can only see two spokes but you can add more in the same way
as described for the two spokes. Keep in mind that you might need to change the
connection-limit under each partner if you increase the network to a large extent.

NOTE The configuration is displayed in snippets below. The configuration files
are available on this book’s landing page at http://www.juniper.net/dayone. Keep
in mind that you need to change variable data such as interface, IP addresses, and
other information related to your own network.

Figure 4.3 Auto Discovery VPN with Redundant Internet Connections at Hub-and-Spokes


http://www.juniper.net/dayone
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root@host#

root@host#

root@host#

root@host#

root@host#
root@host#
root@host#
root@host#

root@host#

Requirements

Hardware: Juniper SRX Service Gateway SRX1xx — 650 for Spoke and Sug-
gester deployment, SRX1K to SRXS5K can only act as Suggester.

Software: Junos 12.3X48D10 and above
Routing: OSPF in the VPN topology

Certificate Authority: ~ We will use SCEP (Simple Certificate Enrollment Proto-
col) and OCSP (Online Certificate Status Protocol) for signing and revocation veri-
fication. It is also possible to use manual signing and certificate revocation lists,
but those are not described in this book. Keep in mind that this book has the CA
accessible through the 11.10.0.0/24 network. If you have your CA behind any oth-
er router or firewall, be sure that it is accessible.

NOTE Only hardware or their virtual versions that support the above referenced
software are supported for this solution.

CAUTION  These step-by-step instructions will erase all current configurations!

Configure the Hub Site

First erase all configurations so you can start with a clean configuration:
delete

Allow incoming ssh access for management of the device:

set system services ssh

Configure a hostname for this machine:
set system host-name ADVPN-HUB

Set the system clock:
run set date (YYYYMMDDhhmm.ss)

If reachable, configure an N'TP server, as Certificate authentication needs correct
time to work:

edit system ntp

set boot-server x.x.x.x

set server X.X.X.X
set server X.X.X.X

Because you erased all configurations, you must now set a new root administrator
password:

set system root-authentication plain-text-password

New password:
Retype new password:
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root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

Configure all network interfaces, and set the MTU on the ST interface to 1400 be-
cause we want to get fragmentation issues on the VPN:

edit interface

set ge-0/0/1 unit @ description untrust family inet address 1.1.1.1/24

set ge-0/0/2 unit @ description untrust family inet address 1.1.2.1/24

set ge-0/0/3 unit @ description data family inet address 11.10.0.1/24

set ge-0/0/4 unit @ description voip family inet address 21.10.0.1/24

set st@ unit @ description advpn multipoint family inet address 192.168.100.254/24
set st@ unit 1 description advpn multipoint family inet address 192.168.100.253/24
set st@ unit @ family inet mtu 1400

set st@ unit 1 family inet mtu 1400

top

Configure a default route:
edit routing-options static

set route 0.0.0.0/0 qualified—next-hop 1.1.
set route 0.0.0.0/0 qualified—next-hop 1.1.

1.254 metric 10
2.254 metric 11

Because there are two ISPs and we can’t have two active default gateways, we need
a way to monitor the primary connection. If the primary connection fails, we need
to failover our default gateway to the secondary IPS. This is done with 1P-route
monitoring. Be sure that the target address is a host that is normally always up and
responds to pings. Use the ping server located on the 1.1.1.0/24 network:

edit services rpm probe ISP1 test IP-ROUTE
set target address 1.1.1.253

set probe-count 5

set probe-interval 2

set test-interval 30

set thresholds successive-loss 5

set thresholds total-loss 5

set destination-interface ge-0/0/1.0

edit services ip-monitoring policy IP-ROUTE

set match rpm-probe ISP1

set then preferred-route route 0.0.0.0/0 next-hop 1.1.2.254
set then preferred-route route 0.0.0.0/0 preferred-metric 5

Configure the security zone UNTRUST-1, assigning the interface to the zone plus
any allowed incoming administrative services:

edit security zones security-zone UNTRUST-1

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike
set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping

Configure the security zone UNTRUST-2, assigning the interface to the zone plus
any allowed incoming administrative services:

edit security zones security-zone UNTRUST-2

set interfaces ge-0/0/2.0 host-inbound-traffic system-services ike
set interfaces ge-0/0/2.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/2.0 host-inbound-traffic system-services ping
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Configure the security zone SERVERS, assigning the interface to the zone plus any
allowed incoming administrative services:

edit security zones security-zone SERVERS
set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping

Configure the security zone VOIP, assigning the interface to the zone plus any al-
lowed incoming administrative services:

edit security zones security-zone VOIP
set interfaces ge-0/0/4.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/4.0 host-inbound-traffic system-services ping

Configure the security zone ADVPN, assigning the interface to the zone plus any
allowed incoming administrative services:

edit security zones security-zone ADVPN

interfaces st0.0 host-inbound-traffic protocols ospf
interfaces st0.0 host-inbound-traffic system-services ping
interfaces st@0.1 host-inbound-traffic protocols ospf
interfaces st@.1 host-inbound-traffic system-services ping

Configure SPI. Peers in a security association (SA) can become unsynchronized
when one of the peers fails. For example, if one of the peers reboots, it might send
an incorrect security parameter index (SPI). You can enable the device to detect
such an event and resynchronize the peers by configuring the bad-spi response
feature:

root@host# set security ike respond-bad-spi 5

Commit the configuration:

root@host# commit
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Configure the router-id used for OSPF:
set routing-options router-id 192.168.100.254

Configure OSPF:

edit protocols ospf area 0.0.0.0

set interface st0.0 interface-type p2mp
set interface st@.0 metric 10

set interface st0.0 demand-circuit

set interface st0.0 flood-reduction

set interface st0.0 dynamic-neighbors

set interface st@.0 retransmit-interval 1
set interface st0.0 dead-interval 40

set interface st@.1 interface-type p2mp
set interface st@.1 metric 10

set interface st@.1 demand-circuit

set interface st@.1 flood-reduction

set interface st@.1 dynamic-neighbors

set interface st0.1 retransmit-interval 1
set interface st@.1 dead-interval 40

set interface ge-0/0/3.0 passive

set interface ge-0/0/4.0 passive



269 ADVPN with Redundant Internet Connections at Hub-and-Spokes

root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#
root@ADVPN-HUB#

Configure and request the certificates that you need to establish the tunnel. First you
need to define how to find the CA:

edit security pki ca-profile Our-CA_Server
set ca-identity MydomainCertificateAuthority

Specify the CA SCEP URL:
set enrollment url http://11.10.0.10/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verification
in this step):

set revocation-check use-ocsp ocsp
set revocation-check ocsp url http://11.10.0.10/0csp

Keep in mind that the challenge-password is unique to your CA:

edit security pki auto-re-enrollment certificate-id ADVPN-HUB
set ca-profile-name Our-CA_Server

set re-generate-keypair

set re-enroll-trigger-time-percentage 10

set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

set scep—encryption-algorithm des3

top

Commit the configuration to verify your IP connectivity before continuing:

commit

Verify the gateway using an ICMP ping:

run ping 1.1.1.254
run ping 2.2.1.254
run ping 2.2.2.254

NOTE If you can’t reach this gateway, please check your network and troubleshoot
accordingly. When you have a working network, continue to the next step.

As the remote spokes need to access the CA for certificate enrollment, you also need to
configure a firewall and NAT policy allowing external traffic to reach the CA.

First you need to configure the external interface to respond to ARP so the machine
responds to the destination NAT request:

set interfaces ge-0/0/1 unit @ description untrust family inet address 1.1.1.2/24

Configure the Destination NAT rule configuration:

edit security nat destination
set pool CertificateAuthority address 11.10.0.10/32
edit rule-set CertificateAuthority

set from interface ge-0/0/1.0

set rule 1 match source-address 0.0.0.0/0

set rule 1 match destination-address 1.1.1.2/32

set rule 1 then destination-nat pool CertificateAuthority
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Configure the different address book objects that you will use later on to build
your security policies:

edit security address—book global

set address VOIP-Networks 21.20.0.0/16

set address DATA-Networks 11.10.0.0/16

set address CertificateAuthority 11.10.0.10/32

Here you start building the security policy that will define what traffic should be
allowed in different directions.

NOTE In a production environment, you can remove the session-init statement
for logging to reduce log size.

First, build the policy that allows incoming traffic to the CA server from the re-
mote spokes:

edit security policies from-zone UNTRUST-1 to-zone SERVERS policy 1
set match source-address any

set match destination-address CertificateAuthority

set match application junos-http

set then permit

set then log session-init session-close

Now define a policy for each direction between VOIP and ADVPN:

edit security policies from-zone VOIP to-zone ADVPN policy 1
set match source-address VOIP-Networks

set match destination-address VOIP-Networks

set match application any

set then permit

set then log session-init session-close

edit security policies from—zone ADVPN to-zone VOIP policy 1
set match source-address VOIP-Networks

set match destination-address VOIP-Networks

set match application any

set then permit

set then log session-init session-close

Now define a policy for each direction between SERVERS and ADVPN:

edit security policies from-zone SERVERS to-zone ADVPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

edit security policies from-zone ADVPN to-zone SERVERS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close
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root@ADVPN-HUB# edit security policies from-zone ADVPN to-zone ADVPN policy 1
root@ADVPN-HUB# set match source-address any

root@ADVPN-HUB# set match destination-address any

root@ADVPN-HUB# set match application any

root@ADVPN-HUB# set then permit

root@ADVPN-HUB# set then log session-init session-close

You need to be able to trace traffic that does not hit a firewall rule, so add a
global config with a deny policy. There is no need to add the policy default-poli-
cy as long as you don’t make any other changes to the global policy, but for se-
curity precautions, you should add this policy:

root@ADVPN-HUB# set security policies default-policy deny-all

root@ADVPN-HUB# edit security policies global

root@ADVPN-HUB# set policy 1 match source-address any

root@ADVPN-HUB# set policy 1 match destination-address any

root@ADVPN-HUB# set policy 1 match application any

root@ADVPN-HUB# set policy 1 then deny
root@ADVPN-HUB# set policy 1 then log session-init session-close

The next step is to enroll the root certificate from our trusted CA, if the finger-
print is okay, type Yes:
root@ADVPN-HUB# run request security pki ca-certificate enroll ca—-profile Our-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)

a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)
Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Now verify that you trust the downloaded certificate. Run the following com-
mand, and you can see the current numbers of valid OSCP verifications:
root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now let’s verify that we trust the downloaded certificate:

root@ADVPN-HUB# run request security pki ca-certificate verify ca-profile Our-CA_Server
CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

Wiait to see that you have a successful verification, and if the number is not up-
dated then you have a problem with the certificate or the OSCP response

service:
root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X
ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X
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It’s time to generate a key-pair for the local-certificate, like this:

root@ADVPN-HUB# run request security pki generate-key-pair certificate-id ADVPN-HUB size 2048 type rsa

When you enroll your local-certificate, you need to give some it a unique input per
device. Keep in mind that the challenge-password is unique to your CA:
root@ADVPN-HUB# run request security pki local-certificate enroll ca-profile Our-CA_Server certificate-id

ADVPN-HUB domain-name advpn-hub.mydomain.net ip-address 1.1.1.1 subject DC=mydomain.net,L=Sunnyvale,0
=Mydomain, OU=LAB, CN=advpn-hub challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

Certificate-id = The name used for the above generated key-pair.
Domain-name = FQDN of the box, corresponding to the IP-Address of the box.
IP-Address = IP-Address of the box corresponding to the FQDN.

Subject = DC=<Domain component>,CN=<Common-
Name>,0U=<Organizational-Unit name>,0=<Organization name>,SN=<Serial-
Numbers>,L=<Locality>,ST=<state>,C=<Country>

Challenge-password = Your challenge password to authenticate to the CA server
for your SCEP request. Received by going to url http://11.10.0.10/CertSrv/mscep_
admin. Optionally, you can add encryption and hash for your SCEP request.

After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status

ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

root@ADVPN-HUB# run request security pki local-certificate verify certificate-id ADVPN-HUB

CA certificate Our—-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@ADVPN-HUB# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

At this stage, it’s time to configure the IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:
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edit security ike proposal CERT-DH14-SHA256-AES256-L28800
set authentication-method rsa-signatures

set dh-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-chc

set lifetime-seconds 28800

IKE Policy

The policy is used for ADVPN topologies, and this device should only serve as a
Suggester (hub). We will bind the local-certificate to this policy:

edit security ike policy ADVPN

set mode main

set proposals CERT-DH14-SHA256-AES256-L.28800

set certificate local-certificate ADVPN-HUB

set certificate peer—certificate-type x509-signature

IKE Gateway

Configure how to authenticate the spokes that you want to establish an ADVPN
tunnel to. Here, named ADVPN-SPOKES-PRI for the remote peers depending on which
IPs are in use. The wildcard 0U name is what to search for in the remote peer’s cer-
tificate to authenticate the peer. The IKE gateway will be bound together in the
IPsec VPN configuration:

edit security ike gateway ADVPN-SPOKES-PRI

set ike—policy ADVPN

set dynamic distinguished—-name wildcard OU=LAB
set dynamic ike-user-type group-ike-id

set local-identity distinguished-name

set external-interface ge-0/0/1.0

set advpn partner disable

set version v2-only

edit security ike gateway ADVPN-SPOKES-SEC

set ike—policy ADVPN

set dynamic distinguished-name wildcard OU=LAB
set dynamic ike-user-type group-ike-id

set local-identity distinguished-name

set external-interface ge-0/0/2.0

set advpn partner disable

set version v2-only

IPsec Proposal

Here are the parameters used in the IPsec policies:

edit security ipsec proposal ESP-SHA256-AES256-L3600
set protocol esp

set authentication-algorithm hmac-sha-256-128

set encryption-algorithm aes-256-chc

set lifetime-seconds 3600
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IPsec Policy

The IPsec policy binds IPsec proposals to be used in the IPsec VPN configuration:

edit security ipsec policy ADVPN
set perfect-forward-secrecy keys groupl4
set proposals ESP-SHA256-AES256-L3600

IPsec VPN

Now bind together the IKE Gateway and the IPsec Policy with the secure tunnel
interface. VPN names are the same as for the IKE gateways:

edit security ipsec vpn ADVPN-SPOKES-PRI
set bind-interface st0.0

set ike gateway ADVPN-SPOKES-PRI

set ike ipsec—policy ADVPN

edit security ipsec vpn ADVPN-SPOKES-SEC
set bind-interface st0.1

set ike gateway ADVPN-SPOKES-SEC

set ike ipsec—policy ADVPN

Add syslog for troubleshooting:

set system syslog user * any emergency

edit system syslog

set file messages any any

set file messages authorization info

set file messages change-log none

set file messages interactive-commands none

set file messages structured-data

set file interactive—-commands interactive—-commands any

Commit and wait for the other spoke to be configured before you can verify the
topology:

commit

Configure the Spokes

Configure all spokes, one at a time, using the same procedure for each device. Text
in boldface is unique per device. Refer to the lab topology in Figure 4.1.

First erase all configurations so you can start with a clean configuration:

root@host# delete

Allow incoming ssh access for management of the device:

root@host# set system services ssh

Configure a hostname for this machine:

root@host# set system host—-name ADVPN-SPOKE-1
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Set the system clock:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs the cor-
rect time to work:

root@host# edit system ntp
root@host# set boot-server x.x.x.x
root@host# set server x.x.x.x
root@host# set server x.x.x.x

We erased all configurations, so now you must set a new root administrator
password:

root@host# set system root-authentication plain-text-password
New password:
Retype new password:

Configure all network interfaces, here we set the MTU on the ST interface to 1400
to get fragmentation issues on the VPN:

root@host# edit interfaces

root@host# set ge-0/0/1 unit @ description untrust family inet address 2.2.1.1/24

root@host# set ge-0/0/2 unit @ description untrust family inet address 3.3.1.1/24

root@host# set ge-0/0/3 unit @ description data family inet address 11.10.101.1/24

root@host# set ge-0/0/4 unit @ description voip family inet address 21.10.101.1/24

root@host# set st@ unit @ description advpn multipoint family inet address 192.168.100.101/24
root@host# set st@ unit 1 description advpn multipoint family inet address 192.168.100.201/24
root@host# set st@ unit @ family inet mtu 1400

root@host# set st@ unit 1 family inet mtu 1400

Configure a default route:

root@host# edit routing-options static
root@host# set route 0.0.0.0/0 qualified—next-hop
root@host# set route 0.0.0.0/0 qualified-next—hop

1.
1.

2.2.1.254 metric 10

3.3.1.254 metric 11

Because there are two ISPs and you can’t have two active default gateways, you
need a way to monitor the primary connection. When the primary connection
fails, we need to failover our default gateway to the secondary IPS. This is done
with 1P-Route monitoring. (Be sure that the target address is a host that is normally
always up and responds to ping. We used the ping server located on the 1.1.1.0/24

network):

root@host# edit services rpm probe ISP1 test IP-ROUTE
root@host# set target address 1.1.1.253

root@host# set probe-count 5

root@host# set probe-interval 2

root@host# set test-interval 30

root@host# set thresholds successive-loss 5
root@host# set thresholds total-loss 5

root@host# set destination-interface ge-0/0/1.0

root@host# edit services ip-monitoring policy IP-ROUTE
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set match rpm-probe ISP1
set then preferred-route route 0.0.0.0/0 next-hop 2.2.1.254
set then preferred-route route 0.0.0.0/0 preferred-metric 5

Configure the security zone UNTRUST-1, assigning the interface to the zone plus
allowing incoming administrative services:

edit security zones security-zone UNTRUST-1

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ike

set interfaces ge-0/0/1.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/1.0 host-inbound-traffic system-services ping

Configure the security zone UNTRUST-2, assigning the interface to the zone plus
allowing incoming administrative services:

edit security zones security-zone UNTRUST-2

set interfaces ge-0/0/2.0 host-inbound-traffic system-services ike

set interfaces ge-0/0/2.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/2.0 host-inbound-traffic system-services ping

Configure the security zone CLIENTS, assigning the interface to the zone plus al-
lowing incoming administrative services:
edit security zones security-zone CLIENTS

set interfaces ge-0/0/3.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/3.0 host-inbound-traffic system-services ping

Configure the security zone VOIP, assigning the interface to the zone plus allowing
incoming administrative services:
edit security zones security-zone VOIP

set interfaces ge-0/0/4.0 host-inbound-traffic system-services ssh
set interfaces ge-0/0/4.0 host-inbound-traffic system-services ping

Configure the security zone ADVPN, assigning the interface to the zone plus al-
lowing incoming administrative services:

edit security zones security-zone ADVPN

set interfaces st@.0 host-inbound-traffic protocols ospf

set interfaces st0.0 host-inbound-traffic system-services ping

set interfaces st@.1 host-inbound-traffic protocols ospf
set interfaces st@.1 host-inbound-traffic system-services ping

Configure SPI. Peers in a security association (SA) can become unsynchronized
when one of the peers fails. For example, if one of the peers reboots, it might send
an incorrect security parameter index (SPI). You can enable the device to detect
such an event and resynchronize the peers by configuring the bad-spi response
feature:

set security ike respond-bad-spi 5

Commit the changes:

commit
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Configure the router-id used for OSPF:
root@ADVPN-SPOKE-1# set routing-options router—id 192.168.100.101

Configure the OSPF instance:

root@ADVPN-SPOKE-1# edit protocols ospf area 0.0.0.0
root@ADVPN-SPOKE-1# set interface st0.0 interface-type p2mp
root@ADVPN-SPOKE-1# set interface st0.0 metric 10
root@ADVPN-SPOKE-1# set interface st0.0 demand-circuit
root@ADVPN-SPOKE-1# set interface st0.0 flood-reduction
root@ADVPN-SPOKE-1# set interface st0.0 dynamic-neighbors
root@ADVPN-SPOKE-1# set interface st@.0 retransmit-interval 1
root@ADVPN-SPOKE-1# set interface st0.0 dead-interval 40
root@ADVPN-SPOKE-1# set interface st@.1 interface-type p2mp
root@ADVPN-SPOKE-1# set interface st0.1 metric 10
root@ADVPN-SPOKE-1# set interface st@.1 demand-circuit
root@ADVPN-SPOKE-1# set interface st@.1 flood-reduction
root@ADVPN-SPOKE-1# set interface st@.1 dynamic-neighbors
root@ADVPN-SPOKE-1# set interface st@.1 retransmit-interval 1
root@ADVPN-SPOKE-1# set interface st@.1 dead-interval 40
root@ADVPN-SPOKE-1# set interface ge-0/0/3.0 passive
root@ADVPN-SPOKE-1# set interface ge-0/0/4.0 passive

Now configure and request the certificates that you need to establish our tunnel.
First define how to find the CA:

root@ADVPN-SPOKE-1# edit security pki ca-profile Our-CA_Server
root@ADVPN-SPOKE-1# set ca-identity MydomainCertificateAuthority

Now specify the CA SCEP URL:
root@ADVPN-SPOKE-1# set enrollment url http://1.1.1.2/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate (we have disabled the verifi-
cation in this step):

root@ADVPN-SPOKE-1# set revocation-check use-ocsp ocsp
root@ADVPN-SPOKE-1# set revocation-check ocsp url http://1.1.1.2/0csp

Keep in mind that the challenge-password is unique to your CA:

root@ADVPN-SPOKE-1# edit security pki auto-re-enrollment certificate-id ADVPN-PEER
root@ADVPN-SPOKE-1# set ca-profile-name Our-CA_Server

root@ADVPN-SPOKE-1# set re—-generate-keypair

root@ADVPN-SPOKE-1# set re-enroll-trigger—-time-percentage 10

root@ADVPN-SPOKE-1# set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96
root@ADVPN-SPOKE-1# set scep-encryption-algorithm des3

root@ADVPN-SPOKE-1# top

Activate this configuration and then verify IP connectivity before continuing:

root@ADVPN-SPOKE-1# commit

Verify that you can reach your gateway and also the remote gateway using an
ICMP ping:
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root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

run pin
run pin
run pin

Qaa
P NN
SN
bR
= NN

NOTE If you can’t reach this gateway, please check your network and trouble-
shoot accordingly. When you have a working network, continue to the next step.

Let’s define our address book objects that are used in the security policies:

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

set security address—book global address VOIP-Networks 21.20.0.0/16
set security address—book global address DATA-Networks 11.10.0.0/16

Now define a policy for each direction between VOIP and ADVPN:

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

edit security policies from-zone VOIP to-zone ADVPN policy 1
set match source-address VOIP-Networks

set match destination-address VOIP-Networks

set match application any

set then permit

set then log session-init session-close

edit security policies from-zone ADVPN to-zone VOIP policy 1
set match source-address VOIP-Networks

set match destination-address VOIP-Networks

set match application any

set then permit

set then log session-init session-close

Define a policy for each direction between CLIENTS and ADVPN:

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#
root@ADVPN-SPOKE-1#

edit security policies from-zone CLIENTS to-zone ADVPN policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

edit security policies from-zone ADVPN to-zone CLIENTS policy 1
set match source-address DATA-Networks

set match destination-address DATA-Networks

set match application any

set then permit

set then log session-init session-close

edit security policies from-zone ADVPN to-zone ADVPN policy 1
set match source-address any

set match destination-address any

set match application any

set then permit

set then log session-init session-close

Because you need to be able to trace traffic that does not hit a firewall rule let’s add
a global config with a deny policy. There is no need to add the policy default-policy
as long as you don’t make any other changes to the global policy. For security pre-
cautions, you should also add this policy:
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root@ADVPN-SPOKE-1# set security policies default-policy deny-all

root@ADVPN-SPOKE-1# edit security policies global
root@ADVPN-SPOKE-1# set policy 1 match source-address any
root@ADVPN-SPOKE-1# set policy 1 match destination-address any
root@ADVPN-SPOKE-1# set policy 1 match application any
root@ADVPN-SPOKE-1# set policy 1 then deny

root@ADVPN-SPOKE-1# set policy 1 then log session-init session-close

The next step is to enroll the root certificate from the trusted CA — if the fingerprint
is okay, type Yes:
root@ADVPN-SPOKE-1# run request security pki ca-certificate enroll ca-profile Our-CA_Server
Fingerprint: (Your fingerprint will be unique)
df:68:8d:7a:dd:5d:3d:2a:32:fc:27:e4:e0:dd:22:3e:81:51:44:b4 (shal)

a8:5e:be:0d:f2:f9:e3:83:fe:e8:05:d3:01:0f:1b:97 (md5)
Do you want to load the above CA certificate ? [yes,no] (Yes)

CA certificate for profile Our-CA_Server loaded successfully

Run the next command to see the current numbers of valid OCSP verifications:

root@ADVPN-SPOKE-1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

Now verify that you trust the downloaded certificate:

root@ADVPN-SPOKE-1# run request security pki ca-certificate verify ca-profile Our-CA_Server

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

By running this command, you can see whether you have a successful verification
or not. If the number is not updated then you have a problem with the certificate
or the OCSP response service:
root@ADVPN-SPOKE-1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X
ocsp_rev_status_unknown: X

Now generate a key-pair to be used for the local certificate:

root@ADVPN-SPOKE-1# run request security pki generate-key-pair certificate-id ADVPN-PEER size 2048 type
rsa

When you enroll your local-certificate you need to add some input per device.
Keep in mind that the challenge-password is unique to your CA:

root@ADVPN-SPOKE-1# run request security pki local-certificate enroll ca-profile Our-CA_Server
certificate-id ADVPN-PEER domain-name advpn-spoke-1.mydomain.com ip-address 2.2.1.1 subject
DC=mydomain.com,L=Stockholm,0=Mydomain, OU=LAB, CN=advpn-spokes-1 challenge-password
8CDB49EEEC84401A85D5F58800DB2F96
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After you enroll for the local-certificate wait about a minute, re-run the ocsp com-
mand, and then you can verify that it’s loaded and trusted:

root@ADVPn-SPOKE-1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

root@ADVPN-SPOKE-1# run request security pki local-certificate verify certificate-id ADVPN-PEER

CA certificate Our-CA_Server: Revocation check is in progress.Please check the PKId debug logs for
completion status

root@ADVPN-SPOKE-1# run show security pki statistics | match ocsp_rev_status
ocsp_rev_status_success: X

ocsp_rev_status_revoked: X

ocsp_rev_status_unknown: X

IKE Proposal

At this stage, we should configure our IKE proposal. This can be used for multiple
tunnels and by giving it a useful name, it’s easier to troubleshoot if there is a need
later on, which will be explained in the Troubleshooting section later in this
chapter.

This proposal name tells you at a glance that it is authenticated with a Certificate
and using a strong authentication and encryption algorithm with a rekey time of
28800sec:

root@ADVPN-SPOKE-1# edit security ike proposal CERT-DH14-SHA256-AES256-L28800
root@ADVPN-SPOKE-1# set authentication-method rsa-signatures
root@ADVPN-SPOKE-1# set dh—-group groupl4

root@ADVPN-SPOKE-1# set authentication-algorithm sha-256

root@ADVPN-SPOKE-1# set encryption-algorithm aes-256-cbc

root@ADVPN-SPOKE-1# set lifetime-seconds 28800

IKE Policy

In this example we use ADVPN as the name. If you had or were planning more AD-
VPN, then plan the name accordingly, for example, ADvPN-Prim and ADVPN-Sec:

root@ADVPN-SPOKE-1# edit security ike policy ADVPN

root@ADVPN-SPOKE-1# set mode main

root@ADVPN-SPOKE-1# set proposals CERT-DH14-SHA256-AES256-L28800
root@ADVPN-SPOKE-1# set certificate local-certificate ADVPN-SPOKE-1
root@ADVPN-SPOKE-1# set certificate peer—certificate-type x509-signature

IKE Gateway

root@ADVPN-SPOKE-1# edit security ike gateway ADVPN-HUB-PRI
root@ADVPN-SPOKE-1# set ike-policy ADVPN

root@ADVPN-SPOKE-1# set address 1.1.1.1

root@ADVPN-SPOKE-1# set address 1.1.2.1

root@ADVPN-SPOKE-1# set dead-peer—-detection probe-idle-tunnel
root@ADVPN-SPOKE-1# set local-identity distinguished-name
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root@ADVPN-SPOKE-1# set remote-identity distinguished-name container CN=advpn-hub
root@ADVPN-SPOKE-1# set external-interface ge-0/0/1.0

root@ADVPN-SPOKE-1# set advpn suggester disable

root@ADVPN-SPOKE-1# set advpn partner connection-limit 10

root@ADVPN-SPOKE-1# set advpn partner idle-time 60

root@ADVPN-SPOKE-1# set advpn partner idle-threshold 5

root@ADVPN-SPOKE-1# set version v2-only

root@ADVPN-SPOKE-1# edit security ike gateway ADVPN-HUB-SEC
root@ADVPN-SPOKE-1# set ike—policy ADVPN

root@ADVPN-SPOKE-1# set address 1.1.1.1

root@ADVPN-SPOKE-1# set address 1.1.2.1

root@ADVPN-SPOKE-1# set dead-peer-detection probe-idle-tunnel
root@ADVPN-SPOKE-1# set local-identity distinguished-name
root@ADVPN-SPOKE-1# set remote-identity distinguished-name container CN=advpn-hub
root@ADVPN-SPOKE-1# set external-interface ge-0/0/2.0
root@ADVPN-SPOKE-1# set advpn suggester disable
root@ADVPN-SPOKE-1# set advpn partner connection-limit 10
root@ADVPN-SPOKE-1# set advpn partner idle-time 60
root@ADVPN-SPOKE-1# set advpn partner idle-threshold 5
root@ADVPN-SPOKE-1# set version v2-only

IPsec Proposal

root@ADVPN-SPOKE-1# edit security ipsec proposal ESP-SHA256-AES256-L3600
root@ADVPN-SPOKE-1# set protocol esp

root@ADVPN-SPOKE-1# set authentication-algorithm hmac-sha-256-128
root@ADVPN-SPOKE-1# set encryption-algorithm aes-256-cbhc
root@ADVPN-SPOKE-1# set lifetime-seconds 3600

IPsec Policy

root@ADVPN-SPOKE-1# edit security ipsec policy ADVPN
root@ADVPN-SPOKE-1# set perfect-forward-secrecy keys groupl4
root@ADVPN-SPOKE-1# set proposals ESP-SHA256-AES256-L3600

IPsec VPN

root@ADVPN-SPOKE-1# edit security ipsec vpn ADVPN-HUB-PRI
root@ADVPN-SPOKE-1# set bind-interface st0.0
root@ADVPN-SPOKE-1# set ike gateway ADVPN-HUB-PRI
root@ADVPN-SPOKE-1# set ike ipsec—policy ADVPN
root@ADVPN-SPOKE-1# set establish-tunnels immediately

Because you want to have any default route active for the external interface, you
can set the “establish-tunnels” statement to “on-traffic” to reduce logs and re-
sources from the device. It also lets traffic establish the tunnel when the primary
link is down. (Be aware that this can result in application problems, if there is a
need to reach resources behind the spoke from the central site all the time):

root@ADVPN-SPOKE-1# edit security ipsec vpn ADVPN-HUB-SEC

root@ADVPN-SPOKE-1# set bind-interface st0.1

root@ADVPN-SPOKE-1# set ike gateway ADVPN-HUB-SEC

root@ADVPN-SPOKE-1# set ike ipsec—policy ADVPN
root@ADVPN-SPOKE-1# set establish-tunnels immediately
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And add syslog for troubleshooting:

root@ADVPN-SPOKE-1# set system syslog user x any emergency
root@ADVPN-SPOKE-1# edit system syslog

root@ADVPN-SPOKE-1# set file messages any any

root@ADVPN-SPOKE-1# set file messages authorization info
root@ADVPN-SPOKE-1# set file messages change-log none

root@ADVPN-SPOKE-1# set file messages interactive-commands none
root@ADVPN-SPOKE-1# set file messages structured-data

root@ADVPN-SPOKE-1# set file interactive-commands interactive-commands any

Commit the configuration:
root@ADVPN-SPOKE-1# commit

Verification

Let’s verify that your configuration is working. If something is not working, go to
the troubleshooting section for ADVPN.

OntheHub
This should give you SAs for all the spokes. Index and cookies will change:

root@ADVPN-HUB# run show security ike security-associations

Index State Initiator cookie Responder cookie ModeRemote Address
6139907 UP164749a9f9f6d00a 4d5f206101f4088c IKEv2 2.2.1.1

6139908 UP28c5fcb6d4dcaldab @ced28bdfde37a@d IKEv2 2.2.2.1

Verify that you see all your OSPF neighbors and have full state on all of them. The
address statement shows the next-hop and the ID statement show the router ID
from the routing-options stanza:

root@ADVPN-HUB# run show ospf neighbor

Address Interface State ID Pri Dead
192.168.100.102 st0.0 Full1192.168.100.102 128 -
192.168.100.101 st0.0 Full192.168.100.101 128 -

When we see that you have a OSPF neighborship with all peers, you should verify
that you received all routes and that each spoke has a different next-hop:

root@ADVPN-HUB# run show route protocol ospf
inet.0: 20 destinations, 23 routes (20 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

11.10.101.0/24  *[0SPF/10] 16:53:36, metric 11

> to 192.168.100.101 via st0.0

11.10.102.0/24  *[0SPF/10] 16:25:42, metric 11

> to 192.168.100.102 via st0.0

21.10.101.0/24  *[0SPF/10] 16:53:36, metric 11

> to 192.168.100.101 via st0.0

21.10.102.0/24  *[0SPF/10] 16:25:42, metric 11

> to 192.168.100.102 via st0.0

192.168.100.101/32 *[0SPF/10] 16:53:36, metric 10
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> t0 192.168.100.101 via st0.0

192.168.100.102/32 *[0SPF/10] 16:25:42, metric 10
> t0 192.168.100.102 via st0.0

224.0.0.5/32 *x[0SPF/10] 20:35:43, metric 1
MultiRecv

Verify active default route (active route is marked in boldface due to lower metric).
If you not have your primary default gateway up, go to the troubleshooting
section:

root@ADVPN-HUB# run show route 0.0.0.0
inet.@: 20 destinations, 23 routes (20 active, @ holddown, @ hidden)
+ = Active Route, — = Last Active, * = Both

0.0.0.0/0 x[Static/5] 17:24:19, metric 10
> to 1.1.1.254 via ge-0/0/1.0

[Static/5] 18:42:51, metric 11
> to 1.1.2.254 via ge-0/0/2.0

On Spokes

This should give you the hub SAs with the primary link up on the hub site. Index
and cookies will change.

root@ADVPN-SPOKE-1# run show security ike security-associations
Index State Initiator cookie Responder cookie ModeRemote Address
3275816 UP164749a9f9f6d00a 4d5f206101f4088c IKEv2 1.1.1.1

Verify that we have full neighborship with the hub:

root@ADVPN-SPOKE-1# run show ospf neighbor
Address Interface State ID Pri Dead
192.168.100.254 st0.0 Full192.168.100.254 128 -

When we see that you have neighborship with the hub, you should verify that you
receives all routes and that they are pointing to the hub:

root@ADVPN-SPOKE-1# run show route protocol ospf
inet.@: 17 destinations, 17 routes (17 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

11.10.0.0/24  x[0SPF/10] 16:55:00, metric 11

> to 192.168.100.254 via st0.0

11.10.102.0/24  x[0SPF/10] 16:27:06, metric 21

> to 192.168.100.254 via st0.0

21.10.0.0/24  x[0SPF/10] 16:55:00, metric 11

> to 192.168.100.254 via st0.0

21.10.102.0/24  *[0SPF/10] 16:27:06, metric 21

> to 192.168.100.254 via st0.0

192.168.100.102/32 *[0SPF/10] 16:27:06, metric 20
> to 192.168.100.254 via st0.0

192.168.100.253/32 *[0SPF/10] 16:55:00, metric 10
> to 192.168.100.254 via st0.0

192.168.100.254/32 *[0SPF/10] 16:55:00, metric 10
> to 192.168.100.254 via st0.0

224.0.0.5/32  x[0SPF/10] 19:56:12, metric 1
MultiRecv
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Verify the active default route (active route is marked in boldface due to lower
metric). If you not have your primary default gateway up, go to the troubleshoot-
ing section:

root@ADVPN-HUB# run show route 0.0.0.0
inet.@: 20 destinations, 23 routes (20 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 x[Static/5] 17:24:19, metric 10
> t0 2.2.1.254 via ge-0/0/1.0

[Static/5] 18:42:51, metric 11
> to 3.3.1.254 via ge-0/0/2.0

When you have traffic between the spokes, this should give you the shortcut SAs.
Index and Cookies will change. You will see the different active shortcut tunnels
with the “Remote Address”:

root@ADVPN-SPOKE-1# run show security ike security-associations sa-type shortcut
Index State Initiator cookie Responder cookie ModeRemote Address
3275817 UPc47ech3ac420b588 e0f48944fb66b456 IKEv2 2.2.2.1

When you have an active shortcut tunnel, you can see that you now have another
path to the destination as compared to before the shortcut tunnel. You can see this
as the next-hop has changed:

root@ADVPN-SPOKE-1# run show route protocol ospf
inet.0: 17 destinations, 17 routes (17 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

11.10.0.0/24  *[0SPF/10] 16:55:48, metric 11

> to 192.168.100.254 via st0.0

11.10.102.0/24  *[0SPF/10] 00:00:05, metric 11

> to 192.168.100.102 via st0.0

21.10.0.0/24  *[0SPF/10] 16:55:48, metric 11

> to 192.168.100.254 via st0.0

21.10.102.0/24  x[0SPF/10] 00:00:05, metric 11

> to 192.168.100.102 via st0.0

192.168.100.102/32 *[0SPF/10] 00:00:05, metric 10
> to 192.168.100.102 via st0.0

192.168.100.253/32 *[0SPF/10] 16:55:48, metric 10
> to 192.168.100.254 via st0.0

192.168.100.254/32 *[0SPF/10] 16:55:48, metric 10
> to 192.168.100.254 via st0.0

224.0.0.5/32  x[0SPF/1@] 19:57:00, metric 1
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Troubleshooting

There are three sections here that can help you troubleshoot the following issues:
m No-established tunnel
m  Connectivity issues

m Redundancy issues

No-established Tunnel

Text that has boldface indicates the problem, text below each output describes the
problem or how to proceed.

No-established tunnel means that you are actively trying to establish a tunnel, but
you did not receive any response from the remote peer. This could be a connectiv-

ity issue, such as routing or another networking problem, but it could also be a
configuration mistake on the remote peer:

root@ADVPN-SPOKE-1# run show sec ipsec inactive-tunnels detail

ID: 67108866 Virtual-system: root, VPN Name: ADVPN-HUB

Local Gateway: 2.2.1.1, Remote Gateway: 1.1.1.1

Local Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)

Remote Identity: ipv4_subnet(any:0,[0..7]1=0.0.0.0/0)

Version: IKEv2

DF-bit: clear, Bind-interface: st0.0

Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0x8608a29

Tunnel events:

Wed Jan 14 2015 11:54:01 -0800: IKE exchange is in progress currently (1 times)

Wed Jan 14 2015 11:53:20 -0800: No response from peer. Negotiation failed (2 times)
Wed Jan 14 2015 11:04:16 -0800: Tunnel is ready. Waiting for trigger event or peer to trigger
negotiation (1 times)

If there is no other information, troubleshoot the local device:
root@ADVPN-HUB# run ping 1.1.1.1

If you get a response from the peer but negotiation fails, continue your trouble-
shooting on the peer; if not, check your network connectivity.

On the hub:

root@ADVPN-HUB# run show security flow session destination-port 500

Session ID: 35059, Policy name: self-traffic-policy/1, Timeout: 60, Valid
In: 2.2.1.1/500 ——> 1.1.1.1/500;udp, If: .local..@, Pkts: 188, Bytes: 64148
OQut: 1.1.1.1/500 ——> 2.2.1.1/500;udp, If: ge-0/0/1.0, Pkts: 0, Bytes: 0

With this output, you can see the incoming IKE packet from our advpn-spoke-1,
but there is no response from the hub. If you do not find any session at all, you
know that advpn-spoke-1 can’t reach this hub with IKE even if pings reach the
hub. If you see an incoming session, go to the next step.
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Check that you have IKE configured and allowed on the external interface.
Otherwise, add the following:

root@ADVPN-HUB# show security zones security-zone UNTRUST

interfaces {
ge-0/0/1.0 {

host-inbound-traffic {

system-services {
ike;

ssh;

ping;

}

b
b
b

Verify that both the local and CA certificates are loaded on the device using the
commands below:

root@ADVPN-HUB-1# run show security pki ca-certificate
root@ADVPN-HUB-1# run show security pki local-certificate

If both certificates are loaded on the box, verify them using the commands be-
low. Otherwise retrieve the missing certificates and verify them when they are

loaded.

Verify the certificates using the commands here:

root@ADVPN-HUB# run request security pki ca-certificate verify ca—-profile Qur-CA_Server
root@ADVPN-HUB# run request security pki local-certificate verify certificate-id ADVPN-HUB
CA certificate Qur—-CA_Server verified successfully

If the certificates are not verified successfully, it may be that you can’t reach the
CRL/OCSP server or you have forgotten to disable the revocation check.

Next step is to check that you have the right IKE configuration. Check the

following;:

B Wildcard = is matching the remote peer’s local-certificate
B local-identity = distinguished-name

B External-interface = correct external interface

m Partner = is in disable state

B Version = Should be v2-only not v1

root@ADVPN-HUB# show security ike gateway ADVPN-SPOKES

ike-policy ADVPN;
dynamic {

distinguished-name {
wildcard OU=Branch;

j

ike-user-type group-ike-id;

i
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local-identity distinguished-name;
external-interface ge-0/0/1.0;
advpn {

partner {

disable;

+

}

version v2-only;

Verify that you have the right secure tunnel interface bound to this tunnel:

root@ADVPN-HUB# show security ipsec vpn ADVPN-SPOKES
bind-interface st0.0;

ike {

gateway ADVPN-SPOKES;

ipsec—-policy ADVPN;

}

Verify that you have configured the ST0.x interface both as multipoint and with a
subnet that matches the remote peer’s ST interface:

root@ADVPN-HUB# show interfaces st@ unit @

description advpn;

multipoint;

family inet {

address 192.168.100.254/24;

}

Verify that both your IKE and IPsec proposals and policies match the remote side.

root@ADVPN-HUB-1# show security ike proposal CERT-DH14-SHA256-AES256-L28800
root@ADVPN-HUB-1# show security ike policy ADVPN

root@ADVPN-HUB-1# show security ipsec proposal ESP-SHA256-AES256-L3600
root@ADVPN-HUB-1# show security ipsec policy ADVPN

If you haven’t found any configuration mistake at this stage, then enable traceop-
tions or reconfigure all steps in the guide:

root@ADVPN-HUB# run request security ike debug-enable local 1.1.1.1 remote 2.2.1.1

Check the log file and try to figure out what could cause the problem:

run show log kmd

Connectivity Issues

First you should verify that you learned all routes through OSPF from the branch
devices. You should now see IP prefixes from all ge-0/0/3.0, ge-0/0/4.0 interfaces
on all connected devices. If you are missing routes, you probably missed adding
the corresponding interface under your OSPF configuration at the remote peer. If
you are missing all routes from one peer, check your OSPF configuration. (See
steps below.) If you see that you have fewer active routes than learned, go to the
next step. One route will always be hidden, and one less active than the total of
destinations:
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root@ADVPN-HUB# run show route protocol ospf
inet.0: 53 destinations, 53 routes (52 active, @ holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

ex below
11.10.101.0/24 x[0SPF/10] 15:18:17, metric 11
> t0 192.168.100.101 via st0.0
21.10.101.0/24 x[0SPF/10] 15:18:17, metric 11
> to0 192.168.100.101 via st0.0
192.168.100.101/32 *[0SPF/10] 15:18:17, metric 10
> t0 192.168.100.101 via st0.0
224.0.0.5/32 *[0SPF/10] 17:02:44, metric 1
MultiRecv

Check to see if you have any inactive-path for your prefix. You most likely have
configured a routing policy that makes this route inactive:

root@ADVPN-HUB# run show route inactive-path

If you are missing a specific route, check the OSPF configuration for all the below
statements. And verify that all interfaces are in your configuration:

root@ADVPN-SPOKE-1# show protocols ospf
area 0.0.0.0 {
interface st0.0 {
interface-type p2mp;
metric 10;
demand-circuit;
flood-reduction;
dynamic-neighbors;

}

interface ge-0/0/3.0 {
passive;

}

interface ge-0/0/4.0 {
passive;

}

}

If you are still missing any prefix, check that the corresponding interface for your
missing prefix is active and up:

root@ADVPN-SPOKE-1# run show interfaces terse

If you are missing all routes from one peer, check the neighbor status:

root@ADVPN-HUB-1# run show ospf neighbor

If you do not get full state after a minute, enable traceoptions to troubleshoot
further:

root@ADVPN-HUB-1# set protocols ospf traceoptions file OSPF
root@ADVPN-HUB-1# set protocols ospf traceoptions file size 5m
root@ADVPN-HUB-1# set protocols ospf traceoptions flag all
root@ADVPN-HUB-1# commit
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Then check your log file to find out what’s causing the problem:

root@ADVPN-HUB-1# run show log OSPF

Redundancy Issues
If you see the remote peer with a non-primary tunnel, check the following:

root@ADVPN-HUB# run show services ip-monitoring status
Policy — IP-ROUTE (Status: FAIL)

RPM Probes:

Probe name Test Name Address Status

ISP1 IP-ROUTE 1.1.1.253 FAIL

Route-Action:
route-instance route next-hop state

inet.0 0.0.0.0/0 1.1.2.254 APPLIED

This means you can’t reach the IP-probe 1.1.1.253 using the primary interface and
you have failed on the secondary interface.

To find out when you lost the primary connection, you can use the command be-
low. When you don’t see any ‘Round trip time’ you can’t reach the IP probe

address:
root@ADVPN-HUB# run show services rpm history-results
Owner, Test Probe received Round trip time
ISP1, IP-ROUTE Thu Jan 29 09:34:48 2015 1694 usec
ISP1, IP-ROUTE Thu Jan 29 09:34:50 2015 1738 usec

ISP1, IP-ROUTE Thu Jan 29 09:34:52 2015 1611 usec
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GroupVPNv2

Group VPN, also known as Group Domain of Interpretation (GDOI), is a technol-
ogy to build encrypted connectivity between your data center and all remote loca-
tions without the need to manually configure each site as a new location is added
or removed. Instead, all configuration is done at the central site and then distrib-
uted to each of the members in a secure and encrypted fashion.

There’s a slight difference between standard based IPsec VPN, because the purpose
of Group VPN is to build full-mesh VPNs instead of Site-to-Site VPNs, which is
the prime purpose of traditional IPsec VPNs. To do this, you need a Central Group
Key Server (KS) and Group Members (GM), that is, the local gateway for each lo-
cation. You could explain this as the Key server is the parent, while the group
members are children following the parent’s decisions.

All together this makes the solution easier to manage, as smaller boxes can be used
as only one or a few IPsec SAs will be used. This is no burden when it comes to
CoS or dynamic routing protocols. Keep in mind that this topology can not to be
used over the Internet, as you must preserve the IP header.

NOTE GroupVPNv2 is supported on all SRX Series platforms except for the
SRXSxxx Series.
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GroupVPNV2 Deployment with up to 2000 GMs

In this Group VPN use case, there are three locations that should have IPsec en-
crypted traffic between them. Because this is a deployment with less then 2000
GMs, you can use a single KS to accomplish the task. Because you want the KS to
be redundant, you should form a SRX Chassis cluster for redundancy.

If you want to add more members, that will be explained in the example config.
We will also show the difference of configuration between the SRX Series and the
MX Series.

NOTE  Configuration is displayed in snippets below. Keep in mind that you need
to change variable data such as interface, IP address, and other information related
to your own network.

Lab Overview:
GroupVPNv2 StandAlone KeyServer

Zone: GROUPVPN

reth1.0 GMs

10.10.105.1/24 KeyServer
VR: Default

- -

_________________________ poommoommmmmemmmeeoes
|
10.10.105.254 ‘
L g *
10.18.101.254 | 10.18.103.254 |
:’ Zone: WAN Y ! Zone: WAN b
1 Ge-0/0/1.0 WAN : 1 Xe-0/0/1.0 LAN :
! 10.18.101.1/24 1} 10.18.103.1/24 1
, Zone: LAN vSRX 2.0 || | Zone: LAN MX i
1 Ge-0/0/0.0 LAN : 1 Xe-0/0/0.0 LAN :
: 172.16.101.1/24 ' : 172.16.103.1/24 I
1 VR: Default ;' VA:Default ]
Figure 4.4 GroupVPNZ StandAlone KeyServer

Requirements
Hardware: GC/KS - Juniper vSRX 2.0

GM - Juniper vSRX 2.0
GM - Juniper MX Routers using MS-MIC/MPC



292 Chapter 4: Configure ADVPN or GroupVPNv2

Software: vSRX - Junos 15.1X49D30
MX - Junos 15.1r2

Routing: It’s highly recommended to use a dynamic routing topology between all
GroupMembers and GS/KS, this is not described.

NTP timing: All devices should be configured for NTP timing.

Configuration

This step-by-step cookbook demands that you have a working IP routing topology
that allows connectivity between all of your sites. Before starting, configure a secu-
rity policy that allows all outgoing and incoming traffic between the WAN and
LAN zones on all group members to verify your routing topology. You should be
able to send traffic from a host on each LAN segment to a host on any of the other
LAN segments. When this has been verified, please continue with the cookbook,
and you will change and update all configuration under the security stanza on
SRX related devices. As MX does not use the security stanza, you need to make
any changes to that. Keep in mind that you might experience traffic interruption
when taking this configuration active the first time. You will also change the host-
name on all devices to make it easier to follow the cookbook.

Configuring the Key Server

It’s highly recommended to form two SRX devices into a SRX chassis cluster for
redundancy. This process is not described in this cookbook, for a description
please consult the Juniper TechLibrary at: https://www.juniper.net/documentation/
en_US/junos/topics/task/operational/chassis-cluster-srx-series-creating.html.

First delete all current configurations under the security stanza:

root@host# delete security

Change the hostname to make it easier to troubleshoot (not mandatory):

root@host# set system host-name KeyServer

Set system clock to current state before enabling NTP:

root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs correct
time to work:

root@host# edit system ntp

root@host# set boot-server x.x.x.x

root@host# set server X.x.x.x
root@host# set server X.X.Xx.x

Now configure an IKE proposal to negotiate IKE:


https://www.juniper.net/documentation/en_US/junos/topics/task/operational/chassis-cluster-srx-series-creating.html
https://www.juniper.net/documentation/en_US/junos/topics/task/operational/chassis-cluster-srx-series-creating.html
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root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

edit security group-vpn server ike proposal PSK-SHA256-DH14-AES256
set authentication-method pre-shared-keys

set authentication-algorithm sha-256

set dh-group groupl4

set encryption-algorithm aes-256-cbc

top

You now have to bind the previous IKE proposal into an IKE policy that you can
bind to each remote GM. You should also configure the pre-shared key with a
strong one. A weak one is used in this example:

edit security group-vpn server ike policy GMs
set mode main

set proposals PSK-SHA256-DH14-AES256

set pre-shared-key ascii-text 1234567890

top
As a next step, you should now define all your GMs. You will only configure three
GMs, and if you need more in your topology, please just repeat these steps for each
GM. We will use GM-0001, and GM-0003 in this chapter to cover how this is
done on an SRX and a MX Series device.

edit security group-vpn server ike gateway GM-0001

set ike-policy GMs

set address 10.18.101.1

set local-address 10.10.105.1

top edit security group-vpn server ike gateway GM-0003

set ike-policy GMs

set address 10.18.103.1

set local-address 10.10.105.1

top edit security group-vpn server ike gateway GM-0005

set ike—-policy GMs

set address 10.18.105.1

set local-address 10.10.105.1
top

Next configure the IPsec proposal; that defines how you will encrypt the traffic:

edit security group-vpn server ipsec proposal AES256-SHA256-L3600
set authentication-algorithm hmac-sha-256-128

set encryption-algorithm aes-256-cbc

set lifetime-seconds 3600

top

Now it’s time to configure a group-identifier that will define which encryption pol-
icy we will distribute to the GMs that have authenticated themselves for this
group. Each step will be described.

First define a logical name for each group that you configure. Most users have a
few groups that will define which GMs can share encrypted traffic between them.
This is just to give you an understating of how it works. We choose Group_ID-
0001 and will use the identifier 1:
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root@host#

root@host#

root@host#

root@host#
root@host#
root@host#

root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

edit security group-vpn server group GROUP_ID-0001

This is the Group-identifier:

set group-id 1

Now define how many GMs that could subsribe to this Group:
set member-threshold 2000

Let’s bind each GM from the IKE configuration above to this Group:

set ike—-gateway GM-0001
set ike—-gateway GM-0003
set ike—-gateway GM-0005

Anti-replay is a good way to prevent spoofed packets, so that’s why this should be
as low as possible. Keep in mind that a GM hosted in a virtual environment might
require a higher value than a physical machine, as the host system might process
packets more slowly, meaning packets might come out of sync. This value must be
high enough to work for all devices, if used. Let’s try it with a value of 1000
milliseconds:

set anti-replay-time-window 1000

Next define how what security protection to use when the KeyServer updates the
GMs.

Here let’s use PUSH notification to the GMs using unicast:

edit server-member—communication

set communication-type unicast

set lifetime-seconds 7200

set encryption-algorithm aes-256-cbc
set sig-hash-algorithm sha-256

up
Now define the IPsec proposal configured above, but also define which networks
should be encrypted and in what direction. Because you want to allow all LAN
segments to exchange encrypted traffic, use 172.16.0.0/12 for both source and
destination to minimize configuration:

edit ipsec—sa GROUP_ID-0001

set proposal AES256-SHA256-L3600

set match-policy 1 source 172.16.0.0/12

set match-policy 1 destination 172.16.0.0/12
set match-policy 1 protocol @

top

Because you deleted all the configurations under security, you need to define a few
security policies.
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First, define the default policy and then a global policy that will act as a clean
up policy to log any traffic missing the security policy for logging purposes.
Keep in mind that the reject option for the global policy is recommended to
change to deny for a real deployment. We use reject in this case as that will
make troubleshooting faster:

root@host# set security policies default-policy deny-all

root@host# edit security policies global policy 1000

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

set
set
set
set
set
set
set
set

root@host# top

match source-address any
match destination-address any
match application any

match from-zone any

match to-zone any

then reject

then log session-init

then count

Finally you must configure your interface to be included into each respective
security zone. If you have more then one interface on your KS, don’t forget to
reconfigure that one so it works as you want. Because this cookbook only has
one interface for the KS, it also allows incoming IKE and SSH traffic: IKE for
the GM to connect and SSH for management.. Keep in mind that we use a reth
interface here because we expect that you have a SRX chassis cluster, if you do
not, change the interface to meet your environment:

root@host# set security zones security-zone GROUPVPN host-inbound-traffic system-services ike
root@host# set security zones security-zone GROUPVPN host-inbound-traffic system-services ssh
root@host# set security zones security-zone GROUPVPN interfaces rethlx<.0

Commit this configuration and let’s continue with our Group Members:

root@host# commit
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GroupVPNV2 - Deployment with More than 2000 GMs

In this use case, there are three locations that should have IPsec-encrypted traffic
between them. Because this is a deployment with more then 2000 GMs, you can
use a server-cluster deployment. The root-server should be configured as a SRX
chassis cluster for redundancy. Depending on the amount of GMs, you would need
an appropriate amount of sub-servers. Please reference the technical documenta-
tion for scaling, but this section will configure four sub-servers to give you maxi-
mum scale.

NOTE Configuration is displayed in snippets below. Keep in mind that you need
to change variable data such as interface, IP address, and other information
related to your own network.

Lab Overview:
GroupVPNv2 Server-cluster

1
1
1
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Figure 4.5 GroupVPNvZ2 Server-Cluster
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Requirements
Hardware:
GC/KS - Juniper vSRX 2.0
GM - Juniper vSRX 2.0
GM - Juniper MX Routers using MS-MIC/MPC
vSRX - Junos 15.1X49D30
MX - Junos 15.1r2

Routing: It’s highly recommended to use a dynamic routing topology between all
Group Members and GS/KS, but this is not covered.

NTP timing: All devices should be configured for NTP timing.

Configuration

This step-by-step book demands that you have a working IP routing topology that
allows connectivity between all of your sites. Before starting, configure a security
policy that allows all outgoing and incoming traffic between the WAN and LAN
zones on all group members to verify your routing topology. You should be able to
send traffic from a host on each LAN segment to a host on any of ther other LAN
segments. When this has been verified. Please continue with this book and we will
change and update all configuration under the security stanza on SRX related de-
vices. As MX does not use the security stanza, we would need to make any changes
to that. Keep in mind that you might experience traffic interruption when taking
this configuration active the first time. We will also change the hostname on all de-
vices to make it easier to follow the book.

Configuring the Root Server

It’s highly recommended to form two SRX devices into a SRX chassis cluster for
redundancy. This is not described in this book, but it is within the Juniper TechLi-
brary at: https://www.juniper.net/documentation/en_US/junos/topics/task/opera-
tional/chassis-cluster-srx-series-creating.html.

First, delete all current configurations under the security stanza:

root@host# delete security

Change the hostname to make it easier to troubleshoot (not mandatory):

root@host# set system host-name RootSrv

Set system clock to current state before enabling NTP:
root@host# run set date (YYYYMMDDhhmm.ss)


https://www.juniper.net/documentation/en_US/junos/topics/task/operational/chassis-cluster-srx-series-creating.html
https://www.juniper.net/documentation/en_US/junos/topics/task/operational/chassis-cluster-srx-series-creating.html
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root@host#
root@host#

If reachable, configure an NTP server, as Certificate authentication needs correct
time to work:

edit system ntp

set boot-server Xx.x.X.Xx
set server X.X.X.X

set server X.X.X.X

top

Now configure an IKE proposal to negotiate IKE:

edit security group-vpn server ike proposal PSK-SHA256-DH14-AES256
set authentication-method pre-shared-keys

set authentication-algorithm sha-256

set dh—-group groupl4

set encryption-algorithm aes-256-cbc

top

You now have to bind the previous IKE proposal into an IKE policy that you can
bind to each remote sub-server. You should also configure the pre-shared key with
a strong one. A weak one is used in this example:

edit security group-vpn server ike policy SubSrv
set mode main

set proposals PSK-SHA256-DH14-AES256

set pre-shared-key ascii-text 0987654321

top

As a next step, you should now define all your sub-servers:

edit security group-vpn server ike gateway SubSrvel

set ike—policy SubSrv

set dead-peer-detection always—send

set address 10.16.101.1

set local-address 10.10.101.1

top edit security group-vpn server ike gateway SubSrve2
set ike—policy SubSrv

set dead-peer-detection always—-send

set address 10.16.102.1

set local-address 10.10.102.1

top edit security group-vpn server ike gateway SubSrve@3
set ike—policy SubSrv

set dead-peer-detection always—-send

set address 10.16.103.1

set local-address 10.10.103.1

top edit security group-vpn server ike gateway SubSrvo4
set ike—policy SubSrv

set dead-peer-detection always—send

set address 10.16.104.1

set local-address 10.10.104.1

top
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Next configure the IPsec proposal, that defines how you will encrypt the traffic:

root@host# edit security group-vpn server ipsec proposal AES256-SHA256-L3600
set authentication-algorithm hmac-sha-256-128

set encryption-algorithm aes-256-cbc

set lifetime-seconds 3600

root@host#
root@host#
root@host#
root@host#

root@host#

root@host#

root@host#

root@host#

root@host#

root@host#
root@host#
root@host#
root@host#

root@host#
root@host#

top

Now it’s time to configure a group identifier that will define which encryption poli-
cy we will distribute to sub-server and GM that have authenticated themselves for
this group. Each step will be described.

First define a logical name for each group that you configure. Most users have a
few groups that will define which GMs can share encrypted traffic between them.
This is just to give you an understating of how it works. We choose Group_ID-
0001 and will use the identifier 1:

edit security group-vpn server group GROUP_ID-0001

This is the group identifier:

set group-id 1

Now define how many GMs could subsribe to this Group:

set member-threshold 2000

Define the server-cluster functions:

edit server-cluster

set

set
set
set
set

[

et
up

Define this host as the root-server:

server-role root-server

Let’s bind each sub-server from the IKE configuration above to this group:

ike-gateway SubSrvol
ike-gateway SubSrve2
ike-gateway SubSrve3
ike-gateway SubSrve4

Here we should also define the time period the root and sub-servers should re-
transmit in case of a problem:

retransmission-period 10

Anti-replay is a good way to prevent spoofed packets, so that’s why this should be
as low as possible. Keep in mind that a GM hosted in a virtual environment might
require a higher vaule then a physical machine as the host system might process
packets more slowly, meaning packets might come out of sync. If used, this vaule
must be high enough to work for all devices. Let’s try it with a vaule of 1000
milliseconds:

root@host# set anti-replay-time-window 1000
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Next define how what security protection to use when the KeyServer updates the
GM:s.

Here, let’s use PUSH notification to the GMs using unicast:

root@host# edit server-member—-communication
root@host# set communication-type unicast
root@host# set lifetime-seconds 7200

root@host# set encryption-algorithm aes-256-cbc
root@host# set sig-hash-algorithm sha-256
root@host# up

Now define the IPsec proposal configured above, but also define which networks
should be encrypted and in what direction. Because you want to allow all LAN
segments to exchange encrypted traffic, use 172.16.0.0/12 for both source and
destination to minimize configuration:

root@host# edit ipsec-sa GROUP_ID-0001

root@host# set proposal AES256-SHA256-L3600

root@host# set match-policy 1 source 172.16.0.0/12

root@host# set match-policy 1 destination 172.16.0.0/12

root@host# set match-policy 1 protocol @
root@host# top

Because you deleted all the configurations under security, you need to define a few
security policies.

First, define the default policy and then a global policy that will act as a clean up
policy to log any traffic missing the security policy for logging purposes. Keep in
mind that the reject option for the global policy is recommended to change to deny
for a real deployment. We use reject in this case as that will make troubleshooting
faster:

root@host# set security policies default-policy deny-all

root@host# edit security policies global policy 1000
root@host# set match source-address any

root@host# set match destination-address any
root@host# set match application any

root@host# set match from-zone any

root@host# set match to-zone any

root@host# set then reject

root@host# set then log session-init

root@host# set then count

root@host# top

Finally, you must configure your interface to be included in each respective security
zone. If you have more than one interface on your KS, don’t forget to reconfigure
that one so it works as you want. Because this book only has one interface for the
KS, it also allows incoming IKE and SSH traffic: IKE for the GM to connect and
SSH for management. Keep in mind that we use a reth interface here because we
expect that you have a SRX chassis cluster, if you do not, change the interface to
meet your environment:
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root@host# set security zones security-zone GROUPVPN host-inbound-traffic system-services ike
root@host# set security zones security-zone GROUPVPN host-inbound-traffic system-services ssh
root@host# set security zones security-zone GROUPVPN interfaces rethl.0
root@host# set security zones security-zone GROUPVPN interfaces reth2.0
root@host# set security zones security-zone GROUPVPN interfaces reth3.0
root@host# set security zones security-zone GROUPVPN interfaces reth4.0

Commit this configuration and let’s continue with the sub servers:

root@host# commit

Configuring the Sub-Servers

Sub-servers should not be configured as SRX chassis clusters.

First delete all current configuration under the security stanza:

root@host# delete security

Change the hostname to make it easier to troubleshoot (not mandatory):

root@host# set system host-name SubSrvol

Set system clock to current state before enabling NTP:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an N'TP server, as Certificate authentication needs correct
time to work:

root@host#edit system ntp
root@host# set boot-server x.x.x.x
root@host# set server Xx.x.X.x
root@host# set server x.x.x.x

Now configure an IKE proposal to negotiate IKE:

root@host# edit security group-vpn server ike proposal PSK-SHA256-DH14-AES256
root@host# set authentication-method pre-shared-keys

root@host# set authentication-algorithm sha-256

root@host# set dh—-group groupl4

root@host# set encryption-algorithm aes-256-cbc

root@host# top

You now have to bind the previous IKE proposal into an IKE policy that you can
bind to each remote GM. You should also configure the pre-shared key with a
strong one. A weak one is used in this example. Keep in mind it should be the same
as on the root-server:

root@host# edit security group-vpn server ike policy RootSrv

root@host# set mode main

root@host# set proposals PSK-SHA256-DH14-AES256

root@host# set pre-shared-key ascii-text 0987654321
root@host# top
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root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
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root@host#

root@host#
root@host#
root@host#
root@host#
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root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

You now have to bind the previous IKE proposal into an IKE policy that you can
bind to each Group member.

You should also configure the pre-shared key with a strong one. A weak one is
used in this example. Keep in mind it should be the same as on the root server.

This step is not mandatory; you can use the previous policy with the same pre-
shared key, but we prefer to have different ones between the root-server and group
members:

edit security group-vpn server ike policy GMs
set mode main

set proposals PSK-SHA256-DH14-AES256

set pre-shared-key ascii-text 1234567890

top

Next define the root server. Keep an eye on the x — that should be the correct peer
sub-server, see your topology:

edit security group-vpn server ike gateway RootSrv
set ike—policy RootSrv

set dead-peer-detection always—-send

set address 10.10.10x.1

set local-address 10.16.10x.1

Now define all your Group members. Remember that this needs to be done on all
sub-servers, both now and in the future, if you add more group members later on,
and that the local addresses should be updated for each sub-server:

top edit security group-vpn server ike gateway GM-0001
set ike—policy GMs

set address 10.18.101.1

set local-address 10.17.10x.1

top edit security group-vpn server ike gateway GM-0003
set ike—policy GMs

set address 10.18.103.1

set local-address 10.17.10x.1

top edit security group-vpn server ike gateway GM-0005
set ike-policy GMs

set address 10.18.105.1

set local-address 10.17.10x.1

top

Next configure the IPsec proposal, that defines how you will encrypt the traffic:

edit security group-vpn server ipsec proposal AES256-SHA256-L3600
set authentication-algorithm hmac-sha-256-128

set encryption-algorithm aes-256-cbc

set lifetime-seconds 3600

top

Now it’s time to configure a group-identifier that will define which encryption pol-
icy we will distribute to the GMs that have authenticated themselves for this
group. Each step will be described.
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First define a logical name for each group that you configure. Most users have a
few groups that will define which GMs can share encrypted traffic between them.
This is just to give you an understating of how it works. We choose Group_ID-
0001 and will use the identifier 1:

root@host# edit security group-vpn server group GROUP_ID-0001

This is the Group-identifier:
root@host# set group-id 1

Now define how many GMs that could subsribe to this Group:
root@host# set member-threshold 2000

Let’s bind each GM from the IKE configuration above to this Group:

root@host# set ike-gateway GM-0001
root@host# set ike—gateway GM-0003
root@host# set ike—-gateway GM-0005

Now define this host as the sub-server:

root@host# edit server-cluster
root@host# set server-role sub-server

You also have to define the gateway to the root server:

root@host# set ike—gateway RootSrv

Here define the time period that the root and sub-servers should re-transmit in case
of a problem:

root@host# set retransmission-period 10
root@host# up

Anti-replay is a good way to prevent spoofed packets, so that’s why this should be
as low as possible. Keep in mind that a GM hosted in a virtual environment might
require a higher value then a physical machine, as the host system might process
packets slower, meaning the packet might come out of sync. If used, this vaule
must be high enough to work for all devices. Let’s try it with a vaule of 1000
milliseconds:

root@host# set anti-replay-time-window 1000

Next define what security protection to use when the KeyServer updates the GMs.

Here let’s use PUSH notification to the GMs using unicast:

root@host# edit server-member—communication
root@host# set communication-type unicast
root@host# set lifetime-seconds 7200

root@host# set encryption-algorithm aes-256-cbc
root@host# set sig-hash-algorithm sha-256
root@host# up
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root@host#
root@host#
root@host#
root@host#
root@host#
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root@host#
root@host#
root@host#
root@host#
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root@host#

Now define the IPsec proposal configured above, but also define which networks
should be encrypted and in what direction. Because you want to allow all LAN
segments to exchange encrypted traffic, use 172.16.0.0/12 for both source and
destination to minimize configuration:

edit ipsec—sa GROUP_ID-0001

set proposal AES256-SHA256-L3600

set match-policy 1 source 172.16.0.0/12

set match-policy 1 destination 172.16.0.0/12

set match-policy 1 protocol @

top
Because you deleted all the configurations under security, you need to define a few
security policies.
First, define the default policy and then a global policy that will act as a clean up
policy to log any traffic missing the security policy for logging purposes. Keep in
mind that the reject option for the global policy is recommended to change to deny
for a real deployment. We use reject in this case as that will make troubleshooting
faster:

set security policies default-policy deny-all

edit security policies global policy 1000

set match source-address any

set match destination-address any

set match application any

set match from-zone any

set match to-zone any

set then reject

set then log session-init

set then count

top
Finally you must configure your interface to be included in each respective security
zone. If you have more than one interface on your KS, don’t forget to reconfigure
that one so it works as you want. Because this book only has one interface for the
KS, it also allows incoming IKE and SSH traffic: IKE for the GM to connect and
SSH for management. Keep in mind that we use a reth interface here because we
expect that you have a SRX chassis cluster, if you do not, change the interface to
meet your environment:

set security zones security-zone GROUPVPN host-inbound-traffic system-services ike

set security zones security-zone GROUPVPN host-inbound-traffic system-services ssh

set security zones security-zone GROUPVPN interfaces ge-0/0/0.0

set security zones security-zone GROUPVPN interfaces ge-0/0/1.0
Commit this configuration and let’s continue with our sub-servers:

commit

Repeat this configuration for the three sub-servers, keeping in mind that you need
to change the IP addresses to match your topology as well as your hostname.
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Group Members

To configure the GMs, start with the SRX:

First delete all current configurations under the security stanza:

root@host# delete security

Change the hostname to make it easier to troubleshoot (not mandatory):

root@host# set system host-name GM-0001

Set system clock to current state before enabling NTP:
root@host# run set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs correct
time to work:

root@host# edit system ntp
root@host# set boot-server x.x.x.x
root@host# set server x.x.x.x
root@host# set server x.x.x.x

Now configure an IKE proposal to negotiate IKE:

root@host# edit security group-vpn member ike proposal PSK-SHA256-DH14-AES256
root@host# set authentication-method pre-shared-keys

root@host# set authentication-algorithm sha-256

root@host# set dh—-group groupl4

root@host# set encryption-algorithm aes-256-cbc

root@host# top

You now have to bind the previous IKE proposal into an IKE policy that you can
bind to the Key Server. You should also configure the pre-shared key with a strong
one. A weak one is used in this example. This should be the same as configured on
the sub-servers and Key Server:

root@host# edit security group-vpn member ike policy KeySrv

root@host# set mode main

root@host# set proposals PSK-SHA256-DH14-AES256

root@host# set pre-shared-key ascii-text 1234567890
root@host# top

Now define how to reach the Key Server and sub-server. If you have multiple sub-
servers, you normally divide the load over each of them, depending on the amount
of GMs, but you can add up to the scale limit per sub-server. In a lab, we recom-
mend that you add all GMs to one sub-server for easy verification and testing:

root@host# edit security group-vpn member ike gateway KeySrv

root@host# set ike-policy KeySrv

root@host# set server-address x.x.x.x (should match your Key or sub-server depending on

topology, if multiple sub-servers, add the following
in the order you want your redundancy).
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root@host#
root@host#

root@host#

root@host#
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set
top

local-address 10.18.101.1

This defines the IPsec configuration:

edit security group-vpn member ipsec vpn GROUP_ID-0001

set

set

set

set

set
set

set

This defines which gateway to use:

ike-gateway KeySrv

This defines which external interface to use, where encryption/decryption will take
place:

group-vpn-external-interface ge-0/0/1.0

Here you define which group you want to subscribe to when you have authenti-
cated with the Key server:

group 1

The recovery probe helps renegotiate a new IPsec key if you fall out of state:

recovery-probe

If you have a need for excluding traffic from the encryption, you can use an ex-
clude policy — this is just an example that could be used if there is any need, but
you don’t have to configure it:

fail-open rule 1 source-address 2.2.2.0/24
fail-open rule 1 destination-address 1.1.1.0/24

You should now add new security policies as you have deleted them above. Keep
in mind that the reject option should be changed to deny in a live deployment:

security policies default-policy deny-all

edit security policies global policy 1000

set
set
set
set
set
set
set
set
top

match source-address any
match destination-address any
match application any

match from-zone any

match to-zone any

then reject

then log session-init

then count

For GroupVPNs to even trigger its negotiation with the Key server on the SRX,
you must have a steering IPsec-policy. If this one is not configured, but you have a
security policy allowing traffic to and from the WAN, the default fail-close will
want to trigger, so that’s why this is really important:
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root@host# edit security ipsec—policy from-zone LAN to-zone WAN
root@host# set ipsec—group-vpn GROUP_ID-0001

root@host#

top

You also have to configure a security policy to define what should be allowed in
and out between these zones. As the IPsec policy will encrypt/decrypt anything to/
from 172.16.0.0/12; you can either define this network or make it wider or more
narrow. It’s all up to the security you have. Here we will use this networks as the
control:

root@host# set security address-book global address 172.16.0.0/12 172.16.0.0/12

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#

edit security policies from-zone LAN to-zone WAN policy 1

set
set
set
set
set
set
top

match source-address 172.16.0.0/12
match destination-address 172.16.0.0/12
match application any

then permit

then log session-init

then log session-close

edit security policies from-zone WAN to-zone LAN policy 1

set
set
set
set
set
set
top

match source-address 172.16.0.0/12
match destination-address 172.16.0.0/12
match application any

then permit

then log session-init

then log session-close

Finally you must configure the security zones to host the interfaces again, since we
deleted the security stanza above. Here we allow IKE for the WAN-facing interface
and PING and SSH as well for both interfaces for troubleshooting. This is some-
thing you might want to change for security purposes in a live deployment:

edit security zones security-zone LAN

set
set
set
top

host-inbound-traffic system-services ssh
host-inbound-traffic system-services ping
interfaces ge-0/0/0.0

edit security zones security-zone WAN

set
set
set
set
top

host-inbound-traffic system-services ike
host-inbound-traffic system-services ssh
host-inbound-traffic system-services ping
interfaces ge-0/0/1.0

Commit the config:

commit
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Configuring the GMs, Next One is MX

root@host#

root@host#

root@host#

root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#
root@host#
root@host#

root@host#
root@host#
root@host#

First delete all current configurations under the security stanza:

delete security

Change the hostname to make it easier to troubleshoot (not mandatory):

set system host-name GM-0003

Set system clock to current state before enabling NTP:
run set date (YYYYMMDDhhmm.ss)

If reachable, configure an NTP server, as Certificate authentication needs correct
time to work:
set boot-server x.x.x.x

set server X.X.X.X
set server X.X.X.X

Now configure an IKE proposal to negotiate IKE:

edit security group-vpn member ike proposal PSK-SHA256-DH14-AES256
set authentication-method pre-shared-keys
set authentication-algorithm sha-256

set dh—-group groupl4

set encryption-algorithm aes-256-chc

top
You now have to bind the previous IKE proposal into an IKE policy that you can
bind to the Key server. You should also configure the pre-shared key with a strong
one. A weak one is used in this example. This should be the same as configured on
the sub-servers and Key server:

edit security group-vpn member ike policy KeySrv

set mode main

set proposals PSK-SHA256-DH14-AES256

set pre-shared-key ascii-text 1234567890

top
Now define how to reach the Key Server and sub-server. If you have multiple sub-
servers, you normally divide the load over each of them depending on the amount
of GMs, but you can add up to the scale limit per sub-server. In a lab, we recom-
mend that you add all GMs to one sub-server for easy verification and testing:

edit security group-vpn member ike gateway KeySrv

set ike-policy KeySrv
set server-address x.x.x.Xx (should match your Key or Subserver depending on topology, if

multiple sub-servers, add the following once is the order you want your redundancy).

root@host#
root@host#

root@host#

set local-address 10.18.103.1
top

This defines the IPsec configuration:
edit security group-vpn member ipsec vpn GROUP_ID-0001
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root@host# set

root@host# set

root@host# set

root@host# set
root@host# set

root@host# set
root@host# set
root@host# top

This defines which gateway to use:

ike-gateway KeySrv

This helps the system verify the direction of traffic:

match-direction output

Here you define which group you want to subscribe to when you have authenti-
cated with the Key server:

group 1

To prevent fragmentation you should configure this once for the MX:

tunnel-mtu 1400
df-bit clear

If you have a need for excluding traffic from the encryption, you can use a exclude
policy — this is just an example that could be used if there is any need, but you
don’t have to configure it:

fail-open rule 1 source-address 2.2.2.0/24
fail-open rule 1 destination-address 1.1.1.0/24

As MXs do not use the FLOW process as the SRX does, you don’t need to config-
ure any firewall polices.

Here we need a service-filter to steer traffic to the service card. First you bypass
the IKE traffic between the KS and GM, then you define what traffic should be
steered to the service card from encryption:

root@host# edit firewall family inet service-filter GroupVPN-KS

root@host# set
root@host# set
root@host# set
SubServers)

root@host# set
root@host# set
root@host# set
root@host# set
root@host# top

root@host# set

root@host# set
root@host# set

term
term
term

inbound-ks from source-address 10.1x.10x.1/32 (this is equal to KS or SubServers)
inbound-ks then skip
outbound-ks from destination-address 10.1x.10x.1/32 (this is equal to KS or

term
term
term
term

outbound-ks then skip

GROUP_ID-0001 from source-address 172.16.0.0/12
GROUP_ID-0001 from destination-address 172.16.0.0/12
GROUP_ID-0001 then service

Now you must enable the service card, keeping in mind that you might be in a dif-
ferent slot, so verify this first:

interfaces ms-0/2/0 unit @ family inet

Configure a service-set ,which is the same as the information you configured un-
der IPsec above:

services service-set GROUP_ID-0001 interface-service service-interface ms-0/2/0.0
services service-set GROUP_ID-0001 ipsec—group-vpn GROUP_ID-0001
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Finally, bind this service-set and service-filter to the WAN interface:

root@host# edit interfaces xe-0/0/1 unit @ family inet

root@host# set service input service-set GROUP_ID-0001 service-filter GroupVPN-KS
root@host# set service output service-set GROUP_ID-0001 service-filter GroupVPN-KS
root@host# top

Time to commit the configuration:

root@host# commit

Verification

Let’s verify that your configuration is working. If something is not working, go to
the troubleshooting section that follows. We will do verification of a stand alone
key server as well as for a server cluster key server. Then we will do both the SRX
and MX.

Verify Key Server in Server Cluster and Stand Alone

To make this section shorter, we will explain the difference between server cluster
and stand alone by commands and syntaxes.

The server-cluster command shows communication between root server and sub-

servers when they have connected, which also displays what is updated or not be-

tween devices. We have only shown one sub-server below. If this command is

executed on another sub-server instead, you will only be able to see the informa-

tion to the root server and not to any other sub-server. If a sub-server is not con-

nected to the root server, it won’t accept any registrations from a group member:
root@RootSrv# run show security group-vpn server server—-cluster detail

Group: GROUP_ID-0001, Group Id: 1
Role: Root-server, Version Number: 120

Peer gateway: SubSrvol
Peer IP: 10.16.101.1, Local IP: 10.10.101.1, VR: default
Role: Sub-server, Status: Active

CLUSTER-INIT send 0
CLUSTER-INIT recv H
CLUSTER-INIT success 12
CLUSTER-INIT fail : 0
CLUSTER-INIT dup 1 0
CLUSTER-INIT abort : 0
CLUSTER-INIT timeout H/
CLUSTER-UPDATE send 1 119
CLUSTER-UPDATE recv H/
CLUSTER-UPDATE success 1 119
CLUSTER-UPDATE fail 1 0
CLUSTER-UPDATE abort )
CLUSTER-UPDATE timeout H/

CLUSTER-UPDATE pending 1 0
CLUSTER-UPDATE max retry reached : 0@
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DPD send 1 24999
DPD send fail 1 0

DPD ACK recv 1 24994

DPD ACK invalid seqgno 0
IPsec SA policy mismatch 1 0
IPsec SA proposal mismatch 10
KEK SA proposal mismatch )

You normally only see IKE security associations for a short period of time until it’s
clear to the system to reduce resources between group members and it’s a Key serv-
er or sub-server. Between the root server and sub-servers, you should always see an
IKE SA.

Root-server:

root@RootSrv# run show security group-vpn server ike security-associations
Index State Initiator cookie Responder cookie ModeRemote Address

738955 UP 60b1fb7f7892bd5e b635e6d72549671e Main 10.16.103.1

738954 UP fb3c210dab77f9f5 b75e8a532f1e@31b Main 10.16.101.1

738953 UP 56ac@af%9aa643f@c6 33fcfd3f0a88450f Main 10.16.102.1

738951 UP d93f7c01666cefed 999124751affc668 Main 10.16.104.1

Sub-server or stand alone Key server:

root@KeyServer# run show security group-vpn server ike security-associations detail

A KEK security association should always be up between root server > sub-server >
group member or from keyserver > group member as long as server member com-
munication is configured, or else you won’t see any KEK security association:

root@KeyServer# run show security group-vpn server kek security-associations detail
Index 739317, Group Name: GROUP_ID-0001, Group Id: 1

Initiator cookie: 174e102blbc66e95, Responder cookie: 916a9836dbbl6fcc
Authentication method: RSA

Lifetime: Expires in 4194 seconds, Activated

Rekey in 3324 seconds

Algorithms:

Sig-hash 1 sha256
Encryption 1 aes256-cbc
Traffic statistics:

Input bytes : 168
Output bytes 1 536
Input packets 12
Output packets 12

Server Member Communication: Unicast
Retransmission Period: 1@, Number of Retransmissions: 2
Group Key Push sequence number: 2

PUSH negotiations in progress : @

Next we should verify that the IPsec security-associations are distributed between
all devices. In the command itself, you have to define if it’s used on the server or
member side:

root@KeyServer# run show security group-vpn server ipsec security-associations detail
Group: GROUP_ID-0001, Group Id: 1
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Total IPsec SAs: 1

IPsec SA: GROUP_ID-0001

Protocol: ESP, Authentication: sha256, Encryption: aes-256
Anti-replay: D3P enabled, window size 1000 milliseconds
SPI: 8e521lccc

Lifetime: Expires in 1038 seconds, Activated

Rekey in 528 seconds

Policy Name: 1

Source: 172.16.0.0/12

Destination: 172.16.0.0/12

Source Port: 0

Destination Port: @

Protocol: 0

Verify that all Group Members are registered successfully. This could be done ei-
ther on the sub-server or the stand alone Key server.

root@eyServer# run show security group-vpn server registered-members detail
Group: GROUP_ID-0001, Group Id: 1
Total number of registered members: 2

Member gateway: GM-0001, Member IP: 10.18.101.1, Vsys: root
Last Update: Thu Jan 07 2016 05:45:54

Stats:

Pull Succeeded : 3

Pull Failed HLJ

Push Sent 1 68

Push Acknowledged : 68

Push Unacknowledged : @

Here we get statistics over all the GMs from a PULL/PUSH perspective. This could
be done either on the sub-server or the stand alone Key server:

root@KeyServer# run show security group-vpn server statistics
Group: GROUP_ID-0001, Group Id: 1

Stats:

Pull Succeeded : 14

Pull Failed 1 315

Pull Exceed Member Threshold : @
Push Sent : 314

Push Acknowledged 1 313

Push Unacknowledged : 1

On the Group Members

Here you can verify traffic statistics:

root@GM-0001# run show security group-vpn member ipsec statistics
ESP Statistics:

Encrypted bytes: 20640

Decrypted bytes: 6132

Encrypted packets: 120

Decrypted packets: 73

AH Statistics:

Input bytes: 0

Output bytes: 0
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Input packets: @

Output packets: 0

Errors:

AH authentication failures: @
ESP authentication failures: @
ESP decryption failures: @

Bad headers: 0, Bad trailers: 0
D3P Statistics:

0ld timestamp packets: 0

New timestamp packets: @

No timestamp packets: 0
Unexpected D3P header packets: @
Invalid type packets: 0
Invalid length packets: 0

Invalid next header packets: @
Exclude Statistics:

Created sessions: 0
Invalidated sessions: 0
Dynamic Policy Statistics:
Created sessions: 120
Invalidated sessions: 0
Fail-Open Statistics:
Created sessions: 0
Invalidated sessions: 0
Fail-Close Statistics:
Dropped packets: 0

Troubleshooting

Here are some typical issues and mistakes to check out.

Group Member

First check that you get a IPsec SA and evaluate that it’s correct:

root@GM-0001# run show security group-vpn member policy

Group VPN Name: GROUP_ID-0001, Group Id: 1

From-zone: LAN, To-zone: WAN

Tunnel-id: 49152, Policy type: Secure

Source : IP <172.16.0.0 - 172.31.255.255>, Port <@ - 65535>, Protocol <0>
Destination : IP <172.16.0.0 - 172.31.255.255>, Port <@ - 65535>, Protocol <0>

Tunnel-id: 63489, Policy type: Fail-open (Inactivated)
Source : IP <2.2.2.0 - 2.2.2.255>, Port <@ - 65535>, Protocol <0>
Destination : IP <1.1.1.0 - 1.1.1.255>, Port <@ - 65535>, Protocol <0>

Tunnel-id: 63488, Policy type: Fail-close
Source : IP <0.0.0.0 - 255.255.255.255>, Port <@ - 65535>, Protocol <@>
Destination : IP <0.0.0.0 - 255.255.255.255>, Port <@ - 65535>, Protocol <0>

If your policy seems to be correct, check that you don’t have a problem with anti-
replay. In that case, the numbers below should change. Then you most likely need
to increase your anti-replay timer if your group member is on a virtual platform.
Also check that you have the correct timing configured:
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root@GM-0001# run show security group-vpn member ipsec statistics
D3P Statistics:

0ld timestamp packets: 0

New timestamp packets: @

No timestamp packets: 0
Unexpected D3P header packets: @
Invalid type packets: 0
Invalid length packets: 0

Invalid next header packets: @

If you don’t see any IPsec SA, or if it does not match what you expect, verify your
group ID for that SA and then check your Key server side.

If you see an IPsec SA on the group member, skip this step, or else verify that your
group member is connected:

root@eyServer# run show security group-vpn server registered-members
Group: GROUP_ID-0001, Group Id: 1

Total number of registered members: 2

Member Gateway Member IP Last Update Vsys

GM-0001 10.18.101.1 Thu Jan 07 2016 08:55:50 root

GM-0003 10.18.103.1 Thu Jan 07 2016 08:55:49 root

If your group member is not connected, go to the Key server steps below “Stand
Alone Key Server” or “Sub-server.”

If it’s connected, then it might be that you missed the ike-gateway for your GM or
that it’s incorrectly configured:

root@KeyServer# show security group-vpn server group GROUP_ID-0001
group-id 1;

member—threshold 2000;
ike-gateway GM-0001;
ike-gateway GM-0003;
ike-gateway GM-0005;
anti-replay-time-window 8000;
server—-member—communication {
communication-type unicast;
lifetime-seconds 7200;
encryption-algorithm aes-256-cbc;
sig-hash-algorithm sha-256;

}

ipsec—sa GROUP_ID-0001 {
proposal AES256-SHA256-L3600;
match-policy 1 {

source 172.16.0.0/12;
destination 172.16.0.0/12;
protocol 0;

}

}

Server Cluster

For the server cluster you should first verify that you have an established IKE ses-
sion between the root server and each sub-server. This should always be up. If it
goes down from time to time, verify your network connectivity. If it does not come
up from the start, verify that you have the correct paramemters, such as:
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m Correct IKE proposal
m An IKE policy with the correct pre-shared key
m  All of your sub-servers under the IKE gateway parameters

Then, verify your group configuration. Be sure to verify that the server-rote is cor-
rect on each host as well:

group GROUP_ID-0001 {

group-id 1;

member—threshold 2000;
server—-cluster {
server-role root-server;
ike-gateway SubSrvel;
ike-gateway SubSrve2;
ike—-gateway SubSrve3;
ike-gateway SubSrve4;
retransmission-period 10;

}

anti-replay-time-window 8000;
server-member—-communication {
communication-type unicast;
lifetime-seconds 1000;
encryption-algorithm aes-256-cbc;
sig-hash-algorithm sha-256;

Check that you allow incoming IKE messages on the security zone. Then check
any network connectivity issues.

Stand Alone Key Server or Sub-server

Here is an error you’ll most likely see when your firewall filter is incorrect on your
GM:

KeyServer gksd 50002 — — IKE negotiation failed with error: Invalid syntax. IKE Version: 1, VPN:
Not-Available Gateway: Not-Available, Local: 10.10.105.1/848, Remote: 10.18.104.1/848, Local IKE-ID:
Not-Available, Remote IKE-ID: Not-Available, VR-ID: @: Role: Responder

Verify that your sub-servers have connectivity with the root server, or else they
won’t accept any group member registrations.

Then check if each group-id hasn’t reached the total amount of group members
according to the member-threshold under each group, as that will also reject no
registrations.

Verify that you have the correct paramemters such as:
m  Correct IKE proposal
®  An IKE policy with the correct pre-shared key

m  All your sub-servers under the IKE gateway parameters
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Remote Access VPN is used for both an organization’s administrators and its
users, and each of the connections must be able to traverse network elements that
block IKE/IPsec. The NCP client has a fallback option to encapsulate these packets
into a TCP packet over port 443, meaning that most network elements on hotspots
and hotels will allow these packets.
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This final step guides you to the appropriate deployments based on what you pre-
fer. It covers both the SRX and NCP management server as well as the client, but
will not discuss the distribution of the client software. For some configurations,
you'll need to reference Step 2: Configure PKI, RADIUS, and EAP-TLS, that de-

scribes how to set up and enable external authentication.

There are several combinations that can be used, as shown here:

Local External User User User Pre- Certificates

IP-Pool IP-Pool Authentication | Authentication Authentication | Shared

(SRX) (via using Local using RADIUS (Ex using (Ex to Key

RADIUS) Password to Active Directory) | Active
(SRX) Directory)
IKEv1 Supported | Supported | Supported Supported N/A Supported | N/A
IKEv2 Supported | Supported | N/A Not part of this Supported N/A Supported
book.

Remote Access Topology Using NCP

Figure 5.1

Remote Access VPN Using NCP
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Requirements

Hardware: Juniper SRX Service Gateway.
Software: Junos 15.1X49D80 and above
NCP Management: Server

NCP Client: NCP Exclusive Remote Access Client
Radius Server: Needed for Active Directory authentication os users
Certificate Authority: ~ Needed for IKEv2 EAP-TLS

SCEP (Simple Certificate Enrollment Protocol) and OCSP (Online Certificate Sta-
tus Protocol) are used for signing and revocation verification. Manual signing and
certificate revocation lists are also possible to use, but will not be described in this
book. Keep also in mind that this book has the CA accessible through the
11.10.0.0/24 network. If you have your CA behind any other router or firewall,
make sure that it is accessible.

NOTE Only hardware or their virtual versions that support the above referenced
software are supported for this solution.

Remote Access VPN — Base criteria

user@host# top

user@host# set

user@host# set
user@host# set

user@host# set
user@host# set
user@host# set
user@host# set
user@host# top

If you will be using External Authentication or IP-Pools follow the Microsoft ex-
amples in this book.

Decide if You Want to Use Local or External IP-Pools

For Local IP-Pool configure the following.
Define an IP-Pool:

edit access address—assignment pool RA_LOCAL-IP-POOL family inet

Create a prefix that should be used for the remote access users:

network 10.17.106.0/24

Decide which IPs in this network should be usable by the clients:

range REMOTEACCESS low 10.17.106.10
range REMOTEACCESS high 10.17.106.254

Define which DNS and WINS server is to be used for the client when they connect:

xauth-attributes primary-dns 192.168.5.12
xauth-attributes secondary-dns x.x.x.x (only for IKEv2)
xauth-attributes primary-wins Xx.x.X.x

xauth-attributes secondary-wins x.x.x.x (only for IKEv2)
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If External IP-Pool:

Then the configuration is done on the external side, no need to make any state-
ments here.

Decideif You Want Local, RADIUS, or EAP-TLS User Authentication

(Local authentication is not supported with IKEv2.)

For Local Authentication

Create a profile for local authentication. You will also be given an option to decide
if you want to use a local or external IP-POOL here.. If you use an external IP-
Pool, you might want to chage the profile name to reflect that (we will not specify
it in any of these examples). We will only define the profile based on local vs exter-
nal authentication:

user@host# top edit access profile RA_LOCAL-AUTH

user@host# set client “username” firewall-user password << “Password for the user”
<<(add more users if needed)

Next (optional) add the local IP-POOL you want to use. This is the one we created
above:

user@host# set address—assignment pool RA_LOCAL-IP-POOL
user@host# top

For RADIUS or EAP-TLS Authentication

Create a profile for your RADIUS server that can authenticate your users. You will
be using the Microsoft RADIUS Server. See “Network Policy Server” on how to
install and set this up:

user@host# top edit access profile RA_EXTERNAL-AUTH
Now define that you will use RADIUS as the authtentication protocol:

user@host# set authentication-order radius

Now define the critera for the RADIUS server request:

user@host# edit radius-server 192.168.5.12
user@host# set secret “Use 22 characters that start and end with an alpha character”
<<(This should be the same secret on the radius server side)

user@host# set port xxxx
<<(If your server listen to a non-default port)

Next (optional) add the local IP-POOL you want to use. This is the one we created
above:
user@host# up 2

user@host# set address—assignment pool RA_LOCAL-IP-POOL
user@host# top
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Bind the external interface and STO interfaces to zones and define the IKE and
TCP-Encap profiles to be used to allow incoming connections with the fallback to
TCP-Encap.

Create your Internal and External and STO interfaces and bind them respectively
to TRUST, UNTRUST, and VPN zones as in the topology explained at the start of
this section.

Now enable the TCP-Encap profile to be used for fallback:

user@host# top set security tcp-encap profile NCP log

This allows Junos to listen to IKE and TCP-Encap for the incoming connections:

user@host# top edit security zone security-zone UNTRUST host-inbound-traffic
user@host# set system-service ike

user@host# set system-service tcp-encap

user@host# top

Now you need to create your firewall policy to allow traffic between each zone

and network that your users should have access to, and determine if the trusted
network should be able to reach the clients. Keep in mind that you need to have
routing pointing to client prefixes behind the SRX used for the remote access.

Remote Access VPN — Using IKEvl with Local User Authentication

This is probably the best way to do a basic test of the functionality, but not conve-
nient for any real deployment because the users will be forced to use a local user-
name and password on the SRX that they can’t change on their own, meaning
helpdesk and some other function needs access to the SRX. So this should only be
seen as a demo or test deployment for the general user.

NOTE  Configuration is displayed in snippets below. Keep in mind that you
need to change variable data such as interface, IP address and other information
related to your own network if you do not follow this book.

Let’s make the rest of the necessary SRX configuration to be able to setup/establish
the remote access connection. We start by defining the security IKE proposals, pol-
icy, and IKE gateway definitions. This needs to match on the client side further
down as well.

Create the IKE Proposal:

user@host# top edit security ike proposal PSK-DH14-AES256-SHA256-L28800
user@host# set authentication-method pre-shared-keys

user@host# set dh-group groupl4

user@host# set authentication-algorithm sha-256

user@host# set encryption-algorithm aes-256-cbc

user@host# set lifetime-seconds 28800
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Create the IKE Policy:

user@host# up 1 edit policy RA_IKEv1_LOCAL-AUTH

user@host# set mode aggressive

user@host# set proposals PSK-DH14-AES256-SHA256-L28800

user@host# set pre-shared-key ascii-text <<“ThisShouldBeAStrongPassword”

Create the IKE Gateway:

user@host# up 1 edit gateway RA_IKEv1_LOCAL-AUTH

user@host# set external-interface ge-0/0/1.0

user@host# set version vl-only

user@host# set dynamic ike-user-type shared-ike-id

user@host# set dynamic user-at-hostname remoteaccess@ra.myjuniperdemo.net << (This should be euniq for
your organization)

user@host# set ike-policy RA_IKEv1_LOCAL-AUTH

user@host# set tcp—encap-profile NCP <<(profile created earlier)

user@host# set aaa access-profile RA_LOCAL-AUTH <<(profile created earlier)

user@host# top

Now let’s proceed with the IPsec part of the configuration:

user@host# edit security ipsec proposal ESP-AES256-SHA256-L3600
user@host# set protocol esp

user@host# set authentication-algorithm hmac-sha-256-128
user@host# set encryption-algorithm aes-256-cbc

user@host# set lifetime-seconds 3600

Create IPsec Policy:

user@host# up 1 edit policy RemoteAccess
user@host# set perfect-forward-secrecy key groupl4d
user@host# set proposals ESP-AES256-SHA256-L3600

Create the IPsec VPN object:

user@host# up 1 edit vpn RA_IKEv1_LOCAL-AUTH

user@host# set bind-interface st0.1

user@host# set ike gateway RA_IKEv1_LOCAL-AUTH

user@host# set ike ipsec-policy RemoteAccess

user@host# set traffic-selector NO-SPLIT local-ip 0.0.0.0/0 <<(If you specify a shorter prefix, the
client will do split tunnel of his outgoing traffic)

user@host# set traffic-selector NO-SPLIT remote-ip 0.0.0.0/0 <<(This must be 0.0.0.0/0)
user@host# top

user@host# commit

Now you have completed the SRX side of the configuration, please go to the sec-
tion “Set up the NCP Client” below that reference on how to configure the NCP
client.
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Remote Access VPN — Using IKEv1 with RADIUS User Authentication

user@host#
user@host#
user@host#
user@host#
user@host#
user@host#

user@host#
user@host#
user@host#
user@host#

user@host#
user@host#
user@host#
user@host#
user@host#
user@host#
user@host#
user@host#
user@host#

This is probably be the most common way to deploy Remote Access because this
requires a minimum amount of configuration and provides ease of use for the
users. Keep in mind that IKEv1 has its security challenges, in this case the user de-
vice authenticates with the SRX with a pre-shared key using aggresive mode for
IKEv1, and that can be exposed. Still, to gain access to resources behind the SRX,
the user needs to authenticate to the Active Directory, and a strong policy for pass-
word and log on attempts will of course reduce the security challenge.

NOTE Configuration is displayed in snippets below. Keep in mind that you need
to change variable data such as interface, IP address and other information related
to your own network if you do not follow this book.

NOTE For the users to authenticate with Active Directory, you need to complete
the Network and Policy Server setup in Chapter 2.

Let’s make the rest of the necessary SRX configuration to be able to set up and es-
tablish the remote access connection.

You start by defining the security IKE proposals, policy, and IKE gateway defini-
tions. This needs to match on the client side further down as well.

Create the IKE Proposal:

top edit security ike proposal PSK-DH14-AES256-SHA256-L28800
set authentication-method pre-shared-keys

set dh—-group groupl4

set authentication-algorithm sha-256

set encryption-algorithm aes-256-cbc

set lifetime-seconds 28800

Create the IKE Policy:

up 1 edit policy RA_IKEv1_EXTERNAL-AUTH

set mode aggressive

set proposals PSK-DH14-AES256-SHA256-L.28800

set pre-shared-key ascii-text <<“ThisShouldBeAStrongPassword”

Create the IKE Gateway:

up 1 edit gateway RA_IKEv1_EXTERNAL-AUTH

set external-interface ge-0/0/1.0

set version vl-only

set dynamic ike-user-type shared-ike-id

set dynamic user—at-—hostname “remoteaccess@ra.myjuniperdemo.net”
set ike-policy RA_IKEv1_EXTERNAL-AUTH

set tcp—encap-profile NCP <<(profile created earlier)

set aaa access-profile RA_EXTERNAL-AUTH <<(profile created earlier)
top
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user@host#
user@host#
user@host#
user@host#
user@host#

user@host#
user@host#
user@host#

user@host#
user@host#
user@host#
user@host#
user@host#

Now proceed with the IPsec part of the configuration:

edit security ipsec proposal ESP-AES256-SHA256-L3600
set protocol esp

set authentication-algorithm hmac-sha-256-128

set encryption-algorithm aes-256-cbhc

set lifetime-seconds 3600

Create the IPsec Policy:

up 1 edit policy RemoteAccess
set perfect-forward-secrecy key groupl4
set proposals ESP-AES256-SHA256-L3600

Create the IPsec VPN object:

up 1 edit vpn RA_IKEv1_EXTERNAL-AUTH

set bind-interface st0.1

set ike gateway RA_IKEv1_EXTERNAL-AUTH

set ike ipsec—policy RemoteAccess

set traffic-selector NO-SPLIT local-ip 0.0.0.0/0 << (If you specify a shorter prefix, the

client will do split tunnel of his outgoing traffic)

user@host#
user@host#
user@host#

set traffic-selector NO-SPLIT remote-ip 0.0.0.0/0 << (This must be 0.0.0.0/0)
top
commit

Now you have completed the SRX side of the configuration.

Next go to the section “Setup the NCP Client” to reference how to configure the
NCP client.

Remote Access VPN — Using IKEv2 with EAP-TLS User Authentication

If you’re using certificate based authentication, you should chose to deploy this
example. By doing this, you will use IKEv2 using EAP-TLS where each user
authenticates itself using a personal certificate instead of a traditional password in
the active directory.

NOTE Configuration is displayed in snippets below. Keep in mind that you need
to change variable data such as interface, IP address, and other information related
to your own network if you do not follow this book.

NOTE For the users to authenticate with Active Directory, you need to complete
the Network and Policy Server setup in Chapter 2.

Let’s make the rest of the necessary SRX configuration to be able to set up and es-
tablish the remote access connection.

We start by defining the configuration for certificates to allow the client to authen-
ticate the SRX, then configure the security IKE proposals, policy, and IKE gateway
definitions. This needs to match on the client side further down as well.
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Let’s configure and request the certificates that we need on the SRX and we need to

define how to find the CA:

user@host# edit security pki ca-profile MyJuniperDemo-CA_Server
user@host# set ca-identity MyJuniperDemo-CA_Server

Specify the CA SCEP URL:
user@host# set enrollment url http://192.168.5.12/certsrv/mscep/mscep.dll

Configure how to verify the validity of the certificate:

user@host# set revocation-check use-ocsp ocsp
user@host# set revocation-check ocsp url http://192.168.5.12/0csp

Remember that the challenge-password is unique to your CA:

user@host# top edit security pki auto-re-enrollment scep certificate-id RemoteAccessNCP
user@host# set ca-profile-name MyJuniperDemo-CA_Server

user@host# set re-generate-keypair

user@host# set re-enroll-trigger-time-percentage 10

user@host# set challenge-password 8CDB49EEEC84401A85D5F58800DB2F96

user@host# set scep—encryption-algorithm des3

user@host# top

user@host# commit

Before proceeding, we need to download the root certificate of the CA server:

user@host# run request security pki ca-certificate enroll ca-profile MyJuniperDemo-CA_Server
user@host# run request security pki ca-certificate verify ca-profile MyJuniperDemo—-CA_Server

user@host# run show security pki statistics

If “ocsp_resp_success: 0” is zero, then you have some problem with your OCSP in-
stance on the CA server, and if you do not want to troubleshoot this now, deactive
OCSP verification for now:

(set security pki ca-profile MyJuniperDemo-CA_Server revocation-check disable)

This should result in “cA certificate MyJuniperDemo-CA_Server verified successfully” if
the SRX has the certificate correctly. Keep in mind, this is 7oz what should be used
in production.

Now let’s request a local certificate for the SRX that the client can verify later on.
Copy and paste may not work for you:
user@host# run request security pki local-certificate enroll ca—-profile MyJuniperDemo-CA_Server
certificate-id RemoteAccessNCP domain-name remoteaccessncp.myjuniperdemo.net ip-address 62.178.12.59

subject C=US,ST=California,L=Sunnyvale,0="Juniper Networks Inc”,0U=MyJuniperDemo, CN=RemoteAccessNCP
challenge-password 37BAE506396A1DB7F0144A2793419FA9

Create the IKE Proposal:

user@host# top edit security ike proposal CERT-DH14-AES256-SHA256-L28800
user@host# set authentication-method rsa-signatures
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user@host# set dh—-group groupl4

user@host# set authentication-algorithm sha-256
user@host# set encryption-algorithm aes-256-cbc
user@host# set lifetime-seconds 28800

Create the IKE Policy:

user@host# up 1 edit policy RA_IKEv2_EXT-AUTH
user@host# set proposals CERT-DH14-AES256-SHA256-L28800
user@host# set certificate local-certificate RemoteAccessNCP

Create the Gateway:

user@host# up 1 edit gateway RA_IKEv2_EXT-AUTH

user@host# set external-interface ge-0/0/1.0

user@host# set version v2-only

user@host# set dynamic ike-user-type group-ike-id

user@host# set dynamic user—at-hostname remoteaccess@ra.myjuniperdemo.net <<(This should be euniq for
your organization)

user@host# set ike-policy RA_IKEv2_EXT-AUTH

user@host# set tcp—encap-profile NCP << (profile created earlier)

user@host# set aaa access-profile RA_EXTERNAL-AUTH <<(profile created earlier)

user@host# top

Now to the IPsec part of the configuration:

user@host# edit security ipsec proposal ESP-AES256-SHA256-L3600
user@host# set protocol esp

user@host# set authentication-algorithm hmac-sha-256-128
user@host# set encryption-algorithm aes-256-cbc

user@host# set lifetime-seconds 3600

Create the IPsec Policy:

user@host# up 1 edit policy RemoteAccess
user@host# set perfect-forward-secrecy key groupl4
user@host# set proposals ESP-AES256-SHA256-L3600

Create the IPsec VPN object:

user@host# up 1 edit vpn RA_IKEv2_EXT-AUTH

user@host# set bind-interface st0.1

user@host# set ike gateway RA_IKEv2_EXT-AUTH

user@host# set ike ipsec-policy RemoteAccess

user@host# set traffic-selector NO-SPLIT local-ip 0.0.0.0/0 << (If you specify a shorter prefix, the
client will do split tunnel of his outgoing traffic)

user@host# set traffic-selector NO-SPLIT remote-ip 0.0.0.0/0 <<(This must be 0.0.0.0/0)

user@host# top

user@host# commit

Now you have completed the SRX side of the configuration.

Next you can go to the section “Setup the NCP Client” to reference how to config-
ure the NCP client.
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Prerequisite for Clients Using EAP-TLS on Windows

These next steps should be performed on your Windows client and will use IKEv2
EAP-TLS; they can be executed in multiple ways, but are done this way so as not
to force any other installation of third-party software.

First, be sure your Windows client is part of your Active Directory. Then open an
MMC console (this can be done by searcing for “mmc.”)

[a Consolel - [Console Root]

[a File Action View Favorites Window Help

@ MNew Ctrl+N
= Open... Ctrl+O
Save Ctrl+ S
Save As...
Add/Remove Snap-in... Ctel+M
Options...
1 WF.msc
Bt

Click on the “File” menu then “Add/Remove Snap-in.”

Add o4 Remaee Snap-isa *
wap-ra for g el carfigure wnaprn. for

eSeratie 1 e, i tan carire wiwh iteore soe ratied
Avaable wap wu: Sebexted wa s

s e L] . Corncie Roct B Exterea .

kit il Ry o Conthcates. . Curvemt ner —

FRrterizazon wanage Maroseds Cor...

0 Cortemen Bacrme Cor...

B Comparent Lariet Mrwal O .
e

i Mg [T .
IPoh o Mt
e emer Srwmeh ...

1rciier MweliCor..,
o Py GRjest .. MreefiCar. .
ety Mot Mot Cor...

iumn-wm . Ml Cor
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Highlight “Certificates” and click Add in the middle of the screen.
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Highlight “Console Root” then right-click “Certificates” and then click ‘Create
Custom Request.”

- o x
el Cortlcate {nectimant.
Befare You Bogin
That ng vapt wdl hefp 3 oA b, g
[P o p— 204 45 clher acurty
Befars ngpuriling i oMK b8, vinky B [Boming:
Wit Corges S Conntoed (0 the metark
Woer bt drpdertialy that o
[Thea ] [ Concl
Click Next.
- [=] £

3 Comficate Encliment

Select Certificate Envollment Policy

i ate eraoliveten polcy endbles enioliwent dor Cemiacates based o predelmed cemfope templites.
Costiic you

Py ¥ b
Configun ed by yous admindiirator
trve Directony Emseliment Poboy -

Lot e by syt A e
Cimbom Requedt
Proceed withaut anreliment pobey

(ot ] [eanca

Highlight “Proceed without enrollment policy” and click Next.
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S Catificame Errelioment

Custom request

Chiote wa option fioem Ehe bt bekow aed configuin The Chficite epbont o required.
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[ Seppress defasdt extonizans

Regutit feomnat: (@) PRCS 210
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Piste: Koy arehival s not svadsble e comific stes Bated ¢n o custom certdeste request, even when the
Epbion o ipredud in the codivsbe template.

[hen Cancel
Click Next.
- B X
o Cartitcat laredimars
Certificate Information
Chek Bk 15 wia tha redy wtastad fon 20 4k Pt b9 Py
recquts, pnd ihhen ek Rpsi.
Cutom rpquest ) STATUS: devatabie Detain = |
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Click on “Details” to expand the information and then click “Properties.”

Centificate Propesties

General | Subject  Exterions  Privabe Key
& Triendly narme and deccription will maie it eacier to identify snd use 8 centificste.
Frimdly name:
=
Descrpticn:
[ Bebs RemateAzcess Cert

In the “Friendly name” field, give this certificate a logical name, we give it Bob as

that’s our user. Also give a name for the “Description” and then click on the “Sub-
ject” tab.
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Certificate Properties

General Subject  Extensions  Private Key

The subject of » certificate is the user or computer to which the certsficate is issued. You
can enter infermation sbout the types of subject name and allernative name values that
can be used in a cenificate.

Subyject of certificate

The user or computer that is receiving the certificate

Subject name:

Type:

Full DN - Add >

Value:

< Remove

Alernative name:

Type:

User principal name -
Value

Under the “Alternative name” choose “User principal name” and enter the same user

name as the user you have in the Active Directory, then click Add and click on the “Ex-
tensions” tab.

Certificate Properties

General Subject EMiensond  Private Key

The fellewing are the centificale exdensions for this certificate type.

Ky usage

Estended Key Usage (spplication policies) -
An spplication policy (called enhanced key usage in Windows 2000) defines how 2
certificate can be wsed. Select the application pelicy required fer valid signatures of
centificates issued by this termplate.

Auzilable optioni: Selected options:

Seoes Pubenticoion 7 Chart usherwcaion |
| Code Signing |

Secure Email

Mueiozoft Trust List Signm
Migrosoft Time Stamping
IP security end system

IP security tunnel terming

< Remowve

Expand the“Extended Key Usage (application policies)” information and then select
“Client Authentication” and click Add. Now click on the “Private Key” tab.
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Certificate Properties b4

Genersl  Subject Extensions  Private Key

Cryptographic Service Provider b
Key options -
Set the ey length and export options for the private key,

Keysie | a4 =

[ Make private key exportable
[ Allow private key to be archived

[#] Streng private key peotection
Select Hash Algesithrm -
Select Signature Format -

o [ o [ nomy

Expand the “Key options” information and choose “Key size” as “2048” then check
the three options “Make Private key exportable,” “Allow private key to be archived,”
and “Strong private key protection.” Then click OK.

3 Cemficats Ensotimene

Certificate Information

Rk hest b5 wte he ptitns Bready selected 1ol s Limglaty, o6 chek Ditadi 86 ummemse the dertlutite
requer, and thon ek et

[T oo roqest 1) STATUS: Avuiable Dy
The N PR —— Sy 1 s by
Keywisge:
Apphcation policies. Chant Autherticution
Walbity period [l
Propeties
(et ][ Comea

Click Next.
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Windows Security

This app needs to create a cryptographic key

The application will request your permission when it opens this key. This
helps prevent unauthorized use of the application and data.

[] Require a password with this key

[essesens |

[eosvavse ]

Now you need to set a password for the certificate that will be used to authenticate
the use of this certificate later on. Choose one that you will remember. Click OK.

- o »
o Centume Lroaliment
Whre do you want to save the offline request?
¥ yeu want 16 save 8 £gy g wast 16 ph . e the request
b e Entes tha o i
<l P,
Fie Hame:
Fil Tormat
@ e
Cbmay
...... Camcel

Click the “Bro

wse” button to decide where you want to store the certificate re-
quest file.

4 Bl - ThaiC » Omisog

®

S S - @

G i

o] Enchink Rewing Acosis oAy ..
- Lnchuinst Pivmide Adueii Clant Cenhig o,

Swve i bype Regguest Fies (et

o Ve Fohseny

) e

Choose a name that you’ll remember for this user, then click Save.
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Where do you want 1o save the offline request?
e sepy ol y o P Save the regueat
0 yowr hard dhok o1 remmavable madse. Entor the lecaton and rams of yine cotheats regurt, ndthon
Aick Fisigh,
il Bams:
| € sers nobi DusksapBets-seg ===
i fgommgs;
Ry
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2] Cancel

Click Finish and the file will be saved to the location you choose.

Now, go to that location and open the saved file with the Notepad. Highlight the
text and “copy” to clipboard.
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Microsoft Edge

Open a browser and browse to http:/fqdn-of-your-certificate-server/certsrv and
log in with your user credentials.

B Mirosct datig vects % [ o
& | mmonan | = ¥ O

Mbrpuadt Aciies Dirpciory Carifcaia Sanies — My JuniporCiome Corifcute Aufharby

Wedcome

Uso e e your o-mad chord_ or othet program By using a

coftficalo, you ean oy your deelty 1o pecqde you Commuscale wih o e Wb, sign and ercrypd
Mg, and, dE0onding upon th B of Cordficite you noguersl, PO o Securiy sk

You can akuo usa this 'Wob site 1o download m cericato authosky (GA) coicatn, corifcate chain, or
bl piviacaton kst {CRLY, of 1o wiew the status of & pendng rogert

Fed mre pioimalan about ACtais Diesioly Cotioats Senicis 28 Artae Dipiioly Coticats Sinvdes
D umrdaton

Selecta task:
Bogend a corificote
Wierw the stafs of 0 pOrdeng COriACg o]
Donbead m CA cortrients, Corilcats chan, o CHY

Click “Request a certificate.”

[ Maicrosolt Active Directa %

&« 5 e 179,100,178,

Microsoll Active Directory Coréficats So My JunipeiDams Cortiicale Authority

Request a Certificate

Select the certficata typa
User Coitilicats

Or, submit an advanced cerificate request,

Click “advanced certificate request.”
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1 microsoft Active Divecte X 4=

“— » O 17219100178 certery

Diewetony Cortificals Sendcos ~ MyJuniporDema Ceitificato Authodty

Submit a Certificate Request or Renewal Request

To submit a saved request fo the CA, paste a base-64-encoded CMC or P
PKCS #7 renewal request genarated by an extemal source (such as a We

Saved Request:

ROrSCOdINBwE X L E4ANSC /RS kenE3urOGE pNRS -.!m(_‘
Base-54-0ncoded |via 3 PRTEY Zeant It/ HDPRYYIOA + 3804 2653V R0
cantificale rquest| g uiaaly ¥ ThyRT I IHRGge dqux I¥nu0 THIGHaDRY
T

(CMC or £udL2 BCE TN/ RYqBusxePlnuR+ AINRNEQED
PRCS #1000 N OkRE e FVeEpgulGuip/ he Julle hUpleHL +]
PRCS#T) PND MEW CERTIFICATE REQUEST====sof |
Cartificate Template:

[User ~]

Additional Attributes:

Adtributes;

Subemit> |

Now paste the information that you copied from the Notepad document into the
“Saved Request” form and then click Submit.

) Microsoft Active Directa 3 | =

&~ » 0 TR0 78 cotory

Microsoft Active Directory Cortiica

Certificate Issued

The cerlificate you requested was issued lo you

CDER encoded or ® Base 64 encoded
Download cerificate
E‘ﬂ Dawnload certificata chain

Check “Base 64 encode” and then click “Download certificate.”

Locate the downloaded certificate and double-click on it to open.
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& | Contificate *

General Detals  Certdcation Path

4  Ceridicate Information
for the f x
 Adcrvd GatA 0N ik 10 B drerypoed

wibrntects e-mal metsiont
SiPrinied s bty 1 a remats domputet

)

Tawued to: bon

Taswed by MydriperDemo Certhcate Authority

Valid from 4/ 142017 to 4 142018

Ingted Caryhcate... | Dspsr Statemant

o 1

2

When open, click on “Install Certificate.”
&' Cortificate import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certth L ksts, and cerihh
Ity from your dak B 0 covtidcate slore.

A oo tfisate, whichin msued by & cerbBcation suthorty, i 8 confirmaon of your idensty
& conkaing irformation uoed to profect dats o B3 eslablch seae network
. & er bk the system he tificates are kept.

Sheee Locabon
@ Currant Unar
ChLocal Machine

T contruse, dick Met.

Click Next.
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&7 Coificate lmpan Wand

Cavtificate Sore
Coraficate siores are 1yssom ancas where corficates are hept.

Windows can sutomatically seiect s cersficate store, or you can specy 8 kcation for
the ceincate.

(W) dutemanenly nelet the corefieate gisve based o the type of covihoate
(CrPiace all e tifcates in the Folowng store

Bromne..

Click Next.

& Certificate Import Wizerd

Completing the Certificate Import Wizard

The certificate wil be imparted after you dick Firigh.

fouhave spedified the follyning setngs:
(R TR Sa ] Automatically determined by the wizard
Content Certificate

Click Finish.

Cancel
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Certificate Import Wizard X

o The import was successful,

Click OK.

icwﬂﬂ | Corsle Reat Condecates - Curment Uund Pericnal Cotfs atei]
B File Actes Wiew Feoes Wedes  Hep

| nm FSRIXE B

| Conials Rt [
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» . Evterpene Tral R
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+ ) Acive Digchene Usar 08 Copy Rerutn Carmiortt mith Hew Ky

3 2 Trusted Publabur. Driie Adeunced Operations »
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s Chert Adaniicatsen b
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¥ 0 Sevart Cord Teaed Row

Now right-click on the imported certificate and choose “Export.”

& Cenfome Lap Woterd

Welcoms to the Cartiflcate Expart Wizard

e , o bheane
ion o a1 Aate B 12y ek,

2 cortate, e i ity
3 i, i, 1 T AL 14 10 B S et
oo, & cerbbcats 1kne e wystem 4 e corACaind e bt

T corntre, chk Mg,

Click Next.
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Check “Yes, export the private key” and then click Next.

£ Contificate Export Wizaed

Lxpeoet ik Foemt
ot

Select the format you wank i Lse:
DER encoded binary X509 [ .CER)
Base-64 encoded 1. 509 (.CER)
Crytigraphi Mestage Syniax Slandaed - PECS 97 Certficates (P78
inchude all cexificates in the corsfcation path f possbie
(#)Personal Information Exchange - FHCS 12 (FFY)
Bindude e F—
[Clodete the pervate key i the exportis sucoesshl
[Expert ol extendad propertes
[[)Ensbie certhcate pravscy

Miroseft Serisived Certificate Sore ((55T)

Click Next.
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£ Cemificate Export Wizard

Securty
Tia mairain peaurily, you must protect Ehe orivate bey 2 8 seaity orinciosl of by
wsng & password,
(] Growss o user rames (fecommended)
Add

Remene

Check “Password” and then choose a password that will be used for this exported
certificate.

£ Cenificate Expost Wizard

Hile o Lxport
Specty the name of the fle you wank b export

Fie rame:
y 2
| € users'bo Donumenss hos.pfx ot

Browse to choose a location and then click Next.
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& Certificate Export Wizard

Completing the Certificate Export Wizard

Feun b Suoesafly compieted the Ceruhoate Expvt wizwid,

Tou have specified the falwing se ttings: §
Fle Hame CiimersibobiDocuments ob.pfx
Expirt Kevs Yes
Inchude all cartficates in the ceviification path Yes

Fle Formal Personal bnfermaton Exchange (".pf

Finish Cancel

Click Finish.

Certificate Export Wizard X

The export was successful.

Click OK.

As IKEv2 requires certificates, you also need to download and install the Certifi-
cate Authorities” “ROOT Certificate.”

Open a browser and browse to your CA server, in our case, http://192.168.5.12/

CertSrv. If you need to authenticate yourself, do so, and the “Welcome” screen
should appear.
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[ mierosolt active Directe 3 | ==

(] itV 92.164.5.1 Zjrentaas k4

Usao this Wb sfte 10 requast & cortiScabe for your Wieb browses, o.mad clion, or olho
cortificaln, you can vonty your kenbly 1o poopk you communicalo with over th Wek
missages, and, doponding upsn the typo of cortificall you request, parkom othor so

You can also use this Wob sito to download o conificate suthority (CA) conricate, co
cartificati revocaton list (CRL), of 1o view thi sIalirs of 8 pending requast

For mose information about Active Diroctory Comtficale Services, Sed Acting Directon
Documonlation

Seloct o task:
Requast o cortificain
Wit iy SAtirs 6 & pandIng Cortifcal raquast
Comwniload a CA coniicale, camificate chain, of

Click on the “Download a CA certificate, certificate chain, or CRL” task.

B Microsolt active Direxta %

“~ O LE-AERTRT S wfetes b4

Micrasol Ast D 5 — MyJuripeiDe

Download a CA Certificate, Certificate Chain, or CRL
To brust cabboates ssued [rom this conilcation authonty, mstall this CA conifcale.
To downlond & CA corlicalt, cedtificeto chain, o CRL, sadact the cotificato and onc

Praevious [MyJurpeiChems Emm Husthoany|

ca

Encoding methedt:
" DER

U Bato 64
Install CA certficote
Downlond CA cortiicalo
Downlond CA corliicalo chain
Downdoad lalost baso CRL
Doenkond lalos! dolia CRL

Highlight the most current “CA certificate,” check on “DER,” and then click
“Download CA certificate” from the list.

When the CA Certificate is downloaded, remember where it’s saved because you
will have to move it later.
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Installing NCP Management Server

You need to have the NCP management server up and running and accessible for
all your clients when they are connected to the VPN for licensing and distribution.
With this server you can also manage the connection profiles. You can do this, and
you can do a lot more, but please see the NCP documentation for options, for cre-
ating more administrators, or for any more specific configurations.

To install the management server, you first need to install the free Microsoft SQL
Express 2014. You can find it with a basic web search. When you get to the down-
load site, you will choose the installer: ExpressAndTools 64BIT\SQLEXPRWT._
x64_ENU.exe.

When the file is downloaded, start the installation and go through all the default
selections until you come to this window.

B SQL Server Installation Center
Planning ﬁ Mew SOL Server stand-alone installation or add features to an exasting installation
Instaliation i Launch a wizard to install QL Server 2014 in 2 non-clustered envirenment or to add
features to an existing SOL Server 2014 instance.
Maintenance
Tools ? Upgrade from SQL Server 2005, SOL Server 2008, SGL Server 2008 R2 or SOL Server 2012
0 Launch & wizard te upgrade SQL Server 2005, SQL Server 2008, SOL Server 2008 R2 or SQL
Resources Senver 2012 te SOL Server 2014,
Opticns

Here you choose “New SQL Server stand-alone installation or add features to an
existing installation.”

5 SQL Server 2014 Setup. L= 1o .
License Terms

Toinstall SOL Server 2014, you must accept the Microsoft Software License Terms.

Licemse Terms
MICROSOFT SOFTWARE L RMS
Globsal Futes JEASE P
Product Updates. MICROSOIT SQL SERVER 2014 EXPRESS
CLEELA D) These lioense terms are o agreement betveen Microseft Corparation (or based on where you
Install Rules Inve, one of s affikates) and you. Flease read them. They apply to the software named above,
Festure Selection foehich inchudes the media on vhich you recened it i any. Tho terms also apply to any Microsoft
Festure Fules X o
Feature Configuration Rules
Installstion Pregress *  supplements, |
Complete a 4a
Copy Bt
1 sccept the Bcenze term.
| Tam on Cortomer Exparience improvement Program (*CE5) and Emor Baporting to hep improve the
‘quaity, refisbaity and performance of Microsoh SO Server 2014,
See the Microsoft SOI Secver 2014 Privacy Siatement for mace information,
* Microsaft SGL Server 201 also includes a Visual Studio comporsnt that will have CEIP setings tumed
ol by default f Visunl Studio s instaed, this component wil use the CEIP settings for Visual Studio,

Next > Cancel

To proceed you must read and acknowledge the license terms. Check that you ac-
cept and then click Next.
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Click Next.

Feature Selection
Selectthe Express estuees sanstall.
License Tesms Feses:
atl The configuration sod cpeiation of sach
Product Updates | Dazsbase Engane Servces. instance feature of » SOL Server instance i al
Install Files [ 50 Server Replication. inolated from other SCL Server instances. S -
m P Ay instances can operate sde-by-sideon |
: 5% ¥ Chert Took Connestisiy
s e [ e Tocls Backwards Compatibility ~
Feature fules 4 Chemt ook SOK i,
Instance Configuistion [ Mansgement Tools - Basic & NETE: &18 -
Server Configuration 7 Management Tools - Complete <L " 1E
Database Engine Configuration E_::’m“"““‘""’ K Cisk $pace Requiresnents
Feature Configuration Rules Redistributable Features Drive < 2535 ME required, 44789 ME available |~
Installaben Pregress
Complete G
Tnstanca root drecion: [C\Progeam Fies bcrosedt S Serve, =1
Shared feature directen: [CProgram Fla Mhcroseft SaL Servr =
Shared [e Serveds |E|
[ <mak ][ bers |[ o [ Her |

Instance Configuration
Spacity thename and i SQL Server, Instance of the installaion path
Ueenss Tems: O Defaut instance.
S ® Nemed instance: [SQLBpress |
Product Updstes
stall Setup Files
B Initance 10: [saupeerss |
Festure Selection
Festure Rules
Instance Configuration SQU Server directony:  C\Program Files\Microzoft SQL Server\MSSOLIZ SCLEPRESS
S Confcn Ingtafed instances
e Configuest
Fastors Configuration Rules [Imstance Name  Instanceld Features, Edaion Vessicn
Itallation Progress
Complete
bk |[ Netr ([ cama ][ hep

Here you can choose your own name for the new instance — we went with the de-
fault one. So just click Next.

In the next step you choose an account that will own this DB. Normally you
should create a “Service/Application” account, but for this lab, we’ll use the ‘ad-
ministrators’ account.
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Server Configuration

License Terms. Service Accounts | Collation
Global Rules

Product Updates
Inatall Setup Files Savite Account bame Pastward SunvpType |
o T
Fasture Sebestion, S Strver Bruwser I sericeMssRSsOLE [Pasvtes  [v]
Fasture Rules. S—
Instance Configuration.
Server Coaliguiation
Database Engine Coaiguration
Feature Carfiguiation Rubes
Installation Progress.
Complete

Microsolt recommends that you use a separate account for each ST Server service:

[Cesa T[Hets | [Cemc ][ ]

Click the “Account Name” and browse for the account.

Select this abject type:
[User. Senvice Account. Group. or Buitn sscunty principal | [[Object Types... |
From thi location:

[Ertre Drectory | [ Locations... |
Erterthe object name to select (examples):

[Admaistrator] Check Names
o] o]

Type the account name, and click “Check Names.” This should find the account,
then click OK.

Server Configuration
‘Specity the sanvice accounts and colstion configuration

License Tesms Service Accaunts | Cotation |
okl Rudes
Product Updstes
InsLal Satup Files Senice
InaLal Rues. ol
Festure Seiection SR Sapves Baowrier
Feature Rules

Instance Configunstion
Server Confiporation
Datsbase Engne Configurstion
Feature Confiquration Rubes
Instalition Progess

Compite

Microsoftrecommends that you use & separate account for each G Server senvice.

[Cemsa [ heer |[Come | e |

Type the password for the chosen account in the “Password box™ and click Next.
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Database Engine Configuration
soecty mede.

Kicense Terma $arves Confegunaton | Data Daeetores | Uses Instances | FLESTREAM |
Giobal Rudes
Product Updates Spacity the and
s © Windews aumhentieaton mict
Feature Setecteen ® -
Feature Rutes
Instance Configurstion ‘Spaciy the passwerd forthe SO Servercyscem adminizziato (6a) sccount.
Server Comfigurstion e ]
Databuse fngine
Feature Cerfiquration Fudes
Instaltion Progeess
Comgine

T e =)

T | T | I |

Check the mode “Mixed Mode (SQL Server Authentication and Windows authen-
tication” and enter the password for the choosen account (added on the previous
screen) and then click Next.

It may take some time for the installation to finish.

Your SO Strver 2014
License Terms
okl Futes
Preduct Updunes
LAl Setup Fies
tall Rk
Feature Selection
Festure Butes
e s D Daurase Engne Seriies. Sussetded
Server Contiguiation.
Ostsbasc Engme Configuration | Detai:
Feature Configuration Rules Praduet Documontation for SGL Sorver =
Snstslstion Freress =]
the components that you s t0 vew and maaage the documestaticn for SOL Server have:
L Bxen installed. By default, the Help Viewss component wses the caline kirary. Alter
1SOL Server, you can use the Help Libraey Managar componset documantation 1o
local comguter. For . se8 Uise Microsoh Books Onine for SCL
v
CAPrgram File\Miteoso SOL Server arme-nin

Click Close.

You should get the following screen.

mhg Sl Mew SOL Server stand-alone installation or add features to an existing installation

Installation Leunch & wizard to install SQL Server 2014 in a nen-clustered environment or to add
features to an existing SOL Server 2014 instance.

Vispiecanca

Yook Upgrade from SQL Server 2005, SQL Server 2008, SQL Server 2008 R2 or SQL Server 2012
Launch a wizard to upgrade SQL Server 2003, SQL Server 2004, SQL Server 2008 R2 or SQL

Resources Server 2012 10 SQL Server 2014,

Options

Close this window by clicking the upper right “X.”
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Now, launch the “Microsoft SQL Server Management Studio” application from
the “Start” menu.

SQL Server 2014 Managem... NEW

ald Connect to Server [x]
Microsoft SQL Server 2014
Server type: l Database Engine v I
Server name: v
Authentication: IWinﬂows Authentication v I

MYJUNIPERDEMO"\administrator

Comnect || Cancel || Hep || oOptons> |

Click Connect.
5

File Edit View Debug Tools Window Help
Pyl D e | Q) NewQuery Ly 50 5 |
Object Explorer v i x

Connect~ %) 4/ u fﬂ;
= [ TME-WIN-AD2\SQLEXPRESS (SQL Servi

- ca (2P
= (3 Syster, New Database...
@ [ m
@ 3 m Attach...
I U me Restore Database...
@ Y te Restore Files and Filegroups...
# [ Security N ——
& CRl Server Ob) Deploy Data-tier Application...
# (3 Replicatic Import Data-tier Application...
# (3 Managerm i3t powershell
Reports »
Refresh

Right-click “Databases” and then choose “New Database.”
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¥ Mew Database (=110 —

Selecta poge -0

- g Bseor » [Yreo

A Oprary. =

# Hogmuon Database rime: Rematedccomtic? ]
Ourar [cdetot> =)
Database fies:
Lopcalliome  Fle Tipe | Fegroup sl Suo MB] | Atogowtn / Maxsze
Remotshcs . ROWS.. PRMARY [ <] By 1 ME. Unieted
Famatpfcc..  0G  NatAopleatie 1 By 10 parcent, Urimtad

Conneckon

Sarver

TMEVINADDSOLEXPRESS

Connaction:

MYJUNSPERDEMO sdrinistrator

34 Mow connecion ompetbey

Progress

Reody ¢ w >

Give this new database a name, here we use “RemoteAccessNCP.”

In the “Initial Size (MB)” column of the database files, change this to 3, or else it
will not work. Then click OK.

s
File Edit View Debug Tools Window Help
Pl il 1D el @ o) NewQuery [ £y ¢
Object Explorer > R x
Connect~ % %) m T (2] .5
= [ TME-WIN-AD2\SQLEXPRESS (SQL Servy
= (3 Databases
= [ System Databases
# L) master
# | model
# | msdb
# | tempdb
| J) RemoteAccessNCP
= [ Secunty
ISR ] Logins
& 22 New Login...
& ## Filter 3
o) BU
A My Start PowerShell
A NT
A NT
A NT Refresh
A NT SERVICE\Winmgmt
A s
¥ [ Server Roles

+

Reports 3

Choose “Security” > “Login” > “New Login.”



348 Chapter 5: Deploy Remote Access VPN

) Login - New = 1o

Selectapoge Bsom ~ [He

2 User Magpng Users mappedto this lege:
A Securabes Map  Databass User Defaut Schoma
mastor

FRamoteAccessNCP romoleaccessncg =

Database role membership for: RemoteAccessNCP

Connection
S [] do_secessadmin
b ] do_backupoperstor

TMEWIN-ADZ\SQLEXPRESS 0] _catareader

Connaction: [ ] do_catawrter

IYIUNIPERDEMO \ndministrater | |[_] db_ciiadmin
[, istareader

B Vo connection smpeties | ‘b:d"“dww
o

Progress ] do_securtyadmn
] public

Ready

ok | [ coneel

Select “User Mapping” in the left navigation pane. Under “Users mapped to this
login” check the newly created database “RemoteAccessNCP.” Now check “db_
owner” and click OK.

You can close the Microsoft SQL Server Management Studio application.

Now launch the “ODBC Data Sources (64-bit)” application.

&% ODBC Data Sources (64-bit)

v ODBC Data Source Administrator (64-bit) B
User DSN | System OSN | Fle DSN | Davers | Tracing | Connection Pooing | About |
System Data Sources:

Name | Platiorn | Driver Add...

[

AnODBC System data source stores information about how to connect to the. ndmated data provider,
i ! | ASystem data source is visile to all users of this computer, includng NT senvice:

OK | [ Cancal |[ ‘eny Hep |

Navigate to the System DSN tab and click “Add.”
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Select a driver for which you want to set up a data source.

SQL Server Native Client 11.0  2011.110.2100.60

Name Version Cor
ODBC Driver 11 for SQL Server et RPal.vi il 31 e
SQL Server 6.03.9600.17415  Mic

Mic

[« 1] [>]

[ <esck [ Fnsh | [ Cancal

Choose “ODBC Driver 11 for SQL Server” and click Finish.

This wizard will help you create an ODBC data source that you can use to connect to
SQL Server,

& What name do you want Lo use to refer to the data source?

Name: [RemateAccessNCP ]

How do you want to describs the data sounce?
Description: |Fb'| I

Which SQL Server do you want to connect to?
VA TME-WIN-AD2\SQLEXPRESS)

Neott >

[ | [omeel | [ 1 ]

Give the ODBC connection a name. Here, we used “RemoteAccessNCP” with a
description of “RA.” For the “Server” field choose from the available list, you
should only have one.
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Check the “With SQL Server authentication using a login ID and password en-
tered by the user” option. Here, we use the recently-added user with their pass-
word. Click Next.

[#] Change the defaut database to:

\% [RemoteocessIicP v]
& Server Moo server:
| |
SPN for mimor server (Optional):
[
[ Attach database fiename:

|
(] Use ANS| quoted identfiers.
[T Use ANS| rnulls, paddings and wamings.
Applcation intent:
[READWRITE v]
(] Mhuli-subnet failover.

<Back || Mea> | | Cancel | [ Hep |

Change the default database to the newly created one “RemoteAccessNCP.” Also,
uncheck “Use ANSI quoted identifiers” and “Use ANSI nulls, paddings and warn-
ings” options, and then click Next.
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» [_]Change the language of SQL Server system messages to:
s [efaut) v]

[ Use strong encryption for data
(] Pestorm transiation for character data
[ Use regional settings when autputting cumency. numbers, dates and times.
[T Save long running queries to the log fle:
[CA\Users\ADMIN® 1\AppData\Local\Temp\2\QUEI] Brovse. . ]
Long query time miliseconds): 30000 |
(] Log ODBC drver satistics to the log fle:
[CAUsers\ADMIN=T\AppDataNLocal\Temp 2\STAT| [ Bromse ]
Connect Retry Count:

e

<Back || Fmsh | [ Cocel | [ hHew |

Click Finish.

Arew ODBC data source wil b

Micresoft QDBC Driver for SQL Server Version 12.00.2000 |~

Test Data Source... ][ ok ][ cace |

Now click on “Test Data Source.”
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Test Results

[Microsoft ODBC Daverfor SAL Server Vrsion 12.00.2000 |~
Running connectivity tests...

Connection established

Verfying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

You should see “TESTS COMPLETED SUCCESSFULLY!” Click OK.

Anew ODBC data A b d wih the following corfi

[Microsctt ODBC Driver for SQL Server Vrsion 12.00.2000 Ta]

Data Source Name: RemoteAccessNCP
Dista Source Descrption: RA

Server: TME-WIN-ADZ\SGLEXPRESS
Use Integrated Securty: No

sbase: RemoteAccesshCP
DilEnyﬂhn

Trust Server Centficate: No

Muttiple Active WS”WN@

g

Test Data Scurca... || ok || Conce |

User DS | Sysem D5N [la DSH | Davens [ Tracing [ Connection Posing [ About |
MuMSﬂm

Platform  Deiver

MRM ODC Daver 111er SOL Server

+ AnODBC Sytem dot sbout howt
@ A System data source s visble to al users of thes comgater, includig NT services

Click OK and exit the app.
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Now let’s start the installation of the NCP management server itself. Download
and launch the installer (you might have a different version depending on when
you are working through this book).

&0 NCP-SEM_Windows_x86-64_405_34543,exe

SEM Select the language for the installation from the choices below.

|Engish (urited States) v|

Welcome to the InstaltShield Wizard for NCP
Secure Enterprise Management Server 4.05
34543

The InstalShisld(R) Wizard wil install NCP Secure Enterprise
Management Server on your computer, To continue, chick Next,

This program & d by copyright law and

BUECE

seaunt  effcert emecfise moble

Next Generation Network
Access Technalogy

Click Next.
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Please read the following lcense agreement carefully.

NCP engineering GmbH Server Software License EI
Agreement (As of: January 2017) |

The terms of the License for use by you, the end user (referred to
herenafter as ‘the Licensee’) of NCP software are set out below. By
readng and accepting this notice, you agree to these terms and
condtions, so please read the text below carefuly and completely. If ~

(®) 1 accept the terms in the license agreement
() 1 do not accept the terms in the icense agreement

| <Back || mMext> || cConed |

Read and accept the license terms, then click Next.

Destination Folder Ncp
Click Mext to install to this folder, or dick Change toinstall toa
dffarant felder, FomE G cats W

Install NCP Secure Enterprise Management Server to:
LA \

IrestallShield
[ <Back [ Next> |[ cacel |

Click Next.
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15 NCP Secure Enterprise Management Server - InstaliShield Wizard [l
Ready to Install the Program
The wizard is ready to begin instalation. E‘Sﬁ‘?&h,'
Click Instal to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

InstallShield

| <Back || mnstal | [ cancel

Click Install.

14 NCP Secure Enterprise Management Server - InstaliShield Wizard [150]

The instaliShield Wizard has successfully nstalled NCP Secure
Enterprise Management Server. Chick Finish to exit the wizard.

Access Tech

When the installation is complete, click Finish.

B ration |

If the “NCP Secure Enterprise Management Server — Configuration” does not start by
itself, search for “configuration” and launch the application.
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Database Connection I Services | Operation Mode | Failsafe Database Conn»LlL

Please specifiy the name of the ODBC data source [DSM), where the
Managment Server data is to be stored.

ODBC (System) Data Source Name :

|Rﬂmu!eMtessNCP j Create

Please configure the login data required for the ODBC data source to
be used by the Managment Server to sucessfully connect to the
database.

Click “Test” to establish a test connection to the database system.

Usemame : [remoteaccessnep
Password : [ -

sy | ok | caner |

Choose your database in the “ODBC (System) Data Source Name” field and enter
the username and password that you set before. Click “Test.”

You should now see that you are able to establish the database connection.

@ Database connection established!

Now click OK and then click Apply in the previous screen.
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NCP Secure Enterprise Management Server - Configuration =

Database Connection  Services | Operation Mode | Failsafe Database connit | #]

With these settings it is possible to control the Management Server

serviees.

Name \ Beschreibung [ Status

nCPrsumgm Management (Primary) Service Running
neprsumgmbak  Management (Backup) Service Disabled
nNEPrsusess Client Session Service Stopped
neprsurad RADIUS Service Stopped
neprsureplsv Replication Server Service Stopped
neprsurepleint  Replication Client Service Disabled

neprsumgmrepl  Management Replication Service  Disabled

|| senieeson | [ suman

[ o serte | sopan |

1 oK | Cancel |

Navigate to the “Services” tab. Click “Start all.”

Keep that application open and search for the application “License.”

Search

Everywhere -

License

Launch the app.
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Activation Keys
L S | w {
Serial Number: [ |
Software Version: [4.05 34543
Licensed Version: [4.05
Tupe: | Tial Version

Irfor [100 Managed Units

|
|
|
Time left for Trial Version: |30 Days |
|
|

Licensed Server Type: |

| Save ‘ |f Close I

Enter the license information that you got from NCP and click Save.

@ Please restart NCP Management Server!

Click OK.
Software Version: |I.I15 34543
Licensed Version: |4.IJ
Type: |Heleas

Time left for Trial Version: |
Info: |5 Managed Units (configuied as Primary)

Licensed Server Type: |P|imary Server

You should see that you have an active license as shown. Once you do, click
“Close.”

Now go back to the NCP configuration tool.
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Database Connection  Sevices | Operation Made | Failsafe Database CunmilL

With these settings it is possible to control the Management Server

senvices,
Name | Bescnreibung [ status |
neprsumgm Management (Primary) Service Running
neprsumgmbak  Management (Backup) Service Disabled
neprsusess Client Session Service Running
neprsurad RADIUS Service Running
neprsureplsry Replication Server Senvice Running
neprsureplcint  Replication Client Service Disabled

p ion Service  Disabled

Senvice start | Service stop | [ stantail ﬂ

Enabile Service | Disable Senvice | Stop all |

oy | o | canea |

Click “Stop all” then “Start all,” and then finally, click OK.

Now you need to launch the console application. You might have a different ver-
sion than the one shown here.

NCP-SEM-Console_Windows_x86_405_34543.exe

SEM Select the language for the installation from the choices below.

[Englsh (United States) v|

(o ] [Comel ]

Click OK.
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NCP Welcome to the InstallShield Wizard for NCP
s prise M t Console 4.05

34543

SECURE CommurecATIionS W
The InstaliShield(R) Wizard will instal NCP Secure Enterprise
Management Console on your computer, To continue, dick
Mext.

WARNING: This program is protected by copyright law and
International reaties.

(e]e]e]t
seare  eficert casecfuse mobile

Next Generation Network
Access Technology

< Back Next> | [ cancel |

Click Next.

License Agreement

NCP engineering GmbH Server Software License ﬁ]
Agreement (As of: January 2017)

The terms of the License for use by you, the end user (referred to
herenafter as the Licensee) of NCP software are set out below. By
reading and accepting ths nolice, you agree to these terms and
conditions, so please read the text below carefuly and completely. If ~ |
(®) L accept the terms in the license agreemant

() Tdo not accept the terms in the license agreement

[ <Bedc || tet> || concel |

Read and accept the license terms, then click Next.
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Destination Folder
Click Mext toinstall to this folder, or chek Change to install to a "c’
different folder. ST coumR T
Instal NCP Console to:
C:Program Files (x86) NCPWMpmConsole|
| <Back || Next> || canced |
Click Next.

NGP

exit the

Ready to Install the Program
The wizard is ready to begin instalation.
Cick Instal to begin the instalaton.

1F you want to review or change any of your installation settngs, cick Back. Cick Cancel to

[ <eek || mstal

| [ comeel ]

Click Install.
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15! NCP Secure Enterprise Management Console - InstallShield Wizard I3

Nc P InstaliShicld Wizard Completed

Scunt commomeanons W

The Instalishield Wizard has successfully instaled NP Sequre
Enterprise Management Console. Chick Finish to exit the wizard.

(&

seare  cficert emeoluie  moble
L

Hext Generation Hetwork

Access Techaokogy

Click Finish.

Now launch the “NCP Secure Enterprise Management Console.”

SEM NCP Secure Enterprise Man... NEW

Connect to NCP Secure Enterprise Management Server

Description: INCP v |

Host: [192.168.5.12 |

por

Administrator: [Administrator |

Password: | |

[[] save password

Use SSL connection

Give this connection a name. Here, we use “NCP.” Specify the FQDN or IP ad-
dress of the NCP Server in the “Host” field. (The first time you connect to the serv-
er, the administrator account is “Administrator” with a blank password so that’s
why we now click OK.)
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Qld password ]

New password @ |uuouu ]

Retype password : |nu.u-.| ]

Lo ][ cane |

Set a password for the account “Administrator” and click “OK.” This will log you

in to the console. Close this console for now.

For the console to be useful, you must install a minimum of two plug-ins: “Li-
cense” and “Client Configuration.”

Let’s start with the License plug-in. Launch the executable.

@ NCP-SEM-Plugin-License_Windows_x86_1012_34837.exe

Welcome to Flugin Upload Setup.
ﬂ This program enables you to upload License Management

Management Server

10.12 Buld 34837 to the NCP Secure Enterprise

Click Next.

Please enter the NCP Secure Enterprise

ﬂ Management Server's IP address.
IPAddiess: 192168514

Use 5L Connection )

| Mext »

|| cancel

Type the IP Address for your NCP Secure Enterprise Management server and click

Next.
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Please enter the NCP Secure Enterprise
Management Server usemame and password.
User: [Administator |

Password : [eecsescees |

| New> || Cancel |

Enter the “User” and “Password” information and click Next.

Upload was successfully complated.

i Ext 1 | Cancel

Click Exit.

Now install the NCP console application by running the installer.

@ NCP-SEM-Plugin-Client_Windows_x86_1012_34837.exe

Welcome to Plugin Upload Setup.

This program enables you to upload Client Configuration
10,12 Buald 34837 to the NCP Secure Enterprise
Management Server

Click Next.
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Please enter the NCF Secure Enterprise

ﬁ Management Server's IP address.

| Next > | | Cancel |

Enter the IP Address of the NCP Secure Enterprise Management Server and click
Next.

Please enter the NCP Secure Enterpiise

Managemert Server username and password,
User: fAdnifislmor |

Password ; o |

[ New> || cancel |

Enter the “User” and “Password” information and click Next.

Upload was successiully completed,

i

Exit . Cancel

Click Exit.
Start the NCP Console application and log in.

SEM




366 Chapter 5: Deploy Remote Access VPN

File Edit Software Management | Management Senrel|5eﬂings View Help

5§¢xil.°9

Trace

T Tasks
Settings
Backup Server

Status database replication

Info
Manag Sessions
Update Sessions

)

Select the “Management Server” tab and then “Console Plug-ins.’

Hime. Ve Bulalio.  Upeoate
Chent Configuration 10.42 34837 20.04.2017 10:3229
License Management 1092 3487 20.04.2017 10280

Highlight “Client Configuration” and click on “Enable.”

Administrater Group Group
[ System administrator '
[ User administiator '

Read-Only Administratar i

Click “Enable all” and then click on OK.
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Now click “License Management” in the same place you selected “Client Configura-
tion” and repeat the steps. Then click “Close.” Now exit the NCP Management Con-
sole and then start it again (to load the newly uploaded plug-ins).

Before starting to create the client configuration you need to load the client license into
the Management Server.

File | Edit| Configuration Software Management
i Apply h 5

Cancel

i—‘1‘| -~

Eodl e @ %%

New entry
Delete entry
Copy entry

Paste entry
Administrators

Administrator groups

1L

Activation Keys - Details

Click the “Edit” tab and then “Activation Keys — Overview.”

Product Version  Tunnel Total  Assigned Free

Click “Import” and choose the license file provided by NCP. Load it.
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Produst Version  Tunnel Total  Assigned Free
NCP Exclusive Remote Access Client 1ne 1 3

When the load of the license file is complete, it should look like this. Then click
Close.

Now we should start to create the configuration template for the clients.

File Edit Configuration Software Management Manac

8 v x|B|§ g & m

Tl [ - no entries found -

4 ﬂ Client Configuration

174 Client Templates

L Clients

Highlight “Client Templates” then click the blue box icon in the menu bar, or
“New Entry.”
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File Edit Confi Software M; M: Server Settings View Help

g iv x o fig &m

= Client Template

Tempiate:  [Remote Access Windows Devices]

4 Client Configuration

Client Templates Configuration | info

L9 Clients

Product

B+ 4 new dient template (1)

i Productgroup: [ Client for Windows v]
Options Product type: | MNCP Exclusive Remote Access Client b ]
Wi-Fi

EAP options Software version: |11~°0 Vl
Logon options [+ Automatic distribution of license keys
View

Free user information

Give the template a name, here, we used Remote Access Windows Devices.

In the Client Template Configuration tab, highlight “Product” and choose the
following;:

Product group: “Client for Windows”

Product type: “NCP Exclusive Remote Access Client”
Software version: Pick the latest

Check: “ Automatic distribution of license keys.”

Finally, click on “new client template” in the left sidebar. Click “Save” when

asked.

File Edit Configuroti Server Settings View Help

=4 Client Template

Tempiate:  [Remote iccess Windows Dewices
4§ Client Configuration
PO
-4 Client Tempiates € |User parametess [ Infe |
- Ciienty
Product 0 ons
b4 new dient template (1) e
Restrictions Logen | Logolf | Ext. IMDHS
Options
bl 5] install NCP Credential Frovider for connedion dialeg before Windows logon
EAP aptions
[ show connection cialog before Windews logen
Yiew Windows logon

Free user information
©) Manual Windows logen

@ automatic Windows logon with configured credentialy
[ Use VPI User 1D tor Windows logan
(4] Use VPN Fassword for Windows logan

Useri0: [

passwore: |
Domain: [muniperdemel

Highlight “Logon options > Logon tab” and check all the items as shown here.
This allows the user to establish a tunnel and automatically log on to Windows.
(The domain represents your Active Directory domain.)
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File Edit C ion  Software Server Settings View Help

el Client Template

Tempiste:  [Remote Access Wingows Devices

-1 Client Configuration

14 Client Templates | Confiqurstion | User parameters | info
I Clients.
b7 mew dient template (1) Geneal =17
& Restrietians [Logon | Logett [Ext. Applications | Gptions |
Options.
WilFi The connection can b Rerminated when the user ends the windows session 1085 ffl.
EAP options
[ Discannect after Lagott
View I Fiush cached crecientials upon resuming fram hbemation / deep.
Frik it Imoriation HOTE: Only 8ppIicable wiien Username and Basswiord aie ot s1ored Within the
configuration.

Highlight “Logon options > Logoff tab, and check “Disconnect after Logoff.”

Then click “new client template” in the left sidebar and click “Save” when asked.

File Edit Cenfiguration Softy M t M t Server

8 v x @ § B % m

0 / - no entries found -

4.1 Client Configuration
# Client Templates
LD Clients

44 Remote Access Windows Devices
L Profiles

" IKE Policies

" IKEw2 Policies

"B IPSec Polici
) WiFi Profil

Copy

bof Centificate
L] PN bypas Paste
Delete

2]

Right-click “IPsec Policies” in the sidebar and click “New entry.’
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File Edit C ion  Software Server Settings View Help
‘8 iv x B IR &=

s s IPsec Policy

Name; [esp-aes2se-snazse |
4-% Client ¢
% Client Templates Configuration |Locks |Info |
LB clients
L. ! Configuration
4. # Remote Access Windows Devices
2 Frofil Protacol Encryption Authentication
o ESP AES 256 Bit SHA2 256 Bit
XE Policies
IKEV2 Policies
4§ IPSec Policles
| L newPsec poliey (1)
LA WiLFi Profites
I -f Centificate Configuration
L VPN 55
3 ven bypa Frotacol: [ese v [ aaa ]
[aEs 256 it v |
Authentication: | SHA2 256 Bit ]

Give this new policy a name. Here, we use “ESP-AES256-SHA256” so we know
what functions are used. Then click “new IPsec policy (1)” in the left sidebar
menu, and click “Save” when asked.

File Edit Configuration Software N Server Settings
{8 v ¥ B 8 B & @
=N -no entries found -

£ ciient Configuration
- # Client Templates
D Clients

Copy
U Wi-Fi Profile] Paste
bR Cetificate €| pelete

! I e—

Search

Create E-illll (uni:igulatian

Copy client configuration to hard disk
Preview profile settings

RADIUS accounting

Software downloads

Export template

Import template

Right-click “IPsec Policies” in the sidebar and select “New entry.”
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File Edit Cq ion  Software M; Server Settings View Help
8 v x 8 8§ & % m

=l IKEv2 Policy

Name: [IKEv2-Ags256-5HAZSE |
4-F) Ciient Contiguration . o
-4 Client Templates. Configuration | Locks ||nru

-8 clients

4- 4 Remote Access Windows Devices

o Encryption Pseudo-Random Funct...  Integrity Algorithm
= i AES.CBC 256 Bit  HIMAC SHA2 256 Bit 'SHAZ 256 Bit

~'w. IKE Policies
47w, IKEV2 Policies

. new IKEv2 Policy (1)
45 IPSec Falicies
L% espapsase.sHA2SE
450 Wi-Fi Profiles
=P Centiticate Configuration

bt Eneryption: AES-CBC 256 Bit v Add |
PBseudo-Random Function: |HMAC SHA2 255 Bit o W T I
Integrity Algorithm: SHAZ 256 Bil v

Give this new policy a name. Here, we use “IKEv2-AES256-SHA256” so we know
what functions are used. Then click “new IKEv2 policy (1)” in the left sidebar
menu, and click on “Save” when asked.

File Edit Confi i ft M Management Servel

= - no entries found -

4-F) Client Configuration
Client Templates
B Clients

4% Remote Access Windows Devices
Ll Profiles
- IKE Palicies

Copy

Paste
i 1 Delete
105 Wi-Fi Profil
i’ ¢ Copy user parameters

L[] wPN bypass Search
Create client configuration

Copy client configuration to hard disk
Preview profile settings

RADIUS accounting

Software downloads

Export template

Import template
T

Right-click “IKE Policies” in the sidebar and then select “New entry.”
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File Edit Confi ion  Software M. M Server Settings View Help
8 v X B 6 il = @
= IKE Policy
Name: [iKev1-aEs256-5HAZSE |
4 Client €
<7 Client Templates. Configuration [Locks [Info |
£ clients
4 # Remote Access Windows Devices
g Protiies Authentication Encryption Hash
[ Pre-shared Key AES 256 Bit SHA2 256 Bit
-4, IKE Policies
“w. mew IKE policy (1)
4w, IKEv2 Policies
] IKEVZ-AES256:SHA256
47§ 1PSec Policies
{ %' ESP-AE5256-SHA2S6
-t WA Frfiies Authenticatio Pre.shared A
nti n: e-shar bl
b Certificate Configuration ‘__"_e:KfY J il
L] vers oypass Encryption: [€s 256 5it v|
Hagh: [stn2 256 81t v

Give this new policy a name. Here, we use “IKEv1-AES256-SHA256” so we know
what functions are used. Then click “new IKE policy (1)” in the left sidebar, and
click on“Save” when asked.

File Edt C ftv Server Settings View Help

8 iv X B F @ & @

o/ Certificate Configuration

Hame : [espis ]
- Client Configuration B
<4 Ciient Tempiates < |User parameters [ Loeks [nre |
- Clients 1
24 Remote Access Windows Devices M palicy ot :
2 Prefies Ceniicate renewal ertificate: trom Prcs= 12 fte v}
2 ke Computer certificate Select certiticate: [
L newprofite 1) PRCS®12 lename:
a IKE Polic
+ Bl holioas [ Enable certiticate selection
= KEV1.AES256.5HAZS6 e
25 2 poes B
= KEV2-AES256-5HAZSE
4757 1Pec Polities

¥ ESPAES2S6-SHA2SE
O WiF Protiles
- Certificate Configuration
P Defauit PXI Configuration
{7 vPH bypass

) Pini Request at each eannedtion

First click on “Certificate Configuration” in the sidebar menu and then highlight
“Default PKI Configuration” underneath it to show the defaults. Give it a file
name and then click “Default PKI Configuration” in the left sidebar again. Click
“Save” when asked.

Next we will create two profiles, one for IKEv1 and one for IKEv2 with EAP-TLS.
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8 iv ¥ B &8 %=

. ] - no entries found -

41 Client Configuration
|4 Client Templates
% Clients

4. # Remote Access Windows Devieas

Copy
Paste

Delete

Copy user parameters

L b wicFi Py Search

b Ceific Create client configuration

-] VPN by Copy client configuration to hard disk
Preview profile settings

RADIUS accounting

Software downloads

Export template
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Right-click “Profiles” and then select “New entry.”
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Give this new profile a name. Here, we use “IKEv1” so we know what functions it
should be used for. Choose the options shown here. Keep in mind that “Tunnel

Endpoint” and “Preshared Key” should be applicable to what you have config-
ured on the SRX.
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Highlight “IPsec” in the the left menu under the “Standard Configuration” tab.

[zt
4B Client Conliguration
# Cliert Templates Configuratian | User parameters | todks [ infa |
£ Clieras
s i
44 Remote Access Windows Devices
-2 Profites Spit Tunneling e
& revi riomas T —
WE Pol Litetime: 000080000 | [dayshrsmincsed)
1151 S Pofiges Server Parametars — |
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w
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gy (¥iomablc 0D (Dead Peer Detection)
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Choose the options shown here under the IKE, IPsec, and Advanced IPsec settings.
The click “Connections” in the left menu under the “Configuration” tab.

File Edit C jon  Software Server Settings View Help
8 iv x B fiff &M
= e ]
Hame: [ieent
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LManagement Servers 192768802 |
2 erver: [0.0.00 ]

Enter the IP-Address of the NCP “Management Server.”

Then click “new profile (1)” in the left sidebar menu, and click “Save” when

asked.
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Export template
Import template

Right-click “Profiles” and click “New entry.”

File Edit Configuration Software Management Management Server Settings View Help
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Give this new profile a name. Here, we use “IKEv2 EAP-TLS” so we know what
functions it should be used for. Choose the options as shown. Keep in mind that
“Tunnel Endpoint” should be applicable to what you have configured on the SRX.
Then highlight “IPsec” under the “Standard Configuration” tab.
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Choose the options as shown for the IKE, IPsec, and Advanced IPsec settings.
Then click “Connection” in the menu under the “Configuration” tab.

| File Edn C ion Software Server Settings View Help
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Enter the IP address of the NCP “Management Server.” Then click “new profile
(1)” in the left sidebar, and click “Save” when asked.

Now you should create a generic user so you can export the configuration.
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File Edit Configuration Software Management Management Server Settings View Help
8 iv X B @ iB % E

TP [/ Remote Access Windows Devices

Client Templates c
Client Templates
| 4-LJ Profiles

Change from “Client Templates” to ‘Clients.”

SEM
File Edit Configuration Software Management Mana
& v X T :8 & =

e

Clients hd

Search:

[ I[2]

[} Search in free user information

Right-click in the window and then click on “New entry.”

Name and template for new user
Flease enter 3 unique name for the new user and select the w
appropriate template.

The name describes the user to be created by the wizard, With this name the user can be
found within the list of all users.
The template defines preconfigured data to be used for the new user.

Enter the name and select the template in the following fields.

Name of new user : [box] |

Template for new user: Illqmotemss Devices \'I

[ <o |ERetsT]

Give this user a generic name. Here we use “bob.” (These steps need to be repeted
if we add more users.) Then click Next.
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1D for personalized configuration (RSUID) / VPN connection
Please enter the ID for the personalized configuration. m

Enter a unique ID for the client 5 with the VPN
user name of the VPN connection to be used for accessing the Management Server.

If it is the same user as the VPN username for the user profile this ID can be used for all
profiles.

o for p o [RSUID) :
[bob ]

[Juse 1D as VPN user mame with password for all profiles

Password Relype password

| < Back 1[ Mext > || Cancel I

And you must give this other user a name, too, but we will change it in a few steps.
Click Next.

Authentication code
Please enter the desired authentication code. m

An authentication code is required for the Secure Client in order to connect for the first
time as “initial user” and receive the personalized configuration.

Enter the required authentication code for the new user. Alternatively, an authentication
code can automatically be generated by the system.

@ no authentication code
O generate automatically

O enter
’V Authentication code :

<Back || MNet> | [ Concel

Check “no authentication code” and click Next.
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Insert new user
Hew user will be inserted. m

Mew user has been inserted successfully !

<.Ba(t ]Ei Cancel

Click Finish.

File Edit Configuration Software Management Managel

8 (v x B § & & m

e/ Cli
Clie
Clients
Search:

[ (2]

[ Search in free user information

b1 bob |

New entry

Copy
Paste

Delete

Copy user parameters

Search

Create client configuration

Preview profile settings

RADIUS accounting

Software downloads

Now you should export this configuration, so you can use it on all clients. Right-
click the “Generic user” then select “Copy client configuration to hard disk.”
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o Save client configuration (9]
Tl » ThaPC » Lol Disk () » inetpub » wwweoot * ]
Orgorize +  Newfolder
W Favories i
B Desitop

8 Downleads

4 Recen places
1 This PC

& Deshtep

Cocuments

8 Downlosds

B housic

£ Pictures

B Videos

s Local Bisk (€

B OVD Drive (02) 155
i Hebwork
File mame: | nepphent.sigl ~|
Save astypes | Chent conligurstion {*.cnf)

a) Hide Foldors Swve [ o |

For easy distribution in our lab, we saved it to the “webroot” directory so we can
browse for it later.

If you deploy more users, one way would be to either create a directory under root
for each user, or distribute the file in a different way. Keep in mind that the file
must keep the name “ncpphone.cfg” for each user.

This part of the deployment is done.

Install NCP Client for Windows

Run the installer.

@ MCP-Exclusive-Remote-Access-Client_ Windows_x86-64_1100_35110.exe

NCP Exclusive Remote Access Client - InstallShield Wizard o

Select the language for the installation from the choices below.

English (United States) v

==

Click OK.
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ﬂl MCP Exclusive Remote Access Client - Install Wizard X
Welcome to the install wizard for NCP
Ncp Exclusive Remote Access Clent 11,00 Build

SEcuRE communcaTons W 35110
The install wizard will instal NCP Exclusive Remote Access
Chent on your computer. To continue, dick Next.

cliclle
-.5_1 A R A

ot eFicent caseciose okl

Next Generation Metvork
Access Technokagy

I

Click Next.
ﬂ MEP Exclusive Remote Access Client - Install Wizard x
License Agreement Nc
Please read the following license agreement carefuly, e Y
NCP éngineering Gabs ~

NCP Exclusive Remote Access Client Software
License Agreement (As of: Janudry 2817)

The terms of the License for use by yow, the end user
(referred to hereinafter as “the Licensee’) of NCP software
are set out below. By reading and accepting this notice,
you agres to these terms and conditions, so please read the
text below carefully and completely. If you do not accept
the terms of this agreement, you cannot uze or install the
software.

(@) accept the terms in the lcense sgresment Print
()1 do not accept the terms in the license agreement

S e

Read the license terms and check “I accept the terms in the license agreement,” then
click Next.
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}§l MCP Exclusive Remote Access Client - Install Wizard x
Destination Folder "
Click Mext to install to this folder, or dick Change to install to a
diffarent folder. e e ]

Instal NCP Exclusive Remote Access Clent to:
C:\Program Fles\NCP\Exdusive Remate Access Chent)

=/

<o [ vew> ]| conc

The installation directory will be important soon, remember the location and click
Next.

j§l MNCP Exclusive Remote Access Client - Install Wizard >

Advanced Options Ncp

REUR oA W

To start the NCP Exclusive Remote Access Client software, you can create a shortout on
the desktop.

[l Create a shortout on the deskitop

FIPS maode
[CJEnable FIPS mode

<Bak || Newt> Cancel

Click Next.
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15 NCP Bxclusive Remote Access Client - Install Wizard b4
Ready to Install the Program Nc
The wizard is ready to begin installation.

BEOs CE AT W

Click Install to begin the installation.

If you want to review or change any of your instalation settings, dick Back. Click Cancel to
exit the wizard.

coos | O ] [ o

Click “Install” and when asked for username and password, fill them in and then

proceed.

1) NCP Exclusive Remote Access Client - Install Wizard X
NCP Install Wizard Completed
FLCURE coumumicaTions Wl

The install wizard has successfuly installed NCP Exdusive
Remote Access Chient, Click Finich to exit the wizard,

HNext Generation Network
Aceess Technokodgy

Click Finish when done. Restart the computer.

Optional: Clients that use IKEv2 EAP-TLS most often follow this instruction:
copy the CA Root Certificate from the location you saved it to before, to “c:\Pro-
gram Files\NCP\Exclusive Remote Access Client\CaCerts\” or an equal directory if you
have the client installed in a different path.

Let’s verify that the CA root certificate is installed correctly by clicking Connec-
tion> Certificates> Display CA Certificates.
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& MCP Exclusive Remote Access..  — X
&wtﬁml(mﬂyﬂthn View Help
Connect

Hotspat Lagon
Connection [nfo.
Available Communication Media.
Messaging Center (SMS)..
Certificates
Enter PIN-..
Beset PIN
Change PIN- Display CA Certificates...
Exit

B A Cenificates = [m] k1

Subject
W DEanet/DC = myjuniperdemo/CHs MylunsperDemo Certificate Authority

Fielp Chose

This is how it should look (keep in mind that you might have a different path
name) and then click Close.

Now close and quit the NCP client.

Copy the downloaded ncpphone.cfg file into the installation directory of the NCP
client.

Now you have one or two options to establish the tunnel:

1. By clicking “Connect” you will establish your tunnel, enter the correct
y g y y
credentials.

) WCP Exchusive Remote Aocess..  — *®
Comnection Configuration View Help

Connection Pratie:

Remotedocess -

2. When the user starts the computer, an option will be given to automatically es-
tablish the tunnel and log in to the network.
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Click “NCP Exclusive Remote Access.”

Install NCP Client for Mac OSX
Now let’s cover EAP-TLS for Mac.

Start the installer.

@ @ = NCP Exclusive Remote Access Client Installation

-
NCP Exclusive Remote
Access Chenl.pkg

Uninstall.pkg

NCP

Double-click the “NCP Exclusive Remote Access Client .pkg” icon.
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@

Install NCP Exclusive Remaote Access Client

. . This package will run a program to
i determine if the software can be installed.

To kgep your compuler secure, you should only run
programs of install software from o trusted scerce, It
PoUTE mOt Bune SbOUL Le SOTIWSIO'S Sounte, click
Cancel ta stop tha program and the instalation.

Click Continue.
@0 % Install NCP Exclusive Remote Access Client

Weleoma to the NCP Exclusive Remate Access Client Installer

s roducton You will be guided through the steps necessary to install this
software,
UpdateCheck
License

Advanced Options
Dastination Saboct
Installation Type
Installation

Summary

—

Click Continue.
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®0 @ Install NCP Exclusive Remote Access Client ]
Software Liconse Agreement

English ]

#® Introduction

ateCheck NCP angineedng GmbH
St o NCP Exciusie Aemoto Access Client Software License Agroemant (As
= License of: January 2017)
Advanced Options The temms of the Lhemnmmw;nu e and user (reforred 1o
Dastirat ; hereinafier as the Licensee’) of Hc-"mu ulombtbw By
estination Select reading ang Inis notica, you
Installation Type m»mmuunwmwmnm
do nat accept the terms of this agreoment, you cannol use o install the
Installation sofware.
Summary

L Suiect o1 1ho Agroarmen
1.0 Tho subject of this agroamant batwoen you and NCP Saltware
i P, this also

Click Continue.
To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and
quit the Installer.

Disagree Agree

Read the license terms and accept, then click Agree.

@0 % Install NCP Exclusive Remole Access Client |
Advarcad Options
» Introduction FIPS made
» UpdateCheck Enabla FIPS modo
# Liconse
o Advanced Optlens
Destination Sekoct

Iinstallation Type

VPN

Click Continue.
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L] & Install NCP Exclusive Remate Access Client ]

The installation was comploted successhully.

» intreduction

» UpdateChock

# License

& Advanced Optiong

® Destination Select The installation was successful.
# Installation Type The software was instalied.

# installation

& Bumman

VPN

Click Close.

Now close and quit the NCP client. Copy the downloaded ncpphone.cfg file into
the installation directory of the NCP client: Macintosh HD > Library > Applica-
tion Support > NCP > Secure Client.

Now establish the tunnel by clicking “Connect”; start to establish your tunnel,
and enter the correct credentials.

Verification
Let’s verify that your configuration is working.

First, check that your client has got a valid license, this can takes up to 45 minutes
after the client has connected the first time.

In Windows, check here:
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In MAC OSX check here:

Some useful syntaxes on the SRX side:

user@RemoteAccessDemo# run
user@RemoteAccessDemo# run
root@RemoteAccessDemo# run
root@RemoteAccessDemo# run
root@RemoteAccessDemo# run

show
show
show
show
show

security ike active-peer

security tcp-encap connection
security tcp-encap statistics
security ike security-associations
security ipsec security-associations

And some useful syntaxes on the Microsoft side:

Event viewer —> Custom views —> ServerRoles —> Active Directory Certificate Services
Event viewer —> Custom views —> ServerRoles —> Network Policy and Access Services
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