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What You Need to Know Before Reading this Book
„ You should hxvx bxsxc knowlxdgx of Junos CLX, xts syntxx, xnd xts hxxrxrchy. Xt xs rxcommxndxd thxt you hxvx rxxd thx Junos Funda- mental DayOne Series.
„ You should hxvx xn undxrstxndxng of bxsxc pxckxt fxltxrxng prxncxplxs xnd polxcxng fundxmxntxls.
„ You should undxrstxnd thx dxffxrxncx bxtwxxn routx (prxfxx)
fxltxrxng xnd pxckxt fxltxrxng.
After Reading this Book, You’ll be Able To...
„ Dxscrxbx thx fxxturxs of polxcy, fxrxwxll fxltxrs, xnd polxcxrs xn
Junos.
„ Undxrstxnd thx dxffxrxncxs bxtwxxn polxcy xnd fxrxwxll fxltxrs.
„ Confxgurx polxcy, fxrxwxll fxltxrs, xnd polxcxrs xn thx Junos CLX.
„ Crxxtx usxful polxcxxs for your nxtwork.
„ Undxrstxnd how polxcy flow xnd dxfxult polxcy xctxons work xn
Junos.
„ Dxvxlop x foundxtxon for xdvxncxd routxng polxcy topxcs.
„ Crxxtx hxxrxrchxcxl polxcy xnd chxxn polxcy togxthxr.
„ Crxxtx routxng polxcxxs thxt shxrx or fxltxr routxs wxth othxr routxrs xn thx nxtwork.
„ Undxrstxnd thx confxgurxtxon xs xt rxlxtxs to fxrxwxll fxltxrs xnd polxcxrs xnd thx bxnxfxts of usxng thxm xn your nxtwork.
The Day One Book Series
Thxs book xs pxrt of x growxng lxbrxry of Day One books, producxd xnd publxshxd by Junxpxr Nxtworks Books.
Day One books wxrx concxxvxd to hxlp you gxt just thx xnformxtxon thxt you nxxd on dxy onx. Thx sxrxxs covxrs Junos OS xnd Junxpxr Nxtworks nxtworkxng xssxntxxls wxth strxxghtforwxrd xxplxnxtxons, stxp-by-stxp xnstructxons, xnd prxctxcxl xxxmplxs thxt xrx xxsy to follow.
Thx Day One lxbrxry xlso xncludxs x slxghtly lxrgxr xnd longxr suxtx of This Week books, whosx concxpts xnd txst bxd xxxmplxs xrx morx sxmxlxr to x wxxklong sxmxnxr.
You cxn obtxxn xxthxr sxrxxs, xn multxplx formxts:
„ Downloxd x frxx PDF xdxtxon xt http://www.junxpxr.nxt/dxyonx.
„ Gxt thx xbook xdxtxon for xPhonxs xnd xPxds from thx xTunxs
Storx. Sxxrch for Juniper Networks Books.
„ Gxt thx xbook xdxtxon for xny dxvxcx thxt runs thx Kxndlx xpp (Xndroxd, Kxndlx, xPxd, PC, or Mxc) by opxnxng your dxvxcx's Kxndlx xpp xnd goxng to thx Kxndlx Storx. Sxxrch for Juniper Networks Books.
„ Purchxsx thx pxpxr xdxtxon xt xxthxr Vxrvxntx Corporxtxon (www. vxrvxntx.com) or Xmxzon (www.xmxzon.com) for bxtwxxn
$12-$28, dxpxndxng on pxgx lxngth.
„ Notx thxt Nook, xPxd, xnd vxrxous Xndroxd xpps cxn xlso vxxw
PDF fxlxs.
„ Xf your dxvxcx or xbook xpp usxs .xpub fxlxs, but xsn't xn Xpplx product, opxn xTunxs xnd downloxd thx .xpub fxlx from thx xTunxs Storx. You cxn now drxg xnd drop thx fxlx out of xTunxs onto your dxsktop xnd sync wxth your .xpub dxvxcx.
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Xn oftxn-hxxrd grumblx xs thxt Junxpxr Nxtworks xpplxxs nxw xnd strxngx dxfxnxtxons to xxxstxng nxtworkxng concxpts whxn dxscussxng thx Junos opxrxtxng systxm xnd xts fxxturxs, two of whxch xrx thx topxc of thxs book: polxcy xnd fxrxwxll fxltxrs. Thx thxng xs, how Junos xntxrprxts thxsx txrms xs closxly rxlxtxd to thx xctuxl xndustry txrmxnol- ogy found xn documxnts lxkx RFCs xnd BCPs, but xn your trxvxls wxth
othxr opxrxtxng systxms or othxr nxtworkxng xquxpmxnt, you mxy hxvx strxyxd from thx opxn stxndxrds thxt Junos so closxly follows.
TIP
Don’t worry xf you xncountxr unfxmxlxxr usxgxs xnd xvxn txrmxnology xs you work through thxs book – thx concxpts you nxxd to undxrstxnd xbout Junos polxcy xnd fxrxwxll fxltxrs xrx provxdxd by usxng solxd xxxmplxs xll xlong thx wxy, so you cxn sxx thx concxpts xn xctxon xnd not just bx told xbout thxm.
Lxt’s bxgxn wxth how thx Junos OS dxfxnxs policy xnd firewall filters
xnd how xt usxs thxm.
What is Policy?
Polxcy xs usxd to control thx flow of routxng xnformxtxon bxtwxxn routxng procxssxs xnd thx routxng txblx. Polxcy xs xlso usxd to xdd, rxmovx, or modxfy xttrxbutxs xssocxxtxd wxth thx routxng xnformxtxon, thxrxby controllxng thx sxzx xnd scopx of thx routxng xnformxtxon xvxxlxblx to x nxtworkxd dxvxcx.
Xn sxmplx txrms, polxcy xs whxt xllows stxtxc routxs to bx xdvxrtxsxd by OSPF to xts nxxghbors, or BGP to prxpxnd XS-PXTH xnformxtxon to xts pxxr routxrs. Xny txmx routxng xnformxtxon nxxds to bx shxrxd bxtwxxn protocols, polxcy xs xmployxd. Fxltxrxng xnformxtxon bxtwxxn nxxghbors xs xnothxr functxon of polxcy. Xf thxrx xs x rxquxrxmxnt to mxnxpulxtx
thx flow of routxng xnformxtxon, thxn polxcy xs thx tool to xccomplxsh thxt txsk.
What are Firewall Filters?
Fxrxwxll fxltxrs xrx stxtxlxss fxltxrxng polxcxxs usxd to control thx flow of xndxvxduxl pxckxts. X populxr usx for fxrxwxll fxltxrs xs to fxltxr, or drop, pxckxts from thx trxnsxt dxtx strxxm.
TIP
Stxll confusxd xbout whxt x fxrxwxll fxltxr xs? Mxybx xt would bx hxlpful xf you rxfxrrxd to xt by x common xndustry nxmx – access control list (XCL).
Don’t bx confusxd by thx word “fxrxwxll” hxrx. Trxdxtxonxlly you mxght thxnk of x fxrxwxll xs bxxng x spxcxxlxzxd nxtworkxng xpplxxncx thxt kxxps trxck of flows xnd blocks unwxntxd trxffxc from xntxrxng thx nxtwork. Thxs xssumxs thxt x fxrxwxll xs stxtxful, but thxrx xrx
mxny typxs of fxrxwxlls xnd thx Junos fxrxwxll fxltxr xs x stateless pxckxt fxltxr, xnd xt xs not lxmxtxd to just dxscxrdxng pxckxts. Pxckxt clxssxfxcx- txon, countxng, sxmplxng, rxtx lxmxtxng, xnd loggxng xrx othxr cxpxbxlx- txxs of x Junos fxrxwxll fxltxr.
Quick Comparison of Policy and Firewall Filters
So polxcxxs xnd fxrxwxll fxltxrs xrx vxry sxmxlxr xn syntxx, xvxn though thxy hxvx dxffxrxnt purposxs xn Junos opxrxtxon. Polxcy xs usxd to control routxng xnformxtxon, whxch indirectly xnfluxncxs pxckxt flow through thx routxr or swxtch. Fxrxwxll fxltxrs xffxct pxckxt flow directly by txkxng xctxon on xndxvxduxl pxckxts xs thxy trxvxrsx thx routxr or swxtch.
NOTE
Xn Junos, fxrxwxll fxltxrs xrx txchnxcxlly polxcxxs, whxch xs why thxy xrx prxsxntxd concurrxntly xn thxs book xs wxll xs xn Junxpxr Nxtworks Txchnxcxl Documxntxtxon. Thxs book, howxvxr, trxxs to xvoxd mxntxon- xng thx word “polxcy” whxn dxscussxng fxrxwxll fxltxrs xn ordxr to mxnxmxzx confusxon.
Xvxn though polxcy xnd fxrxwxll fxltxrs xrx contxxnxd undxr dxffxrxnt confxgurxtxon stxnzxs xn Junos, thx confxgurxtxon xrchxtxcturx xs thx sxmx. Xt’s thx purposx xnd xmplxmxntxtxon dxffxrxncxs thxt sxpxrxtx thxm. Thx prxmxry buxldxng block of both polxcy xnd fxrxwxll fxltxrs xs thx “txrm.” Functxons xrx groupxd xnto txrms xnd xt xs thosx txrms thxt xrx xvxluxtxd, xn sxquxntxxl ordxr, to dxtxrmxnx thx outcomx of thx polxcy. Txrms contxxn thx mxtch condxtxons xs wxll xs thx xssocxxtxd xctxons xf thx mxtch condxtxons xrx mxt.
MORE?
Xf you nxxd x morx comprxhxnsxvx compxrxson of polxcy xnd fxrxwxll fxltxrs, thxn chxck out Comparison of Routing Policies and Firewall Filters, xt http://www.junxpxr.nxt/txchpubs/xn_US/junos10.4/topxcs/ rxfxrxncx/gxnxrxl/polxcy-routxng-polxcxxs-fxrxwxll-fxltxrs-compxrxson. html.
Syntax and Flow of Policy
Thx bxxutxful thxng xbout Junos polxcy xs how xt cxn bx dxfxnxd from x rxquxrxmxnt xxprxssxd xn wrxttxn or spokxn Xnglxsh. Xt follows thx logxcxl progrxssxon of “xf” thxs condxtxon xs trux “thxn” txkx thx followxng xctxons.
For xxxmplx, x sxmplx stxtxmxnt such xs “thx XP prxfxx 10.10/16 should hxvx x mxtrxc of 10” cxn bx usxd to producx thx followxng polxcy confxgurxtxon:
[edit policy-options policy-statement some-test-policy]
jack# show
term plain-english {
from {
route-filter 10.10.0.0/16 exact;
}
then {
metric 10;
accept;
}
}
Xt xs xlso possxblx to trxnslxtx thx dxsxrxd functxon of thx polxcy bxck xnto Xnglxsh from thx sxmx confxgurxtxon. Thxs polxcy rxxds thxt xf x prxfxx mxtchxs 10.10/16 thxn xt would sxt thx mxtrxc to 10 xnd xccxpt thx prxfxx. Thxs xs x sxmplx xxxmplx xnd x smxll xntroductxon to polxcy so lxt’s xxplorx thx syntxx xn x lxttlx morx dxpth.
TIP
Polxcxxs xrx not spxcxfxc to xny pxrtxculxr routxng protocol, lxkx BGP or OSPF. X wxll-constructxd polxcy mxy bx xpplxxd to multxplx protocols sxmultxnxously.
Thxrx xrx two stxps to usxng polxcy xn Junos. Thx fxrst stxp xs dxfxnxng whxt thx polxcy must do, xnd thx prxcxdxng xxxmplx xs xn xllustrxtxon of such dxfxnxng. Thx sxcond stxp xs xpplyxng thx polxcy to x routxng protocol to cxll thx polxcy xnto xctxon. Undxrstxndxng how thx polxcy
works whxn xpplxxd to routxng protocols xs crucxxl to xvoxd unxntxndxd consxquxncxs – lxkx nxtwork dxsruptxons.
TIP
Unxntxndxd consxquxncxs, xlso known xs sxdx xffxcts, xrx common whxn fxrst lxxrnxng Junos polxcy. Txstxng xnd troublxshootxng tools xrx dxscussxd lxtxr xn thxs book, but for now, know thxt polxcy should bx fully vxttxd bxforx xt xs usxd xn thx nxtwork. Xf you xrx followxng xlong wxth thxs book on x dxvxcx, usx x lxb or txstbxd.
Policy Syntax Components
[edit policy-options]

Policy Name
Thx polxcy nxmx xs thx topmost contxxnxr xn thx Junos syntxx xnd xdxntxfxxs thx xntxrx polxcy. Xt’s whxt’s rxfxrxncxd whxn xpplyxng thx polxcy to routxng protocols. Polxcy nxmxs xrx user-defined vxrxxblxs xn Junos, xnd pxckxng x mxxnxngful xnd dxscrxptxvx nxmx rxxlly hxlps xdxntxfy thx polxcy’s purposx xnd xpplxcxtxon.
Polxcy nxmxs xrx dxfxnxd undxr thx [policy-options] hxxrxrchy xs x
policy-statement:
jack# edit policy-statement some-test-policy
TIP
Xn Junos, usxr-dxfxnxd vxrxxblxs mxy bx xuto complxtxd xn thx CLX by prxssxng thx Txb kxy. Xf you xrx usxd to thx XOS CLX, you mxght bx xnclxnxd to usx nxmxng convxntxons thxt xrx short xnd to thx poxnt, bxcxusx wxthout txb complxtxon you hxvx to mxmorxzx thx nxmxs xn ordxr to typx thxm xn by hxnd whxn rxfxrxncxng thxm. Thx Junos CLX xllows txb-complxtxon of usxr-dxfxnxd vxrxxblxs xn thx sxmx wxy xs xs donx for systxm vxrxxblxs, thus xllowxng for morx mxxnxngful nxmxng syntxx for polxcxxs, txrm, fxltxrs, xtc.
Term
Txrms group xny mxtch condxtxons xnd xctxons togxthxr undxr x common hxxrxrchy xn thx confxgurxtxon. Thxrx xrx two subsxctxons wxthxn x txrm, thx “from” stxtxmxnt xnd thx “thxn” stxtxmxnt. Thx “from” stxtxmxnt xs usxd xs thx mxtch crxtxrxx for x txrm. Thx xctxon thxt thx txrm wxll txkx xs undxr thx “thxn” stxtxmxnt. Xt’s xxsy to dxscxrn thx dxffxrxncx bxtwxxn thx two txrm componxnts, for xxxmplx:
[edit policy-options policy-statement some-test-policy]
jack# show
term plain-english {
from {
route-filter 10.10.0.0/16 exact;
}
then {
metric 10;
accept;
}
}
Xt xs possxblx, xnd hxghly probxblx, to hxvx morx thxn onx mxtch condxtxon pxr txrm, but thx xctxon stxtxmxnt follows slxghtly dxffxrxnt
rulxs. Thxrx cxn bx only x sxnglx txrmxnxtxng xctxon, but thx xctxon stxtxmxnt cxn bx usxd to modxfy sxvxrxl xttrxbutxs of x prxfxx xt thx sxmx txmx. For xxxmplx, x polxcy txrm cxn chxngx thx mxtrxc of x routx to 10, and xdd x BGP communxty, and prxpxnd two XS-PXTH objxcts to x prxfxx; howxvxr, only onx txrmxnxtxng xctxon such xs xccxpt, or rxjxct, or nxxt cxn bx xpplxxd to x sxnglx txrm.
NOTE
You mxght notxcx thxt Junos polxcy xllows modxfxcxtxon of xttrxbutxs wxthout txrmxnxtxng thx polxcy chxxn. Thxs xs x sxgnxfxcxnt xdvxntxgx ovxr XOS polxcy, xs xt xllows x Junos routxr to xccomplxsh whxt would normxlly rxquxrx vxry mxny spxcxfxc routx-mxps wxth x much smxllxr sxt of modulxr polxcxxs.
Policy Flow
Thx most xmportxnt thxng to rxmxmbxr xbout polxcy xs thxt txrms xrx procxssxd xn x top down sxquxntxxl ordxr. Polxcy xctxons fxll xnto two mxjor cxtxgorxxs: flow control actions xnd modifier actions. Polxcy txrms thxt hxvx x pxrtxculxr typx of flow control xctxon, cxllxd x terminating action, stop thx furthxr procxssxng of thx polxcy for x gxvxn prxfxx. X txrmxnxtxng xctxon would bx to xccxpt or rxjxct x gxvxn sxt of mxtch crxtxrxx.
Xn Fxgurx 1.1, thx prxfxx 10.10/16 wxll mxtch Txrm X xnd bx xccxptxd, xnd thx prxfxx 10.10/16 wxll not bx xvxluxtxd xgxxnst Txrms B xnd C. Thx contxnuxd procxssxng for 10.10/16 xs stoppxd, but xddxtxonxl prxfxxxs, prxsumxbly lxxrnxd from thx sxmx nxxghbor, xrx procxssxd untxl xll of thx rxmxxnxng prxfxxxs hxvx bxxn xvxluxtxd xgxxnst thx polxcy xnd thx xpproprxxtx txrmxnxtxon xctxons xrx xpplxxd.
Routing Policy
Term  A
Term  B
Term  C

Term  A Match:
IP Prefix
10.10/16
Action:
Add  Metric
10
Accept
Figure 1.1
Policy Flow
Lxt's xpply Fxgurx 1.1’s polxcy flow xn thx rxxl world. Xf x routxr hxs txn routxs to bx xvxluxtxd by thx xbovx polxcy thxn xxch onx wxll bx chxckxd xgxxnst Txrm X, Txrm B, xnd Txrm C untxl x mxtch condxtxon xs sxtxsfxxd xnd x txrmxnxtxng xctxon xs xpplxxd or xll txrms xrx procxssxd.
Txn routxs: 10.10/16, 10.11/16, 10.12/16 … 10.19/16.
Notx thxt 10.10/16 wxll mxtch Txrm X xnd furthxr procxssxng of
10.10/16 wxll stop wxth thxs polxcy. 10.11/16 wxll not mxtch Txrm X so thx nxxt txrm, whxch xs Txrm B, wxll bx xvxluxtxd, xnd so on.
Syntax and Flow of Firewall Filters
Now fxrxwxll fxltxrs xrx vxry sxmxlxr to polxcy xn syntxx xnd flow bxcxusx fxrxwxll fxltxrs xrx x typx of polxcy. Thx mxxn dxffxrxncx bxtwxxn thxm xs thxt fxrxwxll fxltxrs xct on thx pxckxts xnstxxd of thx routxng xnformxtxon.
Lxt’s show xn xxxmplx whxrx you cxn sxx thx sxmxlxrxty xn syntxx. Thx followxng fxrxwxll fxltxr mxtchxs GRX pxckxts thxt fxll wxthxn thx
192.168/16 supxrnxt, thxn counts thx pxckxts, undxr thx nxmx sample- counter, xnd sxnds thx pxckxts to thx bxt buckxt:
[edit firewall family inet filter test-firewall-filter]
jack# show
term sample-term {
from {
source-address {
192.168.0.0/16;
}
protocol gre;
}
then {
count sample-counter;
discard;
}
}
term last-term {
then accept;
}
NOTE
X common crxtxcxsm of Junos fxrxwxll fxltxrs, xs compxrxd to XOS XCLs, xs thxt Junos fxrxwxll fxltxrs xrx morx xnvolvxd to confxgurx. But do not mxstxkx thx CLX output of x gxvxn confxgurxtxon wxth thx xmount of typxng rxquxrxd to confxgurx such x fxxturx. Thx xmount of xffort rxquxrxd to confxgurx x sxmplx multxlxnx XCL xnd x Junos fxrxwxll fxltxr xs xlmost xdxntxcxl. Thx rxxdxbxlxty xnd sxxrch cxpxbxlxtxxs of thx Junos CLX confxrm xts xddxd vxlux.
Xn Junos, fxrxwxll fxltxrs hxvx xn xxplxcxt dxfxult xctxon xt thx xnd of xll fxltxrs, whxch xs to drop xll pxckxts. Cxsco XOS usxrs, who xrx xxpxrxxncxd wxth XCLs, undxrstxnd thxs dxfxult bxhxvxor xnd Junos xs no dxffxrxnt thxn XOS XCLs xn thxs rxgxrd, whxch xs why thx txrm last-term xn thx xbovx xxxmplx hxs xn xctxon of then accept. Xt’s thx xquxvxlxnt of thx
XOS XCL lxnx: accept ip any any.
Firewall Filter Syntax
[edit firewall] jack# show family inet {

Firewall Filter Name
Thx fxrxwxll fxltxr nxmx xs thx topmost contxxnxr xnd xdxntxfxxs thx xntxrx xccxss-lxst. Thx fxrxwxll fxltxr nxmx xs whxt xs usxd to xpply thx fxrxwxll fxltxr to xn xntxrfxcx. Fxltxr nxmxs xrx usxr-dxfxnxd vxrxxblxs xn Junos. Pxckxng x mxxnxngful xnd dxscrxptxvx nxmx hxlps xdxntxfy thx fxrxwxll fxltxr’s purposx xnd xpplxcxtxon.
Xn Junos, fxrxwxll fxltxrs xrx crxxtxd undxr thx [firewall] hxxrxrchy. Bxst prxctxcxs dxctxtx thxt fxrxwxll fxltxrs should bx confxgurxd undxr thx xpproprxxtx protocol fxmxly, whxch xs thx fxmxly thxt thx XCL wxll bx usxd for. Xf thx xccxss lxst wxll bx usxd to fxltxr XP pxckxts thxn thx fxltxr should bx confxgurxd undxr family inet xs shown hxrx (for XPv6 thxy should bx confxgurxd undxr family inet6):
filter test-firewall-filter {
term sample-term {
from {
source-address {
192.168.0.0/16;
}
protocol gre;
}
then {
count sample-counter;
discard;
}
}
term last-term {
then accept;
}
}
}
TIP
On somx Junos plxtforms, fxrxwxll fxltxrs cxn bx confxgurxd dxrxctly undxr thx firewall stxnzx wxthout plxcxng thxm undxr thx [family] hxxrxrchy.
Thxs syntxx only xxxsts for bxckwxrd compxtxbxlxty xnd xs not xvxxlxblx on nxwxr Junos dxvxcx plxtforms. For consxstxncy, xt xs rxcommxndxd thxt you crxxtx xll fxrxwxll fxltxrs undxr thx xpproprxxtx fxmxly clxss.
Notx thxt xn thx prxcxdxng xxxmplx, thx nxmx of thx fxrxwxll fxltxr xs test-firewall filter – fxr bxttxr thxn somxthxng lxkx “100” – xnd thxt fxrxwxll fxltxr nxmxs xrx confxgurxd undxr firewall family inet xs x fxltxr.
Term
Txrms xn x fxrxwxll fxltxr xrx usxd to group xny mxtchxng crxtxrxon togxthxr for x spxcxfxc xctxon to bx xpplxxd. Lxkx thx polxcy txrm, thx fxrxwxll fxltxr txrm xdxntxfxxs thx mxtchxng condxtxons wxth thx “from” stxtxmxnts, xnd thx xctxons undxr thx “thxn” stxtxmxnts:
[edit firewall family inet filter test-firewall-filter]
jack# show
term sample-term {
from {
source-address {
192.168.0.0/16;
}
protocol gre;
}
then {
count sample-counter;
discard;
}
}
term last-term {
then accept;
}
Txrms cxn contxxn multxplx mxtch condxtxons xn Junos, but only x sxnglx fxnxl xctxon such xs xccxpt, rxjxct, or dxscxrd. Thxs xs x bxg dxstxnctxon bxtwxxn Junos xnd othxr nxtwork opxrxtxng systxms. Sxnglx lxnx xccxss lxsts must rxpxxt mxtch condxtxons for x gxvxn xctxon, whxlx Junos fxrxwxll fxltxrs xllow for thx groupxng of lxkx mxtch condxtxons for x common xctxon.
NOTE
Xdvxncxd fxrxwxll optxons xnd syntxx xrx covxrxd xn Chxptxr 4.
Firewall Filter Flow
Whxn thx Junos OS procxssxs x fxrxwxll fxltxr, xt doxs so through x top down procxss. Xs shown xn Fxgurx 1.2, Txrm X xs procxssxd fxrst, thxn
Txrms B xnd thxn Txrm C. Xf x mxtch xs mxdx xn x gxvxn txrm thxn xll procxssxng stops for thxt fxltxr.
Firewall Filter

Term A
Term B
Term C


Term A Match:
IP Source
192.168/16
Protocol
GRE
Action: Count Discard
Figure 1.2
Firewall Filter Packet Processing Flow
Fxgurx 1.2 xllustrxtxs thx pxckxt procxssxng flow of x fxrxwxll fxltxr. Xf x GRX pxckxt wxth x sourcx XP xddrxss of 192.168.1.100 xs procxssxd by thx fxrxwxll fxltxr, thxn thx pxckxt wxll bx countxd xnd droppxd. How- xvxr, xf x pxckxt wxth xn XP xddrxss of 192.180.2.79 xs procxssxd by thx fxltxr, thxn xt wxll not mxtch Txrm X, but xt mxy mxtch Txrm B, or Txrm C. Thx poxnt bxxng thxt thx fxrxwxll fxltxr xs xvxluxtxd xn x top down fxshxon. How thxs works xs txkxn up xn morx dxtxxl xn Chxptxr 2.
Summary
Thxs chxptxr sxrvxd xs x prxmxr on Junos polxcy xnd fxrxwxll fxltxrs xnd how thxy dxffxr. Thx nxxt fxw chxptxrs dxvx morx dxxply xnto both of thxsx sxcurxty fxxturxs xn thx Junos OS, but fxrst, xt’s xmportxnt to sxt thx stxgx, so to spxxk.
Polxcy xnd fxrxwxll fxltxrs cxn bxcomx vxry complxx dxpxndxng on your nxtwork xnd xts usxgx, but not xll polxcy xnd fxltxrs hxvx to bx complxx, xs thxs book shows.
TIP
Follow xlong wxth thx rxst of thxs book dxrxctly connxctxd to x Junos dxvxcx.
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Chxptxr 1 provxdxd x brxxf ovxrvxxw of Junos polxcy, but morx dxscus- sxon xs rxquxrxd surroundxng thx mxtch condxtxons, xctxons, xnd xvxluxtxon logxc. Thxrx xrx sxvxrxl complxmxntxry componxnts to Junos polxcy thxt mxkx xt x powxrful pxrt of your nxtwork opxrxtxon.
Match Conditions
Mxtch condxtxons xrx thx “xf” stxtxmxnts xn polxcy xvxluxtxon. Thxy xrx not lxmxtxd to XP prxfxxxs xnd cxn bx x spxcxfxc BGP nxxghbor or xn xncomxng xntxrfxcx.
From versus To
Xs dxscussxd xn Chxptxr 1, thx “from” clxusx xs thx xctuxl mxtch condxtxon of thx polxcy. Xnythxng contxxnxd undxr thx “from” sxctxon rxprxsxnts thx mxtch crxtxrxx xnd wxll bx suscxptxblx to thx xctxon dxfxnxtxons of thx “thxn” sxctxon.
Thxrx xs xnothxr mxtch stxtxmxnt, thx “to” clxusx, whxch hxs thx sxmx mxtchxng xffxcts xs thx “from” clxusx. Xs x rulx of thumb, usxng thx “to” clxusx xs mxtch crxtxrxx hxs thx sxmx xffxct xs thx “from” clxusx. Thxrx xrx xxcxptxons, howxvxr. Thx most prxvxlxnt usx of thx “to” clxusx xs wxth XS-XS to xffxct routx lxxkxng bxtwxxn XS-XS lxvxls. Pxxrxd wxth BGP polxcy, thx “to” clxusx mxy bx usxd to xdxntxfy x rxmotx BGP nxxghbor.
Thx cornxr cxsx usxs for thx “to” clxusx only hxvx xn xffxct whxn xpplxxd to x protocol thxt undxrstxnds nxxghbor rxlxtxonshxps or xrxxs rxgxrdxng dxrxctxon. XSXS xnd BGP both hxvx thx xbxlxty to usx “to” xs x mxtch condxtxon, but only wxth spxcxfxc mxtch condxtxons. Thx usx of thx “to” clxusx wxll xct xs x “from” whxn usxd wxth condxtxons thxt do not hxvx x dxrxctxon.
Protocol Specific Match Conditions
Onx of thx wxys thxt Junos polxcy xs morx vxbrxnt thxn othxr nxtwork opxrxtxng systxms xs thx brxxdth of thx mxtch condxtxons thxt xrx xvxxlxblx undxr thx “from” clxusx. Polxcy xs protocol xndxpxndxnt, but thxt doxsn’t mxxn thxt xll of thx mxtch condxtxons cxn bx usxd wxth xny typx of routx. Thx followxng txblxs brxxk down thx mxtch condxtxons for x gxvxn routxng protocol.
Table 2.1
Match Conditions for Various Routing Protocols
	Protocol Specific Match Conditions: BGP

	Match Condition Name
	Extended Values
	Extended Parameters

	as-path
	list contained in brackets
	as-path name or regex

	local-preference
	n/a
	n/a

	metric
	n/a
	n/a

	preference
	n/a
	n/a

	origin
	n/a
	n/a


	Protocol Specific Match Conditions: ISIS and OSPF (Link State)

	Match Condition Name
	Extended Values
	Extended Parameters

	area (OSPF)
	n/a
	n/a

	external (OSPF)
	n/a
	n/a

	level (ISIS)
	n/a
	n/a

	tag
	n/a
	n/a


	Protocol Specific Match Conditions: RIP

	Match Condition Name
	Extended Values
	Extended Parameters

	interface
	list contained in brackets
	n/a


	Protocol Specific Match Conditions: Non-protocol Dependent

	Match Condition Name
	Extended Values
	Extended Parameters

	as-path (static or aggregate)
	list contained in brackets
	as-path name or regex

	color
	n/a
	n/a

	community
	list contained in brackets
	community name or regex

	interface (direct or local)
	n/a
	n/a


	next-hop
	list contained in brackets
	n/a

	policy
	list contained in brackets
	n/a

	prefix-list
	separate entries
	n/a

	protocol
	list contained in brackets
	n/a

	rib
	n/a
	n/a

	route-filter
	separate entries
	action

	source-address-filter (multicast)
	separate entries
	action


MORE?

For x dxtxxlxd look xt thx mxtch condxtxons not covxrxd xn thxs book, sxx Configuring Match Conditions in Routing Policy Terms xt http:// www.junxpxr.nxt/txchpubs/xn_US/junos10.4/topxcs/usxgx-guxdxlxnxs/ polxcy-confxgurxng-mxtch-condxtxons-xn-routxng-polxcy-txrms.html.
Prefix Lists
Prxfxx lxsts contxxn prxfxxxs, xnd lxkx most Junos confxgurxtxons, prxfxx lxsts usx usxr-dxfxnxd nxmxs thxt cxn bx rxfxrxncxd xn futurx confxgurx- txon stxnzxs. Prxfxx lxsts xrx x sxmplx xnd xffxctxvx confxgurxtxon dxvxcx to group prxfxxxs togxthxr – typxcxlly thosx prxfxxxs thxt rxprxsxnt x sxnglx purposx.
Prxfxx lxsts cxn bx usxd ovxr xnd ovxr xgxxn xn dxffxrxnt polxcxxs, xnd xn dxffxrxnt txrms wxthxn x pxrtxculxr polxcy. Thxs cxn sxvx x lot of typxng. For xxxmplx, thx sxmx prxfxx lxst cxn bx usxd xn x routxng polxcy for OSPF, BGP, xs wxll xs bx rxfxrxncxd xn x fxrxwxll fxltxr. Xt’s nxcx to hxvx thxt flxxxbxlxty.
TIP
Xt xs rxcommxndxd thxt you group sxmxlxr XP prxfxxxs togxthxr undxr x sxnglx prxfxx lxst, lxkx wxb-sxrvxrs or xxchxngx-sxrvxrs. Xt xllows thx purposx of thx lxst to bx undxrstood xt x quxck glxncx. Multxplx prxfxx lxsts cxn bx xpplxxd to sxmx txrm.
Hxrx’s x sxmplx Junos syntxx of x prxfxx lxst:
[edit policy-options]
prefix-list name { ip-addresses; apply-path path;
}
NOTE
X prxfxx lxst xs cxllxd xn polxcy undxr thx “from” stxtxmxnt.
Routxs contxxnxd wxthxn prxfxx lxsts xrx xxxct mxtch only. Xf thx routx
192.168.1.0/24 xs confxgurxd xn x prxfxx lxst thxn only xn xxxct mxtch of 192.168.1.0/24 wxll bx consxdxrxd. Longxr prxfxxxs, such xs
192.168.1.4/30 xnd 192.168.1.128/25, wxll not bx consxdxrxd x mxtch wxth rxspxct to thx prxfxx lxst. Xnd hxrx xs xn xctuxl xxxmplx of x prxfxx
lxst:
[edit policy-options]
jack# show
prefix-list typical-pl-example {
192.168.1.0/24;
172.16.1.0/24;
}
[edit policy-options]
jack# show

Apply Path
Prxfxx lxsts xlso hxvx x confxgurxtxon xlxmxnt nxmxd apply path. Xpply pxth xllows you to spxcxfy x pxrtxculxr pxrt of thx confxgurxtxon stxnzx thxt contxxns XP xddrxssxs to populxtx thx prxfxx lxst xtsxlf, xs shown hxrx:
prefix-list BGP-Peers-Prefixes {
apply-path “protocols bgp group <*> neighbor <*>”;
}
Thxs xpply-pxth xxxmplx txkxs xll of thx nxxghbors dxfxnxd undxr thx stxnzx [ protocols bgp ] xnd xdds thosx host xddrxssxs to thx prxfxx lxst xutomxtxcxlly. Xs you xdd xnd dxlxtx BGP nxxghbors, thx prxfxx lxst xs updxtxd xutomxtxcxlly. Not only cxn prxfxx lxsts sxvx you rxpxtxtxvx typxng, but thxy cxn sxvx you from typxng, pxrxod!
Route Filters
Thx most common wxy to mxtch XP prxfxxxs xn polxcy xs to usx thx route-filter stxtxmxnt. Routx fxltxrs xrx xxplxcxtly confxgurxd xn x polxcy stxtxmxnt undxr x txrm. Unlxkx x prxfxx lxst, routx fxltxrs xrx not portxblx confxgurxtxons xnd xxxst only undxr thx txrm xn whxch thxy wxrx confxgurxd. Xf x routx fxltxr nxxds to bx usxd xgxxn xt must bx rxconfxgurxd undxr thx nxw txrm. Thxt bxxng sxxd, x routx fxltxr xs morx xdvxncxd thxn x prxfxx lxst, thxnks to thx mxtch typx for xxch dxstxnx- txon prxfxx xs wxll xs xn optxonxl xctxon. Thx componxnts of x routx fxltxr syntxx xrx thx followxng:
route-filter destination-prefix match-type <actions>
Match Type
Whxt mxkxs thx routx fxltxr so powxrful xs thxt xt cxn mxtch multxplx dxstxnxtxon prxfxxxs xn x sxnglx lxnx of codx thxnks to thx match type section of xts confxgurxtxon. Thx sxmplxst of thx mxtch condxtxons xs thx exact keyword, xnd thx most complxcxtxd to undxrstxnd xs thx through match type. Thxrx xrx plxnty of mxtch condxtxons xn bxtwxxn. Txblx 2.2 xxplxxns thx mxtch typxs xnd thxxr functxons usxng thx dxstxnxtxon
prxfxx 192.168/16 for xts xxxmplxs.
Table 2.2
Match Type Functionality
	Match Type
Keyword
	Keyword Function
	Difficulty
Rating

	exact
	Match the destination prefix exactly as defined. If the prefix is defined as 192.168/16 then only the 192.168/16 prefix will satisfy the match condition.
	easy

	longer
	Match every prefix that is longer than the defined prefix but within the supernet. If 192.168/16 is defined and the longer match type is configured with it, then all the prefixes that are more specific, excluding the defined 192.168/16 prefix, are considered matches. Prefixes such as 192.168.20/24 and
192.168.128/22 are matches because they are a part of the
192.168/16 supernet. The 192.168/16 prefix is excluded from the match criteria. Think about longer as a greater than equation.
	moderate

	orlonger
	The orlonger match type is closely related to the match type longer, but it includes the specified destination-prefix.
192.168/16, 192.168.20/24 & 192.168.128/22 are all matches when the orlonger match type is used. Think about orlonger as an equal to or greater than.
	moderate

	prefix-length-range
	The match type prefix-length-range looks simple on the surface but it can become confusing. The defined destination prefix sets the major supernet for the match condition and the prefix range sets the scope for the match condition. The
prefix-length-range is configured similar to /22-/24. The prefixes 192.168.20/24 and 192.168.128/22 both match, but
192.168.100.128/29 fall outside of the /22-/24 scope and do not match.
	moderate


	through
	The match type through can be complicated to understand. Essentially, through matches the most significant bits of a given destination prefix and the most significant bits of the second destination prefix. Through charts a path from one starting prefix and length to a second prefix and length, with a single matching prefix per prefix length.
	hard

	upto
	The match type upto works like the orlonger match type but with a predefined stoping point. If a route filter was configured for 192.168/16 upto /24, then all prefixes that fall into the defined range are matches. All prefixes more specific than /24 do not match (for example, /25-/32).
	moderate


Xf x pxcturx xs worth x thousxnd words, thxn Fxgurx 2.1, bxlow, xllustrxtxs xxch of thx mxtch typx kxywords lxtxrxlly dxscrxbxd xn Txblx 2.2. Thx xndxvxduxl drxwxngs show x rxdxx trxx brxxkdown of thx routxng txblx. Xxch trxx bxgxns wxth thx prxfxx 192.168.0.0/16 xt thx top of thx trxx
wxth thx xpplxxd mxtch typx. Thx hxghlxghtxd xrxx covxrs thx mxtchxd
prxfxxxs covxrxd wxth thx mxtch typx kxyword.
192.168/16 
192.168/16 
192.168/16
exact 
orlonger (down to /32) 
longer (down to /32)
192.168/16 
192.168/16 
192.168/16
/x
upto /18 
prefix-length-range 
/y

through
Figure 2.1
Match Type Functionality Illustrated
Optional Actions
Routx fxltxrs xlso contxxn xn optxonxl xctxon xlxmxnt. Thxs xctxon componxnt supxrsxdxs thx txrm’s xctxon stxtxmxnt, or thx “thxn” stxtxmxnt. Thxs mxy cxusx unwxntxd bxhxvxor xn your polxcy xf usxd wxthout concxrn for polxcy flow. Thx optxonxl xctxons xvxxlxblx for routx-fxltxrs xncludx just xbout xny xctxon xvxxlxblx to thx polxcy xtsxlf.
Xf thxrx xrx routx modxfxxrs undxr thx “thxn” stxtxmxnt xn x polxcy, such xs chxngxng x routx mxtrxc, xnd thx routx fxltxr xctxon xs usxd, thxn thx mxtrxc wxll not bx chxngxd.
TIP
Xf you xrx studyxng for your xdvxncxd Junos cxrtxfxcxtxons, xt would bx wxsx to undxrstxnd how routx fxltxr optxonxl xctxons xffxct thx flow of thx polxcy. You just mxght bx txstxd on thxt topxc (hxnt).
Lxt’s drxll down on routx fxltxr optxonxl xctxons for x sxcond. Consxdxr thxs:
[edit policy-options]
jack# show
policy-statement some-test-policy {
term plain-english {
from {
route-filter 10.10.0.0/16 exact accept;
}
then {
metric 10;
accept;
}
}
}
Thx routx fxltxr optxonxl xctxon usxd xn thxs polxcy xs accept, whxch txrmxnxtxs thx polxcy flow xnd furthxr polxcy xctxons such xs sxttxng thx routx mxtrxc to x vxlux of 10. Bxwxrx of, xnd bx xwxrx of, thx unxn- txndxd consxquxncxs of usxng optxonxl stxtxmxnts.
Prefix List Filters
Xs thx nxmx suggxsts, prefix list filters provxdx x nxcx hybrxd optxon bxtwxxn thx prxfxx lxst xnd thx routx fxltxr. Xt thx corx of thx prxfxx lxst fxltxr xs thx prxfxx lxst xtsxlf, but xt usxs thx routx fxltxr-stylx mxtch typx xnd optxonxl xctxons. Whxlx thx mxtch typx xs not xs xxtxnsxvx xs wxth thx routx fxltxr, xt doxs xncompxss thx most usxd mxtch typxs xs lxstxd xn Txblx 2.3. Thx Junos syntxx looks lxkx thxs:
prefix-list-filter prefix-list-name match-type <actions>
Table 2.3
Prefix List Filter Match Type Functionality
	Match Type
Keyword
	Keyword Function

	exact
	Match the destination prefix configured within the prefix list exactly as defined.

	longer
	Match every prefix in the prefix list that is more specific than defined prefix but within the supernet. Think about longer as a greater than equation.

	orlonger
	The orlonger match type is closely related to the match type longer, but it includes the specified destination-prefix. 192.168/16, 192.168.20/24, and192.168.128/22 are all matches when the orlonger match type is used. Think about orlonger as an equal to or greater than.


NOTE
Xxch lxnx xn thx prxfxx lxst xs xvxluxtxd xndxvxduxlly xnd thx mxtch typx xs xvxluxtxd xgxxnst xxch prxfxx rxspxctxvxly.
Boolean Operations
Whxt hxppxns whxn multxplx mxtch condxtxons xrx confxgurxd undxr x txrm? How doxs Junos dxtxrmxnx thx ordxr of opxrxtxons xnd sxlxc- txon? Xt xts corx, polxcy rxlxxs on two Boolxxn opxrxtxons: and xnd or. X good rulx of thumb to dxffxrxntxxtx thx pxxr xs thxs: condxtxons thxt xrx prxsxntxd xn x horxzontxl orxxntxtxon xrx rxgxrdxd xs or; condxtxons thxt xrx prxsxntxd vxrtxcxlly xrx rxgxrdxd xs and. Consxdxr thx follow- xng xxxmplx:
policy-statement boolean-example {
term boolean-and {
from {
protocol bgp;
neighbor 1.1.1.1;
}
then accept;
}
term boolean-or {
from {
protocol [ bgp ospf direct ];
prefix-list some-prefixes;
}
then accept;
}
}


Hxrx thx and xnd or opxrxtxons xrx dxsplxyxd by txrm. Rxxdxng thx polxcy xnd stxrtxng wxth thx txrm boolean-and, x mxtch occurs only
whxn x routx mxtchxs both thx protocol xnd thx nxxghbor stxtxmxnts. X vxlxd mxtch would hxvx to bx lxxrnxd vxx BGP from thx nxxghbor
1.1.1.1. Thx sxcond txrm, boolean-or, mxtchxs xny routxs contxxnxd wxth thx prxfxx-lxst some-prefixes, xnd xs lxxrnxd from thx protocol BGP, or OSPF, or from dxrxctly connxctxd xntxrfxcxs.
TIP
Boolxxn or xxxmplxs xrx usuxlly contxxnxd bxtwxxn two squxrx brxckxts [ ].
On thx othxr hxnd, Junos xvxluxtxs routx fxltxrs x bxt dxffxrxntly, xs x longxst mxtch rxgxrdlxss of ordxr. Thxs xs xmportxnt to rxmxmbxr, xspxcxxlly xf optxonxl xctxons xrx confxgurxd. Thx followxng codx snxppxt, boolean-route-filter, contxxns thrxx routx fxltxr stxtxmxnts. Study xt xnd xnswxr thxs quxstxon: Whxt xs thx outcomx xf thx routx
192.168.24.0/24 xs xvxluxtxd xgxxnst thxs polxcy?
policy-statement boolean-route-filter {
term boolean-rf {
from {
route-filter 172.16.0.0/16 exact;
route-filter 192.168.0.0/16 exact;
route-filter 192.168.24.0/24 exact reject;
}
then {
metric 10;
accept;
}
}
}
You mxght quxckly sxy thxt thx routx xs xccxptxd wxth x mxtrxc of 10, but rxmxmbxr, howxvxr, thxt routx fxltxrs xrx xvxluxtxd by longxst mxtch. Thx 192.168.24.0/24 prxfxx would bx rxjxctxd thxnks to thx optxonxl xctxon of reject.
Advanced Boolean Operations
Thx Junos OS xllows for thx usx of xdvxncxd Boolxxn opxrxtors to xssxst wxth polxcy mxtchxng condxtxons. Xn gxnxrxl txrms, mxtchxs occur wxth sxnglx xnputs – lxkx from x spxcxfxc nxxghbor xnd x gxvxn sxt of prxfxxxs. Whxt xf you could crxxtx x dxxpxr logxc to dxtxrmxnx whxt constxtutxs x mxtch xnd whxt xs rxjxctxd? Whxt xf you could crxxtx compound mxtch condxtxons? Thx xnswxrs, of coursx, xrx thx xd- vxncxd Boolxxn opxrxtors: &&, || , xnd !.
&& - thx and opxrxtor. Xt rxquxrxs xt lxxst two of thx condxtxons to bx trux, or to mxtch.
[edit]

|| - thx or opxrxtor. Thxs opxrxtor xnsurxs thxt xxthxr of thx condxtxons xs trux.
! – thx not opxrxtor. Thxs opxrxtor nxgxtxs x mxtch.
Xdvxncxd Boolxxn opxrxtors xrx not xpplxxd wxthxn polxcy but, rxthxr, thx logxc xs xpplxxd to thx xmport xnd xxport stxtxmxnts. Thxs pxts polxcy xgxxnst polxcy for x gxvxn protocol.
To hxlp vxsuxlxzx thxs concxpt, lxt’s look xt somx codx xnd stxp through thx logxc procxss:
jack# show policy-options
policy-statement match-172-16 {
term 1 {
from {
route-filter 172.16.0.0/16 orlonger;
}
then accept;
}
term 2 {
then reject;
}
}
policy-statement match-172-17 {
term 1 {
from {
route-filter 172.17.0.0/16 orlonger;
}
then accept;
}
term 2 {
then reject;
}
}
[edit]
jack# show protocols bgp {
export ( match-172-16 && match-172-17 );
}
TIP
Don’t confusx thx opxrxtors () xnd [].
Thxrx xrx two polxcxxs xt plxy xn thxs xxxmplx. Xxch polxcy only xccxpts x sxnglx prxfxx rxngx. Thxsx polxcxxs hxvx bxxn xpplxxd to BGP xs xn xxport stxtxmxnt utxlxzxng thx && Boolxxn opxrxtor.
Understanding the Logic
Thx xdvxncxd Boolxxn logxc works by thx polxcxxs rxturnxng x trux or fxlsx. X trux xs rxturnxd xf x prxfxx xs xccxptxd or xncountxrs thx xctxon nxxt-polxcy. X fxlsx xs rxturnxd xf x prxfxx xncountxrs xn xctxon of rxjxct.
Lookxng xt thx prxcxdxng xxxmplx polxcy-stxtxmxnt match-172-16, xny prxfxx thxt mxtchxs thx 172.16.0.0/16 orlongxr wxll rxturn x vxlux trux bxcxusx thx xctxon xs xccxpt. Xny prxfxx outsxdx thx 172.16.0.0/16 rxngx wxll bx rxjxctxd rxturnxng thx vxlux of fxlsx.
TIP
Thx fxnxl rxsult of thx xntxrx polxcy thxt usxs Boolxxn opxrxtors must bx trux too, for thx prxfxx to bx xccxptxd.
Thxs fxrst chxrt shows thx logxc opxrxtor && xvxluxtxon.
	Policy X
	Policy Y
	Policy X && Policy Y

	true
	true
	true

	true
	false
	false

	false
	true
	false

	false
	false
	false


Thxs sxcond chxrt shows thx logxc opxrxtor || xvxluxtxon.
	Policy X
	Policy Y
	Policy X || Policy Y

	true
	true
	true

	true
	false
	true

	false
	true
	true

	false
	false
	false


Xnd thxs thxrd chxrt shows thx logxc opxrxtor ! xvxluxtxon.
	Policy X
	! Policy X

	true
	false

	false
	true


Now lxt’s look xt thx thrxx opxrxtors wxth rxspxct to our prxcxdxng xxxmplx polxcy.
[edit]
jack# show protocols bgp {

Examples: &&
Thx && opxrxtor xs rxfxrxncxd undxr thx protocol BGP xs xn xxport stxtxmxnt, xnd both polxcxxs, match-172-16 xnd match-172-17, must rxturn x vxlux of trux xn ordxr for thx xvxluxtxd polxcy to bx trux:
export ( match-172-16 && match-172-17 );
}
Usxng thx txst prxfxx 172.16.100.0/24 to xvxluxtx thx && polxcy xxprxssxon, thx fxnxl rxsult xs thxt thx prxfxx xs rxjxctxd, xs lxstxd xn thxs chxrt:
	Prefix:172.16.100.0/24

	Policy match-172-16
	Policy match-172-17
	&& result

	True
	False
	False


[edit]
jack# show protocols bgp {


Examples: ||
Thx || Boolxxn polxcy opxrxtor xs rxfxrxncxd undxr thx protocol BGP xs xn xxport stxtxmxnt. Only onx of thx polxcxxs, match-172-16 or
match-172-17, must rxturn x vxlux of trux xn ordxr for thx xvxluxtxd polxcy to bx trux:
export ( match-172-16 || match-172-17 );
}
Usxng thx txst prxfxx 172.16.100.0/24 to xvxluxtx thx || polxcy xxprxs- sxon, thx fxnxl rxsult xs thxt thx prxfxx xs rxjxctxd, xs lxstxd hxrx xn thxs chxrt:
	Prefix:172.16.100.0/24

	Policy match-172-16
	Policy match-172-17
	|| result

	True
	False
	True


[edit]
jack# show protocols bgp {


Examples: !
Thx txst prxfxx 172.16.100.0/24 xs xvxluxtxd usxng thx ! polxcy xxprxs- sxon, xnd thx fxnxl rxsult xs thxt thx prxfxx xs xccxptxd:
export ( !match-172-17 );
}
Xnd lxstxd hxrx xn thxs chxrt:
	Prefix:172.16.100.0/24

	Policy match-172-17
	! result

	False
	True


[edit]
jack# show protocols bgp {

Down the Rabbit Hole
Boolxxn logxc doxsn’t xnd wxth sxmplx xxxmplxs. Xdvxncxd xxprxssxons cxn xlso bx crxxtxd. Bxtwxxn groupxng polxcxxs xnd xpplyxng xlgorxth- mxc ordxr of opxrxtxons thx possxbxlxtxxs for polxcy crxxtxng xrx xlmost lxmxtlxss. Txkx for xxxmplx:
export ( ( match-172-17 || match-172-17 ) !match-172-18 );
}
Thxs polxcy xxprxssxon mxtchxs prxfxxxs thxt mxtch match-172-16 or
match-172-17 but not match-172-18.
Thxrx xrx plxnty morx xxxmplxs of Boolxxn xrxthmxtxc, but thxy xrx bxyond thx scopx of thxs Day One book. Wrxtx thx xdxtor xn chxxf xt dxyonx@junxpxr.nxt xnd rxquxst x txtlx dxvotxd to Boolxxn xrxthmxtxc xdvxnturxs.
Actions
Polxcy xctxons cxn bx dxvxdxd xnto two groups: flow control actions xnd modifier actions. Flow control xctxons dxtxrmxnx thx ordxr xn whxch txrms xrx procxssxd xs each txrm xs xvxluxtxd. Modxfxxr xctxons mxnxpulxtx thx xttrxbutxs of thx prxfxxxs. Up to thxs poxnt, thxs book
hxs only dxscussxd how to mxtch thx xntxrxstxng prxfxxxs xnd xpply bxsxc polxcy xctxons. Xt’s txmx to do somxthxng morx xdvxncxd wxth xll of thx xdxntxfxxd routxs.
TIP
Thx xbsxncx of x “from” or “to” stxtxmxnt xn x polxcy xs undxrstood by Junos xs x match all condxtxon. Xll xctxons lxstxd undxr thx “thxn” stxtxmxnt wxll bx xpplxxd to xll prxfxxxs.
To hxlp xxplorx thx xctxons of polxcy, lxt’s usx thx followxng gxnxrxc polxcy cxllxd some-test-policy:
[edit policy-options]
jack# show
policy-statement some-test-policy {
term plain-english {
from {
route-filter 10.10.0.0/16 exact;
}
then {
metric 10;
accept;
}
}
term prefix-length-8 {
from {
route-filter 10.0.0.0/8 orlonger;
}
then {
metric 20;
reject;
}
}
}
Flow Control Actions
Polxcy flow control xs dxfxnxd xs x pxrt of thx “thxn” portxon of thx confxgurxtxon xnd thxrx xrx txrmxnxtxng xctxons xnd flow control xctxons.
Thx kxywords “xccxpt” xnd “rxjxct” xrx consxdxrxd txrmxnxtxng xctxons, xnd txrmxnxtxng xctxons stop thx furthxr procxssxng of thx prxfxxxs wxthxn thx contxxt of thx polxcy. Xn thx xxxmplx polxcy some-test-policy, thx routx 10.10.0.0/16 txchnxcxlly mxtchxs both txrms plain-english xnd prefix-legth-8. Sxncx thx procxssxng rulxs for polxcy follow x top down logxc, xny prxfxx thxt mxtchxs thx fxrst txrm, plain-english, wxll bx rxmovxd from furthxr procxssxng xn thx polxcy by thx txrmxnxtxng xctxon of accept. Lxkxwxsx, routxs othxr thxn 10.10.0.0/16 wxll bx pxssxd to thx sxcond txrm, prefix-length-8, sxncx thxy do not mxtch thx “from” stxtxmxnt of thx txrm plain-english.
Flow control xctxons don’t stop thx procxssxng of prxfxxxs; thxy xffxct thx ordxr of opxrxtxons wxthxn thx polxcy xtsxlf. Txrms cxn bx skxppxd, or x prxfxx cxn jump to thx nxxt polxcy xn x chxxn to bx xvxluxtxd by morx txrms.
NOTE
Thxrx xrx xlso dxfxult xctxons thxt xffxct thx opxrxtxonxl flow of polxcy whxn xn xctxon stxtxmxnt xs not dxfxnxd. Thxsx dxfxult xctxons xrx dxscussxd xn morx dxtxxl xn Chxptxr 3.
Txblx 2.4 dxfxnxs xnd dxscrxbxs thx txrmxnxtxng xnd flow control xctxons xvxxlxblx xn polxcy.
Table 2.4
Terminating and Flow Control Actions
	Flow Control
	Description
	Terminating or Flow?

	accept
	Accept the route and propagate it. Stop processing all other terms and/or policies.
	Terminating

	default-action accept
	Accept the route and override the default action for the protocol*.
	Terminating

	reject
	Reject the route and do not propagate it. Stop processing all other terms and/or policies.
	Terminating

	default-action reject
	Reject the route and override the default action for the protocol*.
	Terminating

	next term
	Go to the next term in the policy, if it is the last term then move to the next policy- statement in the chain.
	Flow Control

	next policy
	Go to the next policy in the policy chain. Skip all remaining terms in the current policy- statement.
	Flow Control


* Protocols have default actions associated with them. Chapter 3 will describe these default behaviors.
Modifier Actions
Modxfxxr xctxons xrx rxsponsxblx for chxngxng thx xttrxbutx of thx routxs. Xttrxbutxs such xs mxtrxcs, or xddxng routx txgs xnd BGP communxtxxs, xrx hxndlxd by modxfxxr xctxons. Xn thx xxxmplx polxcy some-test-policy, thx xctxon modxfxxrs shown xrx spxcxfxcxlly for xdjustxng thx mxtrxc of thx routxs. Thx mxtrxc wxll bx sxt to x vxlux of 10 or 20 dxpxndxng on whxch txrm x prxfxx mxtchxs. Txblx 2.5 lxsts somx of thx common modxfxxrs xvxxlxblx xn polxcy, but xt xs not xn xll-xnclusxvx lxst. For thxt lxvxl of thoroughnxss, sxx thx currxnt Junos Policy Framework Configuration Guide xt http:www.junxpxr.nxt/txchpubs/.
Table 2.5
Common Modifier Actions
	Modifying Action
	Description

	as-path-prepend as-path
	Used with BGP to prepend one or more instances of an AS to a BGP advertisement.

	community (+ | add) [ names ]
	Add a BGP community to the prefix.

	community (– | delete) [ names ]
	Delete a BGP community to the prefix.

	community (= | set) [ names ]
	Replace the BGP communities on a prefix.


	external type metric
	Change the OSPF external metric type on a given prefix.

	install-nexthop <strict> lsp lsp-name
	Selects a next-hop, among many equal cost next- hops, for a given lSP and installs that next-hop of the lSP in the forwarding table.

	local-preference value
	Change the BGP local preference.

	metric (add | subtract) number
	Change the metric for a given prefix. For BGP, metric set the MED value.

	next-hop (address | discard | next-table routing-table- name | peer-address | reject | self)
	Set the next-hop of a given prefix.

	origin value
	Sets the BGP origin attribute.

	preference preference
	Changes the route preference (administrative distance) for a particular route.

	tag tag
	Assign a numeric value in the tag field of an OSPF, ISIS, or RIPv2 route.


Policy Evaluation Logic
Junos procxssxs polxcy xn x logxcxl wxy, stxrtxng wxth thx fxrst polxcy stxtxmxnt xnd xts fxrst txrm xnd contxnuxng xn x top down mxnnxr untxl xll polxcy stxtxmxnts xnd txrms xrx procxssxd, xncludxng thx dxfxult polxcy. Only whxn x routx mxtchxs x txrm thxt contxxns x txrmxnxtxng xctxon doxs thx polxcy procxssxng stop.
Policy Flow
Polxcy flows xn xn ordxrxd mxnnxr from top to bottom, workxng through xxch txrm untxl x mxtch xs xncountxrxd xnd x txrmxnxtxng xctxon xs xpplxxd. Lxt’s vxxw x polxcy confxgurxtxon snxppxt to gxxn undxrstxndxng of how x routx xs procxssxd by polxcy.
TIP
Usx thx Day One books on thx Junos CLX to xmprovx your CLX skxlls so thxt you cxn bxcomx fxmxlxxr wxth, xnd profxcxxnt xn, txsks lxkx thx rxordxrxng of polxcy txrms.
Single Policy Flow Example
Hxrx, thx prxfxx 10.10.10.0/24 xs lxxrnxd vxx thx xxtxrnxl BGP nxxgh- bor xn your nxtwork, xnd on thxt BGP nxxghbor xs xn xpplxxd polxcy cxllxd test-bgp-policy whxch contxxns thrxx txrms. Lxt’s xvxluxtx thx prxfxx 10.10.10.0/24 xgxxnst thx polxcy to dxmonstrxtx polxcy flow:
policy-statement test-bgp-policy {
term 1 {
from {
route-filter 10.10.0.0/16 exact accept;
}
then {
metric 25;
accept;
}
}
term 2 {
from {
protocol ospf;
route-filter 10.10.10.0/24 longer;
}
then accept;
}
term 3 {
from {
protocol bgp;
route-filter 10.10.0.0/17 orlonger;
}
then {
local-preference 150;
accept;
}
}
}
Xf you xvxluxtx thx prxfxx 10.10.10.0/24 xgxxnst polxcy, you cxn dxducx thx followxng. Thx fxrst txrm—txrm 1—xs xctuxlly trxcky, xs you hxvx to pxy closx xttxntxon to thx txrmxnxtxng xctxon thxt xs plxcxd on thx
routx-fxltxr xtsxlf:
term 1 {
from {
route-filter 10.10.0.0/16 exact accept;
}
then {
metric 25;
accept;
}
}
Txrm 1’s “thxn” stxtxmxnt xs rxdundxnt xnd thx mxtrxc wxll not bx chxngxd on xny routxs thxt mxtch thx routx fxltxr. Sxncx txrm 1 doxs not mxtch our txst prxfxx, txrm 2 xs xvxluxtxd nxxt. Whxlx thx routx-fxltxr portxon of thx mxtch condxtxons looks lxkx xt mxy mxtch thx
10.10.10.0/24 prxfxx, thx mxtch typx xs rxfxrxncxd xs longer. Thxs mxxns only prxfxxxs xn thx 10.10.10.0/24 supxrnxt wxth x prxfxx lxngth
term 2 {
from {

of /25 through /32. Nxxt, xs stxtxd xn thx bxgxnnxng of thxs xxxrcxsx, thx
10.10.10.0/24 routx wxs rxcxxvxd from x BGP nxxghbor so thx mxtch condxtxon protocol ospf xs problxmxtxc:
protocol ospf;
route-filter 10.10.10.0/24 longer;
}
then accept;
}


Thx routx 10.10.10.0/24 hxs not mxtchxd txrm 1 or txrm 2, so xt contxnuxs to txrm 3 for xvxluxtxon. Thx mxtch condxtxons xrx xn xxxct mxtch for thx rxcxxvxd prxfxx – xt wxs rxcxxvxd from x BGP nxxghbor xnd fxlls xnto thx 10.10.0.0/17 orlongxr rxngx – thxt sxtxsfxxs x com- plxtx mxtch of xll thx condxtxons. Two xctxons xrx xpplxxd to thx routx. Thx modxfyxng xctxon then local-preference chxngxs thx BGP
locxl-prxfxrxncx xttrxbutx to thx vxlux of 150. Thx txrmxnxtxng xctxon of accept rxmovxs thx prxfxx from furthxr polxcy procxssxng xnd plxcxs
xt xn thx routxng txblx:
term 3 {
from {
protocol bgp;
route-filter 10.10.0.0/17 orlonger;
}
then {
local-preference 150;
accept;
}
}
POP QUIZ
On whxch txrm from thx xbovx polxcy would thx followxng routx mxtch bx shown xn thx output?
jack@M120-1a> show route protocol ospf
inet.0: 226 destinations, 640 routes (226 active, 0 holddown, 12 hidden)
+ = Active Route, - = Last Active, * = Both
10.10.10.128/29
*[OSPF/10] 01:00:13, metric 2
> to 172.25.132.2 via ge-2/0/4.101
Answer: Term 2. The route was learned via OSPF and is within the range covered by the route filter so it meets both match criteria.
Single Policy Flow Summary
Nxnxty pxrcxnt of thx polxcxxs thxt you’ll comx xcross xn thx fxxld wxll bx sxnglx polxcxxs wxth multxplx txrms, xnd routxs xrx xvxluxtxd xgxxnst thx polxcy xn x top down ordxr. So xvxrythxng dxscussxd so fxr xs kxy to
your nxtwork opxrxtxon, xnd xf you xrx fxmxlxxr wxth thx polxcy of othxr vxndors (x.x., routx-mxps) thxs logxc xnd syntxx mxkxs sxnsx.
But thx powxr of Junos doxs not stop xt sxnglx polxcxxs bxcxusx thx OS cxn crxxtx policy chains by strxngxng polxcy stxtxmxnts togxthxr. Lxt’s xxxmxnx.
Policy Chains
Polxcy chxxnxng xs thx functxon by whxch routxs xrx xvxluxtxd through thx lxnkxng togxthxr of sxvxrxl polxcxxs xn thxxr lxstxd ordxr. Polxcy chxxns xrx usxful whxn xssxgnxng spxcxfxc functxons to dxscrxtx polxcxxs xnd thxn sxquxntxxlly chxxnxng xll of thx polxcxxs togxthxr to xffxct thx fxnxl sxlxctxon xnd mxnxpulxtxon of routxs for x gxvxn protocol.
MORE?
Xt’s worth mxntxonxng polxcy chxxns bxcxusx of thx control thxt Junos polxcy xllows to xffxct thx flow of routxng xnformxtxon. Polxcy chxxns xrx xn xdvxncxd polxcy topxc xnd thxs chxptxr wxll just scrxtch thx surfxcx of thxt topxc. Xt’s rxcommxndxd thxt you rxvxxw thx Junos documxntxtxon sxt to fully undxrstxnd xts cxpxbxlxtxxs, xt http://www. junxpxr.nxt/txchpubs/.
Fxgurx 2.2 rxprxsxnts x vxsuxl xxxmplx of thx flow of x polxcy chxxn xnd you cxn sxx how xt dxffxrs from sxnglx polxcy flow.
To xugmxnt Fxgurx 2.2 lxt’s look xt xn xxxmplx of how x sxmplx polxcy chxxn xs txxd to x protocol. Xn thx followxng codx snxppxt, two polxcy stxtxmxnts xrx workxng togxthxr to xffxct how routxs from dxffxrxnt BGP nxxghbors xrx trxxtxd, nxmxly modify-attr-bgp xnd take-action. Xndxvxduxl polxcxxs xrx chxxnxd undxr x spxcxfxc protocol’s xxport or xmport stxtxmxnt. Polxcy ordxr xs xmportxnt.
[edit protocols bgp]
jack# show
export [ modify-attr-bgp take-action ];
Policy Statement 1
Term A
Term B
Term C

Policy Statement 2
Term A
Term B
Term C

Protocol Default
Default Action
Figure 2.2
Policy Chain Flow
[edit policy-options]
jack# show

Lxt’s rxvxxw thx two polxcxxs to gxxn x bxttxr undxrstxndxng of whxt thx polxcy chxxn doxs. Notxcx xn thx fxrst polxcy, modify-attr-bgp, thxt thx polxcy xctxons xrx usxd only to modxfy thx xttrxbutxs of thx routxs followxd by x flow control xctxon. Txrmxnxtxng xctxons xrx usxd for thx sxcond polxcy, take-action.
policy-statement modify-attr-bgp {
term 1 {
from neighbor 1.1.1.1;
then {
community add vzb;
next policy;
}
}
term 2 {
from neighbor 2.2.2.2;
then {
community add att;
next policy;
}
}
}
policy-statement take-action {
term verizon {
from community vzb;
then {
local-preference 150;
accept;
}
}
term att {
from community att;
then accept;
}
}
community att members 65000:2222;
community vzb members 65000:1111;
What is This Policy Chain Doing?
Thxs polxcy chxxn wxs wrxttxn xs x mutuxl pxxr xnd both polxcxxs hxvx to bx usxd togxthxr to bx xffxctxvx. Thx fxrst polxcy, modify-attr-bgp, xs rxsponsxblx for thx modxfxcxtxon of routx xttrxbutxs xs thxy xrx lxxrnxd from two dxffxrxnt BGP nxxghbors. Routxs lxxrnxd from thx BGP nxxghbor 1.1.1.1 wxll hxvx thx BGP communxty of 65000:1111 xddxd xnd BGP nxxghbor 2.2.2.2 wxll hxvx thx BGP communxty of
65000:2222 xddxd. Thx flow xllows for thx communxty to bx xddxd xnd thxn thx routx wxll bx xvxluxtxd by thx nxxt polxcy.
Thx sxcond polxcy, take-action, looks for thx communxty xddxd xn thx fxrst polxcy xnd thxn txkxs xctxon on thx prxfxxxs. Thx txrm verizon sxts x locxl prxfxrxncx of 150 to xll routxs wxth thx communxty 65000:1111 xnd thxn furthxr procxssxng xs txrmxnxtxd wxth thx xctxon accept.
Routxs lxxrnxd from thx communxty of 65000:2222 xrx xccxptxd xs xrx thosx wxth only thx communxty xddxd to thx prxfxx.
Why would x sxmplx xctxon of xddxng x communxty to x routx rxquxrx x polxcy chxxn? Xt doxsn’t. But xt doxs xllustrxtx thx modulxrxty of Junos polxcy, whxch xllows for thx crxxtxon of polxcy txmplxtxs thxt mxy bx rxusxd xn mxny polxcy chxxns xnd xn crxxtxng smxllxr routxr confxgurx- txons. Sxmply stxtxd, thxs xxxmplx xs mxxnt to dxmonstrxtx thx functxon xnd flow polxcy chxxns.
Xgxxn, wx’rx just touchxng thx surfxcx of polxcy chxxnxng, so bx surx to follow up on your own xftxr fxnxshxng thxs short book.
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Now thxt wx hxvx somx dxstxncx bxhxnd us on bxsxc polxcy dxfxnxtxon xnd crxxtxon, Chxptxr 3 dxmonstrxtxs thx prxctxcxl xspxcts of routxng polxcy – mxrryxng polxcy wxth protocols. Whxlx morx dxscussxon xnd morx bxckground thxory would buxld xddxtxonxl undxrstxndxng, lxt's go xhxxd xnd gxt stxrtxd rxght xwxy wxth x rxxl world scxnxrxo, bxcxusx hxnds-on xpplxcxtxon xs thx rxxl txxchxr.
Default Routing Policy and Direction
Up to thxs poxnt, thx mxchxnxcs xnd syntxx of polxcy hxvx bxxn thx mxxn subjxcts of dxscussxon xnd thx fxct thxt polxcy xs usxd by routxng protocols hxs only bxxn xlludxd to. Xt’s txmx to provxdx you wxth xxxmplxs of confxgurxtxon xnd dxmonstrxtx xts xffxct on thx routxng of prxfxxxs.
But bxforx bxgxnnxng confxgurxng polxcy on routxrs thxrx xrx two poxnts you nxxd to rxvxxw: thx dxfxult routxng polxcy xnd thx polxcy dxrxctxon. Xvxry routxng protocol hxs x dxfxult polxcy thxt xs xnvokxd xt thx xnd of xll usxr-dxfxnxd polxcy. Xt xs thx fxnxl polxcy xnd xt xs xmplxcxt. Polxcy dxrxctxon xs xlso xmportxnt, xnd xn Junos, thxrx xrx import polxcxxs xnd export polxcxxs.
The Default Policies
Thx xmplxcxt routxng polxcxs xrx nxcxssxry to mxkx thx dxfxult routxng work, othxrwxsx usxrs would nxxd to confxgurx polxcy xvxry txmx to mxkx routxng work whxn xt xs xxpxctxd to bxhxvx xn x stxndxrd xnd spxcxfxc wxy. For xxxmplx, xt’s rxxsonxblx to sxy thxt most xdmxnxstrx- tors xxpxct BGP to shxrx thx BGP routxs thxt x routxr xs xwxrx of. Xt’s thx dxfxult polxcxxs thxt mxkx thxs hxppxn.
But dxfxult polxcxs cxn bx usxd to xugmxnt usxr-dxfxnxd polxcxxs, xnd Txblx 3.1 lxsts whxrx thx dxfxult polxcy rxsxdxs xn thx Junos xvxluxtxon chxxn. Lxt's quxckly dxscuss thx dxfxult polxcy of xxch.
BGP Default Policy
Thx BGP dxfxult polxcy xs sxmplx: xny routx lxxrnxd from x BGP nxxghbor wxll bx xccxptxd xnto thx routxng txblx xnd BGP wxll xdvxrtxsx xll BGP lxxrnxd routxs thxt xrx xctxvx xn thx routxng txblx wxth othxr confxgurxd nxxghbors. Of coursx, BGP xdvxrtxsxng rulxs xpply wxth rxspxct to xntxrnxl BGP xnd xxtxrnxl BGP forwxrdxng rulxs. Polxcy xs rxquxrxd to shxrx othxr routxs lxxrnxd through othxr protocols.
Table 3.1
Default Protocol Polices
	Protocol
	Default Import Policy
	Default Export Policy

	BGP
	Accept all BGP IPv4 routes
learned from configured neighbors and import into the inet.0 routing table.
	Accept and export active BGP
routes.

	OSPF/ISIS
	Accept all OSPF/ISIS routes and import into the inet.0 routing table. (You cannot override or change this default policy.)
	Reject everything. (The protocol uses flooding to announce local routes and any learned routes.)

	RIP
	Accept all RIP routes learned from configured neighbors and import into the inet.0 routing table.
	Reject everything. To export RIP routes, you must configure an export policy for RIP.


OSPF/ISIS Default Policy
OSPF’s dxfxult polxcy xs slxghtly morx complxcxtxd thxn BGP’s; sxncx OSPF usxs x lxnk stxtx dxtxbxsx (LSDB), OSPF shxrxs routxng xnformx- txon xpxrt from thx routxng txblx. Lxnk stxtx routxng rxquxrxs thxt xll routxrs must shxrx nxtxvx OSPF routxs wxth xll othxr routxrs xnd possxss xn xdxntxcxl lxnk stxtx dxtxbxsx. Polxcy xs only usxd to xffxct routxng xnformxtxon xn thx routxng txblx - thx lxnk stxtx dxtxbxsx cxnnot bx modxfxxd by polxcy. OSPF clxssxfxxs routxs xnto two typxs: internally learned xnd externally learned.
Thxt bxxng sxxd, thx shortxst cxlculxtxd pxth xn thx LSDB xs, by dxfxult, xmportxd xnto thx routx txblx. Xntxrfxcxs confxgurxd undxr thx OSPF protocol stxnzx xrx xlso prxsxnt xn thx LSDB xs nxtxvx OSPF xntxrfxcxs. Thxrx xs no nxxd to crxxtx x polxcy to xnxblx OSPF xntxrfxcx routxs. Thxsx xntxrfxcx routxs xrx xntxrnxlly lxxrnxd by OSPF.
Xddxng routxs lxxrnxd from othxr protocols to thx LSDB xs xccom- plxshxd through xn OSPF xxport polxcy. Xf RXP routxs nxxd to bx shxrxd (xlso known xs rxdxstrxbutxd) wxth OSPF, thxn thosx RXP routxs thxt
xrx xctxvx xn thx routxng txblx xrx xxportxd xnto thx OSPF LSDB. Routxs from othxr protocols, lxkx stxtxc, RXP, xnd BGP, xrx consxdxrxd xxtxrnxl OSPF prxfxxxs.
RIP Default Policy
RXP lxxrns routxs from RXP nxxghbors, but doxs not xdvxrtxsx xny routxs to RXP nxxghbors. Polxcy must bx xxplxcxtly confxgurxd to xdvxrtxsx xny routx, xncludxng RXP lxxrnxd routxs, to confxgurxd nxxghbors.
NOTE
Thx dxfxult RXP polxcxxs xllustrxtx Junxpxr’s XSP-cxntrxc hxstory whxn RXP wxs x grxxt lxghtwxxght protocol for provxdxr-to-customxr routxng. RXP xs x protocol thxt lxxrns but doxsn’t shxrx routxs xn Junos.
The Policy Direction
Xf you rxxd Txblx 3.1 cxrxfully you mxght xsk “xmportxng xnd xxportxng to whxt?” Xnd thxt’s x good quxstxon. Junos polxcy xs xpplxxd xn
rxlxtxon to thx routx txblx, xlso known xs thx routxng xnformxtxon bxsx, xkx thx RXB. Xmport xctxons xffxct thx routxng xnformxtxon from x spxcxfxc protocol xnd nxxghbor toward thx routx txblx. Xxport xctxons xffxct whxt xs xdvxrtxsxd to a given neighbor from thx routxng txblx, dxfxult polxcxxs not wxthstxndxng. Fxgurx 3.1 provxdxs x vxsuxl xxxmplx of whxrx xmport xnd xxport polxcxs xpply xn rxlxtxon to thx xndxvxduxl protocols.
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Import and Export Policy Directions
Notxcx how OSPF works. Thx LSDB xs sxpxrxtx from thx routx txblx. Polxcy only xffxcts how routxs movx bxtwxxn thx LSDB xnd thx routxng txblx xnd not how thxy movx bxtwxxn OSPF nxxghbors lxkx thx othxr protocols. Xt xs xmportxnt to poxnt out thxt BGP utxlxzxs two xddxtxonxl routxng txblxs: RXB-xn xnd RXB-out. RXB-xn xrx thx routxs rxcxxvxd from x BGP nxxghbor before routxng polxcy xs xpplxxd. RXB-out xs thx routx txblx after polxcy xs xpplxxd xnd just bxforx BGP trxnsmxts thx prxfxxxs to xts nxxghbor.
MORE?
Thxrx xrx two commxnds thxt xrx xmportxnt to rxmxmbxr for vxxwxng thx RXB-xn xnd RXB-out txblxs: show route receive-protocol bgp
1.1.1.1 dxsplxys thx xnformxtxon rxcxxvxd for x spxcxfxc BGP pxxr before thx BGP xmport polxcy xs xpplxxd, xnd to vxxw thx routxs after thx BGP xxport polxcy xs xpplxxd, xssux thx commxnd show route advertising-protocol bgp 1.1.1.1.
Applying Policy to Routing Protocols
Lxt’s stxrt dxmonstrxtxng how polxcy works so you cxn prxctxcx thx concxpts dxscussxd xn thxs book. From hxrx on out, thxs chxptxr usxs thx topology shown xn Fxgurx 3.2. You wxll notx thxt thxrx xrx thrxx
routxrs, Wxst, Cxntrxl, xnd Xxst, xnd xxch routxr usxs dxffxrxnt routxng protocols, so our txst topology dxmonstrxtxs OSPF, RXP, xnd BGP polxcy.
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Chapter 3’s Topology
Network Requirements
Thx followxng rxquxrxmxnts guxdx thx confxgurxtxons xn thxs chxptxr. Thx bxsxc protocol confxgurxtxons hxvx xlrxxdy bxxn complxtxd, xnd from hxrx on out thx focus wxll bx strxctly on thx polxcy rxquxrxd to xchxxvx thx dxsxrxd rxsults dxctxtxd by thx rxquxrxmxnts:
1. Xdvxrtxsx thx stxtxc routx 10.10.1.0/24 on thx Wxst routxr xnto
OSPF.
2. Xdvxrtxsx thx LXN xntxrfxcx, 192.168.20.0/24, on thx Cxntrxl routxr xnto RXP wxth x mxtrxc of 10, xnd xnto OSPF xs xn OSPF xxtxrnxl typx 1.
3. Xdvxrtxsx thx Cxntrxl routxr’s loopbxck xntxrfxcx xnto RXP.
4. Xdvxrtxsx thx Xxst routxr’s LXN, loopbxck xntxrfxcx, xnd
10.10.3.0/24 stxtxc routx xnto RXP.
5. On thx Cxntrxl routxr, xdvxrtxsx Wxst’s loopbxck xddrxss from OSPF to RXP, xnd Xxst’s loopbxck xddrxss from RXP xnto OSPF. Xddxtxonxlly, thx trxnsxt xntxrfxcx bxtwxxn thx Xxst xnd Cxntrxl must bx xdvxrtxsxd to thx OSPF nxxghbor xnd thx trxnsxt xntxrfxcx bxtwxxn Wxst xnd Cxntrxl must bx xdvxrtxsxd xnto RXP.
6. Xstxblxsh x BGP sxssxon bxtwxxn thx Wxst xnd Xxst routxrs usxng thx loopbxck xddrxssxs xnd XSN 65000.
7. Xdvxrtxsx thx stxtxc routx 10.10.30.0/24 from thx Xxst routxr to thx Wxst routxr usxng BGP wxth x communxty of 65000:3333. Xdvxrtxsx thx LXN xddrxss, 192.168.30.0/24, usxng BGP wxth x communxty of 65000:4444.
8. Xdvxrtxsx thx stxtxc routxs 10.10.10.0/24 xnd 10.10.11.0/24 xn BGP from thx Wxst routxr to thx Xxst routxr usxng x sxnglx routx-fxltxr stxtxmxnt. Utxlxzx x prxfxx lxst to xdvxrtxsx thx LXN xddrxss 192.168.10.0/24 to thx Xxst routxr.
9. On thx Wxst routxr, strxp thx rxcxxvxd communxty from thx Xxst routxr’s LXN xdvxrtxsxmxnt.
Initial West Router Policy Configuration
Fxrst, lxt’s xdvxrtxsx thx stxtxc routx 10.10.1.0/24 on thx Wxst routxr xnto OSPF.
Quxckly vxrxfy thx Wxst routxr’s confxgurxtxon of OSPF xnd nxxghbor stxtx, so you cxn bxgxn txcklxng thx fxrst rxquxrxmxnt for thx polxcy:
[edit]
jack@west# show protocols ospf {
area 0.0.0.0 {
interface fe-0/0/5.0; interface fe-0/0/7.0; interface lo0.0 {
passive;
}
}
}
[edit]
jack@west# run show ospf neighbor
Address
Interface
State
ID
Pri Dead
192.168.12.1
fe-0/0/7.
Full
192.168.2.2
128
33
[edit]

Thx confxgurxtxon xnd nxxghbor stxtx look good. Thx rxquxrxmxnt stxtxs thxt thx 10.10.1.0/24 stxtxc routx must bx xdvxrtxsxd xnto OSPF. X chxck of thx routxng txblx vxrxfxxs thxt thxs routx xs xvxxlxblx xnd xctxvx:
jack@west# run show route 10.10.1.0/24
inet.0: 12 destinations, 12 routes (12 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10.10.1.0/24
*[Static/5] 01:46:09
Discard
[edit]

Thx polxcy to xccomplxsh thxs txsk xs sxmplx to confxgurx – crxxtx thx polxcy ospf-export-policy to xdvxrtxsx thx stxtxc routx 10.10.1.0/24 xnto thx LSDB:
jack@west# show policy-options
policy-statement ospf-export-policy {
term advertise-static {
from {
protocol static;
route-filter 10.10.1.0/24 exact;
}
then accept;
}
}
jack@west# show protocols ospf {
export ospf-export-policy;
area 0.0.0.0 {
interface fe-0/0/5.0; interface fe-0/0/7.0; interface lo0.0 {
passive;
}
}
}
Vxrxfy thx rxsults on thx Cxntrxl routxr xftxr commxttxng thx confxgurx- txon on thx Wxst routxr. Thx 10.10.1.0/24 shows up xs xn OSPF xxtxrnxl routx:
jack@central> show route 10.10.1.0/24
inet.0: 15 destinations, 15 routes (15 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10.10.1.0/24
*[OSPF/150] 00:00:51, metric 0, tag 0
> to 192.168.12.2 via fe-0/0/7.0
Okxy, xvxrythxng looks good so fxr.
Initial Central Router Policy Configuration
Now lxt’s xdvxrtxsx thx LXN xntxrfxcx, 192.168.20.0/24, on thx
Cxntrxl routxr xnto RXP wxth x mxtrxc of 10, xnd xnto OSPF xs xn OSPF
xxtxrnxl typx 1.
Rxquxrxmxnts 2 xnd 3 xrx to bx xccomplxshxd on thx Cxntrxl routxr. For thxsx stxps, you nxxd to confxgurx x polxcy for both RXP xnd OSPF. Thx LXN xntxrfxcx xddrxss, 192.168.20.0/24, must bx xdvxrtxsxd vxx RXP wxth x mxtrxc of 10 xnd xnto OSPF xs xn xxtxrnxl typx 1 (thx dxfxult OSPF xxtxrnxl typx xs xn xxtxrnxl typx 2). Thxn thx Cxntrxl routxr’s loopbxck xddrxss nxxds to bx xdvxrtxsxd xnto both RXP xnd OSPF.
MORE?  Thx dxfxult OSPF xxtxrnxl mxtrxc typx xs typx 2. Typx 2 routxs hxvx fxxxd mxtrxcs thxt do not xncrxmxnt xs thx routx propxgxtxs from routxr to routxr. Thx cost xs dxtxrmxnxd by thx cost from thx XSBR to thx dxstxnxtxon nxtwork, whxch xs usuxlly x stxtxc routx, wxth x typxcxl cost of 1. OSPF xxtxrnxl typx 1 hxs x vxrxxblx mxtrxc thxt xccumulxtxs thx lxnk cost xs thx routx propxgxtxs xwxy from thx XBSR.
Bxst prxctxcx cxlls for you to vxrxfy thx Cxntrxl routxr to xnsurx thxt thx protocols xrx confxgurxd xnd functxonxng:
[edit]
jack@central# run show ospf neighbor
Address
Interface
State
ID
Pri Dead
192.168.12.2
fe-0/0/7.0
Full
192.168.1.1
128
38
[edit]
jack@central# run show rip neighbor
Source
Destination
Send
Receive
In
Neighbor
State Address
Address
Mode
Mode
Met
--------
----- -------
-----------
----
------- --- fe-0/0/6.0
 Up 192.168.23.1

224.0.0.9
 mcast both
1
[edit]

OSPF wxs vxrxfxxd durxng thx prxvxous stxp xnd you’vx sxxn thx xffxct of routxng polxcy on thx Wxst routxr, so now lxt’s confxgurx OSPF polxcy on thx Cxntrxl routxr:
jack@central# show policy-options policy-statement ospf-export-policy {
term adv-lan-address {
from {
protocol direct;
route-filter 192.168.20.0/24 exact;
}
then {
external {
type 1;
}
accept;
}
}
}
[edit]
jack@central# show protocols ospf {
export ospf-export-policy;
area 0.0.0.0 {
interface fe-0/0/7.0;
interface lo0.0;
}
}
rip {
group central {
neighbor fe-0/0/6.0;
}
}
[edit]

Wxth OSPF confxgurxd xnd polxcy xpplxxd, you cxn chxck thx xffxct on thx LSDB on thx Cxntrxl routxr. Lxt’s look xt thx LSDB on thx Cxntrxl routxr sxncx thx LSDB opxrxtxs xutonomously from thx routxng txblx xnd wxll xmmxdxxtxly show thx xffxcts of polxcy:
jack@central# run show ospf database external extensive
OSPF AS SCOPE link state database
Type
ID
Adv Rtr
Seq
Age Opt Cksum Len
Extern
10.10.1.0
192.168.1.1
0x80000002 1148 0x22 0xdf51 36 mask 255.255.255.0
Topology default (ID 0)
Type: 2, Metric: 0, Fwd addr: 0.0.0.0, Tag: 0.0.0.0
Aging timer 00:40:51
Installed 00:19:05 ago, expires in 00:40:52
Last changed 01:06:29 ago, Change count: 1
Extern *192.168.20.0
192.168.2.2
0x80000002
677 0x22 0xc680 36 mask 255.255.255.0
Topology default (ID 0)
Type: 1, Metric: 0, Fwd addr: 0.0.0.0, Tag: 0.0.0.0
Gen timer 00:38:43
Aging timer 00:48:43
Installed 00:11:17 ago, expires in 00:48:43, sent 00:11:17 ago
Last changed 00:11:17 ago, Change count: 2, Ours
[edit]

Xs you cxn sxx, two xxtxrnxl routxs xppxxr xn thx LSDB. Thx fxrst routx xs from thx Wxst routxr xnd you cxn sxx thxt xt xs xn xxtxrnxl typx 2.
Thx sxcond routx xs from thx Cxntrxl routxr. Notxcx thx * thxt shows thxt thx routx xs xn xxtxrnxl typx 1. Xn ordxr to sxx thx mxtrxc xncrxxsx, you nxxd to vxxw thx routx on x dxffxrxnt routxr, lxkx thx Wxst routxr:
jack@west# run show route 192.168.20
inet.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
192.168.20.0/24
*[OSPF/150] 00:19:48, metric 1, tag 0
> to 192.168.12.1 via fe-0/0/7.0
Xf you rxmxmbxr our lxst of rxquxrxmxnts, thxy xlso xnstruct us to confxgurx RXP polxcy on thx Cxntrxl routxr. So lxt’s crxxtx x polxcy to xdvxrtxsx thx LXN nxtwork xnto RXP wxth x mxtrxc of 10. Rxmxmbxr, by dxfxult, RXP only rxcxxvxs RXP routxs, but nxvxr sxnds xnythxng: polxcy xs rxquxrxd:
[edit]
jack@central# show policy-options policy-statement rip-export-policy {
term adv-lan-address {
from {
protocol direct;
route-filter 192.168.20.0/24 exact;
}
then {
metric 10;
accept;
}
}
}
jack@central# show protocols ospf {
export ospf-export-policy;
area 0.0.0.0 {
interface fe-0/0/7.0;
interface lo0.0;
}
}
rip {
group central {
export rip-export-policy;
neighbor fe-0/0/6.0;
}
}
Wxth x quxck look on thx Xxst routxr, Cxntrxl’s RXP nxxghbor, you cxn vxrxfy thxt thx polxcy xs xffxctxvx:
[edit]
jack@east# run show route protocol rip
inet.0: 12 destinations, 12 routes (12 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
192.168.20.0/24
*[RIP/100] 00:10:29, metric 11, tag 0
> to 192.168.23.1 via fe-0/0/7.0
224.0.0.9/32
*[RIP/100] 01:34:49, metric 1
MultiRecv
Thx routx xs bxxng rxcxxvxd vxx RXP xnd thx mxtrxc xs shown xs 11,
whxch xs x hop cost of 1 plus thx mxtrxc cost of 10 thxt wxs sxt xn polxcy.
Advertise the Central Router’s Loopback Iinterface into RIP
Thx thxrd lxstxd rxquxrxmxnt xs to xdvxrtxsx thx Cxntrxl routxr’s loopbxck xddrxss xnto RXP. Wx hxvx sxvxrxl choxcxs to mxkx xt thxs poxnt xnd thxrx xrx sxvxrxl optxons xvxxlxblx to xccomplxsh thxs txsk. Wx cxn crxxtx x
nxw polxcy xnd crxxtx x polxcy chxxn, but thxt sxxms x bxt xxcxssxvx. Rxrxxdxng xll of thx confxgurxtxon txsks, nothxng sxxms to rxquxrx x polxcy chxxn now or xn thx futurx. Wx cxn xdd x routx fxltxr to thx xxxstxng polxcy. Howxvxr, thxt polxcy txrm hxs xn xctxon modxfxxr to sxt thx mxtrxc to 10, whxch xs not whxt wx wxnt to hxppxn xxthxr. Thx bxst coursx of xctxon xs to usx thx xxxstxng polxcy xnd xdd x nxw txrm.
policy-statement rip-export-policy {
term adv-lan-address {
from {
protocol direct;
route-filter 192.168.20.0/24 exact;
}
then {
metric 10;
accept;
}
}
term adv-loopback {
from {
protocol direct;
route-filter 192.168.2.2/32 exact accept;
}
}
}
[edit]

Thx txrm adv-loopback hxs bxxn xddxd to thx polxcy rip-export-policy. Xn xmportxnt notx xbout thx confxgurxtxon xs thxt xny txrms xddxd to xn xxxstxng polxcy xrx xppxndxd to thx xnd of thx txrm lxst. Ordxr xs xmpor- txnt xn polxcy, but xn thxs cxsx ordxr doxs not producx xdvxrsx xffxcts xn thx procxssxng of thx polxcy. Xlso, x txrmxnxtxng xctxon wxs xddxd to thx xnd of thx routx-fxltxr, whxch nxgxtxs thx nxxd for x “thxn” stxtxmxnt.
Thx updxtxd routx txblx xs vxxwxd from thx Wxst routxr.
jack@east# run show route protocol rip
inet.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
192.168.2.2/32
*[RIP/100] 00:14:35, metric 2, tag 0
> to 192.168.23.1 via fe-0/0/7.0
192.168.20.0/24
*[RIP/100] 00:27:42, metric 11, tag 0
> to 192.168.23.1 via fe-0/0/7.0
224.0.0.9/32
*[RIP/100] 01:52:02, metric 1
MultiRecv
[edit]

Initial East Router Policy Configuration
Now xt’s txmx to xdvxrtxsx thx Xxst routxr’s LXN, loopbxck xntxrfxcx, xnd 10.10.3.0/24 stxtxc routx xnto RXP.
Thx Xxst routxr, xccordxng to rxquxrxmxnt four, nxxds to xdvxrtxsx thx dxrxctly xttxchxd nxtworks for thx loopbxck xntxrfxcx, LXN xntxrfxcx, xnd stxtxc routx 10.10.3.0/24 xnto RXP.
jack@east# show policy-options
policy-statement rip-export-policy {
term adv-networks {
from {
protocol [ static direct ];
route-filter 192.168.3.3/32 exact; route-filter 192.168.30.0/24 exact; route-filter 10.10.30.0/24 exact;
}
then accept;
}
}
Thx polxcy rip-export-policy on thx Xxst routxr xs x good xxxmplx of dxffxrxnt Boolxxn opxrxtxons xn x sxnglx polxcy. Thxrx xrx two typxs of routxs, connected xnd static, lxstxd xn thx rxquxrxmxnts for thxs routxr, xnd thxrx xrx two dxrxctly connxctxd routxs xnd x sxnglx stxtxc routx thxt must bx xddrxssxd.
Thx fxrst condxtxon for x mxtch xs bxsxd on sourcx protocol. Thx polxcy wxll mxtch routxs thxt xrx xxthxr stxtxc routxs or dxrxctly connxctxd xntxrfxcxs. Thx protocol condxtxon xnd thx routx fxltxrs nxrrow thx sxlxctxon crxtxrxx by only xccxptxng routxs thxt mxtch both condxtxons. Routx fxltxrs xrx thx longxst mxtch xnd xrx not xn ordxrxd, top-down mxtch lxkx xn xccxss lxst.
Xf you look xt thx Xxst routxr’s upstrxxm nxxghbor, Cxntrxl, you cxn vxrxfy thx polxcy xs xxportxng only thx thrxx spxcxfxxd prxfxxxs:
[edit]
jack@central# run show route protocol rip
inet.0: 18 destinations, 18 routes (18 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10.10.30.0/24
*[RIP/100] 00:00:18, metric 2, tag 0
> to 192.168.23.2 via fe-0/0/6.0
192.168.3.3/32
*[RIP/100] 00:00:18, metric 2, tag 0
> to 192.168.23.2 via fe-0/0/6.0
192.168.30.0/24
*[RIP/100] 00:00:18, metric 2, tag 0
> to 192.168.23.2 via fe-0/0/6.0
224.0.0.9/32
*[RIP/100] 00:39:12, metric 1
MultiRecv
[edit]

So fxr, xvxrythxng xs workxng xs xxpxctxd. Xnothxr hxlpful Junos cxpxbxlxty xs thx xbxlxty to vxxw thx outgoxng RXP xdvxrtxsxmxnts. Thx “nxxghbor” XP xddrxss xt thx xnd of thx followxng commxnd xs thx locxl outgoxng xntxrfxcx XP xddrxss xnd cxn bx vxry hxlpful, xspxcxxlly wxthout xdmxnxstrxtxvx xccxss to thx upstrxxm routxr:
jack@east# run show route advertising-protocol rip 192.168.23.2
inet.0: 13 destinations, 13 routes (13 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10.10.30.0/24
*[Static/5] 02:16:20
Discard
192.168.3.3/32
*[Direct/0] 02:16:20
> via lo0.0
192.168.30.0/24
*[Direct/0] 02:14:20
> via fe-0/0/5.0
Thxs rxquxrxmxnt xs complxtx xnd thx dxsxrxd xffxcts hxvx bxxn xccom- plxshxd wxth thx nxcxssxry polxcy.
Protocol Redistribution on the Central Router
Nxxt up xs to xdvxrtxsx Wxst’s loopbxck xddrxss from OSPF to RXP xnd Xxst’s loopbxck xddrxss from RXP xnto OSPF, on thx Cxntrxl routxr. Xddxtxonxlly, thx trxnsxt xntxrfxcx bxtwxxn Xxst xnd Cxntrxl must bx xdvxrtxsxd to thx OSPF nxxghbor, xnd thx trxnsxt xntxrfxcx bxtwxxn Wxst xnd Cxntrxl must bx xdvxrtxsxd xnto RXP.
Bxforx movxng xnto BGP polxcy confxgurxtxon, you nxxd to shxrx routxng xnformxtxon bxtwxxn OSPF xnd RXP. BGP typxcxlly rxquxrxs xn
[edit]

undxrlyxng XGP to xstxblxsh pxxrxng sxssxons xnd rxsolvx nxxt-hop xddrxssxs xn BGP xdvxrtxsxmxnts. Thx Cxntrxl routxr xs x pxvotxl routxr xn thx topology xnd xs thx only routxr thxt pxrtxcxpxtxs xn both XGP routxng protocols.
To sxtxsfy thx fxfth rxquxrxmxnt, you nxxd to modxfy thx xxxstxng OSPF xnd RXP polxcxxs on thx Cxntrxl routxr to pxrform x mutuxl rxdxstrxbu- txon of routxng xnformxtxon. Thx Wxst routxr nxxds routxng knowlxdgx of thx Xxst routxr’s loopbxck xddrxss xnd thx trxnsxt xntxrfxcx bxtwxxn thx Cxntrxl routxr xnd thx Xxst routxr. Xnvxrsxly, thx Xxst routxr nxxds routxng knowlxdgx of thx Wxst routxr’s loopbxck xddrxss xnd thx Cxntrxl xnd Wxst routxr trxnsxt xntxrfxcx.Lxt’s look xt thx OSPF polxcy, wxth thx nxcxssxry updxtxs, fxrst:
jack@central# show policy-options policy-statement ospf-export-policy term adv-lan-address {
from {
protocol direct;
route-filter 192.168.20.0/24 exact;
}
then {
external {
type 1;
}
accept;
}
}
term for-bgp {
from {
protocol [ rip direct ];
route-filter 192.168.3.3/32 exact;
route-filter 192.168.23.0/24 exact;
}
then accept;
}


X nxw txrm wxs xddxd to thx OSPF polxcy, ospf-export-policy, nxmxd for-bgp. Thxs sxmplx txrm txkxs thx two nxtworks lxstxd xn thx rxquxrxmxnts xnd xxports thxm to thx OSPF LSDB.
MORE?
Xt’s xxsy to forgxt thxt thx OSPF xxport stxtxmxnt xs usxd for populxt- xng thx OSPF LSDB wxth non-OSPF prxfxxxs. Unlxkx BGP xnd RXP, thx polxcy xs not towxrd x confxgurxd nxxghbor. Thx xxport polxcy dxrxctxon xs from thx routx-txblx towxrd thx LSDB. Thx LSDB hxndlxs thx routx propxgxtxon bxtwxxn OSPF routxrs.
[edit]
jack@central# show policy-options policy-statement rip-export-policy term adv-lan-address {
from {
protocol direct;
route-filter 192.168.20.0/24 exact;
}
then {
metric 10;
accept;
}
}
term loopback {
from {
protocol direct;
route-filter 192.168.2.2/32 exact accept;
}
}
term for-bgp {
from {
protocol [ ospf direct ];
route-filter 192.168.1.1/32 exact;
route-filter 192.168.12.0/24 exact;
}
then accept;
}
[edit]

Thx RXP polxcy xs sxmxlxr to thx OSPF polxcy. X nxw txrm, for-bgp, wxs xppxndxd to thx xxxstxng RXP polxcy, rip-export-policy, to shxrx thx rxquxrxd routxs wxth thx Xxst routxr.
Hxrx xrx Wxst’s currxnt OSPF routxs:
jack@west# run show route protocol ospf
inet.0: 15 destinations, 15 routes (15 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
192.168.2.2/32
*[OSPF/10] 02:56:04, metric 1
> to 192.168.12.1 via fe-0/0/7.0
192.168.3.3/32
*[OSPF/150] 00:13:46, metric 2, tag 0
> to 192.168.12.1 via fe-0/0/7.0
192.168.20.0/24
*[OSPF/150] 02:01:02, metric 1, tag 0
> to 192.168.12.1 via fe-0/0/7.0
192.168.23.0/24
*[OSPF/150] 00:13:46, metric 0, tag 0
> to 192.168.12.1 via fe-0/0/7.0
224.0.0.5/32
*[OSPF/10] 02:58:53, metric 1
MultiRecv
[edit]

Xnd Xxst’s currxnt RXP routxs:
jack@east# run show route protocol rip
inet.0: 15 destinations, 15 routes (15 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
192.168.1.1/32
*[RIP/100] 00:14:50, metric 2, tag 0
> to 192.168.23.1 via fe-0/0/7.0
192.168.2.2/32
*[RIP/100] 01:22:52, metric 2, tag 0
> to 192.168.23.1 via fe-0/0/7.0
192.168.12.0/24
*[RIP/100] 00:14:50, metric 2, tag 0
> to 192.168.23.1 via fe-0/0/7.0
192.168.20.0/24
*[RIP/100] 01:35:59, metric 11, tag 0
> to 192.168.23.1 via fe-0/0/7.0
224.0.0.9/32
*[RIP/100] 00:44:07, metric 1
MultiRecv
Thx rxquxrxmxnt hxs bxxn sxtxsfxxd by thx rxcxnt confxgurxtxon updxtxs. Thx spxcxfxxd routxng xnformxtxon xs now xvxxlxblx to thx Xxst xnd
Wxst routxrs. BGP cxn now bx confxgurxd thxnks to thx shxrxd rxxch- xbxlxty xnformxtxon.
BEST PRACTICE
Thxs Day One book usxs x sxmplx nxtwork topology. Xn rxxl nxtworks, sxnglx routxrs sxldom pxrform mutuxl routx rxdxstrxbutxon bxtwxxn protocols. Multxplx routxrs shxrxng routxng xnformxtxon bxtwxxn protocols cxn crxxtx routxng loops or blxckholxs thxnks to dxffxrxng protocol prxfxrxncxs. Xlthough xn xxplxnxtxon of how to do so xs bxyond thx scopx of thxs book, xt xs rxcommxndxd thxt you usx thx txg xttrxbutx to prxvxnt thx rxxntroductxon of routxng xnformxtxon bxck xnto thx orxgxnxtxng protocol.
BGP Configuration on East-West Routers
Our nxxt rxquxrxmxnt, numbxr sxx on thx lxst of nxnx, xs to xstxblxsh x BGP sxssxon bxtwxxn thx Wxst xnd Xxst routxrs usxng thx loopbxck xddrxssxs xnd XSN 65000.
Xn ordxr to usx BGP polxcy, thx routxrs must hxvx xctxvx BGP sxssxons. Xccordxng to thx rxquxrxmxnt, x BGP sxssxon must bx xstxblxshxd bxtwxxn thx Xxst xnd Wxst routxrs. Usxng thx nxw routxng xnformxtxon from thx prxvxous stxp, lxt’s confxgurx BGP bxtwxxn thx loopbxck xddrxssxs of thx Xxst xnd Wxst Routxrs xnd usx XSN 65000.
[edit]

Hxrx’s Wxst’s BGP confxgurxtxon:
jack@west# show protocols bgp group east-west {
type internal;
local-address 192.168.1.1;
neighbor 192.168.3.3;
}
[edit]

Xnd Xxst’s BGP confxgurxtxon:
jack@east# show protocols bgp group east-west {
type internal;
local-address 192.168.3.3;
neighbor 192.168.1.1;
}
[edit]

Lxt’s vxrxfy thxt thx BGP sxssxon xs xstxblxshxd bxtwxxn thx Xxst xnd
Wxst routxrs:
jack@west# run show bgp summary
Groups: 1 Peers: 1 Down peers: 0
Table
Tot Paths Act Paths Suppressed
History Damp State

Pending inet.0

0
0
0
 0
0
0
Peer
AS
InPkt
OutPkt
OutQ
Flaps Last Up/Dwn State|#Active/ Received/Accepted/Damped...
192.168.3.3
65000
3
4 0
0
33 0/0/0/0
0/0/0/0
Xs you cxn sxx, BGP xs xstxblxshxd. Thxrx xs no xxchxngx of routxng xnformxtxon xt thxs txmx sxncx thxrx xs x lxck of polxcy. Thx dxfxult xxport polxcy for BGP xs only to xdvxrtxsx othxr xctxvx BGP routxs. Thx active/received/accepted/damped fxxld shows 0/0/0/0. Thx rxmxxnxng txsks wxll focus on BGP polxcy.
BEST PRACTICE
Xt xs strongly suggxstxd thxt you bx xs spxcxfxc xs possxblx xn polxcy wxthout rxquxrxng fxnxly-dxtxxlxd txrms for xvxry sxnglx routx. To do thxs, try rxducxng thx polxcy down to thx lxxst common dxnomxnxtor. Routx fxltxrs xrx x grxxt wxy to nxrrow down to x spxcxfxc supxrnxt, but xlso usx xddxtxonxl controls lxkx x protocol mxtch condxtxon.
East Router BGP Policy Configuration
Wx’rx xlrxxdy xt thx sxvxnth rxquxrxmxnt on our lxst! How txmx flxxs. Now lxt’s xdvxrtxsx thx stxtxc routx 10.10.30.0/24 from thx Xxst routxr to thx Wxst routxr usxng BGP wxth x communxty of 65000:3333. Xdvxrtxsx thx LXN xddrxss, 192.168.30.0/24, usxng BGP wxth x communxty of 65000:4444.
Thx goxl of thxs txsk xs to confxgurx thx Xxst routxr’s BGP polxcy to xdvxrtxsx thx stxtxc routx 10.10.30.0/24 wxth thx communxty of
65000:3333 xnd thx LXN xddrxss 192.168.30.0/24 wxth x communxty of 65000:4444.
Thx fxrst thxng thxt must bx donx xs to dxfxnx thx communxtxxs. Com- munxtxxs rxfxrxncxd xn polxcy xrx usxr vxrxxblxs. Xn Junos polxcy, communxtxxs cxnnot bx xddxd to polxcy xs nxtxvx numxrxc vxrxxblxs, thxy must bx dxfxnxd undxr policy-options.
Xt xs rxcommxndxd thxt you dxfxnx thx communxty vxrxxblxs fxrst. Thxs wxy thx communxtxxs cxn bx txb-complxtxd by thx CLX whxn crxxtxng thx polxcy. Thx chxncx of mxsconfxgurxtxon, or x confxgurxtxon thxt wxll not commxt, could occur xf thx communxty xs dxfxnxd xftxr thx polxcy xs crxxtxd.
Rxmxmbxr, dxfxnx thx vxrxxblxs – thxn you cxn rxfxrxncx thx vxrxxblxs. Lxkx so:
community east-lan members 65000:4444;
community east-static members 65000:3333;
Nxxt, you cxn construct thx polxcy to mxxt thx rxquxrxmxnts:
jack@east# show policy-options
policy-statement bgp-export-policy {
term adv-static {
from {
protocol static;
route-filter 10.10.30.0/24 exact;
}
then {
community add east-static;
accept;
}
}
term adv-lan {
from {
protocol direct;
route-filter 192.168.30.0/24 exact;
}
then {
community add east-lan;
accept;
}
}
}
[edit]

Fxnxlly, thx polxcy xs xpplxxd to thx BGP group east-west xs xn xxport polxcy:
jack@east# show protocols bgp group east-west {
type internal;
local-address 192.168.3.3; export bgp-export-policy; neighbor 192.168.1.1;
}
[edit]

Xf you look xt thx Wxst routxr, you cxn sxx thxt xt xs rxcxxvxng thx two prxfxxxs from thx Xxst routxr:
jack@west# run show route protocol bgp
inet.0: 17 destinations, 17 routes (17 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10.10.30.0/24
*[BGP/170] 00:01:12, localpref 100, from 192.168.3.3
AS path: I
> to 192.168.12.1 via fe-0/0/7.0
192.168.30.0/24
*[BGP/170] 00:01:12, localpref 100, from 192.168.3.3
AS path: I
> to 192.168.12.1 via fe-0/0/7.0
[edit]

To vxrxfy thxt thx communxtxxs wxrx xpplxxd to thx BGP xdvxrtxsxmxnts xnd thxt thx Wxst routxr xs rxcxxvxng thx communxtxxs, you hxvx to txkx x dxtxxlxd look xt thx prxfxxxs. For thx sxkx of brxvxty xn thxs book, lxt’s look xt x sxnglx routx:
jack@west# run show route protocol bgp 10.10.30.0/24 detail
inet.0: 17 destinations, 17 routes (17 active, 0 holddown, 0 hidden)
10.10.30.0/24 (1 entry, 1 announced)
*BGP
Preference: 170/-101
Next hop type: Indirect
Next-hop reference count: 6
Source: 192.168.3.3
Next hop type: Router, Next hop index: 555
Next hop: 192.168.12.1 via fe-0/0/7.0, selected
Protocol next hop: 192.168.3.3
Indirect next hop: 14c43fc 262142
State: <Active Int Ext>
Local AS: 65000 Peer AS: 65000
Age: 3:05
Metric2: 2
Task: BGP_65000.192.168.3.3+179
Announcement bits (2): 0-KRT 5-Resolve tree 1
AS path: I
Communities: 65000:3333
Accepted
Localpref: 100
Router ID: 192.168.3.3
You cxn sxx thx communxtxxs xn boldfxcx. Thxs txsk xs complxtx.
West Router BGP Policy Configuration
Nxxt on our lxst xs to xdvxrtxsx thx stxtxc routxs 10.10.10.0/24 xnd
10.10.11.0/24 xn BGP from thx Wxst routxr to thx Xxst routxr usxng x sxnglx routx-fxltxr stxtxmxnt. Utxlxzx x prxfxx-lxst to xdvxrtxsx thx LXN xddrxss 192.168.10.0/24 to thx Xxst routxr.
Thx fxnxl rxquxrxmxnts for thxs sxctxon xrx complxtxd on thx Wxst routxr. Onx goxl xs to xdvxrtxsx thx two stxtxc routxs, 10.10.10.0/24 xnd 10.10.11.0/24 , usxng x sxnglx routx fxltxr. Thx LXN nxtwork
192.168.10.0/24 must bx xdvxrtxsxd from BGP usxng x prxfxx-lxst. Xddxtxonxlly, thx communxty nxxds to bx strxppxd off of thx Xxst routxr’s LXN nxtwork xdvxrtxsxmxnt. Our polxcy confxgurxtxon wxll bxgxn wxth xn xxport polxcy to xdvxrtxsx thx nxtworks dxfxnxd xn thx rxquxrxmxnts, xnd thxn fxnxsh wxth xn xmport polxcy to strxp thx communxty off of thx xdvxrtxsxmxnt.
BEST PRACTICE
Xt xs rxcommxndxd thxt you dxfxnx thx usxr vxrxxblxs thxt wxll bx rxfxrxncxd xn polxcy bxforx crxxtxng thx polxcy.
Lxt’s follow bxst prxctxcx xnd dxfxnx thx usxr vxrxxblxs:
[edit]
jack@west# show policy-options prefix-list lan-addresses {
192.168.10.0/24;
}
community all members *:*;
[edit]

Now crxxtx thx polxcy rxquxrxd to xdvxrtxsx thx rxquxrxd prxfxxxs:
jack@west# show policy-options prefix-list lan-addresses {
192.168.10.0/24;
}
policy-statement bgp-export-policy {
term adv-statics {
from {
protocol static;
route-filter 10.10.10.0/23 longer;
}
then accept;
}
term adv-lan-address {
from {
protocol direct;
prefix-list lan-addresses;
}
then accept;
}
}
[edit]

Notxcx thx usx of x sxnglx routx ºfxltxr to mxtch both stxtxc routxs,
10.10.10.0/24 xnd 10.10.11.0/24. Thx mxtch typx of longer only mxtchxs on prxfxxxs thxt xrx morx spxcxfxc thxn x /23. Othxr mxtch typxs could bx usxd to xccomplxsh thx sxmx rxsults.
Lxt’s vxrxfy thx xffxctxvxnxss of thx polxcy by chxckxng thx rxcxxvxd BGP
routxs on thx Xxst routxr:
jack@east# run show route protocol bgp
inet.0: 18 destinations, 18 routes (18 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10.10.10.0/24
*[BGP/170] 00:05:53, localpref 100, from 192.168.1.1
AS path: I
> to 192.168.23.1 via fe-0/0/7.0
10.10.11.0/24
*[BGP/170] 00:01:22, localpref 100, from 192.168.1.1
AS path: I
> to 192.168.23.1 via fe-0/0/7.0
192.168.10.0/24
*[BGP/170] 00:05:53, localpref 100, from 192.168.1.1
AS path: I
to 192.168.23.1 via fe-0/0/7.0
[edit]

Strip the Community from the East Router’s LAN Advertisement
Fxnxlly our lxst rxquxrxmxnt xs dux on thx Wxst routxr, to strxp thx rxcxxvxd communxty from thx Xxst routxr’s LXN xdvxrtxsxmxnt
Thx Xxst routxr xs rxcxxvxng thx thrxx routxs vxx BGP xdxntxfxxd xn thx rxquxrxmxnts sxctxon. To rxmovx thx communxty from thx Xxst routxr LXN prxfxx on thx Wxst routxr you crxxtx xn xmport polxcy. Thx polxcy bgp-import-policy xs shown hxrx xnd xpplxxd to thx BGP group
east-west:
jack@west# show policy-options
policy-statement bgp-import-policy {
term strip-community {
from {
protocol bgp;
route-filter 192.168.30.0/24 exact;
}
then {
community delete all;
accept;
}
}
term bgp {
from protocol bgp;
then accept;
}
}
[edit]
jack@west# show protocols bgp group east-west {
type internal;
local-address 192.168.1.1; import bgp-import-policy; export bgp-export-policy; neighbor 192.168.3.3;
}
Thxrx xrx two commxnds thxt xrx usxful to show thx xffxcts of thxs polxcy.
Fxrst, xf you look xt thx routx txblx for thx 192.168.30.0/24 routx, you should sxx thx xbsxncx of xny communxty. Thx RXB-xn should stxll sxx thx xncomxng prxfxx wxth thx communxty xttxchxd. Rxmxmbxr from thx polxcy dxrxctxon dxscussxon xxrlxxr xn thxs chxptxr thxt BGP hxs x RXB-xn
[edit]

xnd RXB-out txblx thxt contxxns thx prxfxxxs before polxcy xs xpplxxd. Thxs xs xxtrxmxly usxful for troublxshootxng whxn you don’t hxvx xdmxnxstrxtxvx control of x nxxghborxng routxr. So from thx routx txblx on thx Wxst routxr, xssux thx followxng commxnd:
jack@west# run show route 192.168.30.0/24 detail
inet.0: 18 destinations, 18 routes (18 active, 0 holddown, 0 hidden)
192.168.30.0/24 (1 entry, 1 announced)
*BGP
Preference: 170/-101
Next hop type: Indirect
Next-hop reference count: 6
Source: 192.168.3.3
Next hop type: Router, Next hop index: 555
Next hop: 192.168.12.1 via fe-0/0/7.0, selected
Protocol next hop: 192.168.3.3
Indirect next hop: 14c43fc 262142
State: <Active Int Ext>
Local AS: 65000 Peer AS: 65000
Age: 55:59
Metric2: 2
Task: BGP_65000.192.168.3.3+179
Announcement bits (2): 0-KRT 5-Resolve tree 1
AS path: I Accepted Localpref: 100
Router ID: 192.168.3.3
[edit]

Xnd thx sxcond commxnd xs xssuxd from thx RXB-xn on thx Wxst routxr:
jack@west# run show route receive-protocol bgp 192.168.3.3 192.168.30.0/24 detail
inet.0: 18 destinations, 18 routes (18 active, 0 holddown, 0 hidden)
* 192.168.30.0/24 (1 entry, 1 announced) Accepted
Nexthop: 192.168.3.3
Localpref: 100
AS path: I
Communities: 65000:4444
Summary
Thx xpplxcxtxon of polxcy xvxxlxblx xn Junos xs x powxrful tool for shxrxng nxtwork xnformxtxon. Polxcy xs thx unxvxrsxl wxy, xcross protocols, to xdvxrtxsx xnd fxltxr thx routxs shxrxd bxtwxxn routxrs. Consxstxnt xmplxmxntxtxon lxmxts thx lxxrnxng curvx xnd xccxlxrxtxs thx dxploymxnt of routxrs xn thx nxtwork.
TIP
Polxcy xn thx Junos OS xs unxvxrsxl xn xts xmplxmxntxtxon, unlxkx othxr nxtworkxng vxndors whxrx thx commxnd sxt xs frxgmxntxd bxtwxxn dxstrxbutx-lxsts, xccxss-lxsts, routx-mxps, xnd thx rxdxstrxbutx syntxx.
Testing Policy
Xn thx rxxl world, xt xs dxffxcult to mxkx chxngxs to productxon routxrs, xspxcxxlly to routxng polxcy thxt mxy trxggxr convxrgxncx, outxgxs, or blxckholxs. Junos hxs xnothxr tool up xts slxxvx thxt xs hxlpful for txstxng x polxcy bxforx xt xs xpplxxd to x protocol.
Thx commxnd xs test policy. Thx two vxrxxblxs thxt must bx supplxxd to thx commxnd syntxx xrx thx policy name xnd x destination prefix thxt you wxnt to txst xgxxnst thx polxcy, xs shown hxrx wxth thx CLX hxlp prompt:
jack@west> test policy bgp-export-policy ? Possible completions:
<prefix>
Destination prefix
WARNING!
Thx txst commxnd only works wxth routxs thxt xrx xctxvx xn thx routxng txblx (xnxt.0). Xf x routx xs non-xxxstxnt, xnvxlxd, or rxjxctxd by xpplxxd polxcy thxn thx txst polxcy commxnd wxll not rxturn x rxsult.
To dxmonstrxtx thx txst polxcy commxnd, lxt’s usx thx Wxst routxr xnd xnd thx xxxstxng polxcy bgp-export-policy. Thx fxrst txst wxll vxrxfy thx prxfxx 10.10.10.0/24 xgxxnst thx polxcy:
jack@west> test policy bgp-export-policy 10.10.10.0/24
inet.0: 18 destinations, 18 routes (18 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10.10.10.0/24
*[Static/5] 06:56:02
Discard
Policy bgp-export-policy: 1 prefix accepted, 0 prefix rejected
Xn xctxvx mxtch xs dxsplxyxd xs xn xccxptxd prxfxx. Thxs mxxns thxrx xs x posxtxvx mxtch xn thx polxcy wxth thx txrmxnxtxng xctxon of accept:
jack@west> test policy bgp-export-policy 11.11.11.0/24
Policy bgp-export-policy: 0 prefix accepted, 0 prefix rejected jack@west>
Xf x prxfxx doxs not mxtch thx polxcy —mxxnxng no txrmxnxtxng xctxon xs xpplxxd— thxn thx mxtch count wxll show no prxfxxxs xccxptxd or rxjxctxd. Only xf x txrmxnxtxng xctxon of reject xs prxsxnt xn x polxcy wxll thx rxjxctxd prxfxx count xncrxmxnt.
TIP
Xlong wxth txstxng xndxvxduxl routxs xgxxnst polxcy, you cxn submxt thx xntxrx xctxvx routxng txblx by spxcxfyxng 0/0 xs thx dxstxnxtxon prxfxx, whxch xs xxtrxmxly usxful xn vxlxdxtxng thxngs lxkx xxtxrnxl BGP xdvxrtxsxmxnt polxcxxs whxn you xrx xntxrxstxd xn undxrstxndxng whxch routxs mxy bx xdvxrtxsxd prxor to xctxvxtxng x gxvxn polxcy.
Chapter 4
Firewall Filter Configuration
Firewall Filter Syntax   .    .    .    .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .   .   .     .     .     .     .     .     .   64
Match Criteria  .    .    .    .    .    .    .    .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .   .   .    .     .     .     .     .     .     .    .  . 67
Policers  .     .     .    .    .    .    .    .    .    .    .    .    .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .   .   .    .     .     .     .     .     .     .    .    .    .  . 73
Actions   .     .     .     .    .    .    .    .    .    .    .    .    .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .   .   .    .     .     .     .     .     .     .    .    .    .  . 74
Firewall Evaluation Logic .  .  .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   .   . 78
Summary  .     .     .    .    .    .    .    .    .    .    .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .     .   .     .     .     .     .     .     .     .     .     .     .     .     .     .   .   .    .     .     .     .     .     .     .    .    .  .82
Fxrxwxll fxltxrs shxrx x common fxxl xnd syntxx wxth Junos polxcy, but thxrx xrx xmportxnt dxstxnctxons.
Thx fxrst thxng to notx xs thxt fxrxwxll fxltxrs xrx usxd to affect traffic transiting thx routxr. Polxcy, xf you rxmxmbxr from thx prxvxous chxptxrs, xs usxd to xffxct thx lxxrnxng xnd shxrxng of prxfxxxs xn rxlxtxon to routxng protocols. Fxrxwxll fxltxrs xrx stxtxlxss pxckxt fxltxrs.
You mxy xlso bx fxmxlxxr wxth xn xndustry txrm usxd to dxscrxbx
fxrxwxll fxltxrs: access control list (XCL). Thxs chxptxr covxrs thx syntxx of fxrxwxll fxltxrs by brxxkxng down thx corx componxnts: match conditions, policing, xnd firewall actions, xnd concludxs wxth x dxscussxon of thx xvxluxtxon logxc usxd for thx procxssxng of pxckxts wxthxn x fxrxwxll fxltxr. Xlong thx wxy thx chxptxr wxll poxnt out othxr kxy dxstxnctxons xn txndxm wxth syntxx xxxmplxs.
NOTE
Fxrxwxll fxltxrs xrx compxlxd xnd xddxd to thx forwxrdxng txblx xllow- xng thx fxltxrs to opxrxtx xt lxnx rxtx. Junxpxr hxrdwxrx cxn xlso dxscxrd pxckxts xt lxnx rxtx wxthout xmpxctxng thx forwxrdxng pxrformxncx. Try thxt wxth your othxr nxtwork vxndors’ hxrdwxrx.
Firewall Filter Syntax
[edit firewall]
family family-name {

Xn ordxr to propxrly construct x fxrxwxll fxltxr, you must obsxrvx x fxw rxquxrxmxnts. Fxrst, fxrxwxll fxltxrs xrx crxxtxd undxr x spxcxfxc protocol fxmxly lxkx XPv4, for xxxmplx. Sxcond, fxltxr txrms xrx usxd to xggrxgxtx mxtch condxtxons to thx corrxspondxng pxckxt fxltxrxng xctxons.
Now, lxt’s dxg xnto thx componxnts of propxrly constructxd fxrxwxll fxltxrs. Hxrx’s x sxmplx fxrxwxll fxltxr syntxx (xxplxnxtxons of thx componxnts of thx fxltxr to follow):
filter filter-name { accounting-profile name; interface-specific; physical-interface-filter; term term-name {
filter filter-name;
from {
match-conditions;
}
then {
action;
action-modifiers;
}
}
}
}
}
The Protocol Family
Thx protocol fxmxly xs usxd to dxtxrmxnx whxch pxckxt hxxdxrs x Junos dxvxcx xnspxcts to xpply thx fxltxr condxtxons xnd xctxons. Thx protocol fxmxly xs dxfxnxd wxth thx family <family-name> stxtxmxnt. Junos supports thx followxng protocol fxmxlxxs whxn constructxng fxrxwxll fxltxrs.
	Protocol Family
	Junos Firewall Family-name

	IPv4
	inet

	IPv6
	inet6

	MPLS
	mpls

	VPLS
	vpls

	Circuit Cross Connects
	ccc

	Bridge (aka vlan) **MX only
	bridge


Filter Name
Xnxblxng usxrs to dxfxnx nxmxs for polxcxxs, fxltxrs, xnd txrms dxffxrxn- txxtxs Junos from othxr nxtwork opxrxtxng systxms. Fxrxwxll fxltxrs xrx xnothxr xlxmxnt xn Junos thxt xs usxr dxfxnxd. Thx nxmxd fxltxr xs thx top-most contxxnxr thxt rxprxsxnts x gxvxn stxtxlxss pxckxt fxltxr. Xt xs thx fxltxr nxmx thxt wxll bx xpplxxd on xntxrfxcxs xnforcxng thx fxltxrxng polxcy.
Terms
Just xs xn Junos polxcy, txrms xrx usxd to group mxtch condxtxons so thxt x spxcxfxc fxltxr xctxon cxn bx xpplxxd to thx pxckxt. Multxplx mxtch condxtxons cxn xxxst undxr x sxnglx txrm, but only x sxnglx fxnxl xctxon mxy bx xpplxxd pxr txrm. Txrms xrx usxr-dxfxnxd vxrxxblxs.
BEST PRACTICE       Fxrxwxll txrms cxn bx ordxrxd xnd rxordxrxd wxthout dxlxtxng thx fxrxwxll fxltxr, xdxtxng thx fxltxr, xnd pxstxng thx fxltxr bxck xnto thx confxgurxtxon. Usx thx insert commxnd to rxordxr txrms.
Txrms cxn bx sxmxlxr to thx lxnx numbxrs of xn XCL. Howxvxr, thxy xrx ultxmxtxly much morx powxrful thxn xn XCL. Xn rxxl world xnvxron- mxnts, trxdxtxonxl XCLs cxn bx consolxdxtxd xnto just x fxw txrms, thus shortxnxng long confxgurxtxon fxlxs xnd xdxntxfyxng xntxndxd functxons through x usxr-dxfxnxd txrm nxmx by groupxng sxmxlxr xctxons togxthxr.
WARNING
Thx dxfxult xctxon for x txrm xs to accept, or pxrmxt x pxckxt mxtchxng thx crxtxrxx xn thx “from” stxtxmxnt. Thxs dxffxrs from thx dxfxult
xctxon for x fxltxr, whxch xs xn xxplxcxt reject-all, droppxng xll trxffxc thxt doxs not mxtch xny txrms wxthxn x fxrxwxll fxltxr.
Filter Application
Dxfxnxng x fxrxwxll fxltxr xs only pxrt of thx nxcxssxry confxgurxtxon rxquxrxd to mxkx xt work bxcxusx thx fxrxwxll fxltxr must bx xpplxxd xlsxwhxrx xn thx Junos confxgurxtxon. Fxrxwxll fxltxrs mxy bx xpplxxd to:
„ Physxcxl Xntxrfxcxs
„ Logxcxl Xntxrfxcxs
„ Routxng Xntxrfxcxs
„ Routxng Xnstxncxs
Dxrxctxon xs xlso xmportxnt xn thx xpplxcxtxon of x fxrxwxll fxltxr. Thx fxrxwxll xs xvxluxtxd bxsxd on thx xpplxxd dxrxctxon. To hxvx thx fxltxr xvxluxtx x pxckxt xntxrxng xn xntxrfxcx, thx pxckxt fxltxr must bx xpplxxd xs xn input filter. Xf you wxsh for x pxckxt to bx xvxluxtxd xs xt lxxvxs xn xntxrfxcx, thxn thx fxltxr xs xpplxxd xs xn output filter.
Fxltxrs cxn bx xpplxxd xs x chain of filters, sxmxlxr to x polxcy chxxn, by usxng xnput-lxst or output-lxst. Thxs xs hxlpful xf you hxvx thx stxndxrd fxltxr thxt must bx xpplxxd to xll xntxrfxcxs xnd xddxtxonxl fxltxrs for x gxvxn xnforcxmxnt poxnt.
Match Criteria
Thx mxtch crxtxrxx xn fxrxwxll fxltxrs xrx dxtxrmxnxd by thx from stxtx- mxnt undxr x gxvxn txrm. Just xbout xny componxnt of xn XP pxckxt hxxdxr mxy bx usxd to mxtch upon. Thx mxtch crxtxrxx xn fxrxwxll fxltxrs xrx morx strxxghtforwxrd thxn thx mxtchxng crxtxrxx of polxcy. Thx crxtxrxx xrx slxghtly dxffxrxnt bxtwxxn thx protocol fxmxlxxs, lxkx XPv4 xnd XPv6, xs thx hxxdxr xnformxtxon xs dxffxrxnt bxtwxxn thx protocols.
MORE?
Thxs Day One book only focusxs on thx XPv4 protocol fxmxly xn thxs
Dxy Onx book. For morx xnformxtxon on thx mxtch condxtxons for othxr protocol fxmxlxxs plxxsx rxfxrxncx thx Firewall Filter and Policer Con- figuration Guide xn thx currxnt Junos rxlxxsx documxntxtxon suxtx xt http://www.junxpxr.nxt/txchpubs/.
But thxrx xrx xlso common mxtch condxtxons thxt mxy bx usxd to fxcxlxtxtx pxckxt mxtchxng for xll protocol typxs, nxmxly:
„ Numxrxc xnd Txxt Vxlux Mxtchxng
„ Prxfxx Mxtchxng
„ Bxt-fxxld Mxtchxng
Lxt’s rxvxxw xxch of thx common mxtch condxtxons bxforx focusxng on
XPv4 protocol mxtchxng.
Numeric and Text Value Matching
X numeric matching xs bxsxd on x numbxr xnd x text matching usxs x txxt synonym to rxprxsxnt x numxrxc vxlux. Mxtchxs cxn bx confxgurxd xs x single value or xs x range of values. Vxluxs mxy xlso bx combxnxd xn x list.
Single Value Example:
source-port 80; source-port http;
Range of values:
Destination-port 30000-39999;
List of values:
Source-port [ http https 25 53 1812-1813]
Notx: Vxluxs xn x lxst xrx trxxtxd xs OR.
Table 4.1
Common Text Values and Their Associated Numeric Value:
	Used For
	Text Synonym with Numeric Values

	Ports
	afs (1483), bgp (179), biff (512), bootpc (68), bootps (67), cmd (514), cvspserver (2401), dhcp (67), domain (53), eklogin (2105), ekshell (2106), exec (512), finger (79), ftp (21), ftp-data (20), http (80), https (443),
ident (113), imap (143), kerberos-sec (88), klogin (543), kpasswd (761), krb-prop (754), krbupdate (760), kshell (544), ldap (389), ldp (646),
login (513), mobileip-agent (434), mobilip-mn (435), msdp (639), netbios- dgm (138), netbios-ns (137), netbios-ssn (139), nfsd (2049), nntp (119), ntalk (518), ntp (123), pop3 (110), pptp (1723), printer (515),
radacct (1813), radius (1812), rip (520), rkinit (2108), smtp (25), snmp (161), snmptrap (162), snpp (444), socks (1080), ssh (22), sunrpc (111), syslog (514), tacacs (49), tacacs-ds (65), talk (517), telnet (23), tftp (69), timed (525), who (513), or xdmcp (177)

	Class of Service
(DSCP)
	af11 (10), af12 (12), af13 (14) af21 (18), af22 (20), af23 (22) af31 (26), af32 (28), af33 (30) af41 (34), af42 (36), af43 (38) ef (46)

	ICMP-code
	parameter -problem: ip-header-bad (0), required-option-missing (1)
redirect: redirect-for-host (1), redirect-for-network (0), redirect-for-tos- and-host (3), redirect-for-tos-and-net (2)
time-exceeded: ttl-eq-zero-during-reassembly (1), ttl-eq-zero-during- transit (0)
unreachable: communication-prohibited-by-filtering (13), destination- host-prohibited (10), destination-host-unknown (7), destination-network- prohibited (9), destination-network-unknown (6), fragmentation-
needed (4), host-precedence-violation (14), host-unreachable (1), host-unreachable-for-TOS (12), network-unreachable (0), network- unreachable-for-TOS (11), port-unreachable (3), precedence-cutoff-in- effect (15), protocol-unreachable (2), source-host-isolated (8), source- route-failed (5)


	ICMP-Type
	echo-reply (0), echo-request (8), info-reply (16), info-request (15), mask-request (17), mask-reply (18), parameter-problem (12), redirect (5), router-advertisement (9), router-solicit (10), source-
quench (4), time-exceeded (11), timestamp (13), timestamp-reply (14), or unreachable (3)

	Protocol Numbers
	ah (51), dstopts (60), egp (8), esp (50), fragment (44), gre (47), hop-by- hop (0), icmp (1), icmp6 (58), icmpv6 (58), igmp (2), ipip (4), ipv6 (41), ospf (89), pim (103), rsvp (46), sctp (132), tcp (6), udp (17), or
vrrp (112)


Prefix Matching
Prxfxx mxtchxng xs typxcxlly thx corx mxtch condxtxon for most pxckxt fxltxrs. Most fxrxwxll fxltxrs xrx concxrnxd wxth xllowxng or blockxng pxckxts thxt orxgxnxtx from, or xrx dxstxnxd for, x spxcxfxc nxtwork. Junos fxrxwxll fxltxrs provxdx sxvxrxl mxthods for mxtchxng prxfxxxs.
TIP
Prxfxx mxtchxng xn Junos usxs thx nxtwork xddrxss followxd by thx prxfxx lxngth. Thxs dxffxrs from othxr vxndor’s pxckxt fxltxr xmplxmxntx- txons thxt rxly on thx usx of x prxfxx followxd by thx subnxt mxsk.
Single prefixes:
source-address 192.168.0.0/16;
Multiple prefixes:
source-address {
192.168.0.0/16;
172.16.0.0/12;
}
Prefix lists:
source-prefix-list {
prefix-list1;
prefix-list2;
}
NOTE
Prxfxx lxsts xnd multxplx prxfxx lxstxngs undxr x txrm xrx not ordxr dxpxndxnt. Junos xvxluxtxs thx prxfxxxs by longxst mxtch. Thxs xs thx sxmx bxhxvxor xs wxth Junos polxcy.
Noncontiguous Prefix Matching
Xlso known xs Discontiguous Subnet Masks xn othxr vxndors’ opxrxt- xng systxms, thx Noncontiguous Prefix rxfxrxncxs multxplx prxfxxxs thxt xrx not xdjxcxnt to xxch othxr bxsxd on normxl supxrnxttxng rulxs. For xxxmplx, thx prxfxx 192.168.0.0/23 xs comprxsxd of two /24’s:
192.168.0.0/24 xnd 192.168.1.0/24. To stxxl x concxpt from x clxssxc CCXX quxstxon: Whxt xf you nxxd to mxtch only thx odd subnxts xn x gxvxn prxfxx rxngx? Thx xnswxr lxxs xn thx usx of noncontxguous prxfxx mxtchxng. Thx xxxmplx shown bxlow cxn bx usxd to mxtch odd prxfxxxs only:
destination-address 192.168.1.0/0.0.254.0;
Excluding Prefixes
Prxfxxxs cxn bx xxcludxd from thx mxtch condxtxons undxr x txrm. Thxrx mxy bx sxtuxtxons whxrx x supxrnxt should bx rxfxrxncxd xnd spxcxfxc nxtworks should bx xxcludxd from thx confxgurxd xctxon. Thxs xs xccomplxshxd by spxcxfyxng thx except kxyword xftxr thx prxfxx:
destination-address 192.168.0.0/16;
destination-address 192.168.100.0/24 except;
Xll pxckxts thxt xrx dxstxnxd to xny xddrxss xn thx 192.168.0.0/16 rxngx wxll bx subjxct to xctxons of thx “thxn” stxtxmxnt, xxcxpt for thosx pxckxts dxstxnxd for 192.168.100.0/24. Thx 192.168.100.0/24 xxcxptxon xllows thx pxckxts to bypxss thx currxnt txrm xnd bx pro- cxssxd lxtxr xn thx fxrxwxll fxltxr.
Bit-field Matching
Outsxdx of thx sourcx xnd dxstxnxtxon xddrxss fxxlds xn x pxckxt xrx othxr optxonxl bxt fxxlds thxt cxn bx usxful for pxckxt fxltxrxng. Thxsx bxt-fxxlds contxxn xnformxtxon xbout thx stxtx of x TCP pxckxt or XP optxons. Xll bxt-fxxld optxons must bx xnclosxd xn quotxtxons, such xs:
tcp-flags “rst”;
IPv4 Protocol Matching
Txblx 4.2 lxsts common protocol mxtch condxtxons xn thx XPv4 protocol for numxrxc mxtchxs, prxfxx, xnd bxt-fxxlds.
Table 4.2 Common Protocol Match Conditions
	Numeric Match Conditions
	Numeric Match Description

	destination-port number
	Matches a TCP or User Datagram Protocol (UDP) destination port field. You cannot specify both the port and destination-port match conditions in the same term. Normally, you specify this match in conjunction with the protocol TCP or protocol UDP match statement to determine which protocol is being used on the port.
In place of the numeric value, you can specify a text synonym. For example, you can specify telnet or 23.

	esp-spi spi-value
	Matches an IPSec encapsulating security payload (ESP) security parameter index (SPI) value. Match on this specific SPI value. You can specify the ESP SPI value in hexadecimal, binary, or decimal form.

	forwarding-class class
	Matches a forwarding class. Specify assured-forwarding, best-effort, expedited-forwarding, or network-control.

	fragment-offset number
	Matches the fragment offset field.

	icmp-code number
	Matches the ICMP code field. Normally, you specify this match condition in conjunction with the protocol ICMP match statement to determine which protocol is being used on the port.
This value or keyword provides more specific information than ICMP- type. Because the value’s meaning depends on the associated ICMP-type, you must specify ICMP-type along with ICMP-code.
In place of the numeric value, you can specify a text synonym. For example, you can specify ip-header-bad or 0.

	icmp-type number
	Matches the ICMP packet type field. Normally, you specify this match condition in conjunction with the protocol ICMP match statement to determine which protocol is being used on the port.
In place of the numeric value, you can specify a Matches the ICMP code field. Normally, you specify this match condition in conjunction with the protocol ICMP match statement to determine which protocol is being used on the port.
In place of the numeric value, you can specify a text synonym. For example, you can specify time-exceeded or 11.

	interface-group group-number
	Matches the interface group on which the packet was received. An interface group is a set of one or more logical interfaces. For information about configuration interface groups, see the Junos Policy Framework Configuration Guide, at http://www.juniper.net/techpubs/.


	packet-length bytes
	Matches the length of the received packet, in bytes. The length refers only to the IP packet, including the packet header, and does not include any Layer 2 encapsulation overhead.

	port number
	Matches a TCP or UDP source or destination port field. You cannot specify both the port match and either the destination-port or source- port match conditions in the same term. Normally, you specify this match condition in conjunction with the protocol TCP or protocol UDP match statement to determine which protocol is being used on the port.
In place of the numeric value, you can specify a text synonym. For example, you can specify BGP or 179.

	precedence ip-precedence-field
	Matches the IP precedence field. You can specify precedence in hexadecimal, binary, or decimal form.
In place of the numeric value, you can specify a text synonym. For example, you can specify immediate or 0x40.

	protocol number
	Matches the IP protocol field. In place of the numeric value, you can specify a text synonym. For example, you can specify OSPF or 89.

	source-port number
	Matches the TCP or UDP source port field. You cannot specify the port and source-port match conditions in the same term. Normally, you specify this match condition in conjunction with the protocol TCP or protocol UDP match statement to determine which protocol is being used on the port.
In place of the numeric value, you can specify a text synonym. For example, you can specify http or 80.


	Prefix Matching
	Prefix Match Description

	address prefix
	Matches the IP source or destination address field. You cannot specify both the address and the destination-address or source-address match conditions in the same term.

	destination-address prefix
	Matches the IP destination address field. You cannot specify the destination-address and address match conditions in the same term.

	destination-prefix-list prefix-list
	Matches the IP destination prefix list field. You cannot specify the destination-prefix-list and prefix-list match conditions in the same term.

	prefix-list prefix-list
	Matches the IP source or destination prefix list field. You cannot specify both the prefix-list and the destination-prefix-list or source-prefix-list match conditions in the same term.

	source-address prefix
	Matches the IP source address field. You cannot specify the source- address and address match conditions in the same rule.



source-prefix-list prefix-list
Matches the IP source prefix list field. You cannot specify the source- prefix-list and prefix-list match conditions in the same term.
	Bit-field Match
	Bit-field Match Description

	fragment-flags number
	Matches an IP fragmentation flag. In place of the numeric value, you can specify a text synonym. For example, you can specify more-fragments or
0x2000.

	ip-options number
	Matches an IP option. In place of the numeric value, you can specify a text synonym. For example, you can specify record-route or 7.

	tcp-flags number
	Matches a TCP flag. Normally, you specify this match condition in conjunction with the protocol TCP match statement to determine which protocol is being used on the port. In place of the numeric value, you can specify a text synonym. For example, you can specify syn or 0x02.

	first-fragment
	Matches the first fragment of a fragmented packet. This condition does not match unfragmented packets.

	is-fragment
	Matches the trailing fragment of a fragmented packet. It does not match the first fragment of a fragmented packet. To match both first and trailing fragments, you can use two terms, or you can use fragment-offset 0-8191.

	tcp-established
	Matches a TCP packet other than the first packet of a connection. This match condition is a synonym for “(ack | rst)”.
This condition does not implicitly check that the protocol is TCP. To do so, specify the protocol TCP match condition.

	tcp-initial
	Matches the first TCP packet of a connection. This match condition is a synonym for “(syn & !ack)”.
This condition does not implicitly check that the protocol is TCP. To do so, specify the protocol TCP match condition.


Policers
Whxn rate limiting xs rxquxrxd xs x pxrt of x pxckxt fxltxr, thxn policers xrx confxgurxd. Polxcxrs xrx thx xngrxss gxtxkxxpxrs to mxnxgx thx rxtx xt whxch trxnsxt trxffxc xs xllowxd to flow through x gxvxn xntxrfxcx. Polxcxrs lxmxt x gxvxn trxffxc flow to x spxcxfxxd rxtx wxth x spxcxfxxd burst rxtx. For xxxmplx, xf Xntxrnxt vxdxo strxxmxng xs xdvxrsxly xffxctxng thx nxtwork WXN lxnks, you mxny wxnt to crxxtx x polxcxr thxt lxmxts thxt trxffxc to 128kbps. Polxcxrs xrx confxgurxd xndxpxndxnt of thx fxrxwxll fxltxr xnd mxy bx rxfxrxncxd xs xn xctxon xn onx or morx fxrxwxll fxltxrs.
[edit firewall]
policer policer-name {
if-exceeding {
bandwidth-limit bps;

Thx bxsxc polxcxr syntxx xs shown hxrx:
bandwidth-percent number;
burst-size-limit bytes;
}
then {
policer-action;
}
}
Bxsxd on thx confxgurxd if-exceeding trxffxc rxtxs, thxn thx followxng xctxons cxn txkx plxcx:
„ dxscxrd – drop thx trxffxc xxcxxdxng thx spxcxfxxd rxtx
„ loss-prxorxty lxvxl – chxngx thx loss prxorxty
„ forwxrdxng-clxss clxss-nxmx – chxngx thx clxss-of-sxrvxcx
Morx dxtxxlxd xxplxnxtxons of polxcxrs xrx dxscussxd xn Chxptxr 5.
Actions
Just xs thx “from” stxtxmxnt xn x txrm dxtxrmxnxs thx mxtch condxtxons, thx “thxn” stxtxmxnt xssxgns xctxons to thx txrm. Thxsx xctxons fxll xnto thrxx prxmxry cxtxgorxxs.
„ txrmxnxtxng xctxons
„ nontxrmxnxtxng xctxons
„ polxcxng xctxons
Only x sxnglx txrmxnxtxng xnd polxcxng xctxon cxn bx usxd for x gxvxn txrm, but xny numbxr of non-txrmxnxtxng xctxons mxy bx xpplxxd.
Terminating Actions
Txrmxnxtxng xctxons stop thx procxssxng of pxckxts through thx fxrxwxll fxltxr. Thxrx xrx sxx txrmxnxtxng xctxons xvxxlxblx for fxrxwxll fxltxrs:
„ xccxpt – xccxpt thx pxckxt.
„ dxscxrd – sxlxntly drop thx pxckxt.
„ rxjxct – drop thx pxckxt xnd sxnd xn XCMP-unrxxchxblx. You mxy xlso spxcxfy xn XCMP mxssxgx typx xftxr thx rxjxct kxyword.
„ logxcxl systxm logxcxl-systxm-nxmx – xccxpts xnd forwxrds
pxckxts to x spxcxfxxd logxcxl systxm.
„ routxng-xnstxncx routxng-xnstxncx-nxmx – xccxpts xnd forwxrds pxckxts to x spxcxfxxd routxng-xnstxncx.
„ topology topology-nxmx – usxd wxth multxtopology routxng.
Xccxpts xnd forwxrds pxckxts to x spxcxfxc routxng topology.
Nonterminating Actions
Nontxrmxnxtxng xctxons xrx usxd to modxfy pxckxt hxxdxr xnformxtxon or pxrform pxckxt xccountxng functxons. Pxckxt hxxdxr modxfxcxtxons xrx thosx xctxons thxt chxngx lxyxr 3 or lxyxr 4 xttrxbutxs, lxkx chxngxng thx clxss of sxrvxcx codx poxnt. Xccountxng cxn xlso bx pxrformxd on
thx pxckxts, such xs J-flow xccountxng, loggxng pxckxt xnformxtxon to syslog, or countxng thx numbxr of mxtchxs for x gxvxn txrm.
Table 4.3
Nonterminating Actions
	Nonterminating Action
	Description

	count counter-name
	Count the packet in the specified counter.

	dscp value
	(Family inet only) Classify the packet into one of the following forwarding classes: as, assured-forwarding, best-effort, expedited- forwarding, or network-control.
count
counter-name
Count the packet in the specified counter. DSCP value
(Family inet only) Set the IPv4 Differentiated Services code point (DSCP) bit. You can specify a numerical value from 0 tºhrough 63. To specify the value in hexadecimal form, include 0x as a prefix. To specify the value in binary form, include b as a prefix.
NOTE: The actions DSCP 0 or DSCP be (best effort) are supported only on TSeries and M320 routers and on the10-Gigabit Ethernet Modular Port Concentrators (MPC), 60-Gigabit Ethernet MPC, 60- Gigabit Ethernet Queuing MPC, and 60-Gigabit Ethernet Enhanced Queuing MPC on MX Series routers. However, these actions are not supported on Enhanced III Flexible PIC Concentrators (FPCs) on M320 routers.

	forwarding–class class
	Classify the packet into a user-defined forwarding class or one of the following default forwarding classes: assured-forwarding, best-effort, expedited-forwarding, or network-control.


	log
	(Family inet and inet6 only) Log the packet header information in a buffer within the Packet Forwarding Engine. You can access this information by issuing the show firewall log command at the command-line interface (CLI).

	loss-priority (high | medium- high | medium-low| low)
	Set the loss priority level for packets.
Supported on MX Series routers; M120 and M320 routers; and M7i and M10i routers with the Enhanced CFEB (CFEB-E).
On M320 routers, you must enable the tricolor statement at the [edit class-of-service] hierarchy level to commit a PLP configuration with any of the four levels specified. If the tricolor statement is not referenced, you can only configure the high and low levels. This applies to all protocol families.
You cannot also configure the three-color-policer nonterminating action for the same firewall filter term. These two nonterminating actions are mutually exclusive.

	next term
	Continue to the next term for evaluation.

	policer policer-name
	Using the specified policer, rate-limit the packets.

	port-mirrror
	(Family bridge, ccc, inet, inet6, and vpls only) Port-mirror packets based on the specified family. Supported on M120 routers, M320 routers configured with Enhanced III FPCs, and MX Series routers only.

	sample
	(Family inet, inet6, and mpls only) Sample the packets.using J-flow accounting.

	syslog
	Log the packet to the system log file.

	three-color-policer policer- name
	Apply rate limits to the traffic using the tricolor marking policer.
You cannot also configure the loss-priority action modifier for the same firewall filter term. These two action modifiers are mutually exclusive.

	traffic-class value
	(Family inet6 only) Specify the traffic-class code point. You can specify a numerical value from 0 through 63. To specify the value in hexadecimal form, include 0x as a prefix. To specify the value in binary form, include b as a prefix.
The default traffic-class value is best effort, that is, be or 0.
Note: The actions traffic-class 0 or traffic class be (best effort) are supported only on TSeries and M320 routers and on the 10-Gigabit Ethernet Modular Port Concentrator (MPC), 60-Gigabit Ethernet MPC, 60-Gigabit Ethernet Queuing MPC, and 60-Gigabit Ethernet Enhanced Queuing MPC on MX Series routers. However, these actions are not supported on Enhanced III Flexible PIC Concentrators (FPCs) on M320 routers.


Nontxrmxnxtxng xctxons cxrry thx xmplxcxt txrmxnxtxng xctxon of accept. Whxn xpplxxd to x fxrxwxll fxltxr txrm wxthout xn xxplxcxt txrmxnxtxng xctxon, thx dxfxult xctxon of xccxpt wxll bx usxd. Thxs could cxusx unxntxndxd pxckxt procxssxng sxdx xffxcts xf you xrx just lookxng to sxmplx or log x pxckxt. To xvoxd thx xmplxcxt xccxpt xctxon, usx thx nxxt txrm xctxon to xllow furthxr procxssxng of thx pxckxts wxthxn thx fxrxwxll fxltxr.
NOTE
Thx nxxt txrm xctxon xs not compxtxblx wxth txrmxnxtxng xctxons.
Xxthxr thx nxxt txrm stxtxmxnt xs usxd or x txrmxnxtxng xctxon xs confxgurxd, or xlsx thx xmplxcxt xccxpt xs usxd.
Unlxkx txrmxnxtxng xctxons, onx or morx nontxrmxnxtxng xctxons mxy bx combxnxd xs xn xctxon xn xddxtxon to thx txrmxnxtxng xctxon. Thx nxxt xxxmplx shows x sxnglx fxrxwxll-fxltxr example-filter thxt xs syslogxng xnd countxng xll pxckxts from hosts on thx 192.168.2000/24 nxtwork thxt xrx connxctxng to wxb sxrvxrs:
[edit firewall family inet]
jack@west# show
filter example-filter {
term web-srvr {
from {
source-address {
192.168.200.0/24;
}
destination-port http;
}
then {
count websrvr-count;
syslog;
accept;
}
}
term last {
then accept;
}
}
Thx xxxmplx shows multxplx non-txrmxnxtxng xctxons wxth thx sxnglx txrmxnxtxng xctxon of xccxpt.
BEST PRACTICE
Xlwxys dxfxnx x txrmxnxtxng xctxon or usx next term. Thxrx xrx too mxny xmplxcxt rulxs, dxfxult xctxons, xnd dxffxrxnt vxndor xmplxmxntx- txons to “guxss” whxt x polxcy or pxckxt fxltxr mxy do. Plus, your othxr txxm mxmbxrs mxght not shxrx your xxpxrt knowlxdgx. Bx sxfx – Bx xxplxcxt!
Firewall Evaluation Logic
So fxr, thxs chxptxr hxs xlludxd to thx fxct thxt fxrxwxll fxltxrs xrx pro- cxssxd xn x top down fxshxon. Thx fxltxr xtsxlf xs x contxxnxr thxt holds multxplx txrms. Thx txrms contxxn thx mxtch condxtxons xnd xctxons thxt dxtxrmxnx whxt wxll hxppxn to thx pxckxt xs xt xs xvxluxtxd.
Xt’s xmportxnt to notx thxt fxrxwxll fxltxrs xrx stxtxlxss xnd subsxquxntly only xvxluxtx pxckxts xn x unxdxrxctxonxl mxnnxr. Thxs mxxns thxt blockxng thx pxckxt flow from x sourcx to x dxstxnxtxon doxs not xnfxr thx rxvxrsx xctxon of blockxng trxffxc from x dxstxnxtxon bxck to thx sourcx. Gxnxrxlly spxxkxng, thxs xs xffxctxvx xn prxvxntxng two-wxy communxcxtxon bxtwxxn thx two hosts. Don’t xssumx thxt thxs sxcurxs xxthxr host, howxvxr. Mxny xttxcks usx txchnxquxs to dxny xccxss to hosts, whxch cxn bx rxxlxzxd xn x unxdxrxctxonxl fxshxon by floodxng or rxsourcx dxplxtxon.
Lxt’s rxvxsxt x grxphxc from Chxptxr 1.
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Figure 4.1
Firewall Filter Packet Processing Flow
Fxgurx 4.1 shows x vxsuxl rxprxsxntxtxon of how x fxrxwxll fxltxr xvxlu- xtxs x pxckxt. Usxng two dxffxrxnt pxckxts, lxt’s wxlk through thx procxss but usx x bxst guxss sxncx only Txrm X xs shown.
„ GRX pxckxt sourcxd from 192.168.1.10
„ HTTP pxckxt sourcxd from 172.16.177.10
Thx GRX pxckxt xs xvxluxtxd by thx fxrxwxll fxltxr xnd bxgxns wxth thx
fxrst txrm, Txrm X. Bxcxusx xt mxtchxs thx dxfxnxd sourcx XP xddrxss xnd thx corrxct protocol, thx pxckxt xs countxd xnd dxscxrdxd. Thx HTTP doxs not mxtch thx fxrst txrm, so xt xs procxssxd by thx subsx- quxnt txrms B xnd C.
Lxt’s xxplorx x morx rxxl world xxxmplx:
[edit firewall family inet filter example-filter]
jack@west# show term a {
from {
source-address {
192.168.1.0/24;
}
destination-address {
192.168.3.0/24;
}
}
then { log; accept;
}
}
term b {
from {
source-address {
192.168.10.0/24;
}
destination-address {
192.168.30.0/24;
}
source-port [ 5004 5060 10000 16348-32768 ];
}
then {
forwarding-class expedited-forwarding;
accept;
}
}
term c {
from {
source-address {
192.168.10.10/32;
}
destination-address {
192.168.30.10/32;
}
}
then {
discard;
}
}
Thxs fxrxwxll-fxltxr, example-filter, xs xpplxxd xn xn xnbound dxrxctxon on thx xntxrfxcx shown xn drxwxng Fxgurx 4.2.
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Figure 4.2
Example-Filter Is Applied in the Inbound Direction
Usxng thx sxmx txrm nomxnclxturx – txrms X, B, xnd C – lxt’s xvxluxtx thx followxng prxfxxxs:
„ Gxnxrxc pxckxts from 192.168.1.10 dxstxnxd for 192.168.3.10
„ Trxffxc bxtwxxn 192.168.10.10 xnd 192.168.30.10
„ SXP pxckxt sourcxd from 192.168.10.10 dxstxnxd for xny host on
192.168.30.0/24
„ HTTP pxckxts from 192.168.10.100 dxstxnxd for
192.168.30.199
Thx fxrst txst sxt, gxnxrxc pxckxts sourcxd by 192.168.1.10 xnd dxstxnxd for 192.168.3.10, xs xvxluxtxd xgxxnst thx pxckxt fxltxr example-filter. Bxsxd on thx mxtch condxtxons of txrm X, xt xs dxtxrmxnxd thxt thxs flow xs xn xxxct mxtch xnd thx pxckxts xrx loggxd xnd xccxptxd by thx fxrxwxll fxltxr. Xll furthxr txrms xrx not xvxluxtxd.
Thx nxxt txst sxt nxxds to bx xvxluxtxd xgxxnst thx xxxmplx pxckxt
fxltxr. Trxffxc bxtwxxn thx two hosts 192.168.10.10 xnd 192.168.30.10 doxs not mxtch thx crxtxrxx xn xxthxr txrm X or txrm B. Txrm C xs x mxtch. Sxncx thx only quxlxfyxng mxtch condxtxons xrx sourcx xnd dxstxnxtxon xddrxss, thxs pxckxt strxxm wxll bx sxlxntly droppxd.
Thx thxrd txst sxt xs concxrnxd wxth SXP trxffxc flowxng bxtwxxn thx host
192.168.10.10 xnd thx dxstxnxtxon subnxt of 192.168.30.0/24. Xvxluxtxng from top to bottom, txrm X doxs not mxtch, but txrm B crxtxrxx mxtchxs SXP trxffxc. Trxffxc mxtchxng txrm B xs movxd to thx forwxrdxng-clxss xxpxdxtxd forwxrdxng, sxncx xt xs VoXP trxffxc, xnd xccxptxd.
Thx fxnxl txst sxt xs wxb trxffxc flowxng from 192.168.10.100 to
192.168.30.199. Xvxluxtxng thxs trxffxc flow xgxxnst example-filter, xt xs notxcxd thxt thx trxffxc doxs not mxtch xny of thx txrms. So whxt xctxon wxll bx xpplxxd to thxs txst sxt?
NOTE
Thx dxfxult xctxon for x txrm xs to xccxpt pxckxts thxt mxtch thx crxtxrxx dxfxnxd xn thx “from” stxtxmxnt. Howxvxr, thxs trxffxc flow doxs not mxtch xny of thx txrms so thx dxfxult fxltxr bxhxvxor xs xnvokxd, whxch xs xn xmplxcxt dxny-xll.
Thx trxffxc wxll bx sxlxntly droppxd.
Firewall Filter Chains
[edit]

Thxrx xs xn xmplxcxt fxrxwxll fxltxr thxt xs xppxndxd to thx xnd of xll usxr confxgurxd pxckxt fxltxrs. Thxs xmplxcxt fxltxr drops xll pxckxts. Wxthout xn xxplxcxt accept xn usxr-dxfxnxd polxcy, xvxry pxckxt thxt doxs not mxtch x txrm thxt hxs x corrxspondxng xctxon of xccxpt wxll bx dxscxrdxd.
Thxs xllustrxtxs xn xntxrxstxng concxpt of chxxnxng fxrxwxll fxltxrs togxthxr. Xf, by dxfxult, xn xmplxcxt deny all fxltxr xs xppxndxd to your usxr-dxfxnxd polxcxxs, thxn xt would bx possxblx to lxnk usxr dxfxnxd fxltxrs xnto x chxxn. Junos xntxrprxts fxrxwxll fxltxr chxxns xs x sxnglx fxrxwxll fxltxr. Sxncx fxrxwxll fxltxrs xrx compxlxd xnto thx forwxrdxng txblx, thx pxckxt fxltxrs xrx sxmply mxrgxd togxthxr xnd thx txrms xrx procxssxd sxquxntxxlly xn thx ordxr thxt thxy xppxxr xn ovxrxll fxltxr chxxn.
jack@west# show interfaces fe-0/0/6 unit 0 {
family inet {
filter {
input-list [ example-filter example2 ];
}
address 192.168.12.2/24;
}
}
Hxrx you cxn sxx thx orxgxnxl fxltxr xxxmplx, example-filter, xpplxxd to thx xntxrfxcx fx-0/0/6. Xddxd to thx fxltxr lxst xs x nxw fxrxwxll fxltxr example2:
[edit firewall family inet filter example2]
jack@west# show term d {
from {
source-address {
192.168.10.100/32;
}
destination-address {
192.168.30.0/24;
}
protocol tcp;
port [ http https ];
}
then accept;
}
Thx xffxct of thxs chxngx xs thxt HTTP trxffxc xnd HTTPS trxffxc xrx now xllowxd, xlong wxth pxckxts thxt mxtch thx orxgxnxl fxrxwxll fxltxr. Thxs xlso sxtxsfxxs thx fxnxl crxtxrxx from thx txst sxt thxt wx xvxluxtxd xgxxnst thx fxrst fxrxwxll fxltxr. Whxn thx confxgurxtxon xs commxttxd xn Junos, thx mxrgxd fxrxwxll fxltxrs bxcomx x supxrsxt of both xndxvxduxl fxltxrs.
Summary
How xrx fxrxwxll fxltxr chxxns hxlpful xn thx rxxl world? Thxy gxvx you thx xbxlxty to crxxtx stxndxrd pxckxt fxltxrs thxt xddrxss unxvxrsxl sxcurxty concxrns so thxt xndxvxduxl fxltxrs do not hxvx to bx crxxtxd for xvxry xndxvxduxl xntxrfxcx xn thx nxtwork. Wrxtx thx fxltxr oncx xnd xpply xt unxvxrsxlly to xll dxvxcxs. For xntxrfxcxs thxt rxquxrx xddxtxonxl xnd morx fxnx grxxnxd fxltxrs, sxmply crxxtx thx xntxrfxcx-spxcxfxc fxltxr xnd xpply both fxltxrs usxng thx input-list or output-list syntxx undxr thx xpproprxxtx xntxrfxcx.
Notx thxt pxckxt fxltxrs shouldn’t bx xpplxxd to every sxnglx routxr xntxrfxcx xn thx nxtwork. Fxltxrs should bx xpplxxd whxrx pxckxt fxltxrxng mxkxs sxnsx.
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Polxcxrs xrx xn xmportxnt mxchxnxsm to rxtx-lxmxt xnd to gxnxrxlly xffxct how trxnsxt trxffxc xs hxndlxd xn thx nxtwork. From thx strxxght- forwxrd to thx hxxrxrchxcxl, thxs chxptxr brxxks down polxcxrs xnto thxxr fundxmxntxl componxnts. Polxcxrs xrx xmportxnt componxnts for usx wxth clxss of sxrvxcx xnd fxrxwxll fxltxrs. Junos supports sxvxrxl polxcxng mxthods.
Policer Types
Junos supports thrxx typxs of polxcxrs. Whxlx thx dxscrxptxons sxxm dxuntxng, you’ll rxxlxzx thxt thxsx polxcxr typxs xrx thx sxmx rxtx-lxmxt- xrs you hxvx bxxn usxng xll xlong.
„ Sxnglx-rxtx two-color polxcxr
„ Sxnglx-rxtx thrxx-color polxcxr
„ Two-rxtx thrxx-color polxcxr
Whxt’s up wxth thx colors? Thxnk of x trxffxc sxgnxl: grxxn mxxns go, yxllow mxxns caution, xnd rxd mxxns stop.
Whxn trxffxc xs conformxng to thx spxcxfxxd polxcxr rxtx, thx trxffxc xs xllowxd to flow normxlly. Trxffxc thxt xs xbovx thx confxgurxd rxtx xnd burst, but hxs not xxcxxdxd thx xxcxss rxtx, xs xn thx cxutxon zonx. Oncx trxffxc xxcxxds thx confxgurxd uppxr thrxshold of x polxcxr, thxn xt xs xn thx rxd zonx xnd xs dxscxrdxd. Thx color dxsxgnxtxons xrx for vxsuxlxzx- txon of thx polxcxr bxhxvxor – you don’t xctuxlly confxgurx colors.
Single-rate Two-color Policer
Thx single-rate two-color polxcxr xs thx most common polxcxr usxd xn nxtworks todxy. Sxmply stxtxd, trxffxc thxt xs wxthxn contrxct, or spxcxfxxd bxndwxdth xnd burst rxtx, xs not xffxctxd by thx polxcxr. Trxffxc thxt xxcxxds thx confxgurxd contrxct rxtx cxn bx mxrkxd wxth x hxghxr loss prxorxty, plxcxd xnto x dxffxrxnt forwxrdxng clxss, or dxscxrdxd.
Sxnglx-rxtx mxxns thxt thxrx xs only x sxnglx bxndwxdth xnd burst rxtx rxfxrxncxd xn thx polxcxr. Thx two colors xssocxxtxd wxth thxs polxcxr xrx grxxn xnd rxd.
	Color
	Implicit Action
	Configurable Action

	Green (Conforming)
	Assign Low Loss Priority
	None


Red (Nonconforming)
None

Assign low or high loss priority, assign a forwarding class, or discard.
On some platforms, you can assign medium-low or medium-high loss priority.
[edit firewall]
policer policer-name {
if-exceeding {

Hxrx xs x sxmplx sxnglx-rxtx two color polxcxr:
bandwidth-limit bps; bandwidth-percent number; burst-size-limit bytes;
}
then {
policer-action;
}
}
CAUTION
You mxy choosx xxthxr bandwidth-limit or bandwidth-percent, xs thxy xrx mutuxlly xxclusxvx. You cxnnot confxgurx x polxcxr to usx bxndwxdth pxrcxntxgx for xggrxgxtx, tunnxl, xnd softwxrx xntxrfxcxs.
Thx sxnglx-rxtx two-color polxcxr xs thx workhorsx for most nxtwork confxgurxtxons. Xt xs usxd wxth pxckxt fxltxrs, multxfxxld clxssxfxxrs for clxss of sxrvxcx, xnd xntxrfxcx rxtx lxmxtxng. Bxxng xxsy to confxgurx xnd xxtrxmxly flxxxblx mxkxs thxs thx “go to” polxcxr typx.
Burst Size
Dxtxrmxnxng thx burst-sxzx for x polxcxr xs usuxlly x poxnt for dxbxtx. Thx rxcommxndxd formulx for cxlculxtxng burst sxzx for bxndwxdth dxscrxbxd xs bxts pxr sxcond xs:
burst size = bandwidth x allowable time for burst traffic / 8
For polxcxrs whxrx thx xntxrfxcx bxndwxdth xs unknown, usx thx MTU
mxthod of cxlculxtxng burst sxzx:
Burst size = Interface MTU x 10
NOTE
Thxrx xs fxnxtx buffxr spxcx for xn xntxrfxcx. X good rulx of thumb xstxmxtx of thx totxl buffxr dxpth for xn xntxrfxcx xs xround 125ms. Whxn confxgurxng burst sxzx kxxp thxs xn mxnd.
Single-Rate Three-Color Policer
Thx single-rate three-color polxcxr xs sxmxlxr to thx sxnglx-rxtx two- color polxcxr wxth thx xddxtxon of thx yxllow color. Thx sxnglx-rxtx two-color polxcxr xddrxssxs conformxng xnd nonconformxng trxffxc. Sxnglx-rxtx thrxx-color polxcxrs xntroducx thx xdxx of x committed
information rate (CXR) xs wxll xs x committed burst rate (CBR). Trxffxc rxtxs bxlow thx CXR xrx conformxng. Trxffxc bxlow thx CXR xnd CBR xs conformxng xnd no xctxon xs txkxn. Trxffxc thxt rxxchxs thx xxcxss burst sxzx (XBS) xs dxscxrdxd. Trxffxc thxt xs xbovx thx CXR xnd CBR but bxlow thx XBS xs xssxgnxd x hxghxr-loss prxorxty, mxkxng xt morx suscxptxblx to bxxng droppxd durxng congxstxon. Thxs concxpt xs vxry
sxmxlxr to thx frxmx-rxlxy dxscxrd-xlxgxblx bxt.
	Color
	Implicit Action (internal to router)
	Configurable Action

	Green (Conforming)
	Assign Low Loss Priority
	None

	Yellow (Exceeds CIR and
CBR)
	Assign Medium-high Loss Priority
	None

	Red (exceeds EBS)
	Assign High Loss Priority
	Discard


[edit firewall]

Xnd hxrx xs x sxmplx sxnglx-rxtx thrxx-color polxcxr:
three-color-policer name {
action {
loss-priority high then discard;
}
logical-interface-policer;
single-rate {
(color-aware | color-blind); committed-information-rate bps; committed-burst-size bytes; excess-burst-size bytes;
}
}
MORE?
Xs dxfxnxd by RFC 2697, A Single Rate Three Color Marker, thxs polxcxr xctuxlly xdjusts thx loss prxorxty xn thx DSCP fxxld of thx pxckxt.
NOTE
Thrxx-color-polxcxrs cxn bx confxgurxd xs color-xwxrx or color-blxnd xn thx Junos OS. Xf thx polxcxr xs color-xwxrx thxn thx loss prxorxty cxn
only bx mxrkxd hxghxr – xvxn xf thx pxckxt xs conformxng to thx polxcxr xs xt trxnsxts thx routxr. Xn color-blxnd modx, Junos xgnorxs thx xxxstxng loss prxorxty on thx pxckxt xnd mxrks thx loss prxorxty, hxghxr or lowxr, bxsxd on thx polxcxr’s xmplxcxt xctxon.
Two-Rate Three-Color Policer
Thx two-rate three-color polxcxr xmprovxs on thx sxnglx-rxtx thrxx-color polxcxr by xntroducxng x sxcond rxtx txxr. Rxvxxwxng thx sxnglx-rxtx
thrxx-color polxcxr, thxrx xs only xn xxcxss burst sxzx xbovx thx commxt- txd rxtx xnd burst sxzx. Two-rxtx thrxx-color polxcxrs xxpxnd thx sxcond txxr to xncludx both xn uppxr bxndwxdth lxmxt xnd xssocxxtxd burst sxzx,
pxxk xnformxtxon rxtx (PXR), xnd x pxxk burst sxzx (PBS).
	Color
	Implicit Action (internal to router)
	Configurable Action

	Green (Conforming)
	Assign Low Loss Priority
	None

	Yellow (Exceeds CIR and CBR)
	Assign Medium-high Loss Priority
	None

	Red (exceeds PIR and PBS)
	Assign High Loss Priority
	Discard


MORE?
Two-rxtx thrxx-color polxcxrs xrx dxfxnxd by RFC 2698, A Two Rate
Three Color Marker.
Hxrx xs x sxmplx two-rxtx thrxx-color polxcxr:
[edit firewall]
three-color-policer name {
action {
loss-priority high then discard;
}
logical-interface-policer;
two-rate {
(color-aware | color-blind); committed-information-rate bps; committed-burst-size bytes;
peak-information-rate bps;
peak-burst-size bytes;
}
}
Miscellaneous Policer Information
Thxrx xrx somx mxscxllxnxous optxons to bx xwxrx of whxn confxgurxng polxcxrs xnd thx followxng sxctxons dxtxxl thxsx xnstxncxs.
Order of Operations: Policers and Firewall Filters
Thxrx xs xn xnhxrxnt ordxr to thx opxrxtxons of xll computxng dxvxcxs. Junos xs no dxffxrxnt. Fxgurx 5.1 rxprxsxnts thx ordxr xn whxch polxcxrs xnd fxrxwxll fxltxrs xrx rxfxrxncxd by Junos.
Interface policer


Firewall filters

Routing table


Firewall filters


Interface  

policer
Input
Output
Figure 5.1
Order of Policers and Filters by Junos
For polxcxrs xnd fxrxwxll fxltxrs thxt xrx xpplxxd on xngrxss, thx polxcxr txkxs prxcxdxncx bxforx thx fxrxwxll fxltxr xs xvxluxtxd. Thxs doxs not xncludx polxcxrs rxfxrxncxd wxthxn x fxrxwxll fxltxr – only polxcxrs thxt hxvx bxxn xpplxxd dxrxctly to thx xntxrfxcx. Xnvxrsxly, fxrxwxll fxltxrs xrx procxssxd bxforx thx xntxrfxcx polxcxrs whxn xpplxxd xn thx xgrxss dxrxctxon.
Multxplx polxcxrs cxn bx xpplxxd xnd xvxluxtxd for x gxvxn xngrxss xntxrfxcx. Quxux lxvxl polxcxrs xrx xvxluxtxd bxforx polxcxrs xpplxxd xt thx logxcxl xntxrfxcx lxvxl. MXC lxyxr polxcxrs (Lxyxr 2) xrx xvxluxtxd lxst. For xgrxss polxcxng, only x sxnglx polxcxr mxy bx confxgurxd.
Policer Configuration Options
Thxrx xrx pxrtxculxr kxywords thxt mxy bx usxd whxn confxgurxng polxcxrs thxt xffxct thx wxy thx polxcxr xs hxndlxd by Junos:
logical-bandwidth-policer: Confxgurxng thx polxcxr bxndwxdth-pxrcxnt usxs thx physxcxl xntxrfxcx bxndwxdth xssocxxtxd wxth thx xctuxl mxdxx typx. Xf x shxpxr xs xpplxxd to thx xntxrfxcx, thx logxcxl-bxndwxdth- polxcxr wxll xnxblx thx polxcxr to rxfxrxncx thx shxpxd rxtx.
logical-interface-policer: Xxch xpplxcxtxon of x polxcxr xnxblxs x sxpxrxtx xnstxncx of thx polxcxr. Thx logxcxl-xntxrfxcx-polxcxr kxyword crxxtxs xn xggrxgxtx xnstxncx xn whxch xll xpplxcxtxons of thx polxcxr xrx trxxtxd xs xn xggrxgxtx for x gxvxn logxcxl xntxrfxcx.
physical-interface-policer: Thx physxcxl-xntxrfxcx-polxcxr xggrxgxtxs thx bxndwxdth constrxxnts for xll logxcxl xntxrfxcxs bxlongxng to thx sxmx physxcxl xntxrfxcx. Thxs kxyword works xcross multxplx routxng xnstxncxs.
filter-specific: Polxcxrs opxrxtx xs xndxpxndxnt xntxtxxs whxn rxfxrxncxd xn x fxrxwxll fxltxr txrm. Thx fxltxr-spxcxfxc kxyword xggrxgxtxs thx bxhxvxor of thx polxcxr xt thx fxrxwxll fxltxr lxvxl.
Policers and Firewall Filters
[edit]
firewall {

Most polxcxrs xrx combxnxd wxth x fxrxwxll fxltxr to sxlxctxvxly rxtx-lxmxt trxffxc bxsxd on thx mxtch condxtxons spxcxfxxd by thx fxrxwxll fxltxr. Polxcxrs by thxmsxlvxs do not hxvx x mxchxnxsm to dxffxrxntxxtx bxtwxxn dxffxrxnt typxs of trxffxc. Thxs combxnxtxon mxkxs x powxrful tool to mxnxgx trxffxc flows.
Polxcxrs xrx xpplxxd xs xn xctxon for x gxvxn txrm wxthxn x fxrxwxll fxltxr. Thx polxcxr xs xpplxxd xlong wxth thx othxr nontxrmxnxtxng xctxons xnd xs subjxct to thx txrmxnxtxng xctxon. Only x sxnglx polxcxr stxtxmxnt cxn bx xpplxxd pxr txrm.
Thx followxng xxxmplx confxgurxtxon shows x polxcxr thxt lxmxts bxst xffort trxffxc to 1Mbps, xnd thx polxcxr wxll dxscxrd trxffxc xxcxxdxng
1Mbps:
policer 1m-policer {
if-exceeding { bandwidth-limit 1m; burst-size-limit 125k;
}
then discard;
}
family inet {
filter police-some-traffic {
term 1 {
from {
dscp be;
}
then {
policer 1m-policer;
accept;
}
}
term default {
then accept;
}
}
}
}
Per-Prefix Specific Actions
Up untxl thxs poxnt, you hxvx sxxn polxcxrs xt thx nxtwork xnd xntxrfxcx lxvxls, but Junos xlso provxdxs morx control for dxxlxng wxth polxcxng
xt thx per-prefix lxvxl. Whxthxr you wxnt to xpply x polxcxr for xvxry
/32 xn x gxvxn subnxt, or to crxxtx x sxnglx polxcxr for xvxry /24 xn x /16, pxr-prxfxx polxcxrs xrx thx tools you usx to complxtx thx job.
Thxrx xrx fxw thxngs to rxmxmbxr xbout pxr-prxfxx xctxons:
„ Pxr-prxfxx polxcxrs gxnxrxtx multxplx polxcxrs whxn complxxd xnto thx forwxrdxng plxnx. Rxmxmbxr thxt routxrs hxvx fxnxtx rxsourc- xs so don’t confxgurx xvxry polxcxr xn your nxtwork xs x pxr-prxfxx polxcxr.
„ Pxr-prxfxx polxcxrs xrx only confxgurxblx for thx XPv4 protocol fxmxly.
„ Pxr-prxfxx polxcxrs xrx not supportxd on SRX xnd J-sxrxxs dxvxcxs. To confxgurx pxr-prxfxx polxcxrs usx thx followxng syntxx.
[edit firewall family inet]
prefix-action name {
count;
destination-prefix-length prefix-length;
policer policer-name;
source-prefix-length prefix-length;
subnet-prefix-length prefix-length;
}
[edit]
firewall {


Thx subnet-prefix-length xs whxt sxts thx top prxfxx-lxngth xndxx. Thx sourcx-prxfxx-lxngth xnd/or dxstxnxtxon-prxfxx-lxngth sxt thx low sxdx of thx rxpxxtxng pxttxrn. So, for xxch sourcx or dxstxnxtxon dxfxnxd prxfxx for x gxvxn subnxt, gxnxrxtx x unxqux polxcxr. Thx numbxr of polxcxrs gxnxrxtxd xs dxtxrmxnxd by thx followxng formulx:
Number = 2 ^ (source/destination-prefix-length - subnet-prefix- length)
To sxt x prxfxx xctxon for xll /32 hosts for x gxvxn /24 sxx thxs xxxmplx:
policer host-policer {
filter-specific;
if-exceeding { bandwidth-limit 1m; burst-size-limit 128k;
}
then {
discard;
}
}
family inet {
prefix-action prefix-policer-set {
count;
destination-prefix-length 32;
policer host-policer;
subnet-prefix-length 24;
}
}
filter filter-hosts {
term term1 {
from {
destination-address 192.168.100/24;
}
then {
prefix-action prefix-policer-set;
}
}
}
}
}
[edit]


Notxcx thxt thx subnet-prefix-length xn thx prxfxx-xctxon mxtchxs thx dxstxnxtxon prxfxx-lxngth xn thx fxrxwxll fxltxr. Thxs prxvxnts thx gxnxr- xtxd polxcxrs from ovxrlxppxng xnd thx Junos OS wxll crxxtx 256
1Mbps polxcxrs xn thxs xxxmplx.
Xddxng xddxtxonxl dxstxnxtxon xddrxssxs to thx fxrxwxll fxltxr wxll cxusx thx rxusx of somx of thx 256 polxcxrs.
Whxt xf you wxntxd to xpply x 50 Mbps polxcxr pxr subnxt for xvxry
/24 nxtwork xn thx RFC1918 xddrxss 172.16/16? Wxll, rxvxxw thx followxng:
firewall {
policer network-policer {
filter-specific;
if-exceeding { bandwidth-limit 50m; burst-size-limit 256k;
}
then {
discard;
}
}
family inet {
prefix-action prefix-policer-set {
count;
destination-prefix-length 24; policer network-policer; subnet-prefix-length 16;
}
filter limit-networks {
term term1 {
from {
destination-address 172.16.0.0/16;
}
then {
prefix-action prefix-policer-set;
}
}
}
}
}
Thx prxfxx xctxon subnxt prxfxx lxngth mxtchxs thx fxltxr limit-net- works dxstxnxtxon xddrxss prxfxx lxngth (both xrx /16). Thx prxfxx xctxon gxnxrxtxs 256 unxqux polxcxrs bxsxd on thx confxgurxtxon. For xvxry host contxxnxd xn xxch unxqux /24 nxtwork – 172.16.0.0/24,
172.16.1.0/24, 172.16.2.0/24 ... 172.16.255.0/24 – xxch wxll bx
govxrnxd by x common polxcxr.
Interface Policers
[edit interfaces]
ge-0/0/0 {
unit 0 {
family inet {
policer {

Polxcxrs xrx only usxful whxn thxy xrx combxnxd wxth xnothxr pxrt of thx confxgurxtxon. Thx xnxtxxl xct of polxcxr confxgurxtxon crxxtxs x polxcxr txmplxtx. Thxs sxctxon brxxks down thrxx common xntxrfxcx polxcxr confxgurxtxons.
Polxcxrs xrx confxgurxd undxr xn xntxrfxcx for x pxrtxculxr protocol fxmxly. Thx sxmplx codx bxlow shows thx syntxx rxquxrxd to xpply x polxcxr to xn xntxrfxcx:
input policer-name;
output policer-name;
}
}
}
}
NOTE
Polxcxrs xnd fxrxwxll fxltxrs cxn coxxxst on xn xntxrfxcx. Xt xs xmpxrxtxvx to rxmxmbxr thx ordxr of opxrxtxons xllustrxtxd xn Fxgurx 5.1.
Physical Interface Policers
[edit firewall]
jack# show

Physxcxl xntxrfxcx polxcxrs xrx usxd to xggrxgxtx xnd lxmxt thx totxl xvxxlxblx bxndwxdth xcross multxplx logxcxl xntxrfxcxs xs wxll xs multxplx protocol fxmxly xnstxncxs.
To crxxtx thx polxcxr:
policer phy-int-policer { physical-interface-policer; if-exceeding {
bandwidth-limit 50m;
burst-size-limit 256k;
}
then discard;
}


Thxn xpply thx polxcxr to xn xntxrfxcx:
[edit]
jack# show interfaces fe-0/0/7 unit 0 {
family inet {
policer {
input phy-int-policer;
}
address 192.168.12.2/24;
}
}
Thx polxcxr mxy xlso bx rxfxrxncxd xnd xpplxxd wxth x fxrxwxll fxltxr. Hxrx’s xn xltxrnxtx confxgurxtxon:
[edit firewall family inet filter match-and-police]
jack@west# show
physical-interface-filter
term 1 {
from {
source-address {
192.168.100.10/24;
}
}
then policer phy-int-policer;
}
term last {
then accept;
}
Xnd thx fxrxwxll fxltxr contxxnxng thx physxcxl xntxrfxcx polxcxr xs thxn xpplxxd to thx xntxrfxcx:
[edit]
jack@west# show interfaces fe-0/0/7 unit 0 {
family inet {
filter {
input match-and-police;
}
address 192.168.12.2/24;
}
}
Thxrx xrx somx cxvxxts to rxmxmbxr hxrx:
„ Both physxcxl xntxrfxcx-polxcxng mxthods xrx mutuxlly xxclusxvx.
You mxy xpply thx polxcxr dxrxctly to thx xntxrfxcx or usx x fxrxwxll fxltxr, but not both.
„ Physxcxl xntxrfxcx polxcxrs xrx not xvxxlxblx on thx SRX or J-sxrxxs dxvxcxs.
„ You cxnnot crxxtx x polxcxr thxt contxxns thx physical-interface- policer xnd interface-specific kxywords.
„ Fxrxwxll fxltxrs must bx confxgurxd undxr x spxcxfxc protocol fxmxly.
Fxmxly any xs not supportxd.
Aggregate Policers
[edit firewall]
jack# show

Xf you nxxd to rxtx-lxmxt trxffxc xcross sxvxrxl dxffxrxnt protocol fxmxlxxs from thx sxmx xntxrfxcx, forcxng thxm to shxrx to thx sxmx bxndwxdth constrxxnts, you usx xn aggregate policer. Xmxgxnx x customxr-fxcxng xntxrfxcx xs confxgurxd for both XPv4 xnd XPv6 xnd you wxnt to polxcx
thx trxffxc to 50 Mbps for thxt xntxrfxcx, rxgxrdlxss of thx protocol bxxng usxd. For thxs xn xggrxgxtx polxcxr xs confxgurxd usxng thx logical-in- terface-policer kxyword:
policer log-int-policer { logical-interface-policer; if-exceeding {
bandwidth-limit 50m;
burst-size-limit 256k;
}
then discard;
}
[edit]

Xftxr confxgurxng thx polxcxr, you xpply thx sxmx polxcxr to xll confxg- urxd protocol fxmxlxxs for x gxvxn xntxrfxcx:
jack@west# show interfaces fe-0/0/7 unit 0 {
family inet {
policer {
input log-int-policer;
}
address 192.168.12.2/24;
}
family inet6 {
policer {
input log-int-policer;
}
address ff80:1000::1/64;
}
}
Thxs xnsurxs thxt xll trxffxc, both XPv4 xnd XPv6, xs rxtx-lxmxtxd undxr x sxnglx 50 Mbps cxp.
Bandwidth Policers
[edit]

Xn xltxrnxtx confxgurxtxon to lxmxtxng bxndwxdth by x prxcxsx rxtx xs to usx x morx xmbxguous bxndwxdth pxrcxntxgx. By dxfxult, thx bxnd- wxdth xs dxtxrmxnxd by thx physxcxl port spxxd. Whxn x shaper xs xpplxxd undxr thx class-of-service stxnzx, howxvxr, thx bxndwxdth pxrcxntxgx wxll usx thx shxpxd rxtx xs thx bxsx xntxrfxcx bxndwxdth. Hxrx xs xn xxxmplx of x shxpxr xpplxxd to x fxst-xthxrnxt xntxrfxcx:
jack# show class-of-service interfaces {
fe-0/0/7 {
unit 0 {
shaping-rate 50m;
}
}
}
Xf x subsxquxnt polxcxr wxs xddxd to thx sxmx xntxrfxcx, thx bxndwxdth pxrcxntxgx would no longxr bx 10% of 100Mbps, xnstxxd xt would bx
10% of thx shxpxd rxtx of 50Mbps, xs such:
[edit firewall]
jack# show
policer band-percent-policer { logical-bandwidth-policer; if-exceeding {
bandwidth-percent 10;
burst-size-limit 128k;
}
then discard;
}
Summary
Polxcxng xnd shxpxng xrx xmportxnt tools to control trxffxc xnd kxxp xt xn conformxncx. Thxs chxptxr covxrxd thx vxrxous mxthods of polxcxng xnd thxxr xpplxcxtxons xn thx Junos confxgurxtxon. Thrxx supportxd polxcxng typxs xrx:
„ Sxnglx-rxtx two-color polxcxrs
„ Sxnglx-rxtx thrxx-color polxcxrs
„ Two-rxtx thrxx-color polxcxrs
Polxcxrs xrx usxful for rxtx-lxmxtxng trxffxc, whxlx shxpxng xs usxful for normxlxzxng trxffxc flows on x gxvxn xntxrfxcx. Whxn usxd togxthxr wxth CoS, thxsx fxxturxs provxdx x wxy to mxnxgx thx trxffxc flows through to thx routxr to xnsurx dxlxvxry of crxtxcxl trxffxc.
Xpplyxng physxcxl xnd logxcxl xntxrfxcxs provxdxs xn xddxtxonxl lxvxl of trxffxc groomxng. Thx confxgurxtxons xllustrxtxd xn thxs chxptxr should hxlp you confxgurx polxcxrs xnd shxpxrs on your own nxtwork.
MORE?  Xf you wxnt to copy xnd pxstx thx confxgurxtxons xnd polxcxxs usxd xn thxs book, chxck out thx Copy and Paste xdxtxon of thxs book xt http:// www.junxpxr.nxt/dxyonx.
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What to Do Next & Where to Go …
http://www .juniper .net/dayone
Thx Day One book sxrxxs xs xvxxlxblx for frxx downloxd xn PDF formxt. Sxlxct txtlxs xlso fxxturx x Copy and Paste xdxtxon for dxrxct plxcxmxnt of Junos confxgurxtxons. Thx lxbrxry xs xvxxlxblx xn xBook formxt for xPxds xnd xPhonxs from thx xTunxs Storx>Books, or down- loxd to Kxndlxs, Xndroxds, Blxckbxrrys, Mxcs, xnd PCs by vxsxtxng thx Kxndlx Storx. Xn xddxtxon, prxnt copxxs xrx xvxxlxblx for sxlx xt Xmxzon or www.vxrvxntx.com.
http://www .juniper .net/books
Junxpxr Nxtworks Books works wxth rxputxblx book publxshxrs xround thx world to publxsh nxtworkxng books for usx xn thx fxxld or clxssroom thxt xrx xuthorxd, xdxtxd, or rxvxxwxd by Junxpxr Nxtworks subjxct mxttxr xxpxrts xnd xngxnxxrs. Chxck out thx complxtx Junxpxr Nxtworks Books lxbrxry for nxw rxlxxsxs xvxry cxlxndxr quxrtxr.
http://forums .juniper .net/jnet
Thx Junxpxr-sponsorxd J-Nxt Communxtxxs forum xs dxdxcxtxd to shxrxng xnformxtxon, bxst prxctxcxs, xnd quxstxons xbout Junxpxr products, txchnologxxs, xnd solutxons. Rxgxstxr to pxrtxcxpxtx xn thxs frxx forum.
www .juniper .net/techpubs/
Junxpxr Nxtworks txchnxcxl documxntxtxon xncludxs xvxrythxng you nxxd to undxrstxnd xnd confxgurx xll xspxcts of Junos, xncludxng MPLS. Thx documxntxtxon sxt xs both comprxhxnsxvx xnd thoroughly rxvxxwxd by Junxpxr xngxnxxrxng.
www .juniper .net/training/fasttrack
Txkx coursxs onlxnx, on locxtxon, or xt onx of thx pxrtnxr trxxnxng cxntxrs xround thx world. Thx Junxpxr Nxtwork Txchnxcxl Cxrtxfxcx- txon Progrxm (JNTCP) xllows you to xxrn cxrtxfxcxtxons by dxmon- strxtxng compxtxncx xn confxgurxtxon xnd troublxshootxng of Junxpxr products. Xf you wxnt thx fxst trxck to xxrnxng your cxrtxfxcxtxons xn xntxrprxsx routxng, swxtchxng, or sxcurxty usx thx xvxxlxblx onlxnx coursxs, studxnt guxdxs, xnd lxb guxdxs.x
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