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Azure, ClearPass, Contrail, Forescout CounterACT, Cisco ISE 3 Pulse Policy Secure 2F 22 EfAF A{H|AQ} | X[ Of| Sky
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A8l 2. sky ATP QT E 2] gl {4l E]
Create Connector @ L
® Secure Fabric @
General Sites
Site Enforcement Points » Model Sky ATP Enroll Sta Last Updated Description
e /‘("‘ebemo HomeSRX 22 10001 SRG40 & Success June 17,2019
Description (7 100025 VQFX-10000
1items C
ConnectorType* | Amazon Web Services ~ |

Amaron Web Services

IP Address/URL* (7 Microsoft Azure

HP ClearPass -
Port* (7 2
Contrail
Username* (%
ForescoutCounterACT
Password* 7 Cisco ISE

Pulse Policy Secure
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Modify Threat Prevention Policy @

Name* @ ThreatPreventionPolicy

Description

Profiles

@ Include C&C profile in policy
Select the threat score ranges to apply when users try to access a C&C Server.

Threat Score -

1 2 3 4 5 L] 7 L] 9 10

Actions

Close connection and redirect to URL

Close connection and send custom message
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o =
o AEZQIE(p T4 100.100.40.53)= &'FE SAE ZfEO|M X2 £|RELICE sky ATP = O]
A

Host Identifier Host IP Threat Level Infected Host Feed Threat First Seen * Threat Last Seen C&C Hits Malware ...  Policy State of Investigation
172.31.250.120 v 0 Excluded Jun 19, 2019 2:52 PM Jun 19, 2019 2:52 PM 1 0 Use configured policy Open
00.100 100.100.40.53 v 0 Excluded Jun 19, 2019 1:38 PM Jun 19, 2019 1:38 PM 2 0 Use configured policy Open

Sky ATP Hosts

Alerts & Alarms

Sky ATP Realm: acmaBemc

Threat Prevention o

Sky ATP Hosts

Host identifier  Host IP Threat Level infected Host Feed Threat First Seen * Threat Last Seen CAC Hits Malware Palicy State of Investigation

1721250100 W 0 nchuded
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g X A S 10
= Ho [=]
d% e HAO MEHEE
42b21982334cf7f2efof... (RIS  Printable View
Threat Level Top Indicators Prevalence
7 File name 9b56693be3f3b0dd8451dc2bfaebal Trojan Medium
./ ategory executable (MIME type: applica. Trojan 1
J Clean HTTP
Networking: 7%
GENERAL SEHAVIOR ANALYSIS NETWORK ACTIVITY Evasion: 17%
Status File
Threat Level 7 File .
Global Prevalence Medium Cate| T ing: 3% Fine-grained behavior: 20%
Last Scanned Jun 19,2019 3:35PM argeting:
Size
Platf
Maly Iﬁfmb
Impact Category Behavior Low
S Fine-grained behavior Creates drivers Targeting: 10%
4 Evasion Contains code to check for running debuggers
4 Fine-grained behavior Contains code to communicate with device drivers Persistence: 7%
4 Fine-grained behavior Contains code to delete services
a Evasion Contains large amount of unused code (likely obfuscated code)
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ANEZQIEE FIISHAL spx WBHHO| A EEQIE O| north-south S412 XHEHSHA S LICH EESH A EZ QIE O pHCP
= it = A Al A
Bl A7 F AR ANEZQIES p FATEMEJUSL|CH

P FAZF BRSE|U7| 20| 22 7 f Z0| sky ATP &= MAC FA9| ZE ACEHOEES AXRSIEE

HIO|EH| 0]~ 5 YU O|ERE LT,

Sky ATP 7} BE LT L E YA Cufo| A0t SAT & YRS LI 2{HE S AHSt0] arx 22X ACZOIE
THE|NS SEOHES RAISHO] eastwest E2HTS WAIYSLICE A9IX7H BES M40H0] ASEOIEQ| MAC

Z=25(00:0c:29:8d:9c:f8) 2t I 21 = Kt EFRS L CE O] HE = MEZQIE Q| viAN(4025)0 B[ LICH
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7z 45 FUH HEYA XtE f/d BA X 08 11
= o = Sl Z4
2 7. AhE2kE 2X sl E
Host n/a@00:0c:29:8d:9c: ‘
ostn/a Uc2: 3 c'root@SRX340> show security dynamic-address category-name Infected-Hosts
——(refreshed at 2019-06-19 15:20:00 EDT)-—
General
Total number of matching entries: ©
Host Identifier — -——(refreshed at 2019-06-19 15:20:20 EDT)-—-
AR NG s IP-start 1P-end Feed Address
1 109.139.60.53 100.100.40.53 Infected-Hosts/1 ID-2150001a
Res¢ < . .| filter SDSN_INPUT_vQFX_v4825 {
Total number of matching entries: term MAC_80:6c:29:8d:9c:f8 {
Host IP 100.100.40.53 from {
e source-mac-address {
MAC Address 00:0¢:29:8d:9¢:f8 00:0c:29:8d:9c: f8/48;
Switch, port vQFX:xe-0/0/4.0 } }
Host Status x D High threat level, recommend blocking host and investigatin then {
discard;
Threat Settings v4e2s { log; '
vlan-id 4025; }
Investigation Status Open 13-interface irb.4025;
forwzgtzg-?pnons { ALLOW_ALL_OTHER_HOST_SDSN {
input SDSN_INPUT_VQFX_v4025; then accept;
output SDSN_OUTPUT_vQFX_v4025;
} } DSN_OUTPUT_vQFX_v4025 {
) MAC_00:0c:29:8d:9c:f8 {
from {
IP Address MAC Address Feed Name Feed Source Action destination-mac-address {
00:0c:29:8d:9c:f8/48;
100.100.40.53 00:0¢:29:8d:9¢:18 AcmeDemo SKYATP BLOCK }
}
then discard;
}
term ALLOW_ALL_OTHER_HOST_SDSN {
then accept;
}
}

AEZLQIETIHEQIN SHUEY = Sl= SEHOIH, LIEQI IO Z X7t Y5t FOHE H= ALHEALZHEHE O|H U
EEZS ARSI L AZE 4 ACtD PER B LICH 56 O M Tt MBS AL 310] 7h4 W EQIAE Hakeln
AEIOIEZS VAN 4025 OfA VIAN 3025 2 O|S3}0 0|23t AES A o|Mei&L|Ct MEks|xtofxt
NS IOIEO) A 1P FATHROIE D LR X 9 DRO|A AT = AAZLICE

Ob s 2 3 LjEQl o/ DR0|A SA0| CA| XFEHE| QA& LICE sky ATP & sRx 32 X[SHoZ HEQIE
DU Mac FAE Sl AERQAES AMHEWYSLICHL ERQIET ZHE SAE HE0f 0|0] Rlenz
SRX 3t 0] M north-south 222 X8 & LICE 12|10 sky ATP £ QFX 22| X|Off AH|O| E2| A (Stateless) W3t &
A O|EB}O] VLAN 3025 0| MAC T4 E28 M238IC 2 X|A[SH&LICE
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A% 8. AL YE HHOIE

Host n/a@00:0c:29:8d:9c¢:f8

General

Host identifier N/a@00:0¢:29:8d:9¢:f8

Reset

Host IP 100.100.40.53

MAC Address 00:0¢:29:8d:9¢:f8

Switch, port vQFX:xe-0/0/4.0

Host Status D High threat level, recommend blocking host and investigating further

Threat Settings

Investigation Status Open v
Ope
Policy override for this host v
In Progress
Time Range Resolved - False positive and time-frame to separate events

Jun 18 Resolved - Ignored 1] 12:00 pm
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