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) Secure Fabric @
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General
Site Enforcement Points [ Model Sky ATP Envoll Sta..  Last Updated Description
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. P‘rr eDemo HomeSRX = 10.0.0.1 SRX340 S Success June 17, 2019
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BT, Sky ATP BEIBHHHIAUS —EARIELE U, X 3 DLS(C, Sky ATP ZEX (X, BRAIZICEDVT, BRIGRESNTLVRNIESR
tyhTEFT, BEAIT 8 LA EOIRTOATZIIMIDNT, [Drop connections silently] GEREIRU TiEGETIRT) #&IRUELR,

[ 3. sky ATP EEIPHEHIRUS —

Modify Threat Prevention Policy @

Name* (2 ThreatPreventionPolicy

Description

Profiles

nclude C&C profile in policy
S het core ranges

Threat Score

= pPermit1-4 Monitor 5-7 ™= Block8-10

Actions Drop connection silently (recommended)
Drop connection silently (recommended)

Include infected host profile in poli| Close connection and do not send message
action to apply to cted h

Close connection and redirect to URL

Actions Close connection and send custom message
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B 4. sky ATP (RA PDEETR

Host Identifier Host IP Threat Level Infected Host Feed Threat First Seen * Threat Last Seen C&C Hits Malware ...  Policy State of Investigation
172.31.250.120 v 0 Excluded Jun 19, 2019 2:52 PM Jun 19, 2019 2:52 PM 1 0 Use configured policy Open
100.100.40.53 v 0 Excluded Jun 19, 2019 1:38 PM Jun 19, 2019 1:38 PM 2 0 Use configured policy Open
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FBUFEUL. Sky ATP (3. BEIDITI—X TURELIBIRICEDWVT, FI7IUBRAITEZEIDH T, IR, OB AI 72t
LFEURE.

Sky ATP (F. ESTURBRAI7ZHLUERIGREUEBRBAEIRIS— (B3) (CEDE. [Host Status] (IRAM AF—42R) % [High
threat level] (BEILNILE) (C. [Investigation status] (GAEAT—HR) % [Open] (GREER) (EREIREEDIC. COIRRA>ME
R A MDOYZA MIENUFEURE ([Infected Host Feed] (BARURAN J1—R) (K5) .
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B4 5. BFRUIERA bOFHH

Host Identifier Host IP Threat Level Infected Host Feed Threat First Seen ¥ Threat Last Seen C&C Hits
Host n/a@100.100.40.53 Included Jun19,20191:38PM  Jun19,20193:17PM 2
General Event Time Status Description
Host Identifier
B Jun 19, 2019 3:18 PM (D Malware hit | Malware analysis detected host downloaded a malicious file (score 7).
o Jun 19, 2019 3:17 PM (1) Malware hit | Malware analysis detected host downloaded a malicious file (score 7).
Host IP 100.100.40.53
Jun 19, 2019 3:16 PM Malware hit | Malware analysis detected host downloaded a malicious file (score 7). [
MAC Address " Information ilabl Y
Host Status (D High threat level, recommend blocking host and |
Threat Settings
Investigation Status Open v O High
(] Medium
= Medium
- 4 Low
% [=] None; clean
Low
(1]
Events v v v

Jun"19
"
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R AD>O-RUERIVIITOUS )% Iy S BE . BRI RFFLVBIRIFRRENELE (K 6) o LEBIC, #IEIBIR (BEILA
V. LAUIOEER, BROBERE) NRRESNELL BIET IO TOYIEROBEHEIC, —#RHRIBEIRNIRRENEU, [Behavior
Analysis] (BWMEDMT) 9T%IVvIIBE VAICEDIWMI ST RFESEREWFZVAVICEIVWTHHELLED) hERRENEUR,
ZOXIITIT (&, EEESLUI -5 MEEDOBFAMEUAIH, Ry hD—7, [BlE, 5—5v ETE. KFEOZEAM(HEVRT T, MOADOA
BCDFEINELUL, REFTREN. #BIUIENTNOBEOFERZFERTEE T, BIDYTIC, COINIITORYNI—) PIF1EF1%
NIRRT REINEUR,
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B 6. VILOI7 DM

42b21982334cf7f2ef9f... Printabe View

Threat Level Top Indicators Prevalence
/ File name 9b56693be3f2b0dd8451dc2bfaetal... Malware Name Trojan Medium
{ Category executable (MIME type: applica... Signature Match Trojan 1
Antivirus Clean HTTP
Networking: 7%
GENERAL EEHA\"IOR ANALYSIS NETWORK ACTIVITY Evasion: 17%
Status File
Threat Level 7 File . :
Global Prevalence Medium Cate T i 3% Fine-grained behavior: 20%
argeting:
Last Scanned Jun 19,2019 3:35 PM iy
Size
Plati
|l
Maly R
Impact Category Behavior iLow
5 Fine-grained behavior Creates drivers Targeting: 10%
4 Evasion Contains code to check for running debuggers
4 Fine-grained behavior Contains code to communicate with device drivers Persistence: 7%
4 Fine-grained behavior Contains code to delete services
4 Evasion Contains large amount of unused code (likely obfuscated code)

HiB : Enterprise Strategy Group

T %EAI>0-RUTHS 5 IR, I RRA > My D —Ihsigstan TWAZExESELEUR. REB IP 7RLACESMEB 1P 7R
LAICE ping TERNDIZZET. Sky ATP (CEHTEEIMICBRIMEEINTZCEN DI NMDFEUIC. BERENTRAN J4—RICIY RRA> MY
IBANEN. SRX T7A 7 IA—)UETIY A NMC LR EEAEDBENTOvIENEUR. E5(C. I RR1> M) DHCP J—ZHERDH
SN, IVRRA RO 1P 7RUADEIDHE THERBRENELUTZ,

IP 7 RLADERNCRR oIz fz8. Sky ATP (CED, BRRURIY RRA> MM MAC PRUATESIRTBLIC, T—AIR-ANEFINFLE
(®7) .

Sky ATP (F. D1Z/N—RYRT—IZADIARTOTNAREBIETERLICTINFIRII—ZE N, COLY RRA > MefREE T 34L5(C
QFX ZMYF(CEpnaEU. KEABO NS T1vI%B51ELEURZ. QFX AAYFICE2TIIINI—DMERR SN, COI> RIRA> hD MAC 7
RLZ (00:0c:29:8d:9¢:f8) EMREITNERNEN S/ Ny e OvIUEUIE. COTAIAI—(ETHI> RRA> D VLAN (4025) (CiEF
SNFLE.
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7. BEHEE

]

Host nla@000c298d9c root@SRX348> show security dynamic-address category-name Infected-Hosts

——(refreshed at 2819-86-19 15:28:00 EDT)—
General . .

Total number of matching entries: @
Host Identifier _ ———(refreshed at 2019-86-19 15:28:20 EDT)-——

nfa@00:0c:29:8d
No. IP-start IP-end Feed Address
1 196.1%9.46.53 100.100.408.53 Infected-Hosts/1 ID-2150881a
e g wii filter SDSN_INPUT_vQFX_v4025 {

Total number of matching entries: term MAC_00:0c:29:8d:9¢c:f8 {

Host IP 100.100.40.53 from {
source-mac-address {
MAC Address 00:0¢:29:8d:9¢:f8 00:0c:29:8d:9¢c: F8/48;
Switch, port VQFX:xe-0/0/4.0 ) }
Host Status k 1) High threat level, recommend blocking host and investigatin then {
discard;
Threat Settings v4025 { .
g vlan-id 4825; ) logi

Investigation Status —— 13-interface irb.4825;

frrssrding=opkioes. | ALLOW_ALL_OTHER_HOST_SDSN {

filter {
input SDSN_INPUT_vQFX_v4825;
output SDSN_OUTPUT_vQFX_v4025;

then accept;

} ¥ SDSN_OUTPUT _vQFX_v4825 {
} MAC_B@:8c:29:8d:9c:f8 {
from {
IP Address MAC Address Feed Name Feed Source Action destination-mac-address {
90:0c:29:8d:9c:fB/48;
100.100.40.53 00:0c:29:8d:9c:f8 AcmeDemo SKYATP BLOCK ) }

then discard;
}
term ALLOW_ALL_OTHER_HOST_SDSN {
then accept;
}
}

H 88 : Enterprise Strategy Group
I RRAY MRYRND =D EBIETERBOCEN DN BE 15145 —(F. RYNT—J(CRIENMRREL TV RIEEMEN D DEE X,
B -y R— M2 EIETRENBDFET , ARIEY - N\ —ZFE>TURIERY NI =IZIDEXT (I RRA> M VLAN 4025 H'5
VLAN 3025 ((F88) . COIRRZSZ1L—2a>LFEUI, TIDEZ BT, IV RRAY NMIFRLL IP P RLANMT SN T, ARSIV
e A TBIETEALICRDFEU.
BT 5 D& BRBERTOVIENZEUE (FHRBLUESDIES) . Sky ATP BEU SRX T7A 7IA—)UIEB | Ehesry ND— )% B4R
U MAC 7 RURATZOIY RRA > MBILEUZ. I RRA> NI TIC, BERUERAN J4—RICH B8, SRX T7A4 7 IA— UL THr
LLWEEABOIOvINERINEUR. Sky ATP (3 QFX AAYF(C. ZT— KR T4 7IA— )L EHL T VLAN 3025 [CZD MAC 7 RLX
OJOvIEBERT3LSCEmRULELR,

O zo=E=nHen

AN —tF1VFT1DRFIN EFZF o le AFHISTER CARBL TWS I8, BECIERCERIONNS, SRR RAEIEANTDIL
[FTEFERA BRI, BREARFUTHLET B, KBRS HEF/EEICLZTOCANMNELRDET,

ESG (F. 1Z/0—RYRT—HI2ZD SRX SN —X T7ATIA—IUCED T, DL TV 7ZA&EN I BIz6b(C. AT>0— RURETFA LD
Sky ATP (CE BN (CERIXSIN BT ERFEZBLEUR. Sky ATP (CELOTIY RRA > MHREREN TV B TENTESZRSNDE, I R > M
BRUIEYA MOYRNIEMNENE U, NEOBENMEHEEES LUA - AR — 23 #EEEIC LD, I RRA > MRy RO =051
e, ARSIV E S OBENTETRRDFELR,

Sky ATP BLU SRX SN =X TPATIA—INRESE T, AN -NBEZ TEIRIFTRRRISAERFU. Y14 — FIL F1—>0OETEZ MY
TEET. BEEBREEZREL. VLI 7O ERRIZELRTEET .
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EREEICLSRRREIEE

ESG (&, IRAMMSYIVITIT T7A IV IR TEHIBRT BETRAMBYIVII P ZERBR S 2LV, TF1UT PFUAMMESHEINRT -4
JO0-%3Z1b—3a>UFEUR. VT Sky ATP A 2A—J1A A%{E\ HABDAT—IAZEEL TCOMBEZFRRFHUEU RANES
B3> T, CORZANEIIWILFEUIE. TILFISH(E, [Investigation Status] (GAERAT—HX) T [Resolved — Fixed] (FEREH -
) ZIBIRUEUT, [Investigation Status] (FABXAT—HX) (X 8 DLS(C. [Open] (KAFR) . [In Progress] (HFEH) .
[Resolved - False positive] (F#RFEH - s324R%() . [Resolved — Fixed] (F#RFEH - fi#5H) . [Resolve —Ignored] (F#R - HEH) (C5%
ETEET,

X 8. (ABAT— Y ADEMH

Host n/a@00:0c:29:8d:9¢:f8

General

Identifi
Host Identifier N/a@00:0:29:8d:9¢:f8

Reset

Host IP 100.100.40.53
MAC Address 00:0¢:29:8d:9c:f8
Switch, port vQFX:xe-0/0/4.0

Host Status ) High threat level, recommend blocking host and investigating further

Threat Settings

Investigation Status Open v
Open
Policy override for this host v
In Progress
Time Range Resolved - False positive and time-frame to separate events

Jun 18 Resolved - Ignored b 12:00 pm

H 88 : Enterprise Strategy Group
ABAT-92%, VTNDOEBRBEHATIAVERTET DL AT AFEIRENTHSY RN I TBELBR T EE2EKRL
&9, Sky ATP [CLD T BERENTIRAN T4 —RNSZDS AT ANERBREN. SRX TP AIIA=ILE LY QFX ZAYFICED T, ZDRA D
T4 IA=) TN - RTHBIBRENZE T, [Investigation Status] (FABERAT—HX) % [Resolved - Fixed] (FEREH - BHH) (5%
ELTICIC, I RRA > MRS LU NE S TES TE2LzMERUELR.

O zos=ELE

BAN-RBEFITFTIHYEL. ZOEBEZI TVEF T, BENEOISIDMIRNICEDEL ., TF1)71 7FUZNIHREH(C, =E
SNEEENDOH B AT LVERRIRE T ENROSNTVNE T HTETEEE. BEMEMEE. A—T AR —Sa RN BITNIE, #E
DIRUFELETEZHEDOIRIC, EARESFEESDHNMNDET .

ESG (&, TF1UT1 PFURMBEZ [Closed] (F&T) (GEREIDE. T1ZN—RyhI—IROBEEMEHEEN ZZHIBT7(ITIA—
WBEFURYFIRNTEBIEL. RYNI—VBIEDT OV HERL T RANMIHABIUHAOBE TED LR B L= HEERLEL
2o SNIEEDTPFIZANE EDZMYFBLUVTFAIINIA=IN DY NMCEFNBENEEEEL . FT/\ARCOT1 L. —ILZEFHLT
FUVERTEZIRIF I DLV Z FAEETITOMNENBRDET . D12\ —Ry NI - I ZAOB EMEHEEEL. TF1UT1 7FURRD
BIZERMI BT TRH BNV IS5 —DFhLECHIRIIEET .
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HAN—tF1UFDIRR(F, FTFIEMALL, BESRECHO>TVEY, FEAE, BERIFR. BT 90 BE0URICEHEN
ZAEEMEMEZ TVET, BEINZL. Sid. IS5V RBLUTTEBTEADFE, FABE. TOREFIEANTT, TELZOME. 2R
(BN 2TF1UT1 12370 M ABL. WIETINENHDET . UL AT LABLV T IV —2a>0MEZX 20, fERkaNstz+1Y
T4 AT N SFUAMEZTVE—T . BNIARKY — UL TEKRSND 75— MMEZ TOWET , BN\ —tF 1T DAFTINIEE
([CARRBLTWREEIZELUTWVSIEZEL, 2019 £ET 53% T. 2018 D 51% NMAIEHINILTWET 4, (BE(E. SERIMHRERNRZRH T, F
VEEBLUTIRDIRLDIEEDEIBZ BRI 2. BEMEY-IILBLUBEMERIEEY —ILICBITUTVET,

T1ZN=RyRI—=JR(E BAN—tF1UT1ZBE LTS Sky ATP ZIBEUEUIZ. UPIA1 LADIBIRZEV, 72 FIIINII 7 BRZN L
LEFET. 2D Ssaas YU1—23>(d, SRX S-XRERT7 I IA-IELVRES 1 - -RmLfRETEET . FRBOIRII-ZEZE.
B—RN\—F(—RRLTETBEETEET, Sky ATP (&, BEUIBIR. DAV ARSI RFv—. BRI/ ENRIERAT, B F B Lok
e\ BREORILIEEZEEELET .

SRX =R I7AILIA—)UE. A>0—-RUETFA IV X=ILOFAST7AIRE, BRI GHDEBONZATS 1 M sky ATP (CER
EU T IUNIBEZEBNELET . BRIZIREIT DL, SRX T7ILDIA—)LIE Sky ATP. QFX SU—X Z(vF, EDMORYRNT -4 T4
AL, BERURES AT LRy NI —IhBIUES . BESEO NI v BEMCTOYIUT, VDI T7HT —5%IREE-TINY
YR Y= —/a>b0-) H=N—(OREFTBEEHLIELET, Fie. KEFBEO NS T1vo%BHENRICTOVIL T, ttARADILEZBSLEL
F9,

ESG (&, Sky ATP (C&0 T, BA | E. BENMERIEENZL2MEBLELL, TF17 T70 W) (RyRD—) FINAROEFD) 2FEH
TEFEUIZ. SUVTIWRIBETEZHDI AT L HIHTES 2D, RIENARE BHRRIETERTY . 1Y~ 129-TJ11AEDHDP
I SVTNBOT, tF197¢ RIS %5 EREIN DR (CER TEELR,

SRX SN —X TJ7ATIA=ICEDT. DAL TINII T ZAREN T BIeD(C RERATS 1 M sky ATP (CEENCERXRSN DT EZHER
FUTE. Sky ATP (LD TOLBSNIERERRA ML, SRX T7A 7 IA—IUC L TRYNI—INSBEINICHIRIEN, BEABO NI vIHT
OvIENEUR. E5(C. Sky ATP BEU SRX DEEMEHLEEN QFX A Y FEBHEL ., BERUIES AT LA%ZYIML T, KA B M I1v0%T
OvIULFEUZ. COBEBMEMEEECED. fTARADILELE . IXY R Y —=/\—/a> b—=)L Y—/\-tDiBENFS LEENFE L.

Sky ATP (&, R, RARE. BIEEBZIEI SO EREHRERZIENTIIET, BERURAMNZHE I BERERRIEL
FI. MIEZRRRL. SHEZBRRBEHICIN—TIBE. Sky ATP LU SRX T71 7 IA—)ULHTRY M-V BN (CEIIESNFUR.
TF1957¢ 7HIZMDT-II0-(CHID. FAEELLZTR TEMBTOEANER 1 DARBERDET,

EHETREREVIEIDP IV FEECLBT 77021, BEMEEEES JUA—T AR —2a  HaEZ B H ORI TERU TERL
ERRFBLUBBLEUEWEZZTVWBTREECED T, Z1Z/N—RYRI—JRAD Sky ATP B&LU SRX SRR T7 A7 04— IUZ—ROA
ENHDFT .
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