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7 ESG FARIEIENS £ ZE 53 B B AN 4K SR AL R X AEE M 2% Sky Advanced Threat Prevention (ATP) Fl
SRX BRFIT— B AIFHITIEMG . EARENEEIED, ESG BT EREREXE N imadti TS, FHIFEH sky ATP &
,)n\ljll:tlﬁj.ﬁ, EHTJ'*'JFH Bﬁﬂi Bﬂﬂ:lﬂ.’.lﬁﬁ 'J—'_' E’]F:J:ltr_]/}u.i f #*'JFH mfmﬁiﬁﬁl.ﬁﬂ]tlttlﬁ'ﬁ ‘J—'—' E’]iF Er_luu.i y Higgli‘ﬁﬂ:lﬂﬁ
i e S WA ERE .

RN

ESG WEFERAXHRAERR, MEREEMA ITHATHHANES, 40% WEARK, EARK 121A, ME
MELZEFHARERARTHFH—TE RN FEKESR.

XEPATES LI, WAMERZLHIGESED. RIFSc MR, BEMTZ= (76%) BIARRTR, MSH
P 4 BB L PR SR AT B INXE LA AN N X . AT, BN AN EERS BB B EMERET
BRI S (34%) BUEMEI/ N Xt TAEEARTIEAN (17%). I&EﬁET 3K (16%). SFEBMBMEN/ N3t TRHE
TLﬁiﬂﬁé}; 11%), AR EKME R ERARFHEIGER (8%).

N B S S HIBEKR 12 A RAR A 0SB B A TR AL 4 B S I
40% ) REHEHZHELL, 76% ) HEHHLLH.

EXBEYT, ARLMELSRUNFRBNSHARN TEKEQNHEX BN, ANEEZSTARERREHR
GrRERERFRIENANRIFER. BEXMERAT, ATRELTTLD, MIpgEn, FE. M3
FROSIERDREE, IEANFIIMAETE (MTTR), WEAKEAHIEERTE].

BNFENR—MEBLEZ TR TRBENMRG R, XMFRT ZWIEE B3I TR R3S TIER
REMLXETERNERAMERE. 2% WIFEZIHERR, ESUEFKHM«_UJHIJ/F“S(‘JE,EE% HBFZR, 87% MTiITER
7w, fEMNESERADENFIN FEEEHE T ERXMITRIHXR T ERHEE.

RE#H MZE Sky Advanced Threat Prevention F1 SRX &% A 3

AETEMIZ%AY Sky Advanced Threat Prevention SEETEM%E SRX RFIPRFS M X LS, AIBIAEL. SRR
SRMIEE. THF WAN ORI S M EEME T 2 M SR EMHERIN G

AE1E /4844 Sky Advanced Threat Prevention (ATP) it A—5K SaaS iR A R, TI{ERARE =IHAILEERFITRE
BERERIP, UARGIEELRZ RS RIFLEM R (APT) IR HFMLEIE . Sky ATP 5 SRX BT T—HK 5 KGR
SRR AT ER R FE G4 LA K R BX B AN BEIE ThEE. Sky ATP RIFIFAMLERE S\ rd]’ttﬁﬂ‘ﬁ RiVCERER AR, BS0Hh
MR REERL RGN IEME R T, 5BE Sky ATP BULELAATIR 1S LA TR Thie

ETEZNAT——BEREXHRRERZREITESRIN, UHREENREENLEETEN.
BRI —— RN TR AR E] SRY RIIBTAE, MMEIERE.

VERISRIE: ESG MARIRE, 2019 FEHAXLTH E/AEZE, 201942 .
2 ZERIRIRE: ESG E%ﬂ’éﬁ*% BRI X125 5, 2019 FE 4 B,
3E L.
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REFFHT——Sky ATP Web FEHBH THHBEREMERENNESEERTE, FBIMEMTMITENR
RN T BB KA FZ IR

RYGBRE ——SRX RIIBG MBI ERK B Sky ATP HIE R RBEZMAL.

&R BIMER — — T SIEE ML Secintel BUIMEIRIRSZIHITERTIBIE, HMS SRX RFIRH A EEHLZEHNE
2, UERRREVTEI. Sky ATP AJ R FFHAY AP IS = F BUMNIBIRIE D LB ERATTIR ATP B SRX B A1,
PUETUREE TR, B KEE.

‘lﬁi?*ﬂrﬁwfiﬁ——%y ATP A1 5 SRX RFIBG ASEHITIRIS, ARG LEERERAE R LS &S FiEHIAR

EF BRI B: Web S3HRFARM ——H 2R FE I EETLAIEE FHBEFD Web ST, LUAGTIREERH4FI
%, FHEIFXEMR XS, BHLEERFERA RIS .

SR ETE — —Sky ATP F SRX B FURG AIEAT ASE AR B — K EE RN T - BETEMLE Junos Space Security
Director 1, ZNAREFAUFAE—ITHERGE—ERMEEEMEEEZFRS. ERRTFA Security
Director fE R 2 RIEE A EHINW T EM B BRS AIE. S—BMEE. NI, NAREFFAE,. VPN
N NAT I TEE.

BEEMILE SRX RIIBRS M X AMEARMSHNIRRERALS T —RBEAE, AR XHRE, f/hblFREE
Ay KRBV R OB R SFIRMBIRM S FF . SRX BI AR AT A TS5 -

REEAREANRE— —SRXBIAEH R EZH, N—FL. SHXYBERENZEME R EIETIENS
IREBEF LR ENERE.

SHEBMBEHE——TEd —EESERERSHE I FHE MR B .

MEEFNATH R — — AR B XFSiA 1Tbps IEME. =% 285 Gbps B IMIX BFAIE,. 9000 AN H 44
1& AR 230 Gbps B IPS.

AN —— BRI, TRBHLUREIA 99.9999% HA MR EENEEIEIT, MM
SCELA BBl 3 LR . REVEFIN FAIZF AT .
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ESG F{ARLEHUE

ESG ¥4t Sky Advanced Threat Prevention 1 SRX Z&FIRA A& TIEMA FMK, 3 \EF@?E#’%?&%SC#T%@JI =,
AR BIEIZ S BB S H SRX B AIE &% 2 Sky ATP #H{ TG . KNS ESE R Sky ATP 4B ik 5 F BEEE#R
ITROBEENAE . R TR RHRE

FFEamis,

Bk, BINISFALX—NUREE, B 1 iR HIOTEEIE— Windows 10 i S EAREIMNIEIT. ZinmSiEE
Z| VLAN 4025 ERIREEMSEEIL QF X RIIAZHA, HEEWTIIRE] VIAN 3025 RIS —/NEIE. 1Z QFX KR SE
$E2 SRX RFIESIRFAIE, REEER AWML . aFX AL SRX BFAIES Sky ATP ERE—#E.
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BRIFIE: Enterprise Strategy Group

F 41115 FHREE LS Junos Space Security Director {fEAG—HITHI A REIRFTEIEEME RS . WE 2 Bk, Ei1S
BIE— P REXIRIERE, ATRHBEAEMZEIEA— N REFHITEE. I, BNTESERCEEZSENI
BE, Sky ATP AJLUBIH M HEaR E IR B FE = F ARFZ A3, €35 AWS, Azure. ClearPass. Contraily Forescout
CounterACT. Cisco ISE F Pulse Policy Secures

[ 2. Sky ATP R HE R MR

Create Connector @ |
® Secure Fabrice
it
General Sites
Site Enforcement Points P Model Sky ATP Enroll Sta Last Updated Descri ption
Name*
. I\ure[)mm- HomeSRX &2 10,001 SRX340 3 Success June 17,2019
Description (7 vQFX 10.0.0.25 VQFX-10000
10 c
ConnectorType* {"Amazon Web Services ~ |
Amazon Web Services
IP Address/URL* Microsoft Azure
HP ClearPass
Port*
Username* (7
T
Password* (7

BHRIFEE: Enterprise Strategy Group
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BETR, HANSEE sky ATP BIBBIRGEISREG . 20& 3 Fi7x, 18T Sky ATP, FATAILURIBEBENSHIRETMSLHE
BN, HATSIRBISEMES > 8 BIXT S i B M EEETIER.

[# 3. sky ATP B i BH I SR &

Modify Threat Prevention Policy @

Name* (@ ThreatPreventionPolicy

Description

Profiles

nclude C&C profile in policy
S t SCOr ang

Threat Score

== Permit1-4 Monitor 5-7 ™= Block 8- 10

Actions Drop connection silently (recommended)
Drop connection silently (recommended)

Include infected host profile in poliy Close connection and do not send message
Select an acti to v to infected h

Close connection and redirect to URL

Actions Close connection and send custom message

BHRIFEE: Enterprise Strategy Group

O xxnma=

MELLEMAGM+oEXBME KM, MRRZZEFERINIEZEENAT, MZEEZNERBETEH
NEmEZMESTREAXETAMAPARSAEBEXNEARNE, AMmEBMRNMFGHEHTSEMEE. AT
PRARXME 2, HAMBEERT—FERS RREHME L EMEEFRIZ.

ESG HYIEIELE R FRAA, AEEMBIREMN ARG UIRE — — AT AR B2 £ #ERE. FHAITUA
FREIARGHEBIBENFZERE, MAEFTEMABTMEZRERE. EXREREMEERBRATERH
B XU B 15 B BB AN R 3 8 e — e B &R

ESh, ESG WISSIELERITRAR, FRABEWE HIE M EIFYIIREE ML FHEEN FIEERE, NMmEiLE IR
BETHLEMMREIRTE, f&8h Sky ATP F1 SRX BiAIE, R hIMELELERSHITERESMEET
B, aLUEE ZRBTE AN ER ., AEBMMIGFLEER L.
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RRR. ARMF0RLXS

ESG X &S ITREIE MG G B AT A2 31T T MR . BITSETEERETHE RS L, T SRX BFAENET

RIS K IEE] Sky ATP AT Sky ATP S DHNZNHHHEEE BT REERHHEREEN, ZfE, Sky ATP

23678 SRX B A EEAD QFX SZHRALETFF L if S ML H0EE, MTMRLIEREILEIRE (SRX BAIE) FEAAERE
(QFX 3Z#ef)

B, RNSEBREYITERT, WE 4 i7R. Sky ATP 245051 B AY Windows 10 ik S ESFEif S 5&P,
A% 1P #hflk 5 100.100.40.53 B 2 A BHEE249 EHLRT HEBR. Sky ATP SERILFIRKRIREZ BT EM.

4. Sky ATP #4545

Host Identifier Host IP Threat Level Infected Host Feed Threat First Seen * Threat Last Seen C&C Hits Malware ...  Policy State of Investigation
172.31.250.120 v 0 Excluded Jun 19, 2019 2:52 PM Jun 19, 2019 2:52 PM 1 0 Use configured policy Open
100.100.40.53 v 0 Excluded Jun 19, 2019 1:38 PM Jun 19, 2019 1:38 PM 2 0 Use configured policy Open

Sky ATP Hosts

......

........

Oper

ZRIFEJE: Enterprise Strategy Group

TR, JANBERIEM SRX BT AIEFEM QFX 328, HINEREER B Fixin< EfMHITARER
(AR MIPERE (FEdLED) -

2B RE Windows 10 i, €M Web ST/ FMEI—NEBTERHEHIBMLE, FHTH=ZIEEXH.

FAXHTHERE, SRX B MBS HBI— B BI AR K E B Sky ATP #HITHH. Sky ATP X BN XHEHIT
—ZIKNE, AEFEZRSEERARIEERITIE. ERNRFEIHITHSSN. BUTEIEDEIHMITA
DF. BEXLERSE, sy ATP BHESIXHRESTEERY. REBEDIHMEREENER, SkyATP AT
IMXERE—TBIES, RERTEZIRSBSBMSD .

RIFRX— S B E D AR SERE BRI B EIREE (LB 3) |, sky ATP SR ENVRTRE A SEMLS, HRE
WSREAAFFE, FRIESRMBIZRRNENTIR (B ZERMEHF +, E S5 Fx.
RRZE2SMPNABTER, RMNSBEREENRRAFEEAGEE, KBRISEUESZER, HPaER
FZENTEREIRAR—NRRER B AER BB NER . BNLIAXLEEFEENRINTEFE. TR
ARE. imR REAM IR AR EEIEE B A .
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5. ZRREHIFARR

Host Identifier Host IP Threat Level Infected Host Feed Threat First Seen * Threat Last Seen C&C Hits
Host n/a@100.100.40.53 Included Jun19,20191:38PM  Jun19,2019317PM 2
General Event Time Status Description
Host Identifier .,
NAGA00.1004052 Jun 19, 2019 3:18 PM Malware hit | Malware analysis detected host downloaded a malicious file (score 7).
Jun 19,2019 3:17 PM Malware hit Malware analysis detected host downloaded a malicious file (score 7).
Host IP 100.100.40.53
Jun 19,2019 3:16 PM Malware hit Malware analysis detected host downloaded a malicious file (score 7). F—
MAC Address X Information unavailable. [
Host Status (@ High threat level, recommend blocking host and ir
Threat Settings
Investigation Status Open v @ High
-
1 Medium

E Medium

- 4 Low

- [¥] None; clean

Low
0 -~
Events v v v
Jun
m »

ZERIFEIR: Enterprise Strategy Group

ZhiE, #1280 THNTERETRAIHEE, skyATP RIRHEXBLEANESER, WA 6 ir. s
ER—LERERFR, SEEMAN. BREFMEBMEITES. HERETANENFXERSET—LEMR
BR. BEITASNERFSBEH—METRENOGE, EFREXAGNFRITARITT 5. ZEERNT
WEHAXAKRD, BFEPFXNRABEMEERAR, ULBRKERIMEER. RE. ERMFAMERAK. LI,

Sky ATP B2 BR—T A, FHERMAMAZINEMTA. MB—MERFUSFEE RZTERGHIMEER.
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' IL,\ :EKEA#F}*QE{FI nw

42b21982334cf7f2efof... [RSEES  Printable View
Threat Leve! Top Indicators Prevalence
7 File name 9b56693be3f3b0dd8451dc2bfaebal. M Trojan Medium
./ ategory executable (MIME type: applica.. - Trojan 1
J Clean HTTP
Networking: 7%
GENERAL %EHAVIOR ANALYSIS NETWORK ACTIVITY Evasion: 17%
Status File
Threat Level 7 File
Global Prevalence Medium Cate| et Fine-grained behavior: 20%
Last Scanned Jun 19,2019 3:35 PM DAt
Size
Platf
I
Mahy Medium?
Impact Category Behavior Low
S Fine-grained behavior Creates drivers Targeting: 10%
4 Evasion Contains code to check for running debuggers
4 Fine-grained behavior Contains code to communicate with device drivers Persistence: 7%
4 Fine-grained behavior Contains code to delete services
4 Evasion Contains large amount of unused code (likely obfuscated code)

ZRIFEJE: Enterprise Strategy Group

ETHXHREHNRES WA, RINHEZRECEEMEIRE —— KRN TEXFRIERSINER 1P kT ping #R1E, M
TIERR Sky ATP B B S B+ REEFERRE) TIER . 1Fim R ME| ZFRERFHIRESF SRX B KPR 1 1% 231 TR
eENEE. b, Zimsl) DHCP FHASRITH, HEZinmasksk Ip itk

BT 1P #ulit T, Sky ATP SEFIEIERE, LUER MAC #ilE S| A ERLEims, WE 7 k.

Sky ATP Al iBd A E HERSR ST AIEENE R ZHITIRIE, Sky ATP 2187~ QFX ZiHlxtimm#tiTa X, LAELE
KABRE. 1ZXBRNSOE—NTIESE, MUELIEEEEEHHI1Zin SR MAC H#itIE (00:0c:29:8d:9¢:f8). ZiTiESRS
Rz A Fi%im S B0 VLAN (4025),
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7. AN

|

Host n/a@00:0¢:29:8d:9c¢:

General

Host Identifier /a@00:0¢-29:8d

No. IP-start IP-end

1 109.130.#9.53

root@SRX340> show security dynamic-address category-name Infected-Hosts
-——(refreshed at 2019-06-19 15:20:00 EDT)-—

Total number of matching entries: ©
-——(refreshed at 2019-06-19 15:20:20 EDT)-—-

100.100.40.53

Feed Address
Infected-Hosts/1 ID-2150001a

" |Total number of matching entries:

Host IP 100.100.40.53

MAC Address 00:0¢:29:8d:9¢:f8

Switch, port VvQFX:xe-0/0/4.0

Host Status & ) High threat level, recommend blocking host and investigatin

filter SDSN_INPUT_vQFX_v4025 {
term MAC_00:0c:29:8d:9c:f8 {
from {
source-mac-address {
00:0c:29:8d:9c:18/48;

v4025 {
vlan-id 4025;
13-interface irb.4025;
forwarding-options {
filter {

Threat Settings

Investigation Status Open

IP Address

100.100.40.53

input SDSN_INPUT_vQFX_v4025;
output SDSN_OUTPUT_vQFX_v4025;

}

}

then {
discard;
log;

}

ALLOW_ALL_OTHER_HOST_SDSN {
then accept;

ISDSN_OUTPUT_vQFX_v4025 {
MAC_00:0c:29:8d:9c:f8 {
from {

}
}
}
MAC Address Feed Name Feed Source Action
00:0¢:29:8d:9¢:f8 AcmeDemo SKYATP BLOCK

iR A T ESMGREFAAMEATEHRINEEE, BRPSRE+28TE, s EREMIAIKMIKEO.
?ﬁﬂ‘] WX FIER, FREPMECIRS RS RUIIREIMLE, Fimm M VLAN 4025 H1#:Z] VLAN 3025, YI#fE, 1%

l\\\Z—LEl]éH-

RKARSHE, ABMINRBER
Flittimm. AT Zinm e SN TEEEENE L, Eitk SRX B A LS
LTRSS NS, PU{EZE VLAN 3025 _E R A itk MAC HitibsR,

A EFE

— NG 1P MLk, HEEGEIFEITAERAINERIELE
BRMEPBELE . Sky ATP F0 SRX Bh A3

O xHTEE

AT RAURRZNERERARG R,

AT HRAFTEKHRERA

& IFHF R A TRIESRAC A0 BT DB o

ESG 18

THEIEA IR, REEMLE SRX RFIBH NS
—B Sky ATP HiE i M B, Zimm S
I 4% W 7,

PABELE A ERANSNERIE S -

destination-mac-address {
00:0c:29:8d:9c:f8/48;
}
}
then discard;
}
term ALLOW_ALL_OTHER_HOST_SDSN {
then accept;
}

B FHEN KT

BRIFEJE: Enterprise Strategy Group

S EINIE TS & B Sky ATP FHATEREI M S # A .
BORMB|Z R R IRD . NERNBMUNEHITESRRS

MefE, FiEE MAC iR
SNRA—/FEdbEIER. Sky ATP 24678 QFX

ENEMER~m, FLFRMEKREN

R Sky ATP & SRX Z&FF5 A AT LAAS BN 2R 20 R AT RE R 048 M B 48 B 7, PHLIE MK ERN A R, MMiRIF
XBEEFHRE, BOEEREEERETE.,
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B R R

EsG il T BB R 2 oIN TIER, BEMBREN EMAEEERE XA ENNRITRELE. TR, F&N
SfEM sky ATP FEEXCAERT, REEFICARETR . EENSES, BEENEN. R TREES
WERE: CHER- BELE. ME SR, RESWATLUSEERSREAFEE. BEF. SER- BR
MR- BEES MR- SRR

& 8. EMAENRT

Host n/a@00:0c;29:8d:9¢:f8

General

Identifi
Host Identifier N/a@00:0¢:29:8d:9¢:f8

Host IP 100.100.40.53
MAC Address 00:0¢:29:8d:9c:f8
Switch, port vQFX:xe-0/0/4.0

Host Status ) High threat level, recommend blocking host and investigating further

Threat Settings

Investigation Status Open >
Ope
Policy override for this host v
In Progress
Time Range Resolved - False positive and time-frame to separate events
rome e
Jun 18 Resolved - Ignored b 12:00 pm

BRIFEJE: Enterprise Strategy Group
FERAILE N M ORANET, RARGTESER, TSRS CABE. skyATP BRGNS
FENIRPMBR, SRX BFAIEF QFX R SMIBRIZEN T A EABAERZE . EFRAERSEERN R -
BIRE EAA, HINMELXMZinS A AHITAERFINRIBE.

O xxmEs
MEEHAFTENMHNMEIE HEES HAaE S, ReothiimiEs,. RN g Zmm R ZHITA
T, ATHRZE/R. BEILMEHTER, SIS RENRTENEHEERAMEENES L.

M ESG @IS IEL I, RENTIT—EREEIRCATR, EEMNEENCITIEMSSHBEIE LSRR ATEFAZ
AL ITIRE, UMRMNEBRER, FEVEEBHITRAZIBIINPRE. XM, SoMELEBFSMEEESE
FhPLE AT RN FfG A . BFEBMER. BN REFEE T. BEENEESMCIERNAILURZRRS
ST T{EE, T/ TE%E ANEIR.
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mnsS, MERLSHEETSHESERAMUERE. MR~ ZRERNVSEEEERIRBE™IREMER
TR, XMACEEAMESERTENER, BEEFLT. MmEMABMGENZIARERIFL. [,
EAE AT E BRI MN R EFEHRITREHRBEN NN ER. REMNAREFRESENREEN
HILER, MEMRMENTAMSERELZHER. 2019 F, 53% WA RKMMERERAFTREFETERE
ROV, X—LEBI5 2018 SERY 51% MBEL BFFRS, B, SMAAEAEET R LUESHERMBERAEA
AR, ARHERBMUUARTEINEMNUNITE, URBREEMH ATESHGIE,

RETEMIZZIRITHY Sky ATP AT SEEIME R £ BEIE, EF LIF A SR ERRBEITER B . Saas R R WIR
W EMERERS SRY R T—REPXIEF— B EEENE~ mUA R E = = mSEIER. Sky ATP AIE T BAME
]y BIREER. BRSSO, EEF I UREMEAR K B ah€ N B H REAN I .

SRX BRI T— KRBT KE T LU T HA . B FEREMEFI R BT EN R B ahiE & 4 Sky ATP HITHH.
—BRNEIBR, SRXBIAIERSS sky ATP. QFX RFIZIRHIAR R MER ZBEC S, VIETRRARAFSMLE
WS, AMBNMEIEEItERE, HIETERGNGSSIERIRSHFGNEE, FEBEILERARRE, ik
HIERZE.

ESG HYBSIELERRAA, Sky ATP AT L ERE . BLEMEIET/E. RMATLUBEEE X L2/ HEN (ML E
£4) KEEBRE, LUSHABRSGE, X—EXTFAE, EXME+SER. BWEENHARREEMTER
E X ZEREHILZIZETESEMRBEW.

FANBIIIEL I, SRX RIIPTAE IS A REX R B R4 & B Sky ATP HATEERE DA, 2R Sky ATP 4%
FHAXAZRELEMN, W SRX i AIES BRI FZENSMERERE, AMBLEEILEREN~E. I,
Sky ATP #1 SRX BEiLIRER S QFX RZIRHABEL S, HRBRRGSRAEREMTER. XMBENLINERNT
FrlbtEEBahH 5 S SEHR S/ EITRE.

Sky ATP ATLAFEB A A3 ZRARENFITHE, HRHAFNERES, UMERREBER. BRERKEERUARY
[E3&iE. EERIAIIFAEFFICHCHRE, Sky ATP F1 SRX B AIES BEIRE MKIERE, FREMHITNITIER
HE—IMBEME RN ATRE,

WMRANBER G ST BENFINTIER, HFEZBNMEFFA BN HET B RQNFFGE R, AEE/M
4% HY Sky ATP #0 SRX R TT—KR 5 AEESF—IR .

CBRIRIR: ESG MIRIRG, 2019 FRAZ L E/FAZE, 2019F 2 .
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