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* /\\ i :\\ i I W MName Genera tion
GNRTOD [Claim Code] ZAAUS. [Claim] Z9Uw% [ Claim Code £ AL Add e
¥ Claim Code [FANF/NXF%2XBIUAEL

ne of these

EYRNVAS P S YT |
TA—=XYNCRIST
AP 22 B EIFRTEI DL IHE
X Activation code DA T, —HEEFRI DN AIEE profie Asignment
[J Assign claimed APs to device profile
f Activation Code (& J None ~
Activation Code iy 4\ >( —) I/_C\ lﬁ%ﬂ (- B View vocumentation
Activation Code Statuis ACTIVATION CODE IS NOT VALID YET, DO NOT SHARE THIS CODE. j’D I74IVICBI-T o
AP ZB#EEI SLHOIHE
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Access Point OD=i®-5

3 EinDHE:

» Close Z7UvILFE9
 Inventory (C AP WEERSNTcCLZMESRLET

=
Claim Access Points and Activate Subscriptions x n ORGANIZATION_NAME TUE 12:37PM 2 O (@

Sy

Progress

1 AP dlaimed. 0 AP duplicated. 0 AP failed. 1 AP assigned.

| mvento I’y Switches | WAM Edges | Mist Edges Installed Base (Entire Org) ~ Claim APs

Filter Q

AP Claim Results

Claim Code AP Mac Claim Status  Error Reason  Site Assignment AP Name

B it Claimed site_name

D Status Name MAC Address Model # Site Serial Number SKU

» U @ pisconnected Hands-on AP scsh ] Ar+ primary site ||| ~2-ww
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Access Point D=i®-6

@ AP & (DZEE

. Access Points > XZRMD AP %Z3#EiR > Name JID AP £ DZEBEHEEETT AP-PR[EEHES

5+ AP-1

— AP-2...
Access Points 5 4

ZJ)7) L '
Tan » Labels

I =3 O . l
] w2 / % ©
: AP 2% A S
ie ;(j‘%d) AP %],\}R Site Assignment
# @ orsconne Live Demo -
A B i I 8 5 JE oW
-
B N
= —EBN R TEET
X AP —EH| EOD Connected L/(5’1‘0)7\T AR&DVIYIT. AP AT —AX—EHNHEERTEE
APZFT—SR X
LEDEA/NS—> APRF—5 2
(X ] AP DB 372
oc AP DEEEY 1272
° 50 RADES- 30 ~ 40 72
559 RICEESNAP
. PSR b M NEAP X —ﬂpiﬁﬂ
° DI EB 1 DDIATLR D54 TS hEEENTOET . A
LX) APDT Y FIL—
eoe GUID TAP DR AT 3>
[} APEEZEE— R
- [TEHAEBOT D)L NCUTY ] RIS ERLTNE 1Y —
- APHUTZY hENET
- POEEHIA+HTT
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- Floorplan §%iE




Floorplan D5%7E-1

% Floorplan &l

 Live View EIEHS AP ODAIEIREE 7514 7> FOEGHIA R RE

Wi-Fi, fIBIERY —C20ERCHERERERI L TEFT R
DT, O
*  Floor (3 Site DEC FIC/ERRLE S - ollie:
« HSHEHRDRECIINTOSHRE ZEY AN O Qs Os ég . O
/@53 Floorplan Z{ERILET %ﬁ o OIS [ R
. . . = B a— A ? 8 il =] Qt"- Q&E ’::u'::
> Location ServicezF|H 9 35S (dEREMLHATY - ¢i %Q‘ N U Y
X Wi-FiDH ToHNIEERELREEEBELETH | “ il isf : H
ik e ' :
B FEFLBOTRETS E2HIIHLEFT | %3 [ = oo
% > . iii POERRA l
= 4 L -
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Floorplan D5%7E-2

@ Live View A—J(CIEE)

« Location DXZ1—h'5 Live View ZJUvIULEY

@ Floorplan D{ERK

« Add Floorplan ZJUyJUZE9
*  Floor &Z AU, OK ZJ0UwILET
« {ERLUIZ Floor #OUwILEY

X Ekahau .esx LU iBwave .ibwc B R— NTEXT
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ORGANIZATION

Live View

There are no floorplans for this site

O o
L IVE
Add Floorplan
[ﬂ::r_ﬂarﬂe
_—
O~@ : 45F
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Floorplan D5%7E-3

® IOF7IVIA A= DF7vI0—R

ORGANIZATION TUE0B06AM 2 Q (@

< Live View: 45F Rename Delete
« Upload Image Z7UvILE T

Live View requires a floorplan image
X AA=IT7A)IEY MY TR IEL TVES L B DIIUTIAVERIRER RS &
PNG / JPEG / BMP / TIFF #2¢ [ o Af‘ ROYTTAX=2Tr 4V &7yT0-F
P D F (I*U% T g i.u_/\J Drag and Drop or Click to Upload Floorplan Ir'djge- ’

- JOVRYJOREEPYIO-RUFET

* Upload %qu‘ygbia- l::lft:f::orplan X
Ew v TR THNIEFIFBIEE \ Rementes to st e scle

(PNG / JPEG / BMP / TIFF 1) ; ST
PDF (78] e
[ i | oo e ] oo 20nes | s i |

_ . L —T & a5
RIE(EFEE URL 154750 K -
http://192.168.100.100 o
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Floorplan D5%7E-4

@ Scale DERE

- BEIEA_LEO Setup Floorplan 27UvILFET

« Set Scale ZJUvyJUEY

- A EZRSYIURNSHRZEIEET

|

Click and drag a line on the map to check or set the scale

The line has a length of 6.4 meters

The current PPM for this image is
. 46.25059427370964

© 2023 Juniper Networks

Enter a new length to scale image

Enter new PPM value

I'O'I

<

ORGANIZATION_NAME

ﬂ o0or name AThis image has not been scaled...

huier | Waindng ot
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Floorplan D5%7E-5

@ Scale 0)?2")? DDE W5 ORGANIZATION_NAME

« Enter a new length to scale image ZJ'wJULE 9 floor_name

« BIVZEROEBRDEEREZ AL, OK Z9UvILET

Click and drag a line on the map to check or set the scale <

The line has a length of 3.2 meters Enter a new length to scale |"r'age] "
one

« Done T Scale D8 E%5E T UFY

The current PPM for this image is 12.20703125 Enter new PPM value

¥

Image Scale X

W ORGANIZATION_NAME
Set the Image Scale

HEFEB| R floor_name
3t UNTHRRD
EFRDEEREZE A »

o

Click and drag a line on the map to check or set the scale <
r=1
< 64 Meters Feet The line has a length of 3.2 meters Enter & new length to scale image

6 4 M The current PPM for this image is 1220703125 Enter new PPM value
4 Meters
Cancel

© 2023 Juniper Networks JUﬂ"Der.'l" | 38

R R seivantyMist AT
Juniper Business Use Only



Floorplan DES%3E-6

® AP Didi&

——— Tt

EAPS pl
- EEARIO AP ZR5yIL. RECREBULATBCROYTUES ﬂJ {— e u [
[ATATATATRTATATaTa N, ——
° AP 7/(]>J:EIZBOD%ED% Fawo\bﬁﬁﬁébﬁij . A—'J:?\q‘nnﬁnnnnr’?n o B Anonymous _I

X AEIFERICEELR AP EEHE TR u.m_e |
LED OEZEEIEIDEENUSHILTONIE OK T fﬂw 4

. Save CIREIBHBARFLET O T )

WED, 11:09AM 2 Q&

[ Lock the floorplan from further editing | Utilities Cancel

OM ap Contrast: 100
—)

afl

| [ APs on the Floorplan
-

=TT

- o -

a
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Access point DE%iE-1

¥ Mist Cloud &DIEHGEM
«  Mist AP H' Mist Cloud LIB{E T 3EHDOBH(ETFERDOESDTT

- ep-terminator.mistsys.net ADIEHcaFa]

l.l - E/_\ N
- DNS (53/UDP) XLAN RICHBIZEIAE 65
- DHCP (67&68/UDP)  %LAN RICHIEEERE D

DHCP w\ZBE
. = " w7’ = =] 55 A \ M
R AERY NPYTRE TR 2 &%, E5P6HBETRENBET :/ proxy @1 NG
- DHCP T IP 7 RL A% B8 a]AE . B
- Proxy Z#Z2ELIWV H‘H H‘H i
DHCP Proxy Mist
X 2 DOEMEBEERVMES (. Server Server AP

FHICFYT1 ) ZEMU_E TARBRIBCEALTZEW

a1
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Access point D% iE

@ AP D&%iE

o JI3yRERFERL. AP ZFIEDMEICREBEULET

APA43DEDAFF

— USHUE I Fv >0 Sv> 0330 R BRAYFRyIR) AOEDATF

o IBEFEOFME. TEE Mist BARGEYZ17IL0 - b Eneliaies
[ BAZER/\— RO 7EDMIIHA RS 8REE0 Rl T

APBR-UZ2ARNDFIEN0. 207 VB> TRYJAICEDAF I F S
Ethernets—JILAN T 54y MeBHEL TWB LR BERRLET

Step 2
APBR-UDBATERTICAPZOYIN DN BETAIA RLEY

https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html

X fIEEIRY-EXZFHEITI5E(E. sREHMRSAOHHNFET
[ Access Point 3% &H1R51> (vBLE FIAKF) | (Appendix) ZZHEZRLIZEL)

© 2023 Juniper Networks Juniper =m al | 42

R R swenrymistar
Juniper Business Use Only


https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html

Access point DE%E-3

. PoE SH/5H432L AP O EthO+PoE /i— MefsisLEd POE SIICDAAYFY ) mher
AEE OVARIL

- BEIDILEHEIMIC AP NNEEEILET -

Reset USB+<~ 12vDC

« Mist Cloud EIEFE(CERENEINSE. AP REIDT>TH ® u
H)=INCEUTUEFET

BE ML ZERUE

% ERNAASBMES AP12 JOE, HOR
FRENERBICEIEL TLDH FEFEIIE0 AP24 POE , POE+
X LED ML TBICRIRI %S AP32 POE , POE+
Mist Cloud EDB(S(CRIENHDE T - AP33 POE . POE+
X LED WMRENSERICRIKT %S il AP34 POE , POE+
PoE BINA+HTY =0 ?ﬁlj‘i_mf“ﬂ AP43 POE , POE+ , POE-++
% LED (CREY BREMER RS R TRERCEAL FNEIE=EET T rpus PO PoE+ , P4+
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NSNS 1-T120

3 LED D=/ (9 —>h5REZIFET S

« AP O LED s\ 9—>% MR U NS IS 1—T 4> % ERL TIZE L

X% AP —EBHED Connected IHNDAT—ARZIIWILTEH, LiE AP AT —AIX—EBNERTEET

W ooo sl v B Wk

No ethernet link - 1 —=HU>IQHDERA (PoEFREFHESREINEITH . ZMYF(LHIEHRTENTLEEA)

No IP Address - DHCP U—ZW 2 h, 5%TE(CEREY IP HdpDFEEA (DHCP B —/U—hEEESNTLVRL), £2FHBEBEL TOEEA)
No default gateway - DHCP J—X £ (IFFHIERK(CT IAI N T — N1/ H'HDERA

Default gateway unreachable - 7JA)Lk &'—MNJTA/H'5 ARP [EENHDFEA

No DNS - DHCP J—XF/(352H94ER%IC DNS B —/{-H'&HDFEA

No DNS response - DNS )Ly 7y T3 BIENHDER A (Mist Cloud (CEIZETERL, F/z(E Mist Cloud (C ping TERLY)
Empty DNS response - DNS [GZ(JE7RLZ LI-RIEFENTOLEEA

Duplicate IP Address - LAN ETE# IP 7 RL AW EHEESNE U (ARP JO-7)

XLED/\5—>—EBtk#t

LED s/ \—>DsEICDWTIEX T s> IS IEEE
https://www.mist.com/documentation/what-is-led-telling-me/
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- WLAN #JHAESE




WLAN DE%E-1

@® WLAN D¥R{ER%

« Site DXZ1—H5 WLANs 27Uy JIUFI

« Add WLAN ZJUyJU. WLAN D% TEIEE (CFPEILE T

i ORGANIZATION_NAME
Mist ﬂ

@ Monitor n . )
Primary Site ~
WLAN S o ORGANIZATION_MNAME FRI, 09:03 PM Q 7
Marvis™ ;
n \/ |_..-’—‘-\ [\| S site_name - Add WLAN | =
,Q;-‘.. Clients . ) ) Filter a
Switch Configuration 3rd Party Tunnels
(2] Access points e # 55D Enabled Band Security VLANID  WLANLimit  ClientLimit  WLAN Labels

Mist Edges
Switches

Packet Captures

There are no wireless networks found in this site

@ AN Es Policy
Pre-shared Keys Add WLAN

4 Location
Radio Management

Analytics
uI:II] - Security
oy Site
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WLAN D3E%E-2

@ WLAN ODES7E

WLAN-BfEEHS
51 : WLAN-1

« RIEHTEBHREANDLET

\
WLAN-2... WPA2 R
ssiD ' Securiy Type Personal (PSK) #i#iR
[new wian s Q Legacy | OWE | OpenAccess Passphrase ZA}J
B \LSSID o Reveal A #))(R7— RaHEFRE
. ® Passphrase [ Reveal
O TKIP with passphrase

© Multiple passphrases

juniperO00

WLAN Status \ Isolation

® Enabled O Disabled Prohibit peer to peer communication

0 Hide SSID < Radio Band %E}R @ Dpisabled O SsameAP O Same Subnet

[J Broadcast AP name X}(’jj—?)}b“sk&)Bn% Filtering (Wireless) )
=t (4 5G OFIEE =) ARP. Broadcast/Multicast

Radio Band =15 C I W3 (CFIvY
Bg-g-&)big- Broadcast/Multicast C IJ

zecne B o [ oo mDNS/SSDP/IPvé ND (CF1v%)
. llow SSDP
Band Steerlng ) pllow IPv6 Neighbor Discovery
O Enable [ 1znore Broadcast 551D Probe Requests

Client Inactivity

Drop inactive clients after | 1800 seconds WLAN Eﬁi®§¥%m(ir5$§EH& Wi'Fi EQE?:J?)LJ@F%’%& LAN @Eﬁi]%%ﬁ@(ﬁéb\
https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html
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WLAN D3E%E-3

@ WLAN Eﬁﬁwﬁ# < WLANS : NG\N WLAN Create Template Cancel

o ERTENFRNDOIS Create ZWWIUIERZTT TUET - ey

WLAN-1 Security Type

- BETHRO AP (RENRMRENET e B o | o | conse
-+ Enterprise (802.1X)

@ Passphrase Juniper000 Hide
WiFi SLE O TKIP with passphrase

O Multiple passphrases
O exclude this WLAN from WiFi SLEs

OF -0 £

o PCVOE/\AMimRZ{ELV, EFRUIZ SSID TEIRZFELU TV ZMEERLET
o REULI ATV —XTESL. 19—y NI CEDTLZMERLET
X WI-Fi 95472 MME#EI D& AP O LED hERICENDET
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2. FFAlENE
- 5% (Radius 1#E#E, 802.1x)
- WxLAN (ACL)
- Rate limit
- VLAN
- Guest Portal
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soslk (Radius E#E, 802.1x)

« RADIUS L]:E((—J:D %*Eu:b\uﬁ*)&
X Mist ABBICEREEY —/\DHEE

« 3%TE(d [Site]> TWLANs] > [ WERO WLANITITLET

(FFFRL

VI EIEET

¥

« WPA2 & Enterprise (802.1X) ZBXNMEU. ¥XIZRD RADIUS U—N\ZIEELET

A ORGANIZATION
Mist ’

@Monitor MOnitor Wireless | Wired WANl

Marvis™
O)

Clients

E] Access Points

Switch Configuration
Switches &

(+) wan Edges

% Mist Edges

4 Location

ul]l] Analytics

L site

3rd Party Tunnels
Labels

Packet Captures
Palicy

Pre-shared Keys
Radio Management

Security

2:30 am - 2:40 am, May 24: Bytes: no data, 0.{

@ Organization
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Security

Security Type

Open Access

Fast Roaming

® Default

QO A1r

I

O Prevent banned clients from associating

Network Security Page

@) Opportunistic Key Caching (OKC)

Personal (PSK)

Authentication Servers

RADIUS

RADIUS Authentication

Add SerV\

Servers

RADIUS Accounting

O Enable Interim Accounti

\ MNew Server

Add

O Randomize authenticati

NAS Identifier
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7
Hostname

192.168.100.100
Port
1812

Shared Secret

Reveal

\,
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LAB : 5351 (RADIUS &3, 802.1x)

« [RADIUS B—=/)\ZFIFAUIZ Wi-Fi 754 7> MEREIE]

X RADIUS Y —N\E LU L —YIER SR ERHTY
KMARHRROEPS L. —BlDImR TIEMELRVGENHDFT

@ SEFEERUT: WLAN [C 802.1x SREEDREZIEMUEFT

Security WPA?2 Enterprise (802.1X)
Hostname 192.168.100.100
Port 1812
Shared Secret

Authentication
Servers
secret

@ RADIUS Y=/ LDI1—YHT WLAN [CiEfmrIgeR e ERULET

username mist

password juniper

® Mist Cloud TiEHR1-YDBHREERLET
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Security

Security Type

WPRA3 D Legacy COWE

I I Personal

Authentication Servers

RADIUS

RADIUS Authentication Servers

Add Server

RADIUS Authentication Servers

New Server

Hosthame
192.168.100.100

Port
1812

Shared Secret

secret

[J Enable Key Wrap
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2. FillESTE
- WxLAN (ACL)




WxLAN (ACL)
Ry NI~ DBEREENI BN TIEETT

« iIX{E7t (User) &%B5% (Resource) ZIETEUL. Allow/Deny CE(EDRIEZHIHILET

e User & Resource (& Label TIEEIAINENHDEFT ([ Sitel> [Labels] )

e UserlC3IETEUEETDLabellCYyFUIIZ A,

Resource D7 AZF0] /3EESH

e Resourcell(FFERIER N7 IV —23>%EIRBIEETI (Deny D)

1X{E7t (User)

e  (Resource)

=/,

EX )

L] No_ User (matching ALL labels)

0 g
0 2 X
0 .

+ D

m\",
[l 5 o=

Label <

Last All Users

Policy

<

x < <

<

Resource (matching ANY label)

Facebook X QB

Social Network % B3

All Resources <

Canon' MG5500\ series X

Internet X &3

All Resources

Usage (No. Sessions)

0

\\

—

—
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WxLAN (ACL)

e Label ([ Label Name, Label Type, Label Values Zi%ELF I
e Policy ND:EENBIEER Label Type (& 9 IEB (B%X)
« Type &I Policy @ sBATBIREREFT (User/Resource) WWRFH>TWVWET (BAXR)

Label Name
e Label AAA Attribute Radius Username (FREEY—/NICGERTESNI-HA) User
WiFi Client Wi-Fi 75147> b® MAC 7R R User
Label Type m/ WLAN VYERGEHD WLAN (SSID) —EEHSiRIR User
i - Access Point BEREHD AP —EN51EIR User
IP Address IP 7RLR. &(EL>2 (CIDR AR TAN) ZIEE Resource
|_-abel Values 5/\{ b(:%ﬂ'f‘jcj’% Hostname URL THETE (#Il : xxx.org, xxx.com:8080) Resource
:rStCTE:FlUl 7I-j ~17h Application Mist TEZRINTLB 7 NTr—23> —EN5EIR Resource
Add IPs Port TCP/UDP OiR— hES Resource
) IP/Protocol/Port 1P 7RL-Z. Protocol. Port Z¥&7E Resource
> WiFi Client Name, BLE Asset, App Client (& Policy (CEFHANE]
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WxLAN (ACL)

e Label ®DYERK(S [ Site]> [Labels] TiTW\WET
« ¥FRAVERK(E TAdd Label] Z0UvHUFES

= ORGANIZATION_NAME
Mist ’

@) monitor Monitor ([ e | v | ] Mist ’ ORGANIZATION
arvis™ b .
M ) vorer Site Labels

2 clients
Switch Configuration 3rd Party Tunnels

. Marvis™ Name
[*] Access points

Mist Edges o . New Label
~—n Clients

Switches

Packet Captures

(&) waN Edges Policy

</ Locaton B Site > Labels :

Radio M:

ol e Site BOSIEEHRATHE

Security

PrivateAddress

Primary Site =

Type

IP Address

IP Address

A

TUE, 0717 AM 2

Is / Not Values

IS

D)

@

[

=
Add Label

192.168.100.100
10.0.0.0/8,
172.16.0.0/12,

192.168.0.0/16

o WLANSs
oo Site

+ AP, Client, WLAN OIBIEINY Label Z3ENIS 3T EFIHE T

st M e Client R EIH
@ vonitor Amazon Technologies
) Marvis™

wis  Access Point
@Monitor

. Marvis™

2, Clients Name

2 clients Name
Amazon Technologies Inc. AP 001

E] Access Points E] Access Points -
Labels Labels

@ Switches
(&) waN Edges

Switches

(+) wAN Edges

=) marvis™

0 Clients
2, ciients

Switches

(+) wan Edges

D wist Edges

</ Location
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(5] Access points

SsID

Mist

WLAN ID

c01ea370-223d-4194-82c9-9013d6b93f62 [s]

Labels

Label Name
New Label

v

Label Type

IP Address

Label Values

List of IP {
or CIDR |

Add IPs
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WxLAN (ACL)
- Policy OF%FE(G [Sitel> [Policy] TiTLWES | :
| Allow x|

www.yahoo.co.jp De ny
« Policy OiEFRIL—ILIZEL T DENTY , Bl Al
O ENSIECFHELES o - B XOEDTH Allow DUY—-ZHHNIETSvIUZ MNER
CRTEINT. NILCIVFLEESC Poli 527 OIS —(C Deny DHD)Y—ATIBRLSNIIRIS — (&
@ User [GBRTESNTZ. 2TOINIVCNYFUIL ﬁ (C Policy #==47UFY el et yiteg
® —IJE Policy MEREN3EUZED Policy (FFHfIENERA
@ Policy (CNwFURUVIEIE(L. Last TR TGFRIFE(IIESINET X Save MY TRTEN IR

’ ORGANIZATION PO| |Cy Live Demo
Save Cancel
i Wireless - L.
Monitor Site Policies
Each userfresources session is evaluated according to the list of Policy rules. The policy for the first matching rule is applied.
Add Rule Edit Labels

O No. User (matching ALL labels) Resource (matching ANY label) Usage (No. Sessions)
3rd Party Tunnels ecu O 1 + Lab AP | X Internet X + o i
Labels

O 2 Employee_SETraining = % + 0 i
Packet Captures

O 3 Ll User3 Mac | ¥ Social Metwork % S 0 i

All Resources 4

M Block
Canon\ MG5500\ series Internet X €2

All Resources
v Allow

- r.ﬂ Block
S EDRS—(CH Ry FUR B OBIERISTE adiing
X Label MiBHN X ResourceH'All ResourcesDEFNH v x ZiEIR O] 5E
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User (matching ALL lzbels)
Pre-Shared Keys + [E— 4 . T
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LAB: WxLAN (ACL)

« [BEfF WLAN (C Policy Z@ERU. Wi-Fi 23472805 1.1.1.1 AD7 I A %8R ]

@ Label & 2 DERRULZFT
|| labelName |  LabelType |  Label Values |

1. User FAASRIL WLAN-BREES WLAN WLAN-FEEEES
2. Resource FAASAIL DNS(1.1.1.1) IP Address 1.1.1.1
@ Policy ZEMNMULT Save LFT
User . WLAN-@}%%% a No.  User (matching ALL labels) Policy Resource (matching ANY label) Usage (No. Sessions)
Resource : DNS(1.1.1.1) (Deny) 0 i I s °

® MWRWLANICIEREULEISA7MT1.1.1.1 [CHTTPSIERU. BMEZIESALET
1.1.1.1(CFHEIATERNCE /| ZOMOWebR—J(FRIETEZ2E / Usage®dhI> by

@ Deny % Allow [CZZEEUTREFL., BFRERULET
1.1.1.1(CPHERTERCE | 2DMMOWebR—SHEETERR fzcE / Usage®dh > M7y

® WUS—ZEHIEL. 1.1.1.18LVEDMDWebR—IJ[CFIELATEZCLEHRBULET
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IP Address

1.1.1.1
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Rate limit

« REDHIPRZMFBCENBIEETT
« WHAXSRIE WLAN £AEREL(EI51( 7 NEAITT
« EDETFDTENENERTEDIRETT
« V=23 %I8EUIHIBREEIEET T
X Mist WEZEUIZ App D
e [Site!> [WLANs] > [ SIEROWLANINS
sXEAJRETY

@ oee=

WLAN Rate Limit

> Clients

Mist Edges

© 2023 Juniper Networks

WLAN Rate Limit
Limituplinkto | 10

Limit downlink to | 20

Per-Client Rate Limit
Limituplinkto | 312

Limit downlink to | 1

Application Rate Limit [iYoJo][fe=\d{e]sR=:KIVA

® Enabled Disabled

Add an application

®
Applicgtion

Youtube

Per-Client Limit (kbps)

WLAN £4K

Mbps =

Mbps =

Client BE{i]

Kbps =

Mbps =

Facebook

FFFFFF

X CCICEBZIEIREA L

X ERBHOT TINSER

Joneera | e



LAB: Rate Limit

« [Rate Limit OiE L]
AE—=RFANz{E>THIPENID B 2R LFET

@® WLAN-EEESIHERULEISIT7O NCREIBRISOEEZHRLET (USEN RAE—RFA M &)
@ WLAN-EFHS ONEBHZREET
® Per-Client Rate Limit ZB%{EUZET E—T Lﬁi Fﬁti :mlt
® HRERELET 0 ek
D (uplink) : 1 Mbps Per-Client Rate Limit
1)) (downhnk) - 92 MbpS & Limituplinkto | 1 Mbps «
Limit downlinkto | 2 Mbps *
® BELBAL. BEEEEHEELET R
O Enabled @ Disabled
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VLAN

« 3TEXED VLAN ZH7R—h

@® Tagged -+ LWHW3%4% VLAN

@ Pool .-+ EEOREZNL VLAN i

S~ =~

ba_>

A INCE

® Dynamic * -+ I-HIFERICISEUTERS VLAN (CT7HA>
% RADIUS —)IhwE  (1-H&/)\AT—R/E|IH3T5R VLAN)

o AAMYFRICEXTIEI S VLAN

BENNE

» [Site]> [WLANs] > [ XIZROD WLAN NS EZ1TD

© 2023 Juniper Networks

/'

VLAM

e

& Untagged Tagged

Pool

3 Dynamic (& Security C
WPA-2/EAP (802.1X) &
BT DL TERDIEE

Juniper Business Use Only

Tagged

VLAN
Untagged @ Tagged Pool
VLAN ID
VLAN
Untagged Tagged '® Pool
WVLAM ID{s)
Dynamic
VLAN
Untagged Tagged Pool '® Dyn,
Static VLAN ID
VLAN Type | Airespace (airespace-interface-name) ¥

Dynamic VLAN ID

Add Rows

Interface Name(s)
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VLAN

- JIERTENET

Tagged

VLAN
O Untagged @ Tagged O Pool
VLAN ID

794293 VLAN ID Z A FILET

© 2023 Juniper Networks

Pool

VLAN
O untagged O Tagged @ Pool

VLAN ID(s)

(

Dynamic

7H4>93 VLAN ID Z AHULFET
VLAN OXYIDEH N EFERUET
VLAN DOZE|H(Z Cloud / AP (&2 TEST

MAC J\w>1 7))L JUZLICEDNT
SO NGEIRENET

Juniper Business Use Only

VLAN

© untagged O Tagged O Pool @ Dynamic

( static VLAN ID )

999

VLAN Type | Airespace (airespace-interface-name)

Dynamic VLAN 1D Interface Name(s)

Add Rows

Jnpera® | e
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- Guest Portal




Guest Portal

Guest Portal ZRGEE(C/ERY I DCENE]BET T

e Custom Guest Portal
074 JBHE(EZERCHAINA XBJEET T
ZENREREE T T

* Forward to external portal

PRI — I DEIEEATRE T

3 AP 1 Cloud EQERENTIRTENTSZE.
['Guest PortalJZ{H A UEREE(EFI FAARE],
[Guest Portall (% Mist Cloud#REaER 2128
NEBR—FILEFIBARB]TY

% Mist TlZ RADIUS B —/)\Dtkge=IFEFEA

% LDAP Y—){. AD Y—/)NtDEEARDTY
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Guest Portal

« Guest Portal Os%7E(d [Site] > TWLANs] > [ 35RO WLAN | h5T0\FT

 Portal TOFE51E21

Mist

@ Monitor
. Marvis ™

Q) Clients

=4 Clients

I:' Access Points
Switches

WAN Edges

% Mist Edges

4 Location

uI:II] Analytics

© 2023 Juniper Networks

TODT. [Security] DIEB(ZL [Open Access] ([CERTEUET

@ =neu

WLAN Rate Limit

[J vimit uplink to

Switch Configuration

3rd Party Tunnels

Labels

Packet Captures

Policy

Pre-Shared Keys

Radio Management

Security

BT ORGANIZATION NAME 1 z
Mist °
@) monitor WLANS Primary Site ~ AJIWLAN | =
@) marvis™ Qa
0) O ssio A Enabled Template  Band Security VLANID  WLAN Limit Client Limit GuestPortal  WLAN Labels  Forwarding
22, ciients
O New WLAN ) none 2 AGHz, 5GHz _Open Access Unlimited 7 Unlimited _Unlimited / Unlimited _Enabled Disabled
& - - = =
Access Points .
] NewWLANGuest (2}  none 2.4GHz, 5GHz WPA2/PSK Unlimited 7 Unlimited  Unlimited 7 Unlimited ~ Disabled Disabled

Switches

() wan Edges

% Mist Edges

Guest Portal

® No portal (go directly to internet)
O custom guest portal

O Forward to external portal

O 50 with Identity Provider

¥ Guest Portal DESTEX"1—

Juniper Business Use Only

Security

Security Type

(J MAC address authentication by RADIUS lookup

O Prevent banned clients from associating

Network Security Page

¥ Guest Portal Z{EFH I 3ER(E. Open Access Z1EIR

Juniker

seivan vy Mist AT
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Guest Portal

e [ Custom Guest Portal] Zi2iRd 3¢ [ Guest Portal] Oz FEIEB IR IEIND

» [Configure Portal I T Guest Portal D% % £l

* Form Fields

* Portal Message
» Customize

* Authorization

# Full Name & Email Address ™ Company Name

Custom Portal Fields

Guest Portal
O no portal (go directly to internet)

® Custom guest portal

Configure Portal Edit Guest Authorization

Allowed Subnets

Allowed Hostnames

Hostname Exceptions

O Forward to external portal

Bypass guest/external portal in case of exception

Required

Custom Field 1
Custom Field 2
Custom Field 3

Custom Field 4

O S50 with Identity Provider @ Contact Mist for Firmware

7
"
™

Guest Portal Options meny [
Mist

Customize Label | Customize Layou] Authorization e aet onliis
Required Portal Fields
requi:

required

Terms of Service

ed oy Mist

Preview Guest Portal 0

© 2023 Juniper Networks

% Guest portal :%7E B

(4DDHTTEHTE)
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Guest Portal

* Guest Portal Options [ Form Fields] TIZ A1 TA— ADFZENBIRET T
« [Customize Label] TETFAMDIRENTIEETT

Guest Portal Options

091> BSICAN S BIEE%RE
J‘I“J’]?ﬁlnézt_@ E Customize Label | Customize Layoui Authorization
AATA—LPENENS

05 —23>%&:&4R eI 6E
Form Fields : Customize Layoul Authorization Da—_ \/3\/%((—_7—_:‘:1 I\%
NATXA XEIHE

Required Portal Fields Select Locale | Default Locale =

#| Full Name ¥ Email Address # Company Name Message Text

Custom Portal Fields

/I:I’j"f‘/ﬂﬁ([)\j]@'élﬁg’&?ﬁi \
BAIT AN ITA—LZVERREIEE Required
F Iy R ANBIET o
ANTA=LHNENIENS .

Sign in to get online Dq“lf\/&_y@ I\“Jj(zds_%/_.l_(jé
_ Xytz—% A FJEJEE

JA—LOEEE -

QCUStomize LabeIJ _C‘grﬂbia_é / Custom Field

ZOMETOTFHA Mz imEEnIfE
Label Customization . bxghj{—}blﬁ‘@;—#x I\B
Flease provide your name ::_C‘Eﬁig-é

Emai

Please pravide valid ema

AN DRKAERIATS > %ER

Company
Please provide your company ne

Custom Field 1

Please pravide Custom Field 1

Custom Field 2

Preview Guest Porta
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Guest Portal

« Guest Portal Options [ Customize Layout] CIZANTA—LDTHAOZENTIEETT
« [Authorization] TIZEREECRAI 2IEE D% D‘_J

Guest Portal Opti Guest Portal Options . .
D JC2D—-RTOI1> I BRAE
Eorm Eields Customize Label Authorization Form Fields Customize Label | Customize La',--nu }Iyg%ln—cl \"le_ F@ljj

Layout Customization Authorization Options

¥ Responsive Layout

- Pa 5
Alignment @ Ieft O center O right assphrase

Authentication code via Emai
Primary Color  Background Authentication code via Text Message@— X }l/b SMS —Co) b IEB__I‘
[aT{WY]

- s e Sponsored Guest Access
e Tie

S = . Google Sign |
%/T%Fﬁ %%bﬂj %0)4@ Use Default Use Default Use Default bt e

I//(7Ij |\(LB§§'5 }'_fb“__l- ﬂ Facebook Sign In

a Amazaon Sign In

B et o e
Hide 'Powered by Mist ;-' Microseft Sign In

Require acceptance of Terms of Service

A Azure Sign In
Do not save user data o . \J_:/T’)I/U-’f\/’f\/t)ﬁjﬁg

Authorization 5ettings
Show '0pt Qut

Devices remain authorized for | 8

After authorization redirect to URL
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Guest Portal

* Guest Login BFD A DBERIZLLT CHEERRIEET S
[ Clients] > [ WiFi Clients] > [ Guest] > [ XJZR®D Client] > [ Guest Portal Information |

Mist 074> EADTARE RS Client 5%k

@ Monitor

M':Est Guest Portal Information
(@) Manis™ is
Sign in to get onlin lame  test
0) Clents
i Clients BLE Clients
. test_user Auth Method | None
E‘ Access Points ALTN Methoc Wone

Wired Clients

Switches ) ol echoom Email = test@test.com
Live Guest Marvis
/ AZHE -
' ORGANIZATION_NAME TUE 05:09PM 2 7 Terms © f Service Authorization | 06/24/2020, 02-16:35 pm
B Guest Clients = pimayse « || e =0 1| 06/25/2020, 02:16:35 pm
Filter Q E 1 A
Authorization Time Expiration Time MAC Address Name Mobile Carrier AuthMethed S55ID Role Email Address Sponsor Email Address F ;
There are no Guest Clients found in this site F
© 2023 Juniper Networks JHQ!EEer11
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LAB: Guest Portal

e [Guest Portal ME%E]

® WLAN Z#RHFRLEY REREES1 | WLAN-1-Guest
SSID : WLAN-EEEZE=-Guest

FEREES2 : WLAN-2-Guest ...

@ Security Type & Open Access [CERTEUF T
Guest Portal T Custom Guest Portal ZB3){LUES

® Configure Portal&D Guest Portal DZRIENEZITVET

Security
Security Type

WPAZ WPA2 Legacy

[ MAC address authentication by

[ Prevent banned clients from associ
MNetwork Security Page

VLAN

® Untagged O Tagged O Poo

Guest Portal

O No portal (go directly to internet)

@® Custom guest portal
Configure Portal

RADIUS lookup

iating

* AAUIEX=)L 7 RURBEICEREE]— MeaX 57510

Authorization > Authentication code via Email

EIRIEFTEIIBAE GoogleDWIR-IAFRRENS | =
Authorization > After authorization redirect to URL gsg"“‘;':;“:;jj ssss
O [ Facebook Signin

@ BEEREEL. FERULE SSID TOJAYULET S s
® OJ4y1-YisHmeERLsd

aaaaaaaaaaaaaaaaaaaa

Devices remain authorizedfor |1 | Days «

© 2023 Juniper Networks
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Sign in with Email

Send Access Code
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3. BEfR. NSO a—F4>7)
-SLE DR, sRERE
- Insight MR 75 (Site, Client, AP)

v - Dynamic Packet Capture

Ay e - Marvis

/ - BrEVI-NARNDR A
.&‘ &'w
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3. B, NSNS a1—-FT12)
-SLEDRF . SHEEXE




SLE ¢&(3

(Service Levels Expectation)

JUF‘]IF’EF.-!1

arvany Mist AT



SLE (Service Levels Expectation)

« Al TIRARD Wi-Fi IRIZZARATL. 7 DOIBIRICD T THRENICRRIDEDTT
- RIEHEI-YMBE TFHAEORELRDILEMEZEETE I DIENTETEHT

h WD ZF AP TE(C

ZENHIDN? SLE OBIBERERIAE

I | vaiues | f| Hide Excluded WLANS = Sattings Customize Service Levels

ice metrics (o display. Drag to Time To Connect

Azzaciatian £3% Select service

\/\/\/\/\/\/_ Autharization 1 rearder
[nErnE sEies % Set target Drag to set service metric target
DHCP 37

Time To Connect — Goal: 2 seconds

SLE ZimlicL TV DHY?

<1%
M e p o
DHCP . S0%
o, - Throughput = | Successful

DNS %

Successful Connects =

1]

Roaming

Coverage

Capacity

Throughput

Capadity

OORISENRAELIEDOH? I REDR X (F? IBEE®B(CLEWMBZERTE
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Root Cause Analysis

SLE UEWMBEDER (XU, FIREDG e X MIYIDYI % RUILTD>F DL TRIRBDF Mz nIRE TS

T . VIEW INSIGHTS Live-Demo  * Today P VIEW INSIGHTS Live-Demo « Today +
Capacity - WiFi Interference
Root Cause analysis seiec s metric to anaiyze \\JU _ ﬂ;—t ~ Root Cause analysis seisct s metric o analyze n #| 1
ZI\ C
e Classifiers
B X % — Time \on Wifi Interfarer
Fl:ﬁéd)ﬁjcﬁ /T ime to Connect Non WiFi Interference
ful Connects Client Usage
Client Count
Roaming WiFi Interference ning WiFi Interference 9%
Throughput Throughput
Capacity 95% Capacity 95%
FANIYID
SLEINJeI7BE
Statistics Timeline Distribution Affected ltems Locati ZJ~ l_ —|—\ Statistics Timeline Distribution Affected ltems Location
Success Rate Distribution Timeline Click or drag to zoom in
20% 95% Failures User Minutes W WiFi Interference
Goal Successful
9 5 %
e HA LA
N —
SRR —ATORR
BEIRDERER & N
ZIS -1
Users Acces|

below service level goal

274

below service level goal

67-

Connected users

System changes A

© 2023 Juniper Networks
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SLE 7 D8R

- Time to Connect 12—y NMERE TR (72
- Throughput HIRIS5147 > NOBERE (Mbps)

- Roaming O—-Z>J(ChhoreismE (72

- Successful Connect fEmolcakIn ([E1ER)

- Coverage BRI I(4 7> hEEESEE (dBm)
- Capacity Aol gE TR (%)

- AP Health AP OENME (¥£&h/Cloud &) HFfE

a1
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3. B8R, NSNS 1—-FT12)
- Insight @R 73 (Site, Client, AP)




Insight
&NV MDY PHENER. A7 — I AEHED A A

12:00 AM Aug 21 - 01:55 PM Aug 21 (drag an area of interest to Zoom in) Site Events | Client Events | AP Events
12 00 am 3:00 am 6:00 am 8:00 am 12:00 pm
Total Bytes

2 L0 A T

7:50 am - 8:00 am, Aug 21: 15.3 MB, 0.20 Mbps

Live-Demo

Access Points Associated Clients Mbps

13 12 0.20

BIEEEANYMAILTA> EIERYEYT (EROEBRZE RSvT I BLIEE LA T I/ I —entiBiz R B n] Ak

Client Events 31039Tota| 545Good 14703 Neutral 15791 Bad 1100003103 > 3 | Channels
PR 1-c5 1 DM Allg o
AR ot BRI . ) ¥ 2.4 GHz Utilizations Include unused channels %45 GHz Utilizations Include unused channels ¥ 6 GHz Utilizations Include unused channels
Client aconc AP LD RS
Authorization sheepy-raspby 01:54:58.719 PM, Aug 21 agua 1 A 36 A .
Failure CEEET 15 2 40 5 2% '
wnsosan 49 : T
ago dBm 5 52 17
Authorization sheepy-rasphy 01:54:46.020 PM, Aug 21 =D o 6 56 21
Failure ?9:31 Protocol ?g? 7 60 25
AP Deauthenticati . ‘ ba:62 8 64 29
eauthentication aconcagua 01:54:38.671 PM, Aug 21 - . .
Band 5 GhHz / v| |10 | vl |3 <
Authorization aconcagua 01:54:38.668 PM, Aug 21 S5l Live d " o o
Cailien emo_ .. .
B YBR[ - - o N — . oy . - < —_
HEER (LB FINAR NI ERR APDInsightdUtilization Tl EBRER =
ZOM - HARAIN [ DFATOMAIN | APARI K | PTIVT=23> | S=F4204948 | Rho-09 - -/ FLIaRI23> /
ARANIRY2A>/ RIEYA NTONT1/ BRIEOWLAN / PICZRAUN [ 95472 /| WiredZ(vF
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- Dynamic Packet Capture




Dynamic Packet Capture

BENRFUF v T Fr—T — 9% 08
AR MABI(CEDTIE pcap T7MIHERESNRVZEDNGDDET
(EUSUTEMLEARUVANRI N, B—ARY MR E(CHEEUIFRE)

- Ml 26b1880¢-322a-Tec-b529-a88SbesTec St peap - o X
Client Events 999 Total 107 Good 456 Neutral |436 Bad T e ) mEy) mEW R0 AR
@ RE ] «= & |Ra8n
7> SR 0 )+
Authorization LD_Kitchen Band 5 GHz Capabilities 80Mhz/40Mhz T Saace Doctration Protocel  tongth nfo =0
Failure 10.000000000  Apple_ea:c3:c2 Mist_00:41:b2 882.11 87 Authentication, SN-1488, FN-8, Flags
2 8.008236880 € Apple_ea:c3:c2 882.11 83 Authentication, SH-@, FN-@, Flags-...
} ) ch | 149 3 0.004388000 Apple_ea:c3:c2 882.11 205 Association Reguest, SN=1489, FH=B, Fla ...C, SSID=Live_demo_do_not ..
Authori: LD_Kitchen Description Reason code 2 "Previous annel 49.004841000 Mist_0@:41:b2 Apple_ea Bic2 B02.11 347 Association Response, SN-8, FN-9, Flags-..
uthorization M T 50.009314000 Mist 00:41:b2 Apple_ea:ze3:c2 EAPOL 186 Key (Message 1 of 4)

Failure @ = = 68.013740000 Apple_ea:c3:c2 Mist_68:41:b2 EAPOL 171 Key[Malfarmed Packet]

valid" STA sends 7 8.667152000 Raspberr_c7:e7:a6  Broadcast ARP 113 Who has 8.8.4.4? Tell 169.254.92.214 .

deauthentication Frame 1: 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface unknown, id @

e befor Radiotap Header v@, Length 43

Iz, DEIEE 302,11 radio information

authorization EE 802.11 Authentication, Flags: ........ C

complete(770). PSK TEEE 802.11 Wireless Management

Authnr[zatu}n LD H tchen Fcl|eq(238)‘M|C Failure -
- possible PSK
88 B8 2b 80 6f @8 90 c@ @1 PG 92 0O PO 00 @0 B

mismatch(14). 73 47 52 a4 B2 02 00 B0 12 30 71 16 48 01 c9 a4
91 8¢ 28 10 18 22 83 8@ @2 P8 9@ be B 2c 88 Sc

M
Sb 35 9@ 41 b2 58 32 37 ea c3 c2 5¢ 5b 35 @@ 41 9|j\ D l 7—_ 77’(}|/
b2 88 5d 90 B0 21 B89 8@ 88 7f 08 84 PP 00 80 ed / ‘_pcap }

@0 80 48 6F 2f OF 2f

Failure

WireShark & Cf#tT

Authorization LD_Kitchen

. &
Failure @ 7 st 18Bee=320e- lec-bidt-a8ibbedTecSipean

- [ 4 Download Packet Capture ]

Download Packet Capture : FvJFv5—4%457>0—R

IR TCOF YT FrOA YA NOE S HI
T —ANBD THERFE TOIFEIATHE

Junipers | ge
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Virtual Network Assistant - Query Language

) TROUBLESHOOT l'abilashm-mbp” '

—— HIURER CEIRRTIAE
i RERRYIRICRIAEEDESL

s Y M —
Search by name or MAC ljj {Ix%ﬁb\ﬁm -
abilashm-mbp M A R \/ | S MNatural Language Query Language 23 Actions

Amazon Technologies Inc. 3

byong-T470 ; ) COUNT Clients WITH DeviceType iPhone DURING ['Last 30 Days"
denali i

everest

foobar : Query Results

Galaxy-]7-Sky-Pro

Galaxy-59 | ME MORE How would you rate my response? -{3-{3-{7-{7-{ TELL ME MORE

Galaxy-XCover-Pro
Google-Mest-Hub

ha : [ l |g RF I
H5103

Imation Corp. : /I 4 T
iPhone - Lhis client LIRS
iPhone :
iPhone : M
[ the time. The AP was missing VLAN 24 INVESTIGATE VIEW CLIENT LIST
WHEN CONMECted to SWItCh X 7250-28P SWitch on port cc:de:24:88:8b:d5. The AP is
currently online. Currently the client is offline.
9 Capacity
© The client experienced limited RF capacity 38% of the time primarily due to WiFi INVESTIGATE
interference. This problem is affecting a small number of clients, carrelating most
strongly with the "Live_demo_only" WLAN.
3 Coverage
" The dlient encountered poor wireless coverage 16% of the time primarily due to weak INVESTIGATE
signal strength. This problem is affecting a small number of clients, correlating most
strongly with the 5 GHz band.
SHOW OTHER SERVICE LEVELS
0 486 . . —_— ~ Y
M AHERE(E Virtual Network Assistant S/ AW E
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Virtual Network Assistant - Query Language

MARVIS
| ——]

ORRFEAYIRICNIRZEDESE JIURZN TOIRZEN BT HE
ATNEHHRR

TROUBLESHOOT

l UTILIZATIONOF Iv MARVIS

@ TROUBLESHOOT !'Live-Demo'| ea

@3&iR

Query Results

M A R \/ | S How would you rate my response?
uAssoc/Authl DHCP/DNSI = AP l u RF I

We found 3 service level problems affecting this site

TELL ME MORE

/\ TROUBLESHO2

~equired for TROU Site  Access Point  Client

j— 4. APHealth
Q © Access Points in the site were healthy 89% of the time. Most of the failures occurred on the "LD_Marvis" access point. Most of the INVESTIGATE
o ' 5 failures correlate with the ld-cup-idf-c-sw11 switch. The APs on this site are not all running the same firmware.
@Z/\_Z%ljj jét 10.Richmond_Hill
Alaska 2 Successful Connects
é = (— ljj ﬂ:"%mb\\% — * Clients in the site failed to connect on 31% of attempts primarily due to authorization problems. Most of the failures occurred on the INVESTIGATE
b (& % ZI_\ Boston "LD_Marvis" access point and "Live_demo_only" WLAN. Most of the failures strongly correlate with the LD_Marvis access point.
Dallas
IoT Site 3, Coverage
Clients in the site encountered poor wireless coverage 22% of the time. Most of the failures occurred on the "LD_MCB_AP" access INVESTIGATE
Live-Demo point and 6 GHz band. Most of the failures strongly correlate with the LD_MCB_AP access point.

Mist WA Lab (EVE-NG) SHOW OTHER SERVICE LEVELS

Primary Site
Remote-WFH-UK

Remote-WFH-USA

Remote_Demo_Site(do not delete)

Saattla
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Virtual Network Assistant

5 : TROUBLESHOOT "Live _
AP Uptime
DemO" D U RI N G " La St 7 Daysu | 1. Accefs Points in the site were available 92% of the time. Most of the failures occurred CLOSE

on the "LD-BC-Test" access point. Most of the failures strongly correlate with the LD-

MARVIS 42 | Actions BC-Test access point. The APs on this site are not all running the same firmware.

@ TROUBLESHOOT "Live Demo’| DURING ["Last 7 Days" : : () Service Levels

() Classifiers

Query Results A )
() Correlation
How would you rate my response? T TELL ME MORE ::} Updates
=y
AssocfAuthI DHCP/DNS l g AP | u RF | () Events
Total Unresolved Resolved
We found 3 service level problems affecting this site EVENT TIMELINE

1 AP Uptime

Access Points in the site were available 92% of the time. Most of the failures occurred INVESTIGATE
on the "LD-BC-Test" access point. Most of the failures strongly correlate with the LD-

BC-Test access point. The APs on this site are not all running the same firmware. PR -
O _I 14 Oct-16 Oct-17 Dct-18 Oct-19 Oct-20 Oct-21
2 Capacity
* Clients in the site experienced limited RF capacity 26% of the tir EVENT LIST
interference. Most of the failures occurred on the "Live_demo_( Fl:ﬁho)@é Fﬁ;&
band. Most of the failures correlate with the 2.4 GHz band. Mist Cloud “ AP Reboot
I AP is unable to reach 5:34
3 Successful Connects jtb\("‘tb Mist Cloud
" Clients in the site failed to connect on 17% of attempts primarily due to DHCP INVESTIGATE AP is unable to reach :0){9“ t\\ (j:
problems. Most of the failures occurred on the 5 GHz band and "LD_IDF_B_AP" access Mist Cloud
oint. Most of the failures strongly correlate with the LD_IDF_B_AP access point. AP is unable to reach ,r R I\%%%
’ & DR8P accessp e cloue AP Reboot DA
SHOW OTHER SERVICE LEVELS :ﬂF_' ':'culn‘“;'e to reach Ack | Unacknowledged
IS ou
AP Reboot . Status | Resolved
. AP Reboot 53
AP is unable to reach 9:14

Mist Cloud -

X AHEBE( Virtual Network Assistant 1 tZ> AWM E
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APFY 1L EAR

Bl : AP DRI a1—F4>0
[ troubleshoot a accesspoint ]

MARVIS

troubleshoot a accesspoint

TROUBLESHOOT "LD_Kitchen" DURING "Today"

How would you rate my response? TELL ME MORE

gAssoclAuthl DHCPIDNS AP u RF

We found 3 service level problems affecting this AP

Capacity

1.
Clients of the AP experienced limited RF capacity 80% of the time primarily due to WiFi
interference. Most of the failures occurred on the "Live_demo_only" WLAN and 5 GHz
band.

2 Coverage
" Clients of the AP encountered poor wireless coverage 28% of the time primarily due to
weak signal strength. Most of the failures occurred on the 5 GHz band and
"Live_demo_only" WLAN.

3 Throughput
" Clients of the AP experienced low throughput 14% of the time primarily due to limited
RF capacity. Most of the failures occurred on the 5 GHz band and "Live_demo_only"
WLAN.

42 Actions

© 2023 Juniper Networks

Updates
Events
AP Metrics

CLIENT COUNT

AP FvR)LfH

FAigk

INVESTIGATE 0
2:00 am 00 am 6:00 am 9:00 am 0 3 pm
CHANNEL UTILIZATION @ 24GHz @ 5GHz SHOW CHANNELS
INVESTIGATE
92.98%, 10.31%
INVESTIGATE _
e \
2:00 am 3:00 am 6:00 am 5:00 am 0 3 pm
() Location
=
Junperg® | e
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Marvis Actions

MK D<HIIC Al A REIREZRED. BEIR W ISEIER

YA MR TIREREROD

ERE—EZHTIU-CE(CRoR

Natural Language  Query Language

jant to
ACTIONS bt Actions A sites
A8 Switch Clients
3 AP security
2 Authentication DHCP, DNS RE
MISSING VLAN
e — =

A\ Organization (4)  Access Point (4) -
s —— (o a ’:sz
RECOMMENDED ACTION _ N

sFil7Zz TR, RSN EDIES
" MISSING VLAN A UL AN 0 1 /. E/ N
- Thefolles —errtoDE present org or sit

O D Info Action Date A

O wmve VLAN 248 is missing in 4 APs in 3 Switches at 2 Sites Add VLAN 248 to the switches Sep 22,2019 07:33 PM

O mva VLAN 100 is missing in 2 APs in 1 Switch at 1 Site Add VLAN 100 to the switch Sep 22,2019 10:07 AM

O wmvaz VLAN 11 is missing in 1 AP in 1 Switch at 1 Site Add VLAN 11 to the switch Sep 27,2019 01:34 AM

O wmvas VLAN 200 is missing in 2 APS in 2 Switches at 1 Site Add VLAN 200 to the switches Sep 27,2019 01:34 AM

>

USER GUIDE

LATEST UPDATES
Filter by action type

9/2712019, 12:04:02 PM
Al VALIDATED
Missing VLAN (ID: MV-24)
Site: Live Demo
Switch:
AP LD_HR

9/28/2019, 1:06:53 AM
RESOLVED ACTION
AP Health (ID: HC-11)

Site: Live Demo

AP LD_Lab-Mesh-Relay

9/27/2019, 10:55:36 AM

Al VALIDATED

Missing VLAN (ID: MV-15)
Stter Site 5 No Lat/Long
Switcfr CORP-C-SW-1.mist.local
AP AP21

Yesterday
Last 7 Days v

912412019, 1:49:52 P
Al VALIDATED
Missing VLAN (ID: MV-9)
Site: Live Demo
Switchr switch9a9bea
AP: MeshRelay-Desk-A

9/22/2019, 12:23:39 PM
REOCCURRING ISSUE
Ethernet Error (ID: EE-10)

Siter Live Demo

Switctr Juniper48MP-NearPrinter

AP.LD_HR

EAP/BOZ.1X FAILURE
RADIIS (1) Access @

RECOMMENDED ACTION

UPTATE STATUS
WAZOUS SERT R UMRTACHASLE Q
Thet Tclowing Rachis 1S ane HOLAEEEORGNG. Pitate (hes I Progress 4 reacmabie
.
g
R Sarvr a0 et

T—AHFBRT—HIADEH,
FERND T3 BIAOTHA>
(E-mail 3x{5) hEIRAJHE

Upgrade Firmware

AP OJ7—

917 7yIIL— B ERIC

HeRZ, EIRE(IFF oINS 2RI I THIOTE T

Al B"EE T3y NI—EH: Al Ops
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HFE75-MRTS

[Monitor] > [Alerts] T Alerts MESRTEEI
CNBO Alerts (CDWTIE X=ILHEREN YA MEIBE(OXEITBAENTIEETT

' ORGANIZATION TUE 0743AM 2 Q (3

Service Levels Entire Org Today | Averts configuration | )
0 0 0 0
@®Monitor #iER
| * | Access Points
' “ 0 @Alerts @R ®Alerts Configuration Z1%iR
Switches
(+) wan Edges
P Alert Site Recurrence First Seen Last Seen Details
% Mist Edges
4 Location . . . . . .
There are no Alerts found in this organization
nl:l[l Analytics
Junpergs | 92
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FE75-MRT

Alert DX SRYA MeA— L BANSE AR ELET | ‘
T — N ERR TEET

’ ORGANIZATION WED, 0418PM 2 Q (@ (ﬁ%_cgéj__\/j‘l‘/_ I\(j:
Configuration P Do il I\E';‘(L_Uc‘:|37|':b“_€"3')
- : TN ERITEET
P Applies to Scope @ mw c :
e 2 - H4 Me—D I IR, 5L<(E.
= Entire Org TINTOYA M2EIRUE T

Email Recipients Settings
To organization admins To site admins

T X—)LEX BRI EIEE(Org/Site)lC
e F1vH% ANF I (Email Notification DZEHNNE)
ANRXTIDTA—= ) BANEZ BN THTE CEEd

Alert Types
s Alert Types (32077 TUCHNNTVES
8 ‘ ’ ’ (Infrastructure/Marvis/Security)
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HFE75-MRTS

Alert Types M'5BRICUTEWLY Alert @ [Enable Alert] (CFIwDO%Z AN, HHOBTA-ILBIIT 35S
[Send Email Notification] (CEFTVIEANET
% Send Email Notification OFB®I{L(C(F Enable Alert OBRMENNETY

Alert Types
Alerts Enable Alert Send Email Notification
v [*] Infrastructure = =
® ARP Failure (beta) [+ ]
AV TTESTAaT =T —T —J
Virtual Chassis Member Added D D
@ Device offline ) ) -
) - - 4 1 Edit Device Offline Threshold x
(alert after 2 minutes when device offling «
1
Gateway P (nauster rr .
® Gateway DHCP Pool Exhausted 1 D D Device offline for | 5 minutes
1 -
1 — —_
|
1
k

XIRTEBIND/ (SA—FRENBZD(E

Device Offline (LELMEB)DH
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BV 5 —MANRY MDEH]

o A=) BHIDEKTE 7L

@ BRICLEWIZAD>~TOTA>

@ AFEO743> > [My Account] &#9Uws
3 [ENABLE] Z#7Uvs

@ JFZRO Site ZIER

ORGANIZATION TUE, 07:45 A ol o
Mist ﬂ o @

@ Monitor Monitor [wee i brarysite Email Notification
Marvis™ ST N MyAccount | No email notifications yet.
—a N\ \ About My Account | Click enable to enable notifications ENABLE

Q)

2 clients Sign Out for the sites.

B Access Points

Drimman: Citn

Enable Email Notifications X

Q Enable Org Notiticatirlns .

1-20f2

Org2=RTHEMIL

Name 2 Address Labels Notification

Standalone BA., T105-0011 HREREER=AE4TE2-8 -
test B, T105-0011 ERERERZNE -
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Mist 12
Ty kv
SF RS TE
SR NSO a—F427
EF=gEL

e e = e

LA

N3
pE

I



=L

- Subscription (71> A EIE)
- AP Upgrade

- AP Replace

N
(imd
| LI

- Network Analytics (xy~J—9931R)

Vavax

- Inventory (12> NEIER)

I



4. EHEH
- Subscription (511 AE1H)




Subscription (T2 AEE)

Activation Code DA 7]

Organization > Subscription &D. Activation Code Z A /]

ORGANIZATION
Mist ’

SUbSCHpUOﬂS m e [ Apply Activation Code ]
@ iMooy Monltor Wireless m

Marvis™ ZY LAy a LT NN Subscription Type # Status Usage Sites with Usage Next Renewal Expires

Asset Visibility Exceeded 9 2 - 2022=4F128

o) i
— Clients

Marvis for Wireless Active 0 0 - 2022545128

E] Access Points

Primary Site

B Mist Edge Active 1 N/A 2022547128 2022245128

(+) waN Edges

Administrators Device Profiles R -
O wist Edges Activation Code X
Audit Logs Labels
</ Location Inventory RF Templates 200em Enter activation code
Mobile SDK WLAN Templates
|:||:||] Analytics
Settings
O
ok Site Configuration
@ Organization
Cancel
. ol
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Subscription (T2 AEE)

Y41 M OEIDZ THER

DY THZRO Subscription Z7UvIU T, BREXNROYA MiEIR

S U bSC rl pt I O n S m e Apply Activation Code
Subscription Type A Status Usage Sites with Usage Next Renewal Expires
. ; Asset Visibility 90f2 20f4 - 2022545 128
< Subscriptions : Marvis for Wireless — _ - _ —
Marvis for Wireless 0of2 0of4 - 202224712E
— s 10f2 N/A 2022245128 2022245 128
_ ngagement 90f2 20f4 - 2022F4712E
. =45
Active 2022 ! 4_’ i1 8 EI WAN Assurance for Class1 20f0 20f4d
Subscription will expire completely
WAN Assurance for Class2 10of 0 10of4
ﬁSAGE \ SUBSCRIPTIO| WiFi Management and Assurance 90of2 20f4 - 20224712
0in Use * 2 Allowed . # Allowed Wired Assurance 12 2ofC 2of4
Wired Assurance 24 2 of O 10of4
0 sites Enable/Disable Sites
Wired Assurance 48 3 ofC 2of4
<B4 ME C BRDDIA T ANEEINES
> ’( I\(Lﬂﬁién L\ AP 5% D) AN
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4. ERAEH
- AP Upgrade
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AP Upgrade

Auto Upgrade (default)
AP Firmware Upgrade

 Organization > Site Configuration &DH - FziER Enable Auto Upgrade
« Firmware Upgrade T Enable Auto Upgrade H' Upgrade Version
ﬁ&ﬂt@?f“éit&ﬁﬁgﬁ O Auto upgrade to production firmware

X FIyoEINTE, BETYTIL— REERICRS o s s

® auto upgrade to custom firmware Select Version

Upgrade Schedule

production  BR—hEN3HERERYMIIIULT Time of Day Dy of Week
FTEERICTANNIT7—LD1T 00 am R

rc2 FEBET ANROI7—LT1T :
LEEREY . 2 TESE) T

custom IN—=23>2%IETE SRR (8 Dy | B |

(Daily / HRNIKARET)
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AP Upgrade

Auto Upgrade (/\—3>$85E)

o AP EFIINCELN-3>DIEEN AIEE

© 2023 Juniper Networks

AP Firmware Upgrade
Enable Auto Upgrade
Upgrade Version
O Auto upgrade to production firmware

O auto upgrade to rc2 firmware

® suto upgrade to custom firmware Select Version

Upgrade Schedule

Time of Day required Day of Week

200am =« sun -

Juniper Business Use Only

Select Firmware Version

Access Points Model: AP12

Upgrade to Version: | Select Version ™

Access Points Model: AP21

Upgrade to Version:| Select Version -
Select Version

Suggested

Access Points Model]  0.3.17562 (production)
All

Upgrade to Version: 0.8.21626
0.5.17562 (production)
0.5.17456
Access Points Modell 0.5.17445
0.5.17360
0.5.17230
0.5.17122
0.3.15480
Access Points Modell p.3.15429
0.3.15373
0.3.14925
0.2.13542

) 0.2.13527
Access Points ModelaraT

Upgrade to Version:

Upgrade to Version:

Upgrade to Version: | Select Version v

Juniker

seivan vy Mist AT
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AP Upgrade

Manual Upgrade

« Access Points XZ1—M'5, 7y L —RUZL) AP %R
- [BEA_LO Utilities KD Upgrade Firmware... 27 w7 Upgrade AP Firmware x
o J\—>3>%#BIRU T, Start Upgrade TN\N—>3> 7w T OEST wac dcres:scsof D

AP Model: AP
Current Version: 0.5.17225

Upgrade to Version: | 0.10.23712 e

Select Version

Suggested
0.9.22801 (rc1)
0.8.21802 (rc2)
0.5.17562 (production)

All

0.10.23712

0.9.22801 (rc1)

0.9.22325

0.8.21628

0.8.21626

0.8.21802 (rc2)

0.8.21415

0.8.21301

0.8.21202

0.8.21116

0.7.20564

0.7.20383

0.7.20289

0.7.20277

HATSUDAI

Start Upgrade Cancel

Mist
@ Mmonitor ACC@SS POWH:S Hatendai w TLOZI3PM 2 O

Marvis™ Q
fL-:u:ate Save Cancel | ¢

(o)) g
= Clients

Testing Tools
O Status Name

ccess Points Send AP Log to Mist
D Access Paint | B connected  45.1.1( 8

Upgrade Firmware...

= . 1 B Connected  Front ]

Release AP

Replace AP..

Uet-::t AP )
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4. EHEM
- AP Replace
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AP Replace

ZTHXISRD AP ZiEEIR

o EFIVEFD. Flatkd AP (CANTEZ BN EAEI 214HEE
« Access Points &D. SHXTEROD AP Z3EIR (1895 AP (IH 41 MIEREBIDH TOIRRE

(C9D)

Mist
@ Monitor

Marvis™

)

(0] 3
— Clients

E] Access Points

’ ORGANIZATION

Access Points

Primary Site «

1

Access Points  Wireless Clients

- LI Connection Status

4

100% RYFENE

Inventory

1

AP43

m Version Compliance

TUE07:51AM 2 QO (3

Create Wireless Networks

ClaimAPs | = &

Switches \q
\
\
(+) waAN Edges \\ 1-10f 1
\
. C\ Status Name A MAC Address IP Address No. Clients Uptime Total Bytes Capabilities VBLE
@ Mist Edges
=
[:11 B Connected AP_001 d4:20:h0:c1:64:63 192.168.1.100 - 31d 8h 6m 8.6 GB = 3% @
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AP Replace

KED AP ZEEIR

« Utilities > Replace AP %i#iR
« KBD AP ® MAC 7RLAZIETE. Replace Z9Uv7

ORGANIZATION WED,0452PM 2 Q (@
¢ Access Points HQ_AP_O’I Locate Save Cancel | @
1
Testing Tools |
|
Replace AP x| Send AP Log to :ﬂist -
Name jal Band R, Upgrade Firmwhre...
" . . i E Radio Man | |
[ —— HQ-AP-01 Replace "HQ-AP-01" AP with unassigned AP Release AP.. W
Configuration will be copied from AP "HQ-AP-01" to the Replace AP. -
—— Labels replacement, and AP "HQ-AP-01" will be unassigned. ne
paniehes Reboot AP ng
Ehonise MAC Address of unassigned AP Channel | Use site setting
d4:20:b0:c1:63:f5 w Power
ﬁ;f Location Site ASSign ment Use site setting
d4:20:b0:c1:63:f5
Replace Cancel
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AP Replace

TR DIARE

Bitn

Mist
@ Monitor

@ Marvis™

Q) (i

= Clients

E Access Points

Switches

(+) waN Edges

4 Location

ORGANIZATION

Access Points

ABC_COMPANY ~

Access Points ~ Wirele

|O% Connection Status |1OCI%

Filter Q
[J Stat_us Nﬂe MAC Address
O o [@ Disconnected HQ-AP-01 d4:20:b0:c1:63:5

Replace AP %3Eft44. Access Points hMSYARE=TEER

=rLr=

NTEIBEZ(FAT—AX [Disconnected ]

© 2023 Juniper Networks

ORGANIZATION

WED, 07:19 PM

Access Points ABC_COMPANY

Inventory Create Wireless Networks

o 0 @

ClamAPs | =
1 0 1
Access Points  Wireless Clients AP43
Connection Status I 100% RYEWE I m Version Compliance
Filter Q
1-1 0f 1
O Status Name MAC Address Site IP Address Uptime Model Version
] n Connected HQ-AP-01 d4:20:b0:c1:63:f5 ABC_COMPANY 192.168.1.9 75d 8h 14m AP43 0.8.21301

SRTEDSIEFMINTVWB L Z2HEER
XRIETILD AP AD Replace £HJHEE

XAZHARID AP @ Site ANDEIDH T(IEEBR (Release (IR3ETT)

2ZHa% M AP H' Connected JRBEICIOTHN.

Juniper Business Use Only
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4. EHEH
- Network Analytics
(*Y NI =D 4




Network Analytics (Y NI =953 #7)

I DEETE

- WMERIBERZEIRLU. EEOLA7INCH AN EIEETT
« Analytics > Network Analytics Z7UvIUF9
« T JAJLNTI(E Organization Insights hRRENFT +

@

QOrganization Insights

@

Organization Insights

O X
=z 'D
-l i

23

A Active client trend across all WLANs
Bytes Count ‘
167 GB
Active Clients Count
179
Traffic Utilizati

ic Utilization across all WLANS

A & M
B A

[] Anaty

@ B &
o
g
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Network Analytics (Y NI =953 #7)

I DEGE

AWV eIy EEINSERIRUIZVE

BEZIINAIOAZ1—TERLET

Organization 1° Site &, 45 ERABIDR TN FIEETT

7

.

© 2023 Juniper Networks

Bytes Trend

I Bytes - Trend =

for Live Demo during

This Week -

DISCARD CHANGES m

= o

Bytes

Auth Latency
Channel Utilization
DHCP Latency
DMNS Latency
Retries

R551

SLE

Measures Entities Events Other

Entire Org Site Access Point

Search by site name
Live Demo
Remote-WFH-UK
Remote-WFH-USA

Remote_Demo_Site(do not delete)

Client

Q,

Juniper Business Use Only

- during This Week -
Last 24 Hr Today
Last 7 Days Yesterday
Last 30 Days IThi5 Week
Custom Date Last Week

This Month

Last Manth

Custom Range

Juniper =

svenrymistAr 1l
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Network Analytics (Y NI =953 #7)

o 1x2 2 2x1 DI DRFRNEBIEETT

Bytes Trend

Bytes Trend

Aﬂtmk
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4. EHER
- Inventory (1 N\ NJEEHE)




Inventory (€ N> NUEIE)

 Organization > Inventory &D. AP O—EH HEZERIEET I

‘ CSV AT AP —ED
Organization k&, U1 MNBD | &> 0—- R\ a] ke

AP —EDMEZRNBIEE

TE—

Inventory (Entire Org) Claim APs
Q EntireOrg  Site
1-7 of 7
: [J status Name ~ MAC Address Model Site Serial Number SKU
EI Access Points e

O B Connected 45.1.104 5c:5b:3_ AP21 Hatsudai _ AP21-US
O @& connected Front Desk sc:sb: I ~r21  Hatsude I ~r21-us

Switches

AP HEIDZHTENTLSYA b
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Inventory (€ N> NUEIE)

Y41 hDZEE

« AP 3R, More > Assign to Site &D. Y1 MNOZEHBIEETT

MIST TEST
Inventory | o Entieorg ~
Q
¥ Status A Name MAC Address
B Connected AP41-Bellin 5¢:5b EE—
1/

More XZ1—H'5
Gamars | < Assign to Site Z1EIR

Rename

Release -10f1
Model Site Serial Number SKU AP %%IJ D%t(b\é
APA1 roc 1N AP41-US -U-,r I\%IEE

AP 7Z1EIR

© 2023 Juniper Networks

/

Assign Access Points

Assign 1 selected AP to site [| S8lectasite -
All &P configurations will be Jg SE1ECt 3 Site Ap arke. Are you sure you want to proceed?
Unassigned

TOC

Cancel

Juniper Business Use Only

Juniper = | 115

seivan vy Mist AT



Inventory (€ N> NUEIE)

AP DExfFFR

« AP (% 1 DD Organization EUNMNR{TFBRCENTEFEA

AP % Organization 599 BRIE#7 Inventory h5UU—ALTLIEEL)

NXTWORK

@ Monitor ) )
Inve n’[ory Switches (Entire Org) ~
Marvis™ a
‘,9."‘ Clients
Status Name:

|Z| Access Points ] MAC Address

&

B pisconnected sc:sb:3s | N sc:sb:3s N

Switches

(+) wan Edges

SRR I D AP iR

<7/ Location

nI:II] Analytics

O o
oo Site

@ organization

More XZ1—H'H
Release Z1EiR

MON,0313PM 2 QO @

Assign to Site

Rename

AP4T NXTWORK
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I Release ’ of 1

Serial SKU
APAT-WW

Confirm Release

Are you sure you want to release these Devices?

Release Cancel

IS
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- RBAC (Role Base Access Control)




RBAC (Role Base Access Control)

« Mist Cloud DiEEREIBRCHULT. EE| (Role) R—=RCLBTIT A EDRTENTIRETT

% Site N\OHELEE

Super User i . 2T Site NOF7ILZRA%ZFFA]

Site MYERE Administrators DEIR

. (=] - . ES LR
Network Admin FEEUIZ Site DEELZE BF O RIR AT
Helpdesk FBTELIC Site DRBIEEYIR— Moy hOFEIT . 2T Site \OF7HLR%EFT]
«  IBTEUIE Site Group AD 7R %EFA]

Observer EELSE Site DEEDH -  IBTEUIE Site NOHTPIR%EFT]

PRI E TR HIE o
Installer YTEAT]

% Mist Al 7 VB FHDOHERR
¥ MSP @ Administrator (ZBZ F DT Organization DI 7 ANEIEETT

[~
@ wa Maonitor E Wired Network | Insights @ wva Monitor I:l Viired Network | Insights PrimarySite » | | T
o | —
() Acce: ) Acce:
B s & s S
@) wan (&) wan o
E : ystem changes s A il Ning
[ succes e [TIIG [ s e [0 - o =rur== “,73;
X NEXRNAINEZE(IAT]
. M A\Y
TETE (2 COBEENIL—7IN
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RBAC (Role Base Access Control)

« IZEIDZEE (L [ Organization] > [ Administrators] TITWE T
« BFI1-JOHEREZE (X HHRI— *D“J%’]U‘J’]UCEQE\ ENNFEIER O TEZITVET

ﬂ ORGANIZATION ’ ORGANIZATION_NAME TUE 038FM 2 O (@)
@) Monitor Monitor [ Administrators
First Name Last Name Email Address Status Role
Marvis™ Ac xxx@juniper.net
Users x@juniper.net b
22 clients
m Access Points
Switches

%5| Switches
(+) wan Edges

Audit Logs
(+) wan Edges ) et v

Client Onboarding
</ Location Inventory

. Mobile SDK

|:|I:I|] Analytics

Settings
(m} :

Site

oo site Configuration
@ Organization Subscriptions

X BFEI1-YDIERZEE X 1—-HENNRFOIERERTE
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- Access Point 8& 51 RS54 >(vBLE F FHHF)




Access Point &1 RS54 > (vBLE FlI )

AP DEE LB RIR

« APYT> B

- RHFCLED Z FAEICLT, RABNIEICGGHIE
(RHE. HEEHNIEE NG)

« AP D% EES

- 2.5~4.5m
- AP D% E bR
Vo - 8~15m b7

« AP OH/)\—&i[H
- 2500 sq feet (232m?2, 1% 8m 2E)

' - Ri@EL
- BLET/\A/ZN5 2AP LI ENBATWBCE (3EE)

2.57~4.5m

a
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