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OFFICE365-CREATE-CONVERSATION

#of 123456 Bandwidth: 12.3GB
Sessions:

Category: Infrastructure Risk Level; s

Characteristics: Capable of Tunneling
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Iser Mame Bandwidth # of Sessions

12.3GB

Takezawa 123456
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SYN Packet
SRC IP = Client IP
DST IP = External Proxy

SYN-ACK
SRC IP = External Proxy
DST IP = Client IP

HTTP Connect

SRC IP = Client IP

DST IP = External Proxy
CONNECT office365.com:443
HTTP/1.1

Host: office365.com

« CONNECT OK

S1ES20REIL—T3

“Host"%#ZMRUT
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SYN Packet
SRC IP = Client IP
DST IP = 0365

SYN-ACK
SRC IP = 0365
DST IP = Client IP
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» S2 (Proxy session)

External proxy

Client Hello »
® [l Client Hello » ®
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SYN Packet
SRC IP = Client IP
DST IP = External Proxy

SYN-ACK
SRC IP = External Proxy
DST IP = Client IP

HTTP Connect

SRC IP = Client IP

DST IP = External Proxy
CONNECT juniper.net:443
HTTP/1.1

Host: juniper.net

“Host"#2Z8RUL T
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SYN Packet
SRC IP = Client IP
DST IP = External proxy

SYN-ACK
SRC IP = External proxy
DST IP = Client IP

Juniper Business Use Only

JUnipPer

tiziiz NETWORKS

DNS External proxy

website

WRFIUTRWMES
Pass through mode¢UTEIHET S

CONNECT juniper.net:443 HTTP/1.1 Host: juniper.net

« CONNECT OK
[ I Client Hello

HTTP Connect SRC IP = Client IP DST IP = External Proxy »

SRX&External proxyTtemporary®tysa>z{Emk
HTTP connect request ZExternal proxyAforwardlL
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TH7ItR5% (URL) &1-H%&%200 0932 ENTRIEE,

HTTPS (SSL) Di&EfE

wrce Port

370

lata

367

364

363

Summary View

Detail View

Destination Country

= Singapore
"= Singapore
== United States
= United States

= Singapore

Web Filtering Events @

Destination P

111.221.28.254

111.221.28.236

40.896.3.210

4077 228.92

111.221.28.254

a1—H4
Destination Port User Name
443 katagiri
443 katagiri
443 katagiri
443 katagiri
443 katagiri
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v10wvortex-win.data. microsoft.com
array305-prod. do.dsp.mp.microsoficom
ouilook.office.com

watson. telemetry. microsoft.com

w10 vortex-win.data. microsoft.com
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