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SRX A\OJ 1>

FERZETIRRED SRX (CPATIN “root” TOJA>
e CLI JY>RT Junos O Operational E— RZicEH)

- root 77H7> MZ Serial Console. F/z(d SSH 1ZHrDMEHDIEE
- SEIFERIC IP 7RL A, root /N\AD—R, SSH H—EXN & EFHDIARE
- Tera Term H'5 SSHv2 1E#: CiEH LTz

ey (Tera Term: HULBIE |
IP ]

7R : 192.168.1x.1 @Tep/IP  ThAMD| EEET SHEEEOIPTEL 2REAH

. e Q) .
H—-EX: SSH (Tera Term) SR OTepet | TCPRHE): 22
1—H%, - root @ Sap [ssH i—Tav (W)

AV RS Juniper SISk,

© 2 U7ILE) T —HE): |COM: IntelR) Active Management

—-—— JUNOS 20.2R3-S2.5 built 2021-07-30 09:45:37 UTC
root% ecli

root> [ ok | Fvven] )
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CLI &
e Junos CLI ® 3 DDE—REBR(CDLT

f

> configure

$ cli

Configuration mode # g

exit

Operational mode > [

exit

q
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Operational T— R

 root 1—Y'T Login 95¢ Shell E=R (JO>TM “%" ) (79X
o cli” LI ATBET Shell E—RN'5 Operational E— RN E)

login: root
Password:

--- JUNOS 20.2R3-S2.5 built 2021-07-30 09:45:37 UTC

root$%
root% cli
root@srx>

 root 1—H LI} T Login 93¢&. Operational E—R (ORI “>" ) (C791ER
o “startshell” £ A9 B2ET Operational E—RHS Shell E— RATEE)

login: user
Password:

—-—— JUNOS 20.2R3-S2.5 built 2021-07-30 09:45:37 UTC
user>
user> start shell

o
o

juniper |«

© 2022 Juniper Networks Juniper Business Use Only T eTwoRes



Operational T—R
e Operational E—RTIEAT—ARADMEZROI AT ARVEREDTIN> Reig

user> °?
Possible completions:
clear Clear PPM related statistics information
configure Manipulate software configuration information
file Perform file operations
help Provide help information
load Load information from file
monitor Show real-time debugging information
mtrace Trace multicast path from source to receiver
op Invoke an operation script
ping Ping remote target
quit Exit the management session
request Make system-level requests
restart Restart software process
scp Copy files via ssh
set Set CLI properties, date/time, craft interface message
show Show system information
ssh Start secure shell on another host
start Start shell
telnet Telnet to another host
test Perform diagnostic debugging
traceroute Trace route to remote

Juniper | s
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Operational T— R

« IX>RIPSESIE TR
- il REEER (RAZAR) ZhEse

clear configure monitor set show AT UR
bgp chassis interfaces isis ospf route  version R IRIEER
4—--"'——"-—‘4-""_”‘ 4-"',‘ »

brief exact protocol table terse 5 5 ki

user> show route terse

inet.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ Active Route, - = Last Active, * = Both

Destination P Prf Metric 1 Metric 2 Next hop
0.0.0.0/0 >192.168.1.254
192.168.1.0/24 >ge-0/0/0.0
192.168.1.1/32 Local

© 2022 Juniper Networks Juniper Business Use Only
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Configuration T—R

 Operational —RICT configure £32 A FBET Configuration E— RS E)

user> configure

Entering configuration mode

[edit]
user#

e fBDI—HYN configuration T— RIC7IZAR(FILA T OERICER <

user> configure
Entering configuration mode
Users currently editing the configuration:
user terminal u0 (pid 6898) on since 2022-07-15 09:15:04 UTC, idle 00:05:48
commit-at

The configuration has been changed but not committed

[edit]
user#
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Configuration E—R : AJ>3>

» configure private X Rz{ERAI3EL. 0J1>1—-H—-EHOD Candidate
Configuration h"AAEaN3 Candidate 1

user> configure private
warning: uncommitted changes will be discarded on exit
Entering configuration mode

Active
Config

%
Candidate 2

. configure exclusive N> RZEHT 2L, 0T/ 1-H - DS EEEZ2TOCLV\P 5
R(CADO) A > 1T - EE B ZITOIEZZEIE T DI EN O] EE

Candidate

user> configure exclusive
warning: uncommitted changes will be discarded on exit
Entering configuration mode

Commit 7]

Jjuniper | s
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show YR

« show VR : JRTAh AT-HAICEIDEHRZRT

> show arp

> show chassis environment
> show chassis hardware

> show chassis routing-engine
> show configuration

> show interfaces

> show route

> show system uptime

> show system users

> show system alarms

> show version

© 2022 Juniper Networks
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show YR : AT33>

« show IV RTI(J terse. brief., detail. £UIZ extensive AT 3> %FEHITBET
R CTERIBERENETE DI EE

 terse. brief DATSAUNIATIAORUOEIFERELEA . KOG ERBIRHNRSRS
n3

o detail. extensive DA T AUFIATIAURUDBRELEN, DFFHARNERHNRIIND

X V- ILoEFIHEE (BRI Configuration £—R1/V—TEEULERAR)
Sa—-bhybF— o B=YILERE. OV RERE, RE
- {H5CHEBE © Space. Tab +—
o BXFIVY)
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show JY>R : ATJ>3>

> show interfaces ge-0/0/0 terse

user> show interfaces ge-0/0/0 terse

Interface Admin Link Proto Local

ge-0/0/0 up up

ge-0/0/0.0 up up inet 192.168.1.1/24

> show interfaces ge-0/0/0 brief

user> show interfaces ge-0/0/0 brief

Physical interface: ge-0/0/0, Enabled, Physical link is Up
Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 1000mbps,
Loopback: Disabled, Source filtering: Disabled, Flow control: Disabled,
Auto-negotiation: Enabled, Remote fault: Online
Device flags : Present Running
Interface flags: SNMP-Traps Internal: 0x0
Link flags : None

Logical interface ge-0/0/0.0
Flags: Up SNMP-Traps 0x0 Encapsulation: ENET2
Security: Zone: Null
inet 192.168.1.1/24
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show JY>R : ATJ>3>

> show interfaces ge-0/0/0 (AT>3>7iU)

user> show interfaces ge-0/0/0

Physical interface: ge-0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifIndex: 513
Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Link-mode:
Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,

Full-duplex,

Ethernet-Switching Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled,

Remote fault: Online
Device flags : Present Running
Interface flags: SNMP-Traps Internal: 0x0
Link flags : None
CoS queues : 8 supported, 8 maximum usable queues
Current address: ec:13:db:db:65:80, Hardware address: ec:13:db:
Last flapped : 2022-08-01 16:07:41 UTC (00:09:59 ago)
Input rate : 0 bps (0 pps)
Output rate : 0 bps (0 pps)
Active alarms : None
Active defects : None
PCS statistics Seconds
Bit errors 0
Errored blocks 0
Ethernet FEC statistics Errors
FEC Corrected Errors 0
FEC Uncorrected Errors 0
FEC Corrected Errors Rate 0
FEC Uncorrected Errors Rate 0
Interface transmit statistics: Disabled

Logical interface ge-0/0/0.0 (Index 72) (SNMP ifIndex 521)
Flags: Up SNMP-Traps 0x0 Encapsulation: ENET2
Input packets : 0
Output packets: 27
Security: Zone: Null
Protocol inet, MTU: 1500
Max nh cache: 100000, New hold nh limit: 100000, Curr nh cnt:
Curr new hold cnt: 1, NH drop cnt: O
Flags: Sendbcast-pkt-to-re, Is-Primary
Addresses, Flags: Is-Default Is-Preferred Is-Primary
Destination: 192.168.1/24, Local: 192.168.1.1, Broadcast:

© 2022 Juniper Networks
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show JY>R : ATJ>3>

> show interfaces ge-0/0/0 detail

user> show interfaces ge-0/0/0 detail
Physical interface: ge-0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifIndex: 513, Generation: 141
Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Link-mode: Full-duplex,
Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,
Ethernet-Switching Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled,
Remote fault: Online
Device flags : Present Running
Interface flags: SNMP-Traps Internal: 0x0
Link fle : None
CoS queues : 8 supported, 8 maximum usable queues
Hold-time : Up 0 ms, Down O ms
Current address: ec:13:db:db:6 0, Hardware address: ec:13:db:db:65:80
Last flapped : 2022-08-01 16:07:41 UTC (00:11:32 ago)
Statistics las leared: Never
Traffic statis
Input bytes
Output bytes
Input packets:
Output packets: 33
Egress queues: 8 supported, 4 in use
Queue counters: Queued packets Transmitted packets Dropped packets
32 32
0
0
0
Mapped forwarding classes
best-effort
expedited-forwarding
assured-forwarding
network-control
Active alarms
Active defects
PCS statistics
Bit errors
Errored blocks
Ethernet FEC statistics
FEC Corrected Errors
Uncorrected Erro
Corrected Errors Rate
iC Uncorrected Errors Rate
Interface transmit statistics: Disabled
MACSec statistics:
Output
Secure Channel Transmitted
Protected Packets
Encrypted Packets
Protected Bytes
Encrypted Bytes
Input
Secure Channel Received
Accepted Packets
Validated Bytes
>rypted Bytes

Logical interface ge-0/0/0.0 (Index 72) (SNMP ifIndex 521) (Generation 142)
Flags: Up SNMP-Traps 0x0 Encapsulation: ENET2
Traffic statistics:
Input bytes 0
Output bytes : 1386
Input 8 0

© 2022 Juniper Networks

Output packets:
Local statis
Input bytes
Output bytes
Input packets:
Output packets:
Transit statisti
Input bytes
Output bytes
Input packets:
Output packets:
Security: Zone: Null
Statistics
Flow Input statistics
Self packets
ICMP packets
VPN packets
Multicast packets
Bytes permitted by policy
Connections established
Flow Output statistics:
Multicast packets : 0
Bytes permitted by policy : 0
Flow error statistics (Packets dropped due to):
Address spoofin
Authentication failed:
Incoming NAT errors:
Invalid zone received packet:
Multiple user authentications:
Multiple incoming NAT:
No parent for a gate:
No one interested in self packets:
No minor session:
No more sessions:
No NAT gate:
No route present:
No SA for incoming SPI:
No tunnel found:
No session for a gate:
No zone or NULL zone binding
Policy denie:
Security association not active:
TCP sequence number out of window:
Syn-attack protection:
User authentication errors:
Proto net, MTU: 1500
Max nh e: 100000, New hold nh limit: 100000, Curr nh cnt: 1,
Curr new hold cnt: 1, NH drop cnt: 0
Generation: 156, Route table: 0
Flags: Sendbcast-pkt-to-re, Is-Primary
Addresses, Flags: Is-Default Is-Preferred Is-Primary

Destination: 192.168.1/24, Local: 192.168.1.1, Broadcast: 192.168.1.255,

Generation: 156

Juniper Business Use Only
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show JY>R : ATJ>3>

> show interfaces ge-0/0/0 extensive

user> show interfaces ge-0/0/0 extensive
Physical interface: ge-0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifIndex: 513, Generation: 141
Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Link
Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error
Ethernet-Switching Error: None, MAC-REWRITE Error: None,
Source filtering: Disabled, Flow control: Disabled, Auto
Remote fault: Online
Present Running
Interface flags: SNMP-Traps Internal: 0x0
Link fle : None
CoS queues
Hold-time
Current addres
Last flapped
Statistics las
Traffic statis
Input bytes
Output bytes
Input packets:
Output packets:
Dropped traffic statistics due
Input bytes
Output bytes
Input packets:
Output packets:
Input errors:
Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Poli
L3 incompletes: 0, L2 channel errors: 0, L2 mismatch t
FIFO errors: 0, Resource errors: 0
Output errors
Carrier transitions: 1, Errors: 0, Drops: 0, Collision
FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0,
Egress queues: 8 supported, 4 in use
Queue counters: Queued packets Transmitted packet
37 3
0
0
0
Queue number: Mapped forwarding classes
best-effort
expedited-forwarding
assured-forwarding
network-control
Active alarms : None
Active defects : None
PCS stati Seconds
Bit errors 0
Errored blocks 0
Ethernet FEC statistics Errors
FEC Corrected Errors
Uncorrected Errors
Corrected Errors Rate
Uncorrected Errors Rate
MAC statistic Tra
Total octets
Total packets
Unicast packets
Broadcast packets
Multicast packets
CRC/Align errors
FIFO errors
MAC control frames

Device flags

8 supported, 8 maximum usable queues
Up 0 ms, Down 0 ms

2022-08-01 16:07:41 UTC (00:12:51 ago)
leared: Never

© 2022 Juniper Networks

ec:13:db:db:6 0, Hardware address: ec:

-mode: Full-duplex,
: None,

Loopback: Disabled,
-negotiation: Enabled,

13:db:db:65:

ced discards:
imeouts: 0,

s: 0, Aged packets: 0,
Resource errors: 0

s Dropped packets

7

nsmit
2368

7
0

Fragment frames
VLAN tagged frames
Code violations
Filter statistics:
Input packet count
Input packet rejects
Input DA rejects
Input SA rejects
output packet count
Output packet pad count
Output packet error count
CAM destination filters: 2, CAM source
Autonegotiation information:
Negotiation status: Complete
Link partner:

filters:

Link mode: Full-duplex, Flow control: None,

Local resolution

Packet Forwarding Engine configuration:
Destination slot: 0
CoS information:
rection : Output
S transmit queue Bandwi

best-effort 5 950000
network-control 50000
Interface transmit statistics: Disabled
MACSec statistics:
Output
Secure Channel Transmitted
Protected Packets
Encrypted Packets
Protected By
Encrypted Bytes
Input
Secure Channe
epted Pa
Validated By
Decrypted Bytes

Logical interface ge-0/0/0.0 (Index 72) (SNMP

Up SNMP-Traps 0x0 Encapsulation:
> statistics:
bytes
byt
packets:
packet
Local statistics:
Input bytes
Output bytes :
nput packets:
Output packets:
Transit statistics:
nput bytes :
Output bytes :
nput packets:
Output packets:
Security: Zone: Nul
Flow Statistics
Flow Input statistice

o
w  ©
® oo o

cooo

Flow control: None, Remote fault: Link OK

dth
bps
000
000

ENET2

Remote fault: OK

Priority  Limit

low

ifIndex 521) (Generation 142)

Juniper Business Use Only

Self packets

ICMP packets

VPN packets

Multicast packets

Bytes permitted by policy

Connections established
Flow Output statistics:

Multicast packets

Bytes permitted by policy

Flow error statistics (Packets dropped

Address spoofing:
Authentication failed:
Incoming NAT errors:

Invalid zone received packet:
Multiple user authentications:
Multiple incoming NAT:

No parent for a gate:

No one interested in self packets:

No minor session:
No more sessions:

No NAT gate:

No route present:

No SA for incoming SPI:

No tunnel found:

No session for a gate:

No zone or NULL zone binding
Policy denied:

Security association not active:

TCP sequence number out of window:

Syn-attack protection:
User authentication errors:
Protocol inet, MTU: 1500

Max nh cache: 100000, New hold nh limit:

Curr new hold cnt: 1, NH drop cnt:
Generation: 156 : 0

cocococoocoococoococoooo

due

Flags: Sendbcast-pkt-to-re, Is-Primary

Addresses, Flags: Is-Default Is-Preferred
Destination: 192.168.1/24, Local:

Generation: 156

to) :

100000,

-Primary

.168

168.1.255,

juniper |




12V —=)big

I L

PYETRE

Space: AR EIE(IGED
b: BIEIE(CRD
d: % [HEED

Enter: 1

/,

1

TiEE

/string: IRZR
n: BIRXR

qa: JOYTNIR? (D Abort )

=ijn

Ch)

L 7I(CEA T DIRE

o [EHI(C ---(more)--- prompt H'FTR~REN
TWBEE(FLALT OF—%={E)

UCIRE

h: NBFE-NITOFRR
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user> show configuration
## Last commit: 2022-07-15 10:04:45 UTC by user
version 20.2R3-S2.5;
system {
root—authentication {
encrypted-password
"$65zD7ag5v0S$STIFul 2bzwmnRtLm40OE9546HZ 6DgktybwfaYEfYRqgd1AT
PusOhghi6TuBPvMfdT.CxNQFuzSqgbEQO86HpiZbv0"; ## SECRET-DATA
}
login {
user user {
uid 2000;
class super-user;
authentication {
encrypted-password

"S$S6SSZPCL2gdSUICNYS6sUhKvEDVIWG9.hkm9rO0H1QZulrpSzUa9VgfyeFF
ez1N4/1wl7Dy6NOwFX01iLJvZ7/wgPYS7ZP.ETgYb1l"; ## SECRET-DATA
}

}
}
}
interfaces {
ge-0/0/0 {
unit 0 {
family inet {
-—— (more) ———

Juniper Business UseOnly T NETWORKS
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1Y —)LBIEE I(CEET51EE | no-more

« I2Y-ILHEAE CLl ORI -84 X%=EEL TEME
. HAONBNZWEE. CLI BIEI(C ---(more)--- Z&xR~U. HHZDFTERR
« “ | no-more” AT %ERAL. BHhEHZ—E(CFRRIDENTIEE

user> show configuration | no-more
## Last commit: 2022-07-15 10:04:45 UTC by user
version 20.2R3-S2.5;

system {
root—authentication {
encrypted-password
"$65zD7ag5v0OST7TIFul2bzwmnRtLm40E9546HZ6DgktyowfaYEfYRggdlAIPusOhghi 6TuBPVMEdT .CxNQFuzSgbEQO86HpiZb

v0"; ## SECRET-DATA

}
login {
user user {
uid 2000;

X " set cli screen-length < 1728 > ” OY>RT more RROITEISTELRIEE

juniper | s
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AT " ATZ3a>OFFE
Un|x BEROINAT " ZHiRk—B. config 1 show IV RRBECTERIF)

root@lab> show configuration | display set
* root@lab> show log messages | no-more
« root@lab> show route | find 192.168.1.0
« root@lab# show interface | save interface_config.txt

user> show configuration | ?

Possible completions:

append
compare
count
display
except
find
hold
last
match
no-more
request
save
tee
trim

© 2022 Juniper Networks

Append output text to file

Compare configuration changes with prior version
Count occurrences

Show additional kinds of information

Show only text that does not match a pattern
Search for first occurrence of pattern

Hold text without exiting the --More-- prompt
Display end of output only

Show only text that matches a pattern

Don't paginate output

Make system-level requests

Save output text to file

Write to standard output and file

Trim specified number of columns from start of line

Juniper Business Use Only
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JNAT | (8RR

« Configuration DFXRGEZZHE (display set)
. BERFICHIA, T TOFTOAAE
user> show configuration interfaces user> show configuration interfaces | display set
ge-0/0/0 { set interfaces ge-0/0/0 unit 0 family inet address
unit 0 { 192.168.1.1/24

family inet { set interfaces irb unit 0 family inet address
address 192.168.1.1/24; 192.168.100.1/24

}
}
}
irb {
unit 0 {
family inet {
address 192.168.100.1/24;

= 5L
KRGS BIFHORIT I ERIROI AL

Juniper Business UseOnly T NETWORKS
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JNAT | (8RR

« BEIH®D Configuration DI71ILADOH I 57E
Operational E—R(CT show configuration | save <t 155+J71IV&>

user> show configuration | save ftp://test@192.168.1.23/SRX Config

Password for test@192.168.1.23: FTP H—/)IAH

ftp://test@192.168.1.23/SRX Config 100% of 1356 B 2021 kBps
Wrote 59 lines of output to 'ftp://test@192.168.1.23/SRX Config'

« ¥REFD configuration DI7AIIADHE D FE
Configuration E—RICT save <tBHE+I71IL&>

root# save /config/EDITING-CONFIG.txt

Wrote 59 lines of configuration to '/config/EDITING-CONFIG.txt' /config/ N\
MARGFELEZIBETEURVSSE. user O home directory A 1EN3

 Config DIFEDXFHz2FERLIATOZER< (match)

user> show configuration | display set | match ssh

e e e e
| \
set system services ssh protocol-version v2 X7 ssh JESDITERR

© 2022 Juniper Networks Juniper JUﬂHDer | 48



Junos 71V AT LAORERYICDWLT

» Junos T(EIRREERI7AIA® Log T7AIREZTFANI AT L EDTALIRIICT
BHEIND

/config
FERBOI>I(IL—2a eizE 3HAREFTOIDIT1IL -3z i&N

/var/db/config
4 HRLBEDI> T4 — 23> % &5
gz e ICEMBSN TR FESN TLVB N file show IY> RTRRBIEE
FreeBSD Tl zcat DNV RTR/ROJEE

/var/tmp
Junos YIRII 77T —REFRE, image &I 371K
Fie. BT —FE>OAT7H> T I74 )\ %A&HA

/var/log
£7%& Log t° Trace option #EEICTEUEUIET ) \W IBEHR I7 A L & AZHK

/var/home
L1 -YOR— LTI NIHMERENS
£1-H0-HUARFURIBREETE I -YOR— LT 1L NS
BZ(E, IRIEERASROI T4 % save IV RICTRFURIBERE Junper |
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Junos J71I > AT LDFERLICDWT
o ZT4LINISHEHAL TWBI7A IV DIEER T

> file list /<directory>/

;32;%;; st JRit) laeme, /var/home fic F DIEHZZ
' 1—Y (SAMPLE) OF7</LININZFTE

SAMPLE/

fOOtjhfi1fsi;;EEjﬂ’ar/home/SAMPLE/ /var/home/SAMPLE Bt F DIEHREZRT
o ' 1-9 (SAMPLE) HMERkUTz TEST_CONFIG OJ7AILhMFIE

TEST-CONFIG

» TALINBCTFOI7/IVANEOMEER TS5

> file show /<directory>/<file_name>

root> file show /var/home/SAMPLE/TEST-CONFIG 1—Y (SAMPLE) hWERKUI=
## Last changed: 2022-07-15 10:18:41 UTC TEST_CONFIG %HE:2
version 20.2R3-S2.5;

system {

root—-authentication {
encrypted-password

Juniper | s
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il

Junos EAHEIEIVYR

e Junos CIHEAEIRCMHEBEEEZ Y R—
* Ping
* Traceroute
 Telnet/ SSH
* Monitor

Ping: v KNI —JDIFRBHEES
>ping 7RLX + AT33>
Bl : 172.27.112.1 '\ 512 byte O ping Z 3 [B]=Efih

user> ping 192.168.1.23 count 3 size 512

PING 192.168.1.23 (192.168.1.23): 512 data bytes

520 bytes from 192.168.1.23: icmp seqg=0 ttl=128 time=4.446 ms
520 bytes from 192.168.1.23: icmp seg=1 ttl=128 time=3.995 ms
520 bytes from 192.168.1.23: icmp seg=2 ttl=128 time=2.633 ms

---192.168.1.23 ping statistics —---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 2.633/3.691/4.446/0.771 ms

© 2022 Juniper Networks JUﬂH:)er | 51
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i
il

JEIEY VR

Traceroute : RYNJ—DDFXE&MESR
> traceroute 7RLX + AT<3>
5] : 8.8.8.8 )\ ge-0/0/0 H'5 traceroute %Kl

Junos E

user> traceroute 8.8.8.8 interface ge-0/0/0
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 40 byte packets
1 192.168.1.254 (192.168.1.254) 3.268 ms 1.577 ms 1.349 ms

(snip)
9 8.8.8.8 (8.8.8.8) 8.195 ms 6.075 ms 5.742 ms

Telnet / SSH : Ry NI—I( it NIcikzs Z1R1F
> telnet 7RLZ + AT23>
5] : 192.168.1.2: port 23 \ telnet # =Xl

user> telnet 192.168.1.2 port 23
Trying 192.168.1.2...
Connected to 192.168.1.2.

Escape character is '*]'.
login:

© 2022 Juniper Networks Juniper Business Use Only Jumlper | 2
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monitor JY>R

monitor IY¥>R @ IRTED I/F BINST1v IR RER <
> monitor interface traffic
% Interface O NS4 wOZUT AL LR

Interface Input packets
ge-0/0/0 280
gr-0/0/0
ip-0/0/0
1sg-0/0/0
1t-0/0/0
mt-0/0/0
sp-0/0/0
ge-0/0/1
ge-0/0/2
ge-0/0/3
ge-0/0/4
ge-0/0/5
ge-0/0/6
ge-0/0/7
esi Up
fti0 Up
gre Up
ipip Up
irb Up

0

Output packets
329

(@)
(@)

P o
O O O O O O O O OO o m

cNeoNoNoNoNolNolNolNolNolNololNolNole]
— — — — — — — — — — — — — — 3

O O O O O O OO OO OO ooo oo
O O O OO O OO OO OoOoooooo

Bytes=b, Clear=c, Delta=d, Packets=p, Quit=g or ESC, Rate=r, Up="U, Down="D

JUNIREr
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request YR

e request IV¥>R : SXAFAOEFCEHIIINV REEIT
X\ XA R request IV RIEEFMUBVESBEEVNWZUET

© ATz BiE)

> request system reboot

o SAFLEIAYRNITD

> request system power-off

o SATLEHEME

> request system zeroize

o« BiRk— NI ERIEIRZEVS

> request support information

« EKE123 Configuration J71)%{E%F ( rescue config DIRF)

> request system configuration rescue save

« OSZPYIJL—R

> request system software add <I7AJLH>

juniper | s
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Junos OYVIJNIT77wI L —R

« VYIRIIF7PYT L —RF|E
1. RO Junos OS #H>0—R

https://www.juniper.net/support/downloads/group/?f=junos

JUNIpEr

Products & Services Support Training HowtoBuy Q

Contact Us 3Notiﬁcations

O Account v

Support

2. CLI OY>RT Junos VJNII 7%
FTP/TFTP Y—)\h55 /{4 X (/var/tmp) (CIRTF

> file copy ftp://0942ID @7RLUR/Junos )\vor—T% /var/tmp

3. TIARREFUL\Wwr—2%0—-K

4. tEanxBicE)

> request system reboot

© 2022 Juniper Networks Juniper Business Use Only

Downloads Knowledge Base Service Request Manager My Juniper Community

root> file copy ftp://test@192.168.1.23/junos-
srxsme-20.2R3-52.5.tgz /var/tmp
Password for test@192.168.1.23:
/var/tmp//...transferring.file
100% of 385 MB 2539 kBps 00m0O0s

92LXun/

root@> request system software add

/var/tmp/junos-srxsme-20.2R3-S2.5.tgz
NOTICE: Validating configuration against
junos-srxsme-20.2R3-S2.5.tgz.

(snip)

root> request system reboot

Jjuniper | s
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Junos CLI #&4E
~ Configuration E—R ~
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“Commit & Rollback”

Configuration T—RTIToIEREZ E (. Candidate Configuration &UT/RIFEN.
“commit” 93X T:E(L Active Configuration £U TR0
A—REhEXIZETE. “rollback” Y2 RICTICICHIDIAREICR D CEN B EE

[ commit \ @
Candidate Active

Configuration Configuration

e D

‘ BEH0 ‘
a>749 774

>4 74

0 |1‘”2‘|| ]
NN\

& rollback n j
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“Commit & Rollback” (7=X)

Configuration E— RTIToOIEEREZ B (L. Candidate Configuration LU TRIFSN,
“commit” IBFTiNTEIL Active Configuration &UT/RERENZL)
A—EhEXIEHEETH. “rollback” IN> RICTICICRIDIRRE(CR B CEN BT BE

RELEBLCEN DS
WD THIRERIREL TPOEUAETEE ( commi t \

IEUE UTe Config 25z BR

Candidate Candidate Config %z Active
Active Config (CfzBR Configuration

Configuration
BED Config ZIFUHL

N>R 22T
Candidate Config | 0 oo hRELAE
— T XXXXXXXXXX }7='<L/b TGT l
%%ﬁ% zit XXXKXXXKXXKX l
delete XXXXXXXXXX
delete XXXXXXXXXX O | 1 I I p) 1' 1

— : - < \ rollback n j \/ \/

— | = commit UIZHhET
IRV E(CRSIEB AR, e — commit BF(CEHEIRIICSEZED Config %7
RiF - EE

Jjuniper | s
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Junos : commit at time A>3>
. BERMOBESE (OFF 251 ABI3RERLR)

« commit atxxoexx  (time) JY>RT commit 93¢, I8 EUREEISGREI7AIL
% Activate 932¢EHB]EE

A>T A94 AIC Commit KB ENHY(CEESN DD,

BEEANZIDREICIRFITIMENTR




Junos : commit confirmed A>3

- RTEDOBENEIRHLEE (E1—Y>2IF—-(CEBMITILBALEDTES)
« commit confirmed JY>RT commit 93¢, BE commit UERUV\ED Default 1070
Tt Config (C rollback 23

- FBEULEREIHBLE Default ® 10 737BAAIC 2 EBHO commit Z ANBET.
Config (XFTR(A&INENS

GTERNEVDEZE commit UTUZEV SSH RENENSIR>TUFORED.
—EREIOHE 1 DEIOD Config (CEBENEIHT 2128, VE— N ADONIS—ZERFREIEF

oA NO—ILESTE
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s EDIENN (set)

e set IVR : SREDENMEE
e commit 9A3FXTIIERTEITFIRENLL

user# set system services dns

e commit FBETHIHTEHEL TLBT NNARICEENEHINS

user# commit
commit complete
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s EDHIBR (delete)
e delete ON¥>R : ERTEDHIPR
o commit 93X TCIIERTE (FRIRENZL

user# delete system services dns

« D commit IBETEMEL TWDT /M RICEEEHIBROZE N RIREND

user# commit
commit complete
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mEP DL TEM:: (show | compare)

- show | compare YR : #REFDETELRI DR TEZLLE

user# set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.1/24
user# show | compare
[edit]

interfaces {

ge-0/0/0 { Active Config £ LEEU T, ge-0/0/0 (C IP 7 RLADENH RSN S

.
.
+ unit 0 {

T family inet { + 1 BN
+ address 192.168.1.1/24; — - HIRg
.
.
.
.

« BED Config LIREF DR TEZLLE T B EET]HE

user# show | compare rollback [1-49]

Candidate
Configuration

# show | compare

Juniper |«

© 2022 Juniper Networks Juniper Business Use Only T eTwoRes



s TE 71 IDIE]

e rollback O¥> R :

(rollback)

sSTE I IIVDIEIR
o BBUGGRTEIT7TIIZIEET BI5SI(C. rollback Y RZig A
(rollback (Z rollback 0 DES)

user# rollback

* rollbackn (0-49) TI7A(IES%ZIEET. BEDRTEZ Candidate Config (CIE—93EN

oJge. BRCBEDIRREICRER I CENTIEE (B 50 tHRDORETT I 5 BENMET)

user# rollback ?
Possible completions:
<[Enter]>
0

© 2022 Juniper Networks

Execute this command
11:
11:

2022-07-15
2022-07-15
2022-07-15

2022-07-15
2022-07-15
2022-07-15
2022-07-15

11

10:
10:
10:
10:

12:
10:
:07
18:
15:
:39
04:

12

46
41

:58

36
12

45

NNNNNNNN
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commit A7>3> (commit check / at)

e commit check IN¥>R | #8XFIVIDHELT
o BX(CBIEHMNONX., XHEFTZER
o WESICEIENLED commit GEIFE) (FEniu

user# commit check
configuration check succeeds

« commitat IN¥>R : HEFZIETEL T commit DETZ 1Y
e hh:mm:[ss] &fzld “yyyy-mm-dd hh:mm:[ss]”

user# commit at "2022-07-15 11:30"
configuration check succeeds

commit at will be executed at 2022-07-15 11:30:00 JST
Exiting configuration mode

© 2022 Juniper Networks Juniper Business Use Only
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Configuration ®O—R (load)

e load OY¥>R : Configuration J71)lZz0—R
¢ load OY> RIFVKDOHDA TSI METE

« load factory-default TimHEIFD Config 20— R
 load override <filename> O—RUJz Config (CKAEEIRX
 load merge <filename> O0— KUz Config ZiEMN

user# load ?

Possible completions:
factory-default Override existing configuration with factory default
merge Merge contents with existing configuration
override Override existing configuration

patch Load patch file into configuration

replace Replace configuration data

set Execute set of commands on existing configuration
update Update existing configuration

* Config J7A)UIHMEBD FTP B —) U0 AT (LI NN O— R HIEEREE

user# load merge /var/tmp/saved config.txt

user# load merge ftp://user:passwd@192.168.1.23/saved config.txt

Juniper |«
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Configuration ®O—F (load set terminal)

load set terminal J¥>R : CLI TEEHID set 1> T« %BED(FFT2EE(T{ER

user# load set terminal
[Type *D at a new line to end input]

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

load complete

services
services
services
services
services
services
services
services
services
services
services
services
services
services
services
services

security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware

< BAOf+(34% CTRL+D >
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profile
profile
profile
profile
profile
profile
policy
policy
policy
policy
policy
policy
policy
policy
policy
policy

feeds-cc-pl

feeds-cc-pl default-rule then action permit

feeds-cc-pl
Inf-hosts c
Inf-hosts d
Inf-hosts d
pol-cc CC fe
pol-cc Infec
skyatp test
skyatp test
skyatp test
skyatp test
skyatp test
skyatp test
skyatp test
skyatp test

Juniper Business Use Only

« set DV ROKRKEZIE— & R—AMF(C Config DENIZUNBAITS

category CC

default-rule then log

ategory Infected-Hosts
efault-rule then action permit
efault-rule then log

eds-cc-pl

ted-Hosts Inf-hosts
match application HTTP
match verdict-threshold 3

then action permit

then notification log
inspection-profile test
fallback-options action permit
whitelist-notification log
blacklist-notification log

BEDAT T ZRD
Config = Terminal
ETR=INU. BRERIC
e4TLTHS CTRL+D
ZH U CGERAAD

FrorIUrWEE([E
CTRL+C Tikl13

junper | 4



Configuration @

 load merge terminal JY¥>R : CLI TiEHI®D Config ZALD{TI1DEE(TIERE

—R (load merge terminal)

« KEDIE—-&R—ZAMF(CE Config DENZIFUNBHITD. Bz EAIDOFEENSIENND
Config Z1% A9 3EEZTO/\ANEEIE
e relative AT 3> %325 WBPEE(CILU T Config OBSESHS3—Miwbhans

[edit]
user# load merge terminal

[Type "D at a new line to end input]
protocols {
ospf {
export static-route;
area 0.0.0.0 {
interface ge-0/0/0.0;
interface ge-0/0/1.0;
interface 100.0 {
passive;
}
}
}
}
policy-options {
policy-statement static-route ({
from {
protocol static;

route-filter 10.1.1.0/24 longer;

}
then accept;

}

}

load complete

< BADfF1318 CTRL+D >

© 2022 Juniper Networks

[edit protocols ospf]
user# load merge terminal relative
[Type "D at a new line to end input]

area 0.0.0.0 {

interface ge-0/0/0.0;
}
area 0.0.0.1 {

area-range 192.168.16.0/20;
Interfaces. protocols interface ge-0/0/3.0;
° policy-options & :

area 0.0.0.2 {

B L AIDFESIH SRR nses

default-1sa {
LJ_CL\< default-metric 20;
metric-type 1;
type-7;

}

no-summaries;

area-range 172.16.12.0/22;
}
area-range 192.168.48.0/20;

}

load complete

< BRY fF 1+, CTRL+D >

stub default-metric 10 no-summaries;

=

protocols ospf D&/E
(CF2EIL area D
Config 121180

protocols { ospf{ @
SO (IAE
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Configuration -
o FXERMERIVR

e set

delete

show

show | compare

e SWTENRIRIVR
e commit
rollback

load

——R 0 OV ROV —

. I\SA=H%ZELTE

: A°5>( % HI R

. SXTEUEARAETDRR

: %ﬁ%q:'@ Config LB D Config DEDEFR I~

. RELILESTEZ Active Config (2 iR
. BZED Config Z0—RU TIRENBSZITICR T
: SREULRIPAIIVZO-R

Juniper Business Use Only
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BRI 3— My -
. H-VILOIE

Ctrl-B 1 XFR?
Ctrl-F 1 XFED
Ctrl-A ITHE(CFE &)
Ctrl-E ITRICEEE

o XZFDHIFR
Delete / Backspace h—Y)LBID 1 XF%H|IPR

Ctrl-D H—-VIED 1 XZE%HIBR

Ctrl-K H=YI BT RETZHIBR

Ctrl-U T2 I NTHIBR

Ctrl-W IREADEROEHEEEE. h—=YILLDAEBID 1 EFEZHIFR
. ZOA

Ctrl-P or 1 N> REREORIZR T~

Ctrl-N or | V> REEFED R 2=~

? IRICATIAREINV RIS A-HIDE> MeFRoR
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IN> MESTEEY I5—

o V> RETEHERE
e Space¥— / Tab¥— : EIFE{EZ#H5C
e TabF—(FT1-—YNEFEUZ Policy:at Filter&D5EHo]EE

user# set interfaces ge-0/0/0 unit 0 family inet filter input ?
Possible completions:

<fjilter—-name> Name of the filter
[firewall filter]

user@srx# set interfaces ge-0/0/0 unit 0 family inet filter input T[tab]

e XTI S5—DEA
o BNXI(EEDNDDE syntax error ZFRIR<
« NY-DIFIS—ERBIEHZRT

user# load replase

N

syntax error, expecting <command>.

juniper | ox
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Configuration -

—— R : Operational E—RDIV> REELT

run JY > RICLD. Configuration E—RCHUWT show IV REFEZZETTU. status

FhERIBAEN AIEE
« Operational T— R CHEFRRIEERERTOIV> RDOELT
 Operational T—RIRZ3VHERL

run JY¥> Rz2{EAU. interface DIAREZTESR

user# run show interfaces

Physical interface: ge-0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifIndex: 513
Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Link-mode:
Full-duplex,
Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,
Ethernet-Switching Error: None, MAC-REWRITE Error: None, Loopback:

Disabled,

Source filtering: Disabled, Flow control: Disabled, Auto-
negotiation: Enabled,

Remote fault: Online

Device flags : Present Running

(snip)

© 2022 Juniper Networks
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HYEl e

interface D% EZHMERR

user# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
address 192.168.1.1/24;
}
}
}
irb {
unit 0 {
family inet {
address 192.168.100.1/24;

juniper | =
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> AT hERTE

e Junos TI\MADI AT AICEHTS3

I1-H3%7E
o IRANZDEHTE
o BFUESTE
« DNS %7
o TI\AADY—-EXRTE
- BIBA(HITI-ANTE
« OJDSTE
« SNMP %7E

/

R
Frit
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ST LRTE

e 1—YH3%TE
. root 1—HM/)SAT—REHTE (KNERTFEE : RBEDES commit NIS—ER3)

root# set system root-authentication plain-text-password
New password:

Retype new password:

e root 1—HLSDI-H7hHD> Ne{ERK
o FTIAINTE 3DDI1-H)5 2% &R E]HE
« read-only : view (show JVY>RRE)
- operator : clear. network. reset. trace. view (F—E>20D{FLE. ping / telnet. etc)
 super-user : all (A7)

root# set system login user TEST class super-user authentication plain-text-password
New password:

Retype new password:
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ST LRTE

« INAMEDELTE

root# set system host-name LAB

o BXEETE
« Time zone Z3I57E

root# set system time-zone Asia/Tokyo

« NTP H—)\Z187E

root# set system ntp server 10.10.10.100

« DNS :%iE

root# set system name-server 192.168.1.100

© 2022 Juniper Networks JUﬂHDer |
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ST LRTE

e TINAADY—EAZSTE
« Telnet. SSH (C&LB3 7V AZ2ERNEETE

root# set system services telnet
root# set system services ssh

root# set system services ssh root-login allow Root 1—HEUT SSH TOJ A > UIRVBEICEETE

* FTP. Netconf DY —EXZBERIERTE

root# set system services ftp
root# set system services netconf ssh
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> AT hERTE

» BEA2III-AEKE
- Bl 1: EXDEIR(2HI1-2Z (me0) ZHIE

root# set interfaces me0 unit 0 family inet address 192.168.1.1/24

« 5l 2: MX. SRXDEIEA(>HTI1—X (fxp0) ZiLTE

root# set interfaces fxpO unit 0 family inet address 192.168.1.1/24

EX3400 rear view

XEIHER— M,
MX/SRX (& “FXP0”. EX (& “MEQ”. QFX (X “EMO0”. EX/QFX @ VC Tl “VME (Virtual ME) " ¢t
Branch SRX @ Low End (SRX300/320) 7:&. Out of Band OEIEK— MEUVET I HEFEE

Jjuniper |
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> AT hERTE

- OJDERTE |
« Syslog H—/\, J73U541, OJ LRI ZIBTE
« ffl: IRTOLANILOOY % 10.10.10.1 NIXAZ

root# set system syslog host 10.10.10.1 any any

H Syslog LAJLICDUWT
= emergency: VIRNII7IADIR—R> NOBESR LE B ARRDOAY -

alert: T —ANR=AREDT—FHHERE, BES(HEENERIR O -
critical: YIBEN RIS -REERBRBENDDIRTDAVET -
error: FELDEZEANEDVRVNIT RO -
warning: EZA T DB EN S DI D AT —
notice: I5—TERVH, FFRlIBRUIENMEE R B BIEEENH DI DAY -
info: XROANY NETZIFELT R DAY -

& any: INTOLNIDAyT—>
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> AT hERTE

« SNMP & 7E
« SNMP J=1=51%1{FERk
o 5] : J21=744%% public (CEXTE. FEHAHDHEFE]

root# set snmp community public authorization read-only

« SNMP oW J%ESTE
o {5 1 RNSWTMDiX{S7c% Loopback O (. FE5c% 10.10.10.1 (CE%TE

root# set snmp trap-options source-address 100

root# set snmp trap-group <group-name> targets 10.10.10.1

Juniper | w
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1> T1— A1 TDIREL
A2HAITT=RFIATEL T DLSICZRED
Type: fe-x/x/x: Fast Ethernet ports
/ ge-x/x/x: Gigabit Ethernet ports

ge-o / 0 / 0 xe-x/x/x: 10 Gigabit Ethernet ports
et-x/x/x: 40/100 Gigabit Ethernet ports

Port number

/r

PIC slot: Physical Interface Card = 7Y U IES1—)L

FPC slot: Flexible PIC Concentrator (line card) = ZE{&F+>/)(—

%0)4’@0)4 >AIT—R
ae : LAG 1>A5J1—2X
e lo0: Loopback 1>5J1—2X
- meO: EX QFXI-ZXDEEA(>HII—X
« fxp0: SRX. MXIU-XDEEBA(>2HIT—X

Jjuniper | o«
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PIC £ FPC

« FPC (3 BOX BUIDEARTES. Chassis DT> H— RES(CHHY
e PIC (X FPC (&G SNB 7Y I IES 1—- ) %2389

xx-X/X/X |FPC PIC JJ
Port
BOX & Chassis E!
( i
k\

XBOX BY(CH(F3 On-Board Port (&, xx-0/0/X RSN

. 83
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125 T1—AETE

o« AAJTI—ADENTEIL
WIBTONTAORELBIBTO/INT(DETE(CTITHEND

« YPIETONFTADERTE
. T=AU>H7JORI
o UDHAE—R, ¥/£ 2 T@E
. MTU

interfaces {

= 0— = L= interface-name { A5 IT— 2B T(C
y ﬁHHiEjD}\T{O)ER}:E physical-properties; WIIB S 0) T B IR TE

unit unit-number {

« JORIILIFZY— L..]

inet (IPV4 @Erﬂbi) logical-properties;
* inet6 (IPv6 DETE) -] unit # BOF (-
o mpls IR ONT1%#ESTE

« ethernet-switching
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Unit >/\—-¢&(d

e OZHITOINTAZERTEIBIC(E, “unit” ELIFNBENTERTE
o —RZAYIRRYRNT—4 OS DY T A>AJ1—RITHEE
e unit O (IA1>A>AT1—AICHHE
o AAJI-RAZENESEBHICETFHK 1 DO unit ‘B
o 1 DOYNEA>ATI—AE(CHEEID unit Z{ERR I BEH O] EE
- YNBA>AJ1—2X ge-0/0/0 D unit O (L. “ge-0/0/0.0" LKL
« show IV RPOERTERFC unit ZIEEURHNOIIZES. BEIRI(C unit 0 ELTHESE

ge-0/0/0 {

unit 0 {
family inet {
—| pata [P ] ETH address 192.168.1.1/24;
—_—
Af—
L2 5 ge—O/OI/O {
unit 0 {
— Data P [}THI family ethernet-switching {
p— _ ge-0/0/0 interface-mode access;
A—
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B unit D% TEHI

1 DOYPIBEA>AT1— A (THEED unit Z{E)
e unit C&IC vlian-id ZE&TELU TIRD D
« IP 77RLZX° Firewall Filter & unit C&(CEARYI

. | Packet |INISHEON-—

— Packet NN

© 2022 Juniper Networks

uniper Business
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19857 —X

—=JLr== '\
Cs5iE A] BE

ge-0/0/0 {
vlian-tagging;
unit 10 {
vlan-id 10;
family inet {
address 192.168.1.1/24;
}
}
unit 20 {
vlan-id 20;
family inet {
address 172.16.1.1/24;
}

}
unit 30 {
vlian-id 30;

family inet {
address 10.1.1.1/24;




smIBA AT — AR TES

ge-0/0/0 {

description TEST;

speed 1g;

mtu 1400;

ether-options {
no-auto-negotiation;
link-mode full-duplex;

} Y8 J0)\7+

unit 0 {
description TEST2;
family inet {
address 10.10.10.1/24;

i J0)N\Fq

}
unit 100 {

description TEST3;
family inet6 {
address 1::1/64;

Juniper
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BIRBFAINSEEICA>ATI- A& EET A
» disable AN RZ{ERUTA>AI1I—RZ%ET (ERIME)

root# set interfaces ge-0/0/2 disable

[edit]
root# commit
commit complete

admin (AXL—4—) T—ROIEVEOMESS

root# show interfaces root# run show interfaces terse
ge-0/0/2 { Interface Admin Link Proto
disable; admin (AR —%) Dr#EHIEYLR Local Remote
unit 0 { A>HTI—=ADTT> ge-0/0/0 up up
family inet { ge-0/0/1 up down
address 10.10.10.1/24; ge-0/0/2 down down

+ disable Y M HELTA2AI1— A% LT3 (BxMb)

root# delete interfaces ge-0/0/2 disable root# run show interfaces terse
Interface Admin Link Proto

[edit] Local Remote

root# commit ge-0/0/0 up up

commit complete ge-0/0/1 up down
ge-0/0/2 up up

Juniper | e
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Static Route DE%TE

e Static Route :%7E

# set routing-options static route <&HTF 7 RLZA> next-hop <RKIRANRYIT7RLZ>
# set routing-options static route <HTHEV7RLA> ATS3VETE

5S¢ EA

[edit routing-options]
root# show
static {

route 0.0.0.0/0 next-hop 172.30.25.1; IPv4 7 JA) NL— MDERTE
route 172.28.102.0/24 {

next-hop 10.210.11.190;
no—-readvertise;

RIS LIRS B ROV D DR TE
NAR—I A SRR B ECHIA
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Hll BRATER VA MY T DFETE

« [BUd THEIC Static Route Z:%FE 9 25514 qualified-next-hop DA T3> %5 FE
L. preference ({85c) DXEZHET

Bll: 4292y MEBOIZDDT TA)L ML — bDFETE

ce-0/0/1 172.30.25.0/30

2 Primary 1

Network A _@) ' Internet
172.29.100.0/24 1 U= Secondary
ge-1/0/0 '
172.30.25.4/30

[edit routing-options]
root# show Primary route
static | X Juniper O static route @ preference (& 5

route 0.0.0.0/0 {
next-hop 172.30.25.1;

qualified-next-hop 172.30.25.5 {
preference 7;

Secondary route
X preference 7 7 ((FXTE I DETRBITEZ T T

juniper | w
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Static Route DIEER

« show JJY>RT Static Route %

root> show route protocol static

inet.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)

JORJ)LE preference

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[Static/5] 00:00:01
> to 172.30.25.1 via ge-0/0/1.0

© 2022 Juniper Networks . . JUﬂHDer | 92

Juniper Business UseOnly T NETWORKS



“SRX” Course
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N —Z2OME [Y—ERS— b4 “SRX” J—XZ |

N—Z2UAE (18F)

Juniper SRX SV —X&FEIT P.95
LAB.1 Junos ODEARBYRIRVE - 55 1E P.101
LAB.2 Firewall D5%7E P.114
LAB.3 NAT DE%TE P. 135
LAB.4 Chassis Cluster D% 7E P. 155
Appendix P.192
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y Sy - \ 4 —_— W
SRX OILgEHIBRtZF 1715 —EX
IRTEAL Unified Threat Management BRA>TIZIOR DI RR=D
747 =A== (BEXNDZBRLICHAT T BATER) T3y RTA— L SE R BRI
(PO71X12R)

7TV —23>0
Hl e eI R

AIERABE (IPS)

1-—YHY-~R-X
I7AT7—=0A=)b

P2F V4R

Web /257>
J45)>0

7 >F RN

Ry bhfwh/ C&C

GEO-IP

NAILT4—K, APT

B> RikwI X

B> Rk R %

[BE93YILITT

EERUIN—T1>T¢

TIHHEEE

747 =A==

NA—=IATN

SRX EAY—-EX

Lik—F4>7

VPN

pariil

A—MA=23>

W—74>7)

© 2022 Juniper Networks
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MESAFy T

A
K 2Tbps OIJ7A 7 =A==V A —Tvk SRX5800
2T di: _—
oo ! VSRX —
wm (Virtual SRX) =i
cSRX SRX5400 EEE=E:
1T (Containerized SRX) | =
1OOG SRX4600 |
40G —
SRX4100
20G CRx320 SRX1500 ==
1G w— R340 o =
SRX300 O e

All-in-One Routing, Switching and Security BIBDRVRT—3E T4

One Junos

© 2022 Juniper Networks
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=120, tF1V71. ZMvF% 1 DOERTEIR

MAC-sec. IP Sec. BLU7 TV —232tF 15745, 2TOLMTV7—ADF1Y7¢

VEY BEOIYRI-F-7IUr—3a>TIIARIIY A%

Juniper

NETWORKS
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=== VSRX (Virtual SRX)

Junos Control Plane

(JCP / VRE) . .
Adv Services HW 77547 A SRX LEIEDHEREREE
i . | (Including Firewall. AppSecure, UTM / IDP. Integrated User
RPD Flow Processing

N Firewall, SSL Proxy. VPN, NAT. Routing. HA Cluster. etc.)

Packet FWD o
(JEXEC) Yik—hISYMiRk—A

Junos Kernel + VMware « CentOS (KVM)

QEMU / KVM  Ubuntu (KVM) . Contrail
SRIOV

@ VSRX F—-\1S51 b

- YPIE SRX L[A—DEARKT - FEFREEONTA-YIR
BAFCEHRIETTA 74—+ vCPU Z&KX 12 EfERATS

Juniper Linux (Guest OS)

_____________________________________________________________________________________________________________

: « VMware 2 KVM RED/\A)\—  ZEICED. B2 K 100Gbps #FEX
(VII\-I/IyperVIslt()\r/SM) NN H%EHR— 22—y e EIR
ware, - 2VvCPU T.&A#J) 17Gbps  + AWS REDIFIRY—-ER(ICERT

OIFATIA=NAN—TvbzER] S
Physical x86 CPU., Memory & Storage

Jjuniper | ow
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JAIR SRX S)—-AY—-EXT—hD1A

S EBERDOEVEE(VY—-R)CERIBSRTF1)T1%

-~

@ ERmERIIADEFIUT

ERBEISAD/TA -V AR

@ FrU7 - I3 REFREICTRRSH

Tl

= 1Ly
eeeee
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Security “SRX” Course Topology (Lab.1: 5

ﬁ

L1

SRX-Training-1

RIRAE)

SRX-Training-2 SRX-Training-3

1z

L1

SRX-Training-4

ge-0/0/3 ge-0/0/3 ge-0/0/3 ge-0/0/3
(192.168.11.1/24) (192.168.12.1/24) (192.168.13.1/24) (192.168.14.1/24)
SRX-1/m EEEENN mm SRX-2 /M HEEEEN mm SRX-3/m HEEEEN mm SRX-4 /M HENENN (W
® ®
SRX-5 /WM HEEEEN mm SRX-6 /M HENENN mm SRX-7 /M HEEEEN mm SRX-8 /W HENENN (W
ge-0/0/3 ge-0/0/3 ge-0/0/3 ge-0/0/3
(192.168.15.1/24) (192.168.16.1/24) (192.168.17.1/24) (192.168.18.1/24)
® fr! !»\ ® fr! !»\ @ (r! r\ fr! !»\
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Juniper Business Use Only

Juniper | s

NETWORKS



SRX A\OJ 1>

FERZETIRRED SRX (CPATIN “root” TOJA>
e CLI JY>RT Junos O Operational E— RZicEH)

- root 77H7> MZ Serial Console. F/z(d SSH 1ZHrDMEHDIEE
- SEIFERIC IP 7RL A, root /N\AD—R, SSH H—EXN & EFHDIARE
- Tera Term H'5 SSHv2 1E#: CiEH LTz

ey (Tera Term: HULBIE |
IP ]

7R : 192.168.1x.1 @Tep/IP  ThAMD| EEET SHEEEOIPTEL 2REAH

. e Q) .
H—-EX: SSH (Tera Term) SR OTepet | TCPRHE): 22
1—H%, - root @ Sap [ssH i—Tav (W)

AV RS Juniper SISk,

© 2 U7ILE) T —HE): |COM: IntelR) Active Management

—-—— JUNOS 20.2R3-S2.5 built 2021-07-30 09:45:37 UTC
root% ecli

root> [ ok | Fvven] )
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Operational E—R® show JY> RELT

W\ =23 REEK Gz
Active Configuration ZZ&7<

root> show configuration

A NPAWY e

root> show chassis hardware

VINDI7 )N\ =232 DFRR

root> show version
AAII—ADAT—HA—EDFRR

root> show interface terse
W=T42057=J I TR

root> show route
MAC 7 RL AT =R

root> show ethernet-switching table

BR— e BERCnERHEEREIR (RSI) Z—1EEUS

root> request support information

XH DD —EmEICASRVNEE. | no-more AT %BNNT2¢EHEZEFC— TR ROIEE
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root 7HI> RMDI\AD—REGTE GRER)

» Configuration E—RICAD. XELE D% a7z Eht
o TEEOFNET root 71> NMIINRAD—RZESTE

- root password : Juniper

root> configure
root# set system root-authentication plain-text-password

New password: - .
Retype new password: (e9718/\XDJ—RA S x2[@])

[edit]
root# commit

X% root /{20 —RERTE(FWETY GRENMFELRVE commit KN I5—E7RDB)

JuniPper | s
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FTRL N> MERX

BIEAT7ND>N “lab” ZEL T OF%E TYERK
| Usemame | Password | Class

lab lab123 super-user

commit & 7. —E root 1-HOtwv3>x#07770 K

root# set system login user lab class super-user
root# set system login user lab authentication plain-text-password

New password: . (K1742/)CAT—RA S x2M@)

Retype new password:

[edit]

root# commit and-quit
root> exit

root@% exit

SSH T. fERRUIZ T h > NAESTIERICOT A > TED L kR

-—-- JUNOS 20.2R3-S2.5 built 2021-07-30 09:45:37 UTC

lab>
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H—EXDEBERANEDERTE

H—EXDCEH)
- FTIAKRTEBIEY-EINESIL TUVRVTEH. IEBNITEETE
(SSH OHERIIGHTERH)
- telnet. ftp. http THESICT I TRATEDRLIICERTE

lab# set system services telnet
lab# set system services ftp

lab# set system services web-management http

MANZDIERR  (GZTEEH)
- Topology 288U T. FBHOTA>UTWIH4ERDRA NG TS TE

Z Bz Config DED=HER
- Active Config £LEEIU T, BRENEUCGENESNcCEZHEZRL commit Z3E1T

lab# show | compare

lab# commit

© 2022 Juniper Networks J JUﬂHDer | 107

uniper Business UseOnly T NETWORKS



B —E B OMEET

Telnet (CLD71A
e Tera Term H'5 telnet TPITATER L =MERR
* telnet 192.168.1X.1
« {ERRULIZ1—Y (lab) Z{EARLTOTA>

FTP (CLD 7R

« Windows ""5Y>RIJO>TMz2i5 B FTP TP/OTCRATER L %R

 ftp 192.168.1X.1
. root Z{EALTOTA>
o Is ONRTIA—YF74LINZRRTEARLZMESR
o RISINLLVIES. Windows Firewall T FTP s5a]hwE

J3599Hh5 Web GUI AD7Ht R
o JIUGNSTHEAL. J-Web DEEHNRRSNDEHMESR
e http://192.168.1X.1/
« root. FFERKUIEI—Y (lab) ZERALTOTA>
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J-Web GUI

Juniper

J-Web D4FE]

© 2022 Juniper Networks

SRX-1
1 Configure / Device Settings / Basic Settings spxao B b (B2

Basic Settings @

> System Identity Details el

Hosiname, usemame and password are available in this section

> Date & Time Details o3

Date and Time related information can be updated

> Management Access Configuration el

Services, Web API and REST AP related information are available in this section

> Security Logging el

jing related information can be updated

> SNMP fed

lated information can be updated

Junos 15.1X49-D100 H'5KIE(CHEREENN

SRX BHATOFEEUZLN—T 1> HEE

EREVR GUI IRE, F5plRYVINIIVZOIA TR EARE
TiZHEHMARET PC LigfkL. oy N7y — RS HERES EN BT BE

Juniper Business UseOnly T NETWORKS

109



Configuration OHESR
CCFTTERTEUR Configuration &A%z

@ Operational E— NS
BE D Active Config ZF~

1lab@SRX-1> show configuration
1lab@SRX-1> show configuration | display set

B0 Config #E2R3 TR

@ Configuration E— RHSHESR
fRET D Candidate Config Z&X =~
commit ZIGEEZEZLU TUORIFNIE, Active Config ERIUARBNRRENS

1lab@SRX-1> configure
Entering configuration mode

[edit]

Jobeski-L# chow
nfig ZE2RA3Z, TFR=
lab@SRX-1# show | display set [ElU Config 2B TR
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Operational E—RFOIV> MR
Configuration E—RH'5. Operational E— ROIY> RZEZELT

@ Configuration E—RIC7I1ZX

lab@SRX-1> configure

2 show interfaces J¥> R&ZE1T
PUTF® 2 D0V RZ2EITL. BARINBAANBSZhER

1lab@SRX-1# show interfaces

1lab@SRX-1# run show interfaces

Operational Mode Configuration Mode
L ............. run l
show interfaces show interfaces
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commit confirmed
n/\j Caﬁbﬁﬁb?bi’)hi&% }:ED\QE)JTTG(L}:éLt%ﬁEDIU

@ Y RIOOT IS ping 192.168.1X.1 -t kL TEIT
Q@ BIA>HIT—ADRTEXHIR
A>9I —-ALF1)FT1DEEZHIBR < commit (ZFZURLCE

1lab@SRX-1# delete interfaces ge-0/0/3

1ab@SRX-1# delete security zones security-zone trust interfaces ge-0/0/3
1ab@SRX-1# show | compare

3 commit confirmed
commit confirmed A7 3>%{F>T. 1 DEIGEENRDLIIC commit
commit 5 T XVTZ—INRRENTE. 7ITAAREERED Tera Term HHIRTEIMECIRD

1ab@SRX-1# commit confirmed 1

@ ping MHENMROTELSBEDTA L. HENRITVDI =R
HIBRUIZA 2901 — ADEENBECRO TVDEZHEER

1lab@SRX-1> show configuration interfaces ge-0/0/3
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Configuration %z J71)UIC{RTF

« JROD Lab 1R H]IC. save I¥> RT Configuration File #12%F
o file list DY RTIEFEI(C save TEcl&ziER

lab@SRX-1# save labl-end YYMMDD
Wrote 76 lines of configuration to 'labl-end YYMMDD'

[edit]
1ab@SRX-1# exit
Exiting configuration mode

lab@SRX-1> file 1list

/cf/var/home/lab/:
labl-end YYMMDD
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Security Zone & Policy (C&2 MoDJ4vw )l i

* Security Zone
« SRX D1>39J1—AIC
DL TAIRENRTIL-T
e SRX TI(& Security Zone %
fEo TSI T1v 7% Hl1i

* Security Policy
« SRX ZiEIBIBNIT1v )%l
g 318D =)
« Zone fBINSTJ1vDE, Zone N
NSJ4wO(CENENERINS

© 2022 Juniper Networks

Security Zone: Trust Security Zone: Untrust
£ LAN

L] = ge-0/0/1

= ge-0/0/0

HAY—/(-

Q =]

SRX @ Security Policy

Trust Zone = Untrust Zone Policy

X{ETT 5E5% 7T —-23> HIE
A LAN Any Any 0] (Permit)
HAY—/)(— Any Any ZFa] (Permit)
Untrust Zone — Trust Zone Policy
XfETT 5B 7r—23> HIE
Any #A LAN Any EE (Deny)
Any HARAY—/)(— HTTP e (Permit)
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Security Zone ¢ Functional Zone
Zone (ClE. KEDITTFED 2 91THFIE

* Security Zone
e SRX ZE1B 9B N5 J1v)%zH1EHIdBDI8D Zone
e Security Policy (&. C® Security Zone B C:&iE
* Functional Zone
o SRX 2B I B> AHII—RZBLE I BcHDIFRITE Zone
o ZD Zone TXRMEULNST19IILIEND Zone (CERXENRL

Security Zone: Trust Security Zone: Untrust

P55t == @ i

Functional Zone

—_—
—

] R — Xfxp0 (BAEER(HII-R) %EATZHER
QQ Functional Zone Z{/ERK I DN E(LRL)
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SRX Ti#Rim 9 D 7719 Dl
SRX THIHESFAI Y3 NI A TE

* host-inbound-traffic system-services
s ERZEZHFR IR -EXZIETE
« ftp. http. telnet. ping. etc
« ZY—EXDIEEFENL set system services BL T Ci%E
* host-inbound-traffic protocols
o XRMEZFFUIIBZIONINZIETE
* bgp. ospf. vrrp. etc

« Zone Hifi], FIz(d Zone BE T D Interface B[ C&E
« {5l 1: trustzone £1{KT. system-services & protocol ZI N TFFA]

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust host-inbound-traffic protocols all

« 5] 2 : untrust zone @ interface ge-0/0/0 T. ping & ospf DHZ:FH]

set security zones security-zone untrust interfaces ge-0/0/0.0 host-inbound-traffic
system-services ping

set security zones security-zone untrust interfaces ge-0/0/0.0 host-inbound-traffic
protocols ospf
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Security Zone D% EH

. F 7|-)l/|\|:l

Trust Zone

« Zone E{iIT host-inbound-traffic system-services. protocols Z 3 X TsFA]
« A2HJ1—Xirb.0 HN/)\A2R

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust host-inbound-traffic protocols all
set security zones security-zone trust interfaces irb.O0

Untrust Zone
« Zone RO interface ge-0/0/0 T dhcp. tftp. https. ge-0/0/7 T dhcp. tftp Z5F0]

set security zones security-zone untrust interfaces ge-0/0/0.0 host-inbound-traffic
system-services dhcp
set security zones security-zone untrust interfaces ge-0/0/0.0 host-inbound-traffic
system-services tftp
set security zones security-zone untrust interfaces ge-0/0/0.0 host-inbound-traffic

system-services https
set security zones security-zone untrust interfaces ge-0/0/7.0 host-inbound-traffic
system-services dhcp
set security zones security-zone untrust interfaces ge-0/0/7.0 host-inbound-traffic
system-services tftp
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Security Zone D% TENER

e Zone D TEMEZEINVR

1ab@SRX> show security zones

Security zone: trust
Send reset for non-SYN session TCP packets: Off
Policy configurable: Yes

Interfaces bound: 1 N RENTASHTT—AER

Interfaces: N
Sl A RENTfeA>HT1—R%&

Advanced-connection-tracking timeout: 1800

Security zone: untrust
Send reset for non-SYN session TCP packets: Off
Policy configurable: Yes
Screen: untrust-screen
Interfaces bound: 2
Interfaces:
ge-0/0/0.0
ge-0/0/7.0
Advanced-connection-tracking timeout: 1800
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fHE : IRB A>AJI—AICDNWT

« IRB (Integrated Routing and Bridging) &(&
* VLAN W—F4 T TERIB1>5T1—ADZHR

« BEDAAII-ALERR. IP PRLAZT7HAUTER

e SRX300 DiEE
« ge-0/0/0 (& L3 IL—F1>JENE
e ge-0/0/1~7 (& L2 RA(vF>JENME

ge- 0/0/0
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Security Policy D:%7FE (from-zone / to-zone)

 Policy #{ERK 9 DIz, 1IX{E7C Zone (from-zone) L3E5C Zone (to-zone) % EH

« Zone BHB{ED Pollcy
5l 1 : zone A H5 zone B ADI&E{S Policy Z{ERK

1ab@SRX# show security policies

from-zone A to-zone B {
policy 1 { .
match { Policy1
source—-address any; Pd@ﬂ
destination-address any; Eﬁgﬁ
application any; Policy5

ge-0/0/3

security
zone B ge-0/0/4

}
then {
permit;

 ge-0/0/5
"

- Zone NIBE{ED Policy
5] 2 : zone A H*5 zone A \DIE(S Policy Z{ERK

1ab@SRX# show security policies
from-zone A to-zone A {
policy 6 {
match {
source-address any;
destination-address any;
application any; Policy10
}

then { D Policy H62124.
BED_FHSIECEHTENS

permit;
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Security Policy O:%E

(match / then)

% Policy Tld match & then Th3J4vO%Z 5L TP D232 RTE
« match - Policy (CEESE2EGFZETE
e then - FFICERULBECIBIIIAZEETE

Trust Zone — Untrust Zone Policy

Policy & X{ETT

policyl Any

match
¥ match TIETE I 254
XS5
BBk

source-address :

destination-address :

application : 7oUs—33>
XINTEETEWA

from-zone
from-zone
from-zone
from-zone

security policies

security policies
security policies
security policies

log : OJOEVYE
count :

to—-zone
to—-zone
to—-zone
to—-zone

untrust policy policyl
untrust policy policyl
untrust policy policyl
untrust policy policyl

5E5T 7T —23> HIE
Any Any 0] (Permit)
then
V¥ then TIEEID/I>3>
permit : 58]
deny : WEE (HILZE. I7-1-RFziRERWV)
reject : IEHF (I7—-1—F%iRY)

= policy D)Wy NI )\A MRZEUS

match source-address any
match destination-address any
match application any

then permit
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Security Policy Oi%7F (address-book)

* address-book

« match ZH(HFEDT RURAREZRIETEULS
« source-address / destination-address "Cﬁﬁﬁbilb\? RUANESTE B BE
o IRTDOIIITWIZIBELLWZE(F. FHERINTLSD any ZEH

« address-book D%TE

set security address-book global address AAA 1.1.1.1/32

set security address-book global address BBB 172.16.0.0/16
set security address-book global address CCC 192.168.1.0/24

« address-set D%TE
 address-book ZEHFHAHFSHE TERMBIEE
- {5 : BBB & CCC ZfHAHENTET. BCSET Z{ERk

set security address-book global address-set BCSET address BBB
set security address-book global address-set BCSET address CCC

« address-book DiE

set security policies from-zone A to-zone B policy policyl match source-address AAA

set security policies from-zone A to-zone B policy policyl match destination-address BCSET

Juniper |
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Security Policy O:%E (default-policy)

» Policy O:fllE
 Policy (IEXTED_EMSIEZFCFHEEND
« match UJz Policy ®7733> M —EEIFEITEN. LD Policy (FEElEAL)

Trust Zone = Untrust Zone Policy

Policy% XAETT 5B 7IVr—23> HIE
SSH LAN Any ssh #78] (Permit)
ICMP Any Any icmp o] (Permit)
HTTPS https ufF_J (Permit)

« default-policy
« £ Policy [CE match URHMOIESZEIC. =2Z(CEHficn2 Policy
« BAZREYIC Policy NERTESN TLRWZGEICHENNS
o FTIAIKNTIIAUFTIARTO/ Y N2 Drop 93 deny-aII (FEEAD deny)
o LITOREICED permit-all (CEEIBREHRIEE

set security policies default-policy permit-all
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Security Policy Of#REE (insert)

Pollcy DIENN
SRTERHAD Policy (CHTUL Policy 21BN L. REFIITFREAIND

. H—?§§|J7I_ SHMEN VT —ATEHIEFZ ANBEZD2EN DD

Trust Zone — Untrust Zone Policy

___Policy=m - Mew PR TV O HME
SSH LAN Any ssh #F7] (Permit) “SSH_DENY"(%
ICMP Any Any icmp 58] (Permit) “SSH” LNE_F(CiE
HTTPS Any Web https o] (Permit) AURBWEEHTTEN
NEW! |  SSH_DENY LAN SVR_A ssh B3 (Deny) 2

Policy DIEFE ANEX
e insert JY> RTRHERMNE(C Policy ZilliUME X 22EH BT HE
« before policy XX policy XX DilcEA
e after policy XX policy XX D1&(HE A

insert security policies from-zone trust to-zone untrust|policy SSH DENY|beforef policy SSH

NNNNNNNN
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Screen HEREE

 Screen HERE
« L3/L4 OEARRINEH I Z IR
o IDP T2 1-)ZERURVRIZUBEEEERD, ERDULIEH T EE
- INEPHTHINFE (ids-option) Z{ERkU. €% Zone (CEFH

1 : Screen Di%E% untrust-screen U TYERL

security screen ids-option untrust-screen icmp ping-death

security screen ids-option untrust-screen ip source-route-option

security screen ids-option untrust-screen 1p tear-drop

security screen ids-option untrust-screen tcp syn-flood alarm-threshold 1024
security screen ids-option untrust-screen tcp syn-flood attack-threshold 200

security screen ids-option untrust-screen tcp syn-flood source-threshold 1024
security screen ids-option untrust-screen tcp syn-flood destination-threshold 2048
security screen ids-option untrust-screen tcp syn-flood timeout 20

security screen ids-option untrust-screen tcp land

2 : {Ep%UJz untrust-screen % untrust zone (OEFH

set security zones security-zone untrust screen untrust-screen
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Screen PEgEDIEER

* show security screen statistics

1lab@SRX> show security screen statistics zone untrust
Screen statistics:

IDS attack type Statistics
ICMP flood 5 4 5% Screen (CbyNUIZHD> MiB
UDP flood 205
TCP winnuke 0
TCP port scan 31
UDP port scan 0
ICMP address sweep
TCP sweep
UDP sweep
IP tear drop
TCP SYN flood
SYN flood source
SYN flood destination
IP spoofing
ICMP ping of death
IP source route option
TCP land attack

(@)
N

O O O O OO o o o N

JunPer | s
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SRX \JwNMILIEDHRN (=2&)

Forwarding Lookup

A

First Path v
. everse .
Static Dest . . Source | Services .
Screens NAT NAT Route Zones Policy | Static NAT ALG Session
NAT
t A A
NO YES YES

A\ 4

Per Per Match Services Per Per

Packet | Packet —> - Screens TCP NAT Packet | Packet
S ?
Policer | Filter ession L Filter Shaper

Junos Flow Module

» n
” >

1) Fa1-hms/\oybztvy7yr 5a) Rty 0gs 5b) twIa HEILTUVWBIBEE 6) J\UwhzEJ/(ILA—

\ 4

\ 4

2) )bk Policy FW Screen ZF1v% « FW Screen #F1v% 7) I\oyheS1-E>4
CAr — Static. Destination NAT « TCP ZF1v7 8) JUhvNEERE
3) NoybeJqLs e ooy . NAT Fos2l—5ay

vy, v /77570 o
4) wySIONYTryT 50U Policy £FTv  + ALG JOEYSYY

Policy D)Ly 7yr

IJ)){—2X Static. Source NAT
ALG Ztzyh7y
v a DA A=)

Juniper | s
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Security “SRX” Course Topology (Lab.2: Firewall D% E)

o A

Trust

Trust

Trust

Trust
— —  —— —
@ ge-0/0/3 @ ge-0/0/3 @

ge-0/0/3 @ ge-0/0/3
(192.168.11.1/24)

(192.168.12.1/24) (192.168.13.1/24) (192.168.14.1/24)
ge-0/0/2 ge-0/0/2 ge-0/0/2 ge-0/0/2
(10.1.1.1/24) (10.1.1.2/24) (10.1.1.3/24) (10.1.1.4/24)
% % °
Untrust Zone
10.1.1.254
ge-0/0/2 ge-0/0/2 ge-0/0/2 ge-0/0/2
(10.1.1.5/24) (10.1.1.6/24) (10.1.1.7/24)

(10.1.1.8/24)
ge-0/0/3 ge-0/0/3 ge-0/0/3 ge-0/0/3
@ (192.168.15.1/24) @ (192.168.16.1/24) @ (192.168.17.1/24) (192.168.18.1/24)

_— __
Trust

— | —— |
Trust Trust

| S——

Trust
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Interface. Zone D:i<iE

ge-0/0/2 ( Untrust fl]) (C IP 7RLRA%ZERTEL. TIAN NL—NzENN

set interfaces ge-0/0/2 unit 0 family inet address 10.1.1.X/24

set routing-options static route 0/0 next-hop 10.1.1.254

Untrust Zone Z{ER%L. ge-0/0/2 z)\1>R
host-inbound-traffic T ping. telnet. ssh. http. https O —EX%Z5Fr]

security zones security-zone untrust interfaces ge-0/0/2
security zones security-zone untrust host-inbound-traffic system-services
security zones security-zone untrust host-inbound-traffic system-services

security zones security-zone untrust host-inbound-traffic system-services
security zones security-zone untrust host-inbound-traffic system-services
security zones security-zone untrust host-inbound-traffic system-services

Juniper | s
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Address Book Di%TE

Policy T source / destination-address (C({fFH 9% address-book %{EfR
* Trust Zone H

set security address-book global address trust-segment 192.168.1X.0/24

 Untrust Zone |}
 address-set 7&1@5@

security address-book global address untrust-srx 10.1.1.0/24
security address-book global address untrust-web 192.168.1.0/24

security address-book global address-set untrust-segment address untrust-srx
security address-book global address-set untrust-segment address untrust-web

Juniper | s
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Security Policy D% TE

« @ Trust Zone H'5 Untrust Zone N\DR)S —ZFHTE 19“68-1"-0/2‘ . e

+ trust-segment 15 untrust-segment DSBS (FI AT

set security policies from-zone to-zone untrust policy TEST match source-address trust-
segment
set security policies from-zone to-zone untrust policy TEST match destination-address

untrust-segment
set security policies from-zone to-zone untrust policy TEST match application any
set security policies from-zone to-zone untrust policy TEST then permit

Untrust

~ o1 1 ~ =1 —— Z
« (@ Untrust Zone H5 Trust Zone ADRYS —#EGTE  192168.1x0/24 p PR 10110124
. SRTREH :

set security policies from-zone untrust to-zone trust policy TEST2 match source-address any
set security policies from-zone untrust to-zone trust policy TEST2 match destination-address any
set security policies from-zone untrust to-zone trust policy TESTZ2 match application any

set security policies from-zone untrust to-zone trust policy TEST2 then deny

commit
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Security Policy O

e Trust "5 Untrust AOMN)S —FEER
® IN¥>RJO>TMaxI5 B PC A5 10.1.1.254 (CXFULT Ping 2317

FEENBIULIEULGR) S — 8L TWBTEWEER BT AE

@ Tera Term OFFRLYIa> T, BED SRX D IP 7R X (Untrust) (C telnet #3147

- @ D%E% 3 D%ES
e

o 0J4>J0T M BVES. lab / 1ab123 TOJ 1>
B4 SRX T ITFOIY> REMER

FESC(IEAlOREZSIR

» show security flow session
* show security policies detail

X5 = Backup Slides EXI=H8

« Untrust hi*5 Trust ADORYS —FESR

@ Y RIOOTIH5EED SRX  (Trust) (C Ping #E4T
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FESC(IERIDFREZSIE
Ping (JJGEDRVCEZHESD
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10.1.1.2
10.1.1.1
10.1.14
10.1.1.3
10.1.1.6
10.1.1.5
10.1.1.8
10.1.1.7

192.168.12.1
192.168.11.1
192.168.14.1
192.168.13.1
192.168.16.1
192.168.15.1
192.168.18.1
192.168.17.1
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NAT BiZ

Public & Private @ IP 7 RL XA%Z A
o TXIUFT(RS—EIEZRID NAT RUS—(CTEIR ST
- h—FZH#2 (Port Address Translation : PAT) tHY/hR—b

=T Private / Trust === Public / Untrust
10.1.1.5 10.1.1.1 1.1.70.5

K Internet

NAT

SRC-IP DST-IP Protocol | SRC-Port | DST-Port

SRC-IP DST-IP

221.1.8.5

Protocol | SRC-Port | DST-Port

221.1.8.5
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SRX ® NAT A4S
o« REDIFITLULT®D 394TD NAT / PAT %

« Source NAT IX{ETT IP 7 RLAZZE IR
« Destination NAT HEST IP 7V RLUAZZE R
« Static NAT 1 DO Private IP (C 1 DD Public IP ZYvE> T U TZE A

« Source / Destination DfEAFENHEEO]EE

Source NAT —

Internet
Private / Trust Public / Untrust &

== Destination NAT
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NAT QLIE0D|IER

 Source NAT
o TFIUFTARIS —EREZICUIE
o ZHARIDY RUATHRYS —5Hi
e Static & Destination NAT
o FIUFTARIS —EAFICLIE
o DT RLUATRIUS —% 514

Reverse
Static
NAT

Destination

- Yes =>

> Route/Zone

—t—>| Policy Lookup

Lookup
JL— MO NI E Drop Policy (CUTzh*>T Drop
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NAT )L —)LOaE S

« NAT ZEFRHIDINEDNRDD [ 2 EXE ]
@ 1@B{E07ME (rule-set)
« from - to T. [ECNBITECNIDBENZIETE
- from : zone. interface. routing-instance (VR)
- to: zone. interface. routing-instance (VR)
o FAINYFURRS @ DFHTIC
@ Iy haiE#H (NAT Rule)
« XETTRUVA, FBET RLRA IR— I ESZEMHELTIEAR IBIENZIETE

o YYFUIZS NAT ZiEH (1)
from zone trust

to zone untrust

Rl - Untrust
T 2 Internet
10.1.1.5 g = 1.1.70. 221.1.8.5

DST-IP Protocol | SRC-Port | DST-Port - DST-IP Protocol | SRC-Port | DST-Port

10.1.1.5 221.1.8.5 6 36033 80 1.1.70.5 221.1.8.5 6 1025 80

source-address 10.1.1.0/24
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Source NAT 1=

e IXET IP VRUAZEHA
o AT TEETIN-INESOZR (PAT)

« Source NAT DFEZE
* Interface-based source NAT
e SRX OD1>9J1—AT7 RLAICE A
« PAT (IEBFENE

 Pool-based source NAT
« Pool "5 IP 7 RLAZENI(CTHA>
« PAT (I&HD. BRUESSEXT
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Interface-based Source NAT %<&

e Trust MO ADCEEbIT1wIDIEETT IP 7RUA%Z
Untrust OB ABIA>ATD1—AD IP PR X “1.1.70.5" (CZ A

Trust Untrust
ge-0/0/2.0
— Internet
10.1.1.5 10.1.11 \
D7 LA EHED7RLA |

10.1.1.5 1.1.70.5
« NAT l—ILzy NCTiBEDHEZRE

set security nat source rule-set 1 from zone trust
set security nat source rule-set 1 to zone untrust

 NAT LIV ZRTE
« XETLV7RLR (0.0.0.0/0 = any) ([C¥WFUIZA. interface 77 RLA(CZ iR

set security nat source rule-set 1 rule 1A match source-address 0.0.0.0/0

set security nat source rule-set 1 rule 1A then source-nat interface
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Interface-based Source NAT #:2

© 2022 Juniper Networks

SR ORIV R
* show security flow session
* show security nat source summary

user@SRX> show security flow session
Session ID: 274, Policy name: test/6, Timeout: 1794, Valid

n:|10.1.1.5/54927| --> 221.1.8.5/23;tcp, Conn Tag: 0x0, If: ge-0/0/2.0, Pkts: 9, Bytes: 442,
Out: 221.1.8.5/23 -->11.1.70.5/25104)tcp, Conn Tag: 0x0, If: ge-0/0/3.0, Pkts: 10, Bytes: 483,

Total sessions: 1
PAT £[EIF(CENE

user@SRX> show security nat source summary
Total pools: O

Total rules: 1
Rule name Rule set To Action
1A 1 untrust interface

Juniper |
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Pool-based Source NAT

e Trust 15 Untrust (CIRITBBIT4wIDiX{E7T IP 7KL A%Z Pool 7 RUA(CEHA
« Proxy ARP Z:%7E

e Pool 7RLAICXULT SRX 15 ARP [GE I BALDICEHTE

e Pool 7RLAEA>ATTI—ZNREIUH TRy b EDIHFEICHE

Pool 7RLA(CXFT B
Proxy ARP % :%7E

Trust Untrust

Internet

= 192.168.1.0/24 100.100.100.0/24 (

5cDF RLA EHEOT LA |

192.168.1.0/24 100.100.100.20 ~
100.100.100.29
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Pool-based Source NAT :%7E

« 7RLAT-ILDE%TE

set security nat source pool src nat pool napt address 100.100.100.20/32 to 100.100.100.29/32

* NAT JL—-ILZY bDEETE
« Trust Y—>N'5 Untrust Y- DS

set security nat source rule-set src nat napt from zone trust
set security nat source rule-set src nat napt to zone untrust

* NAT JL—ILDEZTE
- EXETTTRLAN 192.168.1.0/24 DIZE. Pool 7 RLA(CZEHE

set security nat source rule-set src nat napt rule napt 1 match source-address 192.168.1.0/24
set security nat source rule-set src nat napt rule napt 1 then source-nat pool src nat pool napt

e Proxy ARP D3%7E

set security nat proxy-arp interface ge-0/0/0.0 address 100.100.100.20/32 to 100.100.100.29/32
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Pool-based Source NAT T#:Z
o ZHFESROMEERIV R

* show security flow session
* show security nat source summary

user@SRX> show security flow session
Session ID: 394, Policy name: test/6, Timeout: 1794, Valid

In: |192.168.1.26/51414]--> 100.100.100.200/23;:tcp, Conn Tag: 0xO0,
Out: 100.100.100.200/23 -->}100.100.100.20/3962}ftcp, Conn Tag: 0xO0,

Total sessions: 1

user@SRX> show security nat source summary

Total port number usage for port translation pool: 645120
Maximum port number for port translation pool: 67108864
Total pools: 1

Pool Address Routing

Name Range Instance
src_nat pool napt 100.100.100.20-100.100.100.29 default

Total rules: 1
Rule name Rule set From To
napt 1 src_nat napt trust untrust

© 2022 Juniper Networks Juniper Business Use Only

PAT

If:

ge-0/0/2.0, Pkts:
ge-0/0/0.0, Pkts:

Total
Address
10

Action
src_nat pool napt

442,

483,
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Destination NAT #1&

« 5B5% IP 7 RLURAZZE A
o ATIACTHILA—-INESOER (PAT)
 Destination NAT
« Pool-based NAT DXt
e 1:1vvEY
« 1:NIYEST (R—MEHAICLBIRDDT)

Trust

Untrust

10.1.1.5 10.1.1.1 % 1.1.70.5

Destination

¢ NAT

Juniper Business Use Only

& Internet

NNNNNNNN



Destination NAT (1:1) :N7TE
. TRUZT—ILOHE

set security nat destination pool SVR A address 10.1.1.5/32

« NAT )l—-)lLtzy hDE=TE

set security nat destination rule-set 1 from zone untrust

=rur==
* NAT L=l DExE
set security nat destination rule-set 1 rule 1A match destination-address 100.0.0.1/32
set security nat destination rule-set 1 rule 1A then destination-nat pool SVR A

Trust — Untrust
100001 <—
T S Internet
10.1.1.5 < 10.1.1.1 1.1.70.5 &
s, I
o 2 DIEFXT7 RL A
%7 RLA 76
=7
10.1.1.5 100.0.0.1
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Destination NAT (1 : N) 3%7F
. TRUZT—ILOHE

set security nat destination pool SVR A address 10.1.1.5/32 port 80

set security nat destination pool SVR B address 10.1.1.6/32 port 80

« NAT )l —)lLtzy hDEZTE

set security nat destination rule-set 1 zone untrust

=

* NAT LIl DE=GE
security destination rule-set match destination-address 100.0.0.1/32
security destination rule-set match destination-port 80
security destination rule-set then destination-nat pool SVR A
security destination rule-set match destination-address 100.0.0.1/32
security destination rule-set match destination-port 8080
security destination rule-set then destination-nat pool SVR B

Trust Untrust ZED TTDFEFET RL A
B 57 RLA
= ———PO"tBO
10.1.1.5 = == | emet 10.1.1.5 100.0.0.1
e oo 8080 n Port 80 Port 80
L — 100.0.0.1 10.1.1.6 100.0.0.1
“‘ Port 80 Port 8080
10.1.1.6

Juniper | s
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Static NAT 1=

e 1:1 TVRLARZYVESIUTE R
o Jh—NZHAENE(FRL
. WAMICB{EZRIATIEE

Trust Untrust
= ; Internet
10.1.1.5 10.1.1.1 1.1.70.5 1.1.70.6 K
10.1.1.5 100.0.0.1

« Static NAT O:%7E

set security nat static rule-set R1 from zone untrust
set security nat static rule-set Rl rule 1A match destination-address 100.0.0.1/32

set security nat static rule-set R1 rule 1A then static-nat prefix 10.1.1.5/32

Juniper | ow
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Static NAT &%
Untrust n'5 100.0.0.1 (XL T Ping 2317

user@SRX> show security flow session
Session ID: 1367, Policy name: 2/5, Timeout: 2, Valid

In: 1.1.70.6/256 --> 100.0.0.1/0;icmp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 1, Bytes: 84,
Out: 10.1.1.5/0 --> 1.1.70.6/256;icmp, Conn Tag: 0x0, If: ge-0/0/2.0, Pkts: 1, Bytes: 84,

10.1.1.5 N5 Untrust (CXULT Ping Z23E4T
« W5MEO Static Source NAT (ZEEIRIICBEZNLENS

user@SRX> show security flow session
Session ID: 739, Policy name: test/6, Timeout: 2, Valid

In: 10.1.1.5/1 --> 1.1.70.6/105;icmp, Conn Tag: 0x0, If: ge-0/0/2.0, Pkts: 1, Bytes: 60,
Out: 1.1.70.6/105 --> 100.0.0.1/1;icmp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 1, Bytes: 60,
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NAT 5%7E &ENMEMESRIY R

© 2022 Juniper Networks )

Ty a2 B OMESS
* show security flow session
Source NAT DR
« show security nat source pool <pool-name | all>
« show security nat source rule <rule-name | all>
* show security nat source summary
Destination NAT D3
« show security nat destination pool <pool-name | all>
« show security nat destination rule <rule-name | all>
* show security nat destination summary
Static NAT DR
« show security nat static rule <rule-name | all>

uniper Business Use Only
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Security “SRX"” Course Topology

(Lab.3: NAT)

Trust Trust Trust Trust
—— — — —

@ ge-0/0/3 @ ge-0/0/3 @ ge-0/0/3 @ ge-0/0/3
(192.168.11.1/24) (192.168.12.1/24) (192.168.13.1/24) (192.168.14.1/24)
ge-0/0/2 ge-0/0/2 ge-0/0/2 ge-0/0/2
(10.1.1.1/24) (10.1.1.2/24) (10.1.1.3/24) (10.1.1.4/24)

(—
|\
Uy
10.1.1.254 Untrust Zone
Web Server
(192.168.1.200) ge-0/0/2 ge-0/0/2 ge-0/0/2 ge-0/0/2
(10.1.1.5/24) (10.1.1.6/24) (10.1.1.7/24) (10.1.1.8/24)

®
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ge-0/0/3

(192.168.15.1/24)

| S——

Trust

ge-0/0/3

®

(192.168.16.1/24)

Trust

SRX-7 |m HEEEEE g g

@
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ge-0/0/3

(192.168.17.1/24)

| S——

Trust

SRX-8 'm HEENNN .

ge-0/0/3

(192.168.18.1/24)

Trust
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Interface-based Source NAT

* Trust fllOIX(E7T IP 7RL A% SRX O Untrust IP (CZR
ZBBORET P (Untrust)

192.168.1X.0/24 10.1.1.X

° hi/;(%iﬁﬁhmﬁ
jj'jﬂ'b\b 192.168.1.200 (L7t AL, FToR_eNd IP 7 R AZHER

o =Ly bDEE

set security nat source rule-set interface-nat from zone trust

set security nat source rule-set interface-nat to zone untrust
=rur==
« NAT IL-ILD5IE

set security nat source rule-set interface-nat rule rulel match source-address 0.0.0.0/0

set security nat source rule-set interface-nat rule rulel then source-nat interface
commit

. INTR. BE IP VRUARHER
« JI5HH5 192.168.1.200 ([CBE7ITAL. BRSNS IP 7R A%ZHESR

X FERM = Backup Slides EXI=H8
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Y= TAFEE

« 2850 SRX SN-X7%Z"BE— - R"EUTENMWESHBIcDDHLEE
e AT7—NINIJ1-)ILA-)\—%ZE1]
« Yy aVIEHER® Config BE. 2 B TEI(CIAREZ[EIHA
o TANUBLICPEENRRETH, Th AN BEZ AT

o SN—3TRAIDIER
« MEAEIRREREIHALIEIEEIfRZ T B2, 2 ROFFRIRUS V%2R TE
- d>bO-=-IVUSYD
» 120400 —33>8h—FIVDIRRE% [E)EA
» HEFECE(CEDR— M FIFENSIMNREOTULD SRX-Primary
« TJ7ITUYHUSY
» A IgEROEIEAE ) — REIOJO—ULIE
» EROR—MIZETE O] EE

—_—

—
—

—




V=277 AID

SERI(CHEED

=Jyur=—
DRL__J

v 280 SRX MEIU\-RII7THBE

v BUN-23>0 OS THdIL

v ZiELSRTFIUT 2 ERRFCE

A ZNRUIRRE TH DL
¥ =3 )FRIRICETE
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E

J

Vv

SRX A / node O

SRX B / node 1

SRX A &£ SRX B OJ7 w2k
> bO-IW D% 5ERR

Fabric 1>9J1—A%:%7E

SRXA @
>V —IUICHEE

SRXB O
>V —IUcHERE

KA, BIER—MEESTE

Cluster ID &
Node ID %#:&%7FE

Cluster ID &
Node ID %#:%7E

Redundancy group %:%7E

Y

SRX A Z Reboot

SRX B % Reboot

Reth 12571 —2%%E

BH—)-ReLTES
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E220L T commit

E End }
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SRX300 v —95 A5 M— MERL

 Control link (fxp1l) : nodeO @ ge-0/0/1 - nodel O ge-1/0/1
 Fabriclink (fabO/fabl) : FEOHKR—k

neO ge-0/0/1 . nel ge-1/0/1

> hO-ILI>7)

770994
o AATI-AAOYVRDF>INUSH
fxpO fxpO
nodeO \1,
Slot0 Slot1
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SRX320 >v—95 A5 M— MERL

« Control link (fxp1l) : nodeO O ge-0/0/1 - nodel @ ge-3/0/1
 Fabric link (fabO/fabl) : EE0HK—k

J>bhO-JLI>7)

J7IUyIU>
o £2AJT-AZA0VvRDFINU>Y

Slot1 Slot2 Slot4 Slot5
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SRX340 / 345 v —>5 A5 — MERK

« Control link (fxpl) : nodeO O ge-0/0/1 - nodel @ ge-5/0/1
 Fabric link (fabO/fabl) : EE0HK—k

%8-5/0/

o e s = = P

il

¢ o o oot NN o NN L

1> hO-)L>%

JrTUwH)>%

o« A2HI1I-AAOVRDF >IN

Slot1 Slot2 Slot3 Slot4 Sloté Slot7 Slot8 Slot9

SlotO Slot5
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SRX380 v —>U3RHR— MERK

« Control link (fxpl) : nodeO O ge-0/0/1 - nodel @ ge-5/0/1
 Fabric link (fabO/fabl) : EE0HK—k

nodeO nodel

a>bO-IL>%

70> 7

o« A2HI1I-AAOVRDF >IN

Slot1 Slot2 Slot3 Slot4 Sloté6 Slot7 Slot8

Slot9

SlotO Slot5
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SRX1500 > v—>935X— MERK

« Control link (em0) : BFI>MI-)Lik—k
e Fabriclink (fabO/fabl) : EEDO/HR—k

node0 nodel

TUNIPET Sata R R e e ST TS S5

R s
4

a>bh0-)L>7)

Ty %

o« A2HI1I-AAOVRDF >IN

nodeO nodel

SlotO fxp0 Slot7 fxp0
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Cluster ID &£ Node ID

e Cluster ID

o DIAACEICEBICERTEID ID

e [FU L2 RXA>T 1~255 £ CiXE RJBE
 Node ID

o JSAINTOTINAAEBED ID

e node0 N nodel %#3I57E
« Node ID (C&DA>HT1I—RES(FUF>NU>TEND
o EEBNTS4Y. LA AUITIRZMNE ID EEBICTSA AT TERTE

ClusterID 1

nodeO
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&/ — MORA NG E BN — M EsTE

+ & /—REBOKRAMGEEEN— M ETE

o V-3 TIEE./)—RHIEIU Config #HH

- /—REIBO Config Zi%EURLWFEIC. groups A723>%FIF &Ko) fxp0 [0
« node0 FDKANE ., BIEN—N2ESTE S50 IP Z3E

set |groups nodel| system host-name SRX node0

set |lgroups nodeO| interfaces fxp0O unit 0 family address 101/24

set |lgroups nodeO| interfaces fxpO unit 0 family address 100/24/master-only

« nodel FHDRA N, EIER— MeERTE Primary (L0712 T&%
_ HED IP ZERTE

set |groups nodel| system host-name SRX nodel

set interfaces fxp0 unit 0 family address 102/24

set |groups nodel| interfaces fxp0 unit 0 family address 100/24 master-only

« 2D\ —TEREREA

set apply-groups "S${node}"
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2 /—RIC Cluster ID ¢ Node ID Z:%TE

» Cluster ID & Node ID ZE%3E
« Operational E=RT. LI FIV> REETT
* node0
root@SRX> set chassis cluster cluster-id 1 node reboot

 nodel

root@SRX> set chassis cluster cluster-id 1 nodereboot

« INHSDIEIRIE EPROM (CARTFENS (Config (C(EfRFENRLY)

o FNTEERMREERHICE reboot HinE
« reboot AT>3a>%{FSE. IV REITEEIC reboot

root@SRX> set chassis cluster cluster-id 1 node 0 reboot
Successfully enabled chassis cluster. Going to reboot now.

root@SRX>

***x FINAL System shutdown message from root@SRX **x*

System going down IMMEDIATELY
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:/—\7 o :/0 axgd)ll II_J\EE Gy

g/)—

RFOBCENR., JSAINAZEND

« show chassis cluster status Y2 RTCIRREZHEER

root@SRX node0> show chassis cluster status

Monitor

Cluster
Node

CS
GR
IF
LB
NH
SP
CF
IS

Failure codes:

Cold Sync monitoring
GRES monitoring
Interface monitoring
Loopback monitoring
Nexthop monitoring

SPU monitoring

Config Sync monitoring
IRQ storm

ID: 1

Priority Status

FL
HW
IP
MB
NP
SM
RE

Fabric Connection monitoring
Hardware monitoring

IP monitoring

Mbuf monitoring

NPC monitoring

Schedule monitoring
Relinquish monitoring

Preempt Manual Monitor-failures

Redundancy group: 0 , Failover count:

node0
nodel

=

© 2022 Juniper Networks

primary
secondary

no
no

ROJTO2 T EDRT—HAZHERD

[ J
{primary:node0} {secondary:nodel}
root@SRX node0> root@SRX nodel>
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7)) > )% 3% TE

« 7% EETE
» Configuration E—RTLULTFIV RZERTE
« nodeO fAlD> ge-0/0/5 % fab0. nodel fAID ge-1/0/5 %z fabl LU TERTE

set interfaces fab0 fabric-options member-interfaces ge-0/0/5

set interfaces fabl fabric-options member-interfaces ge-1/0/5

fabO fab1
node0 ge-0/0/5 nodel ge-1/0/5

a>hO-)L>7

70w 0

Jjuniper | e
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Reth 1>A7J1—2¢ Redundancy Group @

« Redundant Ethernet Interface (reth)

« 280)—-RFEITHEINZREDA>HII—X
o ZJ—-ROYPIBY>H% 1 D0 reth (CXVE>Y

o E550.)—RhH reth QEnX%EHLIIH ?
« “Redundancy Group” T./—RZECTFA AT
o IDNBEVWTFAAUT1%ZIEFD ) — RN T54XVEL TERXEIE Y

o TANVICEENREIGE
« [@U Redundancy Group (CFAEI2IARTD reth hMeh>HUICTT—)LA—)\—

e RGI
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Reth 1>4A7J1—2¢ Redundancy Group @

« Redundancy Group (RG)
« BEFRARCII-INA-N-DxE2HEI2EEHZIBETEIIHDTIN—T
« 1 D0JI-TATIE EE5HD.)— RN T54YUEL TUIR %18
o JI-TZUC)-RICTFAAVT4%HTEL, T5AXY.)—R&IRE

j :
=N EEEEEN )
\

/
- m EEEEIN
7 5

RG1 (C rethO & rethl Z/\1> RUIEBE RG1 (C rethO &£ RG2 (C rei\ghl “7?_/("(\/ RUTESSE
(PFEZ=ERS(C(d rethO & rethl H' Failover) (FEZ=EHF(C(E rethl Z(FH Failover)

Juniper | o
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Reth 1>%J1—A¢ Redundancy Group 3

« Redundancy Group (RG)

Ot 1+

« RGO (& Chassis Cluster ZHlIfHId 21> —-ILTL—2FA®D RG LU TIATAICFEND

* Redundancy Group O

« =740 1>>> (A>bO-)IJL—->) ® Redundancy Group
« Redundancy Group 1~ Il

« reth 1>97J1—X (—5J1L—>) ® Redundancy Group

nodeO

nodel

Redundancy Group O

Secondary
RE1

J>bo-Jb
T->

i'é
41 REO
a>bo-)b
T—>

Primary
PFEO
U F-5->

Redundancy Group 1

Secondary
PFE1
F=ATL—->
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AN——

Redundancy Group D5 1E

« & _)—R% Redundancy Group [CFAEEE. T34 AVT(%Z%TE
o I04JL—23F—RTCUUTINREEETE

chassis cluster redundancy-group 0 priority 200
chassis cluster redundancy-group 1 priority 100

chassis cluster redundancy-group 0 priority 200
chassis cluster redundancy-group 1 priority 100

 Redundancy Group O

e L—F74291>>> (RE) HBDIIN-T
« Redundancy Group 1 ~ >l E

o 4>%97J1—2Z (PFE) £BOII -

nodeO nodel
Primary [ Redundancy Group O Secondary
J—->

PFED Redundancy Group 1 Secondary
“ |
U» F=AJL->

Jjuniper | om
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Redundant Ethernet Interface (reth) Di%TE

o« 1047 —23 F—RTUTIVRESRTE
. HSZH9—AD reth {9 TTI— A A TS

set chassis cluster reth-count 2

o reth [C/\AORIDYPIE (FLIEHIE) (>HI1—R%EE

interfaces ge-0/0/2 gigether-options redundant-parent rethO
interfaces ge-1/0/2 gigether-options redundant-parent rethO
interfaces ge-0/0/3 gigether-options redundant-parent rethl
interfaces ge-1/0/3 gigether-options redundant-parent rethl

nodeO
ge-0/0/3 ge-0/0/2
rethl rethO
. 871/0/3 Bt ge-1/0/2 ,/
nodel

Jjuniper | i
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=J L=

Redundant Ethernet Interface (reth) D:%TE

« reth Z Redundancy Group [CFifEaE. IP 7 RLUA%ZESTE

interfaces rethl redundant-ether-options redundancy-group 1
interfaces rethl unit 0 family inet address 10.1.1.1/24

interfaces reth0 redundant-ether-options redundancy-group 1
interfaces rethO unit 0 family inet address 10.2.2.1/24

 reth % Security Zone (/{12 R
e reth1l % trust (C. rethO % untrust (C/\1>R

set security zones security-zone trust interfaces rethl.O

set security zones security-zone unrust interfaces reth0.0

RG1
nodeO
Trust Untrust
rethl rethO
10.1.1. 10.2.2.
1 1
nodel

Juniper | ws
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0O

JVIDTReAATI—AEZAU ) DERTE

o« JVIDTNAIAITTI—AEZATDESTE
« Redundancy Group ([CJVI> T Nas%TE
- BEEIRKCTIM AT OBV — MllZETS/YVICR I EME

set chassis cluster redundancy-group 1 preempt

o« ANHIT—AEZAV I RESTE
« RG CUICUIDBNODD NG —ERBA>HTTI—AE weight ZIETE

chassis cluster redundancy-group interface-monitor ge-0/0/2 weight
chassis cluster redundancy-group interface-monitor ge-1/0/2 weight

chassis cluster redundancy-group interface-monitor ge-0/0/3 weight
chassis cluster redundancy-group interface-monitor ge-1/0/3 weight

» RG C¢IC 255 DfEZFFD
o AHTI-ANIIFBE 255 h'5 weight ([CEREUEMENSIHNS
« fEN 0 LUFICRBETT—ILA—)\—
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ST AIEET

o J7TUNIIIDHESR

T

NORO®

« show interfaces terse : 1> AJI—ADHER

root@SRX node(0> show interfaces terse | match fab
ge-0/0/5.0
ge-1/0/5.0
fab0

fab0.0
fabl
fabl.0

up
up
up
up
up
up

e reth 125971 —ADMER

root@SRX node0> show interfaces terse | match reth

ge-0/0/2.0
ge-0/0/3.0
ge-1/0/2.0
ge-1/0/3.0
rethoO
rethoO.
rethl
rethl.

© 2022 Juniper Networks

up
up
up
up
up
up
up
up

up
up
up
up
up
up

up
up
up
up
up
up
up
up

aenet
aenet

inet

inet

aenet
aenet
aenet
aenet

inet

inet

-—> fab0.0
-—> fabl.O

30.17.0.200/24

30.18.0.200/24

rethoO.
rethl.
rethoO.
rethl.

10.2.2.1/24

10.1.1.1/24
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Y= AFMESRINR @

 show chassis cluster interface
o DISRRNZFET A ATI—ADIER

root@SRX node(0> show chassis cluster interfaces
Control 1link status: Up

Control interfaces:

Index Interface Monitored-Status Internal-SA

0 fxpl Up Disabled
Fabric link status: Up

Fabric interfaces:
Name Child-interface Status
(Physical/Monitored)
fab0 ge-0/0/5 Up / Up
fab0
fabl ge-1/0/5 Up / Up
fabl

Redundant—-ethernet Information:
Name Status Redundancy-group
Up 1
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Security
Disabled

Security
Disabled

Disabled
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show chassis cluster status
o SV—3DTRAIDAT—HRZFRR

root@SRX node(0> show chassis cluster status

Monitor Faillure codes:
CS Cold Sync monitoring
GR GRES monitoring
ITF Interface monitoring
LB Loopback monitoring
NH Nexthop monitoring
SP SPU monitoring
CF Config Sync monitoring
IS IRQO storm

Cluster ID: 1
Node Priority Status

FL
HW
1P
MB
NP
SM
RE

Preempt Manual

Redundancy group: 0 , Failover count:

nodeO 200
nodel 100

primary
secondary

Redundancy group: 1 , Failover count:

nodeO 200
nodel 100

primary
secondary
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Fabric Connection monitoring
Hardware monitoring

IP monitoring

Mbuf monitoring

NPC monitoring

Schedule monitoring
Relingquish monitoring

Monitor—-failures

Juniper Business Use Only

Juniper |

177




SAv—3D)FAFMESRINR @

« show chassis cluster statistics
o V-3 RADMETIBER
root@SRX node(0> show chassis cluster statistics
Control link statistics:
Control 1link O:
Heartbeat packets sent: 3536
Heartbeat packets received: 3140
Heartbeat packet errors: 0
Fabric link statistics:
Child 1link O
Probes sent: 4527
Probes received: 4526
Child link 1
Probes sent: O
Probes received: 0
Services Synchronized:
Service name RTOs sent
Translation context 0
Incoming NAT 0
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RTOs received
0
0
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Security “SRX"” Course Topology
(Lab.4: Chassis Cluster)

@

ge-0/0/3

ClusterID 1

rethl

192.168.11.1/24

ge-0/0/1 control ge-1/0/1

Trust

)

ge-1/0/3

SRX-1 |m EEEEEE 0odc( [N SRX-2 m EEEEEE nodel

©)

ge-0/0/3

rethl

192.168.13.1/24

ge-0/0/1 control ge-1/0/1

Trust

@

ge-1/0/3

SRX-3 'm EEEEEEN Nodc( NN SRX-4 m EEEEEE Nnodel

ge-0/0/5 fabric

ge-0/0/2 ge-0/0/5 fabric ge-1/0/5 ge-1/0/2 ge-0/0/2 ge-1/0/5 ge-1/0/2
- reth0 SRR - retho
10.1.1.1/24 10.1.1.3/24
D i
Uy,
10.1.1.254
 retho ~— retho
10.1.1.5/24 10.1.1.7/24
ge-0/0/2 ge-0/0/1 o litice]] ge-1/0/1 ge-1/0/2 ge-0/0/2 ge-0/0/1 ] ge-1/0/1 ge-1/0/2
Cluster ID 3 SRX-5 |m EEEEEE  nodc( [ SRX-6 'm EMEEEEE nodel SRX-7 'm EEEEEE | nodc( [ SRx-3 m EEEEEE nodel
ge-0/0/3 ge-0/0/5 fabric ge-1/0/5 ge-1/0/3 ge-0/0/3 ge-0/0/5  fabric ge-1/0/5 ge-1/0/3
L retht L retht
@ 192.168.15.1/24 @ @ 192.168.17.1/24
Trust Trust
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Security “SRX"” Course Topology
(Lab.4: Chassis Cluster Management)

. SHEA IP PRLZ—E
+ fxpO [CFRETS IP 7RLZ

ClusterID 1 @ @ @ @ Cluster ID 2

fxp0 fxp0 fxpO fxpO
192.168.1.11 192.168.1.12 192.168.1.13 192.168.1.14

fxp0 fxp0
192.168.1.15 192.168.1.16

fxp0 fxp0
192.168.1.17 192.168.1.18

Cluster ID 3 @ @ Juniper'Training @ Cluster ID 4

Juniper | o
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SRX300 v —>I3R5R— MERK

MGMT Switch

Untrust : - 3 Trust
£ &
(&)

fxp0  fxp1 fab
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Chassis Cluster D:%7E

e MO —X

(CEED T Chassis Cluster Z#BE)

« Active / Passive 1&h%

e 1> hO—
« RETHO
« RETH1

W HET7ITVIIHE 1 RS DRAR
%z Untrust B4 >A5J1—AEUTHERK
7z Trust 4 >AJ1—AELTHERK

« IFOIVRT. AT —HRZhER
* show chassis cluster status
* show chassis cluster interface
* show chassis cluster statistics

Juniper Business Use Only
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Node

HBDETEZEM (A

Jegs

IP )7 1R

AT EIRA

node0
node0

set
set
set

groups
groups
groups nodel
set groups nodel
set apply-groups
commit

"${nOde}"

IP 7R A

system host-name SRX-x node0
interfaces fxp0 unit 0 family inet address 192.168.1.1x/24
system host-name SRX-y nodel
interfaces fxp0 unit 0 family inet address 192.168.1.1y/24

=y
Xe =8

=JLr——

Cluster ID &£ Node ID D3

o AL

ANSESOYSIOLY

*Eltl

4 Chassis Cluster D&k {5

N

@ node0

host-name :
r

awerpi] @) @) address

SRX-1 'm MNEEEEE NodcO) NN SRX-2 m NEEEEE nodel @ node1
fxp0 fxp0 -
192.168.1.11 192.168.1.12 host-name :

address

SRX-1_nodeO
192.168.1.11/24

SRX-2 nodel
192.168.1.12/24

/
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Cluster ID ¢ Node ID DESTE

o RO ETFIINI)D%GERRIE (KESREH)  LAT%R
e node0 TZE174&. 3 LU LEHITTHS nodel T=EIT

e node0 (FEEZHESNHEEL

1ab@SRX> set chassis cluster cluster-id X node 0 reboot

« nodel (EEEESMELZD X 3L LRIC

1ab@SRX> set chassis cluster cluster-id X node 1 reboot

o V> RE1TE. BENEF reboot (CADTYIa>HMTENS

Juniper Business Use Only
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I FN1R DIAREHESR

« Wireless @ SSID %Z “JuniperTraining” (CEE
e PCOIP 7RLUAN 192.168.1.xx (CENDO I =M

« TeraTerm Zi75_E(F, 192.168.1.254 (C telnet Sy
« TCP/R—WMJ [ 2008+REfEES]——m |

° EEF%H @ 2008+1=2009 : I:RM(O ToPHi—+#(P) |

+ BERES @ 2008+2=2010 s T

OO Shou.
¢ i%)]'?é\ —j—j htbt*éﬁéb'l ILJ\%EEH'LJ\ ® Y FILE =R [COM: Intel(R) Active Management
- REUEIER IP 7RLAIC telnet TOJA>

p o RART): 1921681254

+ CC MEDTONIFIU T OLICZAT—FANEKRENS Lox | gEvven] i)
{primary:node0} {secondary:nodel}
lab@SRX-1> lab@SRX-1>

« show chassis cluster status Y RTCAT—AHRZME%
« Redundancy Group 0 DAFT—AZANULTFDLI(CIHRO>TWNBTE
* nodeO Primary
 nodel Secondary
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PIVII ) DEETE
LATFTOREZE(EIAT Primary (node0) hH5=Ejhis

O INETOD Lab TEHTEUCAER: Config ZHIPR

delete system host-name
delete system services dhcp-local-server
delete interfaces

delete security nat
delete security zones security-zone trust interfaces
delete security zones security-zone untrust interfaces

@ Fabric U2 )02 E=ZIENN

set interfaces fab0 fabric-options member-interfaces ge-0/0/5

set interfaces fabl fabric-options member-interfaces ge-1/0/5
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Redundant Group (RG) & Reth 1>AJI—AD

o LITORTEZLEIZTIANT Primary (node0) HHE}E

« RGO £ RG1 %

chassis cluster
chassis cluster

chassis cluster
chassis cluster

=N —

a2 AE

0 priority
1 priority
0 priority
1 priority

redundancy-group
redundancy-group
redundancy-group
redundancy-group

« rethO ¢ rethl %Z:E%7E

chassis cluster reth-count 2

© 2022 Juniper Networks

interfaces
interfaces
interfaces
interfaces

interfaces
interfaces
interfaces
interfaces

ge-0/
ge-1/
ge-0/
ge-1/

rethO
rethO
rethl
rethl

0/2 ether-options redundant-parent rethO
0/2 ether-options redundant-parent rethO
0/3 ether-options redundant-parent rethl
0/3 ether-options redundant-parent rethl

redundant-ether-options redundancy-group 1
unit 0 family inet address 10.1.1.x/24

redundant-ether-options redundancy-group 1
unit 0 family inet address 192.168.1x.1/24

Juniper Business Use Only
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A>ATI—AEZAULIETVI T RDETE

LATFTOREZE(EIAT Primary (node0) hH5=Ejhis
 reth % Security Zone (C/{A>2R

set security zones security-zone trust interfaces rethl.O

set security zones security-zone untrust interfaces reth(0.0

— A\Y E l_l_l

o AHII-AREZAVJETVID T NEERTE
set chassis cluster redundancy-group interface-monitor = weight
set chassis cluster redundancy-group interface-monitor = weight

set chassis cluster redundancy-group interface-monitor = weight
set chassis cluster redundancy-group interface-monitor = weight

set chassis cluster redundancy-group preempt

commit
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Chassis Cluster OEI{/ETEER

o LITFOINRT AT AR MR
* show chassis cluster status

 show chassis cluster interface
 show chassis cluster statistics

XFER = Backup Slides EXI=H8

° B E)J'ﬂzﬁﬁn G
« SRX 15 10.1.1.254 (CXTUT Ping Z3E1T

e reth0 DJT514YJU>Y (nodeO @ ge-0/0/2) DT —J ) %&IRER
e Ping 1B{ENEEL TL\DTEZHERR

« IRV I Z2TTllRT
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Appendix
A. TIPs to be Junos Experts
B. Chassis Cluster Deep Dive
C. IPsec VPN D:%7E
D. NAT Pool Options
E. Security Logging
F. Firewall Filter (ACL) D% 7E
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Appendix A:
TIPs to be Junos Experts
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FERIDERR

o MREHEEP NI >1—MNMIENZESICE, Junos ([CRIBIESRASIFEOSELRR RS
B, BIEEOSIFEEFBITRENRIEE

root> show version and haiku

root> show version and haiku root> show version and haiku root> show version and haiku

Model: ex2200-c-12p-2g Model: ex2200-c-12p-2g Model: ex2200-c-12p-2g

Junos: 14.1X53-D25.2 Junos: 14.1X53-D25.2 Junos: 14.1X53-D25.2

JUNOS EX Software Suite [14.1X53-D25.2] JUNOS EX Software Suite [14.1X53-D25.2] JUNOS EX Software Suite [14.1X53-D25.2]
JUNOS FIPS mode utilities [14.1X53-D25.2] JUNOS FIPS mode utilities [14.1X53-D25.2] JUNOS FIPS mode utilities [14.1X53-D25.2]
JUNOS Online Documentation [14.1X53- JUNOS Online Documentation [14.1X53- JUNOS Online Documentation [14.1X53-
D25.2] D25.2] D25.2]

JUNOS EX 2200 Software Suite [14.1X53- JUNOS EX 2200 Software Suite [14.1X53- JUNOS EX 2200 Software Suite [14.1X53-
D25.2] D25.2] D25.2]

JUNOS Web Management Platform Package JUNOS Web Management Platform Package JUNOS Web Management Platform Package
[14.1X53-D25.2] [14.1X53-D25.2] [14.1X53-D25.2]

Look, mama, no hands! Juniper babies Weeks of studying,
Only one finger typing. The next generation starts Days of lab exercises:
FEasy: commit scripts. Gotta get more sleep JNCIE.

XN RZFTDE. BAOAIAIEIRIANRREND

Juniper | e
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=G TEDIE —

e copy IV RICENFEDRTELZIE—IFBENT]HE
ge-0/0/1 D&TE% ge-0/0/0 ANIE—

root# copy interfaces ge-0/0/1 to ge-0/0/0

root# show interfaces root# show interfaces
ge-0/0/1 { ge-0/0/0 {
unit 0 { unit 0 {
family inet { family inet {
address address 192.168.1.1/26;
192.168.1.1/26; ge-0/0/1 {
unit 0 {
family inet {
address 192.168.1.1/26;
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DRL‘ @%%Tﬁi

e rename Y RICEDEZTEUSE variable I XD MESHAZ B EEOJEE
ge-0/0/0 @ address z 192.168.2.1/26 \E &

root# rename interfaces ge-0/0/0 unit 0 family inet address 192.168.1.1/26 to address
192.168.2.1/26

root# show interfaces root# show interfaces
ge-0/0/0 { ge-0/0/0 {
unit 0 { unit 0 {

family inet { family inet {
address 192.168.1.1/26; address 192.168.2.1/26;
ge-0/0/1 { ge-0/0/1 {
unit 0 { unit 0 {
family inet { family inet {
address 192.168.1.1/26;

Juniper | e
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RTEDIEEHDEA

* replace IV RCLDERTERNDN FH ZEIRT BIEET]EE
ge-0/0/0 O address & 192.168.2.1/26 \Z5E

root# replace pattern /26 with /24

root# show interfaces root# show interfaces
ge-0/0/0 { ge-0/0/0 {
unit 0 { unit 0 {

family inet { family inet {
address 192.168.2.1/26; address 192.168.2.1/24;
ge-0/0/1 { ge-0/0/1 {
unit 0 { unit 0 {
family inet { family inet {
address 192.168.1.1/26; address 192.168.1.1/24;

Juniper |
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activate / deactivate

 deactivate NV RZ{ESCET. sRTED—EPZHIBRT DETRERNCT DEN TIEER

DT, BEROYID DI REAEF]
192.168.1.2/24 =1L

root# deactivate interfaces ge-0/0/1 unit 0 family inet address 192.168.1.2/24

root# show interfaces root# show interfaces
ge-0/0/1 { ge-0/0/1 {

unit 0 { unit 0 {
family inet { family inet {
address 192.168.1.1/24; address 192.168.1.1/24;

address 192.168.1.2/24; inactive: address 192.168.1.2/24;

192.168.1.2/24 O =REER (B%110)

root# activate interfaces ge-0/0/1 unit 0 family inet address 192.168.1.2/24

© 2022 Juniper Networks J JUﬂHDer | 198
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wildcard range set / delete
» wildcard range V> RE{FFHTAET., 12971 —RAREEEDIRICTLU TRV

ERNEZEHI DENFTEICPIHE

root# show interfaces
root#

root# wildcard range set interfaces ge-0/0/[0-3,5,!2] mtu 9000

[0-3,5,12] >0~ 3 & 5. fzI2U 2 (FBRC root# show interfaces
ge-0/0/0 { mtu 9000; }

N o oo

ge-0/0/3 { mtu 9000; }

ge-0/0/5 { mtu 9000; }
ge-0/0/0. 1. 3. 5 ® MTU BEHN—ETIRAINTWD

NNNNNNNN
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wildcard range set / delete

« [AFKIC delete HEJHEE

interfaces

root# show
ge-0/0/0 {

ge-0/0/1
ge-0/0/3
ge-0/0/5

root# wildcard

© 2022 Juniper Networks

mtu
mtu
mtu
mtu

9000;
9000;
9000;
9000;

range delete interfaces ge-0/0/[0-1] mtu

uniper Business Use Only

root# show interfaces
ge-0/0/3 { mtu 9000; }
ge-0/0/5 { mtu 9000; }
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Interface-range

« interface- range 7&13'3 19 3ET RO ATTI— A% I —TEU THIBEDRES:
ITOFENBIEE, COETE (S wildcard c‘:ﬁtﬂ)]/lr’] NI RFEFEND A, };1'1555%
TUFERITHR A &DRE(JE“%%?E‘O RUDOF| AN E]EE

Bt
root# show interfaces
root#

root# set interfaces interface-range CLIENTS member-range ge-0/0/0 to ge-0/0/1

root# set interfaces interface-range CLIENTS member ge-0/0/3
root# set interfaces interface-range CLIENTS mtu 9000

root# show interfaces
interface-range CLIENTS {
_ . member ge-0/0/3;
CLIENTS EUWOXTIN—=[C ADTWS, 7

e member-range ge-0/0/0 to ge-0/0/1;
ge-0/0/0-1. 3 ® MTU Z—i&:41E mtu 9000
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Interface-range

 range NDERIA>AITI-ABIAFE DR TEZENIT A EET]EE

root# show interfaces
interface-range CLIENTS {
member ge-0/0/3;
member-range ge-0/0/0 to ge-0/0/1;

mtu 9000;

root# set interfaces ge-0/0/0 unit 0 family inet address 10.0.0.1/24

s

CLIENTS £WWDX>/N—F@ TR

sE% IF BB{RICERTE

© 2022 Juniper Networks
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root# show interfaces

interface-range clients {
member ge-0/0/3;
member-range ge-0/0/0 to ge-0/0/1;
mtu 9000;

}

ge-0/0/0 {
unit 0 {
family inet {
address 10.0.0.1/24;

Juniper | a
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fEEEOZE) -1
UBSIE D TEZEEMERL I BIRIIPEEZFZEN I DCETIERL I DB 2 ABE T B e

« 5l 1: FW J4)L3METE ( top DEEMLEKTE)

[edit]

set firewall family inet filter FW-FILTER
source-address 10.10.10.0/24

set firewall family inet filter FW-FILTER
destination-address 192.168.1.0/24

set firewall family inet filter FW-FILTER

# show firewall
family inet{
filter FW-FILTER({
term BLOCK({
from/{
source—address{
10.10.10.0/24;

dscp csb
set firewall family inet filter FW-FILTER

port https
set firewall family inet filter FW-FILTER

port http

}

destination—-address/{
192.168.1.0/24;

}
dscp csb;

port[ https http ]; KEGTELEIS AT DER(IHEDIED set firewall family---from E AT RTENNE

Juniper | aes
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fEER DS -2

B2 FW J4IADETE ( firewall filter FW-FILTER term BLOCK from DPSENSE%TE)

# show firewall [edit firewall family inet filter FW-FILTER term BLOCK from]
family inet { set source-address 10.10.10.0/24
filter FW-FILTER { set destination-address 192.168.1.0/24

term BLOCK { set dscp csb
from { set port https

source-address { set from port http
10.10.10.0/24;

}

destination—-address {
192.168.1.0/24;

}
dscp csb;
port [ https http ];

XERTEZIZ AT BIR(E firewall family:--from FTZHBEUTA S IBENTIEE

Juniper |z
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[EER O E) -3

- PEEM(L. edit IV RTEENITAEN O] EE
e« exit : BERICVLANILIRS
« top T exit #3E4T79d&. Operational E—RICERES
« Operational E—RT exit Z2E179%&. AT LANS Logout
« Shell E—RH5'cli’T Operational T— RICFEBENLIIZS (L. Shell E—RICRES
e up: —DLOLARICFEES
e top : R LMIDULANIICFZE)

# show firewall

ﬂﬂ .TOp family inet{

m < filter FW-FILTER({

R = < term BLOCK/{

@m 44 44 from/{

om m% N source-address{

Ej & | 10.10.10.0/24;
- o N Down }

S (o) Q destination—-address{
() <+ =

192.168.1.0/24;
}
dscp csb;
port[ https http ]-
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Automatic Configuration Archival

« Automatic Configuration Archival #£gEZ{ERI 3L T. BEINICEFHOI> T4
#)E—RD FTP / SCP H—)N(/)\WI 77w T F 3 EN BT HEE

« 7YJO-ROALZ2 (& IV MDEELE—ERBBOLI NN, HIVNIMSZE
AGIETE

1. JZYROEIUE-MOY=NICO> T4 %)\ 7y T I BE%5E

user@Junos# set system archival configuration transfer-on-commit
user@Junos# set system archival configuration archive-sites ftp://

loginname:loginpassword@FTP-server—-ip/directory

2. —ERESECVE- Y= NICO> T4 %)\ 7Y TS BERTE
(5 : 1440 73 = 24 BFREIHE)

user@Junos# set system archival configuration transfer-interval 1440
user@Junos# set system archival configuration archive-sites ftp://

loginname:loginpassword@FTP-server-ip/directory

© 2022 Juniper Networks
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eZsDFIERL
 Junos 23z FHAML I AFEEELCLATD 3D

« Configuration mode C load factory-default
« {79 3L, Candidate Configuration (CT JA)L MOEEEND— RENd
o FERRICHERSTEICRIICE. root /NADT—RDEEE commit HMHE
o RTEDOHERUCWVEEICEZIT. OJPIEZED Config (rollback) REFHIBRENAL
* Operation mode T request system zeroize
o EITIBE 2TOFTENRDY . I-HDVERR U7V EIBREN., BiEsH)
o JRATLI7AIVEEIBRESNAZR
« USB XEUY®> CF 50 Format install
« USB XEUX® CF (C Junos 1 A—>%EEAH. T—MO—45—N5 Junos ZEBA A=)
o SATLITANEEDTARI) LOETOT—FNHEIBREN. T2 Junos HAR=ILEN3
o EITHEBERECIOTERD, JTAC MoieRSNITIZEZIRE . —RSBIER T I E (TR0
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1> M=)y NDOF v T Fv

UTFOIN RZERTBECED I bO-L\oyh ( RENWSZEITDNITYN) %
Fr I FrI2ENA]REE

root> monitor traffic interface xe-1/2/0.0

verbose output suppressed, use <detail> or <extensive> for full protocol decode
Address resolution is ON. Use <no-resolve> to avoid any reverse lookup delay.
Address resolution timeout 1is 4s.

Listening on xe-1/2/0.0, capture size 96 bytes

11:39:06.772930 Out IP truncated-ip - 11 bytes missing! 192.168.1.1.bgp > 192.168.1.2.32794: P

635171747:635171766(19) ack 995070346 win 16384 <nop,nop, timestamp 3971359530 2610569>: BGP,
length: 19

11:39:06.803191 In IP 192.168.1.2.32794 > 192.168.1.1.bgp: . ack 19 win 5360 <nop,nop,timestamp
2637232 3971359530>

« COIN> IQ'C‘Zij?V'C%ZQ/ (srwNd. PFE TUUEESNT RE TUIEENZ/(yNIBEANS
« ICMP Echo (ping) Z5. PFE (Cd>TADO— RUIBEN 3/ 0y NMIFRRENBVDTER
e )\ FW@ODDEI?%‘HH'CEEEEL/RL\% (& extensive AT 3> E%{EH
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groups / apply-groups

XTED—ER%Z group ELWOHZTHIDHU. apply-groups CEEDPEIEIEA T 3FEN 0] 6E
o {5l : £TD OSPF 1>4571—A® Hello-Interval & Dead-Interval #Z 8

root# show groups
OSPF COMMON {
protocols {
ospf {
area <*> {
interface <st*> <

hello-interval 5;
dead-interval 20;

root# show protocols ospf
apply-groups OSPF COMMON;
area 0.0.0.0 {
interface st0.1;
interface st0.2;
interface 100.0 {
passive;

}

% commit UTH Config (FEBALT I -TIEESNFFLR3

A TT—2ZOTYTE. IP TR # show protocols ospf | display inheritance
eI . ) 0.0.0.0
DI-THEMANTHEE <*> o [t

£ CTEAHEIND '
DEETIOHE B e

## '5' was inherited from group 'OSPF COMMON'

FEDA>HITI-ADHERALWMES #4
REF, <st*> LU LSC—EPDF hello-interval 5;

S Zt8ET D EHRIEE 4
## '20' was inherited from group 'OSPF COMMON'
##
dead-interval 20;
BHERCIHLBEERENEAIND )

interface st0.2 {

i
— ## '5' was inherited from group 'OSPF COMMON'
it

hello-interval 5;

##

## '20' was inherited from group 'OSPF COMMON'
##

dead-interval 20;

}
interface 100.0 {
passive;

}

EIRIGBRAIN S TEL2HEERUZVE S, show configuration | display inheritance JY> Rz &
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Prefix-list/ apply-path
=Z3FN3 IP 7RLANSBEIRICURA N ERU. Firewall Filter (OEA Y SIENBIRE

root# show protocols bgp root# show policy-options | display inheritance
group GROUP-A ({ prefix-1list BGP-PEERS {
neighbor 1.1.1.1; #4#
neighbor 2.2.2.2; ## apply-path was expanded to:
} #4 1.1.1.1/32;
#4 2.2.2.2/32;
root# show interfaces #4
ge-0/0/0 { unit 0 { family inet { apply-path "protocols bgp group <*> neighbor
address 1.1.1.0/30; <K>ST,
borod }
ge-0/0/1 { unit 0 { family inet { prefix-list LOCALNETS {
address 2.2.2.0/30; IP 77Fq/;(tﬁ ##

Pyl BH&Ea—-an3 ## apply-path was expanded to:
fxpO0 { unit 0 { family inet { ## 1.1.1.0/30;

address 192.168.1.10/24; #4# 2.2.2.0/30;
Pyl #4#

apply-path "interfaces <ge-*> unit <*> family

root# show policy-options inet address <*>";
prefix-1list BGP-PEERS { }

apply-path "protocols bgp group <*> neighbor
<Kk >SN,
}
prefix-1ist LOCALNETS ({

apply-path "interfaces <ge—-*> unit <*> family
inet address <*>";

}

X EPRGEHIN S TELERUIVSE(E. show configuration | display inheritance JY> R%{EH
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ATA>-NZ17)

- BERMEEED help OYR
* help topic : JOMILPBEBED—AREY R ERAZ KRR
« help reference : JORJOHEEEDERTE S iExTRARx (AN R-LI7L>R)
* help syslog : Syslog Xwtz—= M3 ABA

mike@juniperl> help topic interfaces address
Configuring the Interface Address

You assign an address to an interface by specifying the address when configuring the

protocol family. For the inet family, you configure the interface's IP address. For the
iso family, you configure one or more addresses for the loopback interface. For the ccc,
tcc, mpls, tnp, and vpls families, you never configure an address.b
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Junos : help topic
N> ROBIEZMESR I LN PIEE

user@host> help topic ospf dead-interval
Modifying the Router Dead Interval

If a router does not receive a hello packet from a neighbor within a fixed
amount of time, the router modifies its topological database to indicate
that the neighbor is nonoperational. The time that the router waits 1is
called the router dead interval. By default, this interval is 40 seconds

(four times the default hello interval).

To modify the router dead interval, include the dead-interval statement.
This interval must be the same for all routers on a shared network.
dead-interval seconds;

For a list of hierarchy levels at which you can include this statement,
see the statement summary section for this statement.
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Junos : help reference

o INVRDAZTAINZAT N 2SRRI DEN A]EE

user@host> help reference oam action
action (OAM)
Syntax
action {
syslog (OAM Action);
link-down;
send-critical-event;
}
Hierarchy Level
[edit protocols oam ethernet link-fault-management action-profile]
Release Information
Statement introduced in JUNOS Release 8.5.

Description

Define the action or actions to be taken when the OAM fault event occurs.

Usage Guidelines
See Specifying the Actions to Be Taken for Link-Fault Management Events.
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Junos : help apropos

g — AL = W — 4 = »  pry | -_ N VAN
« HEEICEZTLWROIYIR (DB3RZADZERE) ZXFITIRRIDIENBIEE
user@host# help apropos vstp
set logical-systems <name> protocols vstp
VLAN Spanning Tree Protocol options
set logical-systems <name> protocols vstp disable
Disable VSTP
set protocols vstp
VLAN Spanning Tree Protocol options

set protocols vstp disable
Disable VSTP

Configuration mode

user@host# > help apropos vstp .
help Lopie Sus Ve Operation mode
VLAN Spanning Tree Protocol instance configuration
help topic stp vstp-requirements
Requirements, limitations for VLAN Spanning Tree Protocol
help reference stp vstp
VLAN Spanning Tree Protocol configuration
help reference stp vlan-vstp
VLAN configuration for VLAN Spanning Tree Protocol

JUNIPES | 210
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CLI : trace / F7©EUJZ debug #4EE

5 : OSPF Trace-option
SERURWY NA TEIDIETE T BT EN T BE

lab@Router# set protocols ospf traceoptions flag ?

» Junos Tl&. JORJJLHI(Ctrace- Possible completions:

all Trace everything

° — E I_LI A\Y
0pt|0nS 7&3Fﬁ(h%mb\<5§bmh\ﬂﬁg database-description Trace database description packets
error Trace errored packets
event Trace OSPF state machine events
° (-:0) trace @Hjjjflﬁ(i77’f)|/t|jj]\ flooding Trace LSA flooding
. S R 7= _ general Trace general events
a?)%b\(% mon_ltor EVJl\__C Real hello Trace hello packets
time (L@E(L_C:E_G’Eém lsa-ack Trace LSA acknowledgement packets
lsa-request Trace LSA request packets
. . “ L lsa-update Trace LSA update packets
° hjj}bil-j‘«()ﬁ(?_?ﬁ'ij’l%*&% normal Trace normal events

— - —TLE packet-dump Dump the contents of selected packet types
EI\JEE(L}E%Hj@_L-tb\EJHb packets Trace all OSPF packets

policy Trace policy processing

route Trace routing information

spf Trace SPF calculations

state Trace state transitions

task Trace routing protocol task processing
timer Trace routing protocol timer processing

Juniper | s
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CLI : monitor / U7 )LAA LIS Ty 7%= ESFR

e monitor JY>RTIRTED I/F BN D1y ik Az BAZEH BIEE
e FIxIE AUTO UJLwS 12N 3128, fAGANREZAU> I WV o] EE
o NII4YIDMEEN RS EPIOIFE(CIZILBEET

10.0b2

Interface ' Input packets
ge-0/0/0 54175
ge-0/0/1 399
ge-0/0/2 5110
ge-0/0/3 0
ge-0/0/4 0
ge-0/0/5 0
ge-0/0/6 0

w

Time: 14:50:48
Output packets
4126
37
4224
0

—
—_—~ — — — — — — ~— P

O O O O O W’m

0
0
0

Bytes=b, Clear=c, Delta=d, Packets=p, Quit=g or ESC, Rate=r, Up="U, Down="D
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rescue configuration
« ERERD Configuration ZFHERE (IRTF) IBENTIHEE

R1F5E: > request system configuration rescue save
HIBRTSE: > request system configuration rescue delete

« rescue configuration DIRT5E
 rollback JI¥> RhsoOd—R
 # rollback rescue

root# rollback rescue

load complete
root# commit

o J\=RozI7hso0-RK

» SRX >U—XId RESET CONFIG R>Z#IETN\—RUI7h «  EX SU—=X(F LCD RV TASTFIRE-REIRIFFDLT
50-RgBENa]EE I\—=ROI7H50-RIBENBIEE

X 15 FLL_E3IPUSEITBE factory default i'O—R&En3

)Uﬂlpér L EL = \
i el |e|pa || o | i
SRX300 4 > oo consoLE T

Jjuniper | e
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Appendix B:

:' aﬁl Chassis Cluster Deep Dive



Cluster &£ Node ID

e Cluster ID
o SY—IRITITAAI) DHTERTBBRIC. Cluster ID H'HE
« Cluster ID (. 1 h'5 255 FT. E|DIRBEHTIHE

Cluster ID EEHEURVEDICURIFNUEIRSEO

* NodeID
e Cluster TR LZDA>)\—(%. Node ID (0 Fz(Z 1) ([CLDEBIENS
. IRTEHR—RENTWE/—REIL. &K 265
e Node ID & Cluster ID (&. EPROM (. fRFEN3
o 12471 —23> % WERERTEICRUTE. Cluster M Disable %#ZEREURL)
& Cluster (FEEBRSHARL)

Juniper Business Use Only

NNNNNNNN



J—-MRB (BAB) 01>749

- J—REBOI>I44
 Junos T(3. M#E3(C. BRI I1IL—2a>ZRIFUDDIFEINELST
1>J441(4. Primary BITZE}E
o DT 0MBEXE, /—RES (EPROM ([(fRfF) (CLDRENS
o ED)—RHIEDTIN—TFrE I 2RERTEE T DIEHICE. Junos JIL—T
HgexFI
. J—REBOIDI(ICEUTIEENS
e fxp0 OI>J44 : YHZ—I A MR—bB
o SATLhE (RARKR—L4)
o J\WOPYTI—H IP 7R X
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1>k

—)Lik—b (2

M)

—JW>7)

« I>MO-)Lik—b (3> ~O-IL)>%)
.« 1> MO-)L—NZ. RE BIOIZI1=/—3 3> %]

« Cluster X>/)\—[ET. JSRP. chassisd. 1—x)ID|EiHkEHEH
- IBTE, BADHERCEIDHTRCEDTE3I> bO—)Lik— M.

NDIEIFTY, (fxpl) HEIDHTAENDS

« SRX JZ>FIVU-X(F. 3> bO-)LiR— M EEIMICEIDIREN 2128,

>4 %G DNEN R
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J7 7w Om—&  (TOrIUvoy>2)

° 777Uu’77l'\ N (T7IUwHU> %)
F—ATL—>%EZE DRI IUIR— bk
e Cluster X>)\—[ET. @—0OF7—9TL—>%EHx
* Cluster 2 THIR—rENTWZI7TUvIULDE, 8K 21U
« SRX HA [CT. RTO Xwtz—>(&, J7JUwHU> s (vaa>., Ib—MRE) #TUTEER
« Active / Active #&8R%Tld. T—HA(F. XAN\—RBOT7TVvIR—bzTUT (Z 8Y) B{EnIEE
e IEWIRDT—4 (A—Y-) FII1vIEHR—bEN3

o JPIVYIIR—=k (TFrIUyIU>5)  DDm—R> b
« fab0 ¢ fabl O{RIBA>AJ1—X(Z%. nodeO & nodel ZDRTZHIC, BRI B ENMNE
« nodeO fAliC fab0 1>37J1—A%{ERLL. nodel flC fabl />AJ1—X%VERKL. IBIEFEHRE T
BIENEEEIND
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1> bO=Jbik— Ty T wIm—

N

NO)E!

o > bO—-)R—=hETFITVYIIR— Ny F 23 OIS

IEZE (L. 100msec LA T ICUTLEE0

Iy bDI ST A MY R— ko

IGMP Snooping HEEE(L. FESH(CL TZEL)
> 8O- HET7TV9IU>400 VLAN (CABOD NS4 O% RS RVCENNE
NSD4vh%z, hJtU I 3R(E. MTU OB( XSEENNE
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Redundancy Group

. Redundancy Group
A= bz2d I —TIbU. Sv—S %IV A—-IN\—-93
« Redundancy Group O (&, JLl—F74>JI>S>ELTENDNS

« Redundancy Group 1 (&, Active / Passive ® Redundant interface &£UTfEDN3
Redundancy Group 1 B _t(d. Active / Active DBFICfENHNS

« ARL—23203. ScreenOS M VSD (SFEFE(CHIUTVE T, Junos Tl I> M O-)LTL -
F=ATL—>2%"DFBIoC, D EBATEDD Redundancy Group HWihE

* Redundancy Group O (&, J>h0— IWIL—>TLEDAIC. Redundancy Group 0 (CXYE> &N,
Redundancy Group 1 Bl E(F. 75T —IRvE>TEN3

nodeO nodel

Control Link

- -
PEEO Fabric Link
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HAN——

Redundant Ethernet Interface O:iTE

 Redundant Interface
« Redundant Interface (L. Active / Passive LU TDIEENZIF DA IN—A>AT1—A%Z$ERK I 1R
LA IT—R
« SRX O Active / Active &lE. %4 D Redundant Ethernet X>/U—h' Active / Active ([CRANIIT
(3724, 2733 Redundancy Group ZFIFUT. BIRFCNS I IR ERX TE DB E(E. IREEZRT D
(ENEN® Redundancy Group ® Master 4/ L-1(CF3)
S—IBEDRNIWIDELZ% BRI T ScreenOS ¢ Redundant Interface OZE X A (LREIU
12045 Tld. reth <BS X > £23
IRTOOSHINIST1T & COA>ATI—RICTBENNE
YDIBRA>AIT—-REL BB
FZE, IP 7RLA. QoS. Zone. VPN REDETFEICAHE
IR TOINTAEF L A=A AT 1—ATEHESNS

« Redundant Interface O{ER%
o USHOTIVT =234 >HT1—AEVERL T BLDIC. VERL T D ENT]RE
o SRX MMRABA>HT1—RZVER T BIZHIC. S — AT reth BF S ZEIDIRAINEN DD
- reth interface Z{/ERXUT=5. reth interface Z Redundancy Group (C/\1> RITBDMNENHD
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Redundant Interface MAC 7 RL-X

 Cluster ID ZFIFHUT. Reth MAC 7 RLAHEHENn3
e Reth MAC ) |\|/7\0)1‘§52

I NOANNAAEOOaRDD
H—l \ J

Hexfield Bit:‘rield
- ERER :
CCCC -  Cluster ID. I—HICLDEIDIRANS ID TS
RR - Reserved. 00.
VV - Version. J7—ARNJJ—=X(Z. 00

XXXXXXX - Interface ID. Reth Index h'5RTESND

« Cluster ID 1. Reth Interface OOMACY RLZADTA—w MFl -

ofl:[-H-H:H-B
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A>HT1—Z BEZHIY

« (IAHJI—R EZAUY
e Cluster ADUZIHIAASATTI—ADIT T3> DEZH—HEEE
« ScreenOS DLOIC, BE (255) HMBUIA MECTRHREFIAL, Sv—>ATO
I A—-IN-%ZEIR
o JE-MDORBREELIIAINIA—I\—ZEEFFBIHIC(E. Junos 11.2 DAETHR—b
SN TULS IP Monitoring DREEENINE
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> hO=-IWI>OE'ZAUSD

- 2> O-UIE'ZAVULI

2> bO=)VISOE, $FICEREZINZBCERCEICEZA—IND

ARURNS, 2> bO—=ILU>ST YA —#EEE(L. T T4V N TIIEETESNR

COETE(L. ThA)—)—RMEIBURRRIC. BEITI> M-IV H%EIRSE 2 1EE
30 ED/\-RE—F (FTAIKT(E. 60 F) (CEDIEREMENER TSE. thF)—
J—Rz)J—-hat3

3> 8O-V IR UTeEE, Th 4 —)—RiE. disable DXT—4AA(CRD, @A D
J—Rh LRI 4 (CHEBE T 2D %Z[H<

« YR : setchassis cluster control-link-recovery

3> 8O-V IR LI 3> hO—)W)> 9% IREEBICE 3> ha—ILU>T VBN -0
teaeZzFI AT DN FEITEIAHY—)—R2UT - I DN DOVITNHDFTENEIRE]HE
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J7 T HEZHY> Y

o JPJUwIIOEZAI
o TPV BFISEEEZINZDERCEICEZA—SNTUVEY, Junos 10.4r4 LIBE T4,
D70 FENSEIRES, VT —NF32ERK EZAU T EBRINS
o J7TUHIE BB K 2 AETIELIBAENTEET, 2 AEXRF. 1 A(E. RTO THIAL.
DD 1K, ET-9ERIVIEVLTHIATS

Juniper Business UseOnly T NETWORKS



SRX HA A7 —9RXE

Hold Timer
Bootup Expires
:ij/ »| Secondary

S.econdary-hold Fabric-link Ctrl-link Primar:y node
timer expires failure failure dies
(300 seconds) Disabled Ineligible
No Action Ineligible

timer fires

Fabric-link
failure Primary node
Ctrl-link dies
failure

Secondary Primary node dies

\ 4

a

Hold Failover (manual, i/f failure, ip-mon failure, preempt etc.)

-Disable 27 -4 (B30, ThoHU—)—RDFH
-Disable 27— Mz{EIHSE3(C(E, ThoF)—)—ROUT - MHAAE
IR FO[ No Action J(Z. JUNOS 10.4r4 L& TOEIE
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A=) AFIDERNE

o V=S AATEIMET BiGE
« EPROM (CEZ:AFNTLWBIASZUTZY NI IMNENHD
o UTFESHNDFIETERML (E55ERIURIR)
e Chassis Cluster z | disable | (CUT reboot

user@srx> set chassis cluster disable reboot

e Ffzld. ClusterID %# [ 0 | (CERXTEUT reboot

user@srx> set chassis cluster-id 0 node 0 reboot

Juniper Business Use Only
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IPSec VPN (3

* |PSec
- BEERZANT IP )Wy NEAI TeRERL L PinEREZz IR 208
o F1UT45—NITIAREIT SA (Security Association) Z{ERk
o 1-HYr3J1v0([% SA Nz EE
« |KE
- BBS/FREVINIVXLORTE. BESHEEorsdCFHIBEN3708IL
« 2DMDJI—XT SA ZHET
e« IKEJI—X1: ISAKMPSA (NAME) Z4Rk
« IKEJI—X 2: 1-—HY@&ENEBIZHD IPSecSA (FAM x2) ZHERK
. |IKE IF@EORIIEAIZ Initiator. [5Z{l%Z Responder EIES

ISAKMP SA (i3

)
iy PSec 5 => 1y
GNZ ji-E'EU- . == == PS€ = :\E'f% LAD
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iﬂlb
0oa

VPN 15z R

e VPN #EZ#5(CIERETITTTREED 238D
« LAN fEiE#H:
o BENHLEEO LAN £ X NE1+% VPN &t

(o o e

. UE-RI-YiEH
o TXI1VFT45-MNITAL1—YinRRIT VPN 1Z4:
o WARAIC VPN 95472 MNRBYVINIITHNE

__ *—.@{ AN >

ssssssssssssssssssssssssssssss

C

N




LAN [E3E#t IPSec VPN DS E L
. SRX O LAN PS5 VPN (£, LU 2 DO ESENHS

. JL—M—=Z VPN
o =TIV FIBRENTTYI%H N

e RJS—~R—Z VPN
o MNUS—(CXYFIBNTTYIDHE N L)Y
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LAN 2%t IPSec VPN :%EDF/IE

« LAN R3#E#t IPSec VPN DSEIZLL T OATVI TENH
1. J1—X 2 J\SA—HDHTE
a. JOR—YILOETE
b. RUS—D&E
c. F—NITADEFE
2. JI1—X 1 )\5XA—HDHTE
a. JOR—YILDETE
b. RUS—D&E
c. VPN O:%iE

e JL—M—=Z VPN D&
o NOXIAATI—ADVERREY —>DEINHT
o —TFT4IDEE
« VPN ANON\A>F7 4>
« RJ>—~R—Z VPN D&
o NRUSTRIS—DVERK
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1-a. JI1—X 1 JOK—YILODETE

« ISAKMP SA OtF1U5r/EHE (JOK-—YI) 2FEH

o FREEATN. BERSI AT (DH group)

security ike proposal IKE PROPOSALIL

security ike proposal IKE PROPOSAL1 dh-group groupZ

security ike proposal IKE PROPOSALIL

g5E7ITUX A,

authentication-method pre-shared-keys

authentication-algorithm shal

sl VIV TUX NEFZIETE

security ike proposal IKE PROPOSALIL

o JISA=HDBEENTHIE

Basic Proposal 1:
Proposal 2:
Compatible Proposal 1:
Proposal 2:
Proposal 3:

Proposal 4:

Standard Proposal 1:
Proposal 2:

© 2022 Juniper Networks

RNTHD. IBSZFHEIBLERIEE

EENE
Preshared key, DH g1, DES, SHA1
Preshared key, DH g1, DES, MD5

Preshared key, DH g2, 3DES, SHA1
Preshared key, DH g2, 3DES, MD5
Preshared key, DH g2, DES, SHA1
Preshared key, DH g2, DES, MD5

Preshared key, DH g2, 3DES, SHA1
Preshared key, DH g2, AES128, SHA1

Juniper Business Use Only

encryption-algorithm aes-128-cbc

pre-gl-des-sha
pre-gl-des-md5

pre-g2-3des-sha
pre-g2-3des-md>5
pre-g2-des-sha
pre-g2-des-md5

pre-g2-3des-sha
pre-g2-aes128-sha

Jjuniper | e
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1-b. 1-c. J1—-X 1 N> —. F—RNITADETE

2e-0/0/1 ge-0/0/0 ge-0/0/0

Untrust Zone Untrust Zone ge-0/0/1

_ Trust Zone J /\ \1 Trust Zone
——ETETTTT  m mmmEm g
254 254

192.168.1.0/24 T 192.168.11.0/24

» IKE RS —DETE HIED)
» FRELTOR—Y)LZEH

set security ike policy IKE POLICY1l proposals IKE PROPOSAL1

set security ike policy IKE POLICY1l pre-shared-key ascii-text juniper

« IKE 7—PMIIADERIE
o IKE /RS —, {@EO7 RLUREA>HT1—AZI8TE

set security ike gateway GW1l ike-policy IKE POLICY1

set security ike gateway GW1l address 10.0.1.1
set security ike gateway GW1l external-interface ge-0/0/0

Jjuniper | s
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2-a. J1—X 2 JOhN—YILDHTE

« IPSec SA OtF1UF(EH (JOR-—YI) ZFEH

« JORI)L. BESAET7)I TV L,

set security ipsec proposal IPSEC PROPOSALI protocol esp

sosll )/ )V IR LEE# S TE

set security ipsec proposal IPSEC PROPOSALI authentication-algorithm hmac-shal-96

set security ipsec proposal IPSEC PROPOSALI encryption-algorithm aes-128-cbc

o NIA-HDHEERHNTFHERINTED. I55ZFIFHIDTEEREE

T - R

Basic Proposal 1:
Proposal 2:

Compatible Proposal 1:
Proposal 2:
Proposal 3:
Proposal 4:

Standard Proposal 1:
Proposal 2:

© 2022 Juniper Networks

no PFS, ESP, DES, SHA1
no PFS, ESP, DES, MD5

no PFS, ESP, 3DES, SHA1
no PFS, ESP, 3DES, MD5
no PFS, ESP, DES, SHA1
no PFS, ESP, DES, MD5

DH g2, ESP, 3DES, SHA1
DH g2, ESP, AES128, SHA1

Juniper Business Use Only

nopfs-esp-des-sha
nopfs-esp-des-md>5

nopfs-esp-3des-sha
nopfs-esp-3des-md>5
nopfs-esp-des-sha
nopfs-esp-des-md5

g2-esp-3des-sha
g2-esp-aes128-sha
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2-b. 2-c. J1—X 2 KU —DFETE. VPN DFETE

ge-0/0/1 ge-0/0/0 ge-0/0/0

Untrust Zone Untrust Zone ge-0/0/1

_ Trust Zone \/ /‘\\ \ Trust Zone
— TS  -m mEmmEm aa
.254 254

192.168.1.0/24 T 192.168.11.0/24

IPSec K>S —DESTE S
e FRTEULRTON—YILZEH

set security ipsec policy IPSEC POLICY1l proposals IPSEC PROPOSALI

« IPSec VPN D:i%7iE
o RTEBRHOT—NITA. IPSec W) —Z%EFH

set security ipsec vpn VPNl ike gateway GW1
set security ipsec vpn VPNl ike ipsec-policy IPSEC POLICY1

set security ipsec vpn VPNl establish-tunnels immediately

Juniper | o

© 2022 Juniper Networks Juniper Business Use Only T ETwoRKs



3. ==X VPN DEXTE

ge-0/0/0 ge-0/0/0
T ii'toz/g:‘ 1 Untrust Zone Untrust Zone ge-0/0/1
_ \/ /_\ \1 Trust Zone
—T T BT ———
254 254
= srx_center 10.0.1.1 ( ) 101.11 srx_remote —J;.,
192.168.1.0/24 T 192.168.11.0/24

& TE 1

o NRIAAHTT—ADVERK
o V=T DENTE
set routing-options static route 192.168.1.0/24 next-hop st0.0

e IPsec VPN LOUEDF

set security ipsec vpn VPNl bind-interface st0.0

« Security Zone (C7Y1>

set security zones security-zone untrust interfaces st0.0
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4. )2 —~—2Z VPN DESTE

o« 7RLRIYIOAVERK

set security zones security-zone trust address-book address Local-LAN 192.168.11.0/24

set security zones security-zone untrust address-book address Remote-LAN 192.168.1.0/24
o 79232 H “Tunnel” OtF1UFT RIS —%VERK
e trust -> untrust

set security policies from-zone to-zone untrust match source-address Local-LAN
set security policies from-zone to-zone untrust match destination-address
Remote-LAN

set security policies from-zone to-zone untrust match application any

set security policies from-zone to-zone untrust then permit tunnel ipsec-vpn
VPN1

e untrust -> trust

set security policies from-zone untrust to-zone match source-address Remote-LAN
set security policies from-zone untrust to-zone match destination-address Local-
LAN

set security policies from-zone untrust to-zone match application any
set security policies from-zone untrust to-zone then permit tunnel ipsec-vpn
VPN1

XOEE : RUS—R—X VPN E)b—R—2 VPN OSRIEMRG (R7E) (47Ra]
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}H%}bﬁﬁ A/

user@SRX> show security ike security-associations
Index State|] Initiator cookie Responder cookie
6706971 UP 845863c590392820 8ebfcc763b60alde

user@SRX> show security i1ke security-associations

Mode Remote Address
Main 10.0.1.1

detail

IKE peer 10.0.1.1, Index 6706971, Gateway Name: GW1

Role: Responder, | State: UP

Initiator cookie: 845863c590392820, Responder cookie: 8ebfcc763b60alde
Exchange type: Main, Authentication method: Pre-shared-keys

Local: 10.1.1.1:500, Remote: 10.0.1.1:500
Lifetime: Expires 1in 25619 seconds
Peer ike-id: 10.0.1.1
Xauth user-name: not available
Xauth assigned IP: 0.0.0.0
Algorithms:
Authentication hmac-shal-96
Encryption : aesl28-cbc
Pseudo random function: hmac-shal
Diffie-Hellman group DH-group-2
Traffic statistics:
Input bytes : 1148
Output bytes : 808
Input packets: 8
packets: 5

© 2022 Juniper Networks
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YEicESE — IPsec SA (J1—X 2) OOMESE

user@SRX> show security ipsec security-associations
Total active tunnels: 1 IPSec SA (ZESEROT
ID Algorithm SPI Life:sec/kb Mon lsys Port Gateway Inbound / Outbound O H
<131073 ESP:aes-cbc-128/shal 7ed4cacO0d 2091/ unlim - root 500 10.0.1.1 VERREN3
>131073 ESP:aes-cbc-128/shal edfd7a93 2091/ unlim - root 500 10.0.1.1

userd@SRX> show security ipsec security-associations detail

ID: 131073 Virtual-system: root, VPN Name: VPN1
Local Gateway: 10.1.1.1, Remote Gateway: 10.0.1.1
Local Identity: ipv4 subnet(any:0,[0..7]=0.0.0.0/0)
Remote Identity: ipv4 subnet (any:0,[0..7]=0.0.0.0/0)
Version: IKEv1
DF-bit: clear, Copy-Outer-DSCP Disabled, Bind-interface: st0.0
Port: 500, Nego#: 2, Fail#: 0, Def-Del#: 0 Flag: 0x600a29
Tunnel events:
Sat Jul 16 2016 07:22:19: IPSec SA negotiation successfully completed (2 times)
Sat Jul 16 2016 06:32:41: IKE SA negotiation successfully completed (1 times)
Sat Jul 16 2016
Negotiation failed with error code NO PROPOSAL CHOSEN received from peer (2 times)
Sat Jul 16 2016
Tunnel is ready. Waiting for trigger event or peer to trigger negotiation (1 times)

JUNIPES | 2aa
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}H%}bﬁﬁu:b\ - /15’7 |\ Jj’(yqd)% bl:l-l_ﬁEle\
IPsec SA _ETCORES1L/ES{LUIZ/INA NI, Ny NMSzFRR<

root@vSRX1> show security ipsec statistics

ESP Statistics:
Encrypted bytes: 75696
Decrypted bytes: 5208
Encrypted packets: 498
Decrypted packets: 62

AH Statistics:

Input bytes:
Output bytes:
Input packets:
Output packets:

Errors:
AH authentication failures: 0, Replay errors: 0
ESP authentication failures: 0, ESP decryption failures: O
Bad headers: 0, Bad trailers: O

Juniper |
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IPSec VPN NI 2a1—F4>7

 IKE ® Debug O0%(%. /var/log/kmd RIZIRTF
« Debug FAE&TE

set security ike traceoptions flag all

set security ike traceoptions flag ike

« Debug 04 (kmd J71)l) OSBHE

user@SRX> show log kmd

 IKE Debug 07 ZU7 A1 LCEZA—-TRI5E

user@SRX> monitor start kmd

user@SRX> monitor stop

* http://kb.juniper.net/KB10100

e How to troubleshoot a VPN tunnel that is down or not active

Juniper Business Use Only
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http://kb.juniper.net/KB10100

IPSec {EFFHEDZEE S

VAR WY

s’

o NXINAAHTI—R (st0) D MTU {B(FFTIAIKT 9192

ScreenOS & Route-based VPN Z{ERL TiEft 9 D5 S(CHIRRLRBIZEN

HDDTEENE
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Appendix D:
NAT Pool Options
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Source NAT with address-persistent

o NAT EFMERFIAFEDRAMI YA OS5I TEU IP Address %z Pool HMSEID
=&
o BTEDRAMBERYICEYIANMZT—REN NAT OV RUANZEIDHTENDE. LUFZDIRA
MBIER DY A =T —NNTH. [EA—0 IP Address # NAT TE|DHTAENBIEE

set security nat source address-persistent

« Global s8TELERBTED. sREZIGATBREIANTD Pool [CRIREND
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7 RLURAT = Vs TERHE

. FRUZT—LORAE _
. EH—DIP 7RLZ Source NAT Pool Ds&TEH
e |P TFI/ZI/\/y lab@srx# show security nat
~ source {
e 12571—X (Source NAT Dd+) pool src nat pool napt |

address {
100.100.100.20/32 to 100.100.100.29/32;

« AT3> )

« R—NZHaAT (port no-translation) B nelation,
e Overflow Pools ) |
o j-)b@?hb}%{ﬁb\tﬂjti%/m_\ overflow-pool interface;

JA—=IV)\WI (T TE
« 412371 —-R7RUAZ{EH
e BlOT-)2SHE
o IN—RZIRRLD pool MHE
« 7RUAZTbH
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7 RUZAT =)V EMEDERD

PAT EI{EOERNL, (port no-translation)
J—)Li8:1EEF NAPT (overflow-pool interface)

Pool
100.100.100.30 ~100.100.100.31

Trust
fe-0/0/0.0
—— >/ Internet

.1 100.100.100.0/24

—

192.168.1.0/24

lab@srx> show security flow session
Session ID: 11120, Policy name: trust-to-untrust/4, Timeout: 1580, Valid
n:1192.168.1.22/21003 |--> 100.100.100.254/23;tcp, If: vlan.0, Pkts: 36, Bytes: 1481

Out: 100.100.100.254/23 -->[100.100.100.30/21003 }€ :_fe-0/0/g = S
NAT cncuL\ash

Session ID: 11127, Policy name: trust-to-untrust/4, Timeout: 1790, = NEHEENTULRL)

In:1192.168.1.23/1267 4> 100.100.100.254/22;tcp, If: vlan.0, Pkts: 17, Bytes: 1673

Out: 100.100.100.254/22 -->]100.100.100.31/1267jtcp, If: fe-0/0/0.0, Pkts: 18, Bytes: 1767

23] ) fel
Session ID: 11159, Policy name: trust-to-untrust/4, Time : 1794, TEﬁ(;—?ﬁﬁkP%rgﬁ—Cb\é

In: |192.168.1.24/1044 4> 100.100.100.254/80; tcp : vlan.0, Pkt IP
Out: 100.100.100.254/80 -->|100.100.100.1/64506}tcp, If: fe-0/0/0.0, Pkts: 43, Bytes: 40039

Juniper | s
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Source NAT with address-shifting

« NAT E{EBFIC Private : Public h* 1 : 1 TYwE>JaENn3
« Host-address-base TE (133 Private 7 RLUAZEETE

set security nat source pool A address 192.168.1.1/32 to 192.168.1.20/32
set security nat source pool A host-address-base 10.1.1.5/24

« show security nat source pool all J¥> RTHEER
e 10.1.1.5 ~ 25 /' 192.168.1.1 ~ 20 &£ 1: 1 THIt

root> show security nat source pool all

Total pools:

Pool name

Pool id

Routing instance : default

Host address base : 10.1.1.5

Port : no translation

Port overloading : 0

Address assignment : static-paired

Total addresses : 20

Translation hits : 0

Address range Single Ports Twin Ports
192.168.1.1 - 192.168.1.20 0 0

Juniper | oz
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Source NAT with port-overloading-factor

193

- port-overloading-factor = “N” £5%TE I DET. NEPEY(C PAT Dz fH)

h— R ES% 64kxN O FTIEDPUTERIZENTIEE

set security nat source pool src nat pool napt address 100.100.100.30/32

set security nat source pool src nat pool napt port port-overloading-factor 2

o N=1 £LVSDONT IA FDIREE
* port-overloading-factor MFZTEEL T TEHEI 1 15 32 T
« Port-overloading-factor ZF!|fH TZ% Pool Address D#XITS5vRIA—LEI(C
HIFENETHESNTLD
* Branch SRX Series = 1
« SRX5k Series = 128 (15.1X49-D40 ~. ZNLAFiIE 16)
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Appendix E:
Security Logging
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Security Logging

e Junos O ATAICTHIAEINZBEDOSATLAOJERIIC,
NS5J4v~0% (Security Logging) ZEVEJ 3¢ HOIHE

« Security Logging (& 2 DDJA—Yvy 5 EIRNE]EE
- JBEE®D Syslog (RFC3164)
» Structured Syslog
o LDEFRTFIVTIBHRZESUWES(TER

« Security Logging (3 2 DOURESENSIEIRN ] EE
* Event Mode
» Default 320 (F&X 1500 event/sec 3X) s 0421/ -V AT 59 M- LlcHz
» Stream Mode
- FEMEBINIIIRIET Security Log DEENMMNERIZ ST
HEEINZE-R
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Security Logging

* Event Mode
« Security Log (3—E Routing Engine TULIEUZ4Z(C Syslog U —/)\\X{ESNBTcsd.
B N5 J4wIB5(C( Routing Engine DALIEETETME XTI IDTTHA IARETHNE
« —75TC. Security Log ®I1JLF)>JoNEB Storage NDRFNEIEER AT

3. J4ILAUSI ) —IUCRIST Local Storage (C
! Plane Log ZRFID (AT33)

Routing
Engine

2. PFE TYERENT Log 1Y RE (CBmXEN

4. RE TIESNTAR, Syslog Y—/\—(TX(E
IBIHICHEE PFE (CRmXEN5

Data Plane

Traffic 0 Packet Traffic /
Forwarding Engine

1. PFE T Security Log h"4Emcn?

5. Syslog H—/\—(COJhX{EEN3

Juniper | oz
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Security Logging

 Event Mode

set
set
set

security log mode event
security log event-rate 100
security log format sd-syslog

Event Mode ZE=SUT. IR M—N, JA—YYNREZIETE

Traffic Log DXyt—> (3 “RT_FLOW” (CXYF 9D

set
set

system
system

syslog host
syslog host

192.168.0.99 any any
192.168.0.99 match RT FLOW

Syslog U —/\—(GX{E 935S (dHoStZIETE
set
set

syslog file
syslog file

system
system

TRAFFIC-LOG any any
TRAFFIC-LOG match RT FLOW

set
set

security
security

address any

set
set
set
set
set
set
set

security
security
security
security
security
security
security

© 2022 Juniper Networks

policies
policies

policies
policies
policies
policies
policies
policies
policies

from—-zone
from—-zone

from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

trust
trust

trust
trust
trust
trust
trust
trust
trust

to—-zone
to—-zone

to—-zone
to—-zone
to—-zone
to—-zone
to—-zone
to—-zone
to—-zone

untrust
untrust

untrust
untrust
untrust
untrust
untrust
untrust
untrust

Juniper Business Use Only

policy
policy

policy
policy
policy
policy
policy
policy
policy

Log Z Local Storage (C(fR7F 9215 (& File 2ZIEE

trust-to-untrust match source-address any
trust-to-untrust match destination-

trust-to-untrust match application any
trust-to-untrust then permit

P1
P1
P1
P1
P1

match source-address any
match destination-address any
match application any

then permit

then log session-init

Security Log ZHUSUIZL) FW RUS—T7I2 3> %387E

257
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Security Logging

 Stream Mode

« Security Log (&. Packet Forwarding Engine A TLIEEN, Syslog H—/\—ABRiXdN3
(B0 Logging Rate ZER{G I B ENTEEFI N Local Storage \D Log IRFREFITARW)

Control Plane

Routing
Engine

1. PFE T Security Log h'4ER%aN 3 Data Plane

Traffic e Packet Traffic /

Forwarding Engine

2. PFE h'3E4E Syslog Y—/\—(COJMHXEENS X

X Stream Mode {F (X, Syslog Server A®D Log iX{=(d Revenue Port N'5iX{ESN2HENHD (FXPO HSOixE(FFRPAR— 1)
JUNIPEN | s
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Security Logging

e Stream Mode

set
set
set
set

set

security
security
security
security

security

address any

set

security

address any

set
any
set
set
set
set
set
set

security

security
security
security
security
security
security

© 2022 Juniper Networks

log
log
log
log

policies
policies
policies

policies
policies
policies
policies
policies
policies

mode stream
source-address 192.168.0.254
stream TRAFFIC-LOG format sd-syslog
stream TRAFFIC-LOG host 192.168.0.99

from—-zone

from—-zone

from—-zone

from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

trust

trust

trust

trust
trust
trust
trust
trust
trust

to—-zone

to—-zone

to—-zone

to—zone
to—-zone
to—-zone
to—-zone
to—-zone
to—-zone

untrust

untrust

untrust

untrust
untrust
untrust
untrust
untrust
untrust

Juniper Business Use Only

Stream Mode ZE=UT. Source Address. JA—<Y .
Syslog H—/\—D5—-7y NREZIBTE

policy
policy
policy

policy
policy
policy
policy
policy
policy

trust-to—-untrust

trust-to—-untrust

trust-to—-untrust

trust-to—-untrust

P1
P1
P1
P1
P1

match source-
match destination-
match application

then permit
match source-address any
match destination-address any
match application any

then permit

then log session-init

Security Log ZEUSUTL) FW RS =T33 %Z38TE

Junipe
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Appendix F :
Firewall Filter (ACL) @D
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Firewall Filter D% 7E

e FW J4I)VAERME < DIy bOIJO—Z2HIfH T 228D AT — AR
T4V I RIS — (= ACL)

e FW J/ILATIE term EMEENZEASF T OT OV ER

« J(ILAAD term (E top = down DIEFETHEEIND

test-filter « FW filter &
term < first-term >
- term &
match
no match BEEM: 7 RUARE

term < second-term >

from I then ) 7555 o] AR

match

no match

: & term [OBEBURNOEISZA. discard UF T

XFHTULS term HVERR UTZBRARE ., sHIDIEE#ZE I 2R (3 insert IV R=FIFHUTCERIURIESEIC Term O ANBZ 2 FENANE
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Firewall Filter QD% 7E

511 : 10.10.10.0/24 H'5DiE{EZFEILIEV FW JA L5 ERL

root# set firewall family inet filter FW-FILTER term BLOCK from source-address 10.10.10.0/24
root# set firewall family inet filter FW-FILTER term BLOCK then discard
root# set firewall family inet filter FW-FILTER term PERMIT then accept

root# show firewall family inet filter FW-FILTER FW filter £
term BLOCK {
from {
source—address {
10.10.10.0/24;

WE%(4:10.10.10.0/24 h'5D&E(E

}
then {

discard;

}

term PERMIT { S
then accept; D IP NS DIBIEZEFA]

© 2022 Juniper Networks JUﬂH:)er |
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Firewall Filter D:%7E

Bl 1. VERRUIZ FW DA% A 2 T1—ANE R

root# set interfaces ge-0/0/0 unit 0 family inet filter input FW-FILTER

root# show interfaces ge-0/0/0
unit 0 {
family inet {
filter {

input FW-FILTER; ge-0/0/0 ([CADTLBEBIS(CH LT FW-FILTER Z3EH

% FW J4I)\ADRTEZBNCIT B ( commit 93FR) (C commit confirm %
*'Jﬁﬁ@“étﬁb‘—?y"ﬁ&,a'(bijh BCBYIDREUN ] EE

© 2022 Juniper Networks Juniper Business Use Only Jumlper | 263

NNNNNNNN



Firewall Filter D% TE
5 2 : term DIEFANEZ

firewall ' ' filter FW-FILTER BLOCK from source-address 10.10.10.0/24
firewall ' ' filter FW-FILTER BLOCK then discard
firewall ' ' filter FW-FILTER PERMIT then accept

firewall ' ' filter FW-FILTER BLOCK2 from protocol udp
firewall ' ' filter FW-FILTER BLOCK2 then discard A"pennh(D&ﬂj:tennjﬁ

HADTCOIBFRIREECD
term (FERTEULIEE TERTEIT7AINCESTIAHFNMTHNS

term (& Lookup 1720\
—73C. ,%'\lL/717«()l/>7—%TIHTZDK&D(L(JLU]BJ”Er T term ZEC& I DdNENHD
(_LEEEHITIE, all PERMIT term D4&(C BLOCK2 H&EHMNTLBDT. Lookup NENRBWVCEITER)

+ insert JY> R : Firewall Filter 1° Firewall Policy O term JlE5%ZZ &

root# insert firewall family inet filter FW-FILTER term BLOCK2 before term PERMIT

root# insert firewall family inet filter FW-FILTER term PERMIT after term BLOCK2

© 2022 Juniper Networks J JUﬂHDer | 264
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Firewall Filter QD% 7E

B 2: term OIEFANEZ
BMULIEET term HEEE SN TV EZIERUE_ET. commit Z3E1T

root# show firewall family inet
filter FW-FILTER {
term BLOCK {
from {
source—-address {
10.10.10.0/24;
}
}
then {
discard;
}
}

term BLOCK2 { insert J¥> RIC&D term BLOCK2 H' PERMIT DORICFZEILTLD

from {
protocol udp;
}
then {
discard;
}

}
term PERMIT ({

then accept;

}
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Firewall Filter O3%7E

B 3 : Junos BEBADYR—I A MEEZHIPE
1. FW J1)I5%Z1ERk
e 192.168.1.0/24 Ot X> "5 SSH TOEEDHEFA]
2. YERRUTE FW J4)L5% 100 (JL—T)\wIA(>AJ1—R) (OEFE

root# show firewall family inet root# show interfaces
filter MANAGEMENT { 100 {
term PERMIT { unit 0 { /

Routing Engine

from { family inet ({ CPU
source—-address { filter { 4
192.168.1.0/24; input MANAGEMENT; | o
} P (1370} P

protocol tcp; address 10.10.10.1/24;
destination-port ssh;

} 00— [

1
NF—I A MBIE(S 100 ZFEH

then accept;

Packet Forwarding Engine

X EX. QFX SU-ZXBBA\DEE%ZHliHITDI5E. 100 BLU. me0 (EX) .emO0 (QFX) A Firewall Filter ZiEHI 3¢ E
¥ SRX. MX S -XBBAOE{E%HIHT 2155, 100 DH(C Firewall Filter ZiEFH I 3¢ THlfHI O] BE
(BIEA>5J1—X fxp0 ADEH(IAE)
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