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SRX —+0o0t°
A CLI Junos  Operational
- root Serial Console SSH =
- T A AP root SSH
- TeraTerm SSHv2 }
IP K 192.168.1x.1

K SSHp TeraTermP

K root

K Juniper

JUNOS 20.2R3 - S2.5 built 2021
root% cli
root>

- 07- 30 09:45:37

utcC
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v

CLI |
A Junos CLI

3

Configuration mode # L it SRS

f

> configure exit

$ cli exit
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show

Configuration = A
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Operational

A root Login Shell D ° P
A —lic _ A Shell Operational 0
login: root
Password:
JUNOS 20.2R3 - S2.5 built 2021 - 07- 30 09:45:37 UTC
root %
root% cli
root@srx>
A root Y4 Login Operational D >0 P
A startshelle A Operational Shell 0

login: user
Password:

JUNOS 20.2R3 - S2.5 built 2021 - 07-3009:45:37 UTC

user >
user> start shell
%

juniper | o«
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Operational

A Operational

user> ?
Possible completions:
clear Clear PPM related statistics information
configure Manipulate software configuration information
file Perform file operations
help Provide help information
load Load information from file
monitor Show real - time debugging information
mtrace Trace multicast path from source to receiver
op Invoke an operation script
ping Ping remote target
quit Exit the management session
request Make system - level requests
restart Restart software process
scp Copy files via ssh
set Set CLI properties, date/time, craft interface message
show Show system information
ssh Start secure shell on another host
start Start shell
telnet Telnet to another host
test Perform diagnostic debugging
traceroute Trace route to remote

© 2022 Juniper Networks Juniper Business Use Only
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Operational
A g

A K o P
clear configure monitor set show AT UR
‘_-——""—-‘;:::"F——-/F ‘,,-/"‘ e ’ ¥ Ta
bgp chassis interfaces isis ospf route  version R IR ISR
PRt ‘4-"" - e s
brief exact protocol table terse 5 5 ki

user> show route terse

inet.0: 3 destinations, 3 routes (3 active, 0 holddown , O hidden)
+ = Active Route, - = Last Active, * = Both

AV Destination P Prf Metric 1 Metric 2 Next hop AS path
*?0.0.0.0/0 S 5 >192.168.1.254

*?192.168.1.0/24 D O >ge - 0/0/0.0
*?2192.168.1.1/32 L O Local
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Configuration

Cc::

A Operational configure . AN Configuration

user> configure
Entering configuration mode

[edit]
user#

Cis

A configuration N D

user> configure
Entering configuration mode
Users currently editing the configuration:
user terminal uO ( pid 6898) on since 2022 - 07- 15 09:15:04 UTC, idle 00:05:48
commit - at

The configuration has been changed but not committed

[edit]
user#

© 2022 Juniper Networks JUﬂlPer |
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Configuration K

A configure private 1 Candidate
Configuration T 1 Candidate

user> configure private
warning: uncommitted changes will be discarded on exit
Entering configuration mode

Active
Config

%m
Candidate 2

A configure exclusive 1 A A

~

A N A

Candidate

user> configure exclusive
warning: uncommitted changes will be discarded on exit
Entering configuration mode

Commit 7]

Jjuniper |
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show

Cis

A show K y

> show arp

> show chassis environment
> show chassis hardware

> show chassis routing-engine
> show configuration

> show interfaces

> show route

> show system uptime

> show system users

> show system alarms

> show version

l’j

O
-U.
(a]]
Cis

CPP  MemoryP

A A 0
Interface 0

~

Ciz Cis

N A

Junos 0

Jjuniper | s
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show K

A show terse brief detall extensive |
N
A terse brief A | A
A detail extensive
2 0 p Configuration JP
K

0 K Space Tab

o o I

Jjuniper | o«
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show K

> show interfaces ge-0/0/0 terse

user> show interfaces ge - 0/0/0 terse
Interface Admin Link Proto Local Remote

ge- 0/0/0 up
ge- 0/0/0.0 up inet 192.168.1.1/24

> show interfaces ge-0/0/0 brief

user> show interfaces ge - 0/0/0 Dbrief
Physical interface: ge - 0/0/0, Enabled, Physical link is Up
Link - level type: Ethernet, MTU: 1514, LAN - PHY mode, Speed: 1000mbps,
Loopback: Disabled, Source filtering: Disabled, Flow control: Disabled,
Auto - negotiation: Enabled, Remote fault: Online
Device flags : Present Running
Interface flags: SNMP - Traps Internal: 0x0

Link flags : None

Logical interface ge - 0/0/0.0
Flags: Up SNMP - Traps 0x0 Encapsulation: ENET2
Security: Zone: Null
inet 192.168.1.1/24
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show

> show interfaces ge-0/0/0 p

user> show interfaces ge - 0/0/0
Physical interface: ge - 0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifindex: 513
Link - level type: Ethernet, MTU: 1514, LAN - PHY mode, Link - mode: Full - duplex,
Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,
Ethernet - Switching Error: None, MAC - REWRITE Error: None, Loopback: Disabled,
Source filtering: Disabled, Flow control: Disabled, Auto - negotiation: Enabled,
Remote fault: Online
Device flags : Present Running
Interface flags: SNMP - Traps Internal: 0x0
Link flags : None
CoS queues : 8 supported, 8 maximum usable queues
Current address: ec:13:db:db:65:80, Hardware address: ec:13:db:db:65:80
Last flapped : 2022 - 08- 01 16:07:41 UTC (00:09:59 ago)
Inputrate  : 0 bps (O pps)
Output rate : 0 bps (0 pps)
Active alarms : None
Active defects : None
PCS statistics Seconds
Bit errors (0]
Errored blocks (0]
Ethernet FEC statistics Errors
FEC Corrected Errors (0]
FEC Uncorrected Errors 0]
FEC Corrected Errors Rate (0]
FEC Uncorrected Errors Rate (0]
Interface transmit statistics: Disabled

Logical interface ge - 0/0/0.0 (Index 72) (SNMP iflndex 521)
Flags: Up SNMP - Traps Ox0 Encapsulation: ENET2
Input packets : 0
Output packets: 27
Security: Zone: Null
Protocol inet, MTU: 1500
Max nh cache: 100000, New hold nh limit: 100000, Curr nh cnt: 1,
Curr new hold cnt: 1, NH drop cnt: 0
Flags: Sendbcast -pkt -to -re,Is - Primary
Addresses, Flags: Is - Defaultls - Preferred Is - Primary
Destination: 192.168.1/24, Local: 192.168.1.1, Broadcast: 192.168.1.255

Juniper |
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show

> show interfaces ge-0/0/0 detall

user> show interfaces ge - 0/0/0 detail
Physical interface: ge - 0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifindex: 513, Generation: 141
Link - level type: Ethernet, MTU: 1514, LAN - PHY mode, Link - mode: Full - duplex,
Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,
Ethernet - Switching Error: None, MAC - REWRITE Error: None, Loopback: Disabled,
Source filtering: Disabled, Flow control: Disabled, Auto - negotiation: Enabled,
Remote fault: Online
Device flags : Present Running
Interface flags: SNMP - Traps Internal: 0x0
Link flags  : None
CoS queues : 8 supported, 8 maximum usable queues
Hold - times  : Up O ms, Down 0 ms
Current address: ec:13:db:db:65:80, Hardware address: ec:13:db:db:65:80
Last flapped : 2022 - 08- 01 16:07:41 UTC (00:11:32 ago)
Statistics last cleared: Never
Traffic statistics:
Input bytes 0 0 bps
Output bytes : 1386 0 bps
Input packets: 0 0 pps
Output packets: 33 0 pps
Egress queues: 8 supported, 4 in use
Queue counters: Queued packets Transmitted packets  Dropped packets
32 32 0
0 0 0
0 0 0
0 0 0
Queue number: Mapped forwarding classes
0 best - effort
expedited - forwarding
assured - forwarding
network - control
Active alarms : None
Active defects : None
PCS statistics Seconds
Bit errors 0
Errored blocks 0
Ethernet FEC statistics
FEC Corrected Errors
FEC Uncorrected Errors
FEC Corrected Errors Rate
FEC Uncorrected Errors Rate
Interface transmit statistics: Disabled
MACSec statistics:
Output
Secure Channel Transmitted
Protected Packets g
Encrypted Packets
Protected Bytes
Encrypted Bytes
Input
Secure Channel Received
Accepted Packets :
Validated Bytes :0
Decrypted Bytes :0

Logical interface ge - 0/0/0.0 (Index 72) (SNMP ifindex 521) (Generation 142)
Flags: Up SNMP - Traps 0x0 Encapsulation: ENET2
Traffic statistics:
Input bytes :
Output bytes :
Input packets:

© 2022 Juniper Networks

Output packets:
Local statistics:
Input bytes :
Output bytes :
Input packets:
Output packets:
Transit statistics:
Input bytes :
Output bytes :
Input packets:
Output packets:
Security: Zone: Null
Flow Statistics :
Flow Input statistics :
Self packets :
ICMP packets :
VPN packets :
Multicast packets :
Bytes permitted by policy :
Connections established :
Flow Output statistics:
Multicast packets : 0
Bytes permitted by policy : (]
Flow error statistics (Packets dropped due to):
Address spoofing: 0
Authentication failed: 0
Incoming NAT errors: 0
Invalid zone received packet: 0
Multiple user authentications: 0
Multiple incoming NAT: (]
No parent for a gate: 0
No one interested in self packets: 0
No minor session: 0
No more sessions: 0
No NAT gate: 0
No route present: 0
No SA for incoming SPI:
No tunnel found: 0
No session for a gate: 0
No zone or NULL zone binding
Policy denied: (0]
Security association not active: 0
TCP sequence number out of window: 0
Syn- attack protection: 0
User authentication errors: 0
Protocol inet, MTU: 1500
Max nh cache: 100000, New hold nh limit: 200000, Curr nh cnt: 1,
Curr new hold cnt: 1, NH drop cnt: 0
Generation: 156, Route table: 0
Flags: Sendbcast - pkt -to -re, Is - Primary
Addresses, Flags: Is - Defaultls - Preferred Is - Primary

Destination: 192.168.1/24, Local: 192.168.1.1, Broadcast: 192.168.1.255,

Generation: 156

Juniper Business Use Only
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show

> show interfaces ge-0/0/0 extensive

user> show interfaces ge - 0/0/0 extensive
Physical interface: ge - 0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifindex: 513, Generation: 141

Link - level type: Ethernet, MTU: 1514, LAN - PHY mode, Link - mode: Full

Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,

Ethernet - Switching Error: None, MAC - REWRITE Error: None, Loopback: Disabled,
Source filtering: Disabled, Flow control: Disabled, Auto - negotiation: Enabled,

Remote fault: Online
Device flags : Present Running
Interface flags: SNMP - Traps Internal: 0x0
Link flags  : None
CoS queues : 8 supported, 8 maximum usable queues
Hold - times  : Up O ms, Down 0 ms
Current address: ec:13:db:db:65:80, Hardware address: ec:13:db:db:65:80
Last flapped : 2022 - 08- 01 16:07:41 UTC (00:12:51 ago)
Statistics last cleared: Never
Traffic statistics:
Input bytes 0 0 bps
Output bytes : 1596 0 bps
Input packets: 0 0 pps
Output packets: 38 0 pps
Dropped traffic statistics due to STP State:
Input bytes : (o]
Output bytes : 0
Input packets: 0
Output packets: (o]
Input errors:
Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,
L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
FIFO errors: 0, Resource errors: 0
Output errors:
Carrier transitions: 1, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,
FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0
Egress queues: 8 supported, 4 in use
Queue counters: Queued packets Transmitted packets  Dropped packets
37 37
0 0 (o]
0 0 (o]
0 (o]
Queue number: Mapped forwarding classes
0 best - effort
expedited - forwarding
assured - forwarding
network - control
Active alarms : None
Active defects : None
PCS statistics Seconds
Bit errors 0
Errored blocks 0
Ethernet FEC statistics Errors
FEC Corrected Errors 0
FEC Uncorrected Errors 0
FEC Corrected Errors Rate 0
FEC Uncorrected Errors Rate 0
MAC statistics: Receive Transmit
Total octets 0 2368
Total packets (0] 37
Unicast packets
Broadcast packets
Multicast packets
CRC/Align errors
FIFO errors
MAC control frames

© 2022 Juniper Networks

MAC pause frames
Oversized frames
Jabber frames
Fragment frames
VLAN tagged frames
Code violations
Filter statistics:
Input packet count
Input packet rejects
Input DA rejects
Input SA rejects
Output packet count 0
Output packet pad count (]
Output packet error count 0
CAM destination filters: 2, CAM source filters: 0
Autonegotiation information:
Negotiation status: Complete
Link partner:
Link mode: Full - duplex, Flow control: None, Remote fault: OK
Local resolution:
Flow control: None, Remote fault: Link OK
Packet Forwarding Engine configuration:
Destination slot: 0
CoS information:
Direction : Output
CosS transmit queue Bandwidth Buffer Priority Limit
% bps % usec
0 best - effort 95 950000000 95 0 low none
3 network - control 5] 50000000 5 0 low none
Interface transmit statistics: Disabled
MACSec statistics:
Output
Secure Channel Transmitted
Protected Packets :0
Encrypted Packets :0
Protected Bytes :0
Encrypted Bytes 10
Input
Secure Channel Received
Accepted Packets H
Validated Bytes 0
Decrypted Bytes :0

Logical interface ge - 0/0/0.0 (Index 72) (SNMP ifindex 521) (Generation 142)

Flags: Up SNMP - Traps 0x0 Encapsulation: ENET2
Traffic statistics:
Input bytes : 0
Output bytes : 1596
Input packets: 0
Output packets: 38
Local statistics:
Input bytes :
Output bytes :
Input packets:
Output packets:
Transit statistics:
Input bytes :
Output bytes :
Input packets:
Output packets:
Security: Zone: Null
Flow Statistics :
Flow Input statistics :

Juniper Business Use Only

Self packets :
ICMP packets :
VPN packets :
Multicast packets :
Bytes permitted by policy :
Connections established :
Flow Output statistics:
Multicast packets : (o]
Bytes permitted by policy : 0
Flow error statistics (Packets dropped due to):
Address spoofing: 0
Authentication failed: 0
Incoming NAT errors: 0
Invalid zone received packet: 0
Multiple user authentications: 0
Multiple incoming NAT: 0
No parent for a gate: 0
No one interested in self packets: 0
No minor session: 0
No more sessions: (o]
No NAT gate: 0
No route present:
No SA for incoming SPI:
No tunnel found: 0
No session for a gate: (o]
No zone or NULL zone binding
Policy denied: (]
Security association not active: 0
TCP sequence number out of window: 0
Syn- attack protection: 0
User authentication errors: 0
Protocol inet, MTU: 1500
Max nh cache: 100000, New hold nh limit: 200000, Curr nh cnt: 1,
Curr new hold cnt: 1, NH drop cnt: 0
Generation: 156, Route table: 0
Flags: Sendbcast -pkt -to -re, Is - Primary
Addresses, Flags: Is - Defaultls - Preferred Is - Primary
Destination: 192.168.1/24, Local: 192.168.1.1, Broadcast: 192.168.1.255,
Generation: 156
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Enter:

/string:
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Space:

---(more)--- prompt

Py

Yo
1A

Q

Q

A

Cir >

JAbort P

user> show configuration
## Last commit: 2022 - 07- 15 10:04:45 UTC by user
version 20.2R3 - S2.5;
system {
root - authentication {
encrypted - password
"$6$zD7ag5vO$7IFul2bzwmnRtLm40OE9546HZ6Dgkty6wfaYEfYRqgd1Al
PusOhghi6luBPvMfdT.CxXNQFuzSgbEQO86HpiZbv0"; ## SECRET - DATA
}
login {
user user {
uid 2000;
class super - user;
authentication {
encrypted - password

"$6$SZPCL2gd$UICNY S6sUhKvIDVWQ@9.hkm9rOH1QZulrpSzUa9VgfyeFF
ezIN4/1wl7Dy6NOwWFXO0IiLIvZ7/wqPYS7ZP.ETgYb1"; ## SECRET - DATA

}

}
}
}

interfaces {
ge- 0/0/0 {
unit O {
family inet {
--- (more) ---

Junipe
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N1 U | no-more

A A ) CLI 0
AN A {4 CLI --- (more)--- U AN 0
A - | no-more® 1 NlJT 47 0

user> show configuration | no - more
## Last commit: 2022 - 07- 15 10:04:45 UTC by user
version 20.2R3 - S2.5;
system {

root - authentication {

encrypted - password

"$6$zD7ag5v0$7IFul2bzwmnRtLm40OE9546HZ6Dgkty6wfaYEfYRqgd1AIPusOhghi6luBPVMfdT.CXxNQFuzSgbEQO86HpiZb
v0"; ## SECRET - DATA

}
login {
user user {
uid 2000;

2 -setcliscreenlength < A > © more U N A
Juniper | s
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1° o

A Unix /1 ~© config  show 1
A root@lab> show configuration | display set
A root@lab> show log messages | nemore
A root@lab> show route | find 192.168.1.0
A root@lab# show interface | save interface_config.txt

user> show configuration | ?
Possible completions:

append
compare
count
display
except
find

hold

last
match
no- more
request
save
tee

trim

© 2022 Juniper Networks

Append output text to file
Compare configuration changes with prior version
Count occurrences
Show additional kinds of information
Show only text that does not match a pattern
Search for first occurrence of pattern
Hold text without exiting the -- More-- prompt
Display end of output only
Show only text that matches a pattern
Don't paginate output
Make system - level requests
Save output text to file
Write to standard output and file
Trim specified number of columns from start of line

Juniper Business Use Only
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_‘0

A Configuration 0 A
A o . A

user> show configuration interfaces
ge- 0/0/0 {
unit 0 {
family inet {
address 192.168.1.1/24;
}
}
}
irb {

unit 0 {
family inet {
address 192.168.100.1/24;

© 2022 Juniper Networks

Cs

pdisplay setP

user> show configuration interfaces |
- 0/0/0 unit O family

set interfaces ge
192.168.1.1/24

set interfaces irb
192.168.100.1/24

unit O family

Juniper Business Use Only

inet

display set
inet address

address
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A A Configuration N A
Operational show configuration | save<A J + >
user> show configuration | save ftp://test@192.168.1.23/SRX_Config
Password for test@192.168.1.23:
ftp://test@192.168.1.23/SRX_Config 100% of 1356 B 2021 kBps
Wrote 59 lines of output to 'ftp://test@192.168.1.23/ SRX_Config '
A A configuration N A
Configuration save<A ] + >
root# save /config/EDITING - CONFIG.txt
Wrote 59 lines of configuration to ‘/config/EDITING - CONFIG.txt'
2 0 A 1 4 user home directory A J
A Config A [ A 0 matchP

user> show configuration | display set | match ssh

set system services ssh root - login allow
set system services ssh protocol - version v2

© 2022 Juniper Networks JUﬂlPer | 48

Juniper Business UseOnly T NETWORKS



Junos
A Junos
&

/config
1A

/var/ db/config

4 19
gz
FreeBSD
/var/ tmp
Junos

/var/log
Log

/var/lhome

© 2022 Juniper Networks

file show

Qe

Zzcat 0

image

Ca

Trace option 0

—_
=
Qe
—_

save

a 44

Juniper Business Use Only

NNNNNNNN

49



Junos 8
A A

> file list /< directory >/

Vv

root> file list /var/home/ /var/ home y D

/var/home/: , :
SAMPLE/ PSAMPLEP

root> file list /varlhome/SAMPLE/ /var/ home/ SAMPLE y D

AUl OSAMPLEP & TEST CONFIG

h Y

A y A A
> file show /< directory >/< file_name>

root> file show Ivar/lhome/SAMPLE/TEST - CONFIG
## Last changed: 2022 -07-1510:18:41 UTC TEST CONFIG

version 20.2R3 - S2.5; —

system {

root - authentication {
encrypted - password

Juniper | s
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Junos 1 o

A Junos 1 & |
A Ping
A Traceroute
A Telnet/ SSH
A Monitor

Ping 1
> ping +
K 172.27.112.1 512byte ping 3A @

user> ping 192.168.1.23 count 3 size 512

PING 192.168.1.23 (192.168.1.23): 512 data bytes

520 bytes from 192.168.1.23: icmp_seq =0 ttl =128 time=4.446 ms
520 bytes from 192.168.1.23: icmp_seq =1 ttl =128 time=3.995 ms
520 bytes from 192.168.1.23: icmp_seq =2 ttl =128 time=2.633 ms

--- 192.168.1.23 ping statistics
3 packets transmitted, 3 packets received, 0% packet loss
round - trip min/avg/max/ stddev =2.633/3.691/4.446/0.771

juniper | o«
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Junos 1 o

TracerouteK |
> traceroute +
K 8.8.8.8 ge-0/0/0 traceroute @
user> traceroute 8.8.8.8 interface ge - 0/0/0
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 40 byte packets
1 192.168.1.254 (192.168.1.254) 3.268 ms 1577 ms 1.349 ms
(snip)
9 8.8.8.8 (8.8.8.8) 8.195 ms 6.075 ms 5.742 ms
Telnet / SSHK 0
> telnet +

K 192.168.1.2: port23 telnet @

user> telnet 192.168.1.2 port 23
Trying 192.168.1.2...
Connected to 192.168.1.2.

Escape character is "V]".
login:
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monitor

~
=

A monitor K

> monitor interface traffic
Interface

Interface Link Input packets ( pps) Output packets
ge-0/0/0 Up 280 (0)) (0))
gr-0/0/0 Up (0) (0)]
ip -0/0/0 Up (0)) (0)
Isqg - 0/0/0 Up (0) (0)}
It -0/0/0 Up (0)) (0)
mt- 0/0/0  Up (0)) (0)
sp-0/0/0 Up (0) (0)]
ge- 0/0/1 Down (0)) (o)}
ge- 0/0/2 Down (0)) (o)}
ge- 0/0/3 Down (0)) (0)}
ge- 0/0/4 Down (0)) (0)}
ge- 0/0/5 Down (0)) (0)}
ge- 0/0/6 Down (0)) (0)}
ge- 0/0/7 Down (0)) (0)}
esi Up
ftio Up 0
(o] (] Up
ipip Up
irb Up

Bytes=Db, Clear=c, Delta=d, Packets=p, Quit=q or ESC, Rate=r, Up="U, Down="D
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request

Crs
AN
QI
=

A request K

Z A request a

A

> request system reboot

|

A

> request system power - off

A 0 a
> request system zeroize

Ve 1 LA

- A
" n -
} $%

A

> request support information

A N Configuration a fescueconfig a P
> request system configuration rescue save

A OS

> request system software add <

Jjuniper | e
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Junos

A

© 2022 Juniper Networks

1.

4.

> request system reboot

JUﬂ!P‘er Products & Services  Support Training HowtoBuy Q
-4 Contact Us 2 Notifications eAccoun: v
N Junos OS
.. : Support
https://www.juniper.net/support/downloads/group/?f=junos
C L I J u n OS Downloads Knowledge Base Service Request Manager My Juniper Community
FTP/TFTP ar/tmpP 6
/ /Vp' / p - root> file copy ftp://test@192.168.1.23/junos
> file copy ftp:// ID W /Junos Ivar/tmp srxsme - 20.2R3 - S2.5.tgz /var/tmp
Password for test@192.168.1.23:
N Ivarl tmp/l...  transferring.file 92LXun/
("X 100% of 385 MB 2539 kBps 00mOO0s
> request system software add /var/ tmp/ Junos root@> request system software add
/var/tmp/junos - srxsme - 20.2R3 - S2.5.tgz
. . NOTICE: Validating configuration against
D 0 junos - srxsme - 20.2R3 - S2.5.tgz.

(snip)

root> request system reboot

Juniper
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-Commit W Rollback®

Configuration A T Candidate Configuration a
-commit® " A Active Configuration
AR 14 —ollback® /
[ commit \ @
Candidate Active

Configuration

Configuration

A

0 A ‘

0 |1‘||2‘|| ‘l

— | t= & rollback nj \/\/
% T

© 2022 Juniper Networks
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-Commit W Rollback® p >

Configuration A " A Candidate Configuration a
-commit® N Active Configuration
N4 A Jd A —rollback® /
i 8
f commit \
A Config
Candidate Candidate Config Active
Configuration Active Config Configuration

5 Config A

Set  XXXXXXXXXX
Set  XXXXXXXXXX
Set  XXXXXXXXXX

Candidate Config

l

N

delete  XXXXXXXXXX
delete  XXXXXXXXXX O

— \ rollback n j

0
NSNS

= commit

i N — commit A 40A Config
a T &

Juniper | s
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JunosK commit at time

A” A NA Ap
A commit at xx:xx:xx p timeP
Activate

Commit

commit

A0 A

© 2022 Juniper Networks
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JunoskK commit confirmed

A A A0 0 p , P
A commit confirmed commit “commit Default 10 4
Config rollback

- A N A Default 1049 A 2 & commit A
Config 1




N

A set
A commit

DS
e

user# set system services dns

A commit

user# commit

etP

N

~

N

cCrs

commit complete

© 2022 Juniper Networks
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~N

A D deleteP

A delete K™ A

A commit A
user# delete system services dns
A commit 0 T A

user# commit
commit complete

© 2022 Juniper Networks JUﬂlPer | 62
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A A p show | compareP

EA) ~

A show | compare K AN 7 A 0 A A

user# set interfaces ge - 0/0/0 unit O family inet address 192.168.1.1/24
user# show | compare

[edit]

+ interfaces {

+ ge  -0/0/0{ Active Config ge-0/0/0
unit O {

family inet { SK
address 192.168.1.1/24; S K

A Config N7 A
user# show | compare rollback [1 - 49]

Candidate
Configuration

#show | compare

Jjuniper | e
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N

rollback P

user# rollback

A rollback K™ A
A T A 1 Hollback
p rollback rollback 0 P
A rollback np 0-49P A
b 50

user# rollback ?
Possible completions:
<[Enter]>

© 2022 Juniper Networks

Execute this command

2022
2022
2022
2022
2022
2022
2022

-07-15 11:12:46 UTC by user via cli
-07-15 11:10:41 UTC by user via cli
- 07-15 11:07:58 UTC by user via cli
- 07-15 10:18:36 UTC by user via cli
- 07-15 10:15:12 UTC by user via cli
- 07-15 10:12:39 UTC by user via cli
- 07-15 10:04:45 UTC by user via cli

Juniper Business Use Only
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commit commit check / atP

A commit check K a A
A s & i 7 0
A 3 O commitp 1 P

user# commit check

configuration check succeeds

114

A commit at KJ A A commit a A
A hh:mm:[ sg] -yyyy-mm-dd hh: mm:[ ss|°

user# commit at "2022 -07-1511:30"
configuration check succeeds

commit at will be executed at 2022 -07-15 11:30:00 JST
Exiting configuration mode

Juniper | e
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Configuration fpadP

A load IConfiguration
A load
A load factory -default IA A Config
A load override <filename> Config
A load merge <filename> Config

user# load ?

Possible completions:
factory -default Override existing configuration with factory default
merge Merge contents with existing configuration
override Override  existing configuration

patch Load patch file into configuration

replace Replace configuration data

set Execute set of commands on existing configuration
update Update existing configuration

A Config « AFTP 0 A

user# load merge /var/ tmp/saved_config.txt

user# load merge ftp://user:passwd@192.168.1.23/saved_config.txt

© 2022 Juniper Networks JUﬂlPer | 66
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Configuration

A load set terminal

A set

user# load set terminal

KCLI
v

[Type "D at a new line to end input]

set services security
set services security
set services security
set services security
set services security
set services security
set services security
set services security
set services advanced
set services advanced
set services advanced
set services advanced
set services advanced
set services advanced
set services advanced
set services advanced
load complete

T A CTRL+Dt

© 2022 Juniper Networks

- intelligence profile feeds
- intelligence profile feeds
- intelligence profile feeds
- intelligence profile Inf
- intelligence profile Inf
- intelligence profile Inf
- intelligence policy pol
- intelligence policy pol
- anti - malware policy
- anti - malware policy
- anti - malware policy
- anti - malware policy
- anti - malware policy
- anti - malware policy
- anti - malware policy
- anti - malware policy

set
N Config

fpad set terminal P

- cc - pl category CC

- cC - p1 default
- cC - p1 default
- hosts category Infected

- hosts default
- hosts default
- cc CC feeds
- cc Infected
skyatp_test
skyatp_test
skyatp_test
skyatp_test
skyatp_test
skyatp_test
skyatp_test whit
skyatp_test

Juniper Business Use Only

blacklist

- rule then action permit
- rule then log
- Hosts
- rule then action permit
- rule then log
-cc-pl

- Hosts Inf - hosts

match application HTTP
match verdict
then action permit
then notification log
inspection
fallback

- threshold 3

- profile test
- options action permit
elist - notification log
- notification log

A
Config ~ Terminal
A T A
A CTRL+D

44
CTRL+C
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Configuration fpad merge terminal P

A load merge terminal ICLI
A & N Config

Config N 1

A relative

A

[edit]

user# load merge terminal

[Type 7D at a new line to end input]
protocols {

ospf {
export static
area 0.0.0.0 {
interface ge
interface ge
interface 100.0 {
passive;

- route;

- 0/0/0.0;
- 0/0/1.0;
Interfaces protocols

) policy-options

}

}
policy - options {
policy - statement static
from {
protocol static;
route - filter 10.1.1.0/24 longer;

- route {

}

then accept;

}
}

load complete

T

A CTRL+Dt

© 2022 Juniper Networks

Config

e b
=

Config

[edit protocols ospf ]

user# load merge terminal relative
[Type 7D at a new line to end input]

area 0.0.0.0 {

interface ge - 0/0/0.0;

}

area 0.0.0.1 {
stub default - metric 10 no
area - range 192.168.16.0/20;
interface ge - 0/0/3.0;

- summaries;

}
area 0.0.0.2 {

nssa {

default -lIsa {
default - metric 20;
metric - type 1;
type - 7;

} .

no- summaries;

area - range 172.16.12.0/22;

}
area - range 192.168.48.0/20;

}

load complete

s CTRL+D

Juniper Business Use Only

protocols ospf
0 area
Config

protocols { ospf {

01
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Configuration K

A" A&

A set K " A

A delete K

A show K™ A A 0

A show | compare K AN Config AN Config
A" A

A commit K " A Active Config

A rollback K Config A

A load K™ A

© 2022 Juniper Networks Juniper Business Use Only
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Ctrl-B
Ctrl-F
Ctrl-A
Ctrl-E

= 2 = B
Cr:

C:

Delete / Backspace
Ctrl-D

Ctrl-K A

Ctrl-U A

Ctrl-W nl A 1

= XN

Ctrl-: -3 /l
Ctrl-6
? i 0

1

w
—_—)
Cik Cis

Jjuniper | ow
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N
A

A 0
A Space [/ Tab K A
A Tab A Policy Filter

- 0/0/0 unit O family inet filter input ?

user# set interfaces ge
Possible completions:

Name of the filter

<filter - name>
CTEST) [firewall filter]
inet filter input T

user@srx # set interfaces ge - 0/0/0 unit O family

T>
-

A syntax error 0
a

user# load replase
N

syntax error, expecting <command>.

juniper | o«
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Configuration

A run Configuration
A Operational 1
A Operational i
run 1 interface

user# run show interfaces
Physical interface: ge - 0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifindex :513
Link - level type: Ethernet, MTU: 1514, LAN
Full - duplex,
Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,
Ethernet - Switching Error: None, MAC - REWRITE Error: None, Loopback:
Disabled,
Source filtering: Disabled, Flow control: Disabled, Auto
negotiation: Enabled,
Remote fault: Online
Device flags : Present Running

- PHY mode, Link - mode:

(snip)

© 2022 Juniper Networks Juniper Business Use Only

KOperational

show

a A

interface N

user# show interfaces
ge- 0/0/0 {
unit 0 {
family inet {
address 192.168.1.1/24;
}

unit 0 {
family inet {
address 192.168.100.1/24;

1 1 4

a A

0 A status

juniper | »
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A Junos
A A
A
AN = A
ADNS™ A
A
A &
A T A
ASNMP™ A

> >
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A root oY, " A aK T A d4 commit =

root# set system root - authentication plain - text - password
New password:

Retype new password:

A root D 4 8
A 3
A read-only K view p show P
A operator K clear network reset trace view p ping / telnet etcP
A super-userK all p P

root# set system login user TEST class super - user authentication plain - text - password
New password:

Retype new password:

© 2022 Juniper Networks JUﬂlPer | 75
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A A

AN 7 A
A Time zone A

root# set system time - zone Asia/Tokyo

A NTP A

root# set system ntp server 10.10.10.100

ADNS ™ A

root# set system name - server 192.168.1.100
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A T A
A Telnet SSH A

root# set system services telnet
root# set system services ssh

root# set system services ssh root - login allow

A FTP Netconf A

root# set system services ftp

root# set system services netconf  ssh
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~N

A G " A ,
A 1K EX G mgdP = A

root# set interfaces me0 unit O family inet address 192.168.1.1/24

A 2K MX SRX & fxgP = A

root# set interfaces fxp0 unit O family inet address 192.168.1.1/24

B &
MX/SRX  FXP(® EX -ME0° QFX -EMO0° EX/QFX VC “VMEp Virtual ME P ©
Branch SRX Low Endp SRX300/320P Out of Band G

Jjuniper | ow
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~N

A T
A Syslog A

A K 10.10.10.1  °
root# set system syslog host 10.10.10.1 any

Syslog

J emergency:
alert: |
critical: & A M 3 &
error: N
warning: | 6
notice:
info: N
any:

6

I\

Q«
o

Jjuniper | ow
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N
A SNMP™ A
A SNMP 8
A K public = A

root# set snmp community public authorization read

~

A SNMP A |
A K ~  Loopback 0 10.10.10.1 "~ A

root# set snmp trap - options source - address lo0

root# set snmp trap - group <group - name> targets 10.10.10.1

Jjuniper | ow

© 2022 Juniper Networks Juniper Business Use Only T eTwoRes



Junos

NNNNNNNN



/

CIs

114

D A 0
Type: fe-x/x/x:  Fast Ethernet ports
ge-x/x/x:  Gigabit Ethernet ports
xe-x/x/x: 10 Gigabit Ethernet ports
et-x/x/x:  40/100 Gigabit Ethernet ports

Port number

ge-0/0/0
A
A aeK LAG
A 100K Loopback
A meOK EX QFX
A fxpOK  SRX MX

© 2022 Juniper Networks

PIC slot: Physical Interface Card |

FPC slot: Flexible PIC Concentrator line card 1
o
a
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PIC FPC

A FPC BOX ‘ ; Chassis i1
A PIC FPC )
XX -X/[ X[ X |FPC PIC JJ
Port -
T C
Chassis .

-
oD
iR
goo |

~
J

. 3 o
i . o il B b~
d o g 0EH < d
=
\ s o
" g UEHll o b=
S
~ O

=
e
=
00

=
000

=
{Logcoo
K
-
=

7 BOX On-Board Port  xx-0/0/X 0

Juniper | e
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34 ~ (U N

of N 0 N
A @ " A
A
A It 2 A"
A MTU
Interfaces {
v ~ interface - name {
A a /1 ths]ical - properties < ~ JL
é
A : , ' : unit unit - number {
A inet p IPv4 N P logical - properties
Ainet6 p IPv6 = AP [ é] '
A mpls A

A ethernet-switching
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Unit

A
A1 A
A unit0

A
A1
A &

A show

N -unit°
OS {1
0 1 T unit
N ubit 8
ge-KO/O/O unit O —ge-0/0/0.0 °
A A unit A d 4
L3" A

e

~

—_—

Af—
—

Af—

Data

IP

—_—

f—
—_—

f—

© 2022 Juniper Networks

ge-0/0/0

ge-0/0/0 @

_—

f—
—

f—
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A

~

0
0 AINit 0

ge- 0/0/0 {
unit 0 {
family  inet

d

address 192.168.1.1/24;

ge- 0/0/0 {
unit 0 {
family ethernet
interface

- switching {

- mode access;

85



~N

2 unit h

A1l
A unit
AP

© 2022 Juniper Networks

~

vian-id N
Firewall Filter

acke —Jv

Packet | NIEEON— >
Packet NN

ubit 1
y
unit

ge-0/0/0

Juniper Business Use Only

ge- 0/0/0 {
vlan - tagging;
unit 10{
vlan -id 10;
family inet {

address 192.168.1.1/24;

}
}

unit 20 {
vlan -id 20;
family inet {

address 172.16.1.1/24;
}
}
unit 30 {
vlan -id 30;
family inet {
address 10.1.1.1/24;

86



ge- 0/0/0 {
description TEST,;
speed 1g;
mtu 1400;
ether - options {
no- auto - negotiation;
link - mode full - duplex;
}
unit O {
description TEST2;
family inet {
address 10.10.10.1/24;
}
}
unit 100 {
description TESTS3;
family inet6 {
address 1::1/64;

juniper | o«

© 2022 Juniper Networks Juniper Business Use Only



V

(34

a 4 5 NA N

A disable ] o a P

root# set interfaces ge - 0/0/2 disable

[edit]
root# commit
commit complete

admin p P
root# show interfaces
ge- 0/0/2 {
disable ; admin p
unit 0 {
family inet {
address 10.10.10.1/24;

A disable

root# delete interfaces ge - 0/0/2 disable

root# run show interfaces terse

Interface Admin Link Proto

Local Remote

ge- 0/0/0 up
ge- 0/0/1

ge- 0/0/2 down down

root# run show interfaces terse
Interface Admin Link Proto

[edit] Local Remote

ge- 0/0/0 up
ge- 0/0/1 up down
ge- 0/0/2 up

root# commit
commit complete

Juniper | e
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Static Route =~ A

A Static Route”™ A

# set routing -options static route T

# set routing -options static route T
N

[edit routing - options]

root# show

static {

route 0.0.0.0/0 next
route 172.28.102.0/24 {

next - hop 10.210.11.190;
no- readvertise

- hop 172.30.25.1;

next-hop T
I .

N

© 2022 Juniper Networks
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N N

AN Static Route =~ A 1 4 qualified -next-hop 1

preference p P N
i A
ge0on 172.30.25.0/30
5 Primary 1

Network A —(—I LY ' Internet

172.29.100.0/24 1 A E Secondary 5

ge-1/0/0

172.30.25.4/30

[edit routing - options]
root# show Primary route
static {
route 0.0.0.0/0 {
next - hop 172.30.25.1;

B Juniper static route preference 5

qgualified - next - hop 172.30.25.5 {
preference 7,

Secondary route

B preference 7
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Static Route

A show Static Route

root> show route protocol static

inet.0: 6 destinations, 6 routes (6 active, O holddown , O hidden)

preference

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[Static/5] 00:00:01
> t0 172.30.25.1 via ge
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Juniper SRX

LAB.1 Junos 1A

LAB.2 Firewall =~ A
LAB.3NAT =~ A
LAB.4 Chassis Cluster ~ A

Appendix
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SRX

| Unified Threat Management
( N N)

Jjuniper | s
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2T

1T

100G

40G
20G

1G

' wmfi 7P K

A

T V1 2Tbps

CSRX
(Containerized SRX)

SRX4100
SRX320 :

o ——
SRX300

SRX1500
SRX380 ——
SRX345 s

SRX340

(Virtual SRX)

SRX5800

LY T

_EfH

SRX5600 |
VSRX i

SRX5400 E

SRX4200

All-in-One Routing, Switching and Security

One Junos
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MAC-sec IP Sec [
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[
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=== VSRX) Virtual SRXP

Junos Control P_Iane
p JCP/ vREP

Adv Services HW SRX /] ﬁ 6(
+ i

RPD Flow Processing
+

Packet FWD

JEXEC @
Junos Kernel i A VMware

p Including Firewall AppSecure UTM/IDP Integrated User
Firewall SSL Proxy VPN NAT Routing HA Cluster etc.P

A CentOSp KVMP

QEMU / KVM A Ubuntu KVM A Contrail
SRIOV
. . i VSRX
Juniper Linux Guest OS ! ) )
| A & SRX N1 1 A A

A vCPU 1 J 12 i

_____________________________________________________________________________________________________________

a
Physical x86 CPU Memory  Storage

] A VMware  KVM 1 100Gbps
Hypervisors &=
VISR S A 2vCPU T Jf17Gbps A AWS /

Juniper | o«
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/((_-

L1

SRX-Training-1

ge-0/0/3
192.168.11.1/24

SRX-1/m NEEEEEN -

7

L1

SRX-Training-2

ge-0/0/3
192.168.12.1/24

SRX-2 'm HEEEEN -

Security -SRX° Course Topology p Lab.1:

/((_-

L1

SRX-Training-3

ge-0/0/3
192.168.13.1/24

SRX-3/m HNEEEEN -

ge-0/0/3
192.168.14.1/24

SRX-4m HEEEEN i

SRX-5/m NEEEEE g5 g

ge-0/0/3
\ 192.168.15.1/24
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SRX-6/m NEEEEE g g

ge-0/0/3
\ 192.168.16.1/24

SRX-7/m EEEEEE g5 g

ge-0/0/3
\ 192.168.17.1/24
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SRX-8m EEEEEE g g

ge-0/0/3
\ 192.168.18.1/24
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SRX —+0o0t°
A CLI Junos  Operational
- root Serial Console SSH =
- T A AP root SSH
- TeraTerm SSHv2 }
IP K 192.168.1x.1

K SSHp TeraTermP

K root

K Juniper

JUNOS 20.2R3 - S2.5 built 2021
root% cli
root>

- 07- 30 09:45:37

utcC
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A
(Tera Term: FLLvBIE = |

® TCP/IP AT | BT T A DIP YL AE A

MEX Q) . >
H—E 2 O Tofnet TCP—h#(P):

@ BaH |ssH i—Yav (W)
0T o).

© YTILE) H—HR): |COMS: Intel(R) Active Management

ok | e ~Lze)
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Operational show a A

Active Configuration 0
root > show configuration

H

(9)
root > show chassis hardware

H

- U
- / 0
root > show interface terse
- 0
root > show route
- MAC 0
root > show ethernet - switching table

I 0 RP 1 0

root > request support information

ZNJ) N 1 4| no-more () 1 0
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root

A Configuration N

A 1 y root
- root password K Juniper

root> configure

root# set system root - authentication plain
New password:

Retype new password:

[edit]
root# commit

2 root A C A

© 2022 Juniper Networks

- text - password

p

commit

A A
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/ 8

al Hab® Y4 T A s
lab lab123 super-user
commit A 4" root

root# set system login user lab class super
root# set system login user lab authentication plain - text - password
New password:

Retype new password:

P Al N X2A P

[edit]

root# commit and - quit
root> exit

root@% exit

--  JUNOS 20.2R3 - S2.5 built 2021 - 07-3009:45:37 UTC
lab>
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s
>

PSSH 414 = A P
- telnet ftp http © A

lab# set system services telnet
lab# set system services ftp

lab# set system services web - management http
sp A P
- Topology A 0 N

lab# set system host - name SRX X

Config 1 ’ ,

- Active Config AN commit G A

lab# show | compare
lab# commit

© 2022 Juniper Networks
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Ci:

Telnet

A Tera Term telnet
A telnet 192.168.1X.1

A s [Z') labP 1
FTP
A Windows A F7P
A ftp 192.168.1X.1
A root 1
A ls 0
A 0§ 1 4 Windows Firewall  FTP
Web GUI
A J-Web 0
A http://192.168. 1X.1/
A root 8 p labP 1

© 2022 Juniper Networks J
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J-Web GUI

Canfigure / Device Seftings / Basic Settings

Basic Settings @

> System Identity Details

Hosiname, usemame and password are available in this section

> Date & Time Details

Username Date and Time related information can be updated

Password > Management Access Configuration

> Security Logging

Logging related informaticn can be updated

> SNMP

SNMP related information can be updated

Services, Web API and REST AP related information are available in this section

SRX-1
spxao B b (B2

3%

A Junos 15.1X49-D100 v 0
A SRX a
A A GUI

A 1A PC

Ci:
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Configuration

N 114 A4

A Configuration 1

Operational '
A Active Config U

lab@SRX 1> show configuration

lab@SRX 1> show configuration | display set

Configuration ,
A Candidate Config U
commit 4~ A Active Config /1 A

lab@SRX 1> configure
Entering configuration mode

Cis

[edit]
lab@SRX 1# show
lab@SRX 1# show | display set

Jjuniper |
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Operational 0
Configuration Operational a A
Configuration

lab@SRX 1> configure

show interfaces a A
b 2 a A 0 N
lab@SRX 1# show interfaces
lab@SRX 1# run show interfaces
Operational Mode Configuration Mode
L ............ run l
show interfaces show interfaces

juniper | o
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commit confirmed

~ ~ EA)

N A N 4D

ping 192.168.1X.1 &t a A
A

Q

~ 21 commit
lab@SRX 1# delete interfaces ge - 0/0/3

lab@SRX 1# delete security zones security - zone trust interfaces ge - 0/0/3
lab@SRX 1# show | compare

commit confirmed

commit confirmed 14/ N commit
commit 0 / O Tera Term 0
ping i T A

lab@SRX 1> show configuration interfaces ge - 0/0/3
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o

Configuration Q

A Lab /1 save Configuration File 0
A file list ©  save

lab@SRX 1# save labl -end YYMMDD
Wrote 76 lines of configuration to 'labl -end_YYMMDD'

[edit]
lab@SRX 1# exit
Exiting configuration mode

lab@SRX 1> file list

| cf /var/lhome/labl/:
labl - end YYMMDD
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Security Zone Policy

A Security Zone
A SRX
I A
A SRX Security Zone

N

A Security Policy
A SRX |

A Zone Zone A

© 2022 Juniper Networks

N

Security Zone: Trust Security Zone: Untrust
AN LAN

L1 =~

Q =]

ge-0/0/1

== ge-0/0/0

ge-0/0/2 SRX

SRX  Security Policy

Trust Zone | Untrust Zone Policy

° A
A A LAN Any Any p PermitP
A A Any Any p PermitP

Untrust Zone z Trust Zone Policy

° A
Any AN LAN Any p DenyP
Any 1A HTTP p PermitP
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Security Zone Functional Zone

Zone v A A 2
A Security Zone
A SRX | N Zone
A Security Policy Security Zone /1 A
A Functional Zone
A SRX o Zone
A Zone " Zone
Security Zone: Trust Security Zone: Untrust
4 N LAN
_ Functional Zone
--------------- — 2fxp0p 1 &
l;”; Functional Zone

8

4 A
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SRX N

SRX N
A host-inbound-traffic system -services
A 7 A
A ftp http telnet ping etc
A 0 setsystem services 4 =~ A
A host-inbound-traffic protocols

A A
A bgp ospf vrrp etc

A Zone Zone A Interface T A
A 1K trust zone 1 system-services protocol
set security zones security - zone trust host - inbound - traffic system - services all

set security zones security - zone trust host - inbound - traffic protocols all

A 2K untrust zone interface ge-0/0/0 ping ospf

set security zones security -zone untrust interfaces ge -0/0/0.0  host -inbound - traffic
system - services ping

set security zones security - zone untrust interfaces ge -0/0/0.0  host -inbound - traffic
protocols ospf
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Security Zone A
A T A

A Trust Zone
A Zone host-inbound-traffic system -services protocols
A irb.0

set security zones security - zone trust host - inbound - traffic system - services all
set security zones security - zone trust host - inbound - traffic protocols all

set security zones security - zone trust interfaces irb.0

A Untrust Zone
A Zone 1  interface ge-0/0/0 dhcp tftp https ge-0/0/7 dhcp tftp

set security zones security untrust  interfaces ge - 0/0/0.0 host - inbound - traffic
system - services  dhcp

set security zones security untrust  interfaces ge - 0/0/0.0 host - inbound - traffic
system - services  tftp

set security zones security untrust  interfaces ge - 0/0/0.0 host - inbound - traffic

system - services https

set security zones security untrust  interfaces ge - 0/0/7.0 host - inbound - traffic
system - services  dhcp

set security zones security untrust  interfaces ge - 0/0/7.0 host - inbound - traffic
system - services tftp

Juniper | s

© 2022 Juniper Networks Juniper Business UseOnly 2T ewoRes



Security Zone

~

A Zone A

lab@SRX> show security zones

Security zone: trust
Send reset for non - SYN session TCP packets: Off

Policy configurable: Yes

interfaces bound: 1

Interfaces:

.0 .

Advanced - connection - tracking timeout: 1800

Security zone: untrust
Send reset for non - SYN session TCP packets: Off
Policy configurable: Yes
Screen: untrust - screen i Screen
Interfaces bound: 2
Interfaces:
ge- 0/0/0.0
ge- 0/0/7.0
Advanced - connection - tracking timeout: 1800

© 2022 Juniper Networks Juniper Business Use Only

Juniper |

119



K IRB

A IRBp Integrated Routing and Bridging P
A VLAN 0
A 1 P

A SRX300 A A
A ge-0/0/0 L3
A ge-0/0/1~7 L2 0

Cis
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‘4

Security Policy A p from-zone / to-zoneP

A Policy 8 ™ Zonep from-zoneP Zonep to-zoneP A

A Zone A 4™ Policy
1K zone A zone B

lab@SRX# show security policies
from - zone Ato -zone B{
policy 1 { ,
match { Policyl
source - address any; Policy2
destination - address any; Policy3

) ) Policy4
application any; Policy5

Policy

ge-0/0/3

security
zone B ge-0/0/4

}

then{ O ge-0/0/5
permit; 1—,/
A Zone A 1~ Policy
2K zone A zone A A~ Policy 8
lab@SRX# show security policies
from - zone Ato -zone A{
policy 6 {
match { Policy6
source - address any; Reliey]
destination - address any; ﬁﬂ:ﬁig x
application any;
}
then { ’ . .
permit; 2z 5 Policy 4 A

juniper | o
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Security Policy =~ A p match / thenP

A Policy match  then A A

A match - Policy 4 A
A then - A AT N " A
Trust Zone z Untrust Zone Policy
Policy . A
policyl Any Any Any p PermitP
match then
Z match A Z then A
source-addressK permitK
destination -addressK denyK p p
applicationK rejectkK P p
logK 0
z T A countK T policy D 5 0

set security policies from - zone trust to untrust  policy policyl match source - address any
set security policies from - zone trust to untrust  policy policyl match destination - address any

set security policies from - zone trust to untrust  policy policyl match application any
set security policies from - Zone trust to untrust  policy policyl then permit

juniper | e
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‘4

Security Policy =~ A p address-bookP

A address-book
A match A A 14
A source-address/ destination -address 1 A
A , A 14 A any I
A address-book A
set security address - book global address AAA 1.1.1.1/32
set security address - book global address BBB 172.16.0.0/16
set security address - book global address CCC 192.168.1.0/24
A addressset =~ A
A address-book 9 A 1
A K BBB CCC 4 BCSET s

set security address - book global address -set BCSET address BBB
set security address - book global address -set BCSET address CCC

A address-book

set security policies from -zone Ato - zone B policy policyl match source -address AAA

set security policies from -zone Ato - zone B policy policyl match destination -address BCSET

Juniper | s
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Security Policy ~ A p default-policy P

A Policy
A Policy = A A
A match Policy /. a A ‘Pdlicy
Trust Zone I Untrust Zone Policy
Policy . A
SSH LAN Any ssh p PermitP
ICMP Any Any icmp p PermitP
HTTPS https p PermitP

default-poli ___» el poley

t_
efault-policy p Deny egu policy |
A default -policy

A Policy match 14 T/ Policy
AJ A Policy ~ A 14
A Drop deny-allp denyP
AS 41 7 A permit-all
set security policies default - policy permit - all

Jjuniper | o
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Security Policy D insertP

A Policy

A " Policy 4 Policy . P A

N
A

SSH LAN Any ssh P PermitF:> _SSH_DENY
ICMP Any Any icmp p PermitP _SSHP A
HTTPS Any Web https p PermitP N
NEW! | SSH_DENY LAN SVR_A ssh 6 DenyP
A Policy N
A insert | Policy
A before policy XX policy XX /1 N
A after policy XX policy XX 1 N

Insert  security policies from - zone trust to -zone untrust |policy SSH _DENY | before | policy SSH

juniper | s
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A Screen 0

A L3/L4 n A 0

A IDP r 0 d a
A p ids-option P 8 Zone I

1K Screen =~ A untrust-screen 8

set security screen ids -option untrust -screen icmp ping - death

set security screen ids - option untrust -screen ip source -route -option

set security screen ids -option untrust -screen ip tear -drop

set security screen ids - option untrust -screen tcp syn-flood alarm - threshold 1024
set security screen ids - option untrust -screen tcp syn - flood attack - threshold 200

set security screen ids - option untrust -screen tcp syn-flood source @ -threshold 1024

set security screen ids - option untrust -screen tcp syn - flood destination - threshold 2048
set security screen ids - option untrust -screen tcp syn - flood timeout 20

set security screen ids - option  untrust -screen tcp land

2K untrust -screen  untrust zone 1

set security zones security - zone untrust screen untrust - screen

Juniper | s
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Screen 0

A show security screen statistics

lab@SRX> show security screen statistics zone untrust
Screen statistics:

IDS attack type Statistics

ICMP flood

UDP flood

TCP winnuke

TCP port scan

UDP port scan

ICMP address sweep

TCP sweep

UDP sweep

IP tear drop

TCP SYN flood
SYN flood source
SYN flood destination

IP spoofing

ICMP ping of death

IP source route option

TCP land attack

Jjuniper |
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A
]

SRX & 0 p

Forwarding Lookup

First Path v
Screens zf.tlic BZ‘? Route Zones Policy | Static ﬁ%‘frrce iﬁgices Session
NAT
t A A
NO YES YES
v
Per Per 3 Per Per
Packet | Packet —> '\SA:;Z?O o » Screens | TCP NAT iiglces > Packet | Packet
Policer | Filter ' Filter Shaper
1 [ 1] Junos Flow Module 1111
1P S5aP / 14 B5bP A 1 apP
2P Policy A FW Screen A FW Screen 7P
3P A Static Destination NAT A TCP gp
4P A NAT
Policy A ALG

Policy
Static Source NAT
ALG

T>o I> T T>o To T

| 128
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Security -SRX Course Topology (Lab.2: Firewall

Trust

—
ge-0/0/3
192.168.11.1/24

m

10

| S———

ge-0/0/3

Trust

192.168.12.1/24

m

Trust

—_—
ge-0/0/3
192.168.13.1/24

m

4

n)

Trust

—

ge-0/0/3
192.168.14.1/24

Uy,

10.1.1.254
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Trust

SRX6 m NEEEEE g g

ge-0/0/3

192.168.16.1/24

Trust
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ge-0/0/3
192.168.17.1/24

Trust

ge-0/0/2 ge-0/0/2 ge-0/0/2 ge-0/0/2
10.1.1.1/24 10.1.1.2/24 10.1.1.3/24 10.1.1.4/24
o
Untrust Zone
ge-0/0/2 ge-0/0/2 ge-0/0/2 ge-0/0/2
10.1.1.5/24 10.1.1.6/24 10.1.1.7/24 10.1.1.8/24

SRX8 M HEENNN N

ge-0/0/3
192.168.18.1/24

Trust
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~N

Interface Zone N

A ge-0/0/2 p Untrust P IP A

set interfaces ge - 0/0/2 unit O family inet address 10.1.1.X/24

set routing - options static route 0/0 next - hop 10.1.1.254

A Untrust Zone s ge-0/0/2
A host-inbound-traffic ~ ping telnet ssh http https

set security zones security untrust  interfaces ge - 0/0/2
set security zones security untrust  host - inbound - traffic system - services ping
set security zones security untrust  host - inbound - traffic system - services  ssh

set security zones security untrust  host - inbound - traffic system - services http
set security zones security untrust  host - inbound - traffic system - services https
set security zones security untrust  host - inbound - traffic system - services telnet
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Address Book =~ A

A Policy  source / destination-address [ address-book 8
A Trust Zone 1

set security address - book global address trust - segment 192.168.1X.0/24

A Untrust Zone 1
A address-set |

set security address - book global address untrust -srx 10.1.1.0/24
set security address - book global address untrust -web 192.168.1.0/24

set security address - book global address -set untrust - segment address untrust - srx
set security address - book global address -set untrust - segment address untrust - web
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‘4

Security Policy N
Untrust
A Trust Zone Untrust Zone ~ A 192.168.1X.0/2‘ Zone 10.1.1.0/24
A trust-segment untrust-segment A~ '. '

set security policies from - zone trust to untrust  policy TEST match source - address trust
segment
set security policies from - zone trust to untrust  policy TEST match destination - address
untrust - segment
set security policies from - zone trust to untrust  policy TEST match application any
set security policies from - zone trust to untrust  policy TEST then permit
Untrust
~ Zone  10.1.1.0/24
A Untrust Zone  Trust Zone /| 192.168.1x.024
A 0 »

set security policies from untrust  to - zone trust policy TEST2 match source - address any
set security policies from untrust  to - zone trust policy TEST2 match destination - address any
set security policies from untrust  to - zone trust policy TEST2 match application any

set security policies from untrust  to - zone trust policy TESTZ2 then deny

commit
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Security Policy

A Trust Untrust
4 PC 1011254 A Ping a A

A * 0

Tera Term A SRX IP PntrustP  telnet G A
A 0 |

A " lab / lab123

A 44 SRXA b

-

A show security flow session
A show security policies detail

1 10.1.1.2 192.168.12.1
1 Backup Slides a 2 10.1.1.1 192.168.11.1
3 10.1.1.4 192.168.14.1
A Untrust Trust SRXH TrustP  Pi £ A 4 10.1.1.3 192.168.13.1
A ; prus ng d 5 10.1.1.6 192.168.16.1

0
: 6 10.1.1.5 192.168.15.1

A Ping

7 10.1.1.8 192.168.18.1
8 10.1.1.7 192.168.17.1

Jjuniper |
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NAT |

A Public Private IP

A NAT a A
A Port Address TranslationK PATP

=TT Private / Trust EE====&5 Public / Untrust
10.1.1.5 10.1.1.1 1.1.70.5

k Internet

SRGIP DST-1P Protocol | SRGPort | DST-Port SRGIP DST-IP Protocol | SRGPort | DST-Port

221.1.8.5 .1.70. 221.1.8.5

juniper | owe
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SRX NAT

A 4 Y13 NAT / PAT A

A Source NAT " I=

A Destination NAT P

A Static NAT 1 Private IP 1 Public IP
A Source / Destination A

Source NAT —

Private / Trust Public / Untrust

Internet
C

= Destination NAT

Jjuniper | ow
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wr

NAT a

A Source NAT
A 1/
A /

A Static & Destination NAT

N

A |/ a
A A

Q

J

Destinati Reverse
esiination Static —Yes—» | _Packet |___3
NAT Forwarding
No )
Yesll No
Yes
> Route/Zone ___ .

Lookup —>>| Policy Lookup

{Dtop Policy Drop

Junper |
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NAT 1

A NAT ] A2
A7 N9 prule-setP
A from 2 to e A
A fromK zone interface routing -instancep VRP
A toK zone interface routing-instancep VRP

AT RuleP

NAT [
from zone trust

to zone untrust

Trust __ Untrust
Internet
= 1.1.70. 221.1.8.5

DST-IP Protocol | SRGPort | DST-Port

o o I»
=~
>

DST-IP Protocol | SRGPort | DST-Port

221.1.8.5 6 1025 80

source-address 10.1.1.0/24

Jjuniper | owe
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Source NAT |

A 7~ I=
A W

A Source NAT
A Interface -based source NAT
A SRX
A PAT N O

A Pool-based source NAT
A Pool I= 0 A
A PAT

PAPP
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Interface -based Source NAT A

A Trust N IP™
Untrust A P -1.1.70.5°
Trust - Untrust
ge-0/0/2.0 ge-0/0/3.0
— Internet
101.15 10.1.1.1 1.1.70.5 &
I
| —
10.1.1.5 1.1.70.5
A NAT 17 N A A
set security nat sourcerule -setlfrom zone trust
set security nat sourcerule -setltozone untrust
A NA " A

A 7 p.0.0.0/0 = anyP interface

set security nat sourcerule - setlrule 1A match source - address 0.0.0.0/0

set security nat sourcerule - set1rule 1A then source - nat interface

juniper |
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Interface -based Source NAT
A

A show security flow session
A show security nat source summary

user@SRX> show security flow session
Session ID: 274, Policy name: test/6, Timeout: 1794, Valid
: 110.1.1.5/54927 -- >221.1.8.5/23:;tcp, Conn Tag: 0xO0, If: ge - 0/0/2.0, Pkts: 9, Bytes: 442,
Out: 221.1.8.5/23 - >|1.1.70.5/25104 |tcp, Conn Tag: 0x0, If: ge - 0/0/3.0, Pkts: 10, Bytes: 483,

Total sessions: 1 .
PAT /A 0

user@SRX> show security nat source summary
Total pools: 0

Total rules: 1
Rule name Rule set From To Action
1A trust untrust interface

Jjuniper | e
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Pool-based Source NAT

A Trust Untrust I= Pool
A Proxy ARP = A

A Pool N SRX  ARP " A

A Pool /l N dA4 |

Pool N
Proxy ARP = A

Trust Untrust

100.100.100.0/24

Internet
— 192.168.1.0/24 L

I B
—

192.168.1.0/24 100.100.100.20 ~
100.100.100.29

juniper | w
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Pool-based Source NAT A
A " A

set security source pool src_nat_pool_napt address 100.100.100.20/32 to 100.100.100.29/32
A NAT A
A Trust Untrust e
set security source rule  -set src_nat_napt from zone trust
set security source rule  -set src_nat_napt to zone  untrust
A NAT A
A~ 192.168.1.0/24 1 4 Pool

set security source rule  -set src_nat_napt rule napt_1 match source - address 192.168.1.0/24
set security source rule  -set src_nat_napt rule napt_1 then source -nat pool src_nat_pool napt

A Proxy ARP A

set security proxy -arp interface ge - 0/0/0.0 address 100.100.100.20/32 to 100.100.100.29/32

JUNIPEM | e
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Pool-based Source NAT
A

A show security flow session
A show security nat source summary

user@SRX> show security flow session
Session ID: 394, Policy name: test/6, Timeout: 1794, Valid

192.168.1.26/51414 -- >100.100.100.200/23:tcp, Conn Tag: 0xO0, If: ge - 0/0/2.0, Pkts: 9, Bytes: 442,

Out: 100.100.100.200/23 -- >1100.100.100.20/3962 : ; - 0/0/0.0, Pkts: 10, Bytes: 483,
Total sessions: 1

user@SRX> show security nat source summary

Total port number usage for port translation pool: 645120

Maximum port number for port translation pool: 67108864

Total pools: 1

Pool Address Routing PAT Total

Name Range Instance Address

src_nat_pool napt 100.100.100.20 -100.100.100.29 default yes 10

Total rules: 1
Rule name Rule set From To Action
napt 1 src_nat_napt trust untrust src_nat_pool_napt
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Destination NAT

A I=
A

A Destination NAT
A Pool-based NAT A
A 1K 1
A 1K N o

Trust

PADP

10.1.1.5
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Untrust

Destination

—
NAT
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'

Destination NAT p 1K 1P = A
A A,

set security

set security destination rule - set 1 from zone untrust
A NAT A

set security destination rule - set 1 rule 1A match destination - address 100.0.0.1/32
set security destination rule - set 1 rule 1A then destination -nat pool SVR_A

Trust Untrust

I; 100.0.0.1 é\
— Internet
10115 < 1.1.70.5 L
_
h I
10.1.1.5 100.0.0.1

juniper |
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'

Destination NAT p 1K NP = A
A A,

set security destination pool SVR_A address 10.1.1.5/32 port 80
set security destination pool SVR_B address 10.1.1.6/32 port 80
set security destination rule - set 1 from zone untrust

set security destination rule - set 1 rule 1A match destination - address 100.0.0.1/32
set security destination rule - set 1 rule 1A match destination - port 80

set security destination rule - set 1 rule 1A then destination -nat pool SVR_A

set security destination rule - set 1 rule 1B match destination - address 100.0.0.1/32
set security destination rule - set 1 rule 1B match destination - port 8080

set security destination rule - set 1 rule 1B then destination -nat pool SVR_B

= ———PO"tBO
10.1.1.5 — Int t 10.1.1.5 100.0.0.1
8080 nterne Port 80 Port 80
L — 100.0.0.1 10.1.1.6 100.0.0.1
o Port 80 Port 8080
10.1.1.6
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Static NAT |

A 1K 1
A 0
A N7 217

Trust Untrust
=~ :—= Internet
S 10.1.1.1 1.1.70.5 1.1.70.6 K
I
— ﬁ
10.1.1.5 100.0.0.1

A Static NAT =~ A

set security nat static rule - set R1 from zone untrust
set security nat static rule - set R1 rule 1A match destination - address 100.0.0.1/32

set security nat static rule - set R1 rule 1A then static -nat prefix 10.1.1.5/32

Jjuniper | e
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Static NAT

A Untrust 100.0.0.1 A Ping a A

user@SRX> show security flow session
Session ID: 1367, Policy name: 2/5, Timeout: 2, Valid

-- > 100.0.0.2/0  ;icmp, Conn Tag: 0xO0, If: ge

In: 1.1.70.6/256
-- >1.1.70.6/256;icmp, Conn Tag: 0x0, If: ge

Out: 10.1.1.5/0

- 0/0/0.0, Pkts: 1, Bytes: 84,
- 0/0/2.0, Pkts: 1, Bytes: 84,

A 10.1.1.5 Untrust A Ping a A
A N7  Static Source NAT A 0 A

user@SRX> show security flow session
Session ID: 739, Policy name: test/6, Timeout: 2, Valid

In:  10.1.1.5/1
Out: 1.1.70.6/105 -- > 100.0.0.1/2

-- >1.1.70.6/105;icmp, Conn Tag: 0x0, If: ge
;icmp, Conn Tag: 0x0, If: ge

QI3

- 0/0/2.0, Pkts: 1, Bytes: 60,

- 0/0/0.0, Pkts: 1, Bytes: 60,

Juniper Business Use Only
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NAT A WO
A

A show security flow session
A Source NAT
A show security nat source pool < pool-name | alb
A show security nat source rule < rule-name | alb
A show security nat source summary
A Destination NAT
A show security nat destination pool < pool-name | alb
A show security nat destination rule < rule-name | alb
A show security nat destination summary
A Static NAT
A show security nat static rule < rule-name | alb>
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Security -SRX Course Topology p Lab.3: NATP

Trust

—
ge-0/0/3
192.168.11.1/24

m

Trust

—
ge-0/0/3
192.168.12.1/24

m

Trust

—_—
ge-0/0/3
192.168.13.1/24

m

Trust

—
ge-0/0/3
192.168.14.1/24

ge-0/0/2 ge-0/0/2 ge-0/0/2 ge-0/0/2
10.1.1.1/24 10.1.1.2/24 10.1.1.3/24 10.1.1.4/24
—
D .
Uy
10.1.1.254 Untrust Zone
Web Server
192.168.1.200 ge-0/0/2 ge-0/0/2 ge-0/0/2 ge-0/0/2
10.1.1.5/24 10.1.1.6/24 10.1.1.7/24 10.1.1.8/24

SRX5 |m HNEEENN mE

ge-0/0/3
192.168.15.1/24

Trust
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SRX6 m NEEEEE g g

ge-0/0/3
192.168.16.1/24

Trust

SRX7 m NEEEEEN g g

ge-0/0/3
192.168.17.1/24

Trust
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ge-0/0/3
192.168.18.1/24

Trust
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Interface -based Source NAT

A Trust

set security
set security

set security
set security
commit

N>

© 2022 Juniper Networks

"

nat
nat

nat
nat

i Backup Slides a

|P SRX Untrust IP

o IP p TrustP A o IP p UntrustP

192.168.1X.0/24

192.168.1.200

source rule - set interface
source rule - set interface

source rule - set interface
source rule - set interface

IP
192.168.1.200

10.1.1.X

from zone trust
to zone  untrust

rule rulel match source
rule rulel then source

IP

Cs
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- address 0.0.0.0/0

- nat

interface

NNNNNNNN

154



Chassis Cluster
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A2  SRX - 10 0 O

N

o o

Config 2 N0
0

Cc

» no

A » U l A SRX-Primary
» no /1 a —
» 1 “A

—

- — — |
—_—

—

SRX-Secondary
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~N

Start J
A/ [
) v
v 2 SRX SRX A/ node 0 SRX B/ node 1 Fabric “ A
V T OS SRXA SRXB
Vv T A
N \ & A
* i O i SRX A ‘ SRX B
Redundancy group =~ A
Cluster ID Cluster ID
NodeID ~ A NodeID ~ A
Reth A
SRX A Reboot SRX B Reboot
I | commit
[ End ]
Juniper |
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SRX300 8

A Control link p fxplP K node0 ge-0/0/1 - nodel ge-1/0/1
A Fabric link p fabO/fabl P K 1

neO ge-0/0/1 _ nel ge-1/0/1

Juniper | s
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SRX320 8

A Control link p fxplP K node0 ge-0/0/1 - nodel ge-3/0/1
A Fabric link p fabO/fabl P K 1

Juniper | s
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SRX340/ 345 8

A Control link p fxplP K node0 ge-0/0/1 - nodel ge-5/0/1
A Fabric link p fabO/fabl P K 1

Slotl Slot2 Slot3 Slot4 Slot6 Slot7 Slot8 Slot9

Slot0 Slot5

Juniper | s
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SRX380 8

A Control link p fxplP K node0 ge-0/0/1 - nodel ge-5/0/1
A Fabric link p fabO/fabl P K 1

nodeO

Slotl Slot2 Slot3 Slot4 Slot6 Slot7 Slot8 Slot9

Slot0 Slot5

juniper |
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SRX1500 8

A Control link p emOP K 1
A Fabric link p fabO/fabl P K 1

JUWperwxsoo , R R S S SR R SR ’ﬁ
|

nodeO nodel

JUNIPET srxisoo B

Slot0 fxpo Slot7 fxp0

Jjuniper | o
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Cluster ID Node ID

A Cluster ID
X .
An L2 10 255
A Node ID
A A
A node0 nodel A
ﬁ Node ID

N 1D

ID

" A

ID
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o N
A a )
A ' Corifig
A Config =~ A 14 groups 1 fpO
A node0 1 a A P 7 A

set gfoups nodeO system host - name SRX_node0
set gfoups nodeO inteffaces fxp0 unit O family address 192.168.0.101/24
set gfoups nodeO inteffaces fxp0 unit O family address 192.168.0.100/24

set gjoups nodel sys - name SRX _nodel
set gjoups nodel inteffaces fxp0 unit O family address 192.168.0.102/24
set gjoups nodel inteffaces fxp0O unit O family address 192.168.0.100/24 master - only

set apply - groups "${node}"
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ClusterID NodelD =~ A

AClusterID NodelD ~ A

A Operational Y a A
A nodeO
A nodel
A EPROM a Config a P
A~ A reboot |
A reboot 0 Aebdot

root@SRX> set chassis cluster cluster -id 1 node O reboot
Successfully enabled chassis cluster. Going to reboot now.

root@SRX>

*** EINAL System shutdown message from rOOt@SRX ***

System going down IMMEDIATELY

Juniper | s
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A

n

D / 8

A show chassis cluster status

root@SRX_node0> show chassis cluster status
Monitor Failure codes:

CS Cold Sync monitoring FL Fabric Connection monitoring
GR GRES monitoring HW Hardware monitoring

IF Interface monitoring IP IP monitoring
LB Loopback monitoring MB Mbuf monitoring
NH Nexthop monitoring NP NPC monitoring

SP SPU monitoring SM Schedule monitoring

CF Config Sync monitoring  RE Relinquish monitoring

IS IRQ storm

Cluster ID: 1
Node Priority Status Preempt Manual Monitor

Redu

ndancy group: 0, Failover count: O

node0 1 primary no
nodel 1 secondary no

A

{primary:node0}
root@SRX_node0>

© 2022 Juniper Networks

- failures

{secondary:nodel}
root@SRX_nodel>
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N
A " A ,
A Configuration D A
A nodeO ge-0/0/5  fabO nodel ge-1/0/5  fabl T A

set interfaces fabO fabric - options member - interfaces ge- 0/0/5

set interfaces fabl fabric - options member - interfaces ge- 1/0/5

fab0 fabl
nOdeO gﬂe_o/o/5 nOdel ge—l/O/S

Jjuniper | e
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Reth Redundancy Group

A Redundant Ethernet Interface p rethP

A 2 /
A o 1 reth

A reth [ K
A -Redundancy Group®
A N [

A 14
A N Redundancy Group - reth

-  RGL o ~ RG1
< node0 T < node0 Ty
< ge-0/0/3 > ge-0/0/3 ge-0/0/2
rethl rethO rethl rethO
________ ge-1/0/3 ge-1/0/2 - ge-1/0/3 ge-1/0/2 ~
RS >
nodel nodel
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Reth Redundancy Group

A Redundancy Group p RGP

A 4 J A A
A1 N a 1
A A A A
T RG1 dReR. ARGE
node0 T : \ node0 ' N
ge-0/0/2 : \ ge-0/0/2
---------------- -m EEEEEN )
rethl rethO rethl rethO
\ 4
~\ ge-1/0/3 ge-1/0/2 . ge-1/0/3 ge-1/02 /)
? ) 2 . = EEEENIN LN
nodel nodel
RG1 rethO rethl d A RG1 reth0 RG2 rethl _ {4
p N rethO rethl  FailoverP p I\ rethl FailoverP
© 2022 Juniper Networks JUﬂHDer | 169

Juniper Business UseOnly T NETWORKS



Reth Redundancy Group

A Redundancy Groupp RGP 0 1+

A RGO Chassis Cluster N RG
A Redundancy Group 0 |
A P Redurfelancy Group
A Redundancy Group 10 Y A |
A reth P Redundancy Group
nodeO nodel
~Eo Redundancy Group 0 Bey Secondary
I Redundancy Group 1 Secondary
U PFEO PFEL
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~N

Redundancy Group N

A Redundancy Group -
A D " A

set chassis cluster redundancy - group 0 node O priority 200
set chassis cluster redundancy - group 0 node 1 priority 100

set chassis cluster redundancy - group 1 node O priority 200

set chassis cluster redundancy - group 1 node 1 priority 100

A Redundancy Group 0

A REP
A Redundancy Group10 Y A
A PREP
node0 nodel
Redundancy Group 0 Secondary
REO
PEED Redundancy Group 1 Secondary
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Redundant Ethernet Interface p reth P

A

A A reth

set chassis cluster

reth

by A
Y A

- count 2

‘4

N

A reth

set interfaces ge
set interfaces ge
set interfaces ge

ap a P
gigether

gigether
gigether

- options redundant
- options redundant
- options redundant

- parent rethO
- parent rethO
- parent rethl

set interfaces ge

© 2022 Juniper Networks

gigether

- options redundant - parent rethl

nodeO

ge-0/0/3 ge-0/0/2
rethl rethO
98108 ge-1/0/2
nodel
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Redundant Ethernet Interfacep rethP =~ A

Areth Redundancy Group 7 IP A

set interfaces rethl redundant - ether - options redundancy -group 1
set interfaces rethl unit O family inet address 10.1.1.1/24

set interfaces rethO redundant - ether - options redundancy -group 1
set interfaces rethO unit O family inet address 10.2.2.1/24

Areth  Security Zone
A rethl  trust rethO  untrust

set security zones security - zone trust interfaces reth1.0
set security zones security - zone unrust interfaces reth0.0
RG1
Trust nodeo Untrust
rethl rethO
10.1.1. 10.2.2.
1 1
nodel
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A " A
A Redundancy Group A
A A J 0

set chassis cluster redundancy

A RG weight A

set chassis cluster redundancy - group 1 interface - monitor ge - 0/0/ 2 weight 255
set chassis cluster redundancy - group 1 interface - monitor ge - 1/0/2 weight 255
set chassis cluster redundancy - group 1 interface - monitor ge - 0/0/3 weight 255

set chassis cluster redundancy - group 1 interface - monitor ge - 1/0/3 weight 255

U
Q

A 255 weight =~ A

Jjuniper |
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A show interfaces terseK

A

root@SRX_node0> show interfaces terse | match fab
ge- 0/0/5.0 up
ge- 1/0/5.0 up
fab0 up

fab0.0 up
fabl up

up
up
up
up
up

aenet
aenet

inet

inet

-- >fab0.0
-- >fabl1.0

30.17.0.200/24

30.18.0.200/24

fabl.0 up

A reth

up

root@SRX_node0> show interfaces terse | match

ge- 0/0/2.0 up
ge- 0/0/3.0 up
ge- 1/0/2.0 up
ge- 1/0/3.0 up

rethO up
reth0.0 up
rethl up
reth1.0 up

© 2022 Juniper Networks

up
up
up
up
up
up
up
up

aenet
aenet
aenet
aenet

inet

inet

reth

> reth0.0
> reth1.0
> reth0.0
> reth1.0

10.2.2.1/24

10.1.1.1/24
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A show chassis cluster interface
A

root@SRX_node0> show chassis cluster interfaces
Control link status: Up

Control interfaces:
Index Interface Monitored - Status Internal - SA Security
0] fxpl Up Disabled Disabled

Fabric link status: Up

Fabric interfaces:
Name Child - interface Status Security
(Physical/Monitored)
fab0 ge - 0/0/5 Up /Up Disabled
fab0
fabl ge - 1/0/5 Up /Up Disabled
fabl

Redundant - ethernet Information:
Name Status  Redundancy
Up 1

Jjuniper | e
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A show chassis cluster status
A

root@SRX_node0> show chassis cluster status

Monitor Failure codes:
CS Cold Sync monitoring FL Fabric Connection monitoring
GR GRES monitoring HW Hardware monitoring
IF Interface monitoring IP IP monitoring
LB Loopback monitoring MB Mbuf monitoring
NH Nexthop monitoring NP NPC monitoring
SP SPU monitoring SM Schedule monitoring
CF Config Sync monitoring  RE Relinquish monitoring
IS IRQ storm

Cluster ID: 1
Node Priority Status Preempt Manual Monitor - failures

Redundancy group: O, Failover count: O
node0 200  primary no
nodel 100 secondary no

Redundancy group: 1, Failover count: 1
node0 200  primary yes no None
nodel 100 secondary yes no None

Jjuniper |
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A show chassis cluster statistics
A

root@SRX_node0> show chassis cluster statistics
Control link statistics:
Control link O:
Heartbeat packets sent: 3536
Heartbeat packets received: 3140
Heartbeat packet errors: 0
Fabric link statistics:
Child link O
Probes sent: 4527
Probes received: 4526
Child link 1
Probes sent: O
Probes received: O
Services Synchronized:
Service name RTOs sent RTOs received
Translation context 0] 0]
Incoming NAT 0 0
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Security -SRX Course Topology
p Lab.4:Chassis ClusteP

ge-0/0/3

Cluster ID 1

rethl

192.168.11.1/24

ge-0/0/1 ge-1/0/1

control

Trust

ge-1/0/3

SRX]1 jm EEEEEN NOdcO NN SRX? m EEEEEE Nodel

ge-0/0/3

rethl

192.168.13.1/24

ge-0/0/1 ge-1/0/1

control

Trust

ge-1/0/3

SRX3 |m EEEEEN NodcO NN SRX/ m EEEEEE Nodel

e-0/0/2 ge-0o/o/5  fabric  ge-1/0/5 ge-1/0/2 ge-0/0/2 ge-0/0/5  fabric  ge-1/0/5 ge-1/0/2
- retho S - retho
10.1.1.1/24 10.1.1.3/24
&
10.1.1.254
 retho o
10.1.1.5/24 10.1.1.7/24
ge-0/0/2 ge-0/0/1 ge-1/0/1 ge-1/0/2 ge-0/0/2 ge-0/0/1 ge-1/0/1 ge-1/0/2

Cluster ID 3

ge-0/0/3
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control

ge-0/0/5 ge-1/0/5

fabric

et

192.168.15.1/24

SRX5 W EEEEEN NodcO NN SRX6 W EEEEEE Nodel

ge-1/0/3

Trust

control

SRX7 |m HEEEEEN NodcO NN SRX3 W EEEEEE Nodel

ge-0/0/3
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fabric

et

192.168.17.1/24

ge-1/0/3
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Security -SRX° Course Topology |
p Lab.4:Chassis Cluster Managemen®

(14 EA)

A a1 IP A

~

A fxp0 A IP

Cluster ID 1 Cluster ID 2
SRX]1 'm NEEEEEN NOdcO (N SRX? m EEEEEE 0del SRX3 'm HEEEEEN NodcO N SRX/4 m EEEEEE N0odel
fxp0 fxp0 fxp0 fxp0

192.168.1.11 192.168.1.12 192.168.1.13 192.168.1.14

fxp0 fxp0
192.168.1.15 192.168.1.16

fxp0 fxp0
192.168.1.17 192.168.1.18

Cluster ID 3 JuniperTraining Cluster ID 4

ﬁ I
Jjuniper | o
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SRX300

MGMT Switch

Trust

alige)

|0JJUO0D

node0

Untrust
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Chassis Cluster ~ A

A Chassis Cluster
A Active / Passive s
A 11
A RETHO Untrust
A RETH1 Trust

AY A
A show chassis cluster status
A show chassis cluster interface
A show chassis cluster statistics
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ClusterID NodelD =~ A

~

A Node A . P 29 N P
AP a 1P

set groups node0 system host - name SRX x_nodeO
set groups nodeO interfaces fxp0 unit O family inet address 192.168.1.1x/24
set groups nodel system host - name SRXy nodel

set groups nodel interfaces fxp0 unit O family inet address 192.168.1.1y/24
setapply -groups "${node} 0
commit

f ChassisCluster 8 node0 \
host-nameK SRX1 nodeO

address K 192.168.1.11/24

Cluster ID 1
SRX1 lllIlI node( [N SRX-2 llIlI nodel nodel
192168111 192.168.1.12 host-nameK SRX2_nodel
\ address K 192.168.1.12/24 /

Juniper | s
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ClusterID NodelD =~ A

A i B D4 aA

AnodeO aA/1 3 HA nodel o A
A node0p 9P
A nodelp 9P 2 3 YA
A aA A reboot A
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N

D /
A Wireless SSID —JuniperTraining®
APC IP 192.168.1.xx
A TeraTerm 1 AN 192.168.1.254 telnet
A TCP [ 2008+ R— |
A 2008+ 1T 2009
A 2008+ 2T 2010
A 0o
A 0/ / 0
A7 A a1 1P telnet
A CC

Tera Term: L LR

AT 1921681254 -

VRO
A @ Tejnet
© 88H SSH/ =3V | s5H2

OTOM S

©FILE) TR [COMI: IntellR) Active Management

=

TRt —ka(p) |

| ok | Eevwl] vz

{primary:node0} {secondary:nodel}
lab@SRX 1> lab@SRX 1>

A show chassis cluster status
A Redundancy Group 0
A node0 Primary
A nodel Secondary

Py
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N

AS 4+ 7 A Primaryp nodeOP

QI

~ 14 rd

Lab A U1 Config

delete system host - hame
delete system services dhcp - local - server
delete interfaces

delete security nat
delete security zones security - zone trust interfaces
delete security zones security - zone untrust interfaces

Fabric N

set interfaces fabO fabric - options member - interfaces ge

set interfaces fabl fabric - options member - interfaces ge
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Redundant Groupp RGP  Reth

AS 4+ 7 A Primaryp nodeOP
A RGO RG1 ~ A

set chassis cluster redundancy - group 0 node O priority 200
set chassis cluster redundancy - group 0 node 1 priority 100

set chassis cluster redundancy - group 1 node O priority 200
set chassis cluster redundancy - group 1 node 1 priority 100

6(

A rethO reth1 =~ A

set chassis cluster reth -count 2

set interfaces ge - 0/0/2 ether - options redundant - parent rethO
set interfaces ge - 1/0/2 ether - options redundant - parent rethO
set interfaces ge - 0/0/3 ether - options redundant - parent rethl
set interfaces ge - 1/0/3 ether - options redundant - parent rethl

set interfaces rethO redundant - ether - options redundancy
set interfaces rethO unit O family inet address 10.1.1.x/24

set interfaces rethl redundant - ether - options redundancy

-group 1

-group 1

set interfaces rethl unit O family inet address 192.168.1x.1/24

© 2022 Juniper Networks
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~N

AS 4 = A Primaryp nodeOP a
A reth  Security Zone

set security zones security - zone trust interfaces reth1.0
set security zones security - zone untrust interfaces reth0.0

set chassis cluster redundancy - group 1 interface - monitor ge - 0/0/2 weight 255
set chassis cluster redundancy - group 1 interface - monitor ge - 1/0/2 weight 255
set chassis cluster redundancy - group 1 interface - monitor ge - 0/0/3 weight 255
set chassis cluster redundancy - group 1 interface - monitor ge - 1/0/3 weight 255
set chassis cluster redundancy - group 1 preempt

commit
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Chassis Cluster 0

AY A
A show chassis cluster status
A show chassis cluster interface
A show chassis cluster statistics

1 Backup Slides a

A0
ASRX 1011254 A  Ping aA
A rethO ‘ nodp0 ge-0/0/2 P
A Ping 47 i
A
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Appendix
A. TIPs to be Junos Experts
B. Chassis Cluster Deep Dive
C.IPsec VPN =~ A
D. NAT Pool Options
E. Security Logging
F. Firewall Filter (ACL) =~ A
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TIPs to be Junos Experts
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11 4

U

A 7

(14 "N

a

Junos

N7

Cis

root> show version and haiku

root> show version and haiku

Model: ex2200 -c- 12p- 2g

Junos : 14.1X53 -D25.2

JUNOS EX Software Suite [14.1X53
JUNOS FIPS mode utilities [14.1X53
JUNOS Online Documentation [14.1X53
D25.2]

JUNOS EX 2200 Software Suite [14.1X53
D25.2]

JUNOS Web Management Platform Package

[14.1X53 - D25.2]

Look, mama, no hands!
Only one finger typing.
Easy: commit scripts.

© 2022 Juniper Networks

- D25.2]

- D25.2]

root> show version and haiku

Model: ex2200 -c- 12p-2g

Junos : 14.1X53 - D25.2

JUNOS EX Software Suite [14.1X53 -
JUNOS FIPS mode utilities [14.1X53

JUNOS Online Documentation [14.1X53
D25.2]

JUNOS EX 2200 Software Suite [14.1X53
D25.2]

JUNOS Web Management Platform Package
[14.1X53 - D25.2]

Juniper babies
The next generation starts
Gotta get more sleep

Juniper Business Use Only

D25.2]
-D25.2]

root> show version and haiku

Model: ex2200 - c- 12p-2g

Junos : 14.1X53 - D25.2

JUNOS EX Software Suite [14.1X53 - D25.2]
JUNOS FIPS mode utilities [14.1X53 - D25.2]
JUNOS Online Documentation [14.1X53 -
D25.2]

JUNOS EX 2200 Software Suite [14.1X53

D25.2]

JUNOS Web Management Platform Package
[14.1X53 - D25.2]

Weeks of studying,
Days of lab exercises:
JNCIE.

Juniper |
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N
A copy A A

~

ge-0/0/1 N ge-0/0/0

root# copy interfaces ge -0/0/2 to ge-0/0/0

root# show interfaces root# show interfaces
ge- 0/0/1 { ge- 0/0/0 {

unit O { unit O {

family _inet EEE— family net
address address 192.168.1.1/26;

192.168.1.1/26;

ge- 0/0/1 {
unit O {
family inet {
address 192.168.1.1/26;

Juniper | s
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N

A rename
ge-0/0/0

root#

192.168.2.1/26

address

rename interfaces ge

root# show interfaces

ge- 0/0/0 {

unit O {

ge- 0/0/1 {
unit O {
family

© 2022 Juniper Networks

family

inet

{

~

A variable

192.168.2.1/26
- 0/0/0 unit O family

address 192.168.1.1/26;

inet

{

inet

address 192.168.1.1/26 to address

root# show interfaces
ge- 0/0/0 {
unit O {
family inet {
address 192.168.2.1/26
ge- 0/0/1 {
unit O {
family inet {
address 192.168.1.1/26;

Juniper Business Use Only
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~

A replace AN
ge-0/0/0 address 192.168.2.1/26

root# replace pattern /26  with

root# show interfaces
ge- 0/0/0 {
unit O {
family inet {

address 192.168.2.1/26;

ge- 0/0/1 {
unit 0 {
family inet {
address 192.168.1.1/26;

© 2022 Juniper Networks
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root# show interfaces
ge- 0/0/0 {
unit O {
family inet {
address 192.168.2.1
ge- 0/0/1 {
unit O {
family inet {
address 192.168.1.1

NNNNNNNN
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activate / deactivate

~

A deactivate A 1/
N ¥y

192.168.1.2/24 a

root# deactivate interfaces ge - 0/0/1 unit O family inet address 192.168.1.2/24

root# show interfaces root# show interfaces
ge- 0/0/1 { ge- 0/0/1 {

unit O { unit O {
family inet { family inet {
address 192.168.1.1/24; address 192.168.1.1/24;
address 192.168.1.2/24; inactive: address 192.168.1.2/24;

192.168.1.2/24 a o a P

root# activate interfaces ge - 0/0/1 unit O family inet address 192.168.1.2/24
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wildcard range set / delete

A wildcard range 1
A A 1

root# show interfaces

root#

root# wildcard range set interfaces ge - 0/0/[0 - 3,5,12] mtu 9000

[0-3,5,12]1 0O 3 root# show interfaces

ge- 0/0/0 { mtu
ge- 0/0/1{ mtu

ge- 0/0/3 { mtu
ge- 0/0/5 { mtu

9000; }
9000; }
9000; }
9000; }

ge-0/0/0 1 3 5

© 2022 Juniper Networks Juniper Business Use Only
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wildcard range set / delete

AN delete

root# show interfaces

ge- 0/0/0 { mtu 9000; }
ge- 0/0/1 { mtu 9000; }
ge- 0/0/3 { mtu 9000; }
ge- 0/0/5 { mtu 9000; }

root# wildcard range delete interfaces ge -0/0/[0 -1] mtu

root# show interfaces
ge- 0/0/3 { mtu 9000; }
ge- 0/0/5 { mtu 9000; }

Juniper | ao
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Interface -range

QI3
—

A interface -range [ P,
N A A wildcard N Q 1
N NN

root# show interfaces

root#

root# set interfaces interface - range CLIENTS member -range ge - 0/0/0to ge - 0/0/1

root# set interfaces interface - range CLIENTS member ge - 0/0/3
root# set interfaces interface -range CLIENTS mtu 9000

root# show interfaces

interface - range CLIENTS {
member ge - 0/0/3;
member- range ge - 0/0/0 to ge
mtu 9000;

CLIENTS N
ge-0/0/0 -1 3 MTU A1 A

Jjuniper | o
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Interface -range

A range A A

root# show interfaces
interface - range CLIENTS {
member ge - 0/0/3;
member- range ge - 0/0/0 to ge - 0/0/1;

mtu 9000;

root# set interfaces ge - 0/0/0 unit O family inet address 10.0.0.1/24

root# show interfaces
— interface - range clients {
member ge - 0/0/3;
CLIENTS A member- range ge - 0/0/0 to ge
R I | = A mtu  9000;
}
ge- 0/0/0 {

unit 0 {
family inet {
address 10.0.0.1/24;
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~

A 1 FwW

# show firewall
family inet {
fiter FW - FILTER({
term BLOCK({
from{
source - address{
10.10.10.0/24;
}
destination - address{
192.168.1.0/24;

}
dscp cs5;

port[ https http |;

© 2022 Juniper Networks

[edit]
set firewall family

(@]

inet filter FW

source - address 10.10.10.0/24

set firewall family
destination
set firewall family

dscp csb5

set firewall family
port https

set firewall family
port http

Juniper Business Use Only

inet filter FW

- address 192.168.1.0/24

inet filter FW
inet filter FW

inet filter FW

set firewall family 0 from

nJ

- FILTER term BLOCK from

- FILTER term BLOCK from

- FILTER term BLOCK from

- FILTER term BLOCK from

- FILTER term BLOCK from

NNNNNNNN

203



-2

A frewall filter FW -FILTER term BLOCK from

# show firewall [ edit firewall family inet filter FW - FILTER term BLOCK from]
family inet { set source - address 10.10.10.0/24
filer FW - FILTER { set destination - address 192.168.1.0/24
term BLOCK { set dscp csb
from { set port https
source - address { set from port http
10.10.10.0/24;
}
destination - address {
192.168.1.0/24;
}
dscp cs5;
port [ https http |;

firewall family 6 from

Jjuniper |z
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A A edit 0
A exitK /1
Atop exit aA Operational
A Operational exit O A Logout
A Shell cli¢ Operational 0 1 4 Shell
AupK 1 A 0
A topK T A 0

# show firewall
£ family inet {
filter FW - FILTER{
term BLOCK({

< from{
= source - address{
= < 10.10.10.0/24;
- Down }
g % » destination - address{

192.168.1.0/24,

}
dscp cs5;

port[ https http J;

Jjuniper | oas
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Automatic Configuration Archival

A Automatic Configuration Archival 0 1 AOAN T/
FTP/ SCP
A A AN A

[

user@Junos # set system archival configuration transfer - on- commit

user@Junos # set system archival configuration archive - sites ftp://
loginname:loginpassword@FTP - server - ip /directory

2.4 AN/ | : A
p K 14404 =24NA P

user@dJunos # set system archival configuration transfer - interval 1440

user@dJunos # set system archival configuration archive - sites ftp://
loginname:loginpassword@FTP - server - ip /directory
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U U d
A Junos 0 0 a 4 0 Y13
A Configuration mode load factory -default
A a A Candidate Configuration A
A a 0" A root ~ A commit |
A~ A Configp rollbackP
A Operation mode  request system zeroize
A & A i " A 6 0
A
A USB CF Format install
A USB CF Junos Junos
A N Junos /
AaAN D JTAC 1 1A 1 |

Jjuniper | e
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root> monitor traffic interface xe - 1/2/0.0

verbose output suppressed, use <detail> or <extensive> for full protocol decode

Address resolution is ON. Use <no - resolve> to avoid any reverse lookup delay.
Address resolution timeout is 4s.

Listening on xe - 1/2/0.0, capture size 96 bytes

11:39:06.772930 Out IP truncated -ip - 11 bytes missing! 192.168.1.1.bgp > 192.168.1.2.32794: P
635171747:635171766(19) ack 995070346 win 16384 < nop,nop,timestamp 3971359530 2610569>: BGP,
length: 19

11:39:06.803191 InIP 192.168.1.2.32794 > 192.168.1.1.bgp: . ack 19 win 5360 < nop,nop,timestamp
2637232 3971359530>

é

é

A | PFE @ RE ¢
A ICMP Echop pingP  PFE a 0 :
A A { ektensive 1

Juniper | as
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groups/ apply-groups
A 1 A group A apply-groups : 1 /
A K1 OSPF Hello-Interval Dead-Interval

root# show groups # show protocols ospf | display inheritance
OSPF_COMMON { IP area 0.0.0.0 {

protocols {
ospf {
area <*> {
interface <st *> &
hello - interval 5;
dead - interval 20;

root# show protocols ospf
apply - groups OSPF_COMMON,;
area 0.0.0.0{
interface st0.1;
interface st0.2;
interface 100.0 {
passive;

}

interface st0.1 {
it
## '5' was inherited from group 'OSPF_COMMON'
it
hello - interval 5;
it
## '20' was inherited from group 'OSPF_COMMON'
it
dead - interval 20;
}
interface st0.2 {
it
## '5' was inherited from group 'OSPF_COMMON!
it
hello -interval 5;
it
## '20' was inherited from group 'OSPF_COMMON'
it
dead - interval 20;
}
interface 100.0 {
passive;

}

(14

Z commit Config a
a 1 A d 4 show configuration | display inheritance 1
Juniper | e
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Prefix-list / apply-path

N IP

root# show protocols bgp
group GROUP- A {

neighbor 1.1.1.1;

neighbor 2.2.2.2;

}

root# show interfaces
ge- 0/0/0 { unit 0 { family inet
address 1.1.1.0/30;
1}
ge- 0/0/1 { unit 0 { family inet
address 2.2.2.0/30;
1}
fxpO0 { unit O { family inet {
address 192.168.1.10/24;
1}

root# show policy - options

prefix -listBGP -PEERS/{
apply - path "protocols

< !

}
prefix - list LOCALNETS {

apply - path "interfaces <

inet address <*>":

]

© 2022 Juniper Networks

bgp group <*> neighbor

ge- *> unit <*> family

Jd 4 show configuration | display inheritance l

Juniper Business Use Only

JRirewall Filter |

root# show policy

- options | display inheritance

prefix - listBGP - PEERS{
#it
## apply - path was expanded to:
##  1.1.1.1/32;
#H  2.2.2.2/32;
#it

apply - path "protocols

bgp group <*> neighbor

prefix - list LOCALNETS {

#i#

## apply - path was expanded to:

## 1.1.1.0/30;

##  2.2.2.0/30;

#i#

apply - path "interfaces <
address <*>";

ge- *> unit <*> family

Jun

IPE
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A 0 help
A help topic K 0 1 A J
A help referenceK 0 AN
A help syslogK Syslog J

Ciz CIs

mike@juniperl>  help topic interfaces address
Configuring the Interface Address

You assign an address to an interface by specifying the address when configuring the

protocol family. For the inet  family, you configure the interface's IP address. For the
iso family, you configure one or more addresses for the loopback interface. For the ccc,
tcc , mpls, tnp,and vpls families, you never configure an address.b
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JunosK help topic

user@host > help topic ospf dead - interval
Modifying the Router Dead Interval

If a router does not receive a hello packet from a neighbor within a fixed
amount of time, the router modifies its topological database to indicate
that the neighbor is nonoperational. The time that the router waits is
called the router dead interval. By default, this interval is 40 seconds

(four times the default hello interval).

To modify the router dead interval, include the dead - interval statement.
This interval must be the same for all routers on a shared network.

dead - interval seconds;

For a list of hierarchy levels at which you can include this statement,

see the statement summary section for this statement.
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JunoskK help reference
A

user@host > help reference oam action
action (OAM)

Syntax
action {

syslog (OAM Action);
link - down;
send - critical - event;
}
Hierarchy Level
[edit protocols oam ethernet link - fault - management action - profile]
Release Information
Statement introduced in JUNOS Release 8.5.
e
Description
Define the action or actions to be taken when the OAM fault event occurs.
Usage Guidelines
See Specifying the Actions to Be Taken for Link - Fault Management Events.
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JunoskK help apropos
A a

user@host # help apropos vstp . .
set logical - systems <name> protocols vstp COﬂfIgUI’atIOH mode
VLAN Spanning Tree Protocol options
set logical - systems <name> protocols vstp disable
Disable VSTP
set protocols vstp
VLAN Spanning Tree Protocol options
set protocols vstp disable
Disable VSTP

user@host # > help apropos Vstp )
help topic stp vstp Operatlon mode
VLAN Spanning Tree Protocol instance configuration
help topic Sstp vstp - requirements
Requirements, limitations for VLAN Spanning Tree Protocol
help reference Stp vstp
VLAN Spanning Tree Protocol configuration
help reference stp vlan - vstp
VLAN configuration for VLAN Spanning Tree Protocol
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CLIK trace/ a debug U

K OSPFTrace-option

a N
lab@Router # set protocols ospf traceoptions flag ?
A Junos trace- Possible completions:
. ~ all Trace everything
options N database - description Trace database description packets
error Trace errored packets
event Trace OSPF state machine events
A trace A J AN ) flooding Trace LSA flooding
: general Trace general events
] monitor . Real hello Trace hello packets
time B Isa - ack Trace LSA acknowledgement packets
Isa - request Trace LSA request packets
Isa - update Trace LSA update packets
A A normal Trace normal events
A A packet - dump Dump the contents of selected packet types
packets Trace all OSPF packets

policy Trace policy processing

route Trace routing information

spf Trace SPF calculations
state Trace state transitions

task Trace routing protocol task processing
timer Trace routing protocol timer processing

juniper | s
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CLIK monitor /

A monitor = ‘
A0 AUTO TN
A B 7 N A

10.0b2 Seconds: 13 Time: 14:50:48
Interface Link Input packets ( pps) Output packets (
ge-0/0/0 Up 54175 4) 4126 (0)]
ge- 0/0/1 Down 399 (0) 37 (0))
ge-0/0/2 Up 5110 (1) 4224 (0)
ge- 0/0/3 Down 0 (0) 0 (o)

ge- 0/0/4 Down 0 (0)) 0) (0)
ge- 0/0/5 Down 0 (0)) 0) (0)
ge- 0/0/6 Down 0 (0)) 0) (0)

Bytes=Db, Clear=c, Delta=d, Packets=p, Quit=q or ESC, Rate=r, Up="U, Down="D

© 2022 Juniper Networks Juniper Business Use Only
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rescue configuration

A 7 Configuration A pa P
G A~ : > requestsystem configuration rescue save
N . > request system configuration rescue delete
A rescue configuration N~
A rollback

A # rollback rescue

root# rollback rescue

load complete
root# commit

A SRX RESET CONFIG A EX

2 15 YA i factory default

K

SRX300 EX3300

© 2022 Juniper Networks Juniper Business Use Only

LCD

NNNNNNNN

217



Appendix B
Chassis Cluster Deep Dive
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Cluster Node ID

A Cluster ID
A / " A Cluster ID 1
A Cluster ID 1 255
A 17 / 2
Cluster ID
A Node ID
A Cluster A N Node IDp 0 1P
A~ Y27
A NodeID ClusterID EPROM a
A 0" A Cluster Disable a
Cluster

Jjuniper | oz
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A

A Junos 0 /l a
Primary a
A A EPROM a P
A 7 A Junos
0 1
A by
A fxp0 K
A P =
A IP



A
A Cluster
A -

A SRX
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P
RE A
A JSRP chassisd
:-l’=
fxpl P i
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A o P
A
A Cluster / n )
A Cluster1 ~ 2 (.
A SRX HA RTO o P
A Active |/ Active s / Z PAT P
A N o P
A o P
A fab0 fabl node0 nodel 8 ]
A node0 fabO snodel fabl 8
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To
VA
i

A VLAN 4 1

A 100msec >

A 1GMP Snooping 0

A VLAN 1
A MTU 1 1

A



Redundancy Group

A Redundancy Group
A a 7
A Redundancy Group 0
A Redundancy Group 1  Active / Passive Redundant interface
Redundancy Group 1> A Active / Active A

A ScreenOS  VSD Junos ,
¥/ Redundancy Group i
A Redundancy Group 0 A Redundancy Group O

Redundancy Group 15 A
nodeO nodel

Control Link

- -
PFEO Fabric Link

© 2022 Juniper Networks Juniper
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”

Redundant Ethernet Interface N

A Redundant Interface
A Redundant Interface Active / Passive

A SRX Active / Active N Redundant Ethernet Active / Active
Redundancy Group _ 1 nA _ 8
P Redundancy Group Master P
A ScreenOS Redundant Interface N
A reth < X >
A
A G
A I= QoS Zone VPN AT
A G
A Redundant Interface 8
A 8 8
A SRX 8 reth A
A reth interface 8 reth interface Redundancy Group
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Redundant Interface MAC

AClusterID _ 1 Reth MAC
A Reth MAC
Hexfleld B|tf|eld
A s | K
CCCC- Cluster ID ID
RR - Reserved. 00.
VV - Version 00

XXXXXXX - Interface ID Reth Index AN

A Cluster ID 1 Reth Interface 0 MAC K

- K E-KB
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A

A Cluster A | ‘ O
A ScreenOS ~ 2®5P 1 A
5 -
A - Ja Junos 11.2 9
IP Monitoring 0 i
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A
A A
A 0
A " A A D
A 30 A P 60 P e
A A disable
y N 0

A Iset chassis cluster control-link-recovery
A A

0 1 40
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A A Junos 10.4r4

A 21 d Aa 2 /1 N 11 RTO _ 1
11

Qi

Jjuniper | oz
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SRX HA

Hold Timer
Bootup Expires
:w » Secondary

Secondary-hold Fabric-link  Ctrl-link Primary node
timer expires failure failure dies
300 seconds Disabled Ineligible
No Action Ineligible

timer fires

Fabric-link

failure Primary node

Ctrl-link dies

failure _ _
Secondary & Primary node dies R
Hold N } : : . .
Failover manual, i/f failure, ip-mon failure, preempt etc.
Disable )
Disable i
No Action JUNOS 10.4r4% 0
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0
A a 44 ,
A EPROM A N
AY | y ap /l =
A Chassis Cluster disable reboot
user@srx > set chassis cluster disable  reboot
A Cluster ID 0 A reboot

user@srx > set chassis cluster -id 0 node O reboot

juniper | e
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Appendix C
IPsec VPN
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IPSecVPN

A IPSec
A 1 P 5
A SAH Security AssociationP 8
A SAAN |
A IKE
A / A A 1
A 2 SA A
A IKE 1K ISAKMP SAp AN P Js
A IKE 2K R IPSecSApPp AN x2P Js
A IKE ’ Initiator Responder
L AN — IPSecSAp A3 P L AN

IPSecSAp A7 P

Initiator

juniper | o
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¢

VPN

AVPN v 4 A 24
ALANA
A ) N VPN
o Em-é--m{ D
A =~
A VPN/A =
A

T*—m{ )
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LAN 71

A SRX

A
A

¢

LAN A

IPSecVPN

<

VPN

VPN

VPN

D

IS

'

2

NN

~

S

NN
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/

LAN /i~ IPSecVPN~ A 4

ALANA =~ IPSecVPN ~ A Y | a
1. 2 A
a. A
b. A
C. A
2 1 A
a. A
b. A
c. VPN = A
A VPN 44
A 8 1
A A
A VPN
A VPN 44
A 8
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~N

1-a. 1 N
A ISAKMP SA 6 P P A
A A N pDH groupP a A

set security proposal IKE_ PROPOSAL1 authentication - method pre - shared - keys
set security proposal IKE_ PROPOSAL1 dh - group group?2

set security proposal IKE_ PROPOSAL1 authentication - algorithm shal

set security proposal IKE_ PROPOSALL1 encryption - algorithm aes - 128- cbc

Basic Proposal 1: Preshared key, DH g1, DES, SHAL pre-gl-des-sha
Proposal 2: Preshared key, DH g1, DES, MD5 pre-gl-des-md5

Compatible Proposal 1: Preshared key, DH g2, 3DES, SHA1L pre-g2-3des-sha
Proposal 2: Preshared key, DH g2, 3DES, MD5 pre-g2-3des-md5
Proposal 3: Preshared key, DH g2, DES, SHA1 pre-g2-des-sha
Proposal 4: Preshared key, DH g2, DES, MD5 pre-g2-des-md5

Standard Proposal 1: Preshared key, DH g2, 3DES, SHA1 pre-g2-3des-sha
Proposal 2: Preshared key, DH g2, AES128, SHA1 pre-g2-aesl28-sha
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1-b 1-c. 1 N

ge-0/0/0 ge-0/0/0
ge-0/0/1 Untrust Zone Untrust Zone ge-0/0/1
_ Trust Zone \/ \ Trust Zone
—— BTy BRI :
254 254
= srx_center 10.0.1.1 ( ) 10111 gx remote —
192.168.1.0/24 T 192.168.11.0/24
A IKE A /
A A I
set security policy IKE_POLICY1 proposals IKE_PROPOSAL1
set security policy IKE_POLICY1 pre - shared - key ascii - text juniper
A IKE A
A IKE N 7 A

set security gateway GW1 ike - policy IKE_POLICY1
set security gateway GW1 address 10.0.1.1

set security gateway GW1 external - interface ge - 0/0/0

juniper | oz
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2-a. 2 N
A IPSecSA 6 P P A
A a " A

set security ijpsec  proposal IPSEC_PROPOSAL1 protocol esp
set security ijpsec  proposal IPSEC_PROPOSAL1 authentication - algorithm hmac - shal - 96
set security ijpsec  proposal IPSEC_PROPOSALL1 encryption - algorithm aes - 128- cbc

Basic Proposal 1: no PFS, ESP, DES, SHA1 nopfs-esp-des-sha
Proposal 2: no PFS, ESP, DES, MD5 nopfs-esp-des-md5

Compatible Proposal 1: no PFS, ESP, 3DES, SHAL nopfs-esp-3des-sha
Proposal 2: no PFS, ESP, 3DES, MD5 nopfs-esp-3des-md>5
Proposal 3: no PFS, ESP, DES, SHA1 nopfs-esp-des-sha
Proposal 4: no PFS, ESP, DES, MD5 nopfs-esp-des-md5

Standard Proposal 1: DH g2, ESP, 3DES, SHA1 g2-esp-3des-sha
Proposal 2: DH g2, ESP, AES128, SHA1 g2-esp-aesl28-sha

Jjuniper | oz
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2-b 2-c. 2 ~ AVPN A

ge-0/0/0 ge-0/0/0

ge-0/0/1 Untrust Zone Untrust Zone ge-0/0/1
_ Trust Zone \/ \ Trust Zone

—— BETETTITENTS BT

254 254
= srx_center 10.0.1.1 ( ) 10111 ¢ remote —1
192.168.1.0/24 T 192.168.11.0/24

A IPSec " A /

A™ A

set security ipsec  policy IPSEC_POLICY1 proposals IPSEC_PROPOSAL1

A IPSecVPN =~ A
A™ A IPSec

set security ipsec  vpn VPNL1 ike gateway GW1
set security ijpsec  vpn VPNL1 ike ipsec - policy IPSEC_POLICY1

set security jpsec  vpn VPNL1 establish - tunnels immediately

Jjuniper | e
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3. VPN =~ A

ge-0/0/0 ge-0/0/0
ge-0/0/1 Untrust Zone Untrust Zone ge-0/0/1
_ Trust Zone \/ \1 Trust Zone
——BETETITITITY BT ———
254 .254
192.168.1.0/24 T 192.168.11.0/24
T A
A g
set interfaces stO unit O family inet
A T A
set routing - options static route 192.168.1.0/24 next - hop st0.0
A IPsec VPN
set security ijpsec  vpn VPNL1 bind - interface st0.0

A Security Zone

set security zones security -zone untrust interfaces st0.0

Jjuniper | oaa
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set security zones security - zone trust address - book address Local - LAN 192.168.11.0/24

set security zones security -zone untrust address -book address Remote - LAN 192.168.1.0/24
A =Tunnel° 8
A trust -> untrust

set security policies from - zone trust to untrust  policy 100 match source - address Local - LAN
set security policies from - zone trust to untrust  policy 100 match destination - address
Remote- LAN

set security policies from - zone trust to untrust  policy 100 match application any

set security policies from - zone trust to untrust  policy 100 then permit tunnel ipsec - vpn
VPN1

A untrust -> trust

set security policies from untrust  to - zone trust policy 200 match source - address Remote - LAN
set security policies from untrust  to - zone trust policy 200 match destination - address Local
LAN

set security policies from untrust  to - zone trust policy 200 match application any
set security policies from untrust  to - zone trust policy 200 then permit tunnel ipsec - vpn
VPN1

7 1 K VPN VPN s p° AP 0
Juniper |z
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