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Legal Disclaimer: 
This statement of product direction (formerly called ¬roadmapº) sets forth Juniper Networks' current intention 
and is subject to change at any time without notice. No purchases are contingent upon Juniper Networks 
delivering any feature or functionality depicted on this statement.
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ṕ Ṗ
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JUNOS: THE POWER OF ONE
INTEGRATED ARCHITECTURE

Datacenter Fabric Switch
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Universal Edge Router
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JUNOS: THE POWER OF ONE
INTEGRATED ARCHITECTURE

Campus Ethernet Switch
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Branch Service Gateway
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Junos:
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One 
LEARN ONCE INTEGRATE ONCE QUALIFY ONCE

Á Routing
Á Layer 2 Switching
Á Class of Service 
Á IPv4 and IPv6
Á EtcŹ

Á Kernel and µKernel
Á Chassis ManagementṕchassisdṖ
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BGP/MPLS Control Plane

End-to-end Security

In-network Automation
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Á Advanced SecurityṕSRXṖ
Á Virtual ChassisṕEX/QFXṖ
ÁMPLS/EVPNṕMXṖ
Á ISSUṕMX&EX9kṖ

Á EtcŹ
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Junos

Å Junos
Junos
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Junos ḲHuman Factors
Junos
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Å
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Junos Utility

Junos Ṅ
ÅCommit
Å

Å check confirmed compare Ṅ Option

ÅRollback
Å ḯ

Å ToolḲ JUNOScript / Event Policy
Å

ÅEtcṏ
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JUNOScript

ÅJUNOScript Juniper

Å Junos Junos

Å ¬Commit Scriptº ¬Op Scriptº
¬Event Policyº ¬Event Scriptº

ṕ ṖṕCLI Provisioning SystemṖ

Commit Script
Commit 

Event Policy Event Script
Event Policy 

Op Script

XSLT / SLAX
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Junos Event Policy/Script

Å

Å ṕSelf-monitorṖ
Å

Å
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Routing
rpd

Chassis
chassisd

Management
mgd

eventd

if
then
rules
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Security ¬SRXºCourse Topology ṕLab.1Ḳ Ṗ

ge-0/0/3
ṕ192.168.11.1/24Ṗ

SRX-Training-5

SRX-Training-1

SRX-1

SRX-5

ge-0/0/3
ṕ192.168.15.1/24Ṗ

ge-0/0/3
ṕ192.168.12.1/24Ṗ

SRX-Training-6

SRX-Training-2

SRX-2

SRX-6

ge-0/0/3
ṕ192.168.16.1/24Ṗ

ge-0/0/3
ṕ192.168.13.1/24Ṗ

SRX-Training-7

SRX-Training-3

SRX-3

SRX-7

ge-0/0/3
ṕ192.168.17.1/24Ṗ

ge-0/0/3
ṕ192.168.14.1/24Ṗ

SRX-Training-8

SRX-Training-4

SRX-4

SRX-8

ge-0/0/3
ṕ192.168.18.1/24Ṗ
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SRX

Å SRX ¬rootº
ÅCLI Junos Operational

- root Serial Console SSH
- IP root SSH
- Tera Term SSHv2

--- JUNOS 20.2R3 - S2.5 built 2021 - 07- 30 09:45:37 UTC

root% cli

root>

IP Ḳ 192.168.1x.1

Ḳ SSHṕTera TermṖ

Ḳ root

Ḳ Juniper
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CLI

Configuration

?65; Ź

show

ping traceroute telnet clear

debug ṕmonitorṖ

OS

set Terminal

ÅJunosCLI 3 
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Operational

Åroot Login Shell ṕ ¬%ºṖ
Å ¬cliº Shell Operational

Åroot Login Operational ṕ ¬>ºṖ
Å ¬start shellº Operational Shell

login: root

Password:

--- JUNOS 19.2R1 - S1.5 built 2019 - 09- 12 12:17:08 UTC

root@ %

root@% cli

root>

login: AAA

Password:

--- JUNOS 19.2R1 - S1.5 built 2019 - 09- 12 12:17:08 UTC

AAA>

AAA> start shell

%

login: root

Password:

--- JUNOS 20.2R3 - S2.5 built 2021 - 07- 30 09:45:37 UTC

root %

root% cli

root@srx>

login: user

Password:

--- JUNOS 20.2R3 - S2.5 built 2021 - 07- 30 09:45:37 UTC

user >

user> start shell

%
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Operational

ÅOperational
user> ?

Possible completions:

clear                Clear PPM related statistics information

configure            Manipulate software configuration information

file                 Perform file operations

help                 Provide help information

load                 Load information from file

monitor              Show real - time debugging information

mtrace               Trace multicast path from source to receiver

op                   Invoke an operation script

ping                 Ping remote target

quit                 Exit the management session

request              Make system - level requests

restart              Restart software process

scp                  Copy files via ssh

set                  Set CLI properties, date/time, craft interface message

show                 Show system information

ssh                  Start secure shell on another host

start                Start shell

telnet               Telnet to another host

test                 Perform diagnostic debugging

traceroute           Trace route to remote
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Operational

Å

Å Ḳ ṕ Ṗ

user> show route terse

inet.0: 3 destinations, 3 routes (3 active, 0 holddown , 0 hidden)

+ = Active Route, - = Last Active, * = Both

A V Destination        P Prf Metric 1   Metric 2  Next hop        AS path

* ? 0.0.0.0/0          S   5                       >192.168.1.254

* ? 192.168.1.0/24     D   0                       >ge - 0/0/0.0

* ? 192.168.1.1/32     L   0                        Local
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Configuration

ÅOperational configure Configuration

Å configuration

user> configure

Entering configuration mode

[edit]

user#

user> configure

Entering configuration mode

Users currently editing the configuration:

user terminal u0 ( pid 6898) on since 2022 - 07- 15 09:15:04 UTC, idle 00:05:48

commit - at

The configuration has been changed but not committed

[edit]

user#
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user 1

user 2

Configuration Ḳ

Å configure private Candidate 
Configuration

Å configure exclusive

user 1

user 2

user> configure private

warning: uncommitted changes will be discarded on exit

Entering configuration mode

user> configure exclusive

warning: uncommitted changes will be discarded on exit

Entering configuration mode
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Junos CLI
Ṍ Operational Ṍ
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show

Å show Ḳ

> show arp Ḳ ARP

> show chassis environment Ḳ

> show chassis hardware Ḳ ṕ Ṗ

> show chassis routing-engine Ḳ ṕCPU MemoryṖ

> show configuration Ḳ

> show interfaces Ḳ Interface

> show route Ḳ

> show system uptime Ḳ

> show system users Ḳ

> show system alarms Ḳ

> show version Ḳ Junos
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show Ḳ

Å show terse brief detail extensive

Å terse brief

Å detail extensive 

ẑ ṕ Configuration Ṗ
Å Ḳ
Å Ḳ Space Tab
Å
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show Ḳ

> show interfaces ge-0/0/0 terse

> show interfaces ge-0/0/0 brief

user> show interfaces ge - 0/0/0 terse

Interface               Admin Link Proto    Local                 Remote

ge- 0/0/0                up    up

ge- 0/0/0.0              up    up inet 192.168.1.1/24

user> show interfaces ge - 0/0/0 brief

Physical interface: ge - 0/0/0, Enabled, Physical link is Up

Link - level type: Ethernet, MTU: 1514, LAN - PHY mode, Speed: 1000mbps,

Loopback: Disabled, Source filtering: Disabled, Flow control: Disabled,

Auto - negotiation: Enabled, Remote fault: Online

Device flags   : Present Running

Interface flags: SNMP - Traps Internal: 0x0

Link flags     : None

Logical interface ge - 0/0/0.0

Flags: Up SNMP - Traps 0x0 Encapsulation: ENET2

Security: Zone: Null

inet  192.168.1.1/24
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show Ḳ

> show interfaces ge-0/0/0 ṕ Ṗ
user> show interfaces ge - 0/0/0

Physical interface: ge - 0/0/0, Enabled, Physical link is Up

Interface index: 138, SNMP ifIndex: 513

Link - level type: Ethernet, MTU: 1514, LAN - PHY mode, Link - mode: Full - duplex,

Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,

Ethernet - Switching Error: None, MAC - REWRITE Error: None, Loopback: Disabled,

Source filtering: Disabled, Flow control: Disabled, Auto - negotiation: Enabled,

Remote fault: Online

Device flags   : Present Running

Interface flags: SNMP - Traps Internal: 0x0

Link flags     : None

CoS queues     : 8 supported, 8 maximum usable queues

Current address: ec:13:db:db:65:80, Hardware address: ec:13:db:db:65:80

Last flapped   : 2022 - 08- 01 16:07:41 UTC (00:09:59 ago)

Input rate     : 0 bps (0 pps)

Output rate    : 0 bps (0 pps)

Active alarms  : None

Active defects : None

PCS statistics                      Seconds

Bit errors                             0

Errored blocks                         0

Ethernet FEC statistics              Errors

FEC Corrected Errors                    0

FEC Uncorrected Errors                  0

FEC Corrected Errors Rate               0

FEC Uncorrected Errors Rate             0

Interface transmit statistics: Disabled

Logical interface ge - 0/0/0.0 (Index 72) (SNMP ifIndex 521)

Flags: Up SNMP - Traps 0x0 Encapsulation: ENET2

Input packets : 0

Output packets: 27

Security: Zone: Null

Protocol inet, MTU: 1500

Max nh cache: 100000, New hold nh limit: 100000, Curr nh cnt: 1,

Curr new hold cnt: 1, NH drop cnt: 0

Flags: Sendbcast - pkt - to - re, Is - Primary

Addresses, Flags: Is - Default Is - Preferred Is - Primary

Destination: 192.168.1/24, Local: 192.168.1.1, Broadcast: 192.168.1.255
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show Ḳ

> show interfaces ge-0/0/0 detail
user> show interfaces ge - 0/0/0 detail

Physical interface: ge - 0/0/0, Enabled, Physical link is Up

Interface index: 138, SNMP ifIndex: 513, Generation: 141

Link - level type: Ethernet, MTU: 1514, LAN - PHY mode, Link - mode: Full - duplex,

Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,

Ethernet - Switching Error: None, MAC - REWRITE Error: None, Loopback: Disabled,

Source filtering: Disabled, Flow control: Disabled, Auto - negotiation: Enabled,

Remote fault: Online

Device flags   : Present Running

Interface flags: SNMP - Traps Internal: 0x0

Link flags     : None

CoS queues     : 8 supported, 8 maximum usable queues

Hold - times     : Up 0 ms, Down 0 ms

Current address: ec:13:db:db:65:80, Hardware address: ec:13:db:db:65:80

Last flapped   : 2022 - 08- 01 16:07:41 UTC (00:11:32 ago)

Statistics last cleared: Never

Traffic statistics:

Input  bytes  :                    0                    0 bps

Output bytes  :                 1386                    0 bps

Input  packets:                    0                    0 pps

Output packets:                   33                    0 pps

Egress queues: 8 supported, 4 in use

Queue counters:       Queued packets  Transmitted packets      Dropped packets

0                               32                   32                    0

1                                0                    0                    0

2                                0                    0                    0

3                                0                    0                    0

Queue number:         Mapped forwarding classes

0                   best - effort

1                   expedited - forwarding

2                   assured - forwarding

3                   network - control

Active alarms  : None

Active defects : None

PCS statistics                      Seconds

Bit errors                             0

Errored blocks                         0

Ethernet FEC statistics              Errors

FEC Corrected Errors                    0

FEC Uncorrected Errors                  0

FEC Corrected Errors Rate               0

FEC Uncorrected Errors Rate             0

Interface transmit statistics: Disabled

MACSec statistics:

Output

Secure Channel Transmitted

Protected Packets               : 0

Encrypted Packets               : 0

Protected Bytes                 : 0

Encrypted Bytes                 : 0

Input

Secure Channel Received

Accepted Packets                : 0

Validated Bytes                 : 0

Decrypted Bytes                 : 0

Logical interface ge - 0/0/0.0 (Index 72) (SNMP ifIndex 521) (Generation 142)

Flags: Up SNMP - Traps 0x0 Encapsulation: ENET2

Traffic statistics:

Input  bytes  :                    0

Output bytes  :                 1386

Input  packets:                    0

Output packets:                   33

Local statistics:

Input  bytes  :                    0

Output bytes  :                 1386

Input  packets:                    0

Output packets:                   33

Transit statistics:

Input  bytes  :                    0                    0 bps

Output bytes  :                    0                    0 bps

Input  packets:                    0                    0 pps

Output packets:                    0                    0 pps

Security: Zone: Null

Flow Statistics :

Flow Input statistics :

Self packets :                     0

ICMP packets :                     0

VPN packets :                      0

Multicast packets :                0

Bytes permitted by policy :        0

Connections established :          0

Flow Output statistics:

Multicast packets :                0

Bytes permitted by policy :        0

Flow error statistics (Packets dropped due to):

Address spoofing:                  0

Authentication failed:             0

Incoming NAT errors:               0

Invalid zone received packet:      0

Multiple user authentications:     0

Multiple incoming NAT:             0

No parent for a gate:              0

No one interested in self packets: 0

No minor session:                  0

No more sessions:                  0

No NAT gate:                       0

No route present:                  0

No SA for incoming SPI:            0

No tunnel found:                   0

No session for a gate:             0

No zone or NULL zone binding       0

Policy denied:                     0

Security association not active:   0

TCP sequence number out of window: 0

Syn- attack protection:             0

User authentication errors:        0

Protocol inet, MTU: 1500

Max nh cache: 100000, New hold nh limit: 100000, Curr nh cnt: 1,

Curr new hold cnt: 1, NH drop cnt: 0

Generation: 156, Route table: 0

Flags: Sendbcast - pkt - to - re, Is - Primary

Addresses, Flags: Is - Default Is - Preferred Is - Primary

Destination: 192.168.1/24, Local: 192.168.1.1, Broadcast: 192.168.1.255,

Generation: 156
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show Ḳ

> show interfaces ge-0/0/0 extensive
user> show interfaces ge - 0/0/0 extensive

Physical interface: ge - 0/0/0, Enabled, Physical link is Up

Interface index: 138, SNMP ifIndex: 513, Generation: 141

Link - level type: Ethernet, MTU: 1514, LAN - PHY mode, Link - mode: Full - duplex,

Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,

Ethernet - Switching Error: None, MAC - REWRITE Error: None, Loopback: Disabled,

Source filtering: Disabled, Flow control: Disabled, Auto - negotiation: Enabled,

Remote fault: Online

Device flags   : Present Running

Interface flags: SNMP - Traps Internal: 0x0

Link flags     : None

CoS queues     : 8 supported, 8 maximum usable queues

Hold - times     : Up 0 ms, Down 0 ms

Current address: ec:13:db:db:65:80, Hardware address: ec:13:db:db:65:80

Last flapped   : 2022 - 08- 01 16:07:41 UTC (00:12:51 ago)

Statistics last cleared: Never

Traffic statistics:

Input  bytes  :                    0                    0 bps

Output bytes  :                 1596                    0 bps

Input  packets:                    0                    0 pps

Output packets:                   38                    0 pps

Dropped traffic statistics due to STP State:

Input  bytes  :                    0

Output bytes  :                    0

Input  packets:                    0

Output packets:                    0

Input errors:

Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Policed discards: 0,

L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,

FIFO errors: 0, Resource errors: 0

Output errors:

Carrier transitions: 1, Errors: 0, Drops: 0, Collisions: 0, Aged packets: 0,

FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0, Resource errors: 0

Egress queues: 8 supported, 4 in use

Queue counters:       Queued packets  Transmitted packets      Dropped packets

0                               37                   37                    0

1                                0                    0                    0

2                                0                    0                    0

3                                0                    0                    0

Queue number:         Mapped forwarding classes

0                   best - effort

1                   expedited - forwarding

2                   assured - forwarding

3                   network - control

Active alarms  : None

Active defects : None

PCS statistics                      Seconds

Bit errors                             0

Errored blocks                         0

Ethernet FEC statistics              Errors

FEC Corrected Errors                    0

FEC Uncorrected Errors                  0

FEC Corrected Errors Rate               0

FEC Uncorrected Errors Rate             0

MAC statistics:                      Receive         Transmit

Total octets                             0             2368

Total packets                            0               37

Unicast packets                          0                0

Broadcast packets                        0               37

Multicast packets                        0                0

CRC/Align errors                         0                0

FIFO errors                              0                0

MAC control frames                       0                0

MAC pause frames                         0                0

Oversized frames                         0

Jabber frames                            0

Fragment frames                          0

VLAN tagged frames                       0

Code violations                          0

Filter statistics:

Input packet count                       0

Input packet rejects                     0

Input DA rejects                         0

Input SA rejects                         0

Output packet count                                       0

Output packet pad count                                   0

Output packet error count                                 0

CAM destination filters: 2, CAM source filters: 0

Autonegotiation information:

Negotiation status: Complete

Link partner:

Link mode: Full - duplex, Flow control: None, Remote fault: OK

Local resolution:

Flow control: None, Remote fault: Link OK

Packet Forwarding Engine configuration:

Destination slot: 0

CoS information:

Direction : Output

CoS transmit queue               Bandwidth               Buffer Priority   Limit

%            bps     %           usec

0 best - effort            95      950000000    95              0      low    none

3 network - control         5       50000000     5              0      low    none

Interface transmit statistics: Disabled

MACSec statistics:

Output

Secure Channel Transmitted

Protected Packets               : 0

Encrypted Packets               : 0

Protected Bytes                 : 0

Encrypted Bytes                 : 0

Input

Secure Channel Received

Accepted Packets                : 0

Validated Bytes                 : 0

Decrypted Bytes                 : 0

Logical interface ge - 0/0/0.0 (Index 72) (SNMP ifIndex 521) (Generation 142)

Flags: Up SNMP - Traps 0x0 Encapsulation: ENET2

Traffic statistics:

Input  bytes  :                    0

Output bytes  :                 1596

Input  packets:                    0

Output packets:                   38

Local statistics:

Input  bytes  :                    0

Output bytes  :                 1596

Input  packets:                    0

Output packets:                   38

Transit statistics:

Input  bytes  :                    0                    0 bps

Output bytes  :                    0                    0 bps

Input  packets:                    0                    0 pps

Output packets:                    0                    0 pps

Security: Zone: Null

Flow Statistics :

Flow Input statistics :

Self packets :                     0

ICMP packets :                     0

VPN packets :                      0

Multicast packets :                0

Bytes permitted by policy :        0

Connections established :          0

Flow Output statistics:

Multicast packets :                0

Bytes permitted by policy :        0

Flow error statistics (Packets dropped due to):

Address spoofing:                  0

Authentication failed:             0

Incoming NAT errors:               0

Invalid zone received packet:      0

Multiple user authentications:     0

Multiple incoming NAT:             0

No parent for a gate:              0

No one interested in self packets: 0

No minor session:                  0

No more sessions:                  0

No NAT gate:                       0

No route present:                  0

No SA for incoming SPI:            0

No tunnel found:                   0

No session for a gate:             0

No zone or NULL zone binding       0

Policy denied:                     0

Security association not active:   0

TCP sequence number out of window: 0

Syn- attack protection:             0

User authentication errors:        0

Protocol inet, MTU: 1500

Max nh cache: 100000, New hold nh limit: 100000, Curr nh cnt: 1,

Curr new hold cnt: 1, NH drop cnt: 0

Generation: 156, Route table: 0

Flags: Sendbcast - pkt - to - re, Is - Primary

Addresses, Flags: Is - Default Is - Preferred Is - Primary

Destination: 192.168.1/24, Local: 192.168.1.1, Broadcast: 192.168.1.255,

Generation: 156
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Å --- (more)--- prompt 

Space:
b:
d: ½ 
Enter: 1
/string:
n:
q: ṕ Abort Ṗ
h:

user> show configuration

## Last commit: 2022 - 07- 15 10:04:45 UTC by user

version 20.2R3 - S2.5;

system {

root - authentication {

encrypted - password 

"$6$zD7ag5vO$7IFu12bzwmnRtLm4OE9546HZ6Dgkty6wfaYEfYRqgd1AI

Pus0hghi6IuBPvMfdT.CxNQFuzSqbEQO86HpiZbv0"; ## SECRET - DATA

}

login {

user user {

uid 2000;

class super - user;

authentication {

encrypted - password 

"$6$SZPCL2gd$UICNYS6sUhKvfDVWg9.hkm9r0H1QZu1rpSzUa9VgfyeFF

ezlN4/1wl7Dy6N0wFX0iLJvZ7/wqPYS7ZP.ETgYb1"; ## SECRET - DATA

}

}

}

}

interfaces {

ge- 0/0/0 {

unit 0 {

family inet {

--- (more) ---
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| no-more

Å CLI
Å CLI --- (more) ---
Å¬| no-moreº

ẑ ¬set cli screen-length < > º more

user> show configuration | no - more

## Last commit: 2022 - 07- 15 10:04:45 UTC by user

version 20.2R3 - S2.5;

system {

root - authentication {

encrypted - password 

"$6$zD7ag5vO$7IFu12bzwmnRtLm4OE9546HZ6Dgkty6wfaYEfYRqgd1AIPus0hghi6IuBPvMfdT.CxNQFuzSqbEQO86HpiZb

v0"; ## SECRET - DATA

}

login {

user user {

uid 2000;

:

:
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¬|º

ÅUnix ¬|º config show
Å root@lab> show configuration | display set
Å root@lab> show log messages | no-more
Å root@lab> show route | find 192.168.1.0
Å root@lab# show interface | save interface_config.txt 

user> show configuration | ?

Possible completions:

append               Append output text to file

compare Compare configuration changes with prior version

count                Count occurrences

display Show additional kinds of information

except               Show only text that does not match a pattern

find Search for first occurrence of pattern

hold                 Hold text without exiting the -- More-- prompt

last                 Display end of output only

match Show only text that matches a pattern

no- more Don't paginate output

request              Make system - level requests

save                 Save output text to file

tee                  Write to standard output and file

trim                 Trim specified number of columns from start of line
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¬|º

ÅConfiguration ṕdisplay setṖ
Å

user> show configuration interfaces

ge- 0/0/0 {

unit 0 {

family inet {

address 192.168.1.1/24;

}

}

}

irb {

unit 0 {

family inet {

address 192.168.100.1/24;

}

}

}

user> show configuration interfaces | display set

set interfaces ge - 0/0/0 unit 0 family inet address 

192.168.1.1/24

set interfaces irb unit 0 family inet address 

192.168.100.1/24
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¬|º

Å Configuration
Operational show configuration | save < + >

Å configuration
Configuration save < + >

ẑ user home directory

ÅConfig ṕmatchṖ

root# save /config/EDITING - CONFIG.txt

Wrote 59 lines of configuration to '/config/EDITING - CONFIG.txt' / config / 

user> show configuration | save ftp://test@192.168.1.23/SRX_Config

Password for test@192.168.1.23:

ftp://test@192.168.1.23/SRX_Config            100% of 1356  B 2021 kBps

Wrote 59 lines of output to 'ftp://test@192.168.1.23/ SRX_Config '

FTP

user> show configuration | display set | match ssh

set system services ssh root - login allow

set system services ssh protocol - version v2
ssh



© 2022 Juniper Networks 49
Juniper Business Use Only

Junos

ÅJunos Log 

/config
3 

/var/ db/config
4 
gz file show 
FreeBSD zcat

/var/ tmp
Junos image 

/var/log
Log Trace option 

/var/home

save 
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root> file show /var/home/SAMPLE/TEST - CONFIG

## Last changed: 2022 - 07- 15 10:18:41 UTC

version 20.2R3 - S2.5;

system {

root - authentication {

encrypted - password 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~

Å
> file list /< directory >/

Å
> file show /< directory >/< file_name>

Junos

/ var/ home/ SAMPLE
ṕSAMPLEṖ TEST_CONFIG

/ var/ home
ṕSAMPLEṖ

ṕSAMPLEṖ
TEST_CONFIG

root> file list /var/home/

/var/home/:

SAMPLE/

root> file list /var/home/SAMPLE/

/var/home/SAMPLE/:

TEST- CONFIG
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Junos

ÅJunos
ÅPing
ÅTraceroute
ÅTelnet / SSH
ÅMonitor

Ping
> ping + 
Ḳ 172.27.112.1 512 byte ping 3 

user> ping 192.168.1.23 count 3 size 512

PING 192.168.1.23 (192.168.1.23): 512 data bytes

520 bytes from 192.168.1.23: icmp_seq =0 ttl =128 time=4.446 ms

520 bytes from 192.168.1.23: icmp_seq =1 ttl =128 time=3.995 ms

520 bytes from 192.168.1.23: icmp_seq =2 ttl =128 time=2.633 ms

--- 192.168.1.23 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss

round - trip min/avg/max/ stddev = 2.633/3.691/4.446/0.771 ms
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Junos

TracerouteḲ
> traceroute + 
Ḳ 8.8.8.8 ge-0/0/0 traceroute

Telnet / SSHḲ
> telnet + 
Ḳ 192.168.1.2: port 23 telnet

user> telnet 192.168.1.2 port 23

Trying 192.168.1.2...

Connected to 192.168.1.2.

Escape character is '^]'.

login:

user> traceroute 8.8.8.8 interface ge - 0/0/0

traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 40 byte packets

1  192.168.1.254 (192.168.1.254)  3.268 ms 1.577 ms 1.349 ms

(snip)

9  8.8.8.8 (8.8.8.8)  8.195 ms 6.075 ms 5.742 ms
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monitor

Åmonitor Ḳ I/F
> monitor interface traffic

Interface

Interface    Link  Input packets        ( pps )     Output packets        ( pps )

ge- 0/0/0      Up            280          (0)              329          (0)

gr - 0/0/0      Up              0          (0)                0          (0)

ip - 0/0/0      Up              0          (0)                0          (0)

lsq - 0/0/0     Up              0          (0)                0          (0)

lt - 0/0/0      Up              0          (0)                0          (0)

mt- 0/0/0      Up              0          (0)                0          (0)

sp - 0/0/0      Up              0          (0)                0          (0)

ge- 0/0/1    Down              0          (0)                0          (0)

ge- 0/0/2    Down              0          (0)                0          (0)

ge- 0/0/3    Down              0          (0)                0          (0)

ge- 0/0/4    Down              0          (0)                0          (0)

ge- 0/0/5    Down              0          (0)                0          (0)

ge- 0/0/6    Down              0          (0)                0          (0)

ge- 0/0/7    Down              0          (0)                0          (0)

esi Up              0                             0

fti0          Up              0                             0

gre Up              0                             0

ipip Up              0                             0

irb Up              0                             0

Bytes=b, Clear=c, Delta=d, Packets=p, Quit=q or ESC, Rate=r, Up=^U, Down=^D
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request

Å request Ḳ
ẑ request

Å

Å

Å

Å

Å Configuration ṕrescue config Ṗ

ÅOS 

> request system reboot

> request system power - off

> request system zeroize

> request support information

> request system configuration rescue save

> request system software add < >



© 2022 Juniper Networks 55
Juniper Business Use Only

Junos

Å
1. Junos OS

https://www.juniper.net/support/downloads/group/?f=junos

2. CLI Junos
FTP/ TFTP ṕ/ var/ tmpṖ

3.

4.

> file copy ftp:// ID Ẃ / Junos /var/tmp

> request system software add /var/ tmp / Junos

> request system reboot

root> file copy ftp://test@192.168.1.23/junos -

srxsme - 20.2R3 - S2.5.tgz /var/tmp

Password for test@192.168.1.23:

/var/ tmp //... transferring.file .........92LXun/

100% of  385 MB 2539 kBps 00m00s

root@> request system software add 

/var/tmp/junos - srxsme - 20.2R3 - S2.5.tgz

NOTICE: Validating configuration against 

junos - srxsme - 20.2R3 - S2.5.tgz.

(snip)

root> request system reboot
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Junos CLI
Ṍ Configuration Ṍ
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Active 
Configuration

0

Candidate 
Configuration

¬Commit Ẁ Rollbackº

Configuration Candidate Configuration
¬commitº Active Configuration

¬rollbackº

commit

rollback n

1 2 ...
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¬Commit Ẁ Rollbackºṕ Ṗ

Configuration Candidate Configuration
¬commitº Active Configuration

¬rollbackº

commit

rollback n

Active

configuration
0

1 2 ...

Candidate

configuration

Active 
Configuration

0

Candidate 
Configuration

Candidate 
Configuration

set xxxxxxxxxx

set xxxxxxxxxx

set xxxxxxxxxx

delete xxxxxxxxxx

delete xxxxxxxxxx

commit

1

commit

rollback n

Candidate 
Configuration

set xxxxxxxxxx

set xxxxxxxxxx

set xxxxxxxxxx

Candidate 
Configuration

delete xxxxxxxxxx

delete xxxxxxxxxx

set xxxxxxxxxx

set xxxxxxxxxx

set xxxxxxxxxx

Candidate 
Configuration

set xxxxxxxxxx

set xxxxxxxxxx

set xxxxxxxxxx

delete xxxxxxxxxx

delete xxxxxxxxxx

Candidate Config

Candidate Config
Active Config

commit Config

ṏ

commit

Config
2 

ḵ

Config
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JunosḲ commit at time

Å ṕ Ṗ
Åcommit at xx:xx:xx ṕtimeṖ commit

Activate
[edit]

root# commit at 10:00:00

configuration check succeeds

commit at will be executed at 2022 - 07- 15 10:00:00 UTC

The configuration has been changed but not committed

Exiting configuration mode

root>

xxxxx

xxxxx

xxxxx

...

Commit
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[edit]

user@srx # commit confirmed 5

commit confirmed will be automatically rolled back in 5 minutes unless confirmed

commit complete

# commit confirmed will be rolled back in 5 minutes

[edit]

root# commit confirmed 5

commit confirmed will be automatically rolled back in 5 minutes unless confirmed

commit complete

# commit confirmed will be rolled back in 5 minutes

JunosḲ commit confirmed

Å ṕ Ṗ
Åcommit confirmed commit commit Default 10

Config rollback
- Default 10 2 commit

Config

Remote
WAN

xxxxx

xxxxx

xxxxx

...

commit SSH
1 Config
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ṕsetṖ

Å set Ḳ
Åcommit

Åcommit

user# set system services dns

user# commit

commit complete
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ṕdeleteṖ

Å delete Ḳ
Åcommit 

Å commit 

user# delete system services dns

user# commit

commit complete
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ṕshow | compareṖ

Å show | compare Ḳ

Å Config

user# set interfaces ge - 0/0/0 unit 0 family inet address 192.168.1.1/24

user# show | compare

[edit]

+  interfaces {

+      ge - 0/0/0 {

+          unit 0 {

+              family inet {

+                  address 192.168.1.1/24;

+              }

+          }

+      }

+  }

user# show | compare rollback [1 - 49]

Active Config ge-0/0/0 IP

ṧḲ

ṨḲ

Active
Configuration

ṕrollback 0Ṗ

Candidate
Configuration

# show | compare
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ṕrollbackṖ

Å rollback Ḳ
Å rollback 
ṕrollback rollback 0 Ṗ

Å rollback nṕ0-49Ṗ Candidate Config 
ṕ 50 Ṗ

user# rollback

user# rollback ?

Possible completions:

<[Enter]>            Execute this command

0                    2022 - 07- 15 11:12:46 UTC by user via cli

1                    2022 - 07- 15 11:10:41 UTC by user via cli

2                    2022 - 07- 15 11:07:58 UTC by user via cli

3                    2022 - 07- 15 10:18:36 UTC by user via cli

4                    2022 - 07- 15 10:15:12 UTC by user via cli

5                    2022 - 07- 15 10:12:39 UTC by user via cli

6                    2022 - 07- 15 10:04:45 UTC by user via cli

é(snip)
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commit ṕcommit check / atṖ

Å commit check Ḳ
Å

Å commit ṕ Ṗ

Å commit at Ḳ commit
Åhh: mm:[ ss] ¬yyyy -mm-dd hh: mm:[ ss]º

user# commit check

configuration check succeeds

user# commit at "2022 - 07- 15 11:30"

configuration check succeeds

commit at will be executed at 2022 - 07- 15 11:30:00 JST

Exiting configuration mode
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Configuration ṕloadṖ

Å load ḲConfiguration
Å load 
Å load factory -default Config 
Å load override <filename> Config 
Å load merge <filename> Config 

ÅConfig FTP 

user# load ?

Possible completions:

factory - default      Override existing configuration with factory default

merge                Merge contents with existing configuration

override             Override existing configuration

patch                Load patch file into configuration

replace              Replace configuration data

set                  Execute set of commands on existing configuration

update               Update existing configuration

user# load merge /var/ tmp/saved_config.txt

user# load merge ftp://user:passwd@192.168.1.23/saved_config.txt



© 2022 Juniper Networks 67
Juniper Business Use Only

Configuration ṕload set terminalṖ

Å load set terminal ḲCLI set
Åset & Config

user# load set terminal

[Type ^D at a new line to end input]

set services security - intelligence profile feeds - cc - p1 category CC

set services security - intelligence profile feeds - cc - p1 default - rule then action permit

set services security - intelligence profile feeds - cc - p1 default - rule then log

set services security - intelligence profile Inf - hosts category Infected - Hosts

set services security - intelligence profile Inf - hosts default - rule then action permit

set services security - intelligence profile Inf - hosts default - rule then log

set services security - intelligence policy pol - cc CC feeds - cc - p1

set services security - intelligence policy pol - cc Infected - Hosts Inf - hosts

set services advanced - anti - malware policy skyatp_test match application HTTP

set services advanced - anti - malware policy skyatp_test match verdict - threshold 3

set services advanced - anti - malware policy skyatp_test then action permit

set services advanced - anti - malware policy skyatp_test then notification log

set services advanced - anti - malware policy skyatp_test inspection - profile test

set services advanced - anti - malware policy skyatp_test fallback - options action permit

set services advanced - anti - malware policy skyatp_test whitelist - notification log

set services advanced - anti - malware policy skyatp_test blacklist - notification log

load complete

Ṯ CTRL+Dṯ

Config Terminal  

CTRL+D  

CTRL+C 
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Configuration ṕload merge terminalṖ

Å load merge terminal ḲCLI Config
Å & Config

Config
Å relative Config
[edit]

user# load merge terminal

[Type ^D at a new line to end input]

protocols {

ospf {

export static - route;

area 0.0.0.0 {

interface ge - 0/0/0.0;

interface ge - 0/0/1.0;

interface lo0.0 {

passive;

}

}

}

}

policy - options {

policy - statement static - route {

from {

protocol static;

route - filter 10.1.1.0/24 longer;

}

then accept;

}

}

load complete

[edit protocols ospf ]

user# load merge terminal relative

[Type ^D at a new line to end input]

area 0.0.0.0 {

interface ge - 0/0/0.0;

}

area 0.0.0.1 {

stub default - metric 10 no - summaries;

area - range 192.168.16.0/20;

interface ge - 0/0/3.0;

}

area 0.0.0.2 {

nssa {

default - lsa {

default - metric 20;

metric - type 1;

type - 7;

}

no- summaries;

area - range 172.16.12.0/22;

}

area - range 192.168.48.0/20;

}

load complete

Ṯ CTRL+Dṯ

protocols ospf
area

Config

protocols { ospf {

Interfaces protocols
policy-options

╡ ↑ CTRL+D 
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Configuration Ḳ

Å &
Å set Ḳ
Å delete Ḳ
Å show Ḳ
Å show | compare Ḳ Config Config 

Å
Å commit Ḳ Active Config 
Å rollback Ḳ Config 
Å load Ḳ
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Å
Ctrl -B 1 
Ctrl -F 1 
Ctrl -A
Ctrl -E

Å
Delete / Backspace 1 
Ctrl -D 1 
Ctrl -K
Ctrl -U
Ctrl -W 1 

Å
Ctrl -; ­³ ȉ
Ctrl -6 ­³ Ȋ
?
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Å
ÅSpace / Tab Ḳ
Å Tab Policy Filter

Å
Å syntax error
Å^

user# set interfaces ge - 0/0/0 unit 0 family inet filter input ?

Possible completions:

<filter - name>        Name of the filter

TEST                 [firewall filter]

user@srx # set interfaces ge - 0/0/0 unit 0 family inet filter input T [tab]

user# load replase

^

syntax error, expecting <command>.
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Configuration ḲOperational

Å run Configuration show status

ÅOperational
ÅOperational

run interface interface
user# run show interfaces

Physical interface: ge - 0/0/0, Enabled, Physical link is Up

Interface index: 138, SNMP ifIndex : 513

Link - level type: Ethernet, MTU: 1514, LAN - PHY mode, Link - mode: 

Full - duplex,

Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,

Ethernet - Switching Error: None, MAC - REWRITE Error: None, Loopback: 

Disabled,

Source filtering: Disabled, Flow control: Disabled, Auto -

negotiation: Enabled,

Remote fault: Online

Device flags   : Present Running

(snip) 

user# show interfaces

ge- 0/0/0 {

unit 0 {

family inet {

address 192.168.1.1/24;

}

}

}

irb {

unit 0 {

family inet {

address 192.168.100.1/24;

(snip)
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Junos
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ÅJunos
Å

Å

Å

ÅDNS
Å

Å

Å

ÅSNMP
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Å
Å root ṕẑ Ḳ commit Ṗ

Å root
Å 3
Å read-only Ḳ view ṕshow Ṗ
Å operator Ḳ clear network reset trace view ṕ ping / telnet etcṖ
Å super-userḲ all ṕ Ṗ

root# set system root - authentication plain - text - password

New password:

Retype new password:

root# set system login user TEST class super - user authentication plain - text - password

New password:

Retype new password:
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Å

Å
ÅTime zone

ÅNTP

ÅDNS

root# set system host - name LAB

root# set system name - server 192.168.1.100

root# set system time - zone Asia/Tokyo

root# set system ntp server 10.10.10.100
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Å
ÅTelnet SSH

ÅFTP Netconf

root# set system services telnet

root# set system services ssh

root# set system services ssh root - login allow

root# set system services ftp

root# set system services netconf ssh

Root SSH
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Å
Å 1Ḳ EX ṕme0Ṗ

Å 2ḲMX SRX ṕfxp0Ṗ

root# set interfaces me0 unit 0 family inet address 192.168.1.1/24

root# set interfaces fxp0 unit 0 family inet address 192.168.1.1/24

EX3400 rear view SRX340 front view

fxp0

β
MX/SRX ¬FXP0ºEX ¬ME0ºQFX ¬EM0º EX/QFX VC ¬VMEṕVirtual MEṖº
Branch SRX Low EndṕSRX300/320Ṗ Out of Band 

me0
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Å
ÅSyslog
Å Ḳ 10.10.10.1 

Syslog 
emergency:
alert:
critical:
error:
warning:
notice:
info:
any:

root# set system syslog host 10.10.10.1 any any
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ÅSNMP
ÅSNMP
Å Ḳ public

ÅSNMP
Å Ḳ Loopback 0 10.10.10.1

root# set snmp community public authorization read - only

root# set snmp trap - options source - address lo0

root# set snmp trap - group <group - name> targets 10.10.10.1
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Junos
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Å

Å
ÅaeḲ LAG 
Å lo0Ḳ Loopback 
Åme0Ḳ EX QFX
Å fxp0Ḳ SRX MX 

Type: fe-x/x/x: Fast Ethernet ports

ge-x/x/x: Gigabit Ethernet ports

xe-x/x/x: 10 Gigabit Ethernet ports

et-x/x/x: 40/100 Gigabit Ethernet ports

FPC slot: Flexible PIC Concentrator line card Ȉ

PIC slot: Physical Interface CardȈ

Port number

ge-0/0/0
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PIC FPC

ÅFPC BOX Chassis
ÅPIC FPC

ChassisBOX

FPC
PIC 

Port

xx - X / X / X 

ẑBOX On-Board Port xx-0/ 0/ X
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Å

Å
Å

Å / 2 
ÅMTU

Å
Å

Å inet ṕIPv4 Ṗ
Å inet6 ṕIPv6 Ṗ
Åmpls
Åethernet -switching

interfaces {

interface - name {

physical - properties ;

[é]

unit unit - number {

logical - properties ;

[é]

}

}

}

unit # 
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Unit 

Å ¬unitº
Å OS 
Åunit 0 
Å 1 unit 
Å 1 unit 

Å ge-0/0/0 unit 0 ¬ge-0/0/0.0 º
Å show unit unit 0 

ge- 0/0/0 {

unit 0 {

family inet {

address 192.168.1.1/24;

}

}

}

ge- 0/0/0 {

unit 0 {

family ethernet - switching {

interface - mode access;

}

}

}

ge-0/0/0
unit 0
family inet

ge-0/0/0

unit 0
family 
ethernet -
switching

Data

L3 

L2 

IP

Data ETHIP

ETH
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unit 

Å1 unit 
Åunit vlan-id 
ÅIP Firewall Filter unit 

ge- 0/0/0 {

vlan - tagging;

unit 10 {

vlan - id 10;

family inet {

address 192.168.1.1/24;

}

}

unit 20 {

vlan - id 20;

family inet {

address 172.16.1.1/24;

}

}

unit 30 {

vlan - id 30;

family inet {

address 10.1.1.1/24;

}

}

}

ge-0/0/0Packet

unit 10
vlan-id 10

unit 20
vlan-id 20

unit 30
vlan-id 30

Vlan 10

Vlan 20

Vlan 30Packet

Packet
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/ 
ge- 0/0/0 {

description TEST;

speed 1g;

mtu 1400;

ether - options {

no- auto - negotiation;

link - mode full - duplex;

}

unit 0 {

description TEST2;

family inet {

address 10.10.10.1/24;

}

}

unit 100 {

description TEST3;

family inet6 {

address 1::1/64;

}

}

}
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Å disable ṕ Ṗ

admin ṕ Ṗ

Å disable ṕ Ṗ

root# set interfaces ge - 0/0/2 disable

[edit]

root# commit

commit complete

root# show interfaces

ge- 0/0/2 {

disable ;

unit 0 {

family inet {

address 10.10.10.1/24;

root# delete interfaces ge - 0/0/2 disable

[edit]

root# commit

commit complete

root# run show interfaces terse

Interface               Admin Link Proto    

Local                 Remote

ge- 0/0/0                up    up

ge- 0/0/1                up    down

ge- 0/0/2                up up

root# run show interfaces terse

Interface               Admin Link Proto    

Local                 Remote

ge- 0/0/0                up    up

ge- 0/0/1                up    down

ge- 0/0/2                down down

admin ṕ Ṗ
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Static Route

ÅStatic Route 

[edit routing - options]

root# show 

static {

route 0.0.0.0/0 next - hop 172.30.25.1;

route 172.28.102.0/24 {

next - hop 10.210.11.190;

no- readvertise ;

}

}

# set routing -options static route Ṯ ṯnext-hop Ṯ ṯ
# set routing -options static route Ṯ ṯ

IPv4
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Å Static Route qualified -next-hop 
preference ṕ Ṗ

: 

[edit routing - options]

root# show 

static {

route 0.0.0.0/0 {

next - hop 172.30.25.1;

qualified - next - hop 172.30.25.5 {

preference 7;

}

}

}

Primary route

βJuniper static route preference 5

Secondary route

βpreference 7 

Network A
172.29.100.0/24 .1

.1.2

172.30.25.0/30ge-0/0/1

172.30.25.4/30

.5.6
ge-1/0/0

Primary

Secondary
Internet
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Static Route

Åshow Static Route
root> show route protocol static

inet.0: 6 destinations, 6 routes (6 active, 0 holddown , 0 hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0          *[Static/5] 00:00:01

>  to 172.30.25.1 via ge - 0/0/1.0

é

preference
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JUNOS Hands On Training
ż?>GŽ $­Ä³´X

LABṕ Ṗ
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¬SRXº

ṕ Ṗ

Juniper SRX P. 95

LAB.1 Junos P. 101

LAB.2 Firewall P. 114

LAB.3 NAT P. 135

LAB.4 Chassis Cluster P. 155

Appendix P. 192
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SRX

SRX

Unified Threat Management
( )

ṕIPS)
Web /

/ C&C

GEO-IP

, APT

NAT VPN

( )
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ꜝ▬fi♫♇ⱪ

100G

2Tbps

One Junos

All-in-One Routing, Switching and Security

40G

1T

2T

1G

20G

SRX300

SRX320

SRX5800

SRX5600

SRX5400

SRX4600

SRX4200

SRX4100

SRX1500

SRX345
SRX340

vSRX
(Virtual SRX)

cSRX
(Containerized SRX)

SRX380
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SRX

1

MAC-sec IP Sec
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vSRX VM

Hypervisors 
VMware KVM

Physical x86 CPU Memory Storage 

Adv Services
+

Flow Processing
+

Packet FWD 
JEXEC

Junos Kernel

QEMU / KVM

Juniper Linux Guest OS

SRIOV

Junos Control Plane 
ṕJCP / vREṖ

MGD RPD

HW SRX

ṕIncluding Firewall AppSecure UTM / IDP Integrated User 

Firewall SSL Proxy VPN NAT Routing HA Cluster etc.Ṗ

Å VMware

Å Ubuntu KVM

vSRX

Å SRX

Å VMware KVM

Å 2 vCPU 17Gbps

Å

Å vCPU 12 

100Gbps

Å AWS

vSRXṕVirtual SRXṖ

Å CentOS ṕKVMṖ

Å Contrail
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SRX

( )
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Junos
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Security ¬SRXºCourse Topology ṕLab.1: Ṗ

ge-0/0/3

192.168.11.1/24

SRX-Training-5

SRX-Training-1

SRX-1

SRX-5

ge-0/0/3

192.168.15.1/24

ge-0/0/3

192.168.12.1/24

SRX-Training-6

SRX-Training-2

SRX-2

SRX-6

ge-0/0/3

192.168.16.1/24

ge-0/0/3

192.168.13.1/24

SRX-Training-7

SRX-Training-3

SRX-3

SRX-7

ge-0/0/3

192.168.17.1/24

ge-0/0/3

192.168.14.1/24

SRX-Training-8

SRX-Training-4

SRX-4

SRX-8

ge-0/0/3

192.168.18.1/24
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SRX

Å SRX ¬rootº
ÅCLI Junos Operational

- root Serial Console SSH
- IP root SSH
- Tera Term SSHv2

--- JUNOS 20.2R3 - S2.5 built 2021 - 07- 30 09:45:37 UTC

root% cli

root>

IP Ḳ 192.168.1x.1

Ḳ SSHṕTera TermṖ

Ḳ root

Ḳ Juniper



© 2022 Juniper Networks 104
Juniper Business Use Only

Operational show

- Active Configuration

-

-

-

-

- MAC 

- ṕRSIṖ

ẑ | no-more

root >  show configuration

root >  show chassis hardware

root >  show version

root >  show interface terse

root >  show route

root >  show ethernet - switching table

root >  request support information
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root ṕ Ṗ

ÅConfiguration 
Å root 

- root passwordḲ Juniper

ẑ root ( commit )

root> configure

root# set system root - authentication plain - text - password

New password:

Retype new password:

[edit]

root# commit

ṕ x2 Ṗ
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¬labº

commit root 

SSH 

Username Password Class

lab lab123 super-user

--- JUNOS 20.2R3 - S2.5 built 2021 - 07- 30 09:45:37 UTC

lab>

root# set system login user lab class super - user

root# set system login user lab authentication plain - text - password

New password:

Retype new password:

[edit]

root# commit and - quit

root> exit

root@% exit

ṕ x2 Ṗ
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-

ṕSSH Ṗ
- telnet ftp http 

ṕ Ṗ
- Topology 

Config 
- Active Config commit 

lab# show | compare

lab# commit

lab# set system services telnet

lab# set system services ftp

lab# set system services web - management http

lab# set system host - name SRX- x
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Telnet
ÅTera Term telnet
Å telnet 192.168.1X.1
Å ṕlabṖ

FTP
ÅWindows FTP
Å ftp 192.168.1X.1
Å root
Å ls

Å Windows Firewall FTP

Web GUI
Å J-Web
Åhttp://192.168. 1X.1/
Å root ṕlabṖ
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J-Web GUI

Á Junos 15.1X49-D100

Á SRX

Á GUI

Á PC

J-Web
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lab@SRX- 1> configure

Entering configuration mode

[edit]

lab@SRX- 1# show

lab@SRX- 1# show | display set

Configuration

Configuration

Operational
Active Config

Configuration
Candidate Config

commit Active Config

lab@SRX- 1> show configuration

lab@SRX- 1> show configuration | display set
Config

Config
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Operational

Configuration Operational

Configuration

show interfaces
2 

lab@SRX- 1> configure

Operational Mode Configuration Mode

show interfaces show interfaces

run

lab@SRX- 1# show interfaces

lab@SRX- 1# run show interfaces
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commit confirmed

ping 192.168.1X.1 Ɖt

ẑcommit

commit confirmed
commit confirmed 1 commit
commit Tera Term

ping

lab@SRX- 1# delete interfaces ge - 0/0/3

lab@SRX- 1# delete security zones security - zone trust interfaces ge - 0/0/3

lab@SRX- 1# show | compare

lab@SRX- 1# commit confirmed 1

lab@SRX- 1> show configuration interfaces ge - 0/0/3
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Configuration

Å Lab save Configuration File
Å file list save

lab@SRX- 1# save lab1 - end_YYMMDD

Wrote 76 lines of configuration to 'lab1 - end_YYMMDD'

[edit]

lab@SRX- 1# exit

Exiting configuration mode

lab@SRX- 1> file list

/ cf /var/home/lab/:

lab1 - end_YYMMDD
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Security Zone Policy

Å Security Zone
ÅSRX

ÅSRX Security Zone

Å Security Policy
ÅSRX

ÅZone Zone

Security Zone: UntrustSecurity Zone: Trust

LAN

Internet

SRX

ge-0/0/1

ge-0/0/0

ge-0/0/2

SRX Security Policy

Trust ZoneȈ Untrust Zone Policy

LAN Any Any ṕPermitṖ

Any Any ṕPermitṖ

Untrust Zone ẓ Trust Zone Policy

Any LAN Any ṕDenyṖ

Any HTTP ṕPermitṖ
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Security Zone Functional Zone

Zone 2 
Å Security Zone
ÅSRX Zone
ÅSecurity Policy Security Zone

Å Functional Zone
ÅSRX Zone
Å Zone Zone

Security Zone: Trust

LAN

Security Zone: Untrust

Internet

Functional Zone

ẑfxp0 ṕ Ṗ
Functional Zone
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SRX

SRX
Å host-inbound-traffic system -services
Å
Å ftp http telnet ping etc
Å set system services

Å host-inbound-traffic protocols
Å

Å bgp ospf vrrp etc

ÅZone Zone Interface
Å 1Ḳ trust zone system-services protocol

Å 2Ḳ untrust zone interface ge-0/0/0 ping ospf

set security zones security - zone trust host - inbound - traffic system - services all

set security zones security - zone trust host - inbound - traffic protocols all

set security zones security - zone untrust interfaces ge - 0/0/0.0 host - inbound - traffic 

system - services ping

set security zones security - zone untrust interfaces ge - 0/0/0.0 host - inbound - traffic 

protocols ospf
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Security Zone

Å

ÅTrust Zone
ÅZone host-inbound-traffic system -services protocols
Å irb.0

ÅUntrust Zone
ÅZone interface ge-0/0/0 dhcp tftp https ge-0/0/7 dhcp tftp

set security zones security - zone trust host - inbound - traffic system - services all

set security zones security - zone trust host - inbound - traffic protocols all

set security zones security - zone trust interfaces irb.0

set security zones security - zone untrust interfaces ge - 0/0/0.0 host - inbound - traffic 

system - services dhcp

set security zones security - zone untrust interfaces ge - 0/0/0.0 host - inbound - traffic 

system - services tftp

set security zones security - zone untrust interfaces ge - 0/0/0.0 host - inbound - traffic 

system - services https

set security zones security - zone untrust interfaces ge - 0/0/7.0 host - inbound - traffic 

system - services dhcp

set security zones security - zone untrust interfaces ge - 0/0/7.0 host - inbound - traffic 

system - services tftp
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Security Zone

ÅZone
lab@SRX> show security zones

Security zone: trust

Send reset for non - SYN session TCP packets: Off

Policy configurable: Yes

Interfaces bound: 1

Interfaces:

irb.0

Advanced - connection - tracking timeout: 1800

Security zone: untrust

Send reset for non - SYN session TCP packets: Off

Policy configurable: Yes

Screen: untrust - screen

Interfaces bound: 2

Interfaces:

ge- 0/0/0.0

ge- 0/0/7.0

Advanced - connection - tracking timeout: 1800

Screen
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Ḳ IRB

ÅIRBṕIntegrated Routing and BridgingṖ
ÅVLAN
Å IP

ÅSRX300
Åge-0/0/0 L3
Åge-0/0/1~7 L2

irb.0

192.168.1.1/24

ge-0/0/0
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Security Policy ṕfrom -zone / to -zoneṖ

ÅPolicy Zoneṕfrom -zoneṖ Zoneṕto-zoneṖ

lab@SRX# show security policies

from - zone A to - zone B {

policy 1 {

match {

source - address any;

destination - address any;

application any;

}

then {

permit;

Å Zone Policy
1Ḳ zone A zone B Policy

Å Zone Policy
2Ḳ zone A zone A Policy

lab@SRX# show security policies

from - zone A to - zone A {

policy 6 {

match {

source - address any;

destination - address any;

application any;

}

then {

permit;

security
zone Age-0/0/1

ge-0/0/3

ge-0/0/4

ge-0/0/5

security
zone B

ge-0/0/2

ge-0/0/0

Policy1
Policy2
Policy3
Policy4
Policy5

Policy6
Policy7
Policy8
Policy9
Policy10

security
zone Age-0/0/1

ge-0/0/2

ge-0/0/0

ẑ Policy
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Security Policy ṕmatch / thenṖ

Å Policy match then 
Åmatch - Policy
Å then -

set security policies from - zone trust to - zone untrust policy policy1 match source - address any

set security policies from - zone trust to - zone untrust policy policy1 match destination - address any

set security policies from - zone trust to - zone untrust policy policy1 match application any

set security policies from - zone trust to - zone untrust policy policy1 then permit

Trust Zone ẓ Untrust Zone Policy

Policy

policy1 Any Any Any ṕPermitṖ

match then

Ẑ match

source-addressḲ

destination -addressḲ

applicationḲ

ẑ

Ẑ then

permitḲ

denyḲ ṕ Ṗ

rejectḲ ṕ Ṗ

logḲ

countḲ policy
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Security Policy ṕaddress-bookṖ

Åaddress-book
Åmatch
Å source-address / destination -address
Å any

Åaddress-book

Åaddress-set
Å address-book
Å Ḳ BBB CCC BCSET

Åaddress-book

set security address - book global address AAA 1.1.1.1/32

set security address - book global address BBB 172.16.0.0/16

set security address - book global address CCC 192.168.1.0/24

set security address - book global address - set BCSET address BBB

set security address - book global address - set BCSET address CCC

set security policies from - zone A to - zone B policy policy1 match source - address AAA

set security policies from - zone A to - zone B policy policy1 match destination - address BCSET
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ÅPolicy
ÅPolicy
Åmatch Policy Policy

Ådefault -policy
Å Policy match Policy
Å Policy

Å Drop deny-allṕ denyṖ
Å permit -all

Trust ZoneȈ Untrust Zone Policy

Policy

SSH LAN Any ssh ṕPermitṖ

ICMP Any Any icmp ṕPermitṖ

HTTPS Any Web https ṕPermitṖ

default -policy Any Any Any ṕDenyṖ

Security Policy ṕdefault -policyṖ

set security policies default - policy permit - all

Policy match
default -policy
ṕ Ṗ
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Security Policy ṕinsertṖ

ÅPolicy
Å Policy Policy
Å

ÅPolicy
Å insert Policy
Åbefore policy XX policy XX
Åafter policy XX policy XX

insert security policies from - zone trust to - zone untrust policy SSH_DENY before policy SSH

Trust Zone ẓ Untrust Zone Policy

Policy

SSH LAN Any ssh ṕPermitṖ

ICMP Any Any icmp ṕPermitṖ

HTTPS Any Web https ṕPermitṖ

SSH_DENY LAN SVR_A ssh ṕDenyṖNEW!

¬SSH_DENYº

¬SSHº
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Screen

ÅScreen
ÅL3/L4
Å IDP
Å ṕids-optionṖ Zone

1Ḳ Screen untrust -screen

2Ḳ untrust -screen untrust zone

set security screen ids - option untrust - screen icmp ping - death

set security screen ids - option untrust - screen ip source - route - option

set security screen ids - option untrust - screen ip tear - drop

set security screen ids - option untrust - screen tcp syn - flood alarm - threshold 1024

set security screen ids - option untrust - screen tcp syn - flood attack - threshold 200

set security screen ids - option untrust - screen tcp syn - flood source - threshold 1024

set security screen ids - option untrust - screen tcp syn - flood destination - threshold 2048

set security screen ids - option untrust - screen tcp syn - flood timeout 20

set security screen ids - option untrust - screen tcp land

set security zones security - zone untrust screen untrust - screen
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Screen

Åshow security screen statistics
lab@SRX> show security screen statistics zone untrust

Screen statistics:

IDS attack type                              Statistics

ICMP flood                                 5

UDP flood                                  205

TCP winnuke 0

TCP port scan                              31

UDP port scan                              0

ICMP address sweep                         0

TCP sweep                                  22

UDP sweep                                  0

IP tear drop                               0

TCP SYN flood                              0

SYN flood source                       0

SYN flood destination                  0

IP spoofing                                0

ICMP ping of death                         0

IP source route option                     0

TCP land attack                            0

~~~~~~

Screen
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SRX ṕ Ṗ

Per 
Packet 
Filter

Per 
Packet 
Policer

Per 
Packet 
Shaper

Per 
Packet 
Filter

Junos Flow Module

Forwarding Lookup

Dest
NAT

Route Zones Policy
Reverse
Static
NAT

Services 
ALG

SessionScreens
Static
NAT

Source
NAT

Match 
Session?

NO YES

Screens TCP NAT
Services

ALG

YES

1Ṗ
2Ṗ Policy
3Ṗ
4Ṗ

5aṖ
ÅFW Screen
ÅStatic Destination NAT
Å

Å Policy
ÅPolicy
Å Static Source NAT
ÅALG
Å

5bṖ
ÅFW Screen
ÅTCP
ÅNAT
ÅALG

6Ṗ
7Ṗ
8Ṗ

First Path
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LAB.2 
Firewall
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Untrust Zone

Security ¬SRXºCourse Topology (Lab.2:Firewall )

Trust

Trust

ge-0/0/3

192.168.11.1/24

SRX-1

SRX-5

ge-0/0/3

192.168.15.1/24

Trust

Trust

ge-0/0/3

192.168.12.1/24

SRX-2

SRX-6

ge-0/0/3

192.168.16.1/24

Trust

Trust

ge-0/0/3

192.168.13.1/24

SRX-3

SRX-7

ge-0/0/3

192.168.17.1/24

Trust

Trust

ge-0/0/3

192.168.14.1/24

SRX-4

SRX-8

ge-0/0/3

192.168.18.1/24

ge-0/0/2

10.1.1.1/24

ge-0/0/2

10.1.1.5/24

ge-0/0/2

10.1.1.2/24

ge-0/0/2

10.1.1.6/24

ge-0/0/2

10.1.1.3/24

ge-0/0/2

10.1.1.7/24

ge-0/0/2

10.1.1.4/24

ge-0/0/2

10.1.1.8/24

10.1.1.254
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Interface Zone

Åge-0/0/2 ṕ Untrust Ṗ IP

ÅUntrust Zone ge-0/0/2
Åhost-inbound-traffic ping telnet ssh http https

set interfaces ge - 0/0/2 unit 0 family inet address 10.1.1.X/24

set routing - options static route 0/0 next - hop 10.1.1.254

set security zones security - zone untrust interfaces ge - 0/0/2

set security zones security - zone untrust host - inbound - traffic system - services ping

set security zones security - zone untrust host - inbound - traffic system - services ssh

set security zones security - zone untrust host - inbound - traffic system - services http

set security zones security - zone untrust host - inbound - traffic system - services https

set security zones security - zone untrust host - inbound - traffic system - services telnet
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Address Book

ÅPolicy source / destination -address address-book
ÅTrust Zone

ÅUntrust Zone
Åaddress-set

set security address - book global address trust - segment 192.168.1X.0/24

set security address - book global address untrust - srx 10.1.1.0/24

set security address - book global address untrust - web 192.168.1.0/24

set security address - book global address - set untrust - segment address untrust - srx

set security address - book global address - set untrust - segment address untrust - web
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Security Policy

Å Trust Zone Untrust Zone
Å trust -segment untrust -segment

Å Untrust Zone Trust Zone
Å

set security policies from - zone trust to - zone untrust policy TEST match source - address trust -

segment 

set security policies from - zone trust to - zone untrust policy TEST match destination - address 

untrust - segment

set security policies from - zone trust to - zone untrust policy TEST match application any

set security policies from - zone trust to - zone untrust policy TEST then permit

set security policies from - zone untrust to - zone trust policy TEST2 match source - address any

set security policies from - zone untrust to - zone trust policy TEST2 match destination - address any

set security policies from - zone untrust to - zone trust policy TEST2 match application any

set security policies from - zone untrust to - zone trust policy TEST2 then deny

commit

Trust
Zone

Untrust
Zone

Policy  
TEST

192.168.1X.0/24 10.1.1.0/24

Trust
Zone

Untrust
Zone

Policy 
TEST2

192.168.1X.0/24 10.1.1.0/24
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Security Policy

ÅTrust Untrust
PC 10.1.1.254 Ping

Å

Tera Term SRX IP ṕUntrustṖ telnet
Å

Å lab / lab123
Å SRX
Å show security flow session
Å show security policies detail

ÅUntrust Trust
SRXṕTrustṖ Ping

Å

Å Ping

ṕUntrustṖ ṕTrustṖ

1 10.1.1.2 192.168.12.1

2 10.1.1.1 192.168.11.1

3 10.1.1.4 192.168.14.1

4 10.1.1.3 192.168.13.1

5 10.1.1.6 192.168.16.1

6 10.1.1.5 192.168.15.1

7 10.1.1.8 192.168.18.1

8 10.1.1.7 192.168.17.1

ẑ ἲ Backup Slides
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NAT 
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NAT

ÅPublic Private IP
Å NAT
Å ṕPort Address TranslationḲ PATṖ

10.1.1.5

SRC-IP

PAT

10.1.1.5
Private / Trust 

10.1.1.1
Public / Untrust

1.1.70.5

221.1.8.5

DST-IP

36033

SRC-Port

80

DST-Port

6

Protocol

1.1.70.5

SRC-IP

221.1.8.5

DST-IP

1025

SRC-Port

80

DST-Port

6

Protocol

NAT

Internet
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SRX NAT

Å 3 NAT / PAT
ÅSource NAT IP
ÅDestination NAT IP
ÅStatic NAT 1 Private IP 1 Public IP

ÅSource / Destination

Source NAT

Destination NAT

Static NAT

Private / Trust Public / Untrust
Internet

SRX
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NAT

ÅSource NAT
Å

Å

ÅStatic & Destination NAT
Å

Å

Route/Zone
Lookup

Yes

Packet
Forwarding

Policy Lookup

Reverse
Static
NAT

Static
NAT

Source
NAT

Destination
NAT

No No 

Drop Policy Drop

Yes

Yes No

No 

Yes 

Permit
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NAT

ÅNAT 2 
ṕrule-setṖ

Å from ²to 
Å fromḲ zone interface routing -instanceṕVRṖ
Å toḲ zone interface routing -instanceṕVRṖ

Å

ṕNAT RuleṖ
Å

Å NAT

UntrustTrust

10.1.1.5

SRC-IP

10.1.1.5

221.1.8.5

DST-IP

36033

SRC-Port

80

DST-Port

6

Protocol

1.1.70.5

SRC-IP

221.1.8.5

DST-IP

1025

SRC-Port

80

DST-Port

6

Protocol

Internet
1.1.70.5

1

2

from zone trust
to zone untrust

source-address 10.1.1.0/24

221.1.8.5
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Source NAT

Å IP
Å ṕPATṖ

ÅSource NAT
ÅInterface -based source NAT
ÅSRX
ÅPAT

ÅPool-based source NAT
ÅPool IP
ÅPAT
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Interface -based Source NAT

ÅTrust IP
Untrust IP ¬1.1.70.5º 

ÅNAT

ÅNAT
Å ṕ0.0.0.0/0 = anyṖ interface

set security nat source rule - set 1 rule 1A match source - address 0.0.0.0/0

set security nat source rule - set 1 rule 1A then source - nat interface

Trust Untrust

10.1.1.5
10.1.1.1 1.1.70.5

Internet
ge-0/0/2.0 ge-0/0/3.0

10.1.1.5 1.1.70.5

set security nat source rule - set 1 from zone trust

set security nat source rule - set 1 to zone untrust
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Interface -based Source NAT

Å

Åshow security flow session
Åshow security nat source summary

user@SRX> show security flow session

Session ID: 274, Policy name: test/6, Timeout: 1794, Valid

In: 10.1.1.5/54927 -- > 221.1.8.5/23;tcp, Conn Tag: 0x0, If: ge - 0/0/2.0, Pkts: 9, Bytes: 442,

Out: 221.1.8.5/23 -- > 1.1.70.5/25104 ;tcp, Conn Tag: 0x0, If: ge - 0/0/3.0, Pkts: 10, Bytes: 483,

Total sessions: 1

user@SRX> show security nat source summary

Total pools: 0

Total rules: 1

Rule name          Rule set       From              To                   Action

1A                 1              trust             untrust              interface

PAT
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Pool-based Source NAT

ÅTrust Untrust IP Pool
ÅProxy ARP
ÅPool SRX ARP
ÅPool

Trust Untrust

192.168.1.0/24 100.100.100.0/24

Internet

Pool

100.100.100.20 ~

100.100.100.29

Pool
Proxy ARP

192.168.1.0/24 100.100.100.20 ~
100.100.100.29
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Pool-based Source NAT

Å

ÅNAT
ÅTrust Untrust

ÅNAT
Å 192.168.1.0/24 Pool

ÅProxy ARP
set security nat proxy - arp interface ge - 0/0/0.0 address 100.100.100.20/32 to 100.100.100.29/32

set security nat source rule - set src_nat_napt rule napt_1 match source - address 192.168.1.0/24

set security nat source rule - set src_nat_napt rule napt_1 then source - nat pool src_nat_pool_napt

set security nat source rule - set src_nat_napt from zone trust

set security nat source rule - set src_nat_napt to zone untrust

set security nat source pool src_nat_pool_napt address 100.100.100.20/32 to 100.100.100.29/32
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Pool-based Source NAT

Å

Åshow security flow session
Åshow security nat source summary

user@SRX> show security flow session

Session ID: 394, Policy name: test/6, Timeout: 1794, Valid

In: 192.168.1.26/51414 -- > 100.100.100.200/23;tcp, Conn Tag: 0x0, If: ge - 0/0/2.0, Pkts: 9, Bytes: 442,

Out: 100.100.100.200/23 -- > 100.100.100.20/3962 ;tcp, Conn Tag: 0x0, If: ge - 0/0/0.0, Pkts: 10, Bytes: 483,

Total sessions: 1

user@SRX> show security nat source summary

Total port number usage for port translation pool: 645120

Maximum port number for port translation pool: 67108864

Total pools: 1

Pool                 Address                  Routing              PAT  Total

Name                 Range                    Instance                  Address

src_nat_pool_napt 100.100.100.20 - 100.100.100.29 default         yes  10

Total rules: 1

Rule name          Rule set       From              To                   Action

napt_1             src_nat_napt trust             untrust              src_nat_pool_napt
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Destination NAT

Å IP
Å ṕPATṖ

ÅDestination NAT
ÅPool-based NAT
Å1Ḳ1
Å1ḲN ṕ Ṗ

Trust Untrust

10.1.1.5

Destination 
NAT

1.1.70.510.1.1.1
Internet
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Trust Untrust

10.1.1.5 1.1.70.510.1.1.1
Internet

100.0.0.1

Destination NAT ṕ1Ḳ1Ṗ

Å

ÅNAT

ÅNAT
set security nat destination rule - set 1 rule 1A match destination - address 100.0.0.1/32

set security nat destination rule - set 1 rule 1A then destination - nat pool SVR_A

10.1.1.5 100.0.0.1

set security nat destination pool SVR_A address 10.1.1.5/32

set security nat destination rule - set 1 from zone untrust
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Destination NAT ṕ1ḲNṖ

Å

ÅNAT

ÅNAT
set security nat destination rule - set 1 rule 1A match destination - address 100.0.0.1/32

set security nat destination rule - set 1 rule 1A match destination - port 80

set security nat destination rule - set 1 rule 1A then destination - nat pool SVR_A

set security nat destination rule - set 1 rule 1B match destination - address 100.0.0.1/32

set security nat destination rule - set 1 rule 1B match destination - port 8080

set security nat destination rule - set 1 rule 1B then destination - nat pool SVR_B

Trust Untrust

10.1.1.5 Internet

10.1.1.6

100.0.0.1

10.1.1.5
Port 80

100.0.0.1
Port 80

10.1.1.6
Port 80

100.0.0.1
Port 8080

set security nat destination rule - set 1 from zone untrust

set security nat destination pool SVR_A address 10.1.1.5/32 port 80

set security nat destination pool SVR_B address 10.1.1.6/32 port 80
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Static NAT

Å1Ḳ1
Å

Å

ÅStatic NAT
set security nat static rule - set R1 from zone untrust

set security nat static rule - set R1 rule 1A match destination - address 100.0.0.1/32

set security nat static rule - set R1 rule 1A then static - nat prefix 10.1.1.5/32

Trust Untrust

10.1.1.5
1.1.70.510.1.1.1

Internet

10.1.1.5 100.0.0.1

1.1.70.6
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Static NAT

ÅUntrust 100.0.0.1 Ping

Å10.1.1.5 Untrust Ping
Å Static Source NAT

user@SRX> show security flow session

Session ID: 739, Policy name: test/6, Timeout: 2, Valid

In: 10.1.1.5/1 -- > 1.1.70.6/105;icmp, Conn Tag: 0x0, If: ge - 0/0/2.0, Pkts: 1, Bytes: 60,

Out: 1.1.70.6/105 -- > 100.0.0.1/1 ;icmp, Conn Tag: 0x0, If: ge - 0/0/0.0, Pkts: 1, Bytes: 60,

user@SRX> show security flow session

Session ID: 1367, Policy name: 2/5, Timeout: 2, Valid

In: 1.1.70.6/256 -- > 100.0.0.1/0 ;icmp, Conn Tag: 0x0, If: ge - 0/0/0.0, Pkts: 1, Bytes: 84,

Out: 10.1.1.5/0 -- > 1.1.70.6/256;icmp, Conn Tag: 0x0, If: ge - 0/0/2.0, Pkts: 1, Bytes: 84,
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NAT Ẁ

Å

Åshow security flow session
ÅSource NAT 
Åshow security nat source pool < pool-name | all>
Åshow security nat source rule < rule-name | all>
Åshow security nat source summary

ÅDestination NAT 
Åshow security nat destination pool < pool-name | all>
Åshow security nat destination rule < rule-name | all>
Åshow security nat destination summary

ÅStatic NAT
Åshow security nat static rule < rule-name | all>
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LAB.3 
NAT 
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Untrust Zone

Security ¬SRXºCourse Topology ṕLab.3: NATṖ

Trust

Trust

ge-0/0/3

192.168.11.1/24

SRX-1

SRX-5

ge-0/0/3

192.168.15.1/24

Trust

Trust

ge-0/0/3

192.168.12.1/24

SRX-2

SRX-6

ge-0/0/3

192.168.16.1/24

Trust

Trust

ge-0/0/3

192.168.13.1/24

SRX-3

SRX-7

ge-0/0/3

192.168.17.1/24

Trust

Trust

ge-0/0/3

192.168.14.1/24

SRX-4

SRX-8

ge-0/0/3

192.168.18.1/24

ge-0/0/2

10.1.1.1/24

ge-0/0/2

10.1.1.5/24

ge-0/0/2

10.1.1.2/24

ge-0/0/2

10.1.1.6/24

ge-0/0/2

10.1.1.3/24

ge-0/0/2

10.1.1.7/24

ge-0/0/2

10.1.1.4/24

ge-0/0/2

10.1.1.8/24

10.1.1.254

Web Server
192.168.1.200
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Interface -based Source NAT

ÅTrust IP SRX Untrust IP

Å IP
Å 192.168.1.200 IP

Å

ÅNAT

Å IP
Å 192.168.1.200 IP

set security nat source rule - set interface - nat rule rule1 match source - address 0.0.0.0/0

set security nat source rule - set interface - nat rule rule1 then source - nat interface

commit

IPṕTrustṖ IPṕUntrustṖ

192.168.1X.0/24 10.1.1.X

set security nat source rule - set interface - nat from zone trust

set security nat source rule - set interface - nat to zone untrust

ẑ ἲ Backup Slides
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Chassis Cluster
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Å2 SRX ¬ º
Å

Å Config 2 
Å

Å

Å 2 
Å

»

»

Å
»

»
WAN

SRX-Primary

SRX-Secondary

C
o

n
tr
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l

F
a

b
ri
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V 2 SRX

V OS

V

*

SRX A SRX B

SRX A / node 0 SRX B / node 1

SRX A SRX B

Cluster ID 
Node ID

Cluster ID
Node ID

SRX A Reboot SRX B Reboot

Start

Fabric

Redundancy group

Reth

commit

End
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SRX300

ÅControl link ṕfxp1ṖḲ node0 ge-0/0/1 - node1 ge-1/0/1
ÅFabric link ṕfab0/fab1 ṖḲ

Å

node0 node1ge-0/0/1 ge-1/0/1

node0 node1

Slot0 Slot1

fxp0 fxp0
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SRX320

ÅControl link ṕfxp1ṖḲ node0 ge-0/0/1 - node1 ge-3/0/1
ÅFabric link ṕfab0/fab1 ṖḲ

Å

node0 node1

ge-0/0/1 ge-3/0/1

node0 node1

Slot0 Slot3

Slot1 Slot2 Slot4 Slot5

fxp
0

fxp
0
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SRX340 / 345

ÅControl link ṕfxp1ṖḲ node0 ge-0/0/1 - node1 ge-5/0/1
ÅFabric link ṕfab0/fab1 ṖḲ

Å

node0 node1

ge-0/0/1 ge-5/0/1

node0 node1

Slot0

Slot1 Slot2 Slot3 Slot4

Slot5

Slot6 Slot7 Slot8 Slot9

fxp0 fxp0
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SRX380

ÅControl link ṕfxp1ṖḲ node0 ge-0/0/1 - node1 ge-5/0/1
ÅFabric link ṕfab0/fab1 ṖḲ

Å

node0 node1

ge-0/0/1 ge-5/0/1

node0 node1

Slot0

Slot1 Slot2 Slot3 Slot4

Slot5

Slot6 Slot7 Slot8 Slot9

fxp0 fxp0
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SRX1500

ÅControl link ṕem0ṖḲ
ÅFabric link ṕfab0/fab1 ṖḲ

Å

node0 node1

node0 node1

Slot0 Slot7fxp0 fxp0

em0 em0
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Cluster ID Node ID

ÅCluster ID
Å ID
Å L2 1Ṍ255

ÅNode ID
Å ID
Ånode0 node1
ÅNode ID
Å ID

node0

node1

Cluster ID 1
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Å

Å Config
Å Config groups
Ånode0

Ånode1

Å2 
set apply - groups "${node}"

set groups node1 system host - name SRX_node1

set groups node1 interfaces fxp0 unit 0 family inet address 192.168.0.102/24

set groups node1 interfaces fxp0 unit 0 family inet address 192.168.0.100/24 master - only

set groups node0 system host - name SRX_node0

set groups node0 interfaces fxp0 unit 0 family inet address 192.168.0.101/24

set groups node0 interfaces fxp0 unit 0 family inet address 192.168.0.100/24 master - only

Primary
IP

fxp0
IP
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Cluster ID Node ID

ÅCluster ID Node ID
ÅOperational
Ånode0

Ånode1

Å EPROM ṕConfig Ṗ

Å reboot
Å reboot reboot

root@SRX> set chassis cluster cluster - id 1 node 0 reboot

Successfully enabled chassis cluster. Going to reboot now.

root@SRX>

*** FINAL System shutdown message from root@SRX ***

System going down IMMEDIATELY

root@SRX> set chassis cluster cluster - id 1 node 1 reboot

root@SRX> set chassis cluster cluster - id 1 node 0 reboot
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Å
Åshow chassis cluster status

Å

root@SRX_node0> show chassis cluster status

Monitor Failure codes:

CS  Cold Sync monitoring        FL  Fabric Connection monitoring

GR  GRES monitoring             HW  Hardware monitoring

IF  Interface monitoring        IP  IP monitoring

LB  Loopback monitoring         MB  Mbuf monitoring

NH  Nexthop monitoring          NP  NPC monitoring

SP  SPU monitoring              SM  Schedule monitoring

CF  Config Sync monitoring      RE  Relinquish monitoring

IS  IRQ storm

Cluster ID: 1

Node   Priority Status               Preempt Manual   Monitor - failures

Redundancy group: 0 , Failover count: 0

node0  1        primary              no      no None

node1  1        secondary            no      no None

{primary:node0}

root@SRX_node0>

{secondary:node1}

root@SRX_node1>



© 2022 Juniper Networks 167
Juniper Business Use Only

Å

ÅConfiguration
Ånode0 ge-0/0/5 fab0 node1 ge-1/0/5 fab1

set interfaces fab0 fabric - options member - interfaces ge- 0/0/5

set interfaces fab1 fabric - options member - interfaces ge- 1/0/5

node0 node1fab0
ge-0/0/5

fab1
ge-1/0/5
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Reth Redundancy Group

ÅRedundant Ethernet Interface ṕrethṖ
Å2 
Å 1 reth

Å reth Ḵ
Å¬Redundancy Groupº 
Å

Å
Å Redundancy Group reth

reth0reth1

node0

node1

ge-0/0/3

ge-1/0/3

ge-0/0/2

ge-1/0/2

reth0reth1

node0

node1

ge-0/0/3

ge-1/0/3

ge-0/0/2

ge-1/0/2

RG1 RG1
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Reth Redundancy Group

ÅRedundancy GroupṕRGṖ
Å
Å 1 
Å

RG1

reth0reth1

node0

node1

ge-0/0/3

ge-1/0/3

ge-0/0/2

ge-1/0/2

RG1

reth0reth1

node0

node1

ge-0/0/3

ge-1/0/3

ge-0/0/2

ge-1/0/2

RG2

RG1 reth0 reth1
ṕ reth0 reth1 FailoverṖ

RG1 reth0 RG2 reth1
ṕ reth1 FailoverṖ
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Reth Redundancy Group

ÅRedundancy GroupṕRGṖ 0 1+
ÅRG0 Chassis Cluster RG
Å Redundancy Group 0

Å ṕ ṖRedundancy Group
Å Redundancy Group 1Ṍ

Å reth ṕ ṖRedundancy Group

RE1RE0

PFE1PFE0

node0 node1

Redundancy Group 0

Redundancy Group 1

Primary

Primary

Secondary

Secondary
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Redundancy Group

Å Redundancy Group
Å

Å Redundancy Group 0
Å ṕREṖ

Å Redundancy Group 1Ṍ
Å ṕPFEṖ

set chassis cluster redundancy - group 0 node 0 priority 200

set chassis cluster redundancy - group 0 node 1 priority 100

set chassis cluster redundancy - group 1 node 0 priority 200

set chassis cluster redundancy - group 1 node 1 priority 100

RE1RE0

PFE1PFE0

node0 node1

Redundancy Group 0

Redundancy Group 1

Primary

Primary

Secondary

Secondary
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Redundant Ethernet InterfaceṕrethṖ

Å
Å reth

Å reth ṕ Ṗ

set chassis cluster reth - count 2

set interfaces ge - 0/0/2 gigether - options redundant - parent reth0

set interfaces ge - 1/0/2 gigether - options redundant - parent reth0

set interfaces ge - 0/0/3 gigether - options redundant - parent reth1

set interfaces ge - 1/0/3 gigether - options redundant - parent reth1 

reth0reth1

node0

node1

ge-0/0/3

ge-1/0/3

ge-0/0/2

ge-1/0/2
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Redundant Ethernet InterfaceṕrethṖ

Åreth Redundancy Group IP

Åreth Security Zone
Å reth1 trust reth0 untrust

set interfaces reth1 redundant - ether - options redundancy - group 1

set interfaces reth1 unit 0 family inet address 10.1.1.1/24

set interfaces reth0 redundant - ether - options redundancy - group 1

set interfaces reth0 unit 0 family inet address 10.2.2.1/24

set security zones security - zone trust interfaces reth1.0

set security zones security - zone unrust interfaces reth0.0

UntrustTrust

reth0
10.2.2.

1

reth1
10.1.1.

1

node0

node1

RG1
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Å
ÅRedundancy Group
Å

Å
Å RG weight

Å RG 255
Å 255 weight
Å 0

set chassis cluster redundancy - group 1 preempt

set chassis cluster redundancy - group 1 interface - monitor ge - 0/0/ 2 weight 255

set chassis cluster redundancy - group 1 interface - monitor ge - 1/0/2 weight 255

set chassis cluster redundancy - group 1 interface - monitor ge - 0/0/3 weight 255

set chassis cluster redundancy - group 1 interface - monitor ge - 1/0/3 weight 255
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Åshow interfaces terseḲ
Å

Å reth

root@SRX_node0> show interfaces terse | match fab

ge- 0/0/5.0              up    up aenet -- > fab0.0

ge- 1/0/5.0              up    up aenet -- > fab1.0

fab0                    up    up

fab0.0                  up    up inet 30.17.0.200/24

fab1                    up    up

fab1.0                  up    up inet 30.18.0.200/24

root@SRX_node0> show interfaces terse | match reth

ge- 0/0/2.0              up    up aenet -- > reth0.0

ge- 0/0/3.0              up    up aenet -- > reth1.0

ge- 1/0/2.0              up    up aenet -- > reth0.0

ge- 1/0/3.0              up    up aenet -- > reth1.0

reth0                   up    up

reth0.0                 up    up inet 10.2.2.1/24

reth1                   up    up

reth1.0                 up    up inet 10.1.1.1/24
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Åshow chassis cluster interface
Å

root@SRX_node0> show chassis cluster interfaces

Control link status: Up

Control interfaces:

Index   Interface   Monitored - Status   Internal - SA   Security

0       fxp1        Up                 Disabled      Disabled

Fabric link status: Up

Fabric interfaces:

Name    Child - interface    Status                    Security

(Physical/Monitored)

fab0    ge - 0/0/5           Up   / Up                 Disabled

fab0

fab1    ge - 1/0/5           Up   / Up                 Disabled

fab1

Redundant - ethernet Information:

Name         Status      Redundancy - group

reth0        Up          1

~~~~~~
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Åshow chassis cluster status
Å

root@SRX_node0> show chassis cluster status

Monitor Failure codes:

CS  Cold Sync monitoring        FL  Fabric Connection monitoring

GR  GRES monitoring             HW  Hardware monitoring

IF  Interface monitoring        IP  IP monitoring

LB  Loopback monitoring         MB  Mbuf monitoring

NH  Nexthop monitoring          NP  NPC monitoring

SP  SPU monitoring              SM  Schedule monitoring

CF  Config Sync monitoring      RE  Relinquish monitoring

IS  IRQ storm

Cluster ID: 1

Node   Priority Status               Preempt Manual   Monitor - failures

Redundancy group: 0 , Failover count: 0

node0  200      primary              no      no None

node1  100      secondary            no      no None

Redundancy group: 1 , Failover count: 1

node0  200      primary              yes     no       None

node1  100      secondary            yes     no       None



© 2022 Juniper Networks 178
Juniper Business Use Only

Åshow chassis cluster statistics
Å

root@SRX_node0> show chassis cluster statistics

Control link statistics:

Control link 0:

Heartbeat packets sent: 3536

Heartbeat packets received: 3140

Heartbeat packet errors: 0

Fabric link statistics:

Child link 0

Probes sent: 4527

Probes received: 4526

Child link 1

Probes sent: 0

Probes received: 0

Services Synchronized:

Service name                              RTOs sent    RTOs received

Translation context                       0            0

Incoming NAT                              0            0

~~~~~~
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LAB.4 
Chassis Cluster
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Security ¬SRXºCourse Topology 
ṕLab.4:Chassis ClusterṖ

Untrust
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Security ¬SRXºCourse Topology 
ṕLab.4:Chassis Cluster ManagementṖ

Å IP
Åfxp0 IP

SRX-1

node0

SRX-5

node0

MGMT Switch

fxp0
192.168.1.11

fxp0
192.168.1.12

fxp0
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fxp0
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Cluster ID 1 Cluster ID 2

Cluster ID 3 Cluster ID 4JuniperTraining

SRX-1 node0 SRX-2 node1

SRX-5 node0 SRX-6 node1 SRX-7 node0 SRX-8 node1

SRX-3 node0 SRX-4 node1
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SRX300
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RG1
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fa
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Chassis Cluster

Å Chassis Cluster
ÅActive / Passive
Å 1 
ÅRETH0 Untrust
ÅRETH1 Trust

Å

Åshow chassis cluster status
Åshow chassis cluster interface
Åshow chassis cluster statistics
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Cluster ID Node ID

ÅNode ṕ Ṗ
ÅIP IP

set groups node0 system host - name SRX- x_node0

set groups node0 interfaces fxp0 unit 0 family inet address 192.168.1.1x/24

set groups node1 system host - name SRX- y_node1

set groups node1 interfaces fxp0 unit 0 family inet address 192.168.1.1y/24

set apply -groups "${node}ò

commit

SRX-1

node0

fxp0
192.168.1.11

fxp0
192.168.1.12

Cluster ID 1

SRX-1 node0 SRX-2 node1

node0
host-nameḲ SRX-1_node0 
address Ḳ 192.168.1.11/24

node1
host-nameḲ SRX-2_node1
address Ḳ 192.168.1.12/24

ChassisCluster
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Cluster ID Node ID

Å ṕẑ Ṗ
Ånode0 3 node1

Ånode0ṕ Ṗ

Ånode1ṕ Ṗ ẑ 3 

Å reboot

lab@SRX> set chassis cluster cluster - id X node 0 reboot

lab@SRX> set chassis cluster cluster - id X node 1 reboot
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ÅWireless SSID ¬JuniperTrainingº
ÅPC IP 192.168.1.xx 
ÅTera Term 192.168.1.254 telnet
ÅTCP [ 2008+ Ṛ
Å 2008+ 1Ṭ2009
Å 2008+ 2Ṭ2010
Åṏ 

Å
Å IP telnet
ÅCC

Åshow chassis cluster status
ÅRedundancy Group 0
Ånode0 Primary
Ånode1 Secondary

{primary:node0}

lab@SRX- 1>

{secondary:node1}

lab@SRX- 1>
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Å Primaryṕnode0Ṗ

Lab Config

Fabric

set interfaces fab0 fabric - options member - interfaces ge - 0/0/5

set interfaces fab1 fabric - options member - interfaces ge - 1/0/5

delete system host - name

delete system services dhcp - local - server

delete interfaces

delete security nat

delete security zones security - zone trust interfaces

delete security zones security - zone untrust interfaces
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Redundant GroupṕRGṖ Reth

Å Primaryṕnode0Ṗ
ÅRG0 RG1

Å reth0 reth1

set chassis cluster redundancy - group 0 node 0 priority 200

set chassis cluster redundancy - group 0 node 1 priority 100

set chassis cluster redundancy - group 1 node 0 priority 200

set chassis cluster redundancy - group 1 node 1 priority 100

set chassis cluster reth - count 2

set interfaces ge - 0/0/2 ether - options redundant - parent reth0

set interfaces ge - 1/0/2 ether - options redundant - parent reth0

set interfaces ge - 0/0/3 ether - options redundant - parent reth1

set interfaces ge - 1/0/3 ether - options redundant - parent reth1

set interfaces reth0 redundant - ether - options redundancy - group 1

set interfaces reth0 unit 0 family inet address 10.1.1.x/24

set interfaces reth1 redundant - ether - options redundancy - group 1

set interfaces reth1 unit 0 family inet address 192.168.1x.1/24
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Å Primaryṕnode0Ṗ
Å reth Security Zone

Å

set chassis cluster redundancy - group 1 interface - monitor ge - 0/0/2 weight 255

set chassis cluster redundancy - group 1 interface - monitor ge - 1/0/2 weight 255

set chassis cluster redundancy - group 1 interface - monitor ge - 0/0/3 weight 255

set chassis cluster redundancy - group 1 interface - monitor ge - 1/0/3 weight 255

set chassis cluster redundancy - group 1 preempt

commit

set security zones security - zone trust interfaces reth1.0

set security zones security - zone untrust interfaces reth0.0
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Chassis Cluster

Å

Åshow chassis cluster status
Åshow chassis cluster interface
Åshow chassis cluster statistics

Å

ÅSRX 10.1.1.254 Ping
Åreth0 ṕnode0 ge-0/0/2 Ṗ
ÅPing

Å

ẑ ἲ Backup Slides



© 2022 Juniper Networks
191

Juniper Business Use Only



© 2022 Juniper Networks
192

Juniper Business Use Only

Appendix
A. TIPs to be Junos Experts

B. Chassis Cluster Deep Dive

C. IPsec VPN 

D. NAT Pool Options

E. Security Logging

F. Firewall Filter (ACL)
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Appendix A
TIPs to be Junos Experts
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Å Junos

root> show version and haiku

ẑ

root> show version and haiku

Model: ex2200 - c- 12p- 2g

Junos : 14.1X53 - D25.2

JUNOS EX  Software Suite [14.1X53 - D25.2]

JUNOS FIPS mode utilities [14.1X53 - D25.2]

JUNOS Online Documentation [14.1X53 -

D25.2]

JUNOS EX 2200 Software Suite [14.1X53 -

D25.2]

JUNOS Web Management Platform Package 

[14.1X53 - D25.2]

Weeks of studying,

Days of lab exercises:

JNCIE.

root> show version and haiku

Model: ex2200 - c- 12p- 2g

Junos : 14.1X53 - D25.2

JUNOS EX  Software Suite [14.1X53 - D25.2]

JUNOS FIPS mode utilities [14.1X53 - D25.2]

JUNOS Online Documentation [14.1X53 -

D25.2]

JUNOS EX 2200 Software Suite [14.1X53 -

D25.2]

JUNOS Web Management Platform Package 

[14.1X53 - D25.2]

Juniper babies

The next generation starts

Gotta get more sleep

root> show version and haiku

Model: ex2200 - c- 12p- 2g

Junos : 14.1X53 - D25.2

JUNOS EX  Software Suite [14.1X53 - D25.2]

JUNOS FIPS mode utilities [14.1X53 - D25.2]

JUNOS Online Documentation [14.1X53 -

D25.2]

JUNOS EX 2200 Software Suite [14.1X53 -

D25.2]

JUNOS Web Management Platform Package 

[14.1X53 - D25.2]

Look, mama, no hands!

Only one finger typing.

Easy: commit scripts.
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Åcopy

root# copy interfaces ge - 0/0/1 to ge- 0/0/0

ge-0/0/1 ge-0/0/0

root# show interfaces

ge- 0/0/1 {

unit 0 {

family inet {

address 

192.168.1.1/26;

root# show interfaces

ge- 0/0/0 {

unit 0 {

family inet {

address 192.168.1.1/26;

ge- 0/0/1 {

unit 0 {

family inet {

address 192.168.1.1/26;
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Årename variable

root# rename interfaces ge - 0/0/0 unit 0 family inet address 192.168.1.1/26 to address  

192.168.2.1/26

ge-0/0/0 address 192.168.2.1/26

root# show interfaces

ge- 0/0/0 {

unit 0 {

family inet {

address 192.168.1.1/26;

ge- 0/0/1 {

unit 0 {

family inet {

address 192.168.1.1/26;

root# show interfaces

ge- 0/0/0 {

unit 0 {

family inet {

address 192.168.2.1/26 ;

ge- 0/0/1 {

unit 0 {

family inet {

address 192.168.1.1/26;
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Åreplace

root# replace pattern /26 with /24

ge-0/0/0 address 192.168.2.1/26

root# show interfaces

ge- 0/0/0 {

unit 0 {

family inet {

address 192.168.2.1/26;

ge- 0/0/1 {

unit 0 {

family inet {

address 192.168.1.1/26;

root# show interfaces

ge- 0/0/0 {

unit 0 {

family inet {

address 192.168.2.1 /24 ;

ge- 0/0/1 {

unit 0 {

family inet {

address 192.168.1.1 /24 ;
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activate / deactivate

Ådeactivate

root# deactivate interfaces ge - 0/0/1 unit 0 family inet address 192.168.1.2/24

192.168.1.2/24

192.168.1.2/24 ṕ Ṗ

root# show interfaces

ge- 0/0/1 {

unit 0 {

family inet {

address 192.168.1.1/24;

address 192.168.1.2/24;

root# show interfaces

ge- 0/0/1 {

unit 0 {

family inet {

address 192.168.1.1/24;

inactive: address 192.168.1.2/24;

root# activate interfaces ge - 0/0/1 unit 0 family inet address 192.168.1.2/24
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wildcard range set / delete

Åwildcard range

root# show interfaces

root#

root# wildcard range set interfaces ge - 0/0/[0 - 3,5,!2] mtu 9000

root# show interfaces

ge- 0/0/0 { mtu 9000; }

ge- 0/0/1 { mtu 9000; }

ge- 0/0/3 { mtu 9000; }

ge- 0/0/5 { mtu 9000; }

ge-0/0/0 1 3 5 MTU

[ 0-3, 5, !2] ἲ 0 Ṍ 3 5 2
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wildcard range set / delete

Å delete
root# show interfaces

ge- 0/0/0 { mtu 9000; }

ge- 0/0/1 { mtu 9000; }

ge- 0/0/3 { mtu 9000; }

ge- 0/0/5 { mtu 9000; }

root# wildcard range delete interfaces ge - 0/0/[0 - 1] mtu

root# show interfaces

ge- 0/0/3 { mtu 9000; }

ge- 0/0/5 { mtu 9000; }
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interface -range

Åinterface -range
wildcard

Ṅ
root# show interfaces

root#

root# set interfaces interface - range CLIENTS member - range ge - 0/0/0 to ge - 0/0/1

root# set interfaces interface - range CLIENTS member ge - 0/0/3

root# set interfaces interface - range CLIENTS mtu 9000

root# show interfaces

interface - range CLIENTS {

member ge - 0/0/3;

member- range ge - 0/0/0 to ge - 0/0/1;

mtu 9000;

}

CLIENTS
ge-0/0/0 -1 3 MTU 
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interface -range

Årange
root# show interfaces

interface - range CLIENTS {

member ge - 0/0/3;

member- range ge - 0/0/0 to ge - 0/0/1;

mtu 9000;

}

root# set interfaces ge - 0/0/0 unit 0 family inet address 10.0.0.1/24

CLIENTS
IF

root# show interfaces

interface - range clients {

member ge - 0/0/3;

member- range ge - 0/0/0 to ge - 0/0/1;

mtu 9000;

}

ge- 0/0/0 {

unit 0 {

family inet {

address 10.0.0.1/24;

}

}

}
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-1

Å 1 FW top 
# show firewall

family inet {

filter FW - FILTER{

term BLOCK{

from{

source - address{

10.10.10.0/24;

}

destination - address{

192.168.1.0/24;

}

dscp cs5;

port[ https http ];

}

}

}

}

ẑ set firewall familyṏfrom

[edit]

set firewall family inet filter FW - FILTER term BLOCK from 

source - address 10.10.10.0/24

set firewall family inet filter FW - FILTER term BLOCK from 

destination - address 192.168.1.0/24

set firewall family inet filter FW - FILTER term BLOCK from 

dscp cs5

set firewall family inet filter FW - FILTER term BLOCK from 

port https

set firewall family inet filter FW - FILTER term BLOCK from 

port http
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-2

2Ḳ FW ṕfirewall filter FW -FILTER term BLOCK from Ṗ

# show firewall

family inet {

filter FW - FILTER {

term BLOCK {

from {

source - address {

10.10.10.0/24;

}

destination - address {

192.168.1.0/24;

}

dscp cs5;

port [ https http ];

}

}

}

}

[ edit firewall family inet filter FW - FILTER term BLOCK from]

set source - address 10.10.10.0/24

set destination - address 192.168.1.0/24

set dscp cs5

set port https

set from port http

ẑ firewall family ṏfrom
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-3

Å edit
ÅexitḲ
Å top exit Operational
ÅOperational exit Logout
Å Shell ¢cli  Operational Shell

ÅupḲ
Å topḲ

# show firewall

family inet {

filter FW - FILTER{

term BLOCK{

from{

source - address{

10.10.10.0/24;

}

destination - address{

192.168.1.0/24;

}

dscp cs5;

port[ https http ];

Top

Down

e
d
it

to
p

u
p
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Automatic Configuration Archival

ÅAutomatic Configuration Archival
FTP / SCP

Å

1. Ḳ

2. :
ṕ Ḳ 1440 = 24 Ṗ

user@Junos # set system archival configuration transfer - on- commit 

user@Junos # set system archival configuration archive - sites ftp:// 

loginname:loginpassword@FTP - server - ip /directory 

user@Junos # set system archival configuration transfer - interval 1440 

user@Junos # set system archival configuration archive - sites ftp:// 

loginname:loginpassword@FTP - server - ip /directory 
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ÅJunos 3 
ÅConfiguration mode load factory -default
Å Candidate Configuration
Å root commit
Å ConfigṕrollbackṖ

ÅOperation mode request system zeroize
Å

Å

ÅUSB CF Format install
Å USB CF Junos Junos
Å Junos
Å JTAC
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ṕRE Ṗ

Å PFE RE
Å ICMP EchoṕpingṖ PFE
Å extensive

root> monitor traffic interface xe - 1/2/0.0

verbose output suppressed, use <detail> or <extensive> for full protocol decode

Address resolution is ON. Use <no - resolve> to avoid any reverse lookup delay.

Address resolution timeout is 4s.

Listening on xe - 1/2/0.0, capture size 96 bytes

11:39:06.772930 Out IP truncated - ip - 11 bytes missing! 192.168.1.1.bgp > 192.168.1.2.32794: P 

635171747:635171766(19) ack 995070346 win 16384 < nop,nop,timestamp 3971359530 2610569>: BGP, 

length: 19

11:39:06.803191  In IP 192.168.1.2.32794 > 192.168.1.1.bgp: . ack 19 win 5360 < nop,nop,timestamp

2637232 3971359530>

é

é
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groups / apply-groups

group apply-groups
Å Ḳ OSPF Hello-Interval Dead-Interval

root# show groups

OSPF_COMMON {

protocols {

ospf {

area <*> {

interface <st *> {

hello - interval 5;

dead - interval 20;

}

}

}

}

}

root# show protocols ospf

apply - groups OSPF_COMMON;

area 0.0.0.0 {

interface st0.1;

interface st0.2;

interface lo0.0 {

passive;

}

}

# show protocols ospf | display inheritance

area 0.0.0.0 {

interface st0.1 {

##

## '5' was inherited from group 'OSPF_COMMON'

##

hello - interval 5;

##

## '20' was inherited from group 'OSPF_COMMON'

##

dead - interval 20;

}

interface st0.2 {

##

## '5' was inherited from group 'OSPF_COMMON'

##

hello - interval 5;

##

## '20' was inherited from group 'OSPF_COMMON'

##

dead - interval 20;

}

interface lo0.0 {

passive;

}

}
ẑ commit Config

show configuration | display inheritance

IP
<*> 

< st*>
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Prefix-list / apply-path

IP Firewall Filter
root# show protocols bgp

group GROUP- A {

neighbor 1.1.1.1;

neighbor 2.2.2.2;

}

root# show interfaces

ge- 0/0/0 { unit 0 { family inet {

address 1.1.1.0/30;

} } }

ge- 0/0/1 { unit 0 { family inet {

address 2.2.2.0/30;

} } }

fxp0 { unit 0 { family inet {

address 192.168.1.10/24;

} } }

root# show policy - options

prefix - list BGP - PEERS {

apply - path "protocols bgp group <*> neighbor 

<*>";

}

prefix - list LOCALNETS {

apply - path "interfaces < ge- *> unit <*> family 

inet address <*>";

}

root# show policy - options | display inheritance

prefix - list BGP - PEERS {

##

## apply - path was expanded to:

##     1.1.1.1/32;

##     2.2.2.2/32;

##

apply - path "protocols bgp group <*> neighbor 

<*>";

}

prefix - list LOCALNETS {

##

## apply - path was expanded to:

##     1.1.1.0/30;

##     2.2.2.0/30;

##

apply - path "interfaces < ge- *> unit <*> family 

inet address <*>";

}

IP

ẑ show configuration | display inheritance
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Å help
Åhelp topicḲ
Åhelp referenceḲ ṕ Ṗ
Åhelp syslogḲ Syslog

mike@juniper1> help topic interfaces address

Configuring the Interface Address

You assign an address to an interface by specifying the address when configuring the

protocol family. For the inet family, you configure the interface's IP address. For the

iso family, you configure one or more addresses for the loopback interface. For the ccc,

tcc , mpls , tnp , and vpls families, you never configure an address.b
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JunosḲ help topic

user@host > help topic ospf dead - interval

Modifying the Router Dead Interval

If a router does not receive a hello packet from a neighbor within a fixed

amount of time, the router modifies its topological database to indicate

that the neighbor is nonoperational. The time that the router waits is

called the router dead interval. By default, this interval is 40 seconds

(four times the default hello interval).

To modify the router dead interval, include the dead - interval statement.

This interval must be the same for all routers on a shared network.

dead - interval seconds;

For a list of hierarchy levels at which you can include this statement,

see the statement summary section for this statement.
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JunosḲ help reference

Å

user@host > help reference oam action

action (OAM)

Syntax

action {

syslog (OAM Action);

link - down;

send - critical - event;

}

Hierarchy Level

[edit protocols oam ethernet link - fault - management action - profile]

Release Information

Statement introduced in JUNOS Release 8.5.

é

Description

Define the action or actions to be taken when the OAM fault event occurs.

Usage Guidelines

See Specifying the Actions to Be Taken for Link - Fault Management Events.
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JunosḲ help apropos

Å ṕ Ṗ
user@host # help apropos vstp

set logical - systems <name> protocols vstp

VLAN Spanning Tree Protocol options

set logical - systems <name> protocols vstp disable

Disable VSTP

set protocols vstp

VLAN Spanning Tree Protocol options

set protocols vstp disable

Disable VSTP

user@host # > help apropos vstp

help topic stp vstp

VLAN Spanning Tree Protocol instance configuration

help topic stp vstp - requirements

Requirements, limitations for VLAN Spanning Tree Protocol

help reference stp vstp

VLAN Spanning Tree Protocol configuration

help reference stp vlan - vstp

VLAN configuration for VLAN Spanning Tree Protocol

Configuration mode

Operation mode
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CLIḲ trace / debug

ÅJunos trace-
options

Å trace
monitor Real-

time

Å

lab@Router # set protocols ospf traceoptions flag ?

Possible completions:

all                  Trace everything

database - description  Trace database description packets

error                Trace errored packets

event                Trace OSPF state machine events

flooding             Trace LSA flooding

general              Trace general events

hello                Trace hello packets

lsa - ack              Trace LSA acknowledgement packets

lsa - request          Trace LSA request packets

lsa - update           Trace LSA update packets

normal               Trace normal events

packet - dump          Dump the contents of selected packet types

packets              Trace all OSPF packets

policy               Trace policy processing

route                Trace routing information

spf Trace SPF calculations

state                Trace state transitions

task                 Trace routing protocol task processing

timer                Trace routing protocol timer processing

Ḳ OSPFTrace-option
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CLIḲ monitor /

Åmonitor I/F
Å AUTO
Å

10.0b2 Seconds: 13                  Time: 14:50:48

Interface    Link  Input packets        ( pps )     Output packets        ( pps )

ge- 0/0/0      Up          54175          (4)               4126          (0)

ge- 0/0/1    Down            399          (0)                 37          (0)

ge- 0/0/2      Up           5110          (1)               4224          (0)

ge- 0/0/3    Down              0          (0)                  0          (0)

ge- 0/0/4    Down              0          (0)                  0          (0)

ge- 0/0/5    Down              0          (0)                  0          (0)

ge- 0/0/6    Down              0          (0)                  0          (0)

Bytes=b, Clear=c, Delta=d, Packets=p, Quit=q or ESC, Rate=r, Up=^U, Down=^D
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rescue configuration

Å Configuration ṕ Ṗ
: > request system configuration rescue save
: > request system configuration rescue delete

Å rescue configuration
Å rollback
Å# rollback rescue

Å

root# rollback rescue

load complete

root# commit

Ḳ
SRX300

Å EX LCD

Ḳ
EX3300

Å SRX RESET CONFIG

ẑ 15 factory default
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Appendix B
Chassis Cluster Deep Dive
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Cluster Node ID

ÅCluster ID
Å Cluster ID
ÅCluster ID 1 255
Å 2

Cluster ID

ÅNode ID
ÅCluster Ṅ Node IDṕ0 1Ṗ
Å 2
ÅNode ID Cluster ID EPROM
Å Cluster Disable

Cluster
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ṕ Ṗ

Å
ÅJunos

Primary
Å ṕEPROM Ṗ
Å Junos

Å

Å fxp0 Ḳ
Å ṕ Ṗ
Å IP
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ṕ Ṗ

Å ṕ Ṗ
Å RE
ÅCluster JSRP chassisd
Å Ṅ

ṕfxp1Ṗ
ÅSRX
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ṕ Ṗ

Å ṕ Ṗ
Å

ÅCluster
ÅCluster 2 
ÅSRX HA RTO ṕ Ṗ
ÅActive / Active ṕZ Ṗ
Å ṕ Ṗ

Å ṕ Ṗ
Å fab0 fab1 node0 node1
Ånode0 fab0 node1 fab1
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Å
Å VLAN
Å 100msec
Å IGMP Snooping
Å VLAN
Å MTU
Å
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Redundancy Group

ÅRedundancy Group
Å

ÅRedundancy Group 0
ÅRedundancy Group 1 Active / Passive Redundant interface

Redundancy Group 1 Active / Active
Å ScreenOS VSD Junos

Redundancy Group
ÅRedundancy Group 0 Redundancy Group 0

Redundancy Group 1

RE0

PFE0

RE1

PFE1

Control Link

Fabric Link

node0 node1
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Redundant Ethernet Interface

ÅRedundant Interface
ÅRedundant Interface Active / Passive

Å SRX Active / Active Ṅ Redundant Ethernet Active / Active
Redundancy Group

ṕ Redundancy Group Master Ṗ

Å ScreenOS Redundant Interface
Å reth < X > 
Å

Å

Å IP QoS Zone VPN
Å

ÅRedundant Interface
Å

ÅSRX reth
Å reth interface reth interface Redundancy Group
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Redundant Interface MAC

ÅCluster ID Reth MAC
ÅReth MAC

Å Ḳ
CCCC - Cluster ID ID
RR - Reserved. 00.
VV - Version 00
XXXXXXX - Interface ID Reth Index

ÅCluster ID 1 Reth Interface 0 MAC Ḳ

0 0 1 0 d b 1 1 1 1 1 1 1 1 C C C C R R V V X X X X X X X X

BitfieldHexfield

0 0 1 0 d b f f 1 0 0 0
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Å
ÅCluster
ÅScreenOS ṕ255Ṗ

Å Junos 11.2
IP Monitoring
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Å
Å

Å

Å

Å30 ṕ 60 Ṗ

Å disable
Ṅ

Å Ḳset chassis cluster control-link-recovery

Å
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Å
Å Junos10.4r4

Å 2 2 1 RTO
1 
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SRX HA

Disable 
Disable 

No Action JUNOS 10.4r4 

Hold

Secondary
Hold

Disabled
No Action

Ineligible

Secondary

Primary

Bootup

Hold Timer
Expires

Primary node 
dies

Failover manual, i/f failure, ip-mon failure, preempt etc.

Primary node 
dies

Fabric-link 
failure

Fabric-link 
failure

Ctrl -link 
failure

Ineligible 
timer fires

Secondary-hold 
timer expires

Ctrl -link 
failure

Primary node dies

300 seconds
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Å

ÅEPROM
Å ṕ Ṗ
ÅChassis Cluster disable reboot

Å Cluster ID 0 reboot

user@srx > set chassis cluster disable reboot

user@srx > set chassis cluster - id 0 node 0 reboot
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Appendix C
IPsec VPN 
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IPSecVPN

ÅIPSec
Å IP
Å SAṕSecurity AssociationṖ
Å SA

ÅIKE
Å /
Å2 SA
Å IKE 1Ḳ ISAKMP SAṕ Ṗ
Å IKE 2Ḳ IPSecSAṕ x2 Ṗ

Å IKE Initiator Responder

LAN1LAN2

Initiator Responder

ISAKMP SAṕ
Ṗ

IPSecSAṕ Ṗ

IPSecSAṕ Ṗ



© 2022 Juniper Networks 234
Juniper Business Use Only

VPN 

ÅVPN 2 
ÅLAN
Å LAN VPN

Å

Å VPN
Å VPN

LAN1LAN2 Internet

LAN1Internet
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LAN IPSecVPN

ÅSRX LAN VPN 2 

Å VPN
Å

Å VPN
Å
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LAN IPSecVPN

ÅLAN IPSecVPN
1. 2

a.
b.
c.

2. 1
a.
b.
c. VPN

Å VPN
Å

Å

ÅVPN
Å VPN
Å
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1-a. 1

Å ISAKMP SA ṕ Ṗ
Å ṕDH groupṖ

Å

set security ike proposal IKE_PROPOSAL1 authentication - method pre - shared - keys

set security ike proposal IKE_PROPOSAL1 dh - group group2

set security ike proposal IKE_PROPOSAL1 authentication - algorithm sha1

set security ike proposal IKE_PROPOSAL1 encryption - algorithm aes - 128- cbc

Basic Proposal 1: Preshared key, DH g1, DES, SHA1
Proposal 2: Preshared key, DH g1, DES, MD5

pre-g1-des-sha
pre-g1-des-md5

Compatible Proposal 1: Preshared key, DH g2, 3DES, SHA1
Proposal 2: Preshared key, DH g2, 3DES, MD5
Proposal 3: Preshared key, DH g2, DES, SHA1
Proposal 4: Preshared key, DH g2, DES, MD5

pre-g2-3des-sha
pre-g2-3des-md5
pre-g2-des-sha
pre-g2-des-md5

Standard Proposal 1: Preshared key, DH g2, 3DES, SHA1
Proposal 2: Preshared key, DH g2, AES128, SHA1

pre-g2-3des-sha
pre-g2-aes128-sha
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1-b 1-c. 1

Å IKE
Å

Å IKE
Å IKE
set security ike gateway GW1 ike - policy IKE_POLICY1

set security ike gateway GW1 address 10.0.1.1

set security ike gateway GW1 external - interface ge - 0/0/0

192.168.11.0/24

srx_center

ge-0/0/0
Untrust Zone

.254

192.168.1.0/24

ge-0/0/1
Trust Zone

ge-0/0/0
Untrust Zonege-0/0/1

Trust Zone

.254
srx_remote10.0.1.1 10.1.1.1

set security ike policy IKE_POLICY1 proposals IKE_PROPOSAL1

set security ike policy IKE_POLICY1 pre - shared - key ascii - text juniper
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2-a. 2

Å IPSecSA ṕ Ṗ
Å

Å

set security ipsec proposal IPSEC_PROPOSAL1 protocol esp

set security ipsec proposal IPSEC_PROPOSAL1 authentication - algorithm hmac - sha1 - 96

set security ipsec proposal IPSEC_PROPOSAL1 encryption - algorithm aes - 128- cbc

Basic Proposal 1: no PFS, ESP, DES, SHA1
Proposal 2: no PFS, ESP, DES, MD5

nopfs-esp-des-sha
nopfs-esp-des-md5

Compatible Proposal 1: no PFS, ESP, 3DES, SHA1
Proposal 2: no PFS, ESP, 3DES, MD5
Proposal 3: no PFS, ESP, DES, SHA1
Proposal 4: no PFS, ESP, DES, MD5

nopfs-esp-3des-sha
nopfs-esp-3des-md5
nopfs-esp-des-sha
nopfs-esp-des-md5

Standard Proposal 1: DH g2, ESP, 3DES, SHA1
Proposal 2: DH g2, ESP, AES128, SHA1 

g2-esp-3des-sha
g2-esp-aes128-sha
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2-b 2-c. 2 VPN

Å IPSec
Å

Å IPSecVPN
Å IPSec

set security ipsec vpn VPN1 ike gateway GW1

set security ipsec vpn VPN1 ike ipsec - policy IPSEC_POLICY1

set security ipsec vpn VPN1 establish - tunnels immediately

set security ipsec policy IPSEC_POLICY1 proposals IPSEC_PROPOSAL1

192.168.11.0/24

srx_center

ge-0/0/0
Untrust Zone

.254

192.168.1.0/24

ge-0/0/1
Trust Zone

ge-0/0/0
Untrust Zonege-0/0/1

Trust Zone

.254
srx_remote10.0.1.1 10.1.1.1
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3. VPN

Å

Å

Å IPsec VPN

ÅSecurity Zone

set security zones security - zone untrust interfaces st0.0

set interfaces st0 unit 0 family inet

set routing - options static route 192.168.1.0/24 next - hop st0.0

set security ipsec vpn VPN1 bind - interface st0.0

192.168.11.0/24

srx_center

ge-0/0/0
Untrust Zone

.254

192.168.1.0/24

ge-0/0/1
Trust Zone

ge-0/0/0
Untrust Zonege-0/0/1

Trust Zone

.254
srx_remote10.0.1.1 10.1.1.1
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4. VPN

Å

Å ¬Tunnelº 
Å trust -> untrust

Åuntrust -> trust
set security policies from - zone untrust to - zone trust policy 200 match source - address Remote - LAN

set security policies from - zone untrust to - zone trust policy 200 match destination - address Local -

LAN

set security policies from - zone untrust to - zone trust policy 200 match application any

set security policies from - zone untrust to - zone trust policy 200 then permit tunnel ipsec - vpn

VPN1

ẑ Ḳ VPN VPN ṕ Ṗ

set security zones security - zone trust address - book address Local - LAN 192.168.11.0/24

set security zones security - zone untrust address - book address Remote - LAN 192.168.1.0/24

set security policies from - zone trust to - zone untrust policy 100 match source - address Local - LAN

set security policies from - zone trust to - zone untrust policy 100 match destination - address 

Remote- LAN

set security policies from - zone trust to - zone untrust policy 100 match application any

set security policies from - zone trust to - zone untrust policy 100 then permit tunnel ipsec - vpn

VPN1




