JUNOS Hands On Tralnlng
“EX / QFX” Course

Juniper Network, K.K.
2022 4 10 A rev. 2.1

Juniper

NETWORKS

Driven by
Experience"



[FUSHIC

« AREBRICHZO—RIVTORAEIL. BRMEMIFSICHITS

yi
1

J1ZN\=RY NI —JADFEZRUIEDTHD., SHIDBSHEU(C
ABENEEINDTENHDFT .

Legal Disclaimer:
This statement of product direction (formerly called“roadmap”) sets forth Juniper Networks' current

intention and is subject to change at any time without notice. No purchases are contingent upon Juniper
Networks delivering any feature or functionality depicted on this statement.

Jjunieer |

© 2022 Juniper Networks Juniper Business Use Only 2T TRETwoRKs



Junos Basic

NNNNNNNN



No——>J#1%Z [ Junos Basic |

N—Z2JAE (R1F)

21\ I =JZAEHHEI T P.6
Junos ¢&(& P.12
EREHSHE Junos D7 RIS FT—2 P.22
=27 - F A ZND TP I ERITE P.27
CLI E—REBE—RREIDIZE) P.31
Junos CLI #E ~ Operational £—R~ P.38
Junos CLI }¥#{E ~ Configuration E— R~ P.57
Junos AT ESGE P.74
Junos 1>AJ1—AHIE P. 82
Junos #XIREETE P.90
Firewall Filter DF%TE P. 94

juniper | .

© 2022 Juniper Networks Juniper Business Use Only T eTwoRes



No—Z2J8EZ T Junos R1wF “EX/ QFX" J—X |

N—-Z2IJAE (18F)

Junos EX SV —ZX R aaiBsT P. 103
LAB.1 Junos DEARRYREE-597E P.112
LAB.2 Interface DFXTE P. 127
LAB.3 Routing DE%TE P. 140
LAB.4 Firewall Filter D3%7TE P. 147
Virtual Chassis &(& P. 153
Virtual Chassis Deep Dive P.165
LAB.5 Virtual Chassis DE%7E P. 184
Appendix P. 202

© 2022 Juniper Networks Juniper Business Use Only T eTwoRes



S1Z)I\=RYRNI—=HR
SET

NNNNNNNN



17NV NI =HEIE
530 1996 F 2 H (1999 4 3 H)
AR - AUTANZT B Z-R=)
Juniper Networks (NYSE: JNPR)
(T1ZN=RyhI=D 2K E=)
CEO : Rami Rahim
(HAREAN EREFETE : &= A54)
BEME  RyNI-I8EE OL—4. ZM4vF. TrAT7TA=).
EIRAPE) DEIS - IR5T

JUNREN | S

NETWORKS

© 2022 Juniper Networks Juniper Business Use Only



217 \=2y NI = A DEk
Vision : RwhI—J4 IR—33(CHIFB)—45—

Go-To-Market : /\AN\NTA—XDARYRNT—F ) HESKAOEBEEMETITEHERE/— M — iR (CMiEZ iR

NIA-XDAEBELEICHIB/\U1—

v 27-3EU54 v {S5E% s
v EJARHER v 3354 v ENER
CENTRALIZED c&k'
IN-I-EI(-:%CI;\FP[I{((:;ELAND CZ) (vcr‘: :N ;I;:TICONTRAIL *
'E ANSIBLE
ROUTING SECURITY g Chas ﬁ,--!\
= s N
D @ Pytho
< @y *

@ SILICON m m SOFTWARE

Grow Revenue Faster than the Market

SWITCHING

SECURITY

PERFORMANCE

Jjuniper | s

© 2022 Juniper Networks Juniper



JOA7 - I—=hkIAUA (BhFTUHI)

ROUTING SWITCHING

SECURITY

IR R

BE
b ¢

¥

UL DO

BUUe U Ui AUy

S=== ¥
SRX5800 JUﬂOS

QFX Series SRX5600

' PTX Series

SRX5400
PTX5000 EX9250 QFX10016 SRX4600
PTX3000 EX9200 QFX10008 SRX4200
MX10008 PTX1000 EX4650 QFX10002 SRX4100
MX2020 — EX4600 QFX5700 SRX1500
MX2010 e o ] EX4400 QFX5220 SRX380
MX2008 EX4300 QFX5210 SRX345
m;ﬁ:gg ACX5000 EX4100 QFX5200 SRX340
EX3400 QFX5130 SRX320
MX240 ACX4000 EX2300 QFX5120
MX150 ACX2100 Q110 SRX300
ACX2000 VSRX
MX104 ACX1100 QFX5100
vMX ACX1000
ACX500 * )
i spacE  Security Director

-

Juniper

NETWORKS

© 2022 Juniper Networks Juniper Business Use Only



JUNOS: THE POWER OF ONE
INTEGRATED ARCHITECTURE

Datacenter Service Gateway Universal Edge Router Datacenter Fabric Switch

SRX series MX series QFX series

" FEPEPEFE
- I”HH%"

Jjuniper | o

© 2022 Juniper Networks Juniper



JUNOS: THE POWER OF ONE

INTEGRATED ARCHITECTURE
Branch Service Gateway Campus Ethernet Switch
SRX series EX series

© 2022 Juniper Networks Juniper



Junos &3

NNNNNNNN



(#6258 0S | xF [ “One” O7J0—F]
Iy JunipPer

NETWORKS

tFIUT BRI NI —TENN -
ERWE—DS )L - FyhT—5 08




Junos: BEOARL —F1>I AT

PTX Series

SRX5000 Series

| ———| =am

e

| -

MX Series

_I—T

SECURITY

22.1 » 22.2 » 22.3

Scheduled Releases @ = = B | -seeeees

One Release Track

© 2022 Juniper Networks Juniper Business Use Only

JUNOS

QFX10000 Series

| — — | —|—. QFX5100 Series

EX9200 Series

BEEEEE EEEEEEEEEEIEEEEEE e EX4600 Series
——|——|——=—=L ] EX4400 Series

—|— 1T I—=F—F [EX4300 Series
....................... 00 Series

SWITCHING

One Architecture
juniPer |

NNNNNNNN



| One |D5EH
LEARN ONCE. INTEGRATE ONCE. QUALIFY ONCE

T2y JA— LhFtiERE
Routing
Layer 2 Switching

Class of Service N—K- ])ﬂ_i_;].{\/ |\

IPv4 and IPvé6 » Kernel and pKernel

Etc... =  Chassis Management (chassisd)
= |PServices (Telnet, SSH, NTP)

. . Network Management
Cross-Portfolio Commonality —  (AAA, CLI/mgd, XML/DMI, syslogd)

BGP/MPLS Control Plane
End-to-end Security
In-network Automation

T3y N JA— BB FAHRE
Advanced Security (SRX)
Virtual Chassis (EX/QFX)
MPLS/EVPN (MX)

ISSU (MX&EX9k)
Etc...

SDK and Licensing of Junos

© 2022 Juniper Networks JUﬂ”Der | 15

Juniper Business Use Only NETWORKS -



1> bMO-ITU—2TAT—FT 40T —> D57 Eft
' Scale and Performance

= 2% Plane (CBIF2/N\TJA—Y>AZ1B{F
= NSV TA-—YAZENENDMEIE T
MU TCHFE T BIENTIEEIC

)
c
£
(a8
©
el
)
c
@)
@)

Resilient Cxsnit/exh)
= YT URARL—23>
= Routing Engine (RE)

= Packet Forwarding Engine (PFE)
» MRS T REETERAT S A2 ENENICIREE

Packet
Forwarding Engine

Data Plane

© 2022 Juniper Networks



Junos Dl One |7—FFDFvDiE

« JL5RIEE) \7%—7)17&}54%?5] DZITeae SN
= TTRM. TEM. -ERLEREZNZR IR TS
JESDIRXZUFeARL —23>

Scalable isRE)

= Up: YILFI7 & 64-bit
= Down: E21-)IED)\Wr—>24

IHM!LEE

NETCONF/XML Yang & DMI

Interface
Security
Switching

()
c
e
a
©
|
)
c
@)
O

Open xA-7>%)
= FreeBSD X—X
= APl &%, Junos FFEY—)l (SDK)

PFE Microkernel

]
Hardware Abstraction Layer

N

Data Plane

JUNOS

© 2022 Juniper Networks Juniper Business Use Only 2T TRETwoRKs



Il

Junos OV JO—F-iEBAE/ZNETEICEDT

2y NI=IFIEDIRH(CIT T DRE
SHEELE

Planned Maintenance

Hardware and
software upgrades

Network failures,
hardware events

Junos and software defects

Automation

o
70%
StoABE
Configuration changes K/
that negatively impact
network performance

28D 70% RABNRIANEET
T MNI-IICERE

© 2022 Juniper Networks

FEEDL/\JICLDFHRHELL

Unplanned Events

IV RIS 1T8(CFEITEN.

Junos O CLI (&, FEFRAZEER CLI &
IRAN(CRERD7IO—F 2

Junos CLI

IX> NIRERTTAINDHZE
BU, BERERUI(ZT

ZHB (SRR RSN D RS
SAVRELE V6 BB TR \X’Y‘JFa'ﬂLL\D“aiDTB

il b\ {IkIE U_Cb‘bLFﬁ

v

EXRBOSNICELBDTIRRL

HanRIRFELRDILD...

YIMII7 D8 TSRAZRETHR— b

Jjuniper | s

NNNNNNNN



NETHO—AZEYE NW-0S DAES

Running Config Running Config

<>

|
_TL'.””

—
v

/

- —RIMIBRYNI—Y 0S DIBEA. EEENIL Y- RETRELSTHTIL,
1AL S BBl R B DRY N — TREAE R CLE
= CDZECED,
— E1-VUIS-HRETIRMNGDD
_ BEOEIRNEE
BT TUESE. M ADEE BN RTEE B TLES — A5
RO S

© 2022 Juniper Networks Juniper Business Use Only 2T TRETwoRKs



Junos DiZE

n Candidate Config J U ﬂ OS Active Config

— » check!
 [—E

=1 Il

commit

« Junos DiZE. BEIEENRELEZITODE. XET HEI7ZIIN
CNZEXYNT—IDEGLTENER AT AIHICE Junos ([CEBIATLAFIVIZITOIZ1EIC,
“commit” ELVDIVY RZIM AT ACUICEINRIREE S

o COALFHACLD,

e Junos OIATLAFIVIICELD E1—NY VI 5—DFW

o RTEITAILEZE 50 HRFTEENFRFINDLDH. —BRTIBEDIREBALERICENTES
o VERRUISERTE 7 )Z. “TeUIC" 1 AL THBTEE ] EE

REDAW N2 EZFTBRENTED

Jjuniper |

© 2022 Juniper Networks Juniper Business Use Only 2T TRETwoRKs



Junos ®7J0O—F : Human Factors ADXH /i

e “commit”

* EXIEXR Xl D N _ -
. AL Config FTyTEBIAL. 180 (F/E) AapnsgAL: — Comfis X8/ HIORUEROGEIRME
RENEDERS

* “rollback”

. NEDEREEIE. X -0S DUINRLZESI(C

- B%fF Config ZSHE K 50 tHXETOEIENBIRE

o “load” IV RICEDINEBHSERTE J7 () 2B ¥ 9 LB E]dEE
« “JUNOScript” & “Event Policy”

o ZO0VTF4HICLBBEENMEY -

o AR PZNF-EUIEBEMbiEE

1 2 3
load Candidate @ Validated Active -
] i i i i Configuration S
Configuration commit @ Configuration 4 =
confirmed : . 1 S
commit commit N

scripts  validations 49

© 2022 Juniper Networks Juniper Business Use Only JUﬂ”Der | 21

NNNNNNNN



BAEISHIC Junos D
4 AV

NNNNNNNN



B ER

. NIV 22— NIBZNR Junos Utility £F

Junos (FEE A B, I 31— NMIBZNRERL BY—)L = iR
« Commit
RERRZBINCITBDIVR

check. confirmed. compare 2ERR 4 7 Option HMMEFATEIEE

Rollback
DEREE., IRV ZBZ(C9 d1kEE

=Jur==

a2z AE

- HE#E Tool : JUNOScript / Event Policy
- EfRZBE#MEISZI1-FT1U74

Etc...

Juniper Business Use Only

NNNNNNNN



JUNOScript OHIE

o JUNOScrlpt ElE Juniper DRYRNT—DEE FTEMWESHBCENTEBRRIVT T4
7 HLRE
e Junos BIRICEZINZBAMNENRLVZE. Junos DETEMZIERSTER 1-H1E
BIDOBENMEICT I BEEE(CTUFZERD DIR DM AT I D EN RIEE
o KBITRL. BAEINEENITDIAVVITN “Commit Script” . “Op Script” £ AT
HECENTDRAIUTN “Event Policy” . “Event Script” WMFE(E

XSLT / SLAXR—=ZADAIUT b

EREMCEN T ZAIUT
(CLI %> Provisioning System) O=FTATREDARIN)

Commit Script Op Script Even ipt
Commit IF(CicE) | ERENEED SZATLDARI Event Policy (C

F2RIVTH F2RIUTH (CEDEEEIEND SDEEEIEND
MU — ATk

Juniper Business UseOnly T NETWORKS



Junos: Event Policy/Script
o RYRNI=I8EZR FDARD MOAAY—Z NI -EUT, IV RORIVT M2 EI1TI 3L

[SNBE

IDBEEMENA]EE

o ARIMZNIA-EULIETDS32%723E4T (Self-monitor)

o A LEDETEDARY NN —-EUT, AV RPORIT MeEsT
o HAX—%PNIH-EURTISADDET

o 1A= )VLEREPHBHEECISU T, OV RPAIVT M ET

Routing - ( V=HDEIIR—FS MDA M B |

(rpd)

Management
(mgd)

Chassis
(chassisd)

S

AR NEESH
JOtx

eventd

I-YNEEULLT7I2aUTEUTGER
IRVR REZEE. ZPVT MR E=ET

Juniper Business UseOnly T NETWORKS



MN—=Z=2T - FTINA AAD
PORRAE

NNNNNNNN



Ethernet Switching “EX/QFX"” Course

Topology - J)L—7 1

© 2022 Juniper Networks

ge-0/0/2

ge-0/0/2

EX3400

Tokyo-1

ge-0/0/0

ge-0/0/0

Osaka-1

meO

ge-0/0/10

ge-0/0/10

meO

ge-0/0/1

Nagoya-1
ge-0/0/1 80y ge-0/0/2
meO

ge-0/0/0

ge-0/0/0 -0/0/10

me0 ge-0/0/2

ge-0/0/1

ge0/0/1 " Fukuoka-1

4

Juniper Business Use Only

BEHIP:
(me0) 192.168.1.x/24

-7 1
Tokyo-1 :
Nagoya-1 :
Osaka-1 :
Fukuoka-1 :

MGMT Switch

NNNNNNNN

28



Ethernet Switching “EX/QFX"” Course

Topology - J)L—7 2

© 2022 Juniper Networks

ge-0/0/2

ge-0/0/2

EX3400

Tokyo-2

ge-0/0/0

ge-0/0/0

Osaka-2

meO

ge-0/0/10

ge-0/0/10

meO

ge-0/0/1

Nagoya-2
ge-0/0/1 80y ge-0/0/2
meO

ge-0/0/0

ge-0/0/0 -0/0/10

me0 ge-0/0/2

ge-0/0/1

ge0/0/1 " Fukuoka-2

8

Juniper Business Use Only

BEHIP:
(me0) 192.168.1.x/24

JI-T 2
Tokyo-2 :
Nagoya-2 :
Osaka-2 :
Fukuoka-2 :

MGMT Switch

NNNNNNNN

29



EX ADOTA>

« MHEAESTEIREED EX (CT7HIUN “root” TOJA>
« CLI OY>RT Junos @ Operational £— RzFCEh

- root 77H7>MZ Serial Console. F/z(d SSH 1ZHrDMEHDIEE
- SEIFEFIIC IP 7RLUA. root /N\XTJ—R, SSH H—EZAN S ERHDIRRE
- Tera Term H'5 SSHv2 1 CiEH L Tz

sy (Tera Term: LRI =

IP 7RLX : 192.168.1.x ©Tep/Ip  ThAND)| Eh T SEEDIPYHL READ
. e Q) .
b—EX SSH (TeraTerm) FtZ Oy TCPR—MH(E): 22
T root @Bay |ssH i—Yav(v)
JKZD—R Juniper PEOR Sorae
© 2 U7ILE) T —HE): |COM: IntelR) Active Management

—-—— JUNOS 20.2R3-S2.5 built 2021-07-30 09:45:37 UTC
root% ecli

root> [ ok | Fvven] )
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CLI &
e Junos CLI ® 3 DDE—REBR(CDLT

f

> configure

$ cli

Configuration mode # g

exit

Operational mode > [

exit

q
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Operational T— R

 root 1—Y'T Login 95¢ Shell E=R (JO>TM “%" ) (79X
o cli” LI ATBET Shell E—RN'5 Operational E— RN E)

login: root
Password:

--- JUNOS 20.2R3-S2.5 built 2021-07-30 09:45:37 UTC

root$%
root% cli
root@srx>

 root 1—H LI} T Login 93¢&. Operational E—R (ORI “>" ) (C791ER
o “startshell” £ A9 B2ET Operational E—RHS Shell E— RATEE)

login: user
Password:

—-—— JUNOS 20.2R3-S2.5 built 2021-07-30 09:45:37 UTC
user>
user> start shell

o
o

Jjuniper | s
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Operational T—R
e Operational E—RTIEAT—ARADMEZROI AT ARVEREDTIN> Reig

user> °?
Possible completions:
clear Clear PPM related statistics information
configure Manipulate software configuration information
file Perform file operations
help Provide help information
load Load information from file
monitor Show real-time debugging information
mtrace Trace multicast path from source to receiver
op Invoke an operation script
ping Ping remote target
quit Exit the management session
request Make system-level requests
restart Restart software process
scp Copy files via ssh
set Set CLI properties, date/time, craft interface message
show Show system information
ssh Start secure shell on another host
start Start shell
telnet Telnet to another host
test Perform diagnostic debugging
traceroute Trace route to remote

JUNIPEr |
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Operational T— R

« IX>RIPSESIE TR
- il REEER (RAZAR) ZhEse

clear configure monitor set show AT UR
bgp chassis interfaces isis ospf route  version R IRIEER
4—--"'——"-—‘4-""_”‘ 4-"',‘ »

brief exact protocol table terse 5 5 ki

user> show route terse

inet.0: 3 destinations, 3 routes (3 active, 0 holddown, 0 hidden)
+ Active Route, - = Last Active, * = Both

Destination P Prf Metric 1 Metric 2 Next hop
0.0.0.0/0 >192.168.1.254
192.168.1.0/24 >ge-0/0/0.0
192.168.1.1/32 Local

© 2022 Juniper Networks Juniper Business Use Only
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Configuration T—R

 Operational €—RICT configure £35% A9 32ET Configuration E— RS E)

user> configure

Entering configuration mode

[edit]
user#

e DI —YH Configuration E— RIC7IZAR(FLA T OERICER <

user> configure
Entering configuration mode
Users currently editing the configuration:
user terminal u0 (pid 6898) on since 2022-07-15 09:15:04 UTC, idle 00:05:48
commit-at

The configuration has been changed but not committed

[edit]
user#
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Configuration E—R : AJ>3>

» configure private X Rz{ERAI3EL. 0J1>1—-H—-EHOD Candidate
Configuration h"AAEaN3 Candidate 1

user> configure private
warning: uncommitted changes will be discarded on exit
Entering configuration mode

Active
Config

%
Candidate 2

. configure exclusive N> RZEHT 2L, 0T/ 1-H - DS EEEZ2TOCLV\P 5
R(CADO) A > 1T - EE B ZITOIEZZEIE T DI EN O] EE

Candidate

user> configure exclusive
warning: uncommitted changes will be discarded on exit
Entering configuration mode

Commit 7]

juniper | o«
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show YR

« show VR : JRTAh AT-HAICEIDEHRZRT

> show arp

> show chassis environment
> show chassis hardware

> show chassis routing-engine
> show configuration

> show interfaces

> show route

> show system uptime

> show system users

> show system alarms

> show version

© 2022 Juniper Networks
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show YR : AT33>

« show IV RTI(J terse. brief., detail. £UIZ extensive AT 3> %FEHITBET
R CTERIBERENETE DI EE

 terse. brief DATSAUNIATIAORUOEIFERELEA . KOG ERBIRHNRSRS
n3

o detail. extensive DA T AUFIATIAURUDBRELEN, DFFHARNERHNRIIND

X V- ILoEFIHEE (BRI Configuration £—R1/V—TEEULERAR)
Sa—-bhybF— o B=YILERE. OV RERE, RE
- {H5CHEBE © Space. Tab +—
o BXFIVY)
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show JY>R : ATJ>3>

> show interfaces ge-0/0/0 terse

user> show interfaces ge-0/0/0 terse

Interface Admin Link Proto Local

ge-0/0/0 up up

ge-0/0/0.0 up up inet 192.168.1.1/24

> show interfaces ge-0/0/0 brief

user> show interfaces ge-0/0/0 brief

Physical interface: ge-0/0/0, Enabled, Physical link is Up
Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Speed: 1000mbps,
Loopback: Disabled, Source filtering: Disabled, Flow control: Disabled,
Auto-negotiation: Enabled, Remote fault: Online
Device flags : Present Running
Interface flags: SNMP-Traps Internal: 0x0
Link flags : None

Logical interface ge-0/0/0.0
Flags: Up SNMP-Traps 0x0 Encapsulation: ENET2
Security: Zone: Null
inet 192.168.1.1/24
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show JY>R : ATJ>3>

> show interfaces ge-0/0/0 (AT>3>7iU)

user> show interfaces ge-0/0/0

Physical interface: ge-0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifIndex: 513
Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Link-mode:
Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,

Full-duplex,

Ethernet-Switching Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled,

Remote fault: Online
Device flags : Present Running
Interface flags: SNMP-Traps Internal: 0x0
Link flags : None
CoS queues : 8 supported, 8 maximum usable queues
Current address: ec:13:db:db:65:80, Hardware address: ec:13:db:
Last flapped : 2022-08-01 16:07:41 UTC (00:09:59 ago)
Input rate : 0 bps (0 pps)
Output rate : 0 bps (0 pps)
Active alarms : None
Active defects : None
PCS statistics Seconds
Bit errors 0
Errored blocks 0
Ethernet FEC statistics Errors
FEC Corrected Errors 0
FEC Uncorrected Errors 0
FEC Corrected Errors Rate 0
FEC Uncorrected Errors Rate 0
Interface transmit statistics: Disabled

Logical interface ge-0/0/0.0 (Index 72) (SNMP ifIndex 521)
Flags: Up SNMP-Traps 0x0 Encapsulation: ENET2
Input packets : 0
Output packets: 27
Security: Zone: Null
Protocol inet, MTU: 1500
Max nh cache: 100000, New hold nh limit: 100000, Curr nh cnt:
Curr new hold cnt: 1, NH drop cnt: O
Flags: Sendbcast-pkt-to-re, Is-Primary
Addresses, Flags: Is-Default Is-Preferred Is-Primary
Destination: 192.168.1/24, Local: 192.168.1.1, Broadcast:

© 2022 Juniper Networks
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show JY>R : ATJ>3>

> show interfaces ge-0/0/0 detail

user> show interfaces ge-0/0/0 detail
Physical interface: ge-0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifIndex: 513, Generation: 141
Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Link-mode: Full-duplex,
Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,
Ethernet-Switching Error: None, MAC-REWRITE Error: None, Loopback: Disabled,
Source filtering: Disabled, Flow control: Disabled, Auto-negotiation: Enabled,
Remote fault: Online
Device flags : Present Running
Interface flags: SNMP-Traps Internal: 0x0
Link fle : None
CoS queues : 8 supported, 8 maximum usable queues
Hold-time : Up 0 ms, Down O ms
Current address: ec:13:db:db:6 0, Hardware address: ec:13:db:db:65:80
Last flapped : 2022-08-01 16:07:41 UTC (00:11:32 ago)
Statistics las leared: Never
Traffic statis
Input bytes
Output bytes
Input packets:
Output packets: 33
Egress queues: 8 supported, 4 in use
Queue counters: Queued packets Transmitted packets Dropped packets
32 32
0
0
0
Mapped forwarding classes
best-effort
expedited-forwarding
assured-forwarding
network-control
Active alarms
Active defects
PCS statistics
Bit errors
Errored blocks
Ethernet FEC statistics
FEC Corrected Errors
Uncorrected Erro
Corrected Errors Rate
iC Uncorrected Errors Rate
Interface transmit statistics: Disabled
MACSec statistics:
Output
Secure Channel Transmitted
Protected Packets
Encrypted Packets
Protected Bytes
Encrypted Bytes
Input
Secure Channel Received
Accepted Packets
Validated Bytes
>rypted Bytes

Logical interface ge-0/0/0.0 (Index 72) (SNMP ifIndex 521) (Generation 142)
Flags: Up SNMP-Traps 0x0 Encapsulation: ENET2
Traffic statistics:
Input bytes 0
Output bytes : 1386
Input 8 0
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Output packets:
Local statis
Input bytes
Output bytes
Input packets:
Output packets:
Transit statisti
Input bytes
Output bytes
Input packets:
Output packets:
Security: Zone: Null
Statistics
Flow Input statistics
Self packets
ICMP packets
VPN packets
Multicast packets
Bytes permitted by policy
Connections established
Flow Output statistics:
Multicast packets : 0
Bytes permitted by policy : 0
Flow error statistics (Packets dropped due to):
Address spoofin
Authentication failed:
Incoming NAT errors:
Invalid zone received packet:
Multiple user authentications:
Multiple incoming NAT:
No parent for a gate:
No one interested in self packets:
No minor session:
No more sessions:
No NAT gate:
No route present:
No SA for incoming SPI:
No tunnel found:
No session for a gate:
No zone or NULL zone binding
Policy denie:
Security association not active:
TCP sequence number out of window:
Syn-attack protection:
User authentication errors:
Proto net, MTU: 1500
Max nh e: 100000, New hold nh limit: 100000, Curr nh cnt: 1,
Curr new hold cnt: 1, NH drop cnt: 0
Generation: 156, Route table: 0
Flags: Sendbcast-pkt-to-re, Is-Primary
Addresses, Flags: Is-Default Is-Preferred Is-Primary

Destination: 192.168.1/24, Local: 192.168.1.1, Broadcast: 192.168.1.255,

Generation: 156

Juniper Business Use Only
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show JY>R : ATJ>3>

> show interfaces ge-0/0/0 extensive

user> show interfaces ge-0/0/0 extensive
Physical interface: ge-0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifIndex: 513, Generation: 141
Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Link
Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error
Ethernet-Switching Error: None, MAC-REWRITE Error: None,
Source filtering: Disabled, Flow control: Disabled, Auto
Remote fault: Online
Present Running
Interface flags: SNMP-Traps Internal: 0x0
Link fle : None
CoS queues
Hold-time
Current addres
Last flapped
Statistics las
Traffic statis
Input bytes
Output bytes
Input packets:
Output packets:
Dropped traffic statistics due
Input bytes
Output bytes
Input packets:
Output packets:
Input errors:
Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Poli
L3 incompletes: 0, L2 channel errors: 0, L2 mismatch t
FIFO errors: 0, Resource errors: 0
Output errors
Carrier transitions: 1, Errors: 0, Drops: 0, Collision
FIFO errors: 0, HS link CRC errors: 0, MTU errors: 0,
Egress queues: 8 supported, 4 in use
Queue counters: Queued packets Transmitted packet
37 3
0
0
0
Queue number: Mapped forwarding classes
best-effort
expedited-forwarding
assured-forwarding
network-control
Active alarms : None
Active defects : None
PCS stati Seconds
Bit errors 0
Errored blocks 0
Ethernet FEC statistics Errors
FEC Corrected Errors
Uncorrected Errors
Corrected Errors Rate
Uncorrected Errors Rate
MAC statistic Tra
Total octets
Total packets
Unicast packets
Broadcast packets
Multicast packets
CRC/Align errors
FIFO errors
MAC control frames

Device flags

8 supported, 8 maximum usable queues
Up 0 ms, Down 0 ms

2022-08-01 16:07:41 UTC (00:12:51 ago)
leared: Never
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ec:13:db:db:6 0, Hardware address: ec:

-mode: Full-duplex,
: None,

Loopback: Disabled,
-negotiation: Enabled,

13:db:db:65:

ced discards:
imeouts: 0,

s: 0, Aged packets: 0,
Resource errors: 0

s Dropped packets

7

nsmit
2368

7
0

Fragment frames
VLAN tagged frames
Code violations
Filter statistics:
Input packet count
Input packet rejects
Input DA rejects
Input SA rejects
output packet count
Output packet pad count
Output packet error count
CAM destination filters: 2, CAM source
Autonegotiation information:
Negotiation status: Complete
Link partner:

filters:

Link mode: Full-duplex, Flow control: None,

Local resolution

Packet Forwarding Engine configuration:
Destination slot: 0
CoS information:
rection : Output
S transmit queue Bandwi

best-effort 5 950000
network-control 50000
Interface transmit statistics: Disabled
MACSec statistics:
Output
Secure Channel Transmitted
Protected Packets
Encrypted Packets
Protected By
Encrypted Bytes
Input
Secure Channe
epted Pa
Validated By
Decrypted Bytes

Logical interface ge-0/0/0.0 (Index 72) (SNMP

Up SNMP-Traps 0x0 Encapsulation:
> statistics:
bytes
byt
packets:
packet
Local statistics:
Input bytes
Output bytes :
nput packets:
Output packets:
Transit statistics:
nput bytes :
Output bytes :
nput packets:
Output packets:
Security: Zone: Nul
Flow Statistics
Flow Input statistice

o
w  ©
® oo o

cooo

Flow control: None, Remote fault: Link OK

dth
bps
000
000

ENET2

Remote fault: OK

Priority  Limit

low

ifIndex 521) (Generation 142)
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Self packets

ICMP packets

VPN packets

Multicast packets

Bytes permitted by policy

Connections established
Flow Output statistics:

Multicast packets

Bytes permitted by policy

Flow error statistics (Packets dropped

Address spoofing:
Authentication failed:
Incoming NAT errors:

Invalid zone received packet:
Multiple user authentications:
Multiple incoming NAT:

No parent for a gate:

No one interested in self packets:

No minor session:
No more sessions:

No NAT gate:

No route present:

No SA for incoming SPI:

No tunnel found:

No session for a gate:

No zone or NULL zone binding
Policy denied:

Security association not active:

TCP sequence number out of window:

Syn-attack protection:
User authentication errors:
Protocol inet, MTU: 1500

Max nh cache: 100000, New hold nh limit:

Curr new hold cnt: 1, NH drop cnt:
Generation: 156 : 0

cocococoocoococoococoooo

due

Flags: Sendbcast-pkt-to-re, Is-Primary

Addresses, Flags: Is-Default Is-Preferred
Destination: 192.168.1/24, Local:

Generation: 156

to) :

100000,

-Primary

.168

168.1.255,

juniper |




12V —=)big

I L

PYETRE

Space: AR EIE(IGED
b: BIEIE(CRD
d: % [HEED

Enter: 1

/,

1

TiEE

/string: IRZR
n: BIRXR

qa: JOYTNIR? (D Abort )

=ijn

Ch)

L 7I(CEA T DIRE

o [EHI(C ---(more)--- prompt H'FTR~REN
TWBEE(FLALT OF—%={E)

UCIRE

h: NBFE-NITOFRR
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user> show configuration
## Last commit: 2022-07-15 10:04:45 UTC by user
version 20.2R3-S2.5;
system {
root—authentication {
encrypted-password
"$65zD7ag5v0S$STIFul 2bzwmnRtLm40OE9546HZ 6DgktybwfaYEfYRqgd1AT
PusOhghi6TuBPvMfdT.CxNQFuzSqgbEQO86HpiZbv0"; ## SECRET-DATA
}
login {
user user {
uid 2000;
class super-user;
authentication {
encrypted-password

"S$S6SSZPCL2gdSUICNYS6sUhKvEDVIWG9.hkm9rO0H1QZulrpSzUa9VgfyeFF
ez1N4/1wl7Dy6NOwFX01iLJvZ7/wgPYS7ZP.ETgYb1l"; ## SECRET-DATA
}

}
}
}
interfaces {
ge-0/0/0 {
unit 0 {
family inet {
-—— (more) ———

Juniper Business UseOnly T NETWORKS

45



1Y —)LBIEE I(CEET51EE | no-more

« I2Y-ILHEAE CLl ORI -84 X%=EEL TEME
. HAONBNZWEE. CLI BIEI(C ---(more)--- Z&xR~U. HHZDFTERR
« “ | no-more” AT %ERAL. BHhEHZ—E(CFRRIDENTIEE

user> show configuration | no-more
## Last commit: 2022-07-15 10:04:45 UTC by user
version 20.2R3-S2.5;

system {
root—authentication {
encrypted-password
"$65zD7ag5v0OST7TIFul2bzwmnRtLm40E9546HZ6DgktyowfaYEfYRggdlAIPusOhghi 6TuBPVMEdT .CxNQFuzSgbEQO86HpiZb

v0"; ## SECRET-DATA

}
login {
user user {
uid 2000;

X " set cli screen-length < 1728 > ” OY>RT more RROITEISTELRIEE

Jjuniper | s
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AT “|" AT23>DFF

Un|x BERDINAT “|” Z#HRk—bB. config 2 show JY> RIREICTERIF)

root@lab> show configuration | display set
* root@lab> show log messages | no-more
« root@lab> show route | find 192.168.1.0
« root@lab# show interface | save interface_config.txt

user> show configuration | ?
Possible completions:
append Append output text to file
compare Compare configuration changes with prior version
count Count occurrences
display Show additional kinds of information
except Show only text that does not match a pattern
find Search for first occurrence of pattern
hold Hold text without exiting the --More-- prompt
last Display end of output only
match Show only text that matches a pattern
no-more Don't paginate output
request Make system-level requests
save Save output text to file
tee Write to standard output and file
trim Trim specified number of columns from start of line

© 2022 Juniper Networks Juniper Business Use Only
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JNAT " fERBH

« Configuration DFXRGEZZHE (display set)
. BERFICHIA, T TOFTOAAE
user> show configuration interfaces user> show configuration interfaces | display set
ge-0/0/0 { set interfaces ge-0/0/0 unit 0 family inet address
unit 0 { 192.168.1.1/24

family inet { set interfaces irb unit 0 family inet address
address 192.168.1.1/24; 192.168.100.1/24

}
}
}
irb {
unit 0 {
family inet {
address 192.168.100.1/24;

= 5L
KRGS BIFHORIT I ERIROI AL

Juniper Business UseOnly T NETWORKS
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JNAT | (8RR

« BEIH®D Configuration DI71ILADOH I 57E
Operational E—R(CT show configuration | save <t 155+J71IV&>

user> show configuration | save ftp://test@192.168.1.23/SRX Config

Password for test@192.168.1.23: FTP H—/)IAH

ftp://test@192.168.1.23/SRX Config 100% of 1356 B 2021 kBps
Wrote 59 lines of output to 'ftp://test@192.168.1.23/SRX Config'

« ¥REFD configuration DI7AIIADHE D FE
Configuration E—RICT save <tBHE+I71IL&>

root# save /config/EDITING-CONFIG.txt

Wrote 59 lines of configuration to '/config/EDITING-CONFIG.txt' /config/ N\
MARGFELEZIBETEURVSSE. user O home directory A 1EN3

« config DFFEDXFHZERALIITORR (match)

user> show configuration | display set | match ssh

e e e e
| \
set system services ssh protocol-version v2 X7 ssh JESDITERR
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Junos 71V AT LAORERYICDWLT

» Junos T(EIRREERI7AIA® Log T7AIREZTFANI AT L EDTALIRIICT
BHEIND

/config
FERBOI>I(IL—2a eizE 3HAREFTOIDIT1IL -3z i&N

/var/db/config
4 HRLBEDI> T4 — 23> % &5
gz e ICEMBSN TR FESN TLVB N file show IY> RTRRBIEE
FreeBSD Tl zcat DNV RTR/ROJEE

/var/tmp
Junos YIRII 77T —REFRE, image &I 371K
Fie. BT —FE>OAT7H> T I74 )\ %A&HA

/var/log
£7%& Log t° Trace option #EEICTEUEUIET ) \W IBEHR I7 A L & AZHK

/var/home
L1 -YOR— LTI NIHMERENS
£1-H0-HUARFURIBREETE I -YOR— LT 1L NS
BZ(E, IRIEERASROI T4 % save IV RICTRFURIBERE Junper |
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Junos J71I > AT LDFERLICDWT
o ZT4LINISHEHAL TWBI7A IV DIEER T

> file list /<directory>/

;32;%;; st JRit) laeme, /var/home fic F DIEHZZ
' 1—Y (SAMPLE) OF7</LININZFTE

SAMPLE/

fOOtjhfi1fsi;;EEjﬂ’ar/home/SAMPLE/ /var/home/SAMPLE Bt F DIEHREZRT
o ' 1-9 (SAMPLE) HMERkUTz TEST_CONFIG OJ7AILhMFIE

TEST-CONFIG

» TALINBCTFOI7/IVANEOMEER TS5

> file show /<directory>/<file_name>

root> file show /var/home/SAMPLE/TEST-CONFIG 1—Y (SAMPLE) hWERKUI=
## Last changed: 2022-07-15 10:18:41 UTC TEST_CONFIG %HE:2
version 20.2R3-S2.5;

system {

root—-authentication {
encrypted-password

juniper | w
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il

Junos EAHEIEIVYR

e Junos CIHEAEIRCMHEBEEEZ Y R—
* Ping
* Traceroute
 Telnet/ SSH
* Monitor

Ping: v KNI —JDIFRBHEES
>ping 7RLX + AT33>
Bl : 172.27.112.1 '\ 512 byte O ping Z 3 [B]=Efih

user> ping 192.168.1.23 count 3 size 512

PING 192.168.1.23 (192.168.1.23): 512 data bytes

520 bytes from 192.168.1.23: icmp seqg=0 ttl=128 time=4.446 ms
520 bytes from 192.168.1.23: icmp seg=1 ttl=128 time=3.995 ms
520 bytes from 192.168.1.23: icmp seg=2 ttl=128 time=2.633 ms

---192.168.1.23 ping statistics —---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 2.633/3.691/4.446/0.771 ms
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i
il

JEIEY VR

Traceroute : RYNJ—DDFXE&MESR
> traceroute 7RLX + AT<3>
5] : 8.8.8.8 )\ ge-0/0/0 H'5 traceroute %Kl

Junos E

user> traceroute 8.8.8.8 interface ge-0/0/0
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 40 byte packets
1 192.168.1.254 (192.168.1.254) 3.268 ms 1.577 ms 1.349 ms

(snip)
9 8.8.8.8 (8.8.8.8) 8.195 ms 6.075 ms 5.742 ms

Telnet / SSH : Ry NI—I( it NIcikzs Z1R1F
> telnet 7RLZ + AT23>
5] : 192.168.1.2: port 23 \ telnet # =Xl

user> telnet 192.168.1.2 port 23
Trying 192.168.1.2...
Connected to 192.168.1.2.

Escape character is '*]'.
login:
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monitor JY>R

monitor IY¥>R @ IRTED I/F BINST1v IR RER <
> monitor interface traffic
% Interface O NS4 wOZUT AL LR

Interface Input packets
ge-0/0/0 280
gr-0/0/0
ip-0/0/0
1sg-0/0/0
1t-0/0/0
mt-0/0/0
sp-0/0/0
ge-0/0/1
ge-0/0/2
ge-0/0/3
ge-0/0/4
ge-0/0/5
ge-0/0/6
ge-0/0/7
esi Up
fti0 Up
gre Up
ipip Up
irb Up

0

Output packets
329

(@)
(@)

P o
O O O O O O O O OO o m

cNeoNoNoNoNolNolNolNolNolNololNolNole]
— — — — — — — — — — — — — — 3

O O O O O O OO OO OO ooo oo
O O O OO O OO OO OoOoooooo

Bytes=b, Clear=c, Delta=d, Packets=p, Quit=g or ESC, Rate=r, Up="U, Down="D

JUNIREr
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request YR

e request IV¥>R : SXAFAOEFCEHIIINV REEIT
X\ XA R request IV RIEEFMUBVESBEEVNWZUET

© ATz BiE)

> request system reboot

o SAFLEIAYRNITD

> request system power-off

o SATLEHEME

> request system zeroize

o« BiRk— NI ERIEIRZEVS

> request support information

« EKE123 Configuration J71)%{E%F ( rescue config DIRF)

> request system configuration rescue save

« OSZPYIJL—R

> request system software add <I7AJLH>

Juniper | s
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Junos OYVIJNIT77wI L —R

« VYIRIIF7PYT L —RF|E
1. RO Junos OS #HI>0O—R

https://www.juniper.net/support/downloads/group/?f=junos

JUNIpEr

Products & Services Support Training HowtoBuy Q

Contact Us 2 Notifications eAccoun: v

Support

2. CLIJOY>RT Junos VJRNDJ1I 7%
FTP/TFTP Y—)\h557/)\A X (/var/tmp) (C/RTF

> file copy ftp://042ID @7RLA/Junos \wo—>% /var/tmp

3. TIARREFUL\Wwr—2%20—-K

4. tEanxBicE)

> request system reboot

© 2022 Juniper Networks Juniper Business Use Only

Downloads Knowledge Base Service Request Manager My Juniper Community

root> file copy ftp://test@192.168.1.23/junos-
srxsme-20.2R3-52.5.tgz /var/tmp
Password for test@192.168.1.23:
/var/tmp//...transferring.file
100% of 385 MB 2539 kBps 00m0O0s

92LXun/

root@> request system software add

/var/tmp/junos-srxsme-20.2R3-S2.5.tgz
NOTICE: Validating configuration against
junos-srxsme-20.2R3-S2.5.tgz.

(snip)

root> request system reboot

Jjuniper | s
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Junos CLI #&4E
~ Configuration E—R ~
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“Commit & Rollback”

Configuration T—RTIToIEREZ E (. Candidate Configuration &UT/RIFEN.
“commit” 93X T:E(L Active Configuration £U TR0
A—REhEXIZETE. “rollback” Y2 RICTICICHIDIAREICR D CEN B EE

[ commit \ @
Candidate Active

Configuration Configuration

e D

‘ BEH0 ‘
a>749 774

>4 74

0 |1‘”2‘|| ]
NN\

& rollback n j
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“Commit & Rollback” (7=X)

Configuration E— RTIToOIEEREZ B (L. Candidate Configuration LU TRIFSN,
“commit” IBFTiNTEIL Active Configuration &UT/RERENZL)
A—EhEXIEHEETH. “rollback” IN> RICTICICRIDIRRE(CR B CEN BT BE

RELEBLCEN DS
WD THIRERIREL TPOEUAETEE ( commi t \

IEUE UTe Config 25z BR

Candidate Candidate Config %z Active
Active Config (CfzBR Configuration

Configuration
BED Config ZIFUHL

N>R 22T
Candidate Config | 0 oo hRELAE
— T XXXXXXXXXX }7='<L/b TGT l
%%ﬁ% zit XXXKXXXKXXKX l
delete XXXXXXXXXX
delete XXXXXXXXXX O | 1 I I p) 1' 1

— : - < \ rollback n j \/ \/

— | = commit UIZHhET
IRV E(CRSIEB AR, e — commit BF(CEHEIRIICSEZED Config %7
RiF - EE

Jjuniper | s
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Junos : commit at time A>3>
. BERMOBESE (OFF 251 ABI3RERLR)

« commit atxxoexx  (time) JY>RT commit 93¢, I8 EUREEISGREI7AIL
% Activate 932¢EHB]EE

A>T A94 AIC Commit KB ENHY(CEESN DD,

BEEANZIDREICIRFITIMENTR




Junos : commit confirmed A>3

- RTEDOBENEIRHLEE (E1—Y>2IF—-(CEBMITILBALEDTES)
« commit confirmed JY>RT commit 93¢, BE commit UERUV\ED Default 1070
Tt Config (C rollback 23

- FBEULEREIHBLE Default ® 10 737BAAIC 2 EBHO commit Z ANBET.
Config (XFTR(A&INENS

GTERNEVDEZE commit UTUZEV SSH RENENSIR>TUFORED.
—EREIOHE 1 DEIOD Config (CEBENEIHT 2128, VE— N ADONIS—ZERFREIEF

oA NO—ILESTE
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s EDIENN (set)

e set IVR : SREDENMEE
e commit 9A3FXTIIEETETIRENLL

user# set system services dns

e commit FBETHIDH TEMHEL TLVBT )N\ RICEENEAHINS

user# commit
commit complete
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s EDHIBR (delete)
e delete ON¥>R : ERTEDHIPR
o commit 93X TCIIERTE (FRIRENZL

user# delete system services dns

« D commit IBETEMEL TWDT /M RICEEEHIBROZE N RIREND

user# commit
commit complete

Juniper Business UseOnly T NETWORKS



mEP DL TEM:: (show | compare)

- show | compare YR : #REFDETELRI DR TEZLLE

user# set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.1/24
user# show | compare
[edit]

interfaces {

ge-0/0/0 { Active Config £ LEEU T, ge-0/0/0 (C IP 7 RLADENH RSN S

.
.
+ unit 0 {

T family inet { + 1 BN
+ address 192.168.1.1/24; — - HIRg
.
.
.
.

« BED Config LIREF DR TEZLLE T B EET]HE

user# show | compare rollback [1-49]

Candidate
Configuration

# show | compare

juniper |«
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s TE 71 IDIE]

e rollback O¥> R :

(rollback)

sSTE I IIVDIEIR
o BBUGGRTEIT7TIIZIEET BI5SI(C. rollback Y RZig A
(rollback (Z rollback 0 DES)

user# rollback

* rollbackn (0-49) TI7A(IES%ZIEET. BEDRTEZ Candidate Config (CIE—93EN

oJge. BRCBEDIRREICRER I CENTIEE (B 50 tHRDORETT I 5 BENMET)

user# rollback ?
Possible completions:
<[Enter]>
0

© 2022 Juniper Networks

Execute this command
11:
11:

2022-07-15
2022-07-15
2022-07-15

2022-07-15
2022-07-15
2022-07-15
2022-07-15

11

10:
10:
10:
10:

12:
10:
:07
18:
15:
:39
04:

12

46
41

:58

36
12

45

NNNNNNNN
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commit A7>3> (commit check / at)

e commit check IN¥>R | #8XFIVIDHELT
o BX(CBIEHMNONX., XHEFTZER
o WESICEIENLED commit GEIFE) (FEniu

user# commit check
configuration check succeeds

« commitat IN¥>R : HEFZIETEL T commit DETZ 1Y
e hh:mm:[ss] &fzld “yyyy-mm-dd hh:mm:[ss]”

user# commit at "2022-07-15 11:30"
configuration check succeeds

commit at will be executed at 2022-07-15 11:30:00 JST
Exiting configuration mode

© 2022 Juniper Networks Juniper Business Use Only
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Configuration ®O—R (load)

e load OY¥>R : Configuration J71)lZz0—R
¢ load OY> RIFVKDOHDA TSI METE

« load factory-default TimHEIFD Config 20— R
 load override <filename> O—RUJz Config (CKAEEIRX
 load merge <filename> O0— KUz Config ZiEMN

user# load ?

Possible completions:
factory-default Override existing configuration with factory default
merge Merge contents with existing configuration
override Override existing configuration

patch Load patch file into configuration

replace Replace configuration data

set Execute set of commands on existing configuration
update Update existing configuration

* Config J7A)UIHMEBD FTP B —) U0 AT (LI NN O— R HIEEREE

user# load merge /var/tmp/saved config.txt

user# load merge ftp://user:passwd@192.168.1.23/saved config.txt

juniper | o
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Configuration ®O—F (load set terminal)

« load set terminal JN¥>R : CLI TIENND set 1> J4J =D IFDEE(C{EH

user# load set terminal
[Type *D at a new line to end input]

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

load complete

services
services
services
services
services
services
services
services
services
services
services
services
services
services
services
services

security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
security-intelligence
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware
advanced-anti-malware

< BAOf+(34% CTRL+D >
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profile
profile
profile
profile
profile
profile
policy
policy
policy
policy
policy
policy
policy
policy
policy
policy

feeds-cc-pl

feeds-cc-pl default-rule then action permit

feeds-cc-pl
Inf-hosts c
Inf-hosts d
Inf-hosts d
pol-cc CC fe
pol-cc Infec
skyatp test
skyatp test
skyatp test
skyatp test
skyatp test
skyatp test
skyatp test
skyatp test

Juniper Business Use Only

e set DV ROKRKEIE— & R—ZAMF(C Config DEDZFUNBAIFS

category CC

default-rule then log

ategory Infected-Hosts
efault-rule then action permit
efault-rule then log

eds-cc-pl

ted-Hosts Inf-hosts
match application HTTP
match verdict-threshold 3

then action permit

then notification log
inspection-profile test
fallback-options action permit
whitelist-notification log
blacklist-notification log

BEDAT T ZRD
Config = Terminal
ETR=INU. BRERIC
e4TLTHS CTRL+D
ZH U CGERAAD

FrorIUrWEE([E
CTRL+C Tikl13

Junper |«



Configuration @

 load merge terminal JY¥>R : CLI TiEHI®D Config ZALD{TI1DEE(TIERE

—R (load merge terminal)

« KEDIE—-&R—ZAMF(CE Config DENZIFUNBHITD. Bz EAIDOFEENSIENND
Config Z1% A9 3EEZTO/\ANEEIE
e relative AT 3> %325 WBPEE(CILU T Config OBSESHS3—Miwbhans

[edit]
user# load merge terminal

[Type "D at a new line to end input]
protocols {
ospf {
export static-route;
area 0.0.0.0 {
interface ge-0/0/0.0;
interface ge-0/0/1.0;
interface 100.0 {
passive;
}
}
}
}
policy-options {
policy-statement static-route ({
from {
protocol static;

route-filter 10.1.1.0/24 longer;

}
then accept;

}

}

load complete

< BADfF1318 CTRL+D >

© 2022 Juniper Networks

[edit protocols ospf]
user# load merge terminal relative
[Type "D at a new line to end input]

area 0.0.0.0 {

interface ge-0/0/0.0;
}
area 0.0.0.1 {

area-range 192.168.16.0/20;
Interfaces. protocols interface ge-0/0/3.0;
° policy-options & :

area 0.0.0.2 {

B L AIDFESIH SRR nses

default-1sa {
LJ_CL\< default-metric 20;
metric-type 1;
type-7;

}

no-summaries;

area-range 172.16.12.0/22;
}
area-range 192.168.48.0/20;

}

load complete

< BRY fF 1+, CTRL+D >

stub default-metric 10 no-summaries;

=

protocols ospf D&/E
(CF2EIL area D
Config 121180

protocols { ospf{ @
SO (IAE
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Configuration -
o FXERMERIVR

e set

delete

show

show | compare

e SWTENRIRIVR
e commit
rollback

load

——R 0 OV ROV —

. I\SA=H%ZELTE

: A°5>( % HI R

. SXTEUEARAETDRR

: %ﬁ%q:'@ Config LB D Config DEDEFR I~

. RELILESTEZ Active Config (2 iR
. BZED Config Z0—RU TIRENBSZITICR T
: SREULRIPAIIVZO-R

Juniper Business Use Only
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BRI 3— My -
. H-VILOIE

Ctrl-B 1 XFR?
Ctrl-F 1 XFED
Ctrl-A ITHE(CFE &)
Ctrl-E ITRICEEE

o XZFDHIFR
Delete / Backspace h—Y)LBID 1 XF%H|IPR

Ctrl-D H—-VIED 1 XZE%HIBR

Ctrl-K H=YI BT RETZHIBR

Ctrl-U T2 I NTHIBR

Ctrl-W IREADEROEHEEEE. h—=YILLDAEBID 1 EFEZHIFR
. ZOA

Ctrl-P or 1 N> REREORIZR T~

Ctrl-N or | V> REEFED R 2=~

? IRICATIAREINV RIS A-HIDE> MeFRoR
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IN> MESTEEY I5—

o V> RETEHERE
e Space¥— / Tab¥— : EIFE{EZ#H5C
e TabF—(FT1-—YNEFEUZ Policy:at Filter&D5EHo]EE

user# set interfaces ge-0/0/0 unit 0 family inet filter input ?
Possible completions:

<fjilter—-name> Name of the filter
[firewall filter]

user@srx# set interfaces ge-0/0/0 unit 0 family inet filter input T[tab]

e XTI S5—DEA
o BNXI(EEDNDDE syntax error ZFRIR<
« NY-DIFIS—ERBIEHZRT

user# load replase

N

syntax error, expecting <command>.

juniper | =
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Configuration -

—— R : Operational E—RDIV> REELT

run JY > RICLD. Configuration E—RCHUWT show IV REFEZZETTU. status

FhERIBAEN AIEE
« Operational T— R CHEFRRIEERERTOIV> RDOELT
 Operational T—RIRZ3VHERL

run JY¥> Rz2{EAU. interface DIAREZTESR

user# run show interfaces

Physical interface: ge-0/0/0, Enabled, Physical link is Up
Interface index: 138, SNMP ifIndex: 513
Link-level type: Ethernet, MTU: 1514, LAN-PHY mode, Link-mode:
Full-duplex,
Speed: 1000mbps, BPDU Error: None, Loop Detect PDU Error: None,
Ethernet-Switching Error: None, MAC-REWRITE Error: None, Loopback:

Disabled,

Source filtering: Disabled, Flow control: Disabled, Auto-
negotiation: Enabled,

Remote fault: Online

Device flags : Present Running

(snip)

© 2022 Juniper Networks
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HYEl e

interface D% EZHMERR

user# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
address 192.168.1.1/24;
}
}
}
irb {
unit 0 {
family inet {
address 192.168.100.1/24;

juniper |
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> AT hERTE

e Junos TI\MADI AT AICEHTS3

I1-H3%7E
o IRANZDEHTE
o BFUESTE
« DNS %7
o TI\AADY—-EXRTE
- BIBA(HITI-ANTE
« OJDSTE
« SNMP %7E

/

R
Frit
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ST LRTE

e 1—YH3%TE
. root 1—HM/SAT—REHTE (KN ERTFEE : RBEDES commit NI5—¢R3)

root# set system root-authentication plain-text-password
New password:

Retype new password:

e root I—HLWSDI1-H7HD> Ne{ERK
o TIAINTIE 3 DOI1-YI5R%EIRA]HE
« read-only : view (show JY>RRE)
« operator : clear. network. reset. trace. view (F—E>DIE1L. ping / telnet. etc)
 super-user : all (IART)

root# set system login user TEST class super-user authentication plain-text-password
New password:

Retype new password:

© 2022 Juniper Networks JUﬂHDer | 76
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ST LRTE

« INAMEDELTE

root# set system host-name LAB

o BXEETE
« Time Zone #3587

root# set system time-zone Asia/Tokyo

« NTP Y—)\Z18%E

root# set system ntp server 10.10.10.100

« DNS :%iE

root# set system name-server 192.168.1.100

© 2022 Juniper Networks JUﬂHDer |
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ST LRTE

e TINAADY—EAZSTE
« Telnet. SSH (C&B 7V A Z2BERNEHTE

root# set system services telnet
root# set system services ssh

root# set system services ssh root-login allow root 1—HEUTSSH TOJ1 > UV EIESTE

« FTP. Netconf DY —EXZERIERTE

root# set system services ftp
root# set system services netconf ssh

© 2022 Juniper Networks JUﬂHDer | 78
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> AT hERTE

» BEA2III-AEKE
- Bl 1: EXDEIR(2HI1-2Z (me0) ZHIE

root# set interfaces me0 unit 0 family inet address 192.168.1.1/24

« 5l 2: MX. SRXDEIEA(>HTI1—X (fxp0) ZiLTE

root# set interfaces fxpO unit 0 family inet address 192.168.1.1/24

EX3400 rear view

XEIHER— M,
MX/SRX (& “FXP0”. EX (& “MEQ”. QFX (X “EMO0”. EX/QFX @ VC Tl “VME (Virtual ME) " ¢t
Branch SRX @ Low End (SRX300/320) 7:&. Out of Band OEIEK— MEUVET I HEFEE

Jjuniper | o»
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> AT hERTE

- OJDERTE |
« Syslog H—/\, J73U541, OJ LRI ZIBTE
« ffl: IRTOLANILOOY % 10.10.10.1 NIXAZ

root# set system syslog host 10.10.10.1 any any

H Syslog LAJLICDUWT
= emergency: VIRNII7IADIR—R> NOBESR LE B ARRDOAY -

alert: T —ANR=AREDT—FHHERE, BES(HEENERIR O -
critical: YIBEN RIS -REERBRBENDDIRTDAVET -
error: FELDEZEANEDVRVNIT RO -
warning: EZA T DB EN S DI D AT —
notice: I5—TERVH, FFRlIBRUIENMEE R B BIEEENH DI DAY -
info: XROANY NETZIFELT R DAY -

& any: INTOLNIDAyT—>
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ST LRTE

« SNMP %€
« SNMP J=1=51%Z1{ERk
« {5l : J21=5144% public ((FXTE. FeHAHDHEFTE]

root# set snmp community public authorization read-only

« SNMP hNowJ%ZE%7E
o {5 1 RNSWTMDiX{E7c% Loopback O (. FEB5 % 10.10.10.1 (CES%TE

root# set snmp trap-options source-address 100

root# set snmp trap-group <group-name> targets 10.10.10.1

Jjuniper | o«
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1> T1— A1 TDIREL
A2HAITT=RFIATEL T DLSICZRED
Type: fe-x/x/x: Fast Ethernet ports
/ ge-x/x/x: Gigabit Ethernet ports

ge-o / 0 / 0 xe-x/x/x: 10 Gigabit Ethernet ports
et-x/x/x: 40/100 Gigabit Ethernet ports

Port number

/r

PIC slot: Physical Interface Card = 7Y U IES1—)L

FPC slot: Flexible PIC Concentrator (line card) = ZE{&F+>/)(—

%0)4’@0)4 >AIT—R
ae : LAG 1>A5J1—2X
e lo0: Loopback 1>5J1—2X
- meO: EX QFXI-ZXDEEA(>HII—X
« fxp0: SRX. MXIU-XDEEBA(>2HIT—X

Jjuniper | s
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PIC £ FPC

« FPC (3 BOX BYDEATES. Chassis BLDT1>H— Rz
e PIC (X FPC ([3EHENB 7Y I IES 1—- ) %2359

Al
Jio
Cl
-
1T
115

xx-X/X/X |FPC PIC JJ
Port
BOX & Chassis E!
( i
k\

X BOX BY(ZH1F2 On-Board Port (3. xx-0/0/X £REZEN2

: 84
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125 T1—AETE

o« AAJTI—ADENTEIL
WIBTONTAORELBIBTO/INT(DETE(CTITHEND

« YPIETONFTADERTE
. T=AU>H7JORI
o UDHAE—R, ¥/£ 2 T@E
. MTU

interfaces {

= 0— = L= interface-name { A5 IT— 2B T(C
y ﬁHHiEjD}\T{O)ER}:E physical-properties; WIIB S 0) T B IR TE

unit unit-number {

« JORIILIFZY— L..]

inet (IPV4 @Erﬂbi) logical-properties;
* inet6 (IPv6 DETE) -] unit # BOF (-
o mpls IR ONT1%#ESTE

« ethernet-switching
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Unit >/\—-¢&(d

e OZHITOINTAZERTEIBIC(E, “unit” ELIFNBENTERTE
o —RZAYIRRYRNT—4 OS DY T A>AJ1—RITHEE
e unit O (IA1>A>AT1—AICHHE
o AAJI-RAZENESEBHICETFHK 1 DO unit ‘B
o 1 DOYNEA>ATI—AE(CHEEID unit Z{ERR I BEH O] EE
- YNBA>AJ1—2X ge-0/0/0 D unit O (L. “ge-0/0/0.0" LKL
« show IV RPOERTERFC unit ZIEEURHNOIIZES. BEIRI(C unit 0 ELTHESE

ge-0/0/0 {

unit 0 {
family inet {
—| pata [P ] ETH address 192.168.1.1/24;
—_—
Af—
L2 5 ge—O/OI/O {
unit 0 {
— Data P [}THI family ethernet-switching {
p— _ ge-0/0/0 interface-mode access;
A—
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B unit D% TEHI

1 DOYPIBEA>AT1— A (THEED unit Z{E)
e unit C&IC vlian-id ZE&TELU TIRD D
« IP 77RLZX° Firewall Filter & unit C&(CEARYI

. | Packet |INISHEON-—

— Packet NN

© 2022 Juniper Networks
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19857 —X

—=JLr== '\
Cs5iE A] BE

ge-0/0/0 {
vlian-tagging;
unit 10 {
vlan-id 10;
family inet {
address 192.168.1.1/24;
}
}
unit 20 {
vlan-id 20;
family inet {
address 172.16.1.1/24;
}

}
unit 30 {
vlian-id 30;

family inet {
address 10.1.1.1/24;




smIBA AT — AR TES

ge-0/0/0 {

description TEST;

speed 1g;

mtu 1400;

ether-options {
no-auto-negotiation;
link-mode full-duplex;

} Y8 J0)\7+

unit 0 {
description TEST2;
family inet {
address 10.10.10.1/24;

i J0)N\Fq

}
unit 100 {

description TEST3;
family inet6 {
address 1::1/64;

Juniper

© 2022 Juniper Networks Juniper Business Use Only



BIRBFAINSEEICA>ATI- A& EET A
» disable AN RZ{ERUTA>AI1I—RZ%ET (ERIME)

root# set interfaces ge-0/0/2 disable

[edit]
root# commit
commit complete

admin (AXL—4—) T—ROIEVEOMESS

root# show interfaces root# run show interfaces terse
ge-0/0/2 { Interface Admin Link Proto
disable; admin (AR —%) Dr#EHIEYLR Local Remote
unit 0 { A>HTI—=ADTT> ge-0/0/0 up up
family inet { ge-0/0/1 up down
address 10.10.10.1/24; ge-0/0/2 down down

+ disable Y M HELTA2AI1— A% LT3 (BxMb)

root# delete interfaces ge-0/0/2 disable root# run show interfaces terse
Interface Admin Link Proto

[edit] Local Remote

root# commit ge-0/0/0 up up

commit complete ge-0/0/1 up down
ge-0/0/2 up up

Juniper | e
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Static Route DE%TE

e Static Route :%7E

# set routing-options static route <&HTF 7 RLZA> next-hop <RKIRANRYIT7RLZ>
# set routing-options static route <HTHEV7RLA> ATS3VETE

5S¢ EA

[edit routing-options]
root# show
static {

route 0.0.0.0/0 next-hop 172.30.25.1; IPv4 7 JA) NL— MDERTE
route 172.28.102.0/24 {

next-hop 10.210.11.190;
no—-readvertise;

RIS LIRS B ROV D DR TE
NAR—I A SRR B ECHIA
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Hll BRATER VA MY T DFETE

« [BUd THEIC Static Route Z:%FE 9 25514 qualified-next-hop DA T3> %5 FE
L. preference ({85c) DXEZHET

Bll: 4292y MEBOIZDDT TA)L ML — bDFETE

ce-0/0/1 172.30.25.0/30

2 Primary 1

Network A _@) ' Internet
172.29.100.0/24 1 U= Secondary
ge-1/0/0 '
172.30.25.4/30

[edit routing-options]
root# show Primary route
static | X Juniper O static route @ preference (& 5

route 0.0.0.0/0 {
next-hop 172.30.25.1;

qualified-next-hop 172.30.25.5 {
preference 7;

Secondary route
X preference 7 7 ((FXTE I DETRBITEZ T T

juniper | o«
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Static Route DIEER

« show JJY>RT Static Route %

root> show route protocol static

inet.0: 6 destinations, 6 routes (6 active, 0 holddown, 0 hidden)

JORJ)LE preference

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[Static/5] 00:00:01
> to 172.30.25.1 via ge-0/0/1.0

© 2022 Juniper Networks . . JUﬂHDer | 93
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Firewall Filter D% 7E

« FW J1)VAEIE <2 DNy bJO—-% T BIz8dbDAT— M A7
J4WAVI RIS — (= ACL)

e FW J4ILATIE term EMEENZEAHF T OT OV ER

e J(IAAD term (E top = down DIEERETHEEIND

test-filter < FW filter &
term < first-term >
- term &
match
no match BEEM: 7 RUARE

term < second-term >

from I then ) 7555 o] AR

match

no match

: & term [OEBAURNOEISZA. discard UET

XFHTULS term HVERR UTZBRARE ., sHIDIEE#ZE I 2R (3 insert IV R=FIFHUTCERIURIESEIC Term O ANBZ 2 FENANE

© 2022 Juniper Networks
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Firewall Filter QD% 7E

511 : 10.10.10.0/24 H'5DiE{EZFEILIEV FW JA L5 ERL

root# set firewall family inet filter FW-FILTER term BLOCK from source-address 10.10.10.0/24
root# set firewall family inet filter FW-FILTER term BLOCK then discard
root# set firewall family inet filter FW-FILTER term PERMIT then accept

root# show firewall family inet filter FW-FILTER FW filter £
term BLOCK {
from {
source—address {
10.10.10.0/24;

WE%(4:10.10.10.0/24 h'5D&E(E

}
then {

discard;

}

term PERMIT { S
then accept; D IP NS DIBIEZEFA]

© 2022 Juniper Networks JUﬂH:)er |
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Firewall Filter D:%7E

Bl 1. VERRUIZ FW DA% A 2 T1—ANE R

root# set interfaces ge-0/0/0 unit 0 family inet filter input FW-FILTER

root# show interfaces ge-0/0/0
unit 0 {
family inet {
filter {

input FW-FILTER; ge-0/0/0 ([CADTLBEBIS(CH LT FW-FILTER Z3EH

% FW J4I)\ADRTEZBNCIT B ( commit 93FR) (C commit confirm %
*'Jﬁﬁ@“étﬁb‘—?y"ﬁ&,a'(bijh BCBYIDREUN ] EE
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Firewall Filter D% TE
5 2 : term DIEFANEZ

firewall ' ' filter FW-FILTER BLOCK from source-address 10.10.10.0/24
firewall ' ' filter FW-FILTER BLOCK then discard
firewall ' ' filter FW-FILTER PERMIT then accept

firewall ' ' filter FW-FILTER BLOCK2 from protocol udp
firewall ' ' filter FW-FILTER BLOCK2 then discard A"pennh(D&ﬂj:tennjﬁ

HADTCOIBFRIEECD
term (FERTEULIEE TERTEIT7AINCESTIAHFNMTHNS

term (& Lookup 211740\
—73C. ,%'\lL/717«()l/>7—%TIHTZDK&D(L(JLU]BJ”Er T term ZEC& I DdNENHD
(_LEEEHITIE, all PERMIT term D4&(C BLOCK2 H&EHMNTLBDT. Lookup NENRBWVCEITER)

+ insert JY> R : Firewall Filter 1° Firewall Policy O term JlE5%ZZ &

root# insert firewall family inet filter FW-FILTER term BLOCK2 before term PERMIT

root# insert firewall family inet filter FW-FILTER term PERMIT after term BLOCK2

© 2022 Juniper Networks J JUﬂHDer | 98
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Firewall Filter D% 7E

5 2 term DIEFANEX
BMULIEET term W EE &SN TWBEZMERUE_ET. commit Z3E1T

root# show firewall family inet
filter FW-FILTER {
term BLOCK {
from {
source—-address {
10.10.10.0/24;
}
}
then {
discard;
}
}

term BLOCK2 { insert J¥> RIC&D term BLOCK2 H' PERMIT DORIICFZEIL TS

from {
protocol udp;
}
then {
discard;
}

}
term PERMIT ({

then accept;

}
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Firewall Filter D% 7E

B 3 : Junos BEBADYR—I A MEEZHIPE
1. FW J1)I5%Z1ERk
e 192.168.1.0/24 Ot X> "5 SSH TOEEDHEFA]
2. YERRUTE FW J4)L5% 100 (JL—T)\wIA(>AJ1—R) (OEFE

root# show firewall family inet root# show interfaces
filter MANAGEMENT { 100 {
term PERMIT { unit 0 { /

Routing Engine

from { family inet ({ CPU
source—-address { filter { 4
192.168.1.0/24; input MANAGEMENT; | o
} P (1370}

protocol tcp; address 10.10.10.1/24;
destination-port ssh;

} 00— [

1
NF—I A MBIE(S 100 ZFEH

then accept;

Packet Forwarding Engine

X EX. QFX SU-ZXBBA\DEE%ZHliHITDI5E. 100 BLU. me0 (EX) .emO0 (QFX) A Firewall Filter ZiEHI 3¢ E
¥ SRX. MX S -XBBAOE{E%HIHT 2155, 100 DH(C Firewall Filter ZiEFH I 3¢ THlfHI O] BE
(BIEA>5J1—X fxp0 ADEH(IAE)
© 2022 Juniper Networks J JUﬂH:)er | 100
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“EX / QFX” Course

LAB (&%)

JUﬂlper | Driven by

NETWORKS Experience"



No—Z2J8EZ T Junos R1wF “EX/ QFX" J—X |

N—-Z2IJAE (18F)

Junos EX SV —ZX R aaiBsT P. 103
LAB.1 Junos DEARRYREE-597E P.112
LAB.2 Interface DFXTE P. 127
LAB.3 Routing DE%TE P. 140
LAB.4 Firewall Filter D3%7TE P. 147
Virtual Chassis &(& P. 153
Virtual Chassis Deep Dive P.165
LAB.5 Virtual Chassis DE%7E P. 184
Appendix P. 202
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EX SV—-XT0%7 MR—hJAUA

. Modular Power
leel:’jo:(:-wer Multigigabit |_i.‘—| Marvis
EVPN-VXLAN PoE++ I
EVPN-VXLAN
GBP, Flow-Based _Jun”:)er 1
Telemetry GB'::eﬁL‘;::tE;‘sed griven by Mist AL .1 Wired Assurance
| <]

EX4100-F EX4100
=== e
EX2300 EX4300 EX4600

EX9200
xasoomp | X340 [l Ex4a300 MP | Ex4650 -

Access Distribution / Core |

.

Juniper Business Use Only
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EX

\/I

A\

=R

0O

3 k= NJAUA

P
[ sssmssmsssssmim
stz sttt
[ ssmsmmmmag
P
EX2300 EX3400 EX4100-F EX4100 EX4300 EX4400 EX4600 EX4650 EX9200
e Access Access & . . . Core &
Positioning G Access T mGig Access & Aggregation Core & Aggregation T
48 x 1GbE,
48 x 1GbE / 48 x 1GbE, 12:)()("12:3'5& 48 x 1GbE / :g ); :n%biE’ 24 x 10GbE 48 x 480 x 10GbE
Downlink 16 x mGig & 48 x 1GbE 24 x 1GbE, 32 x 1Gng 24 x mGig & 12 x SFP+gé( & 10/25GbE 120 x 40GbE
32 x 1GbE 12 x 1GbE . 24 x 1G 4 x 40GbE 40 x 100GbE
8 x mGig & 36 x SFP
16 x 1GbE
4 x 10GbE &
10G / 25G 8 x 10GbE 8 x
. 4 x 10GbE / 4 x 1/10GbE & 4 x 10GbE, 4 x 25GbE & 10G / 40G / .
el 6 x 10GbE 2% 40GBE | | 4x10GBES | 4X10GHE || 100Gieption || °PHoms2x lordx 40GbE | 40/100GhE e
100GbE uplinks uplinks
2 x 10GbE
POE+(802.3at)
iz Hels POE++ (802.3bt) N
. . . Virtual Chassis Virtual Virtual Chassis
Fabric Virtual Chassis EVPN VXLAN Chassis EVPN VXLAN EVPN VXLAN

© 2022 Juniper Networks
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Y)1—>3>8T0457 MERK

EVPN-VXLAN /
IP Fabric

ST | FRIE I / IR TR AT
BARER
AT PV 3321V F FIEAAAYF

L EX2300/EX3400

s EX4100/EX4100-F
e EX4300/EX4400

ECCEO OO e

EX4600

EX2300 2.5G

2.5/5/10GbE
Juniper | s
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Virtual Chassis (VC)

BRAK 10 BCDOR(YF%E 1 BOA(YFICIBRBULT)./0D -
TR —TIV—BRRITR B8, /SRR ERODIBNLEN SRR

AAYF G A > ITI—ALBED SFP+ (10G) 1> QSFP+ (40G) T. BRI —J I AEDOE B YIIEERK

x MR EEEHtAH DO Z M DAC/AOC Z{EH 1] EE
A=0774\OBZNER (1 SHERAIRER SFP+ 231> FvY)

I\ TRASEVTAHEEET L2/L3 D7 —ATL—>£0> b - T - % RE
« Non-Stop Bridging (NSB)

* Non-Stop Routing (NSR)

« Graceful Routing-Engine Switchover (GRES)
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Virtual Chassis (VC)

YN (EE53A. ILVWIVPICESERA1vFZ 1 BlcTDd
24 yFRADIEHIER$FRA 80km (10GBASE-ZR)
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A5/ EBH

© 2022 Juniper Networks

Virtual Chassis
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MC-LAG / ESI-LAG

o E—O0IRIE L2/L3 1>57—J1—A%Zig
« HA/ active-active O—R/\Z>AVY1—>3>

L3 1>A—J1—AD MAC 7Rl ADI[EIHA
 VRRP Z@r & LUV
« Essential for endpoint mobility

A
« NIWFIR-ZDJDER
+ EVPN (CLBHEMH
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IP Clos Fabric with EVPN VXLAN

FRIEE
o AT=TFIIIBIRER-ZDI7 IV
o J7JWIRHAT L2 OEEUTANRE

)i1—->3>

BGP X—A®D IP fabric

VXLAN A—/NLA(CLD L2 ANLYF
J1>hO-)LJL—>(% EVPN

Ansible ZFAV\2ZZERR BENL

=1

« Active-active YILF K->

e Cloud LRIIDILESEZBATAZER—-ZD IP J7JUws
o UHAIEEOEERIN-SIOR

Juniper | o
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o eseasa HFIRIF—I AN
— % R — « Juniper Mist Wired Assurance
g 8 S e A—4Swk: SMB

ADTVZAIEZ =S AT B

« Junos Space + Network Director / Security Director
« Juniper Connected Security (former SDSN)

e A-Hyh: S—SI>H-T34X

DIY
« EVPN-VXLAN
« Ansible JU1Jvw)&EzERAUIZBENL
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https://www.juniper.net/jp/jp/products-services/network-management/junos-space-applications/
https://www.juniper.net/jp/jp/solutions/security/
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Ethernet Switching “EX/QFX"” Course
Topology (Lab.1)
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ge-0/0/2

ge-0/0/2

EX3400
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meO
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meO
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2

ge-0/0/1 Nagoya-l

meO

ge-0/0/0

ge-0/0/0 -0/0/10

meO0
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Ethernet Switching “EX/QFX"” Course
Topology (Lab.1)
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ge-0/0/2

ge-0/0/2

EX3400

Tokyo-2

ge-0/0/0

ge-0/0/0

Osaka-2

meO

ge-0/0/10

ge-0/0/10

meO

ge-0/0/1

- JI—-T 2

.6

ge-0/0/1 Nagoya-2

meO

ge-0/0/0

ge-0/0/0 -0/0/10

meO0

ge-0/0/1

ge0/0/1 " Fukuoka-2

ge-0/0/2

ge-0/0/2

8

SIEH IP:
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EXADOOTA>

#ERESTEIREED EX (L AT N “root” TOJA>
e CLIJY>RT Junos @ Operational E— RZzicE)

- root 777> M serial console. F/zld SSH 1E#HDAHEFH D] EE
- SEIFZERIC IP 7RLU A, root /N\AD—R, SSH H—EXN SR TERAHDIRRE
- Tera Term H'5 SSHv2 &t CiEHL T

JEiESE (Tera Term: LRI =

IP 7RLX : 192.168.1.x @ Tcp/lp  ThAND)| EHt T DHEEEDIPTHL AT AN
. e Q) .
b—EX SSH (TeraTerm) FtZ Oy TCPR—MH(E): 22
1-9% root @ B8H [ssH i —vav (W)
JKZT—R - Juniper TEPR oo,
© 2 U7ILE) T —HE): |COM: IntelR) Active Management

—-—— JUNOS 20.2R3-S2.5 built 2021-07-30 09:45:37 UTC
root% ecli

root> [ ok | Fvven] )
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Operational T—R® show JY> RELT

WA\ =23 REENKN Gz R
Active Configuration ZZ&7<

root> show configuration

A NPAWY e

root> show chassis hardware

VINDI7 )N\ =232 DFRR

root> show version
AAII—ADAT—HA—EDFRR

root> show interface terse
W=T42057=J I TR

root> show route
MAC 7 RL AT =R

root> show ethernet-switching table

BR— e BERCnERHEEREIR (RSI) Z—1EEUS

root> request support information

X HIH—EEICASRIES. | no-more ATS3 HBNT 3¢ HREF T —RICRROIAE
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root 7HI> RMDI\AD—REGTE GRER)

» Configuration E—RICAD. XELE D% a7z Eht
o TEEOFNET root 71> NMIINRAD—RZESTE

- root password : Juniper

root> configure
root# set system root-authentication plain-text-password

New password: - .
Retype new password: (e9718/\XDJ—RA S x2[@])

[edit]
root# commit

X% root /{20 —RERTE(FWETY GRENMFELRVE commit KN I5—E7RDB)

juniper | w
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BIEA>5J1—X (me0) \OF7RLAMS (GXIE

BIE(>AJ1—X (me0) (CHUTEIEAYRLAZGES
- 7R X 192.168.1.xx/24 (xx = Topology TIBESNIZEE 4 AIF7YN) =5

# set interface meO unit 0 family inet address 192.168.1.xx/24

EX3400 rear view
— P EEER N /N 4

me0

show interfaces Y RT. XU me0 1>5J1—AD Config ZHE:R

{master:0} [edit]

root# show interfaces

© 2022 Juniper Networks Juniper Business Use Only
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FTRL N> MERX

BIEAT7ND>N “lab” ZEL T OF%E TYERK
| Usemame | Password | Class

lab lab123 super-user

commit & 7. —E root 1-HOtwv3>x#07770 K

root# set system login user lab class super-user
root# set system login user lab authentication plain-text-password

New password: . (K1742/)CAT—RA S x2M@)

Retype new password:

[edit]

root# commit and-quit
root> exit

root@% exit

SSH T. fERRUIZ T h > NAESTIERICOT A > TED L kR

-—-- JUNOS 20.2R3-S2.5 built 2021-07-30 09:45:37 UTC

lab>
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H—EXDEBERANEDERTE

H—EXDCEH)
- FTIAKRTEBIEY-EINESIL TUVRVTEH. IEBNITEETE
(SSH OHERIIGHTERH)
- telnet. ftp. http THESICT I TRATEDRLIICERTE

lab# set system services telnet
lab# set system services ftp

lab# set system services web-management http

MANZDIERR  (GZTEEH)
- Topology 288U T. FBHOTA>UTWIH4ERDRA NG TS TE

Z Bz Config DED=HER
- Active Config £LEEIU T, BRENEUCGENESNcCEZHEZRL commit Z3E1T

lab# show | compare

lab# commit
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B —E R ENDREER
FTP (L3762

«  Windows I"5IY>RJOT M 5 B FTP TPOTCATER L% MESS

« ftp 192.168.1.xx
- rootZEALTOTA>

e IsONYRCI—- 'U'T'f LI N)ZRRTETREZMER
TSN ES . Windows Firewall T FTP nq:_.l-b\\%‘g

J359YHh5 Web GUI (J-Web) ADO7J1ZX
o  JIUYNBETHTAL. J-Web OEEHNRRENDEZMESR
http://192.168.1.xx/
« root. FIMEKLUE1—Y (lab) Z{FERLTOTA>

Juniper Business Use Only
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http://192.168.1.xx/

J-Web GUI
YT TCEERRNRIE/ENIRERDII BB Y T1—X

© 2022 Juniper Networks

gog J-Web A Dashboard = Configure Il Monitor ¥ Maintain * Troubleshoot ¥ commit ~ oot
NoName S © Help -
con'bum. Port Configuration
2 Wtuitacas List ports for FPC:
= Port | Link Status Type Port Role VLAN (VLAN D) Description |
ge-0/0/0 @Down Gigabit Ethernet None default (1)
Link Aggregation ge-00iL @Down Gigabit Ethernet None default (1)
» Switching ge-0/0/2 @Down Gigabit Ethernet None default (1)
ge-0/0/3 @Down Gigabit Ethernet None default (1)
@Down Gigabit Ethernet None default (1)
@Down Gigabit Ethernet None default (1)
@Down Gigabit Ethernet None default (1)
@Down Gigabit Ethernet None defautt (1)
@Down Gigabit Ethernet None default (1)
@Down Gigabit Ethernet None default (1)
@Down Gigabit Ethernet None default (1)
J -We b @Down Gigabit Ethernet None default (1)
EX3400-24T A T o
Value
Up
ge-0/0/0.0
Username _ access
Password _ None
Copyright © 2018, Juniper Metworks, Inc. All Rights Reserved. Trademark Notice. Privacy. 1514
Auto-Negotiation
m Automatic

Juniper
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Configuration DR

CCFTTERTEU Configuration Az HER

@ Operational E— RNSHER
BE D Active Config 7~

I
BRAFEAT
lab@Tokyo-1> show configuration | display set [FIL Config 22T CRR

@ Configuration E— RHSHEER
fRET D Candidate Config #&X
commit & (SEEEZEZLUTLVRIFNIE. Active Config ERIURBHERREIND

lab@Tokyo-1> configure
Entering configuration mode

[edit]

125ETokvo 14 show
: Config zZE2 R332\ T
lab@Tokyo-1# show | display set B g ZERIINTERR

Juniper | s
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Operational E—ROIY> FZER<
Configuration E— RH'5. Operational E— ROV RZZELT

@ Configuration E—RIC7I1ZX

lab@Tokyo-1> configure

2 show interfaces ¥ R&E1T
PUF® 2 DOV RZEITU. "RSNBARNBEZHESR

lab@Tokyo-1# show interfaces

lab@Tokyo-1# run show interfaces

Operational Mode Configuration Mode
L -------- run 1
show interfaces show interfaces

© 2022 Juniper Networks Juniper



commit confirmed

n/\j Caﬁbﬁﬁb?bi’)hi&% }:ED\QE)JTTG(L}:éLt%ﬁEDIU

@O Y RTO>CT IS ping 192.168.1.xx -t ZHAHEUTELT
Q@ BIEA>HIT—ADETEXHIR
me0 D% EZHIFR X commit (FFZLURLCE

lab@Tokyo-1# delete interfaces me0
lab@Tokyo-1# show | compare

(3 commit confirmed
commit confirmed A7 3>%{F>T. 1 DEIGEENRDLIC commit
commit 5t 7 XY —IHRRESNE. 7ITAAREEICRD Tera Term W IRTENVE(CIRD

lab@Tokyo-1# commit confirmed 1

@ ping JGEMBROTEEBEDTA L. SRENROTVDIEZMERR
HIBRUTEA > A — D1 —ADETENBEICROTWDTEZHESR

lab@Tokyo-1> show configuration interfaces mel
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Configuration ZJ71 JUICARTF

« JR®D Lab %1582 H]IC. save I¥> RT Configuration File #1R%F
e file list DY RTIEFEI(C save TEcl&ziESR

lab@Tokyo-1# save labl-end YYMMDD
Wrote 213 lines of configuration to 'labl-end YYMMDD'

[edit]
lab@Tokyo-1# exit
Exiting configuration mode

lab@Tokyo-1> file list
/var/home/lab/:

.ssh/
labl-end YYMMDD
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Interface MESFE

Link Aggregation / VLAN /
IRB
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Ethernet Switching “EX/QFX"” Course
Topology (Lab.2 : />AJI—ADNTE

BASATI-ADRET D IP PRLADEE 4 A979h (xx.x.X) (CERTE

4

N

Bl : Tokyo-X DIZED IP PRLA

Tokyo-X Nagoya-X
ge-0/0/0 (ae0) ge-0/0/2 Y ge-0/0/1 ge-0/0/1 goy ge-0/0/2
) : . irb.20 irb.20 .
ge-0/0/1 (irb.20) 10.2.1.1 irb.100 102.1.0/24 irb.200
ge-0/0/2 (irb.100) 172.16.1.1 irb.10 (VLAN ID:20) irb.40
ge-0/0/10 (ae0) ge-0/0/0 ge-0/0/10 ge-0/0/0 ge-0/0/10
ae0 (irb.10) 10.1.1.1
10.1.1.0/24 10.4.1.0/24
172.16.1.0/24 (VLAN ID:10) (VLAN 1D:40)
(VLAN ID:100) - il
ge-0/0/0 ge-0/0/10 ge-0/0/0 ge-0/0/10
irb.10 10.3.1.0/24 irb.40
ge-0/0/2 (VLAN ID:30) | ge-0/0/2
O T S 30 IR e
Osaka-X  ge-0/0/1 8e-0/0/1  Fykuoka-X 4

Six /

A

BASATI-ADRET D IP PRLADEE 4 A979h (xx.x.X) (CERTE

© 2022 Juniper Networks Juniper Business Use Only
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(VLAN ID:200)
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LAG (Link Aggregation Group) O{ERK @

LAG (Link Aggregation Group) %{ERK
« LAG D% TE &
 LAG O1ERk (ae0)

# set interfaces ae0 unit 0 family ethernet-switching

« LAG (CENN3E2X>)U— IF O default protocol-family (ethernet-switching) ZHlIP®

# delete interfaces ge-0/0/0 unit 0
# delete interfaces ge-0/0/10 unit O
« LAG OX>/)\—IF I\ ae0 N

# set interfaces ge-0/0/0 ether-options 802.3ad ael

# set interfaces ge-0/0/10 ether-options 802.3ad ae0

X LAG D55, mIBA> 9712707 1(% ae 19T — AT U TERTE
A= IF [ZIFEFTEURL (ADN— IF (L5818 IF #3522 0)
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LAG (Link Aggregation Group) O{ERK @

LAG (C LACP Z:%TE
« LACP A 723> MiENNL. commit

# set interfaces ae0 aggregated-ether-options lacp active periodic fast

LAG D1EF 4=t
- LAG DIRREZHESR
> show interface terse
« ae0 /' Admin up. Link up DXF—HZXATHAE
« LACP DIRREZHEER

> show lacp interfaces ael

 LACP protocol i FDIRRE(CIRD TS L
* Receive State: Current
* Mux State: Collecting distributing

© 2022 Juniper Networks J JUﬂHDer | 130
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VLAN Z{ERkU. 7 AN—N2E%TE

VLAN Z{ERU. 12971 —ANDE
« VLAN EBK

ZiTVWEY

* Topology ZZ=HEU. #2sh'FilE 93 VLAN Z{ER 9 3

lab@Tokyo# set vlans vlanl0O vlan-id 10

lab@Tokyo# set vlans vlan20 vlan-id 20

lab@Tokyo# set vlans v1anl00 vlan-id 100

« 1>AJI— A% access port ([CEXTEL. VLAN ([CEPNEE3

lab@Tokyo#
lab@Tokyo#

lab@Tokyo#
lab@Tokyo#

lab@Tokyo#
lab@Tokyo#

© 2022 Juniper Networks

interface
interface

interface
interface

interface
interface

ae0 unit 0 family ethernet-switching interface-mode access
ae0 unit 0 family ethernet-switching vlan members vlanlO

ge-0/0/1
ge-0/0/1

ge-0/0/2
ge-0/0/2

unit O
unit

unit
unit

family ethernet-switching interface-mode access
family ethernet-switching vlan members vlan20

family ethernet-switching interface-mode access
family ethernet-switching vlan members v1anl00

Juniper Business UseOnly T NETWORKS
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VLAN & Interface: Sample Configuration

 Tokyo
vlans vlanlO vlan-id 10

vlans v1an20 vlan-id 20
vlans v1anl00 vlan-id 100

interfaces ae0 unit 0 family ethernet-switching interface-mode access
interfaces ae0 unit 0 family ethernet-switching vlan members vlanlO
interfaces ge-0/0/1 unit 0 family ethernet-switching interface-mode access
interfaces ge-0/0/1 unit 0 family ethernet-switching vlan members vlan20
interfaces ge-0/0/2 unit 0 family ethernet-switching interface-mode access
interfaces ge-0/0/2 unit 0 family ethernet-switching vlan members v1anl00

vlans v1an20 vlan-id 20
vlans v1an40 vlan-id 40
vlans v1an200 vlan-id 200

interfaces ge-0/0/1 unit 0 family ethernet-switching interface-mode access
interfaces ge-0/0/1 unit 0 family ethernet-switching vlan members vl1an20
interfaces ae0 unit 0 family ethernet-switching interface-mode access
interfaces ae0 unit 0 family ethernet-switching vlan members vlan40
interfaces ge-0/0/2 unit 0 family ethernet-switching interface-mode access
interfaces ge-0/0/2 unit 0 family ethernet-switching vlan members v1an200
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VLAN & Interface: Sample Configuration

« Osaka

vlans v1anl0 vlan-id 10
vlans v1an30 vlan-id 30
vlans v1anl00 vlan-id 100

interfaces ae0 unit 0 family ethernet-switching interface-mode access
interfaces ae0 unit 0 family ethernet-switching vlan members vlanlO
interfaces ge-0/0/1 unit 0 family ethernet-switching interface-mode access
interfaces ge-0/0/1 unit 0 family ethernet-switching vlan members vlan30
interfaces ge-0/0/2 unit 0 family ethernet-switching interface-mode access
interfaces ge-0/0/2 unit 0 family ethernet-switching vlan members v1anl00

Fukuoka

vlans vlan30 vlan-id 30
vlans v1an40 vlan-id 40
vlans v1an200 vlan-id 200

interfaces ge-0/0/1 unit 0 family ethernet-switching interface-mode access
interfaces ge-0/0/1 unit 0 family ethernet-switching vlan members vl1an30
interfaces ae0 unit 0 family ethernet-switching interface-mode access
interfaces ae0 unit 0 family ethernet-switching vlan members vlan40
interfaces ge-0/0/2 unit 0 family ethernet-switching interface-mode access
interfaces ge-0/0/2 unit 0 family ethernet-switching vlan members v1an200
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VLAN (C IRB 1 >45J1—A%Z:ENN

VLAN (C IRB (Integrated Routing and Bridging = L3 vlan interface) Z:&%7E
VLAN 1 >A3J1—X(CT7 R AZIEN

===

« Topology #&HBU. %2493 VLAN 1 >29J1— A% {ERRU. 7 RUA%ZESTE

lab@Tokyo# set interfaces irb unit 10 family inet address 10.1.1.x/24

lab@Tokyo# set interfaces irb unit 20 family inet address 10.2.1.x/24
lab@Tokyo# set interfaces irb unit 100 family inet address 172.16.1.x/24

« VLAN (CUT L3 (>9J1—A%ZVEDTD

lab@Tokyo# set vlans vlanlO 13-interface irb.10

lab@Tokyo# set vlans vlan20 13-interface irb.20
lab@Tokyo# set vlans v1anl00 13-interface irb.100

RSTP zExh{l, (delete)
NCTEIMEL TLB RSTP (I ER I OIEIes. & EZHIBFR

« TIJAN
lab@Tokyo# delete protocols rstp

NNNNNNNN
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IRB: Sample Configuration

 Tokyo

set
set
set

set
set
set

interfaces irb unit 10 family inet address 10.1.1.1/24
interfaces irb unit 20 family inet address 10.2.1.1/24
interfaces irb unit 100 family inet address 172.16.1.1/24

vlans v1anl0 13-interface irb.10
vlans v1an20 13-interface irb.20
vlans v1anl00 13-interface irb.100

delete protocols rstp

set
set
set

set
set
set

interfaces irb unit 20 family inet address 10.2.1.2/24
interfaces irb unit 40 family inet address 10.4.1.2/24
interfaces irb unit 200 family inet address 172.16.2.2/24

vlans v1an20 13-interface irb.20
vlans v1an4(0 13-interface irb.40
vlans v1an200 13-interface irb.200

delete protocols rstp

© 2022 Juniper Networks Juniper Business Use Only
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IRB: Sample Configuration

« Osaka

set
set
set

set
set
set

interfaces irb unit 10 family inet address 10.1.1.3/24
interfaces irb unit 30 family inet address 10.3.1.3/24
interfaces irb unit 100 family inet address 172.16.1.3/24

vlans v1anl0 13-interface irb.10
vlans v1an30 13-interface irb.30
vlans v1anl00 13-interface irb.100

delete protocols rstp

Fukuoka

set
set
set

set
set
set

interfaces irb unit 30 family inet address 10.3.1.4/24
interfaces irb unit 40 family inet address 10.4.1.4/24
interfaces irb unit 200 family inet address 172.16.2.4/24

vlans v1an30 13-interface irb.30
vlans v1an4(0 13-interface irb.40
vlans v1an200 13-interface irb.200

delete protocols rstp

© 2022 Juniper Networks
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1>%47J1—X / VLAN / LACP OENEMERR

’(/971 —A. VLAN. LACP ODEED ol 9 |\_CJ_ |$€fﬁ&u G

show interfaces (terse)
show ethernet-switching interfaces

show vlans (detail)
show lacp interfaces

PR ER(C XU T ping ZEhL. [OEND D EZMER
e ping [ BHEHLZSD IRBIP 7RL-X ]
o Ctrl+C TIE1E
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XE%E . VLAN ZERU. o2 UM—NesRES di% 5

VLAN Z/EBU. 12971 —ANDiE)

* VLAN 1ER%

lab@Tokyo# set vlans vlanl0 vlan-id 10

lab@Tokyo# set vlans vl1an20 vlan-id 20

ZITVE Y

lab@Tokyo# set vlans v1lanl00 vlan-id 100

« 12HT1—A% NS DM— NIERTEL. #2350 VLAN 2&h1aE 3

lab@Tokyo# interface
lab@Tokyo# interface

lab@Tokyo# interface

ethernet-switching interface-mode trunk
ethernet-switching vlan members vlanlO
ethernet-switching vlan members vlan20

lab@Tokyo# interface

ethernet-switching vlan members v1anl00

XA —Z2T 01— ZDWRRICT NI — MO TENTZ L8,
SEFTIGRESEEZLZHLUTCVET (FMo—=>Fmld, |HICISALRVWTEEWY)

© 2022 Juniper Networks

JuniPer | s

Juniper Business UseOnly T NETWORKS



X2 . Legacy Layer2 Switching ET )L DIBE

—

Legacy (IH) L2 Switching E5 )l (SRX100 ~ SRX650. EX2200 ~ EX4550 73¥)
CIEBEEDFZEIN > RELLF TS
set vlans vlanl0O vlan-id 10

set vlans v1an20 vlan-id 20
set vlans v1anl00 vlan-id 100

set interfaces ae0 unit 0 family ethernet-switching port-mode access

set interfaces ael0 unit 0 family ethernet-switching vlan members vlanlO

set interfaces ge-0/0/1 unit 0 family ethernet-switching port-mode access

set interfaces ge-0/0/1 unit 0 family ethernet-switching vlan members vlan20
set interfaces ge-0/0/2 unit 0 family ethernet-switching port-mode access

set interfaces ge-0/0/2 unit 0 family ethernet-switching vlan members v1anl100

set vlans vlanl0 13-interface vlian.10
set vlans v1an20 13-interface vlan.20
set vlans v1anl00 13-interface vlan.100

set interfaces vlan unit 10 family inet address 10.1.1.1/24
set interfaces vlan unit 20 family inet address 10.2.1.1/24

set interfaces vlan unit 100 family inet address 172.16.1.1/24

delete protocols rstp

JUNIPES | s
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LAB.3
Routing DE%FE
OSPF / Redistribute Static
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Ethernet Switching “EX/QFX"” Course

Topology (Lab.3: JL—F1>4JD

AN ——

A AL

Loopback address

() —TH@)
Tokyo : 1.1.1.1/32 Nagoya: 2.2.2.2/32
Osaka : 3.3.3.3/32 Fukuoka : 4.4.4.4/32

1.1.1.1/32 2.2.2.2/32
Tokyo-X Nagoya-X
ge-0/0/2 ge-0/0/1 ge-0/0/1 ge-0/0/2
—— irb.20 irb.20 2282 3 e
Phssive  irb.100 102.1.0/24 # irb.200 Passile
irb.10 (VLAN ID:20) irb.40
ge-0/0/0 ge-0/0/10 ge-0/0/0 ge-0/0/10
10.1.1.0/24 10.4.1.0/24
172.16.1.0/24 (VLAN ID:10) (VLAN ID:40) 172.16.2.0/24
(VLAN 1D:100) ae0 ae0 (VLAN 1D:200)
ge-0/0/0 ge-0/0/10 ge-0/0/0 ge-0/0/10
irb.10 10.3.1.0/24 irb.40
ge-0/0/2 * - (VLAN ID:30) iw_,__.ge-om&
P'am irb.100 m.so irb.30 irb.200 m‘rﬁ
Osaka-X ge-0/0/1 ge-0/0/1  Fykuoka-X 4
3.3.3.3/32 4.4.4.4/32
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OSPF TO)IL—F1>4

OSPF D% EZ1TVET
* Loopback 7RL'X (lo0) ZE&TET S

lab@Tokyo# set interfaces 1o0 unit 0 family inet address 1.1.1.1/32

« Router ID ZE%TFEI D

lab@Tokyo# set routing-options router-id 1.1.1.

« OSPF (CENIE BTV 2AT1—RAZENIT S

lab@Tokyo# set protocols ospf area 0 interface
lab@Tokyo# set protocols ospf area 0 interface
lab@Tokyo# set protocols ospf area 0 interface

* Passive 1A JI—AZNTEI D

lab@Tokyo# set protocols ospf area 0 interface irb.100 passive
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OSPF: Sample Configuration

Fukuoka

© 2022 Juniper Networks

interfaces 100 unit 0 family inet address 1.1.1.1/32

routing-options router-id 1.1.1.1

protocols
protocols
protocols
protocols

ospf area
ospf area
ospf area
ospf area

interfaces 100 unit
routing-options router-id 2.2.2.2

protocols
protocols
protocols
protocols

ospf area
ospf area
ospf area
ospf area

interfaces 1lo0 unit
routing-options router-id 3.3.3.3

protocols
protocols
protocols
protocols

ospf area
ospf area
ospf area
ospf area

interfaces 100 unit
routing-options router-id 4.4.4.4

protocols
protocols
protocols
protocols

ospf area
ospf area
ospf area
ospf area

0
0
0
0

0

0
0
0
0

interface
interface
interface
interface

100.0
irb.10
irb.20
irb.100 passive

family inet address 2.2.2

interface
interface
interface
interface

100.0
irb.20
irb.40
irb.200 passive

family inet address 3.3.3

interface
interface
interface
interface

100.0
irb.10
irb.30
irb.100 passive

0 family inet address 4.4.4

0

0
0
0

interface
interface
interface
interface

100.0
irb.30
irb.40
irb.200 passive

Juniper Business Use Only
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OSPF DOENFhtEEE O

OSPF OARAI\—DRAT—HARZMHER
DR / BDR D%

lab@Tokyo> show ospf interface

OSPF ZFHTEFE U ZER

%%%EQaCk 7 RUA%ZIX(E7TELT ping . traceroute #E{TU. BIKCIRIBETE AL

lab@Tokyo> ping < 3E% address > source < B#fp Lo0 address >

lab@Tokyo> traceroute < pgst address >
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OSPF O#{FHER @

OSPF XA TEFZUARIBDH 2R

lab@Tokyo> show route protocol ospf

OSPF 7—4~~"—X ( AREA Ct)

lab@Tokyo> show ospf database area O

V=K 7 R)NHL XL TS LSA 2RI

lab@Tokyo> show ospf database router advertising-router < yjm router-id > detail
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OSPF TOIL—F1>%
Static Route @ OSPF \(® Redistribute

« Dummy O Static Route #:%7F

lab@Tokyo# set routing-options static route 9.9.9.X discard

« Static Route % Export 9% Policy Z{/ERk

lab@Tokyo# set policy-options policy-statement EXPORT-OSPF from protocol static
lab@Tokyo# set policy-options policy-statement EXPORT-OSPF then accept

« OSPF (C Export Policy %ZEFH

lab@Tokyo# set protocols ospf export EXPORT-OSPF
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LAB.4
Firewall Filter (ACL) D%E
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Ethernet Switching “EX/QFX"” Course

@© & EX TROLIIC EX DS EX A,

Topology (Lab.4 : 7HTRUZNDIHTE) Tenet77eresiicdeey

@ meO (C Filtering ZMMF T,
FTP 7Ot RZZE 1L TKEEW

Tokyo-X Nagoya-X
ge-0/0/2 ge-0/0/1 ge-0/0/1 ge-0/0/2
irb.100 irb.20 irb.2 # irb.200
10.2.1.0/24
irb.10 (VLAN ID:20) irb
ge-0/0/0 Qge-O/O/lo ge-0/0/0 Q e-0/0/10
1 ]
1 1
1| 101.1.0/24 10.4.1.0/24 ||
172.16.1.0/24 1| (VLANID:10) (VLAN ID:40) | 1 172.16.2.0/24
(VLAN ID:100) o 2¢0 a0 LD (VLAN ID:200)
1 1
I I
1 1
i 1
ge-0/0/0 Q ge-0/0/10 ge-0/0/0 ge-0/0/10
10 10.3.1.0/24
ge-0/0/2 _* (VLAN ID:30) ge -0/0/2
irb.100 T .30 "b 30 |rb 200
Osaka-X ge-0/0/1 9e-0/0/1  Fukuoka-X 4
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Firewall Filter FTv/ B

Firewall Filter DF v/ IEF

¢ Port = VLAN = Router DIEF(CT FF %

=47 ( Egress (I3 DFNE(ICTZEIT)

Router @ FF (&. [@— VLAN A®D Switch /\Zy NIOBERTER0)

Input

CRx Packet)

Port FF

ge-1/0/5

VLAN FFe’

VLAN FF

Router FF

© 2022 Juniper Networks

L 4

Router FF’O
L)

Port FF

ge-1/0/0 ge-1/0/1

Juniper Busines:

Output
’\‘R°“ter FF Router FF
VLAN FF
‘s VLAN FF
Port FF

Tx Packet

ge-1/0/3 ge-1/0/4

s Use Only
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=JLr==—

Firewall Filter 3<1E

Port/VLAN-based FF

firewall {
family ethernet-switching {
filter <filter-name> {
term <term-name> {
from {
<match conditions> ;

}

then <actions defined>;
}
term implicit-rule {

then discard;

« )Ny NE. term O_ERIHSILWITYTEND
o YYFUTZ term @ action 2EITLTHITS
o ERRICEBEEAD deny (implicit-rule) HFENTLD

© 2022 Juniper Networks Juniper Business Use Only

firewall {
family inet {
filter <filter-name> {
term <term—-name> {
from {
<match conditions> ;

Router-based FF

}

then <actions defined>;
}
term implicit-rule {

then discard;

}
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@ Firewall Filter Z{EAHUT Telnet Z i}

Firewall Filter Z:%7E

firewall ethernet-switching filter deny telnet ip-protocol tcp
firewall ethernet-switching filter deny telnet destination-port telnet
firewall ethernet-switching filter deny telnet discard

firewall ethernet-switching filter deny telnet count telnet count
firewall ethernet-switching filter deny telnet accept

Filter Z ae0 1> J)1—ANIEF
set interfaces ael unit 0 family ethernet-switching filter input deny telnet
Filter NEXNRCEZHERR T D128, telnet THEFEHEZR(C IR

lab@Tokyo> telnet 10.1.1.3
Trying 10.1.1.3...

[Ctrl+C TE1E]

telnet LIS D1E(S (ping. OSPF) (IMKIRBIRERCEHHESR
Filter T discard 2N /= telnet DH> F%=HER

Juniper | s
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@2 Firewall Filter Z{E AU TEIEBA > AJ1— A Z i

Firewall Filter Z:%7E

firewall ' ' filter . protocol tcp
firewall ' ' filter _ destination-port ftp
firewall ' ' filter B discard

firewall ' ' filter _ count ftp count
firewall ' ' filter . accept

Filter Z4>AJI—ANEAHT 3

set interfaces 100 unit 0 family inet filter input deny ftp

set interfaces meO unit 0 family inet filter input deny ftp

IN>RITOYT RS FTP TEIR IP 7V RLRICTF I A TERLB ez iR
Filter T discard éﬂt_ ftp DN AZHESR

X% EX. QFX S -XB8 A\0@EEZHEHT 55, 100 BLUF med (EX) . em0 (QFX) A FF ZEAHI2ZMENHD
X% SRX. MX S -XBE B AD@EEZFIET 2155, 100 DH(C Firewall Filter ZEH I 3¢ THIfEHIEIEE
(BIEA>HT1—R fxp0 ADEARIFAE)
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Virtual Chassis &l
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aAC S Cky -3V Ny LI YY)

1= )I\—DEFRER -
VIRNII7ODTIRENICS Y-S BIAA(vFZTI=1L— b

(4 l_m;j-;?\\y k- 5':771 ) NI ZABIZAWF(C A —SBIZAwFERIZFDA)Y M 5U.

Q 9 SH(CIENRHIFERIIRMRARS v — S5 TIR>OADY MRt

L2/L3 Local Devices to Manage
Switching !!! =1

2

FYRNI-JERE

Juniper | s
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=SB ZAYFDO Ay S
\/m{.:ﬁﬁli/\ RO17
EV—T>TI >

o TUEZAYFI7TUw

- HEE|RI-VH

« WERI7>OMA
vEIEROEEME

o« IHINAR-D

« BE—0I>T749774)

o EH—DYR—IAZNPFPRLR
vI\IA=XRERT—>Y

o« J\ANNTA-N>R

. RBEO)\WITL—>

o BZ15-BYEHRK

+

Virtual Chassis [CXBERB XY
YDIRRLEDZE G
EEEE D

/MBS RS — Na]EE
WHERIKRDIYIZAR— AR
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Max 480Gbps Backplane
Per line-card

fl xuﬂ rrm'ih‘rn'ﬁt‘n‘mﬂ
“uﬁ i‘r“rrrﬂ'rrrmh'r‘mﬂ
Tesees T
;mﬂ IS5vy syvevy erys s
“uﬂ rfrml'rrrml'rr"mﬂ
i rfrml'rrrml'rr"mﬂ
(1 un‘i ITPTEY Sy vy vE ey
' _gm ot
CLITT rfm'ih‘rxmt‘r‘r'mﬂ

Max 10 RU AL L2
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uuﬂ fffmh'mﬂh“ﬂ“lﬂ -

IHERD A —BIZAwFE Virtual Chassis F1i

.-.J’

.-J—‘.. -~

B LIS

e —

-y
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Virtual Chassis O MNRO> —

A 10 XN-FTTHNE, ARBN\wITL - L35z ERUZERZ MROS—T L2/L3
D7) &R S DT ENEIEE

= ===[=[=F1] ====[=[=] ====== I======H] = ===[==1] ======1]

Braid Ring XARRT A EARBOIERHIISUT
Copper (DAC/QSFP-DAC) 1 Fiber h"53&1R

= ===[=[=}1] ====[=[=]

======]
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Virtual Chassis D{RA8)\woJL—>

BIE - BSEOI7(I\N— A —Hry~-R—MeEHHAIC
IREE) WO T — AL T VC Zi8BR I AN BIEE

EX3400 3Y—X QFX5100 31)—X

EX4300 >1)—X

PYPTYY P YTY YT PUPTY Y PR eEy | e

- e ¥ =

w - -

u6l. alialanl]aolaolaalanlualun

cobsleelepies: oz sl ool iz cleal: ke

d
~

< =

10G*N Gbps 1RAE/\wITL—> (VCR—R)

o Y
e 1 40G*N Gbps {R3&/\wITL—> (VCR—K)
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Virtual Chassis @ High Availability #£gE

Master RE (CFEENFELEL THEELIETITONVREHER N B 5ER
Non Stop Routing (NSR) &4U Non Stop Bridging (NSB)

Kernel, Fowarding Table. interface info

L3 Protocol State & L2 Protocol State OSPF-BGP neighbor
 Member3:LC 3 c (L3 Protocol)
T L L T L T I T T T T T ey )
) ‘ /
: Member2:RE O ¢
Master RE e ot e i 1 . o e e i »
(Tt n; t‘I‘I’T‘ITjt'I‘.u TL] ROCTTITITIS
| Member1:lC2 ~ ’ >
9 S e T T e ’
MemberO :RE 1 i
Backup RE T T et ) _ e :
T L‘l‘_l_; fI‘IT'ITﬂ.‘I”u TL] Tawswananft v
LACP-xSTP neighbor
(L2 Protocol)

RE R TEEIONINDRAT—HR%ZIE—U TIAINA-N—(HBZBET
FEERFCHITD L2/L3 TOMIINDREZER/IME
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Virtual Chassis ® OS /\—>3> 7w

Non Stop Software Upgrade (NSSU) (CIDEIBE(E. AV R—1TT
AT OIS LER 1 FBUROIEE X T OS OIN—23> Py I %47

request system software

<\ >

non-stop-upgrade !!! ‘
: : Member3 :LC 3 Reboot -
9 PP YY PYP ST PUPRRE PR e

1 . Member2:RE0 e —‘

_ Master RE »
E== PP PP T P PPRE PR e et
Ty hI-VERE \ Member1 :LC 2 Reboot ,

9 allllﬁLlAllmeh,_ 2nd & ‘_-c’

Member0 :RE 1 i —
Backup RE | Reboot -
PP PP PTPR PUPRET P | awelt ' B

BEIBE(CLD Upgrade IV ROFEIFE, 2% RE. Linecard EEICHBIZENL THr OS 252 BRI 318
FAN—REBEDA>HI1—ADIRERE K ZEDEE NSR/NSB EQHFET OS 7vIJL— hﬂ%@%ﬁ.ﬁfzaﬁd b9 32N B]EE

MXINTOIRIRT 1 BURDOII AL LIRS DED TEHNFRA RIRCSUILERIORITZHERL TEDET
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Virtual Chassis Mixed Mode

ERIATATAE—RDT1>H—R% Virtual Chassis N TUNEAIRERR I8
1GbE H*5 10GbE H—/)\—AD>— LALARITRY -

Devices to Manage
=1

1

==

PR NE PERYRY Ry e

PERTE PR RYEY Py ey

CIITT ﬁf‘xffﬁ'ﬂ'ﬂﬂﬂl‘fﬁﬂ'},_q e/

RyRDI—-HERE
EX4300 EX4300 QFX5100 QFX5100

40GDbE storages

% EX3300. EX3400 T(d Mixed Mode Virtual Chassis (39— &N TFEA
JUnipPer | o
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FUNTIIA—-T54X (450 1—YN(IFET) (CHlT
c7 > )V A% —D0 EX3400 Virtual Chassis TUXZE 9 31

|J_

Building 1 Building 2 Building 3 Building 4

Core

p—
EX3400 Virtual Chassis %

. Vi i # S A0 —Bwk P SKESRTRIET.
. 0o/ NW A 1 BOZAF TIRET B3 Virtual Chassis #2001/ V)>4J 70—y b, EILE THEETBELT

= 2K 80km FT% Virtual Chassis ® 10GbE /\w/ L —>TINE
» STP ZHEBRUIERY NT =7 H1>

= YIS IR— ROHIR
» HEEIBET /LR
= High Availability Virtual Chassis
» VRRP V&M —T1>7 VLAN OEENTE
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EX4600 Virtual Chassis X v > /\X(CHIFD

Aggregation / Core A{wFEULTE

ERSLK

EX4300
Virtual
Chassis —
x10
Closet 1A

EX4600 Virtual Chassis

» 10GbE LAG ([C&2D17U> 90—y 07y IV Y
= D EX3400 N\—Fv) - Sv—3I 2T EUEIZF->TINE

© 2022 Juniper Networks

Building 1 Building 2
"= L1 ? L1 = L] [ = L]
EX3400 EX3400 EX3400
Virtual Virtual — Virtual
Chassis Chassis — Chassis

x10 x10 x10

Closet 2A Closet 2B

®

» BIFEOT7IVS—-23>/07 Ay FELCERL TERIRIR IR
NTOA—=N>R
« JAMZ 1/8(C
= NTA-XDR(E 4 18I
= STP ZHEBRUIE Ry ND =057 H 1>
= VRRP DEMBIL—T1>7. VLAN OEIBNRE

Juniper | e
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Closet 1B

= ==,

EX4600 l
Virtual Chassis Core
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IEEENBENTZ TV )N AR NT =D 7%
1 v O Virtual Chassis TURZE I 345l

Campus-D Campus-E

EX4300 EERENS RAREA ARmEEE RERREE wuwE

/L EX4600
\ Campus-A AD

EX4600 & EX4300 o ~xO0km
Mixed Virtual Chassis .
Virtual Integrated Remote Campus . gminseni+vecxzyhI—ss—aoma
S-S TERT BTN AR

Juniper | s
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QlLl

8 ¢ Virtual Chassis (CEBAXUw K

BAT 10 BORAYFETH |
—DORIESY—SEUTERTE. EIRERNFIEE

YRR (CRENTZT ) \A A THHOTHIRIER (SRS PIEE

only 71 L4

BR3T5YNIA— LB TOIN—FvIL v —4EHE
(e.g. QFX5100 + EX4300)

17, 1G/10G/40G 7IT A NRIX
RO —EXLANJUTIGUIER R 1 VC Z iz
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Virtual Chassis Deep Dive
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Virtual Chassis Backplane Cabling

Option 1 - Dedicated Virtual Chassis Option 2 - Dedicated Virtual Chassis
Daisy-Chained Ring Braided Ring

Longest Virtual Chassis cable spans the entire Virtual Longest Virtual Chassis cable spans three switches
Chassis « VCOEA. 8% 9 23m £THLERY 26t 575
o EBIUTIRIERSE
« VCOES-1&lE VCr—JIORAE 5m LA

Juniper | s
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Virtual Chassis Backplane Cabling

Option 3 - Extended Virtual Chassis

a

Dedicated Virtual Up to 80 km >
Chassis Backplane 10GbE or 40GbE Virtual Chassis Extension

Virtual Chassis Location #1 e, &l Virtual Chassis Location #2

&
Pty hﬂﬂ“ﬂi_;;”

10GbE or 40GbE Virtual Chassis Extension

Extend height and/or width of Virtual Chassis by GbE or 10GbE uplinks
o ATFVIZADOHR— NI BIEREE THLEREIEE  (70km)

Extend Virtual Chassis across:
o DA(YULIHI0-Cy M TeiE:
o TATIH-RNSVI MR TR
o THATIA-DOFEMR AR, RE
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Virtual Chassis Backplane Cabling

Option 4 -Virtual Chassis Mesh

h-rrmk-rrn—rh'rn1 Py . _ _, h-rrmk-rn-rrih'rn1 ' PPy TS mmmi ' Py PTyY Tiain _n
10/40GbE Virtual Chassis Extension

Extend height and/or width of Virtual Chassis by GbE uplinks
o ATF4YIRADOYR— NS BIEEEE CHLEREIEE  (80km)

Extend Virtual Chassis across:
o TATA-NIYVIER IR
o T=ATIH-DFER i
o T=A—1>245—0D WAN Z#lZ Jc3ght. 2E

Juniper | s
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Virtual Chassis Dizft 57A5CDOWT -1

VC Z1ER I BFRIC(E. VC RN\ ITL > (VCP) EtZiEHI 2N E
T3y RIA—ACE O TTIZHERFOIRRET VCP NERESNTLDREDEEI TRVEDNHD

EX3300 >U—-X EX4300 >U—-X QFX5100 31)—X

asjasiasianinainnfasiasiasiasiasianfesasissesiananfanianianianianiangEl e
R e e CHRER COMRRCRITT || =

I7A)N— . FI4)L O VCP T7A)8—-

: FIAIL D VCP \ o
=gy (xe0/1/2-3)  Jpq)i—. 7T ND VCP (BL) A YRy~
L —HZy =~ (et-0/2/2~3)

J74 I\ =04 =52y MR— bz VCP (CO2\-hF 30V REELTFTEITOIEE
WHE(IHUT VCP O EEN - HIBRZU LT VC &tz EhtE

request virtual-chassis vc-port set pic-slot <pic-slot> port <port-number> member <member-id>

request virtual-chassis vc-port delete pic-slot <pic-slot> port <port-number> member <member-id>
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Virtual Chassis DJ2R—%>
“Master”. “Backup” $&LU “Linecard”

« Master switch (active RE)
« fBEIEHINE VC switch ® 1DDX(YFHNYRI—(CD
JUNOS %##2E1LTHD Virtual Chassis DEIE# i
« IATO Virtual Chassis #EIE I 37 —E>H LU M-IV TONIVZEWESED
« INTDAIHITI-RAEEIETE, \—ROT7IAT—FT1>J DEIRZENE

 Backup switch (backup RE)
« PBEIEHENT VC switch ® 1 DDA YFHI\wH 7w (B
JUNOS #HEEIL THDN\wI 7y TE LTI A — L% % E i
+ GRES {#RE (4. REO &/\— RITFIAT—T 4> 55— T % EHR
« REO H'HPELITIZEIC REO (CEDD, Sv—SOBIBY( I - ABIE% XKl

e Linecard switch (Linecard)
o ZDMBDATIN=(CROITVBAMYFIETIRTIA I H—RICRES
JUNOS Zi#e &L TEDIM > h—REULTEME
« Non Preprovisioned Mode DiZ& . YXAA—M\woPyITHMIELIESE. 514> h— ROVEDHFILW I 7Y TEL TENME

Juniper | o
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Virtual Chassis Dfghpk 5 iACDOWT -1

VC ZA&R 9 BPRIC(.
Plug-and-Play T®D VC #&pkZigt9 % “Non-Preprovisioned mode” &
HAKPEDRTEIZAICLD VC Z18R% 9 3 “Preprovisioned mode” H'5:1EIRHE]EE

Non-preprovisoned Configuration

- NAA—- L7323 - PITUXLICEDBEBNIC VC 21K T 22 EN R EE
Master-ship priority fEYFCE)ERF(CLD. master / backup / linecard ZR1E
Master / BackupRE (&. master-ship priority 255 Z#t32

- RE DFEERF(C(E. Linecard 1&DHH5 1 51 RE (CHIEI S

Preprovisoned Configuration
- BA7RBY(C RE ° Linecard (C3ETE UL AMYFZ/ERR T DL T LDBATRBVIERDZEIRE Advanced License DJEEZHNIZ LN O] E
% NSSU (2 Preprovisioned Configuration TOHHH—h

Jjuniper | om
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Virtual Chassis D5k 5 iA(CDVT - 2

SORIZENKRDSN DY NI —IADT TOA/RE (L “Non-Preprovisioned mode” T VC Z1&5%
“Non-Preprovisioned mode” T(EFHETEINTIL-IVICEDE. EOEAFN Routing Engine D& E %
HESHNEFIICETEINT VC iMEREN 3

. NA5—RE (REO) #E
FCEN T BELECFIARTORAMYF TATIEB LB DT, YAT—DEENMTHND
Master 1ZEE DESTIEAL:
1. YRI-vTDEBLEIBMNREESV ( 0—255 FTOEIIERL. T4 ME( 128 )

> set virtual-chassis member <member-id> mastership-priority <priority 1-255>

2. IETEHEL COVEEEICN R —(SGETESNTLE
3. RBLTVSHENEL (REIL TV 1 S LESES
4. MAC 7RLAD/NEWNED
MR- INBESNIAS, Y29— RE LRGEESRICLD. N7y T RE 2 vFOEENEHEENS

. Linecard
IN=Fv) - Sv—%BR% I BIRDDAAYFIE. TAHh—RELTEME
A= )\ TS hOERICEDITAIUIEIBZE . YA9— RE EAUETEARICEDSTAh— RhB)I\wI 7w T 24 wFDI1ETE % Eli
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Virtual Chassis D&% 3 7A(CDULT - 3

LOE L) SLA HiskDBEN 2Ry NI—IADT TOA/BECIE “Preprovisioned mode” T®D VC #akH
HLRERS

“Preprovisioned mode” TIIERTE(CLDIVTILTDI\—RI17E Role BIR(CLALNETEULERL.
OS 7Y —REFICZZN AR I H4 ATOERRTE T ZEAFFCE% NSSU  (Non Stop Software
Upgrade) Y—EXANEHEN2S

virtual-chassis preprovisioned Preprovisioned mode ZE=

virtual-chassis member 0 role routing-engine

virtual-chassis member 0 serial-number 111111TW111
virtual-chassis member role line-card
virtual-chassis member serial-number 222222222222
virtual-chassis member role line-card
virtual-chassis member serial-number 333333333333
virtual-chassis member role routing-engine
virtual-chassis member serial-number 444444444444

EENDELR 2 & T Routing-Engine Role ZE=.
ZOMBOEIRD Role (FIART Linecard

Juniper | ws
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Virtual Chassis DMEEE G ECDOVT -1

lab@lab> show virtual-chassis ?

root@Juniper> show virtual-chassis ?

Possible completions:
<[Enter]>
active-topology
device-topology
login
mode
protocol
status
vc-path
vCc—-port
|

{master:0}

© 2022 Juniper Networks

Execute this command
Virtual chassis active topology
PFE device topology

Virtual chassis mode information

Show virtual chassis protocol information
Virtual chassis information

Show virtual-chassis packet path

Virtual chassis port information

Pipe through a command

Juniper Business Use Only
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Virtual Chassis DR 7ACDOUT - 2

“show virtual-chassis status” JY> RICTHgRkSNTZ VC DIRREZIEER I DCENBIEET T

root> show virtual-chassis status

Virtual Chassis ID: 0019.e255.3740

Mastership Neighbor List
Member ID Status Serial No Model priority Role ID Interface
0 (FPC 0) Prsnt BM0208124253 ex4200-24t 128 Master* 1 wvcp-0
vcp—1
1 (FPC 1) Prsnt BM0208124327 ex4200-24t 128 Backup vep=U Non-Preprovisioned Mode D155 Default T(J
vep-1 FNRTOA>)\—D Mastership Priority (& 128 L7123
2 (FPC 2) Prsnt BM0208124235 ex4200-24t 128 Linecard vep-0 (RE (INZ27ILT 255 ((EEI B L=HER)

vep-1
Member ID for next new member: 3 (FPC 3)

root> show virtual-chassis status

Preprovisioned Virtual Chassis
Virtual Chassis ID: 0019.e255.3740
Mastership Neighbor List
Member ID Status Serial No Model priority Role ID Interface
0 (FPC 0) Prsnt BM0208124253 ex4200-24t¢ 129 Master* 1 vcp-0
vep-1
1 (FPC 1) Prsnt BM0208124327 ex4200-24t 129 Backup vcp-0
vep-1
2 (FPC 2) Prsnt BM0208124235 ex4200-24t¢ Linecard vep-0
vep-1

Preprovisioned Mode D155, RE O Mastership
Priority ' 129 £1220,
Linecard @ Mastership Priority (& 0 £123

Juniper
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Virtual Chassis OfEzE 5 ECDOWVWT - 3

“show virtual-chassis vc-port” Y RICTVC /\WHITL —>DIRRERMEER I ACENBIEET T

root@Juniper> show virtual-chassis vc-port

Interface Trunk Status Neighbor

or ID ID Interface
PIC / Port

vep-0 Dedicated Up vep-1

vep-1 Dedicated Up vep-0

1/0 Configured Up vep-255/1/1
1/1 Configured vep-255/1/0

Interface Status Neighbor

or ID Interface
PIC / Port

vep-0 Dedicated Up vep-1

vep-1 Dedicated Up vep-0

1/0 Configured Up

1/1 Configured vcp-255/1/0

Juniper
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Virtual Chassis Mixed Mode

QFX5100. EX4600. EX4300 RECBVT(E. BRrIXTATDISVNIA-LZ 1 BEDOVC ELT
IBRSEDIEERIRE

ZDimAE. VC ([HHMAADHICLATFOIVRT VC @ Mixed Mode ZE S U (H##s%Z Reboot 95
ENRE (VCZIBRR I DX N -2 TOERTEEIDENNE)

request virtual-chassis mode mixed
request system reboot

QFX5100 EX4600 EX4300
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Juniper Business UseOnly T NETWORKS



Virtual Chassis ANDV7JTA(CDWT -1

I

Virtual Chassis Z1g5% 9 3L EBEIEDAMYFN 1 BEDRES v —SBIZ(yFELTEME

VC ADT7JZA(d Console & LR T —V#RHE ZBIADEIRRNHDFTI N ENENLLT OERE
B CTEME

o I2Y-ITIER
2y ND—JEBEIMERDOIA>N—REOT>Y—IUR—MIHE#HT I BE . 3 IRT >3 HNERRI(C
Master RE (CUSALIhEND  (MDIEBRIRIGAIZRUCT DERC RE (L7 HIENA]HE

Master RE

PP YYT PYYPYY PP UYY PYyT Y T
?@ " Console

FyhNI—EIRHE Backup RE

T I T T T T e
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Virtual Chassis AND7JTA(CDWT -2

e RYNI=I7JtAX

RIEEIEYRLATHD VME (Virtual Management Ethernet) (CIP VRLAZAI5IBIET
Master RE h' VME 7 RLUZAD 7 I ZAER(SGRE%1TD

CNUCEDVEDD IP 7 RUATIRBS A =S ADRY NI I 7 I A MR HEN S

set interface vme unit 0 family inet address <address/mask>

r—JV>7) (& Master RE (C120D52 2 DOEARTOHI 7Y TS THIFIFMEEAE

— BEBTI A
h
—> <_—>
SSH. Telnet.
FTP. etc...

m.  Master RE

Ty hD-JEEE
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Virtual Chassis @ HA #£EE(CDULT

Routing Engine (RE) DFEERFCHEBEDSRRIDBENDDZIRH T BIHIC(E.
BUITFD 4 17D EIAZLTHCENNE

VC O#HARER IS TERLTULA L2 / L3 JOMIIVOIELEICPES I D 4 TDERTE(T
HEACIRAUTHOCENHELR LR D

EX3400 / 4300 / EX4600 / QFX5100 :/U_Z“ Kernel 1° Interface. L2 / L3 7—7J)l% RE I CEIHA

chassis redundancy graceful-switchover L3 O FORNILZF—4 2% RE BTCEER

routing-options nonstop-routing
protocols layer2-control nonstop-bridging L2 0JORIIVAT—HA% RE fE CHEIEA

system commit synchronize .
J Y BELHL

EX3300 >)—X
set chassis redundancy graceful-switchover
set routing-options nonstop-routing

set ethernet-switching-options nonstop-bridging
set system commit synchronize

JuniPper | s
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Virtual Chassis /\w/J L —A&58(C DT

[a— VC XN\ - TERDIRE v T —>

(VCP) hMEftenizez VC hEdeakd 5L,

ZOEIFEEIRIC LAG HMEREN. / \‘J’Jj’l/ SO OE x N A\EIFEENS  (BRTE

Juniper Business Use Only
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Virtual Chassis (CBdARF 1A~

PAF(C Virtual Chassis Z##5i 9 32 1B ERDHDEFI DT ME(LUTTSHIBEEL

- Links

https://www.juniper.net/techpubs/en US/junos14.1/information-products/pathway-pages/qfx-
series/virtual-chassis.pdf

https://www.juniper.net/techpubs/en US/junos14.1/topics/concept/virtual-chassis-ex-qfx-
series-mixed-understanding.html

- Whitepaper
http://www.juniper.net/us/en/local/pdf/whitepapers/2000427-en.pdf
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https://www.juniper.net/techpubs/en_US/junos14.1/information-products/pathway-pages/qfx-series/virtual-chassis.pdf
http://www.juniper.net/us/en/local/pdf/whitepapers/2000427-en.pdf

Virtual Chassis ([CEHI 3 RFI1X> b

Virtual Chassis for Cloud Builders
http://www.slideshare.net/JuniperJapan/vc4-cb-201505
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Ethernet Switching “EX/QFX"” Course
Topology (Lab.5 : Virtual Chassis Z&8k)

EX3400 Rear View

Tokyo
Nagoya

Osaka

Fukuoka PR P D : 10GbE VCP
(xe-0/2/0-1) (xe-0/2/2-3 configured)

% EX3400 3)—X(FTHZHEAREET(E 2 DD 40GbE 1>5J1—AN VC Port ELTT IAINTERTE
AR =2 TRI-TILOEE £ 4 DD 10GbE A >5—JIAADS5EED 2 1R— Mz VC Port LU THRIERTE
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VC FriHEE O

VC Z¥&Rk I BBI(C. EE{RD EX TLL T ZZR1(CHESR
« Member ID H “0” T&HdE
« Member ID for next new member H' “1” THdE
« Mixed Mode H* “N” Ffz(d “NA” £R2H>TWBTE
 Master priority H' “128" THB &

> show virtual-chassis
Virtual Chassis ID: 2d%0.26d8.22f2
Virtual Chassis Mode: Enabled

Jlnl

Mstr Mixed Neighbor List

Member ID Status Serial No Model prio Role Mode ID Interface
0 (FPC 0) Prsnt BR0208392392 ex4200-24t 128 Master~* N

Member ID for next new member: 1 (FPC 1)

« Config _E(C virtual-chassis (CEIET 25 EMAIEADTVRNTE

« EX ® Junos SW \—=3> MBO X )N —L[E—THDE

Juniper | s
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VC

Jlnl

VC (CfEAY dh— hOEEZEER

« 2 DMDI—K2/2 . 2/3 i VC Port (TERTESNTWATE

SHITESS @ EX3400

 Type H' Configured ERRENTLVBE
» Status ' Absent . £Jz(& Down TH3E

{master:0}

1ab@EX3400> show virtual-chassis vc-port

Interface
or
PIC / Port
2/3
2/2
1/0
1/1

© 2022 Juniper Networks

Configured
Configured
Configured
Configured

Trunk
ID

Status

Absent
Absent
Absent
Absent

Juniper Business Use Only

Neighbor

ID

Interface
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@ VC Basic Setup (non pre-provisioned)

Tokyo LISMDRA(YF T, &EilR% OFF

root> request system halt at now

( Tokyo #) VC EBIBFRA>YI1—AELT me0 DETEZ vme [CEE

# rename interfaces me0 to vme

# commit

Tokyo & Nagoya @ VC Port Z1&#tL. Nagoya D&E/EZ ON
Tokyo H* Master [GETESHL. Tokyo O IP 77 RL X (CHBEfT

[E4KR(C. Osaka. Fukuoka ZZNZNIE(CIEHEL. ERZICE)
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O VC EANTERAER
« BUTFDOINY>RT VC DAT—ARZHERR

> show virtual-chassis status
> show virtual-chassis vc-port

> show virtual-chassis login

o BUITOIYURTVC AIN—DHEERICOT (>

> request session member <member-id>
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@ mastership priority DZ% (non pre-provisioned)
« Mastership Priority ZZ 82U, {£20 EX Z Master RE . Backup RE [CIETE
« LITO%TEZ Master LI TUVVBAA(YF TEIT

root# set virtual-chassis member 0 mastership-priority 255
root# set virtual-chassis member 2 mastership-priority 255

root# commit synchronize

=== Master Priority =255

Master Priority =255

===I=I==LL]

Juniper | o
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@ mastership priority DZ% (non pre-provisioned)
« Mastership Priority "Z&EIN ., ATF—FANEFFINcELZMER

root> show virtual-chassis

root> show virtual-chassis vc-port statistics

« Tokyo & Nagoya [BID VC 7—J )V &1kEU. AT —F A VC — NDEBRBZ T

=== === Master Priority =255

=====I=LL]

==I====00  Master Priority =255

======

© 2022 Juniper Networks Juniper Business Use Only Junlper | 1
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® Virtual Chassis DUt~

o VCZEAALT, 4 BDERIRAIMYFICRYT

e VCP Y - ZIRE, BA(YF CRAT—HIRZHET

. ERARE, LUTFINVORZEEITLU. BB VCBERZBEE (3¢ BUTF (3 Backup-RE OfF1)

virtual-chassis
virtual-chassis

virtual-chassis
virtual-chassis
virtual-chassis

reactivate

recycle member-id 0

recycle member-id 1

recycle member-id 3

renumber member-id 1 new-member-id O

======L1]

O
=== ===

© 2022 Juniper Networks

Pre-Master RE
member-id O

Pre line-card
member-id 1

Pre-Backup RE
member-id 2

member-id 3

Juniper Business Use Only
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Virtual Chassis /\>> XA [GR#RE

X @, ® OFEFE AI-RD\OZXA>TIFEMULEFEA

=Jur==>

@ Pre-provisioned configuration T VC 5%1E
® Virtual Chassis HA ( Virtual Chassis TTEAGM DL TE)

Juniper Business UseOnly T NETWORKS



4@ Pre-provisioned configuration
« VC % Pre-provision Configuration TH&hk

* Master RE (LA FOFEEZIRAR. &AZ/\—0D VC h— Mt

virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis
virtual-chassis

preprovisioned

member
member
member
member
member
member
member
member

0

role routing-engine
serial-number XXXXXXXXXXXX
role line-card
serial-number XXXXXXXXXXXX
role line-card
serial-number XXXXXXXXXXXX
role routing-engine
serial-number XXXXXXXXXXXX

© 2022 Juniper Networks

===l Role = Routing Engine

======

==I==I=[=—L

et T Role = Routing Engine

Juniper Business Use Only
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®) Virtual Chassis HA

« RE [EOT=7ILJOMNIIVORERESEZITICE T, RE EEDS I A(4 A2 ERRITD

chassis redundancy graceful-switchover

routing-options nonstop-routing

protocols layer2-control nonstop-bridging

© 2022 Juniper Networks

system commit synchronize

=== ===

=== ===

=== = ==L

======L]

Role = Routing Engine

Role = Routing Engine

uniper Business Use Only
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®) Virtual Chassis HA

« OSPF Di%TE%Z VC-1 - VC-2 (I AUT4&(C. Master RE %z Halt UCT NSR ORNEZMER

[ VC-1(192.168.1.1) }

Lo0:1.1.1.1/32

=== ===

=== ===]
=== ===

Role = Routing Engine QEINE=T—=—===1==T]

Role = Routing Engine 0

ae0(ge-1/0/23) aeO(ge-1/0/23)
ae0(ge-2/0/23) aeO(ge-2/0/23)

ae0 10.1.1.x/24

© 2022 Juniper Networks
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[ VC-2(192.168.1.5) }

Lo0: 2.2.2.2/32

Role = Routing Engin

Role = Routing Engin

Juniper | e
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®) Virtual Chassis HA
. EHSTIL
VC-1(192.168.1.1)

chassis aggregated-devices ethernet device-count 1
interfaces ge-1/0/23 ether-options 802.3ad ae0
interfaces ge-2/0/23 ether-options 802.3ad ae0
interfaces ae0 unit 0 family inet address 10.1.1.1/24
interfaces 1o0 unit 0 family inet address 1.1.1.1/32
routing-options router-id 1.1.1.1

protocols ospf area 0.0.0.0 interface ae0.0

protocols ospf area 0.0.0.0 interface 100.0

VC-2(192.168.1.5)

chassis aggregated-devices ethernet device-count 1
interfaces ge-1/0/23 ether-options 802.3ad ae0
interfaces ge-2/0/23 ether-options 802.3ad ae0
interfaces ael unit 0 family inet address 10.1.1.2/24

interfaces 100 unit 0 family inet address 2.2.2.2/32
routing-options router-id 2.2.2.2

protocols ospf area 0.0.0.0 interface ae0.0
protocols ospf area 0.0.0.0 interface 100.0
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(® Virtual Chassis HA X SRBOH
. WEERSEL
( VC-1 @ Master RE ZBFEIL. XIED VC-2 Al OSPF neighbor ANV EZHER)

VC-1(192.168.1.1)

{master:0} [edit]
root@Tokyo-1# run request system reboot member 0 at now
Reboot the system at now? [yes,no] (no) yes

VC-2(192.168.1.5)

{master:0} [edit]
root@Tokyo-2# run show ospf neighbor detail
Address Interface State ID

10.1.1.1 ae0.0 Full 1.1.1.1
Area 0.0.0.0, opt 0Ox52, DR 10.1.1.2, BDR 10.1.1.1
Up 00:03:24, adjacent 00:03:24
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Virtual Chassis OE R COMEER A

 Virtual Chassis MJARE(S Status LED ZB R 9 3L TIRREDMESRZTOCEN B EE

| QFX5100 DIBE | | SYS (System) |

¢ SHAT : SAFLMINT—AT, BU(E Halt {RAE
* T @ Junos NA1YF ETENMEL TLHIRRE
JUﬂ PEl con O NS « mUR . Virtual Chassis (VC) OX2)\=ZAvF

—"II-'_'-|II

ALM ()
5YS

irzzzil) L ‘ MST (Master) ‘

D =iy = I |
COR2e *‘ « JHAT : VC O Linecard LU TENMF

~ o =T 1 LUFOSBENDDIRRE

| | 2 KPO—> 2 AYF

« VC D Master RE Z(VF
O @ 006G 2 © VC O Backup RE A vF
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Virtual Chassis OE R COMEER A

 Virtual Chassis MJARE(S Status LED ZB R 9 3L TIRREDMESRZTOCEN B EE

 EX3400/EX4300 DHE | | SYS (System) |
O « BT : Junos FALYF ETEIEL TOBIRAE
| © RUR . AAYF DB OIRE .
EX3400 PoE+ Em@ ) sro o SEAT ¢ SAFABINT—AT, B Halt 4R 78
unos “mO | O ox
*J Yoy e ?:E MST (Master)
|
A + Standalone D&
Ten 00 e nen . « KT ¢ SRATLNINT-AT, HEULL(E Halt TARE
o « =T 1 Junos WM AAYF L TEMEL TLHIRRER
O) @@ @
« Virtual Chassis D&
EX4300 b OaLm « =T : VC D Master RE R(YF
© ‘ ‘ = Om . 5/}732 : VC O Backup RE Z(wF .
RUNNING JUNOS e  JHXT : VC O Linecard R1vF. £LL(F Halt X 7&

© 2022 Juniper Networks Juniper Business Use Only 2T TRETwoRKs



THANKYOU

Jun”:)er | Driven by

NETWORKS Experience-



Appendix
A. TIPs to be Junos Experts
B. Multi-Chassis LAG
C. Zero Touch Provisioning
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Appendix A:
TIPs to be Junos Experts
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FERIDERR

o FREEVEENNI IS 1—MNMIENTZEE(CE, Junos (CRIBAIZERSIFED=SEX
oot BEIREOIFEZFSITAEN ] EE

root> show version and haiku

root> show version and haiku root> show version and haiku root> show version and haiku

Model: ex2200-c-12p-2g Model: ex2200-c-12p-2g Model: ex2200-c-12p-2g

Junos: 14.1X53-D25.2 Junos: 14.1X53-D25.2 Junos: 14.1X53-D25.2

JUNOS EX Software Suite [14.1X53-D25.2] JUNOS EX Software Suite [14.1X53-D25.2] JUNOS EX Software Suite [14.1X53-D25.2]
JUNOS FIPS mode utilities [14.1X53-D25.2] JUNOS FIPS mode utilities [14.1X53-D25.2] JUNOS FIPS mode utilities [14.1X53-D25.2]
JUNOS Online Documentation [14.1X53- JUNOS Online Documentation [14.1X53- JUNOS Online Documentation [14.1X53-
D25.2] D25.2] D25.2]

JUNOS EX 2200 Software Suite [14.1X53- JUNOS EX 2200 Software Suite [14.1X53- JUNOS EX 2200 Software Suite [14.1X53-
D25.2] D25.2] D25.2]

JUNOS Web Management Platform Package JUNOS Web Management Platform Package JUNOS Web Management Platform Package
[14.1X53-D25.2] [14.1X53-D25.2] [14.1X53-D25.2]

—~—E e A D
. S s A T

Only one finger typing. The next generation starts Days of lab exercises:
FEasy: commit scripts. Gotta get more sleep JNCIE.

XAV RZFTDE. EIOIRIAERRIANRRENSD

Juniper |z
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SGTEDIE —
e copy IV RICEDIFFEDRTEZIE—I B ENT]EE
ge-0/0/1 D& TE%Z ge-0/0/0 AJE—

root# copy interfaces ge-0/0/1 to ge-0/0/0

root# show interfaces root# show interfaces
ge-0/0/1 { ge-0/0/0 {
unit 0 { unit 0 {
family inet { family inet {

address 192.168.1.1/26; address 192.168.1.1/26;
ge-0/0/1 {
unit 0 {
family inet {
address 192.168.1.1/26;
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SIEDS SR

e rename Y RICEDERTEUSE variable PIL XD MrEFHAZ B EHDHE
ge-0/0/0 @ address z 192.168.2.1/26 N\ZE &

root# rename interfaces ge-0/0/0 unit 0 family inet address 192.168.1.1/26 to address 192.168.2.1/26

root# show interfaces root# show interfaces
ge-0/0/0 { ge-0/0/0 {
unit 0 { unit 0 {
family inet { family inet {
address 192.168.1.1/26; address 192.168.2.1/26;
ge-0/0/1 { ge-0/0/1 {
unit 0 { unit 0 {
family inet { family inet {
address 192.168.1.1/26; address 192.168.1.1/26;

Juniper | ze

NNNNNNNN

© 2022 Juniper Networks Juniper Business Use Only



RTEDIEEHDEA

* replace IY > RICEDERTERNDN FH ZEIR T DIEE P EE
ge-0/0/0 O address z 192.168.2.1/26 NZ5E

root# replace pattern /26 with /24

root# show interfaces root# show interfaces
ge-0/0/0 { ge-0/0/0 {
unit 0 { unit 0 {

family inet { family inet {
address 192.168.2.1/26; address 192.168.2.1/24;
ge-0/0/1 { ge-0/0/1 {
unit 0 { unit 0 {
family inet { family inet {
address 192.168.1.1/26; address 192.168.1.1/24;

Juniper | a
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activate / deactivate

 deactivate IV RZ{EDCET. sHTED—EPZHIPRT DERCEINCT BENBIEER
DT, BERFOYID DI REIC(ER
192.168.1.2/24 Z##Xh1L

root# deactivate interfaces ge-0/0/1 unit 0 family inet address 192.168.1.2/24

root# show interfaces root# show interfaces
ge-0/0/1 { ge-0/0/1 {

unit 0 { unit 0 {
family inet ({ family inet ({
address 192.168.1.1/24; address 192.168.1.1/24;
address 192.168.1.2/24; inactive: address 192.168.1.2/24;

192.168.1.2/24 O t=AEFR (B%110)

root# activate interfaces ge-0/0/1 unit 0 family inet address 192.168.1.2/24
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wildcard range set / delete
» wildcard range Y RE{ERHTBET., 12A—JIA AREEE DI RIS U TEU

s IENBZEA I DIENEECA]EE

root# show interfaces
root#

root# wildcard range set interfaces ge-0/0/[0-3,5,!2] mtu 9000

[0-3,5,12] >0~ 3 & 5. 212U 2 (FBRC root# show interfaces
ge-0/0/0 { mtu 9000; }

N o oo

ge-0/0/3 { mtu 9000; }

ge-0/0/5 { mtu 9000; }
ge-0/0/0. 1. 3. 5 ® MTU SHEHN—ETIHAINTWVDS

NNNNNNNN
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wildcard range set / delete

 [AFKIC delete HEIHEE

interfaces

root# show
ge-0/0/0 {

ge-0/0/1
ge-0/0/3
ge-0/0/5

root# wildcard

© 2022 Juniper Networks

mtu
mtu
mtu
mtu

9000;
9000;
9000;
9000;

range delete interfaces ge-0/0/[0-1] mtu

uniper Business Use Only

root# show interfaces
ge-0/0/3 { mtu 9000; }
ge-0/0/5 { mtu 9000; }

NNNNNNNN
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Interface-range

« interface- “range 7@31@, 193 LT EBEDAA-T14 A% T I —TEUTHIBEDEETE
ZITOENBIEE, COEETE(L wildcard EEBDTI I T NIRITFEIND A, Eﬂﬂﬁb

CUERXIHRA duRfE(L_;(j-a_é%;ED RUOFIFHN BT EE

root# show interfaces
root#

root# set interfaces interface-range CLIENTS member-range ge-0/0/0 to ge-0/0/1

root# set interfaces interface-range CLIENTS member ge-0/0/3
root# set interfaces interface-range CLIENTS mtu 9000

root# show interfaces
interface-range CLIENTS {
. _ . member ge-0/0/3;
clients EOVDAD\—=(CADTLVB,

S member-range ge-0/0/0 to ge-0/0/1;
ge-0/0/0-1. 3 D MTU z—3E5%TE ntu 9000
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Interface-range

» range NOERIA > A—-J11{ ABIASFBEDRTEZEN I3 LE0]EE

root# show interfaces
interface-range CLIENTS {
member ge-0/0/3;
member-range ge-0/0/0 to ge-0/0/1;

mtu 9000;

root# set interfaces ge-0/0/0 unit 0 family inet address 10.0.0.1/24

s

clients tb\5\>‘(>/ (—F@ETan
S EZ IF EB{RICERTESSTE

© 2022 Juniper Networks
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root# show interfaces

interface-range clients {
member ge-0/0/3;
member-range ge-0/0/0 to ge-0/0/1;
mtu 9000;

}

ge-0/0/0 {
unit 0 {
family inet {
address 10.0.0.1/24;

Jjuniper | e
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fEEE0ZE) - 1
UBSIE D TEZEEMERL I BIRIIPEEZFZEN I DCETIERL I DB 2 ABE T B e

« Bl 1: FW J(ILIDEETE ( top DFEENSERIE)

[edit]

set firewall family inet filter FW-FILTER
source-address 10.10.10.0/24

set firewall family inet filter FW-FILTER
destination-address 192.168.1.0/24

set firewall family inet filter FW-FILTER

# show firewall
family inet{
filter FW-FILTER({
term BLOCK({
from/{
source—address{
10.10.10.0/24;

dscp csb
set firewall family inet filter FW-FILTER

port https
set firewall family inet filter FW-FILTER

port http

}

destination—-address/{
192.168.1.0/24;

}
dscp csb;

oot [ hitises MEED 7 MESTERIZ AT BIRIFEDIEL set firewall family...from E A TITENKE

Juniper | s
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fSEROE)) - 2

5 2 : FW J4ILADETE ( firewall filter FW-FILTER term BLOCK from OFSEfE@N 5% TE)

# show firewall [edit firewall family inet filter FW-FILTER term BLOCK from]
family inet { set source-address 10.10.10.0/24
filter FW-FILTER { set destination-address 192.168.1.0/24
term BLOCK { set dscp csb
from { set port https
source-address { set from port http
10.10.10.0/24;

}

destination—-address {
192.168.1.0/24;

}
dscp csb;

port [ https http ];

KEGTEZ I AT BPRZ firewall family...from FT2EBEUTA I BENBIEE

Jjuniper | oz
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[EEROIZE) - 3

- PEEMI(L. edit IV RTEENITBREN O] EE
e« exit : BERICVLANILIRS
« top T exit #3E4T79 d¢&. Operational E—RICERES
« Operational E—RT exit =179 %¢. X7 LNS Logout
 Shell E—RH5'cli’T Operational T— RICEBENLIIS S (L. Shell E—RICED
e up: —DLOLARICFEES
e top : R LMIDULANIICFZE)

# show firewall

ﬂg pr family inet/{

Om < filter FW-FILTER({

2 15 <' term BLOCK({

M@ ]q J4 from{

oM m% N source—-address {

Fj ; | 10.10.10.0/24;

- z_ N Down }

i; o g. destination—-address{
)

192.168.1.0/24;
}
dscp csb;
port[ https http ]-
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Automatic Configuration Archival

« Automatic Configuration Archival #£gEZ{ERI 3L T. BEIN(CREFHFOI>T(T
#)E—BRD FTP / SCP B —/N(C)\wI 7y T3 ENTIEE

« 7YJO-ROALZ2 (& IV MDEELE—ERBBOLI NN, HIVNIMSZE
AGIETE

1. JZYROEIUE-MOY=NICO> T4 %)\ 7y T I BE%5E

user@Junos# set system archival configuration transfer-on-commit
user@Junos# set system archival configuration archive-sites ftp://

loginname:loginpassword@FTP-server—-ip/directory

2. —ERESECVE- Y= NICO> T4 %)\ 7Y TS BERTE
(51 : 1440 %3 = 24 BFEIHE)

user@Junos# set system archival configuration transfer-interval 1440
user@Junos# set system archival configuration archive-sites ftp://

loginname:loginpassword@FTP-server-ip/directory

© 2022 Juniper Networks
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eZsDFIERL
e Junos #23ZFHAML I 3FEEEICATD 3D

* Configuration mode C load factory-default
« {79 %L, Candidate Configuration (CT JA)L bOEEENTD— RaNnd
o FERRICHEAREICRIICIE, root /\XT—ROFEEE Commit ' E
o ERTEDHERUCVESICEZIT. OJPIEZED Config (rollback) REFHIBRENAL
* Operation mode C request system zeroize
o EITIBE 2TOFTENRDY . I-HDVERR U7V EIBREN., BiEsH)
o AT LIT7PAIUFBIBRENZRL
e USB XEUR? CF 50 Format install
USB XEU CF (C Junos A X—>%EFAH, J—MO—45—h5 Junos ZBEA VAN
o SATLITAINESEDTA AT LOETOT—INHEIBREN. FTzlC Junos MM AR=)LEN3
o EITHEBERECIOTERD, JITAC Mol RSNIIZEZIRSE . —RIERATIE (LR
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1> M=)y NDOF v T Fv

UTFOIN REERATBECED I bO-L\oyh ( RENWZ{EITD/NITYN) %
Fr I FrI2ENA]REE

root> monitor traffic interface xe-1/2/0.0

verbose output suppressed, use <detail> or <extensive> for full protocol decode
Address resolution is ON. Use <no-resolve> to avoid any reverse lookup delay.
Address resolution timeout 1is 4s.

Listening on xe-1/2/0.0, capture size 96 bytes

11:39:06.772930 Out IP truncated-ip - 11 bytes missing! 192.168.1.1.bgp > 192.168.1.2.32794: P

635171747:635171766(19) ack 995070346 win 16384 <nop,nop, timestamp 3971359530 2610569>: BGP,
length: 19

11:39:06.803191 In IP 192.168.1.2.32794 > 192.168.1.1.bgp: . ack 19 win 5360 <nop,nop,timestamp
2637232 3971359530>

e ZOIYY P@#vjacvz“%é}\"’fy NZ. PFE TALIEEN Y RE TYUIEEINZ/\Uy NIBRBANS
« ICMP Echo (ping) . PFE [C&oTADO—RLIBEN 2/ 0y MIRRSNBLOTER
o J\owhANBSOEM i'CﬁEEﬁ?\bilb\i% (% extensive A>3 ER{EH
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groups / apply-groups

XTED—ER%Z group ELWOHZTHIDHU. apply-groups CEEDMSIE(IEA T 3FEN 0] EE
e {5l : £TD OSPF A1>45—J114AD Hello-Interval & Dead-Interval #Z &

root# show groups
OSPF COMMON {
protocols {
ospf {
area <*> {
interface <st*> <

hello-interval 5;
dead-interval 20;

root# show protocols ospf
apply-groups OSPEF COMMON;
area 0.0.0.0 {
interface st0.1;
interface st0.2;
interface 100.0 {
passive;

}

% Commit UTH Config (ZEBALT I —T{benicFzFxe 23

’f\//i_jl’fZ%’\'bIUT%\ IP 7RLZ irzzog grgtgcc{)ls ospf | display inheritance
£D1-FNERANTHER <> £ enface 101 ¢
REETICERAINS 4

## '5' was inherited from group 'OSPF COMMON'
FFEDA > —IT1A ADIHIBERUIZL S #4
BRER, <st*> ELVISIC—EIOXF hello-interval 5;

S Zt8TE S B EHPIEE i
## '20' was inherited from group 'OSPF COMMON'
##
dead-interval 20;
B&f(CHEERENERINS )

interface st0.2 {

i
— ## '5' was inherited from group 'OSPF COMMON'
i

hello-interval 5;

##

## '20' was inherited from group 'OSPF COMMON'
##

dead-interval 20;

}

interface 100.0 {
passive;

}

EIR(BERAIN R EXEZUZVMEE(E. show configuration | display inheritance 1Y R4 {&

© 2022 Juniper Networks
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Prefix-list / apply-path

ZFN3 IP 7RLANSBEINCUZ MZERKU. Firewall Filter (OEFAI2IENEIRE

root# show protocols bgp root# show policy-options | display inheritance
group GROUP-A ({ prefix-1list BGP-PEERS {
neighbor 1.1.1.1; #4#
neighbor 2.2.2.2; ## apply-path was expanded to:
} #4 1.1.1.1/32;
#4 2.2.2.2/32;
root# show interfaces #4
ge-0/0/0 { unit 0 { family inet { apply-path "protocols bgp group <*> neighbor
address 1.1.1.0/30; <K>ST,
borod }
ge-0/0/1 { unit 0 { family inet { prefix-list LOCALNETS {
address 2.2.2.0/30; IP 7|\I/ZD\ ##

Pyl BH&Ea—-an3 ## apply-path was expanded to:
fxpO0 { unit 0 { family inet { ## 1.1.1.0/30;

address 192.168.1.10/24; #4# 2.2.2.0/30;
Pyl #4#

apply-path "interfaces <ge-*> unit <*> family

root# show policy-options inet address <*>";
prefix-1list BGP-PEERS { }

apply-path "protocols bgp group <*> neighbor
<Kk >SN,
}
prefix-1ist LOCALNETS ({

apply-path "interfaces <ge—-*> unit <*> family
inet address <*>";

}

X EBOBERAINZEERMERUEVES(E. show configuration | display inheritance 1Y Rz {F
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ATA>-NZ17)

EELHEEED help IV R
* help topic : JOMILPBEBED—AREY R ERAZ KRR
« help reference : JORJOHEEEDERTE S iExTRARx (AN R-LI7L>R)
« help syslog : syslog Xvtz—= M35 AR

mike@juniperl> help topic interfaces address
Configuring the Interface Address

You assign an address to an interface by specifying the address when configuring the

protocol family. For the inet family, you configure the interface's IP address. For the
iso family, you configure one or more addresses for the loopback interface. For the ccc,
tcc, mpls, tnp, and vpls families, you never configure an address.b

© 2022 Juniper Networks Juniper Business Use Only JUﬂHDer |
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Junos: help topic
N> ROBIEZMESR I LN PIEE

user@host> help topic ospf dead-interval
Modifying the Router Dead Interval

If a router does not receive a hello packet from a neighbor within a fixed
amount of time, the router modifies its topological database to indicate
that the neighbor is nonoperational. The time that the router waits 1is
called the router dead interval. By default, this interval is 40 seconds

(four times the default hello interval).

To modify the router dead interval, include the dead-interval statement.
This interval must be the same for all routers on a shared network.
dead-interval seconds;

For a list of hierarchy levels at which you can include this statement,
see the statement summary section for this statement.
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Junos: help reference

o INVRDAZTAINZAT N 2SRRI DEN A]EE

user@host> help reference oam action
action (OAM)
Syntax
action {
syslog (OAM Action);
link-down;
send-critical-event;
}
Hierarchy Level
[edit protocols oam ethernet link-fault-management action-profile]
Release Information
Statement introduced in JUNOS Release 8.5.

Description

Define the action or actions to be taken when the OAM fault event occurs.

Usage Guidelines
See Specifying the Actions to Be Taken for Link-Fault Management Events.

© 2022 Juniper Networks Juniper Business Use Only
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Junos: help apropos

g — AL = W — 4 = »  pry | -_ N VAN
« HEEICEZTLWROIYIR (DB3RZADZERE) ZXFITIRRIDIENBIEE
user@host# help apropos vstp
set logical-systems <name> protocols vstp
VLAN Spanning Tree Protocol options
set logical-systems <name> protocols vstp disable
Disable VSTP
set protocols vstp
VLAN Spanning Tree Protocol options

set protocols vstp disable
Disable VSTP

Configuration mode

user@host# > help apropos vstp .
help topic stp vstp Operation mode
VLAN Spanning Tree Protocol instance configuration
help topic stp vstp-requirements
Requirements, limitations for VLAN Spanning Tree Protocol
help reference stp vstp
VLAN Spanning Tree Protocol configuration
help reference stp vlan-vstp
VLAN configuration for VLAN Spanning Tree Protocol

JUNIPES | 22

© 2022 Juniper Networks Juniper Business Use Only



CLI : trace / F£ZEUJz debug #4EE

5 : OSPF Trace-option
SERURWY NA TEIDIETE T BT EN T BE

lab@Router# set protocols ospf traceoptions flag ?

» Junos T(&, JOMIILRE(Ctrace- Possible completions:

all Trace everything

° — E I_LI A\Y
0pt|0nS 7&3Fﬁ(h%mb\<5§bmh\ﬂﬁg database-description Trace database description packets
error Trace errored packets
event Trace OSPF state machine events
o ZO trace @Hjjjflﬁ(Eth’f)l/Hjj]\ 37) flooding Trace LSA flooding
. S R= _$: general Trace general events
5_('\(1- nlonltor 37_/ |\_C Real tlme hello Trace hello packets
(L@E(L_CZE:G’EE,T lsa-ack Trace LSA acknowledgement packets
lsa-request Trace LSA request packets
. . “ L lsa-update Trace LSA update packets
¢ hjj}bil-j‘«()ﬁ(?_?ﬁ'ij’l%*&% normal Trace normal events

— - —TLE packet-dump Dump the contents of selected packet types
EI\JEE(L}E%Hj@_L-tb\EJHb packets Trace all OSPF packets

policy Trace policy processing

route Trace routing information

spf Trace SPF calculations

state Trace state transitions

task Trace routing protocol task processing
timer Trace routing protocol timer processing

Juniper | as

© 2022 Juniper Networks Juniper Business Use Only T eTwoRes



CLI : monitor / U7 )LAA LIS T1v)7%ZEZR

« monitor Y RTIRTED I/F B NS Jq4v ik Rz BA2EN ] EE
« RRIEAUTO VIS 12N318. fREERREZAY> I Ha]EE
o NII4YIDMEEN RS EPIOIFE(CIZILBEET

10.0b2

Interface ' Input packets
ge-0/0/0 54175
ge-0/0/1 399
ge-0/0/2 5110
ge-0/0/3 0
ge-0/0/4 0
ge-0/0/5 0
ge-0/0/6 0

w

Time: 14:50:48
Output packets
4126
37
4224
0

—
—_—~ — — — — — — ~— P

O O O O O W’m

0
0
0

Bytes=b, Clear=c, Delta=d, Packets=p, Quit=g or ESC, Rate=r, Up="U, Down="D

© 2022 Juniper Networks Juniper Business Use Only T eTwoRes



rescue configuration
o EIRERD Configuration ZFHER (RfF) IBDENT]EE

RFESE: > request system configuration rescue save
HIBR7SE: > request system configuration rescue delete

« rescue configuration OZIR/53%E
 rollback J¥> RhrsoO0—R
* # rollback rescue

root# rollback rescue

load complete
root# commit

« J\=RDIr7Zps0n0-RK

«  SRX 3U—X|(3 RESET CONFIG RY>#IFITET/\— R 7Hh » EXSU—-X(ELCD /\O?\)VC‘X\\/U_'T\/Z:E— RZiR(EFIBET
50-RgBIENa]EE I\—=ROI7H50-RIBENBIEE

X 15F L _FIRUSEITBE factory default H'0—Ran3

)Uﬂlpér L EL = \
i el |e|pa || o | i
SRX300 4 > oo consoLE T

Jjuniper | oz
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Juniper OIgEI BT R LIl

EARZIEVE Link Aggregation (LAG) HY%HsHDILMTEL T,

FCATFO7—FF7IFvZiREUTVET

MC-LAG

ANZIOY) - RERERE I (TIELEL
JOMILT L2 LR UIEVLA

© 2022 Juniper Networks )

Virtual Chassis

10 8% Tz, (BN 1 50
Sy —3—BIZ(yFEUTERE

SEO&EZ DD, ZEMARTHA
>EFEIRUVA
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Y —FF)FvEIR
MC-LAG vs Virtual Chassis

o
ZNENHIRIZL RE (% Hot-Standby

| ,?giﬁ%@?‘: o Virtual Chassis Config &SRR

10
== —— | —— | —— | ——S |
I===——[=—— =R I =——|——|=——|—— ]

MC-LAG Virtual Chassis

a>ha-ILJ—-> Active-Active Active-Standby
F=ATL—-> Active-Active Active-Active
gie 2 &84 10 BFT

18LLTER AMYFEEMER
STEREA F&) (%Roadmap) =E) _C(Zaé\ EIEMT
XEFT/NA ARz L2 74)(— 18ICRZ% 18ICRZ% SIS GER
XmET /A AN Rz L3 %A /)\— 26ICRZ% 18ICRZx%
N=3> 79T 189D (ISSV) NSSU/ISSU (3¢Roadmap)

Juniper | o

© 2022 Juniper Networks Juniper Business Use Only 2T TRETwoRKs



MC-LAG X3 5T oY N JA— L

MX SUY-X QFX SVU-X EX9200 EX4600 SU—X EX4300 SU—X ZDfthD
EXSU—-X

MC-LAG

Active / Active 15k

Active / Standby 188X

VRRP LD#EEE a a

L2VPN (MPLS) &DfHEE

VPLS tDFHER

Jjuniper | e
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MC-LAG ER15HK

* MC-LAG Z18p 9 5 L TOER

MC-LAG ZtBR I D AMYF(IELSE Active ( Master / Backup ZFDBEMRT(IEEN) Do,
[ Nodel |. [ Node2 [EMF(EFN3

Nodel
- ode Node1-2 ORE(E MAC 7 RL 2 Link D2

MC-LAG (CD#h'3 LAG HZa&(d LACP TX
T—H X% 3R

LACP

L (E—
MM‘ |mm o
k
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MC-LAG EAR1ERK

Nodel Node2

LACP

et-0/0/48.0 et-0/0/49.0
= EH TOR1

TOR1 TD LACP OAT—H~At 7345

LACP info: Role System
priority
et-0/0/48.0 Actor 127

et-0/0/48.0 Partner 127
et-0/0/49.0 Actor 127
et-0/0/49.0 Partner 127

A1yF TOR1 "5 R D¢ MC-LAG (3B 733 LAG (C
UNR X730

LACP TR THE. £550 MAC 6EU MAC iR X%

System Port Port Port
identifier priority number key
:69:4e:00 127 1 3
:00:00:02 127 2 1002
:69:4e:00 127 2 3
:00:00:02 127 32770 1002

© 2022 Juniper Networks

Juniper | s



SEOEIE

*  MC-LAG FEAA-THENERDFIN. D1ZN-TEUATOREZER

Nodel
ICL
S-Link A2
V" MC-AE
MC-links

I

I

MAC 1 Link D{ARE%Z Node fEI THBE IR0
HlEEBERIRT. TCP v as(CLDHEIIEND

ICL (Inter-Chassis Link) :
AAyFRIDOYIIR Link ( ICL-PL £EIFE(END)
2R 2ENCC%Z LAG THERL I 2T 1 W\ LR

MC-AE (F7z(& MC-links)
AAYFEED LAG #3859
AE (3 Aggregated Ethernet DB

S-LINK (Single-homed Link)

TLRSN TRV Link

BIFDUNE . NW FBATOASTFTORRECED,
—BFEY(CCDIERRICIRD XD
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JEEDEIE(DDE)
HSEBIRD, ICCP DGR TEIEE) X MBI T BT HEE

‘J_:rl' BIBATI XN ICCP HMIINTUESIALZL. Split Brain EIF(INGE
TN XFTIEFDNEYRNT
Node1l ¢ w2 )
‘ o ———— . I L
oL HaJgE  (backup-liveness-detection)

22U 1=y MI#mE SR
&H<E T Split Brain DIRREZ T BB DRIZTFE

) N\ 7>
S-Link " MC-AE
- | MC-links : = = :
X ICL HPERAERFOF/EDFMIIL T CTHRTEET,
=== https://www.juniper.net/documentation/en_US/junos/topics
/concept/mc-lag-feature-concepts.html
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L3 DTGk ?

FIAI N GW DOTTEICDWNT

2 DOFHMMFIE
- VRRP over IRB /5T ‘ B X ‘ Bt %

VRRP 75 ND1ER% A

) 4 )

* Node [&=C VRRP Z#&k% 4
Irb.2| | Irb.2

- MAC Sync A= 1@ )‘
— =1 N rp.
» Node FL TR IP. MAC Z185% = P 192.168.1.253/ % Irb.1
\_

(AR 1P 192.168.1.254 y IP 192-168.1.252/24)
% LU F OIBENS VRRP STt AN ~

1. TOR1 M5HT Uplink (£ LAG Dfes. b3T14v7
(352 EX I 8E B o TOR1 ==

2. VRRP Backup BITHX=7E - NSTJ4v0 ’
(FELIXTETREEDA. ICL ZiE>ZD, Uplink H
fR2oIEhUARL) =

3. MAC Sync 5XC(d. Routing Protocol H'iEt m m
120\ (3<FT Node FITHEHEALTLDD(E MC-
LAG BhEIFERDH)
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s XE F3755

e R HEIE

Y Node}l et-0/0/22 Nod|e2
et-0/0/0 et-0/0/23 et-0/0/0
=== =HH

© 2022 Juniper Networks

T S S [ S

Device-count WMHER MC-LAG 28 +1 %55 7E
switch-options 16384 16384 2 5EERIVIBICTS
service-id
ICCP FH I/F irb.4000 irb.4000 irb + unit S
( Vlan-id £EIUNHEER)
ICCP A Vlan 4000 4000 FEDD LAG (CCOD Vian %
FhlEstE?

ICCP H IP 7R A 192.168.254.26/24 192.168.254.27/24 ICCP [ZIF THIFADIZ8.

/30 REHE]

% Nodel D%EHI

chassis aggregated-devices ethernet device-count 10
switch-options service-id 16384
interfaces irb unit 4000 family inet address 192.168.254.26/24

vlans VLAN4000 wvlan-id 4000
vlians VLAN400OQ 13-interface 1rb.4000

{5l IRB 7|*‘|/7\1IE7<?’7“§§'5LULJ:D"C Node2 FHDRTELRRD
EEBN—A T8 A I BERTE TIEARL)

Jjuniper | e
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s XE F3755

e L S [

I_H » = ~ =
ICCP HIP 7KL A 192.168.254.26/24  192.168.254.27/24 VLAN4000 /I3 THIFADZs. /30
- BIENETD 2 VLAN
ICL Interface @ ID ae0 ae0 ae (I aggregated-ethernet MBg,
LAG AR I/F %
ae0 (CFhESE2YEI/F  et-0/0/22 et-0/0/22
et-0/0/23 et-0/0/23
Tt LACP Fast E—R LACP Fast E—R LACP ¢ VIan4000 7% ae0 (C5%7E
Nodel VIan4000 VIan4000
gt O 22 u an "
P—-—-r-ﬁ-iia p— :
et-0\p/23
- et-0/0/0 . =
er0/0/ 260 X Nodel DFETEHI
multi-chassis multi-chassis-protection 192.168.254.27 interface ael
Node2 D7 RLR%ZHTE
interfaces et-0/0/22 ether-options 802.3ad ae0
interfaces et-0/0/23 ether-options 802.3ad ae0
interfaces ae0 aggregated-ether-options lacp active periodic fast
=== =HH

interfaces ael0 unit 0 family ethernet-switching interface-mode trunk
interfaces ael0 unit 0 family ethernet-switching vlan members VLAN4000

JUNIPEr  basass

NET! WORKS
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s XE F3755

T N -

JLr== ICCPHIP7RLX 192.168.254.26/24 192.168.254.27/24 VLAN 4000 /23 CHIEDR. /30
¢ ﬁﬂEDSZin%E(I) :3 THa]
session- 100 100 ICCP 7y a iz £ TORFREI (L)
T BEATI AN establishment:
BFD minimum- 1000 1000 HELOD ICCP [ET41TD5 BFD %E5&
interval ELHEORIFE (msec) 1000 LA E(C
Nodel Node2 BE
et-(ﬂl)/Z ‘ a BFD multiplier 3 3 [@X
t CWJ/TJ ‘ ‘ n}inimum-interval x multiplier =
et-0/0/ et- ~ et-0/0/0 A2 FTORFE
ae0 backup-liveness- 172.27.113.26 172.27.113.27 BIR I/F ((H5UEIP 7RL %S
detection iE

> Nodel D% EHI

protocols i local-ip-addr 192.168.254.26

=rrar—rrm protocols 1 peer 192.168.254.27 session-establishment-hold-time 100
protocols i peer 192.168.254.27 liveness-detection minimum-interval 1000

protocols 1 peer 192.168.254.27 liveness-detection multiplier 3
protocols i peer 192.168.254.27 backup-liveness-detection backup-peer-ip
.27.113.27

. Juniper | s
© 2022 Juniper Networks Juniper Business Use Only NET wows



s XE F3755

AR TE DHERR

Nodel et-Oﬂ)/Z Node2
I E D/2
et-0/0/ et-0(p/ et-0/0/0
ae0
=== =HH

© 2022 Juniper Networks

IEUEREMTONTIIZ S DRIRRE

lab@nodel# run show iccp

Redundancy Group Information for peer 192.168.254.27

TCP Connection : Established
Liveliness Detection : Up

Backup liveness peer status: Up

Client Application: MCSNOOPD
Client Application: 12ald iccpd client

Client Application: lacpd

« ae0 N Up [CRBRVSE :

> RHICfERT S LAG BOEFNMNE

set chassis aggregated-devices ethernet device-count 10

X[10] CERTEDIZE ae0~ae9 £FTOD I/F BMERLENS

Juniper Business Use Only
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s XE F3755

e N S

FUEZEETE. LAG BICEE

FUE%ESTE. LAG B(CEE
LAE%:&}E\ LAG E(LW
Node B(CEE

EIE

I/F ' Up E2>THS LACP
distributing £723E TOIFE

BIRIS AL, Protocol ' Up ERBET
DOIFZFEBEN T EE

ael aggregated-ether-options lacp system-id 00:00:ae:00:00:01

LAG I/F
° = o |
MC-Links D% 7E LACP system-id 00:00:2e:00:00:0  00:00:2€:00:00:01
1
=L
X ELE T, mc-ae mc-ae-id 1001 1001
mc-ae chassis-id 0 1
Nodel - - i
| et-0/0/2 Nod¢2 mc-ae status-control Active Standby
: : mc-ae init-delay-time 60 60
et-0/0/0 et-0/0/23 et-0/0/0
ael ] —
<< a3 >< Nodel @ERL—F_{@J
interfaces et-0/0/0 ether-options 802.3ad ael
interfaces ael aggregated-ether-options lacp active periodic fast
interfaces
===

© 2022 Juniper Networks

interfaces
interfaces

interfaces
interfaces
interfaces
interfaces

ael aggregated-ether-options lacp admin-key 1001

ael aggregated-ether-options mc-ae
ael aggregated-ether-options mc-ae
ael aggregated-ether-options mc-ae
ael aggregated-ether-options mc-ae
ael aggregated-ether-options mc-ae

Juniper Business Use Only

mc-ae—-id 1001
chassis-id O

mode active-active
status-control active
init-delay-time 60

Juniper | oz
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SESE

MC-Links DR

Nodel ct-0/0/2 Node2
!
et-0/0/0 et-0/0/23 et-0/0/0
ael
[ - /D
I=l=====H4

© 2022 Juniper Networks

X IEDERTE ICFERENEC IEUEHM TONITIZ S DRRIAR

lab@nodel# run show interfaces mc-ae id 1001

ael

mcae active state
active

up

active

Member Link
Current State Machine's State:
Local Status
Local State
Peer Status
Peer State
Logical Interface
Topology Type
Local State
Peer State
Peer Ip/MCP/State

Juniper Business Use Only

up
ael.O
bridge
up

up

192.168.254.27 ae0.0 up

HE -

A4SV A |
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S E VA
e MC-Links A®D VLAN O#Bd+A 7+
« VLAN1001 % ael (B ¢ ICL (ae0) (CHEHNITDDZZNTI(C

S R - -vc

OU J vlan & V1001 V1001
t-0Yp 23
et-0/0/0 © / et-0/0/0 vlan-id 1001 1001
ae0
ael
. — % Nodel D% EH

vlans v1001 vlan-id 1001
interfaces ael unit 0 family ethernet-switching interface-mode trunk
=== interfaces ael unit 0 family ethernet-switching vlan members v1001

interfaces ael unit 0 family ethernet-switching storm-control default
interfaces ael0 unit 0 family ethernet-switching vlan members v1001

Juniper | s
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AN—— N .
ERL:TU_ /f :
- [Option] L3 Routing (Default Gateway) D%
e VLAN1001 (CH—=)XDFT IAN N —RI1A 12D 7 RL A% 5% TE

e

= IP 192.168.1.253/24 = I/F % irb unit 1001 irb unit 1001
142 IP 192.168.1.254 E IP 192.168.1.252/24 -
Nodet Node? = |p 192.168.1.253/24  192.168.1.252/24
= _‘:;Ee"'oﬁ’/ i —— ‘ZE {RAB 1P 192.168.1.254 192.168.1.254
== o2z . Priorit 200 100
et-0/0/0 et et-0/0/0 riority
ae0 Accept-data KTEID HTEITD
ael
[ -] /D

% Nodel D%EHI

set vlans v1001 13-interface 1irb.1001

set interfaces irb unit 1001 family inet address 192.168.1.253/24 vrrp-
====lll group 1 virtual-address 192.168.1.254

set interfaces irb unit 1001 family inet address 192.168.1.253/24 vrrp-

group 1 priority 100
set interfaces irb unit 1001 family inet address 192.168.1.253/24 vrrp-
group 1 accept-data

Juniper | oz
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s XE F3755

L3 Routing (Default Gateway) DR

« Default Gateway 7 RLUANTTEREIN TV HZHESR

o TFEORERINMERINLVGS !

£S * ICL (ae0) (CVLAN1001 HEEESN TSN ZHEER
?,;{5 ,};912&2{’&%.21‘?’5/24 = IP 192.168.1.252/24

Node1l 0#17/22 Node2 Nodel

—‘_E 1‘—_8 {master:0} [edit]

Ou_)/23 lab@nodel# run show vrrp
et-0/0/0 et-0/0/0 Interface State Group VR state VR Mode Timer Type
ael irb.1001 up 1 master Active A 0.359 1lcl
vip

ael
[ —mN L=
Node2

lab@node2# run show vrrp

=0 Interface State Group VR state VR Mode Timer Type

irb.1001 up 1 backup Active D 2.718 1lcl
vip

mas

© 2022 Juniper Networks Juniper Business Use Only

Address
192.168.1.
192.168.1.

Address
192.168.1.
192.168.1.
192.168.1.
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Appendix C:
Zero Touch Provisioning
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ZTP (Zero Touch Provisioning) &%

DC (C ToR RA(WF&FELI DARL —aV(IRHEIH . REDA(YFZ2EH I D%
ZlE 9 dEFE SR

ZTP tld. Z(yFDHERE A BEF(CHWT Junos DI\N\—>3> k1> 040 =88 T JOE
3T FBHEEE  (Junos 12.2 £DHR—1)

F(TBID OTT. DC FEBREICBVWTILENDNTLS

— —*
ll =

I
J—
I—
—

0 |
0 |
0 |
0 |

l
l
l
l

Juniper Business UseOnly T NETWORKS



ZTP EIERDARL —2a> L DEEER

55
oy k7w

Ty RI—=9(C
&L CEEE)

I
=
Il—
I

0 |
0 |
U [
0 [

l
l
l
l

FARTIZID ToR ZERE U TELITRV DC FDHEI(CE,
ZTP (&% OPEX DHIEZNR(HEA !
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Junos ZTP Overview - Components
EERIRTOC 3= ) ZFIHRELT DC A — YRy 2y F DR

- BEINAR OS 7y —R - BEEDFEHISHEREER

« BEIIRAR-RA2I4TL—23001 A - EBEOFEHISHER\EE
* Junos 12.2 KDIATD Juniper A(vF (EX. QFX. OCX) THR—k
TG EMARRD Ay F

eroized configuration - <request system zeroize>
o BERY NI -IICHEHGL CEIRZIG AT DI

DHCP Server:

- BEIJOED3Z I OEMERIETE

o OS A A=JEEETEITA I DblmimPhZ s E
HTTP / FTP / TFTP Server

« OS A X=SEFETE I74 )\ DI&HRIZ P

Physical Connectivity

Clients [ 1 Servers
LAN Network
OR Servers (DHCP,
Mgmt FTP. TFTP etc)
Juniper QFX / EX Switch with Network

Factory Default Configuration
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ZTP O R—%&> b~

: TOYYTF : BEICIDYV-IRETOOTAHARE
. EEEANZE

. FAE930D(E DHCP Y— /(eI IS —)\D 2 D
o RYNI-UREEHTBEENIC OS Wi E BT =& (CHRIX UK AR

o i NS - EBCIP TRLREA S
d Iiﬁlljjﬁ['lkﬁm_c Eﬂ'f’ﬁ?éh@#ﬁﬂw&uim(ixg _=| -~ TFTP -|j-_}\0)7 hbx%ﬁ%ﬂ
- B I RZF Config 71 &%
[/ =
DHCP H—/\

-0S J71)

EX / QFX AM1vF M - Config I71JL

J74)L5—)\
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EUES—T >R

o AMYFESVUTINE MAC 7 RLAZEE DHCP UJTI A MziX(E
«  DHCP Option T TFTP H5—/){D IP 7 RL A& OS / Config DI71 ) %a% 84

- REICIP 7 RLAZS
- TFTP Y—)\DO7 L X%

_ Gl
1. 7 A NERTE CTHEE) N — B BVE9INZF Config 71L&
ZTP RF—h ! 2. DHCP Discover / Request N Z 1B Al
p m”“ DHCP H—/¢

3. DHCP Offer / ACK
(T7ANE =N + Jr()L44)

et ——— | |
| “

EX/ QFX Z1vF . - Config J71)l
4. File Request ==l - OS J71)l
6. 59>0—-RUIEIPAILT < GRS (V%) J7A4Ig =N\
OS & Config ZEEHAR 5. Download files ””m (TFTP / FTP / HTTP)

commit
Juniper | as
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Junos ZTP Ot

A1YF(E DHCP 5—/)Uh 5 IP o
7RLZ. DGW. FTP / TFTP 2SR O I
Server. Junos Image &

Config DI71 )V 2z (THD

AlU JOtE XA Junos Image &
Config File #59>0—R

4 Upgrade (AIU) JOt
A&FIRT 3

JeESNTZ/IN—

23>0 OS HY

BECADTWLD
h?

J—NPYIT5E T A(9FH
DHCP YJIAN&T7574TV)>
INGIEER)

FiLLVOS A A—>%
AAN=)

¥TULEETEZ commit \

AMYyF a2y NI =D iU T
BREIGATD (TIHGHE
IREED A WTF)

FTUVL\ERTEZ commit
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N

EZZNOB: %]

t=

DHCP 5 —/ D% E EATSEXIEEOS—ILCEARD MAC HECE

ddns-update-style none;
option option-66 code 66 = string;
option

space NEW OP;

option NEW OP.config-file-name code 1 = text; E,ﬁ:a) MAC TIQI/Z

option NEW OP-encapsulation code 43 = encapsulate NEW OP;

subnet

host sw

host sw

© 2022 Juniper Networks

192.168.1.0 netmask 255.255.255.0 { MAC: 64:87:88:B7:45:80
range 192.168.1.1 192.168.1.200; (0 Y Q08 JR0 TR LI LR
default-lease-time 6000; : “:?*l-!%ﬂmm'
_ L c : Jun JInc.
max—-lease-time 7200; *i i AP N
option routers 192.168.1.1;
option subnet-mask 255.255.255.0;

Mfg.Date 20120320
(LTI

itchl {
hardware ethernet 2c:6b:f5:3a:6e:41;
fixed-address 192.168.1.11;
option NEW OP.config-file-name "switchl.cfg";
option option-66 "192.168.1.100";

itch2 { EMARDO MAC 7RLAIC +1 Uitz TE (CEE ik
hardware ethernet 64:87:88:R7:45:81;
fixed-address 192.168.1.12;
option NEW OP.config-file-name "switch2.cfg";
option option-66 "192.168.1.100";

Juniper |
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JUNOS ZTP - DHCP Server Configuration (H>7)l)

space NEW OP;

NEW OP.image-file-name code 0 = text;
NEW OP.config-file-name code 1 = text;
NEW OP-encapsulation code 43 = encapsulate NEW OP;

option tftp-server-name "17.176.31.71";

option log-servers 17.176.31.72; —
option ntp-servers 17.176.31.73;
option NEW OP.image-file-name "/images/jinstall-gfx.tgz"; }-
option NEW OP.transfer-mode "ftp";
host tor-gfx5100-1 {
hardware ethernet 88:e0:£3:71:a0:82;
fixed-address 172.16.31.19;
option host-name "tor-gfx5100-1";
option NEW OP.config-file-name “tor—qfx5lOO—l.config"c}_
}
host tor-gfx5100-1 {
hardware ethernet £8:c0:01:c6:96:81; }
fixed-address 172.16.31.20;
option host-name “tor-gfx5100-2";
option NEW OP.config-file-name “tor-gfx5100-2.config";

© 2022 Juniper Networks Juniper Business Use Only

Vendor Specific Options
( Auto Image Upgrade (L4 EE)

Syslog and NTP servers

FRAEND OS A X—=>
SNV JEIBTE T HILE
o] fE

Auto Configuration TIEEIN
DFETEITPAI

MAC 7RLANS IP 7RLUASH
SUS AT LADRAMR—LAD
e )
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ZTP MEftI2ED

Any EX&QFX Any EX & QFX Any EX & QFX
Switches Switches | | Switches
- h s B
W b0 IR
EACHHB - HER A IS (D 3THA(C
5T 155 SIS AR VMBI T I3
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ZTP + Script

| MACT R Satal =T, Ak~ DO Contg A

ZTP
Clients

@ LLDP &

PortY| ¥
[ s Server

itch X - .
Switc Sample: https://www.juniper.net/documentation/en_US/release-

independent/nce/topics/example/ncel51-example-config-ztp.html

Juniper | oz

© 2022 Juniper Networks Juniper Business Use Only 2T TRETwoRKs


https://www.juniper.net/documentation/en_US/release-independent/nce/topics/example/nce151-example-config-ztp.html
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