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This statement of direction sets forth Juniper
Networks’ current intention and is subject to
change at any time without notice. No purchases
are contingent upon Juniper Networks delivering
any feature or functionality depicted in this
presentation.

This presentation contains proprietary roadmap
Information and should not be discussed or shared
without a signed non-disclosure agreement (NDA).
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Agenda

« Common large Provider deployment Issues
= NOT for Small or Medium Enterprise type deployments
« MS-MPC (2" Generation)
 NPU (Network Processing Unit) Load Balancing
* Packet Walk Through
 Customer X &Y Traffic Profile
* Multi-dimensional Scale Test Results
 HA Inter-Chassis Clustering
« DDOS Enhancement
« Command and Control
* Application Awareness
« Use Cases
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Common Firewall Production Issues

» Scaling of Firewall
« |Pv4 Stateful Firewall + NAT

« |Pv6, Stateful Firewall
« Packets Per Second (PPS)
« CPS
e Sessions
 |SSU
« HAwith Fast Convergence
« Future Proofing Platform
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NEXT GEN SERVICES BLADE MS-MIC/ MS-MPC

p—

| e— |
MX2020 MX2010 MX480 MX240

Services — (SFW, NAT, IPSEC, IDP) MS-MIC
MS-MPC
« SFW 37G IMIX / Card I NG NPU '
 |PSEC 21G IMIX / Card
e Sessions 60M / Card
e CPS 560k / Card, Linear scale
MS-MIC MPC -MX104
e SFW 7G IMIX
 |IPSEC 3.4G IMIX

NXTW e Sessions 7M
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NPU Load Balancing Sessions

 AMS (Aggregated MultiServices)

« Grouping of NPU in which to be load-balanced

« Group NPU in any combination

* Intra Card or Inter Card
Example: 2x AMS groups across 8 MS-MPC cards

e‘t«‘--'l’. MMIT Card-2 Card-3 Card-4 Card-5 Card-6 Card-7 Card-8




MX/MS-MPC DATA PLANE — PACKET FLOW

©OCPS, PPS, Session Servicing

® Distribute sessions based
on hash

Services: sFW/NAT/IPsec

O FirstIPv4
Packet

O Egress Packet
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First IPv6
Packet

NXTWORK2017

JUNIPER CUSTOMER SUMMIT

JUNIPES —



MX/MS-MPC DATA PLANE — PACKET FLOW

IPSec remote IKE Gateways
*  Known remote IP address (static)
*  Unknown (DEP)

CPS, PPS, Session Servicing
Encryption/Decryption

Services: sFW/NAT/IPsec

O IPSEC

O |IPSEC
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Customer X Year 2020 Expected Traffic Profile

640 Byte average TCP packet size
300G of traffic
* 50% IPv4 + NAT
* 5% IPv4 without NAT
* 45% IPv6 no NAT
150M Session
60M PPS
400K CPS
Cone NAT on 2% of IPv4 traffic
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Customer Y Current Test Traffic Profile

* 100M sessions at a minimum.,

e 1M CPS

e 200Gbps

* Average packet size is 640Bytes.

* Failover and operational less than 5 seconds
* No loss of sessions
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MX / MS-MPC Scale Testing Achieved
IPV4/NAT+Vv6

* 396Gbps

e 71MPPS

* 168M sessions

e 1.25M CPS

* Average packet size is 640Bytes.
* Very Fast Failover convergence
* No loss of sessions

NXTWORK2017
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Stateful High
Avallability
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Stateful High Availability

Layer3
Device
UNTRUST
Master Backup
[ .
b {1 b
MXaaF | ‘H::: i MXaaF
|
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E; Layer3
Device
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Stateful High Availability

Layer3
Device
UNTRUST Master
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MX Multi Stage DDOS Mitigation

» Prevents illegal TCP flags and illegal flag combinations
» Using policer in PFE, allows stateless rate limiting of
Packets/sec (per protocol)

Line rate processing

PFE stateless filtering

« CPS rate limiting / CPU threshold at NPU [MS/AMS] level
MS-MPC « Configuring different AMS bundles to isolate attack to single
AMS bundle

+I+I

« Granular level detection & prevention of attacks like Network
IDS Probing, Flooding, Header anomalies & Suspicious packet
pattern. N;1 or 1:N (#sessions, PPS, Protocol)

« Early Detection of attack traffic on NPU and dynamically
IDS - Dynamic Filter on PFE install Implicit stateless firewall filter on the PFE

This filter dynamically gets uninstalled once the attack
stops/subsides

I-l-
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MX Screens - DDOS Customization

You can customize the following IDS rule options for protecting against
network probing attacks

and network flooding attacks # of PPS # of CPS

match-direction

e input
* input-output
* output

maximum number
maximum number of concurrent
sessions allowed

packets number
maximum packets per second
allowed

maximum number of
connections per second

rate number ‘

Per source,

destination

Per host or
network

aggregation

prefix length for source or
destination packets for IPv4 or
IPV6.

This applies to an aggregation of
all attacks from within a subnet of
the specified length.

» Destination Or Source
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Command and
Control
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Command and Control — DNS Sink-Holing

Subscriber Termination

PCRF 0CS

L

———————— 4
/7 Gx/sd
7/ GylGyn

" /RADIUS/CoA
7/ \

Mobile Access

Wifi Access 7 )

Malware ) L PGW/GGSN
IoT access networks

% Wireline Access

o<
~N

Cable
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DNS Server

Sinkhole

G Compromised host requests for a black-listed domain

MX intercepts the DNS request and responds with a

sink hole IP

9 Compromised host’s traffic is directed to the sink hole
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Sample output from MXESS

regressidliguidmini> show services application—identification statistics applications
Last Reset: Z2017-05-22 15:11:32 PDT

Application Sessions Bvtes
Junos addthis 5911
Junos:adobe aTaTE
Junos adobe-—updater 22898
Juncs:akamai-=s=s1 1220626
Junocs ama=zon Te25000
Junos ama=zon—adsyvstem 117241
Junos amazon—aws o=84981
Junos tamazon—video 223208
Juncs:acl 1481
Junos apple—-hls 69117985
Junos:bing 11091
Junos:brightocove 146243
Junos:cloudflare 142325
juncs:cnn 15240170
Juncos :criteo 62765
Junos -dns 7280809
Junos :doubleclick 11116a3
Junos epm 1=z&0
jJuncs: facebook—access 1744751
Junos : foxnews 95670562
jJunos : freswhe=s1 Za0z=
Junos -google A1l1894
Junos tgoogle—accounts 78320
Junocs :google—adssrvices—ss1 502702
Juncs igoogle—analytics—tracking 418232
junos:google—appengine 169659
Junos google-—-docs 2772528
Junos rgoogle—-static 257602
jJuncs:google—syndication 12328276
Junos igoogle—updats 15721085
Junos:-http 13 TF1IY3=25
Junos-http—wvideo 21945
Junos:-https 21290725
Junos=s:hulu TZa71z2




Reporting

® VNCViewer Edit Window 29 @ 3% Y f = B Mon3:31PM Q =
L mob-Inx12.englab.juniper.net:2 (mpal) - VNC Viewer

=l 12 1)
IfDips_0":"in_646464FE_ALL"

ErOooo Q EErm

JreportTypeld™: "™ "reportTypelLang™:"custom_Test_a

Jexporters”:["646464FE" ], "saved™ { } "filters":{

2017-85-21 17:43 2017-85-21 18:

Cu t R t
=
oo

El FE G BM

Report:

UNSAVED

& Templates Used: 1

< Devices Used: 1

Results
r = Uplink

junos:mpegts 3.883 [
junos:google-docs 3.745 K
junos:geegle-update 2.586 13

Threshold n El 1unos:apple-hls 2.119 K

E junos:microsoft-live.services 231.891 k

Junes: smb 63,0851 "
junos: akamai-ssl 45,345 3
junos: foxnews 44,831 L3
junos : udp 34,097 K
junos: facebook-access 22,266 k

R C

=]
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LTE Network Security Architecture

Data Center

eNodeB

MXESS

GI-FW (SFW,NAT)
DDOS

IPSEC

LTE RAN Access Network Core Network

Network Interconnect
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Cloud Edge Security Services

IPSEC VPN / VPC

MACSEC
10G
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IPSEC: Juniper Fat-Pipe Solution (MX/MS-MPC)

Load-balance flows across tunnels via BGP

IPSEC Tunnels

MX/MS-MPC MX/MS-MPC

= ;EEE

Traffic flows

Aggregate encrypted traffic
¢ 24Gig=1x MS-MPC

L3 - Network Backbone

Infrastructure « 48Gig = 2x MS-MPC

e Etc..
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Data Center to Data Center MACsec Transport

MACsec (10G, 100G)

TCP/IP
MPLS

Fiber/DWDM

NXTWORK2017
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IPSEC: Dual-homed, Dynamic or Static

Contrail Service Orchestration
L3VPN

Environment
Self Care Portal Admin Portal

Service Orchestration & Network Controller

&
s
9]

T
Q

>
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g
%
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Redundancy handled at CPE. If
connectivity to MX1 is compromised
then CPE will fail over to MX2.

Routing protocols to customer CPE
are either Static, RIP, OSPF, or BGP
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Inter-AS Option C Inline Stateful Firewall + NAT

Inter-AS Option-C VPN traffic
PE (SFW_Out) AS-100 to
Partner PE AS-200

MPLS Network AS-100

D,
(Mytouch3g-MX480)

PE To PE (SFW_In) Traffic

(Within AS-100)

FW-Master
PE-100

Cust-VPN-1 (RT 1:1001)
SFW-In

e Mytouchd4g-Mx
Cust-VPN-[N] (RT1:100[N]) | Cust-VPN-[N] (RT 1:10[N])
Y SFW-In | SFW-Out

T Ll Inter-Chassis HA (ASBR-1)

CE Traffic

 — I
Cust-VPN-[N] (RT 1:100[N])

(Milestone-MX480)

FW-Standby
PE-200

PE To PE (SFW_In) Traffic
(Within AS-100)

MPLS Network AS-200
Xcover-Mx

Comeback-Mx i

mob-ixia01 = s (ASBR-2)

CE Traffic




Security Director : MX Firewall Support

1. Manage both MX and SRX in the same view

Security Devices @

Device Name
. 2 10213.49.41
- VSRX-10.213.49.25
> brainstorm

0 Selected

NXTWORK2017
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IP Address

10.213.40.41

10.213.49.25

10.213.0.195

Connection Status

| NSMMigration | | Update Changes |

Managed Status

SD Changed
SD Changed

5D Changed

Flatform

VSRX
oVSRX

MX960

Configuration Status
& In Sync
& In Sync

@ In Sync

of

Upload Keys | More ~ | Q
RAM Device Family
- ()] junos-es
mmm— ) junos-es
) jumos

Display 50 v
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Summary

MXESS Leader in Small or Large Scale Performance

Inline Services enablement .vs. Off-Ramp

Could Leverage existing MX deployments (Consolidation)
PROVEN SOLUTION

— Hardened in the most STRENUOUS Multi Dimensional Networks
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