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This statement of direction sets forth Juniper
Networks’ current intention and is subject to
change at any time without notice. No purchases
are contingent upon Juniper Networks delivering
any feature or functionality depicted in this
presentation.

This presentation contains proprietary roadmap
Information and should not be discussed or shared
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MULTICLOUD — WHAT, WHY & CHALLENGES
CONTRAIL—-ENABLING MULTICLOUD
CONSISTENT MULTICLOUD SECURITY

CONSISTENT (SECURE) MULTICLOUD CONNECTIVITY
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What is Multicloud?
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SaaS Clouds

INFRASTRUCTURE/APPS IN ANY COMBINATION OF
PUBLIC, PRIVATE (ON-PREM/COLO), or SaaS ENVIRONMENTS
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How Enterprises are Leveraging Multicloud
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ENTERPRISE DC (1000’s)
Today large number of enterprises run
all Ent. Apps on-prem

EMERGENCE OF SAAS CLOUDS

= App Vendors are migrating to SaaS
Clouds = Almost every traditional
app has a Saas offering

PUBLIC CLOUD MIGRATION

= Custom Apps are migrating to J PUBLIC CLOUDS
Public and Saa$ Clouds
= Dynamic Apps are migrating to \ f:,:':{a'éwzp /, -AWindows ‘
Public Clouds — but some still ] \_W zure —
remain on-prem } [ g ‘ ». . ‘
L \-\./-/ \-ﬂ./'/

PRIVATE CLOUDS (100’s)
= Fewer Private Clouds

=__Financials, Healthcare, Hi-Tech, Oil
I & Gas & Govt. sectors
1

Cost, Compliance & Security =
primary drivers

ENTERPRISE PRIVATE CLOUDS (100’s)

EXCHANGE
(e.g. Equinix, etc.)

Provide high speed
connectivity
enabling Hybrid
Clouds



Why Multicloud?
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ECONOMICS, DIFFERENT TEAMS, CLOUD BURSTING PREVENTION OF HIGH AVAILABILITY,
BUYER LEVERAGE, DIFFERENT CLOUDS VENDOR LOCK-IN RESILIENCY, DISASTER
ARBITRAGE RECOVERY
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Infrastructure Mistakes Your Company Must Not Make

THEY LAND THEMSELVES IN CLOUD JAIL

THEY GET SUCKED IN BY “HIPSTER TOOLS”

THEY DON’T DESIGN FOR MONITORABILTIY

Source: http://firstround.com/review/the-three-infrastructure-mistakes-your-company-must-not-make/ - Avi Freedman
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http://firstround.com/review/the-three-infrastructure-mistakes-your-company-must-not-make/

Challenges with Multicloud?
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Inconsistent toolset,
env, mgmt, features

Apps have to be (re)written
for the specific env

Secure Connectivity

Lock-in
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CONTRAIL
ENABLING MULTICLOUD
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CONTRAIL: GOALS & OBJECTIVES

Users

(Developers, Net Ops, CISO, ...)
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Provide Connectivity, Security, and Manageability for:

VISION

1. Users € to 2> Apps
2.  Apps € to 2> Apps

Apps
(running in any environments)
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ENABLING MULTICLOUD CONNECTIVITY & SECURITY

Contrail connects multiple environments & provides a single resource pool, applies consistent policies across the
different environments, and provides management and analytics on the entire environment.

Contrail Security = Consistent intent-driven policy configuration

with detailed security analytics / prediction and traffic visualization
along with compliance and monitoring

/
Contrail Security = - p— 2
Distributed enforcement E a . Eég‘é
of policies at L4 and L7 2 2 OPENSHIFT
Contrail Networking = com
Interconnects multiple O
heterogeneous
environments

~ Private Cloud Data Center

CONTROLLER
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Encryption

Public Cloud VPC / VN



Note: View this in presentation
mode

OPERATOR WORKFLOW

() Kenai Portal Build Fabric Config Wizard— Step 1 Welcome
Provide Hybrid Connectivity
' username [ Build PODs @ es e
password [ | Apply Sec. Policies
Operator [— Manage User Conn. & Policies
Monitor / Troubleshoot
-
(DY)
Device [ Server ] [ EM ][ AWS ][ Hybm.j . OpenStack OpenShif [ Policies ] Users [ VNEs ] [ Analytic ] [ ]
Manager Manager S Manager Connectivity S
Any-2-Any Low-latency Connectivity between multiple environments over the Internet / Private Backbone / Direct Connect, etc.
BOT 4 AWS VPC - 1 " aFElazon
) C 7 webservices”
On customer Premise . 0
Managed by customer openene @
-or- \ a —
Managed
On customer Premise <
Managed by Juniper AWS VPC -2 azon
"7 webservices™
s OO
Saas OPENSHIFT @
On Juniper Cloud \ a —

Managed by Juniper \\



EVOLUTION OF CONTRAIL

INCREASING LEVELS OF INTEGRATION

openstack” openstack”

(3)) ()

Contrail Networking Contrail Cloud Contrail Security
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Cloud Networking Cloud Orchestration Contrail Security
= Network Virtualization = Server Management = Multi Dimeanional |ﬂtent-Driven Policy doad
= Virtualized Network Services = Distributed & Scale-out Storage Framework across etero.g.e neous workioads
. . . standards based connectivity across hybrid
= Multiple Orchestration Support = Compute Orchestration clouds — AWS, GCE, Azure, etc
= Openstack, VMware ESXIi, =  Policy based secure routing, connectivity and

vCenter, K8,0penshift + Contrail Networking data path encryption



KEY TAKEAWAY

App Discovery, Tag based Policy & Visualization across heterogeneous and distributed environments
(ESXi & KVM VMs, K8s / containers, bare-metal servers, Public Cloud, etc.)
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CONSISTENT MULTICLOUD SECURITY




PROBLEM STATEMENT

Reuse of policies across multiple clouds and with multiple orchestrators
Appl, Deployment = Dev
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CONTRAIL SECURITY KEY CAPABILITIES

Consistent Intent-
Driven Policy

Application Policy Config
& Flow Visualization

®
Sgcu_rltyvnl No Policy Rewrite .. Discover Inter- and Intra-application traffic =
Admin Define Once — Enforce flows with/without enforcing policies 2
Everywhere z
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= How to extend the same set of policies to «  Offer visualization, analytics, and . L4 Enforcement at the vRouter
Mesos, AWS, Kubernetes, Bare Metal orchestration for security configurations (Kernel, DPDK, vCenter, Smart NIC)
Servers — without policy rule explosion = Provide reporting, troubleshooting and « L7 enforcement at the L7 Firewall

compliance



Defn

Enforcement

USE-CASE SCENARIO - POLICY FRAMEWORK

Staging Dev

Production

@ allow https-traffic tier=web > tier=app
@ allow mysql-traffic tier=app > tier=db  match site

App = Finarice, Deployment = Dev App = Flna; nee, Deployment = Dev

oo ®®\

App = Finance, DeploymM
Legacy Data @S‘a% L?t(i;;ci/ (?S)ta

(tier = db)
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App = Finance, Deployment = Prod
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site = On-Prem site = Public-Cloud-XYZ



Security
Policy Definition

Security
Policy Enforcement

CONTRAIL SECURITY ARCHITECTURE

CONSISTENT INTENT-DRIVEN POLICY WITH DISTRIBUTED ENFORCEMENT

[ ORCHESTRATOR / APPS L
q

Network & Security Policies

N Compute / Storage*

(Config, Control, Analytics, TSN, ...)
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MULTIPLE ENFORCEMENT POINTS

Controller (HA enabled, logically centralized unit)
= Can run on VMs or bare Metal

On-prem / public cloud / SaaS
Offers Connectivity, Security Policies & Analytics / AppFormix
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= Bare Metal Compute Virualized Compute Smart NIC Public Cloud Instance Q Q Q Q e Q
b= - with - (Kernel / DPDK, vCenter) - with - FER node - with - FER node

1l Forwarding, Enforcement - with - FER node

& Reporting (FER) node




VISUALIZATION

Montior 5 Networking » Traffic Groups 5 defaultdomain v, all projects v [ Search Saomap

Traffic Groups T Stats from Oct 11, 2017 12:56 AM to Oct 14, 2017 01.00 AM @ C
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Settings
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CONSISTENT (SECURE)
MULTICLOUD CONNECTIVITY




CONSISTENT MULTICLOUD NETWORKING

= £

openstack. kubernetes .-~ VU AR R

ce T e Internet )T EC2 instance

MPLS0GRE/UDP/VxXLAN

Z:u:i Cs: :Zi VM docker
Virtual Network 1.1.1.0/24

VPC subnet 2.2.2.0/24

VPC in AWS Public cmy
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INTRA CLUSTER / CLOUD SECURITY

L Magt. Plane: Https access to
(o) all VNC APls

" Control Plane: MD5
CONTROLLER ( \-) ) Authentication of all BGP peers

~
o ~
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Config Plane: Encryption of XMPP channel
between Control node and vRouter
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MULTICLOUD SECURITY

-~ Mgt. Plane: Hitps access to
(v | all VNC APIs

-~ Control Plane: MD5
CONTROLLER ( kb ) Authentication of all BGP peers
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n fa
[ 1 ] [+ ] [+ ]
Config Plane: Encryption of XMPP channel
between Control node and vRouter
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Cloud DC
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1.  Group VPN (IPsec mesh) or SSLVN (with dTLS)
2. L4 Policy-based encryption
3. Encryption over the Internet (full mesh across all the
gateways) — separate encrypted mesh within the VPC
[J ______________________________ \‘
| _ NoNm g
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DEMO TOPOLOGY Contrail

On-Prem
Cloud

Openstack + Contrail Controller

mJ Internet
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