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This statement of direction sets forth Juniper
Networks’ current intention and is subject to
change at any time without notice. No purchases
are contingent upon Juniper Networks delivering
any feature or functionality depicted in this
presentation.

This presentation contains proprietary roadmap
Information and should not be discussed or shared
without a signed non-disclosure agreement (NDA).
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TAKEAWAYS: WHAT YOU WILL GET WHILE YOU ARE HERE

« Evolution of Branch Architectures
 Intro to the NFX Platform

* Deployment Methods

« SD-WAN Market

« Management Integration

* NFX Deep Dive
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WE HAVE BEEN DEPLOYING BRANCHES FOR YEARS...
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BRANCH MARKET OVERVIEW

Branches include Company-owned

and Franchise locations such as:

Banking, Insurance, Financial
Retail and Restaurant Chains
Medical Offices

Education

Satellite Campuses

Others

Complexities on the Rise

Improve Application Performance
Increase Security

Onsite Partner Services / Kiosks
Systems Dependent on Bandwidth
Continue to reduce costs

NXTWORK2017
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Technology Drivers (High-Level)
« Consolidation of Services
* Reduce Number of Branch Touches
« Platform Longevity
* Cheaper Bandwidth
« Security

JUniper



ENTERPRISE ARCHITECTURE — OVERVIEW

Enterprise
Enterprise HQ, Data Center

Campus & Branch . ; -
|p Service Provider / il / N \ﬁ
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] Services |

m :jili' m Saas II/ ~ for Business
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Public Applications
Internet S T Tube [ € slack

Enterprise .~ e
Remote \F/)Vorkers Cloud
Services: amazon

vebservices™
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MSSP: MANAGED SECURITY, SECURE SD-WAN SERVICES

SP Data Center /o
B Service Provid- SecOps/SOC Enterprise Ei

WAN/MPL « SD-WAN Orchestration — Data Center
Services |- NFV & other services -

Public \ SaaS
Internet e Applications
------------ Cloud Services:
SkyATP

PaaS, laaS

Enterprise HQ,
Campus & Branch

-
-
b=

diE Enterprise
Remote Workers

Security services from Juniper

Ed or SDSN Alliance-Partner
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CREATING VALUE BY INTEGRATED SETUPS

Deploying more than just CPE
Integration with other IT systems
Creating longevity

Service consolidation

Reducing or eliminating truck rolls
Reduction in Circuit costs (SD-WAN)
Cloud Managed

NXTWORK2017 Juniper
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ADDRESSING BRANCH CHALLENGES THE OLD WAY

’
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Cjé DevOps Deployments e q

NXTWORK2017 Juniper
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Issues:

Ul Each Truck Roll costs $700 Domestic & $2100
= International

1 WAN Acceleration reduces Circuit costs
(Primarily Internationally)

/1 Need to have addition function to PXE boot
Registers



http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.ansible.com/logos&ei=eYPrVLanCYnloAT_3YD4Dg&bvm=bv.86475890,d.cGU&psig=AFQjCNEUdEquBWzIY45lX1KQ6eLvgi4S1g&ust=1424807159666549

CHANGING THE GAME IN THE BRANCH

Deploying more than just CPE — Large Retail Example

. -~
VSRX SteelHead™
Issues: Suse
/). Each Truck Roll costs $700 Domestic & $2100 R &

International E@

)1 WAN Acceleration reduces Circuit costs
(Primarily Internationally)

/) Need to have addition function to PXE boot
Registers

[{é Cloud based management
é DevOps Deployments

Security

NXTWORK2017 Juniper
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CHANGING THE GAME IN THE BRANCH

Deploying more than just CPE — Large Retail Example . I

SRX300
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REDUCING OR ELIMINATING TRUCK ROLLS

Some customers indifferent about
initial deployment

ZTP (PXE %Iies on DHCP

USBXbot?

NXTWORK2017

12

JUniper



REDUCTION IN CIRCUIT COSTS (SD-WAN)

Enterprise SD-WAN
NFX

SD-WAN

NG FW
Router

Up to total 8 VNFs
Multi-vendor VNF support

Base VNF includes 3 equivalent VNFs

& license options:

« SD-WAN
 NGFW
* Router

Pricing bundles for additional VNFs

Provides most Value & Capability

Sell at a Premium

Quick-Start SD-WAN
Branch SRX

SD-WAN

NG FW
Router

Supports 3 equivalent VNFs
Base VNF includes 3 license
options

Quick-Start Low-Cost PAYG
SD-WAN entry point
Zero-Touch Provisioning option
Option to deploy with NFXs
Lowest cost option

Std SRX price structure
SD-WAN license per device

Competitive Pricing

Base VNF

SD-WAN l

One or Two VNFs
No multi-vendor VNF support
Base VNF supports SD-WAN
only
Still requires additional CPE to
support minimum functions: —
* NGFW
*  Router / Switch
Multiple Network managers

VNF 2

Hidden
Costs

13
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JUNIPER VS COMPETITORS
Quick Start SRX vs vCPE + Central VNFs G ) mult-SP

Multiple Branch CPE

Mgmt WAN

Typical Competitor Solution

Vendors include: VeloCloud, Versa, Viptela (Cisco), Meraki (Cisco)

Offer low-cost (<US$500) virtual CPE with minimum functions — typically SD-WAN only
VNF’s are located in cloud

Adds an additional CPE box at branch, and does not replace existing firewalls and routers
Does not support advanced routing options such as BGP — often preferred by customers
Does not integrate the management of all branch-located CPE devices

- |NG FW| | Router | | Switch |

* Multiple CPE boxes
Multiple management systems
* VCPE supports SD-WAN only

Single Branch CPE

vCPE does not support multi-vendor VNFs e mulii-SP
Mgmt WAN

Juniper Solution — sell additional value for similar pricing

Juniper Quick-Start SRX option provides similar price-points with additional CPE functions
including: NG FW and Router and BGP options

Provides a one box solution & can replace existing CPE with integrated management across CPE
functions.

Retains benefit of additional VNF flexibility by supporting centralized cloud VNFs

Allows introduction of NFX and mix/match of SRX/NFX depending on branch requirements
Allows re-use of existing SRX deployments and avoids wholesale WAN changes
Subscription option can replicate virtual CPE & cloud vendor solutions — if needed

NXTWORK2017

One box soln includes multiple
functions:

SD-WAN

NG FW

Router/switching
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NFX ENABLES
FLEXIBLE
ARCHITECTURES
DETAILS

NXTWORK 2017 Juniper
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CPU:

JUNIPER NFX250

Intel Xeon-D 4 or 6 Core

AC Power Supply
100-240V

I G aTE e a
b= v~

8 x 1GbE 2 x 1GbE USB
Copper Copper mini

NXTWORK2017
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16GB or 32GB RAM

Storage

100GB or 400GB SSD

Network:
Broadcom Ranger 2 Switching ASIC

USB Mgmt
2.0 RJ-45

LEDs

Juniper



NFX250 - AHIGH LEVEL

Linux Server

«  KVM Hypervisor

* Wind River Linux

« Junos Device Manager
Ethernet Switch

« Ranger-2 ASIC (Same ASIC as
EX2300)

o 2X10G + 12x1G
« Junos (QFX like)
Internal Server Interconnection

e 2x10G Links
NXTWORK 2017
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KEY COMPONENTS

Junos Device Manager (JDM)
* AlJunos like CLI on top of Wind
River Linux
* Implemented in container
* Configurations converted to Linux
commands and pushed down
Junos Control Plane (JCP)
* True Junos (BSD)
 Manages switching ASIC and front
panel ports
VSRX
* Not required but usually
implemented
NXTWORK 2017 Juniper
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WHY THIS MATTERS

Convergence of enterprise grade switching, server grade compute and leading
virtualization technologies

Provides flexibility for customer
* May have Juniper logo on outside but can be anything inside
e Can add/delete/swap VNF vendors relatively easily (compared to truck
rolls)
* Device consolidation

Think outside the of the network
* Most retail / small branch have a local server infrastructure
 Build business cases on total consolidation of all services

NXTWORK 2017 Juniper
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WHAT YOU NEED TO KNOW

The NFX does not run:

« Contrail vRouter

* OpenStack

« Containers (although Docker is installed and used for system services)
Juniper VNFs

 VSRX - tested and supported

*  VRR - tested and supported

«  VvMX - Work underway to get an MX image that will run on NFX

NXTWORK 2017 Juniper
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IMPORTANT SERVER

Memory Huge Pages
CPU Allocation
Networking Options

D
k
NXTWORK2017 Juniper
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MEMORY - HUGE PAGES

* Memory is fragmented in pages similar to sectors on disks
» Default page size 4KB in Linux
* For 32GB system this yields 8M pages

- Smaller pages yields better memory utilization but more fragmentation
(and more memory burned for page table maintenance)

« Pages can be fragmented and swapped to disk as needed

« Huge pages allocates larger chunks of memory. On NFX either 2M or
1G are available

« With new versions of DPDK, 1G page size is required
* When assigning to a VM, can specify that the pages cannot be swapped

NXTWORK2017 Juniper
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CPU PINNING

« Linux has a sophisticated scheduler that schedules thread to run on
available CPU cores

* Normally this is desirable but with low latency VNFs, switching cores
can add jitter

» To avoid switching cores, VMs can be pinned to specific cores

* Most server grade CPUs from Intel support hyper-threading which
allocates two virtual CPUs per physical core

« CPU layout can be obtained in multiple ways but at the hypervisor shell:
‘virsh capabilities’ provides easily consumable information (in XML)

e JUNIEES
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VM NETWORK INTERFACES

Para-virtualized driver (Virtio)
« Widely deployed, supported in NFX250
« Excellent compatibility
- Decent performance

SR-I0V
« Fairly widely deployed, supported in
NFX250

- Best performance as the VM directly
drives a slice of the hardware

* VM must have drivers to support
physical hardware

NXTWORK2017 Juniper



EXAMPLE CONFIG — STARTING AN SRX
Starting a VNF via CLI

set virtual-network-functions vsrx image /var/third-party/images/vsrx.qcow?2

set virtual-network-functions vsrx memory size 4194304

set virtual-network-functions vsrx memory features hugepages page-size 1024
set virtual-network-functions vsrx virtual-cpu 0 physical-cpu 5

set virtual-network-functions vsrx virtual-cpu 1 physical-cpu 11

set virtual-network-functions vsrx virtual-cpu count 2

set virtual-network-functions vsrx virtual-cpu features hardware-virtualization
set virtual-network-functions vsrx interfaces eth2 mapping hsxe0 virtual-function
set virtual-network-functions vsrx interfaces eth3 mapping hsxel virtual-function
set virtual-network-functions vsrx interfaces eth4 mapping vlan mode access

set virtual-network-functions vsrx interfaces eth4 mapping vlan members Transit-
LAN

NXTWORK 2017 Juniper



INIT-DESCRIPTOR

If the JDM CLI doesn’t provide all of the functionality needed to start a
VM, you can use a libvirt XML definition document
Reasons you might want to do this:

* Need to have more specific control of networking (disable TCP optimization)

*  Might need to configure devices JDM doesn’t expose

* Docs at:

CLI:

set virtual-network-functions suse init-descriptor /var/third-party/images/suse.xmi

NXTWORK 2017 Juniper
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RANCH SECURITY

I {
Internet
== =T é-
. l Il\/IuIt| Services Gateway

Wireless

APs L2 Switch
m [wunnun [nnnuus [wennns[uunnis] ._.
< Y
' s
[ =
i |
o 2 Bl g
Branch Office Devices
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« Firewall (PCI, Non-PCl, etc.)
« Advanced Security Services
* |IPsec

« Advanced routing

« Local Internet breakout

 Guest wireless

Solution: Implement SRX as a VNF

Juniper



BRANCH/WAN DISRUPTION AND TRANSFORMATION

On-Demand
Self Service

Application
Aware WAN

ng Visibility
o and Control

Hybrid WAN
Flexibility

Open,
Flexible Choice

NXTWORK2017
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Centralized
Policy Control

Reduced
Capex/Opex

Service Agility
& DevOps

Pay-As-You-Grow
Biz Model

Juniper



JUNIPER SECURITY SERV
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CES OVERVIEW

Next Generation Firewall
Services

Application Control &

Visibility

Intrusion Prevention

User-based Firewall

Unified Threat Management
(Known Threats)

Anti-virus

Web/Content Filtering

Anti-spam

Threat Intelligence
Platform

Botnets/C&C

GEO-IP

Custom Feeds, APT

Cloud Based
Advanced Anti-Malware

Sandboxing

Evasive Malware

Rich Reporting, Analytics

Firewall

Management

I<
1Y)
Z

SRX Foundation Services

SSL Proxy

Analytics

Routing

Automation

NXTWORK 2017
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APPLICATION VISIBILITY AND CONTROL

Heuristics for
evasive and
tunneled apps

More application
signatures

Custom
applications

D e

ER SUMMIT

App Tracking

App Firewall

App QoS

SSL Proxy

» Understanding security risks
* Address new user behavior

* Block access to risky apps
* Allow user tailored policies

* Prioritize important apps
» Rate-limit less important apps

» SSL packet inspection

* Block security threats

JUniper
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PHONE HOME

Enterprise Remote Branch / Campus

SRX/ NFX

\
Authentication for installations

Bl o T
Upon initial boot-up,
Device’s Phone-Home
contacts redirect.juniper.net

” Device configurations are generated

Enterprise DC / Cloud Device Config

Repository

Config Server
Internet

Device handshakes with con‘:lfiguration server and
obtains its specific config

redirect.juniper.net INstantiates management platform
redirect.juniper.net passes the e for Deployment,:RMAs, upgrades
address of customer configuration

server to the Device

Space & SD / 3" Party

NXTWORK2017 Juniper
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CONTRAIL SERVICE ORCHESTRATOR (CSO)

End User Portal

Authenticate

User Policy
g NS Instantiate
e i VNF Placement
VNF Onboard = : ”WlEigRTAL ! Topology
VNF Flavor - E — § RO Customization
VNF Descriptor Monitoring
NS Design

Service Graph

NS Qescrlptqr s — ¥  Contrail Network Admin Portal
Service Config = =

Service Template ‘ (o | ; Service Director T.enant Mgmt.
Share Resources Site Mgmt.

Access Control Service Mgmt.
Catalog Mgmt.

Orchestration Monitoring
Resource Mgmt

VM Lifecycle
= — N3 VNF Service Chain
VRouter P \/NF G VNF Lifecycle

— a3

VRouter pumd VNF Internet

CPE Public Cloud

>

e Junieer
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CLOUD BASED MANAGEMENT FOR JUNIPER

o One

OneConfig Example v

Be
“«

» Centralized visibility and control « Supports EX, SRX, vSRX and
* Delivered as a service, nothing to NFX
install or maintain « 2FA, IPsec VPNs
» Detailed security reports « Advanced Policy-Based Routing
» Aerohive integration for AP visibility « Zero Touch Provisioning for rapid
deployment
.. NXTWORK2017 One Juniper



CLOUD MANAGEMENT

OI"‘IE‘ 1] Devices Users Configuration

Devices

Action Host (hostname)
= srxnew (BUFUT)
=~ exnew (EX2200-1-MEW)
= EX2200-C-12P (EX2200-C-12P-naw)
=- evaltest! (LAB-SRXZ_test)
=~ vSRX1 (vERX)
= EX2300-1 {EX2300)
=- BuffaloTest (SAXbuffalo)
& Add devica

NXTWORK2017
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Settings

COrganizations

Admin

Description/IP address

Home Security 1
IP: 124.170.242.186

Office Access Switch
IP: 124.170.242 186

Basement switch 1
IP: 124.170.242 186

IP: 124.170.242.1B8
IP: 124.170.242.186
IP: 124.170.242.186

IP unknown

One

Model
£A srx210h-poe

13 ex2200-c-12t-2g

I ex2200-c-12p-2g

EA srx210he?
£A firefly-perimeter
T3 ex2300-c-12t

EA sre300

OneConfig = i~

Alarms = | [l Download

Status

L Oniine_IT%
[ Oniine_IT%
L Oniine_IT%

| Oniine AL
[ Online _

L Oniine_IT%
[ Offiine |

Juniper
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CLOUD MANAGEMENT

VNF Devices »  nix-dm-miomaxtest & New E
Action 10 Name State Liveliness
LA 4 Vjunos0 running (" Atve )
LA 2 v running [ Down
L 20 wu running [ A ]
| View VNF rverbed shut ot (" Down |
' Delete VNF jom aunning m
Restan
Stop

5 s e One Juniper



CLOUD MANAGEMENT

Action Interface &

=~ fe-0/0/2
Edit Interface
59 stem and Monitori ng Devices »  srxnew-oneconfigexample ~ View Graph
= Ewuws
=~ e-0/0/3.0
System Performance Graphs Interface Graphs Application and Network Risk Reports Commits Licenses Alarms. Actions e
= e~

Mode Per interface charts

IPv4 (inet)
192.168.44.1/24

eth-switch Access

Daily ¥

System Performance Graphs

System and Environmental

1 Week (30 mir Sun Jul 24 2016 1:00:00 AM

Filte ¥_Unit |
Connected

) Hour
A A " Day All
M\JW VNV Netiatimiinaiorn’
50 LF [ CPU (%): 50.9% 0O Week
) Month
fe-0/0/2.0
nl 21 22 23 24 25 26 27

v B Temperature (°C) B Memory (%) v BcrPu (%)

Performance and Capacity charts r_

v [ Bits Out

Interface Graphs Application and N
Period | Daily s
Filters

1 Day (5 minute

v W Bits In

NXTWORK2017
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CLOUD MANAGEMENT — SINGLE PANE

38

((I)))

NXTWORKZQW

One! Devices Services Users

Devices Stes  Aams()

Wifi Access Points

Action  Host Name
¥ AH-0ad540
¥ AH-0ad680
¥ SIM-2112A3
¥ AH-060a40

¥ Hoover-BSMT

Admin

Settings

witi APs )

Wifi Access Point Clients

Status
Health  Connection Type

®  WIRELESS
®  WIRELESS
° WIRELESS
®  WIRELESS
®  WIRELESS

Home Privacy Terms Securty Faq

Model

AP 122

AP_122

AP_250

AP_122

AP_122

Associated Device

©x2200-1

Host Name Connection Status
Jeremys-iPhone CCONNECTED

LAP

iPhone CONNECTED
2017-MBP CCONNECTED

Features  Contact

One

IP Address

192.168.1.205

192.168.1.200

192.168.1.211

192.168.1.210

192.168.1.207

Associated Site

dublin oh

MAC Address

CC2DB782F33A

1C4D70213C2F

‘80ED2C65F902

DDCA904785F48

'98F1704D252D

(2]
Active Clients Connected
@ .
[ 0 J =
«» >
(2]
0S Type Usage VLAN
Apple iPod, iPhone or iPad 645KB 1
Windows 8/10 0Bytes 1
Apple iPod, iPhone or iPad 0Bytes 1
Mac 0S X OBytes 1
Generic Android 192KB 1

miomaxtest

Copyright 2012 - 2017 OneConfig Pty Ltd  Version: 1.54.0

Juniper
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CLOUD MANAGEMENT — SINGLE PANE

One nrag Devices Services Users Configuration Settings Organizations Admin
Wifi Access Point Clients
Status
Health  Connection Type Host Name Connection Status IP Address MAC Address
( ) * Connected: * L18a2411914816 CONNECTED 10.10.10.100 182195F87F6F
Client Health: #* 100 % ‘

» Network Health:  # 100% 863e9f5a8f918 CONNECTED 10.10.10.165 DCCF96378CD7
» Radio Health: % 100 % ‘L5e4cae30689d CONNECTED 10.10.10.105 98F1704D252D
o« | [ERSEECOECHUERET ] catesosesc2c CONNECTED 10.10.10.99 28565A691BFD
#  WIRELESS Elis-ipod CONNECTED 10.10.10.206 00C610EBD658
#  WIRELESS Chromecast CONNECTED 10.10.10.69 546009129110

NXTWORK2017 One JuniPer
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WHERE TO GET STARTED/RESOURCES

Resources
* NFX:
e VSRX:

« CSO:

* One Config:

Where to get Started

« Juniper Account Team for a demo

« Juniper Partner demo and solutions
* OneConfig (OneConfig.com)

NXTWORK 2017 Juniper
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https://www.juniper.net/us/en/products-services/sdn/nfx250
https://www.juniper.net/us/en/products-services/security/srx-series/vsrx/
https://www.juniper.net/us/en/products-services/sdn/.../contrail-service-orchestration/
http://www.oneconfig.com/

TAKEAWAYS: WHAT YOU GOT WHILE YOU WERE HERE

» Evolution of Branch Architectures
 Intro to the NFX Platform

* Deployment Methods

« SD-WAN Market

« Management Integration

 NFX Deep Dive

NXTWORK 2017 Juniper
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Thank you

@dJunosAutomation
. http://forums.juniper.net/ ‘ #JKitty

http://www.facebook.com/JuniperNetworks

er.net/youtube
[#!/junipernetworks

J http://www.linkedin.com/company/juniper-netw

_r@ https://github.com/Juniper

@ATL_Oliver
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