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SDSN Landing Page
Access to resources, news, white papers and more.

http://www.juniper.net/us/en/solutions/software-defined-secure-networks/

VIRTUAL PLATFORM

Juniper Networks Virtual Firewall — vSRX

The vSRX, handling speeds up to 100 Gbps, is the industry’s fastest virtual 
firewall. It delivers core firewall, networking, advanced security, and automated 
lifecycle management for enterprises and service providers. The vSRX supports
Juniper Contrail, OpenContrail, and various third-party so�ware-defined 
networking (SDN) solutions while integrating with cloud orchestration tools 
such as OpenStack to provide scalable, secure protection across private, 
public, and hybrid clouds. 

Next-Generation Firewall Services

SECURITY SERVICES

Juniper Next-Generation Firewall Services provide an array of cyber defenses to 
reduce your attack surface in challenging environments. With the SRX firewall 
at the foundation, NGFW Services include: AppSecure for deep application 
visibility; best-in-class antivirus, antispam, Web filtering, and content filtering 
features; Intrusion Prevention System (IPS) for comprehensive threat detection 
and protection; and, user firewall service to restrict application usage on a 
per-user basis.

Security Director with Policy Enforcer

Junos Space Security Director provides security policy management through 
an intuitive, centralized interface that o�ers enforcement across emerging 
and traditional risk vectors. Policy Enforcer, a key Security Director capability, 
integrates with Sky Advanced Threat Prevention, orchestrating security work-
flows to protect both perimeter-oriented tra�c and lateral threat propagation 
within the network. Security Director integrates custom third-party o�-premises 
threat feeds into the SDSN framework for automated incident response.

SECURITY MANAGEMENT

Juniper Secure Analytics (JSA)

JSA Series Secure Analytics combine, analyze, and manage an unparalleled set 
of surveillance data – network behavior, security events, vulnerability profiles, 
and threat information with security information and event management (SIEM) 
system – scaled to match business operations from a single console. Choose 
from the JSA3800, JSA5800, JSA7500, or the JSA Virtual Appliance.

ANALYTICS

Sky Advanced Threat Prevention

Sky ATP is a cloud-based service integrated with the SRX Series to deliver an 
anti-malware solution that adapts to the ever-changing threat landscape. 
Sky ATP protects against sophisticated zero-day attacks and unknown threats 
by analyzing ingress and egress tra�c for malware and indicators of compromise. 
Sky ATP consolidates known threat information from in-house logging, cloud feeds 
from command and control (C&C) – both Geo-IP and third party via REST API – 
and unknown threats from sandboxing, machine learning, and deception. 

CLOUD-BASED THREAT INTELLIGENCE

SRX Series Sky Advanced
Threat Prevention Cloud

Medium Enterprise, 
Service Providers

Service Providers, 
Large Enterprise 

and Public Sectors. 

SRX4100 SRX4200SRX300

Retail O�ce
50 Users

SRX Series Features: Firewall, VPN, AppSecure, User Role-Based 
Authentication, NAT, IPS, UTM, Threat Intelligence, and Advanced Threat Protection
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Managed CPE, CPE, VPN Concentrator, Secure Router, Enterprise Campus Firewall, Datacenter Edge and Core, Secure Gateway and GI Firewall
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Automation, Programmability, Telemetry

Junos OS automation simplifies complex configurations and reduces potential 
configuration errors by enlisting all the on-box and o�-box requirements, including 
advanced customizations and integration with third party tools. Automation 
also supports so�ware upgrades, testing, fault remediation, configuration 
management and service provisioning.

AUTOMATION
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