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SCREENOS NAT
ScreenOS J-Series(JUNOS9.5 ) NAT

ScreenOS J-Series(JUNOS9.5 )

NAT
= Destination NAT
. Zone
= NAT Pool DIP IF NAT Pool
Egress IF Loopback Group

(ScreenOS )
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SRX NAT

SRX NAT
Match Condition

NAT

= NAT FW
Loopback Group Dummy Static Route
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SCREENOS NAT
ScreenOS NAT SRX NAT

SRX

DIP (Src-NAT) Source NAT using an address Pool
Interface NAT Source NAT

MIP Static NAT

VIP Destination NAT
DIP (Dst-NAT) Destination NAT
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NAT

= NAT
Source NAT
= NAT
« IP

Destination NAT
s P
= |P

Static NAT
= 11

NAT

NAT
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DESTINATION NAT  STATIC NAT

Destination NAT:
= Ingress IF Destination IP/Port
= 2 Destination NAT
= M 1(M=1,2,...)
= M > N (M,N>1, better M<=N)

Static NAT
= Double-IP-NAT

= Ingress Destination NAT Egress Source NAT
1St

= Port Translation
= 2 NAT

= 1to1l

= Subnet to Subnet
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CONE NAT

Full cone NAT 4
= Full cone NAT
= Restricted cone NAT
= Port restricted cone NAT
= Symmetric NAT

SRX JUNOS 10.0

7 Copyright © 2010 Juniper Networks, Inc.  www.juniper.net JU ﬂ| per

NETWORKS



FULL CONE NAT

Full cone NAT
= |P |P 11

Initial packet

I:I | Port 2001 b—{ : B>

I Port 3001

Host A:2001 Z:3001 * * (Any)
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RESTRICTED CONE NAT

Restricted cone NAT
= |P |P 11

Initial packet

I:I | Port2001 - ——— (- B>
T Port 3001

Host A:2001 Z:3001 Host B * (Port any)
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PORT RESTRICTED CONE NAT

Port restricted cone NAT
= |P |P 11

Initial packet

SRX y —— pPort121

I:I | Port 2001 - ———— - f B>
T Port 3001

Host A:2001 IP Z:3001 Host B 120

10 Copyright © 2010 Juniper Networks, Inc.  www.juniper.net JU ﬂ' per

NETWQORKS



SYMMETRIC NAT
Symmetric NAT

Initial packet

I:I | Port 2001 -—

Host A:2001 IP Z:3001 Host B 120
Host A:2001 IP Z:3002 Host B:121
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HAIRPINNING BEHAVIOR

Hairpinning behavior ( NAT)
= NAT NAT
g NAT ( IP
)
P A
I:I Port 2001 < > —
it SRX (NAT)Port 3001
Host A !
I:l Port 2002 < > ’IPE
o Port 3002
Host B
Host A:2001 IP A:3001 IP B’:3002
Host B:2002 IP B:3002 IP A:3001
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NAT

Static & destination NAT

Reverse static & source NAT

Reverse
Static

NAT

Static
NAT

[ves]

Route/Zone
Lookup

—| Policy Lookup

If no route, drop packet Drop per policy
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NAT

Interface
Zone
Routing-Instance

Pool
EgressIF [P

Src-NAT
Dst-NAT

Static NAT

Source NAT

1024 1024
512 512 1024 1024
512 512 1024 1024
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= |nterface
= Zone
= Routing-Instance

from interface
to interface

... rule-set N Rule 1
from routing-instance
to routing-instance
Rule Sets Rule M
Rules
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P
P
Interface (source NAT )

(PAT )

Overflow pools

16

Pool
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regress@limebert# show pool 666

address {
222.1.1.1/32 to 222.1.1.14/32;

}

port no-translation;

[edit security nat source]
regress@limebert# show pool 666
address |

202.1.1.1/32 to 222.1.1.14/32;

Y
port no-translation;
overflow-peoel interface;
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SOURCE NAT (PAT )

Pool
100.100.100.20
to
100.100.100.2 o

I kY
Trust zone (NAT) L ~_
fe-0/0/0.0  / N
- D 2 j > Internet \
\\i‘ | /.r'
P BTG 100.100.100.0/24 = S

SRX100-vpn# run show security flow session
Session ID: 11010, Policy name: trust-to-untrust/4, Timeout: 1792, Valid
In: 192.168.1.22/57842 --> 100.100.100.254/23;tcp, If: vlan.0, Pkts: 5, Bytes: 227
Out: 100.100.100.254/23 --> 100.100.100.26/21626;tcp, If: fe-0/0/0.0, Pkts: 5, Bytes: 259

SRX100-vpn# run show security nat source summary NAPT
Total pools: 1

Pool Address Routing PAT Total

Name Range Instance Address

src_nat_pool_napt 100.100.100.20-100.100.100.29 default yes 10

Total rules: 1
Rule name Rule set From To Action
napt_1 src_nat_napt trust fe-0/0/0.0 src_nat_pool_napt
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SOURCE NAT (PAT
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SOURCE NAT (PAT , OVER FLOW POOL )

Pool
100.100.100.30
to

100.100.100.31
Trust zone (NAT)

fe-0/000 /[
- E> ' - _ X > Internet

A | 7

192.168.1.0/24 100.100.100.0/24 .

[/

SRX100-vpn#run show security flow session
Session ID: 11120, Policy name: trust-to-untrust/4, Timeout: 1580, Valid
In: 192.168.1.22/21003 --> 100.100.100.254/23;tcp, If: vlan.0, Pkts: 36, Bytes: 1481
Out: 100.100.100.254/23 --> 100.100.100.30/21003;tcp, If: fe-0/0/0.0, Pkts: 36, Bytes: 1523

Session ID: 11127, Policy name: trust-to-untrust/4, Timeout: 1790, Valid NAT
In: 192.168.1.23/1267 --> 100.100.100.254/22;tcp, If: vlan.0, Pkts: 17, Bytes: 1673
Out: 100.100.100.254/22 --> 100.100.100.31/1267;tcp, If: fe-0/0/0.0, Pkts: 18, Bytes: 1767

Session ID: 11159, Policy name: trust-to-untrust/4, Timeout: 1794, Valid
In: 192.168.1.24/1044 --> 100.100.100.254/80;tcp, If: vlan.0, Pkts: 22, Bytes: 1680
Out: 100.100.100.254/80 --> 100.100.100.1/64506;tcp, If: fe-0/0/0.0, Pkts: 43, Bytes: 40039

<

SRX100-vpn# run show security nat source summary

Total pools: 2 Pool IF
Pool Address Routing PAT Total NAPT

Name Range Instance Address

src_nat_pool_napt 100.100.100.20-100.100.100.29 default yes 10
src_nat_pool_nat 100.100.100.30-100.100.100.31 default no 2

Total rules: 1

Rule name Rule set From To Action

nat_over_flow_pool src_nat_napt trust fe-0/0/0.0 src_nat_pool_nat R]l pe r
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SOURCE NAT (PAT , OVER FLOW POOL
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NAT

NAT
NAT

Internet
DMZ

Trust zone

my -

192.168.1.0/24

SRX100-vpn#run show security flow session
Session ID: 11254, Policy name: trust-to-untrust/4, Timeout: 1778, Valid
In: 192.168.1.24/1045 --> 100.100.100.254/80;tcp, If: vlan.0, Pkts: 10, Bytes: 1026

Out: 100.100.100.254/80 --> 100.100.100.24/18416;tcp, If: fe-0/0/0.0, Pkts: 16, Bytes: 13029

Session ID: 11255, Policy name: any_permit/6, Timeout: 1796,
In: 192.168.1.22/57601 --> 192.168.2.254/23;tcp, If: vlan.0, Pkts: 8, Bytes:
Out: 192.168.2.254/23 --> 192.168.1.22/57601;tcp, If: fe-0/0/1.0, Pkts: 7, Bytes: 3

SRX100-vpn#run show security nat source summar

Total pools: 2
Pool Address Routing PAT Total
Name Range Instance Address

src_nat_pool_napt 100.100.100.20-100.100.100.29 default yes 10

src_nat_pool_nat 100.100.100.30-100.100.100.31 default no 2
Total rules: 2
Rule name Rule set From To Action
napt_1 src_nat_napt trust fe-0/0/0.0 src_nat_pool_napt
NO_nat NO_nat_for_DMZ trust DMZ off
21 Copyright © 2010 Juniper Networks, Inc.
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(CONFIG)
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DESTINATION NAT (1:1)

Pool
100.100.100.20
to
100.100.100.29 ——
(NAT) i ~f | R
fe-0/0/0.0 {

)/ 172.27.24.200

o " F ol

Destination NA -

100.100. 100.0/é\m..

192.168.1.0/24

200.200.200.200

SRX100-vpn#run show security flow session
Session ID: 11649, Policy name: trust-to-untrust/4, Timeout: 1796, Valid
In: 192.168.1.22/34367 --> 200.200.200.200/23;tcp, If: vlan.0, Pkts: 9, Bytes: 402
Out: 172.27.24.200/23 --> 100.100.100.28/29684;tcp, If: fe-0/0/0.0, Pkts: 8, Bytes: 436

SRX100-vpn#run show sec

Total pools: 2 Src-NAT
Pool Address Routing
Name Range Instance

src_nat_pool_napt 100.100.100.20-100.100.100.29 default yes Dst-NAT
src_nat_pool_nat 100.100.100.30-100.100.100.31 default no 1

Total rules: 1
Rule name Rule set From To Action
nat_over_flow_poolsrc_nat napt trust fe-0/0/0.0 src_nat_pool_nat

SRX100-vpn#run show security nat destination summary

Total pools: 1

Pool name Address Routing Port Total
Range Instance Address

application_srv ~ 172.27.24.200 - 172.27.24.200 default 0 1

> :Zztlzl r::Ir(Telz ' Rule set From Action J U ﬂl pe r

app_srv one_to_one_dst_nat trust application_srv WNETWORKS



DESTINATION NAT (1:1)
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DESTINATION NAT (1:N)

SRX (NAT)

fe-0/0/0.0
192.168.2.0/24

Destination NAT

Port 21

100.100.100.100

NAT

Total rules: 2
Rule name Rule set From Action

ftp_srv one_to_N_dst_nat untrust multiple_appli_srvl
25 — —o VS — —
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DESTINATION NAT (1:N)
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STATIC NAT

27

SRX (NAT)
fe-0/0/0.0
192.168.2.0/24
Static FAT

100.100.100.102

Internet
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STATIC NAT
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PERSISTENT NAT (CONE NAT)

Persistent NAT Cone NAT
= Any remote host
» Full cone NAT
= Target host
» Restricted cone NAT
= Target host port
= Port restricted cone NAT

Source NAT
* any-remote-host Permit any remote host
» target-host Permit target host
» target-host-port Permit target host port

Session ID: 11936, Policy name: trust-to-untrust/4, Timeout: 1672, Valid
In: 192.168.1.22/31473 --> 100.100.100.254/23;tcp, If: vlan.0, Pkts: 38, Bytes:
Out: 100.100.100.254/23 --> 100.100.100.191/27597;tcp, If: . s: 38, Bytes: 1618

Session ID: 11941, Policy name: any_permit/9, Timeout: 6, Valid Inbound

29 Copyright © 2010 Juniper Networks, Inc.  www.juniper.net JU r]l Per

NETWORKS



POLICY NAT

Reverse
Static

Static
NAT

NAT

[ves|

Route/Zone
Lookup

—| Policy Lookup

If no route, drop packet| [Drop per policy]|

Source NAT

. NAT

Destination NAT/Static NAT

. Destination/Static NAT
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NAT POLICY

SRX (NAT)

! fe-0/0/0.0

Static NAT
® = & Internet EI
s 100.100.100.100

192.168.2.100

DMZ zone
192.168.2.0/24

NAT
1. Internet (200.200.200.200)
NAT (100.100.100.100)

2. 100.100.100.100 SRX

NAT (192.168.2.100)
3.

Src:200.200.200.200,

Dst:192.168.2.100 destination-address {

4, 200.20?.200.200 192.)168.2.100 drop-untranslated
}
}
5. NAT }
Permit/Deny }
}
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(SOURCE NAT)

Source NAT

32

show security nat source pool <pool-name | all>
show security nat source rule <rule-name | all>
show security nat source summary

show security nat interface-nat-ports

show security nat translation-context (*)

show security nat incoming-nat (*)

Note: (*) not available now
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(DESTINATION NAT)

Destination NAT
= show security nat destination pool <pool-name | all>
= show security nat destination rule <rule-name | all>
= show security nat destination summary
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(STATIC NAT)

Static NAT
= show security nat static rule <rule-name | all>
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(PERSISTENT NAT)

Persistent NAT
= show security nat source persistent-nat-table summary
= show security nat source persistent-nat-table pool <pool-name>
= show security nat source persistent-nat-table all
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(TRACEOPTION )

root@SRX100-1# set security nat traceoptions flag ?

Possible completions:
all Trace
destination-nat-pfe Trace
destination-nat-re Trace
destination-nat-rt Trace

source-nat-pfe Trace
source-nat-re Trace
source-nat-rt Trace
static-nat-pfe Trace
static-nat-re Trace
static-nat-rt Trace

everything

destination nat events on PFE-ukernel
destination nat events on RE side
destination nat events on PFE-RT side
source nat events on PFE-ukernel side
source nat events on RE side

source nat events on PFE-RT side
static nat events on PFE-ukernel side
static nat events on RE side

static nat events on PFE-RT side

root@SRX100-1# set security nat traceoptions file <name>
[match <match>] [size <size>] [files <number>] |
[world-readable | no-world-readable];

side
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everywhere




