JUNIRE!

JUNOS




JUNOS CLI

Console port

= 9600,8,N,1
Remote access
= Telnet, SSH
AUX port

login password

Local password, RADIUS, TACACS+

UNIX
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OPERATIONAL

Login Shell “or
= “cli” Shell Operational

root@%
root@% )
root@% cli
root>

root>
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OPERATIONAL

Telnet SSH Login Operational Mode
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OPERATIONAL

Command hierarchy

clear configure monitor  set  show

bgp chassis interfaces isis ospf route version

.
.
.
-
.
.
.
.
-
1

brief exact protocol table terse
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Ctrl-B
Ctrl-F
Ctrl-A
Ctrl-E

Delete or
backspace key
Ctrl-D

Ctrl-K

Ctrl-U

Ctrl-wW

Back one character
Forward one character
To beginning of line

To end of line

Delete character before cursor
Delete character under cursor
Delete from cursor to end of line
Delete all characters

Delete entire word to left of cursor
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Ctrl-L
Ctrl-P
Ctrl-N

Help

. 7

Redraw the current line
Move backwards through command history
Move forward through command history
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= Tab Space

Completion example

lab@srx1> show i

1" 1S ambiguous.
Possible completions:

igmp Show Internet Group Management Protocol information
interfaces Show i1nterface information_
1pVv6 Show IP version 6 information
_isdn Show Integrated Services Digital Network
information ) )
_ ISIsS Show Intermediate System-to-Intermediate System
information

lab@srx1> show i
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SYNTAX ERROR

Example

lab@srx1# load N
syntax error, expecting <command>.

edit]
ab@srx1#
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Space

Enter
/string

No-maore

---(more)--- prompt

Yo

Abort
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CONFIGURATION

Commit
rollback
\ ﬂm
Candidate Active
configuration configuration
0
rollback n |

Rollback files stored in 1 2
/config/juniper.conf.n (n=1-5)
/cft/var/db/config/juniper.conf.n (n=6-49) ~_ "~

SRX 5
50
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CONFIG

configure con

12
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CONFIG

Operational conifg

top

e N

chassis firewall interfaces protocols system  more...

N

alarm clock fpc
atm e3 ethernet sonet t3
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edit

set

top

chassis firewall interfaces protocols system  more...

*
*
*
*
*
*
3

alarm clock fpc

atm e3 ethernet sonet t3

[edit chassis alarm ethernet]
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Exit
= TOP EXIT
= Qperational

UP:
TOP

15

Operational
EXIT
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CONFIG

16
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CANDIDATE CONFIG

Interface

CONFIG show
Config

show interface

17
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SRX-BRANCH ROLLBACK

SRX-Branch SRX100~650 JUNOS
Rollback Default 5

50

lab@srxl1# set s¥§tem max-configuration-rollbacks ?
Possible completions: ) ) )
(O<miésconf|gurat|on—rolIbacks> Number of rollback configuration files
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SET/ROLLBACK

set
= Commit
edit] ) ,
ab@srx1# set chassis alarm ethernet link-down red
edit]
ab@srx1#
2 rollback
o commit rollback n 0-49
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CONFIG

Running CONFIG

= show |compare rollback 0

20
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DELETE

edit]

ab@srx1# edit chassis alarm_ethernet
edit chassis alarm ethernet]
ab@srx1# delete link-down

lab@srx1#

top delete config
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CONFIG

commit

edit] )
ab@srx1# commit
commit complete
edit

ab@srx1#

commit config

edit] )

ab@srx1# commit check
configuration check succeeds
edit

ab@srx1#

22 Copyright © 2010 Juniper Networks, Inc.  www.juniper.net JUD' per

NETWORKS



commit confirmed commit commit

default10 config rollback

0 default 10 2 commit
config
||
edit] ) )
ab@srx1# commit confirmed 1 ) ) )
commit confirmed will be automatically rolled back in 1 minutes unless
confirmed
commit complete
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CONFIG

SAVE

candidate config save

[edit]
lab@srx1# save filename

24

user

home directory(/cf/var/lhome/user

= URL ftp://<user@>host/<path/>filename

m SSH user@host:filename
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CONFIG

config load
load
= |oad override
= |oad merge
= |oad replace config conifg
= |oad factory-default ( )

commit
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CONFIG SUMMARY

edit, set, rename, and insert commands
show command

commit command

config

rollback command

delete command

status command

Config Operational

26

run show route
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JUNOS

JUNOS Log

EX
/config

3
Ivar/tmp

JUNOS
Ivar/log
Log Traceoption
/var/lhome
save
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JUNOS

JUNOS CLI

file list UNIX Is

juniper.conf.3.9z
juniper.conf.gz

file show <filename> UNIX more
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JUNOS

root@sunnyvale#request system software add ftp://userlD PWD@<ip address>/file-name

root@sunnyvale#request system software add /<directory path>/file-name

root@sunnyvale# ...s-jsr-8.5-20070719.0-domestic.tgz no-validate
/var/tmp/incoming-package.4903 54 MB 3215 kBps
Package contains junes-8.5-20070719.0.tgz ; renaming ...

WARNING: Moving package junos-8.5-20070719.0.tgz to /tmp ...

WARNING: Unpacking package junos-8.5-20070719.0.tgz in /var/tmp/pkg instmp4903/junos-8.5-20070719.0
Installing package '/var/tmp/pkg instmp4903/junos-8.5-20070719.0'

Verified junos-boot-jsr-8.5-20070719.0.tgz signed by PackageProduction 8 5 0
Verified junos-jsr-8.5-20070719.0-domestic signed by PackageProduction 8 5 0
Available space: 54427 require: 2404

WARNING: JUNOS edition domestic !'= export, need to regenerate ssh host keys
JUNOS 8.5-20070719.0 will become active at next reboot

WARNING: A reboot is required to Joad this software correctly

WARNING: e the 'request system reboot' command
WARNING: when software installation is complete

Saving state for rollback ...
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lab@srx1> request system halt
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Root

= Console

NTP
Syslog

31

no password

Timezone

Remote Host
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Root password Console

32

root# set system root-authentication
plain-text-password

lab@srx1# set system login user lab
class super-user

read-only view show

operator clear, network, reset, trace, view
ping/telnet

super-user all
unauthorized None
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root

root

33

super-user
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reboot

Hit [Ente l to boot |mmed|ately, or space bar for command prompt.
Booting [/Kernel] in 1 second.

bootup

Type "?° for a list of commands, “"help® for more detailed help.
loader>

loader> boot -s
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"recovery”

root
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edit]
ab@srx1# set system host-name Tokyo

edit
ab@s!xl# set system domain-name juniper.net
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NTP

NTP

timezone

37
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SNMP SYSLOG

SNMP Community

SNMP Trap
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save
trom

Save output_text to Ffile )
Trim specified number of columns from start of line

39
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| (

lab@srx1# show iInterfaces | save iInterface.txt

lab@srx1> show route | find 192.168.1.0

rollback 1

lab@srx1# show | compare rollback 1
[edit interfaces]

AF ge-1/3/0 {

+ unit 0 {

+ family inet {

+ address 10.1.1.2/24;
+ }

+ }

+ %

40

lab@srx1# show | count
Count: 52 lines

A

A1

111 e
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JUNOS

Messages from
/var/run/eventd_evens

syslog

DMI

local storage
users TTY

tnp and udp sockets

41
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SRX

" request system zeroize”

root> request system zeroize

yes
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chassisd :

idpd : IDP

Interactive-commands :

jsrpd :
kmd : IKE
messages .

utmd : UTM

43
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show log <log file> | match <expression>
show log <log file> | find <expression>
show log <log file> | last < >

show log <log file> | trim < >

monitor start <log file>

monitor stop <log file>

44 Copyright © 2010 Juniper Networks, Inc.

www.juniper.net

Juniper

NETWQORKS



JUNIPEN

NETWORKS

INTERFACE/ROUTING
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ge Gigabit Ethernet ports
fe Fast Ethernet ports

tl T1 ports

t3 DS3 ports

lo loopback interface

It logical tunnel

Ip ip over ip interface

Is Link service interface

gr GRE Tunnel interface

mt Internally generated multicast tunnel interface
pd PIM de-encapsulation interface

pe PIM encapsulation interface

stO logical IPSec interface
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FCS
MTU

(Internet, 1ISO, MPLS)
(IP address, ISO NET address)
(VCI/VPI, DLCI)
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Config TOP->Interface

set interface < > unit < 0-16384>

interfaces_{
interface-name_{ _
hysical-properties;

unit unit-number { )
EOﬁlcal—propertles;

by
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ETHERNET

MTU

—

49
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VLAN

VLAN
= set vlans [vlan-name] vilan-id [id]

= set interface [port] unit [number] family ethernet-switching

Tagged,untagged

= set interface [port] unit [number] family ethernet-switching port-mode <access,
trunk>

— access :untagged
— trunk  :tagged

VLAN

= set interface [port] unit [number] family ethernet-switching vlan member [vlan-
name]
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VLAN SHOW COMMANDS
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VLAN

Routed VLAN Interface(RVI)
= |3 VLAN
= VLAN

= set interface vlan unit [number] family inet address [IPv4 address]
= set vlans [vlan name] [3-interface [I3-interface name]
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RVI — SHOW COMMANDS
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JUNOS ROUTE PREFERENCE

54

Next hop is reachable?
-1 = Not reachable

Lower route preference
0 = Directly connected
5 = Static routes
7 =RSVP
9=LDP
10 = OSPF internal LSA Typel.Type2
15 = IS-IS L1 internal
18 = IS-IS L2 internal
100 = RIP
130 = Aggregate or generated
150 = OSPF external
160 = IS-IS L1 external
165 = IS-IS L2 external
170 = BGP
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ID

OSPF BGP ID [routing-option]
ID
= OSPF loO 127/8 switch ID
= LoO meO(or vme0)

lab@srx1# set routing-options router-id 1.1.1.1
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10.0.0.0/724

192.168.1.0/30 SRX2
ﬂ,!,qmper _ :

SRX1 10.0.0.0/24

SRX1# set routing-options static route 10.0.0.0/24 next-hop 192.168.1.2

SRX1 SRX2

SRX1# set routing-options static route default next-hop 192.168.1.2
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HW

show version
JUNOS

show system licenses
show chassis hardware [ detail ]
show chassis routing-engine
RE(Routing Engine)
show chassis fpc pic-status
show security monitoring fpc <number> [node<node>]
CPU/ /
show chassis alarms

show chassis environments

show chassis craft-interface
CLI LED
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show interface <interface>

show interface <interface> extensive

show vlans [ brief ]
VLAN

show ethernet-switching table
MAC

show arp [no-resolve]
ARP no-resolve

show route [ terse |
RIB

show route forwarding-table
FIB
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2.

1

60

SRX-BRANCH

set forwarding-options packet-capture file filename pcap files 10 size 10000
set forwarding-options packet-capture maximum-capture-size 1500

firewall filter

set firewall
etc.>_

set firewall
set fTirewall
set firewall

PCAP term

PCAP term
PCAP term
PCAP term

capture from <src/dst i1p, src/dst port, protocol,

capture then sample
capture then accept
allow-all-else then accept

firewall filter I/F

commit-and-quit

set interface_fe-0/0/7 unit O

family inet filter input PCAP
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[var/tmp

wireshark
> file copy /var/tmp/<file> ftp://x.x.x.x/<file>

SRX
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USB

SRX Log
(OR) UuSB
UuSB CLI USB Log
Log
UuSB
1. CLI (console, telnet, ssh) JUNOS root super-user
JUNOS "start shell”
2. "%" — “mkdir /var/tmp/usb”
“usb” “lvar/tmp”
3. USB — “mount_msdosfs /dev/dal /var/tmp/usb”
USB
5. Ivar/tmp/usb exit (e.g. “cd /") “umount
/dev/dal” USB
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