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1-a.

ISAKMP SA
(Diffie-Hellman group)

security {
ike {
proposal ike proposall {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shal;
encryption-algorithm aes-128-cbc;

SRX
- Basic
Proposal 1: Preshared key, DH g1, DES, SHA1 (pre-gl-des-sha)
Proposal 2: Preshared key, DH g1, DES, MD5 (pre-gl-des-mdb)
- Compatible
Proposal 1: Preshared key, DH g2, 3DES, SHA1 (pre-g2-3des-sha)
Proposal 2: Preshared key, DH g2, 3DES, MD5  (pre-g2-3des-md5)
Proposal 3: Preshared key, DH g2, DES, SHA1 (pre-g2-des-sha)
Proposal 4: Preshared key, DH g2, DES, MD5 (pre-g2-des-mdb)
- Standard
Proposal 1: Preshared key, DH g2, 3DES, SHA1 (pre-g2-3des-sha)
Proposal 2: Preshared key, DH g2, AES128, SHA1 (pre-g2-aesl128-sha)
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1-b, 1-c.

ge-0/0/0 ge-0/0/0
ge-0/0/1 untrustzone untrust zone ge-0/0/1

E_ trust zone J/ N trust zone _EE
E— 254 10111 srx_remote 254 —._

192.168.1.0/24 192.168.11.0/24

srx_center 10.0.1.1

address 1-1-1-1;
external-interface ge-0/0/0;
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2 SA

security {
ipsec {
proposal i1psec-proposall {
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm aes-128-cbc;

SRX
- Basic
Proposal 1: no PFS, ESP, DES, SHAL (nopfs-esp-des-sha)
Proposal 2: no PFS, ESP, DES, MD5 (nopfs-esp-des-md>5)
- Compatible
Proposal 1: no PFS, ESP, 3DES, SHA1 (nopfs-esp-3des-sha)
Proposal 2: no PFS, ESP, 3DES, MD5 (nopfs-esp-3des-md>5)
Proposal 3: no PFS, ESP, DES, SHAL (nopfs-esp-des-sha)
Proposal 4: no PFS, ESP, DES, MD5 (nopfs-esp-des-md>5)
- Standard
Proposal 1: DH g2, ESP, 3DES, SHA1  (g2-esp-3des-sha)
Proposal 2: DH g2, ESP, AES128, SHA1 (g2-esp-aesl128-sha)
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2-b, 2-c. VPN

ge-0/0/0 ge-0/0/0
ge-0/0/1 untrustzone untrust zone ge-0/0/1

E_ trust zone J/ XI trust zone _EE
254 .254
E_ 10.1.1.1 srx_remote _-_-

192.168.11.0/24
192.168.1.0/24 92.168.11.0/

srx_center 10.0.1.1

gateway gwl;
ipsec-policy ipsec-policyl;
by

establish-tunnels immediately;
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3. VPN

ge-0/0/0 ge-0/0/0
ge-0/0/1 untrustzone untrust zone ge-0/0/1

trust zone J/ xl trust zone _ga
10.1.1.1 srx_remote 254 —_

192.168.11.0/24

.254

’F“F'

srx_center 10.0.1.1

192.168.1.0/24

static {
route 192.168.1.0/24 next-hop st0.0;

}
}
| }

}
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4. VPN

“Tunnel”

VPN VPN ( )
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4. VPN
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— ISAKMP SA

root@srx100-1# run show security ike security-associations
Index Remote Address State |Initiator cookie Responder cookie Mode

UP

Juniper
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— IPsec SA

root@srx100-1# run show security ipsec security-associations
Total active tunnels: 1
ID Gateway Port Algorithm SP1 Life:sec/kb Mon vsys




16 Copyright © 2010 Juniper Networks, Inc.  www.juniper.net JU ﬂl per

NETWORKS



IPSEC VPN

IKE /var/log/kmd
security {
ike {
traceoptions {
flag ike;
flag all;
}
(kmd )

> show log kmd

IKE debug log
> monitor start kmd (start showing ike log file in real time)
> monitor stop kmd (stop showing ike log file in real time)

http://kb.juniper.net/KB10100
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IPSEC
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