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= Flow-based forwarding: AT—hrIIWAV ARG 3
= Packet-based forwarding: BEDIL—2/ISWEIE

SRXZFW/VPN#28 L L THIBAT BB EICIE, 78— R—R T4+ T—FT 40 %&ER
LEI,

TJA—AR—RITAT—FT AT ETA4TAIETEEINTLET,

[ 2% SRXEMBOImEE—FAEIRTE(10.2) ]

Route/Nat (L3/L4) Bridge (L2)

Flow-based Packet-based Flow-based Packet-based
(Transparent Mode) | (Ethernet SW|tch|ng

SRX100/210/240/650 %1 Iits (default) R %t ity
(P>t s F 7E)
SRX5000/3000 ¥ it R =t %t ity R I

* ScreenOSTIlX. Flow-based forwarding® & 2% it
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ENRDBShTWVET,
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,
Screen0OS JUNGS , Routing Instance \QM
Virtual Router LSl \\
I
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interfaces {
ge-0/0/2 {
unit 0 {

FATHIETRTDALATT—RIE, TRAIL—4 (ipvdTlEinet.0) [AAVRENTEY .
HOVRIFANTRETHNIXEFIZHLWREER T AL EIIHYEE A, )
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SRXTIXEICEF T4V —2ZFETAI T IZHIRLET . M5 7000 HI I
WHR) Y —(BIB)TFIVITEDIEANY —UMoEIV —U~DBELLLIEIA S
V—VERILT =V DIGE DS T49ITY

X T4V—2lE. FEDZDDEFATHEFEELET,
= Functional zone
F[ZManagementD &N —2 T, KU —VTRELIZNS TavIDEEEINEZEITHY
FtH A, SRXTIL. ScreenOSEELY | Z<DHBRICEREEA AT —AEMEDXpOM
IRIEIN TSI ELHY. [FEAEDIEE TFRunctional zoneZE# T AL EEIHYEEA

(e]

= Security zone
FWZERBiET ST 7V L THIET 51=bDV —> BEY —2 WV TG EIZIE, 2D
X )T —2%RLET . FWKR) O —IE, ¥ 2 ) T4V — VR THRESNDZEIZHY
F9,
= SRXTI&. FI74/LbDSecurity ZonebEL TUTHONSEZRSNTLNET,
— Null-Zone: TIHIEDY =2, ETORSTavoERAYTEN S,
— junos-global: SRXAETHWLLNSREBMGY —>, BEIFICFEZER T ILEREL,
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security {
zones {
security-zone trust {
host-inbound-traffic {
system-services {
all;
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BFEDtyavIceyFLELTCP
SYN/\ryheZ{ELI-15E . RST#
Security zone: trust Offé(/////

| B
Send reset for non-SYN session TCP packets:

Policy configurable: Yes
Interfaces bound: 1 6;“\\\\\\\\\\
fnterfaces: A —U IR LTRY S —MBRESA TS A

vlian.O

lab# run show security zones

Security zone: untrust
Send reset for non-SYN session TCP packets: Off
Policy configurable: Yes

Screen: untrust-screen < AR —2 @RS TLNSScreenfHHIDERE 4 (23)
Interfaces bound: 1

In%erg?gigzo <\~\\\\\\§\\§\\
- ' K —UIZNAUREN TN BV ETT—R
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J—2MNDEETE (HOST-INBOUND-TRAFFIC)

SRXB#iIm,Z5 7197122V T

« B#IHLST7091&, host-inbound-trafficl2&YzoneE = (A 2T —RAEIZT(ILAE
HEHEINFET,

« BRIEODH—EXZDHLODEEFEIL, system > services BEE T TERENET ,

= system-services
= FZHzone(interface) TEREZHBRT A —ERFHEELFET,

= protocols
= 2 Zzone(interface) TEZEFHARTHTOMILEIBELET,

s AREICTHEESA TN S—ERETORIIL YT, 329 Szone(interfaces)
#REHT ATy IFETdropen 9,

» BRIGHY—E XDEIETT (B: Telnet/J-WebZE) IPEFHIRLI=LMEEIZ(X. L3 Firewall
FilterZl00.0[ZERELE T
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system {
services {
ssh;
telnet;
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BXTEIZEY . FW/VPN(IPSEC)RE DS Ty W HIEIRIREIC/RY F T,

ScreenOSTI&, NAT/L—ILD i EHE TR —IZTTITHNTULVELE=A.
SRXTIlZ. NATIERIIL—)LIZTCERdR SN FET,

Context Lookup

10

O zone

Matching Context

Contexts

N (2
N 7Ty

7

Policies

Matching Policy Specifies
Action

Copyright © 2010 Juniper Networks, Inc.  www.juniper.net

Juniper

NETWORKS

10



RS —BEsER—SE T4

_ SRX100 (LM/HM) | SRX210 (LM/HM) | SRX240 (LM/HM) | SRX650

Max Sessions
Virtual Routers
VLANs

IFLs (GREEIF)
Max Policies

Max Policies w/
Count

Security Zones
Address Book
Address Set

Addresses per
Policy
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16000/32000
3

16

64

384

128

10
512/1024
128

512

32000/64000
10

64

100

512

128

12
512/1024
128

512
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X)) T4R)—ERTEDFIE

1. X a)T4R)O—F T IMDERTE
= Security zones M E&E
= Address-Book D&% (A 7av)
= Custom-Application® &tF (A7 3av)

= Scheduler® &% (AT 3>)
2. ALG OEFE (A T3av)
3. X )T4 R —DER R

= From-zone / to-zoneMIEE
= Match criteria Mg

» Addresses/Address sets (source/destination)

= Applications/Application sets
« Action DIEE

= Permit/ Deny / Reject

= Log (FFav)

= Count (7 3V)
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FRULRTvODEEEF (AT ay)
1) —JL—ILIA D source/destination address [ZT{E AT baddressF5ELZE
ZLET,

TRTDISTavIZFBBSE-LMGEEIE. FTHEERSNTLVS any FEIRLTL
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security {
zones {
security-zone trust {
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SRXTI&, D)L/ R—KMZHEL, Z2LDT T r—3> hipredefined service
ELTEHEINTULET,

= Predefined service &, A FaATURICTHRERAHEEXET,
(config-mode)# show groups junos-defaults applications

BRIERINTWWAT7I)r—2321d 2T "junos-” hoIgFEVET,

BRIERT T )r—avIETI74ILET junos-defaults” ' JL—TIZEL . CLIMS
EE ﬂlb\fgij_

BRIERTIVTr—av(d “any” (22 TIYFLET,
ERIEREDRFLTER LI=ApplicationZ 4 IL—FIt 3T BT ELAHETT,
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#ab# show groups junos-defaults applications | hold

# File Transfer Protocol

application junos-ftp {
application-protocol ftp;
protocol tcp;
destination-port 21;

16
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17

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

port=0, appl name=junos-tcp-any, service type=0, alg i1d=0,

port=21, appl name=junos-ftp, service type=1, alg id=1, timeout=
port=22, appl name=junos-ssh, service type=22, alg id=0, timeout=1800
port=23, appl name=junos-telnet, service type=10, alg id=0,

port=25, appl name=junos-smtp, service type=7, alg id=0, timeout=1800
port=43, appl name=junos-whois, service type=46, alg i1d=0,

port=49, appl name=junos-tacacs, service type=0, alg i1d=0,

port=53, appl name=junos-dns-tcp, service type=16, alg id=16,
port=65, appl name=junos-tacacs-ds, service type=0, alg id=0,
port=70, appl name=junos-gopher, service type=39, alg i1d=0,

port=79, appl name=junos-finger, service type=17, alg id=0,

port=80, appl name=junos-http, service type=6, alg id=0, timeout=1800
port=110, appl name=junos-pop3, service type=8, alg i1d=0,

port=111, appl name=junos-sun-rpc-tcp, service type=5, alg id=5,
port=113, appl name=junos-ident, service type=34, alg id=0,

port=119, appl name=junos-nntp, service type=35, alg i1d=0,

port=135, appl name=junos-ms-rpc-tcp, service type=>55, alg i1d=55,
port=139, appl name=junos-smb, service type=21, alg id=0,

port=143, appl name=junos-imap, service type=9, alg id=0,

port=179, appl name=junos-bgp, service type=0, alg id=0, timeout=1800
port=210, appl name=junos-wais, service type=0, alg i1d=0,

port=389, appl name=junos-ldap, service type=47, alg i1d=0,

port=443, appl name=junos-https, service type=58, alg 1d=0,

port=444, appl name=junos-snpp, service type=0, alg id=0, timeout=180
port=445, appl name=junos-smb, service type=21, alg id=0,

port=514, appl name=junos-rsh, service type=2, alg id=2, timeout=1800
port=515, appl name=junos-printer, service type=38, alg id=0,
port=517, appl name=junos-talk, service type=65, alg i1d=65,

port=518, appl name=junos-ntalk, service type=65, alg id=65,
port=522, appl name=junos-h323, service type=0, alg 1d=0,

port=554, appl name=junos-rtsp, service type=11l, alg id=11,

port=646, appl name=junos-ldp-tcp, service type=0, alg id=0,
port=705, appl name=junos-snmp-agentx, service type=0, alg id=0,
port=993, appl name=junos-imaps, service type=0, alg i1d=0,

port=1433, appl name=junos-ms-sql, service type= 56 alg id=0,
port=1494, appl name=junos-winframe, service t%pe 8, alg id=0,
port=1503, appl name=junos-h323, service type alg 1d=0,

port=1521, appl name=junos-sglnet-v2, serv1ce type 64, alg id=64,

timeout=1800

timeout=1800

timeout=1800
timeout=1800
timeout=18
timeout=18
timeout=1800
timeout=1800

timeout=1800

timeout=1800
timeout=1800

timeout=1800
timeout=1800

timeout=1800
timeout=1800
timeout=1800

timeout=1800

timeout=180
timeout=1800
timeout=1800
timeout=1800
timeout=1800
timeout=1800

timeout=1800
timeout=1800

timeout=1800

1800

timeout=2400

timeout=60

0

timeout=7560

timeout=1800
timeout=1800
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tcp port=1525, appl name=junos-sqlnet-vl, service type=0, alg id=0, timeout=1800
tcp port=1720, appl name=junos-h323, service type=60, alg id=60, timeout=1800
tcp port=1723, appl name=junos-pptp, service type=69, alg id=69, timeout=1800
tcp port=1731, appl name=junos-h323, service type=0, alg id=0, timeout=1800

tcp port=1863, appl name=junos-msn, service type=41, alg id=0, timeout=1800

tcp port=2000, appl name=junos-sccp, service type=71, alg id=71, timeout=1800
tcp port=2049, appl name=junos-nfsd-tcp, service type=0, alg id=0, timeout=1800
tcp port=2401, appl name=junos-cvspserver, service type=0, alg id=0, timeout=1800
tcp port=3220, appl name=junos-xnm-ssl, service type=0, alg i1d=0, timeout=1800
tcp port=3221, appl name=junos-xnm-clear-text, service type=0, alg i1d=0,
timeout=1800 -

tcp port=3478, appl name=junos-stun, service type=0, alg id=0, timeout=1800

tcp port=3479, appl name=junos-stun, service type=0, alg id=0, timeout=1800

tcp port=3578, appl name=junos-wxcontrol, service type=0, alg id=0, timeout=7560

tcp port=5050, appl name=junos-ymsg, service type=33, alg id=0, timeout=1800
tcp port=5060, appl name=junos-sip, service type=63, alg id=63, timeout=1800
tcp port=5190, appl name=junos-aol, service type=36, alg 1d=0, timeout=180
tcp port=5191, appl name=junos-aol, service type=36, alg 1d=0, timeout=180
tcp port=5192, appl name=junos-aol, service type=36, alg 1d=0, timeout=180
tcp port=5193, appl name=junos-aol, service type=36, alg 1d=0, timeout=180

0
0
8
tcp port=5800, appl name=junos-vnc, service type=40, alg id=0, timeout=1800

tcp port=6000, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6001, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6002, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6003, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6004, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6005, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6006, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6007, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6008, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6009, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6010, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6011, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6012, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6013, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6014, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6015, appl name=junos-x-windows, service type=0, alg id=0, timeout=1800
tcp port=6016, appl name=junos-x-windows, service type=0, alg 1d=0, timeout=1800
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tcp port=6017, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6018, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6019, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6020, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6021, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6022, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6023, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6024, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6025, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6026, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6027, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6028, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6029, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6030, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6031, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6032, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6033, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6034, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6035, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6036, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6037, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6038, appl name=junos-x-windows, service type=0, alg id=0, timeout=

tcp port=6039, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6040, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6041, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6042, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6043, appl name=junos-x-windows, service type=0, alg i1d=0, timeout=

e e e Y e e i B ey
€0 0O 0O OO GO GO GO GO GO OO OO OO OO OO GO GO GO GO CO CO CO O GO GO GO GO GO OO OO OO OO OO OO OO OO GO CO CO
Slololololololololololololelslclclclclclclclolololololololololololelelelal)
Slolelololelololelolelololelolololololololololololololololololololelelelale)

tcp port=6044, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6045, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6046, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6047, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6048, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6049, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6050, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6051, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6052, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6053, appl name=junos-x-windows, service type=0, alg id=0, timeout=
tcp port=6054, appl name=junos-x-windows, service type=0, alg i1d=0, timeout=
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tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

timeout=18

port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=6
port=7
port=1

O OO JOUITBWNRFROWN R OWoJoYU!
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QU DD OO ODODODODIDODDODOOO
QWO OO o YOy on ooy onorononoyuturor o1l

4

appl name=junos-x-windows,
appl name=junos-x-windows,
appl name=junos-x-windows,
appl name=junos-x-windows,
appl name=junos-x-windows,
appl name=junos-x-windows,
appl name=junos-x-windows,
appl name=junos-x-windows,
appl name=junos-x-windows,

appl name=junos-irc,
appl name=junos-irc,
appl name=junos-irc,
appl name=junos-irc,
appl name=junos-irc,
appl name=junos-irc,
appl name=junos-irc,
appl name=junos-irc,
appl name=junos-irc,
appl name=junos-irc,

appl name=junos-http-ext,
appl name=junos-ns-global-pro,

service
service
service
service
service
service
service
service
service
service

service
service
service
service
service
service
service
service
service

type=0,
type=0,
type=0,
type=0,
type=0,
type=0,
type=0,
type=0,
type=0,
type=0, alg
type=0, alg
type=0, alg
type=0, alg
type=0, alg
type=0, alg
type=0, alg
type=0, alg
type=0, alg
type=0, alg

service type=66,
service type=0,

alg
alg
alg
alg
alg
alg
alg
alg
alg

1d=0,
id=0,
id=0,
id=0,
id=0,
id=0,
id=0,
id=0,
id=0,
id=0,

alg

1d=0,
1d=0,
1d=0,
1d=0,
1d=0,
1d=0,
1d=0,
1d=0,
1d=0,
timeout=1800
timeout=18
timeout=1
timeout=1
timeout=1
timeout=1
timeout=1
timeout=1

00 0O CO CO CO 0O OO
[eleoleolololeolele]
OO OOO

timeout=1800
1d=0,
alg 1d=0,

o
|_|
=
0]
0
&
o
—

timeout=
timeout=
timeout=
timeout=
timeout=
timeout=
timeout=
timeout=
timeout=

timeout=1800

N Y Yy
00 0D 0D OO OO OO OO OO OO
slelololelelelele)
Slelelelelelelele)
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udp port=0, appl name=junos-udp-any, service type=0, alg id=0, timeout=60

udp port=7, appl name=junos-echo, service type=0, alg 1d=0, timeout=60

udp port=9, appl name=junos-discard, service type=19, alg 1d=0, timeout=60

udp port=19, appl name=junos-chargen, service type=18, alg id=0, timeout=60

udp port=53, appl name=junos-dns-udp, service type=16, alg id=16, timeout=60

udp port=67, appl name=junos-dhcp-server, service type=28, alg id=0, timeout=60
udp port=68, appl name=junos-dhcp-client, service type=28, alg id=0, timeout=60
udp port=69, appl name=junos-tftp, service type=29, alg id=29, timeout=60

udp port=111, appl name=junos-sun-rpc-udp, service type=5, alg id=5, timeout=60
udp port=123, appl name=junos-ntp, service type=44, alg id=0, timeout=60

udp port=135, appl name=junos-ms-rpc-udp, service type=55, alg id=55, timeout=60
udp port=137, appl name=junos-nbname, service type=48, alg id=0, timeout=60

udp port=138, appl name=junos-nbds, service type=50, alg i1d=0, timeout=60

udp port=500, appl name=junos-ike, service type=54, alg id=0, timeout=60

udp port=512, appl name=junos-biff, service type=0, alg id=0, timeout=60

udp port=513, appl name=junos-who, service type=0, alg i1d=0, timeout=60

udp port=514, appl name=junos-syslog, service type=23, alg id=0, timeout=60

udp port=517, appl name=junos-talk, service type=65, alg id=65, timeout=60

udp port=518, appl name=junos-ntalk, service type=65, alg i1d=65, timeout=60

udp port=520, appl name=junos-rip, service type=0, alg i1d=0, timeout=60

udp port=540, appl name=junos-uucp, service type=0, alg id=0, timeout=60

udp port=646, appl name=junos-ldp-udp, service type=0, alg id=0, timeout=60

udp port=1434, appl name=junos-sgl-monitor, service type=57, alg i1d=0, timeout=60
udp port=1701, appl name=junos-12tp, service type=0, alg id=0, timeout=60

udp port=1719, appl name=junos-h323, service type=61, alg id=61, timeout=60

udp port=1812, appl name=junos-radius, service type=51, alg id=0, timeout=60

udp port=1813, appl name=junos-radacct, service type=51, alg i1id=0, timeout=60
udp port=2049, appl name=junos-nfsd-udp, service type=43, alg i1d=0, timeout=60
udp port=2123, appl name=junos-gtp, service type=74, alg id=0, timeout=60

udp port=2427, appl name=junos-mgcp-ua, service type=72, alg id=72, timeout=7200
udp port=2727, appl name=junos-mgcp-ca, service type=73, alg id=73, timeout=7200
udp port=3478, appl name=junos-stun, service type=0, alg id=0, timeout=60

udp port=3479, appl name=junos-stun, service type=0, alg id=0, timeout=60

udp port=4500, appl name=junos-ike-nat, service type=54, alg 1d=0, timeout=60
udp port=5060, appl name=junos-sip, service type=63, alg id=63, timeout=60

udp port=5632, appl name=junos-pc-anywhere, service type=0, alg id=0, timeout=60
udp port=6346, appl name=junos-gnutella, service type=42, alg 1d=0, timeout=60
udp port=6347, appl name=junos—-gnutella, service type=42, alg id=0, timeout=60
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UDP 2/2

udp port=7000, appl name=junos-vdo-live, service type=0, alg i1d=0, timeout=60
udp port=7001, appl name=junos-vdo-live, service type=0, alg i1d=0, timeout=60
udp port=7002, appl name=junos-vdo-live, service type=0, alg i1d=0, timeout=60
udp port=7003, appl name=junos-vdo-live, service type=0, alg i1d=0, timeout=60
udp port=7004, appl name=junos-vdo-live, service type=0, alg i1d=0, timeout=60
udp port=7005, appl name=junos-vdo-live, service type=0, alg i1d=0, timeout=60
udp port=7006, appl name=junos-vdo-live, service type=0, alg i1d=0, timeout=60
udp port=7007, appl name=junos-vdo-live, service type=0, alg id=0, timeout=60
udp port=7008, appl name=junos-vdo-live, service type=0, alg i1d=0, timeout=60
udp port=7009, appl name=junos-vdo-live, service type=0, alg i1d=0, timeout=60
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HRABRLTIT)r—2a D& (AT ay)

HMEVATLDOS 49 0ZERBEILIEZWEGELGE A RALTT)r—3>
TERT AENHEFET, £ CORICEHLE T ALGEAREZLTTY)
r—a TS EAMNMERELEEFT .

= Application Protocol

— DNS,FTPIGNORE,MGCP-CA,MGCP-UA,PPTP,
Q931,RAS,REALAUDIO,RSH,RTSP,SCCP,SIP, SQLNET-V2, TALK,TFTP

— ‘ignore’ [&. ALGZFIALGLMEEIZERELET,
= Source and destination ports
= icmp-type, icmp-code
= |P protocol
= rpc-program-number
= uuid

BA LT IMEIE 4-86400 FP DB CEREERIEETY ,
F-. FRIEERUHRILTERLI=ApplicationZ 5 JL—T 1L 52 ¢%
AIRETY,
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APPLICATION LAYER GATEWAY (ALG)

TI)r—2av(2&oTIE, BYIZ@EFHIET 552, LILANYT DHELT T
TYhr—3o70r a0 BEERFLITHIETINELAHBYET , KEHWD A
(2. LTDHREIBEIZ. ALGHAFIHEINET,

= —DOOEEIZA—ARAQFEHTOMIILIZE T FHIZHOBEIO—2ERTET7TTY
r—i3ay . (FTP. SQL%E)

= BEKBEXLITADAEIZ. TIVr—aoRA(O—REERTIDENHDIGE . (
DNS%)

s JYERDEX A TAEREDT=DIZ. TV —2 3o RA(O—FEERTINENHS
HE. (httpZH)

= EA—DR—FLETELGLHBIEIVO—ZRXANTI2ULENHDHIGE . (ESP/INATE)

» JS5UFSRXDJunos10.28 i THR—FENDALGIE TEENEY TY,

= DNS. FTP.H.323. MGCP. MS-RPC. PPTP., RSH, RTSP. SIP, SCCP. SUN-RPC. TFTP,
Talk ALG. SQL

= NAIURSRXTHIGLTULBDALGIE, T FSRXEIFELZLD T —REIZHERMN
WETY,
ALGZEEZNIZT HIZIE:
= " set security alg algname disable’ CHEEALGA TSV I+ — LR TEMELRYET

[e]
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applica}ions { . .
application ftp-custom —_— icati
application-protocol ftp; CLschgoplicaten
protocol tcp;
destination-port 8021;
inactivity-timeout 3600;
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RIS—DECad
X ATARI L —BREREAV T, REO X2 TR —ERBLET,

X TAR)—(F, Y—REFEE zone DI/FEER) O —BDHRTEIZMZ T,
FHICEET S ‘match’ V54TV TR & FHICERLE-EY avITRLTE
7957030 0B then DERRIZH DN TILNVET,
= ‘match’ 25477
= |[P7KLX: source-address, destination-address
= ;R—r&FES: application
= RUS—DHFEBBRT7P21—/)LTOT74)LIERE . Scheduler-name (A7 3>)
= ‘then’ 793>
= BV A BEN T Y IEREDH or IER
= ZAR)O—BTYFLIBRRTORBENGT I3V DIEE
R —FEED LEMSIEFIFHESN . FHITTYFLET I3V —EDAE
TSN, LBORYD—EFHESNF A CDAE. RO —DIEEICBET HINE
NHYFET,
« RYS—ODIEFIL. "insert” AvURICTEEAEETY ,
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X aA)T4R)O— T O3V DIERE

‘then’ 7913 RICIERE
= Permit: §51]
= Deny: i ZE (BILE. T7—31—FREY)
= Reject: A (tcp-rst £f=[& ICMP port unreachable messageL5—I1—k%
BARAIZIRT)
= Log: AY MEF
= Count: EZHRS—D /Ny N MERE

BRRBIIZpolicyZ e ELIEWE S X T I7A IR —ITHEESNTINST
AV BENELGYET,
= TOHILNRYD—(E, —BRRICEBBREIN TSR O—ELGYET,
s TIOHILNT OO avIE, deny&E>TWVETH, HREICKYpermitiIZER T HE
£ A[EETT,

set security policies default-policy deny-all/permit-all
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# show security policies
from-zone trust to-zone untrust {
policy reject juniper {
match™ {
source—-address any;
destination-address www.juniper.net
application any;
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SECURITY LOGGING
JUNOSD U AT LIZTHIRASNSGBEDL AT LAT EFAIZ, M1y
707 (X2 T7407)cRETHENHEFT,

cSO4vo05 (%, Z 2D TA—I VAR HYET,
= JEEDsyslog (RFC3164)

= Structured Syslog
. _ _ var/lo
. EYEHES R TAEREIREL - LME A (S iR -
REBRL—SA
NS489 1ZIFZDDWRERENRHYET, ‘
> eventd
- Stre?m Moie Control Plane Event mode
LI e L o 1 7 e e F
= BEDIRIETIEHEDE—F, Data Plane Stream Mode
= Event Mode ‘ 'ﬂowd_
= = K1500 events/sec D&EIFHY .
IF
)

Syslog Y—/i~
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Security Logging Event-mode £% 5 I

30

# show system syslo
archive size 100k files 3;
user * {

any emergency;

J
host 172.27.67.102 {

any any; . Traffic LogD Ayt—U (F“RT_FLOW’IZRYFY
} - ’ 5% FH

file messages {

any critical;

authorization info; . . . .
b | BEEOYRAT LEEOS BE
file interactive-commands {

interactive-commands error;

} X
file traffic log { Traffic LogD Ayt —U[E“RT_FLOW’IZRYF T
an ;
Patch Bh FLOW: S ABEFALT RITAARE
: structured-data; Structured syslog74—< v+ % #ER
file idp log { :
match IDP ATTACK; <— |IDPEAERJ (X"IDP_ATTACK’[ZTYF
structured-data {
brief;
}
}
# (sihow sefc:urity log Event ModeZ 155
m nt; :
event-rate 100; < L—h1500LF
format sd-syslog; Structured syslog74+—< vk %&iR
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Security Logging Event-mode / structured syslog H 7145

31

# run show log traffic log

Oct 17 08:00:02 newsyslog[94428]: logfile turned over due to size>100K
<14>1 2010-10-17T08:24:49.4267Z - RT FLOW - RT FLOW SESSION CLOSE
[Junos@2636.1.1.1.2.41 reason="unset" source-address="192.T68.1.3" source-
port="1504" destination-address="60.254.131.202" destination-port="80"
service-name="junos-http" nat-source-address="172.27.67.101" nat-source-
port="13786" nat-destination-address="60.254.131.202" nat-destination-
port="80" src-nat-rule-name="source-nat-rule" dst-nat-rule—-name="None"
protocol-id="6" policy-name="trust-to-untrust" source-zone-name="trust"
destination-zone-name="untrust" session-id-32="19697" packets-from-
client="91" bytes-from-client="6336" packets-from-server="148" bytes-from-
server="201839" elapsed-time="0"] session closed unset: 192.168.1.3/1504-
>60.254.131.202/80 junos-http 172.27.67.101/13786->60.254.131.202/80
source-nat-rule None 6 trust-to-untrust trust untrust 19697 91 (6336)

148 (201839) 0

<14>1 2010-10-17T12:54:57.4287Z - RT FLOW - RT FLOW SESSION CLOSE
[Junos@2636.1.1.1.2.41 reason="unset" source-address="192.T68.1.3" source-
port="1040" destination-address="172.27.0.10" destination-port="53"
service-name="junos-dns-udp" nat-source-address="172.27.67.101" nat-
source-port="56381" nat-destination-address="172.27.0.10" nat-destination-
port="53" src-nat-rule-name="source-nat-rule" dst-nat-rule-name="None"
protocol-id="17" policy-name="trust-to-untrust" source-zone-name="trust"
destination-zone-name="untrust" session-id-32="23772" packets-from-
client="1" bytes-from-client="72" packets-from-server="1" bytes-from-
server="256" elapsed-time="0"] session closed unset: 192.168.1.3/1040-
>172.27.0.10/53 junos-dns-udp 172.27.67.101/56381->172.27.0.10/53 source-
nat-rule None 17 trust-to-untrust trust untrust 23772 1(72) 1(256) O

Attributea ="“Value” D I74+—< vk
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# show security log
mode stream;
source-address 172.27.67.101;
stream traffic log {
format sd-syslog;

host {
172.27.1.177;
}

e__

Stream mode Z#5%E

Stream modelXREZE 5%\ =8 . systemEE F~ADIBINER

Y—RXF7RLRé&syslogh—/\7RELADIEE
Structured syslog74+—<wk%:&ER

=

SEITEL

Fil=  “iew Help

0 3G Dae mon E

TETP Server Time | IP Address | Msz Ty | Messaze

Oct 19 17:36:52
Oct 189 17:36:52
Oct 19 173648
Oct 18 17:36:48
Oct 19 17:36:42
Oct 189 17:36:40
Oct 19 17:36:38
Oct 18 17:36:38
Oct 19 17:36:38
Oct 19 17:36:38
Oct 18 17:36:38
Oct 19 17:36:38
Oct 189 17:36:34
Oct 19 173632
Oct 18 17:36:32
Oct 19 17:36:32
Oct 189 17:36:32
Oct 19 173632
Oct 18 17:36:32
Oct 19 17:36:32
Oct 189 17:36:32
Oct 19 173630
Oct 18 17:36:30
Oct 19 17:36:28
Oct 19 17:36:28
Oct 19 1726:28

1722767101
1722767101
172276710
1722767101
1722767101
1722767101
172276710
1722767101
1722767101
172276710
1722767101
1722767101
1722767101
172276710
1722767101
1722767101
1722767101
172276710
1722767101
1722767101
1722767101
172276710
1722767101
1722767101
1722767101
172276710

uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info
uucp.info

FTP Server

Syslog Server

1 2010-10-19T16:30:28.821

1 201 0-10-19T16:30:24.821
1 2010-10-19T16:30:24.821
1 2010-10-19T16:30:24.821
1 201 0-10-19T16:30:24.821
1 2010-10-19T16:30:24.821
1 2010-10-19T16:30:24.821
1 2010-10-19T16:30:20.821
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1 2010-10-19T16:30:39.225
1 2010-10-19T16:30:39.225
1 201 0-10-19T16:30:35.227
1 2010-10-19T16:30:35.227

1 2010-10-19T1 6:30:27.227

1 201 0-10-19T16:3012.224
1 2010-10-19T16:3019.224
1 2010-10-19T16:30:19.224
1 2010-10-19T16:3019.224
1 201 0-10-19T16:3012.224
1 2010-10-19T16:3019.224
1 2010-10-19T16:30:19.224
1 2010-10-19T16:3019.224
1 201 0-10-19T16:301 6,826
1 2010-10-19T16:30:1 6.826
1 2010-10-19T16:30:15.226
1 2010-10-19T16:30:15.226
1 201 0-10-19T16:3015.226
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RT_FLOW - RT_FLOW SESSION_GLOSE [junos@2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION GLOSE [junos®26361.1.1.2.41
RT_FLOW - RT_FLOW SESSIOM CLOSE [unos®2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION_ CLOSE [junos@2636.1.1.1.241
RT_FLOW - RT_FLOW SESSION_GLOSE [junos@2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION GLOSE [junos®26361.1.1.2.41
RT_FLOW - RT_FLOW SESSIOM CLOSE [unos®2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION_ CLOSE [junos@2636.1.1.1.241
RT_FLOW - RT_FLOW SESSION_GLOSE [junos@2636.1.1.1.2.41
RT_FLOW - RT FLOW SESSION GLOSE [junos@2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION_ CLOSE [junos@2636.1.1.1.241
RT_FLOW - RT_FLOW SESSION_GLOSE [junos@2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION GLOSE [junos®26361.1.1.2.41
RT_FLOW - RT_FLOW SESSIOM CLOSE [unos®2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION CGLOSE [junos@2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION_GLOSE [junos@2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION GLOSE [junos®26361.1.1.2.41
RT_FLOW - RT_FLOW SESSIOM CLOSE [unos®2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION CGLOSE [junos@2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION_GLOSE [junos@2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION GLOSE [junos®26361.1.1.2.41
RT_FLOW - RT_FLOW SESSIOM CLOSE [unos®2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION CGLOSE [junos@2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION_GLOSE [junos@2636.1.1.1.2.41
RT_FLOW - RT_FLOW SESSION GLOSE [junos®26361.1.1.2.41
RT_FLOW - RT_FLOW SESSIO N O LOS E [Junos@2636.1 .1 .1 .2.41

www.juniper.net

reazon=" TGP FIN" source-address="1921681.3" zource-port="1669" destination-add
reazon="TCP FIN" source-address="19216813" zource-port="1653" destination-add
reason="TUP RST" source-address="1921681.3" gource-port="1665" destination-ad:
reason="unset” source-—address="1921681.3" source-port="1654" destination-addres:
reazon=" TGP RST zource-address="1921681.3" zource-port="1635" destination-ad:
reazon="TCP FIN" source-address="19216813" zource-port="1666" destination-add
reason="TUP RST" source-address="1921681.3" gource-port="1636" destination-ad:
reason="TCP RST" source-address="192.1681.3" source-port="1646" destination-ad:
reazon=" TGP RST zource-address="1921681.3" source-port="1648" destination-ad:
reason="TUP RST source-address="1921681.3" gource-port="1655" destination-ad:
reason="TCP RST" source-address="192.1681.3" source-port="1656" destination-ad:
reazon="unzet” source-address="182168.13" source-port="1040" destination-addres:
reazon="TCP RST" zource-address="1921681.3" source-port="1662" destination-ad:
reason="TUP RST source-address="1921681.3" gource-port="1661" destination-ad:
reason="TCP RST" source-address="192.1681.3" source-port="1647" destination-ad:
reazon=" TGP RST source-address="1921681.3" source-port="1638" destination-ad:
reazon="TCP RST" zource-address="1921681.3" zource-port="1649" destination-ad:
reason="TUP RST" source-address="1921681.3" gource-port="1652" destination-ad:
reason="unset” source-—address="192168.1.3" source-port="1104" destination-addres:
reazon="unzet” source-address="182168.1.3" source-port="1040" destination-addres:
reazon="TCP RST zource-address="1921681.3" source-port="1657" destination-ad:
reason="unget” source-address="1921681.3" source-port="1040" destination-addres:
reason="unset” source-—address="192168.1.3" source-port="1104" destination-addres:
reazon="TCP RST source-address="1921681.3" Source-port:“'l 6617 destination-ad:
reazon="TCP FIN" source-address="1921681.3" source-| port— 16607 destination-add
reason=" ‘TGP FIN source- address— 1921681 3" source- port— 1644 destmatmn adch
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Policy Counters

# run show security policies detail
Default policy: deny-all
Policy: trust-to-untrust, action-type: permit, State: enabled, Index: 4,
Scope Policy: 0
Policy Type: Configured
Sequence number: 1
From zone: trust, To zone: untrust
Source addresses:
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# run show security policies policy-name trust-to-untrust
From zone: trust, To zone: untrust
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HE KB 7:Flow/SessionZ &L HE

SRXIE. L' FD5-tupplelGHRICKYRT—FIILAVA VAR 3 U ELT
LTLVET,

= Source IP / Port

= Destination IP / Port

= Protocol Number

TIAILMNIT BEMGHAICHEREVDRSICEFRENTHhTLE
9 HY . BEARBEflow/sessionDEMEEFNZEE I HFLHEFT,

= set security flow ...
= set security zones security-zone <zone-name> tcp-rst
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lab# set security flow ?
Possible completions:

> aging Aging configuration
allow-dns-reply Allow unmatched incoming DNS reply packet

+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups
route-change-timeout Timeout value for route change to nonexistent route

(seconds)
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lab# set security flow tcp-session ?

Possible completions:

+ apply—-groups

+ apply—-groups-except
no-sequence-check
no-syn-check

Groups from which to inherit configuration data
Don't inherit configuration data from these groups
Disable sequence-number checking

Disable creation-time SYN-flag check

no-syn-check-in-tunnel Disable creation-time SYN-flag check for tunnel

packets
rst-invalidate-session Immediately end session on receipt of reset

37
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lab# set security zones security-zone untrust ?
P0851ble completions:

<[Enter]> Execute this command
> address-book Address book entries
+ apply-groups Groups from which to inherit configuration data
+ apply-groups-except Don't inherit configuration data from these groups
> host-inbound-traffic Allowed system services & protocols
> interfaces Interfaces that are part of this zone
screen Name of ids option object applied to the zone

38 Copyright © 2010 Juniper Networks, Inc.  www.juniper.net J U n I pe r

NETWORKS



BEERaT R

lab> show security flow session °?

Possible completions:
<[Enter]> Execute this command
application Application protocol name
brief Show brief output (default)
destination-port Destination port (1l..65535)
destination-prefix Destination IP prefix or address
extensive Show detailed output
family Show session by family
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lab> show security flow session summary
Unicast-sessions: 28
Multicast-sessions: O
Failed-sessions: 0
Sessions-in-use: 29

Valid sessions: 28

40
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lab> show security flow session
Session ID: 6352, Policy name: self-traffic-policy/1l, Timeout: 1800, Valid
In: 172.27.3.149/2462 --> 172.27.67.101/23;tcp, If: fe-0/0/0.0, Pkts: 2156,
Bytes: 87809
Out: 172.27.67.101/23 --> 172.27.3.149/2462;tcp, If: .local..0, Pkts: 1478,
Bytes: 140513

Session ID: 6565, Policy name: trust-to-untrust/4, Timeout: 1788, Valid

22%2: 192.168.1.254/2330 --> 207.46.73.60/80;tcp, If: vlan.0, Pkts: 17, Bytes:
Out: 207.46.73.60/80 --> 172.27.67.101/18983;tcp, If: fe-0/0/0.0, Pkts: 19,

Bytes: 23973

Session ID: 6991, Policy name: trust-to-untrust/4, Timeout: 1774, Valid

31%2: 192.168.1.254/2298 --> 64.233.183.138/80;tcp, If: vlian.0, Pkts: 10, Bytes:
Out: 64.233.183.138/80 --> 172.27.67.101/6412;tcp, If: fe-0/0/0.0, Pkts: 7,

Bytes: 1212

Session ID: 6998, Policy name: self-traffic-policy/1l, Timeout: 4, Valid

76In: 172.27.67.101/123 --> 210.173.160.87/123;udp, If: .local..0, Pkts: 1, Bytes:
Out: 210.173.160.87/123 --> 172.27.67.101/123;udp, If: fe-0/0/0.0, Pkts: 1,

Bytes: 76

Session ID: 6999, Policy name: self-traffic-policy/1l, Timeout: 10, Valid
In: 172.27%67.101/123 --> 210.173.160.57/123;udp, If: .logal..0, Pkts: 1, Bytes:

76
t: 210.173.16(4.57/123 --> 172.27[.67.101/123;udp, If: fg-0/0/0.0, Pkts: 1,
Byfes: 76
. YDy > Ly \

vy aviD
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lab> show security flow session session-identifier 10481
Session ID: 10481, Status: Normal

Flag: 0x0

Policy name: trust-to-untrust/4

Source NAT pool: interface, Application: junos-http/6
Maximum timeout: 1800, Current timeout: 1762

Session State: Valid

Start time: 356796, Duration: 40
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SCREEN#£&E

Screen #8E(X. L3/LADE R B E R REZF IR LE TS

IDPED a—/LIFAWEWVRIIL-#EELY ., IEEICERIZEIEL
E3 I

= N IT2URSRXTIE, NPC/SPU_LIZ31]

« 7S5 FSRXTIE. SPU L TULIE

ScreentégE (L. LEEFHTEID $H (idp-option) Z#{ERL . TN ZEzoneE
YU THREIZKYEZRELET,
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HEH — T IAJ)Lbuntrust-screenzk E

lab# set security screen ids-option untrust-screen ?

Possible completions:
alarm-without-drop
apply-groups
apply-groups-except
icmp
i
limit-session
tcp
udp

edit]

—VVVVYV++

Do not drop packet, only generate alarm

Groups from which to inherit configuration data
Don't inherit configuration data from these groups
Configure ICMP ids options

Configure IP layer ids options

Limit sessions

Configure TCP Layer ids options

Configure UDP layer ids options

lab# set security screen ids-option untrust-screen tcp ?

Possible completions:
+ apply-groups
+ apply-groups-except
fin-no-ack
land
port-scan
syn—-ack-ack-proxy
syn-fin
> syn—-flood
syn-frag
tcp-no-flag
> tcp-sweep
winnuke

V Vv

Groups from which to inherit configuration data
Don't inherit configuration data from these groups
Enable Fin bit with no ACK bit ids option
Enable land attack ids option

Configure port scan ids option

Enable syn-ack-ack proxy ids option

Enable SYN and FIN bits set attack ids option
Enable SYN flood ids option

Enable SYN fragment ids option

Enable TCP packet without flag ids option
Configure TCP sweep ids option

Enable winnuke attack ids option
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lab> show security screen statistics zone untrust
Screen statistics: -
o #% % ScreenlZEvh

IDS attack type Statistics — S

ICMP flood 5 LI HE

UDP flood 21

TCP winnuke 0

TCP port scan 0

ICMP address sweep 0
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Ty EEICEZEINENES . UTHOBEHEAZEZONET

46

SRXIZ/N T YR EHELTULNS M ?

flowDHREN . BEELI=EDIZHE-TLNEM?
ScreenBBEICKY /NIRRT OYIEINTULVELM ?
INTYRDIBSEIE. T7ATOA—ILEEMN?
JEXRFRIL—HMZIEOTULVELD ?
BEtEyav/Nrybm?
ALGIZ&YTOvoEn TR ?
INTYMIELWWA AT —R/—U S EELTLNAH ?
W IL—RL27A—T—R NN ZANRIREN TSN ?
ELLWRYD—AGEIREN TS M ?

R —AR—ZADONATHELGERASIN TSN ?
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FWLERRER ST I a—T142 7 YR I+ FE
ZAtY Ay NEFELTOENE I DHER

= “show security flow session”[Z&k YR
INTYREZEEDFERE

= “monitor interface traffic” ICKBIFUT ILAAL LA ZADFEER
REAMIEA R FDREER

= messages77 M ILINEDHEEE

= “monitor traffic ...” AYURICKDTARIILARNUMMERR

FWRLEBIZ KBS T0voR Oy T DHERR
» ARYS—hOU2DHER
« NSOqvoRT (X aT4R5) B ARBEDHERR
= flow traceoption(Z& 5T /Ny H AABDHEER
EN\TYNABTDHEER
» INTYRXR YT FrIZ&d ENTIYFRNBEDRESR
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FLOW/SESSION T/\v5J ME1#% (TRACEOPTION:ZRE)

‘set security flow traceoption ...'[ZT, ZA—/tvyiar DT /\vJ #EE
FTHENHFEFET, (ScreenOST®D’debug flow ... [ZHH )

Set security flow traceoptions flag packet-drops
= FOYTENT=NANTYRD TN\ AT RFEELET .
» BERILGWNS T4 MSRXIZTEESNTVSAIEEELHDIEE. £T IR
ATavEEELTEEEZDIVAITLETS,
set security flow traceoptions flag basic-datapath
= bSD4v978—0OT /35 0% B E (ScreenOS®Ddebug flow basic& &
C)
set security flow traceoptions file <file>
» NS4 HT7a—DT /w5 O DIRFELIETE

set security flow traceoptions packet-filter <filter# >
= FST4v078—TIN\VT DITAILEF) U TIETE
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lab# set security

flow traceoptions flag ?

Possible completions:

all
basic-datapath
packet-drops
[edit]
lab# set securit

All events
Basic packet flow
Packet drops <

flow traceoptions

acket-filter ?

BEDT /NI TIE
packet dropsZ38E
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lab# set security flow traceoptions flag packet-drops
lab# set security flow traceoptions file flow-trace

[edit]
lab# commit
commit complete

[edit]
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