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9547 kPC
®

S1 (Client session
SYN Packet

SRC IP = Client IP
DST IP = External Proxy

SYN-ACK
SRC IP = External Proxy
DST IP = Client IP

HTTP Connect
SRC IP = Client IP
DST IP = External Proxy

CONNECT office365.com:443
HTTP/1.1

Host: office365.com

© 2020 Juniper Networks, Inc. Confidential - All rights reserved

Client Hello »
[ J Client Hello [ ]

« CONNECT OK

SRX

o T—73IZIP headerMEZH#1Z T

) ‘ ~S1ES20/EIL—T %

.
.
.
.
.
.

“Host"28 ML T
TL—OORET TV hE+1 51
HNEFT)DHE
DNSTRATRREREL T
Y—\eaRroiaLEHiav3

b S2 (Proxy session)
SYN Packet
SRC IP = Client IP
DST IP = 0365

SYN-ACK
SRC IP = 0365

DST IP = Client IP
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Juniper

it HHHT NETWORKS
9547 RPC DNS External proxy website
® ® ®
SYN Packet
SRC IP
®
SYN-ACK
SRC P = External Proxy SRX&External proxy GtemporaryD v a3 &R
HTTP connect request ZExternal proxy~forwardL7=%# (&
“Host"#8 LT = S e e
UL N RSB

SRC IP = Client IP

WEFTITHENEE
CONNECT juniper.net-443 Pass through mode&LTEI¥EY %

DST IP = External Proxy

HTTP/1.1. SYN Packet

Host: juniper.net SRC IP = Client IP

DST IP = External proxy

SYN-ACK
SRC IP = External proxy
DST IP = Client IP

HTTP Connect SRC IP = Client IP DST IP = External Proxy
CONNECT juniper.net:443 HTTP/1.1 Host: juniper.net

CONNECT OK

Client Hello

¢ e |
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HTTPS(SSL) M@BIEETEHET7 Y/ tERE(URL) EA—H 4L EO5 AT AHIEMNTEE,

Summary View

wrce Port

370

368

367

364

363

Web Filtering Events @

Detail View
Destination Country Destination |P
"= Singapore 111.221.20.254
"= Singapore 111.221.20.236
& United States 40.96.3.210
BE United States 40.77.228.92
"= Singapore 111.221.20.254

Destination Port

443

443

443

443

443

1—H4%

User Name

katagiri
katagiri
katagiri
katagiri

katagiri

TR %

URL

v10.vortex-win.data. microsoft.com
array305-prod.do.dsp.mp.microsoft.com
outlook.office.com

watson.telemetry. microsoft.com

v10.vortex-win.data. microsoft.com
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# of Sessions: 1372
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Bandwidth: 2592.50 MB
Risk Level: [

) Q0S T/

7313 MB 343

— TL—I7 I THIEG

73.13 MB 343

© 2020 Juniper Networks, Inc. Confidential - All rights reserved

Juniper Business Use Only

JUniper |



B x5 L77U5—vay
T7)r—23 FBALT,. O—hILT LA 9T OROT7 7)) r— a2 QoS% i F

LBO

SRX 1) —X m

TV r—ay
S E 2

-

0101100111101100111110
(- —
’ AppQoS

R —EH

FI)r—ay
CIEE |4

HRBL G 2F ¥
R

© 2020 Juniper Networks, Inc. Confidential - All rights reserved

Juniper Business Use Only -JUDLEWQI‘ |



W ZX5L7T705—2 3y (#E)

DAZN—TEELTWEWT IV r—2 3203, A—YTEAICEES & UHIEAATEE

# Jas-ot¥alF a-va X

< cC @

signature s1 member mO1 context ssl-server-name
signature s1 member m01 patterr{" *¥juniper.net*}
signature s1 member mO1 direction client-to-server

|I II|
: @ | [ CUSTOM-VIEW ] |
\ J

—

HTTP-PROXY
IC.

© 2020 Juniper Networks, Inc. Confidential - All rights reserved Juniper Business Use Only JU

NETWORKS |



Y 2 =/{—SD-WANDO 7 71— 3 Ul

e JOFVBREBTHO-TEARYNI—IBREZERESIZCTIL—YU 79 N2 EH
e JOFXLHYH—I/I\DT7 FLARAZEERE
s PACT7AIDEERE

« BRALYDITAANGETIT)r— 30 ExELTEE
c A—YETFTTUTr—2avERDITSHIEDAHE

s FIUH—S a3 EHANTHIVIRAFyE1—HRAITESR
o 4200fBFELLLEHA T TV —2 a3 VIZERSINTULELVEIETD
A—HRITEMNZESE L THIET 5 Z EMHEE

2020 Juniper Networks, Inc. Confidential - All rights reserved

Juniper Business Use Only JUDLEWQ! |



\
Ve

| o,/,,
)

| //6/0/ A
/0

7\

////,/
\

\ X\
\

\\, .. /;



B 5o )T RIS, £ TV 3 TR

RIERT7AT7 o +—ILHEE MEEREEUTM) BHOEX1)To1ER FOFRILIIT
7oFEOTA

F7I)r—aom
avkO—)LER[#RTE

RykRybkC&C

HYURRYIR

EABLEI(PS)

GEO-IP EfEE ek dly il

A—H—~_R—X
T7AT 24—

HABLT4—F&

H—hy BB LIR—Ta2 &34

SRX EAXH—E R
VPN IW—T425
(IPSec, SSL VPN) (BGP, OSPF)

T7AT 24—l

NAT(ZKFL RAZE#)

F—hkArA—23av

TRAE
H5RAYLH On Board GUI

© 2020 Juniper Networks, Inc. Confidential - All rights reserved

Juniper Business Use Only JUDLRQSF |



Y - 774SD-WAN: BiN— KOt 7RETEX 1) 71 &1k

-  Office365F 95O RT7T)r—a Dt
o AR TFATIA—ILELLIL—T42Y
« ERXRODEUHY—(FTavH—ER)

BNDON—F 927 FFE

MRA

A3 —2yk

.
.
.
.
.
.
.
.
.
.
‘e
.

.
. .t
,,,,,,

»
““““““
““““““
‘‘‘‘‘‘‘
. * .
‘‘‘‘‘‘‘‘
,,,,,
.®

.

| > EHTTY A E—FNEE
............................... € Office 365 TL A7 9M&EE
Juniper Business Use Only JUDLEWQI‘ |

© 2020 Juniper Networks, Inc. Confidential - All rights reserved






X TE X BFXDRELARR

CLICOEREIFRAFILANE

GUIIRIETIX1IDDEREE RRSE H=8H(C
BHDA—1—Z2XETDDLENDHD

HELEWLEBAGUIIZEESIN TV

FTIFIVIITHhMNDITHIIEKX

_ AL L er Busin JUﬂ!‘EQF ‘



Y T FEEDOEBESHR
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L = [ZSecure-web-proxyDHEEEZFEM L TO365MD bS5 74 v o Z0—AHILTL—O T hEES
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WEEE (A1) WEEE $LA2)
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BEO7aX I H—n\0R— &S 8080 BEOC7OX oY —n\0R— &S 8080
TJL—UT7 7 bOXREED office365-grp TL—UT7 7 bOXRREED office365-grp
7IVr—T 3y FFIIV5r— 3y
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RMRICBEGHREERE

set services application-identification application-group office365-grp applications junos:EXCEL-ONLINE

set services application-identification application-group office365-grp applications junos:LYNC

set services application-identification application-group office365-grp applications junos:MICROSOFT

set services application-identification application-group office365-grp applications junos:MICROSOFT-LIVE-SERVICES
set services application-identification application-group office365-grp applications junos:MICROSOFT-UPDATE

set services application-identification application-group office365-grp applications junos:MS-ONENOTE

set services application-identification application-group office365-grp applications junos:MS-PLANNER

set services application-identification application-group office365-grp applications junos:MS-SWAY

set services application-identification application-group office365-grp applications junos:OFFICE-DOCS

set services application-identification application-group office365-grp applications junos:OFFICE365-CREATE-CONVERSATION
set services application-identification application-group office365-grp applications junos:ONEDRIVE

set services application-identification application-group office365-grp applications junos:OUTLOOK

set services application-identification application-group office365-grp applications junos:OWA

set services application-identification application-group office365-grp applications junos:POWER-BI

set services application-identification application-group office365-grp applications junos:POWERPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SHAREPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SKYPE

set services application-identification application-group office365-grp applications junos:WINDOWS-AZURE

set services application-identification application-group office365-grp applications junos:WINDOWS-MARKEZR #4 a5

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip ProxyServerlPacaicos
set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port ProxyPort

set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group Application

set security address-book global address PROXY-SERVER ProxyServerlPaddress

set services application-identification application-group office365-grp applications junos:WORD-ONLINE - =
set services application-identification application-group office365-grp applications junos:YAMMER JEFH %75\ E&E -d_ 6 IE E [d: § L \ o
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KRITDEGREERE (HBE)

set security application-tracking

set security advance-policy-based-routing tunables max-route-change 0

set security advance-policy-based-routing profile office365-local-breakout rule r01 match dynamic-application-group Application
set security advance-policy-based-routing profile office365-local-breakout rule r01 then routing-instance APBR

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match source-address any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address PROXY-SERVER
set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address-excluded

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match application any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY then application-services advance-policy-based-routing-profile office365-local-breakout
set routing-instances APBR instance-type forwarding

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop GWIPaddress

set routing-options interface-routes rib-group inet RIB_GROUP

set routing-options rib-groups RIB_GROUP import-rib inet.0

set routing-options rib-groups RIB_GROUP import-rib APBR.inet.0
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New Bulk Update

Schedule update?

4] September

Pleasg sel

Device: EX2300_Mist-demo
Device: SRX340_Mist-demo
Device: SRX345_SWP

Site: Mist DemoFd

Site: Secure-web-proxy DemoF8

&.CPE FWIZIL DeviceA’E L\~ T2 5 &4 D1+ TS
ZDEBE . ZFHWAEDCPE FWEEBIRLTWWAZLEERSE

N
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Schedule update? Select Devices

o September 2019 [+ ]

— Please select a time:

v

00:00

Mg
gl
Rat
FH
™
M
S
SI:.I;
i
>
N
H

L2

ﬁput type:

Select a template:

o

Basic

Branch template v

Branch template
Google-Suite

PoxyEIECHSITBEO—HILT L —20 T FOFGE

Secure-web-proxy

%
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New Bulk Update

Schedule update? No Select Devices ¥
(4] August 2019 0
Su Mo Tu We Th F Sa J Time Zone
1 2 e GMT +0900 (HHEEE)
4 5 & 7 g 3 10
11 1z 13 14 15 1§ 17 .
Please selact atime: 7]
B 1% 20 M 2 23 4 =
25 26 7 B 29 E 3
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©  September 2019 o @ [ Selectatemplate: | poxERICHITIO—NILTIL v ] -
[ 2] .

Please s ) time: 0:0C E*Ré’htf:%yj[/_l“

Update input: ‘Tag: DeViceA(:ﬁ\ﬂ’jl’\T:?/ {’fx Input format: m Table |
[v SRX340_Mist-demo-jnprhiromit variables: ] :
ProxyServer|Paddress 192.168.1.100 PraxyPort 8080
|
Application 0ffiC6365-grp GWIPaddress 122 .XXX.XXX.163
[v SRX345_SWP-jnprhiromit variables: ]
proysenveripagaress | 192.168.2.100 proxyPort E7VVIO—FDRNBEANT BT
AITNFzvy HLEHE
Application GWIPaddress
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set services application-identification application-group office365-grp applications junos:EXCEL-ONLINE

set services application-identification application-group office365-grp applications junos:LYNC

set services application-identification application-group office365-grp applications junos:MICROSOFT

set services application-identification application-group office365-grp applications junos:MICROSOFT-LIVE-SERVICES
set services application-identification application-group office365-grp applications junos:MICROSOFT-UPDATE

set services application-identification application-group office365-grp applications junos:MS-ONENOTE

set services application-identification application-group office365-grp applications junos:MS-PLANNER

set services application-identification application-group office365-grp applications junos:MS-SWAY

set services application-identification application-group office365-grp applications junos:OFFICE-DOCS

set services application-identification application-group office365-grp applications junos:OFFICE365-CREATE-CONVERSATION
set services application-identification application-group office365-grp applications junos:ONEDRIVE

set services application-identification application-group office365-grp applications junos:OUTLOOK

set services application-identification application-group office365-grp applications junos:OWA

set services application-identification application-group office365-grp applications junos:POWER-BI

set services application-identification application-group office365-grp applications junos:POWERPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SHAREPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SKYPE

set services application-identification application-group office365-grp applications junos:WINDOWS-AZURE

set services application-identification application-group office365-grp applications junos:WINDOWS-MARKETPLACE
set services application-identification application-group office365-grp applications junos:WORD-ONLINE

set services application-identification application-group office365-grp applications junos:YAMMER

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip 192.168.1.100/32

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port 8080

set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group office365-grp

set security address-book global address PROXY-SERVER 192.168.1.100/32
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set security application-tracking

set security advance-policy-based-routing tunables max-route-change 0

set security advance-policy-based-routing profile office365-local-breakout rule r01 match dynamic-application-group office365-grp
set security advance-policy-based-routing profile office365-local-breakout rule r01 then routing-instance APBR

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match source-address any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address PROXY-SERVER

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address-excluded

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match application any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY then application-services advance-policy-based-routing-profile office365-local-breakout
set routing-instances APBR instance-type forwarding

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop 122.xxx.xxx.32

set routing-options interface-routes rib-group inet RIB_GROUP

set routing-options rib-groups RIB_GROUP import-rib inet.0

set routing-options rib-groups RIB_GROUP import-rib APBR.inet.0

EERICIFTERTHRENRASNTLSA,

ERENRELTLDDIE DOEHDH
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Bulk Update Report

Summary

1 device success updates
O device errors

Butk Update Report Tor JNPR hiromit Onel_onfig

Repoet Cameratad on 30/08/2019 608

Summary
1 device sucoess opdates
device brrirs

SEX3A0- g turoevet

Input

RFCRBREN-BRERETEOT
PDFT L7R— k

v

Input v

Log v
Download PDF Close

SRXAC-inpeniromit
set proups TEST wyatem host-name TESTset groups TEST system Gme-2one Aska/ Tokyonet gronps TEST systems durmp-no-ganiciet grovps TESY system root-mthentication encrypted-
sswand “$15YIOWEMTESORYOF gl WMKE VM LizGH "ot greasm TEST system name-server 20067222 2225 growps TEST system name-snrver 200.07.220. 220wt grovss TES!
Systesn login wser (ab i 20005e¢ 2 0ufes TEST systiss loghs sser tal) chass suses-userset groufrs TEST system fogin uses (ab suthentication encryptest-pasvwerd i 23set groups TEST
sstem services fpset groves TEST system services ssh 1001-login slowset reups TEST system senvices ssh protncol-version v2set groves TEST system services teinetset roups TEST
SyStom sesvices nesconf sehset groups TEST system servioes web-managoment he interface slset proups TEST system sysiog archive sine H00kset groups TEST system sysiog srchive
fies et growps TEST system sysiog wses * anyy emerpancyset grovps TEST system sysiog fie mesages sy roticeset g10cps TEST system sysiog fle messages svhorization infoset
proups TEST syatem ayslog e interactive commandh nteractive conmands anryset greuss TEST aysten syvloy file allog my arfpset grouss TEST systisn sysloy fle senlons user
Infiset groups TEST systesm syshesg fle uestions mat

RT_FLOWset groups TEST system mae cosfigurasions<n Mlash Sset grouzs TEST system mas- configeration mitices Sset prous
TEST system Roense sstougdate sl hits./ sl pariper set/Jonce/hey_ feievainet grevps TEST system nlp booe-server 172.27.112 Laet greups TEST system ntp serves 17227.112 Jset
Eroups TEST chassls Gume <0-anicset groups TEST insertaces Tapd unit O family lost sdaress 17227 143 104/ 225t groups TEST snomp community pubkeset groups TEST smp brap
BpSoo sourte ackdrum 172.27.312 104wt preupn TEST sy trap-grovp POC targets 17227112 1wt grocps TEST routing-aptiom static reute (0.0.0/0 moet-hop 17227 12 1t
roups TEST routing-cptions stute rmute 0.0.0.0/0 no readvertas

Log

2019-06-26 1815 Al Drvics startod ypdate

20390626 1815 SEXIS0-pprhirpmet; ewecuting updats
2019-06-26 1816 SRXIAT-Pordironmit committed changes
2019-06-26 1814 SOLIA0-npehirseit: completed updote

2019-06-26 1814 upibce complete

© 2020 Juniper Networks, Inc. Confidential - All rights reserved

NETWORKS |

Juniper Business Use Only _JUﬂ Per



Y T FEEDOEBESHR

TUTL— bDERAE

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip {{ ProxyServerlPaddress }}
set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port {{ ProxyPort }}
set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group {{Application }}

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop {{GWIPaddress}} "‘
Set XXXXXXXX ‘ ] o
T, BEEFXEDEFEAS A—HERID/INSA—2E{TESZ(T

4
{}CHE > 1=IE B A’Sky EnterpriseMGUIIZ R S %

/

ProxyServerlPaddress ProxyPort Application

GWIPaddress

\_
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BEIEE (LA WEIER (BLA2)

ITL—OT7 I bOXKERDT T ) r— Gsuite ITL—OT7 9 bOXKRERDT T ) r— Gsuite
vay vay
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Update input:

services

set services
set services
set services
set services
set services
set services
set services
set services
set services

set services

Cancel

application-identification
application-identification
application-identification
application-identification
application-identification
application-identification
application-identification
application-identification
application-identification
application-identification

application-identification

Select Devices ¥

Device: EX2300_Mist-demo
Device: SRX340_Mist-demo
Device: SRX345_SWP
Site: Mist Demof

Site: Secure-web-proxy DemoFl

Add all

1items selected

Input type:

Remove all

application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group

application-group

Gsuite
Gsuite
Gsuite
Gsuite
Gsuite
Gsuite
Gsuite
Gsuite
Gsuite
Gsuite

Gsuite

applications
applications
applications
applications
applications
applications
applications
applications
applications
applications

applications

Jjunos :GMAIL

Junos : GMAIL-BASIC
junos :GMATL-DRIVE
Jjunos : GMAIL-MOBILE
Jjunos : GDOGLE

Junos : GDOGLE - ACCOUNTS

junos : GOOGLE - ADSERVICES-SSL
junos : GOOGLE - ANALYTICS - TRACKING

junos : GODOGLE - APPENGINE
junos : GOOGLE - CACHE
junos : GOOGLE - CALENDAR

Googl Suite

EIXEMWEDCPE FW

‘ WA EICEADRTEIIFEELLL=MH"No input required” ER RS b

Input format:

‘G SuiteFEELE=TIL—k

puts

Table

i

on
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JUnlper w—L Services a4 AvI4IL—-vay BE HiH—h [
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S5 Center Map \ (R S
o ¥y @ ./ S, S P FIAR (@) AV 1475
3 zt\“ny"'"J’J' = Y £ A):57
Yinn FAunamm e

: RN oo

PNIIU? ey IFTH /'

%3 YOIPIET
4 RO S0 T & ¥
FrE

- L FATzy IFAET
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S mteeeeee e e SRy 7,
1VKFY7 Wis77i8 \ U
T CPEL) G +
1
! Gt 34
A-ZRSUT H & . : Ko+ A
' i BAFH BAEF ~ A
h
Google i ‘ ‘ﬁ—s 02020 FUBN
+ WRMAR @ Search
40 FIAR(AYZAY | ATSAY) EPRT
~— ¥ Demo Site 11 Imam Haron Road, Claremont, Cape Town, South Africa

FIAZA—K 0/2 0/0 Claremont, Cape Town, South Africa

rROVER

o Fndiy, oW, Ush

HIES George Street, Haymarket Nueva Gales del Sur, Australia

7/ 28 / Wk 1/0 0/1 Hout Bay, Cape Town, Western Cape, South Africa

== v Tokyo 0/0 0/0 Nishi Shinjuku, Shinjuku City, Tokyo, Japan
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