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SSL Forward Proxy

@ CAIBAZD1ER

user@host> request security pki generate-key-pair certificate-id srx-cert size 2048 type rsa
XIEE®D ID (srx-cert).#E{K%E 2048 RSA MEHEIETE

user@host> request security pki local-certificate generate-self-signed certificate-id srx-cert
domain-name srx-ca.local subject “CN=srx-ca.local,OU=Sales,O=Juniper Networks,L=Tokyo,C=JP”

email admin@srx-ca.local add-ca-constraint
MIEEDRASV B (srx-ca.local)  EE®D subject HNE “CN,0U,0,L,C”.CARIBAZEA TS 3 % E A

Self-signed certificate generated and loaded successfully

Key-Pair 4> CA SEFAEDIERDPYELNRBELGST-IHEIL. clear AT R THERLIZAEZHIR

user@host> clear security pki key-pair certificate-id srx-cert ¥Key-Pair HIFRFA®Da<F
Key pair deleted successfully

user@host> clear security pki local-certificate certificate-id srx-cert 3XCA iFBAZE HIRADavT UK
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CA GEBAZ DHERR

user@host> show security pki local-certificate certificate-id srx-cert detail
Certificate identifier: srx-cert
Certificate version: 3
Serial number: 40aadcb960006223e2dllebb76861le7f
Issuer:
Organization: Juniper Networks, Organizational unit: Sales, Country: JP, Locality: Tokyo,
Common name: srx—-ca.local

Subject:
Organization: Juniper Networks, Organizational unit: Sales, Country: JP, Locality: Tokyo,
Common name: srx—-ca.local

Subject string:
CN=srx-ca.local, OU=Sales, O=Juniper Networks, L=Tokyo, C=JP
Alternate subject: "admin@srx-ca.local", srx-ca.local, ipv4 empty, ipv6 empty
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@ CAYR+DZESR

user@host> request security pki ca-certificate ca-profile-group load ca-group-name CA-group
filename default

% default (F7AILAR)IZHEMShBcr [FEHE CcA-group ELTEER

Do you want to load this CA certificate ? [yes,no] (no) yes

Loading 155 certificates for group 'CA-group'.
CA-group 1l: Loading done.

CA-group 2: Loading done.
(B&)
CA-group 155: Loading done.
ca-profile-group ‘CA-group’ successfully loaded. Success[154] Skipped[1l]
PKId will be un-responsive for next few minutes to set-up new Cas

¢ B2 S (1 ~2H0FRE) HE
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CA YRMDFEER

user@host> show security pki ca-certificates ca-profile-group CA-group
% cA [FHIOTI7AIL cA-group DFHERT

Certificate identifier: CA-group 1
Issued to: Equifax Secure Certificate Authority, Issued by: C = US, Equifax, OU = Equifax
Secure Certificate Authority
Validity:
Not before: 08-22-1998 16:41 UTC
Not after: 08-22-2018 16:41 UTC
Public key algorithm: rsaEncryption (1024 bits)

(&)

user@host> show configuration security pki % security pki EEBOEREANBTERTITHIATUE
ca-profile CA-group 1 {
ca-identity CA-group 1;
}
ca-profile CA-group 2 {
ca-identity CA-group 2;

(&)
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® SSL Proxy 7O77/ILDETE

user@host# set services ssl proxy SSL-Proxy root-ca srx-cert
X CcA FIBAEZERETE

user@host# set services ssl proxy SSL-Proxy trusted-ca CA-group

X ca fEERUAMEIERE
user@host# set services ssl proxy SSL-Proxy actions ignore-server-auth-failure

X H—NIZ—ERB/ETIA T avEREE

A7 3285 (Ciphers)

user@host# set services ssl proxy SSL-Proxy preferred-ciphers custom
user@host# set services ssl proxy SSL-Proxy custom-ciphers rsa-with-3des-ede-cbc-sha
user@host# set services ssl proxy SSL-Proxy custom-ciphers rsa-with-aes-256-cbc-sha

=JL == —_— K N
@ IDP MFETE (At RAENE)
user@host# set security idp idp-policy IDP rulebase-ips rule rulel match attacks predefined-
attacks HTTP:STC:DL:EICAR

user@host# set security idp idp-policy IDP rulebase-ips rule rulel then action drop-connection
user@host# set security idp active-policy IDP
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® wFaUTRYL—DBE

user@host# set security policies from-zone trust to-zone untrust match source-
address any

user@host# set security policies from-zone trust to-zone untrust match destination-
address any

user@host# set security policies from-zone trust to-zone untrust match application

junos-https

user@host# set security policies from-zone trust to-zone untrust then permit
application-services idp

user@host# set security policies from-zone trust to-zone untrust then permit
application-services ssl-proxy profile-name SSL-Proxy

® CAZIEFAZEDIHVRKR—M(Web VS5ATF7 DT ZIHEECAR—F)

user@host> request security pki local-certificate export certificate-id srx-cert type pem

filename /var/tmp/srx-cert.pem
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=JL == =
S TEDIEER

user@host> show
services {
ssl {
proxy {
profile SSL-Proxy {
preferred-ciphers custom;
custom-ciphers [ rsa-with-3des-ede-cbc-sha rsa-with-aes-256-cbc-sha ];
trusted-ca CA-group;
root-ca srx-cert;
actions {
ignore-server-auth-failure;
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=JL == =
S TEDIEER

security {
idp {
idp-policy IDP ({
rulebase-ips {
rule rulel {
match {
attacks {
predefined-attacks HTTP:STC:DL:EICAR;

}
then {
action {
drop-connection;

}

}
active-policy IDP;
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=JL == =
S TEDIEER

policies {
from-zone trust to-zone untrust ({
policy HTTPS ({
match {
source-address any;
destination-address any;
application junos-https;
}
then {
permit {
application-services
idp;
ssl-proxy {
profile-name
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