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§ | Emai Message Header $ | Date & Time

May 6 03.55.51 GMT+0900

Actions
D Report Fatse Positive

Add to Whitetist
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Blvecost Securc Web Gatowsy ] total
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mr—l"’j/ INT T ERLEBED - =
A e o onos  ulllena woUmees 4 ‘/9 _* ‘y FA??E%Q
M DPCAPTZ 7 A NISF Y /7~ \\ < . i
VM N—RTE%d, A, a Find on VirusTotal
il o R TBREETY o O— A A
. Rexfd, g “m:::mm “ ws Download PCAP Trace
‘‘‘‘‘‘ — T T TIZEER L =D S
PCRDERID S &5 = il 8 vowntoad sampe
O—KTEET, @ rrotrarr _
2L T P EFPCIZ RS B Download Behavior Log
LERETHZO0 ¥ T -
i | FT YO T BPCADY—L e Sonomie Ve
#H4ooO0—KRTEET,
v _—
i K4 FUR BT B3 Add to whitelist
History 3
Ty LHTEET . - €D Report False Positive
Wy FP @ LAR— + ZE#Juniper
DEBAMF—LITEMAFT S
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A

Dluecost Secure Web Gateway
Carbon filack Response

Junipes ATP

PAN Next Gen Frowall

Cisco Sourcefire

Symantect¥

as

Detains tor TROMN LMK OC
Mt suvewe oW PRI e

Prasving

External Source W% %%
1)w#4H 9§ 3ESymantecD O
HHESRNERETEET,

A

dc9b995d5e21-0 Actual action: Deleted Requested action: Deleted, Secondary action: Deleted Event time: 2017-03-13 11:56:53-07 Inserted: 2017-03-13 11:57:53-07 End: 2017-03-13 11:57:53-07 ,Last update
time: 2017-03-13 11.57.53-07 Domain. -, Group. - Server: sepxxoo, User. dave, Source computer: DAVE-LAPTOP_ Source IP- 10.1 1 190 Disposition: Good, Download site- null, Web domain: null, Downloaded by.
null Prevalence: Reputation was not used in this detection Confidence: Reputation was not used In this detection URL Tracking Status: Off, First Seen: Reputation was not used in this detection. Sensitivit
y: Low, MDS Application hash 256ea7930b46e9ac3e6e36cA59256876¢ Hash type: md5 Company name: HHHHH Application name: Application version: Application type: -1 File size (bytes). 345088 Category
set. Security risk Category type: UNKNOWN

~roduct § | Action § | Response
v Symantec EP 10.1.1.190 Execution Blocked
Response: Blocked
Event Action: Execution
Severty: Low Symantec QRO AT %5
Vendor Product: Symantec EP EE? 6 I: & 75{'5“ % i j- [
Category: Trojan
File Name: WL-fab8fbf28b5d7d04ce51dc9b995d5e21-0
File Hash: 256ea793b46e9ac306036¢459256876¢
Device Host: 10.1.1.190
Signature: Trojan.Gen
Raw Log: 2017-03-13 11:56:53-07 Virus found, IP Address: 10.1.1.190, Computer name: DAVE-LAPTOP Source: Real Time Scan Risk name:Trojan Gen Occurrences: 1 /Users/dave/Downloads/WL-fab8Tbf28b5d7d04ces1
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ICSA @labq_ | EFSIES \ ARIRANER \

ﬁ avEa— A m AN AN
+ "'F a1 J = « %ﬂﬁ' Test Length 28 days | Malicious Samples 50 Innocuous Apps \_ 5
Test Runs 1059 % Detected 99.2% )% False Positives (| 1.1% ]

Fig. 1 - High Detection Effectiveness & Few False Positives

0 100 200 300 400 500

Didn't Alert on
Detected 500 98.9% of
Innocuous Apps
% Misses |4
6 FPs out of 555

Innocuous Apps

Fig. 2 - Detected 500 of 504 New & Little-Known Malicious Samples Fig. 3 - 6 Alerts on Innocuous Applications
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Try the Juniper Advanced Threat
Prevention Appliance for Free

Register Now
There will always be some network threats that can sneak past your

toughest perimeter security. But if they do, you don’t need to worry.
You can stop them from doing any damage even before they begin
with the Juniper Advanced Threat Prevention (JATP) Appliance.

The only solution certified by ICSA Labs to provide 100 percent
advanced threat detection, the JATP Appliance rapidly analyzes and

remediates dangers that target your organization. Phone (ex. 5551234567)

We invite you to try JATP free for 14 days. See for yourself why Select Country/Region *

powerful detection is your strongest defense against cyber crime.

JATP Trlal (14 E Fﬂﬁ%*sl') I'm not a robot e

https://www.juniper.net/us/en/forms/jatp-14-day-trial/ il
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