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1) BTEMEAIE. root /INRAT—KNDHRTE. mAM
MHERS AL BESS BICTERE

user@srx# delete
This will delete the entire configuration
Delete everything under this level? [yes,no] (no) yes

user@srx# set system root-authentication plain-text-password
New password: Juniperl23
Retype new password: Juniperl23

KR A ICTRE

user@srx# set system host-name SRX300-A

KR B [TTHRE

user@srx# set system host-name SRX300-B

XA AL B3R B TN T NITEST
user@srx# commit
commit completed
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@ ABITT—RAEKRTE

XSS A DRTE
user@srx# set
user@srx# set
user@srx# set

MRS B DRTE
user@srx# set
user@srx# set
user@srx# set

interfaces
interfaces
interfaces

interfaces
interfaces
interfaces

unit 0 family
unit 0 family
0 family inet

ge-0/0/0 unit 0 family
ge-0/0/2 unit 0 family
st0 unit 0 family inet

® FIAIRIL—FETE
MAERITIE. 10.1.1.254 &£ 10.1.2.254 % Internet BIDT 74 ILT —ko A ERE5E

KHESE A DT

inet address 10.1.1.100/24
inet address 192.168.1.254/24
address 10.10.10.1/24

inet address 10.1.2.100/24
inet address 192.168.2.254/24
address 10.10.10.2/24

user@srx# set routing-options static route 0.0.0.0/0 next-hop 10.1.1.254

XHESE B DELTE
user@srx# set routing-options static route 0.0.0.0/0 next-hop 10.1.2.254
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@ X )T4J—UKRE

XS A DERTE
user@srx# set
user@srx# set
user@srx# set
user@srx# set
user@srx# set

MRS B DRE
user@srx# set
user@srx# set
user@srx# set
user@srx# set
user@srx# set

security
security
security
security
security

security
security
security
security
security

security-zone
security-zone
security-zone
security-zone
security-zone

security-zone
security-zone
security-zone
security-zone
security-zone

Trust interface ge-0/0/2.0

Trust address-book address 192.168.1.0 192.168.1.0/24

VPN interface st0.0

VPN address-book address 192.168.2.0 192.168.2.0/24

Untrust interface ge-0/0/0.0 host-inbound-traffic system-services ike

Trust interface ge-0/0/2.0

Trust address-book address 192.168.2.0 192.168.2.0/24

VPN interface st0.0

VPN address-book address 192.168.1.0 192.168.1.0/24

Untrust interface ge-0/0/0.0 host-inbound-traffic system-services ike
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® tEFXxal)T4R)—ERE
KHESR A DERTE

user@srx# set security policies from-zone Trust to-zone VPN i match source-address 192.168.1.0
user@srx# set security policies from-zone Trust to-zone VPN i match destination-address 192.168.
user@srx# set security policies from-zone Trust to-zone VPN i match application any

user@srx# set security policies from-zone Trust to-zone VPN i then permit

user@srx# set security policies from-zone VPN to-zone Trust i match source-address 192.168.2.0
user@srx# set security policies from-zone VPN to-zone Trust i match destination-address 192.168.
user@srx# set security policies from-zone VPN to-zone Trust i match application any

user@srx# set security policies from-zone VPN to-zone Trust i then permit

K2R B DETE

user@srx# set security policies from-zone Trust to-zone VPN i match source-address 192.168.2.0
user@srx# set security policies from-zone Trust to-zone VPN i match destination-address 192.168.
user@srx# set security policies from-zone Trust to-zone VPN i match application any

user@srx# set security policies from-zone Trust to-zone VPN i then permit

user@srx# set security policies from-zone VPN to-zone Trust i match source-address 192.168.1.0
user@srx# set security policies from-zone VPN to-zone Trust i match destination-address 192.168.
user@srx# set security policies from-zone VPN to-zone Trust i match application any

user@srx# set security policies from-zone VPN to-zone Trust i then permit
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® IKE (Phasel#f: 7A77AJ)L RS —-F—koxA)
KHMEE A DEETE

user@srx# set security i proposal Pl authentication-method pre-shared-keys
user@srx# set security i proposal Pl dh-group group?2

user@srx# set security i proposal Pl authentication-algorithm shal

user@srx# set security i proposal Pl encryption-algorithm aes-128-cbc

user@srx# set security i policy IKE-Policy mode main

user@srx# set security i policy IKE-Policy proposals Pl

user@srx# set security i policy IKE-Policy pre-shared-key ascii-text “Junosl23”
user@srx# set security i gateway Gateway-A external-interface ge-0/0/0.0
user@srx# set security i gateway Gateway-A ike-policy IKE-Policy

user@srx# set security i gateway Gateway-A address 10.1.2.100

MR B DRTE

user@srx# set security proposal Pl authentication-method pre-shared-keys
user@srx# set security proposal Pl dh-group group?2

user@srx# set security proposal Pl authentication-algorithm shal
user@srx# set security proposal Pl encryption-algorithm aes-128-cbc
user@srx# set security policy IKE-Policy mode main

user@srx# set security policy IKE-Policy proposals P1

user@srx# set security policy IKE-Policy pre-shared-key ascii-text “Junosl23”
user@srx# set security gateway Gateway-B external-interface ge-0/0/0.0
user@srx# set security gateway Gateway-B ike-policy IKE-Policy

user@srx# set security gateway Gateway-B address 10.1.1.100
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@ IPsec (Phase2##s 7OR—)L-KR1)S—-VPN)E
XHESE A DERTE

user@srx#
user@srx#
user@srx#
user@srx#
user@srx#
user@srx#
user@srx#
user@srx#

set
set
set
set
set
set
set
set

XHESE B DT

user@srx#
user@srx#
user@srx#
user@srx#
user@srx#
user@srx#
user@srx#
user@srx#

set
set
set
set
set
set
set
set
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security
security
security
security
security
security
security
security

security
security
security
security
security
security
security
security

proposal P2 protocol esp

proposal P2 authentication-algorithm hmac-shal-96
proposal P2 encryption-algorithm aes-128-cbc

policy IPsec-Policy proposals P2

policy IPsec-Policy perfect-forward-secrecy keys group2
vpn VPN-A ike gateway Gateway-A

vpn VPN-A ike ipsec-policy IPsec-Policy

vpn VPN-A bind-interface st0.0

proposal P2 protocol esp

proposal P2 authentication-algorithm hmac-shal-96
proposal P2 encryption-algorithm aes-128-cbc

policy IPsec-Policy proposals P2

policy IPsec-Policy perfect-forward-secrecy keys group2
vpn VPN-B ike gateway Gateway-B

vpn VPN-B ike ipsec-policy IPsec-Policy

vpn VPN-B bind-interface st0.0
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IW—T 4T HE

KRR A DETE
user@srx# set routing-options static route 192.168.2.0/24 next-hop st0.0

KR B DETE
user@srx# set routing-options static route 192.168.1.0/24 next-hop st0.0

9 TCP MSS HFEf=
XFADBEICAhE THART INEHY

MELER AL 2R B ICTERTE

user@srx# set security flow tcp-mss ipsec-vpn mss 1350
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REDHEZD
KR A X% B
[edit] [edit]
root@srx# show security ike root@srx# show security ike
proposal Pl { proposal Pl {
authentication-method pre-shared-keys; authentication-method pre-shared-keys;
dh-group group2; dh-group group2;
authentication-algorithm shal; authentication-algorithm shal;
encryption-algorithm aes-128-cbc; encryption-algorithm aes-128-cbc;
} }
policy IKE-Policy { policy IKE-Policy {
mode main; mode main;
proposals P1; proposals P1;
pre-shared-key ascii-text pre-shared-key ascii-text
"S9SgPTFCtOcyKtuLNdVY250z6tu™; ## SECRET-DATA "S9SbRY4JikP36Ak.0ORhclegoaUk."; ## SECRET-DATA
} }
gateway Gateway-A { gateway Gateway-B {
ike-policy IKE-Policy; ike-policy IKE-Policy;
address 10.1.2.100; address 10.1.1.100;
external-interface ge-0/0/0.0; external-interface ge-0/0/0.
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REDHERQ
XikER A
[edit]
root@srx# show security ipsec
proposal P2 {
protocol esp;

authentication-algorithm hmac-shal-96;

encryption-algorithm aes-128-cbc;
}
policy IPsec-Policy {
perfect-forward-secrecy {
keys group2;
}
proposals P2;
}
vpn VPN-A {
bind-interface st0.0;
ike {
gateway Gateway-A;
ipsec-policy IPsec-Policy;
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[edit]

root@srx# show security ipsec
proposal P2 ({

}

protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm aes-128-cbc;

policy IPsec-Policy {

}

perfect-forward-secrecy {
keys group2;

}

proposals P2;

vpn VPN-B {

bind-interface st0.0;

ike {
gateway Gateway-B;
ipsec-policy IPsec-Policy;
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HEDHEZES
KR A X% B
[edit] [edit]
root@srx# show security flow root@srx# show security flow
tcp-mss { tcp-mss {
ipsec-vpn { ipsec-vpn {
mss 1350; mss 1350;

[edit] [edit]
root@srx# show security policies root@srx# show security policies
from-zone Trust to-zone VPN { from-zone Trust to-zone VPN {
policy TtoV { policy TtoV {
match { match {
source-address 192.168.1.0; source-address 192.168.2.0;
destination-address 192.168.2.0; destination-address 192.168.1.0;
application any; application any;
} }
then { then {
permit; permit;
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RE DD

Xk B
from-zone VPN to-zone Trust {
policy VtoT ({
match {
source-address 192.168.1.0;
destination-address 192.168.2.0;
application any;

XK A
from-zone VPN to-zone Trust {
policy VtoT {
match {
source-address 192.168.2.0;
destination-address 192.168.1.0;
application any;

}
then {
permit;

}
then {
permit;
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BREDHEZRG
XikER A
[edit]
root@srx# show security zones
security-zone Trust {
address-book {
address 192.168.1.0 192.168.1.0/24;
}
interfaces {
ge-0/0/2.0;

}
security-zone VPN ({
address-book {
address 192.168.2.0 192.168.2.0/24;
}
interfaces {
st0.0;
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[edit]

root@srx# show security zones

security-zone Trust {
address—-book {

address 192.168.2.0 192.168.2.0/24;

}

interfaces {
ge-0/0/2.0;

}
security-zone VPN ({
address-book {

address 192.168.1.0 192.168.1.0/24;

}

interfaces {
st0.0;
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BEDHERG®
XikER A Xk B
security-zone Untrust { security-zone Untrust {
interfaces { interfaces {
ge-0/0/0.0 { ge-0/0/0.0 {

host-inbound-traffic ({ host-inbound-traffic ({
system-services { system-services {

ike; ike;

[edit] [edit]

root@srx# show routing-options root@srx# show routing-options

static { static {
route 0.0.0.0/0 next-hop 10.1.1.254; route 0.0.0.0/0 next-hop 10.1.2.254;
route 192.168.2.0/24 next-hop st0.0; route 192.168.1.0/24 next-hop st0.0;
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RE DD

X A
[edit]

root@srx# show interfaces

ge-0/0/0 {
unit 0 {
family inet
address
}
}
}
ge-0/0/2 {
unit 0 {
family inet
address

}

}
st0 {
unit 0 {
family inet
address

}
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{
10.1.1.100/24;

{
192.168.1.254/24;

{
10.10.10.1/24;

Xigas B
[edit]

root@srx# show interfaces

ge-0/0/0 {
unit 0 {
family inet
address
}
1
}
ge-0/0/2 {
unit 0 {
family inet
address

}

}
st0 |
unit 0 {
family inet
address

}

{
10.1.2.100/24;

{
192.168.2.254/24;

{
10.10.10.2/24;
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