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SRXZFRAL=%y FT—UNEL Lo =I[RADH A

T r—iavERTE. vl av# FRLEEA—YEXRT

OFFICE365-CREATE-CONVERSATION

# of 123456 Bandwidth: 12.3GB
Sessions:

Category: Infrastructure Risk Level: s

Characierisiics: Capable of Tunneling

OFFICE365-CREATE-CONVERSATIO [l [¢] SR VAT ¢

User Name Bandwidth # of Sessions

Takezawa 12.3GB 123456
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74T ZPC SRX_ DNS External prox
* S1 (Client session) .97 —ZIEIPheader®ESH]AT ¢ proxy o
SYN Packet ‘ x§1t520)ﬁ5ﬁ§'} L—9%
SRC IP = Client IP
DST IP = External Proxy s
SYN-ACK '-_-

SRC IP = External Proxy
DST IP = Client IP

“Host"28 LT
HTTP Connect TL—HORET T héE15]

SRC IP = Client IP

DST IP = External Proxy HRF T DHE

CONNECT office365.com:443 DNSTHRIRRERHEL T

HTTP/1.1 Y—REaxy2avERITS

Host: office365.com . L

e 52 (Proxy session)

SYN Packet
SRC IP = Client IP
DST IP = 0365

SYN-ACK
SRC IP = 0365
DST IP = Client IP

‘ CONNECT OK
Client Hello »
LY Client Hello » ®
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SYN Packet
SRC IP i

SYN-ACK
SRC IP = External Proxy
DST IP = Client IP

HTTP Connect

SRC IP = Client IP

DST IP = External Proxy
CONNECT juniper.net:443
HTTP/1.1

Host: juniper.net

CONNECT OK

Client Hello

“Host"28 LT
TL—HORET T ) hEHI5I
HET TV THWNEE
Pass through mode&LTEIYES %

SYN Packet
SRC IP = Client IP
DST IP = External proxy

SYN-ACK
SRC IP = External proxy
DST IP = Client IP

HTTP Connect SRC IP = Client IP DST IP = External Proxy
CONNECT juniper.net:443 HTTP/1.1 Host: juniper.net

DNS External proxy
®
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HTTPS(SSL) M@ETEL 7V EAELE(URL) EA—HLEOS H AT AT ENTTRE,

Web Filtering Events @

Summary View Detail View

wrce Port Destination Country Destination |P
370 = Singapore 111.221.25.254
368 = Singapore 111.221.25.238
367 EE United States 40.96.3.210
364 EE United States 40.77.228.92
363 ™= Singapore 111.221.20.254

Destination Port

443

443

443

443

443

1—H4%

User Name

katagiri
katagiri
katagiri
katagiri

katagiri

TR %

URL

v10.vortex-win.data. microsoft.com
array305-prod.do.dsp.mp.microsoft.com
ouflook.office.com

watson.telemetry. microsoft.com

v10.vortex-win.data.microsoft.com
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trusty—> untrusty—

o= Packet Loss
BiE Priority

Skypes&fE Skype
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A—HRHET TV r—avaEHICRELHIH

“Q,'¢ t

lYAI—IOO 1

# of Sessions: 1372 Bandwidth: 252.50 MB

# of blocks: D Risk Level: N
Categery: Web

Characteristics: unknown

Top & Users

O 1 seon | O Q0S T
)

Misgana 7313 MB 343

—----‘ .
Ol | —) 5 — 77 T
O Frank 7313 MB 243
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Juniper Networks MEZEL TLVEWT T r—2 a3 21— AITEAIIZEZL THIEIT A2 EA AT EE

¥ vazf-otaU7rv-va X e

<— g &

signature s1 member m01 context ssl-server-name
signature s1 member m01 patterr{ ".*\juniper.net*"l
signature s1 member m01 direction client-to-server

HTTP-PROXY
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TI)r—La B CSLAZ E & L TR IBZEIMICER I HAPPQOE
BUTETI)r—arMSLAIZERLE-EES  RIBELTETS

sLA

Packet loss (%) 5%
Jitter (ms) 100 ms
300 ms

E’T—‘)E oH—N

>  AppDEIEREIK
» SLAICERLIZIGE DEERK
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FIUr— 3 VB TSLAZEE L TRIBZEMICEE I HAAPPQOE

SLAZE =

SLA Profiles List

SLA-Based Steering Profiles @ winanaiean

(e ] QY i

Name Traffic Type Profile Packet Loss (%) Jitter (ms) RTT (ms) Created By
] C50-Sec INTERNET 5% 100 ms 300 ms System
D CSO-Email PREMIUM-INTERNET 5% 100 ms 300 ms System
[l CSO-Productive PREMIUM-INTERNET 5% 100 ms 300 ms System
[l CSO-FileShare INTERNET 5% 100 ms 300 ms System
|:| CSO-AV VOICE-VIDEO 1% 30 ms 150 ms System
© 2019 Juniper Networks Juniper Public _JUDNBVQI‘ ‘ 29
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ZETHBEEICROTD

.
S D_WAN PO I Icy @ Watch and Learn Last update approximately 18 days ago by admin Total Intents 5 Undeployed 5
Q V-
D NAME SOURCE APPLICATION TRAFFIC STEERING PROFILE
o System-2 SITE All Sites APPS CSO-Collaboration... SLA CSO-Email
(] >  system-1 SITE All Sites APPS (CSO-Collaboration... SLA CSO-AV
O o> System-4 SITE All Sites APPS (CSO-File-Share SLA CSO-FileShare
L0 > system3 SITE  All Sites APPS CSO-Productivity SLA CSO-Productive
[l » systems SITE  All Sites APPS CSO-Security sLA  C50-Sec
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SLAERZRMI HERBNUIIVEDD

TR Y] Y E 2 B

o e
Uncoln
Phoenix
NewYork(PRIMARY)

v Lincoln

GREO(WAN_O/WAN_0)
(M8)

0.2
GRE_IPSECO(WAN_1/WAN... o
(Bytes)

0\

SLAs Not Met

Tuesday, Jul 24, 2018 18:23:33 to Jul 24, 18:23.44
Duration Oh Om 11s
Rtt 125.315ms (Targst 100ms

19:00 19:15 19:30 19:45 20.00

18: JTM;

20:15

M=

Links
CGRE_IPSECO(WAN_1/WAN_3)

Destination GRE_IPSECO(WAN_O/WAN_2)

Legend \

~N

J

ROV EAR

WAN1ID Y ZI1ZIERZ 0021 E RN TUVEL

Switch Event

Tuesday, Jul 24, 2018 18:23:44
Link Switch

" 3

=
ﬂ

NewYorgPRIMARY)

1845 1900 1915

» N
GREO(WAN_O/WAN_0)
m8)

L B

200

GREIPSECOWAN_L/WAN... 100
- y 3

o

1930 1945 2000 20015 \ 2030

Legere

%

SLAER DT=OWANIMNSWAN2IZYIY &z TEIEZRLA
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SLAE RIS F R 5 THEFRRT AE

Monitor / Link Switch Events APAC_TECH_FEST | &= 5 OA 7
SD-WAN Events @

Time Range (Jun 26, 2019, From 5:33:38 PM to 7:33:38 PM, UTC +07:00 WIB) 2h 4h Bh 16h 24h Custom
F

17:30 17:45 18:00 18:15 18:30

18:45 19:00 19:15
Last Updated Jun 26, 2019, 7:33:38 PM, UTC +07:00 WIB
[l ¥ SLA Violation Time Link Switch Time Site Connected.. SLAPro.. Reason Apps Departments  Source Tun..  Destination... Duration(s...
[l Jun 26, 2019, 7:24:48 ... Jun 26,2015, 7:25.... CPE-WSRX3 JNPR-HK-HU...  100ms Link Switch ~ SSLMICROS...  Engineering GRE_IPSECO{... GRE_IPSECO{.. 262
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https://www.youtube.com/playlist?list=PLGvolzhkU gR34Kxk Oh50NMtHXdDPEwk
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o AIRIELIZFS D00 % [ F100%FMEHATES,
* ProxyIRIETHH>THLIL—IT7OrDV) 21—V EREATES,
- PEHRDIRE. HIZAIXProxyb—/\DTF7RLRESRXIZER T H. LEDERIIFE

o FIVT—23 % BTV A FvE1—HRITERT HENTES
o 4000fEFELLEH AT TV — a3V TEELTULVELEED
A—HEITEMNIZERZLTHIET A EMNTRE

o T —132a bO— LIEZSRXEARINEE T HHEE,
FD1-6.SD-WANaA FO—S5—[EHLETAH T3,

* SD-WANZREILEWEE ., A& REICKHL Ay O—5—%&RTED
- f§5SD-WAN by Sky Enterprise, Full SD-WAN by CSO
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WRBEOBEEZREILT 5% 12y I VPN

1. WEEEEXTIAHILETIEINTEZRR

2. YA HHIREEFEASEFTAMFTIVIIC
WA T RILEBEER

3. tylalHAEEZTRSEN IV
BEVHIR

Gateway
HQ Site

X

Multiple mesh tags

KPI: Session close rate
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HRROBEZ&REILT HF%F4F 2 v I VPN

FHED) VL TiixSHE
https://www.youtube.com/playlist?list=PLGvolzhkU gR34Kxk Oh50NMtHXdDPEwk
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INTYREERILTREZEHAMULTI PATHING SUPPORT

ZEYHTIVr—avEBERLTT—SEE, REBZHTT 5.
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« BN\ YNEEHZELEEIR2EBICRELE/ IR TS
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T A A— (SKY ENTERPRISE)

BEOEERKIESGHLE THEI MO AR,

JUﬂIPer Home Services Users Configuration Settings Support
Sites Tenants || T To ams @@
7ZhUDA CenteLMap Total Devices (Online/Offline): 3
bt
<, 7w= Re.Ra.Ku RRANS
ARZT LR SR S5 2)
Q@ o )
WRANS VT 1 (<) °
(i) %
= ke N X
S @ Total Alarms: 1
Le Pain m.mdil’ 1 <
e e \ +
¥
td <, @ »1zis masE =
0 ° L
Google N ,3,79 ) — @ 195 — % ©2019 Google | FIRIAAT
+ NewsSite | @ Search
e L L L L L L L L L e L T T
m 5 —_ Eﬁ,’: r Name Devices (Connected/Offline) Address ‘
mn
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FHARDRINT =L AT I EBHIRT

Sites || Devices | Tenants | Tools | Topology | Alarms@@l) | Mist WiFi APs

se_room-1/5c:5b:35:1e:68:ba

Connections (] Information

EX2300_Mist-demo-jnprhiromit: ge-0/0/1
se_room-1/5c:5b:35:1e:68:ba:

@ trainingroom-1/ 5¢:5b:35:1e:6d:c4 (Hover/Click on a node or link to display

detailed information)
[B] s Firzwal Link
[ Switch Link

[0 e NFXLinke
[Z] s Unmanaged Host

W206 / 00:21:59:c7:6f.c0

340_Mist-demo-jnprhiromit se_foom-2/5

300_Mist-demo-jnprhiromit

-
Filter data on sites

I |
Mist DemofR v I
! J

. EX2300_Mist-demo-jnprhiromit
® trainingroom-2 / 5¢:5b

Type: switch
IP Address: 122.208.14.162
Alarms: o

se_room-3 / 5c:5b:35:1e:69:9b

HP ProCurve Switch 2650 / 00:11:85:31:d7-:00

LLDP Connections:
meQ v
ge-0/0/0 v

ge-0/0/1 v

WA EDLANKER
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BBEOEERIEHHLE THEIMDAERIE
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BEHARDRINT—=IL AT I BHIRT

All Tenants

& Administrator ?

Sites / Site Management / Create Site

Create Site

GENERAL TOPOLOGY cancel save “

SN + Add Devices EX 150 Change device X
=1

General Configuration Port Mapping
B MPLS & Internet
WAN Link WAN_0 WAN Link WAN_1 RJ-45 Ports SFP Ports SFP+ Ports
\‘\ .4
a8 = = = o

&
e = B R

Port Role
£e-0/0/0 Voice
£ge-0/011 VoIp
ge-0/0/2 Access Point
ge-0/0/3 Access Point
ge-0/0/4 Access Point
ge-0/0/5 Printer
£e-0/0/6 Printer
ge-0/0/7 PoE

ge-0/0/8 Management
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X TE EBEAEEDERESARIR

A—RT—RA#1
£ ML S IZSecure-web-proxyDHEEEZF B ML TO365D 5749y 0EO—hHILTL—I T ORSE S
E7) 9 —bDIER

WEEE BhAL) WEEE (BA2)

BEOTOXSH—/1\DOT7FLR 192.168.1.100 BEOTOXSH—N\DOTRLR 192.168.2.100

BEOTOX Y —n\OR—+ES 8080 BEOTOXH—N\OR—+ES 8080
ITL—ITF7 I DR ELZTT)r—3> office365-grp IL—I7obOXREERDT TV r—ay office365-grp

A=Y NEEED T IAILNT— oA 122 . XXX.XXX.32 A=Y NEED T IA LT —h oA 122 .XXX.XXX.59
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RRICHEGHREEE

set services application-identification application-group office365-grp applications junos:EXCEL-ONLINE
set services application-identification application-group office365-grp applications junos:LYNC

set services application-identification application-group office365-grp applications junos:MICROSOFT
set services application-identification application-group office365-grp applications junos:MICROSOFT-LIVE-SERVICES

set services application-identification application-group office365-grp applications junos:MICROSOFT-UPDATE

set services application-identification application-group office365-grp applications junos:MS-ONENOTE

set services application-identification application-group office365-grp applications junos:MS-PLANNER

set services application-identification application-group office365-grp applications junos:MS-SWAY

set services application-identification application-group office365-grp applications junos:OFFICE-DOCS

set services application-identification application-group office365-grp applications junos:OFFICE365-CREATE-CONVERSATION
set services application-identification application-group office365-grp applications junos:ONEDRIVE

set services application-identification application-group office365-grp applications junos:OUTLOOK

set services application-identification application-group office365-grp applications junos:OWA

set services application-identification application-group office365-grp applications junos:POWER-BI

set services application-identification application-group office365-grp applications junos:POWERPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SHAREPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SKYPE

set services application-identification application-group office365-grp applications junos:WINDOWS-AZURE
set services application-identification application-group office365-grp applications junos:WINDOWS-MARKETP
set services application-identification application-group office365-grp applications junos:WORD-ONLINE

set services application-identification application-group office365-grp applications junos:YAMMER

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip ProxyServerlPadd
set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port ProxyPort

set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group Application

set security address-book global address PROXY-SERVER ProxyServerlPaddress
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set security application-tracking

set security advance-policy-based-routing tunables max-route-change 0

set security advance-policy-based-routing profile office365-local-breakout rule r01 match dynamic-application-group Application
set security advance-policy-based-routing profile office365-local-breakout rule r01 then routing-instance APBR

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match source-address any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address PROXY-SERVER
set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address-excluded

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match application any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY then application-services advance-policy-based-routing-profile office365-local-breakout
set routing-instances APBR instance-type forwarding

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop GWIPaddress

set routing-options interface-routes rib-group inet RIB_GROUP

set routing-options rib-groups RIB_GROUP import-rib inet.0

set routing-options rib-groups RIB_GROUP import-rib APBR.inet.0
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1: TUTL—rEBRASE DR REE R, MRIET/NA R B, Tag8 A T:ERATEE

New Bulk Update

Schedule update?

4] September

Su Mo Tu We

Pleas]

E sel

Device: EX2300_Mist-demo
Device: SRX340_Mist-demo
Device: SRX345_SWP

Site: Mist DemoFd

Site: Secure-web-proxy DemoF8

& CPE FWIZIL"DeviceA’E L\ >T=25 &1+ TS
ZDHEE . ZFHWEDCPE FWEBIRLTWWAZLEERASE

N
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EEBERDRBLAER

N

New Bulk Update

Schedule update?

o September

AT AT T L—REER

Select Devices

Please select a time:

v

00:00

L2

ﬁput type:

o

-

Select a template:

Branch template

Branch template

Google-Suite

PoxyEIECHSITBEO—HILT L —20 T FOFGE

Secure-web-proxy

%
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(A Tav): &

New Bulk Update

-

Schedule update?

RS HARZEREE

Select Devices ¥

Time Zone

GMT+0900 (B4 EER)

Please selact a time: 0000 v 2]
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\]

4: TINARZEICERIGDEREAND

o September 2019 o [ Select atemplate: PoxyiREBECST3O0-HILTL v ]

Su Mo Tu We Th Fr Sa

Pleaseselectatime: | 0000 v @ ERENT=TUTL—F
Update input: ‘Tag: DeviceAlZHE DL\ =T /31 R npuctormat:  [[EEY Table
[v SRX340_Mist-demo-jnprhiromit variables: ] :
ProxyServerlPaddress 192.168.1.100 ProxyPort 8080
Application office365-grp GWIPaddress 122.xxx.xxx.163
[v SRX345_SWP-jnprhiromit variables: ]
ponsrerpusies | 192.168.2.100 oo ETUL T~ DRBEEANT BFIH

FTINFvILEE

Application GWIPaddress
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set services application-identification application-group office365-grp applications junos:EXCEL-ONLINE

set services application-identification application-group office365-grp applications junos:LYNC

set services application-identification application-group office365-grp applications junos:MICROSOFT

set services application-identification application-group office365-grp applications junos:MICROSOFT-LIVE-SERVICES
set services application-identification application-group office365-grp applications junos:MICROSOFT-UPDATE

set services application-identification application-group office365-grp applications junos:MS-ONENOTE

set services application-identification application-group office365-grp applications junos:MS-PLANNER

set services application-identification application-group office365-grp applications junos:MS-SWAY

set services application-identification application-group office365-grp applications junos:OFFICE-DOCS

set services application-identification application-group office365-grp applications junos:OFFICE365-CREATE-CONVERSATION
set services application-identification application-group office365-grp applications junos:ONEDRIVE

set services application-identification application-group office365-grp applications junos:OUTLOOK

set services application-identification application-group office365-grp applications junos:OWA

set services application-identification application-group office365-grp applications junos:POWER-BI

set services application-identification application-group office365-grp applications junos:POWERPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SHAREPOINT-ONLINE

set services application-identification application-group office365-grp applications junos:SKYPE

set services application-identification application-group office365-grp applications junos:WINDOWS-AZURE

set services application-identification application-group office365-grp applications junos:WINDOWS-MARKETPLACE
set services application-identification application-group office365-grp applications junos:WORD-ONLINE

set services application-identification application-group office365-grp applications junos:YAMMER

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip 192.168.1.100/32

set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port 8080

set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group office365-grp

set security address-book global address PROXY-SERVER 192.168.1.100/32
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set security application-tracking

set security advance-policy-based-routing tunables max-route-change 0

set security advance-policy-based-routing profile office365-local-breakout rule r01 match dynamic-application-group office365-grp
set security advance-policy-based-routing profile office365-local-breakout rule r01 then routing-instance APBR

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match source-address any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address PROXY-SERVER

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match destination-address-excluded

set security advance-policy-based-routing from-zone Trust policy NON-PROXY match application any

set security advance-policy-based-routing from-zone Trust policy NON-PROXY then application-services advance-policy-based-routing-profile office365-local-breakout
set routing-instances APBR instance-type forwarding

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop 122.xxx.xxx.32

set routing-options interface-routes rib-group inet RIB_GROUP

set routing-options rib-groups RIB_GROUP import-rib inet.0

set routing-options rib-groups RIB_GROUP import-rib APBR.inet.0

KRICEIFERGHENRASNTLEA, ERENRELTLDDIE DEHDH
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Bulk Update Report

Summary

1 device success updates

0 device errors
@ 1 Device e
Input v
Log v

Download PDF Close

RRICRBEN-BREAREOTE
PDFTLR—Fk

OneConfig

Report Generated on 30/08/2019 16:01

Bulk Update Report for JNPR hiromit

Summary

1 device success updates
device errors

Device

SRX340-jnprhiromit

Input

SRX340-jnprhiromit

set groups TEST system host-name TESTset groups TEST system time-2one Asia/ Tokyoset groups TEST system dump-on-panicset groups TEST system root-authentication encrypted-
password *$18YrXWAH1tSORyOF agiB/wMKbVM1izGF/"set groups TEST system name-server 208.67.222.222set groups TEST system name-server 208.67.220.220set groups TEST
system login user lab uid 2000set groups TEST system login user lab class super-userset groups TEST system login user lab authentication encrypted-password lab123set groups TEST
system services ftpset groups TEST system services ssh root-login allowset groups TEST system services ssh protocol-version v2set groups TEST system services telnetset groups TEST
system services netconf sshset groups TEST system services web-management http interface aliset groups TEST system syslog archive size 100kset groups TEST system syslog archive
files 10set groups TEST system syslog user * any emergencyset groups TEST system syslog file messages any noticeset groups TEST system syslog file messages authorization infoset
groups TEST system syslog file interactive-commands interactive-commands anyset groups TEST system syslog file alllog any anyset groups TEST system syslog file sessions user

infoset groups TEST system syslog fle sessions match RT_FLOWSset groups TEST system max-configurations-on-flash Sset groups TEST system max-configuration-rollbacks Sset groups
TEST system license autoupdate url https://ael juniper.net/junos/key_retrievalset groups TEST system ntp boot-server 172.27.112.1set groups TEST system ntp server 172.27.112.1set
£r0ups TEST ehassis dump-on-anicset groups TEST interfaces fxp0 unit  family inet adress 172.27.113.104/22set groups TEST snmp community publicset groups TEST snmp trap-
options source-address 172.27.113.104set groups TEST snmp trap-group POC targets 172.27.112.1set groups TEST ptions static route 0. hop 172.27.112.1set
groups TEST routing-options static route 0.0.0.0/0 no-readvertise

Log

2019-06-26 18:15 All Devices: started update
2019-06-26 18:15 SRX340-jnprhiromit: executing update
2019-06-26 18:16 SRX340-jnprhiromit: committed changes
2019-06-26 18:16 SRX340-jnprhiromit: completed update
2019-06-26 18:16: update complete
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set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy ip {{ ProxyServerlPaddress }}
set services web-proxy secure-proxy profile office365-proxy proxy-address external_proxy port {{ ProxyPort }}

set services web-proxy secure-proxy profile office365-proxy dynamic-web-application-group {{Application }}

set routing-instances APBR routing-options static route 0.0.0.0/0 next-hop {{GWIPaddress}} "‘

Set XXXXXXXX

ZoM, BEERFZEDEEASN A—HFERD/NSA—2F{TESFIT

4
{} CB>71=18 B A'Sky EnterpriseDGUIIZ ki %

/

ProxyServerlPaddress ProxyPort Application

GWIPaddress

\_
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dA—RA5—RA#2
A—AILTL—I7 2D RIZG-SuiteF M Z =L\
7T —RDIEE

WEEE (A1) WEER (BLA2)

ITIL—I97 I DRRELRDT T ) r—ay Gsuite TL—I97 9 DREERBZT T ) r— 3> Gsuite
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New Bulk Update

Remove all

S - B ‘G Suiter EHL1TFLTL—t

Addall | 1itemsselected
mplate: Googl Suite

FEIXZE2MWEDCPE FW

Device: EX2300_Mist-demo +
oM e Device: SRX340_Mist-demo +
2 Bl - s s 7 Device: SRX345_SWP +

g s W o1 121w Site: Mist DemoF8 +

- il M Site: Secure-web-proxy DemoFl +

Update input: Input format:

‘ WA EICEABRTEFFELAL=H"No input required” &R REh b

1= 8 Table

services application-identification application-group Gsuite applications junos:GMAIL
set services application-identification application-group Gsuite applications junos:GMAIL-BASIC
set services application-identification application-group Gsuite applications junos:GMATIL-DRIVE
set services application-identification application-group Gsuite applications junos:GMAIL-MOBILE
set services application-identification application-group Gsuite applications junos:GOOGLE
set services application-identification application-group Gsuite applications junos:GOOGLE-ACCOUNTS
set services application-identification application-group Gsuite applications junos:GOOGLE-ADSERVICES-SSL
set services application-identification application-group Gsuite applications junos:GOOGLE-ANALYTICS-TRACKING
set services application-identification application-group Gsuite applications junos:GOOGLE-APPENMGINE
set services application-identification application-group Gsuite applications junos:GOOGLE-CACHE

set services application-identification spplication-group Gsuite spplications junos:GOOGLE-CALENDAR

%‘I:!II
filk

% RBR
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Tenant_A v

C S CUSTOMER
PORTAL

Monitor / Overview

Alerts & Alarms Overview @

Alerts
- Sites By Status
Alert Definitions

Alarms
Link Switch Events

Traffic Logs Sites  ~

Security Events " Yeongju-si
Application SLA ... — th.Korea
Application Visi...
Threat Map (Live) =
Jobs 8 Daegu
Gateway Site:
Branch Site

Jinju-si

Cloud Hub Site

Multiple Sites
Alarm Severity
| I .
None Critical

PROVISIONED

Connections

ey

Pohang-si

Busan
On-Premise Hub Site

L

Tsushima

Links (Saga to Kyoto)

Current Status Link Score Top Applications by Utilization

Data

GRE_IPSECO (WAN_0/WAN_0)

O o ©O000D0OO
Current Status Start Time End Time Uptime

More info
ek = L
Yamaguchi Mitoyo,
LTS
Matsuyama
& [
ek JEET
Aki

3 E) & cspadmin v ’7
Hide =
. JERH
@ &R Nagano
Kanazawa
LEE latsumoto
Fu
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Gujo o T
£ Fuefuk
LM 2
lida
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o HiBR Hamamatsu Shimoda

Matsusaka

A

Shingu

Leaflet | Maps @ Thunderforest | Data © OpenStreetMap
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Level 1 - MSP

Dept200 Dept201 Dept2XX

i.e. Corp Intranet/
Guest Wifi

Site 1/ CPE 1 Site 2 / CPE 2 Site 3/ CPE 3

! | | | |

LAN1 LAN2 LAN3 LAN N LAN1 LAN2 LAN 12 LAN N LAN1 LAN2 LAN3 LAN N
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TILFFFY ARG (TY8—TF 514 XA

Level 1 - MSP

Enterprise A

Japan!)—23v

Level 3 - Tenant E 4 BEFML A HARAT—HFR—k
Level 4 - Department
Site 1/ CPE 1 Site 2/ CPE 2 Site 3/ CPE 3
| | | | |
LAN1 LAN2 LANS3 LAN N LAN1 LAN2 LAN 12 LAN N LAN1 LAN2 LAN3 LAN N
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Add Role @

Role Name* (7 Daytime Operator ‘ « :L_-US(:%IJ l’) % —C%)*E BEO) % #]—‘

Description
e B _
Role Scope (2) I Service Provider v I ‘ BII/RI R @X%{ngﬂﬁﬂ@l_evel 1':%&%?%}*&'3&
— — — — — — — — —
Access Privileges* (7) 2 e
[] Objects ] Read [ Create ] Update [ Delete Other actions
] 2 Monitor
O > sesources Daytime Operator DR

Izr > Cenfiguration » ‘/ OpCOO)Eﬂ%K ﬁﬂﬂ
IQ( Tenants (] (] |?( W(

v v v TenantDZEE. Al
IZ{ OpCos W( W( (] ()

[ 2 Administration

33 items
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I—YHZTECEBLANIVCIGUIERZM 5T D2 ETYILFTF 22

— 7= X1]

Users Users @
Roles
Audit Logs User List
Licenses >
Tenant Settings
£ 4 Username First Name Last Name Status
Signature Database -
Certificate Management > ] @ Enabled
Identity Management 0 Daytlme Operator(D#EBE
WiFi Settings e -
0 v OpCoDEE. &
m v TenantD ZE & . HIkR
O ttakezawa@juniper.net Taichi Takezawa @ Enabled
Ll @ Enabled

™

Role

Tenant Operator
Tenant Operator
Tenant Operator
Tenant Operator

Daytime Operator

Tenant Operator

Last Login

2019-09-06 17:31:56

2019-07-24 06:56:16

2019-09-04 13:37:11

2019-08-21 07:11:30

2019-09-08 01:21:37

2019-09-07 20:50:20
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FHED) VL TiixSHE
https://www.youtube.com/playlist?list=PLGvolzhkU gR34Kxk Oh50NMtHXdDPEwk
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TECBMMEESNTEA—T A —23>T S5y b I A — ALK D (CHEIMEREZ L E LR (CFI A
ER&)—RIDBRAO7T VT —23>"VNFI—EXDSYOT T
EROHR e HEZRT A MNIHET DWELL

BRIRDIS>FAITA R RRT'S > F A T« X(uCPE)
WANERE{E VNFAh&OY ) .
HtimEoY—EX
-5 ZXUr—<a>oBEaEERE D\\}IEEF:IZEJIE\E

Firewall

T W
qaa

—
VNF VNF

uCPERE

b—EXR(CHEFRNE
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DRI —

AL EEEE NFV1 & NFV2  ;8—4)|,

Service chaining

DRI —
IR—=5 )L

NFV
1

yakiuls)

NFV
2

Y—EXHEOTVER

NFV

CSOEEE
B — E IR A
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HY—EXFzA=2Y

NFX_E[Z3rd party VNFZE R

(Gept

Dept

LAN 3rd party
Interface VNF

WAN L
Interface P —— )

ST - g oogmy
LAN WAN I

Interface GWR Interface
Dept 3 party
\ VNE

Contrail Service Orchestration
Orchestration & Controller
CPE & Service Management

- @
200 @ >
SD-WAN Branch
. &
Ve

NEX230
NFx150 —©

Hyrbid-WAN Branch
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VM VNF #1 VNF #N Customer Software Layer
Junos Control : , o ¥ARBTIT)H— 3> VNFAFEIE
Plane Third party or Third party or _ _
Juniper Juniper « {5l : Fortinet, Riverbed SteelHead,

(JCP)

LxClPtable, Ubuntu16.04,
Cisco CSR-1000V

Customer Software Layer

Platform Software Layer

Phone Linux/ Software ¢ Linux OS / KVM 7\ A /\0_/{’(-&‘
Home Agent KVM Switch ° VAR rj IT7RAY ?(OVS)

Platform Software Layer ° Phone Home T—< 1 Y (ZTP)

Hardware

« XA YFUYJASIC

JOvkR—k EHR—b

Hardware
Layer
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https://www.youtube.com/playlist?list=PLGvolzhkU gR34Kxk Oh50NMtHXdDPEwk
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SD-WANZO Y FA—S5—DLEER
| skeEnteprise | Contrail Service Orchestration |

I~ e GhEs

SSLTHTIRIS BGP/MPLS/GRE/IPsec T

HIRAL Hub-SpokeAS &AL

FW, SW, WIFI FW, SW, WIFI, VNF

55K 59K | FLTLER
ZTP O O
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N

\_ Enterprise cso J
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