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Local Web Filter

@ UTM ZB774JL. Local Web Filter, UTM 7RI —®D & E
UTM O feature-profile (web-filtering) IZ& ULV T. Web Filter @ type % juniper-local £18%E

user@host# set security utm feature-profile web-filtering type juniper-local

juniper-local @7 AT77A)LIZ, T 74 ILEDEFFR EAY (log-and-pernit)  7AVIEDRTAVE—D
(ETHAIDHRED=SH. ERICIZFIRAEINLGLY) . 7z—IL/\yIEED AT £O% (log-and-permit) 5% €

user@host# set security utm feature-profile web-filtering juniper-local profile SNI-Profile
default log-and-permit

user@host# set security utm feature-profile web-filtering juniper-local profile SNI-Profile
custom-block-message “Blocked Site”

user@host# set security utm feature-profile web-filtering juniper-local profile SNI-Profile
fallback-settings default log-and-permit

%7 L 1= feature-profile & UTM 7R1J < — (Web-Filter) [Z38 €

user@host# set security utm utm-policy Web-Filter web-filtering http-profile SNI-Profile
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user@host# set security policies from-zone untrust policy WEB match source-address any
user@host# set security policies from-zone untrust policy WEB match destination-address any

user@host# set security policies from-zone untrust policy WEB match application junos-https
user@host# set security policies from-zone untrust policy WEB then permit application-—
services utm-policy Web-Filter

@ Syslog NDEETE
Web Filter B %528k 9 57=6H D Syslog B EZIEE

user@host# set system syslog file any info
user@host# set system syslog file match WEBFILTER
user@host# set system syslog file archive size 1m
user@host# set system syslog file archive files 3

@ System Log DE&E

user@host# set security log mode event
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Local Web Filter

user@host# show
system {
syslog {
file WF-log {
any info;

match WEBFILTER_;
archive size 1m files 3;
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X TE DR
security {
log {
mode event;
}
utm {
feature-profile {
web-filtering {
type juniper-local;
juniper-local ({

profile SNI-Profile {
default log-and-permit;
custom-block-message "Blocked Site";
fallback-settings {
default log-and-permit;
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utm-policy Web-Filter ({
web-filtering {
http-profile SNI-Profile;

}
policies {
from-zone trust to-zone untrust {
policy WEB {
match {
source-address any;
destination-address any;
application junos-https;
}
then {
permit {

application-services
utm-policy Web-Filter;
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Local Web Filter

operational E—F® show log Av &Y ERLI= X2 T4 RIS —ENLI- HTTPS YA/ bDT7 Y

+ R |{E#R (Web Filter O%) AN FERTEE T,
(3% Web Filter 04 @ URL & B 25283 &n=H 1D SNI fEEAH HahET, SNI ANENES (L. FHERED
IP PRLRIEHMAE I ET,)

user@host> show log WF-log

May 26 16:19:15 host RT UTM: WEBFILTER URL PERMITTED: WebFilter: ACTION="URL Permitted"

10.3.45.210(32314)->216.58.200.195(443) CATEGORY="N/A" REASON="BY LOCAL DEFAULT"
PROFILE="SNI-Profile" URL=www.google.co.jp OBJ=/ username N/A roles N/A
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