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MCM

MDMCM&E L TERAT %5CoreMCLITemE—FIZAS
Hostname-MCM:MCM# cm

@setmecma <Xy FEAA(A—HAINIL—TNy ST LR, IR T L—X%HEFE)
Hostname-MCM:MCM# (cm) # set mcm ip 127.0.0.1 passphrase PASSPHRASE

ERav v RiE

- MCMD &% FE FEER
Hostname-MCM:MCM# cm
Hostname-MCM:MCM# (cm) # show mcm

- MCMDERE ZHIBR T 535E(MCMD 5 BEDCore~NRET)
Hostname-MCM:MCM# cm
Hostname-MCM:MCM# (cm) # set mcm remove
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MCME% € F[E(MCM)

ADVANCED THREAT PREVENTION APPLIANCE it ystem Health s~ & JATP Admin s

All Inddents (4 shawn, 4 total)

Search: Show Threat ¥ Last Week s @

Status Y Threat g Collector Type @ | ThreatSource & | Threat Target Y & | Tar: Collector Jate & Tin & | cMiName

Plew 3 GN ! ) \Web SRX 2 11.198.62 192.168.0.1 unknown 2 Collectors

s : 8 e W eicar.org 192.168.0.1 WindowsNT10.0 2 Collectors May 29 18:21:39 GMT+0900  Sub-Core
S = N
BXEE. WebUIDRTEENEEIND 213.211.198.62  192.168.0.1 unknown 2 Collectors May29 11:33:13 GMT+0900  Sub-Core

EICAR-TEST-SIGNATURE DL 213.211.198.62 192.168.0.1 unknown CoreHTTP Collector  May 28 17:39:56 GMT+0900  Sub-Core

Bl

Details for EICAR-TEST-SIGNATURE

SUMMARY  DOWNLOADS

Target: Progression:

Incident ld: 30 DELIVERY COMMARND

ONTROL

Hostname: e t’ &. i = ooy

Usernarie: S Phishing Exploits Downloads Executions Infections Custom Rules Lateral Spread
0 0 26 0 0 0 0

IP Address: 192.168.0.1

FQDN: 192.168.0.1 Triggers:

Source Email ID: = Reputation Behavior Netw ork

Destination Email ID: =

port | Resoures | ComtactUs
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MCMzX E FIE(MCM)

* ADVANCED THREAT PREVENTION APPLIANCE O System Health ~~ & JATP Admin s

Incidents Config

Systern Profiles

0= Password Reset COHfigEﬁ%MCMFﬁ(:%%%Eéh%

% Roles

R Users

aa SAML Settings
D RADIUS Settings
Ve System Settings

B Certificate Management

@ G35 settings MCMOEZFEIFUELELZY FT,
DINTMCMDEEIEIZE < Core/ICMDEREZTS =
Core/lCMAZ7YI®ALET,

® Secondary CMs

R Licensing

% Backup/Restore

Powwered by Junipertersion 50214 Content Yersion 5029 Support | Resoures | ComtactUs
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MCME%7E F)IE(CORE/CM)

* ADVANCED THREAT PREVENTION APPLIANCE Jat: o System Health ~~ & JATP Admin s

Dashhoard Incidents File Uploads Mitigation Reports Custom Rules Config

admin J-ATP Admin @7 U . Admin Role
v
Add New User

Systern Profiles |

0= Password Reset

) GMCME OBEIZHERT 5
a—H—% &R

< Zones

aa SAML Setti ngs

@ RADIUS Settings
& System Settings
@99y
B centificate Management

& G55 5ettings

® Web Collectors

® SRX Settings

B Email Collectors

@ Secondary Cores v

Powwered by Juniperersion 50214 Content Yersiol Support | Resoures | ComtactUs
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% E FIE(CORE/CM)

Update User

Usar Name Full Nama Rola

admin J-ATP Admin ' Default Admin Role
Mew Password

Repeat Password [Z’ Generate New AP| Key

Update User | Delete User |8 Cancel

OFzvIE%AND
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MCMEETIZE € Core

DEETIZE < CoreDCLITcmE— FIZA%

Hostname-Core:Core# cm

@setmecma~v >y FEAHD (MCMDIP7 KLA, MCMTERELI=/ARXT7L—X, MCMEBIET H1—H—DIETE)

Hostname-Core:Core# (cm) # set mcm ip XXXX.XXXX.XXXX.XXXX passphrase PASSPHRASE username USERNAME

ERav v RiE

- MCMD &% FE FEER
Hostname-Core:Core# cm
Hostname-Core:Core# (cm) # show mcm

- MCMD X 3E % Hll &
Hostname-Core:Core# cm
Hostname-Core:Core# (cm) # set mcm remove

- CoreEMCMZHREIEESE S
Hostname-Core:Core# cm
Hostname-Core:Core# (cm) # set mcm resync

- SIEM log&#MCMEBHT%E S
Hostname-Core:Core# cm
Hostname-Core:Core# (cm) # set mcm SIEM-redirect enable on
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diagnosis
exit
help
history

server

wizard

CLIHIH CREDHER - BEEZITHIEIIX, £F— FCABZIXLERHD 5

Central ManagerO % EA R - s
(MCMDERE. JIATPY I bz 7D7 v T L—FHE)

Diagnosis DX EC A T — & AR

CLitv > a a7

fif F AT HE 72 Syntax— & D F /R

HAeEOE Yy g Toha~vy REROFRR

ServerMERXELE - HER
(UUIDDEER. PingDEE. Y—/\—RENDZEE., H—/\—DBEEL L)

Wizard % &) L T T
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A UH—T = — R HFROMER
Hostname-MCM:MCM# server
Hostname-MCM:MCM# (server) # show interface
Interface: management (eth0O) Enabled: Yes Link: Yes
IP Address: 172.27.112.98 Mask: 255.255.252.0 MTU: 1500
MAC Address: 00:50:56:b4:£5:5d Speed: 10000Mb/s Duplex: Full
Auto-negotiation: No Medium: Copper
RX packets: 10238 Bytes: 1417570 Errors: 0 Overruns: O
TX packets: 1760 Bytes: 975221 Errors: 0 Overruns: O
Traffic rate for the last 5 seconds/l minute/5 minutes
RX bits/sec: 41472/41576/19592
RX packets/sec: 34/33/15
TX bits/sec: 35584/39792/18920
TX packets/sec: 6/7/3

VT N T Ea Ty ON— a UHERR
Hostname-MCM:MCM# server
Hostname-MCM:MCM# (server) # show version
Software: 5.0.4.25

Content: 5.0.4.17
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c HA D= DRIE
Hostname-MCM:MCM# server
Hostname-MCM:MCM# (server) # set timezone Asia/Tokyo

* NTPH— S —DFIE

Hostname-MCM:MCM# server

Hostname-MCM:MCM# (server) # set ntpserver

Change the ntp server settings? (Yes/No)? yes
Enter the new ntp server name: XXXX.XXXX.XXXX.XXXX

« UUID DHERR

Hostname-MCM:MCM# server

Hostname-MCM:MCM# (server) # show uuid

System UUID: 42341181-EBAA-69C4-807E-961A154536B2

- Ping® %15
Hostname-MCM:MCM# server
Hostname-MCM:MCM# (server) # ping XXXX.XXXX.XXXX.XXXX

Y —=R—=Drxry NF T
Hostname-MCM:MCM# server
Hostname-MCM:MCM# (server) # shutdown

Juniper
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< IPT R U ADOEBIE

Hostname-MCM:MCM# server

Hostname-MCM:MCM# (server) # set ip interface management

Use DHCP to obtain an IP address for management (eth0O) interface (Yes/No)? yes / no
Enter IP address for the management (eth0) interface: XXXX.XXXX.XXXX.XXXX

Enter netmask for the management (eth0) interface: XXXX.XXXX.XXXX.XXXX

Enter gateway IP Address for the management (eth0) interface: XXXX.XXXX.XXXX.XXXX

- CMO¥ETE
Hostname-MCM:MCM# server
Hostname-MCM:MCM# (server) # set cm 127.0.0.1

-CLIAS A UIRAT— KFDZLEHRE

Hostname-MCM:MCM# server

Hostname-MCM:MCM# (server) # set password

Enter the current password of CLI admin: H{ED/XAT—F
Enter the new password of CLI admin: #HLWWIRAT—FK

Retype the new password of CLI admin: #HTLUVWIAT— K& AT

*CLIZA LT FREHEDERE

Hostname-MCM:MCM# server
Hostname-MCM:MCM# (server) # set cli timeout 0 (RPHLL : 0=% A &
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By N T F 2y
Hostname-MCM:MCM# diagnosis
Hostname-MCM:MCM# (diagnosis) # setupcheck all / report / basic / analysis

C Ny bR T T —
Hostname-MCM:MCM# diagnosis
Hostname-MCM:MCM# (diagnosis) # capture-start

XY TTF—T A DA —
Hostname-MCM:MCM# diagnosis
Hostname-MCM:MCM# (diagnosis) # copy capture user@hostname:path

BT AN AD AT A Z AR
Hostname-MCM:MCM# diagnosis
Hostname-MCM:MCM# (diagnosis) # show device collectorstatus / corestatus / slavecorestatus
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il fR 55 18

s MCMIZEETDCorenN) ZILAA LIZIEHRZZITERYIZITS O, UTD K S LGEEITEHR
2 TMAZENTETIS—RTINTET,

- CoreN7 O R TERHWGE
[Couldn’t get incident details: server request failed with HTTP status 503.]

- CoreBEDT—E3R—XFV )7 LI-5E
[Couldn’t get incident details: no incident id.]
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