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license is a Subscription, the term of the license and, if it is a Special Purpose License, the kind of
Special Purpose License. IF Your license is to operating system software (as well as any separately
licemsable Software praducts that may be included along with the operating system software in the
object code image you receive From Juniper) and its Updates, proof of Your purchase of the Juniper
PlatForm on which the operating syskem software runs shall serve as Your Proof of Entitlement buk
only as long as You own or lease the Juniper Platform,

- A “Release”is a particular object code image of a software product that is identified by a
Release denomination starting with “x.»" Followed by additional image identifying string, Commonly
a Release denomination ends with “Rz* where “z¥is one, bwo or more whaole numbers each
separated by a period. For example, Junos Space Metwork Director 1.5R1.6 is a Release of the
Junos Space Metwork Director sofbware product,

- "Software” means the software product identified in ¥our Praaf of Entitlement, and includes 1)
machine-readable instructions and data, 2) components, files, and modules, 3) any accompanying
audin-visual content, and 4} accompanying activation keys, if any, and 5) associated
documentation. Except where the context otherwise requires, Software includes any Update of
that Software that ¥ou rightfully receive under a Subscription or contract for Mainkenance Services,

- “Special Purpose License” means any of the licenses described in Section 6 of the Agreement.

- "S5EA"means a Software-Specific Entitlement Addendum to this Agresment that may include
nion-standatd terms and conditions covering only a specified Software product or product group.

- “Subscription” means a license ko Software For a finite, fixed term of use that includes Your right
to receive throughout the term of the Subscription and at no additional charge, support services
under the terms of the Applicable 00,

- “Update” means software that is an upgrade, bug fix, patch or other Release of Software
licensed hereunder that Juniper makes generally available Free of incremental charge ko customers
purchasing a Subscription or contract For Maintenance Services. An Update may be a Release under
a leferent ‘ersion of the Software Ffrom that ¥ou originally licensed and, therefore, may have a
iffarant set of Features and Functionality.
sion” means one or mote Releases of a particular software product with a commaon "™
nation in the first two places of the Release identifier, For example, Junos 12 ZR1 through
3.2R11 are all Releases under the same Version,
¢ Releases under different Yersions,
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Juniper ATP Virtual Core Network Settings

IP Allocation Policy
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IP address
Ignore this property if the IP allocation policy is DHCP. *E o - =1 =
EEEEEEEEEEEEEEEEEN \\'|j-—/\—0)|P7|~[/Z0)=Q
I o ,0 ,0 ,0 ﬂill_. 5 /&
Netmask
Ignore this property if the IP allocation policy is DHCP. e "j' 7 * w |\ 7R 7 O)EQEE
A.
| 255 , 255 . 255 ., 255
Gateway
Ignore this property if the IP allocation policy is DHCP, T T T T e /7‘.‘_ S ,-7 A 0)%&%
A

| o .0 .0 .0

DNS address 1
Ignore this property if the IP allocation policy is DHCP. EEEEEEEEEEEEEEEEEN DNSl@E&E
o ,0 ,0 ,0

DNS address 2
Ignore this property if the IP allocation policy is DHCP, EEEEEEEEEEEEEEEEEER DNSZO)E&E(EE ,’é‘\)

[ o .0 .0 .0

Search domain
Multiple search domains separated by space.

I EEEEEEEEEEEEEEEEEER *ﬁ%ﬁﬁ F}{‘/%O)EQ;HE(EE:%;‘)
Hostname

I EEEEEEEEEEEEEEEEEE ﬂ—/{—d);'(x h*—L\O)EQ;"E
1 15 255 M FOFINDEEATILTEE D,

© 2019 Juniper Networks _JUﬂIPer ‘ 20

Juniper Business Use Only NETWORKS



RAEH—/N—ZEFIEBOVAT 7AIL)

Juniper ATP Collector Settings

New CLI admin password
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Device name

1 105 255 O FOXFFIOBEAT LTS

Device description

1 105 255 O FOXFFIOEEATI LTS

Device key passphrase

admin@ 4 4 /ISR T — FDERTE

Core/CMDIP7 KLRAZE AN

FINA AL —LDETE

TN\ RDEHBA

KAT-EOAS | .
_ EEEEEEEEEEEEEEEEER ?ﬁ{f‘nj’éCOre’Conectorf
HAD-Fows | TARTHBOEEZAS
EINBER DT OATAIBN HTENEE Ao IATOFONT(DIENGINHZET vapp XD -A I3 cBTEEE Ao
© 2019 Juniper Networks o B Use O Junl 21
uniper bBusiness Use Only

NETWORKS



REEH—/\—

HEFIEOVAT 71 )L)

& ovF FyFL-FoFF0(

BRTEROET
(ERTIEREOHD

BRTHROTET

<

M T 1&U»H3DE, T70A 2ADNREENET.

T70AERE
OVF 774 )1 C:\Usersishirata\Desktoplf A= 771 JWIATP OVATZ... A
i g 7 851.1 MB
FAADEOHAX: 2.1GB
BN Juniper ATP Virtual Collector Appliance
A JAPAN-POC-SP-SE
FANDIAR: JATP - tkitamura
FEOHRAR: 172.27.112.97
F=RALT: datastorel
FA4AD 0Tz Thin Provision
EST Rl ST ] I administrative 1~~TJATPAy NI —4]
S AR T T H Tmonitoring J~TMirroring Network J
P DEINHET: EE, 1Pvé
70471 IP_POLICY = Static
70471 1P =172,27.112.100
J071 NETMASK = 255.255.252.0
GATEWAY = 172,27.112.1
DNS1 =8.8.8.8
DNS2 = 0.0.0.0
SEARCH_DOMAIN =
HOSTMAME = Traffic-Collector
CM_IP = 172.27.112.98
DFYTCF NAMF v

™ s70imoo-+@|

@9y

AT (H) |

mso |[[#7 | xet |

A4

© 2019 Juniper Networks

Juniper Business Use Only

Jun

IPer

NETWORKS

22



REH—/INN—ZEFIEBOVAT 7AIL)

@ vshpere-for-sp ~ vSphere Client
IR REE BFEW 2A2RNN BE@) F5912 () ALFH)

@ b b g AN b B RARBEUDSRS

> &8 @G B e S P

> vshpere-for-sp Juniper ATP Yirtual Collector Appliance
2 . JAPAN-POC-SP-SE

%5 VAC)IN [ [l DELL Servers Cluster TR 43 (UU-AENET (Tx-3oR (BAPBEUARUE [ P5-L  3U-)) HeRR (T | ARL=Y Ea-

== = [ [}y 1BM Servers Cluster
%'JE‘&T ‘/'\T%) = [l JATP - tkitamura

B 172.27.112.97

w387, IcDNWT

(33 [Juniper ATP Virtual MTA Applianc REE =222 EEE T A o —RMEREIC AN —FT a4
{f tkitamura_Email_Collector(112.99 EE (0 Y [AUDRI Y O a—
{3 tkitamura_Web_Collector(112.100 YAk (G p AR =T 4O VR
2 i 7 [Pk A om \
o 2y-IERC L | -
7= =~ E:J_Q}%iﬁ-tr&%)?c
E... N
.ﬁiﬂ):f%( ) DE13T —HRT—3 =
szl ALY T
J0- )f'FﬁE Q. FEd . =
il * K2 EE3D52 2k
Fault Tolerance (u) y DIRIEY ZETTE (‘
&Yy A= 70271 LR 4 - ' Center Server
FEMDEM (P)... Ctrl+P vSphere Client
T3-6(A) »
1A-32A0LE-F (F)..
7‘8 BDEE (N) (50 14 o)
U FITRC W)L, Ctrl+Alt+N
42082 FURGEIRR (Y) - RO

ATEELS [X]

© 2019 Juniper Networks

Juniper Business Use Only

Jun|

NETWORKS

23



() 172.27.112.97 LM Juniper ATP Virtual Core Appliance
7B RF M REVLY W
Bl &R @G R D

Ubuntu 14.04.4 LTS cyphort ttyl

cyphort IgIIIIIIIIIIIIIID - admin
Password : sssssmssnnnnnnnnn Passyword : 7_37°D/rﬁ%(:§£;"g L,f:ﬁg

OVAZ 7ANIZT7AABIZAH LI-1EHA
RMtEhB=-HEEY—N—EEBEOREIIFRETT

CLI®Oav Y FfEsx =R

Juniper Business Use Only

Juniper

NETWORKS



Y —/\—RTFFIE
OVFZ7 74l

Juniper | s

NNNNNNNN



REH—/N\N—ZEFIEOVFT7 71 JL)

4

@ vshpere-for-sp ~ vSphere Client
7L IR | REE RT W (2AVEUN BRR) T3P ALTH)

“Jl:rb. PY-AEIN

PO Ty

Y= R

T

HR (N) e VY ETET
| OVFFTL-FDFI0A (D). ~_ |
I5AH-1(E) »
L= (R) » @7 e 7 |2.97 ¥Mware ESXi, 5.5.0, 1331820
VA Marketplace DB (B).. REzvy (or—<vi [EEA BAOBEUARUE [ Fe—L R (%vF (A=Y Fi= [ N-FUIPOAT-5A
Yy FOENF] (P) » N-F917 vSphere {B# 2 {9F  vSphere Distributed Switch |
wTo0 Jotyd Zyh0—)
[y ttamura_Eman_Collector(112.99) Y
{3 tkitamura_Web_Collector(112.100) Abb=Y - ~
gl IATP-ktsuji - S ZHE A A wF: wSwitchO AR 0T
@ 172.27.113.133 ARL=3 PEIR Wiikemd - I IEPHTH
ZyhO—h PAR §7 Management Network e. o B vmnic0 1000 £°F
StopERT k0 © 172,27.112,97 | YLAN ID: FAT (4095)
.E?j ;32 fe80::calf:66fF:febB:i6efa
{RAI7 R~k -7
G 3 JATPARYNI-H e
L B 2 5ORETYY | vian 1D FAT (4095)
:;;:é;;lt“ tkitamura_Email_Collector(112.99) B
DNSE B LU =5 tkitamura_wWeb_Collector(112,100) -
=T
HAH b el
TNER 1B 2 vF: vowitchi BUBR... FONFA...
{RAE L AEREh) L o AT RAZT 2R =k ST tIZPHTH
R8T AT 794 ILODIRER [3 Mirroring Metwark e B9 vmnicl 1000 £°8F 0
T oAb B 1 EOIRETYY | vian 100 $AT (4095)
AR Fru 108 tkitamura_Web_Collector{112.100) B

© 2019 Juniper Networks

Juniper Business Use Only

Jun|

NETWORKS

26



ﬂilh\-'j-_/ Q_EXEE%E“IE(OVFj 4 ’f )[/)

& ovF 7Y FL-FOFFOC — O X
-2
W= AMIBPIEEIRLTEE Y,
Y2
OVF T2 7 | — MDEERE S
2ELIER (DOVF 27 7 4 JL:&IR
FAADOTA—Tv b
RTHEROTT
74 WEET URL HEOF 04
|C:¥Users¥shirata¥Desktop¥'f A=T74 JI¥IATP OVF TP b v | | %82, I
URL EAR L TAL A=Ay MG OV o =TRSO - LTI VA R-ILED
i FRERLTOSIL L —SS PO ASTRERIBRR (0 —h) N—F B3
F. Ay h0-H4E, CooVD 34 FRE) BHEELET.
@uUvy
e | B | me | sew |

A4

© 2019 Juniper Networks

Juniper Business Use Only

Jun|

NETWORKS

27



REH—/N\N—ZEFIEOVFT7 71 JL)

& ovF 7Y FL-FOFFOC — O X

OvF 77— MO
OVF T 7 - MDSERR RS2 LE S

N )—

ovF 77— O s, ’ 3 i
2B oo Juniper ATP Virtual MTA Appliance
FAADD I+ —Tw b s
S nm s Ji=Sgin 5.0.2.514c9
AT HERDTET A= Juniper Networks

T SEBEENTFEELEEA

Houn—KH4 X 905.4 MB
FAADEOYA X TR FOESa" )
512.0 GB ('vh FOEI3Z04)

£56R: Juniper ATP Virtual MTA, Version 5.0.2.514c9%a

e | o [[me ] sob |

A4

© 2019 Juniper Networks JUﬂIPer ‘ 28

Juniper Business Use Only NETWORKS ~



ﬂilh\-lj-_/ Q_EXEE%E”IE(OVFj 4 ’f )[/)

& ovF FYFL-+OFF0A
B te s

FIOENET LT - OBRICIHPI RIS ELET

@ﬁlu\ﬂ-_l \_% %lj]

Y=2

OVF T3 L=
Bt
FAADOIA—Tv b
2y RI-DOTyE A
RTHEIROTT

Bl

Juniper ATP Virtual MTA Appliance

BEIIRA 80 LFTRECERXTIN SA LAV NOTNART-BTHINERNZE Ae

A LR PUDIBFR:

= % JAPAN-POC-SP-SE
Discovered virtual machine

AT (H) |

wevt |

A4

© 2019 Juniper Networks

Juniper Business Use Only

Jun|

NETWORKS

29



REH—/N\N—ZEFIEOVFT7 71 JL)

& ovF 7Y FL-FOFFOC — O X
FTAADDIF—I7h
{REBT A ADFE D7+ -y FTIRTELET
22\1 ” . F-RALP: Idatastorel
OVF — DL
2T Tbats 131 Tk .
S ADOTF—T3h {EFAETR T # (GB): | 1257.8
2y RI-DOTyE A
RTEROTT
Ll FOETaT N (Lazy Zeroed)
© wh F0ETaZY (Eager Zeroed)
@ Thin Provision
O —N—DYE) Y —XI:
s CCEt a4 o % #ER
HEEZ . Thin Provision
@uUvy
e | e e | sow |
Y,

© 2019 Juniper Networks

Juniper Business Use Only

Jun|

NETWORKS

30



ﬂilh\-'j-_/ Q_EXEE%E”IE(OVFj 4 ’f }[/)

& ovF 7Y FL-FOF IO
AN Rl el i)

FIOAENET LT - OERT R I -DEIEE

LT

OBER Ay FT—2 2R

U2
OVF T/ 2 Vi tﬂ].iiﬂ
EH-IBP

M OVF 77 - FATHERENTOS 1y M=% A LA MIPID.

F.2D0T =Tk
2y hI-HOTELYT
RTHEIROTT

519

For administrating Juniper ATP MTA appliance

@299
e | o e ] s |
4

© 2019 Juniper Networks

Juniper Business Use Only

Jun|

NETWORKS

31



REH—/N\N—ZEFIEOVFT7 71 JL)

& ovF 7Y FL-FOFFOC — O X

BRTEROET
(ERTIEREOHD

N—

OL\,FZL~ — hOEES T2 T 1&Dwhd3E. 7704 AA0NREEhES.

%ﬁtﬁﬁi FAOAERE

= s OVF 774 )1 C:\Usersishirata\Desktopl A= 77 JLAIATP ver 5.0.24...
L N A0 -k HA K 905.4 MB

KT AROY.T F D LORAL: Teg
BN Juniper ATP Virtual MTA Appliance
FHIA JAPAN-POC-SP-SE
FANDIAR: JATP - tkitamura
FEOHRAR: 172.27.112.97
F=RALT: datastorel
FA4AD 0Tz Thin Provision
Ay RI=-DOTVEA: ladministrative 1~ ATPAy MJ—4 )

™ #0104 @ | @9y

e | Bso |[e7 | xet |

A4

© 2019 Juniper Networks JUﬂIPer ‘ 32

Juniper Business Use Only NETWORKS ~



REH—/N\N—ZEFIEOVFT7 71 JL)

@ vshpere-for-sp ~ vSphere Client
IR REE BFEW 2A2RNN BE@) F5912 () ALFH)

@ b b g AN b B RARBEUDSRS

> &8 @G B e S P

> vshpere-for-sp Juniper ATP Yirtual Collector Appliance
2 . JAPAN-POC-SP-SE

%5 VAC)IN [ [l DELL Servers Cluster TR 43 (UU-AENET (Tx-3oR (BAPBEUARUE [ P5-L  3U-)) HeRR (T | ARL=Y Ea-

== = [ [}y 1BM Servers Cluster
%'JE‘&T ‘/'\T%) = [l JATP - tkitamura

B 172.27.112.97

w387, IcDNWT

(33 [Juniper ATP Virtual MTA Applianc REE =222 EEE T A o —RMEREIC AN —FT a4
{f tkitamura_Email_Collector(112.99 EE (0 Y [AUDRI Y O a—
{3 tkitamura_Web_Collector(112.100 YAk (G p AR =T 4O VR
2 i 7 [Pk A om \
o 2y-IERC L | -
7= =~ E:J_Q}%iﬁ-tr&%)?c
E... N
.ﬁiﬂ):f%( ) DE13T —HRT—3 =
szl ALY T
J0- )f'FﬁE Q. FEd . =
il * K2 EE3D52 2k
Fault Tolerance (u) y DIRIEY ZETTE (‘
&Yy A= 70271 LR 4 - ' Center Server
FEMDEM (P)... Ctrl+P vSphere Client
T3-6(A) »
1A-32A0LE-F (F)..
7‘8 BDEE (N) (50 14 o)
U FITRC W)L, Ctrl+Alt+N
42082 FURGEIRR (Y) - RO

ATEELS [X]

© 2019 Juniper Networks

Juniper Business Use Only

Jun|

NETWORKS

33



(4 172.27.112.97 £ Juniper ATP Virtual Core Appliance — O X
7L (B &R W REYY (W
Bl P& @R D
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) 172.27.112.97 £ @ Juniper ATP Virtual Collector Appliance - O
IR E=R M (REVYY (W
0y 80 GRS

IF YOU DO NOT AGREE TO ALL TERMS OF THE AGREEMENT, OR IF YOU HAVE ORDERED THE SOFTWARE FROM
SOMEONE WHO IS

NOT AN APPROVED SOURCE, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE (and, if the

sof tware was delivered

to You embedded in a Juniper hardware product, DO NOT INSTALL OR USE THAT HARDWARE PRODUCT) OR
REQUEST ANY

MAINTENANCE SERVICES, AND (B) WITHIN 30 DAYS AFTER PLACING YOUR ORDER FOR THE SOFTWARE (AND, IF
APPLICABLE, THE

HARDWARE PRODUCT IN WHICH IT WAS DELIVERED EMBEDDED), EITHER (I) RETURN THE HARDWARE PRODUCT, IF
APPLICABLE,

RETURN OR DESTROY ALL COPIES OF THE SOFTWARE AND REQUEST FULL REFUND OF THE SOFTWARE LICENSE FEE
(AND, IF

APPLICABLE, ASSOCIATED SOFTWARE MAINTENANCE SERVICE FEE AND THE PURCHASE PRICE OF THE HARDWARE
PRODUCT)

FROM THE PARTY THAT FURNISHED YOU THE SOFTWARE. By installing or using any software, using the
hardware product in

which it was delivered embedded, if applicable, or by using any maintenance services You will be
deemed to haue accented this

Agreement .

IF YOU AND JUNIPER WETWORKS HAVE SIGNED A SEPARATE WRITTEN AGREEMENT COVERING YOUR RIGHTS AND
DUTIES WITH

Press 'q' to quit.[

Juniper Business Use Only

Juniper

NETWORKS



Ak Ak hkhhkhhkhhkhkhhkhhkhhAhhhkhhkhhrhhkhkhhkdhhhhkhkhhkkhhrhkhhhhkhkhrhkhhkhhkkhkhrhkkhhhkhkkhkhrhkhdhkhkkxk

* Juniper Networks Advanced Threat Prevention Appliance *
* *

Ak kA hkhkhkhhkhhAhhkhkhhkkhhAhhkhkhhkkhkhrhhkhkhhkh bk hhkhkhhkhkhkhhkhkhhkhkhrhkhkhkhhkhkhrhkkhhkhkhkkhkhhkhhhkhkkx*k

Do you accept the End-user License Agreement (Yes/No)? vyes

The CLI admin password needs to be changed from the default.
Enter the new password of CLI admin: FHONNAT—RK%EAT)

The entered password *******x: it is based on a dictionary word.
Use this password anyway? (Yes/No)? vyes

Retype the new password of CLI admin: fHERU/NAT—RK%ZAJ]

Juniper
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* Juniper Networks Advanced Threat Prevention Appliance *
* *

R i i I I I I I S I e b S e b S I b b I I b b b b b b b b b b 2 b S S b b I 2 b b I b b I 2 b I b 2h b dh dh i b db b

Do you want to configure the system by using the configuration wizard (Yes/No)? vyes / no

*Hx*xxx Setting the IP address and Domain Name Servers *****x*

Use DHCP to obtain the IP address and DNS server address for the management (eth0O) interface (Yes/No)? vyes / no
Enter IP address for this management (eth0O) interface: EHHIPT KL 2% AJ)

Enter netmask for this management (eth0) interface: W7 Xy kAT % AT

Enter gateway IP Address for this management (eth0O) interface: T 74NV 7 —hUxoADIPT KL AANT]

Enter primary DNS server IP Address for the management (eth0) interface: DNSH—/—D7 FL A% AJ)

Do you have a secondary DNS server for the management (eth0) interface? (Yes/No)? vyes / no (fEFE)

Do you want to enter the search domains for management (eth0) interface? (Yes/No)? vyes / no (EE)
Restart the management (ethO) interface (Yes/No)? vyes

FHxFxxxx Setting the device host name ****xxx*
Please enter a valid hostname: A M&%&AT]
Regenerate the SSL self-signed certificate? (Yes/No)? yes / no

FHxFxxxx Setting the device basic attributes ****xxx*

Please enter the following server attributes...

Is this a Central Manager device (Yes/No)? No

Central Manager IP address: Core/CM®DIPT KL X% AJ)

Device name: 7 /3 X% AJ] (Web Ul LDZFREE)

Device description: T34 ADT 4 RAHY )T arEAN (WebUILLDEREE)
Device key passphrase: Corel HEOF—7 L —X% AT]

Juniper
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Wizard#& T#., LUTOREZITVET

ALY = DRRGE

Hostname-Core# server

Hostname-Core (server)# set timezone Asia/Tokyo
Current time zone is: JST (UTC+09:00)

* NTPH —/\— D E

Hostname-Core# server

Hostname-Core (server) # set ntpserver

Change the ntp server settings? (Yes/No)? yes
Enter the new ntp server name: XXXX.XXXX.XXXX
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diagnosis
exit
help
history

server

Diagnosis Dk iER° A 7 — & A it

CLiIZtv a7

fif F AT HE 72 Syntax— & D F /R

HAeEOE Yy a Ly Toa~vy REROFRR

ServerMERXELE - HER
(UUIDDHEER. PingDEE. H—/\—ERTE

Wizard % &) L T T
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A B =T 2 — AEROMER
Email-Collector# server
Email-Collector (server)# show interface
Interface: management (eth0O) Enabled: Yes Link: Yes
IP Address: 172.27.112.98 Mask: 255.255.252.0 MTU: 1500
MAC Address: 00:50:56:b4:£5:5d Speed: 10000Mb/s Duplex: Full
Auto-negotiation: No Medium: Copper
RX packets: 10238 Bytes: 1417570 Errors: 0 Overruns: O
TX packets: 1760 Bytes: 975221 Errors: 0 Overruns: O
Traffic rate for the last 5 seconds/l minute/5 minutes
RX bits/sec: 41472/41576/19592
RX packets/sec: 34/33/15
TX bits/sec: 35584/39792/18920
TX packets/sec: 6/7/3

s A AL DERE
Email-Collector# server
Email-Collector (server)# set timezone Asia/Tokyo

* NTPH —/N— D IE

Email-Collector# server

Email-Collector (server)# set ntpserver

Change the ntp server settings? (Yes/No)? yes
Enter the new ntp server name: XXXX.XXXX.XXXX

Juniper Business Use Only
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Email-Collector# server

Email-Collector (server)# set ip interface management

Use DHCP to obtain an IP address for management (eth0O) interface (Yes/No)? yes / no
Enter IP address for the management (eth0) interface: XXXX.XXXX.XXXX.XXXX

Enter netmask for the management (eth0) interface: xxXxXX.XXXX.XXXX.XXXX

Enter gateway IP Address for the management (eth0) interface: XXXX.XXXX.XXXX.XXXX

- CMOFEE
Email-Collector# server
Email-Collector (server)# set Ccm XXXX.XXXX.XXXX.XXXX

-CLIAS A UIRAT— KFDZLEHRE

Email-Collector# server

Email-Collector (server) # set password

Enter the current password of CLI admin: H{ED/XAT—F
Enter the new password of CLI admin: #HLWWIRAT—FK

Retype the new password of CLI admin: #HLUVWWISATU— RKZHAJ)

*CLIZA LT FREHEDERE

Email-Collector# server
Email-Collector (server)# set cli timeout 0 (BPHANL : 0=% A AT 0 K73
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- PingD %15
Email-Collector# server
Email-Collector (server)# ping xXXXx.XXXX.XXXX.XXXX

Y =RN=DTxy P H T
Email-Collector# server
Email-Collector (server)# shutdown

Y N T TF ey
Email-Collector# diagnosis
Email-Collector (diagnosis)# setupcheck all / report / basic / analysis

Ty MY T T v —
Email-Collector# diagnosis
Email-Collector (diagnosis) # capture-start

XY TTF—T A DI —
Email-Collector# diagnosis
Email-Collector (diagnosis)# copy capture user@hostname:path
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- MTA ReceiverZ {8 L T?JournalingD B+
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® IMAP 24 JLAED X — )L OFEFEFPRLZN (F 24 L)
U IMAP 2 )L RO by — U CO 84 THFRS S | 1,000 v |

A= D547 OE85E (9 Outlook, Thunderhird, iPhone)
REFIE

| TEHRE | | £t |

0 GB{0%> /30 GB Z{EHP @7 U ‘y7 OS54 A —
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o Pt FED TN TOTAET A U’n
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&% 7€ FIIE

Google APIs Console (htips://console.developers.google.com/) N7 XA L TCEBET7AO o hTRIA TS

Iz ok

Z{'EBY

Google APls  Z0vz0t @R « Q
API L — | APl &t - 2 DAL
<
| O BN API ST -ERERTTRI0E FOVOMREETY
m
O~
—RREVS AP & —E R FATHRTR(206)
L ™M S >
XA
Google Drive API Gmail API Maps SDK for Android Cloud Translation API
Google Google Google Google
The Google Drive API allows clients Flexible, RESTful access tothe Maps for your native Android app. The Google Cloud Translation AP
to access resources from Google user's inbox lets websites and programs
Drive integrate with Google Translate...
>
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Google APls  70vz0rOBIR -

API APl & —E2R >

B BXiL

s L

0 1AM EEE > | 1am
BT
R A i
UL
E
BES e
|dentity-Aware Proxy
it
EEOS

Y- 0ERE

9 Google Cloud Platform

https://console.developers.google.comfiam-admin
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Google APls  FnvzotORIR - Q # 0 0 a : @

Q

H—E2THI

+
Jo

E @

IAM & B3R
G A il SIS B v

&

COR—VERTEDITE, TOV OHEERL TS

EB%

ot

m = ¥ @ & €
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= GoogleAPIs Q # ® 0 a : §

FLLAOD 2 2k

MOFaS Y FEEAS
IOV ObBA
@

jatp-mitigation

JO Ok 1D jatp-mitigation, A TER TR LI TEERA. HE

e
e e

ZOFOY O juni-test jplCRAHEMITANE T,

2 -
juni-test.jp &8
BB OIS
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= Google APls 8 jatp-mitigation w Q i P e Q : ‘
O nvess H—E R FHOUL + TR ThOUERS | WA O
+8 1AM - ‘ G o "
Z02 7+ Natp-mitigation) D —

e o B —E2R 7HIHE Google Cloud % —H 2 ID{ Compute Engine YM, App Engine 7 J'). Google ISMTEITPOURATATETIN TS —FIE)ERLET. 550
= BWET

= F|EIIARYLY (7] m
o8 H—HRT7HUt

O A=l Sa P +—1ID + —%H b F+—O{ERE B
3 SN :

KR IHTHHVELA
o BT
® meg
3 Identity-Aware Proxy
&= i5E|
= EBENY Z
B VU—REEE
<l
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H—ER 7O EDIER

H—E 2 7HY k3 Google Cloud 7 —E 2 ID{Compute Engine YM. App Engine 7 1),
Google ATEITINTLAEY AT L ETEITINTLAI-F)ERLET .

@"ﬂ'-l:Z'?jl"?‘/ I‘% E)\jj B2 ThINB

ATP-Mitigation
COY R TN TITII S ERALE T

@-'j-_ |:“Z77J"7> I"D%)\jj H—E2 F7hIUh ID

jatp-mitigation @jatp-mitigation.iam.gserviceaccount.com X C

JOVzoHEEI@

BErERR - ®©79v7 L]

+ RIDEE e

(] UL BERR R

REBEEU IV EE 2 O —FUE F. COBPERE THEETTE BT, 271
[FAIMIEREL TS

[T Gsuite F A1 2FOEFERHICTS

{R7F F4Ilb
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= L B0iEE

ruies b} - B 7hvULERE

| B2 ThoULEEE Ll N .

e AccoURTS o Y -ER THUUREERL BIETHIER. =
= 2 L b B |

Service Usage \pp Engine 7 F1),
H—tR veptE  F9.

Source
e ooty Skl e

Stackdriver

Stackdriver Debugger

Stackdriver Profiler l

wount.com X C

. |

o o

REEEIR i

+ RIDEE e

(] UL BERR R
MEMEET 7L ES DO —FLE T, COREE TS ETTERIBT. 27
[FAIMIEREL TS

M GSuite F X412 FOHEEEEH TS v

{R7F F4Ilb
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Y—ER TV EDIER

DF £ 9o EAND

UL IR 121
BRI (LA 90 —FUE Fo 20 SEERE T BIE R CEACBID. TP
AT REL T
e

@® JsoN
jit2
O P12
@F vV EAND P12 AR ERAL T~ O F RIS B, TOE S

G Suite F A1 2 FOFETEFTN TS
DR FBHIEEEFOILE G554

o To change the settings for G Suite domain, product name for the
0Auth consent screen must be configured or you can enter the
product name below.

On some platforms, the email address is shown with the developer
information. To select a different email address, configure consent
screen.

I BIEE5RE

w7 Ftl

REIC TREI 209Uy U LIRIC
JSONT 7A BT oA—FEhET

FHTOFHEIL T COY —E 2 7HD D G Suite FALLDIARTOL —H —F—HC7
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Y —ER 7D DIER

G Suite F A1 2FOHETEFM TS -
FUTOFETILT. ZOY —E 2 PAD UM G Suite FA(LDTARTOL —H —F —AC7
SR BIEEFAILE T 5548

o To change the settings for G Suite domain, product name for the
0Auth consent screen must be configured or you can enter the
product name below.

On some platforms, the email address is shown with the developer
information. To select a different email address, configure consent

screen.
[EIEBE#53E
@O7FaFY rE2EAD
FIEERDZ042b 5

JATP

Assign product name.

Email address

gyi600bvay@juni-test.jp (7]

Shown on consent screen for user support.

4

vl
4
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= Google APls g jatp-mitigation w Q % N 0 a Q
O YA THI + TR THOUMEER @R B3R 2L AT
2 = 5 sl % 5 s
702 ok lNatp-mitigation) Ot —E 2 A +
H—E 2 FHOHT Google Cloud H—E 2 ID{Compute Engine ¥M, App Engine 7). Google LA TETPOL AT LTETIN TSI - FEEYERLET, i
T EEIIAIY (] m
b
® 0 s=w 2 P F-—1D F %R F—DiEskE Domain wide delegation @ ERIE
D og jatp-mitigation@jatp-mitigation.iam.gserviceaccount.com JATP-Mitigation Hh E
- (557 JL D #EE]
®
)
(3]
>
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= Google APls g jatp-mitigation w Q # N0 0 a : ‘
& Y—ERTHIOUGSATUS DHSAP UL D & HIBs
WY SA4TF72 MDEtext 77 AL EIZaE—LTHL
O -2 TAUU 5S5AFUMI H—ERA THOUME H—E 2 THY FORIE
FFEEMHCTHEERENE T,
8547k D | 109021442147403274090)
B-E2AF7HOUH JATP-Mitigation
jatp-mitigation@jatp-mitigation.iam.gserviceaccount.com

1EsEB 2018707/2014:37:47
i O
| jatp-mitigation 554 72k

{#1F Fetz)l

@99
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2 7€ F IR

= Google APls g jatp-mitigation w Q % N 0 a 0
API API &Y —E 2R API &1 —E 2OHEIHE
@ Sbanch AHBYEL A
w WPlET —EAFRBOTERTEEY
m
O~
FATFRR(208)
™M $ >
X~A
Gmail API Maps SDK for Android Cloud Translation API
Google Google Google
~s clients Flexible, RESTful access tothe Maps for your native Android app. The Google Cloud Translation AP
Google user's inbox lets websites and programs
integrate with Google Translate..
@2Uv9
>
https://consale.developers.google.comyapis/dashboard?organizationld=1057916574800& project=jatp-mitigation & supportedpurview=project
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= Google APls e jatp-mitigation Q # D 6 a

0o

& APISAT3Y

R4

Gmail API
Google

| v I Flexible, RESTful access to the user’s inbox

O APIZEHT 7

547 "

APIET —ER The Gmail AP lets you view and manage Gmail mailbox data like threads, messages, and labels.

REEH

2018/01/09 21:10 Google DR

HF5Y Google's mission is to organize the world's information and make it universally accessible and useful. Through
A=ILFFELR products and platforms like Search, Maps, Grail, Android, Google Play, Chrome and YouTube, Google plays a
G Suite meaningful role in the daily lives of billions of people.

2l a7 £

gmail googleapis.com Fa—tYFIbEr Faxst

v
2
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G SuiteME®BAR—LETE ( hitps://admin.google.com/AdminHomeGoogle) ANP7H9€RX9 3

Google Admin Q

<
. - ‘ ann — M
e A= e = b
B af—F e =tt7n7—Ib HEEE L=t 77
FAATRRT 20 &R - DB BEIE Bt R T D EREE SR ERERTL. 3120 T —EADERIAREE TANETIUREEER
EFRTLET B OEWETLET LET FERLET WLET LET
.9, @
2 0 N » B 9
gi—=7 EIEEDIFE UM EIE tdal)7g [ =t
SI—TEA-UFUR IR\ VESEEFIBNILE mAROEET - 2% (R o U T EREEEIEL EXA KA TAVT Google o —hF— Ll
FEPERLET El LET E AEEMLET Pt
TOMDIRE
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Google Admin
0 .-.
s
f <
|- I
8 y & .0, E F J
i e P
L2 Fany
2t Hi—7 WETIE 77 t4al)F g
o #= f —MiBN. BETE Bl —FE A=) 5 U SRR — R P T BRI 42 5 AREEPEIR,
i g FEIERILE T LET LET 7
B -
e tdallFa FRE
@
T o B
m LA+
‘ BEHL £#I0T7— I BEEDRE B XA F — A0 IB{T
B sxtb TERTU. 52U BT BB L VEIBESENLE A A A TAY 7 A=l HL A — B
eI ET LET ¥ 2EBNLE T S A~
@ Fhout
B ortoEG T O MO RE
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= Google Admin Q &=

tdal)Fa

I A (SSO) D ERTE

VIR OT IV —a(Gmail L A —RE) O Y —FRPERELE T,

OFRY

¥ 4mEn oo
A u$*EuRIE @9 U ‘y7
S35 API 957k ZORAEEIETS
EIEE|Z. oAauth 70Ok 2V EERTA27 7T —avhe® - — F =07 DA EH[ET 228508
TEET,

tha)F TS —D) =2
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t4al)Fq

APl 9547 7O REBETS

MR Coogle |§§%m I IVT =MD API ISP IRT, AL A~ DL Google t —E 2OF—HT7 HEATEL T, BHENIIS(7 UHMEIIDEFT L1 2D —FANGUIZI =Y — F—AT7 722950
SFEICEE T it

HELHP APL DS(7 LIF® API 9547k FAC AT, Google |ITEHSh. 2 — TS O7 &SN TWhWE T,

o ) 1 DL ED API 20—F

[109021442147403274090 {httgs:ﬂmail.google.com4 ” 52 LY AP D547 O EFOIE
1311: wewewe e @ Wple.com {31: http:fiwww. Rpagle. comicalendarifeeds/C <AL

OrLPY

MaE—LE=9547> MDEAA @QTFE7 FLRAEAR

https://mail.google.com/
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Google Admin Q %

tFalJF4
SHEERFLELI,

APl J5A7 0 7O 2EBH TS

BAFED Google |ICEIRULI-D 7 U7 —2a 0O AP D547 T, L A =D £57 Google ¥ —E2DF—RC7 JEATEL . ERENIO57 UHMERIOEFTR ) IR —FARRLUII I — F—AI7 022952
EEFOITEE T, aHl

HSLEH APl D547k EIF® API 9547k FAC AL Google |ITEFSO. 2 — TS \O7 o2 &EFlan TWhWE T,
i T ) 1 2L ED API 20—
K
131: weww example.com {3: http: /A, google. com/calendarfeeds/( 2R ANW)
109021442147403274090 Email (Read/Write/Send) https://mail.google.com/ U153

DOVWTIATPOEREZITLNET,
JATPOWeb UIN7 R LET,

© 2019 Juniper Networks _JUﬂIPer ‘ 142

Juniper Business Use Only NETWORKS



G SUITE MITIGATION& E F &
(BCC,MTA RECEIVER)

ADVANCED THREAT PREVENTION APPLIANCE e Jatz ystem Health s~ & JATP Admin s

File Uploads Mitigation Reports

Motifications )
System Defaults

OFLEY

Systern Profiles - Hosthame: | Coret

k = ly-qualified dorain name: ‘ Corel.eng.Coret.com

@9y

Password Reset

s VP format:  '® MSI * Self-extracting Zip file Download MSI
Roles
Software Update enabled: ¥

= Zones
Content Update enabled: ¢/

Enable JATP support account : I
SAML Settings Restart services now
OFDNE/ ,

@ RADIUS Settings - Reboot appliance now

(clear
& System Settings

[ Submit] :
B certificate Management

Clear event database:

Proxy Settings
G55 Settings

Proxy Type:  '® NoProxy ' Manual Proxy

m ~:

\Web Collectors

SRX Settings

Auto Mitigation Settings &
Email Collectors =
Enableforweb: |
Secondary Cores nablefor Email: ) i
Poweered by JuniperVersion 5 ome ) Support | Resources | ComtactUs
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w ADVANCED THREAT PREVENTION APPLIANCE ) Jats m Health & JATP Admin s

Dashhoard Incidents File Uploads Mitigation Reports Custom Rules Config

- oo

F support account:

aa SAML Settings Restart servicesnow : [k
@ RADIUS Settings Reboot appliancenow : |zl
Clear event database: | =llzk1d

Proxy Settings 22

(@B & TMitigationd 2 EZBE L N ILDEIR
- Moderate (Maxh\High®#) %
OF v EANnS - Aggressive (2 TDLAR)L)

& System Settings
B certificate Management
G55 Settings

Proxy Type: @ MNoProxy * Manual Proxy
WWeb Collectors

Settings

Auto Mitigation Settings &
Email Collectors
Enableforweb:
SSCCUORCX L ES Enablefor Email
I Mitigation AggressivenessLevel: ' Moderate (Oniy Mar ano High Imest confioence fevels) '® Aggressive Jail fmest Confivence fevels) I
Submit v
Display Settings £
Maximum threats: | 500
Default display period: irLasit Week v
Sessiontimeout: 15 {2 to G008 minutes) v

Poweered by Juniperyers o \ 2. Support | Resources
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Auto Mitigation settings changed onthe
server
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»E ADVANCED THR PREVENTION APPLIANCE

Dashhoard Incidents File Uploads Mitigation Reports

Custom Rules

Motifications

@7')“/7

Currant Email Mitigations Configurad

System Profiles

Config

Add Newr Mitigation

m Health

'

& FATP Admin ~

Environmental Settings -

 Desaiption

[ Ernail Mitigation Settings

[ Firewall Mitigation Settings

A
@219y

IN 2ssetvalue

& Anti-Virus Configuration

& Endpoint Integration Settings
0 BlueCoat Configuration

B whitelist Rules

& YARA Rule Upload

£ SNORTRuleUpload

> Identity Configuration

0 Splunk Configuration

§ External Event Collectors

Powered by Juniper¥ersion 5 Coment Yersion 50214

Support | Resources | ComtactUs
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ANCED THREAT PR JTION APPLIANC @lﬁ%ﬁj + )l/’f% DAH @’5‘_’7 >a— I* Lf:*ﬁ%fﬁ (JSOON T714)L) ’& A JATP Admin
ITA ARG ETHENERZIE—&R—X

Dashhoard Incid 5 File Uploads Mitigation

Matifications @7 U ‘y7
Email Type:

Quarantine Label:

tom Rules

Gail 150N Key File:

erm Profiles ' Gmail ’QuarantinedByJATF'

]

' Exchange Onlinz

Ernail Add ress (for Testing):

i ) : i
type”: "service account”,
project_id”: " jatp-mitigation”,

Environmental Settings |

{aﬂmin@juni-test.jp

“private key id: " 23e1d072774ac389h3dedb37420d3(2d6 1cieh2”
‘ private key " ————- BEGIN PRIVATE KEY-———-

[ Ernail Mitigation Settings

[ Firewall Mitigation Settings

w, OEBTRAMNAA—ILT FLADAA

|¥nMIEve BADANBzkahkiGOwOBAQEF AASCEKeweeSkAzEAACBAQDLcJILASTedvxkn 7
|gKUr3jZDDi280nqCm X j3UaSK GO 1nxNLAUUCPS9ihwQkO92I9L TO9dAQ3wnLMm¥ng

Deomains:

juni-test.jp \

&h Anti-Virus Confi guration

& Endpoint Integration Settings

Currant Email Mitigations Configurad
0 BlueCoat Configuration

[E whitelist Rules

& YARA Rule Upload

£ SNORTRuleUpload

> Identity Configuration

0 splunk Configuration

§ External Event Collectors

Powered by JuniperVersiol

@1%5%%%0) I:)( ’r y%)\jj ancel

Support | Resources | ConmtactUs

v
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b3 ADVANCED THREAT PREVENTION APPLIANCE e Jata ) nHealth s~ & JATP Admin s

Dashhoard Incidents File Uploads Mitigation Reports Custom Rules Config

Motifications

System Profiles
Currant Email Mitigations Configurad

Environmental Settings

[ Ernail Mitigation Settings Qisable QDDelete L Edit  Test

[& Firewall Mitigation Settings
IN 2ssetvalue

& Anti-Virus Configuration

& Endpoint Integration Settings
0 BlueCoat Configuration

[ whitelist Rules

& YARA Rule Upload

£ SNORTRuleUpload

> Identity Configuration

0 splunk Configuration

§ External Event Collectors ¥

sion 5. 0 Comtent Ye| ¥ Support | Resources | ConmtactUs
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Test Failed: No JSON object could be
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£
= Google APls 8o jatp-mitigation Q % N 0 a : ‘:
API Huisah—F [ APl &0 —E 20EE
~ ; D3 TR b MDGoogle APIs Console® & v & afR— FH
. BIMEEnIz APLET —E R [ XEHET FRENEF g AyaR EJ:]
- —BBD AP & —ER I IEEENTEMICEUET
m
18578 6658 1283R8 1H 2H 4B 7H  14H | 30H
O~
ST IS5— hIEDL AT
UOT A8 DETADEE (% ZUE
0.015
T ZDEREIO TS —13HY FEFA. ATy F=R1 BV ETA.
0.005
TEZUé 17:00 7H208 17:32
AP v U 2% b b IS-% LAF 3, P R{E L4523, 98%
~ Gmail API 1 0 0% - - B|HIZTS
>
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[ HMitigation B)E—FI h

Google label:quarantinedbyjatp

A= ~ @« SXIVERIR (1] [ ]

test cuarantinedBysate  x

FErL A Hh;REp

ARt ToB% I~

EBRAA—I test

TEHZE

QuarantinedByJA... ¥

B2

F vt

FARTD A=) B slimclearnerplus.... 4

HREA— )L
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- RS FIIEET BICIE. Z2FD LTS

» h¥dly

SNILOEE

SN
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—EOSNIVEIERT
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EMAIL COLLECTORE{EFEEF B

/2 @7 1) 8 47 :NTION APPLIANCE

Incidents

o @9y

Reports Cust

Config

JATP Admin s

Operations

Last Week

Trend

pon
=]

DoMWMD

Research

Current Total Email  #

Web ‘P Email

System Events Timeline

$ Collector Type: '

. Corel

Current Total Email
OO = rIrCIC.

CPU Usage
Disk Usage

Memory

Collector Services
@ AlLservices Running

4

172.27.11298 79 %hUsed 3% Used

Performance Metrics

3% (Peak 4%)
25%(116.47 GB of 495.97 GBused) in partition fdev/sdal

799 (24.66 GB of 31.30 GB used)

25% Used

T
Sat M 12 P

Current
Email

66 minutes ago 2minutesago
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EMAIL COLLECTORE /£ 7

o1 IR

»E

Dashhboard

Search:

Status Y

ADVANCED THREAT PRE'\(&Gaaiiats

Int

All Inddents (20 shown, 20 total)

Incident ID

A

AL

OFLPY

nts File Uploads

Mitigation

Show Threat

f Show Threat

Show Suspicious

Last Week

@R IHFERDBA S

BRI D2LDEERT S

Progression ¥ %

PHS

EMAIL

Collector Type Yo

Threat Source

sb.ymd.2z nail.com

A
v

Threat Target Y 4 | Targe!

2EmailIDs

mHealth s~

Collector

Email Collector

& FATP Admin ~

Date & Time

Jun 11 GMT+0900

Poweered by Juniper

sb.ymd.2z.0364@gmail.com

Content Version 50.2.14

Support | Reso

s | Contact

PHS EMAIL sb.ymd.2z.0364@gmail.com 2EmaillDs Email Collector Jun 1116:17:21 GMT+0900
Show Benign
Mew 28 PHS EMAIL sb.ymd.2z.0364@gmail.com  2EmaillDs Email Collector Jun 11 16:17:15 GMT+0900
MNew 27 PHS EMAIL sb.ymd.2z.0364@gmail.com 2EmaillDs Email Collector Jun 11 15:46:55 GMT+0900
Mew 26 Th reat " ﬁ; PHS EMAIL sb.ymd.2z.0364@gmail.com  2EmaillDs Email Collector Jun 11 14:41:10 GMT+0900
a..g . \
Mew 24 SUSPICIOUS : &b L L PHS EMAIL sb.ymd.2z.0364@gmail.com 2EmailIDs Email Collector Jun 11 14:37:20 GMT+0200
Benign : B : : :
MNew 23 PHS EMAIL sb.ymd.2z.0364@gmail.com 2EmaillDs Ermail Collector Jun 11 14:35:29 GMT+0900
- P - . ———— o e e o e e 2
Details for Phishing o1
SUMMARY  PHISHING
Actions s Progression:
Target: DELIVERY LO IL'I'Ei Tl n_N &
Incident Id: 30 Y . . o =
Phishing Exploits Executions Infections Custom Rules Lateral Spread
Hosthame: -
1 0 0 0 0 0
Username: 7
Triggers:

IP Address: = i
FQDN: _ Behavior Netw ork Static
Source Email ID: v
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i ANCED THREAT PR

Dashhboard

Search:

Status Y

New
MNew
New
MNew
New

MNew

Details for Phishing

SUMMARY

Actions
Target:
Incident |d:
Hostharme:
Username:
IP Address:
FQDN:

Source Email ID:

Poweered by Junipe|

PHISHING

Inci

Incident ID

26

24

22

21

nts File Uploads

4@

ENTION APPLIANCE

Mitigation Reports Custom Rules Config

All Inddents (17 shown, 17 total)

Show Threat % Last Week : 2

Threat Collector Type Yo

EMAIL

Phishing

Phishing PHS EMAIL
Phishing PHS EMAIL
Phishing PHS EMAIL
MAX Phishing PHS EMAIL
Phishing PHS EMAIL
MAX Phishing PHS EMAIL

Threat Source

sb.ymd. 2z 0364@grmail.com
sb.ymd.2z.0364@gmail.com
sb.ymd.2z.0364@grmail.com
sb.ymd.2z.0364@grmail.com
sb.ymd.2z.0364@gmail.com
sb.ymd.2z.0364@gmail.com

sb.ymd.2z.0364@gmail.com

A
v

2EmailIDs

2EmailIDs

2EmailIDs

2EmailIDs

2EmailIDs

2EmailIDs

nHealth s

Collector

Email Collector
Email Collector
Ernail Collector
Email Collector
Email Collector
Email Collector

Email Collector

& FATP Admin ~

Date & Time

Jun 11 15:46:55 GMT+0200

Jun 1114:41:10 GMT+0900

Jun 11 14:37:20 GMT+0900

Jun 11 14:35:29 GMT+0900

Jun 11 14:35:22 GMT+0900

Jun 11 14:35:14 GMT+0200

Jun 11 14:21:44 GMT+0900

Progression:
DELIVERY
27 % . .
Phishing Exploits Executions
) 1 0 0
Triggers:
_ Behavior Netw ork Static

sb.ymd.2z.0364@gmail.com

Infections

0

Custom Rules

0

0

Lateral Spread

Support | Resources

Contact Us
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L3 ADVANCED THREAT PREVENTION APPLIANCE

VI RHER— B

Details for Phishing

SUMMARY  PHISHING

@

Actions
Target:
Incident Id: 12
Hosthame: -
Username: -
IP Address: 2
FQDN: S
Source Email ID: sb.ymd.2z.0364@gmail.com
Destination Email ID: userl@jatp-test.ddo.jp

ErnailMessage ID: CADh4wB_rdAAcZréeM4Ga2lo_fabPKrrqyChk_fg=TivBqE
ttHA@mail.gmail.com

Risk: Max
AssetValue, S
Relevance: Max
Progression: Phishing
Protocol EMAIL
05Matched: =

Sumrmary: <
Collectors Ermail Collector

Source: =

Golden Images: Not Configured

Progression:

Y
Phishing
1

Triggers:

Custo Ruleé
Lateral pprea
Infection
Execuuon
Dowglo?ds

Phl! ing

un

I
R

>
Exploits Executions Infections Custom Rules Lateral Spread
0 0 0 0 0
Behavior Metw ork Static
5 50 T’ éo o
YAy 30 LY i
o~ 1 16 i 1 y & g 1 Lo - 11 Pl
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