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« SRX1500 SSD QOFARE

o SRXU—X HARTPFLRITVIZEFH

o SRXUN)—X JmATRLREyLEEFRE

¢ VSRX At AWEE

« SRX ¢!)—X Chassis Cluster #&R1Z#(+5 DNS Proxy #8e D H7R—bk
« VSRX EEEN—FDITHER

¢ SRX U1J—X Sky ATP IMAP DHR—F

« SRXIY—X Box ZFUTr—iar DiEIEHIHE

« SRX 2)—X Dual Partition #gE

« SRXU—X FIBAEQERHE

« SRX300 2)—X USB BEj/>~Ak—JL Part 1

« SRX300 ¥\)—X USB BEj4/>~Ak—JL Part 2

« SRX U1J—X AppRoute (APBR) k574w 045 H HEDEE S
« SRX345 TaTF7JLAC /N\T—HTS54

« SRX !1J)—X TCP out-of-state packet drop logging ¥ gE

« SRX 21)—X APBR midstream support #gE

« SRX I1)—X Sky ATP security intelligence D #%gELE
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Agenda

« SRX300 )—X SCP av KEDA T3y

« SRX 21J—X VLAN Translation @ H1H—k

« SRX1J—X AppQoS DHAEZY=a7IL

« SRX 1)—X HEHLIRIE

« SRX5000 ~J—X HEBEEHDOHER

¢ SRX J—X J-Web L R—T4 5 gL

¢ SRX1J—X SkyATP EEDHEZE R X

« SRX300 2!)—X, SRX550HM 1&& rlE4E Mini-PIM

« SRX—X GTPv2 DHYHR—Fk

« VSRX Chassis Cluster @Y H—Fk

« SRX U1)—X 1000Base-X (SFP)7R—k® no-auto-negotiation 73>
« SRX300 ')—X &K VLAN #

« SRX300, SRX550HM Dynamic VPN [Z81F+5 VR BigdDHHR—k

« SRX300. SRX550HM Dynamic VPN [Z#[+5 Chassis Cluster #piDHHR—k
¢« SRX U—X SkyATP YiR—rTFS5ybTH—L

« SRXU)—X SKkyATP 7—HATI7AILDAF ¥

e SRX 1J—X SkyATP HTTPS F524YI DA ¥y
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SRX 1)—X SkyATP RE¥ ¥ RlBEH I 7AILDERAHAX
SRX 1)—X Sky ATP A—)L7AkaJLDHYR—

SRX ¥)—X SkyATP FJLET7 LAV ADAVAR—IL
SRX 21)—X  J-Web D#EEdL5E

SRX &1)—X RFC 6177 @Y 7R—k (DHCPV6)

SRX300 ¥1)—X USB 7/R—kDT4t—T )L

SRX300 !)—X USB IR—rDRT—R2RMERAHE

SRX 1J—X Transparent Mode ¥l D IDP #8E

SRX 1J—X On-Box Reporting ® 0% #53%

SRX300 /Y

—X swiab 12 T7T—ADRAT—RAFER

SRX TS5 F U —X ITAVARITT—RADYHR—

SRX ¥1)—X

On-Box Reporting #geF| O QS E—K

SRX ¥1)—X

APBR FIFIEEQ YA

SRX ¥1)—X

APBR D E{E

SRX 21)—X

APBR FI R DIE R

SRX 21)—X

EWF QAT3)—%&

SRX 21)—X

PIM Sparse Mode DEXTEHE
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« SRXU—X TILFXrALD NAT 5BE

« SRX1500 EREIE{K(ZDLNT

« SRX300 2!)—X DHCP H—/\—DHEXZEH

« SRX300!)—X DHCP H—/\—® IP PEL XLV HLEKE
« SRXU!)—X CPU B—FKZAL—L MR OID

« SRX300 2')—X. SRX550HM Dvnamic VPN X ERFDEE =
« SRXUJ—X GeolP QY HR—

« SRX—X IDP 4 *%)vo)ﬁﬁw

« SRXITSoFI)—X +5oq0y005 ODEEEEJ'J'%

e SRX U—X BIEQY DHEEE (host-inbound traffic)

« SRXI—X #EAL A%

« VSRX &mA VR #

« VSRX fxK Zone #

« SRX 1J—X Chassis Cluster RR—I A REH

« SRX !J—X Chassis Cluster D X T— 97\6’@.:.&\ OID

« SRXU1J—X |PV6 IZH1T5 PPPOE DY R—

« SRX !1J)—X Cascaded DHCPv6 Prefix Deleqation HHE
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o SRXU1)—X reth FEBRDIES

« SRX300 )—X EAEBRDIE

« SRX1500 STP ®HYHR—k

« SRX4100, SRX4200 L2 #geDHHR—k

e VSRX I7AT 94— IRIL—TYrD{E

« SRX y—X Diameter ®HYHR—k

o SRXTS5oFV)—X wXaUTa4RE

« SRX U1)—X 1SG1000 MAsDYTL—R

« SRXU—X EHEKEDOHEREITE

« SRX1500 Control Port(em0) xti&0 SFP

« SRX 2!1)—X Chassis Cluster #EEFDFEHHESE
« SRX 21)—X Layer 2 Transparent Mode ¥ ERDIE S
e SRX 1J—X SSL Proxy U547 bEREEYR—b
« SRX U1)—X Layer 2 Transparent Mode D& E Hi&
« SRXI)—X i AKFEH VPN FRJLEL




SRX1500 SSD QFIARE

(B /ETILE]
SRX1500 15.1X49-D110

(&R
SRX1500 [Z¥EFH SN TLVA SSD D F|FAREELBEEH A TLEELY,

([EZ]
SRX1500 [ 120 GB M SSD ##& &L THY. FlAAIREL A =L 100 GB T9 .,

*SRX1500 Services Gateway Overview
http://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx1500/index.html
SRX1500 Services Gateway with a 120 GB SSD (with 100 GB usable space) and AC power supply
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http://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx1500/index.html

SRXU—X JmARTRULRTvO&GFR

(B /ETILE]
SRX3003!)—X/SRX550HM/SRX1500 15.1X49-D60
SRX4100/SRX4200 15.1X49-D65

6=15i)
SRX L) —XIZEFARELRERAT LR T v #EHRZ TZELY,
qEEY

BATRLRATYIBIZDEFELTIE, FEEDELYTT,
(BEFE T2 —rFICERELTEYEEA,)

SRX300/SRX320 : 1024
SRX340/SRX345 : 4096
SRX550HM : 4096
SRX1500 : 16k
SRX4100/SRX4200 : 32k

20178 12BIRE
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SRXU)—X BmARTFLAtEYMEGZH

(B /ETILE]
SRX3003!)—X/SRX550HM/SRX1500 15.1X49-D60
SRX4100/SRX4200 15.1X49-D65

)|
SRX U —XIZEEFAIREH R AT FL Ay EZH 2 TESLY,
(=B

RART7RLRAEYRRIZDEELTIE, FEEDESYTY,
(BEFE T2 —rFICERELTEYEEA,)

SRX300>1)—X: 128
SRX550HM : 128
SRX1500: 512
SRX4100/SRX4200 : 1k
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VSRX SA AR EE

(& S/ETILE]

VSRX 15.1X49-D110

(&)

VSRX DS5A U AREEIZDINTERZ TLIEELY,
(EE)!

VSRX D54t A& Application Package &gl DHIRE A S HETLVET,
f511)

STD package with IPS and AppSecure, 20 Gbps, 3-year subscription
*VSRX-20G-ASECB-3

M DZFELTIE, FEEY MM E RIS,

*vSRX License Model Numbers
http://www.juniper.net/documentation/en_US/vsrx/topics/reference/general/security-vsrx-feature-licenses.html
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http://www.juniper.net/documentation/en_US/vsrx/topics/reference/general/security-vsrx-feature-licenses.html

SRX 1)—X Chassis Cluster #&R(Z#17% DNS Proxy #aEDHR—

(& S/ETILE]
SRX U1)—X
(&R

SRX ¢1J)—X® Chassis Cluster #£IZ3 LV T, DNS Proxy #E8E (X
HR—rLTLWVETH,

([E%)

(LY, 7 R—FLTWVET,

t=12L.DNS F¥vwiaTMJ—I[& backup RE IZREIH S AL ELSHIRA
HHAIZTEELLEEN,

-[SRX] Configuration example - SRX Services Gateway used as a DNS proxy
http://kb.juniper.net/InfoCenter/index?page=content&id=KB27492

DNS proxy is supported for Branch and Mid-range SRX devices in a cluster. However, please note that the cache entries are not synced
to the backup RE and during an RG-0 failover, the new RE will need to re-learn the cache.

&

|
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http://kb.juniper.net/InfoCenter/index?page=content&id=KB27492

VSRX HR/N\—KF 7R

(B /ETILE]
VSRX 15.1X49-D110

(&R
VSRX Z# VMware 2/ RAb—ILT BIGEDHE/N—F D T7IERE
A TS,

(GRS
VMware [ZHITHHERBRIL. LTDESYTT,

Host memory size : 4 GB (minimum)
Host processor type : x86_64 multicore CPU
Virtual network adapter : VMXNet3 device or VMWare Virtual NIC

- System Requirements for vSRX on VMware
http://www.juniper.net/documentation/en_US/vsrx/topics/reference/general/security-vsrx-vmware-system-requirement.htmi
Hardware Recommendations

ZEZELT KM OHEZRBRIEITEEF MM THEREATRETY .

- System Requirements for vSRX on KVM
http://www.juniper.net/documentation/en_US/vsrx/topics/reference/general/security-vsrx-system-requirement-with-kvm.html 0
Hardware Recommendations L
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http://www.juniper.net/documentation/en_US/vsrx/topics/reference/general/security-vsrx-vmware-system-requirement.html
http://www.juniper.net/documentation/en_US/vsrx/topics/reference/general/security-vsrx-system-requirement-with-kvm.html

SRX ¢1J—X Sky ATP IMAP @HHR—k

(B /ETILE]
SRX I1)—X 15.1X49-D120

15D
Sky ATP(Advanced Threat Prevention)( IMAP ZH/R—kLTWVET H,

([EZ]
[ELY, 15.1X49-D120 KYHR—FLTWLVET,
M DEELTIE, FEEY MM EITHERLIIESLY,

*New and Changed Features
http://www.juniper.net/documentation/en_US/release-independent/sky-atp/information-products/topic-collections/release-notes/15.1X49-D120/topic-123258.html

Supported Platforms Guide

« SRX1500 Series device

* SRX4100 Series device

* SRX4200 Series device

* SRX5400 Series device

« SRX5600 Series device

* SRX5800 Series device =

20174 12B1RE
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http://www.juniper.net/documentation/en_US/release-independent/sky-atp/information-products/topic-collections/release-notes/15.1X49-D120/topic-123258.html

SRX 1)—X Box ZFUHr—a> DiEEHIfH

(& S/ETILE]

SRX U1)—X

)| ‘

SRX U J—XT Box 7oINVr—2av D@EEEFIHT HAEEZHA TS,
([EZ]

Box 77— av(ZDEEL T, AppQoS kY H ik o Hil 1.,
AppRoute(APBR)IZ &Y BIERER D HIEMNRIEETT,
SlideShare IZ Juniper Japan SE F—L{ER D B AREE H %
AL TWET D TIHESELLZS0Y,

- Juniper SRX (AppQoS/AppRoute)(Z&k 5 Box 7T r— 3> Dl
http://www.slideshare.net/Juniper Networks Japan_ Tech/box-81174117
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http://www.slideshare.net/Juniper_Networks_Japan_Tech/box-81174117

SRX &1)—X Dual Partition #4gE

[(R&A/ETIVE]
SRX 7S50FL1)—X
SRX300 ¢')—X/SRX550M 15.1X49-D110

)|
SRX U)—XTHHR—kLTLVS Dual Partition #£EeIZDUNTE Z TLFEELY,
(=B

Primary/Backup @ Junos OS 4 A—J & {REFTHET, Primary DA A—2 (2
FIREAFELEL TH Backup DA A—T M5 BEIFNAY) AN MNAEETT,
SlideShare [Z Juniper Japan SE F—LA/ERR D B AREER

AL TWET D TIREZELZSY,

- Juniper SRX Dual Partition ##E5 BA
http://www.slideshare.net/Juniper Networks Japan Tech/dual-partition-srx
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http://www.slideshare.net/Juniper_Networks_Japan_Tech/dual-partition-srx

SRX I1)—X EEEAEDHEE A X

(& S/ETILE]

SRX 21)—X

(&R ‘

SRX V) —XTCHIFALTWAEIBAZE DR A EEHZ TS,
(EE)!

SEBAZEICDEFEL T, FERaAVU R THEZRERIEETY,

user@host> show security pki ca-certificate(CA FEBHE)
user@host> show security pki local-certificate(A—7JLFEERE)

-show security pki ca-certificate
http://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/show-security-pki-ca-certificate.htmi

-show security pki local-certificate (View)
http://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/show-security-pki-local-certificate-security.html

&

|
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http://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/show-security-pki-ca-certificate.html
http://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/show-security-pki-local-certificate-security.html

SRX300 &1)—X USB HEjA/>AF—JL Part 1

(B /ETILE]
SRX300 1)—X 15.1X49-D110
(&)

SRX300 v\ J—XTUSB BHEl/V A —IILEITOBE . HET 5 USB AEYD
YT YT HEEZHAZ TS,

(EIE=)
USB AEYDEYr7 YT FIBIELTDREY T,

1. USB AE!)% FAT/FAT32 TO4—<whk

2.Junos OS % USB AE!y~AOE—

3. AR URTRVTRKYUTOIATUREEST
echo “ “ > <drive-name>:¥autoinstall.conf

4. RESHE B3> 745 % junos-config.conf 1 &LV T7A LB ELT
USB AE!)~AaE—

M DOZFELTIE, FEEY MM E RIS,

*Preparing the USB Flash Drive to Upgrade Junos OS on SRX Series Devices

http://www.juniper.net/documentation/en US/junos/topics/task/operational/security-junos-os-upgrade-usb-flash-drive-preparing.html

20174 11 ARE
O umperNewors o Algnsresonce. ISR



http://www.juniper.net/documentation/en_US/junos/topics/task/operational/security-junos-os-upgrade-usb-flash-drive-preparing.html

SRX300 &1)—X USB BEIf>AM—JL Part 2

(B /ETILE]
SRX300 1)—X 15.1X49-D110

)|
SRX300 o' )—XTUSB BHEI/ VA —IILEZITOIBEDAV AN —ILAEE
HZ TS,

[(E@E]
USB BE)M Y A—LFIEIELLTDRYTY,

1. YT yTFEAD USB A2 EYZHEA

2.LED ALY EmELI=&. AL O a kT 5ETHED
3. RESET RAVHF1EHT

4. LED W) —2 mkTLT=# . USB AEY %KL

5. SRX A EEIHEH

SHMICOEELTIE., TRV AEIHEREIESLY,

-Installing Junos OS on SRX Series Devices Using a USB Flash Drive
http://www.juniper.net/documentation/en_US/junos/topics/task/installation/security-junos-os-usbh-device-srx-series-device-installing.html
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http://www.juniper.net/documentation/en_US/junos/topics/task/installation/security-junos-os-usb-device-srx-series-device-installing.html

SRX I1)—X AppRoute(APBR) ;524 vo045 H AREDIE R

(B /ETILE]
SRX 21)—X 15.1X49-D110

(&R
SRX y—XTrZ 74y 0%5 ~ AppRoute(APBR)IZEAE T A 1E#H %
HAOETHEEDTEREHAZ TS,

(=R

AppTrack ZBNTDRLENHYET,

security Bt T~ application-tracking FD{/EZITIZEIZKY, S T0vo0T(C
TRIFANEBPHAAEITI—AFENHNSIES,

AppTrack MEREICDEELTIX, FEEH A MEITHERZALY,

-Example: Configuring AppTrack
http://www.juniper.net/documentation/en _US/junos/topics/example/app-track-configuring-cli.html
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http://www.juniper.net/documentation/en_US/junos/topics/example/app-track-configuring-cli.html

SRX345 TaTF7ILAC /INT—HT54

(B /ETILE]
SRX345 15.1X49-D110

(&)
SRX345 [FERITEEZHHR—FLTULNETH,

([EZ]
[T, FEEDETILTERREEZYHR—ILTLVET,

SRX345-SYS-JB-2AC
SRX345-SYS-JE-2AC

-SRX300 ') —XT—%L—K(P. 6)
http://www.juniper.net/assets/us/en/local/pdf/datasheets/1000550-en.pdf
Ordering Information

Base System Model Numbers

2017 1B HR#E
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http://www.juniper.net/assets/us/en/local/pdf/datasheets/1000550-en.pdf

SRX 1)—X TCP out-of-state packet drop logging #$#E

(B /ETILE]
SRX 21)—X 15.1X49-D110

6=1i5)
SRX L) —RIFFERIMERIRIETZIELDrop =/ \ryk@OJ Hh%E
-H-TK_I\L/-CL\asTb\o

(EE)!
(LY, HR—FLTULVET,
HMICOEELTIX, FREYAFEIHERESLY,

- TCP Out-of-State Packet Drop Logging Overview
http://www.juniper.net/documentation/en_US/junos/topics/concept/security-tcp-oos-packet-drop-logging-overview.html
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http://www.juniper.net/documentation/en_US/junos/topics/concept/security-tcp-oos-packet-drop-logging-overview.html

SRX &1)—X APBR midstream support 5k

(B /ETILE]
SRX 21)—X 15.1X49-D110

[E ]
SRX L 1J—X®M 15.1X49-D110 kY Ensh = APBR(Advanced Policy-Based
Routing) M midstream support #EEIZ DUV TEH R TS0y,

([E%]

midstream support #8E%{F 9 % Z & T, ASC(Application System Cache)lZ
IUMN)—DHEWREPIDt Y3 &, non-cacheable 74— 3v(cxtd 5
APBR DEFAMNAIEEEGY E LT,

FEMICDEFELTIX., TR AMEIHZEIESLY,

-Understanding Advanced Policy-Based Routing
http://www.juniper.net/documentation/en_US/junos/topics/concept/advance-policy-based-routing-security.html
Advanced Policy-Based Routing Midstream Support
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http://www.juniper.net/documentation/en_US/junos/topics/concept/advance-policy-based-routing-security.html

SRX &1)—X Sky ATP security intelligence DEREHLIE

(B /ETILE]
SRX 21)—X 15.1X49-D110
(&)

SRX 21)—X®M security intelligence ¥#E(ZH VT URL YA (LM%
E1T9 5I5E DEEEILRIC DL TH R TIZELY,

(=B

URL YA ALIMEIEELEERLAILIZIECTEfTSNE T A,
15.1X49-D110 &YEEFEL=71—F&IZIELTEETEIN B LI58{EShF L=,
M DEELTIE, FEEY MM E RIS,

-set services security-intelligence
http://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/reference/command-summary/set-services-security-intelligence.html
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http://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/reference/command-summary/set-services-security-intelligence.html

SRX 300 &1)—X SCPavYRDA T3y

(B /ETILE]
SRX300 1)—X 15.1X49-D110
(&)

SRX300 ¥!)—XT 15.1X49-D110 &Y HR—kShf= SCPaY KT,
RITARELA T avEHA TS,

(=B
SCP OV KRIETFEA T avERELTHVET,

‘recursive
*source-address
*routing-instance

*scp
http://www.juniper.net/documentation/en US/junos/topics/reference/configuration-statement/security-scp-command.html
scp (recursive | source-path | destination-path | source-address | routing-instance)

&

|
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http://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/security-scp-command.html

SRX 21J—X VLAN Translation @Y HR—pk

(B /ETILE]
SRX300 31)—X/SRX550M/SRX1500 15.1X49-D110
(&R

SRX < 1J—X[% VLAN Translation #HR—kLTLVET H,

([EZ]
VLAN Translation [IZDZ& &L TI&. Layer 2 Transparent Mode T
ﬂﬂ'{)—l‘bfb‘iﬂ_o

* Configuring VLAN Translation
http://www.juniper.net/documentation/en_US/junos/topics/task/configuration/layer2-security-vlan-translation-configuring-els.html
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http://www.juniper.net/documentation/en_US/junos/topics/task/configuration/layer2-security-vlan-translation-configuring-els.html

SRX I1)—X AppQoS DEAREY=17I/L

(& S/ETILE]
SRX U1)—X
(&)

AppQoS(Application QoS)D BARFEY=a 7 ILIEHYET H.,

([EZ]

(&L\. SlideShare [Z Juniper Japan SE F—L{ERH D

AppQoS BAREY—a7IILELRALTUWET D TIHRFZELY,
SEFTIZ, FOMOEKRKREICONTHLZHBIELTLET,

-Juniper SRX - Application QoS EREH MK
http://www.slideshare.net/Juniper Networks Japan_Tech/application-qos-80935960
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http://www.slideshare.net/Juniper_Networks_Japan_Tech/application-qos-80935960

SRX I1)—X ZEHLIRIE

(& S/ETILE]

SRX U1)—X

(&R

SRX U —XMNEHL TLDRIBEHZ TS,
([EZ]

SRX MH#EHIREIZDEZFEL TIL. Hardware Guide [CTHEERERIBETY S

fHl)SRX1500 D5 4E
- SRX1500 Services Gateway Agency Approvals

http://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/agency-approvals/services-gateway-srx1500-agency-approvals.html
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http://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/agency-approvals/services-gateway-srx1500-agency-approvals.html

SRX5000 V) —X HBEHDOHESR

(B /ETILE]

SRX5000 ¢/1)—X 15.1X49-D110

(&) ‘

SRX5000 L) —XMDEBEEHEHZ TS,
(EE)!

HEENITOZFFELTUI. BETHEDVA—ILIZKYERYZET,
ML) —X D Hardware Guide #ZFEEELIEELY,
— &L T, SRX5400 D T2 TIXEET 2095 W TY,

SRX5400-CHAS : 40 W

SRX5400-FAN : 75 W

I0C2, SRX-MIC-2X40-QSFP, SRX-QSFP-40G-SR4 : 570 W
SPC2:1170 W

SCB2 :150 W

RE2 :90 W

- Calculating Power Requirements for the SRX5400 Services Gateway
http://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/srx5400-service-gateway-calculating-power-requirement.html
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http://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/srx5400-service-gateway-calculating-power-requirement.html

SRX I1J—X J-Web L R—F1 4 #kEs&1t

(B /ETILE]
SRX300 $/1)—X/SRX550M/SRX1500/SRX4000 +1)—X 15.1X49-D110
VSRX 15.1X49-D110

)|
SRX 21— M J-Web Tk =LIR—T 42 T HBEIZDULNTEHZ TS,
(=B

J-Web Tl&, 15.1X49-D110 &Y LA T DL R—T1o T #aesR{E SN FELT -,
5 Z [X. Top users by bandwidth TIEXHEREERA=ZED LM b1—F—T&IC
LIR—h g BZEMNRIEETT,

Top URL categories by bandwidth Top URLSs by user
Top users by bandwidth Top Source Zone by volume
Top applications by sessions Top applications by user

*Release 15.1X49-D110 Software Features
http://www.juniper.net/documentation/en_US/junos/information-products/topic-collections/release-notes/15.1x49-d110/topic-121959.html
Starting with Junos OS Release 15.1X49-D110, the following new reports are added in the existing Reports page in J-Web:

&

|
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http://www.juniper.net/documentation/en_US/junos/information-products/topic-collections/release-notes/15.1x49-d110/topic-121959.html

SRX I1)—X Sky ATP E#DFER A%

(R R/ETILA]

SRX U1)—X

15D

SRX 21)—X& Sky ATP(Advanced Threat Prevention)DE## R T 5 5%5%
& TLIEELY,

(EE=)

Sky ATP & DEHERRIZDEELTIEL, TEL request AX U R THEERIBEETT
user@host> request services advanced-anti-malware diagnostic <URL>

‘request services advanced-anti-malware diagnostic
http://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/reference/command-summary/request-aamw-diagnostic.html
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http://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/reference/command-summary/request-aamw-diagnostic.html

SRX300 1)—X . SRX550HM & RTEELL Mini-PIM

(B /ETILE]
SRX300 <'J—X/SRX550HM 15.1X49-D100
)|

SRX [ZH & R AE%E Mini-PIM(Physical Interface Module)Z#zx T &0Y,

([EZ]
BEEEEY Mini-PIM [T TFEDEBYTY,

SRX-MP-1Serial-R
SRX-MP-1T1E1-R
SRX-MP-1VDSL2-R
SRX-MP-LTE-AE
SRX-MP-LTE-AA

*SRX300 Series and SRX550 High Memory Services Gateway Mini-Physical Interface Modules Overview

http://www.juniper.net/documentation/en_US/release-independent/junos/topics/concept/mini-pim-services-gateway-srx300-series-srx550-m-overview.html

&

|
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http://www.juniper.net/documentation/en_US/release-independent/junos/topics/concept/mini-pim-services-gateway-srx300-series-srx550-m-overview.html

SRX ¥1)—X GTPv2 DY HR—pk

(B /ETILE]
SRX1500 15.1X49-D110
SRX4000 3!)—X/SRX5000 'J—X 15.1X49-D90

(&)
SRX U)—XI GTPV2 ZHHR—kLTLVET H,
(EE=)!

XLy, GTPV2 #H7R—FLTULVET,

*Understanding GTPv2

http://www.juniper.net/documentation/en_US/junos/topics/concept/gprs-security-gtpv2-understanding.html

In previous releases, only GTP version 0 (GTPv0) and GTP version 1 (GTPv1) were deployed. GTP version 2 (GTPv2) is implemented in
the Junos operating system (Junos OS) Release 11.4.
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http://www.juniper.net/documentation/en_US/junos/topics/concept/gprs-security-gtpv2-understanding.html

VSRX Chassis Cluster ®HH—k

(B /ETILE]
VSRX 15.1X49-D90

(&)
VSRX [& Chassis Cluster ZHHR—kLTULNET H,

(EIE=)
[FLy, BAR—FLTULET,
HMIZDEFELTIE., FREYAMEIHERZEY,

- Configuring a vSRX Chassis Cluster in Junos OS
http://www.juniper.net/documentation/en _US/vsrx/topics/task/multi-task/security-vsrx-chassis-cluster-configuring.html
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http://www.juniper.net/documentation/en_US/vsrx/topics/task/multi-task/security-vsrx-chassis-cluster-configuring.html

SRX 1)—X 1000Base-X (SFP)7R—k®M no-auto-negotiation A7 3>

(B /ETILE]
SRX 1)—X

(&R
SRX 1)—X M 1000Base-X iIR—rT SFP 52— N (LX, SXEEE) E#FIRT 51545,
no-auto-negotiation 773> D/ FEITFH I TT H,

([EZ]
LM YR | no-auto-negotiation A7 av (E Y R—kLTWVER AL
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SRX300 &1)—X &K VLAN #

(B /ETILE]
SRX300 1)—X 15.1X49-D90

(&)
SRX300 )—XTHHR—FLTULVAERK VLAN $E2H % TLESLY,

([EZ]
A VLAN #IZDEFFXELTIX. FTEEDEBY T,

SRX300: 1,000 VLANSs
SRX320: 1,000 VLANSs
SRX340: 2,000 VLANSs
SRX345: 3,000 VLANSs

-SRX300 ') —XFT—42L—Kk(P.5)
http://www.juniper.net/assets/jp/jp/local/pdf/datasheets/1000550-en.pdf
Performance and Scale

Maximum number of VLANs
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http://www.juniper.net/assets/jp/jp/local/pdf/datasheets/1000550-en.pdf

SRX300, SRX550HM Dynamic VPN 23115 VR &0 HHK—k

(B /ETILE]
SRX300 1)—X/SRX550HM 15.1X49-D90
(&)

SRX T Dynamic VPN ZF|9 %158 . 28 ® Virtual Router (VR) TD
VPN #inzHR—cLTLET D,

(EE)!
(LY, HR—FLTULVET,

*Understanding Dynamic VPN Tunnel Support
http://juniper-federal.com/documentation/en_US/junos/topics/concept/vpn-security-dynamic-tunnel-understanding.html
IKE in virtual routers or in virtual routing and forwarding instances is supported.
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http://juniper-federal.com/documentation/en_US/junos/topics/concept/vpn-security-dynamic-tunnel-understanding.html

SRX300, SRX550HM Dynamic VPN [Z#1F4 Chassis Cluster DY R—k

(B /ETILE]
SRX300 1)—X/SRX550HM 15.1X49-D90
(&)

SRX T Dynamic VPN ##|fA3 %154 . Chassis Cluster ¥R T®D
VPN #&imzHR—tLTULVET DY,

(EE)!
(LY, HR—FLTULVET,

*Understanding Dynamic VPN Tunnel Support
http://juniper-federal.com/documentation/en US/junos/topics/concept/vpn-security-dynamic-tunnel-understanding.html
Chassis clusters are supported.
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http://juniper-federal.com/documentation/en_US/junos/topics/concept/vpn-security-dynamic-tunnel-understanding.html

SRX &1)—X Sky ATP Y R—+rFS5vybhI4+—L

(B /ETILE]
SRX 1)—X

[E ]
SRX L 1)—XI(Z#+% Sky ATP(Advanced Threat Prevention)®
YR—LTIYNTH—LEHR A TZEL,

([EZ]
Sky ATP DY R—rTSvbT+—LlE, FEEDESYTT,

SRX340, SRX345: 15.1X49-D60+
SRX550M: 15.1X49-D60+
SRX1500: 15.1X49-D40+
SRX4000 line: 15.1X49-D65+
SRX5000 line: 15.1X49-D50+
VSRX: 15.1X49-D60+

-Sky ATP T—%>—k(P. 2)
http://www.juniper.net/assets/de/de/local/pdf/datasheets/1000549-en.pdf
SRX Series Platform Support .
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SRX I1)—X Sky ATP P—HATI7A1ILDRAX+x>

(& S/ETILE]
SRX U1)—X
(&)

Sky ATP(Advanced Threat Prevention)l&7—hAT 77/ ILDAFX ¥ %
-H-TK_I\L/—CL\gsTb\o

([EZ]
(XY, Sky ATP TRT7AILIEREEIZT Archive 12:&IR$ A2 LT /R I7(ILE
AEvILET,

- Sky Advanced Threat Prevention Profile Overview
http://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/reference/general/sky-atp-profile-overview.html
Table 1: File Category Contents

Archive
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http://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/reference/general/sky-atp-profile-overview.html

SRX I1)—X Sky ATP HTTPS FS574Y 9D AX¥>

(B /ETILE]
SRX 1)—X

1))
Sky ATP(Advanced Threat Prevention)ld HTTPS 5749V DA Fv %
-H-TK_I\L/—CL\gsTb\o

([EZ]
(LY, SRX 2 SSL Proxy #E& €9 AHZ&ET, HTTPS bS5 749 9% XX ¥ LET,

- Configuring SSL Proxy
http://www.juniper.net/documentation/en_US/junos/topics/task/configuration/ssl-proxy-workflow-configuring.html
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http://www.juniper.net/documentation/en_US/junos/topics/task/configuration/ssl-proxy-workflow-configuring.html

SRX 1)—X Sky ATP X+ AR I7MILDERAY 14X

(B /ETILE]
SRX 1)—X

[E ]
Sky ATP(Advanced Threat Prevention) TRAF v A EHE T 7 ILDIwRK YA X%

HZ TS,

(=B
AEX Y UR[EELR R K1 XIL 32 MB TY,
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SRX &1)—X Sky ATP A—)LFAra)LDHR—F

(B /ETILE]
SRX 21)—X 15.1X49-D80

15D
Sky ATP(Advanced Threat Prevention) CH/R—kLTL\SA— L7 ORI %

HZ TS,

(EE
A—)L7ObrajLix,. SMTP/SMTPS #HHR—kLTULVET,

-Junos OS 15.1X49-D80 Release Notes(P. 7)

http://www.juniper.net/documentation/en_US/junos/information-products/topic-collections/release-notes/15.1x49-d80/junos-release-notes-15.1X49-D80.pdf
E-Mail Attachments for SRX Series devices
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http://www.juniper.net/documentation/en_US/junos/information-products/topic-collections/release-notes/15.1x49-d80/junos-release-notes-15.1X49-D80.pdf

SRX ¢1)—X Sky ATP FLEP7 LSAEVADAVAM—IL

(B /ETILE]
SRX 1)—X

15D
Sky ATP(Advanced Threat Prevention)7LE7 LS/ AD AV A =LA &%
A TIZELY,

(EE]
TLET LAV ADAVAN—ILFIEIE, FROELSYTT,

1. Authorization a—K A F

2. )T IVESHEDR

3. U R—FHAMITRHERBHRAN. S/ RERK
4. Sky ATP U5 R H—/I\~EHE) kBt

M OEFEL T, FEEYAMEIHEZEIIESLY,

-Managing the Sky Advanced Threat Prevention License
http://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/topic-map/sky-atp-license-mgmt.html
License Management and SRX Series Devices

X AppSecure HEEE ST T/ AN R ENLETT,

http://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/reference/general/sky-atp-licenses-overview.html =
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http://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/topic-map/sky-atp-license-mgmt.html
http://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/reference/general/sky-atp-licenses-overview.html

SRX I1)—X J-Web DO#EEEYEIE

(B /ETILE]
SRX 1)—X 15.1X49-D100
(&)

SRX V) —=XIZH1T5H J-Web DHEREHRIRIC DL TEHZ TS,

(EE)

15.1X49-D100 &Y. On-Box Reporting D H7R—b. Application/User Visibility MiB0% .
WRELERLFEL =,

I DEERLTIE, TRV A2 IHERIIZELY,

*Release 15.1X49-D100 Software Features
http://www.juniper.net/documentation/en_US/junos/information-products/topic-collections/release-notes/15.1x49-d100/topic-120471.html
Starting with Junos OS Release 15.1X49-D100, J-Web will support on-box reporting, such as, application and user usage, log mode
stream, threat report, high risk application report, URL report, IPS report, IPS report, virus report, botnet report, advance malware report,
and user Firewall.
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http://www.juniper.net/documentation/en_US/junos/information-products/topic-collections/release-notes/15.1x49-d100/topic-120471.html

SRX I1J—X RFC 6177 WY 71—k (DHCPV6)

(B /ETILE]
SRX 1)—X 15.1X49-D100
(&)

SRX 2 1J—X ) DHCPV6 #feld RFC 6177 ZHHR—kLTULVETH,

([EZ]
[E£0LY, 15.1X49-D100 &Y RFC 6177 = R—kLTLVET,
M DEELTIE, FEEY MM EITHERLIIESLY,

-Release 15.1X49-D100 Software Features
http://www.juniper.net/documentation/en_US/junos/information-products/topic-collections/release-notes/15.1x49-d100/topic-120471.html
DHCPv6 enhancements to support RFC 6177 for SRX Series devices- Starting with Junos OS Release 15.1X49-D100, new CLI
commands are introduced to configure preferred prefix length and sub-prefix length in clients.
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http://www.juniper.net/documentation/en_US/junos/information-products/topic-collections/release-notes/15.1x49-d100/topic-120471.html

SRX300 1)—X USB R*—rDTF1t—T )L

(& S/ETILE]

SRX300 ')—X 15.1X49-D90

)| ‘ \ ‘

SRX300 21)—X®M USB R—rFT4t—TILIZT B EIXRIEETT HY.
([EZ]

[ZLN, RTEETY,

SRX300 ~J—XTl% 15.1X49-D35 KYHHR—FLTLVET,

- Software Feature: USB Enable/Disable
http://pathfinder.juniper.net/feature-explorer/feature-info.html?fKey=4022&fn=USB+Enable/Disable
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SRX300 &1)—X USB IR—FDRT—R AR %

(B /ETILE]
SRX300 1)—X 15.1X49-D90
(&)

SRX300 ¢1J—XT USB 7R—hk D X7—4 X (Enable/Disable)%
HERT DA ERETHA TS,

(=B
USB R—rDRAT—ARXIL, FEiEaY R CHERERIRETY,

user@host> show chassis usb storage

-show chassis usb storage
http://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/show-chassis-usb-storage.html
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http://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/show-chassis-usb-storage.html

SRX &1)—X Transparent Mode FIFBE:D IDP #HE

(B /ETILE]
SRX 1)—X

[E ]
SRX 21)—X T Transparent Mode & IDP Z#&A&HhET
FERTHIEIEAEETT DY,

([EZ]
[%LY, Transparent Mode & IDP [3#A & THEHERIEETY
HIR—bN—=23 2 DEFFELTIE, TRV A ME RS,

*[SRX] Junos OS versions supported when using IDP with Transparent Mode
http://kb.juniper.net/InfoCenter/index?page=content&id=KB26855
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SRX &1)—X On-Box Reporting A% 5%

(B /ETILE]
SRX 1)—X 15.1X49-D100

[E ]
SRX ¢1)—XT On-Box Reporting 8 F|FAL-155.
07 O ERERIEILATRE T DY,

([EZ]
[FL). ATEETT,
05 DERIEFELTHERARIP 7RLR)ZHELTLESLY,

user@host# set security log source-address <source-address>
user@host# set security log stream <stream-name> format <syslog | sd-syslog | welf> category <all |
content-security> host <ip-address>

- Setting the System to Stream Security Logs Through Revenue Ports
http://www.juniper.net/documentation/en_US/junos/topics/task/configuration/security-system-stream-security-log-revenue-port-setting.html

&

|
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http://www.juniper.net/documentation/en_US/junos/topics/task/configuration/security-system-stream-security-log-revenue-port-setting.html

SRX300 &1)—X swfab 1237 —ADAT—R AR

(B /ETILE]
SRX300 1)—X 15.1X49-D90
(&)

SRX300 2!)—X® Chassis Cluster T swfab(switch fabric)
AVBITI—ADAT—RRAZHERT 5 HEZTBHA TS,

(=B
swfab /A7 —ADRAT—ARRIE. FEEaOY R CHERRIEETT,

user@host> show chassis cluster ethernet-switching interfaces

-show chassis cluster ethernet-switching interfaces
http://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/show-chassis-cluster-ethernet-switching-interfaces.html
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http://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/show-chassis-cluster-ethernet-switching-interfaces.html

SRX TS5oF ) —X LT AVBIT—ADYHR—F

(& S/ETILE]
SRX T5F1)—X
)|

SRX 7S5 F 1)—XI& LT(Logical Tunnel)f 271 —R%
-H-TK_I\L/-CL\asTb\o

(=B
(L, HR—FLTWVET,
Chassis Cluster TOFIAIFIEHHR—FELYFET D TITEFELZSLY,

-Understanding Logical Tunnel Interface (It-0/0/0) on SRX branch series platforms
http://kb.juniper.net/InfoCenter/index?page=content&id=KB21260

*[SRX] Support for Logical Tunnel Interfaces on SRX Chassis Clusters
http://kb.juniper.net/InfoCenter/index?page=content&id=KB28204
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http://kb.juniper.net/InfoCenter/index?page=content&id=KB28204

SRX &1)—X On-Box Reporting #EERI AREOOS E—F

(B /ETILE]
SRX 1)—X 15.1X49-D100
(&)

SRX L1J)—XT On-Box Reporting #gElZEDOT E—REFALET M,

([EZ]
On-Box Reporting #&E(X Stream E—RZFIHLET,
BMICOEFFELTIE, TRV AMEITHEREIZELY,

*Release 15.1X49-D100 Software Features
http://www.juniper.net/documentation/en_US/junos/information-products/topic-collections/release-notes/15.1x49-d100/topic-120471.html
You need to run the set security log report command and the set security log mode stream command to enable the on-box reporting
feature on the device.
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http://www.juniper.net/documentation/en_US/junos/information-products/topic-collections/release-notes/15.1x49-d100/topic-120471.html

SRX U1J)—X APBR FIAEDY ALY

(B /ETILE]
SRX 1)—X

15D
SRX 1)—XT APBR(Advanced Policy-Based Routing)%
FMATIEEDTAOUT DERTREHATIZEL,

([EZ]
SRX T—42L—kZ#H 5 Application visibility and control(Mbps)&
AppID sessions(zyiav ) GEESEITH AT EITHEOTIIZEL,

fHl)SRX345 DIHFE
Application visibility and control:1.7Gbps
AppID sessions:64,000

-SRX300 ') —XT—%L—K(P. 5)
http://www.juniper.net/assets/jp/jp/local/pdf/datasheets/1000550-en.pdf
Performance and Scale
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SRX 21)—X APBR DEHE

(B /ETILE]
SRX 1)—X

[E ]
SRX 21)—X @M APBR(Advanced Policy-Based Routing)®
FEICDWLTHA TS,

(=B
APBR DEMEIETEDELYTY,

1. Ny EFHEIL RS 74090 H% APBR &% 5D F
2. XR,ST1v91% ASC(Application System Cache)# S B LALIE
3. TATFZAINDIL—ILIZHLMEEIN—T AV T AV ARV AAN)Z ALY+

SHMICOEELTIE, TRV AEIHEREIESLY,

-Understanding Advanced Policy-Based Routing
http://www.juniper.net/documentation/en_US/junos/topics/concept/advance-policy-based-routing-security.html
Understanding How APBR Works
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SRX I1)—X APBR FAEOIER

(B /ETILE]
SRX 1)—X

15D
SRX 1)—XT APBR(Advanced Policy-Based Routing)%
FIATAEEDEEREHATZELY,

(=B
APBR Z#FIFT A& L TD RITEEL TS0,

1. ASC(Application System Cache)WE%ITHBH&
2. RAIDBIEFTIHIVML—IEFERTS
3. L3/L4 ARALIT 2 F (L ASC TIERIFSNGZL=H#EEL AL
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SRX ¥1)—X EWF OHTIT)—%&

(& S/ETILE]
SRX U1)—X
(&)

SRX ¥ 1)—XTHR—kLTLVS EWF(Enhanced Web Filtering) @
HTT)—EBEZHERITEIHEEHATTSI,

(E1E]
HR—bSN TS EWF h73Y—E(E, FTEEavoTHEEERIEETY .

user@host# set security utm feature-profile web-filtering juniper-enhanced profile test category ?

- category (Security Web Filtering)
http://www.juniper.net/documentation/en US/junos/topics/reference/configuration-statement/security-edit-category-web-filtering.html
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SRX ¢1)—X PIM Sparse Mode DEEE A%

(BRI ETILE]

SRX 21)—X

(&R

SRX L1)—X T PIM Sparse Mode #E&E I B HEEHZ TS,
([EZ]

PIM Sparse Mode D E&FEHEIZDEELTIE, TRV A PEIHEFREILZSLY,
Bl 24V BITT—AADT O—/NLRTE

-Examples: Configuring PIM Sparse Mode
http://www.juniper.net/documentation/en US/junos/topics/topic-map/mcast-pim-sparse-mode.html
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SRX 1)—X TILFXHARD NAT EBE

(& S/ETILE]

SRX U1)—X

(&) ‘

SRX V) —XTRILFXvArE NAT T BERTEHEEHZ TS,
(EE)!

TILFX N RARD NAT SREICDEFELTIE. FEE YA MEIHEZELZELY,
f5:Source NAT & Destination NAT D E%5E

-Examples: Configuring NAT for Multicast Flows
http://www.juniper.net/documentation/en_US/junos/topics/example/nat-security-multicast-flow-configuring.html
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SRX1500 FR{BIEMAICDLNT

(B /ETILE]
SRX1500 15.1X49-D90

(&R ]
SRX1500 2 &EH SN TS ERIREARETH A TS0y,

([E1E]
SRX1500 (& SSD(120 GB)&##&H L TLVET,
*SRX1500 Services Gateway Overview

http://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/hardware/srx1500/index.html
SRX1500 Services Gateway with a 120 GB SSD (with 100 GB usable space) and AC power supply
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SRX300 1)—X DHCP H—/\—DRKEBHH

(B /ETILE]
SRX300 !)—X 15.1X49-D65

(&R
SRX300 V) —X[Z&$%0[fe7E DHCP H—/\—D R K#EH Z TS0,

(EZ]
FERAIBE7E DHCP 4 —/N\—DRAH (L. FERDELYTY,
(BEF T2 —MFEICEHEELTBYEEA.)

SRX300: 8
SRX320: 8

SRX340: 16

SRX345: 32
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SRX300 1)—X DHCP H—/A—® IP PRLRILLVHLE X E

(B /ETILE]
SRX300 !)—X 15.1X49-D65

(&R
SRX300 1)—X T DHCP H—/\—M L UVHLUAIEERR IP PRL AD K #%E
HZ TS,

(=B
DHCP H—/\—hHLLVHL B[ EEZE IP PRLRAD TR KH# L. FEEDESY T,
(LEIXT—2—FEICIFEHLTBYEE AL )

SRX300: 256
SRX320: 256

SRX340: 512

SRX345: 1K
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SRX 21J)—X CPU A—FK7ARAL—L DR OID

(& S/ETILE]
SRX U1)—X
(&)

SRX J—XT CPU A—K7ZARL— (195571159 #HERT 5
OID ##H % TLI=&LY,

(E1E] ]
CPU A—k7AL—2 [&, T&C OID THEERAIAET T o

jnxOperatinglMinLoadAvg. - 1.3.6.1.4.1.2636.3.1.13.1.20
jnxOperating5MinLoadAvg. - 1.3.6.1.4.1.2636.3.1.13.1.21
jnxOperatingl5MinLoadAvg. - 1.3.6.1.4.1.2636.3.1.13.1.22

*How to monitor Routing Engine's CPU Load Averages using SNMP
http://kb.juniper.net/InfoCenter/index?page=content&id=KB23726
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SRX300 1)—X ., SRX550HM Dynamic VPN BBEEOEE R

(B /ETILE]
SRX300 21)—X/SRX550HM 15.X49-D75

(&R
SRX T Dynamic VPN Z&%E 9 28 D IR REHZ TS,

([EZ]

VPN DRY—FBEICEWNT,. EETTRLRIBBETRLRI 7T )r—3 %
2Tany [THEETLHILELIHYET,

M DOEELTIE, FEEY A METHERLIESLY,

-Dynamic VPN Configuration Overview
http://www.juniper.net/documentation/en_US/junos/topics/task/configuration/vpn-security-dynamic-configuring.html

Configure the security policy with the match criteria source-address any, destination-address any, and application any and the action
permit tunnel ipsec-vpn with the name of the dynamic VPN tunnel.
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SRX 1)—X GeolP MYHR—pk

(& S/ETILE]

SRX U1)—X

(&R

SRX ¥1)—X [ GeolP ZFIAL-ER DO 7 It RAHIBRESR—FLTULNET H,
([EZ]

[%LY, GeolP IE Sky Advanced Threat Prevention (Sky ATP) D#geE LT
ﬂﬂ'{)—l‘L—CL‘iﬁ_o
Sky ATP SIS ETILIZDEELTIX, FEY A ETHERIESLY,

-Sky ATP 7—%4>—k(P. 2)
http://www.juniper.net/assets/de/de/local/pdf/datasheets/1000549-en.pdf
SRX Series Platform Support

Table 2: Sky Advanced Threat Prevention supported platforms
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SRX U)—X IDP 9 2 F DR %

(& S/ETILE]

SRX U1)—X

(&)

SRX )—XTIDP VU R+ F¥EMHERT 55 EFHZ TS,
(EE)!

IDP L9 2 F x| DEFELTIE, FTEEaAVU R THESRRIEETY .
BT FrIZBET S CVE(H@EMETHEMHHRMNF) RS INTLET,

user@host> file show /var/db/idpd/sec-download/SignatureUpdate.xml
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SRX TS5 FI)—X ’NS52409905 DR %

(& S/ETILE]

SRX T5F1)—X

(&1 ‘ ‘

SRXTZUF V) —XThS74900 T &R T DA EEHZ TS,
([EZ]

syslog &RV —DAX VT HBRFE T HETHERRAIEETT .
FFMICOEFEL T, TREHY A bEIHERRZSLY,

- Configure Traffic Logging (Security Policy Logs) for SRX Branch Devices
http://kb.juniper.net/InfoCenter/index?page=content&id=KB16509
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SRX )—X #EEQJ DOFEEER (host-inbound traffic)

(& S/ETILE]

SRX U1)—X

(&R

SRX #3E5ceE T HBIEQT HHERT HHETHZ T ZEL,
(EE)!

SRX #3585k &9 %@IEOY I junos-host Y —2 %55 ET S
X)) TR —FREL. AF T HTOETHETEEY,
FEMICOEELTIEL, TREY A bEIHERESLY,

-How to perform logging for traffic (host-inbound traffic) that is destined for the device
http://kb.juniper.net/InfoCenter/index?page=content&id=KB26771
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SRX o)—X #MH#LH*E

(& S/ETILE]

SRX $1)—X 15.1x49

(&R

SRX V)—X #MHL T B HEFHZ TS,
([EZ]

request system zeroize THIHAE N RIRETT,
AVTATIT7AI AT T7 AW ERRERD T —5%
0 TEEZETHLTRERICHIBRLET,

HMIZDOEFELTIE, FREH A& IHEFRZELY,

*request system zeroize
http://www.juniper.net/documentation/en_US/junos/topics/reference/command-summary/request-system-zeroize-security.html
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VSRX &KX VR #

(B /ETILE]
VSRX 15.1X49-D80

(&R
VSRX [Z81+5 VR (Virtual Router) D K#E#H z TLFEELY,

(EE)!

VSRX MK VR #lE. #rk (small/medium) [C&YELZYET,
BAMIITEDESYTT,

(LEIXT—2—MEIZIERH LTBYEFA, )

VSRX-S(small): 128
VSRX-M (medium): 384

*Understanding vSRX with VMware
http://www.juniper.net/documentation/en US/vsrx15.1x49-d70/topics/concept/security-vsrx-vmware-overview.html
Table 1: vSRX Scale Up Flavors
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VSRX &K Zone #

(B /ETILE]
VSRX 15.1X49-D80

)|
VSRX 28115 Zone DI KEEZHZ TZELY,

(EE)!

VSRX MK Zone #&. #ak (small/medium) &Y ELHZYET,
BAMIITEDESYTT,

(LEIXT—2—MEIZIERH LTBYEFA, )

VSRX-S(small): 128
VSRX-M (medium): 384

*Understanding vSRX with VMware
http://www.juniper.net/documentation/en US/vsrx15.1x49-d70/topics/concept/security-vsrx-vmware-overview.html
Table 1: vSRX Scale Up Flavors
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SRX &1)—X Chassis Cluster YR—I AV REH

[&S/ETILE]

SRX 2 1J—X 15.1X49-D75

)|

SRX $1)—X T Chassis Cluster Y f—U AU MZBETBERITHYETH,
([EZ]

Cluster YR—I AV MBI HERIZDEFELTIE.
TEHAEIHERESLY,

Best Practices for SRX Series Cluster Management
http://www.juniper.net/techpubs/en_US/release-independent/nce/information-products/pathway-pages/nce/nce-srx-cluster-management-
best.html
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SRX &1)—X Chassis Cluster D XA T—42RXFEEE OID

(B /ETILE]
SRX I1)—X 15.1X49-D75

(&)
SRX $1)—X T Chassis Cluster ® A T—4 X (master/backup) %
W29 5 OID H A TSIZAELY,

(=B
Chassis Cluster D XA T—A X[, Fit OID THERR[EETY,

jnxRedundancyState - 1.3.6.1.4.1.2636.3.1.14.1.7

- Monitoring Chassis Cluster Faults
http://www.juniper.net/techpubs/en_US/release-independent/nce/topics/reference/general/chassis-cluster-fault-motinoring.html
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SRX 21)—X IPv6 2§15 PPPoE MY HR—k

(& S/ETILE]

SRX 21)—X 15.1X49

(&R

SRX 21J—X T IPv6 TH PPPOE [ZHHR—rENTWVETH,
([EZ]

[£LY. IPV6 T PPPOE [ZHHR—kLTULVET,
SEZFTIZ, FTRRY MM CEREMEMERRIRETT,

-Example - Configuring DHCPv6 Prefix Delegation (PD) over Point-to-Point Protocol over Ethernet (PPPOE)
http://www.juniper.net/techpubs/en_US/junos/topics/example/security-configuring-dhcpv6-pd-over-pppoe.html

20174 4B IRE
A 020 niperNeworks ino Alrgnisreseres. [SIGIRIISISINNN


http://www.juniper.net/techpubs/en_US/junos/topics/example/security-configuring-dhcpv6-pd-over-pppoe.html

SRX ¢1)—X Cascaded DHCPv6 Prefix Delegation #gE

(B /ETILE]
SRX 21)—X 15.1X49-D70

[ERH]
SRX L) —XTHI A #E%4: Cascaded DHCPV6 PD (Prefix Delegation) 1 &E

(2D TEHZ TLIEELY,

(=B

CPE ELTEIELTULVAD SRX A E{fI)L—4AH 5 DHCPVE PD T
TLIAVIADEY LB TEZ =R, FRIL—RIZHTTL Ty RELT
BEMTHENAIRELGHERETT,

FHMICOEELTIE., TRV AEIHEREIESLY,

-Understanding Cascaded DHCPV6 Prefix Delegating
http://www.juniper.net/techpubs/en_US/junos/topics/concept/security-dhcpv6-cascade-prefix-delegation.html
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SRX I1)—X reth BEEBDIER

(& S/ETILE]
SRX $1)—X 15.1X49
(&R

SRX 21)—X M Chassis Cluster T reth (redundant Ethernet interface) &
REITDAEEDIERAZTH A TS,

(=B
reth T4 AT —RE/INART BRI,
MIBA AT —ADHETERIREL R T ELEELY,

-Example: Configuring Chassis Cluster Redundant Ethernet Interfaces for IPv4 and IPv6 Addresses
http://www.juniper.net/techpubs/en_US/junos/topics/example/chassis-cluster-redundant-ethernet-interface-configuring-cli.html

A redundant Ethernet interface is a pseudointerface that contains two or more physical interfaces, with at least one from each node of the
cluster.
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SRX300 1) —X ZEAEBRDIE

(B /ETILE]
SRX300 !)—X 15.1X49-D75

(&)
SRX300 ) —XDEAEBFRDEFZHZ TS,

(E%]
RAEBRDEIX, FEEDESYTT,
(BEF T2 —MFICFREBELTEYEE AL )

SRX300: 60 A
SRX320: 120 A
SRX320-POE: 120 A
SRX340: 60 A
SRX345: 60 A
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SRX1500 STP MY HR—k

(B /ETILE]
SRX1500 15.1X49-D80

(&)
SRX1500 [& STP #H7R—rLTLVET H,

([EZ]
(LY, 15.1X49-D70 KYHHR—KLTULVET,
FEMICOEELTIX, FREYAMEIHERESLY,

-Junos OS 15.1X49-D70 Release Notes(P. 6)
http://www.juniper.net/techpubs/en_US/junos/information-products/topic-collections/release-notes/15.1x49-d70/junos-release-notes-
15.1X49-D70.pdf

Layer 2 features support for SRX1500 devices—Starting in Junos OS Release

15.1X49-D70, Layer 2 supports the following features in switching mode:

Spanning Tree Protocol (STP), Rapid Spanning Tree Protocol (RSTP), and Multiple

Spanning Tree Protocol (MSTP)
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SRX4100, SRX4200 L2 #genHHR—k

(B /ETILE]
SRX4100/SRX4200 15.1X49-D75

(&)
SRX4100, SRX4200 (% L2 #8E (STP ) &Y R—rLTULNETH,

(EE)!
L\WOVZ L L2 #gEIE kY R—MTY,
(T—3E 2—FDaA7 VI —OTOFBEZEELTILNS=8, )

%
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VSRX Z7A 794 —ILRIL—TYrDIE

(B /ETILE]
VSRX 15.1X49-D75

(&R
VSRX D I77AT 94— ILRIL—TyrEZHZ TLFEELY,

([EZ]

T7A4T7 94— ILRIL—TyMZDEZFELTIEL,
NAINN—INAF R VCPU BIZL->TERYFEIT DT,
TEEDT 32— EIHERRLIEELY,

-VSRX T—RL—NK(P. 4)
http://www.juniper.net/us/en/local/pdf/datasheets/1000489-en.pdf
Table 4: vSRX Services Gateway Key Performance Metrics

f5l)VMWare(VMXNET3). vVCPU%L:5 Di5&
1514B:20 Gbps
*IMIX:5.4 Gbps
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SRX 1J—X Diameter OHYHR—

(B /ETILE]
SRX I1)—X 15.1X49-D75

)|
SRX V) —ATCA—YZHNERRE I —/\TEET S5E
Diameter [&HR—rLTULVET DY,

(EE
LM VZ . Diameter [k Y R—kTT,
SRX ) —XTCHR—FLTUWVANEZREEXZTEDESYTT,

RADIUS
LDAP
«SecurlD

-Understanding External Authentication Servers
http://www.juniper.net/techpubs/en_US/junos/topics/concept/firewall-user-authentication-external-authentication-server-understanding.html

W

|
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SRX TS5 FU)—X Xl )T140E

(B /ETILE]
SRX 75> F1)—X 12.3X48-D40
(&)

SRX IS5 FU)—X T FROMEEITOIES.
EDHEEZ BT NIEL LI EZ TS,

- Antispyware
- Anti-adware
* Antikeylogger

(=B
Antivirus BEREZ B NET HETHREMNEIEETT,

‘SRX TS5 F 1) —XT—32L—K(P. 6)
http://www.juniper.net/assets/us/en/local/pdf/datasheets/1000281-en.pdf
Antivirus
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SRX I1J—X 1SG1000 5D FL—X

(B /ETILE]
SRX 21)—X 15.1X49

(&R
ISG1000 M5 SRX ) —XAD) TL—REHEETLTULVET A,
BRZEDa—k/ 4y LIEEE N (1.5 Mpps) BT A ETILEZRZ TS,

(=R
ISG1000 #5AMD S a—k/ Ny NLEENBWELIZES .
SRX1500 LA EDETILEEFELTLESLY,

-SRX1500 T—42L—k(P. 4)
http://www.juniper.net/assets/de/de/local/pdf/datasheets/1000551-en.pdf
Performance and Scale

Routing/firewall (64 B packet size): 1.7 Mpps
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SRX U1)—X HfKRDHEZREaTUR

(& S/ETILE]

SRX $1)—X 15.1X49

(&R

SRX V=X D EF(CPU/AEERIKR)DHER A EFHZ TS,
(EE)!

WBOBEMKRICOEELTIE, FTEEaAV N THEFERIEETY .

-show chassis routing-engine(JL—T AT TP DA T—RARHER)
-show chassis fpc(FPC DA T—A2 X R
-show security monitoring fpc <fpc-number>(FPC Z& M XA T—A2 XFEER)

BE LR

= .

http://www.juniper.net/techpubs/en US/junos/topics/reference/command-summary/show-chassis-routing-engine-security.html
http://www.juniper.net/techpubs/en_US/junos/topics/reference/command-summary/show-chassis-fpc-security.html
http://www.juniper.net/techpubs/en _US/junos/topics/reference/command-summary/show-security-monitoring-fpc-fpc-number.html
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SRX1500 Control Port(emO0)%tid SFP

(B /ETILE]
SRX1500 15.1X49-D75

(&)
SRX1500 T Chassis Cluster ## k9 5155 .
Control Port(em0) [Z SRX-SFP-1GE-T #¥#3 5 &ILRIEETI H,

([EZ]
[&L), ATEETY ,
Control Port [& 1GE @ SFP Tl Fiber/Copper &H(ZHHR—FLTULVET,

-SRX1500 T—%>—K(P. 3)
http://www.juniper.net/assets/fr/fr/local/pdf/datasheets/1000551-en.pdf
Hardware Specifications

Dedicated high availability (HA) ports  1x1GbE (SFP)

*SRX Series Services Gateway Transceiver Reference(P. 10)
http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/topic-collections/hardware/srx-series/srx-transceivers/srx-transceiver-guide.pdf

The following is a list of transceivers supported on the SRX300 Series, SRX550 High Memory, and SRX1500 Services Gateways.
SRX-SFP-1GE-LH SRX-SFP-1GE-LX SRX-SFP-1GE-SX SRX-SFP-1GE-T

&

|
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http://www.juniper.net/techpubs/en_US/release-independent/junos/information-products/topic-collections/hardware/srx-series/srx-transceivers/srx-transceiver-guide.pdf

SRX $/1J—X Chassis Cluster ¥EREOENEEE H

(B /ETILE]
SRX 1)—X 15.1X49-D75
(&)

SRX 21)—X T Chassis Cluster #3558 D EHHEEB HEHZ TS,

([EZ]
15 HE=YDEYHEEE HIL Chassis Cluster 2T 258 TEEHYFEH A,
Chassis Cluster #pDIHE. 268D HETTY,

5)SRX300M 5 &
EHHEE :15.4W/1E
Chassis Cluster #5%:15.4W * 2 = 30.8W

f5)SRX1500D B A
EHEBEE N:150W/1E
Chassis Cluster ¥ ak:150W * 2 = 300W

-SRX300 T—%4—k(P. 4)
http://www.juniper.net/assets/jp/jp/local/pdf/datasheets/1000550-en.pdf

Average power consumption

*SRX1500 T—4<—K(P. 4)

http://www.juniper.net/assets/fr/fr/local/pdf/datasheets/1000551-en.pdf .
Average power consumption =
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SRX ¢1)—X Layer 2 Transparent Mode SXEEDEE R

(B /ETILE]
SRX 21)—X 15.1X49-D60
(&)

SRX 21)—XT Layer 2 Transparent Mode X E 9 AH5E. FERIEHYETH,

(EE)!

A YFETEHEO VLAN 25| B3 5545,

755 VLAN (2L T STP ) BPDU %% {E9 A BEENHYET,
MR UM AEIZDEXELTIE, FRY AR,

*The Cisco switch's spanning tree is incorrect when connected to the transparent mode SRX with a different bridge-domain
http://kb.juniper.net/InfoCenter/index?page=content&id=KB22965&actp=search

-Enhanced Layer 2 CLI Configuration Statement and Command Changes
http://www.juniper.net/techpubs/en _US/junos15.1x49-d70/topics/reference/general/els-cli-to-original-srx-cli-hierarchies.html
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SRX &1)—X SSL Proxy D547 FEEYR—

(B /ETILE]
SRX I1)—X 15.1X49-D40
(&)

SRX 1)—XI& SSL Proxy #EEICE 1T D54 T U MR ZE Y R—FLTLET DY,

(EE)!
WWZ L I9TATURREEIX R Y R—MTT,
(OS54 T RERAZEEFRIFALT- SSL N\URD T4 9FHR—FL TV =0,)

http://www.juniper.net/documentation/en_US/junos15.1x49-d40/topics/concept/ssl-proxy-overview.html
Client Authentication
Currently, client authentication is not supported in SSL proxy.
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SRX &1)—X Layer 2 Transparent Mode DERE %

(B /ETILE]
SRX 21)—X 15.1X49-D60

15D
SRX L 1J)—XT Layer 2 Transparent Mode #E&E 9 2 HEEHZ TS,

([EZ]
Layer 2 Transparent Mode D E&EHEICDEELTIX., TR YA bETREZRIEESLY,

http://kb.juniper.net/InfoCenter/index?page=content&id=KB31147&actp=search
set protocols 12-learning global-mode transparent-bridge
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SRX I1)—X & KRFEIR VPN FoRILE

(& S/ETILE]

SRX 21J—X 15.1X49D50

)| ‘

SRX —X D KEE VPN b ILEESH Z TS,
([EZ]

EARREE VPN o RILEIE T —2— M THERRIBETY

f5)SRX3001)—X(P. 5)
http://www.juniper.net/assets/jp/jp/local/pdf/datasheets/1000550-en.pdf
Performance and Scale

IPsec VPN tunnels
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