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Juniper Networks® Secure Analytics (JSA) Risk Manager

The new addition to the JSA family helps to monitor device configurations by simulating changes to your network.

With JSA Risk Manager, you can:
Monitor, discover, and prioritize vulnerabilities before sending alerts Validate

Visualize network traffic patterns with a network topology model
Enable risk-based remediation, facilitating compliance

Centralize network security device management Prioritize

Model threat propagation and simulate network topology changes
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You can prioritize your remediation tasks with valuable insights into MANAGER

assets and vulnerabilities that are causing the most risk.
LIFECYCLE

Discover Assess

Configuration Monitor

JSA Risk Manager Configuration Monitor reviews and compares device
configuration, allowing you to enforce security policies and monitor
device modifications within your network.

Mitigate
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Network Topology Model

JSA Risk Manager visualizes current and potential network
traffic patterns with a network topology model, based on security
device configurations.

Intelligent Policy Manager

sentation of the current network topology model

JSA Risk Manager Policy Management displays details about :
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Network Simulator

Use simulations to define, schedule, and run exploit simulations
on your network. You can create, view, edit, duplicate, and
delete simulations.

Network Activity Monitor

[M Simulation Editor - Gaogle Chrome

JSA Risk Manager quickly flags out-of-policy traffic based on security :
events and network flow data, providing interactive analysis of simulation?
current and hlstoncal network act“/lty As ptible to a client exploit simulation sourced from assets t

Which model do you want to run this simulation on?

Current Topology ¥ #! Use Connection Data

Importance Factor
g v

Where do you want the simulation to begin?
Aftack originates from somebody that has visited one of the following geographic network locations over the last 1 days ¥

Which simulations de you want to include in the attack?
Aftack targets one ofthe following IP addresses
rgets one of the following networks
ts one of the following asset building blocks
ts one ofthe following reference sets
rgets one of the following open ports using protocols
Attack targe ptible to one of the following vulnerabilities
»

(click underlined parameter to edit

Run this simulation for| 3 v | steps | Manual v

Please select the groups you would like this simulation to be a member of:
122 ¢ Templates
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