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Introduction

This implementation guide describes how to configure subscriber management on Juniper Networks® MX Series 3D 

Universal Edge Routers when using customer VLANs. Subscriber management is performed by the broadband services 

edge router, which is a key component of the overall Juniper multiplay architecture depicted in Figure 1. Subscriber 

management is also called AAA (authentication, authorization, and accounting) or AAAA (with address assignment 

added). This includes the following functions:

•	 Authentication:  The first step is to verify that the person attempting to use the network is who they claim to be. 

Dial-up users must provide a user id and password, while a mobile phone will quietly send an electronic identifier. In 

a modern wireline “always on” broadband network (such as xDSL, FTTx, or cable), only authorized users should have 

network access, but this is typically still validated by the network operator.  

•	 Authorization:  This step determines which network resources the subscriber is allowed to use. For example, is the 

subscriber allowed to access at 512 Kbps, 1 Mbps, or 5 Mbps? Has the user signed up for VoIP service?  Whether 

or not Point-to-Point Protocol is used over any medium (referred to as PPPoX) is used, subscriber information is 

commonly stored in a RADIUS server. When a subscriber enters the network, the edge router sends a message to the 

RADIUS server asking what services the subscriber has access to, and the server responds with this information.

•	 Address assignment:  As new devices enter the network, they request an IP address using Dynamic Host 

Configuration Protocol (DHCP). Different types of clients, such as set-top boxes, PCs, and VoIP phones, often receive 

their addresses from different DHCP servers. In fact, set-top boxes often must receive their IP address from the 

middleware server system. Even when devices (such as PCs and VoIP phones) receive their addresses from the same 

server, the addresses may come from different address pools.  

•	 Accounting:  This is the tracking of network and resource usage by the subscriber.

The AAA functions are tightly intertwined. In theory, the subscriber cannot access the network until an IP address is 

assigned; however, it is unwise to assign an address until the subscriber is authenticated. 

This document is based on testing performed at Juniper Networks using a network supporting broadcast IPTV, video on 

demand, VoIP, and Internet traffic concurrently.

Figure 1:  Juniper multiplay reference architecture
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Scope

This Implementation guide describes the configuration on an MX Series 3D Universal Edge Router to provide subscriber 

access, authentication, and service creation, activation, and deactivation. Specifically, it covers service VLAN 

implementation using dynamically created client definitions. Figure 2 highlights the key network elements covered 

in this document. Subscriber management support is configured on the MX Series device closest to the multiservice 

access node (MSAN). This document covers key capabilities available in Junos 9.6R1.13.

Figure 2:  Network topology

Design Considerations

Juniper supports a wide range of methods for supporting residential subscribers.  

VLAN Models

The most fundamental decision is how VLANs should be configured to carry subscriber traffic across the access 

network. There are two methods1: 

•	 Service VLAN (S-VLAN). As depicted in Figure 3, a given VLAN carries one service to all subscribers. There are 

separate VLANs for voice, internet access, and IPTV.

Figure 3:  Service VLAN model
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A common variation adds a single shared multicast VLAN (M-VLAN) which carries multicast traffic (broadcast IPTV) to 

all subscribers. This eliminates the need to send a channel multiple times across the network, once to each subscriber 

viewing the content. In addition, a C-VLAN model always requires service VLANs for managing network equipment 

including routers, MSANs, residential gateways (RGs), and set-top boxes.

Figure 4:  Customer VLAN (with multicast VLAN) model
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Service VLAN Allocations

When traffic is delivered using S-VLANs, a single VLAN carries one type of traffic (such as VoIP) to multiple subscribers.  

Typically, the VLAN is limited to 500-1000 subscribers, so ranges of VLANs are reserved for each service.

Table 1 summarizes the VLAN and IP address allocations used in this setup.

Table 1:  VLAN Allocations and Associated Loopback IP Addresses

VLAN PREFERRED 

(LOOPBACK) 

SOURCE IP ADDRESS

IP ADDRESSES

ALLOWED RANGE CONFIGURED DHCP SERVER SUBNET

Services

Internet 101-199 101 None Internal 101.1.x.x/16

VoIP 201-299 201 102.0.1.1 11.28.11.177 102.1.x.x/16

Video (middleware) 301-399 301 103.0.1.1 192.168.0.2 103.1.x.x/16

Management

RG mgt 801-899 801 108.0.1.1 11.28.11.177 108.1.x.x/16

DSLAM mgt 900-999 901 None Static 109.1.0.1/30

While quality of service (QoS) is configured in this network, it is not the focus of this document and will not be 

discussed in detail. 

Protocol Operation

Providing AAA service may involve RADIUS authentication and DHCP address assignment. The DHCP server which 

assigns the addresses may be integrated into an MX Series router (local server) or may be a standalone device 

(external server). 

Figure 5 overviews the AAAA process when using an external DHCP server.  

Figure 5:  Adding new client using DHCP external server
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b. �The DHCP server issues a DHCP OFFER, proposing an IP address for the client. The client may receive multiple offers.

c. �The client responds with a DHCP REQUEST, indicating the preferred address to use. The request is forwarded to all 

DHCP servers.

d. �Finally, the DHCP server responds with a DHCP ACKNOWLEDGEMENT, to confirm that the address has been accepted.

2. If RADIUS is configured:

a. �The router “logs into” the RADIUS server by sending a user id and password. Typically Challenge Handshake 

Authentication Protocol (CHAP) is used.

b. The login request is acknowledged.

c. �The router sends a RADIUS REQUEST message, essentially asking for information about this subscriber’s permissions.

d. �The RADIUS server responds by sending a RADIUS RESPONSE with the information, which is sent using IETF 

standard and Juniper-specific RADIUS attributes.

3. At this point, the router sets the capabilities for this subscriber:

a. The router adds RADIUS authorization information to the router session database.

b. The router combines the dynamic profile with the RADIUS authorization information.

c. �The router alerts all internal applications involved with the subscriber access (for example, routing protocols, 

dynamic firewall, and dynamic class of service).

The below figure depicts the AAAA process using the integrated DHCP server.

Figure 6:  Adding new client using DHCP local server
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Implementation

A subscriber service is based on the combination of a defined dynamic profile and attributes configured through 

authentication. Dynamic profiles can include dynamic firewall filters, class of service (CoS) settings, and Internet 

Group Management Protocol (IGMP) settings that define access limits for subscribers and the scope of a service 

granted to the subscriber once access is obtained.

Figure 7:  Subscriber management focus (close-up)

The remainder of this document walks through how the broadband services edge router is configured to support this. It 

is organized as follows:

•	 Basic router configuration:  Loopback addresses, physical port, and VLANs

•	 Defining RADIUS servers and profiles

•	 Defining DHCP servers

•	 Configuring dynamic profiles

Basic Router Configuration:  Loopback, Ports, and VLANs

This section defines the physical interfaces and associated IP addresses. There are three sections:

1.  Configure loopback addresses.  

2. Configure the physical port to which the MSAN is connected.

3. �Configure S-VLANs. In addition to defining a VLAN for each service, additional VLANs are defined for managing 

network equipment.

Loopback Address

Loopback addresses are not tied to a physical interface. Multiple loopback addresses are defined, one for each service 

that uses an external DHCP server. When communicating to an external server, the Junos OS DHCP relay function 

substitutes the “preferred source address” as the IP source address for northbound DHCP packets.

VLANs:
• 101: Internet/PCs
• 201: VoIP
• 301: Video/IPTV
• 801: RG Mgt
• 901: MSAN Mgt

Loopback addresses:
• 11.3.3.3/32
• 102.0.1.1 (VoIP)
• 103.0.1.1 (Video)
• 108.0.1.1 (RG mgt)

109.1.0.1 Unnumbered IP

ge-1/2/1
IPTV
VoD
VoIP
Data

MX SeriesMX Series
(Broadband Services Edge)

ge-1/2/5

ge-1/2/0

42.1.1.1 42.1.1.2

DHCP
Servers

RADIUS
Server

11.28.11.177

192.168.0.2

lo0 {
    unit 0 {
        family inet {
            address 11.3.3.3/32 {
                primary;
            }
            address 102.1.0.1/32;
            address 103.1.0.1/32;
            address 108.1.0.1/32;
        }
    }
}
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Port (Physical Interface) Configuration

The physical port definition is quite simple, since most configuration steps occur at the VLAN level.

ge-1/2/1 {
        description “ connected to DSLAM “;
        hierarchical-scheduler;
        flexible-vlan-tagging;
}

Service VLAN (Unit) Configuration

This section defines the S-VLANs, which can span across multiple router ports. Since each service VLAN represents a 

broadcast domain, VLANs should be limited to approximately 500-1000 devices. To support additional subscribers, 

additional service VLANs can be defined. Additional S-VLANs could also be defined to support multiple brands or 

equipment types. For example, there could be separate VLANs for managing Adtran digital subscriber line access 

multiplexers (DSLAMs), Allied Telesis DSLAMs, and Motorola OLTs. 

The example below defines one VLAN per service. It also assigns the same capabilities to all devices on a given VLAN.  

Assuming that the RADIUS server can forward bandwidth attributes, this scenario supports tiered Internet service.  

Alternatively, the operator can manually map ports to different VLANs, if supported by the MSAN, providing similar results.

The MSAN uses a statically assigned IP address. This is done simply to illustrate how to configure this. This is a directly 

connected MSAN, since a /30 mask only allows for two devices on the network. If an aggregation switch were present, 

this value would need to be changed to allow more devices on this subnet.

unit 101 {
    description “ Internet Service VLAN “;
    demux-source inet;
    vlan-id 101;
    family inet {
        unnumbered-address lo0.0;
    }
}
unit 201 {
    description “ VoIP Service VLAN “;
    demux-source inet;
    vlan-id 201;
    family inet {
        unnumbered-address lo0.0 preferred-source-address 102.1.0.1;
    }
}
unit 301 {
    description “ Video Service VLAN “;
    demux-source inet;
    vlan-id 301;
    family inet {
        unnumbered-address lo0.0 preferred-source-address 103.1.0.1;
    }
}
unit 801 {
    description “ RG Management VLAN “;
    demux-source inet;
    vlan-id 801;
    family inet {
        unnumbered-address lo0.0 preferred-source-address 108.1.0.1;
    }
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}
unit 901 {
    description “ MSAN VLAN “;
    vlan-id 901;
    family inet {
        address 109.1.0.1/30;
    }
}

Defining RADIUS Servers and Profiles

There are three steps to defining and configuring RADIUS servers:

1. Specify the available RADIUS servers.

2. Configure profile(s), which specify which RADIUS server(s) to contact (multiple profiles can be created).

3. Specify which profile(s) will be used.

Specifying RADIUS Servers

Our scenario uses a single RADIUS server at 42.1.1.2. Additional RADIUS servers can be specified.

access {
    radius-server {
        42.1.1.2 {
            port 1812;
            secret “$9$6Tgs/tO1IcrlMOBxNbwg4”; ## SECRET-DATA
        } 
}

Defining Access Profile

The access profile specifies which RADIUS servers should be checked. A profile can specify one or more RADIUS 

servers. Multiple RADIUS profiles can be created. This example includes a single profile named ISE which checks a 

single RADIUS server.  

The nas-identifier is the address with which the RADIUS server communicates. This configuration uses a loopback 

address as the nas-identifier.

    profile ISE {
        authentication-order radius;
        radius {
            authentication-server 42.1.1.2;
            options {
                nas-identifier 11.3.3.3;
            }
        }
        radius-server {
            42.1.1.2 {
                port 1812;
                secret “$9$q.5Fn6Au0IF3SrvMXx”; ## SECRET-DATA
            }
     }

Access Profile

Finally, the access-profile command specifies which profile will be used.

access-profile ISE;
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Defining DHCP Servers

IP addresses can be assigned by the router (local server) or by an external DHCP server. In addition, an IP address may be 

sent by the RADIUS server. If different IP addresses are returned by the various servers, the following is the priority order:

•	 External DHCP server:  This takes precedence over the address from the RADIUS server.

•	 RADIUS server:  This address overrides the IP address specified by the router’s local (integrated) DHCP server.

•	 Local DHCP server:  This address will be used when no other servers specify an address to use.

Table 1 shows which device assigns the IP addresses. Additional pools can easily be created to support additional 

devices. For example, if this port supports OLTs as well as DSLAMs, different address pools could be created which 

support clients attached to the OLT (if desired).

Configuring Local DHCP Server

Configuring the local server includes two pieces:

•	 Configuring the address pools that will be used when assigning IP addresses

•	 Configuring RADIUS access

Configuring Address Pools

Junos OS includes a DHCP local server components which can assign IP addresses to attached clients.  The 

configuration supporting this is shown below.   Only an “internet” pool is defined, since only VLAN 101 (PCs) gets its IP 

addresses assigned by the local DHCP server. 

     address-assignment {  
        pool internet {
            family inet {
                network 101.1.0.0/16;
                range ip {
                    low 101.1.0.2;
                    high 101.1.255.254;
                }
                dhcp-attributes {
                    maximum-lease-time 10000;
                    grace-period 100;
                }
            }
        }
    }
} 

Configuring RADIUS Access

The next (optional) piece is to define parameters for communicating to the RADIUS server. As noted in the 

configuration, this pool only applies to traffic coming from ge-1/2/1.101—that is, VLAN 101 on the specified physical 

interface.  Remember that 101 is the VLAN used by PCs.

Pool-match-order specifies that the pool name to use will be sent by the RADIUS server (IETF attribute 88). If this 

parameter is absent, then the local server will use the IP address specified by the RADIUS server (IETF attribute 8). If 

RADIUS does not send an IP address, then the local server will assign an IP address from its own pool.  

Note that the configuration also specifies that an external dynamic profile called “Service-VLAN” will be used. This is 

the template which will be used to create subscriber connections as new clients enter the network. Only one template 

is required, since the RADIUS server will send back settings which are appropriate for the new client. 
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system {
    services {
        dhcp-local-server {
            traceoptions {
                file dhcp size 10m;
                flag all;
            }
            pool-match-order {
                external-authority;
            }
            group internet {
                authentication {
                    password lab123;
                    username-include {
                        user-prefix internet;
                    }
                }
                dynamic-profile Service_VLAN;
                interface ge-1/2/1.101;
            }

Specifying External DHCP Servers

This section shows the DHCP definition for clients using external servers. In this instance, the router must convert the 

broadcasted DHCP request into a directed unicast request. This function is one piece of the DHCP Relay function. In 

addition, this is where the IP addresses of external DHCP servers are specified.  

How do these servers know what type of device the requesting client is, so that the appropriate IP address can be 

assigned? That information typically is provided in one of two ways. First, DHCP flows include a CHADDR field, which is 

the media access control (MAC) address of the device initiating the DHCP request. The first half of this field is a vendor 

identifier field. For example, CHADDR=242337xxxxxx is manufactured by Avaya, and in our network, this is always a 

VoIP phone. The other alternative is that the equipment may add DHCP Option 60 field. This option allows the client 

to send information identifying what type of device it is or what pool to use. In either case, the router does not modify 

these fields or influence the address assignment process.

In addition to forwarding the request to the external DHCP server, the requests trigger an authentication call to the 

RADIUS server. In this example, traffic retrieved on interface ge-1/2/1.201 (that is, VLAN 201 on the specified physical 

interface) belongs to the active-server-group called “voip.” The corresponding user-prefix (also “voip” in this case) is 

included in the RADIUS login request to identify the type of client. In our case, “voip” is the entire login name. In other 

cases, this prefix may be added to other information, such as the MAC address, to more tightly identify the client.

Note that the VoIP (for IP telephony) and middleware (for IPTV set-top boxes) groups specify that an external dynamic 

profile called “Service-VLAN” will be used. This is the template which will be used to create subscriber connections as 

new clients enter the network. Only one template is required, since the RADIUS server will send back settings which are 

appropriate for the new client. 

DHCP relay converts a broadcasted DHCP request into a unicast request and forwards it to all of the specified servers.  

Only DHCP servers with pools matching the request will respond by offering an IP address.

While RADIUS can also be used to authenticate RGs, this is not done in this setup simply to illustrate this alternative.

forwarding-options {
    dhcp-relay {
        server-group {
            middleware {
                192.168.0.2;
            }
            voip {
                11.28.11.177;
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            }
            rg_management {
                11.28.11.177;
            }
        }
        group middleware {
            active-server-group middleware;
            authentication {
                password lab123;
                username-include {
                    user-prefix video;
                }
            }
            dynamic-profile Service_VLAN;
            interface ge-1/2/1.301;
        }
        group rg_management {
            active-server-group rg_management;
            interface ge-1/2/1.801;
        }
        group voip {
            active-server-group voip;
            authentication {
                password lab123;
                username-include {
                    user-prefix voip;
                }
            }
            dynamic-profile Service_VLAN;
            interface ge-1/2/1.201;
        }
    }
}

Dynamic Profile

The final piece is the dynamic profile, or template, which will be used. Templates are built using Junos OS variables, 

which are replaced by the actual values when bringing up new connections. Junos OS variables start with the $ symbol. 

Some variables are assigned by the MX Series when DHCP requests are received, based upon the received port. These 

are forwarded to the RADIUS server for determining other parameters applicable to this client. The sample includes a 

handful of Junos OS variables to illustrate their usage.

Some variables are assigned by Junos OS based upon which interface the triggering packet (typically a DHCP 

DISCOVER) was received on. For example:

•	 $junos-underlying-interface = ge-1/2/1.  (The physical interface is also known as the ifd, or interface descriptor.) 

•	 $junos-interface-unit = 201

•	 $junos-interface-name = ge-1/2/1.1073766100.  (The 10-digit sequence is randomly assigned by the router to identify 

a client. It is called an ifl or logical interface.)

Other variables are assigned after information is received from the RADIUS server. The values are returned by the 

corresponding RADIUS attributes, which are also shown. Junos OS supports both IETF standard and Juniper-defined 

vendor-specific attributes (VSAs).  

•	 $junos-input-filter = “ingressFilter”        		  (Juniper VSA 26-10)

•	 $junos-output-filter = “egressFilter”     		  (Juniper VSA 26-11)

•	 $junos-igmp-version = 2                    			  (Juniper VSA 26-78)

•	 $junos-cos-scheduler-map = “Multiplay”		  (Juniper VSA 26-108-T01)

•	 $junos-cos-shaping-rate = 25m            		  (Juniper VSA 26-108-T02)



14	 Copyright © 2009, Juniper Networks, Inc.

IMPLEMENTATION GUIDE - MX Series Subscriber Management for Service VLANs 

RADIUS can also return an IP address to be assigned to the client.  This value may be overridden by the value sent by 

an external DHCP server.

•	 $junos-subscriber-ip-address = 103.1.0.2	 (IETF 8)            

This snippet also shows the scheduler supporting dynamically configured traffic. Since QoS is not the focal point of 

this document, a simple QoS mechanism is used. Traffic is assigned into three forwarding classes:  VoIP, video, and 

Internet.  VoIP is marked as expedited forwarding (EF) and given the highest priority—that is, the highest percentage 

of queue buffers and bandwidth is assigned to this traffic. Video is marked as assured forwarding (AF41) and given 

moderate priority, while Internet traffic is marked as best effort (BE) and given lowest priority.

Service_VLAN {
        interfaces {
            demux0 {
                unit “$junos-interface-unit” {
                    demux-options {
                        underlying-interface “$junos-underlying-interface”;
                    }
                    family inet {
                        demux-source {
                            $junos-subscriber-ip-address;
                        }
                        filter {
                            input “$junos-input-filter”;
                            output “$junos-output-filter”;
                        }
                        unnumbered-address lo0.0 preferred-source-address 
11.3.3.3;
                    }
                }
            }
        }
        

protocols {
            igmp {
                interface “$junos-interface-name” {
                    version “$junos-igmp-version” {
                         promiscuous-mode;
                         oif-map video-subs;
                         }
                   }
            }
}
class-of-service {
            traffic-control-profiles {
                Subscriber_CoS {
                    scheduler-map “$junos-cos-scheduler-map”;
                    shaping-rate “$junos-cos-shaping-rate”;
                }
            }
            interfaces {
                demux0 {
                    unit “$junos-interface-unit” {
                        output-traffic-control-profile Subscriber_CoS;
                    }
                }
            }
            scheduler-maps {
                Multiplay {
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                    forwarding-class VoIP scheduler VoIP-SCHED;
                    forwarding-class VIDEO scheduler VIDEO-SCHED;
                    forwarding-class INTERNET scheduler INTERNET-SCHED;
                }
            }
            schedulers {
                VoIP-SCHED {
                    transmit-rate 1m rate-limit;
                    priority high;
                    drop-profile-map loss-priority high protocol any drop-profile 
VoIP-DROP;
                }
                VIDEO-SCHED {
                    transmit-rate 18m rate-limit;
                    priority medium-low;
                    drop-profile-map loss-priority any protocol any drop-profile 
VIDEO-DROP;
                }
                INTERNET-SCHED {
                    transmit-rate remainder;
                    priority low;
                    drop-profile-map loss-priority any protocol any drop-profile 
INTERNET-DROP;
                }
            }
        }
    }

Outgoing Interface (OIF) Mapping

Multicast traffic must be forwarded only onto the video VLANs. To do this, we create a policy named “video-subs.” Note 

that this policy is called in the “protocols/igmp” section. Any traffic in the range 225.10.0.0/24 (multicast traffic) which 

comes from one of the specified source addresses will be forwarded out the specified interface (VLAN 301 on the port 

connected to the MSAN).

Note that our configuration includes two different examples of source addresses on which matches can be made. The 

“exact” parameter specifies that the policy will apply only to traffic from the exact IP address specified. The “orlonger” 

parameter specifies that the policy will apply to all source addresses in the specified range. Any source IP address 

matching either criteria will be forwarded out to the specified VLAN.

policy-options {
    policy-statement video-subs {
        term 1 {
            from {
                route-filter 225.10.0.0/24 orlonger;
                source-address-filter 192.168.10.2/32 exact;
                source-address-filter 192.168.10.0/24 orlonger;
            }
            then {
                map-to-interface ge-1/2/1.301;
                accept;
            }
}
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Summary

Junos OS subscriber management provides the functionality required to support service VLAN implementations. The 

MX Series supports subscriber management for DHCP-based networks.  Only a few of the many configuration choices 

are covered in this document. The configuration pieces provided in this document have been implemented and tested 

at Juniper Networks using a variety of MSANs. For additional information on configuring the router, refer to the Junos OS 

manuals available at the following locations: 

•	 Junos OS guides (link to Junos OS 9.6 shown):  www.juniper.net/techpubs/software/junos/junos96/index.html

•	 Junos OS Subscriber Management guides (link to Junos OS 9.6 shown):  www.juniper.net/techpubs/en_US/

junos9.6/information-products/pathway-pages/subscriber-access/index.html

Direct links to the Junos OS 9.6 PDF versions of the two primary manuals are provided below.  Other versions of these 

manuals can be accessed from the web pages referenced above.

•	 Broadband Subscriber Management Solutions Guide:  www.juniper.net/techpubs/en_US/junos9.6/information-

products/topic-collections/subscriber-mgmt-solutions/broadband-subscriber-mgmt-solutions.pdf

•	 Subscriber Access Configuration Guide:  www.juniper.net/techpubs/en_US/junos9.6/information-products/topic-

collections/subscriber-access/swconfig-subscriber-access.pdf

Additional information about broadband technology and Juniper’s multiplay (residential broadband) solution is 

available at www.juniper.net/us/en/solutions/service-provider/residential/multiplay/. 
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