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Software License

The terms and conditions for using this software are described in the software license contained in the acknowledgment to your purchase order or, to the 
extent applicable, to any reseller agreement or end-user purchase agreement executed between you and Juniper Networks. By using this software, you 
indicate that you understand and agree to be bound by those terms and conditions.

Generally speaking, the software license restricts the manner in which you are permitted to use the software and may contain prohibitions against certain 
uses. The software license may state conditions under which the license is automatically terminated. You should consult the license for further details.

For complete product documentation, please see the Juniper Networks Web site at www.juniper.net/techpubs.

End User License Agreement

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE. BY DOWNLOADING, 
INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU (AS CUSTOMER OR 
IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS 
AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE 
SOFTWARE, AND (B) YOU MAY CONTACT JUNIPER NETWORKS REGARDING LICENSE TERMS. 

1. The Parties. The parties to this Agreement are Juniper Networks, Inc. and its subsidiaries (collectively “Juniper”), and the person or organization that 
originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for use of the Software (“Customer”) (collectively, the “Parties”). 

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, and updates and 
releases of such software, for which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller. 

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a non-exclusive 
and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use restrictions:

a. Customer shall use the Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer from Juniper or an 
authorized Juniper reseller, unless the applicable Juniper documentation expressly permits installation on non-Juniper equipment.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which Customer 
has paid the applicable license fees. 

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify limits to 
Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, sessions, calls, 
connections, subscribers, clusters, nodes, or transactions, or require the purchase of separate licenses to use particular features, functionalities, services, 
applications, operations, or capabilities, or provide throughput, performance, configuration, bandwidth, interface, processing, temporal, or geographical 
limits. Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable licenses.    

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase the applicable 
license(s) for the Software from Juniper or an authorized Juniper reseller. 

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall not: 
(a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as necessary 
for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) remove any 
proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded; (e) distribute any copy of the 
Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f) use any ‘locked’ or key-restricted 
feature, function, service, application, operation, or capability without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even 



if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper to 
any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper 
reseller; (i) use the Software on non-Juniper equipment where the Juniper documentation does not expressly permit installation on non-Juniper equipment; 
(j) use the Software (or make it available for use) on Juniper equipment that the Customer did not originally purchase from Juniper or an authorized Juniper 
reseller; or (k) use the Software in any manner other than as expressly provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper, Customer shall furnish 
such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper. As such, Customer 
shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum includes 
restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software, 
associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or interest in the 
Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement that 
accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support the Software. Support services 
may be purchased separately. Any such support shall be governed by a separate, written support services agreement. TO THE MAXIMUM EXTENT 
PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR PROCUREMENT OF SUBSTITUTE GOODS 
OR SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER 
OR JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF 
ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY 
LAW, JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), 
INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES 
JUNIPER WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT ERROR OR 
INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’ or licensors’ liability to 
Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid by Customer for the Software that gave 
rise to the claim, or if the Software is embedded in another Juniper product, the price paid by Customer for such other product. Customer acknowledges and 
agrees that Juniper has set its prices and entered into this Agreement in reliance upon the disclaimers of warranty and the limitations of liability set forth 
herein, that the same reflect an allocation of risk between the Parties (including the risk that a contract remedy may fail of its essential purpose and cause 
consequential loss), and that the same form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license 
granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer’s 
possession or control.

10. Taxes. All license fees for the Software are exclusive of taxes, withholdings, duties, or levies (collectively “Taxes”). Customer shall be responsible for 
paying Taxes arising from the purchase of the license, or importation or use of the Software.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign 
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or 
without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to Customer may contain encryption 
or other capabilities restricting Customer’s ability to export the Software without an export license.

12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use, duplication, or 
disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 227.7202-4, 
FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT III) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface 
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if any. 
Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with any 
applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology 
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or vendor 
shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided with the 
Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent portions of the Software are distributed under and 
subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU General Public License 
(“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper will make such source code portions (including Juniper modifications, as appropriate) 
available upon request for a period of up to three years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194 N. 
Mathilda Ave., Sunnyvale, CA 94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy of the 
LGPL at http://www.gnu.org/licenses/lgpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. The 
provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the 
Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara County, California. This 
Agreement constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and supersedes all prior and 
contemporaneous agreements relating to the Software, whether oral or written (including any inconsistent terms contained in a purchase order), except that 
the terms of a separate written agreement executed by an authorized Juniper representative and Customer shall govern to the extent such terms are 
inconsistent or conflict with terms contained herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless 
expressly assented to in writing by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not 
affect the validity of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the 
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de même que tous 
les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that this Agreement and all related 
documentation is and will be in the English language)).
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About this guide

This guide provides the information you need to understand, configure, and 
maintain the Juniper Networks Unified Access Control (UAC) solution, including: 

Getting started material to help you complete the initial configuration of the 
Infranet Controller and Infranet Enforcer appliances

Overview material to familiarize yourself with the Infranet Controller, Infranet 
Enforcer, and Odyssey Access Client and the underlying access management 
system

Instructions for configuring and managing your Infranet Controller appliance or 
cluster

Audience
This guide is for the system administrator responsible for configuring the following 
products for the UAC solution:

Infranet Controller 

Odyssey Access Client

Infranet Enforcer

Where to find additional information
You can obtain PDF versions of this administration guide and the other following 
guides are available on the Unified Access Control Product Documentation page of 
the Juniper Networks Customer Support Center.

You can either go to the site or you can download the guides in the following 
sections by clicking the title. 

Administrator and developer documentation
You can download a PDF version of this Unified Access Control Administration 
Guide. 
Audience xi
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xii
For the basic tasks of configuring the Infranet Controller and Infranet Enforcer 
for the Unified Access Control solution, refer to the Unified Access Control Quick 
Start Guide. 

For information about the changes that Odyssey Access Client and Infranet 
Controller clients make on client computers, including installed files and 
registry changes, and for information about the rights required to install and 
run the clients, refer to the Unified Access Control Client-side Changes Guide. 

For information on how to personalize the look-and-feel of the pre-
authentication and password management pages that the Infranet Controller 
displays to end-users and administrators, refer to the Unified Access Control 
Custom Sign-In Pages Solution Guide. 

For information and recommendations for deploying five example scenarios of 
the Unified Access Control solution, refer to the Unified Access Control 
Deployment Scenarios Guide. 

Odyssey Access Client Documentation
For the basic tasks of configuring and using Odyssey Access Client, refer to the 
Odyssey Access Client Quick Start Guide. 

For complete information about installing, configuring, and using Odyssey 
Access Client, refer to the Odyssey Access Client User Guide.

For information about using Odyssey Access Client Administrator, refer to the 
Odyssey Access Client Administration Guide.

You can also obtain Odyssey Access Client software and documentation on the 
Odyssey Access Client User page of the Juniper Networks Customer Support Center. 

Hardware documentation
For information about installing the Infranet Controller, refer to the Installation 
Guide that is included with the Infranet Controller. 

For safety information, refer to the Juniper Networks Security Products Safety 
Guide.

Product downloads
To download the latest build of the Infranet Controller OS and release notes, go 
to the Infranet Controller OS Software page of the Juniper Networks Customer 
Support Center. 
Where to find additional information
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Conventions
Table 1 defines notice icons used in this guide, and Table 2 defines text conventions 
used throughout the book.

Documentation

Release Notes 
Release notes are included with the product software and are available on the Web.

In the Release Notes, you can find the latest information about features, changes, 
known problems, and resolved problems. If the information in the Release Notes 
differs from the information found in the documentation, follow the Release Notes.

Table 1:  Notice icons 

Icon Meaning Description

Informational note Indicates important features or instructions.

Caution Indicates that you may risk losing data or damaging your 
hardware.

Warning Alerts you to the risk of personal injury.

Table 2:  Text conventions (except for command syntax) 

Convention Description Examples

Bold typeface Indicates buttons, field names, 
dialog box names, and other 
user interface elements.

Select Enable Custom Instructions on the Host Checker Policy 
page

Plain sans serif typeface Represents:

Code, commands, and 
keywords

URLs, file names, and 
directories

Examples:

Code: 
certAttr.OU = 'Retail Products Group'

URL:
Download the JRE application from: http://java.sun.com/j2se/

Italics Identifies: 

Terms defined in text 

Variable elements 

Book names 

Examples:

Defined term:
An RDP client is a Windows component that enables a 
connection between a Windows server and a user’s machine.

Variable element:
Navigate to the Users > User Realms > Select Realm > 
Authentication Policy > Host Checker page.

Book name:
See the Installation Guide. 
Conventions xiii
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Web Access
To view the documentation on the Web, go to:

http://www.juniper.net/techpubs/

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical 
Assistance Center (JTAC). If you are a customer with an active J-Care or JNASC 
support contract, or are covered under warranty, and need postsales technical 
support, you can access our tools and resources online or open a case with JTAC.

JTAC policies—For a complete understanding of our JTAC procedures and 
policies, review the JTAC User Guide located at 
http://www.juniper.net/customers/support/downloads/710059.pdf.

Product warranties—For product warranty information, visit 
http://www.juniper.net/support/warranty/.

JTAC hours of operation—The JTAC centers have resources available 24 hours a 
day, 7 days a week, 365 days a year.

Self-Help Online Tools and Resources
For quick and easy problem resolution, Juniper Networks has designed an online 
self-service portal called the Customer Support Center (CSC) that provides you with 
the following features:

Find CSC offerings—http://www.juniper.net/customers/support/

Find product documentation—http://www.juniper.net/techpubs/

Find solutions and answer questions using our Knowledge Base— 
http://kb.juniper.net/

Download the latest versions of software and review your release notes— 
http://www.juniper.net/customers/csc/software/

Search technical bulletins for relevant hardware and software notifications— 
http://www.juniper.net/alerts/

Join and participate in the Juniper Networks Community Forum—
http://www.juniper.net/company/communities/

Open a case online in the CSC Case Manager—
http://www.juniper.net/customers/cm/

To verify service entitlement by product serial number, use our Serial Number 
Entitlement (SNE) Tool—
https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.
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Use the Case Manager tool in the CSC at http://www.juniper.net/customers/cm/.

Call 1-888-314-JTAC (1-888-314-5822—toll free in USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, visit 
us at http://www.juniper.net/customers/support/requesting-support/.
Requesting Technical Support xv
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Part 1

Getting Started

This section provides product overview and initial configuration instructions for the 
Unified Access Control (UAC) solution. 

Contents

“Unified Access Control Solution Overview” on page 3

“Initial Configuration of the Unified Access Control Solution” on page 9
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Chapter 1

Unified Access Control Solution 
Overview

This section provides an introduction to the Unified Access Control (UAC) solution. 

Introducing the Unified Access Control Solution
The Juniper Networks UAC solution provides a mechanism for authenticating users 
and assessing the health of their host machines to control network access.

The UAC solution coordinates network security compliance and provides the control 
required to support network applications, manage network use, and reduce threats 
from unauthorized users and compromised host machines attempting to access the 
network.

You configure rules in Host Checker policies to specify the minimum criteria for the 
security compliance of host machines that are allowed to enter your network.

The policies that you create control access for end users, the client or agent that 
users access the network with, and the host machine or endpoint on which the 
clients run. 

Policy enforcement is through Juniper firewalls (the Infranet Enforcer), 802.1X 
enabled switches, wireless access points, and/or packet filters configured on the 
endpoints.

The UAC solution can also provide access control for unmanaged devices like 
printers or IP phones using MAC address authentication. 

UAC Components
The UAC solution consists of these Juniper Networks components:

Infranet Controller—You create and save access policies on the Infranet 
Controller, a central policy management server that validates the user’s 
identity, determines the endpoint’s security compliance, and manages network 
policies. The Infranet Controller pushes the policies to the endpoint, and 
optionally the Infranet Enforcer. 
Introducing the Unified Access Control Solution 3



Juniper Networks Unified Access Control Administration Guide

4

UAC agent—The UAC solution utilizes a UAC agent to connect with endpoints. 
The UAC agent is client software that runs on the endpoint and determines the 
endpoint’s compliance to the enterprise security policies you specify on the 
Infranet Controller. The UAC agent communicates frequently with the Infranet 
Controller to verify the endpoint’s continued compliance with the policies using 
the built-in Host Checker. Host Checker allows you to create policies to assess 
and monitor the health status of endpoints that access your network.

You can use the following UAC agents: 

Odyssey Access Client—You can configure the Infranet Controller to 
automatically install Odyssey Access Client on supported Windows 
endpoints. Odyssey Access Client includes built-in components (including 
Host Checker) to provide maximum protection and functionality. 

Java agent—For Linux and Macintosh endpoints, you can install a 
lightweight Java agent. With the Java agent, Host Checker is downloaded 
automatically to assess and monitor endpoint security. 

Host Checker (agentless)—You can configure the Infranet Controller to 
automatically install Host Checker for agentless access deployments on 
Windows, Macintosh, Linux or Solaris endpoint platforms. You use 
agentless access for endpoints onto which you do not want to download 
Odyssey Access Client or the Java agent.

Enforcement points—Devices that dynamically enforce access policies for 
protected resources. You can control user access with Layer 2 or Layer 3 
enforcement. The following types of devices can be used as UAC enforcement 
points: 

Infranet Enforcer—A Juniper Networks security device is an optional 
component that operates with the Infranet Controller to enforce access 
policies. The Infranet Enforcer is deployed in front of servers and resources 
that you want to protect, and serves as a firewall to enforce the security 
policies that you configure to control access to protected resources. You 
can use the Infranet Enforcer in Layer 2 or Layer 3 deployments.

802.1X devices—You can use IEEE 802.1X-enabled switches or access 
points with the UAC solution components to control access to your 
network using Layer 2 authentication. The 802.1X protocol provides port-
based authenticated access to a LAN. This standard applies to wireless as 
well as wired networks. In a wireless network, the 802.1X authentication 
occurs after the client has associated to an access point using an 802.11 
association method. Wired networks use the 802.1X standard without any 
802.11 association.

NOTE: You can also deploy the solution to endpoints with a subset of features 
using a non-UAC agent, for example a non-Juniper 802.1X supplicant. This 
introduction focuses on using a UAC agent.

NOTE: In this guide and other documentation for the UAC solution, the names 
Odyssey Access Client, Java agent, and Host Checker (for agentless access) are 
used to refer to the specific type of UAC agent. 
Introducing the Unified Access Control Solution
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You can use 802.1X enabled switches or access points with or without the 
Infranet Enforcer as part of the solution. If you do not deploy the Infranet 
Enforcer, the 802.1X enabled switch or access point functions as the 
enforcement point. You can create different security zones by configuring 
VLANs on your network and assigning different roles to the appropriate 
VLAN.

Access Control Basics
After you have set up the network components and determined the method of 
Enforcement (Layer 2 or Layer 3, with or without the Infranet Enforcer) there are a 
few basic things you need to do to configure access control.

Use the built-in local authentication server, or external authentication servers to 
populate the user database.

Create and assign user roles to control who can access different resources and 
applications on the network.

Define user realms to establish authentication domains.

Associate the roles with appropriate realms to define your access control 
hierarchy. 

Define security restrictions for endpoints with Host Checker policies 

When users authenticate to a realm, they are assigned a role, based on the role 
mappings that you create and an endpoint health assessment. Access to specific 
resources is permitted only for users and devices that provide the proper credentials 
for the realm, are associated with the appropriate roles, and whose endpoints meet 
security restrictions.

If a user attempts to connect to the network from an endpoint that does not comply 
with the security restrictions you have defined, the user is not permitted to access 
the realm or role.

For added protection, you can integrate the UAC solution with Juniper Networks 
Intrusion Detection and Prevention (IDP) to detect internal traffic that is malicious 
in nature or behaving inappropriately. 

The UAC Solution in the Network
The UAC solution is extremely flexible. There are numerous options for integration 
into your existing network.

Figure 1 illustrates an example of a deployment using 802.1X with a switch or 
access point for Layer 2 connectivity. Figure 2 illustrates an example of a network 
deployment using Layer 3. These examples take advantage of the Infranet Enforcer 
to protect network resources.

You can also deploy the solution without the Infranet Enforcer by using VLANs to 
segregate unauthenticated or unauthorized traffic. Figure 3 illustrates this example.
Introducing the Unified Access Control Solution 5
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Figure 1:  802.1X Layer 2 with the Infranet Enforcer

Figure 2:  Layer 3 with the Infranet Enforcer

Figure 3:  802.1X Layer 2 Without the Infranet Enforcer

For initial configuration steps, see “Initial Configuration of the Unified Access 
Control Solution” on page 9. 
Introducing the Unified Access Control Solution
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How the UAC Solution Determines User Access and Protects 
Resources

You create policies on the Infranet Controller’s admin interface to control access to 
resources and services. Access is based on successful authentication, the user’s 
assigned role, and the security compliance of the endpoint device. For example, 
you can provide full access to protected resources for an employees role, and 
limited access for a contractors role. 

You can create Host Checker policies that require endpoints to satisfy security 
requirements that you define on the Infranet Controller. For example, you can 
require an endpoint to use a minimum version of an antivirus application with up-
to-date antivirus definitions. If the endpoint does not meet the security 
requirements, you can configure the Host Checker policy to display remediation 
instructions that tell the user how to bring the endpoint into compliance. 

After you have populated the Infranet Controller with users, policies and 
authentication services, you determine how users will gain access to network 
resources. 

The Infranet Controller and Infranet Enforcer appliances can work together to 
provide granular endpoint security and firewall services to control access to 
protected resources for qualified users. 

If you are using the Infranet Enforcer, the Infranet Controller pushes policies to the 
Infranet Enforcer when the two devices connect. 

Based on the user’s identity and endpoint status, the Infranet Controller assigns the 
user a set of roles. These roles specify which resources the user can access. The 
Infranet Controller pushes the set of roles associated with each endpoint’s source IP 
address (called auth table entries) to the Infranet Enforcer. The Infranet Enforcer 
allows traffic between the endpoint and the protected resources based on resource 
access policies that you create. 

For 802.1X Layer 2 deployments in which you are not using the Infranet Enforcer, 
you can set up network VLANs and direct endpoints that do not meet security 
requirements to a quarantine VLAN.

The user authenticates through a switch or access point to the Infranet Controller. 
The user's identity and the endpoint health assessment are used to determine 
which VLAN to use. The quarantine VLAN can limit access to remediation servers 
that provide users with instructions and possibly the software they need to bring 
their endpoint into compliance with security policies. 
How the UAC Solution Determines User Access and Protects Resources 7
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How the UAC Components Work Together
The following example summarizes how the Infranet Controller, the Odyssey 
Access Client, and the Infranet Enforcer work together when a user connects and 
signs in: 

1. The endpoint running Odyssey Access Client communicates with the Infranet 
Controller by means of Extensible Authentication Protocol (EAP) messages. EAP 
is similar to Point-to-Point Protocol (PPP) in that it provides a transport 
mechanism for authentication details. The EAP messages contain information 
about user credentials and the health of the endpoint. 

In 802.1X deployments, Odyssey Access Client on the endpoint connects to 
an 802.1X network access device. Odyssey Access Client and the Infranet 
Controller exchange EAP messages by means of 802.1X and RADIUS 
through the wired switch or wireless access point (see Figure 1 on page 6). 

In non-802.1X deployments, the endpoint and the Infranet Controller 
exchange EAP messages over HTTP (see Figure 2 on page 6). 

2. The user signs in to the Infranet Controller. For more information about how 
end-users sign in, see “Deploying the UAC Solution to Users” on page 41. 

3. On Windows, Odyssey Access Client checks the endpoint for security 
compliance with Host Checker policies. You can implement Host Checker 
policies to check the endpoint before and/or after the user signs in. 

For Java agent and agentless access configurations, (see “Configuring Agentless 
Access to Protected Resources” on page 56), the Infranet Controller 
automatically installs and runs Host Checker on the endpoint to check for 
security compliance (if configured to do so). 

4. If the user is authenticated, the Infranet Controller directs the Infranet Enforcer 
by means of authentication table entries to allow the user on the validated 
endpoint access to the specified resources. 

5. The user is permitted to access the specified resources. 

6. The Host Checker component in Odyssey Access Client periodically checks the 
status of the endpoint and reports the status to the Infranet Controller. If the 
endpoint becomes non-compliant, or the user disconnects or signs off, the 
Infranet Controller informs the Infranet Enforcer by means of authentication 
table entries to deny the endpoint access to resources. 
How the UAC Components Work Together



Chapter 2

Initial Configuration of the Unified 
Access Control Solution

There are several ways to deploy the Infranet Controller to provide access control 
for your network assets. You can use Layer 2 or Layer 3 authentication with the 
Infranet Enforcer, or you can use Layer 2 802.1X without the Infranet Enforcer to 
direct users to different VLANs. 

This chapter provides a high-level overview of the steps required to configure the 
solution in each of these scenarios. See “The UAC Solution in the Network” on 
page 5 for deployment examples.

This chapter contains the following sections:

“Overview of Configuring the UAC Solution” on page 10

“How the Infranet Enforcer and Infranet Controller Work Together” on page 14

“Setting Up Certificates for the Infranet Controller and Infranet Enforcer” on 
page 16

“Configuring the Infranet Controller to Connect to the Infranet Enforcer” on 
page 20

“Configuring the Infranet Enforcer” on page 22

“Deploying the UAC Solution to Users” on page 41

“Using Network and Security Manager with the Infranet Controller” on page 60

NOTE: The Juniper Networks Unified Access Control Quick Start Guide describes the 
basic steps for configuring the Infranet Controller and the Infranet Enforcer in an 
example of a server front-end deployment scenario. You can adapt the 
information in that guide to apply to your specific deployment. 
9
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Overview of Configuring the UAC Solution
Table 3, “Summary of Actions Required to Configure the UAC Solution” on page 10 
outlines the general steps to install and configure the UAC solution. There are many 
variables to consider depending on your network topology and the nature of your 
access control needs. Use this table as a general guide. 

Your access control needs are complex, and the UAC solution is versatile. Please 
take the time to thoroughly read the product documentation to discover all of access 
control options available with the UAC solution.

The Task Summary that follows will guide you through a basic configuration of the 
UAC Solution. 

Table 3:  Summary of Actions Required to Configure the UAC Solution

Action Required or Optional

Install the Infranet Controller Required

Upgrade and license the Infranet Controller Required

Install the Infranet Enforcer Or use 802.1X

Install Certificates Only with Infranet Enforcer

Connect the Infranet Controller and the Infranet Enforcer Only with Infranet Enforcer

Configure authentication server(s) Required

Configure Roles and Realms Required

Configure Odyssey Access Client options Or 3rd party client 

Configure Infranet Enforcer Resource Access policies Only with Infranet Enforcer

Configure IPsec and/or Source IP enforcement Only with Infranet Enforcer

Configure Sign-in policies, add realms and authentication protocols Required

Configure third-party agent Or Odyssey Access Client

Configure Host Enforcer policies Optional

Configure Host Checker policies Required

Configure 802.1X for Layer 2 access Or use Infranet Enforcer

Shaded cells indicate that the action is optional, depending on your deployment scenario. For 
example, the Infranet Enforcer and 802.1X are options.
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Task Summary: Configuring the UAC Solution
This section summarizes the steps required to completely configure the UAC 
solution. You will need more information than the steps here provide, so go to the 
referenced sections for complete details of each step of the process.

To configure the UAC solution:

1. If you have not already done so, install the Infranet Controller. For information, 
see the Unified Access Control Installation Guide. 

2. If you have not already done so, upgrade and license the Infranet Controller. 
See “Upgrading or Downgrading the Infranet Controller” on page 343, and 
“Entering new Infranet Controller License Keys” on page 348. 

3. If you are using the Infranet Enforcer, install the device. For cabling, rack 
mounting, and basic configuration instructions for Infranet Enforcer platforms, 
see the Juniper Networks User’s Guide that shipped with the Infranet Enforcer.

4. If you are using the Infranet Enforcer, do both of the following steps to set up 
certificates on the Infranet Controller and Infranet Enforcer:

a. Import a signed server certificate into the Infranet Controller. 

b. Import the certificate of the certificate authority (CA) that signed the 
Infranet Controller’s server certificate into the Infranet Enforcer. 

See “Setting Up Certificates for the Infranet Controller and Infranet Enforcer” 
on page 16.

5. If you are using the Infranet Enforcer, configure the Infranet Controller 
connection to the Infranet Enforcer. See “Configuring the Infranet Controller to 
Connect to the Infranet Enforcer” on page 20. 

Table 4:  Before Beginning

Topic Detail

Date and Time of the 
Infranet Enforcer and the 
Infranet Controller

Be sure to set the date and time of the Infranet Enforcer to match 
the date set for the Infranet Controller. If possible, use a Network 
Time Protocol (NTP) server to set the date and time for both 
appliances. 

Kerberos If you configure your Infranet Controller to use Active Directory for 
user authentication, Windows endpoint users can automatically 
sign in to the Infranet Controller using the same credentials they 
use to access their Windows desktops. See “Using Kerberos Single 
Sign-On with the Infranet Controller” on page 185.

Non-Juniper supplicants If you are connecting with 802.1X, and you are using a non-Juniper 
Networks supplicant (a non-UAC agent), the Infranet Enforcer is not 
supported.
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Juniper Networks Unified Access Control Administration Guide

12
6. Configure user authentication and authorization on the Infranet Controller by 
setting up roles, authentication and authorization servers, and authentication 
realms:

a. Define user and administrator roles. Roles define user session parameters 
and Odyssey Access Client or agent/agentless options. The Infranet 
Controller is preconfigured with one user role (Users) and two 
administrator roles (Administrators and Read-Only Administrators). See 
“User Roles” on page 117 and “Delegating Administrator Roles” on 
page 473. 

b. Define authentication and authorization servers. Authentication and 
authorization servers authenticate user credentials and determine user 
privileges within the system. The Infranet Controller is preconfigured with 
one local authentication server (System Local) to authenticate users and 
one local authentication server (Administrators) to authenticate 
administrators. You must add users to either the local authentication server 
or to external authentication servers. See “Defining an Authentication 
Server Instance” on page 175.

c. Define authentication realms. Authentication realms contain policies 
specifying conditions the user or administrator must meet to sign in to the 
Infranet Controller. For example, you can use an authentication policy to 
specify that users can only access the protected resources if they are 
signing in from a particular location. When configuring an authentication 
realm, you must create rules to map users to roles and specify which 
server (or servers) the Infranet Controller should use to authenticate and 
authorize realm members.

The Infranet Controller is preconfigured with one realm (Users) that maps 
all users authenticated through the System Local server to the “Users” role. 
The Infranet Controller is also preconfigured with one realm (Admin Users) 
that maps all users authenticated through the Administrators server to the 
“.Administrators” role. See “Creating an Authentication Realm” on 
page 246.

7. Select and configure Odyssey Access Client or agent options such as timeout 
values and restrictions. For configuration instructions, see “Configuring Access 
Options on a Role” on page 126. Alternately, you can configure endpoints to 
connect to the Infranet Controller with agentless access, or you can configure 
the lightweight Java agent for access with Macintosh and Linux endpoints. With 
an 802.1X deployment scenario, you can also use a non-Juniper supplicant.

8. If you are using the Infranet Enforcer, configure resource access policies to 
specify which roles are allowed or denied access to resources. See “Configuring 
Infranet Enforcer Resource Access Policies” on page 72.

9. If you are using the Infranet Enforcer, do one of the following to set up source 
IP enforcement and/or IPsec enforcement: 

Set up source IP enforcement by configuring an infranet-auth policy on the 
Infranet Enforcer. Source IP enforcement allows the Infranet Enforcer to 
control which zones use resource access policies to allow or deny traffic. 
See “Setting Up Source IP Enforcement on the Infranet Enforcer” on 
page 91.
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Set up IPsec enforcement on Windows endpoints that Odyssey Access 
Client supports. You can use IPsec enforcement between the endpoint and 
the Infranet Enforcer instead of source IP enforcement. To use IPsec, you 
must set up a VPN tunnel for a dialup user with IKE on the Infranet 
Enforcer. For configuration instructions, see “Setting up IPsec Enforcement 
on the Infranet Enforcer” on page 75.

10. If you are using the Infranet Controller in a Layer 2 environment without the 
Infranet Enforcer, configure Odyssey Access Client or a non-Juniper Networks 
802.1X supplicant on endpoints. You must also configure policies to allow the 
Infranet Controller RADIUS server to work with your network access device. See 
“Using the Infranet Controller for 802.1X Network Access” on page 142.

If you have not already done so, install and configure the 802.1X network 
access devices on your network. See the documentation provided with the 
network access device for configuration instructions.

If you have not already done so, configure VLANs within your network for 
deployments that are not using the Infranet Enforcer. The simplest 
scenario is to configure two VLANs: one for authenticated users and a 
second remediation VLAN for users who do not meet authentication 
requirements.

11. (Optional) Configure Host Enforcer policies to protect Windows endpoints and 
enforce policies on the endpoint itself by allowing only the traffic you specify in 
the Host Enforcer policies for the role. While not a substitute for a firewall, Host 
Enforcer policies can add another layer of access control. See “Host Enforcer 
Policies” on page 97. 

12. Create Host Checker policies and set remediation options. See “Task Summary: 
Configuring Host Checker” on page 273. 

13. Determine at which levels within the Infranet Controller framework you want to 
enforce the Host Checker policies: 

To enforce Host Checker policies when the user first accesses the Infranet 
Controller, implement the policies at the realm level.

To allow or deny users access to roles based on their compliance with Host 
Checker policies, implement the policies at the role level. 

To map users to roles based on their compliance with Host Checker 
policies, use custom expressions. 

For configuration instructions, see “Implementing Host Checker Policies” on 
page 311. 

14. If necessary, configure agentless access to protected resources from endpoint 
platforms that Odyssey Access Client does not support, including Macintosh, 
Linux and Solaris. See “Configuring Agentless Access to Protected Resources” 
on page 56.

15. If necessary, configure the Java agent for access to protected endpoints for 
Macintosh or Linux. See “Configuring the Java Agent for Endpoint Access” on 
page 58.
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16. Deploy the UAC solution to end users. See “Deploying the UAC Solution to 
Users” on page 41. 

How the Infranet Enforcer and Infranet Controller Work Together
The Infranet Enforcer and the Infranet Controller work together to establish 
communications and enforce security policies with Layer 2 or Layer 3 using the 
Odyssey Access Client. To use Layer 2 enforcement with a non-Juniper supplicant, 
see “The UAC RADIUS Server and Layer 2 Access” on page 131.

If you are not using an Infranet Enforcer, this material does not apply.

Juniper Networks ScreenOS Features by Releases
Depending on the release version of ScreenOS that you are using on the Infranet 
Enforcer, not all of the features outlined in this guide are supported. Table 5 
indicates what release version of ScreenOS is required for specific features.

Configuration Overview
The following basic tasks must be accomplished to use the Infranet Controller with 
the Infranet Enforcer:

Configure the Infranet Controller and Infranet Enforcer to communicate 
over an SSL connection. 

Configure user authentication and authorization by setting up user roles, 
authentication and authorization servers, and authentication realms on the 
Infranet Controller. 

Configure resource access policies on the Infranet Controller to specify 
which endpoints are allowed or denied access to protected resources. 

Configure traffic enforcement between each source and destination zone 
with ScreenOS policies using one of the following methods:

Source IP enforcement

IPsec enforcement

Table 5:  ScreenOS Options

Feature ScreenOS Release Required

Captive portal 5.4

Configurable auth table entries 6.0

Seamless cluster failover 6.0R2

Dynamic auth table allocation 6.1

Messages to authenticated but unauthorized users 6.2

Support for ISG-IDP 6.2
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Communication between the Infranet Controller and the Infranet Enforcer
This section describes the communication between the Infranet Controller and the 
Infranet Enforcer.

At startup, the Infranet Enforcer contacts the Infranet Controller over an SSL 
connection using the NetScreen Address Change Notification (NACN) protocol.

You can configure an Infranet Enforcer to work with up to eight Infranet 
Controllers. The Infranet Enforcer communicates with only one Infranet 
Controller at a time; the other Infranet Controllers are used for fail-over 
within an Infranet Controller cluster. If the Infranet Enforcer cannot 
connect to the first Infranet Controller you added as an instance, it 
attempts to connect to the next one in the configuration list until a 
connection occurs. If the currently-connected Infranet Controller fails, the 
Infranet Enforcer attempts to connect to the first Infranet Controller again. 
The Infranet Controllers configured on an Infranet Enforcer should all be 
members of the same Infranet Controller cluster. 

After the Infranet Enforcer successfully establishes an NACN connection with 
the Infranet Controller, the Infranet Controller opens an SSH connection with 
the Infranet Enforcer. The Infranet Controller uses this SSH connection to push 
policy and user authentication information to the Infranet Enforcer.

Internal communication between the Infranet Controller and the Infranet 
Enforcer differs depending on the ScreenOS release you are using. With 
ScreenOS releases to 6.0 or earlier, you must configure auth table mapping 
policies to use source IP enforcement. If you are using release 6.1 or later, 
you can configure the Infranet Controller to create auth table entries 
dynamically, and there is no need for auth table mapping policies.

With ScreenOS release 6.o or earlier, when the Infranet Controller authenticates 
a user and verifies that the user’s endpoint is compliant with endpoint security 
policies, the Infranet Controller pushes user-specific configuration information 
to the Infranet Enforcer. This user-specific configuration information includes 
an auth table entry for each authenticated user. An auth table entry consists of 
the user’s name, a set of roles, and the IP address of the wired adapter, wireless 
adapter, or virtual adapter in the user’s computer. With ScreenOS release 6.1 or 
later, you can configure the Infranet Controller to dynamically create auth table 
entries on the Infranet Enforcer after a specific resource is requested.

To use source IP enforcement, you create an infranet-auth policy on the 
Infranet Enforcer that allows traffic from the endpoint to the protected 
resource. (With ScreenOS release 6.0 and earlier, you must also create auth 
table mapping policies to use source IP enforcement).

To use IPsec enforcement, you set up a VPN tunnel for a dialup user with 
Internet Key Exchange (IKE) on the Infranet Enforcer. The VPN tunnel and 
infranet-auth policy enable the user's endpoint to use an IPsec tunnel to the 
Infranet Enforcer and access protected resources.

When the Infranet Enforcer detects traffic from an endpoint that matches an 
infranet-auth policy, it uses the endpoint’s auth table entry to determine the 
role(s) associated with that user.
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The Infranet Enforcer then matches the destination IP address of the protected 
resource (from the ScreenOS policy) with a resource access policy. The Infranet 
Enforcer searches to find the matching role and applies the policy action.

As necessary, the Infranet Controller sends commands to the Infranet Enforcer 
to remove policies or auth table entries and deny access to the protected 
resources. This can occur, for example, when the user’s computer becomes 
non-compliant with endpoint security policies or loses its connection with the 
Infranet Controller, when you change the configuration of a user’s role, or when 
you disable all user accounts on the Infranet Controller in response to a security 
problem such as a virus on the network.

The Infranet Controller is not FIPS compatible, but the Infranet Controller can 
be used with an Infranet Enforcer that is in FIPS mode. If FIPS is enabled on the 
Infranet Enforcer, the admin console displays that FIPS is enabled on the 
Infranet Enforcer > Connection page.

Setting Up Certificates for the Infranet Controller and Infranet Enforcer
To allow the Infranet Enforcer to communicate with the Infranet Controller, you 
must do all of the following steps:

1. If you do not have one already, create a CA certificate for the Infranet Enforcer. 

2. Create a certificate signing request (CSR) for an Infranet Controller server 
certificate, and use the CA certificate to sign the server certificate.

3. Import the server certificate into the Infranet Controller. 

4. Import the CA certificate into the Infranet Enforcer. 

If the server certificate or the CA certificate is missing or expired, the Infranet 
Enforcer does not allow communications with the Infranet Controller. Note also that 
the Infranet Enforcer does not accept the temporary self-signed certificate that the 
Infranet Controller created during initialization. 

Task Summary: Setting Up Certificates for the Infranet Controller and Infranet Enforcer
To set up certificates for the Infranet Controller and Infranet Enforcer:

1. If you do not have a certificate authority, install and use OpenSSL to generate a 
CA certificate. See “Using OpenSSL to Create a CA and Sign the Server 
Certificate” on page 18. 

2. Create a certificate signing request (CSR) for a server certificate, and then sign 
the certificate signing request (CSR) by using your CA or by using OpenSSL. See 
“Creating and Signing a CSR” on page 19. 
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3. Import the signed server certificate created from the CSR into the Infranet 
Controller by clicking System > Configuration > Certificates > Device 
Certificates from the left navigation bar of the Infranet Controller admin 
console. 

a. Under Certificate Signing Requests, click the Pending CSR link that 
corresponds to the signed certificate. The Pending Certificate Signing 
Request dialog box appears.

b. Under Step 2: Import signed certificate, browse to the certificate file you 
received from the CA. For example: 

c:\openssl\certs\ic.crt

c. Click Import. 

4. By default, the signed server certificate is automatically associated with the 
internal port on the Infranet Controller. If you want to associate the certificate 
with an external or virtual port, do the following steps:

a. Click System > Configuration > Certificates > Device Certificates from 
the left navigation bar, and then 

b. Click the link that corresponds to a certificate that you want to use. The 
Certificate Details dialog box appears.

c. Under Present certificate on these ports, specify the port(s) that the 
Infranet Controller should associate with the certificate—you can choose 
internal or external ports and primary or virtual ports, but you cannot 
choose a port that is already associated with another certificate. 

d. Click Save Changes.

5. Import the certificate of the CA that signed the Infranet Controller’s server 
certificate into the Infranet Enforcer. See “Configuring Certificate Authority 
Server Settings” on page 27. 

NOTE: 

You can prevent your Web browser’s security warning from appearing each 
time you sign into the Infranet Controller by importing the certificate of the 
CA that signed the Infranet Controller’s server certificate into your browser’s 
list of trusted root certification authorities.

If later you import a different server certificate and CA certificate, you may 
need to initiate a new connection to use them. To initiate a new connection, 
click Maintenance > System > Platform > Restart Services in the Infranet 
Controller admin console. The Infranet Enforcer connects to the Infranet 
Controller and validates the new certificate. 
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