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8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement that
accompanies the Software (the "Warranty Statement"). Nothing in this Agreement shall give rise to any obligation to support the Software. Support
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9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license
granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer's
possession or control.

10. Taxes. All license fees for the Software are exclusive of taxes, withholdings, duties, or levies (collectively "Taxes"). Customer shall be responsible for
paying Taxes arising from the purchase of the license, or importation or use of the Software.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or
without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to Customer may contain
encryption or other capabilities restricting Customer's ability to export the Software without an export license.

12. Commercial Computer Software. The Software is "commercial computer software" and is provided with restricted rights. Use, duplication, or
disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through
227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19; or FAR 52.227-14(ALT lll) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if any.
Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with any
applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or vendor
shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided with the
Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent portions of the Software are distributed under and
subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU General Public License
("GPL") or the GNU Library General Public License ("LGPL")), Juniper will make such source code portions (including Juniper modifications, as appropriate)
available upon request for a period of up to three years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194
N. Mathilda Ave., Sunnyvale, CA 94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html. and a copy
of the LGPL at http://www.gnu.org/licenses/Igpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. The
provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the
Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara County, California. This
Agreement constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and supersedes all prior and
contemporaneous agreements relating to the Software, whether oral or written (including any inconsistent terms contained in a purchase order), except
that the terms of a separate written agreement executed by an authorized Juniper representative and Customer shall govern to the extent such terms are
inconsistent or conflict with terms contained herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless
expressly assented to in writing by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not
affect the validity of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de méme que tous
les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that this Agreement and all
related documentation are and will be in the English language)).
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About this guide

This Quick Start Guide describes the steps for configuring the Infranet Controller
and Infranet Enforcer in an example of a server front-end deployment scenario
using the local authentication server. You can adapt the information in this guide to
apply to your specific deployment.

Before you begin

Before you begin following the instructions in this guide, do the following tasks:
1. Install the Infranet Enforcer.

For cabling, rack mounting, and basic configuration instructions for Infranet
Enforcer platforms, see the User’s Guide that shipped with the Infranet Enforcer
or visit the Juniper Networks Web site at www.juniper.net/techpubs/ to
download the User’s Guide for the platform you are using.

2. Install the Infranet Controller.

For information, see the Unified Access Control Installation Guide that is included
with the Infranet Controller.

3. Upgrade and license the Infranet Controller by following the instructions in the
Infranet Controller Task Guide. To open the initial configuration Task Guide for
an unlicensed Infranet Controller, click Guidance in the Infranet Controller
admin console, and then click Initial Configuration in the Guidance panel.

Where to find additional information

For more detailed overview and configuration instructions, see the Unified Access
Control Administration Guide. This guide is available as online Help in the
administrator’s console for the Infranet Controller. To open the online Help, click
the Help link at the top of the admin console. This guide is also available as a PDF
on the Juniper Networks support site.

For more information about configuring the Infranet Enforcer, see the NetScreen

Concepts & Examples ScreenOS Reference Guide, which you can download from
www.juniper.net/techpubs/.

Before you begin ® X
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Conventions

Table 1 defines notice icons used in this guide, and Table 2 defines text
conventions used throughout the book.

Table 1: Notice icons

Icon Meaning

Description

=
A Caution

i Warning

Informational note

Indicates important features or instructions.

Indicates that you may risk losing data or damaging your
hardware.

Alerts you to the risk of personal injury.

Table 2: Text conventions (except for command syntax)

Convention Description

Examples

Bold typeface
dialog box names, and other
user interface elements.

Indicates buttons, field names,

Select Enable Custom Instructions on the Host Checker Policy
page

Plain sans serif typeface Represents: Examples:
B Code, commands, and m Code:
keywords certAttr.OU = 'Retail Products Group'
m URLs, file names, and m URL:
directories Download the JRE application from: http://java.sun.com/j2se/
Italics Identifies: Examples:
® Terms defined in text ® Defined term:
B Variable elements An RDP'clzent isa Wmdoyvs component that enables a ‘
connection between a Windows server and a user’s machine.
B Book names .
® Variable element:
Navigate to the Users > User Realms > Select Realm >
Authentication Policy > Host Checker page.
B Book name:
See the Installation Guide.

Release Notes

Release notes are included with the product software and are available on the Web.

In the Release Notes, you can find the latest information about features, changes,
known problems, and resolved problems. If the information in the Release Notes
differs from the information found in the documentation, follow the Release Notes.

X ®m Conventions
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Web Access

To view the documentation on the Web, go to:

http://www.juniper.net/techpubs/

Contacting Customer Support

For technical support, contact Juniper Networks at support@juniper.net, or at
1-888-314-]TAC (in the United States) or 408-745-9500 (outside the United States).

Contacting Customer Support ®  Xi
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Chapter 1
Configuring the Infranet Controller

This chapter describes the steps for configuring the Infranet Controller. After you
finish configuring the Infranet Controller, see the following chapters:

= [f you are using 802.1X, follow the instructions in “Configuring 802.1X
Enforcement” on page 15.

m  If you are using an Infranet Enforcer, follow the instructions in “Configuring the
Infranet Enforcer” on page 31.

Overview of Example Server Front-end Deployment Scenario

The example deployment scenario in this guide uses simple “trust” and “untrust”
enforcement options. In a production environment, you can use policy attributes
from a directory server to define more complex policies based on user identity and
group information. The network in this example scenario consists of two zones:
trust and untrust. The users are in the untrust zone (10.0.0.0/24), and the protected
resource is in the trust zone (192.168.0.0/24).

c
Trust Zone

|

|

Infranet Controller I
Internal Interface :

10.0.0.5
Infranet
Enforcer
|
$2
Windows XP SP2 i
10.0.0.10 Untrust Zone | Trust Zone Finance Server
Ethermnet 1/2 Ethemet 1/1 192.168.0.10
10.0.0.20 192.168.0.1

AAA Servers
MNetwork Services (DHCP, DNS)

ﬁ NOTE: If you are using 802.1X enforcement, see the network diagram and
additional configuration instructions for 802.1X in “Configuring 802.1X
Enforcement” on page 15 after you finish configuring the Infranet Controller.

Overview of Example Server Front-end Deployment Scenario m 1
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Set up the Network Configuration of the Infranet Controller

In this example deployment scenario, the Infranet Controller uses the following
network settings for the internal network interface:

Table 1: Infranet Controller internal network interface port settings

IP address: 10.0.0.5
Network mask: 255.255.255.0
Gateway IP: 10.0.0.1

Link speed: Auto

Primary DNS server: 10.0.0.2

DNS domain(s): localhost

If you want to use these settings in your deployment, you can either connect a
serial cable to the Infranet Controller Console port (using 9600 baud 8 N 1), or
change the settings by using the System > Network Settings > Internal Port >
Settings page. Or, you can substitute your own settings in the following instructions
as necessary.

Set up User Authentication on the Infranet Controller

The Infranet Controller supports a variety of user authentication and authorization
servers. To quickly set up user authentication, you can use local authentication on
the Infranet Controller.

To set up local user authentication on the Infranet Controller:

1. In the Infranet Controller admin console, choose Authentication > Auth.
Servers.

2. Click the Infranet Controller database to which you want to add a user account,
such as System Local. To create a new Infranet Controller database, choose
Local Authentication from the New list, click New Server, specify a name, and
click Save Changes.

3. Select the Users tab and click New.
4. Enter a username, full name, and password for the user. For example, enter
testuser as a user name and abcd1234 as a password for testing this example

configuration.

5. Click Save Changes. The user record is added to the Infranet Controller
database.

2 m Set up the Network Configuration of the Infranet Controller
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Set up User Roles on the Infranet Controller

You will use two roles in the example deployment to distinguish between users
who have endpoints that comply with security policies from those using endpoints
that do not comply.

To set up the user roles:

1. In the Infranet Controller admin console, choose Users > User Roles.

Click New Role and then enter Full Access as the name of the role that allows users
who are using compliant endpoints to access the protected resources.

NOTE: The Infranet Controller is configured by default to download the Odyssey
Access Client to endpoints.

2. Click Save Changes.

3. In the Infranet Controller admin console, choose Users > User Roles to create
a second role.

4. Click New Role and then enter Quarantine as the name of the role that denies
users who are using non-compliant endpoints.

Set up User Role Mapping on the Infranet Controller

After setting up the two roles, the next step is to map the testuser to those roles.
To set up role mapping:
1. In the Infranet Controller admin console, choose Users > User Realms
2. Create a new test realm:
a. On the User Authentication Realms page, click New.

b. Enter a name to label this realm such as testrealm and (optionally) a
description.

c. Select System Local from the Authentication list.
d. Select None from the Directory/Attribute list.
e. Select None from the Accounting list.
f.  Click Save Changes.
3. On the Role Mapping tab for testrealm:

a. Click New Rule.

Set up User Roles on the Infranet Controller m 3
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a. For Rule based on, select Username.

a. Under Rule: If username, enter testuser.

Under then assign these roles select the Full Access role and then click Add.
Select the Quarantine role then click Add.

Click Save Changes.

Pre-configure Odyssey Access Client

After you have performed the initial installation, you can use a preconfigured
installer to completely manage the security and access settings on the Odyssey
Access Client using the Infranet Controller admin console. See the Unified Access
Control Administration Guide..

@ NOTE: Except for the login name in the profile, all of the other configuration
settings you specify on the Infranet Controller overwrite any existing settings on
the endpoint if Odyssey Access Client is already installed when the user accesses
the Infranet Controller.

For the sake of simplicity, these instructions describe how to preconfigure the
Odyssey Access Client for the testuser you created for a basic default installation.

Create an Initial Configuration of Odyssey Access Client

To create an initial configuration of Odyssey Access Client:

1.

4 m Pre-configure Odyssey Access Client

In the admin console, select the Full Access role that you created from Users >
User Roles.

Select the Agent tab.

Click on Odyssey Settings. The IC Access page appears.

Select Use Infranet Controller's host name. The Infranet Controller host name
is used for the name of the profile and the Infranet Controller instance in
Odyssey Access Client. If the Infranet Controller does not have a hosthname
configured, the URL for the Infranet Controller or the redirect URL from a

captive portal is used instead for the name.

Leave Require connection to this Infranet Controller unselected.
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6. Under Profile, select Prompt for login name using the following prompt to
display a dialog box to enter the testuser name during the initial Odyssey
Access Client installation. The testuser name is then configured in the Login
name setting and the user is not prompted again. You can also configure the
text string used for the prompt in the dialog box.

7. To enable password authentication, select Permit login using password and
then select Prompt for password to have Odyssey Access Client prompt the
testuser to enter a password when the user is authenticated the first time after
startup.

8. Specify whether you want to use Tunneled TLS (TTLS) or Protected EAP (PEAP)
as the outer authentication protocol for traffic between Odyssey Access Client
and the Infranet Controller by selecting Use EAP-TTLS as outer authentication
protocol or Use EAP-PEAP as outer authentication protocol.

9. Leave the Personal certificate usage option unselected.
10. Leave Anonymous name set to anonymous.

11. If you want to use 802.1X enforcement in this example scenario (see
“Configuring 802.1X Enforcement” on page 15), specify the type of adapter(s)
you want to configure in Odyssey Access Client:

®=  Configure wired adapter(s)—Odyssey Access Client configures the wired
adapter on the user’s computer that is actively being used to access the
Infranet Controller on an 802.1X-enabled network. If the user is accessing
the Infranet Controller through a wireless adapter during Odyssey Access
Client installation, then Odyssey Access Client will automatically configure
a wired adapter to use for wired access to the Infranet Controller at a later
time.

= Configure wireless adapter(s)—Select this option only if the endpoint is
connecting to the Infranet Controller by using 802.1X. Odyssey Access
Client configures the wireless adapter on the user’s computer that is
actively being used to access the Infranet Controller on an 802.1X-enabled
network. If the user is accessing the Infranet Controller through a wired
adapter during Odyssey Access Client installation, then Odyssey Access
Client will automatically configure a wireless adapter to use for wireless
access to the Infranet Controller at a later time. If you select this option,
you must also configure the Network name (SSID) under Network
properties. You may also need to configure other Network properties
depending on your environment.

NOTE: If you select Configure wireless adapter(s), Windows Wireless Zero
Configuration (WZC) is disabled for the wireless adapter that Odyssey Access
Client configures. If, for some reason, the user removes a wireless adapter from
the local Odyssey Access Client configuration, the user must enable the adapter
again by opening Control Panel > Network Connections > adapter name >
Properties > Wireless Networks and selecting the Use Windows to configure
my network settings option.

Pre-configure Odyssey Access Client ®
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12. (Only if you enabled Configure wireless adapter) Under Network, specify the
network settings you want to configure in Odyssey Access Client for wireless
adapters:

= Network name (SSID)—Specify the network name or SSID (service set
identifier) of the wireless network to which you want Odyssey Access
Client to connect. A network name can be up to 32 alphanumeric
characters and is case-sensitive. You must enter the name correctly to
connect successfully. For example: <MyCorpNet>

m  Association mode—Specify the association mode you want Odyssey
Access Client to use when associating to the access point hardware on your
network:

o Open—Select this option to connect to a network through an access
point or switch that implements 802.1X authentication. Select this
mode if users are not required to use shared mode or Wi-Fi Protected
Access (WPA).

o WPA—Select this option to connect to a network through an access
point that implements WPA.

o WPA2—Select this option to connect to a network through an access
point that implements WPA2, the second generation of WPA that
satisfies 802.111.

= Encryption method—Specify the encryption method you want Odyssey
Access Client to use. The available choices depend on the association mode
you selected:

o None—Select this option to use 802.1X authentication without WEP
keys. This option is available only if you configure access point
association in open mode. This is a typical setting to use for wireless
hotspots.

o WEP—Select this option to use WEP keys for data encryption. You can
select this option if you selected open mode association. Select WEP
encryption if the access points in your network require WEP
encryption. Odyssey Access Client automatically generates the WEP
keys.

o TKIP—Select this option to use the temporal key integrity protocol.
Select TKIP if the access points in your network require WPA or WPA2
association and are configured for TKIP data encryption.

o AES—Select this option to use the advanced encryption standard
protocol. Select AES if the access points in your network require WPA
or WPA2 association and are configured for AES data encryption.

@ NOTE: If you select WEP encryption, the Infranet Controller automatically selects
the Keys will be generated automatically for data privacy option in the Odyssey
Access Client Network properties for the wireless adapter.

6 m Pre-configure Odyssey Access Client



Juniper Networks Unified Access Control Quick Start Guide

13. Click Save Changes.

NOTE: For more information on the Odyssey Access Client configuration settings,
see the Odyssey Access Client User Guide. available on the Juniper Networks
Customer Support Center.

Configure a Host Checker Policy

You can use Host Checker to perform checks on endpoint computers that connect
to the Infranet Controller to make sure the endpoints meet certain security
requirements. For example, you can make sure that a certain process or application
is running on an endpoint before allowing a user to sign in to the Infranet Controller
and access protected resources. If the user’s computer does not meet any of the
Host Checker policy requirements, you can display a custom-made HTML
remediation page to the user. This page can contain your specific instructions as
well as links to resources to help the user bring his computer into compliance with
each Host Checker policy. Host Checker runs as a built-in component of the
Odyssey Access Client on Windows, or as an independent client-side agent on
Windows, Macintosh, or Linux.

This section contains a simple example of using a Host Checker policy to require a
process to run on the endpoint. (See the next section, “Require a Process to Run on
the Endpoint” on page 7.) This is only one example of the many ways you can
configure Host Checker. For example, you can:

m  Host Checker includes many pre-defined rules that check for antivirus
software, firewalls, malware, spyware, and specific operating systems from a
wide variety of vendors. You can enable one or more of these rules within a
Host Checker client-side policy in order to ensure that the integrated third party
applications that you specify are running on your users’ endpoint computers.

m  Host Checker can monitor and verify that the virus signatures installed on
endpoint computers are up to date. Host Checker uses a list of the current virus
signatures from the vendor(s) you specify for pre-defined antivirus rules in a
Host Checker policy. If a endpoint computer does not have the current virus
signatures installed, the Host Checker policy fails.

In your deployment, you can configure Host Checker policies to perform checks

that are more specific to your requirements. For more information, see the Unified
Access Control Administration Guide.

Require a Process to Run on the Endpoint

This section describes how to configure a Host Checker policy that uses a process
check rule to verify that the notepad.exe process is running on the endpoint.

To require a process to run on the endpoint:

1. In the Infranet Controller admin console, choose Authentication > Endpoint
Security > Host Checker.

2. Under Policies, click New.

Configure a Host Checker Policy ®
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Enter a name in the Policy Name field, such as NotepadMustRun, and then click
Continue.

To create a process check rule, select Custom: Process under Rule Settings
and then click Add.

a. For Rule Name, enter: NotepadProcess

b. For Process Name, enter: notepad.exe

c. Select Required to require that this process is running.
d. For MD5 Checksums, you can leave it blank.

e. Click Save Changes to save the rule.

To display a remediation page with instructions to the user when the endpoint
does not meet the requirements of the Host Checker policy:

a. Select Enable Custom Instructions on the Host Checker Policy page.
b. Type instructions to display to the user. For example:
You must run Notepad before you can sign in.

Click Save Changes to save the Host Checker policy.
Implement the Host Checker policy at the role level:

a. Navigate to the Users > User Roles page.

b. Select the Full Access role.

c. Navigate to the Restrictions > Host Checker page.

d. Select Allow users whose workstations meet the requirements specified
by these Host Checker policies.

e. Select the NotepadMustRun policy and click Add.

f.  Click Save Changes.

Create a Sign-in Policy

8 m Create a Sign-in Policy

You can create a unique set of Odyssey Access Client pre-configuration settings for
each sign-in policy.

To create a user sign-in policy:

In the admin console, choose Authentication > Signing In > Sign-in
Policies.

To create a new user sign-in policy, click New URL and then select Users.
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3. In the Sign-in URL field, enter the URL that you want to associate with the
policy. Use the format <host>/<path> where <host> is the host name of the
Infranet Controller, and <path> is any string you want users to enter. For
example, enter this URL: */testsite/

4. Enter a Description for the policy (optional).

5. From the Sign-in Page list, select Default Sign-In Page.

6. Under Available realms select the testrealm that you created.

7. Under Authentication protocol set select 802.1X (even if you are not using
802.1X).

8. Click Save Changes.

Validating the Infranet Controller Certificate

Whenever users install Odyssey Access Client by accessing the Infranet Controller
by means of a Web browser, the Validate server certificate option in the
Authentication tab of the user’s profile is automatically enabled. When this option
is enabled, Odyssey Access Client validates the server certificate of the Infranet
Controller. Odyssey Access Client is automatically configured to trust the Infranet
Controller if it can verify that the Infranet Controller is passing a valid certificate. In
order for this verification to occur, the trusted root certificate of the CA that signed
the Infranet Controller’s server certificate must be installed on the endpoint. If the
CA certificate is not installed, then the user is unable to authenticate.

There are three ways to install the trusted root CA certificate on the endpoint:

m  You can use a CA certificate that is chained to a root certificate that is already
installed on the endpoint, such as Verisign.

m  Users or you can import the CA certificate(s) on the endpoint using Internet
Explorer or other Microsoft Windows tools through whatever method your
organization uses to distribute Root Certificates.

®m  You can upload the CA certificate and any intermediate CA certificates to the
Infranet Controller. During Odyssey Access Client installation, the Infranet
Controller automatically installs the CA certificate(s) on the endpoint. When
prompted during installation, the user must allow the installation of the CA
certificate(s).

To upload CA certificates to the Infranet Controller:

1. Inthe admin console, choose System > Configuration > Certificates >
Trusted Server CAs.

2. Click Import Trusted Server CA.

3. Browse to the CA certificate that you want to upload to the Infranet Controller
and click Import Certificate.

Validating the Infranet Controller Certificate ®m 9
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10 =

Install Odyssey Access Client and Test the Initial Configuration

The instructions in this section describe how to install and test Odyssey Access
Client with the pre-configuration settings you specified.

NOTE: Before testing your initial configuration, make sure Active X is enabled in
your Web browser.

To install Odyssey Access Client and test the initial configuration:

1. Enter the Infranet Controller’s IP address in a Web browser.
For example: https://10.0.0.5/testsite/

2. Click Yes in the security alert.

NOTE: To prevent your Web browser’s security warning from appearing each time
you sign into the Infranet Controller, import the certificate of the CA that signed
the Infranet Controller’s server certificate into your Web browser’s list of trusted
root certification authorities.

Odyssey Access Client installs automatically on your computer with the pre-
configuration settings you specified.

3. When you are prompted to trust the Infranet Controller by installing the root
certificate you generated earlier, select Add this trusted server to the
database and then click Yes.

4. When you are prompted for login name, sign in using the user name you
configured. (See “Set up User Authentication on the Infranet Controller” on
page 2.) For example, enter testuser and click OK.

5. When you are prompted for password, enter the password you configured (for
example, abcd1234) and click OK.

If Notepad is not running, your computer fails the Host Checker security policy and
you are assigned the Quarantine role.

Test the Host Checker Policy and Remediation

This section describes how to verify that the Host Checker policy you configured is
requiring users to run Notepad (see “Configure a Host Checker Policy” on page 7).

To test the Host Checker security policy and remediation:
1. Make sure Notepad is not running on your endpoint computer.

2. Click the Odyssey Access Client icon in the system tray.

Install Odyssey Access Client and Test the Initial Configuration
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In the Odyssey Access Client window, select the entry for the Infranet
Controller testsite URL under the Infranet Controllers heading.

To display the remediation instructions, click the underlined How do I resolve
this problem? link under Connection Information in the right side of the
Odyssey Access Client Manager window.

Odyssey Access Client Manager g
File  Tools  Help
v adapters Infranet Controller
+_., Etherret Server URL: <3 10.0.0.5 /testsite
W Infranet Controllers Connect to the Infranet Controller

Connection Information
Status: session established
Elapsed time: 00:05:23
Server address:  10.0.0.5
Compliance: Your computer has failed one or more
security policies, You may not have full
network access.

How do 1 resolve this problem?

P Configuration

The Infranet Controller manages your connection to the network
and provides secure access to network resources based on who
you are and whether your computer complies with policies
established by the network administrator, For example, your
computer may be checked to ensure that you have up-to-date
protections against viruses and other malware,

L e

Test the Host Checker Policy and Remediation m 11
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The Odyssey Integrity Status remediation window appears with the custom
instructions you configured earlier in the Host Checker policy.

Odyssey Integrity Status

i Juniper’ r

A your computer's security is unsatisfactory

Your computer does not meet the following security
requirements. Please follow the instructions below to
fix these problems. When you are done click Try
Again. If you choose to Continue without fixing these
problems, you may not have access to all of your
intranet servers.

1. notepadmustrun
Instructions: Start notepad and then click Tiy Again.

Reasons: notepad.exe not found

b

Try Again l I Continue

5. Start Notepad on your endpoint computer.

6. Click Try Again in the Odyssey Integrity Status remediation window.

12 = Test the Host Checker Policy and Remediation
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Odyssey Access Client evaluates the Host Checker policy again. Because you started
Notepad, the message Your computer meets the security policies is displayed
under Connection Information in the Odyssey Access Client Manager window.
This message indicates that your computer meets the requirements of the Host
Checker policy. You are now assigned the Full Access role.

File  Tools  Help

Odyssey Access Client Manager E“_

¥ Adapters

+—& Ethernet

W Infranet Controllers

W Configuration
EE-E Profiles
;’; Metworks
M Auto-Scan Lists
@ Trusted Servers
+0 Adapters
* Infranet Controllers

Infranet Controller
Server URL: *10.0.0.5{testsite

Connect to the Infranet Controller

Connection Information
Status: session established
Elapsed time: 01:56:07
Server address: 10.0.0.5
Compliance: Your computer meets the security policies.

The Infranet Controller manages your connection to the network
and provides secure access to network resources based on who
you are and whether your computer complies with policies
established by the network administrator, For example, your
computer may be checked to ensure that you have up-to-date
protections against viruses and other malware,

.«

Test the Host Checker Policy and Remediation m 13
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Chapter 2

Configuring 802.1X Enforcement

This chapter contains instructions for configuring 802.1X enforcement in the
Unified Access Control solution. You can adapt the information in this chapter to
apply to your specific deployment.

@ NOTE:

m  The information in this chapter only applies to UAC deployments that use
802.1X-enabled wired switches or wireless access points. If you are not using
802.1X enforcement, you can skip this chapter.

m  Before configuring 802.1X enforcement, be sure you have configured the
Infranet Controller. (See “Configuring the Infranet Controller” on page 1.)

m If you are using an Infranet Enforcer, follow the instructions in the next
chapter “Configuring the Infranet Enforcer” on page 31.

You can use the Infranet Controller as a RADIUS server to fulfill RADIUS
authentication requests from RADIUS clients that support 802.1X. The RADIUS
client (called a network access device in the following sections) accepts connection
requests from 802.1X supplicants and authenticates using the RADIUS protocol to
communicate with the Infranet Controller. The network access device, which can
be a wired switch or wireless access point, uses the Infranet Controller to
authenticate and authorize endpoints before allowing them access to the network
(see Figure 1 on page 16).
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Figure 1: Using 802.1X Enforcement
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NOTE: In the network diagram above, the Remediation server must be connected
to the same subnet as the external port of the Infranet Controller.

Task Summary: Configuring the Infranet Controller as a RADIUS
Server for an 802.1X Network Access Device

To configure the Infranet Controller as a RADIUS server for an 802.1X network
access device, perform these tasks:

1. Create a location group by using the UAC > Network Access > Location
Group page of the Infranet Controller admin console. A location group
associates a sign-in policy with a group of network access devices. For more
information, see “Configuring Location Group Policies” on page 17.

2. Create a RADIUS client policy by using the UAC > Network Access > RADIUS
Client page of the admin console. A RADIUS client policy specifies network
access device parameters such as IP address that enable the Infranet Controller
to respond to the device, For more information, see “Configuring RADIUS
Client Policies” on page 18.

3. Create a RADIUS attribute policy by using the UAC > Network Access >
RADIUS Attributes page of the admin console. A RADIUS attribute policy
associates RADIUS return attributes and VLAN tunnel assignment with user
roles, and the VLAN assignment determines the network to which an endpoint
is assigned. For more information, see “Configuring RADIUS Attributes
Policies” on page 19.

16 m Task Summary: Configuring the Infranet Controller as a RADIUS Server for an 802.1X Network Access Device
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Configuring Location Group Policies

You can use location group policies to organize or logically group network access
devices by associating the devices with specific sign-in policies. Sign-in policies
provide a way to define and direct independent access control policies with the
network. Location groups associate sign-in policies with the network access
devices.

A sign-in policy defines the URL and realm(s) that the users of network access
devices can use to access the Infranet Controller. When creating a sign-in policy,
you associate it with the appropriate URL and realm(s). When creating a realm, you
associate it with an authentication server. Thus, by associating a location group
with a sign-in policy, you can associate a group of network access devices with an
authentication server along with the other realm settings such as an authentication
policy and role mapping. For example, you might create location group policies to
logically group the network access devices in each building at a corporate campus.

You will configure one location group in this example deployment. For more
information on location groups, see the Unified Access Control Administration Guide.

To configure a location group policy on the Infranet Controller:
1. Create a sign-in policy that you want to associate with the location group, or
you can use the */testsite/ sign-in policy you created earlier. (For more

information, see “Create a Sign-in Policy” on page 8.)

2. In the Infranet Controller admin console, choose UAC > Network Access >
Location Group.

3. Click New Location Group.

4. On the New Location Group page, enter a name to label this location group
policy, such as testlocationgroup.

5. For Description, enter an optional description.

6. For Sign-in Policy, select the sign-in policy you want to associate with the
location group.

7. Leave MAC Authentication Realm set to the default none.

8. Click Save Changes.

Configuring Location Group Policies ™
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Configuring RADIUS Client Policies

To enable the Infranet Controller to respond to a network access device, you must
configure a RADIUS client policy in the Infranet Controller with the following
information about the device:

1. The IP address of the network access device

2. The shared secret used by both the Infranet Controller and the network access
device

3. The make and model of the network access device, which you select from a list
of devices in the Infranet Controller admin console

The Infranet Controller supports a large number of specific network access
devices by using its built-in standard RADIUS and vendor-specific, proprietary
dictionary files. The Infranet Controller uses the dictionary files to store lists of
RADIUS attributes and parse authentication requests and generate responses.

When you select the device’s make and model in a RADIUS client policy, you
are selecting a dictionary file that contains the vendor-specific attributes (VSAs)
for that device. Whenever the Infranet Controller receives a RADIUS packet
from that device, it consults the dictionary file for any non-standard attributes
that it encounters in the packet. If you do not know the make and model of a
device, you can use the standard RADIUS attributes by choosing the Standard
RADIUS setting in a RADIUS client policy.

You can use only the dictionaries installed on the Infranet Controller. You
cannot load additional dictionaries or change the values of the installed
dictionaries entries.

@ NOTE: You must also configure each network access device with the following
information:

m  The [P address of the Infranet Controller
m  The shared secret you specified in the RADIUS client policy for the device

See the documentation provided with the network access device for configuration
instructions.

To configure a RADIUS client policy on the Infranet Controller:

1. If you have not already done so, configure a location group policy. At least one
location group policy is required before you can configure a RADIUS client
policy. For more information, see “Configuring Location Group Policies” on
page 17.

2. In the Infranet Controller admin console, choose UAC > Network Access >
RADIUS Client.

3. Click New RADIUS Client.

18 m Configuring RADIUS Client Policies
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4. On the RADIUS Client Policy page, enter a name to label this RADIUS client
policy. Although you can assign any name to a RADIUS client entry, you should
use the device's IP address or host name to avoid confusion.

5. For Description, enter an optional description.

6. For IP Address, enter the IP address of the network access device.

7. (Optional) For IP Address Range, enter 1.

8. For Shared Secret, enter the RADIUS shared secret. A RADIUS shared secret is
a case-sensitive password you want to use to validate communications
between the Infranet Controller and network access device. The Infranet
Controller supports shared secrets of up to 127 alphanumeric characters,

including spaces and the following special characters:

NI@#SBASF(O_+ \=- {317 < >,

@ NOTE: You must configure the network access device with the same shared secret
you enter here in the Infranet Controller.

9. For Make/Model, select the make and model of the network access device. The
Make/model selection tells the Infranet Controller which dictionary of RADIUS
attributes to use when communicating with this client.

@ NOTE:

m  [f you are not sure which make and model you are using or if your device is
not in the list, select - Standard RADIUS - for Make/Model.

m If the network access device is not fully RFC compliant and does not accept
RFC3680 Tunnel Attributes with tags, select - Standard RADIUS: No VLAN
tags - for Make/Model.

10. For Location Group, select the location group you created earlier
(testlocationgroup) to use with this network access device. (See “Configuring
Location Group Policies” on page 17.)

11. Click Save Changes.

Configuring RADIUS Attributes Policies

A RADIUS packet contains values called attributes. The specific attributes in each
packet depend upon the network access device or RADIUS server that sent it.
Different kinds of network access devices may require different attributes to
control their behavior.

A return list is a set of attributes that the Infranet Controller returns to the network
access device after authentication succeeds. The return list usually provides
additional parameters that the network access device needs to complete the
connection. Return list attributes are authorization configuration parameters.

Configuring RADIUS Attributes Policies =
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You can configure a RADIUS attributes policy in the Infranet Controller to send
return list attributes to an 802.1X network access device. For example, you can
specify which VLAN endpoints must use to access the network. (See “Using a
RADIUS Attributes Policy to Specify VLANs for Endpoints” on page 20). You can
also configure other functions on a network access device's port based on the role
assigned to the user who is currently using that port. For example, a particular
switch might let you use return list attributes to configure Quality-of-Service (QoS)
functions (Bandwidth and/or Priority) on the device's port based on the current
user's role.

For more information about RADIUS attributes policies and use cases, see the
Unified Access Control Administration Guide.

In the RADIUS attributes policy, you can select RADIUS attributes by name from a
predefined list. For each attribute, you specify values using strings or numbers.

@ NOTE:

m  Be sure to select the correct make and model of the network access device
(see “Configuring RADIUS Client Policies” on page 18.) During authentication,
the Infranet Controller filters the return list based on the dictionary for the
network access device that sent the authentication request. The Infranet
Controller omits any return list attribute that is not valid for the device.

®m  You can return only the RADIUS attributes that are in the dictionaries installed
on the Infranet Controller. You cannot load additional dictionaries or change
the values of the installed dictionaries entries.

Using a RADIUS Attributes Policy to Specify VLANs for Endpoints

You can use a RADIUS attributes policy to specify which VLAN endpoints must use
to access the network. You can also specify how endpoints to which the RADIUS
attributes policy is applied must communicate with the Infranet Controller once
they are on the network. Figure 2 illustrates an example of using a RADIUS
attributes policy to specify VLANs for endpoints.

20 = Configuring RADIUS Attributes Policies
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Figure 2: Using a RADIUS Attributes Policy to Specify VLANs for Endpoints
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1. Since this example scenario uses only two VLANs on the network access
devices, you can connect the Infranet Controller internal interface to one VLAN,
and the Infranet Controller external interface to the other VLAN. You must also
configure one RADIUS attributes policy with the Internal option and another
RADIUS attributes policy with the External option to specify the VLANs you
want to connect to each interface.

The following sections describe how to configure two RADIUS attributes
policies for the two VLANs shown in Figure 2. One policy is named Full Access
and the other policy is named Quarantine. In the Full Access policy, you specify
VLAN 1, select the Internal option to specify the Infranet Controller internal
interface, and select the Full Access role. In the Quarantine policy, you specify
VLAN 655, select the External option to specify the Infranet Controller external
interface, and select the Quarantine role.

When an endpoint is assigned VLAN 1 through the Full Access policy, it
connects by using the IP address of the Infranet Controller’s internal interface.
Users on VLAN 1 have full network access. When an endpoint is assigned VLAN
655 through the Quarantine policy, it connects by using the IP address of the
Infranet Controller’s external interface. Users on VLAN 655 can only access a
remediation server.

2. Because User 1 is authenticated and his endpoint complies with Host Checker
security policies, he is assigned a role on the Full Access VLAN that allows him
full network access and access to protected resources.

3. Although User 2 is authenticated, his endpoint does not comply with Host

Checker security policies; therefore, he is assigned a role on the Quarantine
VLAN that only allows him access to a remediation server.
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For information about configuring more than two VLANS, see the Unified Access
Control Administration Guide.

Configuring the Infranet Controller Network Interface Ports

In this example deployment scenario shown in Figure 2 on page 21, the Infranet
Controller uses the following network settings for the internal and external ports.
Change the settings by using the System > Network Settings > Internal Port >
Settings page, and the System > Network Settings > Internal Port > Settings
page. Or, substitute your own settings as necessary.

Table 2: Infranet Controller network interface port settings

Internal port network settings: External port network settings:

IP address: 10.0.0.5 IP address: 10.0.0.6
Network mask: 255.255.255.0 Network mask: 255.255.255.0
Gateway IP: 10.0.0.1 Gateway IP: 10.0.0.1

Link speed: Auto Link speed: Auto

Primary DNS server: 10.0.0.2 Primary DNS server: 10.0.0.2

DNS domain(s): localhost DNS domain(s): localhost

Configuring a RADIUS Attributes Policy

Before configuring a RADIUS attributes policy, verify the following configuration on
the network access devices you want to use with the Infranet Controller:

m  The network access device must support RADIUS-based, dynamic VLAN
assignment.

m  The ports must be 802.1X enabled.

m  The VLAN IDs you want to use in the Infranet Controller RADIUS VLAN policies
must be configured on the devices.

m  The endpoints must be able to obtain an IP address from a DHCP server that is
in the VLANSs you are using.

In this example scenario, you will create two RADIUS attributes policies; one for the
Full Access role, and another policy for the Quarantine role.

To configure a RADIUS attributes policy for the Full Access role:

1. In the Infranet Controller admin console, choose UAC > Network Access >
RADIUS Attributes.

2. Click New Policy.
3. On the New Policy page:
a. For Name, enter a name to label this policy, such as FullAccessVLANPolicy.

b. For Description, enter an optional description.
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4. Under Location Group, select the location group you created earlier
(testlocationgroup). (See “Configuring Location Group Policies” on page 17.)

5. Under RADIUS Attributes, select VLAN to configure VLAN assignment
according to RFC 3580 by returning the RADIUS tunnel attributes to the
network access device. Specify VLAN ID 1.

6. For Interface, select Internal. You must also connect the Infranet Controller
internal interface to VLANT.

7. In the Roles section, select Policy applies to SELECTED roles and then add the
Full Access role to this list from the Available roles list.

8. Click Save Changes.
To configure a RADIUS attributes policy for the Quarantine role:

1. In the Infranet Controller admin console, choose UAC > Network Access >
RADIUS Attributes.

2. Click New Policy.

3. On the New Policy page:
a. For Name, enter a name to label this policy, such as QuarantineVLANPolicy.
b. For Description, enter an optional description.

4. Under Location Group, select the location group you created earlier
(testlocationgroup). (See “Configuring Location Group Policies” on page 17.)

5. Under RADIUS Attributes, select VLAN and then specify VLAN ID 655.

6. For Interface, select External. You must also connect the Infranet Controller
external interface to VLAN 655.

7. In the Roles section, select Policy applies to SELECTED roles and then add the
Quarantine role to this list from the Available roles list.

8. Click Save Changes.

Install and Configure Odyssey Access Client

For this example, Odyssey Access Client is used as the supplicant for 802.1X
authentication. Endpoints can use Odyssey Access Client to authenticate and obtain
an IP address to connect to the network and access protected resources.

The easiest way to deploy Odyssey Access Client on endpoints is by having users
navigate to the Infranet Controller’s sign-in URL with a Web browser. Odyssey
Access Client automatically installs on the user’s computer with the settings you
pre-configured.

Install and Configure Odyssey Access Client ®
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If you are using 802.1X network access devices that do not allow users to connect
to the Infranet Controller without Odyssey Access Client installed, you must pre-
install Odyssey Access Client. Pre-installation is also necessary for users who do not
have the required Administrator rights on their endpoints to install Odyssey Access
Client. In these cases, you must use some other method to pre-install Odyssey
Access Client on these endpoints, such as SMS, remote login, or manual pre-
installation (see “Manually installing and Configuring Odyssey Access Client for
802.1X Networks” on page 24).

Installing and Pre-configuring Odyssey Access Client from the Infranet Controller

If you have configured your switch to allow network connectivity to the Infranet
Controller, you can install and pre-configure the Odyssey Access Client by using a
Web browser to navigate to the Infranet Controller’s sign-in URL. Follow the
instructions in “Install Odyssey Access Client and Test the Initial Configuration” on
page 10.

If Notepad is not running, your computer fails the Host Checker security policy and
you are assigned the Quarantine role. For more information on bringing your
endpoint into compliance, see “Test the Host Checker Policy and Remediation” on
page 10.

Manually installing and Configuring Odyssey Access Client for 802.1X Networks

If your switch does not allow network connectivity from your computer to the
Infranet Controller, use the instructions in this section to download the Odyssey
Access Client MSI to another computer that does have network connectivity to the
Infranet Controller. Then transfer the Odyssey Access Client MSI to your computer
to manually install and configure Odyssey Access Client.

Manually Installing Odyssey Access Client
To manually install Odyssey Access Client:

1. Use a computer that has network connectivity to the Infranet Controller admin
console and then choose Maintenance > System > Installers.

2. Click on the Download link to the right of Odyssey Access Client. The File
Download dialog box appears.

3. Click the Save button on the File Download dialog box. The Save As dialog box
appears.

4. Choose an appropriate location in the Save As dialog box.
5. Click the Save button on the Save As dialog box.

6. Copy the Odyssey Access Client MSI installer program to the endpoint that
does not have network connectivity to the Infranet Controller.

7. Double-click the Odyssey Access Client installer and follow the prompts. When
the installation is complete, use the following instructions to configure Odyssey
Access Client.
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8. Install the trusted root CA certificate or intermediate CA on the endpoint that
you generated earlier. (See “Validating the Infranet Controller Certificate” on
page 9.)

@ NOTE: You must have the same root CA or intermediate CA for the server
certificate chain installed in the trusted root or intermediate certificate store of
your machine. To install the CA on Windows systems, open Internet Explorer and
choose Tools > Internet Options > Content > Certificates and click Import.

Manually Configuring Odyssey Access Client for 802.1X
To manually configure Odyssey Access Client for 802.1X:

1. Start Odyssey Access Client and double-click the Odyssey Access Client tray
icon to display Odyssey Access Client Manager.

2. Configure a user profile in Odyssey Access Client:

a. Inthe Odyssey Access Client Manager window, open the Configuration
folder in the sidebar on the left and click Profiles.

b. Click Add on the right side. The Add Profile dialog box appears.
c. For Profile Name, enter testprofile.
d. For Login name, enter testuser.
e. On the Password tab, select Prompt for password.
f.  Click OK.
3. Configure Odyssey Access Client for 802.1X:

a. Open the Configuration folder in the sidebar on the left and click
Adapters.

b. Click Add. The Add Adapter dialog box appears.

c. Click the Wireless or Wired 802.1X tab to choose a wireless or wired
adapter.

d. Select the adapter you want to use for 802.1X and click OK.

ﬁ NOTE: If you do not see your wireless adapter in the list, select All Adapters. Make
sure that each of the adapters that you select under the Wireless tab is wireless.
You cannot configure Odyssey Access Client for wireless connections unless you
have a wireless adapter installed.

4. 1f you want to connect to a 802.1X wireless network:

a. Open the Configuration folder in the sidebar.
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b. Select Networks.

c. Click Add.

d. Specify the following settings for your wireless 802.1X network:
i.  Choose the appropriate setting for Association mode.
ii. Choose the appropriate setting for Encryption method.

iii. Choose Authenticate using profile and then select the profile you
created earlier from the list box.

iv. Choose Keys will be generated automatically for data privacy.

v. Click OK.

Test the 802.1X Configuration

To test the 802.1X configuration:
1. Connect to the network:

a. Open the Adapters folder at the top of the sidebar and select the adapter
you just added.

b. If you are using a wired network, select the testprofile from the Profile list
on the right. If you are using a wireless network, select the wireless
network you just added from the Network list on the right.

c. Click Connect to the network.

2. When you are prompted to trust the Infranet Controller by installing the root
certificate you generated earlier, select Add this trusted server to the
database and then click Yes.

3. When you are prompted for login name, sign in using the user name you
configured. (See “Set up User Authentication on the Infranet Controller” on

page 2.) For example, enter testuser and click OK.

4. When you are prompted for password, enter the password you configured (for
example, abcd1234) and click OK.

If Notepad is not running, your computer fails the Host Checker security policy (see

“Configure a Host Checker Policy” on page 7) and you are assigned the Quarantine
role.

Test the Host Checker Policy and Remediation
To test the Host Checker security policy and remediation:

1. Make sure Notepad is not running on your endpoint computer.
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2. To display the remediation instructions, click the underlined How do I resolve
this problem? link under Infranet Controller at the bottom of the Odyssey
Access Client Manager window.

Odyssey Access Client Manager

File  Tools  Help

W Adapters Ethernet
+ A Ethernet bdapter:  $e Intel(R) PRO/1000 MT Mohile Connection -
¥ Infranet Controllers Use Cdyssey to operate this adapter
W Configuration Prafile: |% 10.0.0.5/testsite hd
Reiles [V]comnect to the netwark
:’: Networks Connection Information
My Auto-Scan Lists Status: open and authenticated

@ Trusted Servers Elapsed time: 00:01:16

+ *) Adapters Access point:  switch

* Infranet Controllers IP address: 17218.0.3
Packets infout: 0 /57

Infranet Controller

Status: errar {cannot connect to session server)
Server: 10.0.0.5
Compliance: Your computer has failed one or more

security policies, You may not have full
netwaork access,

How do 1 resolve this problem?

Reconnect l IReauﬂﬂenticatel o gjjj é, =2
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The Odyssey Integrity Status remediation window appears with the custom
instructions you configured earlier in the Host Checker policy.

Odyssey Integrity Status

i Juniper’ r

A your computer's security is unsatisfactory

Your computer does not meet the following security
requirements. Please follow the instructions below to
fix these problems. When you are done click Try
Again. If you choose to Continue without fixing these
problems, you may not have access to all of your
intranet servers.

1. notepadmustrun
Instructions: Start notepad and then click Tiy Again.

Reasons: notepad.exe not found

b

Try Again l I Continue

3. Start Notepad on your endpoint computer.

4. Click Try Again in the Odyssey Integrity Status remediation window.
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Odyssey Access Client evaluates the Host Checker policy again. Because you
started Notepad, the message Your computer meets the security policies is
displayed under Infranet Controller in the Odyssey Access Client Manager
window. This message indicates that your computer meets the requirements of
the Host Checker policy. You are now assigned the Full Access role.

Odyssey Access Client Manager

File  Tools  Help

¥ Adapters
+ ® Ethernet
W Infranet Controllers
W Configuration
EE-E Profiles
:’; Metworks
M Auto-Scan Lists
@ Trusted Servers
+0 Adapters
* Infranet Controllers

Ethernet
Adapter: $- Intel(R) PRO/1000 MT Mobile Connection -
[W]Use Odyssey to operate this adapter
Profile: |% 10.0.0.5/testsite v
Connect to the network
Connection Information
Status: open and authenticated
Elapsed time: 00:00:48
Arcess point: switch
IP address: 10.0.0.76
Packets infout: 377 S 410
Infranet Controller
Status: session established
Server: 10.0.0.5
Compliance: Your computer meets the security policies.
Reconnect ] I Reauthenticate ] L] gjjj & =0
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Chapter 3

Configuring the Infranet Enforcer

This chapter describes the steps for configuring the Infranet Enforcer in an example
of a server front-end deployment scenario. (See the network diagram in “Overview
of Example Server Front-end Deployment Scenario” on page 1.) You can adapt the
information in this chapter to apply to your specific deployment.

@ NOTE:

The information in this chapter only applies to UAC deployments that use the
Infranet Enforcer. If you are not using an Infranet Enforcer, you can skip this
chapter.

Before configuring the Infranet Enforcer, be sure you have configured the
Infranet Controller. (See “Configuring the Infranet Controller” on page 1.)

If you are using 802.1X enforcement, follow the instructions in “Configuring
802.1X Enforcement” on page 15.

Set up the Interfaces on the Infranet Enforcer

To set up the interfaces on the Infranet Enforcer for the example scenario shown in
“Overview of Example Server Front-end Deployment Scenario” on page 1:

1.

2.

Use a serial console to log in to the Infranet Enforcer.

Type the following CLI commands to set the IP address and zone membership
for the two interfaces in the example scenario.

set interface ethernetl/1 zone trust

set interface ethernetl/1 ip 192.168.0.1 255.255.255.0
set interface ethernetl/2 zone untrust

set interface ethernet1/2 ip 10.0.0.20 255.255.255.0
set interface ethernetl/2 manage ssli

set interface ethernetl/2 manage ssh

set interface ethernetl/2 ip manageable

@ NOTE: If you want to configure an Infranet Enforcer from the untrust zone, you
must first enable manageability for the untrust zone on that Infranet Enforcer. For
more information, see the NetScreen Concepts & Examples ScreenOS Reference
Guide, which you can download from www.juniper.net/techpubs/.

Set up the Interfaces on the Infranet Enforcer
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Set the Time on the Infranet Controller and Infranet Enforcer

Setting the time on the Infranet Controller and the Infranet Enforcer is critical
because the Infranet Controller uses digital certificates to secure communication
with the Infranet Enforcer.

ﬁ NOTE: Make sure the time settings on both appliances are no more that two
minutes apart and use the same time zone. Otherwise, the Infranet Enforcer
cannot validate the Infranet Controller’s server certificate and a connection cannot
occur between the appliances.

To set the time on the Infranet Controller:

1. In the Infranet Controller admin console, choose System > Status >
Overview.

2. In the System Date & Time section, click Edit.

3. Select a time zone from the Time Zone menu. The Infranet Controller
automatically adjusts the time for Daylight Saving Time.

4. Set the system time using one of these methods:

= Use NTP server—Select the Use NTP Server option, enter the server’s IP
address or name, and specify an update interval.

®m  Set Time Manually—Select the Set Time Manually option and enter
values for the date and time. You can also click Get from Browser to fill in
the Date and Time fields. (If you click Get from Browser, be sure to also get
the time from the client when setting the date and time on the Infranet
Enforcer.)
5. Click Save Changes.
To set the time on the Infranet Enforcer:

1. In the Infranet Enforcer Web Ul, choose Configuration > Date/Time.

2. Select a method for setting the time and then click Apply.

Setting up Certificates for the Infranet Controller and Infranet Enforcer

For the Infranet Enforcer to allow communications with the Infranet Controller, you
must do all of the following steps:

1. If you do not have one already, create a CA (Certificate Authority) certificate to
load on the Infranet Enforcer.

2. Create a certificate signing request (CSR) for an Infranet Controller server
certificate, and use the CA certificate to sign the server certificate.
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3. Import the server certificate into the Infranet Controller.
4. Import the CA certificate into the Infranet Enforcer.

If the server certificate or the CA certificate is missing or expired, the Infranet
Enforcer does not allow communications with the Infranet Controller. Note also that
the Infranet Enforcer does not accept the temporary self-signed certificate that the
Infranet Controller created during initialization.

Task Summary: Setting up Certificates for the Infranet Controller and Infranet Enforcer

To set up certificates for the Infranet Controller and Infranet Enforcer:

1. If you do not have a certificate authority, install and use OpenSSL to generate a
CA certificate. For configuration instructions, see “Using OpenSSL to create a
CA certificate” on page 43.

2. Create a certificate signing request (CSR) for a server certificate on the System
> Configuration > Certificates > Device Certificates page of the Infranet
Controller admin console:

a. Click New CSR.

b. Enter the required information.

NOTE: The Organization Name in the CSR must match the CA certificate's
Organization Name. If the Organization Names do not match, you cannot sign the
CSR.

c. Click Create CSR.

3. Sign the certificate signing request (CSR) by using your CA, or by using
OpenSSL. For information on using OpenSSL to sign the request, see “Creating
and signing a certificate signing request (CSR)” on page 45.

4. Import the signed server certificate created from the CSR into the Infranet
Controller on the System > Configuration > Certificates > Device
Certificates page:

a. Under Certificate Signing Requests, click the Pending CSR link that
corresponds to the signed certificate.

b. Under Step 2: Import signed certificate, browse to the certificate file you
received from the CA. For example:

c:\openssl\certs\ic.crt

c. Click Import.
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5. By default, the signed server certificate is automatically associated with the
internal port on the Infranet Controller. If you want to associate the certificate
with an external or virtual port, do the following steps:

a. On the System > Configuration > Certificates > Device Certificates
page, click the link that corresponds to a certificate that you want to use.

b. Under Present certificate on these ports, specify the port(s) that the
Infranet Controller should associate with the certificate—you can choose
internal or external ports and primary or virtual ports, but you cannot
choose a port that is already associated with another certificate.

c. Click Save Changes.

6. Import the certificate of the CA that signed the Infranet Controller’s server
certificate into the Infranet Enforcer:

&

Using the Infranet Enforcer WebUI, click Objects > Certificates.
b. Choose CA from the Show pull-down menu.

c. Click Browse, browse and select the CA certificate (such as
c:\OpenSSL\certs\demoCA\cacert.pem), and then click Load.

d. Choose CA from the Show pull-down menu to display the CA certificate.
e. To configure the CA certificate, click Server Settings next to the certificate.

For information on the settings, see the Unified Access Control
Administration Guide.

NOTE: If you are not using CRL certificate checking, be sure to disable it in CA
Server Settings page.

7. Click OK to save the settings.

@ NOTE: If later on, you import a different server certificate and CA certificate, you
may need to initiate a new connection to use them by clicking Restart Services on
the Maintenance > System > Platform in the Infranet Controller admin console.
The Infranet Enforcer connects to the Infranet Controller and validates the new
certificate.
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Set Up the Infranet Controller Instance on the Infranet Enforcer

NOTE: If you are using a model 5GT of the Infranet Enforcer in your deployment,
be sure to disable the DHCP server for both interfaces (trust and untrust):

Network > DHCP > Edit

To set up the Infranet Controller instance on the Infranet Enforcer:

1. If you have not already done so, select and load the Certificate Authority on the
Infranet Enforcer. For more information, see “Task Summary: Setting up
Certificates for the Infranet Controller and Infranet Enforcer” on page 33.

2. Create the Infranet Controller instance on the Infranet Enforcer:

a. On the Configuration > Infranet Auth > Controllers page, click New.
b. For Infranet Controller Instance, enter: ic.xyz.com
c. ForIP / Domain Name, enter: 10.0.0.5
d. For Port, enter: 11122
The port number must be 11122, which is the default port for NACN.

e. For Timeout, enter: 60

f.  For Source Interface, choose the interface to which the Infranet Controller
is connected. For example, ethernet 1/1.

g. For Password, enter an Netscreen Address Change Notification (NACN)
password; for example: xyz123. The Infranet Enforcer uses the NACN
password when connecting to the Infranet Controller. You will need to
specify the same NACN password on the Infranet Controller. (See step b in
“Configure the Infranet Controller to Connect to the Infranet Enforcer” on
page 36.)

h. From the Selected CA menu, choose the CA certificate you loaded on the
Infranet Enforcer. For example:

Email = user@xyz.com,CN = ic.xyz.com,OU = IT,0 = XYZ,L = Sun.
i. Leave Full Subject Name of IC Cert blank.
j. Click OK.
3. If you see a warning message that SSH is currently not enabled, click OK. This

enables SSH so that the Infranet Controller can communicate with the Infranet
Enforcer.

Set Up the Infranet Controller Instance on the Infranet Enforcer m 35



Juniper Networks Unified Access Control Quick Start Guide

Configure the Infranet Controller to Connect to the Infranet Enforcer

You must configure the connection between the Infranet Controller and the
Infranet Enforcer.

To configure the Infranet Controller to connect to the Infranet Enforcer:

1. In the Infranet Controller admin console, choose UAC > Infranet Enforcer >
Connection.

2. Click New Enforcer.

3. On the New Enforcer page:

d.

For Name, enter the name of the Infranet Enforcer, such as
isg2000.xyz.com.

For NACN password, enter an NACN password for this Infranet Enforcer,
such as xyz123. You must enter the same NACN password you specified
when configuring the Infranet Controller instance on the Infranet Enforcer.
(See step g in “Set Up the Infranet Controller Instance on the Infranet
Enforcer” on page 35.)

Enter the administrator name and password for signing into the Infranet
Enforcer. The default name and password for the Infranet Enforcer are
netscreen and netscreen, but you should change these defaults to more
secure settings.

Enter the serial number(s) of the Infranet Enforcer. You can view the serial
number on the Home page of the Infranet Enforcer Web Ul, or by entering
the following CLI command: get system

For Location Group, choose - No 802.1X - because you are not using an
Infranet Enforcer as an 802.1X RADIUS client of the Infranet Controller in
this example scenario.

4. Click Save Changes.

Configure an Infranet Enforcer Resource Access Policy

An Infranet Enforcer resource access policy specifies which users are allowed or
denied access to a set of protected resources. You specify which users you want to
allow or deny access by choosing the roles for each Infranet Enforcer resource
access policy. For this example scenario, these instructions describe how to provide
all users access to the 192.168.0.0/24 network when they are signed in.

To configure Infranet Enforcer resource access policies:

1. In the Infranet Controller admin console, choose UAC > Infranet Enforcer >
Resource Access.

2. Click New Policy.
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3. On the New Policy page:

a. For Name and Description, enter any name and description for this policy,
such as FinanceServer.

b. For Resources, specify the protocol, IP address, network mask, and port of
each resource (or range of addresses) for which this Infranet Enforcer
resource access policy applies, one per line. You cannot specify a host
name in an Infranet Enforcer resource access policy. You can only specify
an IP address. You can use TCP, UDP, or ICMP.

For example, enter: 192.168.0.0/24 to specify the protected resources on
the trust interface of the Infranet Enforcer. (See network diagram in
“Overview of Example Server Front-end Deployment Scenario” on page 1.)

c. In the Roles section, select Policy applies to SELECTED roles, select Full
Access and click Add to apply this resource access policy to users who are
mapped to the Full Access role.

d. In the Action section, select Allow access.

4. Click Save Changes.

Configure IPsec Enforcement

To prevent source IP spoofing, Odyssey Access Client and Infranet Enforcer can use
[Psec to encrypt the traffic between an endpoint and the Infranet Enforcer.

@ NOTE:

m  Odyssey Access Client must be running on the Windows endpoint for IPsec to
operate. [Psec is not supported on agentless endpoints. Note that [Psec
enforcement is optional on Windows and is not supported on any other
platforms, such as Macintosh and Linux. Instead, you can use source IP
enforcement by setting up a source-based policy on the Infranet Enforcer.

m  The following instructions assume there are no Network Address Translation
(NAT) devices in your deployment. If there any NAT devices, you must
configure IP pool policies.

m  If you upgraded your Infranet Controller from a version 1.x to 2.0 or later, be
aware that the Infranet Controller does not automatically upgrade any
previously configured IPsec enforcement policies. You must manually
reconfigure all [Psec enforcement policies.

For more information, see the Unified Access Control Administration Guide.

For the example scenario, these instructions describe how to configure an IPsec
tunnel to the 192.168.0.0/24 network for users mapped to the Full Access role when
they are signed in.
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To configure IPsec enforcement:

1.

On the UAC > Infranet Enforcer > Connection page, click the name in the
Enforcer column of the Infranet Enforcer on which you want to configure I[Psec
enforcement. You configured this Infranet Enforcer in “Configure the Infranet
Controller to Connect to the Infranet Enforcer” on page 36.

NOTE: The Infranet Enforcer must be connected to the Infranet Controller before
you can use the Infranet Controller to set up IPsec enforcement on the Infranet
Enforcer.
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On the UAC > Infranet Enforcer > ScreenOS Policies page:

a. Choose the source zone for the policy from the Source Zone drop-down
list. The source zone is the zone where the endpoint is located.

b.  Choose the destination zone for the policy from the Destination Zone
drop-down list. The destination zone is where the protected resources are
located.

c. Choose IPsec from the Type drop-down list.

d. Click Add.

e. Click Save Changes to save the IPsec policy.

The Infranet Controller sets up a VPN tunnel for a dialup user with IKE on the
Infranet Enforcer that consists of a user, user-group, IKE gateway, and VPN for
each source interface in the source zone of the policy in addition to the policy
itself. The Infranet Controller uses the source interface number and the 1D of
the destination zone in order to uniquely name each of these objects.

Configure an IPsec routing policy to specify which Infranet Enforcer device the
endpoints must use to access each set of resources when using IPsec:

a. In the Infranet Controller admin console, choose UAC > Infranet Enforcer
> IPsec Routing.

b. Click New Policy.
¢. For Name and Description, enter any name and description for this policy.

d. For Resources, enter the IP address and netmask of each resource that
requires endpoints to use IPsec, one per ling, in the following format:

<ip address>[/netmask]
For example, enter: 192.168.0.0/24 to specify the protected resources on

the trust interface of the Infranet Enforcer. (See the network diagram in
“Overview of Example Server Front-end Deployment Scenario” on page 1.)
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e. For Exceptions, use the following format, one per line, to specify the IP
address and netmask of each resource that has traffic which you do not
want to flow through the Infranet Enforcer:

<ip address>[/netmask]

@ NOTE:

m  Each exception must be a subset of what you specify for Resources.

m Do not use IPsec for the Infranet Controller, the Infranet Enforcer, and
networks where your endpoints are located. For example, if you create an
IPsec routing policy that uses IPsec on an entire network range (such as
0.0.0.0/0) for your protected resources, be sure to specify exceptions in the
same policy for the IP addresses assigned to Infranet Controller, Infranet
Enforcer, and the endpoints.

f.  From the Enforcer drop-down list, choose the Infranet Enforcer you
configured earlier to which endpoints connect to access the resources
specified in this IPsec routing policy.

g. For Destination Zone, enter the name of the zone where the protected
resources specified in this IPsec routing policy are located (trust is used in
the example scenario).

h. If you are not concerned with inter-operability with other third-party IPsec
clients running on the endpoint, such as Microsoft IPsec, leave Always use
UDP encapsulation and Always use a virtual adapter unselected for this
example scenario.

i. In the Roles section, select Policy applies to SELECTED roles, select Full
Access and click Add to apply this policy to users who are mapped to the

Full Access role.

j. Click Save Changes.

Test the Example Configuration

The following instructions describe how you can test that the configuration you
have completed up to this point is working correctly. For additional troubleshooting
information, see the Unified Access Control Administration Guide.

Check the Connection Between the Infranet Controller and the Infranet Enforcer

To check the connection between the Infranet Controller and the Infranet Enforcer,
navigate to the System > Status > Overview page in the Infranet Controller admin
console. If the connection is successful, a green dot appears next to the Infranet
Enforcer icon under Enforcer Status. The Infranet Enforcer [P address also appears
on the UAC > Infranet Enforcer > Connection page in the Infranet Controller
admin console.

Test the Example Configuration ®
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Test the Infranet Enforcer Resource Access Policy

The instructions in this section describe how to verify that the Infranet Enforcer is
protecting a resource, such as the Finance Server in the 192.168.0.0/24 network
that you specified in the Infranet Enforcer resource access policy (see “Configure an
Infranet Enforcer Resource Access Policy” on page 36).

To test the Infranet Enforcer resource access policy:

1. If you are signed in to the Infranet Controller by mean of the Odyssey Access
Client, exit the Odyssey Access Client:

a. Right-click the Odyssey Access Client icon in the system tray.
b. Choose Exit from the context menu.

2. Open up a command prompt window and type the following command:
ping 192.168.0.10

This IP address is based on the example network configuration. (See the
network diagram in “Configuring the Infranet Enforcer” on page 31.) Change
the 1P address to match your protected resource if it is different. You cannot
ping this resource because you are not signed in and it is protected by the
Infranet Enforcer.

3. Enter the Infranet Controller’s IP address in a Web browser.
For example: https://10.0.0.5/testsite/

4. After Odyssey Access Client is automatically installed (if it is not already
installed), enter the test user credentials when prompted.

5. In the command prompt window, type the ping command again:
ping 192.168.0.10

Notice that the first few ping requests time out, but then the ping responses
occur. This means that the IPsec connection is established between the end-
point and the Infranet Enforcer. Once the IPsec connection occurs, you can
ping the protected resource. If your protected resource is a Web server, you can
also use a Web browser to access it whenever you are signed in.

Using Infranet Enforcer Test Mode

40 m Test the Example Configuration

By setting the Infranet Enforcer in test mode, you can verify that the Infranet
Enforcer operates properly on your network before you risk any interruptions to
users’ access to protected resources. When in test mode, the Infranet Enforcer
allows all traffic and does not enforce any infranet-auth policies. An infranet-auth
policy controls which zones use Infranet Enforcer resource access policies to allow
or deny traffic. The Infranet Enforcer adds a log entry for each permit or deny
decision for the traffic associated with the infranet-auth policies. You can view the
log entries in the Events log to verify the Infranet Enforcer is handling the traffic as
you expect.
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To enable Infranet Enforcer test mode, do either of the following:

m  On the Configuration > Infranet Auth > General Settings page of the
Infranet Enforcer Web Ul, choose Test Only and then click OK.

m  Enter the following command from the Command Line Interface (CLI) of the
Infranet Enforcer:

set infranet enforcer mode test

To view the event logs to verify the Infranet Enforcer is handling traffic as you
expect and operating properly, enter this CLI command: get event type 569

To enable Infranet Enforcer regular mode, do either of the following:

m  On the Configuration > Infranet Auth > General Settings page of the
Infranet Enforcer Web Ul, choose Regular and then click OK.

m  Enter the following command from the Command Line Interface (CLI) of the
Infranet Enforcer:

unset infranet enforcer mode test

The Infranet Enforcer now enforces the infranet-auth policies.

Test the Example Configuration m 41
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Appendix A

Using OpenSSL to create a CA
certificate

If you do not have a certificate authority, follow the instructions in this appendix to
use OpenSSL on Windows to create a CA certificate and sign the CSR for the server
certificate.

@ NOTE: This appendix describes how to use OpenSSL to create the CA certificate for
the Infranet Enforcer and sign the CSR for the Infranet Controller’s server
certificate.

You can also use OpenSSL to create a trusted root CA certificate for Odyssey
Access Client certificate validation of the Infranet Controller. Use the instructions
in this section to create a CA certificate and sign the CSR for the Infranet
Controller’s server certificate. Then see “Validating the Infranet Controller
Certificate” on page 9 for more specific information about Odyssey Access Client
certificate validation.

Setting up OpenSSL

To set up OpenSSL:
1. Download and install OpenSSL from this site:
http://www.slproweb.com/products/Win320penSSL.htmi
2. At the Windows command prompt, type the following commands:
cd \openssl
md certs
cd certs
md demoCA
md demoCA\newcerts
edit demoCA\index.txt

3. Press the ALT-F keys and then the S key to save the file.

4. Press the ALT-F keys and then the X key to exit the editor.

Setting up OpenSSL m 43
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5. At the Windows command prompt, type the following command:
edit demoCA\serial

6. Type the following in the document window: 01

7. Press the ALT-F keys and then the S key to save the file.

8. Press the ALT-F keys and then the X key to exit the editor.

9. At the Windows command prompt, type the following command:

set path=c:\openssl\bin;%path%

Creating a CA key

To create a CA key, type the following command at the Windows command prompt
in the c:\openssl\certs directory:

openssl| genrsa -out ca.key 1024
The following output should appear:

Loading 'screen' into random state - done
Generating RSA private key, 1024 bit long modulus
........ ++++++

I o b o ob ot

e is 65537 (0x10001

Create a CA certificate

To create a CA certificate:

1. Type the following command at the Windows command prompt in the
c:\openssl\certs directory:

openssl req -new -x509 -days 365 -key ca.key -out demoCA/cacert.pem

2. Enter the appropriate Distinguished Name (DN) information for the CA
certificate. You can leave some fields blank by entering a period.

For example:

Country Name: US

State or Province Name: CA
Locality Name: Sunnyvale
Organization Name: XYZ

Org. Unit Name: IT

Common Name: ic.xyz.com
Email Address: user@xyz.com

44 m Creating a CA key
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Creating and signing a certificate signing request (CSR)

To create and sign a CSR:

1. Create a certificate signing request (CSR) for a server certificate on the System
> Configuration > Certificates > Device Certificates page of the Infranet
Controller admin console:

a. Click New CSR.

b. Enter the required information.

NOTE: The Organization Name in the CSR must match the CA certificate's
Organization Name. If the Organization Names do not match, you cannot sign the
CSR.

c. Click Create CSR.

d. Select and copy all of the text in the text box under Step 1 into a text editor,
and save the text file as:

c:\openssl\certs\ic.csr

2. To sign the certificate, type the following command at the Windows command
prompt in the c:\openssl\certs directory:

openssl ca -in ic.csr -out ic.crt -keyfile ca.key

3. EnterY to sign the certificate.

4. EnterY to commit the certificate.
You are now ready to import the server certificate into the Infranet Controller
and the CA certificate into the Infranet Enforcer (see step 4, step 5, and step 6

in “Task Summary: Setting up Certificates for the Infranet Controller and
Infranet Enforcer” on page 33).
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