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provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the
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About This Guide

This guide contains information and recommendations for deploying five example
scenarios of the unified access control solution. You can adapt the information to
apply to your specific deployment.

Audience

This guide is for the evaluator or system administrator responsible for configuring
the following products for the unified access control solution:

m Infranet Controller

m Infranet Enforcer

Where to find additional information

This guide contains general information to help you understand how to deploy the
Infranet Enforcer and Infranet Controller in five different example scenarios. This
guide does not contain installation information, feature overviews, or detailed
configuration instructions. Those types of information are available in the following
guides:

m  For information on how to Infranet Enforcerinfranet Controller, see the Unified
Access Control Installation Guide that is included with the Infranet Controller.

m  For detailed instructions on how to configure the Infranet Enforcer and Infranet
Controller for the server front-end scenario, see the Unified Access Control Quick
Start Guide. The guide is available as a PDF on the Juniper Networks support
site.

m  For comprehensive overview, configuration instructions, and troubleshooting
information, see the Unified Access Control Administration Guide. This guide is
available as online Help in the administrator’s Web console for the Infranet
Controller. To open the online Help after completing the Task Guide
instructions, click the Help link at the top of the Web console. This guide is also
available as a PDF on the Juniper Networks support site.

m  For more information about configuring the Infranet Enforcer firewall, see the

NetScreen Concepts & Examples ScreenOS Reference Guide, which you can
download from www.juniper.net/techpubs/.

Audience =

ix
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Chapter 1

Introduction

One of the challenges in securing a network is that it can consist of many different
components that are deployed in various scenarios, each of which have different
potential vulnerabilities. In an extended enterprise, remote and mobile users need
access to the enterprise network, typically by using a remote access VPN. SSL VPNs
that support sophisticated client endpoint assessments and policy enforcement
capabilities can solve the vulnerability problems of extended enterprises.

However, other areas of the enterprise network can also be vulnerable and each
poses unique security challenges:

Server front end—Data centers are often protected by a firewall that has no
information about the users or the client endpoints using the applications
behind the firewall. To solve this problem, the protection point is located in
front of a data center. For more information, see “Server Front End
Deployment Scenario” on page 7.

WAN gateway—The WAN gateway is a key source of risk. Unsecured client
endpoints can inadvertently transfer threats to the network. To solve this
problem, the protection point is located in front of the Internet access gateway.
For more information, see “WAN Gateway Deployment Scenario” on page 9.

Distributed enterprise—The distributed enterprise consists of remote or
branch offices that can inadvertently transfer threats to the network via their
site-to-site VPN. To solve this problem, the protection points are located
between remote and branch offices. For more information, see “Distributed
Enterprise Deployment Scenario” on page 11.

Campus wired—In the distribution layer, a corporate campus user can connect
to the wired network and inadvertently transfer threats to the network. To solve
this problem, the protection point is located in front of users connecting to the
wired network. For more information, see “Campus Wired Deployment
Scenario” on page 15.

Campus wireless—In the distribution layer, a corporate campus user can
connect to the wireless network and inadvertently transfer threats to the
network. To solve this problem, the protection point is located in front of users
connecting to the wireless network. For more information, see “Campus
Wireless Deployment Scenario” on page 17.
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m  802.1X enforcement—You can control user access to resources by using
802.1X enforcement and VLANSs. For more information, see “802.1X
Deployment Scenarios” on page 19.

NOTE: If you want to deploy two or more of these scenarios in combination,
contact your Juniper Networks representative for assistance with configuration.

Using Transparent mode

The Juniper Networks Infranet Enforcer firewall supports a configuration mode
called Transparent Mode. An Infranet Enforcer in Transparent mode does not
participate in IP routing (layer 3), but instead forwards layer 2 packets.

By using Transparent mode, you can quickly install the Infranet Enforcer into an
existing network infrastructure without doing any network renumbering:

m  No need to reconfigure the IP settings of routers or protected servers

m  No need to create Mapped or Virtual IP addresses for incoming traffic to reach
protected servers

NOTE: You can use Transparent mode for all of the example deployment scenarios
shown in this guide except the distributed enterprise scenario.

For more information about how to set up routing on the Infranet Enforcer, see the
“Routing” volume of the NetScreen Concepts & Examples ScreenOS Reference Guide,
which you can download from www.juniper.net/techpubs/. For more information
about Transparent or Route mode, see the “Fundamentals” volume of the
NetScreen Concepts & Examples ScreenOS Reference Guide.

Recommendations for deploying a test setup

2 m Using Transparent mode

There are many ways to configure the Infranet Enforcer and Infranet Controller
depending on the requirements of your environment. Some of the main tasks are to
define the resources you want to protect, define the group of users who need to
access the protected resources, and then create the necessary policies.

But, if you are doing an evaluation, you should consider using a simple deployment
scenario such as a server front end. You can use the following recommendations as
guidelines for deploying a test setup. Note that these recommendations describe
one of many approaches and your particular deployment may require different or
additional steps.

1. Identify the first network resource you want to protect. It’s a good idea to start
testing the configuration of your deployment with one resource.
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2. Install the Infranet Enforcer in front of the protected resource or upgrade your
existing Infranet Enforcer. You can set up the Infranet Enforcer in Transparent
mode, which is easier to configure because you can avoid renumbering your
network for the test deployment.

3. Configure the Infranet Enforcer to allow all traffic to the protected resource to
test that users can access the resource. At this point, all users should be able to
access the resource without any need to sign into the Infranet Controller.

4. Install the Infranet Controller.
5. Configure the Infranet Enforcer to connect with the Infranet Controller.

6. 1f you want to allow trusted users to access a protected resource without signing
into the Infranet Controller, set up a static policy in the Infranet Enforcer to
permit traffic from those users’ source IP addresses to the resource.

7. Define an address group that contains a set of IP addresses from which your
initial test users will access the protected network resource.

= [f you are using source IP enforcement, configure a “permit infranet-auth”
policy that uses the address group as the source for the policy. The infranet-
auth policy must appear above the “permit” policy configured in step 3.

= [f you are using IPsec enforcement, configure a “deny” policy instead of a
“permit infranet-auth” policy on the Infranet Enforcer, and then configure
an IPsec routing policy at the top.

8. As your testing is successful, gradually add more users and enable other
features you want to test such as the Host Enforcer.

Important guidelines that apply to all scenarios

Keep the following important guidelines in mind when configuring all of the
scenarios in this guide:

m  [f you want to use Network Address Translation (NAT) devices in the Unified
Access Control solution, the endpoints must be located on one side of the NAT
devices, and the Infranet Controller and Infranet Enforcer must both be located
on the other side of the devices.

Also note the following if you are using NAT:

= NAT is not supported between the Infranet Controller and Infranet
Enforcer.

= [f there is a NAT device between the endpoint and the Infranet Controller,
but not between the endpoint and the Infranet Enforcer, source IP
enforcement does not work. This is also true if there is a NAT device
between the endpoint and the Infranet Enforcer, but not between the
endpoint and the Infranet Controller.

Important guidelines that apply to all scenarios =
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Before deploying the solution, you will need to know the network addresses of
your Infranet Enforcer, Infranet Controller, 802.1X switches or 802.1X wireless
access points, your solution users, and the network resources you want to
protect. You will also need to know the approximate number of concurrent
user tunnels so that you can deploy the appropriate Infranet Enforcer and
Infranet Controller. For more information, see “Deploying the appropriate
firewall based on number of concurrent IPsec tunnels and source IP users” on
page 5 and the table of recommended Infranet Enforcers included in the
description for each scenario.

If the Infranet Enforcer is between the Infranet Controller and an authentication
server, be sure to create a static policy on the Infranet Enforcer to allow traffic
from the Infranet Controller to the authentication server.

If there are any other resources (such as a DNS server) that users need to
access before authenticating to the Infranet Controller, be sure to configure the
Infranet Enforcer with static policies that allow traffic from the users to those
resources.

If you are using remediation and the resources users need to bring their
computer into compliance (such as current anti-virus definitions) are behind
the Infranet Enforcer, you must create a static policy on the Infranet Enforcer to
allow traffic to that resource. Or, if you are using Host Enforcer to block TCP
traffic, you must create a Host Enforcer policy on the Infranet Controller to
allow traffic to that resource.

If you create an IPsec routing policy on the Infranet Controller, be sure to
include a range of exceptions for traffic to certain resources that you do not
want to flow through the Infranet Enforcer. Do not use IPsec for the Infranet
Controller, the Infranet Enforcer, DNS servers, and networks where your
endpoints are located. For example, if you create an IPsec routing policy that
uses IPsec on an entire network range (such as 0.0.0.0/0) for your protected
resources, be sure to also specify exceptions in the same policy for the IP
addresses assigned to Infranet Controller, Infranet Enforcer, and the endpoints.

IP pool policies are required if one of the following applies to your situation:
®  You are using IPsec in a NAT environment.

= You selected the Always use a virtual adapter option in an IPsec routing
policy to enable inter-operability with other third-party IPsec clients
running simultaneously on the endpoint, such as Juniper Network Connect
or Microsoft IPsec.

For more information about configuring IP pool policies and IPsec routing
policies, see the Unified Access Control Administration Guide.

If you import a different server certificate into the Infranet Controller and CA
certificate into the Infranet Enforcer, you may need to initiate a new connection
to use them by restarting the Infranet Controller services on the Maintenance
> System > Platform page. For more troubleshooting information, see the
Unified Access Control Administration Guide.

Important guidelines that apply to all scenarios
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Deploying the appropriate firewall based on number of concurrent
IPsec tunnels and source IP users

Table 1 lists the maximum number of concurrent [Psec tunnels and source IP users
for each Infranet Enforcer model and license. One IPsec tunnel or source IP user is
required for each user that will be simultaneously accessing resources protected by
the Infranet Enforcer. Note that if dynamic discovery is not used, one IPsec tunnel
or source IP user is required each time a user sines into the Infranet Enforcer.

Use the information in this table to deploy the appropriate Infranet Enforcer model
based on the number of concurrent IPsec tunnels and source IP users you need to

support. Note that you must also include any existing policies, tunnels, and routes

configured on the Infranet Enforcer in the total number.

Table 1: Maximum concurrent IPsec tunnels and source IP users on each Infranet Enforcer model and license

5GT
5GT ADSL
5GT
Mode HSC 5XT® Wireless® 25¢ 509 204 208 500 ISG 1000 ISG 2000 5200 5400
IPsec tunnels 5 10 10 125 500 500 500 1000 1,000 1,000 12,000 12,000
(Base) (Base) (Base) (Base) (Base)
1,000 1,000 8,192 2,000 10,000
(Adv.)) (Adv.) (Adv.) (Adv.) (Adv.)
Source IP 4,096 4,096 4,096 4,096 4,096 4,096 4,096 8,192 8,192 12,288 12,000 12,000

users

a.Base and Elite licenses

b.Base, Plus, and Extended. licenses
c.Base and Advanced licenses
d.Base and Advanced licenses

Deploying the appropriate firewall based on number of concurrent IPsec tunnels and source IPusers m 5
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Chapter 2
Server Front End Deployment Scenario

Overview of server front end deployment scenario

Overview of customer business problem

You have a large data center and must protect it from users on the LAN by making
sure that only compliant and authenticated users are granted access to data center
resources. The solution to this problem should not significantly affect network
access performance, and it should not trade off security for performance.

Overview of the solution for a server front end scenatrio

Together, the Infranet Enforcer and Infranet Controller can dynamically enforce
network security policies and protect data center resources from unauthorized
users and non-compliant endpoints.

To secure the data center, the unified access control solution supports
comprehensive endpoint assessment capabilities with the Infranet Controllers Host
Checker capabilities for health state compliance measurement, and performs an
assessment both prior to user sign in and during the entire user session.

By denying access to endpoints that are unmanaged or not compliant, Juniper’s
UAC solution provides security without replacing any infrastructure.

Deploying a unified access control solution in a server front end
scenario

To deploy the Infranet Controller in a server front end scenario:

1. Deploy the Infranet Enforcer in front of the data center resources you want to
protect as shown in Figure 1. (If you have an existing Juniper Networks firewall
that is deployed in the DMZ, you can also upgrade the software to ScreenOS
version 6.1.)

2. Deploy an Infranet Controller on the network so that users can access it.

3. Configure Host Checker policies on the Infranet Controller to add endpoint
compliance.

Overview of server front end deployment scenario ® 7
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Figure 1: Server front end scenario
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Table 2: Recommended hardware for the server front end deployment scenario

Recommended Infranet Controllers Recommended Infranet Enforcers
NS5200
IC 6500 NS5400
ISG2000

(%v NOTE:

m  For detailed instructions on how to configure the Infranet Enforcer and
Infranet Controller for this server front-end scenario, see the Unified Access
Control Quick Start Guide. The guide is available as a PDF on the Juniper
Networks support site.

8 m Deploying a unified access control solution in a server front end scenario



Chapter 3
WAN Gateway Deployment Scenario

Overview of example WAN gateway deployment scenario

Overview of customer business problem

You want to ensure that user access to the WAN is enabled only for authorized
users and compliant endpoints. If the endpoint is not compliant, the solution must
restrict the endpoint’s WAN access and use remediation to force the user to bring
the endpoint into compliance before restoring WAN access.

Overview of the solution for a WAN gateway scenario

Together, the Infranet Enforcer and Infranet Controller can dynamically enforce
network security policies to make sure that only authenticated users and compliant
endpoints can access the WAN.

To secure the WAN gateway, the unified access control solution supports

comprehensive endpoint assessment capabilities with the Infranet Controllers Host

Checker capabilities for health state compliance measurement, and performs an

assessment both prior to user sign in and during the entire user session.

Deploying a unified access control solution in a WAN gateway scenario

To deploy a unified access control solution in a WAN gateway scenario:

1. Deploy the Infranet Enforcer in the DMZ as shown n Figure 2. (If you have an
existing Juniper Networks firewall that is deployed in the DMZ, you can also
upgrade the software to ScreenOS version 6.1.)

2. Deploy an Infranet Controller on the network so that users can access it.

3. Configure and enforce Host Checker policies to ensure that only compliant
endpoints can access the network.

Overview of example WAN gateway deployment scenario ® 9
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Figure 2: WAN gateway scenario
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Table 3: Recommended hardware for the WAN gateway deployment scenario

Recommended Infranet Controllers Recommended Infranet Enforcers

NS204
IC 6500 NS208

NS500

ISG1000

(%v NOTE: When deploying the WAN gateway scenario, keep these guidelines in mind:

m [f you create an IPsec routing policy on the Infranet Controller, be sure to
include a range of exceptions for traffic to certain resources that you do not
want to flow through the Infranet Enforcer. Do not use IPsec for the Infranet
Controller, the Infranet Enforcer, and networks where your endpoints are
located. For example, if you create an IPsec routing policy that uses [Psec on
an entire network range (such as 0.0.0.0/0) for your protected resources, be
sure to also specify exceptions in the same policy for the IP addresses
assigned to Infranet Controller, Infranet Enforcer, and the endpoints.

10 = Overview of example WAN gateway deployment scenario



Chapter 4
Distributed Enterprise Deployment
Scenario

Overview of example distributed enterprise deployment scenario

Overview of customer business problem

You have a branch office with a significant portion of the employee base. In
addition to securing the corporate headquarters, your company wants to secure the
branch office assets. The company also wants to allow access from the branch
office to protected resources on the corporate LAN at the corporate headquarters.

The company has two Juniper NetScreen firewalls site-to-site VPN deployments and
wants to use them to protect the perimeter and the LAN from malicious users and
applications.

Overview of the solution for a distributed enterprise scenario

Typically, users with an unmanaged endpoint connect from an insecure branch
network directly to the enterprise LAN via a site-to-site IPsec tunnel. A Juniper
NetScreen firewall provides Deep Inspection and antivirus checking to mitigate
some of the threat. But deploying an Infranet Enforcer as the branch office firewall
provides needed support for policy enforcement.

The unified access control solution checks all endpoints for compliance before
allowing access to the enterprise LAN at the corporate headquarters, which
eliminates a major source of security problems.

Together, the Infranet Enforcer and Infranet Controller can dynamically enforce
network security policies and protect the enterprise LAN at the corporate
headquarters from unauthenticated users and non-compliant endpoints.

Deploying a unified access control solution in a distributed enterprise
scenario

There are two versions of deploying the distributed enterprise scenario:

m  Deploy the Infranet Controller in both the branch and corporate headquarters
offices

Overview of example distributed enterprise deployment scenario m 11
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m  Deploy the Infranet Controller in the corporate headquarters office only

NOTE: When deploying either version of the distributed enterprise scenarios, keep
these guidelines in mind:

®m  You must use a route-based site to site VPN policy between the Infranet
Enforcers at the branch and corporate headquarters offices. Any traffic that is
routed to a specific network must pass through the site to site tunnel. A policy-
based VPN will not work correctly in the distributed enterprise scenarios.

m  You cannot use Transparent mode for the Infranet Enforcers in either version
of the distributed enterprise scenario.

Deploying the Infranet Controller in branch and headquarters offices

In this deployment scenario, you deploy the Infranet Controller in both the branch
and headquarters offices. You also deploy the Infranet Enforcer in both the branch
and headquarters offices.

The unified access control solution makes sure that only the endpoints that the
Infranet Controller has assessed and authenticated can access the resources in
corporate headquarters offices.

To deploy Infranet Enforcer and Infranet Controller in branch and headquarters
offices:

1. Deploy an Infranet Enforcer in the DMZ of the branch and headquarters offices
as shown in Figure 3. (If you have an existing Juniper Networks firewall that is
deployed in the office DMZs, you can also upgrade the software to ScreenOS
version 5.3.)

2. Deploy an Infranet Controller on the branch and corporate office networks so
that users in each location can access them.

3. Configure and enforce Host Checker policies to ensure that endpoints meet
your security requirements for accessing the network.

12 = Deploying a unified access control solution in a distributed enterprise scenario
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Figure 3: Distributed enterprise yvith IC in both branch and headquarters offices scenario
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Deploying Infranet Controller in corporate headquarters office only

In this deployment scenario, you deploy the Infranet Controller in the corporate
headquarters office only. You also deploy the Infranet Enforcer in both the branch
and headquarters offices.

The unified access control solution makes sure that an unauthenticated user in the
branch office can only gain access to the Infranet Controller and some essential
services such as DHCP and DNS. After the user signs in and the Infranet Controller
verifies that the user’s computer is compliant, the user can access the protected
resources on the corporate headquarters network.

To deploy the Infranet Controller in the corporate headquarters office only:

1. Deploy an Infranet Enforcer in the DMZ of the branch and headquarters offices
as shown in Figure 4. (If you have an existing Juniper Networks firewall that is
deployed in the office DMZs, you can also upgrade the software to ScreenOS

version 5.3.)

2. Deploy an Infranet Controller on the corporate headquarters network only so
that branch and corporate headquarters users can access it.

3. Configure and enforce Host Checker policies to ensure that endpoints meet
your security requirements for accessing the network.

Deploying a unified access control solution in a distributed enterprise scenario =
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Figure 4: Distributed enterprise with IC in headquarters office only scenario
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Table 4: Recommended hardware for the distributed enterprise deployment scenario

Recommended Infranet Controllers Recommended Infranet Enforcers

IC 4500 (branch office) NS5GT
IC 6500 (corporate HQ) NS25
NS50

14 m Deploying a unified access control solution in a distributed enterprise scenario



Chapter 5
Campus Wired Deployment Scenario

Overview of example campus wired deployment scenario

Overview of customer business problem

You are concerned that resources on the wired corporate LAN are not adequately
protected. Users can connect their computers to the corporate LAN and obtain
complete access to the network resources without assessment or authentication.

Because of the cost and complexity, the company does not want to replace or
upgrade the network infrastructure devices such as switches and routers.

Overview of the solution for a campus wired scenario

While it is typical for users in the extended enterprise to sign in to an SSL VPN and
be authenticated and verified as secure, users on the campus LAN are usually not
required to do so.

The unified access control solution changes this approach by requiring users to sign
into the Infranet Controller, which authenticates them and verifies the compliance
of their computers before allowing them access to protected resources.

The solution does not require an upgrade of the network infrastructure. You can
deploy an Infranet Enforcer at the distribution layer or in front of mission critical
applications that need protection.

Together, the Infranet Enforcer and Infranet Controller can dynamically enforce
network security policies to make sure that only compliant endpoints can access
resources on the campus wired LAN.

Deploying a unified access control solution in a campus wired
scenario

To deploy a unified access control solution in a campus wired scenario:

1. Deploy the Infranet Enforcer in front of the data center resources you want to
protect or in the distribution layer behind a switch as shown in Figure 5. (If you
have an existing Juniper Networks firewall that is deployed in the DMZ, you can
also upgrade the software to ScreenOS version 5.3.)

Overview of example campus wired deployment scenario ® 15
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2. Deploy an Infranet Controller on the network so that users can access it.

3. Configure and enforce Host Checker policies to ensure that endpoints meet
your security requirements for accessing the network.

Figure 5: Campus wired scenario
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Table 5: Recommended hardware for the campus wired deployment scenario

Recommended Infranet Controller Recommended Infranet Enforcers

NS5200
IC 6500 NS5400
1SG2000

(%v NOTE: When deploying the campus wired scenario, keep these guidelines in mind:

m [f there is a firewall between your users and your authentication server, be
sure to configure the firewall with static policies that allow traffic from the
users to the authentication server.

m [f there are any other resources that users need before authenticating to the
Infranet Controller, be sure to configure the firewall with static policies that
allow traffic from the users to those resources.

16 m Deploying a unified access control solution in a campus wired scenario



Chapter 6
Campus Wireless Deployment Scenario

Overview of example campus wireless deployment scenario

About the business problem

You are concerned that resources on the wireless corporate LAN are not adequately
protected. The company is aware of the security issues with 802.11 and wants
additional security for your wireless deployments.

About the solution for a campus wireless scenario

The unified access control solution requires wireless users to sign into the Infranet
Controller, which authenticates them and verifies the compliance of their
computers before allowing them to use the wireless network to access protected
resources on the network.

The solution does not require an upgrade of the wireless network infrastructure. You
can either deploy an Infranet Enforcer network enforcement point behind a
wireless access point, or you can deploy an Infranet Enforcer that includes a built-in
wireless access point.

Together, the Infranet Enforcer and Infranet Controller can dynamically enforce
network security policies to make sure that only compliant wireless endpoints can
access campus-wide resources via the wireless network.

Deploying a unified access control solution in a campus wireless
scenario

To deploy a unified access control solution in a campus wireless scenario:
1. Do either of the following as shown in Figure 6:

= Deploy the Infranet Enforcer behind a wireless access point.

= Deploy an Infranet Enforcer that is also a wireless access point.

If you have an existing Juniper Networks firewall that is deployed in the DMZ,
you can also upgrade the software to ScreenOS version 5.3.

Overview of example campus wireless deployment scenario m 17
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2. Deploy an Infranet Controller on the network so that users can access it.

3. Configure and enforce Host Checker policies to ensure that endpoints meet
your security requirements for accessing the network.

Figure 6: Campus wireless scenario

Infranet Controller
(1C4000)

AAA Servers
Identity Stores

Data

Center

#hizzion critical
apps, File
Servers,

ERP, CRM etc

Infranet Enforcer (IE)

Table 6: Recommended hardware for the campus wireless deployment scenario

Recommended Infranet Controller Recommended Infranet Enforcers
NS5GT

NS25
IC 4500 NS50

NS204
NS208

Cgfv NOTE: When deploying the campus wireless scenario, keep these guidelines in
mind:

m [f there is a firewall between your wireless access point and your
authentication server, be sure to configure the firewall to allow traffic from the
access point to the authentication server.

m If there are any other resources that users need before authenticating to the
Infranet Controller, be sure to configure the firewall with static policies that
allow traffic from the wireless access point to those resources.

18 m Deploying a unified access control solution in a campus wireless scenario



Chapter 7

802.1X Deployment Scenarios

This chapter contains the following deployment scenarios for using 802.1X
enforcement with the Unified Access Control solution:

m  “Scenario 1: Using VLANSs that are not routed (no default IP address)” on
page 19

m  “Scenario 2: Using VLANs that are not routed (use default Quarantine IP
address)” on page 21

m  “Scenario 3: Using VLANSs that are routed (no default IP address)” on page 22

m  “Scenario 4: Using 802.1X without a remediation VLAN and no default IP
address” on page 23

802.1X deployment scenarios that use a remediation VLAN

In the three 802.1X deployment scenarios described in this section, there are two
VLANS that are used to control user access to resources:

m  Trusted VLAN: 1
m  Quarantined / Remediation VLAN: 31

In all three scenarios in this section, the interface of the Infranet Controller is
trunked to the switch and there is an Infranet Controller virtual interface in every
VLAN. All users can access the Infranet Controller from all subnets using the
different IP addresses. In these scenarios, an Infranet Enforcer controls access to
the protected resource, which is a Finance server in the Trusted VLAN.

Scenario 1: Using VLANs that are not routed (no default IP address)

Scenario 1 uses 802.1X with VLANSs that are not routed and there is no default IP
address for the endpoint. That is, the user must provide valid sign-in credentials to
obtain an IP address on the network.

802.1X deployment scenarios that use a remediation VLAN =m 19
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Resources
In this scenario, you control access to these three resources:

m  Finance Server: 10.0.0.16
m  Corp Server: 10.0.0.17
m  Remediation Server: 172.16.0.16

Access Control Rules

To define access control policies, define who the user is and which resources they
are allowed to access, if any. In this scenario, the user has to provide valid sign-in
credentials to obtain an IP address on the network.

Table 7: Network Access

Trusted Network Quarantined Network No Network Access
All authenticated users with All authenticated users with All unauthenticated
endpoints that comply with security endpoints that do not comply users

policies with security policies

To access the Corp server, a user must have a compliant endpoint and valid sign-in
credentials. To access the Finance Server, the user must have a compliant endpoint
and be a member of the finance role or group. All other users with un-compliant
endpoints can access the Remediation server only.

Table 8: Resource Access

Corp Server Finance Server Remediation Server

All users that are using a compliant  All users that are a member of  All users that are using a
endpoint finance and are using a non-compliant endpoint
compliant endpoint

Figure 7 illustrates this scenario.

Figure 7: 802.1X with VLANs not routed (no default IP address) scenario
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Scenario 2: Using VLANs that are not routed (use default Quarantine IP address)

Similar to scenario 1, scenario 2 uses 802.1X with VLANS that are not routed. The
difference in scenario 2 is that it uses a default Quarantine IP address for the
endpoint instead of no default IP address. That is, the endpoint is assigned an IP
address on the Quarantine VLAN before the user provides valid sign-in credentials.

Resources
In this scenario, you control access to these three resources:

m  Finance Server: 10.0.0.16
m  Corp Server: 10.0.0.17

m  Remediation Server: 172.16.0.16

Access Control Rules

To define access control policies, define who the user is and which resources they
are allowed to access, if any. In this scenario, the user does not have to provide valid
sign-in credentials and does not need to use a compliant endpoint to obtain an IP
address on the Quarantined network.

Table 9: Network Access

Trusted Network Quarantined Network

All authenticated users with endpoints that  All users
comply with security policies

To access the Corp server, a user must have a compliant endpoint and valid sign-in
credentials. To access the Finance Server, the user must have a compliant endpoint
and be a member of the finance role or group. All other users with un-compliant
endpoints can access the Remediation server only.

Table 10: Resource Access

Corp Server Finance Server Remediation Server

All users that are using a compliant  All users that are a member of  All users
endpoint finance and are using a
compliant endpoint

802.1X deployment scenarios that use a remediation VLAN m 21
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Figure 8 illustrates this scenario.

Figure 8: 802.1X with VLANs not routed (default Quarantine IP address) scenario
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Scenario 3: Using VLANs that are routed (no default IP address)

Scenario 3 uses 802.1X with VLANSs that are routed and does not use a default IP
address for the endpoint. That is, the user must provide valid sign-in credentials to
obtain an IP address on the network.

The difference in scenario 3 is that it uses a router or firewall that provides routing
between the two VLANS. The router or firewall also has access control rules that
only allow the Infranet Controller to be accessible across VLANS.

Resources

In this scenario, you control access to these three resources:
m  Finance Server: 10.0.0.16

m  Corp Server: 10.0.0.17

m  Remediation Server: 172.16.0.16

Access Control Rules

To define access control policies, define who the user is and which resources they
are allowed to access, if any. In this scenario, the user has to provide valid sign-in
credentials to obtain an IP address on the network.

Table 11: Network Access

Trusted Network Quarantined Network No Network Access
All authenticated users with All authenticated users with All unauthenticated
endpoints that comply with security endpoints that do not comply users

policies with security policies

22 = 802.1X deployment scenarios that use a remediation VLAN
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To access the Corp server, a user must have a compliant endpoint and valid sign-in
credentials. To access the Finance Server, the user must have a compliant endpoint
and be a member of the finance role or group. All other users with un-compliant
endpoints can access the Remediation server only.

Table 12: Resource Access

Corp Server Finance Server Remediation Server

All users that are using a compliant  All users that are a member of  All users that are using a
endpoint finance and are using a non-compliant endpoint
compliant endpoint

Figure 9 illustrates this scenario.
Figure 9: 802.1X with VLANSs routed (no default IP address) scenario
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An 802.1X deployment scenario that does not use a remediation VLAN

The 802.1X deployment scenario described in this section does not use a
remediation VLAN. 802.1X is used to authenticate the port on the endpoint, which
starts in an unauthorized state and does not provide access. The user has to
authenticate using 802.1x to get an IP address on the network.

Scenario 4: Using 802.1X without a remediation VLAN and no default IP address

In this scenario, an Infranet Enforcer in Transparent mode controls access to two
protected resources, which are a Finance server and a Corporate server in the
Trusted VLAN.

An 802.1X deployment scenario that does not use a remediation VLAN =
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Resources
In this scenario, you control access to these three resources:

m  Finance Server: 10.0.0.16
m  Corp Server: 10.0.0.17
m  Remediation Server: 10.0.0.15

Access Control Rules

To define access control policies, define who the user is and which resources they
are allowed to access, if any. In this scenario, the user has to provide valid sign-in
credentials to obtain an IP address on the network.

Table 13: Network Access

Trusted Network No Network Access

All authenticated users with endpoints that comply with  All unauthenticated users
security policies

To access the Corp server, a user must have a compliant endpoint and valid sign-in
credentials. To access the Finance Server, the user must have a compliant endpoint
and be a member of the finance role or group. All other users with un-compliant
endpoints can access the Remediation server only.

Table 14: Resource Access

Corp Server Finance Server Remediation Server

All users that are using a compliant  All users that are a member of  All users that are using a
endpoint finance and are using a non-compliant endpoint
compliant endpoint

Figure 10 illustrates this scenario.

Figure 10: 802.1X without remediation VLANs (no default IP address) scenario
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24 m An 802.1X deployment scenario that does not use a remediation VLAN

Unauthorized Port
Unauthorized IP: None
Unauthorized VLAN: 1

Authorized Port : Compliant
Authorized IP: 10.0.0.x
Authorized VLAN: 1
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